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ESR-Series. CnpaBoyHnK komaHz CLI

1 BeegeHwue

* AHHOTauusA

* LeneBas aygntopus

» [puMeyaHus n npegynpexaeHns
* lcnonb3yeMble cokpalleHus

AHHOTaUuA

B HacToslLLeM pykoBOACTBe npuBefeHo onucaHne komaHg CLI gnsa agmMuHucTpaTopa cepBUCHOIo
mapLupyTusatopa cepun ESR (B ganbHelilem nmeHyemoro MapLipyTn3aTtopoM Uim yCTPOACTBOM).
NHTepdpeiic komaHaHoii cTpokm (Command Line Interface, CLI) — nHTepdeiic, npegHasHayeHHbIl Ans
ynpasneHnsi, NPOCMOTPa COCTOSAHUA U MOHUTOPUHIa ycTpoincTea. Ansa paboTbl noTpebyetca nobas
ycTaHoB/neHHas Ha MK nporpamma, nogaepxusaroLian paboty no npotokonam Telnet, SSH nnv npsamoe
NOAK/OYEHME Yepe3 KOHCO/IbHbIN nopT (Hanpumep, HyperTerminal).

LieneBas ayguTtopus

CnpaBoyHuK KomaHg CLI npegHasHaveH ANnsi TEXHUYECKOro NepcoHasna, BbIMO/THALLEro HaCTPOVKY 1
MOHUTOPUHT MapLupyTu3aTopa cepun ESR nocpeacTBom nHTepdeiica komaHaHoi ctpokm (CLI).
KBanudpmkaumusa TeXHNYEeCKoro nepcoHana npeanonaraeT 3HaHne 0CHOB paboThl cTeka npoTtokonos TCP/IP,
NPUHUMNOB nocTtpoeHus Ethernet-cetein.

MpumeyaHus 1 NpegynpexaeHus

& TpumeyaHns cogepxar BaxHy MHOPMaLMto, COBETbI UM PEKOMEHAALMM MO MCNO/Ib30BaHMIO U
HacTpolike yCTpoicTBa.

© TMpepynpexaeHys MHPOPMUPYIOT MO/b30BATESA O CUTYaLSX, KOTOPbIE MOTYT HaHECTU BPe[,
nporpammHo-annapaTHoOMy KOMIEKCY, MPUBECTM K HEKOPPEKTHOI paboTe CUCTEMbI WX NOTepe
[aHHbIX.

Ncnonb3yemble COKpalleHus

+ AAA - Authentication, Authorization, Accounting
+ ARP — Address Resolution Protocol

+ BGP - Border Gateway Protocol

+ BRAS - Broadband Remote Access Server

+ DHCP - Dynamic Host Configuration Protocol
* DNS - Domain Name System

+ DDoS - Distributed Denial of Service

+ DoS - Denial of Service

* FIFO - First In, First Out

« FTP - File Transfer Protocol

+ FXO - Foreign eXchange Office

+ FXS - Foreign eXchange Subscriber

+ GRE - Generic Routing Encapsulation

+ GRED - Gentle Random Early Detaction

« HTTP — HyperText Transfer Protocol

« HTTPS - HyperText Transfer Protocol Secure
+ ICMP - Internet Control Message Protocol

* IKE - Internet Key Exchange

* IDS - Intrusion Detection System



IP — Internet Protocol

IP4IP4 - IPin IP

IPS — Intrusion Prevention System

IPsec — IP Security

L2TP - Layer 2 Tunneling Protocol

L2TPv3 - Layer 2 Tunneling Protocol version 3
LACP - Link Aggregation Control Protocol
LAG - Link Aggregation Group

LDAP - Lightweight Directory Access Protocol
LLDP - Link Layer Discovery Protocol

MAC - Media Access Control

MTU — Maximum Transmission Unit

mDNS — Multicast Domain Name System

NAT - Network Address Translation

NAS - Network Access Server

NTP - Network Time Protocol

OSPF - Open Shortest Path First

PPP - Point-to-Point Protocol

PPTP - Point-to-Point Tunneling Protocol
PPPOE - Point-to-point protocol over Ethernet
PSK - Pre-Shared Key

QoS - Quality of Service

RADIUS - Remote Authentication Dial In User Service
RED - Random early detection

RIP — Routing Informational Protocol

SFTP - Secure Shell File Transfer Protocol
SIP - Session Initiation Protocol

SLA — Service Level Agreement

SNMP - Simple Network Management Protocol
SCP - Secure Copy Protocol

SP — Strict Priority

SSH - Secure Shell

STP - Spanning Tree Protocol

TACACS - Terminal Access Controller Access Control System
TFTP - Trivial File Transfer Protocol

URL - Uniform Resource Locator

VLAN - Virtual Local Area Network

VPN —Virtual Private Network

VRF - Virtual Routing/Forwarding

VRRP - Virtual Router Redundancy Protocol
VTI = Virtual Tunnel Interface

WAN - Wide Area Network

WINS - Windows Internet Name Service

WRR - Weighted Round Robin

XAUTH - eXtended Authentication

ESR-Series. CnpaBoyHnK komaHz CLI



2 VcTtopusi ameHeHwi

Bepcusa gokymeHTa

Bepcusa 1.30

Jarta
BbIMyCKa

ESR-Series. CnpaBo4YHUK koMaHz, CLI

CopepxaHue U3MeHeHMuii

Job6asneH pasgen:

HacTtpolika Crypto-Sync

V3meHeHuA B pasgenax:

MpaswWia Nosib30BaHNsA KOMaHAHOM CTPOKOW
CTpyKTypa cucTeMbl KOMaHz,

KomaHAbl No/1b30BaTebCKOro nHTepgerica
YnpasrieHve nporpammMHbIM 06ecrneyeHnem 1 KoHdurypaumen
HacTtpolika DNS

HacTpoiika o6LLecMcTeMHbIX NapaMeTpoB
YnpaBsieHne cCUCTeMHbIMY YacamMmu

HacTtpolika AAA

KoHdhuryprpoBaHue 1 MOHUTOPUHT MHTEPElicoB
KoHdhurypripoBaHue 1 MOHUTOPUHT TYHHe e
YnpasneHve L2-chyHKLuusAMU

PaboTa ¢ agpecHbIMM Tabauamm

HacTtpolika VRF

HacTtpolika IP-agpecaunn

HacTtpoiika IPv6-agpecaumm

YnpasrneHve npounnsmu

YnpasneHne NAT

HacTtpolikun IPsec VPN

YnpasneHve VPN. HacTpoliku yaaneHHoro gocryna
MapLpyTtusauns

HacTpoiikn MPLS

Pe3epBupoBaHune

Be3onacHocTb

YnpasneHve QoS

MOHWTOPWHT 1 ynpaBneHne



ESR-Series. CnpaBo4HUK koMmaHz CLI

Bepcusa gokymeHTa Jarta CopepXXaHue N3MeHeHui
BbIMyCKa
HacTtpoiika DHCP
HacTtpolika SLA
Bepcusa 1.29 13.10.2023 Mi3meHeHuA B pasgenax:
HacTpoiika AAA

KoHhuryprpoBaHve 1 MOHUTOPUHT TYHHEenNei
HacTpoiika IP-agpecaumm

HacTpoiiku IPsec VPN

O6LLMe KOMaH bl aHOHCMPOBaHWS 1 NprYemMa MapLUpyTOB
MapLipyTu3aums Ha ocHose nosmtuk (PBR)

YnpasneHvne VRRP

Ynpasnexue Firewall

YnpaBneHue cnmckamm KoHTponst goctyna (ACL)
YnpaeneHve cuctemoli npegoTepalleHns BTopxenuit (IPS/IDS)
Ynpasnexuve SYSLOG

HacTpoiika goctyna SSH, Telnet

HacTpoiika DHCP

HacTpoiika VolP

HacTtpoiika Tracking
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Bepcusa gokymeHTa

Bepcusa 1.28

Jarta
BbIMyCKa

31.03.2023

ESR-Series. CnpaBo4HUK koMmaHz CLI

CopepXaHue U3MeHeHwui

Jo6aBneHbl pasgensi:
HacTtpoiika Tracking

YnpaeneHve Dual-Homing

N3meHeHus B pasgenax:

KomaHAbl No/1b30BaTeNbCKOro MHTEpgerica
HacTtpolika TFTP-cepsepa

HacTpoiika o6LLecMcTeMHbIX NapaMeTpoB
YnpassieHne CUCTEMHbIMY YacamMu
HacTtpolika AAA

KoHdhurypripoBaHue 1 MOHUTOPUHT TYHHe e
HacTpoiika VRF

HacTpolika IP-agpecaunn

YnpasrieHve npounnsmu

YnpasneHne NAT

HacTtpolikun IPsec VPN

O6LLMe HaCTpOoIK1 MapLUpyTU3aLmm
O6LMe KoMaHabl aHOHCVMPOBaHKS 1 NprYemMa MapLUpyTOB
MapLupyTr3auust Ha ocHoBe nonmTuk (PBR)
HacTpolika napameTpoB npoTtokona BFD
HacTtpolika npotokonos OSPF n OSPFv3
HacTpoiikn MPLS

YnpasneHune VRRP

HacTtpolika pesepsupoBaHus DHCP
HacTpoiika pe3epsupoBaHus Firewall/NAT
Ynpasnerue Firewall

YnpasneHve QoS

YnpasneHune SYSLOG

HacTtpolika DHCP
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Bepcus AOKYMeHTa

Bepcua 1.27

Bepcua 1.26

Jarta
BbIMyCKa

12.09.2022

07.06.2022

ESR-Series. CnpaBo4HUK koMmaHz CLI

CopepXaHue U3MeHeHwui

V3meHeHuA B pasgenax:
- KoHthurypmpoBaHue 1 MOHUTOPUHT TYHHenNel

- MOHWUTOpPWHT 1 ynpaBreHue -> HacTpoiika gocTyna SSH, Telnet

VismeHeHunA B pa3genax:

- KomaHap! nonb3oBaTenscKkoro nHtepdeiica

- YnpaBnieHue nporpaMMHbIM 06ecnevyeHneM 1 KoHdurypaumei
- HacTpoiika DNS

- Ynpasnexue VPN. HacTpoiikn yaaneHHoro gocrtyna

- MapupyTumsaums -> MapLupyTr3auus Ha ocHoe nonuTuk (PBR)
- MapuwpyTtnsauus -> Hactpolika npotokona BFD

- MapuwpyTtusaums -> Hactpolika npotokonoB OSPF n OSPFv3

- HacTpoiikn MPLS

- Be3onacHOCTb -> YnpaB/ieHre CUCTeMOi NpefoTBpaLLeHNs!
BTOpXXeHuii (IPS/IDS)

- MoHUTOPWHT 1 ynpasneHue -> YnpaeneHue Netflow

- MoOHUTOpPWHT 1 ynpaBneHue -> HacTpolika goctyna SSH, Telnet
- HacTpolika koHTponsi a6oHeHToB (BRAS)

[Job6aBneHbl pasgens:

- Hactpoiika TFTP-cepBepa



ESR-Series. CnpaBo4HuK kKomaHA CLI

Bepcusa gokymeHTa Jarta CopepXXaHue N3MeHeHui
BblMycKa
Bepcusa 1.25 03.02.2022 Mi3meHeHus B pasgenax:

- CTpyKTypa cucTeMbl KOMaHL,

- YnpasneHue nporpaMmHbIiM obecrnevyeHnemM n KoHdurypaumei
- HacTtpoiika o6LiecMcTeMHbIX NapaMeTpoB

- KoHhurypupoBaHue 1 MOHUTOPUHT TYHHenNel

- YnpasneHve L2-pyHKunsamm

- Ynpasnexue VPN. HacTpoiikn yaaneHHoro gocrtyna

- YnpasneHune QoS

- MapupyTusaums -> MapLupyTr3auys Ha ocHoBe nonmTuk (PBR)

- MoHUTOPWHT 1 ynpasneHue -> YnpasneHne SYSLOG



Bepcusa gokymeHTa

Bepcusa 1.24

Jarta
BbIMyCKa

15.10.2021

ESR-Series. CnpaBo4HUK koMmaHz CLI

CopepXaHue U3MeHeHwui

M3MeHeHus B pasgenax:

- MNpaBnna nonb3oBaHWsi KOMaHA4HON CTPOKOW

- CTpyKTypa CUCTEMbI KOMaHA,

- KomaHabl NoNb30BaTebCKoro nHtepgienca

- YnpaBsneHue nporpaMmHbIM obecrneveHnemM n KoHdurypaumei
- HacTtpoiika o6LLiecMcTeMHbIX NapaMeTpoB

- Hactpoiika AAA

- KoHthuryprpoBaHue 1 MOHUTOPUHT HTEPdEicoB

- KoHthurypmpoBaHue 1 MOHUTOPUHT TYHHeNel

- HacTpoiikn IPsec VPN

- HacTpoiika npotokona BGP

- HacTpoiika npotokonos OSPF n OSPFv3

- Hactpoitkn MPLS

- YnpasneHune VRRP

- HacTpoiika 06bEKTOB OTCNEXMBAHUSA COObITUN

- YnpaBneHue crucTemoii npeoTepalleHns BTopxeHnii (IPS/IDS)
- YnpasneHue QoS

- Ynpaenexue Netflow

- HacTtpoiika goctyna SSH, Telnet

- HacTpoiika Wi-Fi KoHTponnepa TyHHenein

10



Bepcusa gokymeHTa

Bepcusa 1.23

Jarta
BbIMyCKa

29.06.2021

ESR-Series. CnpaBo4YHUK koMaHz, CLI

CopepXaHue U3MeHeHwui

M3MeHeHus B pasgenax:

- CTpyKTypa cucTeMbl KOMaHL,

- KomaHabl NoNb30BaTebCKoro nHtepgienca

- YnpaBsneHue nporpaMmHbIM obecrneveHnemM n KoHdurypaumei
- HacTtpoiika o6LLiecMcTeMHbIX NapaMeTpoB

- KoHhurypupoBaHne 1 MOHUTOPUHT NHTEPAIENCOoB

- YnpasneHve L2-pyHKunsamm

- PaboTa ¢ agpecHbIMy Tabnuuamm

- YnpasneHve npoduasmm

- HacTpoiikn IPsec VPN

- MapwpyTtumsauns -> O6LLme HaCTPONKM MapLUpyTU3aLum
- MapuwpyTtnsaums -> Hactpolika npotokona BFD

- BesonacHocTb -> YnpasneHue Firewall

- besonacHOCTb -> YnpaB/ieHne NorMpoBaHNEM U 3aLLMTON OT
CeTeBbIX aTak

- BeszonacHOCTb -> HacTpoiika cuctembl NpefoTBpaLLeHns
BTOpXeEHWiA (IPS/IDS)

- YnpasneHue QoS

- MoHUTOPWHT 1 ynpasneHue -> YnpasneHne SYSLOG

- MOHUTOPWHT 1 ynpaBneHue -> HacTpolika 3epKaimpoBaHus
- HacTpoliika koHTponsi aboHeHToB (BRAS)

- HacTpoiika Wi-Fi KoHTponnepa TyHHenein

Job6asneHbl pasgens:

- BesonacHocTb -> HacTpolika cuctembl "AHTrcnam”

11



Bepcusa gokymeHTa

Bepcusa 1.22

Jarta
BbIMyCKa

29.10.2020

ESR-Series. CnpaBo4YHUK koMaHz, CLI

CopepXaHue U3MeHeHwui

V3meHeHuA B pasgenax:

- CTpyKTypa cucTeMbl KOMaHL,

- YnpasneHue nporpaMmHbIiM obecrnevyeHnemM n KoHdurypaumei
- HacTtpoiika o6LiecMcTeMHbIX NapaMeTpoB

- YnpaB/seHne cucTeMHbIMU Yacamu

- Hactpoiika AAA

- KoHhurypupoBaHue 1 MOHUTOPUHT TYHHenNel

- YnpasneHve L2-pyHKunsamm

- PaboTa ¢ agpecHbIMy Tabnuuamm

- Ynpasnexve unistpamei

- YnpasneHve NorupoBaHNeM 1 3aLiMTOi OT CETEBLIX arak
- HacTpoiikn IPsec VPN

- Ynpasnexue VPN. HacTpoiiku yaaneHHoro goctyna
- MapwpyTtusauuns -> HacTtpolika npotokona BGP

- MapwpyTtusauuns -> HacTtporika npotokona IS-IS

- Hactpoitkn MPLS

- PesepBunpoBaHue

- YnpasneHune QoS

- MOHWUTOPWHT ¥ yrpas/iieHne

- Hactpoiika DHCP

- Hactpoiika SLA

- HacTpolika koHTponsi aboHeHToB (BRAS)

- YnpaBneHue crucTemoii npeoTepalleHns BTopxennii (IPS/IDS)
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Bepcus JOKyMeHTa

Bepcus 1.21

Jarta
Bbinycka

05.06.2020

ESR-Series. CnpaBo4HUK koMmaHz CLI

CopepXXaHue N3MeHeHui

Mi3meHeHua B pasgenax:

- CTpyKTypa cucTeMbl KOMaHL,

- YnpasneHue nporpaMmHbIiM obecrnevyeHnemM n KoHdurypaumei
- KoHhurypupoBaHue 1 MOHUTOPUHT TYHHenNel

- YnpasneHve L2-pyHKunsamm

- YnpaeneHue Firewall

- YnpasneHve NorupoBaHNeM 1 3aLiMTO OT CETEBLIX arak
- YnpasneHne NAT

- HacTpoiikn IPsec VPN

- MapLpyTnsaums

- Hactpoiikn MPLS

- PesepBunpoBaHue

- YnpasneHue QoS

- MOHWUTOPWHT ¥ yrpas/ieHne

- HacTpoiika Wi-Fi KoHTponnepa TyHHenein

- TexHn4yeckasa nogaepxka
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Bepcus foKyMeHTa

Bepcusa 1.20

Jarta
Bbinycka

03.02.2020

ESR-Series. CnpaBo4HUK koMmaHz CLI

CopepXXaHue N3MeHeHui

V3meHeHuA B pasgenax:

- CTpyKTypa cucTeMbl KOMaHL,

- YnpaBneHue nporpaMMHbIM obecneyeHnem n KoHurypauumeni
- KoHdhurypripoBaHne 1 MOHUTOPUHT TYHHesen

- YnpaBneHue L2 doyHKLmMAMN

- YnpaeneHue Firewall

- YnpaBneHue NorvpoBaHneM 1 3allMToli OT CEeTEBbIX aTak
- YnpasneHne NAT

- Hactpoliku IPsec VPN

- Hactpolika npotokona BFD

- Hactporiku MPLS

- Pe3epBuposaHue

- YnpasneHne QoS

- MOHUTOPUHT 1 ynpasneHue

- Hactporika Wi-Fi KoHTponnepa TyHHenemn
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Bepcus foKyMeHTa

Bepcusa 1.19

Bepcusa 1.18

Jarta
Bbinycka

04.02.2020

08.11.2019

ESR-Series. CnpaBo4HuK kKomaHA CLI

CopepXXaHue N3MeHeHui

Job6asneHbl pasgens:

- Hactpoiika mDNS-reflector

- Hactpoiikn MPLS

M3mMeHeHus B pasgenax:

- CTpyKTypa cucTeMbl KOMaHL,

- KomaHabl NoNb30BaTebCKoro nHTepgienca

- Hactpoiika AAA

- KoHhurypupoBaHne 1 MOHUTOPUHT NHTEPAIENCOoB
- KoHthurypmpoBaHue 1 MOHUTOPUHT TYHHeNel

- YnpasneHve L2-pyHKunsamm

- HacTpoiika VRF

- YnpasneHve npoduasmm

- YnpaeneHue Firewall

- HacTpoiikn IPsec VPN

- Ynpasnexue VPN. HacTpoiikn yaaneHHoro goctyna
- MapLpyTtnsaums

- YnpasneHue QoS

- Ynpaenexue sFlow

- MOHUTOPWHT 1 ynpasnexHne

- HacTpoiika KoHTposst aboHeHToB (BRAS)

- Hactpoiika VolP

CuHxpoHusauus c sepcuweid MO 1.8.2
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Bepcus JOKyMeHTa

Bepcna 1.17

Aata
BbiMycKa

02.09.2019

ESR-Series. CnpaBoyHnK komaHz CLI

CopepXXaHue N3MeHeHui

Jo6aBneHbl pasgensi:

- 36 HacTpoliika cucTembl NpeoTepalleHns BTopxeHnii (IPS/IDS)
N3meHeHus B pasgenax:

- 1.4 Vicnonb3yemble CoKpalleHns

- 3.2 KoHGurypupoBaHue mapLupytmsaTopa

- 5 YnpaBneHue nporpaMmHbIM 06ecneyeHneM 1 KoHdurypaumeli
- 9 Hactpoiika AAA

- 10 KoHhurypmnpoBaHue 1 MOHUTOPUHT MHTEpdEelicoB

- 11 KoHchuryprpoBaHue 1 MOHWUTOPUHT TyHHesel

- 12 Ynpasnenue L2 chyHKumaMM

- 13 PaboTa ¢ agpecHbIMKn Tabnmuyamm

- 14 HacTpoiika VRF

- 17 YnpasneHue npounnsamm

- 19 YnpaeneHwue firewall

- 24 Ynpaenexue VPN. HacTpoliku yaaneHHoro goctyna

- 20 YnpaBneHue cunbsTpaumei

- 25 MapuwpyTtusaums

- 27 YnpasneHune QOS

- 30 MOHMTOPWHT 1 ynpaBneHne

- 35 Hactpoiika VOIP
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Bepcus JOKyMeHTa

Bepcna 1.16

Aata
BbiMycKa

15.08.2019

ESR-Series. CnpaBoyHnK komaHz CLI

CopepXXaHue N3MeHeHui

N3meHeHus B pasgenax:

- 1.4 Vicnonb3yemble CoKpalleHns

- 3.2 KoHGurypupoBaHue mapLupytmsaTopa

- 4 KomaHAbl Nonb30BaTeIbCckoro nHTepdelica

- 5 YnpaBneHue nporpaMmHbIM 06ecneyeHneM 1 KoHdurypaumeli
- 9 Hactpoiika AAA

- 10 KoHhurypmpoBaHue 1 MOHUTOPUHT MHTEpdelicoB

- 11 KoHthuryprpoBaHue 1 MOHWUTOPUHT TyHHesel

- 23 Hactpoiikn IPsec VPN

- 24 Ynpaenexue VPN. HacTpoliku yaaneHHoro goctyna
- 25 MapuwpyTtusaums

- 27 YnpasneHnune QOS

- 30 MOHMTOPWHT 1 ynpaBneHne

- 32 HacTtpoiika SLA

- 33 HacTpoiika koHTponsi a6oHeHToB (BRAS)

- 34 HacTpoiika Wi-Fi koHTponnepa TyHHenei
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ESR-Series. CnpaBoyHnK komaHz CLI

Bepcus gokymeHTa Aata CopepXXaHue N3MeHeHui
BblMycKa
Bepcusa 1.15 05.08.2019 Job6asneHbl ycTpoiictBa ESR-20, ESR-21, ESR-1500, ESR-1510

Jo6aBneHbl pasgensi:

- 10.5 MocnepoBaTtenbHble MHTEpPAENACHI

- 20 YnpaBnexue cunsTpaumei

- 32 HacTtpoiika SLA

M3meHeHus B pasgenax:

- 3 CTpyKTypa CMCTEMbI KOMaH[,

- 4 KomaHAbl Nonb30BaTeIbCckoro nHTepdelica

- 5 YnpaBneHue nporpaMmHbIM 06ecneyeHneM 1 KoHdurypaumetli
- 7 HacTpoiika 06LiecncTeMHbIX NapaMeTpoB

- 8 YnpaBneHne cMCTEMHbIMU Yacamm

- 9 Hactpoiika AAA

- 10 KoHhurypmpoBaHue 1 MOHUTOPUHT MHTEpdelicoB

- 11 KoHthuryprpoBaHue 1 MOHWUTOPUHT TyHHesel

- 12 YnpasneHue L2 chyHKuMaMM

- 13 PaboTa ¢ agpecHbIMKn Tabnmuyamm

- 14 HacTpoiika VRF

- 15 HacTpoiika IP-agpecaumm

- 16 HacTpoiika IPV6 agpecaunn

- 17 YnpasneHuns npounsamm

- 18 YnpaBneHve cnuckamu KoHTpons goctyna (ACL)

- 19 YnpaeneHue Firewall

- 21 YnpaBneHne NorMpoBaHMeM 1 3alyTOi OT CeTEBbIX aTak
- 22 YnpasneHune NAT

- 23 Hactpoiikn IPsec VPN

- 24 Ynpaenexue VPN. HacTpoliku yaaneHHoro goctyna
- 25 MapuwpyTtusaums

- 26 Pe3epBurpoBaHue

- 27 YnpasneHnune QOS
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ESR-Series. CnpaBoyHnK komaHz CLI

Bepcus JOKyMeHTa barta CopepXaHue n3MeHeHui
BbiNycKa

- 28 YnpaeneHue Netflow
- 29 YnpasneHvne SFLOW
- 30 MOHUTOPWHT 1 ynpasBieHune

- 31 Hactpoiika DHCP

Bepcusa 1.14 31.01.2019 Vi3meHeHus B pa3genax:

- 11 KoHthuryprpoBaHue 1 MOHUTOPUHT TYHHesel

Bepcua 1.12 11.11.2018 CuHxpoHuzauus ¢ MO 1.4.1
Bepcusa 1.11 03.05.2018 CuHxpoHusauums ¢ MO 1.4.0
Bepcna 1.10 03.05.2017 Vi3meHeHus B pasgenax:

- 3.2 KoHGurypupoBaHue mapLupyTtmusaTopa

- 4 KomaHpbl N0Nb30BaTeNIbCKOro HTepgeica
- 6 HacTpoiika 06LecncTEMHbIX NapaMeTpPoB
- 7 YnpaBneHue cUCTEMHbIMU Yacamm

- 8 HacTtpoiika AAA

- 9.1 YnpaBneHwue nHTepdeiicamu

- 11 ¥YnpasneHue TyHHeNnsAmm

- 13 YnpaBneHue agpecHbIMy Tabnuuamm

- 19 YnpaeneHue Firewall

- 21 Ynpasnenue VPN. HacTtpolika IPsec

- 23.8 HacTtpoiika npoTtokona BGP

- 24.5 HacTtpolika MultiwAN

- 25 YnpasneHue QoS

- 31 HacTpoiika KOHTposisi aboHeHTOB (BRAS)
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Bepcus JOKyMeHTa

Bepcusa 1.9

Bepcusa 1.8

Aata
BbiMycKa

16.12.2016

22.07.2016

ESR-Series. CnpaBoyHnK komaHz CLI

CopepXXaHue N3MeHeHui

Jo6aBneHbl pasgensi:

- 23.5 HacTpoiika 06beKTOB OTC/EXMBAHUS COObITUI
- 23.6 HacTtpoiika npotokona BFD

- 23.8 HacTtpoiika npotokona BGP

- 31 HacTpoiika koHTponsi a6oHeHToB (BRAS)
M3meHeHus B pasgenax:

- 3.2 KoHGurypupoBaHue mapLupytmMsaTopa

- 3.3 Tvnbl 1 NOPAA0K MMEHOBaHWA UHTepdheiicoB
MapLipyTu3aropa

- 3.4 Tunbl 1 NOPSAOK UMEHOBAHWSA TYHHeNe MapLipyTusaropa
- 4 KomaHbl N0Nb30BaTebCKOro nHTepdeica

- 6 HacTpoiika 06LecncTeMHbIX NapaMeTpoB

- 8 Hactpoiika AAA

- 9 HacTpoiika 1 MOHUTOPUWHT MHTepdIelicoB

- 11 YnpasneHue TyHHeNnsaAmm

- 26 YnpaeneHue Netflow

- 32 HacTpoiika Wi-Fi koHTponnepa TyHHenei

VI3meHeHus B pa3genax:

- 7 YnpaBneHue CUCTEMHbIMU Yacamm

- 8 Hactpoiika AAA

- 9.1 Ethernet-nHTepdelichl

- 11 YnpaBneHue TyHHeNnaMu

- 24 YnpasneHue VRRP

- 20 YnpaBneHue NAT

- 14 Hactpoiika VRF

- 12.1 YnpaBneHue L2 mapLipytusaumei

- 24.3.2 HacTtpoiika pesepsupoBaHus Firewall
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ESR-Series. CnpaBoyHnK komaHz CLI

Bepcus gokymeHTa Aata CopepXXaHue N3MeHeHui
BblMycKa
Bepcusa 1.7 28.01.2015 [ob6aBneHbl pasgensl:
-22.2 OPENVPN

- 30 HacTpoiika wiSLA (cuctemMa MOHUTOPMHIA KayecTBa ycsyr)
M3meHeHus B pasgenax:

- 5.8 ¥npaBneHue nporpaMMHbIM 06ecneyeHmem

- 5.14 YnpaBneHve nporpamMHbIM 0b6ecneyeHnem

- 6 HacTpoiika 06LecncTeMHbIX NapaMeTpoB

- 8 Hactpoiika AAA

- 9.1 Ethernet-nHTepdelichl

- 11.13 YnpaBneHue TyHHeNAMM

- 18.12 YnpaBneHue cnuckamu KOHTPOss AOCTyn
-22.1 L2TP/PPTP

- 22.3 O6LMe KoMaHAbl HACTPOIKKN yaAaneHHoro AocTyna
- 23.7 HacTtpoiika npotokona BGP

- 20.8 YnpasneHue NAT

- 24.1 Ynpasnexue VRRP

- 11 YnpasneHue TyHHeNnsaAmm

- 14.4 Hactpoiika VRF

- 20.24 YnpasneHue NAT

- 24.4 MultiwAN

- 26 YnpasneHune QoS

- 28.1 Hactpoiika SNMP

- 23.1 O6LMe HaCTPOIKM MapLUpyTU3aUun

- 23.5 HacTtpolika ctatuyeckux mapwpytos IPv4/IPv6
- 23.8 HacTtpoiika npoTtokona OSPF

- 23.9 HacTtpoiika npotokona OSPFv3

- 31 HacTpoiika Wi-Fi koHTponnepa TyHHenei

- 25 Ynpasnenune QOS
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Bepcus JOKyMeHTa

Bepcua 1.6

Aata
BbiMycKa

17.08.2015

ESR-Series. CnpaBoyHnK komaHz CLI

CopepXXaHue N3MeHeHui

Jo6aBneHbl pasgensi:

- 26 YnpaeneHue Netflow

- 27 YnpaeneHue Sflow

M3meHeHus B pasgenax:

- 2 MpaBunna nosb30BaHUA KOMaHAHOV CTPOKOA

- 3.2 KoHGurypupoBaHue mapLupyTtmsaTopa

- 5 YnpaBneHue nporpaMmHbIM 06ecneyeHnem

- 7 YnpaBneHue CMCTEMHbIMU Yacamm

- 8 Hactpoiika AAA

- 9.1 Ethernet-nHTepdelichl

- 12.1 YnpaBneHue L2 mapLupyTtusaumei

- 12.3 HacTtpoiika 1 moHuTopuHr VLAN

- 13 PaboTa ¢ agpecHbIMKn Tabnmuyamm

- 19 YnpaeneHue Firewall

- 20 YnpaBneHune NAT

- 21.2 YnpaeneHnue VPN. HacTtpoiika IPsec

- 22 Ynpaenexue VPN. HacTpoliku yaaneHHoro goctyna
- 23. 1 O6uwpme HaCTPOIiKN MapLIpyTM3aLmm

- 23.2 O6LWme KoMaHAbl aHOHCUPOBaHWUS U NpUemMa MapLUpyTOB
- 23.3 MapLupyTr3alyst Ha ocHoBe nonmTuk (PBR)
- 23.7 HacTtpoiika npotokona BGP

- 23.8 HacTtpoiika npotokona RIP

- 23.9 HacTtpoiika npoTtokona OSPF

- 28.1 Hactpoiika SNMP

- 28.3 HacTtpoiika goctyna SSH, Telnet

- 29 Hactpoiika DHCP
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Bepcus JOKyMeHTa

Bepcua 1.5

Aata
BbiMycKa

22.06.2015

ESR-Series. CnpaBoyHnK komaHz CLI

CopepXXaHue N3MeHeHui

Jo6aBneHbl pasgensi:

- 9 Hactpoiika AAA

- 11 ¥YnpasneHwue IPv6 DHCP-knneHTOM

- 13 YnpaeneHue IPv6 DHCP-relay

- 15 ¥YnpasneHue IPv6 DHCP-cepsepom

-16.2 TDM(E1)

-17.2 MLPPP

- 21 HacTpoiika VRF

- 23 HacTpoiika IPv6 agpecaumu

- 25 YnpaBneHue cnuckamu goctyna (ACL)

- 35 MapLupyTu3auust Ha ocHoBe nonnTuk (PBR)
- 38 HacTpoiika ctatnyeckmx IPvé maplipyTos

- 42 HacTpoiika npotokona OSPFv3

- 44 HacTpoiika pe3epB1MpoBaHus

N3meHeHus B pasgenax:

- 4 KomaHAbl Nonb30BaTeIbekoro nHTepdelica
- 5 ¥npaBneHue nporpaMmHbIM 06ecneyeHnem
- 14 HacTpoiika n moHuTopuHr DHCP-cepBepa

- 16.1 Ethernet uHtepdeiicsl

- 20 PaboTa ¢ agpecHbIMKn Tabnmuyamm

- 24 YnpasneHue npodunamm IP-agpecoB 1 noptos
- 26 YnpaeneHue Firewall

- 34 O6LLMe KOMaHAbl aHOHCMPOBaHWS U NpuemMa MapLLpyToB
- 37 HacTpolika cTaTn4yecknx mapLupyToB

- 39 HacTpoiika npotokona BGP

- 40 HacTpoiika npoTtokona RIP

- 41 HacTpoiika npotokona OSPF

- 47 HacTpoiika QoS

- 50 HacTtpoiika SNMP
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Bepcus JOKyMeHTa

Bepcua 1.4

Aata
BbiMycKa

11.03.2015

ESR-Series. CnpaBoyHnK komaHz CLI

CopepXXaHue N3MeHeHui

Jo6aBneHbl pasgensi:

- 11 ¥Ynpasnenue DHCP areHTOM

- 27 O6LMEe HACTPOIKM MapLUpyTU3aLmm
- 29 HacTpoiika CBSI30K K/itoueit

- 34 YnpaeneHve VRRP

- 35 Ynpaenexue DualHoming

- 36 HacTtpoiika MultiwAN

- 37 YnpaeneHnue QOS

- 38 HacTpoiika 3epkanmpoBaHus

- 39 HacTpoiika Wi-Fi koHTponnepa

- 40 HacTtpoiika SNMP

M3meHeHus B pasgenax:

- 1.4 Vicnonb3yemble CoKpalleHns

- 3.2 KoHGurypupoBaHue mapLupyTtmsaTopa

- 3.3 Tvnbl 1 NOPAA0K MMEHOBaHWA UHTepdheiicoB
MapLipyTu3aropa

- 3.4 Tunbl 1 NOPSAOK UMEHOBAHMWSA TYHHeNe MapLipyTusaropa

- 5 YnpaBneHne nporpaMmMHbIM 0b6ecneyeHnemM 1 KoHgurypaumei
- 6 HacTpoiika 06LecncTeMHbIX NapaMeTpoB

- 7 HacTpoiika goctyna

- 12 HacTpoiika n moHuTopuHr DHCP-cepBepa

- 13 HacTtpoiika 1 MOHUTOPUHT UHTepdeiicoB

- 14 YnpaBneHue pynnamu arperayumn kaHanos — Link
Agregation Group (LAG)

- 20 YnpaeneHue Firewall

- 21 YnpasneHune NAT

- 22 Ynpaenexue VPN. HacTpolikn IKE

- 23 Ynpaenexue VPN. HacTpoiikn IPsec
- 25 YnpaBneHue TyHHeNnsIMu

- 26 YnpaBneHue Spanning Tree
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Bepcus JOKyMeHTa

Aata
BbiMycKa

ESR-Series. CnpaBoyHnK komaHz CLI

CopepXXaHue N3MeHeHui

- 30 HacTpoiika cTatnyecknx MapLupyToB
- 31 HacTpoiika npotokona BGP

- 32 HacTpoiika npotokona RIP

- 33 HacTpoiika npotokona OSPF

- 41 YnpaBneHue Syslog
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Bepcus JOKyMeHTa

Bepcusa 1.3

Aata
BbiMycKa

25.11.2014

ESR-Series. CnpaBoyHnK komaHz CLI

CopepXXaHue N3MeHeHui

[o6aBneHbl pasaensi:
- 7 HacTpoiika goctyna

- 13 YnpaBneHue pynnoit arperauun kaHanoB — Link Agregation
Group (LAG)

- 14 HacTtpoiika n moHuTopuHr VLAN

- 15 YnpaBneHue bridge

- 16 PaboTa ¢ agpecHbIMKn Tabnmuyamm

- 24 YnpaBneHue TyHHensIMun

- 25 Ynpasnenwue STP, RSTP, MSTP

- 26.2 O6LWme KoMaHAbl aHOHCMPOBaHNS MapLIpPyTOB
- 26.3 HacTtpoiika npotokona BGP

- 26.4 HacTtpoiika npotokona RIP

- 26.5 HacTtpoiika npotokona OSPF

- 27 YnpasneHune SYSLOG

N3meHeHus B pasgenax:

- 3.2 KoHGurypupoBaHue mapLupyTtmsaTopa

- 3.3 Tvnbl 1 NOPAA0K MMEHOBaHWA UHTepdheiicoB
MapLipyTu3aropa

- 4 KomaHbl N0Nb30BaTebCKOro nHTepdeica

- 5 YnpaBneHne nporpaMmMHbIM 0b6ecneyeHnemM 1 KoHgurypaumei
- 6 HacTpoiika 06LecncTeMHbIX NapaMeTpoB

- 12 HacTpoiika 1 MOHUTOPUHT UHTepdeiicoB

- 18 ¥Ynpasnenue npodunamm IP-agpecoB 1 noptos

- 19 YnpaeneHue Firewall

- 20 YnpaBneHune NAT

- 22 Ynpaenexue VPN. HacTpoiikn IPsec

- 23 Ynpaenexue VPN. HacTpoliku yaaneHHoro goctyna
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Bepcus JOKyMeHTa

Bepcus 1.2

Bepcusa 1.1

Bepcua 1.0

Bepcus nporpaMmmMmHOro
obGecneyeHus

Aata
BbiMycKa

26.06.2014

290.04.2014

20.03.2014

1.23

ESR-Series. CnpaBoyHnK komaHz CLI

CopepXXaHue N3MeHeHui

CuHxpoHusauus ¢ Bepcueli MO 1.0.2.

Job6asneHbl pasgens:

- 5 HacTpoiika o6LecncTeMHbIX NapaMeTpoB

- 9 YnpaBsneHue cMcTeMHbIMU Yacamm

- 18 ¥Ynpaenexue VPN. HacTpoliku yaaneHHoro goctyna
M3mMeHeHus B pasgenax:

- 3.2 KoHGurypupoBaHue mapLupytmMsaTopa

- 4 KomaHbl NoNb30BaTebCKOro nHTepdeica

- 6 YnpaBneHne nporpaMMHbIM 0b6ecneyeHnemM 1 KoHgurypaumei
- 7 HacTpoiika cTaTnyeckux MapLupyToB

- 10 Ynpasnenune DHCP-knneHTOM

- 12 HacTpoiika 1 MOHUTOPUHT UHTEpdeiicoB

- 14 YnpaeneHue Firewall

- 16 ¥Ynpasnexue VPN. HacTpolika IKE

- 17 ¥Ynpaenexue VPN. HacTpolika IPsec

CwuHxpoHusauus ¢ sepcueli MO 1.0.1.

Pazpnen «OTnagka paboTbl ycTpolicTBa» NepeHeceH B OTAe bHbIi
[OKYMEHT.

Mepsas ny6nukauus
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ESR-Series. CnpaBoyHnK komaHz CLI

3 lMpaBuna nosib3oBaHMUst KOMaHOHOW CTPOKOWA

[nsa ynpoweHnst ncnonb30BaHUsi KOMaHAHOW CTPOKN MHTepdeiic NoaaepXMBaET (YHKLMUIO aBTOMATUYECKOro
[IONOMHEHNA KOMaHA,. dTa (PYHKUUSI akTUBUPYETCS NPV HEMNOJTHO HabpaHHOW KOMaHAe 1 BBOAE CMMBOA
Tabynsauum <Tab>.

[Apyras oyHKUMSI, MoMoratoLas nonb30BaTbCsl KOMaHAHOV CTPOKOI — KOHTEKCTHasi noAckaska. Ha no6om
aTane BBOAa KOMaHAbl MOXHO MO/TyYMTb MOACKA3KY O C/efyoLyX 3fieMeHTax KoMaHibl nyTeM BBOAA
BOMPOCWTE/ILHOTO 3HaKa <?>.

[Ns yNpoLLEHNA KOMaH/, BCeii cucTeMe KoMaHz npugaHa nepapxudeckas CTpyktypa. [1s nepexofa Mexay
YPOBHSIMU Mepapxuu npegHasHaueHbl cnelyasibHble KoMaHabl nepexoa. AT0 NO3BO/SET UCMO/b30BaTh
MeHee 06beMHbIE KOMaH/bl Ha K&XA0M 13 YPOBHE. [ 0603HAYEHS1 TEKYLLIETO YPOBHS, HA KOTOPOM
HaxoAWTCs NoMb30BaTe/lb, AMHAMUYECKM U3MEHSIETCS CTPOKA NPUMNALLEHNS CUCTEMbI.

Mpumep:

esr> enable BkwyeHne 15 ypoBHA NpuBuNerui

esr# configure lMepexog B pexum KOHOUMypupoBaHWA YyCTpOMcCTBa

esr(config)#
esr(config)# exit BO3BpaT Ha YpOBEHb Bbille
esr#

Ansi yno6cTBa NCnosb30BaHNs KOMaHAHO CTPOKU peasin3oBaHa nofaepxka ropsumx Knasull,
nepeync/ieHHbIx B Tabnuue 1.

Tabnmua 1 — OnucaHne ropsvnx Knasuil KoMaHgHon ctpoku CLI

CoueTaHue KnaBuLLK OonucaHue

Ctrl+D Bo BNOXEHHOM KOMaHAHOM peXxuMe — BbIX0[, B NpeablayLinin KOMaHaHbI
pexum (komaHaa exit), B KoOpHEBOM KOMaHAHOM pexume — Bbixo 13 CLI
(xkomaHga logout)

Ctrl+zZ BbIXoA, B KOPHEBOI KOMaHHbIN pexum (komaHaa top)
Ctrl+A Mepexop B Ha4ano CTPOKK

Ctrl+E Mepexopn B KOHEL, CTPOKH

Ctrl+U YpaaneHve cMMBO/IOB C/ieBa OT Kypcopa

Ctrl+K YnaneHve cMMBOJIOB Crpasa OT Kypcopa

Ctrl+C OumncTKa CTPOKY, @ Takke 06PbIB BbINOMHEHNS KOMaH/bI
Ctrl+W YpaneHve cnosa cfnesa 0T Kypcopa

Ctrl+B Mepexod Kypcopa Ha OfHy NO3MLUMI0 Hasaz
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CoueTtaHue K1aBULLN OonucaHuve
Ctrl+F lNepexopq Kypcopa Ha O4HY NO3nLUNI0 Bnepes,
Ctrl+L OuucTka akpaHa

[nsa yno6cTBa UTeHNsa ao6aBieH NOCTPaHNYHbIA BbIBOA, 60/bLLON N0 06bEMY UHOPMALMN.

Mpumep:

esr# show running-config
syslog max-files 3
syslog file-size 512
syslog file esr info
syslog console info
interface gigabitethernet 1/0/1
ip address 10.100.14.1/24
exit
interface gigabitethernet 1/0/1.101
exit
interface gigabitethernet 1/0/2
ip address 192.168.1.1/24
ip address 10.100.100.2/24
exit
interface gigabitethernet 1/0/2.150
ip address 10.150.150.2/24
exit
interface gigabitethernet 1/0/2.151
ip address 10.151.151.15/24
exit
interface gigabitethernet 1/0/3
ip address dhcp enable
exit
interface gigabitethernet 1/0/5.55
More? Enter - next line; Space - next page; Q - quit; R - show the rest.

[nsa oTKNHYEeHNs NOCTPaHNYHOrO BbIBOAA B TEKYLLEN ceccum He06X0AMMO BBECTM KOMaHAYy:
esr# terminal datadump

NHTepdoelic KoOMaHAHOW CTPOKMN 06ecneyBaeT aBTopu3aLmio nosib3oBateneli U orpaHnunBaeT AocTyn K
KOMaHaM Ha OCHOBaHWMW YPOBHS NPUBWU/ErniA, 3a4aHHOT0 aAMUHUCTPATOPOM.

B ccTeme MOXeT 6bITb CO34aH0 HEOBXOAMMOE KO/IMYECTBO Nosib3oBaTteneil. Heo6xoayMblil ypoBeHb
npVBUErvii 3a8aéTcsl MHAMBMAYANBHO /151 KaXKA0r0 U3 HUX.

© B 3aBo/CKOI KOHMUIypaLum B CUCTEME CO3/aH OfMH Nosb3oBartesb ¢ MMeHeM admin v naponem
password.
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[nsi o6ecneyeHnst 6e30MacHOCTI KOMaHAHOro HTepdelica KomaHabl pacnpegeneHsl Mexay 1,10 n 15
YPOBHEM NPUBU/IETWIA:

* 1 ypoBEHb — AOCTYMNEH TONIbKO MOHUTOPUHT YCTPONCTBa,

* 10 ypoBeHb — AOCTYMHO KOH(OUIyppoBaHmMe YCTPONCTBa, KPOMe CO34aHns Nosb3oBarene,
nepesarpysku ycTpoicTsa, 3arpysku MNo;

* 15 ypoBeHb — HET OrpaHNYEHWIA.

MonyyeHne 15 ypoBHSA NpUBUAETAIA:

(esr)> enable
(esr)#

BosBpalleHne Ha nepBoHaYasibHbIl YPOBEHb NPUBUIETWIA:

(esr)# disable
(esr)>

CuctemMa no3BosisieT HECKOJIbKM M0/1b30BaTeNsIM OHOBPEMEHHO MOAK/IHUYATLCS K YCTPOIACTBY.

Mpwv BBOAE B KAYECTBE NapamMeTpoB CTPOK, COAEpPXaLLMX Npo6esbl, BBOAUMbIE AAHHbIE MOXHO 3aK/THUNUTL B
KaBbIYKM UM anocTpogbI:

esr(config)# interface gigabitethernet 1/0/1
esr(config-if-gi)# description "[WAN] ISP-1 link"
esr(config-if-gi)# exit

esr(config)# interface gigabitethernet 1/0/2
esr(config-if-gi)# description '[WAN] ISP-2 link'
esr(config-if-gi)#

OCHOBHOE OT/IMYME MeXAY KaBbluKaMu 1 anocTpodiamm 3akio4aeTcs B TOM, YTO MPK UCNOMb30BaHUN KaBblHeK
4yacTb CMEeLCHMBO/IOB BHYTPY A1 KOPPEKTHOIO BBOAA HE0OX0AMMO 3KpaHMPOBaTh, & TEKCT Mexay
anocTpoamu MHTEpPNpeTupyeTca "kak ecTb":

esr(config)# banner login "first line\\nsecond line"
esr(config)# banner exec 'first line\nsecond line'
esr(config)#

[nsa ymeHblleHns o6bemMa oTobpaxaeMblX aHHbIX B OTBET Ha 3anpochl Nob3oBaTesis U 06/1eryeHns noncka
HeobxoauMMON nHopMaLMKN MOXHO BOCMO/b30BaTbCA hunbrpaunein. Ana dpunsrpaunn nHgopmanmm
TpebyeTcsa A06aBUTb B KOHEL, KOMaHAHOW CTPOKN CUMMBOJI «|» U MCNOMb30BaTb OAHY M3 ONUMIA oUbLTpaLmm:

+ begin — BbIBOAUTL BCE NOCNEe CTPOKM, coaepKallieli 3afaHHbIli LWabnoH;

+ count — BbIBOAWTL TO/IbKO KOJIMYECTBO CTPOK, OTOGpaxXaeMbiX B BbIBOAE KOMaHAbl (6e3 BbiBOAA
MHpopMaLmK, oTobpaxaemMoli camoit KoMaHoW);

+ counter — no6aBNAET K BbIBOAUMONM MHOpMALIMKN HOMEpa CTPOK,;

* include - BbIBOAUTbL BCE CTPOKM, coAepalliye 3afaHHblli LWabnoH;

+ exclude — BbIBOAUTb BCE CTPOKU, HE COAEPXALLME 3aaHHbIi WabnoH;

* until — BbIBOANUTb BCe 10 CTPOKK, COAEPXKALLEN 3a4aHHbIN LLIAGMOH.

LLla6noH noncka MOXeT ObITb 3aaH perynsipHbIM BbipaXXeHEeM 1 COAEPXaTb:

- MepeyeHb CMMBOMNOB. MOXHO OnpeaennTb NepedeHb, 3aK/THUMB CYUMBO/IbI B KBapaTHbIE CKOOKU «[]».
CooTBeTcTBYE BYAET NPOBEPATLCS MO CUMBOJIAM, MEPEYNCIIEHHBIM B NepeyHe. Ecnv nepsblii CUMBO/ NEPeYHs
«*», TO COOTBETCTBME BYAET NPOBEPATLCA NO /IIV60MY CMMBOIY, HE BXOAsALLEMY B NepeyeHb. Mpumepsl:

+ [-az] -'a','zZ'n ",
+ [a-z] - Bce natuHckne 6ykebl OT 'a' 10 'Z'.
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— CneuuasibHble CUMBO/IbI:

+ A — Hayas10 CTPOKY;

+ $ — KOHeLl, CTPOKY;

* . — No6oIi CMMBO/ B CTPOKE;
* * — Ho/Mb UK Gonee pas.

BbiBog komaHAabl «show running-config syslog» 6e3 napameTpos:
esr# show running-config syslog
syslog max-files 3

syslog file-size 512
syslog file default info

BbiBog komaHAb! «<show running-config syslog» c napameTtpom «begin»:

esr# show running-config syslog | begin file-size
syslog file-size 512
syslog file default info

BbiBog komaHAb! «<show running-config syslog» ¢ napameTtpom «include»:

esr# show running-config syslog | include file-size
syslog file-size 512

BbiBOg, KOMaHAapl «show running-config syslog» ¢ napameTpom «exclude:

esr# show running-config syslog | exclude file-size
syslog max-files 3
syslog file default info

MprMepbl NCMOb30BaHMSA PErYNAPHbIX BbIPAXEHWIA:

esr# show interfaces status | include "“te.x"

tel/0/1 Up Down 1500 a8:f9:4b:aa:05:d9
tel/0/2 Up Down 1500 a8:f9:4b:aa:05:da
esr# show interfaces status | include "*gil/0/1[2568]"
gil/0/12 Up Down 1500 a8:f9:4b:aa:05:cc
gil/0/15 Up Down 1500 a8:f9:4b:aa:05:cf
gil/0/16 Up Down 1500 a8:f9:4b:aa:05:d0
gil/0/18 Up Down 1500 a8:f9:4b:aa:05:d2
esr# show interfaces status | include "A[Atgl -]"

bridge 1 Up Up 1500 a8:f9:4b:aa:05:c0O
bridge 2 Up Up 1500 a8:f9:4b:aa:05:c0O

ESR-Series. CnpaBoyHnK komaHz CLI

[ns BbiBOAa NHhopMaL MK, 3anpoLLEeHHOR KoMaHaol show, B doaitn TpebyeTcs 406aBUThL B KOHEL, KOMaHAHOM
CTPOKM COOTBETCTBYHOLLMIA CUMBON, NYTb U UMSA ANS CO34aHUSA WX OOMONIHEHUSA TEKCTOBOIO oaiina.

CumBonbl A5 BbiBoAa Hdopmauun B thaiin:

+ > - 3anucathb BbIBOJ KOMaH/bl B chaiin;
* >>— flonncaTh BbIBOJ KOMaH/ibl B KOHeL, chaiina.
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Bo3MOXHble NyTu o/ coxXxpaHeHUs TEKCTOBbIX CbaVIHOB BbiBOAa KOMaHA:

+ flash:data/<FILE> — dpaiin 6yaeT co3gaH nnv AONO/HEH B 3HEProHE3aBUCUMOA NamATy
MapLupyTmsatopa B pasgene flash:data;

+ usb://<USB-NAME>:/<FILE> — cpaitn 6yget co3gaH uam gononHeH Ha USB-Hocutene ¢ nmeHem <USB-
NAME>;

+ mmc://<MMC-NAME>:/<FILE> - dpaiin 6ygeT co3gaH nnv gonosHeH Ha USB-HocuTene ¢ nmeHem
<MMC-NAME>.
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4 CTpyKTypa CUCTEMbI KOMaH[,
+ [No6anbHbIA pexmm
+ KoHthurypmpoBaHne mapLupyTtusaropa

« Tunbl M NOPSAOK UMEHOBAHUS MHTEPAIEICOB MapLUpyTU3aTopa
+ Tunbl 1 NOPSAOK UMEHOBAHUSI TYHHE e MapLupyTm3aTopa

CucteMa KomaHf uHTepgpeiica KoMaHAHO CTPOKM MaplLupyTusaTopa cepum ESR pasgeneHa Ha
nepapxuyeckme ypoBHm (pasaenbl).

FnoGanbHbI peXum
BepxHuii ypoBeEHb nepapxmm KomaHg, npuBeaeH B Tabnuue 2.

Ta6nuua 2 — Viepapxusi KOMaHAHbIX PEXNMOB (BEpPXHWiIA yPOBEHb)

YpoBeHb KomaHpga Bxoga Bupg cTpokn noackasku KomaHpa Bbixoga
KopHeBoii pexxum (ROOT) esr> exit
esr# end
Pexum KoHtpurypuposanua  configure esr(config)#
(CONFIG)
Pexum oTnagkm paboTsl debug esr(debug)#
ycTpoiictea (DEBUG)

esr-1000% end

configure

asr-1000 (config) #

debug pexunm DEBUG
esr=-1000 (debug) #

PrcyHoK 1 — BepxHuii ypOBEHb Mepapxun PeXMMOB KOMaH/
B kopHeBoM koMaHaHOM pexume (ROOT) ocyliecTBAsieTCs:
— paborTa ¢ haitniamm KoHurypaymm:

* MPUMEHEHNE;
* MOATBEPXAEHWNE;

+ cbpoc;

* COXpaHeHMe;

* OTMeHa HEMPUMEHEHHbIX U3MEHEHWNIA

* BO3BpaT K NOATBEPXAEHHOW KOHpUrypaumm.

— nepes3arpyska Mmapwpytmnsaropa,;

— MOHUTOPWHT PaboTbl U NPOCMOTP TeKYLLE KoHurypauum ycTpoiicTaa.
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3 kopHeBoro pexuma (ROOT) ocyLecTBNSETCS Nepexo K creayolmm pasgenam:
— pexum KoHdpurypuposanus yctpoiictea (CONFIG);

— pexum oTnaaku pabotsl ycTpolictea (DEBUG).

KoHdmrypupoBaHue maplupytusatopa

KoHdhurypupoBaHue mapLupyTtusatopa cepun ESR BbinonHsetcs B pexvme CONFIG. [JaHHbI pexum gocTyneH
13 kopHeBoro pexumMa (ROOT). Mepexon B peXXmm KOHMIypupoBaHUs OCYLLLECTBSETCS TOMbKO B
NMPVBUNETMPOBAHHOM PEXMME.

[na nepexoga 13 kopHesoro pexuma (ROOT) Heo6x0AMMO BbINOSTHUTL Ceaytome KOMaHabl:

esr> enable
esr# configure
esr(config)#

B pexxume koHQUrypmpoBaHusa mapLipyTtusaropa cepun ESR BbinosnHsaeTcs:

— ynpas/ieHne CUCTEMHbIMY Yacamu;

— ynpasfieHne CUCTEMHbIM XYPHa/I0M;

— ynpasneHue yaasieHHbIM LOCTYNoMm,;

— HacTpoiika QoS;

— HacTpoiika Spanning Tree;

— HacTpoika VLAN;

— HaCTpoWKa cTaTuyeckux MapLUpyTOB;

— HaCTpoiKa NPMOPUTETHOCTI MPOTOKO/I0B MapLUpyTu3aLmuy;

— Nnepexos K pexumam KOHUrypnupoBaHusa (oyHKL M, onncaHne pexumoB npreeaeHo B Tabnuue 3.

Tabnuua 3 — KoMaHAHble pexuMbl 4151 yNpaB/ieHns MapLIpyTU3aTopoM

YpoBeHb KomaHpa Bxopa ! Bupg cTpokun Mpeabiaywuii
nopcKasKku ypOBeHb

HacTpoiika rnobasibHbIX NapamMeTpoB configure esr(config)# ROOT

(CONFIG)

HacTpoiika GigabitEthernet untepdeiicos interface gigabitethernet esr(config-if-gi)# CONFIG

(CONFIG-GI) <PORT>

HacTpoiika TengigabitEthernet interface tengigabitethernet  esr(config-if-te)# CONFIG

nHTepceiicos <PORT>

(CONFIG-TE)

HacTpoiika Twentyfivegigabitethernet interface twentyfivegigabiteth esr(config-if-twe) CONFIG

nHTepdeicos

(CONFIG-TWE)

ernet <PORT>
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YpoBeHb

HacTpoiika FourtygigabitEthernet
nHTepdeiicos
(CONFIG-FO)

HacTpoiika OOB nHTepdelica

(CONFIG-00B)

HacTtpoiika cab-nHTepdeiicos

(CONFIG-SUBIF)

HacTpoiika cab-uHtepceiicos

(CONFIG-QINQ-IF)

HacTpoiika nocnefoBate/bHbIX
nHTepdeiicos 2

(CONFIG-SERIAL)

HacTpolika BUpTyasnbHbIX MHTEpPheiicoB

(CONFIG-LOOPBACK)

HacTtpoiika E1-uHtepdeiicos

(CONFIG-E1)

HacTpolika rpynnbl arperaummu E1-kaHanoB
(CONFIG-MULTILINK)

HacTtpoiika FXO-nopTos

(CONFIG-VOICE-PORT-FXO0)

HacTtpolika FXS-nopTtoB

(CONFIG-VOICE-PORT-FXS)

KomaHpa Bxoga

interface
fourtygigabitethernet <PORT>

interface oob <PORT>

interface gigabitethernet
<PORT>.<VLAN> unu

interface tengigabitethernet
<PORT>.<VLAN> unu

interface port-channel
<CH>.<VLAN>

interface gigabitethernet
<PORT>.<VLAN>.<VLAN> nnu

interface tengigabitethernet
<PORT>.<VLAN>.<VLAN> nnu

interface port-channel
<CH>.<VLAN>.<VLAN>

interface serial <PORT>

interface loopback <PORT>

interface e1 <PORT>

interface multilink <PORT>

interface voice-port <NUM>

interface voice-port <NUM>

ESR-Series. CnpaBoyHnK komaHz CLI

Bup cTpoku
MoACKa3Ku

esr(config-if-fo)#

esr(config-if-oob)#

esr(config-subif)#

esr(config-qing-if)#

esr(config-serial)#

esr(config-
loopback)#

esr(config-e1)#

esr(config-

multilink)#

esr(config-voice-
port-fxo)#

esr(config-voice-
port-fxs)#

Mpeabiaywmii
ypoBeHb

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG
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YpoBeHb

HacTpolika BUPTYyasibHbIX TYHHE/bHbIX
nHTepdeiicos VTI

(CONFIG-VTI)

HacTpoiika nocnegosatesibHOro
nHTepdeiica 2

(CONFIG-LINE-AUX)

HacTtpoiika L2TPv3-TyHHenei

(CONFIG-L2TPV3)

HacTtpolika GRE-TyHHenei’

(CONFIG-GRE)

HacTpolika SoftGRE-TyHHenelk

(CONFIG-SOFTGRE)

HacTpolika normyecknx TyHHenenm

(CONFIG-LT)

HacTpoiika cab-uHtepceiica Ha L2-TyHHene

(CONFIG-SUBTUNNEL)

HacTpoiika IPv4-over-IPv4 TyHHenel

(CONFIG-IP4IP4)

HacTpoiika ceTeBbix MOCTOB

(CONFIG-BRIDGE)

HacTpoiika VLAN

(CONFIG-VLAN)

HacTpoiika ceTeBoli NoIMTUKK A/15
onpegenexusa VLAN no LLDPDU-
COOOLEHNAM KNneHTa

(CONFIG-NET-POLICY)

KomaHpa Bxoga

tunnel vti <VTI>

line aux <NUM>

tunnel 12tpv3 <L2TPV3>

tunnel gre <GRE>

tunnel softgre <SOFTGRE>

tunnel It <LT>

tunnel softgre <GRE>.<VLAN>

tunnel ip4ip4 <IP4IP4>

bridge <BRIDGE>

vlan <VLAN>

network-policy <NAME>

ESR-Series. CnpaBoyHnK komaHz CLI

Bup cTpoku Mpeabiaywmii
MoACKa3Ku ypoBeHb
esr(config-vti)# CONFIG

esr(config-line-aux)# CONFIG

esr(config-12tpv3)#  CONFIG

esr(config-gre)# CONFIG

esr(config-softgre)# CONFIG

esr(config-It)# CONFIG

esr(config- CONFIG

subtunnel)#

esr(config-ip4ip4)#  CONFIG

esr(config-bridge)#  CONFIG

esr(config-vlan)# CONFIG

esr(config-net-policy) CONFIG
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YpoBeHb

HacTpoiika nyna agpecos DHCP-cepeepa

(CONFIG-DHCP-SERVER)

HacTpoiika DHCP onuuun 60

(CONFIG-DHCP-VENDOR-ID)

HacTpoiika nyna agpecos DHCP-cepeepa

(CONFIG-IPV6-DHCP-SERVER)

HacTpowika DHCP onuumun 60

(CONFIG-IPV6-DHCP-VENDOR-ID)

HacTpoiika pe3epsupoBaHus DHCP-cepsepa

(CONFIG-DHCP-SERVER-FAILOVER)

HacTtpolika npothnnst npunoxeHni

(CONFIG-OBJECT-GROUP-APPLICATION)

HacTpoiika npoduns IP-agpecoB

(CONFIG-OBJECT-GROUP-NETWORK)

HacTtpolika npotnns cBa30K
IP-appecos n TCP/UDP-noptoBs
(CONFIG-OBJECT-GROUP-ADDRESS-
PORT)

HacTpoiika npoguns TCP/UDP-nopToB

(CONFIG-OBJECT-GROUP-SERVICE)

HacTtpolika npocmns URL
(CONFIG-OBJECT-GROUP-URL)
HacTpoiika noctaBLyMKa KaTeropmi
KOHTEHTHOW chunsTpaumm

(CONFIG-OBJECT-GROUP-CONTENT-
FILTER)

KomaHpa Bxoga

ip dhcp-server pool <NAME>

ip dhcp-server vendor-class-
id <NAME>

ipv6 dhcp-server pool
<NAME>

ipv6 dhcp-server vendor-
class-id <NAME>

ip dhcp-server failover [ vrf
<VRF>]

object-group application
<NAME>

object-group network
<NAME>

object-group address-port
<NAME>

object-group service <NAME>

object-group url <NAME>

object-group content-filter
<NAME>

ESR-Series. CnpaBoyHnK komaHz CLI

Bup cTpoku
MoACKa3Ku

esr(config-dhcp-
server)#

esr(config-dhcp-
vendor-id)#

esr(config-ipvé-dhcp-
server)#

esr(config-dhcp-
vendor-id)#

esr(config-dhcp-
server-failover)#

esr(config-object-
group-application)#

esr(config-object-
group-network)#

esr(config-object-
group-address-
port)#

esr(config-object-
group-service)#

esr(config-object-
group-url)#

esr(config-object-
group-content-
filter)#

Mpeabiaywmii
ypoBeHb

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG
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YpoBeHb

HacTpoiika npoduist KaTeropuin KOHTEHTHO
chunsTpaumm ot BeHaopa Kaspersky

Laboratory

(CONFIG-OBJECT-GROUP-CF-KASPERSKY)

HacTpoiika npochuns NoYToBbLIX LOMEHOB U

aipecoB NMoYTOBbIX ALLMKOB

(CONFIG-OBJECT-GROUP-MAIL)

HacTtpoiika npochuns XAUTH

(CONFIG-ACCESS-PROFILE)

HacTpoiika nyna IP-agpecos

(CONFIG-POOL)

HacTpoiika wnto3a npotokona IKE

(CONFIG-IKE-GATEWAY)

HacTtpoiika nonutunkn npotokona IKE

(CONFIG-IKE-POLICY)

HacTpoiika npodguns npotokona IKE

(CONFIG-IKE-PROPOSAL)

HacTpolika nonnTnkn Habopa NPOTOKO/10B

IPsec

(CONFIG-IPSEC-POLICY)

HacTpoiika npodunsi Habopa NPOTOKO10B

IPsec

(CONFIG-IPSEC-PROPOSAL)

HacTtpolika VPN Ha ocHOBe Habopa

nNpoTokonoB IPsec

(CONFIG-IPSEC-VPN)

HacTpoliika cnucka KOHTpons gocTtyna

(CONFIG-ACL)

KomaHpa Bxoga

vendor <VENDOR>

object-group email <NAME>

access profile <NAME>

address-assignment pool

<NAME>

security ike gateway <NAME>

security ike policy <NAME>

security ike proposal <NAME>

security ipsec policy <NAME>

security ipsec proposal
<NAME>

security ipsec vpn <NAME>

ip access-list extended
<NAME>

ESR-Series. CnpaBoyHnK komaHz CLI

Bup cTpoku
MoACKa3Ku

esr(config-object-
group-cf-
kaspersky)#

esr(config-object-
group-email)#

esr(config-access-
profile)#

esr(config-pool)#

esr(config-ike-gw)#

esr(config-ike-
policy)#

esr(config-ike-
proposal)#

esr(config-ipsec-
policy)#

esr(config-ipsec-
proposal)#

esr(config-ipsec-
vpn)#

esr(config-acl)#

Mpeabiaywmii
ypoBeHb

CONFIG-
OBJECT-
GROUP-
CONTENT-
FILTER

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG
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YpoBeHb

HacTpoiika npasvna fns cnucka KoHTPoss
focTyna

(CONFIG-ACL-RULE)

HacTpoiika 30HblI 6€30MacHOCTU

(CONFIG-ZONE)

HacTpoiika rpynnbl npaBua A1 nap 30H
6e3onacHoCcTn

(CONFIG-ZONE-PAIR)

HacTpoiika npaBuna 4ns napbl 30H
6e3onacHocTu

(CONFIG-ZONE-PAIR-RULE)

HacTpoliika cepBuca TpaHCsLWM aapecoB
nonyyarens

(CONFIG-DNAT)

Hactpolika nyna IP-agpecos n TCP/UDP-
noptoB ans DNAT

(CONFIG-DNAT-POOL)

HacTtpoiika rpynnbl npasun gnasa DNAT

(CONFIG-DNAT-RULESET)

HacTtpolika npaBuna ans DNAT

(CONFIG-DNAT-RULE)

HacTpoiika cepBuca TpaHCAALMM aipecoB
oTnpaBuTeNs

(CONFIG-SNAT)

HacTtpolika nyna IP-agpecos n TCP/UDP-
noptoB ana SNAT

(CONFIG-SNAT-POOL)

KomaHpa Bxoga

rule <ORDER>

security zone <NAME>

security zone-pair <FROM>

<TO>

rule <ORDER>

nat destination

pool <NAME>

ruleset <NAME>

rule <ORDER>

nat source

pool <NAME>

ESR-Series. CnpaBoyHnK komaHz CLI

Bup cTpoku
MoACKa3Ku

esr(config-acl-rule)#

esr(config-zone)#

esr(config-zone-
pair)#

esr(config-zone-
rule)#

esr(config-dnat)#

esr(config-dnat-
pool)#

esr(config-dnat-
ruleset)#

esr(config-dnat-
rule)#

esr(config-snat)#

esr(config-snat-
pool)#

Mpeabiaywmii
ypoBeHb
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YpoBeHb

HacTpoiika rpynnbl npasun gnst SNAT

(CONFIG-SNAT-RULESET)

HacTpoiika npaBuna ans SNAT

(CONFIG-SNAT-RULE)

HacTpoiika nonb3oBareseii CUCTEMbI

(CONFIG-USER)

HacTpoiika noKasibHOW KOHCO/N

(CONFIG-LINE-CONSOLE)

HacTpoiika yganeHHoi KoHconm

(CONFIG-LINE-TELNET)

HacTtpolika 3almieHHON yaaneHHol
KOHCO/N

(CONFIG-LINE-SSH)

HacTpoiika TACACS-cepBepa

(CONFIG-TACACS-SERVER)

HacTtpolika RADIUS-cepsepa

(CONFIG-RADIUS-SERVER)

HacTpoiika npogouns RADIUS-cepBepoB

(CONFIG-RADIUS-SERVER-PROFILE)

HacTtpolika DAS-cepsepa

(CONFIG-DAS-SERVER)

HacTpoiika npogouns DAS-cepsepoB

(CONFIG-DAS-SERVER-PROFILE)

HacTtpolika LDAP-cepsepa

(CONFIG-LDAP-SERVER)

KomaHpa Bxoga

ruleset <NAME>

rule <ORDER>

username <NAME>

line console

line telnet

line ssh

tacacs-server host <ADDR>

radius-server host <ADDR>

aaa radius-profile <NAME>

das-server <NAME>

aaa das-profile <NAME>

Idap-server host <ADDR>

ESR-Series. CnpaBoyHnK komaHz CLI

Bup cTpoku
MoACKa3Ku

esr(config-snat-
ruleset)#

esr(config-snat-
rule)#

esr(config-user)#

esr(config-line-
console)#

esr(config-line-
telnet)#

esr(config-line-ssh)#

esr(config-tacacs-
server)#

esr(config-radius-
server)#

esr(config-aaa-
radius-profile)#

esr(config-das-
server)#

esr(config-aaa-das-
profile)#

esr(config-ldap-
server)#

Mpeabiaywmii
ypoBeHb
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HacTpoiika cepBepa Ans yaasieHHoro
poctyna no npotokony PPTP

(CONFIG-PPTP-SERVER)

HacTpoiika nonb3oBarenei o yaanieHHoro
JocTtyna no npotokosny PPTP

(CONFIG-PPTP-USER)

HacTpoiika cepBepa Ansa yaaseHHoro
[ocTyna no npotokony L2TP
(CONFIG-L2TP-SERVER)

HacTpoiika nonb3oBarenei o yaaieHHoro
JocTtyna no npotokony L2TP
(CONFIG-L2TP-USER)

HacTpoiika cepBepa Ans yaasieHHoro
pocTtyna no npoTtokosy OpenVPN
(CONFIG-OPENVPN-SERVER)

HacTtpolika nonb3oBarenei ans yganeHHoro
pocTtyna no npotokony L2TP
(CONFIG-OPENVPN-USER)

HacTpoiika knvMeHTa yaaneHHoro goctyna

no npotokony PPTP

(CONFIG-PPTP)

HacTpoiika KnneHTa yaasieHHoro goctyna
no npotokosny PPPOE

(CONFIG-PPPOE)

HacTpoiika knneHTa yaa/ieHHOro
NoAKIYEHNs No npoTokony L2TP

(CONFIG-L2TP)

HacTpolika knmeHTa yaasieHHoro
nogkntoyeHnsa no nportokosy OpenVPN

(CONFIG-OPENVPN)

KomaHpa Bxoga

remote-access pptp <NAME>

username <NAME>

remote-access 12tp <NAME>

username <NAME>

remote-access openvpn

<NAME>

username <NAME>

tunnel pptp <PPTP-ID>

tunnel pppoe <PPPOE-ID>

tunnel 12tp <L2TP-ID>

tunnel openvpn <OPENVPN-
ID>

ESR-Series. CnpaBoyHnK komaHz CLI

Bup cTpoku
MoACKa3Ku

esr(config-pptp-
server)#

esr(config-pptp-
usen)#

esr(config-12tp-
server)#

esr(config-12tp-
usen)#

esr(config-openvpn-
server)#

esr(config-openvpn-

usen)#

esr(config-pptp)#

esr(config-pppoe)#

esr(config-12tp)#

esr(config-
openvpn)#

Mpeabiaywmii
ypoBeHb
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YpoBeHb

HacTpoiika SNMP-nonb3oBatens

(CONFIG-SNMP-USER)

HacTpoiika NTP-cepepa wiv nupa

(CONFIG-NTP)

HacTpoiika BGP-npouecca

(CONFIG-BGP)

HacTtpoiika BGP-npouecca B vrf

(CONFIG-BGP-VRF)

HacTtpoiika IPv4/IPv6-agpecauun BGP-
npouecca

(CONFIG-BGP-FAMILY)

HacTtpoiika IPv4/IPv6-agpecauun BGP-

npouecca B vrf

(CONFIG-BGP-VRF-FAMILY)

HacTpoiika rpynnupoBaHusa BGP-cocegaeli

(CONFIG-BGP-GROUP)

HacTtpolika rpynnuposaHus BGP-cocepeii B

vrf

(CONFIG-BGP-VRF-GROUP)

HacTpoiika cocega BGP-npouecca

(CONFIG-BGP-NEIGHBOR)

HacTpoiika cocega BGP-npouecca B vrf

(CONFIG-BGP-VRF-NEIGHBOR)

HacTtpoiika IPv4/IPv6 agpecaunmn BGP-
cocefa

(CONFIG-BGP-NEIGHBOR-FAMILY)

KomaHpa Bxoga

snmp-server <NAME>

ntp server <ADDR>

ntp peer <ADDR>

router bgp <AS>

vrf <VRF>

address-family { ipv4 | ipv6 }
unicast

address-family { ipv4 | ipv6 }
unicast

peer-group <NAME>

peer-group <NAME>

neighbor { <ADDR> | <IPV6-
ADDR>}

neighbor { <ADDR> | <IPV6-
ADDR>}

address-family { ipv4 | ipv6 |
vpnv4 } unicast

ESR-Series. CnpaBoyHnK komaHz CLI

Bup cTpoku
MoACKa3Ku

esr(config-snmp-

user)#

esr(config-ntp)#

esr(config-bgp)#

esr(config-bgp-vrf)#

esr(config-bgp-af)#

esr(config-bgp-vrf-
af)#

esr(config-bgp-
group)#

esr(config-bgp-vrf-
group)#

esr(config-bgp-
neighbor)#

esr(config-bgp-vrf-
neighbor)#

esr(config-bgp-
neighbor-af)#

Mpeabiaywmii
ypoBeHb
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YpoBeHb

HacTpoiika IPv4/IPv6 agpecaunmn BGP-
cocepa B vrf

(CONFIG-BGP-NEIGHBOR-FAMILY)

HacTpoiika cnucka nogcetei

(CONFIG-PL)

HacTpoiika cnvcka noaceTteit

(CONFIG-IPV6-PL)

HacTpoiika MapLupyTHOI KapTbl

(CONFIG-ROUTE-MAP)

HacTpoiika npaBuna MapLupyTHOIi KapThbl

(CONFIG-ROUTE-MAP-RULE)

HacTtpoliika RIP-npoTokona

(CONFIG-RIP)

HacTpoiika RIPNG-npoTokona

(CONFIG-RIPNG)

HacTpolika IS-IS-npouecca

(CONFIG-ISIS)

HacTpoiika OSPF-npouecca

(CONFIG-OSPF)

HacTtpolika OSPF-o6nactu

(CONFIG-OSPF-AREA)

HacTpoliika BUpTYasIbHOTO COEAUHEHNS
OSPF

(CONFIG-OSPF-VLINK)

HacTtpolika OSPFv3-npouecca

(CONFIG-OSPFV3)

KomaHpa Bxoga

address-family { ipv4 | ipv6 |

vpnv4 } unicast

ip prefix-list <NAME>

ipv6 prefix-list <NAME>

route-map <NAME>

rule <ORDER>

router rip

ipv6 router rip

router isis <ID>

router ospf <ID>

area <ID>

virtual-link <ID>

ipv6 router ospf <ID>

ESR-Series. CnpaBoyHnK komaHz CLI

Bup cTpoku
MoACKa3Ku

esr(config-bgp-
neighbor-af-vrf)#

esr(config-pl)#

esr(config-ipve-pl)#

esr(config-route-
map)#

esr(config-route-
map-rule)#

esr(config-rip)#

esr(config-ripng)#

esr(config-isis)#

esr(config-ospf)#

esr(config-ospf-

area)#

esr(config-ospf-

vlink)#

esr(config-ipvé-
ospf)#

Mpeabiaywmii
ypoBeHb
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YpoBeHb

HacTpoiika OSPFv3-06nactu

(CONFIG-OSPFV3- AREA)

HacTpoiika BUpTYasibHOT0 COeAUHEHNS

OSPFv3

(CONFIG-OSPFV3-VLINK)

HacTpoiika cnucka kodei

(CONFIG-KEYCHAIN)

HacTpoiika kntoua

(CONFIG-KEYCHAIN-KEY)

HacTpoiika napametpoB MSTP

(CONFIG-MST)

HacTtpoiika npasun WAN

(CONFIG-WAN-RULE)

HacTpoiika npasun WAN (IPv6)

(CONFIG-IPV6-WAN-RULE)

HacTpolika target-nuctos

(CONFIG-TARGET-LIST)

HacTpolika target-nucToB (IPv6)

(CONFIG-IPV6-TARGET-LIST)

HacTpolika target
(CONFIG-WAN-TARGET)

HacTpolika target (IPv6)

(CONFIG-IPV6-WAN-TARGET)

HacTpolika 06bEKTOB OTCEXMBaHUS

CcoObITUI

(CONFIG-TRACK)

KomaHpa Bxoga

area <ID>

virtual-link <ID>

key-chain <KEYCHAIN>

key <ID>

spanning-tree mst
configuration

wan load-balance rule <ID>

Ipv6 wan load-balance rule
<ID>

wan load-balance target-list
<NAME>

Ipv6 wan load-balance target-
list <NAME>

target <ID>

target <ID>

track <ID>

ESR-Series. CnpaBoyHnK komaHz CLI

Bup cTpoku
MoACKa3Ku

esr(config-ipvé-ospf-
area)#

esr(config-ipv6-ospf-
vlink)#

esr(config-
keychain)#

esr(config-keychain-
key)#

esr(config-mst)#

esr(config-wan-
rule)#

esr(config-ipv6-wan-
rule)#

esr(config-target-
list)#

esr(config-ipvé-
target-list)#

esr(config-wan-
target)#

esr(config-ipv6-wan-
target)#

esr(config-track)#

Mpeabiaywmii
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YpoBeHb

HacTtpoiika WiFi Controller

(CONFIG-WIRELESS)

HacTpoiika VRF

(CONFIG-VRF)

HacTpoiika nonmTunkn QoS

(CONFIG-POLICY-MAP)

HacTpoiika knacca QoS

(CONFIG-CLASS-MAP)

HacTpoiika knacca BHyTpu nonntukm QoS

(CONFIG-POLICY-MAP-CLASS)

HacTtpoliika PPP-nonb3oBatens ans
ayTeHTUMKaLMN YaanieHHO CTOPOHbI

(CONFIG-PPP-USER)

HacTpoiika napameTpoB pe3epBMpoBaHus
KOHGomrypauum

(CONFIG-ARCHIVE)

HacTpoiika cepBepa cbopa CTaTucTukm
Netflow

(CONFIG-NETFLOW-HOST)

KomaHpa Bxoga

wireless-controller

ip vrif <NAME>

policy-map <NAME>

class-map <NAME>

class <NAME>

ppp chap username <NAME>

ppp chap username <NAME>

user <NAME>

user <NAME>

username <NAME>

username <NAME>

archive

netflow collector <ADDR>

ESR-Series. CnpaBoyHnK komaHz CLI

Bup cTpoku
MoACKa3Ku

esr(config-wireless)#

esr(config-vrf)#

esr(config-policy-
map)#

esr(config-class-
map)#

esr(config-class-
policy-map)#

esr(config-ppp-
usen)#

esr(config-archive)#

esr(config-netflow-
host)#

Mpeabiaywmii
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YpoBeHb

HacTpoiika cepBepa c6opa CTaTUCTUKI

sFlow

(CONFIG-SFLOW-HOST)

HacTpoiika cepsepa nonyyeHus

yBegomnexuii SNMP

(CONFIG-SNMP-HOST)

MI3mMeHeHne napona nocne UCTevyeHnsa cpoka

aeincTeus

(CHANGE-EXPIRED-PASSWORD)

HacTpoiika npodunns connstpauum http-

3anpocos

(CONFIG-PROFILE)

HacTpoiika o6umx napametpos MPLS

(CONFIG-MPLS)

HacTtpolika o6wux napametpos LDP

(CONFIG-LDP)

HacTpoiika IPv4-agpecauuun npotokona LDP

(CONFIG-LDP-AF-IPV4)

HacTtpolika LDP-unicast-coceactea

(CONFIG-LDP-NEIGH)

HacTpoiika IPv4-agpecauuun npotokona LDP
[ONS OTAENbLHOro ip-uHTepdeiica

(CONFIG-LDP-AF-IPV4-IF)

CosgaHue L2-MPLS-TyHHenei

(CONFIG-L2VPN)

KomaHpa Bxoga

sflow collector <ADDR>

snmp-server host <ADDR>

ip http profile <NAME>

mpls

Idp

address-family ipv4

neighbor <ADDR>

interface <IF>

12vpn

ESR-Series. CnpaBoyHnK komaHz CLI

Bup cTpoku
MoACKa3Ku

esr(config-sflow-
host)#

esr(config-snmp-
host)#

esr(change-expired-
password)#

esr(config-profile)

esr(config-mpls)#

esr(config-ldp)#

esr(config-ldp-af-

ipva)#

esr(config-ldp-neig)#

esr(config-ldp-af-
ipva-if)#

esr(config-12vpn)#

Mpeabiaywmii
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YpoBeHb

HacTpoiika L2-MPLS-TyHHens

(CONFIG-L2VPN-EOMPLS)

HacTpoliika PW-class (wia6noHa pseudo-
wire)

(CONFIG-L2VPN-PW-CLASS)

HacTpoiika napameTtpoB pseudo-wire L2-
MPLS-TyHHens

(CONFIG-L2VPN-PW)

HacTpoiika BGP auto-discovery and
singnaling

(CONFIG-AUTODISCOVERY-BGP)

HacTtpoiika nonutukm IPS/IDS

(CONFIG-IPS-POLICY)

HacTtpolika nocTtaBumka npasun IPS/IDS

(CONFIG-IPS-VENDOR)

HacTpoiika kateropuii npasun IPS/IDS

(CONFIG-IPS-VENDOR-CATEGORY)

Hactpolika cepsuca IPS/IDS

(CONFIG-IPS)

HaCTDOﬁKa WUCTOYHNKA OBGHOBNEHUSA npasun

IPS/IDS, pacnpocTpaHsaeMbIx no
KOMMEPYECKOW NNLEH3NM

(CONFIG-CONTENT-PROVIDER)

HacTtpolika aBTo06HOBNEHMA nNpaBun IPS/
IDS 13 BHELUHUX NCTOYHUKOB

(CONFIG-IPS-AUTO-UPGRADE)

KomaHpa Bxoga

vpls <NAME>

p2p <NAME>

pw-class <WORD>

pw <PW_ID> <LSR_ID>

[<NEIGH_ADDRS>]

autodiscovery bgp

security ips policy <NAME>

vendor <VENDOR>

category <CATEGORY>

security ips

content-provider

auto-upgrade

ESR-Series. CnpaBoyHnK komaHz CLI

Bup cTpoku
MoACKa3Ku

esr(config-12vpn-
vpls)#

esr(config-12vpn-
p2p)#

esr(config-12vpn-pw-
class)#

esr(config-12vpn-
pw)#

esr(config-bgp)#

esr(config-ips-
policy)#

esr(config-ips-
vendor)#

esr(config-ips-
vendor-category)#

esr(config-ips)#

esr(config-content-
provider)#

esr(config-ips-auto-
upgrade)#

Mpeabiaywmii
ypoBeHb

CONFIG-L2VPN

CONFIG-L2VPN

CONFIG-L2VPN-
EOMPLS

CONFIG-L2VPN-
EOMPLS

CONFIG

CONFIG-IPS-

POLICY

CONFIG-IPS-
VENDOR

CONFIG

CONFIG

CONFIG-IPS

47



YpoBeHb

HacTpolika nosb3oBaTenbCKoro cepeepa
06HoBNeHW npasun IPS/IDS

(CONFIG-IPS-UPGRADE-USER-SERVER)

HacTpoiika kaTeropuii Nofb30BaTeIbCKUX
npasun IPS/IDS

(CONFIG-IPS-CATEGORY)

HacTpoiika nonb3oBatenbckux npasun IPS/
IDS

(CONFIG-IPS-CATEGORY-RULE)

HacTpoiika pacLumpeHHbIX
nosnb3oBaTesibckmx npasun IPS/IDS

(CONFIG-IPS-CATEGORY-RULE-
ADVANCED)

HacTpoiika napameTpoB paboTbl zabbix-
agent

(CONFIG-ZABBIX-AGENT)

HacTpoiika napameTpoB pa6oTbl zabbix-
proxy

(CONFIG-ZABBIX-PROXY)

HacTtpoiika npocuns cepuca «AHTUCIAM»

CONFIG-ANTISPAM-PROFILE

HacTtpolika npaBuna ansa npoduns
cepsuca «AHTUCnam»

CONFIG-ANTISPAM-PROFILE-RULE

HacTpoiika no4ToBOro AoMeHa

CONFIG-MAILSERVER-DOMAIN

HacTpoiika noyToBOro cepsepa

CONFIG-MAILSERVER

KomaHpa Bxoga

user-server <WORD>

security ips-category user-

defined <CATEGORY_NAME>

rule <ORDER>

rule-advanced <ORDER>

zabbix-agent

zabbix-proxy

security antispam profile
<NAME>

rule <ORDER>

mailserver domain <NAME>

mailserver

ESR-Series. CnpaBoyHnK komaHz CLI

Bup cTpoku
MoACKa3Ku

esr(config-ips-
upgrade-user-
server)#

esr(config-ips-
category)#

esr(config-ips-
category-rule)#

esr(config-ips-
category-rule-
advanced)#

esr(config-zabbix-

agent)#

esr(config-zabbix-

proxy)#

esr(config-antispam-

profile)#

esr(config-antispam-

profile-rule)#

esr(config-

mailserver-domain)#

esr(config-
mailserver)#

Mpeabiaywmii
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YpoBeHb

HacTpoiika nokasnbHoro syslog-gpaiina

CONFIG-SYSLOG-FILE

HacTpoiika yganeHHoro syslog-cepeepa

CONFIG-SYSLOG-HOST

HacTpoiika tftp-cepeepa

CONFIG-TFTP-SERVER

KomaHpa Bxoga

syslog file { flash:syslog/
<NAME> | tmpsys:syslog/
<NAME> }

syslog host <HOSTNAME>

ip tftp server vrf <VRF>

& 1 Mopgpo6Hoe onucaHe KOMaHA NPUBEAEHO HIKE.

2 Tonbko ana ESR-21.

ESR-Series. CnpaBoyHnK komaHz CLI

Bup cTpoku
MoACKa3Ku

(config-syslog-file)

(config-syslog-host)

(config-tftp-server)

Tunbl N NOPAJOK UMEeHOBaHUs MHTepelicoB MapLupyTU3aTopa

Mpeabiaywmii
ypoBeHb

CONFIG

CONFIG

CONFIG

Mpu paboTe MapLIpyTU3aTopa 1CMosb3yTCs CeTEBbIE MHTEPMDENCH! Pa3IMYHOTO TUMA U HA3HAYEHUSI.
CucteMa MMeHOBaHWS NO3BO/SIET OIHO3HAYHO aflPecoBaTb MHTEPENChI No X PyHKLMOHANIBHOMY
Ha3HaYeHN0 N MECTOMNOIOXEHNIO B cucTeMe. [lanee B TabnuUe npvBefeH nepeyeHb TUNOB NHTepdelicoB.

Ta6nuua 4 — Tunbl U NOPAA0K UMEHOBaHVS UHTEPCIeiCoB MapLLpyTUu3aTopa

Tun nHtepdeiica OGo3HaueHue

dusnyeckne O603HaueHVe PU3NYECKOro nHTepdeiica BkoUaeT B cebsi ero Tin 1 NaeHTUgMKaTop.

nHTepdeiics!

MaeHTudmkatop donsnyeckmx nHtepdeiicoB nvmeet sug <UNIT>/<SLOT>/<PORT>, rae

+ <UNIT> - Homep ycTpoiicTBa B rpynmne yCTPOIACTB,

+ <SLOT> - HoMep MoAyNs B cocTaBe ycTpoiicTBa uav 0 npu OTCYTCTBUM AeNeHns
YCTPOWACTBa Ha MOAY N,

+ <PORT> — nopsiAKoBbI HOMep nopTa.

MopTbl 1 F6ut/C gigabitethernet <UNIT>/<SLOT>/<PORT>

Mpumep o0603HaveHus: gigabitethernet 1/0/12

& [onyckaeTcs UCNonb3oBaTh COKpalleHHoe HaMmeHoBaHue, Hanpumep gi1/0/12.

MopTbl 10 F6uT/C tengigabitethernet <UNIT>/<SLOT>/<PORT>

Mpumep o0603HaveHus: tengigabitethernet 1/0/2

& [Jonyckaetcs 1cnosb3oBaTh COKpalleHHoe HaumeHoBaHve, Hanpumep te1/0/2.
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Tun nHTepdeiica

MopTbl 25 F6onTt/C

MopTbl 40 IF6uT/C

MopTt OOB

(Out-of-band)

pynnbl arperaymm
KaHas10B

Cab-uHtepdeiicsl

ESR-Series. CnpaBoyHnK komaHz CLI

OGo3HaueHne

twentyfivegigabitethernet <UNIT>/<SLOT>/<PORT>

Mpumep o6o3HaveHust: twentyfivegigabitethernet 1/0/2

& [onyckaercs 1crnosb3oBaTh COKpallleHHoe HarMeHoBaHue, Hanpumep twe1/0/2.

fortygigabitethernet <UNIT>/<SLOT>/<PORT>

Mpumep o6o3HaueHus: fortygigabitethernet 1/0/2

& [onyckaercs ncrnosb3oBaTh COKpallleHHoe HarMeHoBaHue, Hanpumep fo1/0/2.

oob <UNIT>/<SLOT>/<PORT>

Mpumep 0603HayeHus: oob 1/0/1

O603HayeHve rpynnbl arperawmy KaHasoB BK/OYAET B ceb6s ero TvMn 1 NopsiaKOBbIA HOMEpP
nHTepceiica:

port-channel <CHANNEL_ID>

Mpumep 0603HaveHus: port-channel 6

& [onyckaeTcsa Mcnosb3oBaTb COKpaLeHHOe HauMeHoBaHve, HanpumMep, pol.

O603HaveHune cab-mHTepdeiica obpasyeTcs M3 0603Ha4YeHNs1 6a30BOro NHTepdeiica n
naeHtngmkatopa (VLAN) cab-uHTepdeiica, pasaeneHHbIX TOUKOI.

MprMepbl 0603HAYEHNIA:
gigabitethernet 1/0/12.100
tengigabitethernet 1/0/2.123

port-channel 1.6

& VipenTudukaTop cab-uHTepdelica MoXeT NpuHUMaTh 3HadeHus [1..4094].
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Tun nHTepdeiica

Q-in-Q uHTepdeiichbl

E1-uHTepdoelichbl

pynnbl arperaymmn
E1-kaHanoB

Nornyeckune
nHTEepecs!

ESR-Series. CnpaBoyHnK komaHz CLI

OGo3HaueHne

O603HauyeHne Q-in-Q nHTepdpeiica obpasyeTcs N3 0603Ha4eHNs 6a3oBOro MHTepdelica,
naeHtTncpmkatopa cepsucHoro VLAN n ngeHtndmkatopa nonb3osarensckoro VLAN,
pasfaeneHHbIX TOUKOM.

MpuymMepbl 0603HAYEHWIA:

gigabitethernet 1/0/12.100.10

tengigabitethernet 1/0/2.45.12

port-channel 1.6.34

& WpaeHTudukaTop cepBMCHOTO 1 Nonb3oBatesibekoro VLAN MOXeT NpuHMMaTh 3HaueHust
[1..4094].

O603HauyeHune E1-nHTepdeiica BkNovaeT B ceds ero Tun u naeHTudmkatop.
MaenTtndmkartop E1-nHtepdeiicoB umeet Bug < UNIT>/< SLOT>/< STREAM>, rae

+ <UNIT> - Homep ycTpoiicTBa B rpynne ycTpoicTts [1..1],
+ <SLOT> - Homep E1-moayns B cocTaBe ycTpoiicTea [0..12],
+ <STREAM> - nopsiakoBbIii Homep E1-noToka [1..1].

Mpumep o6o3HayeHus: e1 1/0/1

© Ha mapupytusatopax ESR-1000 He noaaepxusaetcs pa6ota mogyneii TOPGATE-WAN-
E1 c annapatHoii Bepcueii (hardware revision) 812.

O603HayeHwve rpynnbl arperaummn E1-kaHanoB Bk/OYaeT B cebs ero TMn 1 NopsiaKoBbIA HOMepP
nHTepdeiica:

multilink <CHANNEL_ID>

Mpumep o603HayveHns: multilink 3

O603Ha4eHne 10rMyeckoro uHTepdeiica ABNAeTCA NOPsAKOBLIM HOMEPOM NHTepdeica:
Mpumepbl 0603HaYEHNI:

loopback 4

bridge 60

service-port 1
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Tun nHtepdeiica OGo3HaueHue

MocnepoBatenbHble  O603HaYeHWe NOC/IeA0BaTENbLHOMO MHTepheica BKIKOYAET B Ce6s1 ero TMn 1 AeHTUGMKaTop.
nHTepdeiics!
MaeHTtndmkartop E1-nHtepdeicoB umeet Bug < UNIT>/< SLOT>/< STREAM>, rae

+ <UNIT> - Homep ycTpoiicTea B rpynne ycTpoiicTts [1..1],
+ <SLOT> - HoMep MoAyNs B cocTaBe ycTpoiicTBa uav 0 npu OTCYTCTBUM AeNeHns
YCTPOWACTBa Ha MOAY N,
+ <PORT> — nopsiAKoBbI HOMep nopTa.
Mpumep o0603Ha4eHus: serial 1/0/1

USB-mogembl O603HaveHne USB-mogema BKIKOHAET B Ce6S €ro TMn 1 NopsaKoBbIi HOMeEp:
modem <MODEM-NUM>

Mpumep 0603Ha4eHuss: modem 1

FXS/FXO-nopTbl O603HaueHne FXS/FXO-nopToB BK/ItOYaET B Cebs1 €ro TN 1 NOPSIAKOBbIA HOMEP:
interface voice-port <NUM>

Mpumep o603Ha4eHus: voice-port 1

a 1. KonuuecTtBo MHTEPhencoB Kaxxaoro Tuna 3asBucuUT OT MOAEN MapLupyTu3aTopa.
2. Tekywas Bepcus MO He nogaepxmBaeT CTEKMpOBaHUe yCTPoMNCTB. Homep ycTpoicTea B rpynne
YCTPOMCTB unit MOXeT NPUHMMAaTh TO/IbKO 3Ha4veHue 1.
3. HekoTopble KomaHAbl NOAAEPXKMBAKOT OLHOBPEMEHHYIO paboTy C rpynnoi nHTepdeiicos. Ans
yKasaHus rpynnbl MHTePEncoB MOXET ObITb MCNO/Ib30BAHO NEpPeUYncIeHre Yepes 3anaTyo uim
yKasaHue amnanasoHa aeHTU(rKaTopoB vyepes Aeduc «-».

MpuyMepbl ykasaHusa rpynn nHTepdericos:
interface gigabitethernet 1/0/1, gigabitethernet 1/0/5
interface tengigabitethernet 1/0/1-2

interface fortygigabitethernet 1/0/1-2
interface gil/0/1-3,gil/0/7,tel/0/1,fol/0/1
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Tunbl 1 NOPAAOK MMEHOBaHUA TYHHeNel MapLpyTusaTtopa

Mpu paboTe MapLupyTMU3aTOpa UCNO/b3YIOTCA CETEBbIE TYHHEW Pa3/IMYHOIO TUMNa 1 Ha3HavyeHus. Cuctema
MMEeHOBaHWUS NO3BOJIAIET OAHO3HAYHO apecoBaTb TYHHENN Mo UX (PYHKUMOHaIbHOMY Ha3HayeHuo. [anee B
Tabnmue npuseieH nepeyveHb TUMNOB TYHHeNEe.

Tabnuua 5 — Tunbl ¥ NOPAA0K MMEHOBAHWA TYHHENEN MapLupyTu3aTopa

Tun TyHHensA

L2TP-TyHHesb

L2TPv3-TyHHenNb

GRE-TyHHenb

GRE-cabTyHHenNb

SoftGRE-TyHHeNb

IPv4-over-IPv4-TyHHernb

OGo3HaueHne

O603HayveHue L2TP-TyHHeNns coctouT n3 0603HavYeHus Tuna 1 nopsiikoBoro Homepa
TYHHenNs:

12tp <L2TP_ID>

Mpumep o603HaueHus: 12tp 1

O603Ha4veHne L2TPv3-TyHHens coctomT u3 0603HavyeHms Trna u nopsiAkoBoro Homepa
TYHHENs:

I2tpv3 <L2TPV3_ID>

Mpumep o6o3HaueHus: 12tpv3 1

O603HauveHue GRE-TyHHeNns coctouT 13 0603Ha4YeHUs Tna 1 NopsiikoBoro Homepa
TYHHENs:

gre <GRE_ID>

Mpumep o0603HauveHus: gre 1

O603HaveHne GRE-cabTyHHens cocTonT U3 0603HaYeHUs T1na, NopsLaKOBOro HoMepa
TYHHens n naeHTudmkatopa VLAN s cabTyHHens:

gre <GRE_ID>.<VLAN_ID>

Mpumep o0603HaveHus: gre 1.200

O603Ha4veHne SoftGRE-TyHHeNsi cocToMT 13 0603Ha4YeHUs T1Na, NOPsAKOBOro HoMepa
TyHHens u, onuyuoHasibHo, VLAN ID BupTyanbHoro uHtepdeiica:

softgre <GRE_ID>[.<VLAN>]

Mpumepbl 0603HaveHus: softgre 1, softgre 1.10

O603Ha4veHue IPv4-over-IPv4-TyHHENA coCTOUT U3 0603Ha4YeHUs Tuna u NopsgKoBoro
HOMepa TyHHens:

ip4ip4 <IPIP_ID>

Mpumep 0603Ha4veHus: ip4ip4 1
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Tvn TyHHenA

IPsec-TyHHenNb

Nornyeckuii TyHHENb (TYHHENb

mexay VRF)

PPPoE-TyHHenNb

PPTP-TyHHeNb

WireGuard-TyHHenb

ESR-Series. CnpaBoyHnK komaHz CLI

O6Go3HaueHne

O603HauYeHne BUPTYaIbHOTO |IPSec-TyHHeNs COCTOUT M3 0603HAYEeHMs TUNa
NOPsiAKOBOro HOMEpPA TYHHenNs:

vti <VTI_ID>

Mpumep o0603HauveHus: vii 1

O603HaYEHVE /TOTMYECKOTO TYHHESSI COCTOUT M3 0603HAYEHNS TUMNA U MOPSIAKOBOIO
HOMepa TYHHENS:

It <LT_ID>

Mpumep o603HaveHus: It 1

O603Ha4veHne PPPOE-TyHHeNs cocTonT M3 0603Ha4YeHnst Tuna v nopsiaKkoBoro Homepa
TYHHenNs:

pppoe <PPPoE_ID>

Mpumep 0603HaYeHus: pppoe 1

O603HavyeHne PPPTP-TyHHens coctonTt 13 0603Ha4YeHns Tuna u nopsgKoBoro Homepa
TYHHens:

pptp <PPTP_ID>

Mpumep o6o3HaueHus: pptp 1

O60o3Ha4veHne WireGuard-TyHHeNs1 COCTOUT M3 0603HAYEHMS TUNa 1 NOPAAKOBOro
HOMepa TyHHess:

wireguard <WG_ID>

Mpumep 0603Ha4eHus: wireguard 1

& KonmuecTBo TyHHenel Kaxzgoro Tvina 3aBucuT oT Mogenu n MO mapLipyTusartopa.
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5 KomaHgbl Nonb3oBaTelbCKoro nHTepgeiica

« alarm

+ clear alarms

+ clear ssh host

+ clear storage-device
+ configure

« do

+ end

+ exit

* help

* history size

* logout

* monitor

+ ping

+ reload cancel

* reload system

+ show alarms brief

+ show alarms brief active
+ show alarm settings
+ show history

+ show system reload
+ show tech-support
+ ssh

+ telnet

+ terminal datadump
+ terminal resize

+ traceroute

» uptime

+ verify

+ verify filesystem

+ verify storage-device

alarm

[aHHol KoMaHZ0i yCcTaHaB/IMBAKOTCH 3HAYEHUsA NOPOroB aBapuiii.

CuHTakcuc

alarm { facility <FACILITY-ALARMS> | memory <MEMORY-ALARMS> | process <PROCESS-ALARMS> }
<VALUE>

no alarm { facility <FACILITY-ALARMS> | memory <MEMORY-ALARMS> | process <PROCESS-
ALARMS> } <VALUE>

MapameTpbl

<FACILITY-ALARMS> - noporu aBapuii, CBsi3aHHbIX C OkpyxeHneMm (ckopocTb FAN, TeMnepaTypa npoueccopa
1 AaTYnKoB). MpPUHMMAET creayroLwme 3HaueHus:

+ fan-speed high — nopor ckopocTu BpaleHnsi BEHTUIATOPA, BblpaXXeHHbI B MPOLEHTax oT
MakcuMasibHoi ckopocTu BpateHus (0..100), npu nepexoge Yepes KOTopbIii OT MEHbLUNX 3HAYEHUI K
6onbLunm, reHepupyetcst SNMP trap eltexEnvFanSpeedHigh (aBapwsi). 3HaueHWe 3TOro nopora A0/HKHO
6bITb 60s1bLUe, YeM alarm facility fan-speed low (gns ESR-100/200/1000/1200/1500/1700/3100/
3200/3200L/3300);
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+ fan-speed low — nopor ckopocTy BpalleHUs BEHTUNATOPA, BbIPKEHHbIN B NPOLEHTax 0T MakCUMasibHOW
ckopocTy BpaweHus (0..100), npu nepexoae yepes KOTopblii OT 60/bLIMX 3HAYEHWI K MEHBLLUM,
reHepupyetcs SNMP trap eltexEnvFanSpeedHighOk (Hopmanuzauusi aBapum). 3HaueHve 3Toro nopora
[IO/XHO 6bITb MeHbLUe, YeM alarm facility fan-speed high (ans ESR-100/200/1000/1200/1500/1511/
1700/3100/3200/3200L/3300);

+ temperature cpu critical high — nopor TemnepaTypbl NpoLeccopa, BbipaKeHHbIV B rpagycax no Likasne
Uenbcus (0..100), npy nepexoae Yepes KOTOPbIA OT MEHbLLMX 3HAYEHWIA K 60/1bLUMM, TeHEpUpyeTCs
SNMP trap eltexEnvTempCritical (aBapwsi). 3HaueHMe 3TOro nopora A0/HKHO GbiTb CaMbIM 6OMBLLUM 13
BCEX 3HaYEeHWin TemnepaTypHbIX MOPOroB NpoLeccopa;

+ temperature cpu critical low — nopor Temneparypbl NpoLEeccopa, BbIpaXXeHHbI B rpagycax no wkane
Uenbcus (0..100), npy nepexoae Yepes KOTOpPbIiA OT 6OMbLUMX 3HAYEHWUIA K MEHBLLUMM, TEHEpUpYeTCS
SNMP trap eltexEnvTempCriticalOk (Hopmanm3auus aBapum). 3Ha4ueHne 3TOro nopora Ao/MKHO BbITb
MeHbLue, yem alarm facility temperature cpu critical high, Ho 6onbLue, yuem alarm facility temperature cpu
overheat high;

+ temperature <sensor> overheat high — nopor Temneparypbl ceHcopa, BbipaKeHHbIM B rpagycax no
wkane Llenscusa (0..100), npu nepexofe yepes KOTopblii OT MEeHbLUNX 3HAYEHUI K GONbLLNM,
reHepupyetcss SNMP trap eltexEnvTempOverheat (aBapusi). 3HaueHMe 3TOro Nopora Ao/HKHO ObITb
MeHbLue, yem alarm facility temperature <sensor> critical low, Ho 60nbLue, yem alarm facility temperature
<sensor> overheat low;

+ temperature <sensor> overheat low — nopor Temnepartypbl CEHCOpPa, BbIpaXXEHHbIV B rpagycax no wkanie
Uenbcus (0..100), npy nepexoae Yepes KOTopPbIiA OT 6OMbLUMX 3HAYEHWIA K MEHBLLUMM, TEHEpUpYeTCS
SNMP trap eltexEnvTempOverheatOk (Hopmanmsauua aBapun). 3HaueHMe 3TOro Nopora A0/MKHO GbITh
MeHbLue, yem alarm facility temperature <sensor> overheat high;

+ temperature <sensor> supercooling high — nopor Temnepatypbl CEHCOpa, BbIPaXEHHbI B rpagycax no
wkane Llenbcusa (0..12), npy nepexoae Yepes NPOTUBONO/IOKHOE 3HAYEHME KOTOPOro OT MEHbLLNX
3HaueHwui K 6onbLunm, reHepupyetcs SNMP trap eltexEnvTempSupercoolingOk (Hopmanusauus
aBapum). ITOT NOPOr NpeAHasHaYeH Ansi 3a4aHns oTpuLaTesibHbIX TeMnepaTtyp, U ero 3HaueHmne A0MHKHO
6bITb MeHbLUe, Yem alarm facility temperature <sensor> supercooling low;

+ temperature <sensor> supercooling low — nopor Temneparypbl CEHCOPa, BbIPaXKEHHbIN B rpagycax no
wkane Llenbcusa (0..15), npy nepexoae yepes NPOTMBOMNO/IOKHOE 3HAYEHME KOTOPOro OT 60MbLLNX
3HaYeHUIi K MeHbLUMM, reHepupyeTca SNMP trap eltexEnvTempSupercooling (aBapwus). 9ToT nopor
npegHasHayeH 411 3afaHns oTpulartesbHbIX TemMneparyp, ¥ ero 3HadyeHne A0/MHKHO ObiTb 60/bLUE, YeM
alarm facility temperature <sensor> supercooling high;

Mone ceHcop MOXET NPUHMMAaThL CriedyoLme 3Ha4YeHUs 415 KaK40n Mogeny MapLupyTtusaropa:
+ ESR-10: cpu;
« ESR-12V: cpu, switch;
« ESR-12VF/15R/15VF: cpu, switch, sfp;
+ ESR-20/21/30/31: cpy;
+ ESR-100/200: cpu, board;
+ ESR-1000/1200/1500/1511/1700: cpu, board, switch, sfp;
+ ESR-3100/3200/3200L/3300: cpu, board, sfp, phy.

<MEMORY-ALARMS> - noporu aBapwii, cBsi3aHHbIX ¢ cBO60AHbIM npocTpaHcTBoM NAND 1 RAM. MpuHumaet
crnefytwoume 3HaYeHus:

« free low-watermark flash high — nopor konnuectsa cso6ogHo flash-namaTn, BbipaXxeHHOR B NpoLeHTax
oT makcumasibHoro (0..100), npu nepexoae Yyepes KOTopbIli OT MEeHbLUMX 3HAYEHWI K 6ONbLUNM
reHepupyetcss SNMP trap eltexEnvMemoryLowOk (Hopmanusauusi aBapum). 3HaueHne 3Toro nopora
[O/MKHO ObITb CambIM 60/bLUMM M3 BCEX 3HAYEHUIA NOPOroB KosmyecTsa ceobogHol flash-namarty;

+ free low-watermark flash low — nopor konuyectBa cBo6oaHoii flash-namsitu, BbipakeHHOI B NpougHTax
oT makcumasibHoro (0..100), npu nepexoae yepes KOTopblli OT 60/1bLIMX 3HAYEHWI K MEHBLLUM
reHepupyetcss SNMP trap eltexEnvMemoryLow (aBapus). 3HaueHve 3Toro nopora Ao/mMKHO 6bITb
MeHbLue, yem alarm memory free low-watermark flash high;

+ free low-watermark ram high — nopor konuuectBa cBo60ogHon RAM-namsiTy, BbipaXXeHHOM B NpoLeHTax
oT makcumasibHoro (0..100), npu nepexoae Yepes KOTopbIli OT MEeHbLUMX 3HAYEHWI K 6ONbLUNM
reHepupyetcss SNMP trap eltexEnvMemoryLowOk (Hopmanusauusi aBapum). 3HaueHne 3Toro nopora
[O/MKHO ObITb CambIM 60MbLUMM M3 BCEX 3HAYEHUIA NOPOroB KosmyecTsa cBobogHo RAM-namaTy;
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+ free low-watermark ram low — nopor konnyecTtsa cBo604HO RAM-namMaTi, BbIpaXXEHHON B NPOLEHTaX
oT makcumasibHoro (0..100), npu nepexoae Yepes KOTopbIli OT 60/bLUMX 3HAYEHWIT KONTMYecTBa K
MeHbLUUM reHepupyeTcs SNMP trap eltexEnvMemoryLow (aBapusi). 3Ha4eHWe 3TOro nopora AoHKHO
6bITb MeHbLUE, Yem alarm memory free low-watermark ram high;

+ reserve critical flash high — nopor konnuectsa cBo6ogHo flash-namaTn, BbipaXxeHHO B NpoLeHTax oT
makcumasnbHoro (0..100), npu nepexofe yepes KOTopblii OT MEHbLUNX 3HAYEHWUIA K GOMbLLNM
reHepupyetcss SNMP trap eltexEnvMemoryCriticalLowOk (Hopmanusaumsi asapum). 3Ha4eHNe 3Toro
nopora Ao/HKHO 6bITb MeHbLLe, YeM alarm memory free low-watermark flash low, Ho 6onbLue, yem alarm
memory reserve critical flash low;

+ reserve critical flash low — nopor konuuectBa cBo6oaHoit flash-namsitu, BbipakeHHON B NpoLeHTax oT
makcumasnbHoro (0..100), npu nepexoge yepes KOTopblii 0T 60/bLUNX 3HAYEHWIA KONMYECTBA K MEHbLLIMM
reHepupyetcs SNMP trap eltexEnvMemoryCriticalLow (aBapusi). 3HaueHue 3Toro nopora Ao/mKHO 6bITb
MeHbLue, Yem alarm memory reserve critical flash high;

+ reserve critical ram high — nopor konnyecTsa cBo604HON RAM-NamsATy, BbIpaXXEHHOI B NpoLeHTax oT
makcumasnbHoro (0..100), npu nepexoge Yepes KOTopblii OT MEHbLUNX 3HAYEHWUIA K GOMbLLNM
reHepupyetcss SNMP trap eltexEnvMemoryCriticalLowOk (Hopmanusaumsi asapum). 3Ha4eHne 3Toro
nopora Ao/HKHO ObITb MeHbLUE, YyeM alarm memory free low-watermark ram low, Ho 60nbLue, yem alarm
memory reserve critical ram low;

* reserve critical ram low — nopor konuyectsa cBo60oaHO RAM-namaT, BbipaXKeHHON B MpoLeHTax oT
makcumasbHoro (0..100), npu nepexoge yepes KOTopblii 0T 60/bLUNX 3HAYEHWIA KONMYECTBA K MEHbLLIMM
reHepupyetcss SNMP trap eltexEnvMemoryCriticalLow (aBapusi). 3HaueHme 3Toro nopora Ao/mMKHO 6bITb
MeHbLue, Yem alarm memory reserve critical ram high.

<PROCESS-ALARMS> — noporu aBapuii, CBI3aHHbIX C 3arpy3koii npoueccopa. NMpruHumMaeT cnegyouime
3HaYeHUs:

+ cpu threshold falling — nopor ytunmsauum CPU, BblpaxkeHHOI B NpoLeHTax oT makcumMasbHoii (0..100),
npu nepexoe Yepes KOTopblii OT 60/bLUMX 3HAYEHWI K MeHbLIMM reHepupyeTcst SNMP trap
eltexEnvCpulLoadHighOk (Hopmanm3auua aBapum). 3HaueHne 3TOro Nopora Ao/MKHO GbiTb MEHbLLE, YEM
alarm process cpu threshold rising;

+ cpu threshold rising — nopor ytunusauum CPU, BbipaXKeHHO B NpoLeHTax oT makcumasbHoii (0..100),
npu Nepexoe Yepes KOTopbIii OT MEHbLUMX 3Ha4YeHul K 6o1bwnmM reHepmpyetcst SNMP trap
eltexEnvCpulLoadHigh (aBapusi). 3HaueHMe 3TOro nopora A0/MKHO GbITh 60sbLUE, YEM alarm process cpu
threshold falling.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIi pexum
CONFIG

Mpumep:

esr(config)# alarm facility fan-speed high 80

clear alarms

[aHHOI KOMaHA0M OCYLLEeCTB/IAETCS O4MCTKa 3anvceli 06 aBapusx.

CuHTakcuc

clear alarms { inactive | all }
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MapameTpbl
inactive — ygansTca 3anmcuy TONbKO O apXMBHbIX aBapusx;

all - YOanAanTca 3anncn 0 apXmUBHbIX N aKTUBHBLIX aBapusx.

HeoOxoaumbivi ypoBeHb NPUBUETAA
10

KomaHZHbIi pexum
ROOT

Mpumep:

esr# clear alarms 1inactive

clear ssh host

[JlaHHOI KOMaH/10¥i OCylLIEeCTBNSIETCA CHPOC coXpaHeHHoro SSH-kua yaaneHHoro xocTa.

CuHTakcuc

clear ssh host { <ADDR> | <IPV6-ADDR> | <HOST> } [ port <PORT>]

MapameTpbl
<ADDR> - IP-agpec, 3agaétcs B Buae AAA.BBB.CCC.DDD, rae kaxaas 4acTb npuHUMaeT 3HaueHus [0..255];

<IPV6-ADDR> - IPv6-agpec, 3aaaétcs B Buge X:X:X:X::X, rae kaxaas 4acTb NPUHUMAET 3HAUYEHWs B
LecTHaauatepuuHom dpopmarte [0..FFFF];

<HOST> — gomeHHOe uMs, 3agaeTcs 3a4aéTca CTPOKOW A0 254 cumBona;

<PORT> - Homep TCP-nopta, npuHMMaeT 3HaueHus [1..65535];

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KoMaHAHbIV pexum
ROOT

Mpumep:

esr# clear ssh host 192.168.1.1

clear storage-device

[aHHO KOMaH10Vi 3anycKaeTcs (DOPMaTUPOBaHNE MOAK/UYEHHOMO HOCUTENS.
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CuHTakcuc
clear storage-device { usb-dev://<ID> | usb://<USB-NAME> | mmc } <NAME>

MapameTpbl
<ID> — Homep nogkntodeHHoro USB-HocuTensa no nopsiaky;

<USB-NAME> — ums nogkntodeHHoro USB-HocuTens. MiMsi MOXHO y3HaTb B BbiBOAe kOMaHAdbl show storage-
devices.

mmc — K104 A/151 NPOBEPKN YCTaHOB/IEHHOIO MMC-HOCUTENS;

<NAME> — HOBO€e 1M$ pasaena, KoTopoe 6yAeT HazHauyeHo nocne hopmMaTMpoBaHuS.

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KomaHaHbIi pexum
ROOT

Mpumep:

esr-# clear storage-device usb://BClE-2E16:/ SOFT
Formatting will erase all data on this device

Do you really want to continue? (y/N): vy

Device clear success.

configure

[laHHas KoMmaHAa No3BOSIET NEPENTU B PEXNM [1106a/1bHOT0 KOHPUIYPUPOBaHUSI.

CuHTakcuc

configure
configure terminal

MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heo6xoauMbIii ypoBeHb NpuBUIeruin
10

KomMaHAHbIV peXxum
ROOT

59



ESR-Series. CnpaBoyHnK komaHz CLI
Mpumep:

esr# configure
esr(config)#

do

KomaHaa do no3BonseT BbINOHATL KOMaHAb! kKopHeBoro pexumMa (ROOT) 13 nto6oro Apyroro pexmma
KOMaHZHOro uHTepdeiica.

CuHTakcuc

do <command>

MapameTpbl

<command> — KoMaHa KOPHEeBOro pexvma.

Heo6xoaumblii ypoBeHb NpuBUIernii
1

KoMaHAHbIV pexum

Bce pexumsbl, KpoMe KOPHEBOTO.

Mpumep:

esr(config)# do show version
Boot version:
1.0.7.16 (date 18/11/2015 time 13:40:59)
SW version:
1.0.7 build 17[d9bdbda] (date 21/11/2015 time 18:06:41)
HW version:
1v7

end

KomaHga cnyxuT ansi Bo3BpaTta B KOPHEBOW KOMaHaHbI pexxum (ROOT).

CuHTakcuc

end

MapameTpbl

KomaHga He coaepXuT napameTpos.

Heo6xoaumblii ypoBeHb NpuBUIernii
1
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KomaHaHbIi pexum

Bce pexunmbl, Kpome KOpPHEBOTO.

exit
[aHHasa KomaHaa CnyxnT A5 Bo3BpaTa Ha YPOBEHb BblILLE B MEPAPXNYECKOWN CUCTEME KOMAHAHbIX PEXMMOB.

Mpwn BbINONHEHUN AAaHHON KOMaHabl B pexxume ROOT 3aBepLuaeTcsl ceaHc pabOoTbl N0/1b30BaTESNSA C
nHTepericom komaHaHo cTpoku CLI maplipyTmsaTopa.

CuHTaKkcuc

exit

MapameTpbl

KomaHga He coaepXut napamMeTpoB.

HeobOxoaumbivi ypoBeHb NPUBUETAA
1

KomaHZgHbIi pexum

Bce pexumsl.

help

[aHHol KomaHoI Ha aucnneli BbIBOAMTCA MHhopMauus o paboTe ¢ KOMaHAHOW CTPOKOIA.

CuHTakcuc
help

MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heo6xoauMbIii ypoBeHb NpuBUIerui
1

KomaHgHbIi pexum

Bce pexumsl.

history size

[ aHHO KOMaHI0/ MOXHO M3MEHWUTL MaKCMMaslbHOE YIC/I0 NOCNeAHUX BBEAEHHbIX KOMaHA Nonb30BaTens,
KOTOpPbIE COXPAaHSITCA B MCTOPUM KOMaHA, TEKYLLE ceccun. icnonb3oBaHne oTpuuaTesibHoi (DOpMbl KOMaH bl
(no) ycTaHaBMBaET 3HAUYEHVE MO YMOTYAHUIO.
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CuHTakcuc

history size <SIZE>
no history size

MapameTpbl

<SIZE> - yncno nocnefHx BBeAEHHbIX KOMaH, NpuHUMaet 3Hadenuns [10..1000].

3HauyeHue No ymosiuaHuio
50

Heo6xoauMbIii ypoBeHb NpuBUIerui
1

KomaHgHbIii pexum
ROOT

Mpumep:

esr# history size 20

logout

[aHHOoI KoOmaHAoM 3aBepLUaeTCs ceaHc paboTbl Nosb30BaTesis ¢ MHTepdencom komaHgHon cTpokm CLI.

CuHTakcuc

logout

MapameTpbl

KomaHga He cofepxut napameTpoB

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KomaHZAHbIi pexum
ROOT
CHANGE-EXPIRED-PASSWORD

Mpumep:

esr# logout
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monitor

[aHHOoI KOMaHAoW BKNHOYAETCA MOHUTOPUHE Tpadhrka Ha CETEBOM UHTeEpdIelice B peXnme peasibHoro
BPEMEHM NOMakeTHO.

Peann3oBaHa 3anvcb gamna Tpaduka B dpaiin (.pcap, .pcapng, .txt, ...) ¢ nocneaylLLein BO3MOXHOCTbHO
konupoBaHus Ha usb/mms/flash:data/tftp-server. 3anncaxHblii B chaitn gamn Tpaduka B pasaen cainnosoi
cuctembl flash:data/ numuTtnposax 1000 naketamu.

CuHTakcuc

monitor { <IF> | <TUN> } [ protocol <TYPE> [ source-port <SRC-PORT> ] [ destination-port
<DST-PORT> ] [ port <PORT> ] ] [ source-address {<SRC-ADDR> | <SRC-IPV6-ADDR> 1} ]

[ destination-address { <DST-ADDR> | <DST-IPV6-ADDR> } ] [address { <ADDR> | <IPV6-
ADDR> } ] [ packets <VALUE> ] [ detailed ] [ file <META-PATH> ] [ detailed ]

MapameTpbl

<IF> — nHTepdeiic nnu rpynna nHTepdeiicos, 3aaaéTcs B BUAE, ONMCAHHOM B pasgene Turbl 1 Nopsiok
VIMEHOBaHUS VHTEPENCOB MapLLPYTU3aTOPa;

<TUN> — umsa TyHHens, 3afaéTtcs B BUAeE, ONMCaHHOM B pasgene Turbl 1 NopsaaoK MMeHoBaHus TYHHe el
MapLLpyTn3aTopa;

<SRC-ADDR> - IP-agpec otnpasutens, 3agaétca B suae AAA.BBB.CCC.DDD, rae kaxpas yacTb NpMHMMaeT
3HaueHus [0..255];

<DST-ADDR> - IP-agpec nonyuyarens, 3agaétcs B suge AAA.BBB.CCC.DDD, rae kaxgas yacTb NpuHUMaeT
3HaueHus [0..255];

<SRC-IPV6-ADDR> — IPv6-agpec otnpasutens, 3agaetca B suge X:X:X:X::X, rae kaxgas 4acTb NpuHMMaeT
3HayeHws B lWecTHaauarepuyHom chopmare [0..FFFF];

<DST-IPV6-ADDR> - IPv6-agpec nonyuyarens, 3agaértca B suge X:X:X:X::X, rae kaxgas yactb npuHuMaeT
3HayeHws B LWecTHaauarepuyHom chopmare [0..FFFF];

<ADDR> - IP-agpec otnpasutensa nnu nonyyarens, 3agaértcs B snge AAA.BBB.CCC.DDD, rge kaxaasi 4acTb
npuHUMaeT 3HauveHus [0..255];

<IPV6-ADDR> — IPv6-agpec otnpaBuTens unmv noayyarend, 3agaértca B suge X:X:X:X:: X, rae kaxgasa yacTb
NPUHUMAET 3HaUeHus B LecTHaguaTepuiHom dpopmare [0..FFFF];

<SRC-MAC> - MAC-agpec otnpasutens ethernet-kagpa, 3agaetcs B Buge HH:HH:HH:HH:HH:HH, rae kaxpgas
HH-4acTb NpUHUMaET 3HaueHus B LecTHaauaTtepuyHom dpopmare [0..FF];

<DST-MAC> - MAC-agpec nonyuyarens ethernet-kagpa, 3agaetcs B suge HH:HH:HH:HH:HH:HH, rae kaxpaasn
HH-4acTb NpUHUMaET 3HaueHus B LecTHaauaTtepuiHom dpopmare [0..FF];

<SRC-MAC> - MAC-agpec otnpaBuTens unv nony4varens ethernet-kagpa, 3agaetcs B Buge
HH:HH:HH:HH:HH:HH, rae kaxaaa HH-uacTb npuHMMAaeT 3HadyeHns B wecTHaauatepuuHom chopmare [0..FF];

<TYPE> - Tvn npoToKona, NpyHMMaeT 3HaveHust: tcp, udp, icmp, icmp6, igrp, igmp, arp, gre, ipip, esp, ah, eigrp,
ospf, pim, vrrp, 12tp, RDP unn Homep npotokona [0..255];

<SRC-PORT> — Homep TCP/UDP-nopTa oTnpaBuTens, NPMHMMaeT 3HadeHus [1..65535];
<DST-PORT> — Homep TCP/UDP-nopTa nonyyarensi, n(puHUMaeT 3HadeHus [1..65535];
<PORT> - Homep TCP/UDP-nopTa oTnpaBuTenst Un nonydarens, npuHMMaeT 3HadeHus [1..65535];

<VALUE> — KONM4eCcTBO NakeToB., Noc/e rnoslyyeHns KoTopbIX aHasm3 6yAeT 0OCTaHOB/IEH, YKa3bIBAETCA B
ananasoHe [1..4294967295];

detailed — nHchopmauysa BblgaeTcs B AeTan3poBaHHOM hopMare.
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<FILE> - 3anuck gamna Tpadka B chaiin ¢ no6biM pacluMpeHnem — .pcap, .pcapng, .txt u gp.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
ROOT

Mpumep:

esr# monitor gigabitethernet 1/0/5 detailed
23:37:44.324049 d8:50:e6:d2:f0:46 > a8:f9:4b:aa:03:a5, ethertype IPv4 (0x0800), length 98: (tos
0x0, ttl
64, id 50760, offset 0, flags [DF], proto ICMP (1), length 84)
10.255.100.1 > 10.255.100.5: ICMP echo request, id 11730, seq 19, length 64
esr# monitor gigabitethernet 1/0/5 protocol tcp file flash:data://dump.pcap
esr# copy flash:data://dump.pcap tftp://<ip-address>:<port>:/copied_dump.pcap

ping
[JaHHaa komaHa Ucnosb3yeTcs A1 NPOBEPKM AOCTYMHOCTM YKa3aHHOIO CETEBOIo YCTPOMCTBA.

CuHTakcuc

ping [ vrf <VRF>] { <ADDR> | <IPV6-ADDR> | <HOSTNAME> [ { ip | ipv6é } ] [ ttl <TTL> ]
[ packets <COUNT> |unlimited ] [ size <SIZE> ] [ timeout <TIMEOUT> ] [interval
<INTERVAL>] [ source { 1ip { <SRC-ADDR> | <SRC-IPV6-ADDR> } | dinterface <IF> | tunnel
<TUN> } ] [ data <HEX> ] [ dscp <DSCP> ] [ flood ] [detailed] [ strategy <STRATEGY> ]
[ nodeinfo <INFO> ] [ broadcast ]

MapameTpbl
<VRF> - nms ak3emnnsipa VRF, 3agaétcs cTpokoi o 31 cumsona;

<ADDR> - |P-agpec ycTpoiicTsa, 3agaétcs B Buge AAA.BBB.CCC.DDD, rae kaxgas 4yacTb NnpuHMMaeT
3HauveHus [0..255];

<IPV6-ADDR> — IPv6-agpec ycTpoicTBa, 3agaétca B Buge X X:X:X::X, rae kaxaas 4yactb NPUHUMAET 3Ha4YeHus
B LWecTHaguarepmyHom chopmare [0..FFFF];

<HOSTNAME> — DNS-1ums yCcTpoicTBa, 3a4aETCsi CTPOKOW A0 255 CUMBO/IOB;

* ip — NpoBepATb AOCTYNHOCTb NPY NMOMOLLM ipv4-NakeToB;
* ipv6 — NpoBepsiTb AOCTYNHOCTb NPY NOMOLLY ipV6-NakeToB.

<TTL> — Bpems Xu3Hu IP-nakeTa, NpuHUMaET 3HaueHue [1..255], no ymonuaHuio 64;
<COUNT> - Ko/iMuecTBO nepeAaBaeMbIx NakeToB [1..4294967295], no ymonuaHuio 5;

<SIZE> - pa3mep icmp-nakeTta B 6aiitax, npuH1UMaeT 3HadeHue [1..65468], no ymonuaHuio 56 6aiiT, uto
cooTBeTCTBYET 64 6aritam nocne gobasneHus 3aronoska ICMP n 84 6aintam nocne gobasneHns ip-3arofoBka;

<TIMEOUT> — Bpems oxugaHusa 0TBeTa, B cekyHaax. Onums BAvSET Ha TaliMayT, eC/iv OTCYTCTBYIOT Kakue-
nM60 OTBETHI, B MPOTUBHOM C/lyyae yTunuTa xgeT asa RTTs. MprHumaeT 3HadeHue [1..60], no ymonuaxuto 1
CeKyH/a,;

<INTERVAL> — nHtepBas1 Mexay oTnpaBkaMu icmp-naketoB B MUIJIMCEKYHAAX, MPUHUMAET 3HaYeHne
[200..60000], no ymonuaHuio 1000.
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<SRC-ADDR> - IP-agpec oTnpaBuTens, B kayecTBe AaHHOro agpeca MOXeT ucnonb3oBaTbcs noboii IP-agpec
mapLupyTusartopa, 3aaaétcsa B suae AAA.BBB.CCC.DDD, rge kaxgasi yacTb NpuHUMaeT 3HadeHus [0..255];

<SRC-IPV6-ADDR> — IPv6-agpec oTnpaBuTens, B kKauecTBe AaHHOro agpeca MOXET MCMNoNb30BaTbCA 1060
IPv6-agpec maplpytmnsaropa, 3agaétca B suge X:X:X:X::X, rae kaxgasa yactb NPUHUMAET 3HAYEHUA B
LecTHaguaTepuuHom dpopmarte [0..FFFF];

<IF> - ums nHTepgeiica MapLLpyTM3aTopa, Yepes KOTopbIiA GyayT OTNPaB/eHbI NaKeTbl, 334aETCA B BUAE,
onuncaHHOM B pazgesie Tkl 1 NopsioK UMEHOBaHNS NHTEPENICOB MapLLpyTU3aTOPa;

<TUN> - ymsi TyHHEns1 MapLUpyTM3aTopa, Yepes KoTopblii BydyT oTnpaB/ieHbl NakeTbl, 3a4aETCs B BUE,
onuncaHHOM B pazgesnie Turbl 1 Nops/ioK UMEHOBaHNS TYHHENEN MapLIpyTU3aTopa;

<HEX> — wa6bnoH AaHHbIX, KOTOPbIM BYAET 3ano/HATLCS NakeT, 3a4aéTCA YMC/IOM B LUECTHaALATEPUYHO
cucteme go 16 6aiiT;

<DSCP> — DSCP-npuoputeT B cooTBeTcTBUM C RFC 2474, npyHnMaeT 3HauveHme [0..63], 3HaueHune no
ymosnyaHuto 0;

flood — npu ykazaHuy AaHHOI KOMaHABI NakeTbl ByAyT OTNPABASTLCS C MAKCYMasIbHO CKOPOCTbIO, OTBETHI OT
YCTPOIACTBA He 0TOBPAXKAKTCS 10 OKOHUYAHUS BbINOTHEHWS KOMaHbI;

broadcast — npu ykaszaHuu gaHHoli koMaHAapl 6yeT pa3peLleHo OTNPaBsaTb NakeTbl Ha LUIMPOKOBELLATE bHbI
afipec;

detailed — npu ykaszaHuy gaHHoro knoua 6yaeT BbIBOAUTLCS NOSIHAas MHhopMmauys o icmp-oTBeTax 1 obLas
cTaTucTuKa paboTbl KOMaHbl. Be3 ykazaHusi — TONbKO CTaTUCTMKA.

<STRATEGY> — cTparterus thparmeHTaumy nakeTos, NPUHUMAET OAHO U3 CEeAYOWMNX 3HAYEHNIA:

« allow-fragmentation — paspewnTb hparmeHTaumio, He yctaHaBnmeatb coniar DF (don't fragment);

« discovery-pmtu — BbINoNHATb n3yyeHne PMTU (Path MTU), coparmeHTMpoBaTh NOKasIbHO, EC/IM pa3Mep
nakeTta CMWKOM 60NbLUOM;

+ disallow-fragmentation — 3anpeTutb dpparmeHTauuio, B TOM YMC/e NOKasIbHYHO.

<INFO> - Tonbko ansa IPv6. Otnpaeka ICMPv6 Node Information Queries (RFC4620), BMmecTo Echo Request
NPUHUMAET OAHO U3 CrieAyHLWMX 3HAYEHWIA:

* name — 3anpoc DNS-umeH(n) y3na;

*+ ipv6 — 3anpoc IPv6-agpecoB y3na;

* ipv6-global — 3anpoc rno6anbHbiX IPv6-agpecos y3na;

* ipv6-sitelocal — 3anpoc site-local IPv6-agpecos y3na;

* ipv6-linklocal — 3anpoc link-local IPv6-agpecos y3na;

* ipv6-all — 3anpoc unicast IPv6-agpecosB y3na;

* ipv4 — 3anpoc IP-agpecos y3na;

+ ipv4-all - 3anpoc IP-agpecoB cO BCex CeTeBbIX MHTEPIENCOB y3na.

Heo6xoauMbIii ypoBeHb NpuBUIerui
1

KomaHgHbIi pexum
ROOT
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Mpumep:

esr# ping 192.168.100.39 packets 5 size 1400 detailed
PING 192.168.100.39 (192.168.100.39) 1400(1428) bytes of data.

1408 bytes from 192.168.100.39: icmp_req=1 ttl=64 time=0.084 ms
1408 bytes from 192.168.100.39: icmp_req=2 ttl=64 time=0.053 ms
1408 bytes from 192.168.100.39: icmp_req=3 ttl=64 time=0.082 ms
1408 bytes from 192.168.100.39: icmp_req=4 ttl=64 time=0.051 ms
1408 bytes from 192.168.100.39: icmp_req=5 ttl=64 time=0.075 ms

--- 192.168.100.39 ping statistics ---

5 packets transmitted, 5 received, 0% packet loss, time 3999ms
rtt min/avg/max/mdev = 0.051/0.069/0.084/0.014 ms

esr# ping ipve fc00::1

PING fc00::1(fc00::1) 56 data bytes

64 bytes from fc00::1: dicmp_seq=1 ttl=64 time=0.379 ms

64 bytes from fc00::1: dicmp_seq=2 ttl=64 time=0.161 ms

--— fc00::1 ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time 1000ms
rtt min/avg/max/mdev = 0.161/0.270/0.379/0.109 ms

reload cancel

ESR-Series. CnpaBoyHnK komaHz CLI

[aHHOI KOMaH/10¥i OCyLLIECTBNSIETCS OTMEHA paHee 3an/laHMPOBaHHO Nepesarpy3ku yCTpoicTea.

CuHTakcuc

reload cancel

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KoMaHAHbIV pexum
ROOT

Mpumep:

esr# reload cancel

reload system

[JlaHHOI KOMaH/10Vi OCyLLIECTBSIETCS Nepe3arpy3ka ycTpoicTaa.

CuHTakcuc

reload system { in { <MINUTES> | <HOUR>:<MINUTES>} | at <TIME> <DATE> }
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MapameTpbl
<HOUR> — konn4ecTBO YacoB [0 nepesarpysku,
<MINUTES> - konn4yecTBo MUHYT [0 Mnepes3arpysku,
<TIME> - TouHOe Bpems nepesarpysku B popmare HH:MM:SS:
HH — vacbl B gnanasone [0..23],
MM — MuHyTbI B AnanasoHe [0..59],
SS - cekyHabl B avanasoHe [0..59].
<DATE> - pata nepesarpy3ku B dpopmare DAY MONTH YEAR:
DAY - feHb nepesarpysku, NprHUMaeT 3HaueHne B gmanasoHe [1..31],
MONTH - mecsu, nepe3arpy3ku, NpUHUMaeT O4HO U3 3HAYEHWUI:

* january

« february
* march

+ april

* may

*+ june

* july

+ august

+ september
+ october

* november
+ december

YEAR - rog nepesarpysku, NpuHUMaeT 3HaueHue B gvanasoHe [2001..2037].

HeobOxoaumbivi ypoBeHb NPUBUETAA
15

KomaHZgHbIi pexum
ROOT

Mpumep:

esr# reload system

show alarms brief

[aHHO KOMaH/10¥i BLIBOAMTCS! KpaTKasi ICTOPUSI aBapuii Ha MapLupyTu3aTope (akTUBHbIX U 3aBEPLLEHHbIX).

CuHTakcuc

show alarms brief

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.
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Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
ROOT

Mpumep:

esr# show alarms brief

History Alarms

Severity Group Set time Clear time Description

major environment 03/31/00 17:27:38 03/31/00 17:31:53 Reserve Power Supply Fault

show alarms brief active

[laHHOli KOMaHAOo BbIBOANTCA KpaTkasi MHhopMaums 0 TeKyLLMX (aKTUBHbIX) aBapusix Ha MapLupyTM3aTope.

CuHTakcuc

show alarms brief active

MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KomaHZgHbIi pexum
ROOT

Mpumep:

esr# show alarms brief active
History Alarms

Severity Group Set time Clear time Description
notify environment 03/31/00 16:47:05 - Reserve Power Supply
removed

show alarm settings

[aHHoi KomaHaol BbIBOAUTCA MHOPMALMS O HACTPOiKax NOpPOros cpabaTbiBaHMS aBapuii.
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CuHTakcuc

show alarm settings <TYPE>

MapameTpbl
<TYPE> - Tvn aBapwii:

« facility — noporv aBapwuii, cBsizaHHbIX C OKpyxeHneM (ckopocTb FAN, TemnepaTtypa npoteccopa v
[laTYNKOB);

* memory — Nopory asapuii, CBA3aHHbIX ¢ cBo60AHLIM NpocTpaHcTBoM NAND 1 RAM,;

* process — noporu aBapuii, CBAA3aHHbIX C 3arpy3koi npoueccopa.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHaHbIi pexum
ROOT

Mpumep:

esr# show alarm facility

fan-speed:
high: 80
low: 75
temperature CPU:
critical high: 95
critical low: 92
overheat high: 80
overheat low: 78
supercooling high: -12
supercooling low: -15
temperature sensorl:
overheat high: 60
overheat low: 57
supercooling high: -12
supercooling low: -15
temperature sensor2:
overheat high: 60
overheat low: 57
supercooling high: -12
supercooling low: -15
temperature sensor3:
overheat high: 60
overheat low: 57
supercooling high: -12
supercooling low: -15
show history

,ﬂ,aHHOI7I KOMaH,CI,OI7I Ha ,U,I/ICI'IJ'IGM BbIBOAUTCA I/IH(*)OpMaLI,VIFI O KOMaHAaxX, KOTopble ncnosib3oBas/inCb B TeKyu_|,e|7|
ceccunn, Win o KonnydecTee coxpaHAaAeMbIX KOMaHA.
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CuHTakcuc

show history [size | <NUM> ]

MapameTpbl

size — MakCMMaslbHOEe YMCNO NOCeAHNX BBEAEHHbIX KOMaHA, N0ONb30BaTe s, KOTOpblE COXPaHATCA B MCTOPUM
KOMaH/[ TeKyLleli CeCCUN.

<NUM> - KonunuyecTBo nocnegHnx BBeAEHHbIX KOMaH/, No/ib30BaTe s, KOTopble HE06X0AUMO 0TO6Pa3UTb
[0..100].

3HauyeHue No yMmo4aHuio

0. CoOTBETCTBYET BbIBO/Y BCEIT NCTOPUN BBEAEHHbIX KOMaHA,

Heo6xoauMbIii ypoBeHb NpuBUIerui
1

KomaHgHbIi pexum
ROOT

Mpumep:

esr# show history

enable

show history
configure

service nat
service nat source
exit

show history

~No b~ wWwN R

show system reload

[aHHOoI KomaHAoW Ha Avcnel BbIBOAUTCA MHApOpMaLMS O KOMaH4ax, Aarte U BpeMeHu 3aniaHMpoBaHHOM
nepesarpysku.

CuHTakcuc

show system reload

MapameTpbl

KomaHga He cogepXuT napameTpoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

70



ESR-Series. CnpaBoyHnK komaHz CLI

KomaHaHbIi pexum
ROOT

Mpumep:

esr# show system reload
System reload is scheduled for 13:02:02 10 August 2022

show tech-support

[JaHHasi KomaHga ucnosnb3yeTcs A718 c6opa KOMMIEKCHO CUCTEMHOI MHGhopMaLMy C YCTPOACTBA.

CuHTakcuc

show tech-support

MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heo6xoauMbIii ypoBeHb NpuBUIerui
1

KomMaHAHbIV peXxum
ROOT

Mpumep:

esr# show tech-support
I kkhkkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkkk*k | 100% Success.

Show tech-support output available at: flash:data/20110413_112242_show_tech-supz

The created archive may contain private data. You can delete them yourself
Execute time 58.995103 sec

ssh

JaHHaa komaHga ncnosnb3yetcs 415 NOLKIUEHNS K yaaneHHOMY Y3y Mo npoTokosy SSH.

CuHTakcuc

ssh [ vrf <VRF>] <USERNAME> { <ADDR> | <IPV6-ADDR> | <HOSTNAME> } [ port <PORT> ]
[ version <VERSION> ] [ source { <SRC-ADDR> | <SRC-IPV6-ADDR> } ] [ dscp <DSCP> ]

MapameTpbl
<VRF> - nms ak3emnnsipa VRF, 3agaétcs cTpokoi ao 31 cumsona;

<USERNAME> - nwms nonb3oBatens, 3agaétcsi CTpokoi Ao 31 cumBona;
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<ADDR> - |IP-agpec ycTpoiicTa, 3agaétcs B Buae AAA.BBB.CCC.DDD, rae kaxgas 4yacTb NnpuHMMaeT
3HaueHus [0..255];

<IPV6-ADDR> — IPv6-agpec ycTpoiicTBa, 3agaétca B Buge X:X:X:X::X, rae kaxgas 4acTb NPUHUMaET 3HaYeHus
B LWecTHaguarepuyHom chopmare [0..FFFF];

<HOSTNAME> — DNS-ums ycTpoicTBa, 3a4aETcsi CTPOKOW A0 253 CUMBO/IOB;

<PORT> - Homep TCP-nopta, npocnylimBaeMoro SSH-cepeepom, NpuHMmaeT 3HadeHus [1..65535]. Mo
YMO/THaHNIO YCTaHOBNEHO 22;

<VERSION> - Bepcust SSH-npoTokosa, NpuHMmaeT 3HadeHus [1..2]. Mo ymonuaHuio ucnosb3yetcs Bepcus 1;

<SRC-ADDR> - IP-agpec oTnpaBuTens, B kayecTBe AaHHOro agpeca MOXeT ucnonb3oBaTbcs noboii IP-agpec
mapLupyTusartopa, 3aaaétca B suae AAA.BBB.CCC.DDD, rge kaxgasi yacTb NpuHMMaeT 3HadeHus [0..255];

<SRC-IPV6-ADDR> — IPv6-agpec oTnpaBuTens, B kKauecTBe AaHHOro agpeca MOXET MCMNoNb30BaTbCA 1060
IPv6-agpec mapwpytmnsaropa, 3agaétca B suge X:X:X:X::X, rae kaxgasa yactb NPUHUMAET 3HAYEHUA B
LecTHaguaTepuuHom dpopmarte [0..FFFF];

<DSCP> — DSCP-npuoputeT B cooTBeTcTBUM C RFC 2474, npyHnMaeT 3HauveHue [0..63], 3HaueHune no
ymonyaHuto 0.

Heo6xoauMbIii ypoBeHb NpuBUierui
1

KomaHgHbIii pexum
ROOT

Mpumep:

esr# ssh tester 10.100.100.1
The authenticity of host '10.100.100.1 (10.100.100.1)' can't be established.
ECDSA key fingerprint is db:e4:0a:93:59:87:7d:9f:90:5c:19:a3:e7:97:ec:d5.
Are you sure you want to continue connecting (yes/no)? yes
%AAA-I-SSH: Warning: Permanently added '10.100.100.1' (ECDSA) to the list of known hosts.
tester@l0.100.100.1's password:
Welcome to Ubuntu 14.04.2 LTS (GNU/Linux 3.13.0-51-generic x86_64)

* Documentation: https://help.ubuntu.com/

System information as of Mon May 25 09:25:10 NOVT 2015
Last login: Tue May 12 19:39:11 2015
(tester@kubuntu ~) $

telnet

[JlaHHas koMaHza 1cnonb3yeTcs 415 NOAKIHUYEHNS K yaaieHHOMY Y3y no npoTtokosy Telnet.

CuHTakcuc

telnet [ vrf <VRF>] { <ADDR> | <IPV6-ADDR> | <HOSTNAME> } [ port <PORT> ] [ source
{ <SRC-ADDR> | <SRC-IPV6-ADDR> } ] [ dscp <DSCP> ]

MapameTpbl

<VRF> - nms ak3emnnsipa VRF, 3agaétcs cTpokoi o 31 cumsona;
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<ADDR> - |IP-agpec ycTpoiicTa, 3agaétcs B Buae AAA.BBB.CCC.DDD, rae kaxgas 4yacTb NnpuHMMaeT
3HaueHus [0..255];

<IPV6-ADDR> — IPv6-agpec ycTpoiicTBa, 3agaétca B Buge X:X:X:X::X, rae kaxgas 4acTb NPUHUMaET 3HaYeHus
B LWecTHaguarepuyHom chopmare [0..FFFF];

<HOSTNAME> — DNS-ums ycTpoicTBa, 3a4aETcsi CTPOKOW A0 253 CUMBO/IOB;

<PORT> - Homep TCP-nopta, npocnylimBaeMoro SSH-cepeepom, NpuHMMaeT 3HaueHus [1..65535], no
yMO/4aHuio 23;

<SRC-ADDR> - IP-agpec oTnpaBuTens, B kayecTBe AaHHOro agpeca MOXeT ucnonb3oBaTbcs noboii IP-agpec
mapLupyTusartopa, 3aaaétcsa B suae AAA.BBB.CCC.DDD, rge kaxgasi yacTb NpuHMMaeT 3HadeHus [0..255];

<SRC-IPV6-ADDR> — IPv6-agpec oTnpaBuTens, B kKauecTBe AaHHOro agpeca MOXET MCMNoNb30BaTbCA 1060
IPv6-agpec maplpytmnsaropa, 3agaétca B suge X:X:X:X::X, rae kaxgasa yactb NPUHUMAET 3HAYEHUA B
LecTHaguaTepuuHom dpopmarte [0..FFFF];

<DSCP> — DSCP-npuoputeT B cooTBeTcTBUM C RFC 2474, npyHnMaeT 3HauveHme [0..63], 3HaueHune no
ymonyaHuto 0.

Heo6xoauMbIii ypoBeHb NpuBUerui
1

KomaHgHbIi pexum
ROOT

Mpumep:

esr# telnet 10.100.100.1
Entering character mode
Escape character 1is 'A]'.
Ubuntu 14.04.2 LTS
kubuntu login: tester
Password:
Last login: Mon May 25 15:23:06 NOVT 2015 from sw31l-1l.eltex.loc on pts/16
Welcome to Ubuntu 14.04.2 LTS (GNU/Linux 3.13.0-51-generic x86_64)
* Documentation: https://help.ubuntu.com/
System information as of Mon May 25 15:23:01 NOVT 2015
(tester@kubuntu ~) $

terminal datadump

KomaHga ncnonb3yeTcs ANns BbIK/THUYEHUS MOCTPAHNYHOTO PEXMMA BbIBOAA TPACCUPOBOK A1 TEKyLL el
ceccum.

icnonb3oBaHue oTpuuaTeslbHOW KOMaHAbl BK/OYAET NOCTPaHNYHBIA PEXUM BblBOAA TPACCUPOBOK.

CuHTakcuc

[no] terminal datadump

MapameTpbl

KomaHga He cogepXuT napameTpoB.
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Heo6xoauMbIii ypoBeHb NpuBUIerui
1

KomaHgHbIii pexum
ROOT

Mpumep:

esr# terminal datadump

terminal resize

KomaHga ncnonb3yeTcs Ans MacliTabnpoBaHusa pasMmepa TepMUHasa nog pasmep okHa Npu UCnosib30BaHUm
KOHCO/IbHOTO MOAK/OUEHUS.

CuHTakcuc

terminal resize

MapameTpbl

KomaHga He cogepXuT napameTpoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KomaHgHbIi pexum
ROOT

Mpumep:

esr# terminal resize

traceroute

[laHHas KomMmaHAa Ucnonb3yeTcs A1 TPACCMPOBKM MapLLpyTa A0 YKa3aHHOro CETEBOrO YCTPOCTBA.

CuHTaKkcuc

traceroute [ vrf <VRF> ] { <ADDR> | | <IPV6-ADDR> | <HOSTNAME> [ { ip | ipvée } 1 }

[ first-ttl <FIRST-TTL> ] [ max-ttl <MAX-TTL> ] [ timeout <TIMEOUT> ] [ source { 1ip

{ <SRC-ADDR> | <SRC-IPV6-ADDR> } | dinterface <IF> | tunnel <TUN> } ] [ dscp <DSCP> ]

[ protocol { dicmp | udp [ <PORT> ] | tcp [ <PORT> ] } ] [ gateway { <GW-ADDR> | <GW-IPV6-
ADDR> 1} ]
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MapameTpbl
<VRF> - nms aksemnnsipa VRF, 3agaétcs ctpokoi o 31 cumsona;

<ADDR> - |P-agpec ycTpoiicTsa, 3agaétca B Buae AAA.BBB.CCC.DDD, rae kaxgas 4yacTb NnpuHUMaeT
3HauveHus [0..255];

<IPV6-ADDR> — IPv6-agpec ycTpoiicTBa, 3agaetca B Buge X:X:X:X::X, rae kaxgas 4yacTb NpUHUMaeT 3HaueHus
B LWecTHaauatepuuHom chopmare [0..FFFF];

<HOSTNAME> — DNS-ums yCcTpoiCTBa, 3a4aETCs CTPOKOW A0 255 CUMBO/IOB;

* ip — NPOBOAUTL TPACCUMPOBKY MPY NMOMOLLM ipV4-NakeTos;
* ipv6 — NPOBOAUTL TPACCHMPOBKY MPY NMOMOLLM ipV6-NakeTos.

<FIRST-TTL> — Bpems xu3Hu IP-nakeTa, 3Ha4YeHMe ¢ KOTOPOro Ha4YMHaEeTCA TpaccMpoBKa MapLupyTa,
NPUHUMAET 3HaueHme [1..255], no ymonuanuio 1;

<MAX-TTL> - Bpems xun3Hu IP-nakeTa, 3Ha4eHne Ha KOTOPOM 3aKaHYMBaAETCHA TpacCpOBKa MapLUpyTa,
NpUHUMAET 3HaueHue [1..255], no ymonuanuio 30;

<TIMEOUT> — Bpems oxugaHusa 0TBeTa, B cekyHaax. Onumsa BvSAET Ha TaliMayT, eC/iv OTCYTCTBYIOT Kakue-
MBO OTBETHI, B MPOTMBHOM C/lyyae yTuauta XaeT asa RTTs. MNpuHuMaeT 3HadeHue [1..60], no ymonyaHuio 5
CEKyHA,

<SRC-ADDR> - IP-agpec oTnpaBuTens, B kayecTBe AaHHOro agpeca MOXeT ucnonb3oBaTbcs noboli IP-agpec
mMapLupyTusartopa, 3aaaétcsa B suae AAA.BBB.CCC.DDD, rge kaxgasi yacTb NpMHUMAET 3HadeHus [0..255];

<SRC-IPV6-ADDR> — IPv6-agpec oTnpaBuTens, B KaUecTBe faHHOro agpeca MOXET MCMoNb30BaTbCcA 1060
IPv6-agpec mapLupytmnsaropa, 3agaétcsa B suge X:X:X:X::X, rge kaxgas yactb NpuHAMAET 3Ha4eHNs B
LwecTHaauaTepuuHom dpopmarte [0..FFFF];

<IF> — umsa nHTepdgelica mapLupyTusaropa, Yepes Kotopblii 6yayT oTnpaBneHbl NakeTbl, 3a4a6TCA B BUAE,
onucaHHOM B pasgesie Tunbl 1 NopsaoK MMEHOBaHUA UHTeP(EeNCoB MapLIpyTM3aTopa,;

<TUN> — ums TyHHeNs MapLipyTmM3aTopa, Yepes KOTopblil 6yayT oTnpaBAeHbl NakeTbl, 3a4aéTcs B BUAE,
onucaHHOM B pasgesie Tunbl 1 NopsLoK UMEHOBaHUA TYHHEeNel MapLupyT13aTopa;

<DSCP> — DSCP-npuoputeT B cooTBeTcTBUM C RFC 2474, npyHumMaeT 3HauveHue [0..63], 3HaueHune no
ymosnyaHuto 0;

<PORT> - Homep TCP/UDP-nopTa, npuHMMaeT 3HadeHue [1..65535], 3HaueHne no ymonuanuio 53 ana UDP n 80
ans TCP;

<GW-ADDR> - IP-agpec wnto3a, 3agaétca B suge AAA.BBB.CCC.DDD, rae kaxgas yacTb NpUHUMAET 3HA4YEeHUS
[0..255]. Mpwn ykazaHnM AaHHOrO NapameTpa B MCXOASALLMIA nakeT gobasnsetcs IP source routing onuus,
KoTopas coobLiaeT MapLupyTU3aTopy, Yepes Kakow L3 AO/MKEH MapLUpyTU3NpoBaTbCa NakeT B ceTn. Ha
60/bLUMHCTBO MapLLPYTM3aTOPOB OTK/IKOYEHA MapLLpyTM3auus No A4aHHOW Onuumn n3 COobpaxkeHuii
6e3onacHocTy;

<GWIPV6-ADDR> — IPv6-agpec wno3a, 3a4aétca B Buge X:X:X:X::X, rae kaxgasa 4actb NPUHUMAET 3HAYEHUA B
wecTHaguatepuuHom copmare [0..FFFF]. Mpu ykazaHuy gaHHOTo napameTpa B UCXOASLLMIA NakeT
pobasnsetcs IP source routing onuums, KoTopasi coobwaeT MapLpyTnsaTopy, Yepes Kakow L3 AO/HKEH
MapLUPYTU3NPOBATbLCA NakKeT B CETU. Ha 60/bLUMHCTBO MapLLPYTU3aTOPOB OTK/IHOYEeHa MapLUpyT13auus no
[aHHOW onumn 13 coobpaxeHuii 6e30nacHOCTU.

HeoOxoaumbivi ypoBeHb NPUBUETAA
1

KomaHZHbIi pexum
ROOT
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Mpumep:

esr# traceroute 192.168.27.128

traceroute to 192.168.27.128 (192.168.27.128), 30 hops max, 60 byte packets
1 192.168.16.1 (192.168.16.1) 1.240 ms 1.546 ms 1.883 ms

2 192.168.27.128 (192.168.27.128) 0.451 ms 0.437 ms 0.411 ms

uptime
[JaHHoll KoMaHZoIi ocyLLeCTBASETCS MPOCMOTP MPOAO/HKUTENBHOCTY BPEMEHU paboThbl YCTPoicTBa.

CuHTakcuc

uptime

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

Heo6xoaumblii ypoBeHb NpuBUIernii
1

KoMaHAHbIV pexum
ROOT

Mpumep:

esr# uptime
System uptime: 26 minutes and 35 seconds

verify

[aHHO KOMaH/10Vi BbINOHAETCS pacyeT XeLl-CyMMbl 711 OTAe/IbHOro dhaiifia ¢ MCnosib30BaHNEM YKa3aHHOTo

asirfopnTMa xXewmnpoBaHua.

CuHTakcuc
verify <ALGORITHM> <FILE>

MapameTpbl
<ALGORITHM> — anroputm xeLumpoBaHus, npuHumMaeTt 3HadeHuns [md>5, sha2-256, sha2-512].
<FILE> — nyTb 1 M4 chalina ans NPoBEPKM, MOXET NPUHUMATb CrIeAyoLLNe 3HAYEHUS:

* usb://usb_name:/PATH

+ mmc://mmc_name:/PATH (kpome esr-10)
+ system:candidate-config

+ system:running-config

+ system:factory-config

+ system:default-config

76



Heo6xoauMbIii ypoBeHb NpuBUerui

15

system:firmware-image-1
system:firmware-image-2
system:boot-1
system:boot-2
flash:critlog/FILE
flash:syslog/FILE
flash:backup/FILE
flash:data/FILE
tmpsys:syslog/FILE

KomaHgHbIii pexum

ROOT

Mpum

esr# verify md5 system:firmware-image-1
system: firmware-image-1 16ef38a292e96ce972e910da6db2d1f4

ep:

verify filesystem

ESR-Series. CnpaBoyHnK komaHz CLI

[JlaHHOli KOMaH[O0M 3anycKaeTCcsi NPOLECC pacyeTa XeLl-CyMM /151 BCEX CUCTEMHbIX (haiifioB MapLupyTM3aTopa
1 CPaBHEHUSI C 3TAJ/IOHHLIMU 3HaYEeHMsIMU. B pe3ynbrarte BbIBOAMTCA MHGDOPMALMsi O COOTBETCTBUM

paccyYUTaHHbIX XeLl-CyMM 3TaJ1IOHHbIM.

CuHTakcuc

verify filesystem [detailed]

MapameTpbl

detailed — kntou, oTBevatoW Wi 3a NOAPOGHLIN BbIBOA, MHGDOPMAaLMK O NPOBEPKE Kaxaoro daiina.

Heo6xoaumblii ypoBeHb NpuBUiernii

15

KomaHZHbIi pexum

ROOT
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Mpumep:

esr# verify filesystem

Total: 2949
Success: 2949
Changed: 0
Deleted: 0

Filesystem verification success.

verify storage-device

[ aHHO KOMaH/10¥i 3anycKaeTcs NPOLECC NPOBEPKY BHELLIHET0 HOCUTENS Ha Ha/IM4me OLINGOK.

CuHTakcuc

verify storage-device { usb-dev://<ID> | usb://<USB-NAME> | mmc }

MapameTpbl
<ID> - Homep nogxntoveHHoro USB-HocuTensa no nopsaky;

<USB-NAME> — nms nogkntoyeHHoro USB-HocuTens. iMs MOXHO y3HaTb B BbIBOAE KOMaHAbl show storage-
devices.

mmc — K/1lo4 a/14 NPOBEPKN YCTAHOB/TIEHHOIO MMC-HOCUTENA.

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KoMaHAHbIV pexum
ROOT

Mpumep:

esr# verify storage-device usb://BClE-2E16
Device verify

Do you really want to continue? (y/N): y
CP437: Invalid argument

fsck.fat 4.0 (2016-05-06)

/dev/sda2: 14 files, 63908/255496 clusters
Device verification success.
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6 YnpasneHue nporpamMmMHbIM 0b6ecrneyeHnemM 1 KoHurypaumei

+ archive

*+ auto

+ banner exec

* banner login

+ boot host auto-config
+ boot host auto-update
+ boot system

+ by-commit

* commit

+ confirm

* copy

+ count-backup

* delete

« dir

* merge

* path

* restore

* rollback

* save

+ show bootvar

+ show boot-licence

+ show candidate-config
+ show configuration changes
+ show crypto certificates
+ show licence

+ show running-config
+ show storage-devices
+ show usb

+ show version

+ time-period

* type

archive

[ aHHOV KOMaH/0Vi OCYLLECTBSIETCS NEPEXOA, B PEXNM HACTPOKM NapamMeTpoB pe3epBUpPOBaHIs

KOHdUrypaumm.

icnonb3oBaHue oTpuuaTesibHoi (DOpMbl KOMaH/bl (N0) yCTaHAB/IMBAET 3HAUYEHME MO YMOTUYAHUIO A/1S

napamMeTpoB pPe3epBUPOBaHNS KOHGIMIypaLyu.

CuHTakcuc

[no] archive

MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heob6xoauMbIii ypoBeHb NpuBUierui
15
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KomaHaHbIi pexum
CONFIG

Mpumep:

esr(config)# archive
esr(config-archive)#

auto

ESR-Series. CnpaBoyHnK komaHz CLI

[laHHol KoMaHZOoM BKNHOHAETCHA peXxnm co3gaHnsa aiina pe3epBHON KOHUrypaumum Ha yaasneHHoM cepsep v/

WM NOKaJTbHO Yepes yKasaHHbI NpoMexyTok BpeMeHu (pasgen time-period).

Vicnonb3oBaHue OTpI/ILI,&TG}'IbHOVI (*JOprI KOMaHAbl (no) BbIK/TOHAET PEXMM OTNPaBKN Hepes yKa3aHHbII7I

MPOMEXYTOK BPEMEHW.

CuHTakcuc

[no] auto

MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heo6xoauMbIii ypoBeHb NpuBUerui
15

KomMaHAHbIV peXxum
CONFIG-ARCHIVE

Mpumep:

esr(config-archive)# auto

banner exec

[laHHOli KOMaHAoI 3a4aéTCs TEKCTOBOE COO6LLEHMNE, BbIBOAVMOE NOC/E YCMNELIHON ayTeHTUduKaLmm

no/sib30BaTesst Ha MapLUpyTH3aTope.

icnonb3oBaHue oTpuuaTesibHoli (DOpMbl KOMaHbl (N0) yaanseTcs TEKCTOBOE CO06LIEeHME, BbIBOAUMOE Noc/ie

yCneLlHol ayTeHTUhMKaLym Nosib3oBaTesns Ha MapLipyTu3aTope.

CuHTakcuc

banner exec <BANNER>
no banner exec
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MapameTpbl
<BANNER> — TekcTOBOE CO06LLEHME, 3a4aETCS B KaBblukax CTPOKOW Ao 2047 cMmBO/IOB.

Heob6xoaumbivi ypoBeHb NPUBUETAA
10

KomaHZgHbIi pexum

CONFIG

Mpumep:
esr(config)# banner exec '  ————= Hello! This is an Eltex router.-----
\n-—--- Unauthorized configuration changes are prosecuted by the law of the Russian Federation.
_____ !

banner login

[aHHOi KoMaH 10V 3a4aéTcs TEKCTOBOE COO06LLEHME, BLIBOAVMOE /10 ayTeHTUMUKALMM NO/b30BaTeNs Ha
MapLpyT13aTope.

CuHTakcuc

banner login <BANNER>
no banner login

MapameTpbl

<BANNER> — TekcTOBO€E CO06LLEHME, 3a4aETCS B KaBblukax CTPOKOW f0 2047 cMMBO/IOB.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum

CONFIG

Mpumep:
esr(config)# banner login ' ————= Hello! This 1is an Eltex router.-----
\n----- Unauthorized connection 1is prosecuted by the law of the Russian Federation. —----- !

boot host auto-config

[JaHHasi KomaHa BK/YaeT 3arpy3ky KoHgMrypauum MaplupyTisaTopa npv noMoly npotokosia DHCP Option
54 (IP-appec TFTP-cepBepa) 1 67 (ums chaiina koHdurypauum).

Micnonb3oBaHue oTpuuaTesibHo hopMbl KOMaHbl (NO) OTK/OYAET 3arpy3ky KoHdpurypauuy mapLupytusaropa
npu nomotuy npotokona DHCP Option 66 1 67.
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CuHTakcuc

[no] boot host auto-config

MapameTpbl

KomaHga He coaepXuT napameTpos.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

3Ha4yeHune no ymonyaHuio

OTK0YEHO.

KomaHgHbIii pexum
CONFIG

Mpumep:

esr(config)# boot host auto-config

boot host auto-update

ESR-Series. CnpaBoyHnK komaHz CLI

[JlaHHan komaHa Bk/o4aeT 3arpy3ky MO mapLupyTtusatopa npu nomolim npotokona DHCP Option 54 (IP-
anpec TFTP-cepsepa) n nms caiina MO B none FILE B8 DHCP OFFER. Mpwn ncnonb3oBaHnyM COBMECTHO ¢ boot

host auto-config o6HoBMeHWe MO nmeeT 60/1ee BbICOKUIA NPUOPUTET.

Vicnonb3oBaHue oTpuuaTesibHoli (DOpMbl KOMaHAbl (N0) oTktouaeT 3arpysky MO mMapLipyTusatopa npu

nomoLy npotokosia DHCP Option 150 n 67.

CuHTakcuc

[no] boot host auto-update

MapameTpbl

KomaHga He cogepXuT napameTpoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

3HayeHue No ymosiMaHuio

OTK/IH0YEHO.

KoMaHAHbIV pexum
CONFIG
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Mpumep:

esr(config)# boot host auto-update

boot system

[aHHas KomaHga CnyxuT a5 Bbibopa akTMBHOro obpasa NporpammMHoro obecneyeHus, 3arpy>XeHHoro Ha
YCTPOWCTBO.

CuHTakcuc

boot system <IMAGE>

MapameTpbl
<IMAGE> - Ha3BaH1e o6pa3a NnporpaMMHOro obecneyeHus, KOTopbIin ByAeT 3arpyKaTbCs Ha YCTPOMCTBO:

+ image-1 — cnegytowas 3arpyska ycTpoucTea 6y4eT BbINoNHeEHa U3 nepBoro obpasa Mo;
+ image-2 — cnegyowas 3arpyska ycTpoincTea 6y4eT BbiNnosIHEHa U3 BTOPOro obpasa Mo.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KoMaHAHbIV pexum
ROOT

Mpumep:

esr# boot system image-2

by-commit

[aHHOV KOMaH/10Vi BK/TOYAETCA PEXUM OTNPaBKM (oaiiia KoHUrypauum Ha cepBep pe3epBMpOoBaHis nocne
yOA4YHOro NPUMeHeHUst KOHdUrypaumu.

icnonb3oBaHue oTpuUaTesibHoi DOPMbl KOMaH bl (N0) BbIK/IOYAET PEXIUM OTMNPAaBKM NOC/E YAa4HOro
MPYMEHEHMS KOHMrypaLum.

CuHTakcuc

[no] by-commit

MapameTpbl

KomaHga He coaepXuT napameTpos.

Heo6xoaumblii ypoBeHb NpuBUIernii
15
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KomaHaHbIi pexum
CONFIG-ARCHIVE

Mpumep:

esr(config-archive)# by-commit

commit

[JlaHHan komMmaHza No3BOJISIET NPUMEHUTL (CAenaTb AelicTBYOLWMMN) n3MeHeHust koHdourypauum. RUNNING-
KoHGourypaums 3ameltaetcs koHdurypaumnein CANDIDATE. [1n1s TOro 4to6bl MPUMEHEHHbIE U3MEHEHUS CTa/u
MOCTOSIHHO AENCTBYOLWUMY, 3Ty Onepaumio Heo6xoaAMMOo NOATBEPAUTL KOMaHAOoM confirm B TedeHne BpeMeHN,
He NpPeBbILIALLErND BpeEMS AeNCcTBUA Talimepa noaTeepxaeHus (no ymonyaHuto 600 cekyHz, U3MEHSIETCS Npu
nomoLy komaHapl system config-confirm timeout).

CuHTakcuc

commit [ comment <COMMENT> ] [ confirm-timeout <TIME> ]

MapameTpbl

<COMMENT> — KOMMeHTapuii K JaHHOMY U3MEHEHNIO0 paboyeii KoHdurypaumn. 3agaéTca TEKCTOBOM CTPOKOIA
0o 31 cumBona;

<TIMEOUT> — nHTepBas1 BpeMeHu B CeKyHAax nocse BBoga KomaHabl commit 0 BOCCTaHOB/1EHUSA
npeplayLein Bepcum KoHdmrypauum npy oTCyTCTBUM KOMaHAbl confirm, NPHUMAET 3Ha4YeHne B CekyHaax
[120..86400].

3Ha4yeHue no ymonyaHuio
<COMMENT> - nycTolj;

<TIMEOUT> — HacnepgyeTcs 3Ha4yeHune yCTaHOB/IEHHOe KoMaHaon system config-confirm timeout.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZHbIi pexum
ROOT
CHANGE-EXPIRED-PASSWORD

Mpumep:
esr# commit

N3MeHeHns1 KoHUrypauum nprMeHeHb!.
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confirm

KomaHga npefHasHaveHa 415 NoATBEPXKAEHMSI NPUMEHEHNSA KOHburypauun. Ecnv B TeueHUe 3a,aHHOT0
BpeMeHM (Mo ymonyaHmio 600 cekyHA, M3MEHSIETCA NpY NOMOLLM KoMaHAbl system config-confirm timeout)
nocnie NpUMeHeHNs KOHpUrypauum KomaHgolk commit He GbI10 BBEAEHO NOATBEPXAEHWE, NPOM30AaeT
aBTOMATMYECKMIA OTKAT Ha AEe/CTBYIOLLYI0 paHee KoHMrypaumio. ABToMaTuyeckasi cCcTeMa OTKaToB
npeaoTBpaLLaeT cUTyaluy noTepm CBA3uU ¢ yCTPOCTBOM.

CuHTakcuc

confirm

MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heo6xoauMbIii ypoBeHb NpuBUierui

3Ha4vyeHune No ymMosiHaHuio
110

KomaHgHbIii pexum
ROOT
CHANGE-EXPIRED-PASSWORD

Mpumep:
esr# confirm

MoaTBEPXAEHNE N3MEHEHWIT B KOHCOMIypaLMu.

copy
[JaHHas komMaHza CNyXuT 41 KONMPOBaHKSA (haitfioB MeXAy pas/IMuHbIMU UCTOYHUKAMW U NOMyYaTensiMm.

CuHTakcuc
copy <SOURCE> <DESTINATION>
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MapameTpbl

<SOURCE> — ncTO4HUK, 3a4aéTcA B BUAeE:

- tftp://<ip>[<port>]:/<path> — agpec gaiina Ha TFTP-cepBepe, rae:

<ip> — IP-agpec TFTP-cepBepa;
<port> — nopt, KoTopblii cnywaet TFTP-cepsep, otaensietca oT IP-agpeca CMMBOIOM «#» UK «:»,
<path> — oTHOCUKTeNbHbLIA NYTb K hainy Ha TFTP-cepsepe.

- tftp://<ipv6>[%<interface>]|[<port>]:/<path> — agpec dpaiina Ha TFTP-cepBepe, rae:

<ipv6> — IPv6-agpec TFTP-cepsepa;

<interface> — ncxopgawmin ceteBoi nHTepdoelic ans link-local agpecos;

<port> — nopT, KoTopblii cnylwaet TFTP-cepsep, otaensietcs ot IPvé-agpeca cumBoniom '# nam ' (B
[JaHHOM cnydae IPv6-agpec Ao/mkeH 6biTh 3aK/0UeH B KBaApaTHble CKOBKM «[]»);

<path> — oTHOCUKTeNbHbIA NYTb K thainy Ha TFTP-cepsepe.

. ftp: //[<user>[ <password>]@]<ip>[<port>]:/<path>

+ <ip> — IP-apgpec FTP-cepBepa;

<user> — UMsi No/1b3oBaTesnsi (HaCTPOUTbL UMSA MOJIb30BATEsS MO YMOUYAHMID MOXHO KOMaHZoM ip
ftp client username, onucaxHoli B ip ftp client username);

<password> — naponb (HACTPOMTbL Napo/ib N0 YMOMYAHUIO MOXHO KOMaHZoW ip ftp client password,
onucaHHoli B ip ftp client password);

<port> — nopt, KoTopbli cnywaeT TFTP-cepsep, otaensiercs oT IP-agpeca CMMBOIOM «#» UK «:»,
<path> — oTHOCUKTEe/bHbIA UM abCONMTHBIN NyTb K haiiny Ha FTP-cepsepe.

- ftp://[<user>[:<password>]@]<ipv6>[%<interface>][<port>]./<path>

<ipv6> — IPv6-agpec FTP-cepBepa;

<interface> — ncxopgawmin ceteBoin nHTepdoelic ans link-local agpecos;

<user> — UMsi No/1b3oBaTesnsi (HaCTPOUTbL UMS MOJIb30BATEsS MO YMOYAHMID MOXHO KOMaHZoM ip
ftp client username, onucaHHoli B ip ftp client username);

<password> — naponb (HACTPOMTbL Napo/ib N0 YMOMYAHUIO MOXHO KOMaHAoW ip ftp client password,
onucaHHoli B ip ftp client password);

<port> — nopT, KoTopblii cnylwaeTt TFTP-cepsep, otaensietcs ot IPvé-agpeca cumeoniom '# nnm ' (B
[JaHHOM cnydae IPv6-agpec Ao/mkeH 6biTh 3aK/0UeH B KBaApaTHble CKOBKM «[]»);

<path> — oTHOCUTEe/bHbIA UM abCOMOTHBIN NYTb K haiiny Ha FTP-cepsepe.

. sftp: //[<user>[ <password>]@]<ip>[<port>]:/<path>

+ <ip> — IP-agpec SFTP-cepsepa;

<user> — UMsi Nos1b3oBaTesnsi (HaCTPOUTbL UMS MO/Ib30BATEsS MO YMOYAHMID MOXHO KOMaHZoM ip
sftp client username, onncaHHoii B ip sftp client username);

<password> — napo/sib (HaCTPOUTb Naposib MO YMOYAHMK MOXHO KOMaHZoW ip sftp client
password, onncaHHoii B ip sftp client password);

<port> — nopt, KoTopblii cnywaeT SFTP-cepsep, otaensercs ot IP-agpeca CUMBOIOM «#» UK «:»,
<path> — oTHOCUKTeNbHbIA NYTb K thainy Ha SFTP-cepsepe.

- sftp://[<user>[:<password>]@]<ipv6>[%<interface>][<port>]:/<path>

<ipv6> — IPv6-agpec SFTP-cepsepa;

<interface> — ncxopgawmin ceteBoi nHTepdoelic ans link-local agpecos;

<user> — UMsi No/1b3oBaTesnsi (HaCTPOUTbL UMS MOJIb30BATEsS MO YMOYAHMID MOXHO KOMaHZoM ip
sftp client username, onncaHHoii B ip sftp client username);

<password> — napo/sib (HaCTPOUTb Naposib MO YMOYAHMK MOXHO KOMaHZoW ip sftp client
password, onncaHHoii B ip sftp client password);

<port> — nopT, KoTopblii cnylwaeTt SFTP-cepsep, otaensiercs ot IPvé-agpeca cumsonom '# nam ' (B
[JaHHOM cnydae IPvb-agpec Ao/mkeH 6biTh 3aK/oUeH B KBaApaTHble CKOBKM «[]»);

<path> — oTHOCUTeNbHbIA NYTb K hainy Ha SFTP-cepsepe.

- scp://[<user>:<password>@]<ip>[<port>]:/<path>

<ip> — IP-agpec cepBepa;

<user> — UMsi No/1b3oBaTesnsi (HaCTPOUTbL UMS MOJIb30BATEsS MO YMOYAHMID MOXHO KOMaHZoM ip
ssh client username, onucanHoii B ip ssh client username);

<password> — naponb (HaCTPOMTb Napo/ib N0 YMOMYAHUIO MOXHO KOMaHAoW ip ssh client
password, onncaHHoli B ip ssh client password);

86



ESR-Series. CnpaBoyHnK komaHz CLI

+ <port> — nopT, KoTopbIin cnywaeTt TFTP-cepBep, otaensetcs ot IP-agpeca cMMBONOM «#» UNN «:»;
+ <path> — oTHOCUTENbHbIV UM aGCOMOTHLIN NYTb K haliny Ha cepBepe.
- scp://[<user>:<password>@]<ipv6>[%<interface>][<port>]:/<path>
+ <ipv6> — |IPv6-agpec cepsepa;
+ <interface> — ncxogsawwmii cetesoli nHTepgeic ans link-local agpecos;
* <user> — UMsi Nosib3oBatensi (HaCTPoOUTb UMA NOSIb30BATEsS MO YMOYAHMI0 MOXHO KOMaHZAoM ip
ssh client username, onucaHnHoi B ip ssh client username);
+ <password> — naposib (HaCTPoOUTbL Naposib MO YMOMYaHMI0 MOXHO KOMaHAol ip ssh client
password, onucaHHoli B ip ssh client password);
* <port> — nopT, KoTopblii cnywaet TFTP-cepBep, otaensietcs ot IPv6-agpeca cumoniom '# wnn "' (B
AaHHOM cnydae IPv6-aipec AomkeH 6biTh 3aK/MOUEH B KBAPaTHbIE CKOOKM «[]»);
+ <path> — oTHOCUTENbHbIV UM aBCOMOTHBIN NYTb K haliny Ha cepBepe.
« http:// <ip>[<port>]:/<path> — agpec chaiina Ha HTTP-cepBepe, rae:
+ <ip> — IP-agpec HTTP-cepBepa;
+ <port> — noprt, Ha KoTopom 3anyweH HTTP-cepsep, otaensetca ot IP-agpeca CMMBOIOM «#» UN
«»;
+ <path> — oTHocuTenbHbIV NyTb K dhany Ha HTTP-cepsepe.
+ http://<ipv6>[%<interface>][<port>]:/<path> — agpec chaiina Ha HTTP-cepBepe, rae:
+ <ipv6> — IPv6-agpec HTTP-cepBepa;
+ <interface> — ucxogsawwii cetesoli nHTepgeic ans link-local agpecos;
+ <port> — nopT, Ha KoTopom 3anyuleH HTTP-cepBep, otaensietcs ot IPv6-agpeca cumBoiom '#' nnm
"' (B maHHoMm cniyyae IPv6-aapec Ao/mKeH ObiTb 3aK/TH0UeH B KBaApaTHbIe CKOGKM «[]»);
+ <path> — oTHocuTenbHbIV NyTb K dhainy Ha TFTP-cepsepe.
« https://[ca/<CA-FILE>][:server-crt/<SC-FILE>][:server-key/<SK-FILE>]@<ip>[<port>]:/<path> - agpec
channa Ha HTTPS-cepBepe, rae:
+ <CA-FILE> - nms chaitna ceptucmkara yaoCTOBEPSIOLLErO cepBepa B COOTBETCTBYHOLLEM pasgene
namaT MapLupyTusaTopa;
+ <SC-FILE> — um# dpaiina ny6nmyHoro ceptudimkara cepBepa B COOTBETCTBYHLLEM pasgene
namaT MapLupyTusaTopa;
+ <SK-FILE> — ums halina npuBaTHOro K/toya cepBepa B COOTBETCTBYIOLLIEM pa3gese naMaTu
MapLLpyTM3aTopa;
+ <ip> — IP-agpec HTTP-cepBepa;
+ <port> — nopT, Ha KoTopom 3anyweH HTTPS-cepeep, otaensietcs ot IP-agpeca CUMBOMOM «#» nUnu
«»;
+ <path> — oTHocuTenbHbI NyTb K dhany Ha HTTP-cepsepe.
« https://[ca/<CA-FILE>][:server-crt/<SC-FILE>][:server-key/<SK-FILE>]@<ipv6>[%<interface>][<port>]:/
<path> — agpec painna Ha HTTPS-cepsepe, rae:
+ <CA-FILE> — ums chaitna ceptucmkara yaoCTOBEPSIOLLErO cepBepa B COOTBETCTBYHOLLEM pasgene
namaTy MapLupyTusaTopa;
+ <SC-FILE> — um# dhaiina ny6nmyHoro ceptudimkara cepBepa B COOTBETCTBYHLLEM pasgene
namaTy MapLupyTusaTopa;
+ <SK-FILE> — ums halina npuBaTHOro K/toya cepBepa B COOTBETCTBYIOLLIEM pa3gese naMaTu
MapLIpyTM3aTopa;
+ <ipv6> — IPv6-agpec HTTPS-cepBepa;
+ <interface> — ncxogsawwmii cetesoli nHTepgeic ans link-local agpecos;
+ <port> — nopT, Ha KoTopom 3anyuleH HTTP-cepBep, otaensietcs ot IPv6-agpeca cumBoiom '# nnm
"' (B maHHoM cniyyae IPv6-aapec Ao/mKeH ObiTb 3aK/TH0UeH B KBaApaTHbIe CKOGKM «[]»);
+ <path> — oTHocuTenbHbIV NyTb K dhainy Ha TFTP-cepsepe.
+ usb://usb_name:/PATH
+ usb_name — nwvs, HazHayeHHoe USB-Hocutento. Bo3MOXHO nocMoTpeTb koMaHAol show storage-
devices (cm. pasgen show storage-devices);
+ <path> - nyTb K haitny Ha USB-HocuTene.
+ mmc://mmc_name:/PATH (kpome ESR-10/12V/12VF/15)
* mmc_name — nms, HazHaueHHoe MMC-HocuTeso. BO3MOXHO NOCMOTPETL KOMaHAo0i show
storage-devices (cM. pazgen show storage-devices);
+ <path> - nyTb K dpaintny Ha MMC-HocuTene.
+ system:factory-config — 3aBogckas koHUrypaums;
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+ system:default-config — kKoHdMrypaumsa no ymonuaxuto (nycras);

+ system:running-config — Tekywiasi KOHMrypauus;

+ system:candidate-config — koH(purypaums, kotopas 6yaeT npuMeHeHa Nocsie BbINO/IHEHWUA KOMaHAbI
commit;

+ system:firmware — nporpamMmMHoe o6ecneyeHune ycTpoincTea. KonvpoBaHne npovM3BoguTcs ¢
HeakTMBHOro obpasa NporpamMmMHOro o6ecneyeHnss yCTpomncTea,

+ system:boot-1 — nepBuyHbIi 3arpy3umnk yctpoiictea (SBI, bl1, x-loader);

+ system:boot-2 — BTopnyHbIi1 3arpysunk yctpolictea (U-Boot, boot) Ha Bcex ycTpoiicTBax, 3a
nckntoueHnem ESR-15/30/31;

+ system:boot — BTopuuHbIii 3arpy3unk yctpoiictea (U-Boot) Ha ESR-15/30/31;

+ system:licence — pyHKUMOHaNbHASA IMLEH3MSA YCTPONCTBA;

+ flash:critlog/FILE — nanka ans coxpaHeHusi COO6LLEeHNA aapa 3a Bce BpeMsi paboTbl YCTPOICTBa;

+ flash:syslog/FILE — nanka s coxpaHeHus NoroB TeKyLL e ceccun, CoXpaHsaeTcs nocne nepesarpysku;

+ tmpsys:syslog/FILE — nanka gns coxpaHeHus 10roB TeKyLLen ceccun, He CoxpaHsieTcs nocne
nepesarpysku;

+ flash:backup/FILE — nanka g/sia coxpaHeHus pe3epBHbIX KOMUIA TEKYLLMX KOHGUrypaLmia
MapLLpyTM3aTopa;

+ flash:data/FILE — nanka gns ckaumBaHus haiisioB C MapLupyTM3aropa;

+ crypto:cert/FILE — nanka gnsa xpaHeHus cepTudnKaros,;

+ crypto:crl/FILE — nanka gnsa xpaHeHus CNCKOB OTO3BaHHbIX CEPTUINKATOB YAOCTOBEPSIOLUNX LLEHTPOB;

+ crypto:private-key/FILE — nanka ans xpaHeHusi NPUBaTHbIX K/HOYe;

+ crypto:public-key/FILE — nanka gnsa xpaHeHus ny6/nyHbIX Ko4ei;

+ crypto:dh/FILE — nanka gnia xpaHeHus kntodeli udhdon-Xennmaxa,;

+ crypto:pfx/FILE — nanka gna xpaHeHus kKoHTeliHepoB PKCS#12;

+ crypto:csr/FILE — nanka ans xpaHeHus 3anpocos Ha cepTudpumkaumio X.509;

+ crypto:ta/FILE - nanka ans xpaHeHus TA-kntouein OpenVPN.

<DESTINATION> — HasHaueHue, 3a4aéTcA B BUAE:

- tftp://<ip>[<port>]:/<path> - agpec gpaiina Ha TFTP-cepBepe, rae:
+ <ip> — IP-agpec TFTP-cepBepa;
+ <port> — nopT, KoTopbIin cnywaeTt TFTP-cepBep, otaensetcs ot IP-agpeca CMMBONOM «#» UNN «:»;
+ <path> — oTHocuTenbHbIV NyTb K dhainy Ha TFTP-cepsepe.
- tftp://<ipv6>[%<interface>][<port>]:/<path> — agpec chaiina Ha TFTP-cepBepe, rae:
+ <ipv6> — IPv6-agpec TFTP-cepsepa;
+ <interface> — ucxogsawwmii cetesoli uHTepgeic ans link-local agpecos;
* <port> — nopT, KoTopblii cnywaet TFTP-cepBep, otaensietcs ot IPv6-agpeca cumsoniom '# nnn "' (B
AaHHOM crnydae IPv6-aipec AomKeH GbiTh 3aK/MOYEH B KBAPATHbIE CKOOKM «[]»);
+ <path> — oTHocuTenbHbIV NyTb K dhainy Ha TFTP-cepsepe.
- ftp://[<user>[:<password>]@]<ip>[<port>]:/<path>
+ <ip> — IP-agpec FTP-cepBepa;
* <user> — UMsi Nosib3oBatensi (HaCTPoOUTb UMA NO/SIb30BaTEss MO YMOYaHMI0 MOXHO KOMaHZAoM ip
ftp client username, onucaHHoii B ip ftp client username);
+ <password> — naposib (HaCTPOUTb Naposb MO YMOYaHMI0 MOXHO KOMaHZol ip ftp client password,
onucaHHoli B ip ftp client password);
+ <port> — nopT, KkoTopbIin cnywaeT TFTP-cepsep, otaensetcs ot IP-agpeca cMMBONOM «#» UNN «:»;
+ <path> — oTHOoCUTEeNbHbI UM abCONOTHBIN NyTb K thaliny Ha FTP-cepsepe.
- ftp://[<user>[:<password>]@]<ipv6>[%<interface>][<port>]:/<path>
+ <ipv6> — IPv6-agpec FTP-cepBepa;
+ <interface> — ncxogsawwmii cetesoli uHTepgeic ans link-local agpecos;
* <user> — UMsi Nosib3oBatensi (HaCTPoOUTb UMA NO/SIb30BaTEss MO YMOYaHMI0 MOXHO KOMaHZAoM ip
ftp client username, onucaHHoii B ip ftp client username);
+ <password> — naposib (HaCTPOUTb Naposb MO YMOYaHMI0 MOXHO KOMaHZol ip ftp client password,
onucaHHoli B ip ftp client password);
* <port> — nopT, KoTopblii cnywaet TFTP-cepep, otaensietcs ot IPv6-agpeca cumsosniom '# wnn "' (B
AaHHOM cnydae IPv6-afipec AomKeH 6biTh 3aK/MOYEH B KBaPATHbIE CKOOKM «[]»);
+ <path> — oTHOCUTEeNbHbIV UM abCONOTHBIN NyTb K thaliny Ha FTP-cepsepe.
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- sftp: //[<user>[ <password>]@]<ip>[<port>]:/<path>
+ <ip> — IP-agpec SFTP-cepsepa;
* <user> — UMs Nosib3oBatensi (HacTPoOUTb UMA NO/SIb30BATEss MO YMOYaHMI0 MOXHO KOMaHZAoM ip
sftp client username, onucanHoli B ip sftp client username);
+ <password> — naposib (HaCTPOUTb Naposb MO YMOYaHMI0 MOXHO KOMaHZoi ip sftp client
password, onucaHHoli B ip sftp client password);
+ <port> — nopT, KoTopbI cnywaeT SFTP-cepBep, otaensetcs ot IP-agpeca CMMBONOM «#» UNN «:»;
+ <path> — oTHocuTenbHbIV NyTb K dhany Ha SFTP-cepsepe.
- sftp://[<user>[:<password>]@]<ipv6>[%<interface>][<port>]:/<path>
+ <ipv6> — IPv6-agpec SFTP-cepBepa;
* <interface> — ncxogsawwmii cetesoli uHTepgeic ans link-local agpecos;
* <user> — UMsi nosib3oBatensi (HaCTPoOUTb UMA NOSIb30BATEss MO YMOYaHMI0 MOXHO KOMaHZAoM ip
sftp client username, onucanHoli B ip sftp client username);
+ <password> — naposib (HaCTPOUTb Naposb MO YMOIYAHMI0 MOXHO KOMaHZoi ip sftp client
password, onucaHHoli B ip sftp client password);
* <port> — nopT, KoTopblii cnywaet SFTP-cepep, otaensietcs ot IPv6-agpeca cumosiom '# nnn "' (B
AaHHOM cnydae IPv6-afipec AonKeH GbiTh 3aK/MOYEH B KBAAPATHbIE CKOOKM «[]»);
+ <path> — oTHocuTenbHbIV NyTb K dhainy Ha SFTP-cepsepe.
- scp://[<user>:<password>@]<ip>[<port>]:/<path>
+ <ip> — IP-agpec cepBepa;
* <user> — UMs Nosib3oBatensi (HaCTPoOUTb UMA NOSIb30BATEsS MO YMOYaHMI0 MOXHO KOMaHZAoM ip
ssh client username, onucaHHoi B ip ssh client username);
+ <password> — naposib (HaCTPOUTbL Naposib MO YMOMYaHMI0 MOXHO KOMaHAol ip ssh client
password, onucaHHoli B ip ssh client password);
+ <port> — nopT, KkoTopbIin cnywaeTt TFTP-cepep, otaenseTcs ot IP-agpeca cMMBONOM «#» UNN «:»;
+ <path> — oTHOCUTENbHbIV UM aGCOMOTHLIN NYTb K haliny Ha cepBepe.
- scp://[<user>:<password>@]<ipv6>[%<interface>][<port>]:/<path>
+ <ipv6> — |IPv6-agpec cepsepa;
+ <interface> — ncxogsawwmii cetesoli nHTepgeic ans link-local agpecos;
* <user> — UMsi Nosib3oBatensi (HaCTPoOUTb UMA NOSIb30BATEss MO YMOYaHMI0 MOXHO KOMaHAoM ip
ssh client username, onucaHHoi B ip ssh client username);
+ <password> — naposib (HaCTPOUTbL Naposib MO YMOMYaHMI0 MOXHO KOMaHAol ip ssh client
password, onucaHHoli B ip ssh client password);
* <port> — nopT, KoTopblii cnywaet TFTP-cepep, otaensietcs ot IPv6-agpeca cumsosniom '# wnn "' (B
AaHHOM cnydae IPv6-aipec AomkeH 6biTh 3aK/MOYEH B KBaPaTHbIE CKOOKM «[]»);
+ <path> — oTHOCUTENbHbIV UM aGCOMOTHLIN NYTb K haliny Ha cepBepe.
« http:// <ip>[<port>]:/<path> — agpec chaiina Ha HTTP-cepBepe, rae:
+ <ip> — IP-agpec HTTP-cepBepa;
* <port> — nopr, Ha KoTopom 3anyweH HTTP-cepBep, otaensetca ot IP-agpeca CMMBOIOM «#» UN
«»;
+ <path> — oTHocuTenbHbIV NyTb K dhany Ha HTTP-cepsepe.
* http: //<|pv6>[%<|nterface>][<port>] /<path> — agpec parina Ha HTTP-cepsepe, rae:
+ <ipv6> — IPv6-agpec HTTP-cepBepa;
+ <interface> — ncxogsawwmii cetesoli uHTepgeic ans link-local agpecos;
+ <port> — nopT, Ha KoTopom 3anyuleH HTTP-cepBep, otaensietcs ot IPv6-agpeca cumBoiom '#' nnm
"' (B maHHom crniyyae IPv6-aapec Ao/mkeH ObiTb 3aK/TH0UeH B KBaApaTHbIE CKOGKM «[]»);
+ <path> — oTHocuTenbHbIV NyTb K dhainy Ha TFTP-cepsepe.
« https://[ca/<CA-FILE>][:server-crt/<SC-FILE>][:server-key/<SK-FILE>]@<ip>[<port>]:/<path> — agpec
channa Ha HTTPS-cepBepe, rae:
+ <CA-FILE> — nms chaitna ceptucdmkara yaoCTOBEPSIOLLErO cepBepa B COOTBETCTBYHOLLEM pasgene
namaT MapLupyTusaTopa;
+ <SC-FILE> — um# dpaiina ny6nmyHoro ceptudmkara cepBepa B COOTBETCTBYHOLLEM pasgene
namaT MapLupyTusaTopa;
+ <SK-FILE> — ums chalina npuBaTHOro Ktoya cepBepa B COOTBETCTBYIOLLIEM pa3gese naMaTu
MapLLpyTM3aTopa;
+ <ip> — IP-agpec HTTP-cepBepa;
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+ <port> — nopT, Ha KoTopom 3anywieH HTTPS-cepep, otaensietcs ot IP-agpeca CUMBOMOM «#» nUnu
«»,;
+ <path> — oTHocuTenbHbI NyTb K dhany Ha HTTP-cepsepe.
« https://[ca/<CA-FILE>][:server-crt/<SC-FILE>][:server-key/<SK-FILE>]@<ipv6>[%<interface>][<port>]:/
<path> — agpec painna Ha HTTPS-cepsepe, rae:
+ <CA-FILE> — nm# chaitna ceptudmkara yaoCTOBEPSIOLLEIO cepBepa B COOTBETCTBYHOLLEM pasgene
namaTy MapLupyTusaTopa;
+ <SC-FILE> — um# dpaiina ny6nmyHoro ceptudimkara cepBepa B COOTBETCTBYHLLEM pasgene
namaT MapLupyTusaTopa;
+ <SK-FILE> — ums chalina npuBaTHOro K/to4a cepBepa B COOTBETCTBYIOLLIEM pa3gese namaTu
MapLIpyTM3aTopa;
+ <ipv6> — IPv6-agpec HTTPS-cepBepa;
+ <interface> — ncxogsawwmii cetesoli uHTepgeic ans link-local agpecos;
+ <port> — nopT, Ha KoTopom 3anyuleH HTTP-cepBep, otaensietcs ot IPv6-agpeca cumBoiom '#' nnm
"' (B maHHoMm cniyyae IPv6-aapec Ao/mKeH ObiTb 3aK/TH0UeH B KBaApaTHbIE CKOGKM «[]»);
+ <path> — oTHocuTenbHbIV NyTb K dhainy Ha TFTP-cepsepe.
+ usb://usb_name:/PATH
+ usb_name — nwvs, HazHayeHHoe USB-Hocutento. Bo3MOXHO nocMoTpeTb koMaHAaol show storage-
devices (cm. pasgen show storage-devices);
+ <path> - nyTb K haitny Ha USB-HocuTene.
« mmc://mmc_name:/PATH (kpome ESR-10/12V/12VF/15/15R/15VF):
* mmc_name — nms, HazHaueHHoe MMC-HocuTeso. BO3MOXHO NOCMOTPETb KOMaHAo0i show
storage-devices (cM. pazgen show storage-devices);
+ <path> - nyTb K dpaintny Ha MMC-HocuTene.
+ system:candidate-config — koHpurypaums, kotopas 6yaeT npuMeHeHa Noc/ie BbINO/IHEHWUA KOMaHAbI
commit;
+ system:firmware — nporpamMmMHoe o6ecneyeHune ycTpoincTea. KonvpoBaHne nponM3BoguTcs ¢
HeakTMBHOro obpasa NporpamMmMHOro o6ecneyeHnss yCTpomncTea,
+ system:boot-2 — BTopnyHbIi1 3arpysunk yctpolictea (U-Boot, boot) Ha Bcex ycTpoiicTBax, 3a
uckntoueHnem ESR-15/30/31;
+ system:boot — BTopnuHbIiA 3arpy3unk yctpoiictea (U-Boot) Ha ESR-15/30/31;
+ system:licence — pyHKUMOHaNbHASA IMLEH3MSA YCTPONCTBA;
+ system:boot-licence — 3arpy3ouHas nveH3ns yCcTpoCTBa;
+ flash:data/FILE — nanka gns ckaumBaHus haiisioB C MapLupyTM3aropa;
+ crypto:cert/FILE — nanka gnsa xpaHeHus cepTudnKaros,;
+ crypto:crl/FILE — nanka gnsa xpaHeHus CNCKOB OTO3BaHHbIX CEPTUINKATOB YAOCTOBEPSIOLLUNX LIEHTPOB;
+ crypto:private-key/FILE — nanka ans XxpaHeHusi NPUBaTHbIX K/HOYe;
+ crypto:public-key/FILE — nanka gnsa xpaHeHus ny6/MyHbIX Ko4ei;
+ crypto:dh/FILE — nanka gnia xpaHeHus kntodeli udhdon-Xennmaxa;
+ crypto:pfx/FILE — nanka gna xpaHeHus kKoHTeliHepoB PKCS#12;
+ crypto:csr/FILE — nanka ans xpaHeHus 3anpocos Ha cepTudpmkaumio X.509;
+ crypto:ta/FILE - nanka ans xpaHeHus TA-kntouein OpenVPN.

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
ROOT

Mpumep 1

esr# copy tftp://10.100.100.1:/esr.cfg system:candidate-config
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Mpumep 2

esr# copy tftp://10.100.100.1:/crl.pem crypto:crl/crl.pem

count-backup

[aHHol KomaHAOo ycTaHaBIMBaETCS MakCMMasibHOE KO/IMYECTBO /I0Ka/IbHO COXPaHAEMbIX Pe3ePBHbIX KOMWi
KOHpurypauuia.

Mpu Mcnonb3oBaHUM OTpULATENbHOV (HOPMbI KOMaHbI (NO) yCTaHAB/IMBAETCS 3HAYEHWUE MO YMOMUYaHMIO.

CuHTakcuc
count-backup <NUM>

no count-backup

MapameTpbl

<NUM> — makcumasibHOe KONIMYeCTBO J/IOKa/IbHO COXpaHAEMbIX pe3epBHbIX KOMuii KoHdurypauuia. MpuHumaet
3HaueHus B AvanasoHe [1..100].

3HayeHue No ymosiMaHuio
1

Heo6xoauMbIii ypoBeHb NpuBUerui
15

KomMaHAHbIV peXxum
CONFIG-ARCHIVE

Mpumep:

esr(config-archive)# count-backup 20

delete

[JaHHas komMaHAa CNyXuT Ans yaaneHust NNLEH3NIA, CepTUMKATOB, KTHOUEiA.

CuHTakcuc
delete <FILE>

MapameTpbl

<FILE> - T1n chaiina, MOXeT NPUHUMATbL ClieaytoLve 3HaueHns (MpY yaaneHue 13 nanku Heo6xo4UMOo yKkasaTb
HasBaHue halina):

+ flash:backup/FILE — nanka gsia coxpaHeHus pe3epBHbIX KOMUIA TEKYLLMX KOHGUrypaLuin
MapLUpyTu3aTopa;
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+ flash:critlog/FILE — nanka ans coxpaHeHusi COO6LLEeHNA aapa 3a Bce BpeMsi paboTbl YCTPOICTBE;
+ flash:data/FILE — nanka gns ckaumBaHus haiisioB C MapLupyTM3aropa;
+ flash:syslog/FILE — nanka gna coxpaHeHus NoroB TeKyLL e ceccun, CoXpaHsaeTcs nocne nepesarpysku;
+ tmpsys:syslog/FILE — nanka gns coxpaHeHus 10roB TeKyLLen ceccun, He CoxpaHsieTcs nocne
nepesarpysku;
+ crypto:cert/FILE — nanka gnsa xpaHeHus cepTudnKaros;
+ crypto:crl/FILE — nanka gns xpaHeHus CNCKOB 0TO3BaHHbIX CEPTUINKATOB YAOCTOBEPSIOLMNX LLEHTPOB;
+ crypto:private-key/FILE — nanka ans XxpaHeHusi NPUBaTHbIX K/HOYe;
+ crypto:public-key/FILE — nanka gnsa xpaHeHus ny6/nyHbIX Kto4ei;
+ crypto:dh/FILE — nanka gnia xpaHeHus kntodeli udhdon-Xennmaxa,;
+ crypto:pfx/FILE — nanka gna xpaHeHus kKoHTeliHepoB PKCS#12;
+ crypto:csr/FILE — nanka ans xpaHeHus 3anpocos Ha cepTudpmkaumio X.509;
+ crypto:ta/FILE - nanka ans xpaHeHus TA-kntouein OpenVPN;
+ system:licence — nuueH3ns 4aa akTuBaumy PyHKLMOHaa, TpebyoLwero NNLEH3NIO;
+ system:boot- licence — nuUeH3MA YyCTPOINCTBA, MPUMEHSIOLLAACS NPK 3anycke BTOPUYHOIO 3arpy3ynka;
* usb://usb_name:/FILE
+ usb_name — nwms, HazHayeHHoe USB-Hocutento. Bo3MOXHO NnocMOTpeTb koMaHAaol show storage-
devices (cm. pasgen show storage-devices);
+ <FILE> — nyTb K chpaiiny n ero umsa Ha USB-HocuTene.
« mmc://mmc_name:/<FILE> (kpome ESR-10/12V/12VF)
* mmc_name — nms, HazHaueHHoe MMC-HocuTeso. BO3MOXHO NOCMOTPETL KOMaHAo0in show
storage-devices (cM. pazgen show storage-devices);
+ <FILE> — nyTb K cpaiiny n ero ums Ha MMC-HocuTene.

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
ROOT

Mpumep:

esr# delete crypto:dh/dh.key

dir
[laHHas KomMaHa No3BO/ISIET 0TO6PA3NTb COAEPKMMOE BHELLIHUX HocuTenen nHgopmauum (USB/MMC-kapT
namsTi) 1 NIoKa/IbHbIX Pa3fenoB MapLupyTM3aTopa.

CuHTakcuc

dir <PATH>
{ usb://<USB-device-name>/<PATH> | mmc://<MMC-device-name>/<PATH> | flash:backup/FILE |
flash:data/FILE }

MapameTpbl
<PATH> — nma nokanbHOro pasgena nnm nyTb 40 Nanky Ha BHelHeM HocuTene. NpuHMMaeT 3HavyeHus:

« flash:critlog/ — nanka ans coxpaHeHusi COO6LLEHNIA aapa 3a BCe BPeMS paboTbl YCTPOIACTBA;

+ flash:syslog/ — nanka gns coxpaHeHusi NOroB TEKYLLEN CECCUN, COXPAHSIETCS NOC/Ie Nepe3arpy3ku;

« flash:backup/ — nanka gns coxpaHeHus pe3epBHbIX KOMUIA TEKYLLIMX KOHQIUIYpaLuii MapLLpyTU3aTopa;
« flash:data/ — nanka gns ckaumBaHusi haii/ioB C MapLIPyTM3aTopa;
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+ tmpsys:syslog/ — nanka Ans coxpaHeHus JI0roB TeKyLLEen ceccum, He CoOXpaHaeTCs nocsie nepesarpyskuy;
+ crypto:cert/FILE — nanka gnsa xpaHeHus cepTudnKaros,;
+ crypto:crl/FILE — nanka gnsa xpaHeHust CNCKOB OTO3BaHHbIX CEPTUINKATOB YAOCTOBEPSIOLNX LLEHTPOB;
+ crypto:private-key/FILE — nanka ans XxpaHeHusi NPUBaTHbIX K/HOYe;
+ crypto:public-key/FILE — nanka gns xpaHeHus ny6/nyHbIX Kto4ei;
+ crypto:dh/FILE — nanka gnia xpaHeHus kntodeli udhdon-Xennmaxa;
+ crypto:pfx/FILE — nanka gna xpaHeHus kKoHTeliHepoB PKCS#12;
+ crypto:csr/FILE — nanka ans xpaHeHus 3anpocos Ha cepTudpmkaumio X.509;
+ crypto:ta/FILE - nanka ans xpaHeHus TA-kntouein OpenVPN;
+ usb://usb_name:/PATH
+ usb_name — nwvs, HazHayeHHoe USB-Hocutento. Bo3MOXHO nocMoTpeTb koMaHAol show storage-
devices (cm. pasgen show storage-devices);
« <PATH> — nyTb K chaiiny Ha USB-HocuTene.
« mmc://mmc_name:/PATH (kpome ESR-10/12V/12VF)
* mmc_name — nms, HazHaueHHoe MMC-HocuTeso. BO3MOXHO NOCMOTPETL KOMaHAo0i show
storage-devices (cM. pazgen show storage-devices);
« <PATH> - nyTb K cpariny Ha MMC-HocuTene.

<USB-device-name> — HazHauyeHHoe cuctemoii umsi USB-Hocutens. OTobpaxaeTcs B BbIBOAE KOMaHAbl show
storage-devices usb, pasgen show storage-devices.

<MMC-device-name> — Ha3HaueHHOe cucTemoin nMa MMC-HocuTens. OTobGpaxaeTcsl B BbIBOAE KOMaHAb!
show storage-devices mmc, pasgen show storage-devices.

+ flash:backup/FILE — chaitn ons coxpaHeHuss pe3epBHbIX KONWIA TEKYLLMX KOHpurypaumii
MapLUpyTu3aTopa;
+ flash:data/FILE — nanka gns ckaumBaHus haiisioB C MapLupyTM3aropa;

<PATH> - nyTb go Heobxogmmoii nankn Ha USB/MMC-HocuTene.
flash:backup/FILE — chainn ons coxpaHeHus pe3epBHbIX KONWIA TEKYLLMX KOHGUrypauuii MapLupyTnsaropa;

flash:data/FILE — nanka gns ckaumBaHus haiiioB ¢ mapLupyTm3saropa.

Heo6xoauMbIii ypoBeHb NpuBUIerui
1

KomaHgHbIi pexum
ROOT

Mpumep:

esr# dir mmc://EF28-D0O74

Name Type Size

esrl000-1.4.0-build21l.uboot File 0.00 B

.Trash-1000 Directory 0.00 B
merge

[JlaHHas komMaHza CNyXuT AN 06befMHEHNS TOKASIbHOTO UK 3arpyaemoro daiina kKoHdurypauum ¢
candidate-config.

CuHTakcuc

merge <SOURCE> system:candidate-config
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MapameTpbl

<SOURCE> — ncTO4HUK, 3a4aéTcA B BUAeE:

- tftp://<ip>[<port>]:/<path> — agpec gaiina Ha TFTP-cepBepe, rae:

<ip> — IP-agpec TFTP-cepBepa;
<port> — nopt, KoTopblii cnywaet TFTP-cepsep, otaensietca oT IP-agpeca CMMBOIOM «#» UK «:»,
<path> — oTHOCUKTeNbHbLIA NYTb K hainy Ha TFTP-cepsepe.

- tftp://<ipv6>[%<interface>]|[<port>]:/<path> — agpec dpaiina Ha TFTP-cepBepe, rae:

<ipv6> — IPv6-agpec TFTP-cepsepa;

<interface> — ncxopgawmin ceteBoi nHTepdoelic ans link-local agpecos;

<port> — nopT, KoTopblii cnylwaet TFTP-cepsep, otaensietcs ot IPvé-agpeca cumBoniom '# nam ' (B
[JaHHOM cnydae IPv6-agpec Ao/mkeH 6biTh 3aK/0UeH B KBaApaTHble CKOBKM «[]»);

<path> — oTHOCUKTeNbHbIA NYTb K thainy Ha TFTP-cepsepe.

. ftp: //[<user>[ <password>]@]<ip>[<port>]:/<path>

+ <ip> — IP-apgpec FTP-cepBepa;

<user> — UMsi No/1b3oBaTesnsi (HaCTPOUTbL UMSA MOJIb30BATEsS MO YMOUYAHMID MOXHO KOMaHZoM ip
ftp client username, onucaxHoli B ip ftp client username);

<password> — naponb (HACTPOMTbL Napo/ib N0 YMOMYAHUIO MOXHO KOMaHZoW ip ftp client password,
onucaHHoli B ip ftp client password);

<port> — nopt, KoTopbli cnywaeT TFTP-cepsep, otaensiercs oT IP-agpeca CMMBOIOM «#» UK «:»,
<path> — oTHOCUKTEe/bHbIA UM abCONMTHBIN NyTb K haiiny Ha FTP-cepsepe.

- ftp://[<user>[:<password>]@]<ipv6>[%<interface>][<port>]./<path>

<ipv6> — IPv6-agpec FTP-cepBepa;

<interface> — ncxopgawmin ceteBoin nHTepdoelic ans link-local agpecos;

<user> — UMsi No/1b3oBaTesnsi (HaCTPOUTbL UMS MOJIb30BATEsS MO YMOYAHMID MOXHO KOMaHZoM ip
ftp client username, onucaHHoli B ip ftp client username);

<password> — naponb (HACTPOMTbL Napo/ib N0 YMOMYAHUIO MOXHO KOMaHAoW ip ftp client password,
onucaHHoli B ip ftp client username);

<port> — nopT, KoTopblii cnylwaeTt TFTP-cepsep, otaensietcs ot IPvé-agpeca cumeoniom '# nnm ' (B
[JaHHOM cnydae IPv6-agpec Ao/mkeH 6biTh 3aK/0UeH B KBaApaTHble CKOBKM «[]»);

<path> — oTHOCUTEe/bHbIA UM abCOMOTHBIN NYTb K haiiny Ha FTP-cepsepe.

. sftp: //[<user>[ <password>]@]<ip>[<port>]:/<path>

+ <ip> — IP-agpec SFTP-cepsepa;

<user> — UMsi Nos1b3oBaTesnsi (HaCTPOUTbL UMS MO/Ib30BATEsS MO YMOYAHMID MOXHO KOMaHZoM ip
sftp client username, onncaHHoii B ip sftp client username);

<password> — napo/sib (HaCTPOUTb Naposib MO YMOYAHMK MOXHO KOMaHZoW ip sftp client
password, onncaHHoii B ip sftp client password);

<port> — nopt, KoTopblii cnywaeT SFTP-cepsep, otaensercs ot IP-agpeca CUMBOIOM «#» UK «:»,
<path> — oTHOCuTeNbHLIA NyTb K haitny Ha SFTP-cepsepe.

- sftp://[<user>[:<password>]@]<ipv6>[%<interface>][<port>]:/<path>

<ipv6> — IPv6-agpec SFTP-cepsepa;

<interface> — ncxopgawmin ceteBoi nHTepdoelic ans link-local agpecos;

<user> — UMsi No/1b3oBaTesnsi (HaCTPOUTbL UMS MOJIb30BATEsS MO YMOYAHMID MOXHO KOMaHZoM ip
sftp client username, onncaHHoii B ip sftp client username);

<password> — napo/sib (HaCTPOUTb Naposib MO YMOYAHMK MOXHO KOMaHZoW ip sftp client
password, onncaHHoii B ip sftp client password);

<port> — nopT, KoTopblii cnylwaeTt SFTP-cepsep, otaensiercs ot IPvé-agpeca cumsonom '# nam ' (B
[JaHHOM cnydae IPvb-agpec Ao/mkeH 6biTh 3aK/oUeH B KBaApaTHble CKOBKM «[]»);

<path> — oTHOCuTeNbHLIA NyTb K haitny Ha SFTP-cepsepe.

- scp://[<user>:<password>@]<ip>[<port>]:/<path>

<ip> — IP-agpec cepBepa;

<user> — UMsi No/1b3oBaTesnsi (HaCTPOUTbL UMS MOJIb30BATEsS MO YMOYAHMID MOXHO KOMaHZoM ip
ssh client username, onucanHoii B ip ssh client username);

<password> — naponb (HaCTPOMTb Napo/ib N0 YMOMYAHUIO MOXHO KOMaHAoW ip ssh client
password, onncaHHoli B ip ssh client password);
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+ <port> — nopT, KoTopbIin cnywaeTt TFTP-cepBep, otaensetcs ot IP-agpeca cMMBONOM «#» UNN «:»;
+ <path> — oTHOCUTENbHbI WM abCONOTHBIN NyTb K (haliny Ha cepBepe.
- scp://[<user>:<password>@]<ipv6>[%<interface>][<port>]:/<path>
+ <ipv6> — |IPv6-agpec cepsepa;
+ <interface> — ncxogsawwmii cetesoli nHTepgeic ans link-local agpecos;
* <user> — UMsi Nosib3oBatensi (HaCTPoOUTb UMA NOSIb30BATEsS MO YMOYAHMI0 MOXHO KOMaHZAoM ip
ssh client username, onucaHnHoi B ip ssh client username);
+ <password> — naposib (HaCTPoOUTbL Naposib MO YMOMYaHMI0 MOXHO KOMaHAol ip ssh client
password, onucaHHoli B ip ssh client password);
* <port> — nopT, KoTopblii cnywaet TFTP-cepBep, otaensietcs ot IPv6-agpeca cumoniom '# wnn "' (B
AaHHOM cnydae IPv6-aipec AomkeH 6biTh 3aK/MOUEH B KBAPaTHbIE CKOOKM «[]»);
+ <path> — oTHOCUTENbHbIA WM abCONOTHBIN NyTb K (haliny Ha cepBepe.
- http://<ip>[<port>]:/<path> - agpec gaiina Ha HTTP-cepBepe, rae:
+ <ip> — IP-agpec HTTP-cepBepa;
+ <port> — noprt, Ha KoTopom 3anyweH HTTP-cepsep, otaensetca ot IP-agpeca CMMBOIOM «#» UN
«»;
+ <path> — oTHocuTenbHbIV NyTb K dhany Ha HTTP-cepsepe.
* http: //<|pv6>[%<|nterface>][<port>] /<path> — agpec paiina Ha HTTP-cepsepe, rae:
+ <ipv6> — IPv6-agpec HTTP-cepBepa;
+ <interface> — ucxogsawwii cetesoli nHTepgeic ans link-local agpecos;
+ <port> — nopT, Ha KoTopom 3anyuleH HTTP-cepBep, otaensietcs ot IPv6-agpeca cumBoiom '#' nnm
"' (B maHHoMm cniyyae IPv6-aapec Ao/mKeH ObiTb 3aK/TH0UeH B KBaApaTHbIe CKOGKM «[]»);
+ <path> — oTHocuTenbHbIV NyTb K dhainy Ha TFTP-cepsepe.
« https://[ca/<CA-FILE>][:server-crt/<SC-FILE>][:server-key/<SK-FILE>]@<ip>[<port>]:/<path> - agpec
channa Ha HTTPS-cepBepe, rae:
+ <CA-FILE> - nms chaitna ceptucmkara yaoCTOBEPSIOLLErO cepBepa B COOTBETCTBYHOLLEM pasgene
namaT MapLupyTusaTopa;
+ <SC-FILE> — um# dpaiina ny6nmyHoro ceptudimkara cepBepa B COOTBETCTBYHLLEM pasgene
namaT MapLupyTusaTopa;
+ <SK-FILE> — ums halina npuBaTHOro K/toya cepBepa B COOTBETCTBYIOLLIEM pa3gese naMaTu
MapLLpyTM3aTopa;
+ <ip> — IP-agpec HTTP-cepBepa;
+ <port> — nopT, Ha KoTopom 3anyweH HTTPS-cepeep, otaensietcs ot IP-agpeca CUMBOMOM «#» nUnu
«»;
+ <path> — oTHocuTenbHbI NyTb K dhany Ha HTTP-cepsepe.
« https://[ca/<CA-FILE>][:server-crt/<SC-FILE>][:server-key/<SK-FILE>]@<ipv6>[%<interface>][<port>]:/
<path> — agpec painna Ha HTTPS-cepsepe, rae:
+ <CA-FILE> — ums chaitna ceptucmkara yaoCTOBEPSIOLLErO cepBepa B COOTBETCTBYHOLLEM pasgene
namaTy MapLupyTusaTopa;
+ <SC-FILE> — um# dhaiina ny6nmyHoro ceptudimkara cepBepa B COOTBETCTBYHLLEM pasgene
namaTy MapLupyTusaTopa;
+ <SK-FILE> — ums halina npuBaTHOro K/toya cepBepa B COOTBETCTBYIOLLIEM pa3gese naMaTu
MapLIpyTM3aTopa;
+ <ipv6> — IPv6-agpec HTTPS-cepBepa;
+ <interface> — ncxogsawwmii cetesoli nHTepgeic ans link-local agpecos;
+ <port> — nopT, Ha KoTopom 3anyuleH HTTP-cepBep, otaensietcs ot IPv6-agpeca cumBoiom '# nnm
"' (B maHHoM cniyyae IPv6-aapec Ao/mKeH ObiTb 3aK/TH0UeH B KBaApaTHbIe CKOGKM «[]»);
+ <path> — oTHocuTenbHbIV NyTb K dhainy Ha TFTP-cepsepe.
+ flash:data/FILE — nanka gns ckaumBaHus oaiifioB ¢ MapLupyTm3aropa.

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

95



ESR-Series. CnpaBoyHnK komaHz CLI

KomaHaHbIi pexum
ROOT
Mpumep

esr# merge tftp://10.100.100.1/esr.cfg system:candidate-config

path

[aHHOoI KomaHAoM onpeaenstoTca NPOTOKON, aApec cepsBepa, a Takke pacrnonoxeHne 1 npegurkc MMeHun
(haiina Ha cepsepe. NMpu BbINOSIHEHUN pe3epBMPOBaHNA K NpedinKkcy MMeHn daina gobasnserca Tekyllee
Bpems u gata B chopmare rrrrmmag_4dY4mMmcCc.

icnonb3oBaHue oTpuLaTeNibHoi (DOPMbl KOMaH bl (N0) yAanseT ycTaHOB/IEHHOE 3HAaUYeHMe.

CuHTakcuc
path <PATH>
no path

MapameTpbl

<PATH> — chopmar nyTu 40 nNanku Ha yaasieHHOM cepBepe no npotokonam tftp/ftp/sftp/scp B ogHOM 13
chepytoumx hopmartos:

- tftp://<ip>[<port>]:/<path> — agpec gaiina Ha TFTP-cepBepe, rae:
+ <ip> — IP-agpec TFTP-cepBepa;
+ <port> — nopTt, KkoTopbIi cnywaet TFTP-cepsep, otgensetca ot IP-agpeca CMMBONOM «#» UNN «»;
+ <path> — oTHocuTenbHbIN NYyTb K hanny Ha TFTP-cepsepe.
- tftp://<ipv6>[%<interface>]|[<port>]:/<path> — agpec dpaiina Ha TFTP-cepBepe, rae:
+ <ipv6> — IPv6-agpec TFTP-cepsepa;
+ <interface> — ncxogsawwii cetesoit nHtepdeic ans link-local agpecos;
« <port> — nopT, KoTopblii cnywaet TFTP-cepsep, otaensietcs ot IPvé-agpeca cumBosiom '# nnm ' (B
AaHHoM cnydae IPv6-agpec Ao/mkeH 6biTb 3ak/oUeH B KBapaTHble CKOBKM «[]»);
+ <path> — oTHocuTenbHbIN NYyTb K hanny Ha TFTP-cepsepe.
- ftp://[<user>[:<password>]@]<ip>[<port>]:/<path>
+ <ip> — IP-agpec FTP-cepBepa;
* <user> — uMs nonb3osaresns (HaCTPOUTb MMS MO/Ib30BATESS MO YMOTYAHWI0 MOXHO KOMaHZO ip
ftp client username, onucaHHoli B ip ftp client username);
+ <password> — naposib (HaCTPOUTb Naposb MO YMOYaHMI0 MOXHO KOMaHzoli ip ftp client password,
onucaHHoli B ip ftp client password);
+ <port> — nopT, KkoTopbIin cnywaet TFTP-cepBep, otgensetcs ot IP-agpeca CMMBONOM «#» UNN «»;
+ <path> — oTHOCUTENbHbIN UM abCONOTHBIN NyTb K thaliny Ha FTP-cepeepe.
- ftp://[<user>[:<password>]@]<ipv6>[%<interface>][<port>]:/<path>
+ <ipv6> — IPv6-agpec FTP-cepsepa;
+ <interface> — ncxogsawwii cetesoit nHtepdeic ans link-local agpecos;
* <user> — uMs nonb3osarens (HaCTPOUTb UMS NO/Ib30BATESS MO YMOTYAHMI0 MOXHO KOMaHZO ip
ftp client username, onucaHHoli B ip ftp client username);
+ <password> — naposib (HaCTPOUTb Naposb MO YMOYaHNI MOXHO KOMaHzoli ip ftp client password,
onucaHHoi B ip ftp client username);
+ <port> — nopT, KoTopblii cnywaeTt TFTP-cepsep, otaensietcs ot IPvé-agpeca cumBosniom '# nnm ' (B
AaHHOM cnydae IPv6-agpec Ao/mkeH 6biTh 3aK/oUeH B KBaApaTHble CKOBKM «[]»);
+ <path> — oTHOCUTENbHbIN UM abCONOTHBLIN NyTh K thaliny Ha FTP-cepeepe.
- sftp://[<user>[:<password>]@]<ip>[<port>]:/<path>
+ <ip> — IP-agpec SFTP-cepsepa;
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<user> — UMsi Nosib3oBatesnsi (HaCTPOUTb UMSA NMO/Ib30BATEss MO YMOYaHMI0 MOXHO KOMaHZoM ip
sftp client username, onucanHoli B ip sftp client username);

<password> — naposib (HaCTPOUTb Naposib N0 YMOYAHMID MOXHO KOMaHZoW ip sftp client
password, onucaHHoli B ip sftp client password);

<port> — nopT, KoTopblii cnywaet SFTP-cepsep, otaensietcs ot IP-agpeca CMMBOIOM «#» AN «:»,
<path> — oTHOcuTenbHbIA NyTb K dhainy Ha SFTP-cepsepe.

- sftp://[<user>[:<password>]@]<ipv6>[%<interface>][<port>]:/<path>

<ipv6> — IPv6-agpec SFTP-cepepa;

<interface> — ncxogsAwwmii ceteBoi nHtepdelic ans link-local agpecos;

<user> — UMsi Nosib3oBatesnsi (HaCTPOUTb UMA NOSIb30BaTEss MO YMOTYAHMI0 MOXHO KOMaHZAoM ip
sftp client username, onucanHoli B ip sftp client username);

<password> — napo/sib (HaCTPOUTb Naposib N0 YMOYAHMI0 MOXHO KOMaHZoW ip sftp client
password, onucaHHoli B ip sftp client password);

<port> — nopT, KoTopblii cnywaet SFTP-cepBep, otaensietcs ot IPv6-agpeca cumosiom '# nnn ' (B
AaHHOM cnydae IPv6-aipec AomkeH 6biTh 3aK/MOUEH B KBaPaTHbIE CKOOKM «[]»);

<path> — oTHOcuTenbHbIA NyTb K dhainy Ha SFTP-cepsepe.

- scp://[<user>:<password>@]<ip>[<port>]:/<path>

<ip> — IP-agpec cepsepa;

<user> — UMsi Nosib3oBatesnsi (HaCTPOUTb UMA NMOSIb30BaTEs1s MO YMOTYAHMI0 MOXHO KOMaHZoM ip
ssh client username, onucaHHoi B ip ssh client username);

<password> — naposib (HaCTPOUTb Naposib N0 YMOYAHMIO MOXHO KOMaHZoi ip ssh client
password, onucaHHoli B ip ssh client password);

<port> — nopT, KoTopbli cnywaeT TFTP-cepBep, otaensietcs oT IP-agpeca CMMBOIOM «#» NN «:»,
<path> — oTHOCUTENbHbIN NN abCoNTHLIN NYTb K dainy Ha cepsepe.

- scp://[<user>:<password>@]<ipv6>[%<interface>][<port>]:/<path>

<ipv6> — IPv6-agpec cepsepa;

<interface> — ncxogsawmii ceteBoi nHtepdelic ans link-local agpecos;

<user> — UMsi Nosib3oBatesnsi (HaCTPOUTb UMSA NO/Ib30BATEss MO YMOYaHMI0 MOXHO KOMaHZAoM ip
ssh client username, onucaHHoi B ip ssh client username);

<password> — naposib (HaCTPOUTb Naposib NO YMOYAHMIO MOXHO KOMaHZoi ip ssh client
password, onucaHHoli B ip ssh client password);

<port> — nopT, KoTopblii cnywaet TFTP-cepBep, otaensietcs ot IPv6-agpeca cumosniom '# nnn "' (B
AaHHOM crnydae IPv6-afipec AomKeH GbiTh 3aK/MOYEH B KBAPATHbIE CKOOKM «[]»);

<path> — oTHOCUTENbHbIN NN abCoNTHLIN NYTb K dainy Ha cepsepe.

Heo6xoauMbIii ypoBeHb NpuBUIerui

15

KomaHgHbIi pexum
CONFIG-ARCHIVE

Mpumep:

esr(config-archive)# path tftp://10.10.10.1:/esr-1000/config

restore

[JaHHasa komaHAa No3BONSET OTMEHUTHL MPUMEHEHHYIO, HO HEMOATBEPXAEHHYH KOH(UTYpaLMIo 1 BEPHYTbCS K
nocnegHern noaTeepXxaeHHoN. KomaHga NnpyMeHSeTcs Ko BCel KoHpurypaumm yctpoinctea. OTMeHa
N3MEHEeHNI I MOXET ObITb BbINOIHEHA TOMbKO A0 BBOAA KOMaHAbl confirm. Mpu BbINO/IHEHUN KOMaHAbI restore
NPOVCXOANT NOTEPst HENOATBEPXKAEHHON KOH(UTrypaLmun.
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CuHTakcuc

restore

MapameTpbl

KomaHga He coaepXuT napameTpos.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHaHbIi pexum
ROOT

Mpumep:

esr# restore

OcyLecTB/EH BO3BPAT K NOC/IeHEN NoATBEPXKAEHHON KOHJUIypaLum.

rollback

[JaHHasi KomaHga No3BoNsieT M3MEHUTL coaepxumoe candidate-config.

KoMaHaa npumeHsieTcst KO BCeil KoHgurypawumum ycTpolicTaa.

CuHTakcuc

rollback [to-backup <FILENAME>]

MapameTpbl

ESR-Series. CnpaBoyHnK komaHz CLI

<FILENAME> - nms dpaiina paHee coxpaHeHHol kKoHdurypauun ns pasgena flash:backup/ mapwpytmsatopa.

3Ha4yeHune no ymonyaHuio

Be3 ncnonb3oBaHua kntova "to-backup” B candidate-config konupyetcs Tekywias "running-config".

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHZHbIi pexum
ROOT

Mpumep:

esr# rollback

MpounsBefeHa OTMeHA BCEX HEMPUMEHEHHbIX U3MEHEHWI B KOHOUIypaLmu.
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save

Komanpga cnyxut ans coxpaHeHms CANDIDATE-KoHdurypauum B NOCTOAHHYHO NaMaTb YCTPOWCTBA.

CuHTakcuc

save

MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
ROOT

Mpumep:
esr# save

CoxpaHeHue TekyLlei koHurypaumm Ha Flash-namaTe ycTpolicTsa.

show bootvar

[aHHaa kKomaHga cnyxuT 418 npocmMoTpa MHopmaumm 06 obpasax nporpaMmmMHOro obecrnevyeHus,
3arpy>eHHbIX Ha yCTPOICTBO.

CuHTakcuc

show bootvar

MapameTpbl

KomaHga He cogepXuT napameTpoB.

Heo6xoaumblii ypoBeHb NpuBUIernii
1

KomaHZHbIi pexum
ROOT
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Mpumep:

esr# show bootvar
Image Version

1 1.0.7 build 119[5cd22b8]

2 1.0.7 build 119[5cd22b8]

show boot-licence

ESR-Series. CnpaBoyHnK komaHz CLI

Date Status After reboot
date 22/12/2015 time Not Active
18:00:47
date 22/12/2015 time Active *
18:00:47

[aHHas KomaHa CnyXuT 415t TPOCMoTpa MHhopMaL 06 aKTUBHO /TMLIEH3WMN YCTPOCTBA NPUMEHSIEMbIX Ha

aTane 3arpys3km BTOPpUYHOro 3arpys3dmka.

CuHTakcuc

show boot-licence

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

Heo6xoaumblii ypoBeHb NpuBUIernii
5

KoMaHAHbIV pexum
ROOT

Mpumep:

esr# show boot-licence
Licence information

Name: Eltex

Version: 1.0

Type: ESR-1000

S/N: NP01000530

MAC: A8:F9:4B:AA:44:BB
Features:

KSS - Kaspersky Security System

show candidate-config

[laHHOV KOMaH/10¥i OCYLLIECTBNSIETCS NPOCMOTP KOHUIypaLum yCTPOCTBa, KoTopast GyaeT ycTaHOB/eHa
rnocsie NpuMeHeHust HacTpoek (komaHga commit).

CuHTakcuc

show candidate-config [ full ] [ <SECTION> ]
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MapameTpbl

full = kntoy aNs 0TOGPaAKEHUS B KOH(UIYpaLMIN 3HAUYEHWIA BCeX NapaMeTpoB, B TOM UYMC/IE U HEHACTPOEHHbIX.

<SECTION> - pa3gen koHurypaumm:

aaa — HacTpoiika napameTpoB ayTeHTUUKaL MK, aBTopn3aLun 1 yyeTa,
access-list — KoHhurypayma cnnuckos focTyna;
bridges - KoHMrypauus ceteBbix MOCTOB;
+ [<NUM>] - Homep ceTeBoro mocTa.
channel-group — KOHUrypaums rpynnbl arperaumm KaHanos;
clock — koHburypaumsa cucteMHbIx YacoB MapLupyTusatopa u NTP-npoTtokona;
dhcp — koHdurypaums DHCP-cepBepa, kiveHTa 1 Relay-areHTa;
domain — koHpurypaumsa domain lookup;
content-provider — KOHhUrypaLmsa NCTOYHNKA 0GHOBIEHWIA NpaBu pacnpocTpaHAeMbIX Nno
KOMMEPYECKON NNLEH3NK;

dual-homing — koHdourypaums cepsuca Dual Homing ' ;
extended — pacluMpeHHbIn BbIBOA KOHUIrypauuuy;
hostname - ceTeBoe UMs MapLLpyTU3aTopa;
interfaces [<IF>] — KoHdbUrypauusa nHTepdeincos:
+ <IF> - HaumeHOBaHne nHTepgielica, 3agaéTca B BUAE, ONUCAHHOM B pasgene Tursl 1 nopsaok
MMEeHOBaHNS MHTepdencoB MmapLupyTM3aTopa.
ip-address — koHhurypauus IP-nHtTepdelicos;
ipv6 [<SUBSECTION>] — koHpurypauus IPv6:
+ address — koHurypaums IPv6-nHTepdencos;
+ dhcp [<SUBSECTION>] — koHurypaums IPvé DHCP-cepBrcOB:
+ client — koHpurypauyms IPve DHCP-cepBepa;
+ relay — koHcpurypauyus IPv6 DHCP Relay-areHTa;
+ server — KoHthurypaums IPve DHCP-knneHTa.
« routing [<SUBSECTION>] — koHdpurypauus IPv6-mapLipyTusaumm:
+ bfd — koHpurypauma npotokona IPv6 BFD;
*+ bgp — kKoHpurypaumsa npotokona IPvé BGP;
+ ospf — KoHdurypauwms npotokona OSPFv3;
+ prefix-lists — koHdurypayms IPvé npedmkc-mcTos;
* rip — KoHurypaums npotokona RIP;
+ static — KOHMrypaums ctatmyecknx mapLipyToB.
* vrrp — KoHdurypauums IPvé VRRP-npoTokona.
dialplan — KoHUrypauus nnaHa Hymepaumu;
lldp — koHurypaumsa npotokona LLDP;
mac-address-table — koHdurypauus Tabnuusl MAC-agpecos ' ;
mailservers — KOHhUrypaLums NoUYTOBbIX CEPBEPOB N JOMEHOB;
mdns — doyHKUnoHana mDNS;
mirroring — KOHUrypauus 3epKanmpoBaHus ' ;
mpls — KOHprrypauma npoTokosoB TexHonorun MPLS;
mdns — KoHurypauus dyHkumoHana mDNS;
multiwan — KoHurypauus cepsuca pesepsupoBaHus 1 6anaHcuposkn WAN-rHTepdelicos;
nat [<SUBSECTION>] — koHcpurypauus cepsrca NAT:
* source — KoHpurypauus cepsuca Source NAT,;
+ destination — koHhurypauymsa cepsuca Destination NAT;
+ alg — koHdurypauus anroputma NAT.
netflow — koHdurypauus Netflow-npotokona;
object-groups [ <TYPE> [ <NAME> ] | - koHchurypaumsi npocpuneis;
* <TYPE> — T1in npothnns, NpyHMMaEeT 3HaUYEHUS:
« content-filter;
+ email;
* network;
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+ address-port;
+ application;
* mac;
* service;
« url.
+ <NAME> - nmsa npocmna 3agaHHoro tuna.

« port-security — koHdpurypauus Port Security
* oS — KoHdwmrypauus QoS;
+ remote-access [<SUBSECTION>] — koHcpurypauusa npoduneii L2TP over IPsec n PPTP-cepBepos;
* |12tp — koHdurypaums npochmneii L2TP over IPsec-cepBepos;
* pptp — KoHdurypauusa npocomnein PPTP-cepepos;
+ openvpn — KoHdurypaums npodunein OpenVPN-cepsepos.
+ remote-client — KoHdUrypauusa yganeHHoro goctyna (SSH, Telnet, etc.);
* rmon — koHdurypaumsa RMON;
+ routing [<SUBSECTION>] — koHburypaumsa mapLupyTm3aLmu:
+ bfd - koHdurypaums npotokona BFD;
+ bgp — koHdurypaums npotokona BGP;
* isis — kKOHcpurypaumna npotokona IS-IS;
+ key-chains — KoHMrypauus Knyen ayTeHTudmkauum;
+ ospf — kKoHGwmrypauus npotokona OSPF;
« prefix-list — koHdMrypauma npedukc-nnCToB;
* rip — KoHthurypaumsa npotokona RIP;
* route-maps — KOHurypauma MapLupyTHbIX KapT
+ [ <RM-NAME> ] — umsi MapLUpyTHOl KapThl.
+ static — KOHoUrypaums ctatTmyeckux MapLUpyToB.
. secunty [<SUBSECTION>] — koHdburypaums cepsucos IPsec VPN u Firewall;
+ antispam — KoHurypauusa npodunein cepsuca «AHTMCNAMY;
+ ike — koHpurypauus IKE;
*+ ipsec — KoHrypauus IPsec;
+ zone — KoHdurypaums 3oH Firewall;
*+ zone-pair — KOHhMrypauusi nepexoaoB Mexay 3oHamm Firewall.
* sip — KoHthurypaums npotokona SIP;
« profile — koHdurypaums SIP-npocmneis;
+ service — koHpurypaumsa SIP.
+ sflow — koHpurypaumsa sFlow-npotokona;
* snmp — koHurypaumsa SNMP-cepBepa;
+ spanning-tree — KoHhurypaumusa NpoToKoNoB cemeicTea Spanning Tree;
+ sla — koHdurypaumsa cepsuca IP SLA;
+ system — KoHUrypaumns obLecncTeMHbIX NapaMeTpos;
+ syslog — koHurypauus cepsuca Syslog;
« tracks — koHurypaums Tracking-o6bLEKTOB.
* tunnels [<TYPE> [<NUM>]] — koHdpurypaums TyHHenei:
* <TYPE> — Tvn TyHHens, NnpMHUMaEeT 3Ha4YeHus:
+ gre — KoHthurypaunsa GRE-TyHHene;
* ip4ip4 — koHdurypauus IPv4 over IPv4-TyHHenel;
* 12tp — koHdurypaums L2TP-TyHHenen;
* 12tpv3 — koHdurypaums L2TPv3-TyHHenei;
* It — KOHUrypauunsa NOrMYecknx TyHHenew;

- softgre — koHurypaums SoftGRE-TyHHeneli ';
+ vti — KoHurypauus VTI-TyHHenel;
* pptp — KoHdurypauuss PPTP-k/ineHTOoB;
* pppoe — KoHdurypauus PPPOE-kKnneHTOB;
* 12tp — KoHpurypauns L2TP-k1neHTos;
+ openvpn — KoHurypaums OpenVPN-kMeHToB.
* <NUM> - HOMep TyHHens AaHHOro Tuna B KOHUrypauumn mapLupytumsaropa.
+ vlans — koHpurypaumsa VLAN;
* voice — KOH(ourypaums rosioCoBbIX CEPBUICOB;
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« vrf — koHurypauus VRF;

* vrrp — KoHpurypauusa VRRP-npoTokona;
+ wireless-controller — koHturypauust napametpos Wi-Fi koHTponnepa;
+ zabbix — koH(purypaumsa Zabbix-areHTa.

ESR-Series. CnpaBoyHnK komaHz CLI

A p Tekyueli Bepcun MO aaHHble yHKUUN NOAAEPXKMBAKOTCA TOMIbKO Ha MapLupyTmu3aTopax ESR-1000.

Heo6xoaumblii ypoBeHb NpuBUiernii

10

KomaHaHbIi pexum
ROOT

Mpumep:

esr# show candidate-config
ntp enable

ntp broadcast-client enable

syslog max-files 3
syslog file-size 512
syslog file default info
vlan 2

exit

security zone trusted
exit

security zone untrusted
exit

object-group service telnet

port-range 23

exit

object-group service ssh
port-range 22

exit

object-group service dhcp_server

port-range 67

exit More? Enter - next line; Space - next page; Q - quit; R - show the rest.

show configuration changes

[JlaHHOli KOMaHAO0 OCYLLECTBNAETCA NPOCMOTP Pa3/INYNi Mexay KOH(UIypauoHHbIMI dhaiinamu.

CuHTakcuc

show configuration changes [<CONFIG> < CONFIG>]
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MapameTpbl
<CONFIG> — kOH(hurypaumoHHbIin thaitn ans cpaBHeHUs. MoryT npuHMMaTh 3Ha4YeHUs:

+ candidate-config;
* running-config;

« factory-config;

+ default-config;

+ flash:backup/FILE.

3HayeHue No ymosiMaHuio

Be3 ykasaHus <CONFIG> oTobpaxaeTcs pasHuua mexay running-config n candidate-config.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHaHbIi pexum
ROOT

Mpumep:

esr(config-)# show configuration changes
+ dnterface gigabitethernet 1/0/1.100

+ ip firewall disable

+ ip address 10.54.22.1/24

+ exit

show crypto certificates

[laHHas KomaHAa BbIBOANUT MHDOPMALIMIO O KOSTMUYECTBE CepTUXUKATOB.

CuHTakcuc
show crypto certificates [ <CERTIFICATE-TYPE> ]

MapameTpbl
<CERTIFICATE-TYPE> — T1n ceptudinkara uam kn4a, MOXeT NPUHUMaTb CrieayoLne 3Ha4YeHus:

+ cert — X.509 cepTudoukartsi;

« dh - knou Andbdomn-Xennmaxa;

* private-key — npvBatHble K4y,

*+ public-key — ny6nunyHble knouu;

* ta - HMAC-kntovy;

+ crl — oTo3BaHHbIE CcepTUdMKaThI;

* CSr — 3anpochbl Ha cepTudinkauuio X.509.

Heo6xoauMbIii ypoBeHb NpuBUIerui
15
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KomaHaHbIi pexum
ROOT

Mpumep:

esr# show crypto certificates
Type Total

cert 3

dh 1

private-key 2

public-key 1

ta 1

crl 1

show licence

ESR-Series. CnpaBoyHnK komaHz CLI

[laHHas KoMaHAa CNyXuT AN1a NPocMoTpa nHdopmaummn 06 akTUBHO NMLEH3UM YCTPOICTBA.

CuHTakcuc

show licence

MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heo6xoauMbIii ypoBeHb NpuBUIerui
5

KomMaHAHbIV peXxum
ROOT

Mpumep:

esr# show licence

Licence information

Name: X-Telecom

Version: 1.0

Type: ESR-1000

S/N: NP01000046

MAC: A8:F9:4B:AA:03:20

Features:
DHCP - Dynamic Host Configuration Protocol
IDS - Empty description
SWUTIL - View interface's utilization
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show running-config

[JlaHHas koMaHAa CnyXuT 41 NpocMoTpa TekyLLEel KOH(Urypaumm ycTpoicTea.

CuHTakcuc

show running-config [<SECTION>] [ full ]

MapameTpbl
<SECTION> - pasgen KoHturypaumm, onvcaHme npmsegeHo B pasgene show candidate-config.

full — kntou aNs OTOGPAXEHNA B KOH(UIYpaLMM 3HAUYEHWIT BCEX NApaMETPOB, B TOM YMC/Ie 1 HEHACTPOEHHbIX.

Heob6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
ROOT

Mpumep:

esr# show running-config syslog
syslog max-files 3

syslog file-size 512

syslog file default info

syslog console info

show storage-devices

[laHHOli KOMaH0 BbIBOAMTCA MHADOPMALMS O NOAK/THUYEHHbIX BHELLHUX HOocUTensx nHdgpopmaummn (USB/MMC-
KapT namsaTu).

CuHTakcuc

show storage-devices { usb | mmc }

MapameTpbl
usb — USB-HakonuTenb nHdopmauun.

mmc — SD/MMC-kapTta namsaTu.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KomaHZHbIi pexum
ROOT
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Mpumep:

esr# show storage-devices mmc

Name Total, MB Used, MB Free, MB
EF28-D074 99.79 72.64 27.15
show usb

[ aHHO KOMaH10¥i BbIBOAMTCS MHpopMaLysa 0 NOAKMoYeHHbIX USB-HocuTensx.

CuHTakcuc

show usb

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

Heo6xoaumblii ypoBeHb NpuBUIernii
1

KoMaHAHbIV pexum
ROOT

Mpumep:

esr-1000# show usb

USB device Vendor Product ID Product version
1-1 Flash USB Disk 6.80
show version

[laHHas KoMaH4a CyXuT 4518 NPOCMOTpa TekyLeid Bepcuy NporpaMMHOro obecneyeHns 1 annapaTHo YacTtu
yCTpOWCTBA.

CuHTakcuc

show version

MapameTpbl

KomaHga He coaepXuT napameTpos.

Heo6xoaumblii ypoBeHb NpuBUIernii
1
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KomaHaHbIi pexum
ROOT

Mpumep:

esr# show version
Boot version:
1.0.7.16 (date 18/11/2015 time 13:40:59)
SW version:
1.0.7 build 17[d9bdbda] (date 21/11/2015 time 18:06:41)
HW version:
1v7

time-period

[laHHOI KomMaHAol 3a4aéTCa Nepro BpeMeHW, Mo UCTEYEHUM KOTOPOro ByAeT OCYyLEeCTBNATLCS
aBTOMaTMYecKoe pes3epBupoBaHme KoHUrypaumm.

MCHOﬂb3OBaHM8CﬂpMHaTeﬂbHOM(pOprIKOMaHAH(nO)yCTaHaBﬂMBaeT3HaquMeIH)yMOﬂHaHMD.

CuHTakcuc
time-period <TIME>

no time-period
MapameTpbl

<TIME> — nep1oanyHOCTb aBTOMaTUYECKOIO Pe3epPBUPOBaHNS KOHMIypaLmm, NPUHUMAET 3HaueHne B
MUHyTax [1..35791394].

3Ha4yeHue no ymonyaHuio

720 MUHYT.

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KomaHZHbIi pexum
CONFIG-ARCHIVE

Mpumep:

esr(config-archive)# time-period 1440

type
[laHHOI KOMaHAol yCcTaHaBNMBAETCA TUM COXPaHEeHM pe3epBHbIX KOHUrypauuii mapLupyTusartopa.

Mpwn ncnonb3oBaHUM OTPULATENBHOI (DOPMbI KOMaHAbI (NO) yCTaHABNMBAETCS PEXMM MO YMO/TYAHWIO.
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type <TYPE>

no type

MapameTpbl

<TYPE> — TN coxpaHeHus pe3epBHbIX KOHdUrypaumii mapLupytusaropa. NMpuHMMaeT 3HauyeHus:

* local — coxpaHeHus1 pe3epBHbIX KOHGIUrypauwmii nponcxoauT B pasaen flash:backup/ c nmenem dpainna
Buaa "config_YYYYMMDD_HHMMSS_username;" rae:

YYYY - roa, cornacHo CUCTEMHbIM YacaM MapLUpyTu3aTtopa Ha MOMEHT 3anncu pe3epBHOl Konuu
KOHGourypaumu,

MM - mecsL, coriacHO CUCTEMHbIM Yacam MapLupyTM3aTopa Ha MOMEHT 3anucu pe3epBHON
Konuu KoHdurypaumu,

DD - geHb, cornacHo CUCTEMHbBIM YacaM MapLipyTnsaTtopa Ha MOMEHT 3anucy pe3epBHOn Konun
KOHGourypaumu,

HH — yac, cornacHo cMcTeMHbIM Yacam MapLupyTM3aTopa Ha MOMEHT 3anucu pe3epBHO Konuu
KOHGourypaumu,;

MM - MWHyTa, COrnacHoO CUCTEMHbIM YacaM MapLupyTusaropa Ha MOMEHT 3anucu pe3epBHON
Konuu KoHdurypaumu,

SS — cekyHAa, cornacHo CUCTEMHbIM YacaM MapLupyTusaTopa Ha MOMEHT 3anucy pe3epBHOi
Konuu KoHdurypaumn.

username — MMs YYETHOI 3anncu, B pamkax CeCcCUm KOTOPO Gbl/T BbIMO/IHEH «COMmMity».

* remote — coxpaHeHus1 pe3epBHbIX KOHGIUTYpaL Ml NPOMCXOAAT Ha YAaNEHHbI cepBep;
+ both — coxpaHeHus pesepBHbIX kKOHUrypauwmii B pasgen flash:backup n Ha yaaneHHbIn cepsep.

3HauyeHue No yMmo4aHuio

remote

Heo6xoauMbIii ypoBeHb NpuBUIerui

15

KomaHgHbIi pexum
CONFIG-ARCHIVE

Mpumep:

esr(config-archive)# type both
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7 Hactpoiika TFTP-cepBepa

+ dscp enable ip tftp server local-port dscp
*+ enable

* ip tftp server

* local-port

dscp

KomaHpaa 3anaét 3HayeHne koga DSCP ansa ucnonb3oBaHusa B IP-3aronioBke ncxogswmx naketos TFTP-
cepsepa.

cnonb3oBaHue oTpuuatenbHoli hopMbl komaHabl (No) ycTaHaBnmBaeT 3HaveHme DSCP no ymonuaHuto.

CuHTakcuc

dscp <DSCP>
no dscp

MapameTpbl

<DSCP> - 3HaueHue koga DSCP, npuHumaeT 3HaueHve B amanasoHe [0..63].

3Ha4yeHune no ymonyaHuio
0

HeoOxoaumbivi ypoBeHb NPUBUMETAA
10

KomaHZgHbIi pexum
CONFIG-TFTP-SERVER

Mpumep:
esr(config-tftp-server)# dscp 22
enable

[aHHoin komaHaol BkntodyaeTcs TFTP-cepBep Ha mapLupyTmusartope.

Vicnonb3oBaHue oTpuLaTesbHo hopMbl KoMaH bl (no) oTknouaet TFTP-cepsep.

CuHTakcuc

[no] enable

MapameTpbl

OTcyTCTBYIOT.
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3Ha4yeHune no ymonyaHuio

OTK0YEHO.

Heob6xoaumbivi ypoBeHb NPUBUETAA
10

KomaHZgHbIi pexum
CONFIG-TFTP-SERVER

Mpumep:

esr(config-tftp-server)# enable

ip tftp server
[laHHas KoMaH4a NepeBoAMT MapLLPYTM3aTop B PeXMM KoHdurypuposaHusa TFTP-cepsepa.
Pa6ounm pasgenom TFTP-cepBepa siBnsietca flash:data/.

Micnonb3oBaHue oTpuLaTeNbHO DOPMbI KOMaH bl (N0) BbIK/OUYAET 1 pasHacTpanBaeT TFTP-cepsep.

CuHTakcuc

ip tftp server vrf <VRF>

MapameTpbl

<VRF> - nms aksemnnsapa VRF, 3agaetcsa cTpokoii 4o 31 cumBosa, B paMmkax Kotoporo 6yaet pabortarb TFTP-
cepsep.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG

Mpumep:

esr(config)# ip tftp server

local-port
[aHHoii komaHgon onpegensietca nopt TFTP-cepeepa Ha mapLupyTm3aTope.

icnonb3oBaHue oTpuLaTesibHoi (DOpMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

111



ESR-Series. CnpaBoyHnK komaHz CLI

CuHTakcuc
local-port <PORT>

MapameTpbl

<PORT> — HOMep nopTa, NPUHUMAET 3HaueHne B gnanasoHe [1..65535].

3HauyeHue No ymosiuaHuio
69

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-TFTP-SERVER

Mpumep:

esr(config-tftp-server)# local-port 6212
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8 HacTtpoika DNS

» domain ip host

+ domain lookup enable
+ domain name

+ domain name-server

domain ip host
JaHHaa komaHga onpegenset crarmyeckyto DNS-3anuce.

icnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHAb! (NO) yaanseT 3anuch.

CuHTakcuc

[no] domain ip host <NAME> <IP>

MapameTpbl
<NAME> — nms xocTa, 3agaéTcsa CTPOKOoIi A0 253 CMMBO/IOB.

<IP> - IP-agpec xocTa, 3aaaétca B Buae AAA.BBB.CCC.DDD, rae kaxaas 4acTb NpuHUMaeT 3HaueHus [0..255).

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG

Mpumep:

esr(config)# domain ip host eltex.loc 172.16.0.3

domain lookup enable
JaHHaa komaHga BknovaeT paspelueHre DNS-umeH.

Mcnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaH bl (NO) BbiK/ItOUYaEeT paspelleHne DNS-meH.

CuHTakcuc
[no] domain lookup enable [ vrf <VRF> ]

MapameTpbl

<VRF> - nms ak3emnnsipa VRF, 3agaetca cTpokoii 4o 31 cMmBoia, B paMkax KOToporo 6yaeT BK/IHYEHO
paspelueHre DNS-umeH.

Heo6xoaumblii ypoBeHb NpuBUiernii
10
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KomaHaHbIi pexum
CONFIG

Mpumep:

esr(config)# domain lookup enable

domain name
KomaH,u,a MNO3BOJIAET HAa3HAYUTb NMA AOMEHA OJ1 MapLlipyTn3aropa.

icnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHAbl (NO) yAaIseT UMs AOMEHA /18 MapLUpyTM3aTopa.

CuHTakcuc
domain name <NAME>

no domain name

MapameTpbl

<NAME> — ums gomeHa mapLupyTtnsaTopa, 3agaétca cTpokoi ot 1 o 31 cumeona.

Heo6xoauMbIii ypoBeHb NpuBUIeruin
10

KomMaHAHbIV peXxum
CONFIG

Mpumep:

esr(config)# domain name eltex-co.ru

domain name-server
[anHaa komaHga onpegensert IP-agpec DNS-cepsepa, ncnonb3yemoro ans paspetleHns DNS-nven.
cnonb3oBaHue oTpuuatensHoli hopmbl komaHabl (no) yaanseT agpec DNS-cepsepa.

CuHTakcuc

[no] domain name-server <IP> [vrf <VRF>]

MapameTpbl

<IP> - IP-agpec ncnonbsyemoro DNS-cepBepa, 3agaétca B suge AAA.BBB.CCC.DDD, rae kaxgas 4yactb
npuHUMaEeT 3HaueHus [0..255];

<VRF> - nms ak3emnnsipa VRF, 3agaetcsa cTpokoii 4o 31 cumBona, B pamkax KOTOporo 6yaet NponcxoanTb
B3aumopgeicTtene ¢ DNS-cepsepom.
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Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG

Mpumep:

esr(config)# domain name-server 172.16.0.1
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9 HacTtpoiika mDNS-reflector

+ clear ip mdns-reflector

+ ip mdns-reflector

* ip mdns-reflector services
» show ip mdns-reflector

clear ip mdns-reflector

[aHHasi komaHga 06HOBNSET AaHHble B kKalle mMDNS-reflector.

CuHTakcuc

clear 1ip mdns-reflector

MapameTpbl

KomaHga He cogepXuT napameTpoB.

3Ha4yeHune no ymonyaHuio

OrtcyTtcTByeT.

HeoOxoaumbivi ypoBeHb NPUBUETAA
1

KomaHZHbIi pexum
ROOT

Mpumep

esr# clear 1ip mdns-reflector

ip mdns-reflector

ESR-Series. CnpaBoyHnK komaHz CLI

[JaHHas komaHga fo6aBnsieT nHTepdeiic B KoHdurypaumto cepeuca mDNS-reflector. ns 3anycka cepsuca

HY>XHO BK/IIOUMTb B KOHCpUrypaLmio MUHUMYM ABa MHTepdieiica.

Vicnonb3oBaHue oTpuuaTenbHoi koMaHAapl (o) yaanseT nHtepdeiic n3 KoHgurypauum ceperca mDNS-

reflector.

CuHTakcuc

ip mdns-reflector
no ip mdns-reflector

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.
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3Ha4yeHune no ymonyaHuio

OrtcyTtcTByeT.

Heob6xoaumbivi ypoBeHb NPUBUETAA
10

KomaHAHbII pexum
CONFIG-GI

CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE

Mpumep

esr(config-if-gi)# ip mdns-reflector

ip mdns-reflector services

ESR-Series. CnpaBoyHnK komaHz CLI

[aHHaa komaHaa aktusmpyet comnsTpaumtio cepsmcoB mDNS. CepBucel, ykasaHHble B object-group <NAME>,
OyayT paspeLleHsbl, BCe oCTaslbHble ByayT 3anpeLleHbl. Ecnm cnucok ounstpaumm nycT, To 6yayT AOCTYMNHbI

BCE CEPBUCHI.

Vicnonb3oBaHue oTpuUaTenbHoi koMaHAabl (No) oTkoUaeT dmnbTpauuto cepercos mMDNS.

CuHTakcuc

ip mdns-reflector services <OBJ-GROUP-URL-NAME>

no ip mdns-reflector services

MapameTpbl

<OBJ-GROUP-URL-NAME> - nmsa npodmnsa URL-agpecos, 3agaétca cTpokoii o 31 cumsona.

3HayeHue nNo ymosiMaHuio

OTcyTCTBYET.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG
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Mpumep

esr (config)# object-group url test
esr (config-object-group-url)# url _ssh._tcp.local
esr (config-object-group-url)# exit
esr (config)#
esr (config)# ip mdns-reflector services test

show ip mdns-reflector

[JaHHasi KomaHa BbIBOAWT CNUCOK CepBUCOB 13 kalla mDNS-reflector.

CuHTakcuc

show ip mdns-reflector [ interfaces <IF> | service <NAME> ]

MapameTpbl

ESR-Series. CnpaBoyHnK komaHz CLI

<IF> — nHTepdenic nnu rpynnel MHTEPecoB, 3aaaéTcs B BUAE, ONMCAHHOM B pasgene Turbl 1 Nopsok
MMEeHOBaHWs UHTephencoB MapLLpyTnu3aTopa;

<NAME> — nmsa npocmnnsa URL-agpecos, 3agaétca cTpokoi o 31 cumsona.

3HayeHue No ymosiMaHuio

OTcyTcTBYET.

Heob6xoauMbIii ypoBeHb NnpuBunierui

1

KomMaHAHbIV peXxum

ROOT

Mpumep

esr# show 1ip mdns-reflector
Interface IP address Hostname Service Port

br21 172.

gil/0/2.
gil/0/2.
gil/0/2.
gil/0/2.
gil/0/2.
gil/0/2.
gil/0/2.
gil/0/2.

172.
172.
172.
172.
172.
172.

WEP-12ac
WEP-12ac
WEP-12ac
WEP-12ac
WEP-12ac
.0.
11
11
11
11
11
11
11

[ol ol oo oMo}

11

local
local
local
local
local
local
local
local

.local _brcm-sb._tcp 80
.local _telnet._tcp 23
.local _ssh._tcp 22
.local _http._tcp 80
.local _https._tcp 443
Book-tester-7.
Book-tester-7.
Book-tester-7.
Book-tester-7.
Book-tester-7.
Book-tester-7.
Book-tester-7.
Book-tester-7.

_ssh._tcp 22
_sftp-ssh._tcp 22
_eppc._tcp 3031
_rfb._tcp 5900
_smb._tcp 445
_airplay._tcp 7000
_raop._tcp 5000
_teamviewer._tcp 2020
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esr# show ip mdns-reflector service ssh

Interface IP address Hostname Service Port

br21 172.21.0.10 WEP-12ac.local _ssh._tcp 22

gil/0/2.20 172.20.0.11 Book-tester-7.local _ssh._tcp 22
gil/0/2.20 172.20.0.11 Book-tester-7.local _sftp-ssh._tcp 22
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10 HacTpoika 06LLECUCTEMHbIX NapaMeTpoB

+ alias

+ hostname

+ show cpu network-load

+ show cpu history

+ show cpu processes

» show cpu utilization

+ show system

+ show system id

+ system fan-speed

+ system config-confirm timeout

+ system cpu load-balance overload-threshold
+ system utilization softgre disable

alias

ESR-Series. CnpaBoyHnK komaHz CLI

[JlaHHas komMmaHAa AaeT BO3MOXHOCTb HACTPOUTb YKOPOUEHHbIE/CNeLngMUHbIE KOMaH/bl B pa3/inyHbIX

KOMaHAHbIX peXxunmax.

icnonb3oBaHue oTpuuaTesnibHo hopMbl KOMaHAbl (NO) yaaniseT 3anuch.

& [1na akTmBaummn HacTpoeHHbIX alias Heo6xoaMMo nepenoaxknUnTLCA K CLI MapLupyTm3aTopa.

CuHTakcuc
alias {<ALIAS_NAME>} {<MODE>} {<COMMAND>}
no alias <ALIAS_NAME>

MapameTpbl

<ALIAS_NAME> - nms HOBOI1 KOMaHApbI.

<MODE> - Ha3BaH1sl KOMaHAHOMO PEXMMA, B KOTOPOM NPUCYTCTBYET HOBasi KOMaHa:

+ aaa-ldap-profile-configure;
+ config;

+ config-aaa-das-profile;

+ config-aaa-radius-profile;
+ config-access-profile;

+ config-acl;

+ config-acl-rule;

+ config-address-assignment-pool;
+ config-antispam-profile;

+ config-antispam-profile-rule;
+ config-archive;

+ config-bgp;

+ config-bgp-af;

+ config-bgp-aggregate;

+ config-bgp-group;

+ config-bgp-group-af;

+ config-bgp-group-af-vrf;

+ config-bgp-listen;

+ config-bgp-local-as;

+ config-bgp-neighbor;

+ config-bgp-neighbor-af;

+ config-bgp-neighbor-af-vrf;
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+ config-bgp-vrf;

+ config-bgp-vrf-af;

+ config-bgp-vrf-aggregate;
+ config-bgp-vrf-group;

+ config-bgp-vrf-listen;

+ config-bgp-vrf-local-as;

+ config-bgp-vrf-neighbor;
+ config-bridge;

+ config-cellular-modem;

+ config-cellular-profile;

+ config-class-map;

+ config-class-policy-map;
+ config-cluster;

+ config-cluster-unit;

+ config-content-provider;
+ config-crypto-sync;

+ config-das-server;

+ config-dhcp-server;

+ config-dhcp-server-failover;
+ config-dhcp-server-vendor-specific;
+ config-dhcp-vendor-id;

+ config-dnat;

+ config-dnat-pool;

+ config-dnat-rule;

+ config-dnat-ruleset;

+ config-failover;

+ config-firewall-failover;

+ config-gre;

+ config-http-profile;

+ config-if-eT;

+ config-if-gi;

+ config-if-loopback;

+ config-if-multilink;

+ config-if-port-channel;

+ config-if-qing;

+ config-if-serial;

+ config-if-sub;

+ config-ike-gw;

+ config-ike-keyring;

+ config-ike-policy;

+ config-ike-proposal;

+ config-ip4ip4;

+ config-ips;

+ config-ips-auto-upgrade;
+ config-ips-category;

+ config-ips-category-rule;
+ config-ips-category-rule-advanced,;
+ config-ips-content-filter;
+ config-ips-policy;

+ config-ips-policy-vendor;
+ config-ips-policy-vendor-category;
+ config-ips-upgrade-user-server;
+ config-ipsec-policy;

+ config-ipsec-proposal;

+ config-ipsec-vpn;

+ config-ipv6-dhcp-server;
+ config-ipv6-ospf;

ESR-Series. CnpaBoyHnK komaHz CLI
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+ config-ipv6-ospf-area;

+ config-ipv6-ospf-vlink;

+ config-ipvé-pl;

+ config-ipvé-wan-rule;

+ config-ipv6-wan-target;

+ config-ipv6-wan-target-list;

+ config-isis;

+ config-key-chain;

+ config-key-chain-key;

+ config-12tp;

+ config-12tp-server;

+ config-12tpv3;

+ config-12vpn;

+ config-12vpn-autodiscovery-bgp;
+ config-12vpn-eompls;

+ config-12vpn-pw;

+ config-12vpn-pw-class;

+ config-ldap-server;

+ config-ldp;

+ config-ldp-af;

+ config-ldp-af-if;

+ config-ldp-neighbor;

+ config-licence-manager;

+ config-line-aux;

+ config-line-console;

+ config-line-ssh;

+ config-line-telnet;

+ config-It;

+ config-mailserver;

+ config-mailserver-domain;

+ config-mpls;

+ config-net-policy;

+ config-netflow-host;

+ config-ntp;

+ config-object-group-address-port;
+ config-object-group-application;
+ config-object-group-cf-kaspersky;
+ config-object-group-content-filter;
+ config-object-group-email;

+ config-object-group-mac;

+ config-object-group-network;
+ config-object-group-service;
+ config-object-group-url;

+ config-openvpn;

+ config-openvpn-server;

+ config-openvpn-server-user;
+ config-ospf;

+ config-ospf-area;

+ config-ospf-vlink;

+ config-pl;

+ config-policy-map;

+ config-ppp-user;

+ config-pppoe;

+ config-pptp;

+ config-pptp-server;

+ config-profile;

+ config-radius-server;
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config-rip;

config-ripng;
config-route-map;
config-route-map-rule;
config-security-zone;
config-security-zone-pair;
config-security-zone-pair-rule;
config-sflow-host;
config-sla-responder;
config-sla-test;

config-snat;

config-snat-pool;
config-snat-rule;
config-snat-ruleset;
config-snmp;
config-snmp-host;
config-snmp-user;
config-subscriber-control;
config-subscriber-default-service;
config-subtunnel;
config-syslog-destination;
config-syslog-file;
config-syslog-host;
config-tacacs-server;
config-tftp-server;
config-track;

config-user;

config-vlan;

config-vrf;

config-vti;

config-wan-rule;
config-wan-target;
config-wan-target-list;
config-wireguard;
config-wireguard-server;
config-wireguard-server-peer,
config-wireguard-tunnel-peer;
config-wlc-failover,;
config-zabbix-agent;
config-zabbix-proxy;

debug;

root;
root-change-expired-password.

ESR-Series. CnpaBoyHnK komaHz CLI

<COMMAND> - cTpoka pazmepoM 96 cumsosnos. KomaHaa CLI. BBoguTcsa nosHOCTLI0, 6e3 cokpalleHuid. Ans

BBOAa KOMaH/Abl N3 HECKOJIbKMX CJ/10B 06paMJ'IF|eTCFI ,CI,BOVIHI:IMVI KaBblYKaMWu.

Heo6xoauMbIii ypoBeHb NpuBUierui

10

KomaHgHbIi pexum
CONFIG
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ESR-Series. CnpaBoyHnK komaHz CLI
Mpumep:

esr(config)# alias qwe root "show version"

hostname
KomaHa no3BosisieT HasHaunTb CETEBOE UMS A1 MapLupyTusaTopa.

icnonb3oBaHue oTpuUaTesibHoi DOPMbI KOMaH bl (N0) yCTaHAB/IMBAET MMSI MapLLUPyTM3aTopa no YMOYaHuHo.

CuHTakcuc
hostname <NAME>

no hostname

MapameTpbl

<NAME> — ceTeBoe nms MapLipyTnsaropa, 3agaéTcsa CTPOoKoi 40 63 CMMBO/IOB.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

3Ha4yeHune no ymonyaHuio

esr-10/esr-12v/esr-12vf/esr-15/esr-15r/esr-15vf/esr-20/esr-21/esr-30/esr-31/esr-100/esr-200/esr-1000/
esr-1200/esr-1500/esr-1511/esr-1700/esr-3100/esr-3200/esr-3200L/esr-3300 — B 3aBUCUMOCTY OT MOAENN
MapLupyTum3arTopa.

KomMaHAHbIV peXxum
CONFIG

Mpumep:

esr(config)# hostname router-1l.eltex-co.ru

show cpu network-load

[ aHHOW KOMaH/10/i OCyLLEeCTB/ISIETCS MPOCMOTP HAarpy3Kku, NPOU3BOAMMON CETEBbLIM TPAUKOM.

CuHTakcuc

show cpu network-load

MapameTpbl

KomaHga He coaepXuT napameTpoB.
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Heob6xoauMbIii ypoBeHb NpuBUierui

1

KomaHgHbIii pexum

ROOT

Mpumep:

esr# show cpu network-load

CPU ID CPU load

0 0
1 49413
2 46812
3 49229
4 0

5 53019
6 39699
7 49726
8 39789
9 36876
10 53041
11 49010
12 53082
13 63027
14 52722
15 55165

Heaviest session

80.88.157.57 >
172.129.22.57
80.88.157.75 >
172.129.22.75
172.129.22.41 >
80.88.157.41
80.88.157.77 >
172.129.22.77
80.88.157.79 >
172.129.22.79
172.129.22.45 >
80.88.157.45
172.129.22.61 >
80.88.157.61
80.88.157.59 >
172.129.22.59
172.129.22.5 —>
80.88.157.5
172.129.22.47 >
80.88.157.47
172.129.22.13 >
80.88.157.13
80.88.157.69 —->
172.129.22.69
80.88.157.73 >
172.129.22.73
80.88.157.71 >

+ CPU ID - Homep agpa CPU;
+ CPU load - 3arpyska sigpa CPU (pps);

+ Heaviest session — ceccus, koTopas HarpyxaeT agpo CPU 6onbLe Bcero;
+ Session weight — ytunusauusi ceccum (pps).

show cpu history

Session
weight

9895

9851

9989
9863
9804
9779
9775
9679
9896
9650
9617
10001

9924

ESR-Series. CnpaBoyHnK komaHz CLI

[aHHOI KOMaHA0M OCYyLeCTBAETCS NPOCMOTP UCTOPUKU UCNOb30BaHUA pecypcos CPU.

CuHTakcuc

show cpu history [ average | max ] [cpu {<CPU>}] [timer {<TIMER>}]
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ESR-Series. CnpaBoyHnK komaHz CLI

MapameTpbl

average | max — ykasblBaeT, UICTOPUIO KaKOI CTATUCTUKN HEOBXOAMMO BbIBOAUTL, YCPEAHEHHYIO U/
MakcUMasibHYyH 3a HTepBasl. be3 ykasaHus [AaHHOro K/ouya BbIBOAMTCA UCTOPUS YCPEAHEHHOW CTAaTUCTUKN
(average).

<CPU> — BO3MOXHO yka3aTb Homep KoHKpeTHoro CPU, no koTopomy 6yAeT BbIBOAUTLCA NCTOPUSA CTATUCTUKN
ncnosnb3osaHusa pecypcos CPU. bes ykasaHuns Homepa CPU 6yzeT BbiBOAMTLCA MHA)OpMauus no scem CPU,
NCNOMb3YHLMMNCA CUCTEMOIA.

<TIMER> — B KayecTBe napamMeTpoB 4/ AaHHOro KN4va MOryT BbICTyNaTh:

+ hours — oTo6paxaeT UcToputo 3a nocnegHne 72 yaca;

* minutes — oTobpaxaeT ncToputo 3a nocnegHme 60 MUHYT;

+ seconds — oTo6paxaeT uctoputo 3a nocnegHune 60 cekyHa;

* Mpw oTcyTcTBMM KNtoya timer BoiBOAATCA 3 TAb/IMLbI UICTOPUM CTATUCTUKM Ucnonib3osaHmsa CPU.

HeoOxoaumbivi ypoBeHb NPUBUMETAA
5

KomaHZgHbIi pexum
ROOT
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Mpumep:

esr# show cpu history max cpu 0

CPUO

Last 60 seconds:

utilization, %

100

90 #

80 #

70 #

60 #

50 ##

40 ##

30 # ##

20 # ##

10 #Hu#H#H#A#AHIEHH
R [ [

0 25 50

time, 5 sec.

Last 60 minutes:

utilization, %

100 #

90 #

80 #

70 # #

60 ## #

50 ## #

40 ## #

30 ## # # # # # #

20 ## # # # # # #

10 HHAHHHHAHSHARHAHSHHARAHHAHAHSHHARAHHAHAHAABA RSB AR AR AR BRI RS
R [ P I [ [ [ I [ A e

0 5 10 15 20 25 30 35 40 45 50 55 60

time, min.

Last 72 hours:

utilization, %

100 # # # ##

90 # # H## ##

80 # # H## ##

70 # HHH#H ##

60 # HHH#H ##

50 # HHH#H ##

40 # HHH#H ##

30 HHAHAHAHHAHAHAHBARAHARAHAHSHHARAHARAHAHSHBARAHHH

20 HHHAHAHFAHARAHBARAHARAHAHSHHARAHHRAHAHSHBARSHHH

10 H#HHHH#HHHHARAHAAHAHSHHARAHAAHAHSHHARSHHAHAHSHHHH
S [ [ [ [ I I I P I I I

0 5 10 15 20 25 30 35 40 45 50 55 60 65 70

time, hours

show cpu processes

ESR-Series. CnpaBoyHnK komaHz CLI

[laHHOI KOMaH/10¥i OCyLLIECTBNSIETCS NPOCMOTP MCMOo/b30BaHUA pecypcoB CPU-npoleccamm.

CuHTakcuc

show cpu processes [ active | name <PROCESS_NAME> ]
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MapameTpbl
active — CNUCOK akTMBHbIX NPOLECCOB;

name — NMA KOHKPETHOIO npoLecca.

HeoOxoaumblii ypoBEHb NpUBUIErUiA
15

KomaHZHbIi pexum
ROOT

Mpumep:

esr# show cpu processes

PID Name CPU 5s
2013 CLI 0.00%
525 Cp-mgr 0.00%
535 Service-mgr 0.00%
532 Env-mgr 0.00%
530 Alarm-mgr 0.00%
529 Lb 0.00%
528 Session-mgr 0.00%
521 Ipc-hub 0.20%
533 El 0.00%
522 Syslog-mgr 0.00%
524 If-mgr 0.40%
534 Systemdb 0.00%
526 Oi-mgr 0.40%
527 Cfgsync-mgr 0.00%
531 Switch 0.00%
1877 IPv6 Routing 0.00%
1885 Routing 0.00%

show cpu utilization

CPU 1m

OO O OO O OO OO LOLOLOLOOO OO

CPU 5m

OO O OO O OO OO LOLOLOLOOO OO

=i cl oo oM oMOMOMOMOMONONO)
[
=
R

10.07%
1.08%
0.10%
0.10%

[laHHOI KOMaH/10¥i OCyLLIECTBNSIETCS NPOCMOTP MCMO/b30BaHUs pecypcos CPU.

CuHTakcuc

show cpu utilization

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

Heo6xoaumblii ypoBeHb NpuBUIernii
1

ESR-Series. CnpaBoyHnK komaHz CLI

Runtime

10 seconds

1 minute and 31 second
3 seconds
1 minute and 57
1 second
34 seconds
1 second

1 second

second
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KomaHaHbIi pexum
ROOT

Mpumep:

esr# show cpu utilization

CPU Last Last Last

5 sec 1 min 5 min
0] 1.98% 6.75% 20.02%
1 67.50% 15.62% 6.88%
2 65.43% 15.53% 6.94%
3 69.29% 16.08% 7.08%
4 89.90% 20.79% 9.14%
5 74.95% 17.14% 7.49%
6 87.61% 20.18% 8.85%
7 87.41% 20.17% 8.85%
8 81.84% 19.03% 8.40%
9 84.82% 19.79% 8.73%
10 84.53% 19.78% 8.75%
11 83.02% 19.40% 8.58%
12 83.73% 19.55% 8.63%
13 76.56% 16.99% 7.25%
14 70.47% 16.00% 6.95%
15 68.39% 15.07% 6.40%

show system

[laHHOI KOMaHAoV OCyLLECTBNSIETCS NPOCMOTP NapamMeTpoB OKPYXXEHUSI YCTPOICTBA.

CuHTakcuc

show system

MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heob6xoauMbIii ypoBeHb NnpuBunierui
1

KomMaHAHbIV peXxum
ROOT
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Mpumep:

esr# show system
System type:
System name:
Software version:
Hardware version: 1v3
System uptime:

System MAC address:
System serial number:

esr-1000

A8:F9:4B:AA:03:A0
NPO100O0OO50

4 minutes and 5 seconds

ESR-Series. CnpaBoyHnK komaHz CLI

Eltex ESR-1000 Service Router

1.0.7 build 118[53264b8] (date 22/12/2015 time 10:23:23)

Main power supply installed: Present
Main power supply status: Ok
Reserve power supply installed: Absent
Fan Level: 46%
Fan Table
Fan 1 Fan 2 Fan 3 Fan 4
Status Ok Ok Ok Ok
Temperature Table
CPU Sensor 1 Sensor 2 Sensor 3
Temperature, C 63 39 37 49
Memory Table
Total, MB Used, MB Free, MB
RAM 3798.25 1643.50 (44%) 2154.75 (56%)
FLASH 20.00 1.06 (6%) 18.94 (94%)

show system id

[laHHOV KOMaH/10¥i OCyLLIECTBSIETCS NPOCMOTP CEepUiiHOTO HoMepa YCTpoiicTBa.

CuHTakcuc

show system 1id

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KoMaHAHbIV pexum
ROOT
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ESR-Series. CnpaBoyHnK komaHz CLI
Mpumep:

esr# show system 1id
Serial number:
NP01000023

system fan-speed

& [aHHas KoMaHaa noadepXuBaeTcst ToNbKo Ha MaplupyTusatopax ESR-100/200/1000/1200/
1500/1511/1700.

KomaHga onpeaensieT pexvm paboTbl CUCTEMbI OX/TaXKAEHNS.

Vicnonb3oBaHue oTpuLaTeNIbHON (DOPMbl KOMaHibl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CuHTakcuc
system fan-speed { auto | max }

no system fan-speed

MapameTpbl
auto — pexum aBToOMaTUYeCcKoro perympoBaHus,

max — PeXM MakKCMMaJlbHOIo OXJ1taxXaeHUA.

3Ha4yeHue No yMon4aHuto
auto — gnsa ESR-100/200/1500/1511/1700;
max — ans ESR-1000/1200.

Heo6xoauMbIii ypoBeHb NpuBUerui
10

KomMaHAHbIV peXxum
CONFIG

Mpumep:

esr(config)# system fan-speed auto
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ESR-Series. CnpaBoyHnK komaHz CLI

system config-confirm timeout

[JlaHHas komMaHza onpeaensieT MHTEPBa/ BPEMEHU OXMAAHUS A5 NOATBEPXAEHNS TEKYLLEW KOH(UrypaLumm.
Ecnu koHchurypauus He 6yaeT NoATBEPXAEHA, TO NMOC/E UCTEYEHNS BPEMEHWN OXMAAHUS MPON30AAET OTKaT Ha
npeablayLLYo NPUMEHEHHYIO KOH(UTYPaLMIO.

icnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHAbl (NO) YCTaHAB/IMBAET 3HAYEHME MO YMOTUYAHMIO.

CuHTakcuc
system config-confirm timeout <TIME>

no system config-confirm timeout

MapameTpbl

<TIME> — nHTepBas1 BpEMEHW OXVAAHNSI NOATBEPXKAEHVS Pe3epPBUPOBAHMS KOHWDUIYpaLmK, NPUHUMAET
3HaueHue B cekyHaax [120..86400].

3Ha4yeHue no ymonyaHuio
600

HeoOxoaumbivi ypoBeHb NPUBUETAA
10

KomaHZHbIi pexum
CONFIG

Mpumep:

esr(config)# system config-confirm timeout 1200

system cpu load-balance overload-threshold

[laHHan komaHa onpeaensieT noporoBoe 3HauyeHwe Harpysku siapa CPU (CPU load), npu koTopom 3anyckaeTcs
MexaH13M rnepebanaHcnpoBkn ceccuin mexay sapamvmu CPU.

Vicnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CuHTakcuc
system cpu load-balance overload-threshold <CPU-LOAD>

no system cpu load-balance overload-threshold

MapameTpbl

<CPU_LOAD> - 3HaueHwue nopora cpabatbiBaHust nepe6anaHcmposku [1000-200000].
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3Ha4yeHune no ymonyaHuio
30000 - gnsa ESR-1x,

60000 — gna octanbHbIX Mmogeneli ESR.

HeoOxoaumbivi ypoBeHb NPUBUETAA
10

KomaHZHbIi pexum
CONFIG

Mpumep:

esr(config)# system cpu load-balance overload-threshold 15000

system utilization softgre disable

ESR-Series. CnpaBoyHnK komaHz CLI

[aHHas KomaHa UCMosb3yeTcsl 418 OTK/IHUEeHUs nofcyeTa 3arpyxeHHocTn SoftGRE-TyHHeneil.

Vicnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaHibl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CuHTakcuc

[no] system utilization softgre disable

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

3HayeHue No ymosiMaHuio

lMoacyeT BK/IOYEH.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG

Mpumep:

esr(config)# system utilization softgre disable
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11 YnpasneHue cucTemMHbIMU Yacamu

+ clock timezone

* burst

+ iburst

* key

* maxpoll

* minpoll

* ntp access-addresses

* ntp authentication enable

+ ntp authentication key-chain
+ ntp authentication trusted-key
* ntp broadcast-client enable
* ntp dscp

* ntp enable

* ntp ipv6 source address

* ntp object-group query-only
* ntp object-group serve-only
* ntp peer

* ntp server

* ntp pool

* ntp source address

+ prefer

+ set date

+ show date

+ show ntp configuration

+ show ntp peers

* version

clock timezone
[aHHOoI KomaHAoM ycTaHaBNMBaETCS YacoBOM NOsC.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHbl (N0) yCTaHAB/IMBAET YaCOBOIA NOSIC MO YMO/TYAHWIO.

CuHTakcuc
clock timezone <OFFSET>

no clock timezone

MapameTpbl

<OFFSET> — 0603Ha4eHune 30HbI, coaepXallee cABur B Yyacax oTHocuTenbHo Greenwich Mean Time,
NPUHUMAET 3HaueHus [gmt-12 .. gmt +12].

3Ha4yeHune no ymonyaHuio

gmtO

HeoGxoaumblii ypoBeHb NpuBUIernii
15

KomaHZHbIi pexum
CONFIG
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Mpumep:

esr(config)# clock timezone gmt +7

burst

[aHHO KOMaH/10¥i BK/TOYAETCSA OTNpPaBKa HECKOMbKUX NMaKeTOB BMECTO OZJHOTO NPU YCTaHOBNEHUN
coevHeHus (Ha Ny6nMYHbIX cepBepax NnapameTp He PEKOMEH/IYETCS UCMO/b30BaTh).

Micnonb3oBaHue oTpuLaTeNIbHO DOPMbl KOMaH bl (N0) BbIK/TOYAET OTNPABKY HECKO/bKMX NAKETOB Npu
YCTaHOB/IEHU COEVHEHUSI.

CuHTakcuc

[no] burst

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

3HayeHue No ymosiMaHuio

BbIktoueHo.

Heo6xoauMbIii ypoBeHb NpuBUerui
15

KomMaHAHbIV peXxum
CONFIG-NTP

Mpumep:

esr(config-ntp)# burst

iburst

[laHHOIi KOMaH/0 BK/IHOUAETCS OTNpaBKa HECKO/IbKUX NAaKeToB BMECTO OAHOIO B C/ly4Yae paspbiBa
coeauHEHMs.

icnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHAb! (NO) BbIK/IKOUYAET OTNPaBKY HECKO/IbKUX NaKeToB Npu
paspbiBe COeANHEHNSI.

CuHTakcuc

[no] 1dburst

MapameTpbl

KomaHga He coaepXuT napameTpoB.
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ESR-Series. CnpaBoyHnK komaHz CLI

3Ha4yeHune no ymonyaHuio

BbikstoueHo.

Heob6xoaumbivi ypoBeHb NPUBUETAA
15

KomaHZgHbIi pexum
CONFIG-NTP

Mpumep:

esr(config-ntp)# iburst

key
[aHHoii KoMaHAo onpeaensieTcs Ky U3 CN1cKa J0BEPEHHBIX KIHUed.

icnonb3oBaHue oTpuLaTeNIbHO (DOPMbI KOMaH bl (N0) yaanseT NpuBA3KY K ykazaHHOMY K/louy.

CuHTakcuc
key <ID>

no key

MapameTpbl

<ID> - naeHTMdUKaTop KU, 3aaaetcs B gnanasoHe [1..255].

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KoMaHAHbIV pexum
CONFIG-NTP

Mpumep:

esr(config-ntp)# key 245

maxpoll

[aHHas KomaHga ycTaHaB/IMBaeT MakCMMa/ibHOe 3HaYeHne NHTepBasia BPEMEHN MeXy OTNPaBKOi
coobuweHnii NTP-cepsepy.

icnonb3oBaHue oTpuLaTesibHoi (DOpMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.
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CuHTakcuc
maxpoll <INTERVAL>

no maxpoll

MapameTpbl

<INTERVAL> — makcumasnibHOe 3Ha4YeHne nHTepBasia onpoca. NMapameTp KoMaHAbl UCNOMb3YeTCs Kak
nokasareslb CTENeHn ABOMKN MPU BbIYUCNEHNN OJINTENIbLHOCTU MHTEPBaUia B CEKYHAAX, BbIYMCISAETCA NyTeM
BO3BEEHNS [BOVKM B CTEMNEHb, 3ajaHHY0 NapaMeTpoM KoMaH/bl, NpUHUMAET 3HaueHue [4..17].

3HauyeHue No yMmo4aHuio

10 (210 = 1024 cekyHabl unu 17 MUHYT 4 CeKyHAb).

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHaHbI pexum
CONFIG-NTP

Mpumep:

esr(ntp-remote)# maxpoll 11

minpoll

[aHHasi KomaHga ycTaHaB/IMBaeT MYHUMasIbHOE 3HAYEHME NHTEPBasIA BPEMEHU MeX/Y OTNPaBKOWA
coobuweHnii NTP-cepsepy.

Vicnonb3oBaHue OTpMLtaTeﬂbHOVI (*)OprI KOMaHAbl (no) yCTaHaB/iMBaeT 3Ha4YeHNe Nno ymo4aHuio.

CuHTakcuc
minpoll <INTERVAL>

no minpoll

MapameTpbl

<INTERVAL> — MMHMMa/IbHOE 3Ha4YeHNe NHTepBasia onpoca B CekyHaax, BbIMUCNAETCA NyTEM BO3BEAEHMS
[BOViKN B CTEMNEHb, 3ajaHHYI0 NapaMeTpoM KoMaHbl, NPUHUMAET 3HaueHue [1..6).

3Ha4yeHue no ymonyaHuio

6 (2° = 64 cekyHgpbl AN 1 MUHYTA 4 CekyHAb).

Heo6xoauMbIii ypoBeHb NpuBUierui
10
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KomaHaHbIi pexum
CONFIG-NTP

Mpumep:

esr(ntp-remote)# minpoll 4

ntp access-addresses

[JlaHHOli KOMaHAOo onpefenseTca CNUCOK JOBEPEHHBIX IP-aipecoB, C KOTOPLIMU MOXET NPOUCX0ANTb 0OMEH
ntp-naketamu.

icnonb3oBaHue oTpuuaTesnibHO hopMbl KOMaHzbl (NO) yAANAET yKasaHHbI CMUCOK.

CuHTakcuc
ntp access-addresses <NAME>

no ntp access-addresses

MapameTpbl

<NAME> - ums npodmnns IP-agpecos, 3agaétcsa cTpokoin 4o 31 cumBona.

3Ha4yeHue no ymonyaHuio

dunsTpaums oTKNoYEeHa.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHZgHbIi pexum
CONFIG

Mpumep:

object-group network TIME
ip prefix 10.0.0.0/25
ipve prefix 2001::/64
exit

esr(config)# ntp access-addresses TIME

ntp authentication enable
JaHHas komaHga Bknovaet ayteHTudpmnkaymo ons NTP-npotokona.

Micnonb3oBaHue oTpuLaTesibHov hopMbl KOMaHzbl (NO) yCTaHAB/IMBAET 3HAUYEHME MO YMOTUYAHMIO.
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CuHTakcuc

[no] ntp authentication enable

MapameTpbl

KomaHga He coaepXuT napameTpos.

3HauyeHue No yMmo4aHuio

BbIk/1to4eHOo.

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
CONFIG

Mpumep:

esr(config)# ntp authentication enable

ntp authentication key-chain

[JaHHas komaHza onpeaenseT Habop naponeii gNs ayTeHTUMKaLMm Yepes anropuTm xewumnposaHns mdS c
CEpBEPOM, NPOM.

icnonb3oBaHue oTpuLaTesibHoV hopMbl KOMaHbl (NO) yaansieT NpuBs3Ky K HA6opy naposeil.

CuHTakcuc
ntp authentication key-chain <KEYCHAIN>

no ntp authentication key-chain

MapameTpbl

<KEYCHAIN> — ngeHtudmkatop cnucka knwodein, 3agaéTtca CTPokoi 4o 16 cumBonoB.

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KomaHZHbIi pexum
CONFIG

Mpumep:

esr(config)# ntp authentication key-chain lock
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ntp authentication trusted-key

[aHHOoIn KomaHAoM onpeAensieTcsa CNMCOK AOBEPEHHbIX K0UYein N3 Habopa K/Iyei.

Mcnonb3oBaHue oTpuuatenbHoli hopmbl kKoMaHAbl (N0) yaansieT ykasaHHbI Ktou.

CuHTakcuc

[no] ntp authentication trusted-key <ID>

MapameTpbl

<ID> — naeHTMUKaTOp K/oUa, 3aAaeTcs B AnanasoHe [1..255].

Heob6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
CONFIG

Mpumep:

esr(config)# ntp authentication trusted-key 25

ntp broadcast-client enable

[aHHOI KOMaHA0M BKNHOYAETCH pexum npruéma LWnMpokoseLlaTebHbIx coobueHniit NTP-cepsepoB as

rno6anbHON KoHMrypaumm n Bcex cywectsytowmx VRF. MaplpytmnsaTtop pabotaet B kayectBe NTP-kveHTa.

Ecnu B KOH(purypaumm yctpoictea 3agaHbl NTP-nvpbl 1 cepBepsbl, TO B LUMPOKOBELLATENTbHOM PEXMME OHU

UrHOPUPYHOTCS.

Vicnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHZbl (NO) BbIK/TOUYAET LUIMPOKOBELLATE bHbIA PEXMM.

CuHTakcuc

[no] ntp broadcast-client enable

MapameTpbl

KomaHga He cogepXuT napameTpoB.

3HauyeHue No ymosi4aHuio

BbikntoueH.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
CONFIG
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Mpumep:

esr(config)# ntp broadcast-client enable

ntp dscp

KomaHpga 3anaét 3HaveHne koga DSCP ana ncnonb3oBaHna B IP-3arosioBke ncxogawmx naketos NTP-
cepsepa.

Vicnonb3oBaHue oTpuLaTeNbHo hopMbl KOMaH bl (N0) ycTaHaBMBaeT 3HadeHe DSCP no ymonyaHuio.

CuHTakcuc
ntp dscp <DSCP>
no ntp dscp

MapameTpbl

<DSCP> - 3HaueHue koga DSCP, npuHMmaeT 3HaueHus B amanasoHe [0..63].

3HauyeHue No ymosiuaHuio
46

Heo6xoauMbIii ypoBeHb NpuBUIeruin
10

KomMaHAHbIV peXxum
CONFIG

Mpumep:

esr(config)# ntp dscp 40

ntp enable

[aHHol KoMaH0M BKNHOYAETCA CUHXPOHMU3ALUMS CUCTEMHBIX YacOB C yAa/IeHHbIMW cepBepamMu Nno NPOTOKONy
NTP ansa rnobanbHoi KoHUrypawumm n Bcex co3gaHHbix VRF.

icnonb3oBaHue oTpuuaTenibHO hopMbl KOMaHbl (NO) BbIK/TKUYAET CUHXPOHM3aLMI0 Mo NpoTokony NTP.

CuHTakcuc

[no] ntp enable

MapameTpbl

KomaHga He coaepXuT napameTpoB.
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3Ha4yeHune no ymonyaHuio

BbikstoueHo.

Heob6xoaumbivi ypoBeHb NPUBUETAA
10

KomaHZgHbIi pexum
CONFIG

Mpumep:

esr(config)# ntp enable

ntp ipv6 source address

ESR-Series. CnpaBoyHnK komaHz CLI

JaHHas komaHga ucnonb3yetcsa Ana ykasaHua source-IPve-agpeca s NTP-naketoB ans Bcex peer.

Micnonb3oBaHue oTpuLaTesnibHoi hopMbl KOMaHbl (N0) ycTaHaBnmBaeT source-IPvée-aapec anst NTP-naketoB

no ymosi4yaHuto.

CuHTakcuc

ntp ipv6 source address <IPV6-ADDR>

no ntp ipv6 source address

MapameTpbl

<IPV6-ADDR> — IPv6-agpec RADIUS-cepBepa, 3agaétcs B Buge X:X:X:X::X, rge kaxaas yactb npuHuUmaet

3HauYeHus B wecTHaauaTepuuHom chopmare [0..FFFF].

3HayeHue No ymosiMaHuio

IPv6-agpec nHTepdieiica, ¢ kotoporo otnpasnsetcs NTP-nakert.

Heo6xoauMbIii ypoBeHb NpuBUerui
10

KomMaHAHbIV peXxum
CONFIG

Mpumep:

esr(config)# ntp ipv6e source address fc0O::
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ntp object-group query-only

[aHHaa komaHga BkNYaeT pexum query-only, orpaHuuvBatoLmii B3aumogerictene no NTP gns
onpegeneHHoro npocuns IP-agpecos, BXogALWMX B 3Ty rpynny. B 3ToM pexume NpUMeHSIOTCA cregytowme
OrpaHMyeHns: 3anpeLeHa CUHXPOHM3aLmMa BPpEMEHN MeX 4y OAHOPaHroBbIMM nupamu. OTBeTbl Ha NTP-
3anpocsl (oTAava BpemMeHn) 1 06MeH control messages paspeLUeHsi.

cnonb3oBaHue oTpuuaTenbHoli hopmbl kKoMaHbl (N0) OTK/IOYAET AAHHbIE OTPaHUYEHUS.

CunHTtakcuc
ntp object-group query-only <NAME>
no ntp object-group query-only

MapameTpbl

<NAME> - nms npodmnns IP-agpecos, 3agaétcs cTpokoi Ao 31 cumsona.

3Ha4yeHue no ymonyaHuio

Pa6ota c NTP-nupamu HU4em He orpaHMynBaEeTCs.

HeoOxoaumbivi ypoBeHb NPUBUETAA
15

KomaHZHbIi pexum
CONFIG

Mpumep:

esr(config)# ntp object-group query-only OG-NTP-QO

ntp object-group serve-only

[aHHasi KomaHa BKUYaeT pexum serve-only, orpaHnumBatouii B3avmogeiicteme no NTP ans
onpefeneHHoro npocuns IP-aapecos, BXOAALLMX B 3Ty rpynny. B 3TOM pexumMe NpUMeHsIoTCsl cneayolime
orpaHuuyeHns: 3anpeLleH o6MeH control messages ¥ CUHXPOHU3ALMS BPEMEHW MeX[y OAHOPAHTOBbIMI
nupamun. OTBETHI Ha ntp-3anpockl (0TAaya BpEMEHN) pa3peLleHbl.

Vicnonb3oBaHue oTpuLaTeNbHO (hopMbl KOMaHbl (N0) OTK/MOYAET AaHHbIE OrPaHNYEHNS.

CuHTakcuc
ntp object-group serve-only <NAME>

no ntp object-group serve-only

MapameTpbl

<NAME> - nmsa npodmns IP-agpecos, 3agaétcs cTpokoin ao 31 cumsona.
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3Ha4yeHune no ymonyaHuio

Pa6ota c NTP-nupamu HU4em He orpaHMynBaEeTCS.

Heob6xoaumbivi ypoBeHb NPUBUETAA
15

KomaHZgHbIi pexum
CONFIG

Mpumep:

esr(config)# ntp object-group serve-only OG-NTP-SO

ntp peer

[aHHaa komaHa Ucnosib3yeTcs OJ/19 YCTaHOB/IEHNSA NapTHEPCKMUX OTHoLWeHWA mexay NTP-cepsepamu 1
nepexoga B komaHaHbln pexxum CONFIG-NTP-PEER.

NTP-cepBep Ha MapLupyTusatope paboTaeT B peXume [ABYCTOPOHHEN aKTUBHOCTU C yaaneHHbIM NTP-
cepBepoM, ykasaHHbIM B KOMaHe. B criyyae notepu CBS3U O4HOro 13 napTHepoB C BbilecToAwmm NTP-
CEepBEPOM OH CMOXET CMHXPOHU3MPOBATbL BPeEMS N0 cepBepy-napTHepy.

Vicnonb3oBaHue oTpuuaTesibHoi (DOpMbl KOMaH bl (No) yaanset 3agaHHoro NTP-napTHepa.

CuHTakcuc

[no] ntp peer { <ADDR> | <NAME> | <IPV6-ADDR> } [ vrf <VRF> ]

MapameTpbl

<ADDR> - IP-agpec naptHepa, 3agaétcs B Buge AAA.BBB.CCC.DDD, rge kaxaas yacTb NpUHUMAET 3HaYeHns

[0..255];

<NAME> — DNS-nms cepBepa, 3agaétcsa cTpokoi no 31 cumBona;

<IPV6-ADDR> — IPv6-agpec naptHepa, 3agaétcs B Buae X:X:X:X::X, rge kaxaas yacTb NpUHUMAaET 3Ha4eHns B

LecTHaauaTepuuHom dpopmarte [0..FFFF];

<VRF> - nms aksemnnspa VRF, 3agaetca cTpokoii 4o 31 cumBona, B pamkax Kotoporo 6yzet paborartb
NTP-napTHep.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG
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Mpumep:

esr(config)# ntp peer 10.100.100.1
esr(config-ntp-peer)#

ntp server

[aHHasa komaHga ncnonbayercsa ans cosgaHns NTP-cepeepa n nepexoaa B komaHaHbIn pexxum CONFIG-NTP-
SERVER.

MapLupyTr3aTop pa6oTaeT ¢ ykazaHHbIM NTP-cepBepoM B pexumMe 0fIHOCTOPOHHE aKTUBHOCTU. B JaHHOM
pexume MoKasibHbIe Yachl MapLLpyTU3aTopa MOryT CUHXPOHMU3MPOBATLCS ¢ yaaneHHbIM NTP-cepBepom.

Vicnonb3oBaHue oTpuLaTeNibHoi hopMbl KOMaH bl (N0) yaanseT 3aaaHHbIii NTP-cepeep.

CuHTakcuc

[no] ntp server { <ADDR> | <NAME> | <IPV6-ADDR> } [ vrf <VRF> ]

MapameTpbl

<ADDR> - IP-agpec cepBepa, 3agaétca B Buae AAA.BBB.CCC.DDD, rae kaxpasa yactb NpUHMMAaET 3Ha4YeHUs
[0..255];

<NAME> — DNS-ums cepBepa, 3agaétca cTpokoi no 31 cumBona;

<IPV6-ADDR> — IPv6-aapec cepsepa, 3a1aéTca B Buae X:X:X:X::X, rae kaxaas yacTb NPUHUMAET 3HAYEHNs B
LwecTHaauaTepuuHom dpopmarte [0..FFFF];

<VRF> - nms aksemnnspa VRF, 3agaetca cTpokoii o 31 cumBona, B pamkax Kotoporo 6yzet paborartb
NTP-cepsep.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
CONFIG

Mpumep:

esr(config)# ntp server 10.100.100.2
esr(config-ntp-server)#

ntp pool

[aHHaa komaHaa ncnonb3yetcs ansa cosgaHmsa NTP-pool n nepexoga B komaHAHbI pexum CONFIG-NTP-
POOL.

AunpekTnea pool no3BonsieT guHaMmyeckn nonydyats IP-agpeca cepBepoB 13 ykazaHHoro nyna. Korga cepsepbl
CTaHOBSITCS HEAOCTYMHbLIMM, OHU OTOPACHLIBAKOTCS, & HOBbIE CepBepbl A06aB/ATCS Ha NIETY, NO3TOMY B Nt060IA
MOMEHT MOXHO YCMELIHO ONPOCKTbL ONpeAeneHHoe KO/IMYeCTBO CEPBEPOB.

icnonb3oBaHue oTpuUaTesibHoi hopMbl KOMaH bl (N0) yaanseT 3agaaHHblii NTP-pool.
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CuHTakcuc
[no] ntp pool { <ADDR> | <NAME> | <IPV6-ADDR> } [ vrf <VRF> ]

MapameTpbl

<ADDR> — IP-agpec cepBepa, 3agaétca B Buge AAA.BBB.CCC.DDD, rae kaxxgast 4HacTb NpUHUMAET 3Ha4YEeHNS
[0..255];

<NAME> — DNS-umsi cepBepa, 3agaétcsi CTPokoli Ao 31 cMmBona;

<IPV6-ADDR> - IPv6-afpec cepBepa, 3aaaétcs B Buge X:X:X:X::X, rae kaxgas 4actb NPUHUMAET 3HaUYeHUs B
wecTHaguarepuyHom gopmarte [0..FFFF];

<VRF> — ums ak3emnnsipa VRF, 3agaetca cTpokoi Ao 31 cumBona, B pamkax KoToporo 6yaet paboTatb
NTP-cepBep.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHaHbIi pexum
CONFIG

Mpumep:

esr(config)# ntp pool 10.100.100.3
esr(config-ntp-pool)#

ntp source address
JaHHasa komaHga ucnonb3yetca Ana ykasaHua source-IP-agpeca ana NTP-nakeTtoB 415 BCex peer.

icnonb3oBaHue oTpuuaTenibHoi qhopMbl KOMaHAbl (NO) ycTaHaBmBaeT source-IP-agpec ana NTP-nakeToB no
YMO/TYaHWIO.

CuHTakcuc
ntp source address <ADDR>

no ntp source address

MapameTpbl

<ADDR> - IP-agpec, 3agaétca B Buae AAA.BBB.CCC.DDD, rae kaxaaa 4acTb npuHUMaeT 3HaueHus [0..255].

3Ha4yeHue no ymonyaHuio

IP-agpec nHTepdeiica, c kotoporo otnpasnseTca NTP-naker.

Heo6xoaumblii ypoBeHb NpuBUiernii
10
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KomaHaHbIi pexum
CONFIG

Mpumep:

esr(config)# ntp source address 10.100.100.2

prefer

KomMaHaa oTmevaeT fgaHHblii NTP-cepBep Kak npeanoytutenbHbIi Npy BbIGope M3 cnncka AoCTYNHbIX
(akTnBHbIX) NTP-cepBepoB. [JaHHasi KOMaHaa NpeAoCTaBAsSeT BO3MOXHOCTb NMOBLICUTL NPUOPUTET NPY BbiGope
NTP-cepBepa, HO 3TO HMKaK He NOBNUSIET Ha PAabOTY TEKYLLE CUHXPOHU3aLNN.

MCHOﬂb3OBaHM8CﬂpMHaTeﬂbHOM(pOprIKOMaHAH(nO)yCTaHaBﬂMBaeT3HaquMeIN)yMOﬂHaHMD.

CuHTakcuc

[no] prefer

MapameTpbl

KomaHga He coaepXuT napameTpoB.

3Ha4yeHue no ymonyaHuio

OTK/tOYEHO.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHZHbIi pexum
CONFIG-NTP

Mpumep:

esr(ntp-remote)# prefer

set date

[laHHOI KOMaHAol yCcTaHaBNMBAETCA BPYYHYIO CUCTEMHOE BpeMs 1 AaTa.

CuHTaKkcuc
set date <TIME> [<DAY> <MONTH> [ <YEAR> ] ]

MapameTpbl
<TIME> - ycTaHaBn1Baemoe cMCTEMHOe BpeMms, 3ajaétca B suae HH:MM:SS, rae:

+ HH - vachl, npuHumaeTt 3HaueHue [0..23];
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* MM = MUHYTBI, NpUHMMaET 3HadeHue [0 .. 59];
+ SS - cekyHAbl, NpuHumaeT 3HadeHue [0 .. 59].

<DAY> - fgeHb mecsLa, NpuHUMaeT 3HadeHns [1..31];

<MONTH> - mecsil, nprHMMaeT 3HaueHus [ January/February/March/April/May/June/July/August/
September/October/November/December];

<YEAR> - rog, npuHumaeTt 3HadeHus [2001..2037].

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
ROOT

Mpumep:

esr# set date 16:35:00 15 May 2014

show date

JaHHas komaHga no3BosigeT NMOCMOTPETL TEKYLLME CUCTEMHOE BPEMA U AAaTy.

CuHTakcuc

show date

MapameTpbl

KomaHga He cogepXuT napameTpoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KomaHZAHbIi pexum
ROOT

Mpumep:

esr# show date
Thursday 23:48:33 GMT+7 May 15 2014

show ntp configuration

[laHHan komaHaa oTobpaxaeT aeicteytolyto (RUNNING) koHdurypauumto npotokona NTP.
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CuHTakcuc

show ntp configuration

MapameTpbl

KomaHga He coaepXuT napameTpos.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHaHbIi pexum
ROOT

Mpumep:

esr# show ntp configuration

NTP status: Enabled

NTP mode: client/server

NTP DSCP: 46

Address VRF dinstance Type
Version Min poll Max poll Prefer burst iburst

0.pool.ntp.org -- pool 4
6 10 No Yes No

l.pool.ntp.org - server 4
6 10 No No Yes

2.pool.ntp.org -- peer 4
6 10 No No No

show ntp peers

[JlaHHas komMmaHza No3BOJISIET MOCMOTPETL Tekylee cocTosiHne NTP-cepsepoB (M1poB). B crneayrowmx
Tabnuuax npuBefeH nepevyeHb 0To6paXaeMbiX NapaMeTpoB N UX onucaHue.

Ta6nuua 6 — CocTosiHMe yaaneHHoro cepeepa (nnpa)

MapameTp OnucaHue
vrf Mmsa sk3emnngpa VRF.
remote DNS-umsi unm IP-agpec cepsepa (nvpa). MepBsblii cMMBON B TabNMLE UCMOSb3YETCS

NS 0603HAYEHNS COCTOSAHMS cepBepa (MMpa), COCTOSIHUS onucaHbl B TabnnLe 7.

refid NaeHTUdvkaTop cBsian unu IP-aapec Toro, C KEM CUHXPOHU3NPOBAaH YA a/IeHHbII
cepeep (Mup). Tunbl MAEHTUCMKATOPOB CBA3M ONUCaHbl B TabnnLe 8.

st Crparym.
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MapameTp

when

poll

reach

delay

offset

jitter

ESR-Series. CnpaBoyHnK komaHz CLI

OnucaHue

OTHoLLEHVe MapLLpyTU3aTopa K yaaneHHoMy cepBepy (Nvpy), TUMbl onNucaHbl B
Tabnuue 9.

Mepvog BpeMeHn ¢ MOMEHTa, Kora cepeep (M1p) NocneAHuii pas onpaluvBaUics, B
cekyHaax ( “h” yacbl,“d” gHn).

YacToTa onpoca cepepa (M1pa).

BocbMUBUTHBINM CABUraemblil BIEBO PErncTp, coaepxaluuii pesynstatsl onpocos (1
= ycnelwHo, 0 = HeycnewwHo), 0To6paxaeTcsl B BOCbMEPUYHOIN CUCTEME CUUCIEHUSI.

BpeMsi npoxoxaeHusi nakeTa Ao cepeepa (M1pa) u 06paTHO, B MUIMCEKYHAAX.

CpefHee NOCTOSIHHOE CMeLLeHe BPEMEHU MapLLIPYTM3aTopa OTHOCUTE/TbHO
cepsepa (nmpa).

CpepfHuii pa3bpoc OTKNOHEHVS BPEMEHU (IKUTTEP).

Tabnuua 7 — CocTosiHie yaaneHHoro cepeepa (nupa)

Tun

npo6en

OnucaHue

YKa3bIlBaeT Ha TO, UTO:

* He 6bl/1I0 OTBETOB OT yAasieHHOro cepeepa (Nnpa);

* cepBep He UCMo/b3yeTcs, TaK Kak CTpaTyM UMeET 60/1bLIOE 3HAYEHME;

+ cepsep (MUp) NCNOMb3YeT AaHHbIA MapLIPYTU3aTOP AJ15 CUHXPOHM3aL/MN CBOMX
4acos.

Cepsep (M1p) He NCNo/b3YeTcs A1 CUHXPOHM3aLUMN BPEMEHW, OTGPOLLIEH a/ITOPUTMOM
nepeceyeHus.

Cepsep (MUp) He NCMOo/b3YeTCs A1 CUHXPOHU3ALMM BPEMEHW, OTGPOLLEH K/1acTEPHbIM
anropuTMOom.

Pa6ounii yaaneHHblii cepeep (Nnp), HO He NCMO/L3YETCS, TaK Kak He BOLLE/ B YNC/IO
NepBbIX LECTV CEPBEPOB (NMMPOB), OTCOPTUPOBAHHBIX MO PACCTOSHMIO CUHXPOHM3ALMN,
ABNAETCS PE3EPBHbIM.

Pa6ounii 1 npeanoynTaemblii yaaneHHblii cepsep (Nvp), BK/IOYEH anirOPUTMOM
006beaAHEHUS.

Cepsep (M1p), KOTOPbI B HACTOsILLiEE BPEMS SIBNAETCS NEPBUYHBIM UCTOUYHUKOM
BPEMEHM.
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Tabnuua 8 — Tunbl NAEHTU(VKATOPOB COEANHEHMS C YAaNEHHbIM cepBepoM (MMpom)

Tun OnucaHue

ACST. Manycast-cepsep.

AUTH. Owunbka ayTeHTUGMKALNN.

AUTO. Owwnbka nocnenoBaTeibHOCTM aBTOMAaTUYECKOrO Ktoua.
.BCST. Broadcast-cepBep.

.CRYPT. OLumnbKa NPOTOKO/1a aBTOMATUYECKOro Krya.

.DENY. CepBep oTKasan B JocTtyne.

INIT. VHnumanmsauusa coeuHeHns ¢ cCepBepom.

.MCST. Multicast-cepsep.

.TIME. TalimayT COeMHEHNS C CEPBEPOM.

.STEP. CTyneHuyaToe U3MEHEHNE BPEMEHU, CMELLEHNE MEHbLLIE NpeaensHoro nopora (1000

MWUNIMCEKYHA), HO Gonblue, Yem war nopora (125 MUAnncekyHa).

.RATE. MpeBbiWeHne YacToTbl ONPOCOB.

Ta6nuua 9 — Tvnbl OTHOLLEHWI MapLUpyTM3aTopa K yaaneHHoMy cepeepy (nvpy)

Tun OnucaHue

u Unicast nam manycast-kimeHT.
b Broadcast nnm unicast-kmeHT.
p Onpektnea pool.

S [BYyCTOPOHHSISA CBA3b (NUp).

A Manycast-cepsep.

B Broadcast-cepBep.

M Multicast-cepsep.
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CuHTakcuc

show ntp peers

MapameTpbl

KomaHga He coaepXuT napameTpos.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KomaHaHbIi pexum
ROOT

Mpumep:

esr# sh ntp peers
Clock is synchronized, stratum 4, reference 1is 162.159.200.123

remote vrf refid st
when poll reach delay offset jitter
* 162.159.200.123 10.87.12.180 3
8 15 43.681 39.153 0.608
+ 91.207.136.55 89.109.251.22 2
8 15 61.094 42.103 0.182
+ 162.159.200.1 10.87.12.180 3
8 15 51.740 35.247 4.176

O.ru.pool.ntp.org POOL 16
8 0 0.000 0.000 0.001

version

[aHHoi KomaHaon ycTaHaBnnBaetcs Bepcus NTP-npoTokona.

MCHOﬂb3OBaHM6CﬂpmuaTeﬂbHOM(pOprIKOMaHAH(nO)yCTaHaBﬂMBaeT3HaquMeIH)yMOﬂHaHMD.

CuHTakcuc
version <VERSION>

no version

MapameTpbl

<VERSION> - Bepcust NTP-npoTokona, npuHuMaet 3HadeHus [1..4].

3Ha4yeHune no ymonyaHuio
4
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Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
CONFIG-NTP

Mpumep:

esr(ntp-remote)# version 3

ESR-Series. CnpaBoyHnK komaHz CLI
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12 HacTtpoika AAA

aaa accounting commands

aaa accounting login

aaa authentication attempts max-fail
aaa authentication enable

aaa authentication login

aaa authentication mode

aaa authorization commands

aaa authorization control-commands enable
aaa authorization mode

aaa das-profile

aaa disable

aaa radius-profile

acct-port

auth-port

clear users blocked

clear user-session

clients

commands authorization
das-server

das-server

dead-interval

description

disable

enable

enable authentication

enable password

exec-timeout

ip sftp enable

key

Idap-server base-dn

Idap-server bind authenticate root-dn
Idap-server bind authenticate root-password
Idap-server bind timeout
|dap-server dscp

|dap-server host

|dap-server naming-attribute
Idap-server privilege-level-attribute
|dap-server search filter user-object-class
Idap-server search scope
Idap-server search timeout
Idap-server ssl crypto

Idap-server ssl check-peer disable
Idap-server ssl enable

line

login authentication

password

port

priority

privilege

privilege

radius-server dscp

radius-server host

radius-server host

radius-server retransmit
radius-server timeout

ESR-Series. CnpaBo4YHUK koMaHz, CLI
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* retransmit

*+ security passwords default-expired
*+ security passwords history

*+ security passwords lifetime

*+ security passwords lower-case

*+ security passwords max-length

*+ security passwords min-length

*+ security passwords numeric-count
*+ security passwords special-case

+ security passwords symbol-types
* security passwords upper-case

+ security snmp-community max-length
+ security snmp-community min-length
+ show aaa accounting

+ show aaa authentication

+ show aaa ldap-servers

+ show aaa radius-servers

+ show aaa tacacs-servers

+ show users

+ show users accounts

+ show users blocked

*+ source-address

+ source-interface

+ system configuration-exclusively

+ tacacs-server dscp

+ tacacs-server host

+ tacacs-server timeout

+ tech-support login enable

* timeout

* usage

* username

aaa accounting commands
[JaHHol KomaH0M KOHUIrypupyeTcst CMCcoK Cnoco60B yyeTa kKomaHz, BBeAEHHbIX B CLI.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHUIO.

CunHTtakcuc
aaa accounting commands stop-only <METHOD>

no aaa accounting commands stop-only

MapameTpbl
<METHOD> - cnocobbl y4yeTa:

+ tacacs — y4yeT BBefeHHbIX koMaHp no npotokony TACACS.

3Ha4yeHune no ymonyaHuio

YYéT He BefeTCH.

HeoGxoaumblii ypoBeHb NpuBUIernii
15
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KomaHaHbIi pexum
CONFIG

Mpumep

esr(config)# aaa accounting commands stop-only tacacs

aaa accounting login

[JaHHol KomaH0 KOHUrypupyeTcst CnMcoK cnocoboB yyeTa ceccuii nosb3oBaresniei. BegeHue yyeta
aKTVBUPYETCS 1 NpeKpaLlaeTcs, koraa nonb3oBaresib BXOAUT U OTK/IHOHAETCA OT CUCTEMBI, YTO COOTBETCTBYET
3HayeHusAM «start» n «stop» B coobueHnsx npotokonos RADIUS n TACACS.

MCHOﬂb3OBaHM8CﬂpMHaTeﬂbHOM(pOprIKOMaHAH(nO)yCTaHaBﬂMBaeT3HaquMeIN)yMOﬂHaHMD.

CuHTakcuc
aaa accounting login start-stop <METHOD 1> [ <METHOD 2> ]

no aaa accounting login start-stop

MapameTpbl
<METHOD> - cnocobbl y4yeTa:

+ tacacs — yuet ceccuii no npotokony TACACS;
* radius — yyeT ceccuii no npotokony RADIUS.

3Ha4yeHue no ymonyaHuio

YyeT ceccuii BEAETCS B NNOKaSIbHbIN XypHaU.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHZgHbIi pexum
CONFIG

Mpumep

esr(config)# aaa accounting login start-stop tacacs

aaa authentication attempts max-fail

[laHHOI KOMaHAol yCcTaHaBNMBAETCS MaKCMMasIbHOE KOIMYECTBO HeyAauHbIX NOMbITOK ayTeHTUdUKaLMm oo
6/10KMPOBKM MO/Ib30BaTE/NS U BPEMS, HA KOTOPOE NPOMCXOANT G1OKMPOBKA.

icnonb3oBaHue oTpuLaTesibHo hopMbl KOMaH bl (NO), 3HAYEHUST KOIMYECTBA NOMbITOK 1 Nepuo 6/10KMPOBKI
ycTaHaB/IMBaET MO YMOMYaHMIO.
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CuHTakcuc
aaa authentication attempts max-fail <COUNT> <TIME>

no aaa authentication attempts max-fail

MapameTpbl

<COUNT> — KONM4ecTBO HeyAa4HbIX NOMNbITOK ayTEHTUdIMKALMIW, NOC/E KOTOPbIX NPON30AAET 6/10KMPOBKa
nosib30BaTess, NpUHUMaeT 3HaveHus [1..65535];

<TIME> — nHTepBasi BpEMEHU B CEKYHAAX, HA KOTOPbI OyaeT 3a610KMPOBaH Nosib3oBaTe b, NPUHUMaeT
3HayeHus [1..65535).

3HauyeHue No yMmo4aHuio
KonnyecTBo HeyfayHbIX MOMbITOK — 5.

Mepwnog 6nokmnposku — 300.

Heo6xoauMbIii ypoBeHb NpuBUerui
15

KomaHgHbIi pexum
CONFIG

Mpumep

esr(config)# aaa authentication attempts max-fail 5 30

aaa authentication enable

[aHHOoI KOMaHAoM co34atTCsa CNUCKM CNOCOO0B ayTeHTUGIMKALMN NOBbLIWEHNS NPUBWUIETNIA NOMb30BaTeNeN.
Mpu Heyga4Ho NONbITKE ayTEHTMMKaLMKM NO OA4HOMY CNOCO6Y NPOMCXOAMT NOMNbITKa ayTeHTUmKaumm no
cnegytouemMy cnocoby B Crvcke.

B KoHdhmrypauum no ymonyaHuio cyliectsyet cnmcok ¢ umeHem «default». Cnncok «default» cogepxumt oguH
crnocob ayteHTUdmKauun — «enable». YTo6bl nCNob30BaTh CNUCOK 1A ayTEHTUMKaL MM NOBbILLEHUSA
npvBUMErniA NoNb3oBaTenei, He06Xo0ANMO BbINO/THUTL €ro NPUBA3KY KOMaHAOW, onucaHHol B pasgerne enable
authentication.

icnonb3oBaHme oTpuLaTesibHoi (hopMbl KOMaHZbl (NO) yAanseT CnMcok Crnoco6oB ayTeHTUUKALUN.

CuHTakcuc
aaa authentication enable <NAME> <METHOD 1> [ <METHOD 2> ] [ <METHOD 3> ] [ <METHOD 4> ]

no aaa authentication enable <NAME>

MapameTpbl
<NAME> — ums cnucka: ctpoka go 31 cumBona;
+ default — nmsa cnucka «default».

<METHOD> - cnocobbl ayTeHTUhbrKaumu:
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+ enable — ayTeHTMdmKaums ¢ noMoLlpbto enable-naponeis;
+ tacacs — ayteHTudmkaumsi no npotokosny TACACS;

* radius — ayTeHTMdmKaumsa no npotokony RADIUS;

* |ldap — ayteHTMdmkaums no npotokony LDAP.

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
CONFIG

Mpumep

esr(config)# aaa authentication enable enable-test tacacs enable

aaa authentication login

[aHHOIn KOMaHAoM co34atTCsa CNMCKM CNocob0B ayTeHTUdIMKaLMM BXO4a Nosib3oBaTtesiei B cuctemy. MNpu
HeyfayHol NoMbITKe ayTeHTU(IMKaALMN MO OAHOMY CNOCOBY MPONCXOAMT NONbITKA ayTEHTMMKaLMK NO
cnepyroLemMy B CMMCKE.

B koHburypaymm no ymonyaHuio CyLLecTByeT CNNCOK C umeHeM «default», faHHbI CNMCOK COAEPXUT OAMH
cnoco6 ayteHTudmkauum — «local». Ytobbl ncNonb30BaTh CNNCOK A/18 ayTEHTMdMKaLUmM BXoaa
nosb3oBartesiei, Heo6Xo4NUMO BbINOHUTL €ro akTMBaLMi0 KOMaHAoM, onMcaHHon B pasgene login
authentication.

icnonb3oBaHme oTpuLaTesibHoli (hopMbl KOMaHZbl (NO) yAanseT CnMcok Crnoco60oB ayTeHTUUKALUN.

CuHTakcuc

aaa authentication login { default | <NAME> } <METHOD 1> [ <METHOD 2> ] [ <METHOD 3> ]
[ <METHOD 4> ]

no aaa authentication login { default | <NAME> }

MapameTpbl

<NAME> — nms cnmcka, 3agaércsa cTpokoin go 31 cumBona.

Cnoco6bl ayTeHTU(MKaALUK:

* local — ayTeHTUhMKaUMSA C MOMOLLbIO TOKa/IbHOW 6as3bl Nofib30oBaTenei;
+ tacacs — ayteHTudomkanmsa no cnmucky TACACS-cepBepos;

+ radius — ayTeHTMdmnkaums no cnucky RADIUS-cepBepos;

* |dap — ayteHTMdmkaums no cnucky LDAP-cepBepoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KoMaHAHbIV pexum
CONFIG
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Mpumep

esr(config)# aaa authentication login login-test tacacs local

aaa authentication mode
JlaHHOI KOMaH/0Vi onpeenseTcss PeXxum paboTbl CO CrcKaMy METO0B ayTeHTU(MKaLIA.

icnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaH bl (N0) yAansieT CnMcok Crnoco60oB ayTeHTUUKALUN.

CuHTakcuc

[no] aaa authentication mode { break | chain }

MapameTpbl

break — npun ayteHTUdmkaymm 6ygyT MCcnonb3oBaTbCA Nocieayowme MeToAbl B clydae HefoCTynHOCTU 6onee
NMPUOPUTETHOTO;

chain — npu ayTeHTUbnkauum 6yayT MCNONb30BATLCA NOC/EeAYOLLMEe METOAbI B C/ly4ae NofyYeHust otkasa oT
60/1ee NPUoOpPUTETHOrO.

3HayeHue No ymosiMaHuio

chain

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomMaHAHbIV peXxum
CONFIG

Mpumep

esr(config)# aaa authentication mode break

aaa authorization commands

[aHHOoI KomaHAoM co34atTcsa CNMCKM CNOoCco60B aBTOpPU3aLM KOMaH4, BBOAMMbIX M0O/Ib30BaTeNIEM B CUCTEMY.
Mpwn Heyaa4YHol nonbITKe aBTopM3aunmn No 04HOMY CNOCO6Y NMPOMCXOAUT NOMbITKa ayTeHTudmkaymm no
cnepytouemMy crnocoby B cnucke.

B koHhurypaumm no ymonyaHuio CyLLeCTBYET CNNCOK C uMeHeM «default», AaHHbI CNMCOK cCOAEPXUT OAMH
cnoco6 aBTopusaunm — «local». YTo6bl nCcnonb30BaTh CNUCOK A/18 aBTOpM3aL M KOMaH, BBOAUMbIX
nosb3oBaTesieM B CUCTEMY, HEOOXOAMMO BbINO/THUTL €0 aKTMBaLMIO KOMaHAO, ONUCaHHOW B pasaene
commands authorization.

cnonb3oBaHue oTpuuatensbHoli hopmMbl koMmaHAabl (N0) yaansieT CnMCcoK Coco60B aBTopM3aLu.
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CuHTakcuc
aaa authorization commands { default | <NAME> } <METHOD 1> [ <METHOD 2> ]

no aaa authorization commands { default | <NAME> }

MapameTpbl

<NAME> — ums cnucka, 3agaétcsa cTpokoi ao 31 cumeona.

Cnoco6bl ayTeHTUUKayun:

* local — aBTOpPU3aUMsi C NOMOLLbHO /T0KasIbHOM 6a3bl NoNb3oBaTenel;
+ tacacs — aBTopusaumsa no cnucky TACACS-cepBepoB;

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
CONFIG

Mpumep

esr(config)# aaa authorization commands

aaa authorization control-commands enable

[laHHOI KomaHAol BKIKOYAeTCs aBTopm3aums KOHTPObHbIX kKoMmaHz (help, logout, end, exit) Ha TACACS-
cepBepe. B koHjMrypaumm no ymonyaHuio ata oyHKLNA OTK/IHEHA.

icnonb3oBaHue oTpuuaTesibHoi (DOpMbl KOMaH/bl (N0) BO3BPALLAET COCTOsIHNE K AeDONTHOMY.

CuHTakcuc

[ no ] aaa authorization control-commands enable

3Ha4yeHue no ymonyaHuio

no aaa authorization control-commands enable

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHZgHbIi pexum
CONFIG

Mpumep

esr(config)# aaa authorization control-commands enable
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aaa authorization mode
[aHHol KomaHAoW onpefensieTca pexmmM paboTbl CO CNMCKaMy METOA0B aBTOpU3aLun.

cnonb3oBaHue oTpulatTensHoli hopmMbl koMmaHAabl (N0) yaansieT CNMCOoK CNoco60B aBTopM3aLmu.

CuHTakcuc

[no] aaa authorization mode { break | chain }

MapameTpbl

break — npu ayTeHTudbukauum GyayT NCNOMb30BaTLCS NocneaytoLlye MeToapl B C/lyyae HefloCTyNHOCTY 6onee
MPVYOPUTETHOIO;

chain - npu ayTeHTUdMKaLmm 6yayT MCMONb30BATLCS MOC/EAYIOLIME METOAbI B C/lydae NnosyyeHnst otkasa ot
60/1ee NPUOPUTETHOIO.

3Ha4yeHue no ymonyaHuio

chain

HeoOxoaumbivi ypoBeHb NPUBUETAA
15

KomaHZgHbIi pexum
CONFIG

Mpumep

esr(config)# aaa authorization mode break

aaa das-profile

JlaHHas komMaHaa ucnosnb3yeTcsa AN A06aBNeHNs NpPodnns cepBepoB AnHammueckoi aTopusauum (DAS)
nepexoga B komaHgHbI pexxum DAS SERVER PROFILE.

icnonb3oBaHue oTpuuaTesibHo hopMbl KOMaHbl (NO) yaanseT 3afaHHbIin npocuib cepBepos
AnHamuyeckoi aTopusauumu (DAS).

CuHTakcuc

[no] aaa das-profile <NAME>

MapameTpbl

<NAME> - nmsa npodpunsi cepeepoB AnHamumuyeckoii asTopusaumm (DAS), 3aaaetcst cTpokoi go 31 cumBona.

Heo6xoauMbIii ypoBeHb NpuBUIerui
15
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KomaHaHbIi pexum
CONFIG

Mpumep

esr(config)# aaa das-profile profilel
esr(config-aaa-das-profile)#

aaa disable
[aHHOoIn KoMaHAoW OTKNYaEeT AOCTYN Ha MapLIpyTU3aTop Yepes KOHCO/bHbIN NHTepPMeENiC.

Mpwn ncnonb3oBaHWKM OTpULATENLHONM (hopMbl KOMaHAb! (NO) AOCTYN HA MapLLPYTU3aTOP YepPe3 KOHCOMbHbI
NHTepdenc BKNOYaETCS.

CuHTakcuc

[no] aaa disable

MapameTpbl

KomaHga He coaepXuT napameTpoB.

3Ha4yeHue no ymonyaHuio

JloCcTyn Ha MapLpyT13aTop Yepes KOHCO/bHbIV NHTePdIEC BK/THOYEH.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZgHbIi pexum
CONFIG-LINE-CONSOLE

Mpumep

esr(config-line-console)# aaa disable

aaa radius-profile

[aHHasa komaHaa ncnonb3yetcs ans aobasneHms npoduns RADIUS-cepeepoB 1 nepexofa B KOMaHAHbIM
pexvm RADIUS SERVER PROFILE.

icnonb3oBaHue oTpuLaTesibHoW hopMbl KOMaHbl (NO) yaansieT 3agaHHbiin npodunb RADIUS-cepBeposB.

CuHTaKkcuc

[no] aaa radius-profile <NAME>
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MapameTpbl
<NAME> - nms npoduns RADIUS-cepBepoB, 3agaetcs CTpokoi Ao 31 cumBona.

Heob6xoaumbivi ypoBeHb NPUBUETAA
15

KomaHZgHbIi pexum
CONFIG

Mpumep

esr(config)# aaa radius-profile profilel
esr(config-aaa-radius-profile)#

acct-port

[aHHoi KomaHaol 3a4aéTca HoMep nopTta Ansa obmeHa gaHHbiMU ¢ yaaneHHbIM RADIUS-cepsepom npu
BbINO/IHEHNWN aKKayHTUHra.

Vicnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaHibl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CuHTakcuc
acct-port <PORT>

no acct-port

MapameTpbl

<PORT> - Homep UDP-nopTa A/1s o6MeHa AaHHbIMY C YAa/IeHHbIM CEPBEPOM, MPUHUMAET 3HaueHus [1..65535].

3HayeHue No ymosiyaHuio
1813

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomMaHAHbIV peXxum
CONFIG-RADIUS-SERVER

Mpumep

esr(config-radius-server)# acct-port 4444
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auth-port

[aHHol KomaHaoM 3agaéTca Homep nopTa Ans obmMeHa gaHHbIMU ¢ yaaneHHbIM RADIUS-cepepom npu
BbIMOJ/IHEHMM ayTeHTUdImKaL M1 1 aBTopmusaLnin.

icnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHAbl (NO) YCTaHAB/IMBAET 3HAYEHME MO YMOTUYAHMIO.

CuHTakcuc
auth-port <PORT>

no auth-port

MapameTpbl

<PORT> - Homep UDP-nopTa A/15 06MeHa AaHHbIMY C YAa/IeHHbIM CEePBEPOM, MPUHUMAET 3HaueHus [1..65535].

3Ha4yeHue no ymonyaHuio
1812

HeobOxoaumbivi ypoBeHb NPUBUETAA
15

KomaHZgHbIi pexum
CONFIG-RADIUS-SERVER

Mpumep

esr(config-radius-server)# auth-port 4444

clear users blocked

[aHHoii KomaHaon yaanseTcs nHgopmaumus 0 Henpasu/bHbIX MNOMNbITKAX ayTEHTUGMKALNN Pa3NNYHbIX
nonb3oBarTesie.

CuHTakcuc

clear users blocked <NAME>

MapameTpbl

<NAME> — nms nosnb3oBarens, 415 KOTOPoro He06XoANMO OUUCTUTL CTATUCTUKY HENpPaBU/IbHbIX NOMbITKaX
ayTeHTUdmKaumm, 3agaétca CTpokoin go 31 cumeona.

be3s yKasaHunAa MMeHU NoJsib3oBartesid O4naeTcAa BCA Ta6nmu,a HenpaBW/IbHbLIX NMOMbITOK ayTeHTI/IC*)VIKaLI,VII/I.

Heo6xoaumblii ypoBeHb NpuBUIernii
15
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KomaHaHbIi pexum
ROOT

Mpumep

esr# clear users blocked

clear user-session

[aHHol KomaHAoW 3akpbiBaeTcs paboyas ceccus nonb3oBartens CLI.

CuHTakcuc
clear user-session [ <USERNAME> | <SESSION> ]

MapameTpbl
<NAME> — ums nonb3oBaTenst CECCUD KOTOPOro HEOBXOANMO 3aKPbITh, 3a4aETCs CTPOKOM Ao 31 cumBona.

<SESSION> — HoOMep TepMUHasIbHOM CECCUN KOTOPYH HEOOXO0AMMO 3aKpbiThb, 3a4aETCA YACNO0 B AMana3oHe
[1..10].

Heo6xoauMbIii ypoBeHb NpuBUerui
15

KomMaHAHbIV peXxum
ROOT

Mpumep

esr# clear users-session

clients

[laHHOI KomMaHAol onpeaensieTcs CNUCOK KIMEHTOB AnHamuyeckoii aBTopusauum (DAC), Ha 3anpockl KOTOPbIX
6yaeT oTBevaTb cepBep AnHamuyeckoin astopmsauun (DAS).

icnonb3oBaHue oTpuLaTenibHo hopMbl KOMaHbl (NO) yAANISET CNUCOK KTMEHTOB ANHAMUYECKOIA
asTtopu3sauum (DAC).

CuHTakcuc
clients object-group <NAME>

no clients

MapameTpbl

<NAME> - nms npodmnns IP-agpecos, cogepxalunii agpeca KiMeHToB AMHaMUYeCcKol aBTopusaumm, 3agaércs
CTpokoit oo 31 cumBona.
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Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
CONFIG-DAS-SERVER

Mpumep

esr(config-das-server)# clients object-group pcrf

commands authorization

[laHHOI KOMaHAoV OCYyLLECTBNSIETCA akTUBaLMS CNCKa aBTopM3aLumn KOMaH, BBOAVMbIX M0/Ib30BaTesIeM B
cucTemy.

B KoHhmrypauum no yMonyaHuio akTUBHbIM SIBASIETCA CNUCOK C MMeHeM «default», gaHHbI cnncok cogepxuT
O4MH cnocob aBTopu3aummn — «local».

icnonb3oBaHue oTpuuaTesibHol (DopMbl KOMaH/bl (N0) AeNaeT cnmucok ¢ umeHem «default» akTMBHbIM.

CuHTakcuc
commands authorization <NAME>

no commands authorization

MapameTpbl

<NAME> — nms cnmcka, 3agaércsa cTpokoin o 31 cumBona.

3HauyeHue No ymosi4aHuio

default

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KoMaHAHbIV pexum
CONFIG-LINE-CONSOLE
CONFIG-LINE-TELNET
CONFIG-LINE-SSH

Mpumep

esr(config-line-ssh)# commands authorization authorization-test
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das-server

[aHHas KomaHAa ucnonb3yeTcs Ans AobaBneHns cepeepa anHamuyeckoin astopusauum (DAS) n nepexoga B
koMaHHbIi pexxum DAS SERVER. CepBepa avHamuyeckoii asTopusaumm (DAS) npuHumatotr RADIUS CoA
3anpocbl OT K/IMEHTOB AMHaMuyeckoli asTopusaumm (DAC), Hanpumep, OTK/IOYeHWEe UK NOBTOPHBINA 3anpoc
Cr1cka CepBrCcOoB Mob30oBarens.

icnonb3oBaHue oTpuuaTesnibHO hopMbl KOMaHbl (NO) yAaNAeT 3afaHHblii cepBep AMHAMUYECKON
asTopusauum (DAS).

CuHTakcuc

[no] das-server <NAME>

MapameTpbl

<NAME> - nmsa cepeepa guHamuyeckoin astopusauum (DAS), 3agaetcsa cTpokoit fo 31 cumeona.

Heob6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
CONFIG

Mpumep

esr(config)# das-server main
esr(config-das-server)#

das-server

[laHHaa komaHa ncnonbayertcs Ans go6aBneHns cepeepa guHamuueckoi asTopusauum (DAS) B
KOHpMrypupyemblii npoub CEPBEPOB AUHAMUYECKON aBTopu3aLmn.

icnonb3oBaHme oTpuuaTesibHoli (hopMbl KOMaHAbl (N0) yaanseT 3a4aHHblii cepBep AVHAMUYECKOl
asTopusauum (DAS).

CuHTakcuc

[no] das-server <NAME>

MapameTpbl

<NAME> - nms cepsepa guHamuyeckoin astopusauum (DAS), 3agaetcsa cTpokoit o 31 cumsona.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHZHbIi pexum
CONFIG-AAA-DAS-PROFILE
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Mpumep

esr(config)# das-server mainesr(config-das-server)#

dead-interval

[aHHoi KomaHaol 3aaéTca NHTepBasl, B TeYeHun koToporo Ha RADIUS-cepBep He 6yayT oTnpaBnsTbCA
naketbl. B gaHHoe coctosiHe RADIUS-cepeep nepeBoanTCA MO UCTEUEHUN TaiMayTa OXuaaHUs OTBETA Ha
3anpoc nocniegHero gonyctumoro noetopa (cm. pasaen radius-server retransmit).

Vicnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaHibl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc
dead-interval <SEC>

no dead-interval

MapameTpbl

<SEC> - nepviofi BpeMEHM B CEKyH1aX, NpuHMmaeT 3HadeHus [0..3600].

3HayeHue No ymosiyaHuio
120

Heo6xoauMbIii ypoBeHb NpuBUerui
10

KomMaHAHbIV peXxum
CONFIG-RADIUS-SERVER

Mpumep

esr(config-radius-server)# dead-interval 600

description

KomaHga ncnonb3yeTcs Ana U3MEHEHNS ONMcaHusi Npognsis CepBEPOB AnHamuyeckoi asTopusauum (DAS)
nnun npodouna RADIUS-cepsepos.

icnonb3oBaHue oTpuLaTenibHoW hopMbl KOMaHAb! (NO) yaansieT onucaHne npogouns.

CuHTtakcuc
description <DESCRIPTION>

no description

MapameTpbl

<DESCRIPTION> - onucaHune npoduns, 3agaétcsa CTPoKoin Ao 255 cMMBO/IOB.
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Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-DAS-SERVER-PROFILE
CONFIG-RADIUS-SERVER-PROFILE

Mpumep

YcTaHoBUTb onuncaHue ans npoduns IP-aapecos:

esr(config-aaa-das-profile)# description "Main profile"

disable

[JlaHHOli KOMaHAO0 NPOU3BOANTCS MOHMKEHNE YPOBHSA NPUBUENNIA NONb30BATENSA A0 NEPBOHAYA/IbHbIX.

CuHTakcuc
disable

MapameTpbl

KomaHga He cogepXuT napameTpoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
2

KomaHZgHbIi pexum
ROOT

Mpumep

esr# disable
esr>

enable

[laHHOoi komMaHAol NPON3BOAUTCA MOBbILLIEHNE YPOBHSA NPUBUAErniA nosb3osaresns. Cnocobbl ayTeHTudmKaLmmn
NOBbILLEHUS NPUBW/IETMIA NOMb30BaTeNel 3a4at0TCs C NOMOLLbIO KOMaH/bl, ONMCaHHOW B pasaene aaa
authentication attempts max-fail.

© Mo ymonuaHuio B KOHUrypaLmm yCTaHOB/IEH METOA, ayTeHTMdMKaLMK No naposito «enable». Mpu aTom
naponn He 3adaHbl, TO €CTb /1060 CMCTEMHbIV NOMb30BaTENlb MOXET NOAYUNTb 15 HEOBXOANMBIN
YPOBEHb NPUBUNETWIA.

169



ESR-Series. CnpaBoyHnK komaHz CLI

© [na ayteHTudMKaLymM NOBbILLEHMS NpuBKAernii no npotokonam TACACS/RADIUS/LDAP Ha cepsepe
[IO/MKHbI ObITb CO3/aHbl Nosib3oBaTenu Senab<PRIV>S, rae <PRIV> — Heo6X0AMMbIii YPOBEHb
NpVBUNEIIA NONb30BaTENS, KOTOPbLIA AO/HKEH ObITh ayTEHTUULMPOBAH.

CuHTakcuc
enable [ <PRIV>]

MapameTpbl

<PRIV> - HE06X0AUMbIii ypOBEHb NPUBWMETUNA, MPUHUMAET 3HaueHue [2..15].

3HauyeHue No ymosi4aHuio
15

Heo6xoaumblii ypoBeHb NpuBUIernii
1

KoMaHAHbIV pexum
ROOT

Mpumep

esr> enable 10
esr#

enable authentication

[ aHHO KOMaH/10¥i OCYLLIECTB/SIETCS aKTUBALWMS CNCcKa ayTeHTUUKALMW NOBbILLEHNS NPUBUETUIA
no/sib30BaTeseil, KoTopblil GyAET NCMO/b30BaTLCSA B KOHIMIYPUPYEMOM TEPMUHANIE.

B KOH(pUrypaumm no ymonyaHuio akTMBHbIM SIBASIETCA CNUCOK ¢ MMeHeM «default», gaHHbIn cnvcok coaepxut
OAVH cnocob ayTeHTudmKauum — «enablex.

Micnonb3oBaHue oTpuLaTesibHoi (DOPMbI KOMaH bl (N0) AeNaeT CNMcok ¢ umeHeMm «default» akTMBHbIM.

CuHTakcuc
enable authentication <NAME>

no enable authentication

MapameTpbl

<NAME> — ums cnucka, 3agaétcsa cTpokoi ao 31 cumeona.

3HauyeHne No yMO/TYaHUIO
default
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Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
CONFIG-LINE-CONSOLE
CONFIG-LINE-TELNET
CONFIG-LINE-SSH

Mpumep

esr(config-line-console)# enable authentication enable-test

enable password

[aHHOoIn KomaHAoW ycTaHaBNMBaETCA Naposib, KOTOPbI ByaeT 3anpallmeaTbCsa Npu NOBbILLEHUN YPOBHS
NpUBUAErNIA NO/Ib30BATENS.

© Mo ymonuaHmio B KOHUIypaLmy Napoy He 3aaHbl, TO eCTb /1060 CUCTEMHBbIV NO/b30BATE b MOXET
nony4nTb 15 HEOBXoANMbIV YPOBEHL NPUBUIIETNIA.

icnonb3oBaHme oTpuuaTesibHoli (hopMbl KOMaHbl (N0) yaansieT naposib U3 CUCTEMBI.

CuHTakcuc
enable password { <CLEAR-TEXT> | encrypted <HASH_SHA512> } [ privilege <PRIV> ]

no enable password [ privilege <PRIV> ]

MapameTpbl
<CLEAR-TEXT> — naposb, 3agaétcs cTpokoii [1 .. 32] cumBo/oB, NpuHUMaeT 3HadeHus [0-9a-fA-F];
<HASH_SHA512> — xeww napons no anroputmy sha512, 3agaértcsa ctpokoii 13 110 cMMBO/IOB;

<PRIV> - HE06X0AUMbIIi ypOBEHb NMPUBUNETUNA, MPUHMAET 3HaueHue [2..15], 3HaueHne no ymonyaHmio 15.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHZHbIi pexum
CONFIG

Mpumep

esr(config)# enable password 12345678 privilege 10
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exec-timeout

[aHHol KomaHaoM 3a4aéTca UHTepBaUsl, N0 CTEYEHMM KOTOPOro ByaeT paspbiBaTbCs 6e34elicTByoLas
ceccus.

icnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHAbl (NO) YCTaHAB/IMBAET 3HAYEHME MO YMOTUYAHMIO.

CuHTakcuc
exec—-timeout <SEC>

no exec-timeout

MapameTpbl

<SEC> - nepvof, BpeMeHn B MUHyTax, NPMHMMAET 3HadyeHus [1..65535].

3Ha4yeHue no ymonyaHuio

30 MUHYT

HeobOxoaumbivi ypoBeHb NPUBUETAA
15

KomaHAHbII pexum
CONFIG-LINE-CONSOLE
CONFIG-LINE-SSH
CONFIG-LINE-TELNET

CONFIG-LINE-AUX '
Mpumep
esr(config-line-ssh)# exec-timeout 600

& " TonbKo ons ESR-21.

ip sftp enable
[aHHoi1 KomaHAoM Ha MapLupyTu3aTope BKIYaeTcst 4oCTyn no sftp Ansa koHduUryprpyemoro nonb3oBarterssi.

Mpwn ncnonb3oBaHWKM OTpULATENBHOI hOpPMbI KOMaHAbl (No) oTkoYaeT AocTyn no sftp ans
KOHUrypupyemoro nosib3oBatensi.

CuHTaKkcuc

[no] ip sftp enable

MapameTpbl
OrtcyTtcTBYIOT
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3Ha4yeHune no ymonyaHuio

Bbik/1to4eHO

Heob6xoaumbivi ypoBeHb NPUBUETAA
10

KomaHZgHbIi pexum
CONFIG-USER

Mpumep

esr(config-user)# ip sftp enable

key

ESR-Series. CnpaBoyHnK komaHz CLI

[ aHHoii KomaH 1o 3a4aéTcs Naposib ANs ayTeHTUUKaLMK Ha YAAa/IEHHOM CepBepe.

icnonb3oBaHue oTpuLaTeNbHO DOPMbl KOMaH bl (N0) yAansieT 3aAaHHbIi Naposb ANs ayTeHTUgMKaLMN Ha

yOaneHHOM CepBepe.

CuHTakcuc

key ascii-text { <TEXT> | encrypted <ENCRYPTED-TEXT> }

no key

MapameTpbl

<TEXT> - cTpoka [8..16] ASCII-cumeonos (ans TACACS-cepsepa — [1..16] ASCIIl-cumB0on0B);
<ENCRYPTED-TEXT> — 3awumdpoBaHHbIii naposib, pasmepoM [8..16] 6aiiT, 3agaétcs cTpokoii [16..32]

cumBonos (ana TACACS-cepsepa — 10 120 cMMBO/IOB).

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KoMaHAHbIV pexum
CONFIG-TACACS-SERVER
CONFIG-RADIUS-SERVER
CONFIG-DAS-SERVER

Mpumep

esr(config-tacacs-server)# key ascii-text 12345678
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Idap-server base-dn

[aHHoi komaHpaoli 3apaétca 6a3oBbiii DN (Distinguished name), koTopblii 6yAeT MCnonb30BaTLCA NPY NOUCKe
nonb3oBaTenei.

cnonb3oBaHue oTpulatensHoli hopmMbl komaHabl (No) yaansieT 3aAaHHblin 6a30BbIii DN.

CuHTtakcuc
ldap-server base-dn <NAME>

no ldap-server base-dn

MapameTpbl

<NAME> — 6a308bIii DN, 3agaetcsa cTpokoii Ao 255 cumBonos.

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIi pexum
CONFIG

Mpumep

esr(config)# ldap-server base-dn “dc=example,dc=com”

Idap-server bind authenticate root-dn

[aHHoi1 komaHpaoii 3apaétca DN (Distinguished name) nonb3oBatens ¢ npaBamu agMUHUCTPATOPA, NoA,
KOTopbIM ByaeT nponcxoanTb asTopusaumnsa Ha LDAP-cepsepe npu noncke nosb3oBartenei.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHbl (N0) yaanseT 3agaHHblin DN nonb3oBatens.

CunHTtakcuc
ldap-server bind authenticate root-dn <NAME>

no bind authenticate root-dn

MapameTpbl

<NAME> — DN nonb3oBatesns ¢ npaBamn agMUHUCTpaTopa, 3agaeTcs CTPOKoi Ao 255 cMMBOOB.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHZHbIi pexum
CONFIG
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Mpumep

esr(config)# ldap-server bind authenticate root-dn “cn=admin,dc=example,dc=com”

Idap-server bind authenticate root-password

[aHHoii KomaH 10V 3a4aéTcs Napo/ib No/b30BaTeNs C NpaBaMyu afiMUHUCTPATOPa, Noj, KOTOPbIM GyaeT
npoucxoamuTb aBTopusauus Ha LDAP-cepBepe npw novcke nonb3oBareneii.

icnonb3oBaHue oTpuLaTeNbHo (DOPMbl KOMaH bl (N0) yaanseT 3aaHHblii Naposb Nonb3oBaTens.

CuHTakcuc

ldap-server bind authenticate root-password ascii-text { <TEXT> | encrypted <ENCRYPTED-
TEXT> }

no bind authenticate root-password

MapameTpbl
<TEXT> - cTpoka [8..16] ASCIl-cumBonos;

<ENCRYPTED-TEXT> — 3awumdpoBaHHbIii naposib, pasmepoM [8..16] 6aiiT, 3agaétcs cTpokoii [16..32]
CYMBO/IOB.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KoMaHAHbIV pexum
CONFIG

Mpumep

esr(config)# ldap-server bind authenticate root-password ascii-text 12345678

Idap-server bind timeout

[JaHHoi KomaHaoli 3a4aéTcs UHTEepBaJl, MO UCTEUYEHUM KOTOPOTO YCTPOCTBO cumtaeT, uto LDAP-cepeep
HeZoCTYymeH.

icnonb3oBaHue oTpuLaTesibHoi (DOpMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc
ldap-server bind timeout <SEC>

no ldap-server bind timeout

MapameTpbl

<SEC> - nepvo/, BpeMeHu B CeKyHax, NpuHumaet 3HadeHus [1..30].
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3Ha4yeHune no ymonyaHuio

3 cekyHApbl

Heob6xoaumbivi ypoBeHb NPUBUETAA
15

KomaHZgHbIi pexum
CONFIG

Mpumep

esr(config)# ldap-server bind timeout 5

Idap-server dscp

KomaHpga 3anaét 3HadeHne koga DSCP ansa ncnonb3oBaHna B IP-3arosioBke ncxogawmx naketos LDAP-
cepsepa.

Vicnonb3oBaHue oTpuLaTeNbHO hopMbl KOMaH bl (N0) ycTaHaBMBaeT 3HadeHe DSCP no ymonyaHuio.

CuHTakcuc
ldap-server dscp <DSCP>

no ldap-server dscp

MapameTpbl

<DSCP> - 3HaueHue koga DSCP, npuHMmaeT 3HaueHus B amanasoHe [0..63].

3HayeHue No ymosiyaHuio
63

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG

Mpumep

esr(config)# ldap-server dscp 40
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Idap-server host

JaHHaa komaHga ncnoneayerca ana gobasneHms LDAP-cepsepa B CNMCOK NCNOb3YEMbIX CEPBEPOB U
nepexoga B kKoMaHgHbI pexxum LDAP SERVER.

Vicnonb3oBaHue oTpuuaTenbHO hopMbl KOMaHab! (N0) yaanseTt 3agaHHbIi LDAP-cepBep.

CuHTakcuc
[no] ldap-server host { <ADDR> | <IPV6-ADDR> | <LDAP-HOST-NAME> } [ vrf <VRF> ]

MapameTpbl
<VRF> - nmsa ak3emnnsipa VRF, 3apgaetcsa cTpokoii o 31 cumBona.

<ADDR> - IP-agpec LDAP-cepBepa, 3agaétcs B Buge AAA.BBB.CCC.DDD, rge kaxgasi 4acTb NpUHUMAET
3HaueHus [0..255];

<IPV6-ADDR> - IPv6-agpec LDAP-cepBepa, 3agaétca B Buge X:X:X:X::X, rge kaxgasa yactb npuHuMaeT
3HauYeHus B LIecTHaguaTepuyHom dpopmarte [0..FFFF].

<LDAP-HOST-NAME> — DNS-umsi LDAP-cepBepa, 3agaétcs cTpokoit o 31 cumBona. 1 KOppeKTHOro
conocTtasnieHns DNS-umeHn xocta ¢ IP-agpecom Ha MapLupyTM3aTope A0/hKHA ObITb 3anyLeHa 1 HacTpoeHa
dyHKuma domain lookup enable.

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
CONFIG

Mpumep

esr(config)# ldap-server host 10.100.100.1
esr(config-ldap-server)#

Idap-server naming-attribute

[aHHOoI KomaHaoM 3aaéTca nmsa atpubyTa 06bEKTa, CO 3HAYEHEM KOTOPOro UAET CPpaBHEHME UMEHN
nckomMoro nosnb3oBaTensa Ha LDAP-cepsepe.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CunHTtakcuc
ldap-server naming-attribute <NAME>

no ldap-server naming-attribute

MapameTpbl

<NAME> — nms atpmbyTta 06bekTa, 3a4a€1Cs CTPOKON A0 127 CMMBO/OB.
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3Ha4yeHune no ymonyaHuio
uid

Heob6xoaumbivi ypoBeHb NPUBUETAA
15

KomaHZgHbIi pexum
CONFIG

Mpumep

esr(config)# ldap-server naming-attribute displayName

Idap-server privilege-level-attribute

ESR-Series. CnpaBoyHnK komaHz CLI

[ aHHoi KoMaH10Vi 3a4aéTcs UMS aTpMbyTa 06LEKTA, 3HAUEHNE KOTOPOro 6yaeT onpeaensiTb HauyasibHble
NPVBUIETN NOMb30BATENIS HAa YCTPOKCTBE. ATPUOYT AO/KEH NPUHMMATL 3Ha4YeHus [1..15]. Ecn ykasaHHblit
aTpueyT OTCYTCTBYET UMW COAEPXKUT HEAOMNYCTUMOE 3HAUYEHVE, TO HauaslbHble NPUBWUIETNN NOMb30BaTENS

6y,qu COOTBETCTBOBATL NPMBUIETNAM NONb30BAaTENA «remote».

Vicnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc

ldap-server privilege-level-attribute <NAME>

no ldap-server privilege-level-attribute

MapameTpbl

<NAME> — nms atpnbyta 06bekTa, 3a4aéTca CTPOKOW A0 127 CUMBOSOB.

3HayeHue No ymosiMaHuio

priv-lvl

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomMaHAHbIV peXxum
CONFIG

Mpumep

esr(config)# ldap-server privilege-level-attribute title
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Idap-server search filter user-object-class

[aHHoIn KomaHaoM 3a4aéTca UMA Knacca 06beKTOB, Cpean KOTOPbIX HEOOXOAMMO BbIMOSTHATL NOUCK
nonb3oBartenei Ha LDAP-cepBepe.

icnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHAbl (NO) YCTaHAB/IMBAET 3HAYEHME MO YMOTUYAHMIO.

CuHTakcuc
ldap-server search filter user-object-class <NAME>

no ldap-server search filter user-object-class

MapameTpbl

<NAME> — nms knacca o6beKkToB, 3a4aéTcs CTPOKOW A0 127 CUMBO/IOB.

3Ha4yeHue no ymonyaHuio

posixAccount

HeobOxoaumbivi ypoBeHb NPUBUETAA
15

KomaHZgHbIi pexum
CONFIG

Mpumep

esr(config)# ldap-server search filter user-object-class shadowAccount

Idap-server search scope
[aHHoii komaHaoi 3a1aéTcs o6nacTb novcka nosb3osareneii B gepese LDAP-cepeepa.

Vicnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaHibl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CuHTakcuc
ldap-server search scope <SCOPE>

no ldap-server search scope

MapameTpbl
<SCOPE> - o6nacTb noucka nosb3oBartenei Ha LDAP-cepBepe, npyHUMaEeT criegytowme 3HaueHus:

+ onelevel — BbINO/IHATL NOUCK B 06bEKTaX Ha cneayrowem yposHe nocne 6asosoro DN B gepese LDAP-
cepBsepa;
*+ subtree — BbINONHATL NOMCK BO BCcex o6bekTax nogaepesa 6asosoro DN B agepese LDAP-cepepa.

3HayeHue No ymosiMaHuio

subtree
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Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
CONFIG

Mpumep

esr(config)# ldap-server search scope onelevel

Idap-server search timeout

[aHHOoI KomaHaoM 3aaéTca NHTepBaUl, N0 NCTEYEHMM KOTOPOro YCTPOMCTBO cunTaeT, Uto LDAP-cepBep He
Haluen 3anucei Nonb3oBartesnen, NoAXoAALLMX N0 YCI0BNE NOUCKa.

icnonb3oBaHme oTpuLaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAUYEHME MO YMOTYAHUIO.

CunHTtakcuc
ldap-server search timeout <SEC>

no ldap-server search timeout

MapameTpbl

<SEC> - nepviofi BpeMeHu B cekyHax, npuHumaet 3HadeHus [0..30].

3HauyeHue Nno ymosi4aHuio

0 — yCTpOMCTBO OXMAaEeT 3aBepLUeHNss noncka n nonyyeHns oreeta ot LDAP-cepsepa.

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KoMaHAHbIV pexum
CONFIG

Mpumep

esr(config)# ldap-server search timeout 10

Idap-server ssl crypto

[aHHol KomaHZOo yKa3biBaeTcA cepTndnKaT, KOTopbIi ByAeT Ncnonb3oBaTbCca ANns ycTaHoBneHns SSL-
coeguHeHna ¢ LDAP-cepsepom.

icnonb3oBaHue oTpuuaTesibHoi hopMbl KOMaHzbl (NO) yaansieT u3 KoHdUrypauum ceptudoukar ans
ycTaHoBneHns SSL-coegmHeHmns ¢ LDAP-cepeepom.
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CuHTakcuc
ldap-server ssl crypto <FILE-NAME>

no ldap-server ssl crypto

MapameTpbl

OTcyTCTBYIOT.

3HauyeHue No yMmo4aHuio

CepTudukar He yKasaH.

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
CONFIG

Mpumep

esr(config)# ldap-server ssl crypto ldap-ssl.crt

Idap-server ssl check-peer disable
[JaHHol KomaHaon oTknovaeTcs Bepudukaunsa LDAP-cepeepa no ceptudumkary.

Micnonb3oBaHue oTpuLaTesnibHoi hopMbl KOMaH bl (N0) BKoUuaeT Bepudmkaumio LDAP-cepeepa no
ceptudomkary.

CuHTakcuc

[no] ldap-server ssl check-peer disable

MapameTpbl

OtcyTCTBYIOT.

3HauyeHue No ymosi4aHuio

OTK/IH0YEHO.

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KoMaHAHbIV pexum
CONFIG
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Mpumep

esr(config)# ldap-server ssl check-peer disable

Idap-server ssl enable
[laHHoli KoMaHAo BKtoYaeTcst ucnonb3oBaHune SSL-coeanHenns anst LDAP-nogkntoyeHus (LDAP over SSL).

icnonb3oBaHue oTpuLaTenibHoi hopmMbl KOMaHAbI (NO) OTK/IKOUAETCS UCMO/b30BaHWe SSL-coeauHeHus ans
LDAP-noakntoyeHust (LDAP over SSL).

CuHTakcuc

[no] ldap-server ssl enable

MapameTpbl

OTcyTCTBYIOT.

3HayeHue No ymosiMaHuio

OTK/IH0YEHO.

Heo6xoauMbIii ypoBeHb NpuBUerui
15

KomMaHAHbIV peXxum
CONFIG

Mpumep

esr(config)# ldap-server ssl enable

line

[laHHOI KOMaH/0 OCYLLIECTBISAETCA NEPEXO/ B PEXUM KOHDUIYPUPOBaHKS COOTBETCTBYIOLLIETO TEPMUHANA:
nokasibHasi KOHCONb, yaaneHHast KoHconb (Telnet), yaaneHHas 3awyeHHas koHcosb (SSH).

icnonb3oBaHue oTpuuaTenbHoli hopmMbl kKoMaHbl (N0) ycTaHaBNMBaET NapamMeTpbl TEPMUHAsIA MO
ymonyaHuto. MapameTpbl N0 yMOMYaHmIo onncaHbl B pasgenax login authentication un enable authentication.

CuHTakcuc
[no] 1line <TYPE>
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MapameTpbl
<TYPE> - T1n KoHCcoNu®:

+ console — floKkasibHast KOHCO/Tb;
+ telnet — yganeHHas koHCO/b;
+ ssh — 3aWmuieHHas yaaneHHas KOHCO/b.

HeoOxoaumbivi ypoBeHb NPUBUETAA
15

KomaHZgHbIi pexum
CONFIG

Mpumep

esr(config)# line console
esr(config-line-console)#

login authentication
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[aHHOI KOMaH/I0¥i OCYLLIECTBNSIETCA aKTUBALMS CNUCKa ayTEHTUUKALMM BXOAA NO/b30BaTENEN B CUCTEMY,

KOTOPbIV BYAET MCMOMb30BATLCS B KOH(PUIYPMPYEMOM TEepMUHANE.

B KOHpUrypauym no ymonyaHuio akTMBHbIM SIBASIETCA CNCOK ¢ MMeHeM «default», gaHHbIn cnvcok coaepxut

OOWH cnocob ayTeHTUdmKaumm — «local».

Mcnonb3oBaHue oTpuLaTeNbHO (DOPMbI KOMaH bl (N0) AeNaeT CNUcoK ¢ uMeHeM «default» akTUBHbIM.

CuHTakcuc
login authentication <NAME>

no login authentication

MapameTpbl

<NAME> — nms cnucka, 3agaétca cTpokoit go 31 cumeona.

3HauyeHue No YMO/TYaHUIO
default

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomMaHAHbIV peXxum
CONFIG-LINE-CONSOLE
CONFIG-LINE-TELNET
CONFIG-LINE-SSH
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Mpumep

esr(config-line-console)# login authentication login-test

password

KomaHga ansa yctaHOBKM nNaposs onpefenieHHoOMY Mosib30BaTtesto /19 BXxoga B cuctemy. Maponb MOXeT ObITb
3a/laH KakK B OTKpbITOM BuAe, Tak 1 B Buae xew sha512.

Vicnonb3oBaHue oTpuLaTeNbHO DOpPMbl KOMaH bl (N0) yaansieT naposb Nnosb30BaTesis U3 CUCTEMBI.

CuHTakcuc
password { <CLEAR-TEXT> | encrypted <HASH_SHA512> }

no password

MapameTpbl
<CLEAR-TEXT> - naponb, 3agaétcsi cTpokoii [1 .. 32] cumBosoB, npuHUMaeT 3HadeHus [0-9a-fA-F];

<HASH_SHAS512> — xew napons no anroputmy sha512, 3agaértcsa ctpokoii u3 110 cMMBOOB.

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KoMaHAHbIV pexum
CONFIG-USER
CHANGE-EXPIRED-PASSWORD

Mpumep

esr(config-user) password test

port
[aHHoi KomaHaoii 3aA4aéTcs Homep nopTa 4719 06MeHa AaHHbIMU C YAaNEHHbIM CEPBEPOM.

icnonb3oBaHue oTpuLaTesibHoi (DOpMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CuHTakcuc
port <PORT>

no port

MapameTpbl

<PORT> — Homep TCP/UDP-nopta N obMeHa flaHHbIMU C YAa/IEHHbIM CepPBEPOM, NMPUHMMAET 3Ha4YeHUA
[1..65535].

184



3Ha4yeHune no ymonyaHuio
49 - nna TACACS-cepsepa;
389 — ana LDAP-cepsepa;

He yctaHoBneHo — ansa DAS-cepsepa.

HeoOxoaumbivi ypoBeHb NPUBUETAA
15

KomaHAHbI pexum
CONFIG-TACACS-SERVER
CONFIG-LDAP-SERVER
CONFIG-DAS-SERVER

Mpumep

esr(config-tacacs-server)# port 4444

priority

ESR-Series. CnpaBoyHnK komaHz CLI

[JaHHoOi KoMaH 10V 3a4aéTCs NPUOPUTET UCMOMb30BaHUSA YAANIEHHOTO cepBepa. YeM HMXKe 3HaueHve, Tem

nprvopuTeTHEE cepBep.

Vicnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaH bl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc
priority <PRIORITY>

no priority

MapameTpbl

<PRIORITY> — npvopuTeT UCMO/b30BaHNA YAaIeHHOrO CepBepa, NPUHNUMAET 3HaueHus [1..65535].

3HayeHue No ymosiMaHuio
1

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomMaHAHbIV peXxum
CONFIG-TACACS-SERVER
CONFIG-RADIUS-SERVER
CONFIG-LDAP-SERVER
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Mpumep

esr(config-tacacs-server)# priority 5

privilege

[JaHHOoI KomaHA0M NPOU3BOAUTCA YyCTaHOBKA YPOBHA NpuBUNernii nonb3osarens. Habop KkomaHa, KOTopbIil
[OCTYyMNeH Nonb30BaTesto, 3aBUCUT OT YPOBHA Npusunernia. NMosb3osBarenam ¢ ypoBHAMU npusmneruii ot 1 go 9
[OCTYNeH TOMIbKO NPOCMOTP MHopmMauuun. MNMonb3oBarensam ¢ yposHeMm npusuneruii ot 10 go 15 goctynHa
60bLIas YacTb KOMaHL, KOH(UrypupoBaHus. MNMonb3oBarensm ¢ ypoBHEM npusuneruii 15 4oCTyneH NosHbIi
Habop KoMaHA. TpebyeMblii HE0OX0AMMBbI YPOBEHL NPUBUAETNIA KOMaHA, MOXET ObITb U3MEHEH, ONNCaHNE B
pasgene description.

Vicnonb3oBaHue oTpuLaTeNibHo (DOPMblI KOMaH bl (N0) ycTaHAB/IMBAET HEOOXOAMMbIA YPOBEHbL NPUBUETHIA
Mo YMOJ/YaHWIO.

HaszHaueHne HayanibHOro YPOBHS MPVBU/IErWiA NOMb30BaTENNSIM NMPOUCXOANT CeayoLlM 06pasoMm:

* HeobXo4UMBbIA YPOBEHb NPUBU/IETNIA NO/Ib30BaTENAM U3 JTIOKa/IbHOW 6a3bl Ha3HaYaeTCsl ykazaHHOM
KomMaHz0M;

* Heob6XoAUMbI YPOBEHb NPUBMKAETUIA ANA NOb30BaTesNel, aBTopM30oBaBLLUMXCSA Mo npoTokony RADIUS,
n3BriekaeTca U3 atpubyTa cisco-avpair = "shell:priv-lvl=<PRIV>";

* Heob6XoAUMbI YPOBEHb NPUBUAETUIA ANA Nob3oBaTesnel, aBTopmM3oBaBLLMXcs no npoTtokony TACACS,
n3BriekaeTca u3 atpuoyTa priv-lvi=<PRIV>;

* YpOBEeHb NPUBU/IETNIA /19 NOMb30BaTeNein, asTopm3oBasLLMXcs No npoTtokosny LDAP, nssnekaetcs u3
aTpubyTa, 3ajaHHOro kKoMaHAo privilege-level-attribute, onucaHHo B pasgene line, N0 ymMonyaHuio priv-
Ivi=<PRIV>.

Ecnu npu ayteHTudmKaumm nonb3oBatens yepes npotokosibl TACACS/RADIUS/LDAP He 6blna nonyyeHa
BbllLIeyKa3aHHasa onuust uaun 6bisa NosyyYeHa onuus ¢ HEKOPPEKTHLIM 3HAYEHMEM, TO NONb3oBaTento byayT
HasHayeHbl NPUBMMErM NOMb30BaTENA «remoter, Mo ymonyaHuio 1. Heobxoaumeblii ypoBeHb NpUBUIErnii
nonb3oBaTens «remote» MOXHO U3MEHUTb aHaI0rMYHO NIFDH60MY APYroMy NOJb30BaTENIO U3 NTIOKa/TbHON 6a3bl ¢
NMOMOLLbH YKa3aHHON KOMaHApbI.

CuHTakcuc
privilege <PRIV>

no privilege

MapameTpbl

<PRIV> — HEOGXOAVMbII1 YPOBEHb NPUBWU/IEMNIA, TPUHUMAET 3HaueHme [1..15].

3HayeHue No ymosiMaHuio
1

Heo6xoauMbIii ypoBeHb NpuBUerui
15

KomMaHAHbIV peXxum
CONFIG-USER
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Mpumep

esr(config-user)# privilege 15

privilege

[laHHOi KOMaH/10¥i NPOM3BOAMTCS YCTaHOBKA MUHUMA/IbHOMO YPOBHS NPUBU/IETXIA NO/b30BaTENS,
HE0O6X0IMMOTO [/ BbINOMHEHUS KOMAHAbI U3 YKa3aHHOTo NojAepeBa KoMaHA,

Vicnonb3oBaHue oTpuLaTeNbHO DOPMbI KOMaH bl (N0) ycTaHAB/IMBAET HEOOXOAMMbIA YPOBEHb NPUBUETHIA
Mo YMO/YaHWI0.

CuHTakcuc
privilege <COMMAND-MODE> level <PRIV> <COMMAND>
no privilege <COMMAND-MODE> <COMMAND>

MapameTpbl
<COMMAND-MODE> — koMaHZHbI pexuM, MOXET MPUHUMATbL 3HAYEHUS:

+ change-expired-password,;
+ config;

+ config-aaa-das-profile;
+ config-aaa-radius-profile;
+ config-accsess-profile;
+ config-acl;

+ config-acl-rule;

+ config-archive;

+ config-bgp;

+ config-bgp-af;

+ config-bgp-group;

+ config-bgp-neighbor;

+ config-bridge;

+ config-cellular-modem;
+ config-cellular-profile;
+ config-class-map;

+ config-class-policy-map;
+ config-das-server;

+ config-dhcp-server;

+ config-dhcp-vendor-id;
+ config-dnat;

+ config-dnat-pool;

+ config-dnat-rule;

+ config-dnat-ruleset;

+ config-eT;

+ config-gre;

+ config-if-gi;

+ config-if-te;

+ config-ike-gw;

+ config-ike-policy;

+ config-ike-proposal;

+ config-ip4ip4;

+ config-ipsec-policy;

+ config-ipsec-proposal;

187



+ config-ipsec-vpn;

+ config-ipv6-bgp-af;

+ config-ipv6-bgp-group;

+ config-ipvé-bgp-neighbor;
+ config-ipv6-dhcp-server;
+ config-ipv6-ospf;

+ config-ipv6-ospf-area;

+ config-ipv6-ospf-vlink;

+ config-ipvé-pl;

+ config-ipvé-wan-rule;

+ config-ipv6-wan-target;

+ config-ipv6-wan-target-list;
+ config-keychain;

+ config-keychain-key;

+ config-12tp-server;

+ config-12tpv3;

+ config-ldap-server;

+ config-line-console;

+ config-line-ssh;

+ config-line-telnet;

+ config-loopback;

+ config-It;

+ config-mst;

+ config-multilink;

+ config-netflow-host;

+ config-network-policy;

+ config-ntp;

+ config-object-group-application;
+ config-object-group-mac;
+ config-object-group-network;
+ config-object-group-service;
+ config-object-group-url;
+ config-openvpn;

+ config-openvpn-server;

+ config-ospf;

+ config-ospf-area;

+ config-ospf-vlink;

+ config-pl;

+ config-policy-map;

+ config-pool;

+ config-port-channel;

+ config-ppp-user;

+ config-pppoe;

+ config-pptp;

+ config-pptp-server;

+ config-profile;

+ config-qing-if;

+ config-radius-server;

+ config-rip;

+ config-route-map;

+ config-route-map-rule;

+ config-service-port;

+ config-sflow-host;

+ config-snat;

+ config-snat-pool;

+ config-snat-rule;

+ config-snat-ruleset;

ESR-Series. CnpaBoyHnK komaHz CLI
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+ config-snmp-host;

+ config-snmp-user;

+ config-softgre;

+ config-subif;

+ config-subscriber-control;
+ config-subscriber-default-service;
+ config-subtunnel;

+ config-tacacs-server;
+ config-tracking;

+ config-user,;

+ config-vlan;

+ config-vrf;

+ config-vti;

+ config-wan-rule;

+ config-wan-target;

+ config-wan-target-list;
+ config-wireless;

+ config-zone;

+ config-zone-pair;

+ config-zone-pair-rule;
+ debug;

* root.

<PRIV> — HEOGXOAMMbII1 YPOBEHb NPUBWU/IEMNIA, TPUHUMAET 3HaueHue [1..15];

<COMMAND> - noaaepeBo KomaHf, 3afaeTcsi CTPOKOi Ao 255 cumMBOOB.

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIi pexum
CONFIG

Mpumep

YcTaHOBUTb A5t NogAepeBa koMaHa, «show» KOPHEBOTO KOMaHAHOMO PeXrMa Heo6X0AVMbIV YPOBEHb
npvBunernin 2. KomaHapl nogaepesa «show interfaces» octaBuTb C ypoBHEM Npusunernii 1.

esr(config)# privilege root level 2 "show"
esr(config)# privilege root level 1 "show interfaces"

radius-server dscp

KomaHpaa 3anaét 3HadeHne koga DSCP ana ncnonb3oBaHna B IP-3aronoBke ncxogsawmx naketos RADIUS-
cepsepa.

Micnonb3oBaHue oTpuLaTesibHoW hopMbl KOMaH bl (N0) ycTaHaBnmBaeT 3HadeHne DSCP no ymonuyaxuio.
CuHTakcuc

radius—-server dscp <DSCP>

no radius-server dscp
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MapameTpbl
<DSCP> - 3HaueHue koga DSCP, npuHMmaeT 3HadyeHus B amanasoHe [0..63].

3HayeHue No ymosiMaHuio
63

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHaHbIi pexum
CONFIG

Mpumep

esr(config)# radius-server dscp 40

radius-server host

[JaHHasa komaHga ncnonbayercsa gns gobasneHns RADIUS-cepeepa B CNMCOK UCMOMb3yeMbIX CEPBEPOB U
nepexoga B koMaHAHbI pexum RADIUS SERVER.

Micnonb3oBaHue oTpuuaTenibHoi hopMbl KOMaHzbl (NO) yaanseT 3agaHHbIin RADIUS-cepsep.

CuHTakcuc
[no] radius-server host { <ADDR> | <IPV6-ADDR> } [ vrf <VRF> ]

MapameTpbl
<VRF> — nms aksemnnspa VRF, 3agaetcsa cTpokoi o 31 cumeona.

<ADDR> — IP-agpec RADIUS-cepBepa, 3agaétca B sBuge AAA.BBB.CCC.DDD, rge kaxgas yactb npuHUMaet
3HaueHus [0..255];

<IPV6-ADDR> — IPv6-agpec RADIUS-cepBepa, 3agaétca B Buge X:X:X:X::X, rae kakaasa 4acTb NpuHMmaet
3HauYeHus B LIecTHaauaTepuyHom dpopmarte [0..FFFF].

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomMaHAHbIV peXxum
CONFIG

Mpumep

esr(config)# radius-server host 10.100.100.1
esr(config-radius-server)#
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radius-server host
JaHHaa komaHga ncnoneayercsa s gobasneHns RADIUS-cepsepa B npodusis RADIUS-cepBepoB.
icnonb3oBaHue oTpuuaTenibHo hopMbl KOMaHbl (N0) yaanseT 3agaHHblii RADIUS-cepeep 13 npocuns.

CuHTakcuc
[no] radius-server host { <ADDR> | <IPV6-ADDR> } [ vrf <VRF> ]

MapameTpbl
<VRF> - nmsa ak3emnnsipa VRF, 3agaetcsa cTpokoii o 31 cumsona.

<ADDR> - IP-agpec RADIUS-cepBepa, 3agaétcs B Buge AAA.BBB.CCC.DDD, rge kaxgas yacTb NpUHUMaET
3HaueHus [0..255];

<IPV6-ADDR> — IPv6-agpec RADIUS-cepBepa, 3agaétcs B Buge X:X:X:X::X, rge kaxaasi 4acTb NpuH1UMaeT
3HauYeHus B LIecTHaguaTepuyHom dpopmarte [0..FFFF].

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
CONFIG-RADIUS-SERVER-PROFILE

Mpumep

esr(config-aaa-radius-profile)# radius-server host 10.100.100.1

radius-server retransmit

[aHHol KomaHaoM 3a4aéTca KOIMYeCTBO Nepe3anpocoB K nocnegHemy aktnsHomy RADIUS-cepBepy, koTopoe
OyAeT BbINOSIHEHO Nepes BbINO/IHEHNEM 3anpocoB K cneyrowmm RADIUS-cepsepam B crnivcke.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHUIO.

CuHTakcuc
radius-server retransmit <COUNT>

no radius-server retransmit

MapameTpbl

<COUNT> - konmuecTBo nepesanpocoB k RADIUS-cepBepy, npuHnmMaet 3Hauexus [1..10].

3HauyeHue No ymosi4aHuio
1

Heo6xoaumblii ypoBeHb NpuBUIernii
15
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KomaHaHbIi pexum
CONFIG

Mpumep

esr(config)# radius-server retransmit 5

radius-server timeout

[laHHOI KomMaHAoV 3aaéTCa MHTepBaU, NO UCTEUYEHMN KOTOPOTro YCTPOICTBO cunTaeT, uto RADIUS-cepeep
HeAOCTYMNEH.

MCHOﬂb3OBaHM8CﬂpMHaTeﬂbHOM(pOprIKOMaHAH(nO)yCTaHaBﬂMBaeT3HaquMeIN)yMOﬂHaHMD.

CuHTakcuc
radius-server timeout <SEC>

no radius-server timeout

MapameTpbl

<SEC> - nepvo/, BpeMeHu B CeKyHax, NpuHumaeT 3HadeHus [1..30].

3Ha4yeHue no ymonyaHuio

3 cekyHApbl

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZgHbIi pexum
CONFIG

Mpumep

esr(config)# radius-server timeout 5

retransmit

[aHHoi KomaHaol 3agaétcsa KonnyecTBo nepesanpocos K RADIUS-cepsepy, koTopoe 6yAeT BbINOHEHO Nepes
BbINO/IHEHMEM 3anpocoBs K cnegytowmum RADIUS-cepsepam B cnucke.

Micnonb3oBaHue oTpuLaTesibHov hopMbl KOMaHzbl (NO) yCTaHAB/IMBAET 3HAUYEHME MO YMOTUYAHMIO.
CuHTaKkcuc

retransmit <COUNT>

no retransmit
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MapameTpbl
<COUNT> - konmuecTBo nepesanpocoB k RADIUS-cepsepy, npuHnmMaet 3Hauexust [1..10].

3HayeHue No ymosiMaHuio

He 3aaaH, ncnosnb3yeTcsl 3Ha4YeHue r106a/1bHOro NnapaMeTpa, OonMcaHHoro B pasaene radius-server retransmit.

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KomaHaHbIi pexum
CONFIG-RADIUS-SERVER

Mpumep
esr(config)# retransmit 5
security passwords default-expired

[ aHHO KOMaH/0Vi BK/TOYAETCA 3anpoc Ha CMeHy Naposis No yMoYaHuio A5 nosb3osatesis admin.

icnonb3oBaHue oTpuuaTesibHol (DOpPMbl KOMaHbl (N0) OTK/OYAET 3anpoc Ha CMEHY Naposisi MO YMOYAHWIO.

CuHTakcuc

[no] security passwords default-expired

MapameTpbl

KomaHga He coaepXuT napameTpoB.

3Ha4yeHune no ymonyaHuio

3anpoc Ha CMeHy Naposis N0 YMOSTYaHUIO OTK/TIHOYEH.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHZHbIi pexum
CONFIG

Mpumep

esr(config)# security passwords default-expired
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security passwords history

[JaHHOV KOMaH0Vi BK/TIOYAETCA PEXMM 3anpeTa Ha 1CMosib30BaHNe paHee YCTaHOB/IeHHbIX Naposiei
NOoKasIbHbIX Nosib3oBaTesieil. B kayecTBe napaMeTpa ykasblBaeTcsi KOJIMYECTBO Naposiell, CoXpaHsieMbIX B
namMaTi MapLupyTu3aTopa.

icnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHAbl (NO) YCTaHAB/IMBAET 3HAYEHME MO YMOTUYAHMIO.

CunHTtakcuc
security passwords history <COUNT>

no security passwords history

MapameTpbl

<COUNT> - Ko/IM4ecTBO naporsiel, coxpaHsieMblx B NamsiTv Mmaplipytusatopa [0..15]. Mpyu ymeHbLeHnn
[@aHHOTO 3HAYeHWs NMLLHKE, 6oNlee cTapble Napony yaansTcs.

3Ha4yeHue no ymonyaHuio
1

HeoOxoaumbivi ypoBeHb NPUBUETAA
15

KomaHZHbIi pexum
CONFIG

Mpumep

esr(config)# security passwords history 5

security passwords lifetime

[laHHOI KOMaH/10¥i ycTaHAB/IMBAETCS BPeMs eiiCTBIUA Napos NI0KafibHOro nosib3osaterisi. Mpu nonbITke
NOAK/HUEHMS NO/b30BaTENS C UCTEKLLUM NaposieM No/b3oBaTteb GyAeT Hanpas/eH B PeXnM
NPUHYAUTENbHOV CMEHbI Napons.

Vicnonb3oBaHue oTpuLaTeNIbHON (DOPMbl KOMaHibl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CuHTakcuc
security passwords lifetime <TIME>

no security passwords Llifetime

MapameTpbl

<TIME> - nHTepBasn BpeMeHu AeiNCcTBUS Naposist B AHSX, NPUHUMAET 3HadeHus [1..365].
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3Ha4yeHune no ymonyaHuio

Bpemsa feiicTBMS Naponsi NOKasIbHOrO NO/Ib30BaTENSA HE OrPaHUYEHO.

Heob6xoaumbivi ypoBeHb NPUBUETAA
15

KomaHZgHbIi pexum
CONFIG

Mpumep

esr(config)# security passwords lifetime 30

security passwords lower-case

[aHHoi KomaHAol ycTaHaBIMBAETCA MUHMMAa/IbHOE KO/IMYECTBO CTPOUHbLIX BYKB B Naposie /IoKaslbHOro
nonb3osarend, ENABLE-napone, umeHn SMNPv3-nonb3osatens 1 SMNPv1/SMNPV2 ¢ KOMbIOHUTMW.

Vicnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaHibl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CuHTakcuc
security passwords lower-case <COUNT>

no security passwords lower-case

MapameTpbl

<COUNT> — MMHUMaJ/IbHOE KONMMYECTBO CTPOUHBIX OYKB B Naposie iokasibHoro nons3osartens, ENABLE-napone,
nmenn SMNPv3-nons3osatens n SMNPv1/SMNPv2 ¢ kombloHntu [0..32].

3HayeHue No ymosiMaHuio
0

Heo6xoauMbIii ypoBeHb NpuBUerui
15

KomMaHAHbIV peXxum
CONFIG

Mpumep

esr(config)# security passwords lower-case 2
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security passwords max-length

[JaHHol KoMaH0i yCcTaHaB/IMBaAETCH OrpaHNYeHre Ha MakCUMasibHYH0 AJIMHY Naposis TOKasIbHOro
nonb3osartensa n ENABLE-napons.

icnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHAbl (NO) YCTaHAB/IMBAET 3HAYEHME MO YMOTUYAHMIO.

CuHTtakcuc
security passwords max-length <NUM>

no security passwords max-length

MapameTpbl

<NUM> — MakcuMasibHoe KOM14ecTBO CMMBOJIOB B Naporsie, 3a4aeTcs B AvanasoHe [1..32].

3Ha4yeHue no ymonyaHuio
32

HeobOxoaumbivi ypoBeHb NPUBUETAA
15

KomaHZgHbIi pexum
CONFIG

Mpumep

esr(config)# security passwords max-length 30

security passwords min-length

[JaHHOoI KOMaHAo0W yCcTaHaBNMBaETCA OrpaHnYeHne Ha MUHUMasIbHYH0 AJ/1IVMHY Naposs I0Ka/IbHOro
nons3osarensa n ENABLE-napons.

Vicnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaHibl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CuHTakcuc
security passwords min-length <NUM>

no security passwords min-length

MapameTpbl

<NUM> — MUHMMa/IbHOE KO/IMYECTBO CMBOJIOB B Naposie, 3afaeTcs B AvanasoHe [1..32].

3HayeHue No ymosiMaHuio
1
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Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
CONFIG

Mpumep

esr(config)# security passwords min-length 10

security passwords numeric-count

[aHHol KomaHZo yCcTaHaB/IMBAETCS MUHMMa/IbHOE KO/IMYECTBO AP B Naposie NOKasbHOro nosb3osarens,
ENABLE-napone, umeHn SMNPv3-nons3osatens 1 SMNPv1/SMNPV2 ¢ KOMbIOHUTMW.

icnonb3oBaHme oTpuLaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAUYEHME MO YMOTYAHUIO.

CunHTtakcuc
security passwords numeric-count <COUNT>

no security passwords numeric-count

MapameTpbl

<COUNT> — MnHMmasibHOe Kon4ecTBo Ludp B napose fiokasibHoro nosns3osaresnis, ENABLE-napone, nmeHm
SMNPv3-nonb3osatens u SMNPv1/SMNPv2 ¢ kombtounTy [0..32].

3HauyeHue No ymosi4aHuio
0

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KoMaHAHbIV pexum
CONFIG

Mpumep

esr(config)# security passwords numeric-count 2

security passwords special-case

[aHHOoI KomaHAoM ycTaHaBNMBaAETCA MUHMMa/IbHOE KOSIMYECTBO CneLpnasibHbIX CMMBOJIOB B Naposie
nokasnbHoro nosns3oarens, ENABLE-napone, nmeHn SMNPv3-nonb3oBatens n SMNPv1/SMNPv2 ¢
KOMbIOHUTH.

icnonb3oBaHue oTpuLaTesibHoi (DOpMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.
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CuHTakcuc
security passwords special-case <COUNT>

no security passwords special-case

MapameTpbl

<COUNT> — MUHMMa/IbHOE KO/INYECTBO CrneunasibHbIX CUMMBOJI0B B Naposie STIOKasIbHOro nosib3oBaresis,
ENABLE-napone, umenn SMNPv3-nonib3osatens  SMNPv1/SMNPV2 ¢ komblonntu [0..32).

3HaueHue No yMmosi4aHuio
0

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
CONFIG

Mpumep

esr(config)# security passwords special-case 2

security passwords symbol-types

[aHHol KomaH0i ycTaHaB/IMBaeTCs MUHMasIbHOe KO/IMYEeCTBO TUMOB CYMBOJIOB, KOTOPbIE AO/KHbI
npucyTCTBOBaTh B Napose fokasbHoro noss3osarens, ENABLE-napone, umenn SMNPv3-nionib3oBarens u
SMNPv1/SMNPV2 ¢ KOMbIOHUTW.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CunHTtakcuc
security passwords symbol-types <COUNT>

no security passwords symbol-types

MapameTpbl

<COUNT> — MMHUMaJ/IbHOE KOMIMYECTBO TUNOB CUMBOJIOB B NapoJsie SI0OKasIbHOro Nosib30BaTess,
ENABLE-napone, umenn SMNPv3-nonb3oBatens u SMNPv1/SMNPvV2 ¢ KomboHUTK [1..4].

3HauyeHue Nno ymosi4aHuio
1

Heo6xoaumblii ypoBeHb NpuBUiernii
15
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KomaHaHbIi pexum
CONFIG

Mpumep

esr(config)# security passwords symbol-types 2

security passwords upper-case

[JlaHHOli KOMaHAOo ycTaHaBIMBAETCA MUHMMasIbHOE KOMMUYECTBO NPOMUCHbIX (3arnaBHbIX) GYKB B Napone
nokasnbHoro nosne3oarens, ENABLE-napone, nmeHn SMNPv3-nonb3oBatens n SMNPv1/SMNPv2 ¢
KOMbIOHUTH.

MCHOﬂb3OBaHM8CﬂpMHaTeﬂbHOM(pOprIKOMaHAH(nO)yCTaHaBﬂMBaeT3HaquMeIN)yMOﬂHaHMD.

CuHTakcuc
security passwords upper-case <COUNT>

no security passwords upper-case

MapameTpbl

<COUNT> - MVH1MasIbHOE KONMMYECTBO NPONMUCHBIX (3arnaBHbIX) 6yKB B Naposie I0KasibHOro Nosib30oBatens,
ENABLE-napone, umenn SMNPv3-nonb3osatens n SMNPv1/SMNPV2 ¢ komblonuTu [0..32].

3Ha4yeHune no ymonyaHuio
0

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHZAHbIi pexum
CONFIG

Mpumep

esr(config)# security passwords upper-case 2

security snmp-community max-length
[aHHo KomaHaol ycTaHaBAMBAETCS orpaHnvyeHmne Ha MakcumMasbHyo asimHy SMNPv1/SMNPV2 ¢ KOMbIOHUTN.

icnonb3oBaHue oTpuLaTesibHov hopMbl KOMaHzbl (NO) yCTaHAB/IMBAET 3HAUYEHME MO YMOTUYaHMIO.
CuHTaKkcuc

security snmp-community max-length <NUM>

no security snmp-community max-length
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MapameTpbl

<NUM> — MakcumasibHOe KO/IMYeCTBO CMBOJIOB B KOMbIOHWTY, 3a4aeTcs B AnanasoHe [1..128].

3HayeHue No ymosiMaHuio
128

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KomaHaHbIi pexum
CONFIG

Mpumep
esr(config)# security snmp-community max-length 30
security snmp-community min-length

[aHHoi KomaHAoM ycTaHaBNMBAETCS OrpaHnyYeHne Ha MMHUMasbHy gsinHy SMNPv1/SMNPV2 ¢ KOMbIOHUTMW.

MCHOﬂb3OBaHM8CﬂpMHaTeﬂbHOM(pOprIKOMaHAH(nO)yCTaHaBﬂMBaeT3HaquMeIN)yMOﬂHaHMD.

CuHTakcuc
security passwords min-length <NUM>

no security passwords min-length

MapameTpbl

<NUM> — MUHUMa/IbHOE KOJIMYECTBO CYMBOJIOB B KOMbIOHUTY, 3a4aeTcs B AnanasoHe [1..128].

3Ha4yeHune no ymonyaHuio
1

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KomaHZHbIi pexum
CONFIG

Mpumep

esr(config)# security snmp-community min-length 10
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show aaa accounting

[laHHas KomMaHa No3BO/SIET MPOCMOTPETb HACTPOEHHbIE NapaMeTpbl yUeTa.

CuHTakcuc

show aaa accounting

MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
ROOT

Mpumep

esr# show aaa accounting
Login : radius
Commands : tacacs

show aaa authentication

[JlaHHas komMmaHza No3BOJISIET MPOCMOTPETL CNUCKM CNOCO60B ayTEHTUIMKALMM NOMb30BaTeNeld, a Takke
aKTVBHbIE CMUCKU KaXA0ro Tna TepMUHaIOB.

CuHTakcuc

show aaa authentication

MapameTpbl

KomaHga He cogepXuT napameTpoB.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHZHbIi pexum
ROOT
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Mpumep

esr# show aaa authentication
Login Authentication Method Lists

default local
Enable Authentication Method Lists

default enable
Lines configuration

Line Login method list Enable method 1list
console default default
telnet default default
ssh default default

show aaa Idap-servers

JaHHas komaHga no3BonsfeT NpocMmoTpeTs napameTtpbl LDAP-cepBepoB.

CuHTakcuc

show aaa ldap-servers

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KoMaHAHbIV pexum
ROOT
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Mpumep

esr# show aaa ldap-servers

Base DN: dc=example,dc=com

Root DN: cn=admin,dc=example,dc=com
Root password: CDE65039E5591FA3

Naming attribute: uid

Privilege level attribute: priv-1lvl

User object class: posixAccount

DSCP: 63

Bind timeout: 3

Search timeout: 0

Search scope: subtree

IP Address Port Priority
10.100.100.1 389 1

show aaa radius-servers

JaHHas komaHAa no3BonseT NnpocMmoTpeTs napametpbl RADIUS-cepeepoB.

CuHTakcuc

show aaa radius-servers

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KoMaHAHbIV pexum
ROOT

Mpumep

esr# show aaa radius-servers

Timeout: 3

Retransmit: 1

DSCP: 63

IP Addres Timeout Priority Usage Key

2.2.2.2 -= 1 all 9DA7076CA30B5FFEODCIC4
2.4.4.4 -= 1 all 9DA7076BA30OB4EFCES

show aaa tacacs-servers

[JaHHasi KomaHa no3BosieT NPocMoTPeThL napameTpbl TACACS-cepBeposB.
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CuHTakcuc

show aaa tacacs-servers

MapameTpbl

KomaHga He coaepXuT napameTpos.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHaHbIi pexum
ROOT

Mpumep

esr# show aaa tacacs-servers

Timeout : 3

DSCP: 63

IP Address Port Priority Key

10.100.100.1 49 1 CDE65039E5591FA3

10.100.100.5 49 10 CDE65039E5591FA3
show users

JaHHaa koMmaHaa no3BosiIAeT NPOCMOTPETL akTUBHbIE Ceccun nonb3oBartesieii CUCTEMbI.

CuHTakcuc

show users

MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heo6xoauMbIii ypoBeHb NpuBUIerui
1

KomMaHAHbIV peXxum
ROOT
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Mpumep

esr# show users

SID User name Logged 1in at Protocol

Timers Login/Priv Level

0 * admin 26/06/23 15:47:38 SSH

29:59/00:00:00 15

1 admin 26/06/23 15:48:08 Telnet

25:08/00:00:00 15

2 admin 26/06/23 15:52:47 Console

29:56/00:00:00 15

show users accounts

ESR-Series. CnpaBoyHnK komaHz CLI

Host

192.168.1.44 00:
192.168.1.44 00:
Console 00:

[JaHHasi KomaHa No3BosieT NPOCMOTPETb KOHAPUIYpaLMio Nosib3oBaTesieli CUCTEMBI.

CuHTakcuc

show users accounts

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
ROOT

Mpumep

esr# show user accounts
Name

techsupport

remote

operator

Password
$6$1sxrvGaV8Za8oX/KSYNel5xYPZ4cj
bemYWYNpQBQKDXWE9vOaoKgQ
KRCEbOEMNuUuusO09Kmg7UBs7nA3buEM87e
Eu.rA6tzq0
$6SYfwntIwUSah7UxPZTemKhjpSWvVsV
9jHcp. 9lweQaSldw7ZtUr
uH66UZXx9.EBASTf//hUj80bUaC484TNR
X.
$6SYfwntIwUSah7UxPZTemKhjpSWvVsV
9jHcp. kgFAK.vmvyY9lweQaSldw7ZtUr
uH66UZXx9.EBASTf//hUj80bUaC484TNR
X.
$6SeIlpbbyRxedCzvVD$4RHPO8mMjXVNT
urX7V/ULCZ1loHIWMwEGh5T
zgwZQUZcPoZCEyaqQQqCicRMRuPwhxrQ
bvGChWrewWl

Privilege

15
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show users blocked

[aHHas KomaH[a No3BONSAET NpocMaTpuBaTb CNUCOK Nosib3oBaTesnei, 415 KOTopbIX Obls1 BBEAEH
Henpaswu/bHbIA Naposb. MNonb3oBartenb yAanseTcs U3 cnucka nocsie BBoga npasu/ibHOro Naposs npu
ayTeHTUdonKauuu.

CuHTakcuc
show users blocked [ <NAME> ]

MapameTpbl

<NAME> - nmsi nonb3oBaTtessi, 4718 KOTOPOro He06X0AVMMO 0TOGPAa3UTb CTATUCTIKY HENPABU/bHBIX MOMbITOK
ayTeHTUdmKaLmm, 3aaaéTcs CTPoKoit Ao 31 cumBona.

be3 ykaszaHusa nMeHu nosb3osBartens 0To6pa>|<aeTc;| BCA Ta6!'IVILI,a HernpaBu/ibHbIX MOMNbITOK ayTeHTVICbVIKaLIIVIVI.

Heo6xoauMbIii ypoBeHb NpuBUierui
1

KomaHgHbIii pexum
ROOT

Mpumep

esr# show users blocked
User name Failures Latest failure From

tester 4 10/09/17 08:29:42 0.0.0.0

source-address

[JaHHoli komaHzon onpegensetca IPv4/IPv6-agpec mapLupyTusarTopa, KOoTopblil 6yAeT UCMosb30BaTbCH B
kayectBe IPv4/IPv6-afpeca NCTOYHUKA B OTNpaB/IsieMblX NakeTax Ha KoHpurypupyemblii AAA-cepsep.

icnonb3oBaHue oTpuLaTesibHoW hopMbl KOMaH bl (NO) yaansieT ykasaHHblii IPv4/IPv6-aapec NCTOUHMKA.

CuHTaKcuc
source-address { <ADDR> | <IPV6-ADDR> }

no source-address

MapameTpbl

<ADDR> - IP-agpec nctouHuka, 3agaétcs s suge AAA.BBB.CCC.DDD, rge kaxaas 4acTb NPUHUMAET 3HaYeHUs
[0..255];

<IPV6-ADDR> — IPv6-agpec nctouHuka, 3agaétca B suge X:X:X:X::X, rae kaxgasa 4acTtb NpUHMMAET 3HAYEHUA B
LecTHaauartepmyHom cpopmare [0..FFFF].

Heo6xoaumblii ypoBeHb NpuBUiernii
15
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KomaHaHbIi pexum
CONFIG-RADIUS-SERVER
CONFIG-TACACS-SERVER
CONFIG-LDAP-SERVER

Mpumep

esr(config-radius-server)# source-address 220::71

source-interface

[aHHoin KomaHaoW onpegensieTcsa nHTepdpeiic nam TyHHeNb MapwpyTunsatopa, IPv4/IPv6-agpec koToporo
6yaeT ncnonb3oBaTbcA B kadecTse |IPv4/IPv6-agpeca UCTOYHUKA B OTNPaBAseMbIX NakeTax Ha
KoHpurypupyemblii AAA-cepsep.

icnonb3oBaHue oTpuuaTesnibHo hopMbl KOMaHbl (NO) yAANAET yKasaHHbI UHTepdelic Nmn TyHHENb.

CuHTakcuc
source-interface { <IF> | <TUN> }

no source-interface

MapameTpbl

<IF> — nmsa nHTepdelica ycTponcTea, 3a4aéTca B BUAE, ONMCaHHOM B pasgene Turbl 1 nopsifok MMeHoBaHNsA
NHTephelicoB MapLLpyTU3aTopa;

<TUN> — nmsA TyHHeNa yCcTponcTBa, 3aaéTca B BUAE, ONNUCAHHOM B pasgesne Turbl 1 Nopsfok MMeHoBaHusA
TYHHesen mapLupyTusaropa.

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomMaHAHbIV peXxum
CONFIG-RADIUS-SERVER
CONFIG-TACACS-SERVER
CONFIG-LDAP-SERVER

Mpumep

esr(config-radius-server)# source-interface gigabitethernet 1/0/1

system configuration-exclusively
[aHHOoI KomaHAoM BKNOYaeTCs orpaHnyeHne konuyectaa ceccuii CLI go ogHo.

icnonb3oBaHue oTpuuaTenibHoi hopMbl KOMaHzbl (NO) YCTaHAB/IMBAETCA 3HAYEHUE MO YMOTHAHNUIO.
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CuHTakcuc

[no] system configuration-exclusively

MapameTpbl

KomaHga He coaepXuT napameTpos.

3HauyeHue No yMmo4aHuio

OTKtOYEHO.

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
CONFIG

Mpumep

esr(config)# system configuration-exclusively

tacacs-server dscp

KomaHpaa 3anaét 3HaveHue koga DSCP ansa ncnonb3oBaHna B IP-3aronioBke ncxogsawmx naketos TACACS-
cepsepa.

icnonb3oBaHue oTpuLaTesibHov hopMbl KOMaHbl (N0) ycTaHaBMBaeT 3HadeHne DSCP no ymonyaHuio.

CuHTakcuc
tacacs-server dscp <DSCP>

no tacacs-server dscp

MapameTpbl

<DSCP> - 3HaueHue koga DSCP, npuHumaeT 3HaueHus B avanasoHe [0..63].

3HauyeHue No ymosi4aHuio
63

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
CONFIG
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Mpumep

esr(config)# tacacs-server dscp 40

tacacs-server host

[aHHasa komaHaa ncnonbayercsa ans aobasneHnss TACACS-cepepa B CNMCOK UCNOMb3yEMbIX CEPBEPOB U
nepexoga B KomaHaHbln pexxum TACACS SERVER.

Micnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaHbl (N0) yaanseT 3agaHHblii TACACS-cepsep.

CuHTakcuc

[no] tacacs-server host { <ADDR> | <IPV6-ADDR> } [ vrf <VRF> ]

MapameTpbl
<VRF> - nmsa ak3emnnspa VRF, 3agaetca cTpokoii go 31 cumsona.

<ADDR> - IP-agpec TACACS-cepBepa, 3agaétcs B Buge AAA.BBB.CCC.DDD, rge kaxgada yactb NpUHUMaeT
3HayeHus [0..255].

<IPV6-ADDR> — IPv6-agpec TACACS-cepBepa, 3agaétcsa B Buae X:X:X:X::X, rge kaxaas yacTb npuHUMaeT
3Ha4YeHus B WecTHaauaTepuuHom chopmare [0..FFFF].

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KoMaHAHbIV pexum
CONFIG

Mpumep

esr(config)# tacacs-server host 10.100.100.1
esr(config-tacacs-server)#

tacacs-server timeout

[ aHHoi KoMaHIoVi 3aA4aéTCcs HTEepBaJl, MO MCTEUYEHUM KOTOPOTo YCTPOCTBO cuntaeTt, uto TACACS-cepBep
HeZoCTYymeH.

icnonb3oBaHue oTpuLaTesibHoi (DOpMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc
tacacs-server timeout <SEC>

no tacacs-server timeout

MapameTpbl

<SEC> - nepvo/, BpeMeHu B CekyHJax, NpuHumaet 3HadeHus [1..30].
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3Ha4yeHune no ymonyaHuio

3 cekyHpbl.

Heob6xoaumbivi ypoBeHb NPUBUETAA
10

KomaHZgHbIi pexum
CONFIG

Mpumep

esr(config)# tacacs-server timeout 5

tech-support login enable

ESR-Series. CnpaBoyHnK komaHz CLI

[ aHHO KOMaH/10¥i BK/TOYAETCS HU3KOYPOBHEBBIV YAaNeHHbI AOCTYM K CUCTEME C NOMOLLbIO M0/b30BaTenNs
«techsupport». HU3KoypoBHEBBIV AOCTYN K CUCTEME MO3BOJIUT MOJYYUTb TEXHUUECKOI NOAAEPKKE BCHO

HeobxoauMYH MHd)OpMaLMIO, Korga aTo Heo6XoAMMO.

icnonb3oBaHue oTpuLaTeNIbHO (hOPMbl KOMaHbl (N0) BbIK/THOUYAET HU3KOYPOBHEBbIN YaaNIeHHbI A0CTYN K

cUcTeMe C NMoMOoLLb0 Nosb3oBaTtens «techsupport».

CuHTakcuc

[no] tech-support login enable

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KoMaHAHbIV pexum
CONFIG

Mpumep

esr(config)# tech-support login enable

timeout

[ aHHoi KoMaHoVi 3aA4aéTCs UHTEepBaJl, MO UCTEUYEHUM KOTOPOTo YCTPOICTBO cuntaeT, uto RADIUS-cepsep

HeZoCTYymeH.

icnonb3oBaHue oTpuLaTesibHoi (DOpMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.
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CuHTakcuc
timeout <SEC>

no timeout

MapameTpbl

<SEC> - nepvo/, BpeMeHu B CeKyHJax, NpuHumaet 3HadeHus [1..30].

3HauyeHue No yMmo4aHuio

He 3afaH, cnosb3yeTcs 3HaueHne r106as1bHOro TaiMepa, onMcaHHoro B pasaene radius-server timeout.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-RADIUS-SERVER

Mpumep

esr(config-radius-server)# timeout 7

usage

[JaHHas komaHga onpegenseT TUN CoeAVHeHU ANa ayTeHTudrKaumm KoTopbix 6ygeT NCnonb30BaTbes
RADIUS-cepsepa.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHUIO.

CuHTakcuc
usage { all | aaa | auth | acct | pptp | 12tp }

no usage

MapameTpbl
all — Bce Tunbl coeanHeHui;

aaa — RADIUS-cepBep 6yaeT ucnonb3oBaTbCs Ans ayTeHTudmkaunm, astopusaumm un yyeta telnet-, ssh-,
console-ceccuif;

auth — RADIUS-cepBep 6yaeT ncnonb3oBatbCs A8 ayTeHTMdNKaUMM n asTopusaumm telnet-, ssh-,
console-ceccuif;

acct — RADIUS-cepBep 6yaeT ucnonb3oBatbes Ans yyeta telnet-, ssh-, console-ceccuis;

pptp — RADIUS-cepBep 6yAeT ucnonb3oBaTbCa AN ayTeHTUMKauun, aBTopusaunm 1 yyeta yaasieHHbIX
nonb3oBaTenen, nogknyarLwmxca no npotokony PPTP;

12tp — RADIUS-cepBep 6yaeT ncnonb3oBatbecs 415 ayTeHTUmKaumm, asTopusanmmn 1 yyeta yaaieHHbIX
nonb3oBaTtenen, nogknyarwmxcsa no npotokony L2TP over IPsec.
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3Ha4yeHune no ymonyaHuio

all

Heob6xoaumbivi ypoBeHb NPUBUETAA
15

KomaHZgHbIi pexum
CONFIG-RADIUS-SERVER

Mpumep

esr(config-radius-server)# usage pptp

username

,ﬂ,aHHOVI KOM&HAOVI BbIMNOJ/THAETCA p,o6aBneHme nosib3oBartesiAa B JIOKaJ/1IbHYHO 6a3y nonb3oBarenen n
OCYLLECTB/IAETCA Nepexo B peXnm HaCTpOVIKVI napamMmeTpoB NoJsib3oBaresis.

icnonb3oBaHue oTpuLaTeNbHO DOpMbl KOMaH bl (N0) yaansieT Nofb3oBaTenst U3 CUCTEMBI.

CuHTakcuc

[no] username <NAME>

MapameTpbl

<NAME> — nms nonb3oBarens, 3agaéTtca cTpokoit go 31 cumeona. Ecnv ncnonb3oBarb KOMaHay s
yaasieHnss, To NpK yKasaHun 3HadveHust «all» yayT yaaneHbl Bce Nonb3oBaTeni.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KoMaHAHbIV pexum
CONFIG

Mpumep

esr(config)# username test
esr(config-user)#
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13 KoHchurypupoBaHue 1 MOHUTOPUHI MHTEpPenCcoB

+ O6uwme KoMaHabl
+ clear interfaces counters
+ description
+ history statistics
* interface
* ip tcp adjust-mss
+ load-average
* mode
* mtu
* rate-limit arp-broadcast
* rate-limit arp-broadcast pps
+ show interfaces counters
+ show interfaces description
+ show interfaces history
+ show interfaces status
+ show interfaces utilization
+ show system jumbo-frames
+ shutdown
+ speed
+ switchport dot1q ethertype egress stag
+ switchport mode
+ system jumbo-frames
+ dusnyeckme nHTepencol
« snmp trap link-status
+ show interfaces protected-ports
+ show interfaces sfp
+ show interfaces switch-port configuration
+ show interfaces switch-port status
+ threshold rx-utilization
+ threshold rx-utilization monitoring
+ threshold tx-utilization
+ threshold tx-utilization monitoring
+ switchport community
+ switchport protected
+ switchport protected-port
+ ArpervpoBaHHble MHTepdelichl
+ channel-group
* lacp port-priority
* lacp system-priority
* lacp timeout
+ port-channel load-balance
+ show interfaces port-channel
+ show lacp counters
+ show lacp interfaces
+ show lacp parameters
* E1/multilink
* enable
* ip tcp header-compression
* ip tcp compression-connections
* mrru
+ password
* ppp authentication chap
* ppp chap hostname
* ppp chap password
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* ppp chap refuse
* ppp chap username
* ppp ipcp accept-address
* ppp ipcp remote-address
* ppp max-configure
* ppp max-failure
* ppp max-terminate
* Ppp mru
* ppp multilink
* ppp multilink-group
* ppp timeout keepalive
* ppp timeout retry
+ show controllers e1
+ switchport e1 slot
+ switchport e1 clock source
+ switchport el crc
+ switchport e1 framing
+ switchport e1 invert data
+ switchport e1 linecode
+ switchport e1 timeslots
+ switchport e1 unframed
+ switchport mode e1

+ [NocnepoBaresibHble NHTEpPAdENCHI
+ chat-script
+ clear line aux
+ databits
+ dialer
+ dialer idle-timeout
+ dialer in-band
+ dialer map
« dialer string
+ flowcontrol
* line aux
* modem inout
* parity
+ show line aux
+ speed
+ stopbits
+ transport telnet port

+ becnpoBogHble MOAEMBI
+ allowed-auth
+ allowed-mode
* apn
+ cellular modem
« cellular profile
+ device
* enable
* ip-version
* mode
* mru
* number
+ password
* pin
+ preferred-mode
+ profile
+ show cellular configuration modem
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+ show cellular configuration profile
+ show cellular status modem
* user
* HacTtpoiika TenedoHHbIX NOPTOB
+ authentication name
+ authentication password
+ call-forwarding busy
+ call-forwarding busy number
+ call-forwarding no-answer
+ call-forwarding no-answer number
+ call-forwarding no-answer timeout
+ call-forwarding unconditional
+ call-forwarding unconditional number
+ call-waiting
+ caller-id mode
+ dial-type
* enable
+ flash call-transfer
+ flash call-transfer mode
+ flash timer
* hotline
* hotline ipt
+ hotline pstn
+ hotline number
* hotline number ipt
+ hotline number pstn
+ hotline timeout
* hotline timeout ipt
+ hotline timeout pstn
* hybrid rx
* hybrid tx
* ipt prefix-name
* ipt prefix-number
* ipt offhook-ringing
* ipt ring-number
« profile sip
+ profile pbx
+ pstn transmit-number
*+ pstn transmit-prefix
+ shutdown
+ sip port
* sip user display-name
* sip user phone
+ timing delay
+ timing digit
+ timing flash
+ timing pulse-digit
+ timing pulse-interdigit
+ timing pulse-pause
+ timing tone-digit
+ timing tone-interdigit
+ TecTupoBaHue TenedOHHbIX MOPTOB
+ test voice-port start
+ test voice-port status
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MopsifoK MMeHOoBaHMA NHTePdENCOB MapLLpyTU3aTopa onucaH B pasgesne Tunbl 1 NopsaoK MMEHOBaHNS
NHTephelricoB MapLupyTusaropa.

KomaHpapbl, BBEAEHHbIE B pEXMMe KOH(UIypupoBaHusi nHTepdoelica (rpynnbl MHTEPKECcoB), NPUMEHSIHOTCS K
BblGpPaHHOMY MHTepdeiicy (rpynne nHTepgeiicos).

O6wue KoMmaHAbl

clear interfaces counters

[aHHo KomaHa0l OCyLECTBNSAETCHA COPOC CHETUMKOB 3a[aHHOIO CUCTEMHOTO MHTEpdielica nnu rpynnbl
NHTepdelicos.

CuHTaKkcuc

clear tinterfaces counters [<IF>]

MapameTpbl

<IF> — HameHOBaHMe CUCTEMHOrO HTepdeica uaun rpynnbl UHTepdencos, 3agaéTcs B BUAe, ON1MCaHHOM B
pasgene Tunbl U NOPAAOK UMEHOBaHUS MHTEPENCoB MapLupyTusarTopa.

MOXHO yKa3aTb HECKOJ/IbKO MHTephelicoB nepevncneHnem yepes «,» MMbo ykasatb gmanasoH UHTepdeincos
yepes «-». Ecnn He ykasbiBaTb MHAEKCHI MHTEPhelicoB, TO ByAyT OUMLLEHbI CHETUNKM BCEX NHTEPAIENCOB
3alaHHo rpynnbl. Mpy BbINONHEHUM KOMaHAb! 6€3 NapameTpa 6yayT OUULLEHbI CHETHUKM BCEX CUCTEMHbIX
NHTepdencos.

Heob6xoaumbivi ypoBeHb NPUBUETAA
10

KomaHZAHbIi pexum
ROOT

Mpumep

esr# clear interfaces counters gigabitethernet 1/0/5

description
[laHHas KomMmaHAa Ucnonb3yeTcs A1 U3MEHEHUS ONMCaHMS KOHQIUTYPUPYEMOro MHTepdielica.

Vicnonb3oBaHue oTpuLaTeNbHO hopMbl KOMaH bl (N0) yaanseT ycTaHOB/IEHHOE OMNCaHue.

CuHTakcuc
description <DESCRIPTION>

no description

MapameTpbl

<DESCRIPTION> - onucaHune nHtepelica, 3a0aétcsa CTpoKoin fo 255 cMMBO/IOB.
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Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-GI

CONFIG-TE

CONFIG-TWE

CONFIG-FO

CONFIG-00B
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-PORT-CHANNEL
CONFIG-LOOPBACK
CONFIG-E1
CONFIG-MULTILINK
CONFIG-SERVICE-PORT
CONFIG-CELLULAR-PROFILE
CONFIG-CELLULAR-MODEM
CONFIG-VOICE-PORT
CONFIG-VOIP-PROFILE

CONFIG-LINE-AUX '

Mpumep

esr(config-if-gi)# description "Uplink interface"

& 1 Tonbko anis ESR-21.

history statistics

ESR-Series. CnpaBoyHnK komaHz CLI

[laHHOI KOMaHAoV BK/KOYAETCS 3anncb CTAaTUCTUKMN UCNOMb30BaHMS TEKYLLIEro UHTepdeiica.

Mcnonb3oBaHue oTpuuatenbHol hopmbl kKoMaHbl (N0) OTK/IOYAET 3amnncb CTATUCTUKA UCNO/b30BaHUS

TeKyLero nHrepdeica.

CuHTakcuc

[no] history statistics

MapameTpbl

OTcyTCTBYIOT.

217



ESR-Series. CnpaBoyHnK komaHz CLI

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-GI

CONFIG-TE

CONFIG-TWE
CONFIG-FO

CONFIG-00B
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-SERIAL
CONFIG-PORT-CHANNEL
CONFIG-LOOPBACK
CONFIG-MULTILINK
CONFIG-E1
CONFIG-BRIDGE
CONFIG-CELLULAR-MODEM

Mpumep

esr(config-if-gi)# history statistics
esr(config-if-gi)#

interface
[laHHas KoMmaHAa No3BOJISIET NEPETN B PEXMM KOHPpUIYpMpPOBaHUSi OAHOIO UK 6onee MHTepelicoB.

icnonb3oBaHue oTpuLaTenibHoi (hopMbl KOMaHbl (N0) BOCCTaHaBNMBAET HACTPOIKM MHTepdhelica no
YMO/TYaHWIHO.

CuHTakcuc

[no] dinterface <IF>

MapameTpbl

<IF> — HaumeHoBaHVe NHTepderica Ui rpynnbl MHTEPCECOB, 3a4aETCA B BUAE, ONMCAHHOM B pasgene Turnbi
1 NOPAA0K MMEHOBaHMA MHTEPMIEICOB MapLLpyTM3aTopa.

© Ha mapwpyTtusatopax ESR-1000 He noaaepxumsaeTca pabota mogayneit TOPGATE-WAN-E1 ¢
annapatHoli Bepcueli (hardware revision) 812.
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Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG

Mpumep 1

Mepexon B pexum KoHdurypupoBaHus Ethernet-untepdoeiica gi 1/0/20:

esr(config)# interface gigabitethernet 1/0/20
esr(config-if-gi)#

Mpumep 2

Mepexof B pexum KoHdurypuposaHus Ethernet-uHtepdpeiica te 1/0/2:

esr(config)# interface tengigabitethernet 1/0/2
esr(config-if-te)#

Mpumep 3

Mepexoq B peXuM KOHPUrypMpoBaHus BUPTYyaslbHOMO MHTepdieiica:

esr(config)# interface loopback 5
esr (config-loopback)#

Mpumep 4

Mepexon B pexum KoHurypuposaHus cab-nHrepdelica:

esr(config)# interface gigabitethernet 1/0/20.20
esr(config-subif)#

Mpumep 5

Mepexon B pexuM KOHDUrypupoBaHus uHTepdoeiica port-channel 2:

esr(config)# interface port-channel 2
esr (config-port-channel)#

Mpumep 6

Mepexo B pexum KoHdurypupoaHus nitepcpeiica el 1/0/1:

esr(config)# interface el 1/0/1
esr(config-el)#

ESR-Series. CnpaBoyHnK komaHz CLI
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Mpumep 7

Mepexopn B pexumM KoHduryprupoBaHus nHtepdeica multilink 1:

esr(config)# interface multilink 1
esr(config-multilink)#

ip tcp adjust-mss

[laHHoli komaHAoI nepeonpeaenseTcs 3HayeHne nons MSS (Maximum segment size) Bo Bxoaawmx TCP-
naketax.

icnonb3oBaHue oTpuLaTeNbHO hopMbl KOMaH bl (N0) OTK/MOYAET KOPPEKTUPOBKY 3Ha4YeHue nons MSS.

CuHTakcuc
ip tcp adjust-mss <MSS>

no ip tcp adjust-mss

MapameTpbl

<MSS> — 3HaueHune MSS, nprHUMaeT 3HaueHusi B gnanasoHe [500..1460].

3HauyeHue No ymosiuaHuio
1460

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG-GI
CONFIG-TE
CONFIG-TWE
CONFIG-FO
CONFIG-00B
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE
CONFIG-LOOPBACK

Mpumep

esr(config-if-gi)# ip tcp adjust-mss 1400
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load-average

[laHHOI KoMaHaol ycTaHaBNMBAETCA MHTEpPBa/ BPEMEHN, MO KOTOPOMY NPOUCXOAMT pacyeT yTuam3auum
nHTepdeiica.

Mcnonb3oBaHue oTpuLaTenbHol hopMbl KOMaHAbl YCTaHABNMBAET 3HAYEHWE N0 YMOTYAHUIO0.

CuHTakcuc
load-average <TIME>

no load-average

MapameTpbl

<TIME> - nHTepBa/ B CEKyHaX, NPUHUMAET 3HadyeHus [5..150].

3Ha4yeHue no ymonyaHuio
5

HeoOxoaumbivi ypoBeHb NPUBUETAA
10

KomaHAHbII pexum
CONFIG-GI

CONFIG-TE

CONFIG-TWE
CONFIG-FO

CONFIG-O0B
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-SERIAL
CONFIG-PORT-CHANNEL
CONFIG-E1
CONFIG-MULTILINK
CONFIG-BRIDGE
CONFIG-LOOPBACK
CONFIG-CELLULAR-MODEM

Mpumep

esr(config-if-gi)# load-average 30

mode

[aHHoi KomaHA0l yCcTaHaBIMBaETCS pexumM paboTbl n3nyecKoro/arpermnpoBaHHoro nHTepdelica.
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icnonb3oBaHue oTpuLaTesibHoi (hOpMbl KOMaHbl (N0) yCTaHAB/MBAET 3HAUYEHME PEXMMA MO YMO/TYAHNIO.

CuHTakcuc
mode <MODE>

no mode

MapameTpbl
<MODE> - pexum paboTbl ou3nyeckoro/arpermpoBaHHoro nHTepdenca, NpMHMMaeT 3Ha4YeHns:

+ switchport — yctaHaBnuBaet L2-pexvmM. Bo3mMoXHO paspelueHue vlan, Ho 3anpelaeT Ha3HavyeHue
IP-agpeca n co3gaHve cab/qing-mHTepdencos.

+ routerport — yctaHaBnmBaet L3-pexum. Bo3aMoxHO HasHadeHue IP-agpeca n cosgaHue cab/
ging-nHTepdeiicos, HO 3anpeLleHo pa3pelleHune vlan Ha nHTepdeiice.

+ hybrid — Bo3mMmoxHO paspelueHue vlan, HasHaueHune IP-agpeca u cozgaHue cab/qing-uHtepdeicos ' .

3HauyeHue No ymosiMaHuio

routerport

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHaHbI pexum
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL

Mpumep

esr(config-if-gi)# mode switchport

a JOoCTynHO ToNbKO Ha MapLupyTmdatopax ESR-1000/1200/1500/1511/1700.

mtu
[laHHoi komaHAaol ykasbiBaetca pasmep MTU (Maximum Transmition Unit) ans uHtepdeiicos.

icnonb3oBaHue oTpuuaTesibHoW hopMbl KOMaHAbl (NO) ycTaHaBIMBaET 3HadeHne MTU no ymonyaHuio.

CuHTakcuc
mtu <MTU>

no mtu

MapameTpbl
<MTU> - 3HauyeHne MTU B GaiTax, NPUHNMAET 3HAYEHNSI B Ananal3oHe:
ESR-10/12V/12VF/15/15R/15VF - [552..9600],
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ESR-20/21/30/31 - [552..9500],

ESR-100/200/1000/1200/1500/1511/1700 - [552..10000],

ESR-3100/3200/3200L/3300 - [552..9190].

[ns Serial, ET u multilink-nHtepdeiicos — [552-1500] ans Bcex Mofenei MapLupyTM3aTopoB.

3HauyeHua MTU 6onee 1500 MOXHO BbICTaBASITb TONIbKO NPW BKNKOYEHHOW nogaepxke Jumbo-gpelimos,
onucaHHol B pasgene system jumbo-frames.

3Ha4yeHune no ymonyaHuio
1500

HeoOxoaumbivi ypoBeHb NPUBUETAA
10

KomaHAHbI pexum
CONFIG-GI

CONFIG-TE

CONFIG-TWE

CONFIG-FO

CONFIG-00B
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-SERIAL
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE
CONFIG-E1
CONFIG-MULTILINK
CONFIG-CELLULAR-MODEM

Mpumep

esr(config-if-gi)# mtu 1400

rate-limit arp-broadcast
[laHHOI KOMaHAoV BKIKOYAETCA orpaHuYeHne nprema arp-3anpocoB Ha bridge-uHtepdeiice.

Mpwn ncnonb3oBaHUKM OTpULATENBHOM hopMbl KOMaHAb! (NO) OTK/IKUYAETCS OrpaHnyYeHre Nprema arp-3anpocos
Ha bridge-nHtepdeliice.

CuHTakcuc

[no] rate-1limit arp-broadcast
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MapameTpbl
OrtcyTCTBYIOT.

3HayeHue No ymosiMaHuio

BbikitoueHo.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHaHbIi pexum
CONFIG-BRIDGE

Mpumep

esr(config-bridge)# rate-limit arp-broadcast

rate-limit arp-broadcast pps

ESR-Series. CnpaBoyHnK komaHz CLI

[aHHoI KomaHAoM yCcTaHaBNMBAETCSA MakCMasibHbIA MOPOr NprMemMa arp-3anpocoB Ha bridge-nHtepdelice.
[aHHblin napameTp paboTaeT TO/IbKO MPpU BKIKOYEHHOM pPeXMME OrpaHuyeHnst nprema arp-3anpocoB Ha bridge-

nHTepdeiice.

Mpu ncnonsb3oBaHuUn OTpI/ILl,aTeI'IbHOI7I d.)Oprl KOMaHbl (no) yCTaHaB/IMBaAET 3HA4YEHNE NO YMOSIHaHUIO.

CuHTakcuc

rate-limit arp-broadcast pps <PPS>

no rate-limit arp-broadcast pps

MapameTpbl

<PPS> — KonM4ecTBO arp-3anpocos, 3a4aeTcs B AnanasoHe [1..65535].

3Ha4yeHue no ymonyaHuio
100

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZgHbIi pexum
CONFIG-BRIDGE

Mpumep

esr(config-bridge)# rate-limit arp-broadcast pps 2000

224



ESR-Series. CnpaBoyHnK komaHz CLI

show interfaces counters

KomaHoi BbINO/THAETCS NPOCMOTP CHETYMKOB Ha CUCTEMHbIX MHTEpdielicax: nopTax, cab-uHTepgencax,
rpynnax arperaumu, ceTeBbIX MOCTax.

CuHTakcuc

show interfaces counters [ <IF> ]

MapameTpbl

<IF> - uma nHTepdoelica ycTpoincTea, 3a4aéTca B BUAE, ONMCAHHOM B pasgesie Tunbl 1 NopsaoK MeHOBaH S
NHTephelricoB MapLupyTusaropa.

KomaHga oTobpaxkaeT CUETUMKM 4151 MOPTOB MapLUpyT13aTopa, Cab-MHTepdencoB 1 TYHHENbHbIX
NHTEpPdENCoB.

MOXHO yKa3aTb HECKO/IbKO MHTepdpeiicoB. Ec/in He yKasbiBaTb UHAEKCHI MHTePeicoB, To 6yAyT OTOGPaXKEHI
CUETUMKM BCEX MHTEPDEIiCOB 3aaaHHOli rpynnbl. Ecnv 3aaaH onpeaenéHHblii nHTepdelic, To Gyaet
oToGpaxeHa AeTanbHasi HhopMaLms no AaHHoOMY MHTepdieiicy. Mpu BbiNoNHEHUM KOMaHabl 6e3 napaMeTpa
OyayT NoKasaHbl CYETUMKI BCEX CUCTEMHBIX MHTEPAIEiCOoB.

Heo6xoauMbIii ypoBeHb NpuBUIerui
1

KomaHgHbIii pexum
ROOT
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Mpumep

ESR-Series. CnpaBoyHnK komaHz CLI

esr# show interfaces counters gigabitethernet 1/0/4-6

Interface
gil/0/4
gil/0/5
gil/0/6
Interface
gil/0/4
gil/0/5
gil/0/6

UC recv

Bytes recv

393748
(0]

Errors recv MC recv
0] 0]
0] 0]
0] 0]

esr# show interfaces counters gigabitethernet 1/0/4

Packets
Bytes re
Dropped
Receive
Multicas
Receive
Receive
Receive
Receive
Receive
Receive
Receive
Packets
Bytes tr
Dropped
Transmit
Transmit
Transmit
Transmit
Transmit
Transmit
Transmit
Collisio

received:
ceived:

on receive:
errors:

ts received:
length errors:

buffer overflow errors:

CRC errors:
frame errors:
FIFO errors:
missed errors:
compressed:
transmitted:
ansmitted:
on transmit:
errors:
aborted errors:
carrier errors:
FIFO errors:

heartbeat errors:

window errors:
comressed:
ns:

show interfaces description

0

[clcl ol ool oNoNolNoMNoolNoloMolNolNoMoMooMoMoNOo)

KomaHga ucnonb3yeTcsi 718 NPOCMOTPa ONUCaHNs CUCTEMHBIX MHTepPdIeiicoB.

CuHTakcuc

show interfaces description [ <IF> ]

MapameTpb

<IF> — nma nHTepdpeiica ycTpoiicTBa, 3a4aéTca B BUAE, ONMCAHHOM B pasaene Turbl 1 Nopsaok MMeHOBaHNSA

MHTepdheiicoB MapLLpyTM3aTopa.

B KOMaHAe MOXHO yka3aTb HECKO/IbKO MHTepdheiicoB. Ecnn He ykasbiBaTb UHAEKCHI MHTepdheicos, To byayT
OTOOpaXeHbl CTaTyCbl BCEX NHTEPIENCOB 3a4aHHOI rpynnbl. Mpu BbINOSIHEHUM KOMaHAb! 6e3 napameTpa

6yayT NokasaHbl ONMcaHNs BCEX CUCTEMHBIX MHTEPCIECOoB.
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Heo6xoauMbIii ypoBeHb NpuBUIerui
1

KomaHgHbIii pexum
ROOT

Mpumep

esr# show 1interfaces description gigabitethernet 1/0/4-5
Interface Admin Link Description
State State

gil/0/4 Up Down Link to NSK
gil/0/5 Up Down Link to MSK

show interfaces history

KomaHga ucnonb3yeTcs Ans NpocMoTpa CTaTUCTMKM UCNOMb30BaHus HTepdelica.

CuHTakcuc
show interfaces history [<IF>] [timer <TIMER>]

MapameTpbl

<IF> — HaumeHoBaHVe NHTeperica Ui rpynnbl MHTEPCHENCOB, 3a4aETCA B BUAE, ONMCAHHOM B pasgene Turbi
1 NOPAA0K MMEHOBaHMA MHTEP(IEICOB MapLLpyTM3aTopa.

<TIMER > — He o6s13aTenbHbIii kntoy timer. B kauecTBe napamMeTpoB A5t aHHOTO K/ko4a MOryT BbICTynaTb:

+ hours oTo6paxaeT UcTopuio 3a nocnegHue 72 vaca,

* minutes oTo6paXkaeT NCTOPUIO 3a nocnegHne 60 MUHYT,

+ seconds oTo6paxaeT UcTopuio 3a nocnegHue 60 cekyHa,

* MpW OTCYTCTBMM KNtoya timer BbIBOASATCS 3 TabNMLbl UCTOPUM UCMONIb30BAHNUSA TYHHENs(e).

Heo6xoaumblii ypoBeHb NpuBUiernii
5

KomaHZAHbIi pexum
ROOT
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Mpumep

esr# show interfaces history gi 1/0/1 timer minutes

gil/o/1

Last 60 minutes:

Timer Recv utilization, Kbit/s Sent utilization, Kbit/s Recv errors Sent errors Output
drops

0-1 240 16 (0] (0] (0]
1-2 961 64 (0] (0] (0]
2-3 962 64 (0] (0] (0]
3-4 962 64 (0] (0] (0]
4-5 960 64 (0] (0] (0]
5-6 961 64 (0] (0] (0]
6-7 719 64 (0] (0] (0]
7-8 960 64 (0] (0] (0]
8-9 800 65 (0] (0] (0]
9-10 962 64 (0] (0] (0]
10-11 865 64 (0] (0] (0]
11-12 962 64 (0] (0] (0]
12-13 817 65 (0] (0] (0]
13-14 962 65 (0] (0] (0]
14-15 961 65 (0] (0] (0]
15-16 880 60 (0] (0] (0]
16-17 960 63 (0] (0] (0]
17-18 ©O 0 (0] (0] (0]
18-19 ©O 0 (0] (0] (0]
19-20 ©O 0 (0] (0] (0]
20-21 0 0 (0] (0] (0]
21-22 0 0 (0] (0] (0]

show interfaces status

KomaHga ucnosnb3yeTcsi 4719 NPOCMOTPA COCTOSIHUS CUCTEMHBIX MHTepPdIeiicoB.

CuHTakcuc

show interfaces status [<IF>]

MapameTpbl

<IF> — nma nHTepdpeiica ycTpoiicTBa, 3a4aéTca B BUAE, ONMCAHHOM B pasaene Turbl 1 Nopsaok MeHOBaHNSA
MHTepdheiicoB MapLLpyTM3aTopa.

B KOMaHAe MOXHO yka3aTb HeCKO/IbKO MHTepdheiicoB. Ecnn He ykasbiBaTb UHAEKCHI MHTepdheicos, To byayT
OTOBOpaXeHbl CTaTyCbl BCEX MHTEPIENCOB 3aaHHOi rpynnbl. EC/iv 3agaH KOHKPETHbIV HTepdeiic, To byaeT
oTobpaxeHa AeTanbHas nHgopmaums no JaHHOMY nHTepdeiicy. Mpu BbINO/IHEHUN KOMaHAb! 6e3 napameTpa
6yayT NOKa3saHbl CTaTyCbl BCEX CUCTEMHbIX UHTEPCENCOB.

Heo6xoaumblii ypoBeHb NpuBUnernii
1

KoMaHAHbIV pexum
ROOT
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Mpumep

esr# show interfaces status gigabitethernet 1/0/1-2
Interface Admin Link MTU MAC address Uptime
state state

gil/o/1 Up Down 1500 a8:f9:4b:aa:53:fc -
gil/0o/2 Up Up 1500 a8:f9:4b:aa:53:fd 15 hours, 17 minutes and 52
seconds

show interfaces utilization

KomaHga ucnosnb3yeTcsi 4718 NPOCMOTPa TEKYLLE HAarpy3ku Ha onsnyeckux nHTepdecax.

CuHTakcuc

show interfaces utilization [ <IF> ]

MapameTpbl

<IF> — nms chmsmnyeckoro nHTepderica ycTponcTea, 3a4aéTcs B BUAE, ONMCaHHOM B pasgene Turbl 1 Nopsok
MMeHOBaHWs UHTepencoB MapLupyT13aTopa.

MOXHO yKa3aTb HECKOJIbKO MHTEePhencoB nepeuncieHnemM Yyepes 3ansaTyio «,» Mb0 ykasaTb AmanasoH
NHTepdencoB Yepes gednc «-». Ecnm He ykasblBaTb MHAEKCHI MHTEPAECOB, TO ByAeT oTo6paeHa TekyLas
Harpyska /15 Bcex nHTepgeircoB 3agaHHol rpynnel. Mpu BbINOSHEHMM KOMaHAbl 6e3 napameTpa byaet
nokasaHa TeKyLlas Harpyska a1 Bcex on3nyeckmx MHTepdeincos.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KoMaHAHbIV pexum
ROOT

Mpumep

esr# show interfaces utilization gigabitethernet 1/0/3-5,1/0/9

Port Perdiod, s Sent, Recv, Frames Sent Frames Recv
Kbit/s Kbit/s

gil/o/3 5 0 0 0 0

gil/0/4 5 0 0 0 0

gil/0/5 5 0 0 0 0

gil/0/9 5 0 0 0 0
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show system jumbo-frames

& B Texyuleii Bepcun MO gaHHas KomaHAa NoAAepXMBaETCA TO/TbKO HA MapLLpyTM3aTopax
ESR-200/1000/1200/1500/1511/1700.

KomaHga ncnosnb3yerca A1 NpocMoTpa TEKYLLIEro COCTOSAHUA U COCTOSAHUS NOC/Ie nepesarpyskn ycTporcTea
doyHKUMM jumbo-thpeimos.

CuHTakcuc

show system jumbo-frames

MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heo6xoauMbIii ypoBeHb NpuBUIerui
1

KomaHgHbIii pexum
ROOT

Mpumep

esr# show system jumbo-frames
Jumbo frames are disabled
Jumbo frames will be disabled after reset

shutdown
[aHHOI KOMaHA0M OTKNHYAETCHA KOHPUryprpyemblin nHTepdelic.

icnonb3oBaHme oTpuuaTesibHoli (DOpPMbl KOMaH/bl (N0) BK/IOYAET KOH(DUTYPUPYEMbIA MHTepeic.

CuHTakcuc

[no] shutdown

MapameTpbl

KomaHga He cogepXuT napameTpoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZHbIi pexum
CONFIG-GI
CONFIG-TE
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CONFIG-TWE
CONFIG-FO

CONFIG-O0B
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-SERIAL
CONFIG-PORT-CHANNEL
CONFIG-LOOPBACK
CONFIG-E1
CONFIG-MULTILINK

Mpumep
esr(config-if-gi)# shutdown

KoHdhurypupyemblii nHTEPENC OTKNHOYEH.

speed

[aHHol KoMaHZOo yCcTaHaB/IMBAETCS 3HAa4YEHNe CKOPOCTU A/18 KOHhMIryprpyemMoro nHtepdpeiica, rpynmbl
NHTepelicos. KomaHao MOryT 6bITb YCTaHOBAEHLI cnegytoume pexumbl: 10 Méut/c, 100 Méut/c, 1000
MoéwuT/c, 10 F'éut/c, 25 rout/c, 40 rout/c nnn auto.

Vicnonb3oBaHue oTpuuaTenbHoit (no) hopMbl KOMaH/bl yCTAHAB/IMBAET 3HAYEHME N0 YMOMYAHUIO.

CuHTakcuc
speed <SPEED> <DUPLEX>

no speed

MapameTpbl
<SPEED> - 3HaueHMe CKOpOCTHU:

* 10M - 3Ha4eHue ckopocTtn 10 MéuT/c;

+ 100M - 3Ha4eHune ckopocTn 100 MéuT/c;

+ 1000M - 3Ha4eHune ckopocTn 1000 MéuT/Cc;

+ 10G — 3Ha4eHue ckopocTn 10 réut/c;

+ 25G — 3HaveHue ckopocTn 25 reut/c;

+ 40G - 3HaveHue ckopocTn 40 réut/c;

+ auto — aBTOMATUYECKMi1 BbIGOP pexnma (HegocTynHo ans 10G-nHTepdgeiicos).

<DUPLEX> — pexvm paboTbl npuemonepeaaTymka, npMHUMaeT 3Ha4yeHUs:

+ full-duplex — gynnekc;
+ half-duplex — nonygynnekc.

3HayeHue No ymosiMaHuio

auto
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Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-GI

CONFIG-TE

CONFIG-TWE
CONFIG-FO

CONFIG-00B
CONFIG-PORT-CHANNEL

Mpumep 1

esr(config-if-te)# speed 10G

YCTaHOB/IEH CKOPOCTHOM pexum nHtepgeica 10 Fomnt/c.

Mpumep 2

esr(config-if-gi)# speed 10M full-duplex

YcTaHOB/EH CKOPOCTHOW pexum nHtepdieica 10 Méut/c, aynnekc.

switchport dot1q ethertype egress stag

ESR-Series. CnpaBoyHnK komaHz CLI

[aHHoii komaHaon HacTpanBaeTcs EtherType ans cepsucHoro VLAN B ncxogsimx naketax.

icnonb3oBaHue oTpuUaTesibHoi (DOpMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CuHTakcuc

[no] switchport dotlq ethertype egress stag { 802.1q | 802.1lad }

MapameTpbl

KomaHga He coaepXuT napameTpos.

3HaueHue no ymMmonyaHuwo
802.1q (0x8100)

Heo6xoauMbIii ypoBeHb NpuBUierui
10
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KomaHaHbIi pexum
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL

Mpumep

esr(config-if-gi)# switchport dotlq ethertype egress stag 802.lad

switchport mode
[JaHHas KoMmaHAa ncnonb3yeTcs A5 3ajaHns pexnmMa paboTtbl MHTepdelica ¢ VLAN.

MCHOﬂb3OBaHM8CﬂpMHaTeﬂbHOM(pOprIKOMaHAH(nO)yCTaHaBﬂMBaeT3HaquMeIH)yMOﬂHaHMD.

CuHTakcuc
switchport mode <MODE>

no switchport mode

MapameTpbl

<MODE> - pexum paboTbl:

* access | — HTepdeiic JOCTyna, HETerMpoBaHHbIi uHTepdelic ana ogHoit VLAN;

« trunk ' — nHTEpdEiiC, NPUHMMAIOLLMIE TONBKO TErMpoBaHHbIN Tpaduk 3a UckYeHnem ogHoro VLAN,
KOTOPbIA MOXET ObITb 406aB/IEH C MOMOLLLIO KOMaHAb! switchport trunk native vlan, onucaHHoi B
switchport trunk native-vlan;

+ general 2 - uHTepdpeiic nepeknouaeTca B pexum general;
el — dm3nyeckunin nHTepdoeiic nepekntoyaeTcs B pexxum E1 (He npumMeHnMa Ans arperMpoBaHHbIX
NHTepdelicos).

3HaueHune No yMon4aHuio
access '

general ?

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHaHbIi pexum
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL
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Mpumep

esr(config-if-gi)# switchport mode trunk

ESR-Series. CnpaBoyHnK komaHz CLI

a JaHHada komaHga nogaepxmBaeTcs To/1bko Ha MaplupyTtmsaTopax ESR-10/12V/12VF/15/15R/15VF/

20/21/30/31/100/200/3100/3200/3200L/3300.

2 NaHHas KOMaHAA NOAAEPKMBAETCS TOMbKO Ha MapLupyTu3aTopax ESR-1000/1200/1500/1511/1700.

system jumbo-frames

[aHHoii KomaHaoW BKNoYaeTcs nogaepxka Jumbo-cpelimoB. [Ans BCTyN/eHUs U3MeHeHuin B cuny Tpebyetcs

nepesarpyska ycTpoiicTea.

Micnonb3oBaHune oTpuLaTesnibHoi hopMbl KOMaH bl (NO) BbIK/IHOYAET noaaepxky Jumbo-cpeiimos.

CuHTaKkcuc

[no] system jumbo-frames

MapameTpbl

KomaHga He coaepXuTt napamMeTpoB.

3HayeHue No ymosiMaHuio

OTK/IH0YEHO.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHaHbI pexum
CONFIG

Mpumep

esr(config)# system jumbo-frames

dusuyeckne nHTepcencobl

snmp trap link-status

[laHHas KomMaHAa Ucnonb3yeTcs A1 BKIYEHUS OTNPaBKX Snmp-trap 0 BK/IOYEHWUW/BbIK/TOUEHNUN TYHHENS.

icnonb3oBaHue oTpuuaTesibHoi (hopMbl KOMaHZbl (NO) OTK/OYAET OTNPaBKy snmp-trap 0 BK/IOYEHUN/

OTKMHOYEHNN TYHHENA.

CuHTakcuc

[no] snmp trap link-status
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MapameTpbl

KomaHga He coaepXvt napamMeTpoB.

3HayeHue No ymosiMaHuio

BkntoyeHo.

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KomaHaHbIi pexum
CONFIG-GI
CONFIG-TE
CONFIG-TWE
CONFIG-FO
CONFIG-00B

Mpumep

esr(config-if-gi)# snmp trap link-status

show interfaces protected-ports

& B Texyuleii Bepcun MO gaHHas KomaHAa NoaAepXMBaeTCs TO/TbKO HA MapLLpyTM3aTopax
ESR-1000/1200/1500/1511/1700.

KomMaHaa nucnosb3yercs As1si NpocMoTpa h3nYecknx MHTepdeincoB B pexmnme n3onsuum no rpynnam.

CuHTakcuc

show interfaces protected-ports [ <IF> ]

MapameTpbl

<IF> — ums chnsmnueckoro nnu arpermpoBaHHOro nHTepdieiica ycTpoiicTea, 3a4aéTcsi B BUAE, ONMCAHHOM B
pasgene Tunbl 1 NOPAA0K MMEHOBAHUA HTEPIEINCOB MapLIpyTHU3aTopa.

B komaHAe MOXHO yka3aTb HECKO/IbKO MHTepdeincoB. ECnn He ykasbiBaTb MHAEKCHI MHTEPENCOB, TO ByayT
OTOBpaXeHbl CTaTyCbl BCeX MHTepdIencoB 3aaaHHol rpynnbl. Ecniv 3agaH onpeaeneHHblin HTepgeiic, To
6yaeT oTobpaxeHa getasibHas MHdopMaumst No gaHHOMY MHTepdieicy. MNpu BbINOHEHMM KOMaHabl 6e3
napameTpa OyayT nokasaHbl CTaTyCbl BCEX (PU3MUECKUX UHTEPKDENCOB.

Heo6xoauMbIii ypoBeHb NpuBUIerui
1

CLI
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ESR-Series. CnpaBoyHnK komaHz CLI

KomaHaHbIi pexum
ROOT

Mpumep

esr# show interfaces protected-ports
Interface State Community

gil/0/5 Protected 4

show interfaces sfp

KomaHga ucnosnb3yeTcsi 4718 NpocMoTpa MHgopmMaumi 06 SFP-TpaHcuBepax.

CuHTakcuc

show interfaces sfp [ <IF> ]

MapameTpbl

<IF> — nms chmanyeckoro nHTepdelica ycTpoincTea, 3a4aéTcsa B BUAE, ONMCAHHOM B pasgene Turbl 1 Nopsiok
VIMEeHOoBaHus nHTepheicoB MapLupyTnsaTopa. B KOMaHae MOXHO yKasaTb HECKO/IbKO HTepdhelicoB. Ecnu He
yKasblBaTb MHAEKCHI MHTEPIENCOB, TO ByAyT OTOOpPaXeHb! CTaTyCbl BCEX NHTepPhelicoB 3a4aHHON rpynbl.
Ecnu 3apaH onpeaeneHHsblii MHTepdieinc, To byaet oTobpaxeHa AeTasibHas UHdopMaumsi No gaHHOMY
nHTepdeicy. Mpu BbINOTHEHNM KOMaHAbl 63 napameTpa 6yayT NoKasaHbl CTAaTYCbl BCEX CUCTEMHbIX
NHTepelicos.

Heo6xoauMbIii ypoBeHb NpuBUIerui
1

KomMaHAHbIV peXxum
ROOT
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Mpumep

esr# show interfaces sfp
Interface 'tel/0/1':
SFP present:
Connector Type:

Type:

Compliance code:
Laser wavelength:
Transfer distance:

Vendor
Vendor
Vendor
Vendor
Vendor
Vendor

OuUI:
name:

PN:

SN:

date:
revision:

DDM supported:
Temperature:
Voltage:
Current:

RX Power:

TX Power:

RX LOS:

TX Fault:

TX Disable:

Soft TX Disable:
Interface 'tel/0/2':
SFP present:
Connector Type:

Type:

Compliance code:
Laser wavelength:
Transfer distance:

Vendor
Vendor
Vendor
Vendor
Vendor
Vendor

OuUI:
name:

PN:

SN:

date:
revision:

DDM supported:

Yes

LC

SFP/SFP+

10G BASE-SR

850 nm

300.00 m

24:00:00

Modultech
MT-PP-85192-SR
M1204011007

04.05.12

1.0

Yes

40.562 C

3.3364 V

6.004 mA

0.0001 mW / -40.0000 dBm
0.4398 mW / -3.5674 dBm
Yes

No

No

No

Yes

SC

SFP/SFP+
1000BASE-LX
1310 nm

20.00 km

OEM
APSB35123CXS20
SG35224701333
12.12.12

1.00

No

show interfaces switch-port configuration

ESR-Series. CnpaBoyHnK komaHz CLI

& B Tekyuleii Bepcum MO gaHHas KomaHaa NoaaepXuBaeTcs ToNbKO Ha MapLUpyTu3aTopax
ESR-1000/1200/1500/1500/1511/1700.

KomaH/10/i BbINOHSIETCS NPOCMOTP NapamMeTpoB KOHAUIypauuy onsnyeckux MHTepdgeincos.

CuHTakcuc

show interfaces switch-port configuration [ <IF> ]

MapameTpbl

<IF> — nms chmsmnyeckoro nHTepderica ycTponcTea, 3a4aéTcsa B BUAE, ONMCaHHOM B pasgene Turbl 1 Nopsok
MMeHOBaHWs UHTepencoB MapLLpyTn3aTopa.
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MOXHO yKa3aTb HECKO/IbKO MHTepdDeiicoB nepeuncieHMeM Yepes 3ansaTyto M60o ykasaTb AuanasoH
NHTepdelicoB Yepes aeduc «-». ECIN He yKasbiBaTb NHAEKCHI MHTEPdIeiicoB, To ByayT OTOGPaXEHbI
napameTpbl BCEX UHTePdIeiicoB 3aaHHOo rpynnbl. MNpu BbINO/IHEHUI KOMaHbl 6e3 napameTpa 6yayT
rnokasaHbl napaMeTpbl BCEX DU3NUYECKUX MHTepdIeiicoB.

Heo6xoauMbIii ypoBeHb NpuBUIerui
1

KomaHgHbIii pexum
ROOT

Mpumep

esr# show interfaces switch-port configuration gigabitethernet 1/0/5-7
Port Media Duplex Speed Neg Flow Admin Back
control State Pressure

gil/0/5 none Half 10 Mbps Enabled off Up Disabled
gil/0/6 none Half 10 Mbps Enabled off Up Disabled
gil/o0/7 none Half 10 Mbps Enabled off Up Disabled

show interfaces switch-port status

KomaHga ucnonb3yetcs Ans NPOCMOTpa COCTOSAHUS (IM3NYECKUX MHTEPCIECOoB.

CuHTakcuc

show interfaces switch-port status [ <IF> ]

MapameTpbl

<IF> — ums chrnsnyeckoro nnv arpernpoBaHHOro MHTepgieiica ycTpoiicTea, 3a4aETcs B BUAE, ONMCAHHOM B
pasgene Tunbl 1 NOPSA0K MMEHOBAHNSA MHTEPCDENCOB MapLIpyTHU3aTopa.

MOXHO yKa3aTb HECKO/IbKO MHTEpPheicoB NnepeyncneHnemM yepes 3ansTyto «,» M60 ykasaTb AnanasoH
NHTEpdencoB Yepes gednc «-». ECnm He ykasbiBaTb MHAEKCHI NHTEPAENCOB, TO ByayT 0TOOPaXKeEHbI CTaTyCbl
BCEX MHTepelicoB 3agaHHOl rpynnbl. ECNn 3agaH onpeaeneHHoblii nuTepdeiic, To 6yaeT oTobpaxeHa
AeTanbHasa nHgopmaymnsa no gaHHomy nHTepdpeiicy. Mpy BbINOMHEHN KOMaHAbl 6€3 napameTpa 6yayT
nokasaHbl CTaTyCbl BCeX (OM3NYECKNX MHTepPdEencos.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KomaHgHbIi pexum
ROOT
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Mpumep

esr# show interfaces switch-port status

Port Media Duplex Speed

gil/o/1  -- - -
gil/e/2  -- - -
gil/e/3  -- - -
gil/e/4  —- - -
gil/o/5  -- - -
gil/o/6  —- - -

Neg

Enabled
Enabled
Enabled
Enabled
Enabled
Enabled

Flow
ctrl

Link
State

esr# show interfaces switch-port status gigabitethernet 1/0/2

Interface gigabitethernet 1/0/2
Status: up
Media: copper
Speed: 100 Mbps
Duplex: full

Flow control: no
MAC address: a8:f9:b5:00:00:25

MAC status:
Buffers full: no
Doing back pressure: no
Sending PAUSE frames: no
Receiving PAUSE frames: no
Auto-Negotiation done: yes
Sync fail: no

threshold rx-utilization

Back
Pressure

ESR-Series. CnpaBoyHnK komaHz CLI

access
access
access
access
access
access

[laHHas kKomaHAa ucnonb3yeTcs A5 3a4aHns nopora BXOAsALWER Harpy3kun nHtepdeiica gns oTnpaBku
snmp-trap eltexInterfaceRxUtilizationHigh u eltexinterfaceRxUtilizationHighOk.

Vicnonb3oBaHue oTpuLaTesibHoi (DOPMbI KOMaH bl (N0) yCTaHAB/IMBAET 3HAYEHNMS N0 YMOMYAHUIO.

CuHTakcuc

threshold rx-utilization <TH-HIGH> clear <TH-LOW>

no threshold rx-utilization

MapameTpbl

<TH-HIGH> — nopor B npoueHTax ansa otnpasku snmp-trap eltexinterfaceRxUtilizationHigh;

<TH-LOW> - nopor B npoueHTax as1a otnpasku snmp-trap eltexinterfaceRxUtilizationHighOk.

3HauyeHue No ymosiyaHuio
<TH-HIGH> — 90%;
<TH-LOW> - 85%.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10
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KomaHaHbIi pexum
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL

Mpumep

esr(config-if-gi)# threshold rx-utilization 90 clear 80

threshold rx-utilization monitoring

[JaHHas komaHAa ncnonb3yeTcs A5 BKIKYeHUss oTnpaBku snmp-trap eltexInterfaceRxUtilizationHigh n
eltexInterfaceRxUtilizationHighOk.

Vicnonb3oBaHue oTpuuaTesibHoi hopMbl KOMaHbl (N0) OTK/OYAET OTNpaBKy snmp-trap
eltexInterfaceRxUtilizationHigh n eltexInterfaceRxUtilizationHighOk.

CuHTakcuc

[no] threshold rx-utilization monitoring

MapameTpbl

KomaHga He coaepXuT napameTpoB.

3Ha4yeHune no ymonyaHuio

OTK/tOYEHO.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHAHbI pexum
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL

Mpumep

esr(config-if-gi)# threshold rx-utilization monitoring

threshold tx-utilization

[aHHasa KomaHAa ucnonb3yeTcs A5 3a4aHns NOPOroB NCX0AsLLEl Harpy3ku HTepdielica Ans oTnpasky snmp-t
rap eltexInterface T xUtilizationHigh u eltexinterface T xUtilizationHighOk.

Micnonb3oBaHue oTpuLaTesibHo hopMbl KOMaH bl (N0) yCTaHAB/IMBAET 3HAYEHUS MO YMO/TYAHWIO.
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CuHTakcuc
threshold tx-utilization <TH-HIGH> clear <TH-LOW>

no threshold tx-utilization

MapameTpbl
<TH-HIGH> - nopor B npoueHTax ans ornpaeBku snmp-trap eltexinterfaceTxUtilizationHigh;

<TH-LOW> - nopor B npoueHTax Ansa otnpaBkn snmp-trap eltexinterfaceTxUtilizationHighOk.

3HaueHne No yMmon4yaHuio
<TH-HIGH> - 90%;
<TH-LOW> - 85%.

Heob6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL

Mpumep

esr(config-if-gi)# threshold tx-utilization 90 clear 80

threshold tx-utilization monitoring

[aHHasi KomaHga ncnonb3yeTcsa ANs BKAYEHUS oTnpaBku snmp-trap eltexInterface T xUtilizationHigh
eltexinterface T xUtilizationHighOk.

Vicnonb3oBaHue oTpuuaTesibHoli (hopMbl KOMaHbl (N0) OTK/oYaeT oTnpaBky snmp-trap eltexinterface T
xUtilizationHigh u eltexInterface T xUtilizationHighOk.

CuHTakcuc

[no] threshold tx-utilization monitoring

MapameTpbl

KomaHga He coaepXuT napameTpoB.

3HauyeHue No ymosi4aHuio

OTK/IH0YEHO.
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Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL

Mpumep

esr(config-if-gi)# threshold tx-utilization monitoring

switchport community

ESR-Series. CnpaBoyHnK komaHz CLI

& B Texyuleli Bepcun MO gaHHas KomaHAa NoAAepPXMBAETCA TO/TbKO HA MapLLpyTM3aTopax

ESR-1000/1200/1500/1511/1700.

[aHHol KomaHaon nHTepdelic gobasnseTca B rpynny n3onaunn. JaHHas KomaHga aktyasibHa, TONIbKO ecriv

MOPT HAXOAWTCS B PEXMME M30/15LMM MO rpynnam.

Vicnonb3oBaHue oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yaanset uHTepdeiic U3 rpynbl N30NSLMN.

CuHTakcuc
switchport community <ID>

no switchport community

MapameTpbl

<ID> - naeHTUdMKaTOpP rpynrbl, NPUHMMAET 3Ha4YeHus1 B agnanasoHe [1..30].

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHAHbI1 pexum
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL

Mpumep

esr(config-if-gi)# switchport community 10
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switchport protected

& B Texyuleii Bepcun MO gaHHas KomaHAa NoAAepXMBaETCA TO/TbKO HA MapLLpyTM3aTopax
ESR-1000/1200/1500/1511/1700.

[aHHol KomaHaoM Ha nHTepdeice BkaoyaeTca yHkuma Private VLAN 1 ykasbiBaeTcs UHTEpAieiic, Ha
KOTOPbI MOryT OTNPaBNATLCA NPUHATLIE NAKETLI.

Vicnonb3oBaHue oTpuuaTenibHo hopMbl KOMaHbl (NO) oTkYaeT qoyHkumio Private VLAN.

CunHTtakcuc
switchport protected <IF>

no switchport protected

MapameTpbl

<IF> - HaMmeHoBaHWe NHTepdelica, 3aaéTcsa B BUAE, ONMCAHHOM B pasaene Turbl 11 NopsioK IMEHOBaHMS
MHTepdeiicoB MapLipyTH3aTopa.

3Ha4yeHue no ymonyaHuio

®yHKuwms Private VLAN oTkntoueHa.

Heob6xoaumbivi ypoBeHb NPUBUETAA
10

KomaHAHbII pexum
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL

Mpumep

esr(config-if-gi)# switchport protected gigabitethernet 1/0/1

switchport protected-port

& B Tekyuleii Bepcum MO gaHHas KomaHaa NoaaepXuBaeTcs ToNbKO Ha MapLUpyTi3aTopax
ESR-1000/1200/1500/1511/1700.

[JaHHol KomaHAo nHTepdec NepeBoanTCA B PEXMM M3018UMM NO rpynnam. B gaHHOM pexrMe 06meH
TpadmkoM mMexay nHrtepdelicamm ofHoM rpynnbl paspeLleH, 0bmMeH Tpadnkom Mexay nHtepdiencamm pasHbix
rpynn 3anpeLyeH, 06MeH Tpadkom Mexay N3011MpoBaHHbLIMU U HEN30/IMPOBAHHbLIMU MHTEpdelicamm
paspeLueH.

Vicnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.
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CuHTakcuc

[no] switchport protected-port

MapameTpbl

OTcyTCTBYIOT.

3HauyeHue No yMmo4aHuio

NHTepdpeiic He 130nMpoBaH.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL

Mpumep

esr:esr(config-if-gi)# switchport protected-port

ArpervpoBaHHble UHTepdelichl

channel-group
[aHHoi KomaHaol dom3ndecknin nHTepdpeiic BkoYaeTcs B rpynny arperaumm KaHao..

Vicnonb3oBaHue oTpuUaTeNbHO POPMbI KOMaH bl (N0) yaanseT uHTepdoeiic U3 rpynnbl arperaum KaHanos.

CuHTakcuc
channel-group <ID> mode <MODE>

no channel-group

MapameTpbl
<ID> - nopsAKoBbLI HOMEP rPYNMbl arperaumn kKaHanoBs, NPUHUMAET 3HadeHus [1..12].
<MODE> - pexum hopM1poBaHUA rpynrbl arperawlmm KaHasoB:

+ auto — fo6aBUTb MHTEPENC B AUHAMUYECKYIO TPYNMy arperauun ¢ NoaaepXkoin npotokona LACP;
* on — 0o6aBUTbL MHTEPCIENC B CTATUYECKYIO Fpynny arperayuu.

Heo6xoaumblii ypoBeHb NpuBUiernii
10
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KomaHaHbIi pexum
CONFIG-GI
CONFIG-TE

Mpumep

esr(config-if-gi)# channel-group 6 mode auto

lacp port-priority
[aHHoii komaHgon yctaHaBnusaetcs LACP-npuoputeT nHTepdeiica Ethernet.

MCHOﬂb3OBaHM8CﬂpMMaTeﬂbHOM(bOprIKOMaHAbIyCTaHaBﬂMBaeTBHaHEHMGIK)yMOﬂHaHMD.

CuHTakcuc
lacp port-priority <PRIORITY>

no lacp port-priority

MapameTpbl

<PRIORITY> - npvopwTeT, yka3biBaeTcs B gnanasoHe [1..65535].

3Ha4yeHune no ymonyaHuio
1

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHgHbIi pexum
CONFIG-GI
CONFIG-TE

Mpumep
esr(config-if-gi)# lacp port-priority 5000
lacp system-priority

[aHHo KomaHa0l ycTaHaBIMBaETCS NPUOPUTET cUCTEMbI Ans npoTokona LACP.

Micnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaHbl (NO) yCTaHAB/IMBAET 3HAUYEHME MO YMOTUYaHMIO.
CuHTaKkcuc

lacp system-priority <PRIORITY>

no lacp system-priority
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MapameTpbl
<PRIORITY> - npuopwTeT, yKkasbiBaeTcsi B AvanasoHe [1..65535].

3HayeHue No ymosiMaHuio
1

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHaHbIi pexum
CONFIG

Mpumep

esr(config)# lacp system-priority 5000

lacp timeout
[laHHOI KoMaHAol ycTaHaBNMBAETCA aAMUHUCTPATUBHBIN TaliMayT npoTtokosia LACP.

MCHOﬂb3OBaHM8CﬂpMMaTeﬂbHOM(bOprIKOMaHAbIyCTaHaBﬂMBaeTBHaHEHMGIK)yMOﬂHaHMD.

CuHTakcuc
lacp timeout { short | long }

no lacp timeout

MapameTpbl
long — pnutensHoe Bpems TaiimayTa (90 cekyHa);

short — kopoTkoe BpeMsi TaiiMayTa (3 cekyHApbl).

3Ha4yeHune no ymonyaHuio

long

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHZHbIi pexum
CONFIG-GI
CONFIG-TE

246



ESR-Series. CnpaBoyHnK komaHz CLI
Mpumep

esr(config-if-gi)# lacp timeout short

port-channel load-balance
[laHHOI KOMaHAoV yCTaHaBNNBAETCS MEXaH3M H6anaHCMPOBKM Harpy3ku Aas rpynn arperayum kaHanos.

Vicnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaHibl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CuHTakcuc
port-channel load-balance {src-dst-mac-ip|src-dst-mac|src-dst-ip|src-dst-mac-ip-port}

no port-channel load-balance

NapameTtpbl ana ESR-1000, ESR-1200, ESR-1500, ESR-1511 n ESR-1700
src-dst-mac — mexaHu3m 6anaHcnpoBKM OCHOBbIBaeTcs Ha MAC-agpece oTnpaBuTesns u nosyyartens;
src-dst-ip — MexaHn3m 6an1aHCUPOBKM OCHOBbIBaETCS Ha IP-agpece otnpaBuTens v nony4varens,

src-dst-mac-ip — mexaHn3m 6anaHcMpoBKU ocHoBbIBaeTcs Ha MAC-agpece v IP-agpece otnpasuTens u
nonyvartens;

src-dst-ip-port — mexaHn3m 6a1aHCUPOBKM OCHOBbIBaETCS Ha IP-agpecax u tcp/udp-noptax oTnpasuTens u
nonyyarens;

src-dst-mac-ip-port — mexaHu3m 6anaHcuMpoBKN OcHoBbiBaeTcs Ha MAC-agpece, IP-agpece v nopte
oTnpaBuUTeNs 1 nosyyarens.

NapameTpbi ans ESR-10, ESR-12V, ESR-12VF, ESR-15, ESR-15R, ESR-15VF, ESR-20, ESR-21, ESR-30,
ESR-31, ESR-100, ESR-3100, ESR-3200, ESR-3200L, ESR-3300

active-backup — Becb Tpadvk OTNpaBASETCA B OAVH UHTepdieiic 1 NepeHanpaBnsieTcs B ApYroi, eC/in NepBbiii
nepewien B cocTosiHue down;

src-dst-mac — mexaH13m 6anaHCcUpOBKM OCHOBbIBaeTCA Ha MAC-aapecax oTnpaBuUTeNs 1 NosyyaTtens;

src-dst-mac-ip — mexaHm3m 6anaHcMpoBKM OCcHOBbIBaeTcs Ha MAC-agpecax u IP-agpecax otTnpaButens un
nonyvartens;

src-dst-ip-port — MexaHn3m 6anaHCPOBKM OCHOBbIBAETCA Ha IP-afpecax u tcp/udp-noptax oTnpaBuTens u
nosyyarens.

3Ha4yeHue no ymonyaHuio

src-dst-mac

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZHbIi pexum
CONFIG
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Mpumep

esr(config)# port-channel load-balance src-dst-mac-ip

show interfaces port-channel

[JaHHas KomaHa UCnosb3yeTcs A1 NPOCMOTPAa MHGIOPMALIMK O YSIEHAX TPYMMbI arperaLymn KaHanos.

CuHTakcuc

show interfaces port-channel [<ID>]

MapameTpbl

<ID> - nopsAKoBbLIi HOMEP rPyNMbl arperaumn KaHasoB, NPUHUMAET 3HaueHus B ananasoHe [1..12].

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KoMaHAHbIV pexum
ROOT

Mpumep

esr# show interfaces port-channel 1
load-balance: src-dst-mac
Channels Ports

pol gil/0/21

show lacp counters

& B Tekyueli Bepcum MO aaHHbIv hyHKLMOHAN NOAAEPXUBAETCA TOMbKO HA MapLUpyTM3aTopax
ESR-1000/1200/1500/1511/1700.

[aHHasi KomaHga Ucnonb3yeTcs A8 NPocMoTpa CTaTUCTUKK paboTtbl LACP-npoTokona ans nHtepgeiica
Ethernet.

CuHTakcuc

show lacp counters [ <IF> ]

MapameTpbl

<IF> — nmsa nHTepdpelica ycTponcTea, 3aaaéTcs B BUAE, ONUCaHHOM B pasaene Tunbl 1 Nopsaok MMeHOBaHUSA
NHTepdhelicoB MapLUupyTusaropa.

B komaHAe MOXHO ykasaTb HECKO/IbKO MHTepdeincoB. Ecnn He yKasbiBaTb MHAEKCHI MHTEPGENCOB, TO ByaeT
OTOGpaXKeHa CTaTUCTMKa BCeX MHTEPIencoB 3aaHHOol rpynnbl. ECniv 3agaH onpeaeneHHblin nHTepdelic, To
6yaeT oTobpaxeHa aetasibHas MHGopMaLUus No AaHHOMY MHTepdency.

248



Heo6xoauMbIii ypoBeHb NpuBUIerui
1

KomaHgHbIii pexum
ROOT

Mpumep

esr# show lacp counters port-channel 2
Interface Sent Recv

show lacp interfaces

Link failure

ESR-Series. CnpaBoyHnK komaHz CLI

JaHHaa komaHga ncnosnb3yercsa 4/ NnpocMmoTpa nHpopmauum o npotokosie LACP.

CuHTakcuc

show lacp interfaces [ <IF> ]

MapameTpbl

<IF> — ums chnsmyeckoro nnu arpernpoBaHHOro nHTepdieiica ycTpoiicTea, 3a4aéTcsi B BUAE, ONMCAHHOM B

pasgene Tunbl U NOPSA0K MMEHOBaHWUst UHTEPAEencoB MapLIpyTU3aTopa.

B kOMaHZe MOXHO yKa3aTb HECKO/IbKO MHTepdheiicoB. Ecnn He ykasbiBaTb UHAEKCHI MHTepdeiicos, To ByaeT
oTobpaxeHa nHcopmauyma o LACP-npoTokone ansa Bcex MHTEpGEncoB 3agaHHon rpynnbl.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KomaHZgHbIi pexum
ROOT
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Mpumep

esr# show lacp 1interfaces port-channel 2
port-channel 2 [aggregator 1, active] ports count: 1

Actor Port Partner Port
System Priority 32768 1
System MAC a8:f9:4b:aa:12:40 a8:f9:4b:83:01:80
Key 8000 1
port-channel 2 [aggregator 2, backup] ports count: 1

Actor Port Partner Port
System Priority 32768 65535
System MAC a8:f9:4b:aa:12:40 00:00:00:00:00:00
Key 8000 FFFF

esr# show lacp 1interfaces gigabitethernet 1/0/1
gigabitethernet 1/0/1 [active] up

Actor Port Partner Port
Port Priority 32768 1
LACP Activity Active Active

show lacp parameters

[aHHasi KomaHaa Ucnonb3yeTcs A8 NPocMoTpa napameTpoB HacTpoiikn npotokona LACP ans nHtepdelica
Ethernet.

CuHTakcuc

show lacp parameters [ <IF> ]

MapameTpbl

<IF> — nms chmsmnyeckoro nHTepderica ycTponcTea, 3a4aéTcsa B BUAE, ONMCaHHOM B pasgene Turbl 1 Nopsok
VIMEeHOBaHVs nHTepheincos MapLupyTnsaTopa. Bo3MOXHO UCMoNb30BaHMe TOMbKO (Pr3nYecknx MHTepdericos.

B KOMaHAe MOXHO yka3aTb HECKO/IbKO MHTepdeiicoB. Ecnn He ykasbiBaTb UHAEKCHI MHTepdheicos, To byayT
oTOBOpaxXeHbl NapamMeTpbl BCEX MHTePeicoB 3agaHHOl rpynnbl. ECNn 3agaH KOHKPETHbIN MHTepdieiic, To
OyaeT oTobpaxeHa getasibHas MHpopmaums No gaHHOMY UHTepdeiicy.

Heo6xoaumblii ypoBeHb NpuBUIernii
1

KoMaHAHbIV pexum
ROOT
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Mpumep

esr# show lacp parameters tengigabitethernet 1/0/2

LACP parameters

tel/0/2 32768 Short

E1/multilink

enable

[aHHoii komaHaon Bknovaetcst PPP-nonb3oBartens.

ESR-Series. CnpaBoyHnK komaHz CLI

icnonb3oBaHue oTpuuaTesnibHoi hopMbl KOMaHbl (No) oTkNtouaeT PPP-nonb3oBatens.

CuHTakcuc

[no] enable

MapameTpbl

KomaHga He coaepXuT napameTpoB.

3Ha4yeHue no ymonyaHuio

PPP-nonb3oBartenb OTKAHOUYEH.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZgHbIi pexum
CONFIG-PPP-USER

Mpumep

esr(config-ppp-user)# enable

ip tcp header-compression

[laHHOI KOMaHAoV BKIKOYAETCA NMPOTOKO/ CXKaTus tcp-3aro/IoBKOM. MPOTOKON MCNOMb3yeTcs A1A YYyULLEHNS

npon3BognNTE/IbHOCTN HU3KOCKOPOCTHbLIX KaHaU10B CBA3U

icnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaHbl (NO) OTK/IKOYAET NPOTOKOJT CXKATus tCP-3arofioBKOB.

CuHTaKkcuc

[no] 1ip tcp header-compression
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MapameTpbl
OrtcyTCTBYIOT.

Heob6xoaumbivi ypoBeHb NPUBUETAA
10

KomaHZgHbIi pexum
CONFIG-E1
CONFIG-MULTILINK

Mpumep

(config-el)# ip tcp header-compression

ip tcp compression-connections

[aHHO KOMaH/10¥i yKa3bIBaeTCS KOMMYECTBO OAHOBPEMEHHBIX tCP-COEANHEHNIA, ANS KOTOPbIX ByaeT
CMO/b30BaTLCSA NPOTOKO KOMMNPECCcUm tcp-3aro/1oBKOB.

icnonb3oBaHue oTpuLaTeNbHO DOPMbl KOMaHibl (N0) yCTaHAB/IMBAET 3HAYEHME NO YMOMYAHUIO A/1S
KO/IMYECTBA OJHOBPEMEHHbIX tCp-COeAMHEHWIA, 1N KOTOPbIX BYAET 1CM0/b30BaTbCs NPOTOKO KOMMPECCUM
tcp-3aro/10BKOB.

CuHTakcuc
ip tcp compression-connections <NUMBER>

no ip tcp compression-connections

MapameTpbl

<NUMBER> — K0/1M4ecTBO 04HOBpPEMEHHbIX tCp-COeAMHEeHNIA, ANS KOTOPbIX BYAET MCMONb30BaTLCA MPOTOKON
KOMMpeccun tcp-3aronioBKoB. MOXeT NpuHMMmaTh 3HaueHus [2..16].

3HauyeHue No ymosiyaHuio
16

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG-E1
CONFIG-MULTILINK
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Mpumep

esr:esr(config-el)# ip tcp compression-connections 32
esr:esr(config-el)#

mrru
[JaHHas KomaHa onpeaensieT MakcUMasibHblli pasMep NpMHMMaeMoro naketa ans MLPPP-uHTepdeiica.

Vicnonb3oBaHue oTpuLaTeNbHO hOpMbl KOMaH bl (N0) yCTaHAB/MBAET 3HAYEHME MITU MO YMOTYAHNIO.

CuHTakcuc
mrru { <MRRU> }

no mrru

MapameTpbl

<MRRU> — makcumasibHbl pasmep nprHuMaemoro naketa ansg MLPPP-uHTepdelica, npuHMMaeT 3HaYeHns B
ananasoHe [1500..10000].

3HauyeHue No ymosiyaHuio
1500

Heo6xoauMbIii ypoBeHb NpuBUIeruin
10

KomMaHAHbIV peXxum
CONFIG-MULTILINK

Mpumep

esr(config-multilink)# mrru 1700

password

KomaHga ons yctaHOBKM Napons B OTKPbITOM UK 3aumdpoBaHHOM hopMe onpenesieHHOMY Mosib30BaTtesito
ANa ayTeHTUdUKaL MM yaaneHHoW CTOPOoHsbI. MNaposib Nosb3oBartens XpaHUTca B KOHdUrypauuy B
3alumdpposaHHol dhopme. Npr KOHPUTYpMpoBaHUM MOXHO 3aaTb Naposib B OTKPbLITON hopme nnbo
CKOMupoBaTb Naposib B 3alnpoBaHHON hopme ¢ Apyroro ycTpoicTea.

cnonb3oBaHue oTpuuaTenbHol hopmbl kKomaHabl (No) yaanseT naponb nonb3oBaTens.

CuHTtakcuc
password ascii-text { <CLEAR-TEXT> | encrypted <ENCRYPTED-TEXT> }

no password
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MapameTpbl

<CLEAR-TEXT> — naposib B OTKpbITOVi chopme, 3aaeTca CTPOKoli [1 .. 64] ciMBOMOB, MOXET BK/tOUYaTb
cumBonbl [0-9a-fA-F];
<ENCRYPTED-TEXT> - naponb B 3awwmdpoBaHHoii hopme, 3agaéTca CTpokoii [2..128] cumBosnos.

& Maponn xpaHaATcsa B KOHUrypauun B 3aliMdgpoBaHHol hopMe He3aBUCKMMO OT hopMara,
NCNosib30BaHHOIO NpY BBOAE KOMaHAbI.

HeoOxoaumbivi ypoBeHb NPUBUETAA
15

KomaHZHbIi pexum
CONFIG-PPP-USER

Mpumep

esr(config-ppp-user)# password ascii-text 01234567

ppp authentication chap
[aHHoi komaHaol Bktovaetcst CHAP-ayTeHTUbmKaums.

Vicnonb3oBaHue oTpuLaTeNbHO hopMbl KOMaHbl (N0) OTK/MOYAET ayTeHTUMKALIMIO.

CuHTakcuc

[no] ppp authentication chap

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KoMaHAHbIV pexum
CONFIG-SERIAL
CONFIG-E1
CONFIG-MULTILINK

Mpumep

esr(config-el)# ppp authentication chap
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ppp chap hostname

[aHHol KomaH0I yKa3blBaeTCA MMA MapLUpyTMU3aTopa, KOTopoe OTNpaBseTcs yaaseHHOW CTOpoHe A/1s
npoxoxaeHna CHAP-ayTeHTudmKaumnn.

icnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHAbl (NO) yCTaHAB/IMBAET 3HAYEHME MO YMOTUYAHMIO.

CuHTakcuc
ppp chap hostname <NAME>

no ppp chap hostname

MapameTpbl

<NAME> — nms mapLupyTtumsaropa, 3agaéTtcs CTpokol o 31 cumsona.

3Ha4yeHue no ymonyaHuio

CuctemHoe ums yctpolictea (hosthame).

HeoOxoaumbivi ypoBeHb NPUBUETAA
15

KomaHAHbII pexum
CONFIG-SERIAL
CONFIG-E1
CONFIG-MULTILINK

Mpumep

esr(config-el)# ppp chap hostname esril

ppp chap password

[aHHOoI KoOMaHA0M yKa3blBaeTCs nNaposib, KOTOPbIA OTNPaBAsAeTCA yAaIeHHOW CTOPOHE BMECTe C UMEHeM
MapLupyTumsaTopa g5 npoxoxaeHnss CHAP-ayTeHTudbmkaumn.

Vicnonb3oBaHue oTpuLaTesibHoli DOPMbI KOMaH bl (N0) yaansieT naporsb.

CuHTakcuc
ppp chap password ascii-text { <CLEAR-TEXT> | encrypted <ENCRYPTED-TEXT> }

no ppp chap password

MapameTpbl

<CLEAR-TEXT> - naposib B OTKpbITOli chopMe, 3aaETcsi CTPOKOI [1 .. 64] CMMBO/IOB, MOXET BK/HOUATb
cumBonbl [0-9a-fA-F];

<ENCRYPTED-TEXT> — naposib B 3alumcpoBaHHoli hopMe, 3aaEéTcsi CTPOKoI [2..128] cumBonoB.
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& Maposnb xpaHUTCs B KOHUrypauuy B 3alumpoBaHHol hopMe He3aBUCKMMO OT chopMara,
NCMNONb30BAHHOIO NPY BBOAE KOMaHAbI.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KoMaHAHbIV pexum
CONFIG-SERIAL
CONFIG-E1
CONFIG-MULTILINK

Mpumep

esr(config-el)# ppp chap password ascii-text 01234567

ppp chap refuse
[laHHOI KOMaHAol BKHOYAETCA UTHOPUPOBaHKe ayTeHTUUKaLMK.

icnonb3oBaHue oTpuLaTeNibHO (DOpPMbl KOMaHbl (N0) yCTaHAB/IMBAETCSA 3HAYEHME MO YMOMYAHUIO.

CuHTakcuc

[no] ppp chap refuse

MapameTpbl

KomaHga He coaepXuT napameTpos.

3HauyeHue No yMmo4aHuio

MrHopvipoBaHue ayTeHTUUKaLMI BbIK/THOUYEHO.

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIi pexum
CONFIG-SERIAL
CONFIG-E1
CONFIG-MULTILINK

Mpumep

esr(config-el)# ppp chap refuse
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ppp chap username

[JlaHHOli KOMaHAO0 yKa3bIBAETCS NO/Ib30BATENb A/151 AyTEHTUUKALMN YAANTEHHON CTOPOHBI U OCYLLIECTBASETCS
nepexog B peXXmm KOH(MIypupoBaHUsi Nosib3oBaTensi.

Mcnonb3oBaHue oTpuuaTensbHoli hopmbl komaHabl (No) yaansieT ykasaHHOro Nnosib3oBaresisi.

CuHTakcuc

[no] ppp chap username <NAME>

MapameTpbl

<NAME> — nms nonb3oBarens, 3agaéTcsa cTpokoit o 31 cumeona.

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
CONFIG-SERIAL
CONFIG-E1
CONFIG-MULTILINK

Mpumep

esr(config-el)# ppp chap username xap

ppp ipcp accept-address

[aHHOoI KomaHAoW pa3peluaeTcs NpuHMUMaTb 0T cocefa Ntobol HeHyneBol IP-agpec B kayecTBe /I0Ka/IbHOro
IP-appeca.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHUIO.

CuHTakcuc

[no] ppp ipcp accept-address

MapameTpbl

KomaHga He cogepXuT napameTpoB.

3HauyeHue Nno ymosi4aHuio

Mprewm IP-agpeca 3anpeLleH.

Heo6xoaumblii ypoBeHb NpuBUiernii
10
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KomaHaHbIi pexum
CONFIG-SERIAL
CONFIG-E1
CONFIG-MULTILINK

Mpumep

esr(config-el)# ppp ipcp accept-address

ppp ipcp remote-address

ESR-Series. CnpaBoyHnK komaHz CLI

[laHHOI KomaHaol ycTaHaBnnBaetcs IP-agpec, KOTopbIii OTNpaBNsSeTcs yaaneHHol cTopoHe Ass

nocsiegyrouero ero npnceBoeHus.

Micnonb3oBaHue oTpuuaTesibHoi hopMbl KOMaHbl (No) yaanseT IP-agpec yaAaneHHO CTOPOHLI.

CuHTakcuc
ppp ipcp remote-address <ADDR>

no ppp ipcp remote-address

MapameTpbl

<ADDR> — IP-agpec yaaneHHoro wso3a.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG-SERIAL
CONFIG-E1
CONFIG-MULTILINK

Mpumep

esr(config-el)# ppp ipcp remote-address 192.168.1.2

ppp max-configure

[laHHOI KoMaHAol ycTaHaBNMBAETCA KONMMUYECTBO NOMbITOK oTnpaBku Configure-Request nakeToB, npexae yem

yAaneHHbIin Nup 6yaeT Npu3HaH HeCNOCOGHbIM OTBETUTD.

icnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHAbl (NO) yCTaHAB/IMBAET 3HAYEHME MO YMOTUYAHWIO.

CuHTakcuc

ppp max-configure <VALUE>
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no ppp max-configure

MapameTpbl
<VALUE> - Bpewmsi B CeKyHAax, NPMHMMAaET 3HaueHus [1..255].

3HayeHue No ymosiMaHuio
10

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHaHbIi pexum
CONFIG-SERIAL
CONFIG-E1
CONFIG-MULTILINK

Mpumep

esr(config-el)#i ppp max-configure 4

ppp max-failure

[laHHOI KomMaHAol ycTaHaBNMBAETCS KONMUYECTBO NonbIToK Bbic/iaTb Configure-NAK nakeTbl, npexae yem
6YyayT NOATBEPXKAEHLI BCE OMLMN.

MCHOﬂb3OBaHM8CﬂpMHaTeﬂbHOM(pOprIKOMaHAH(nO)yCTaHaBﬂMBaeT3HaquMeIN)yMOﬂHaHMD.

CuHTakcuc
ppp max-failure <VALUE>

no ppp max-failure

MapameTpbl

<VALUE> - Bpems B cekyHax, NpUHUMAaET 3HadeHus [1..255].

3Ha4yeHue no ymonyaHuio
10

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZHbIi pexum
CONFIG-SERIAL
CONFIG-E1
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CONFIG-MULTILINK

Mpumep

esr(config-if-gi)#i ppp max-failure 3

ppp max-terminate

[ aHHO KOMaH/10/i ycTaHAB/IMBAETCS KOJIMUYECTBO MOMbITOK BbicNaTb Terminate-Request nakeTbl, Npexae yem
ceccusi 6yieT npepeaHa.

Vicnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc
ppp max—-terminate <VALUE>

no ppp max-terminate

MapameTpbl

<VALUE> - Bpems B cekyHaax, NPMHUMAET 3HaueHus [1..255].

3HayeHue No ymosiMaHuio
2

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG-SERIAL
CONFIG-E1
CONFIG-MULTILINK

Mpumep

esr(config-if-gi)#i ppp max-terminate 4

PPP mru
[laHHoi komaHAaol ykasbiBaeTca pasmep MRU (Maximum Receive Unit) ans nHtepdeiica.

icnonb3oBaHue oTpuLaTenibHo hopMbl KOMaHbl (NO) ycTaHaBnmBaeT 3HaveHne MRU no ymonuyaxuto.

CuHTtakcuc
ppp mru <MRU>

no ppp mru
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MapameTpbl
<MRU> - 3HaueHne MRU, npuHMMaeT 3HaYeHns B avanasoHe [552..1500].

3HayeHue No ymosiMaHuio
1500

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHaHbIi pexum
CONFIG-SERIAL
CONFIG-E1
CONFIG-MULTILINK

Mpumep
esr(config-if-gi)# mru 1400
ppp multilink

[aHHoii komaHgown Bkntovaetcs pexum MLPPP Ha ET1-nHTepdelice.

icnonb3oBaHue oTpuuaTesibHoi hopMbl KOMaHbl (N0) oTktovaeT pexum MLPPP.

CuHTakcuc

[no] ppp multilink

MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG-E1

Mpumep

esr(config-el)# ppp multilink

ppp multilink-group

[JaHHoli kKomaHzoi E1-uHTepdpeiic BktovaeTcsa B rpynny arperaumu.
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icnonb3oBaHue oTpuUaTeNibHO (hopMbl KOMaHbl (N0) UCK/OYAET MHTEPIEIC M3 TPyNMbl arperauyu.

CuHTakcuc
ppp multilink-group <GROUP-ID>

MapameTpbl

<GROUP-ID> — naeHTudomkaTop rpynmbl, NpUHUMaeT 3HaveHue [1..4].

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHaHbIi pexum
CONFIG-E1

Mpumep

esr(config-el)# ppp multilink-group 1

ppp timeout keepalive

[laHHOI KoMaHAol yCTaHaBNMBAETCA NHTEPBa/T BPEMEHN B CEKyHAAX, MO NCTEYEHUM KOTOPOro MapLLpyTHU3aTop
otnpasnseT keepalive-coobLueHune.

MCHOﬂb3OBaHM8CﬂpMHaTeﬂbHOM(pOprIKOMaHAH(nO)yCTaHaBﬂMBaeT3HaquMeIN)yMOﬂHaHMD.

CuHTakcuc
ppp timeout keepalive [ <TIME >]

no ppp timeout keepalive

MapameTpbl

<TIME> - Bpems B cekyHAax, NpUHUMaEeT 3HaueHus [1..32767].

3Ha4yeHune no ymonyaHuio
10

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHAHbI1 pexum
CONFIG-SERIAL
CONFIG-E1
CONFIG-MULTILINK
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Mpumep

esr(config-if-gi)# ppp timeout keepalive 200

ppp timeout retry

[laHHOV KOMaH/10¥i yCTaHAB/IMBAETCS HTEPBA/T BDEMEHM B CEKYHAAX, N0 NCTEYEHNM KOTOPOro MapLLpyTU3aTop
MOBTOPSIET 3aNPOC HA YCTAHOB/IEHUE CECCUMN.

Vicnonb3oBaHue oTpuLaTeNbHo (DOpMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc
ppp timeout retry <TIME>
no ppp timeout retry

MapameTpbl

<TIME> - Bpems B cekyHAax, NpUHUMaEeT 3HaueHus [1..255].

3HayeHue No ymosiMaHuio
3

Heo6xoauMbIii ypoBeHb NpuBUIeruin
10

KomMaHAHbIV peXxum
CONFIG-SERIAL
CONFIG-E1
CONFIG-MULTILINK

Mpumep

esr(config-if-gi)# ppp timeout retry 3

show controllers e1

[aHHoi KomaHaoW BbiBOAUTCA MHGopMauus o E1-KkoHTponepax.

CuHTakcuc

show controllers el [<IF>]

MapameTpbl

<IF> - nms chnsnyeckoro nHTepdpeiica MapLupyT3aTopa, 3a4aéTcs B BUAe, ONMCaHHOM B pasaene Tkl 1
NopsI0K MMeHoBaHMs MHTepelicoB MapLUpyTU3aTopa.
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Heo6xoauMbIii ypoBeHb NpuBUIerui

1

KomaHgHbIii pexum

ROOT

Mpumep

esr# show controllers el
Interface 'tel/0/1':

SFP present:

SFP Vendor name:

SFP Vendor PN:
Line code:
Clock source:
Timeslot:
Invert Data:
Framing CRC4:
Loopback:

CRC algorithm:
E1l Link:

E1 Synced:

E1 RX AIS:

E1 RX RAI:

switchport e1 slot

Yes
NSC-COM
611.900
HDB3
Internal
24

No

No
FCS16
Down

No

No

No

ESR-Series. CnpaBoyHnK komaHz CLI

[aHHol KomaHaoM nopT e1 NpuBA3bIBaETCA K ousnyeckomMy nHtepdericy. Micnonb3oBaHne oTpuuaTesibHOM

thopmbl KOMaHAB! (NO) NEpPexoanT B CTAHAAPTHLIN PEXMM.

CuHTakcuc

[no] switchport el slot <SLOT>

MapameTpbl

<SLOT> - naeHtTUdmKaTop coTa, NpUHUMAET 3HadeHne B ananasoHe [0..12].

Heo6xoaumblii ypoBeHb NpuBUiernii

10

KomaHZAHbIi pexum

CONFIG-GI
CONFIG-TE

Mpumep

esr(config-if-gi)# switchport el 0
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switchport e1 clock source
[aHHol KomaHAoM onpeaensieTcsa NCTOUHMK CUHXPOHU3aummn el-nHTepdeiica.

icnonb3oBaHue oTpuLaTenibHO hopMbl KOMaHAOV (NO) yCTaHAB/IMBAET 3HAYEHME MO YMOTUYAHMIO.

CuHTakcuc
switchport el clock source { internal | line }

no switchport el clock source

MapameTpbl
internal — ncnonb3yeTcs BHYTPEHHWI UCTOUYHMK CUHXPOHM3aLNK;

line — B KAauecTBe MCTOYHMKA CUHXPOHU3aUnn NCNoJsib3yeTca CUrdast ¢ JIMHNW.

3Ha4yeHue no ymonyaHuio

internal

HeoOxoaumbivi ypoBeHb NPUBUETAA
10

KomaHZHbIi pexum
CONFIG-GI
CONFIG-TE

Mpumep

esr:esr(config-if-gi)# switchport el clock source line

switchport e1 crc
[laHHOI KoMaHAol onpeaensieTcs peXxxMum NPoBEPKN LEe/TOCTHOCTU NepeAaBaeMbiX AaHHbIX.

Micnonb3oBaHue oTpuLaTeNbHOi (DOPMbI KOMaH0Vi (N0) ycTaHABMBAET 3HAYEHME NO YMOTYAHUIO.

CuHTakcuc
switchport el crc { 16 | 32 }

no switchport el crc

MapameTpbl
16 — ncnonb3yetcsa 16-6MUTHbI anropUTM NpoBepkn oTcyTcTBUsS ownbok (CRC);

32 - ucnonbayetcst 32-6UTHBbIN aropuT™M NPOBEPKUN OTCYTCTBMSA oLWmM60K (CRC).

3HauyeHue No ymosiuaHuio
16
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Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-GI
CONFIG-TE

Mpumep

esr:esr(config-if-gi)# switchport el crc 16

switchport e1 framing

[aHHOoI KomaHAoW BKNHOYaeTCs NpoBepka LesiocTHOCTM no anroputmy CRC4.

ESR-Series. CnpaBoyHnK komaHz CLI

icnonb3oBaHme oTpuLaTesibHol (DopMbl KOMaHAOoV (N0) ycTaHAB/IMBAET 3HAYEHME MO YMOTYAHUIO.

CuHTakcuc
switchport el framing { crc4 | no-crc4 }

no switchport el framing

MapameTpbl

crcd — BK/IOYEHME NPOBEPKM LienocTHocTM no CRC4;

no-crc4 — BbIKNOUYEHNE NPOBEpPKU LienocTHocTn no CRCA4.

3HauyeHue Nno ymosi4aHuio

BbiktoueHo.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-GI
CONFIG-TE

Mpumep

esr:esr(config-if-gi)# switchport el framing crc4

switchport e1 invert data

[aHHO KOMaH/10Vi BK/TOYAETCA PEBEPCUBHAS OTNPaBKa AaHHbIX.

Vicnonb3oBaHue oTpuuaTesibHoi (DOpPMbl KOMaHAoV (N0) ycTaHAB/IMBAET 3HAYEHVE NO YMOTYAHUIO.
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CuHTakcuc

[no] switchport el invert data

MapameTpbl

OTcyTCTBYIOT.

3HauyeHue No yMmo4aHuio

BbIk/1to4eHOo.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-GI
CONFIG-TE

Mpumep

esr:esr(config-if-gi)# switchport el invert data

switchport e1 linecode

ESR-Series. CnpaBoyHnK komaHz CLI

[laHHOI KoMaHAol onpeaensieTcs aropuT™M KOAUPOBaHNA AaHHbIX, OCYLLLECTB/ISIEMOE 1A UX Nepeaayn no

Jonanyeckomy KaHany.

icnonb3oBaHme oTpuuaTesibHoli (DOpMbl KOMaHAOoV (N0) ycTaHAB/IMBAET 3HAYEHME MO YMOTYAHUIO.

CuHTakcuc

switchport el linecode { ami | hdb3 }

MapameTpbl
ami — ncnosb30BaTb aroOpuT™M ami;

hdb3 - ncnonb3osats anroputm hdb3.

3HauyeHue No ymosi4aHuio
hdb3

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
CONFIG-GI
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CONFIG-TE

Mpumep

esr:esr(config-if-gi)# switchport el linecode ami

switchport e1 timeslots
[laHHOI KoMaHAol onpeaensieTcs KoMYeCcTBO NCNo/b3yeMbix 64 K6UT/C kaHa10B B noToke E1.

icnonb3oBaHue oTpuLaTeNbHO (DOPMbI KOMaH10Vi (N0) ycTaHABNMBAET 3HAUYEHME NO YMOTYAHUIO.

CuHTakcuc
switchport el timeslots < RANGE >

no switchport el timeslots

MapameTpbl

< RANGE > - konunuecTBo 64 KGUT/C KaHa/10B, NpUHMMAaET 3HadeHue [1..31].

3HauyeHue No ymosiyaHuio
31

Heo6xoauMbIii ypoBeHb NpuBUIeruin
10

KomMaHAHbIV peXxum
CONFIG-GI
CONFIG-TE

Mpumep

esr:esr(config-if-gi)# switchport el timeslots 16

switchport e1 unframed

[aHHol KOMaH0 BKNKOUYAETCS PEXNM UCMONb30BaHMA NoToka E1 kak eanHoro 6e3 pasgeneHunst Ha kaHasbl no
64 Kbut/C.

icnonb3oBaHue oTpuLaTesnibHO hopMbl KOMaHAOW (NO) yCTaHAB/IMBAET 3HAYEHME MO YMOTUYAHMIO.

CuHTakcuc

[no] switchport el unframed

MapameTpbl

OTcyTCTBYIOT.

268



3Ha4yeHune no ymonyaHuio

OTK0YEHO.

Heob6xoaumbivi ypoBeHb NPUBUETAA
10

KomaHZgHbIi pexum
CONFIG-GI
CONFIG-TE

Mpumep

esr:esr(config-if-gi)# switchport el unframed

switchport mode e1

ESR-Series. CnpaBoyHnK komaHz CLI

[aHHoi KomaHaol oM3nyecknini NopT nepeBoanTcs B pexmnm padoTel ¢ SFP e1 moaynem.

Vicnonb3oBaHue oTpuLaTeNbHO (hOpMbl KOMaH bl (N0) NepeBoAWT NOPT B CTAHAAPTHbIN PEXMM.

CuHTakcuc

[no] switchport mode el

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-GI
CONFIG-TE

Mpumep

esr(config-if-gi)# switchport mode el
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MocnepoBaTtenbHble UHTEPheNChbI

& Tonbko ans ESR-21.

chat-script

KomaHga ucnonb3ayertcsa ans cosgaHus chat-script, kotopble MOryT MCNOMb30BaTLCA MPU NOAKIOYEHNN Yepes
dialup.

icnonb3oBaHue oTpuuaTenibHoli (DopMbl KOMaH bl (No) yaanset chat-script.

CuHTakcuc
chat-script <NAME> <TEXT>
no chat-script { <NAME> | all }

MapameTpbl
<NAME> — Ha3BaHMe CKpuMTa, 3afaeTcs CTpokoin Ao 31 cumBona.

<TEXT> — cofepxaHune CKpunTa, 3a4aeTcsa CTPOKOWN A0 255 cumMB0on0B. HEOGX0AMMO 3aK/1H0UNTb CKPUNT B
Kpyrnble CKOOKM 1 3KpaHMpoBaTb Npu NnoMoLuy cumBona "\" npo6ens! n cneynann3mpoBaHHble CUMBO/IbI.

all — kntou gna yganeHns Bcex co3fgaHHbIX CKPUMNTOB.

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KomaHaHbI pexum
CONFIG

Mpumep

esr(config)# chat-script DIAL "\ (ABORT ERROR ABORT BUSY \"\" \"ATZ\" OK \"ATDTT\" TIMEOUT 30
CONNECT\)"

clear line aux

KomaHga ncnonb3yetcs 415 yaaieHns ceccuii nocnefoBate/bHbIX MHTepdelicos.

CuHTakcuc

clear 1line aux [ <NUM> ]

MapameTpbl

<NUM> — HoMep nocneaosaTefnibHOro nHTepdeiica, ykasoisaetcs B gnanasoHe [1..3].

Heo6xoauMbIii ypoBeHb NpuBUierui
15
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KomaHaHbIi pexum
ROOT

Mpumep

esr# clear line aux 2

databits
[aHHOI KOMaHAoW 3a/1aeTCA KONMMYECTBO BUT AAHHbIX B MOCHISIKE.

MCHOﬂb3OBaHM8CﬂpMHaTeﬂbHOM(pOprIKOMaHAH(nO)yCTaHaBﬂMBaeT3HaquMeIN)yMOﬂHaHMD.

CuHTakcuc
databits <BITS>

no databits

MapameTpbl

<BITS> — K0/IMYeCcTBO BUT JaHHbIX B NOCbINKe. MpUHUMaeT 3HaveHue [7..8].

3Ha4yeHue no ymonyaHuio
8

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KomaHZHbIi pexum
CONFIG-LINE-AUX

Mpumep

esr(config-line-aux)# databits 7

dialer
[aHHoi KomaHaol BKNtoYaeTCst OYHKLUMA A03BOHLLIMKA.

icnonb3oBaHune oTpuLaTesibHoi hopMbl KOMaHbl (NO) OTK/OYAET PYHKLMIO A03BOHLLMKA.

CuHTaKkcuc

[no] dialer
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MapameTpbl

KomaHga He coaepXvt napamMeTpoB.

3HayeHue No ymosiMaHuio

OTK/IH0YEHO.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHaHbIi pexum
CONFIG-SERIAL

Mpumep

esr(config-serial)# dialer

dialer idle-timeout

ESR-Series. CnpaBoyHnK komaHz CLI

[laHHOI KOMaHAoV 3alaeTcs yCTaHaBMBAETCS BpEMS yAepXaHUsi NOAKIUYEeHNs NPy OTCYTCTBUN TpadgvKa.

Vicnonb3oBaHue OTpMLLaTeﬂbHOVI (*JOprI KOMaHAbl (no) yCTaHaB/IMBaeT 3Ha4YeHNE No YMOIHaHNIO.

CuHTakcuc

dialer idle-timeout <TIME>
no dialer +idle-timeout

MapameTpbl

<TIME> — BpeMs yiepXaHusi NOAKMOUEHNS NPU OTCYTCTBUM Tpadhuka B CEKyHAAX, MPUHUMAET 3HaUYEeHVE B

ananasoHe [1..65535].

3Ha4yeHune no ymonyaHuio
30

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHZHbIi pexum
CONFIG-SERIAL

Mpumep

esr(config-serial)# dialer -idle-timeout 210
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dialer in-band
[aHHoli kKomaHaon Ha serial-uHTepdheiice BktovaeTca pexum V.25bis.

icnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHAbl (NO) YCTaHAB/IMBAET 3HAYEHME MO YMOTUYAHMIO.

CuHTakcuc

[no] dialer +in-band

MapameTpbl

KomaHga He coaepXuT napameTpoB.

3Ha4yeHune no ymonyaHuio

OTK0YEHO.

HeoOxoaumbivi ypoBeHb NPUBUETAIA
10

KomaHZAHbIi pexum
CONFIG-SERIAL

Mpumep

esr(config-serial)# dialer 1in-band

dialer map
[laHHoI komaHpaol 3aaeTcsa cooTBeTcTBME IP-NoAceT 1 HOMEPOB A03BOHA A/18 AOCTyNa K 3TUM NOACETAM.

Vicnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaHibl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CuHTakcuc

dialer map ip <SUBNET> name <PPPUSER> [ modem-script <SCRIPT-NAME> ] <PHONE-NUM>
no dialer map -ip

MapameTpbl

<SUBNET> — agpec Ha3Ha4yeHus, 3agaetcs B Buae AAA.BBB.CCC.DDD/NN, rae AAA-DDD npuHumatot
3HaueHus [0..255] n NN npuHumaet 3HadeHus [1..32];

<PPPUSER> — nms nonb3oBarens 4ns 403BOHA, 3a4aeTcs CTPOKOW A0 31 cumBona;
<SCRIPT-NAME> - nms ckpunTta f03BOHa, 3aaeTcs CTPokoin o 31 cMmBong;

<PHONE-NUM> — HOomMep ans fo3BoHa. 3agaeTtcsi CTPOKOW A0 15 CMMBO/I0B, BO3MOXHO MCMNO/b30BaTh TO/IbKO
uMdopsbl.

3HayeHue No ymosiMaHuio

OTcyTCTBYET.
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Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-SERIAL

Mpumep

esr(config-serial)# dialer map ip 192.168.33.0/27 name SITE12 5512

dialer string
[aHHoln KomaHaoW 3aaeTca HoMep TenedoHa 418 yCTaHOBKN coeanHeHmns vyepes dialup-mogem.

Micnonb3oBaHue oTpuLaTesibHoW hopMbl KOMaH bl (N0) yaansieT HoMep TenedoHa A5l yCTaHOBKM
coegmHeHus yepes dialup-mogem.

CuHTakcuc

dialer string <PHONE-NUM>
no dialer string

MapameTpbl

<PHONE-NUM> — Homep TenechoHa a1 f03BOHa. 3agaeTcs CTPOKOoi A0 15 CMMBOMOB, BO3MOXHO
NCnosib30BaTb TOMILKO LUAopBbI.

3HauyeHue Nno ymosi4aHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KoMaHAHbIV pexum
CONFIG-SERIAL

Mpumep

esr(config-serial)# dialer string 3835401

flowcontrol
[aHHol KOMaH/101 3a1aeTCs PEXMM yNpaBeHMs MOTOKOM AAaHHbIX.

icnonb3oBaHue oTpuuaTesibHoi (DOpMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.
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CuHTakcuc

flowcontrol <MODE>
no flowcontrol

MapameTpbl
<MODE> — pexum ynpas/ieHns NOTOKOM. NpuHMMaeT 3HauYeHus:

+ software — nporpammHoe ynpaBsieHne noTokom;
+ hardware — annapartHoe ynpaBneHue noToKoM;
+ disabled — ynpaBneHvne NoTOKOM OTK/THOUYEHO.

3HauyeHue No yMmo4aHuio

OTKtOYEHO.

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIiA pexxum
CONFIG-LINE-AUX

Mpumep

esr(config-line-aux)# flowcontrol software

line aux

[laHHOIi KOMaHOM OCYLLECTBNAETCA NEPEXOL B PEXUM KOH(PUIyprpoBaHnsa NocneaoBaTesibHoro MHTepdeiica.

CuHTakcuc

line aux <NUM>

MapameTpbl

<NUM> — Homep nocriefoBaTenibHOro nHTepdelica, 3agaetcs B agnanasoHe [1..3].

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KomaHZHbIi pexum
CONFIG
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Mpumep

esr(config)# line aux 1
esr(config-line-aux)#

modem inout
[aHHoI KomaHaol nepeBoANT NocnefaoBaTebHbIn MHTEPMENC B peXnM paboTbl C MOAEMOM.

icnonb3oBaHue oTpuLaTeNbHO DOpPMbl KOMaH bl (N0) NepeBoAnT NoceAoBaTe bHbI UHTEPXENC B pEXIM
KOHCO/IbHOTO cepBepa.

CuHTakcuc
modem inout

no modem 1inout

MapameTpbl

OTcyTCTBYIOT.

3HayeHue No ymosiMaHuio

Mo ymMmonuaHuio nocrefoBaTe bHblii MHTepdieiic paboTaeT B pexmme KOHCO/IbHOTO cepBepa.

Heo6xoauMbIii ypoBeHb NpuBUIeruin
15

KomMaHAHbIV peXxum
CONFIG-LINE-AUX

Mpumep

esr(config-line-aux)# modem inout

parity
[aHHOoI KomaHAoM 3aaeTcsa PeXnM YyCTaHOBKM BG1UTa YETHOCTW.

icnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHAbl (NO) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHMIO.

CuHTakcuc
parity <MODE>

no parity

MapameTpbl
<MODE> - pexum ycTaHOBKM 6uTa YeTHOCTU. NMprHUMaeT 3HavYeHus:

* odd — npoBepka Ha HEYETHOCTb;
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* even — rnpoeepka Ha 4

* none — 6UT YETHOCTU HE BbICTABNAETCS.

3Ha4yeHue no ymonyaHuio

none.

Heob6xoaumbivi ypoBeHb N
15

KomaHZgHbIi pexum
CONFIG-LINE-AUX

Mpumep

€THOCTb;

puBunerui

esr(config-line-aux)# parity even

show line aux

ESR-Series. CnpaBoyHnK komaHz CLI

KomaHga ucnonb3yeTcsi 4719 NPOCMOTPa COCTOSIHMS Noc/iefoBaTe bHbIX NHTEPHEICOB.

CuHTakcuc

show 1line aux [ <NUM> ]

MapameTpbl

<NUM> — HomMep nocneaoBaTenibHOro nHTepgeiica, ykasbiBaetcsl B gnanasoHe [1..3].

Heo6xoaumblii ypoBeHb N
10

KoMaHAHbIV pexum
ROOT

Mpumep

esr# show line aux
AUX Line 1
Baud rate:
Databits:
Pardity:
Stopbits:
Flowcontrol:
Timeout Exec (min):
Telnet port:
Modem mode:

puBunernii

115200

8

NONE

1
Disabled
300

2001
Disabled
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sp