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Bepcua fOKymeHTa

JAara BbinycKa

CopeprkaHue UsmeHeHMmi

Bepcua 1.43

12.08.2024

CuHXpoHu3auma c Bepcuein 4.0.23.1

U3meHeHus B paspenax:

2.4 KOHCTPYKTUBHOE UCNONIHEHUE

4.4 Pexxum paboTbl KOMMyTaTOpa

5.6 KomaHabl ANna HAacTPOIKM NnapameTpoB A5 3aAaHuA naponei
5.7.1 OnucaHue aprymeHTOB KOMaHpA,

5.8 HacTpoiika cucTeMHOro BpemeHu

5.17.5.1 Hactpoiika npotokona STP, RSTP

5.18 Voice VLAN

5.21.4 NpoToKon ynpasneHusa cetbto (SNMP)

5.22 }XypHan aBapuit, npotokon SYSLOG

5.23 3epkanuMpoBaHue (MOHUTOPUHT) NOpPTOB

5.28.2.1 ba3oBasa npoBepKa NOA/IMHHOCTH

5.28.2.2 PacwumpeHHasa npoBepKa NOAJINHHOCTU

5.28.7 ®dyHKumoHan First Hop Security

5.29 ®dyHKuum DHCP Relay-nocpegHuka

5.35.3 Hactpoiika npotokona OSPF, OSPFv3

5.35.4 Hactpoiika npoTtokona BGP (Border Gateway Protocol)

Bepcua 1.42

04.06.2024

CuHxpoHusauums c sepcuei MO 4.0.22.7

M3meHeHUA B paspenax:

5.13 Fpynnbl arperauuu KaHanos — Link Aggregation Group (LAG)
5.17.7 Hactpoiika npoToKona LLDP

5.23 3epkanuposaHue (MOHUTOPUHT) NOPTOB

5.33 KoHdwurypaumsa 3awmrbl ot DoS-atak

5.35.4 Hactpoiika npoTtokona BGP (Border Gateway Protocol)

Bepcua 1.41

07.03.2024

CuHxpoHusauums c sepcuent M0 4.0.22

Bepcua 1.40

19.12.2023

CuHxpoHusauums c sepcuei MO 4.0.21.7

Bepcuna 1.39

20.10.2023

CuHxpoHusauums c sepcuei MO 4.0.21.5

U3meHeHus B pasgenax:

2.3 OCHOBHbIe TeXHUYECKUe XapaKTepucTuku

5.19.1 dyHKUMA NnocpegHUKa npoTtokona IGMP (IGMP Snooping)
5.21.1 MexaHusm AAA

5.29.1 ®yHkuuu DHCP Relay ans IPv4

5.32 KoHdurypauma ACL (cnUCKu KOHTpOAA A0CTyna)

5.35.10 Hacrtpoiika Virtual Router Redundancy Protocol (VRRP)
5.35.13 KoHdurypauua BupTyanbHoi 06a1actm mapLipytusauum
(VREF lite)

Bepcua 1.38

09.08.2023

CuHxpoHusauuma c sepcueit M0 4.0.21

U3meHeHunA B pasgenax:

2.3 OCHOBHbIe TEXHUYECKNE XapaKTePUCTUKHU

5.5 KomaHgbl ynpasieHusa cuctemoim

5.8 HacTpoiika cucTeMHOro BpemeHu

5.21.2 Npotokon RADIUS

5.28.2.3 HacTpoiika akTMBHOro ceaHca KnmeHta (CoA)

5.33 KoHurypauma 3awutbl ot DoS-atak

5.35.4 HacTpoiika npotokona BGP (Border Gateway Protocol)
5.35.6 Hactpoiika Route-Map

Bepcua 1.37

28.04.2023

CuHxpoHusaums c sepcueit MO 4.0.20

U3meHeHus B paspenax:
5.7.1 OnucaHue aprymeHTOB KOMaHp,
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5.10.2 Hactpoiika VLAN u peKumoB KommyTauum uHtepdeiicos
5.17.5 CemeiicTBo npoToKonos STP (STP, RSTP, MSTP), PVSTP+,
RPVSTP+

5.28.1 ®dyHKUUM 0b6ecneyeHUA 3aWwmuTbl NOPTOB

5.35.3 HacTtpoiika npotokona OSPF, OSPFv3

5.35.4 HacTpoiika npotokona BGP (Border Gateway Protocol)
5.35.5 HacTpoiika npotokona IS-IS

Bepcua 1.36 23.01.2023 CnHxpoHusauums c sepcuent MO 4.0.19

U3meHeHus B paspenax:

4.4 Pexxum paboTbl KOMMyTaTOpa

5.10.1 NapameTpbl Ethernet-unrepgeiicos, Port-Channel- u Loop-
back-untepdeiicos

5.10.2 Hactpoiika VLAN u peKMumoB KommyTauum uHtepdeincos
5.16.1 NMpoTtokon IPv6

5.17.5.1 Hactpoiika npotokona STP, RSTP

5.18 Voice VLAN

5.19.1 dyHKUMA NocpegHUKa npoTtokona IGMP (IGMP Snooping)
5.20.1 NpoTokon PIM

5.20.4 dyHKuma IGMP Proxy

5.21.2 NpoTtokon RADIUS

5.21.4 NpoToKon ynpasneHusa cetbto (SNMP)

5.23 3epkanuposaHue (MOHUTOPUHT) NOPTOB

5.28.1 dyHKUUM 06ecneyeHnn 3aWmTbl NOPTOB

5.28.2.2 PacwumpeHHasa npoBepKa NoAJINHHOCTU

5.34.1 Hactpoiika QoS

5.35.1 KoHdurypaumsa ctaTMiueckoii mapLuipyTusaumum

5.35.10 Hacrtpoiika Virtual Router Redundancy Protocol (VRRP)

Bepcua 1.35 16.12.2022 CuHxpoHusauums c sepcueit M0 4.0.18.4

Bepcua 1.34 29.11.2022 CuHXpoHusauums c sepcueit MO 4.0.18.2

U3meHeHuUA B paspgenax:

5.7.3 KomaHpab! gna pesepBupoBaHuA KoHpUrypauum
5.10.1 Napamertpbl Ethernet-untepgeiicos, Port-Channel- n
Loopback-untepdeiicos

5.17.2 HacTpoiika npotoKkona ARP

5.17.8 Hactpoiika npotokosa OAM

5.17.5 CemeiicTBO npoTtoKonos STP (STP, RSTP, MSTP), PVSTP+,
RPVSTP+

5.17.5.3 Hactpoiika npotokonos PVSTP+, RPVSTP+

5.21.4 NpoToKon ynpasaeHua cetbio (SNMP)

5.34.1 HacTpoiika QoS

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324 3
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Bepcua 1.33

29.07.2022

CuHxpoHusaums c sepcueit MO 4.0.18

[Nob6aBneHbl pasgenni:
5.35.13 KoHdurypauma BupTyasnbHOM 061acTU MmapLupyTU3auum
(VREF lite)

U3meHeHun B paspenax:

5.5 KomaHgbl ynpaBieHUsa cuctemoim

5.7.2 KomaHgapb! gnsa paboTbl ¢ paiinammu

5.10.1 Napamertpsbl Ethernet-untepdeiicos, Port-Channel- n
Loopback-untepdeiicos

5.14 Hactpoiika IPv4-agpecauum

5.17.5 CemeiicTBO npoToKonos STP (STP, RSTP, MSTP), PVSTP+,
RPVSTP+

5.21.7 HacTpoiika goctyna

5.23 3epKanuposaHue (MOHUTOPUHT) NOPTOB

5.28.5 3awuTa IP-agpeca KnueHnta (IP source Guard)

5.29.1 ®dyHkuuu DHCP Relay ans IPv4

5.34.1 Hactpoiika QoS

5.35.1 KoHdurypaumsa ctaTMiueckoii mapLupytTusaumm

5.35.3 Hactpoiika npotokona OSPF, OSPFv3

5.35.4 HacTpoiika npotokona BGP (Border Gateway Protocol)

Bepcma 1.32

27.06.2022

CuHxpoHusauums c sepcuent MO 4.0.17

U3meHeHus B paspgenax:

2.3 OCHOBHbIE TEXHUYECKME XapaKTePUCTUKN

4.4 Pexxum paboTbl KOMMyTaTOpa

5.10.2 Hactpoiika VLAN u pe;KMumoB KommyTauum uHtepdeiicos
5.11 Selective Q-in-Q

5.13 Fpynnbl arperauuu KaHanos — Link Aggregation Group (LAG)
5.17.7 Hactpoiika npoToKona LLDP

5.19.1 dyHKUMA NnocpegHUKa npoTtokona IGMP (IGMP Snooping)
5.19.5 RADIUS-asTopusauma sanpocos IGMP

5.21.2 Npotokon RADIUS

5.32.1 KoHdurypauusa ACL Ha 6ase IPv4

5.32.3 KoHdurypauma ACL Ha 6a3e MAC

5.35.3 Hactpoiika npotokona OSPF, OSPFv3

Bepcma 1.31

01.04.2022

CuHxpoHusauma c sepcueit N0 4.0.16.14

Bepcuna 1.30

28.02.2022

CuHxpoHusauums c sepcuein N0 4.0.16.13

Bepcuna 1.29

12.01.2022

U3meHeHunA B pasgenax:

2.3 OCHOBHbIe TeXHUYECKNe XapaKTepucTuku
5.18 Voice VLAN

5.25.3 luarHocTUKa MHAUKauMmn nHtepdeinncos
5.32.1 KoHdurypauusa ACL Ha 6ase IPv4

5.32.2 KoHdurypauusa ACL Ha 6ase IPv6

5.32.3 KoHdurypauua ACL Ha 6a3e MAC

Bepcua 1.28

12.11.2021

U3meHeHuA B pasgenax:

2.1 HazHauyeHue

2.3 OCHOBHbIe TEXHUYECKNE XapaKTePUCTUKU

2.4.1 BHelWwHW BUA U ONUCaHUE NepeaHeli NnaHen ycTpoicTea
2.4.2 3aaHAA 1 BepXHAA NaHeun YCTPoicTBa

5.35.3 Hactpoiika npotokona OSPF, OSPFv3

5.35.4 Hactpoiika npotokona BGP (Border Gateway Protocol)

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324
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Bepcua 1.27 12.10.2021 U3meHeHunA B pasgenax:

2.3 OCHOBHbIe TeXHUYeCKue XxapaKTepucTuku

5.19.2 Npasuna rpynnoeoi agpecauumn (multicast addressing)
5.23 3epkanupoBaHue (MOHUTOPUHT) NOPTOB

Bepcua 1.26 30.07.2021 Jo6asneH kommyTtatop MES2324P ACW

UsmeHeHUA B pasgenax:

2.3 OCHOBHbIe TeXHUYEeCKUe XxapaKTepucTuku

2.4.1 BHewWwHW BUA U ONUCaHUE NepeaHeii NnaHen ycTpoicTBa
2.4.2 3aaHAA 1 BepPXHAA NaHe/n yCTpoiicTBa

2.4.4 CeeTtoBaA UHAMKALMA

4.4 Pexxum paboTbl KOMMyTaTOpa

5.5 KomaHabl ynpaBaeHus cuctemoi

5.8 HacTpoiika cucteMHOro BpemeHu

5.10.1 Napametpbl Ethernet-unrepodeiicos, Port-Channel- u Loop-
back-untepdeiicos

5.17.5 CemeiicTBOo npoToKonos STP (STP, RSTP, MSTP), PVSTP+,
RPVSTP+

5.22 ¥ypHan aBapuii, npotokon SYSLOG

5.31 KoHdurypauma DHCP-cepsepa

5.35.4 Hactpoiika npoTtokona BGP (Border Gateway Protocol)
5.35.6 Hacrpoiika Route-Map

Bepcua 1.25 30.04.2021 [Oob6aBneHbl pasgenbi:
5.25.3 luarHocTMKa MHAUKauMmM nHtepdeincos

M3meHeHUA B paspenax:

2.3 OCHOBHbIE TEXHUYECKME XapaKTePUCTUKN

4.4 Pexxum paboTbl KOMMyTaTOpa

5.10.4 Hacrpoiika uHtepdeiica IP

5.11 Selective Q-in-Q

5.12 Storm Control ana pasnuuHoro Tpaduka (broadcast,
multicast, unknown unicast)

5.13.3 HacTpoiika TexHonorum Multi-Switch Link Aggregation
Group (MLAG)

5.18 Voice VLAN

5.21.1 MexaHusm AAA

5.28.6 KoHTposb npoTokona ARP (ARP Inspection)

5.28.2 NpoBepKa NOAJAMHHOCTM K/IMEHTA HA OCHOBe NopTa (cTaH-
Bapt 802.1x)

5.28.3 Hactpoiika ¢pyHKumun MAC Address Notification

5.33 KoHdurypaumsa 3awuTbl ot DoS-atak

5.34.1 Hactpoiika QoS

Bepcua 1.24 02.03.2021 CuHXpoHusauuma c sepcueit N0 4.0.15.3

Bepcma 1.23 10.02.2021 U3meHeHuA B pasgenax:

2.2.3 dyHKUMM BTOPOro YpOBHA ceTeBoii moaenu OSI

2.4.4 CeeTtoBaA UHAMKALMA

4.5.1 ba3oBas HacTpoiika KOMMmyTaTopa

4.5.2 Hactpoiika napameTtpoB cuctembl 6e3onacHocTn

5.5 KomaHgbl ynpasieHusa cuctemon

5.12 Storm Control ana pasnnuHoro Tpaduka (broadcast, mul-
ticast, unknown unicast)

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324 5
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Bepcua 1.22 24.12.2020 [ob6aBneHbl pasgenni:
5.35.12 MNMpoTtokon GRE
UsmeHeHUA B pasgenax:
5.7.4 KomaHAabl gna aBTOMaTUYeCcKoro o6HoBneHUA U KoHdurypa-
T
5.10.2 Hactpoiika VLAN u peKumoB KommyTauum uHtepdeincos
5.10.3 HacTpoiika Private VLAN
5.13.3 Hactpoiika TexHonorum Multi-Switch Link Aggregation
Group (MLAG)
5.17.1 Hactpoiika npoTtokona DNS — cucrembl AOMEHHbIX UMEH
5.21.3 Nportokon TACACS+
5.28.4 KoHTtpoab npotokona DHCP u onuua 82
5.33 KoHpurypauma 3awutbl ot DoS-atak
5.34.1 Hactpoiika QoS
Mpunoxkenue . OnucaHMe NpoueccoB KOMMyTaTopa
Bepcma 1.21 27.10.2020 U3meHeHunA B paspenax:
2.5 KomnneKT nocraBku
5.7.2 KomaHabl ana pabotbl ¢ paitnamm
5.33 KoHdwurypaumsa 3awurbl ot DoS-atak
Bepcuma 1.20 16.10.2020 U3meHeHuA B pasgenax:
2.3 OCHOBHbIE TEXHUYECKME XapaKTePUCTUKN
5.17.4 MexaHu3am o6HapyxeHusa netenb (loopback-detection)
5.20.4 ®dyHKumua IGMP Proxy
Bepcma 1.19 14.09.2020 U3meHeHunA B paspgenax:
5.1 ba3oBble KOMaHAbl
5.10.1 Napamertpbl Ethernet-untepgeiicos, Port-Channel- n
Loopback-unrepdeiicos
5.17.11 Hactpoiika ¢yHKuUuMmM Layer 2 Protocol Tunneling (L2PT)
5.21.4 NpoToKon ynpasneHusa cetbto (SNMP)
5.28.1 dyHKUUM 06ecneyeHnn 3aWmTbl NOPTOB
5.28.5 3awuTa IP-agpeca KnueHnrta (IP source Guard)
Bepcma 1.18 02.09.2020 [Oob6aBneHbl pasgenbi:

5.26 IP Service Level Agreements (IP SLA)

5.28.2.3 HacTpoiika aKTMBHOro ceaHca KnuneHTa (CoA)
5.35.5 HacTpoiika npotoKona IS-IS

5.35.8 HacTpoiika cBA3KM Kntoueit

U3meHeHus B pasgenax:

2.3 OCHOBHbIe TeXHUYECKUe XapaKTepucTuku

2.4.4 CBeTtoBaA UHAMKALMA

2.5 KomnneKT nocraBku

5.7.2 KomaHabl ana pabotbl ¢ paitnamu

5.10 KoHdwurypauma uitepdeiicos n VLAN

5.10.1 NapameTpbl Ethernet-untepdeiicos, Port-Channel- n
Loopback-untepdeiicos

5.19.1 dyHKUMA NnocpegHUKa npoTtokona IGMP (IGMP Snooping)
5.20.4 ®dyHKumua IGMP Proxy

5.21.1 MexaHusm AAA

5.27 dneKktponuTtaHue no amHuam Ethernet (PoE)

5.28.1 ®dyHKLUUM 06ecnevyeHnn 3aWwmTbl NOPTOB

5.28.4 KoHtponb npotokona DHCP v onuua 82

5.32 KoHdwurypauma ACL (cnucku KOHTpOAA AocCTyna)

5.34 KauectBo ob6cnyxunsaHua — QoS

5.35.2 HacTpoiika npotoKona RIP

5.35.3 HacTpoiika npotokona OSPF, OSPFv3

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324
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5.35.4 HacTpoiika npotokona BGP (Border Gateway Protocol)

Bepcna 1.17 23.01.2020 [Ho6asneH KommyTtaTtop MES3510P, y6paH MES2326

U3meHeHus B paspenax:

5.10.1 Napamertpbl Ethernet-unrepgeiicos, Port-Channel- u Loop-
back-untepdeiicos

5.10.2 Hactpoiika VLAN u peKMumoB KommyTauum uHtepdeincos
5.17.5 CemeiicTBo npoToKonos STP (STP, RSTP, MSTP), PVSTP+,
RPVSTP+

5.19.1 dyHKUMA NocpegHUKa npoTtokona IGMP (IGMP Snooping)
5.19.3 MLD snooping — NPOTOKO/ KOHTPO/Si MHOFOa4pecHoro
Tpaduka B IPv6

5.28.4 KoHtponb npotokona DHCP u onuyua 82

Bepcua 1.16 22.10.2019 [Oo6aBneHbl pa3gensi:

3.3 YcraHoBKa ycrpoiicte MES3508, MES3508P, MES3510P Ha
DIN-peiiry

4.5.1.2 PaclumMpeHHas HacTpoiiKa ypoBHA A0CTyna

5.13.3 HacTpoiika TexHonorum Multi-Switch Link Aggregation
Group (MLAG)

5.21.7.3 YpaneHHblih 3anycKk KomaHa, nocpeacTsom SSH

5.28.7 dyHKumoHan First Hop Security

5.35.11 Hactpoiika npotokona Bidirectional Forwarding Detec-
tion (BFD)

U3meHeHus B paspgenax:

5.7.2 KomaHgapb! gnsa paboTbl ¢ painamm

5.10.1 NapameTpbl Ethernet-untepdeiicos, Port-Channel- n
Loopback-unrepdeiicos

5.10.2 Hactpoiika VLAN u pe;KumoB KommyTauum uHtepdeiicos
5.17.5 CemeiicTBO npoTtoKonos STP (STP, RSTP, MSTP), PVSTP+,
RPVSTP+

5.17.5.3 Hactpoiika npotokonos PVSTP+, RPVSTP+

5.27 dneKkTponuTtaHue no amHuam Ethernet (PoE)

5.28.2.2 PacwumpeHHaa npoBepKa NoAJINHHOCTU

5.29.2 ®yHkuuu DHCP Relay ans IPv6 u Lightweight DHCPv6
Relay Agent (LDRA)

5.35.3 HacTpoiika npotokona OSPF, OSPFv3

5.35.4 HacTpoiika npotokona BGP (Border Gateway Protocol)
5.35.5 HacTpoiika npotoKona IS-IS

Bepcma 1.15 16.09.2019 [Oob6aBneHbl pasgenbi:

5.29.1 ®yHKuumn DHCP Relay gna IPv4

5.29.2 ®dyHkuuu DHCP Relay ans IPv6 u Lightweight DHCPv6 Re-
lay Agent (LDRA)

U3meHeHunA B pasgenax:

2.3 OCHOBHble TeXHUYECKNE XapaKTePUCTUKHU

2.5 KomnneKkT nocTtaBKku

4.5.1 ba3oBasa HaCTpoOiiKa KOMMyTaTopa

5.10 KoHdwurypauma nnitepdeiicos n VLAN

5.22 }ypHan aBapuit, npotokon SYSLOG

5.28.2.3 HacTpoiika akTUBHOro ceaHca KaueHTa (CoA)
5.32 KoHowurypauma ACL (cnucku KOHTpOAA AocTyna)

Bepcua 1.14 27.05.2019 [ob6aBneHbl pasgenni:

5.17.10 Hactpoiika ¢pyHKuum Flex-link

5.19.5 RADIUS-asTopusauma sanpocos IGMP
5.20.2 ®dyHKuma PIM Snooping

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324 7
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5.20.3 Npotokon MSDP
5.35.5 HacTpoiika npotoKona IS-IS
5.35.7 Hactpoiika Prefix-List

U3meHeHun B paspenax:

2.2.4 dyHKUMM TpEeTbero ypoBHA ceTeBot mogenu OSI

2.3 OCHOBHbIE TEXHUYECKNE XapaKTePUCTUKN

5.10 KoHdurypauma untepdeiicos n VLAN

5.14 Hacrtpoiika IPv4-agpecauumn

5.19.4 dyHKUUM orpaHuyeHuna multicast-tpaduka

5.20.1 NMpoTokon PIM

5.20.4 ®dyHKuma IGMP Proxy

5.21.4 NpoToKon ynpasneHusa cetbto (SNMP)

5.28.4 KoHTponb npoTtokona DHCP u onuua 82

5.32.1 KoHdurypaumsa ACL Ha 6ase IPv4

5.35 KoHdurypauma npoToKON0B MapLupyTU3auum

5.35.4 HacTpoiika npotokona BGP (Border Gateway Protocol)
5.35.10 Hacrtpoiika Virtual Router Redundancy Protocol (VRRP)

Bepcuna 1.13

05.02.2019

U3meHeHuUA B pasgenax:

2.2.4 ®yHKUMM TPETbEro YPOBHA ceTeBoi mogenu OSI
4.4 Pexxum paboTbl KOMMyTaTOpa

5.17.3 Hactpoiika npotokona GVRP

5.21.7.1 Telnet, SSH, HTTP n FTP

5.25.2 inarHocTMKa onTMY4EeCKOro TpaHcmeepa
5.27.2.2 PaclumpeHHan HacTPOMKa NOAJNMHHOCTH
5.27.3 KoHTtpoab npotokona DHCP v onuuu 82
5.28 ®dyHKkuun DHCP-Relay nocpegHuka

5.5 KomaHpabl ynpasaeHusa cucremoi
YBenuueHo Koaundecrso Port-Channel go 48

Do6asneHbl pasgensi:

5.17.9 Hactpoiika npotokona CFM (Connectivity Fault Manage-
ment)

5.34.4 Hactpoiika npoTtokona BGP (Border Gateway Protocol)

Bepcma 1.12

01.11.2018

U3meHeHuUA B pasgenax:

2.3 OCHOBHbIe TeXHUYECKUe XxapaKTepucTuKku

5.17.4 MexaHuam o6Hapy:KeHus nerenb (loopback-detection)
5.5 KomaHgbl ynpasieHUa cuctemon

5.19.2 Npasuna rpynnosoi agpecauum (multicast addressing)

Bepcma 1.11

28.09.2018

[Oo6asneH pasgen:
5.17.5.3 Hactpoiika npotokona PVST+

U3meHeHuUA B pasgenax:

2.4.1 BHewWwHWi BUA M onucaHue nepegHeit naHenun ycTpoicTea.
4.4 Pexxum paboTbl KOMMyTaTOpa

5.5 KomaHgbl ynpaBieHUsa cuctemon

5.17.3 HacTpoiika npotoKkona GVRP

5.19.1 dyHKUMA nocpegHUKa npoTtokona IGMP (IGMP Snooping)
5.19.2 Npasuna rpynnoBoii agpecaumnun (multicast addressing)
5.25.2 inarHocTnKa onTM4eCcKOro TpaHcmeepa

5.25.1 ilnarHocTuKa megHoro Kabensa

5.21.2 Npotokon RADIUS

5.26 dneKTponuTtaHue no nuHuam Ethernet (PoE)

5.27.1 ®dyHKumMA o6ecneyeHuUA 3awWwmTbl NOPTOB

5.30 KoHdurypauma DHCP-cepsepa

5.4 HacTpoiiKa MaKpOKOMaHp,
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YC/TOBHbIE OBO3HAYEHMUA

O603HaueHue

OnucaHue

B KBagpaTHbIX CKOBKax B KOMaHAHOW CTPOKe YKa3blBaloTCsA HeobA3aTeNbHble
napameTpbl, HO UX BBOA, NpeaocTaBAfeT onpeaeneHHble A0MNONHUTENbHbIe
onuuu.

{}

B ¢urypHbIx ckobKax B KOMaHAHOW CTPOKe YKa3blBalOTCA BO3MOXKHble 065-
3aTeNbHble NapameTpbl. Heobxoanmo BbIbpaTb OAUH M3 NapameTPoB..

«,»
«-»

ﬂ'aHHbIe 3HaKN B ONNCaHNUN KOMaHAbl UCNOJ1b3YIOTCA ANA YKa3aHNA AUnana-
30HOB.

«|»

[aHHbIN 3HaK B ONUCAaHMM KOMaHAbl 0603HaYaeT KUAN».

«f»

ﬂ,aHHbIl‘/’l 3HaK B OnNMcCaHne KoMaHAabl YKa3blBaeT Ha 3Ha4eHKMe No YMO/T4HaHUIO.

Kypcue Calibri

Kypcusom Calibri ykasbiBaloTcA nepemeHHble WAM MapameTpbl, KOTopble
Heo6X0AMMO 3aMEHUTb COOTBETCTBYIOLLMM C/IOBOM MU CTPOKON.

MNonyXUpHbIA

MONYKUPHbIM WPUOTOM BblAENEHBI NPUMEYAHNA U NPEaYNPEKAEHNA.

<MonyxcupHeoiii
Kypcue>

MONYKMUPHbIM KYPCUBOM B Yr/10BbIX CKOBKax yKa3blBalOTCA Ha3BaHUA Kna-
BMLL Ha Knasuatype.

Courier New

MNonyxupHbiMm Wpndtom Courier New 3anucaHbl NpUMepbl BBOAA KOMaHA.

Courier New|

Wpundptom Courier New B paMmKe C TeHbIO YKa3aHbl pe3y/bTaTbl BbINOJHEHUSA
KOMaHa,

MpumeyaHua u npegynpexaeHus

BaHMIO U HaCTPOWKe yCTpoiiCcTBa.

MpeaynpexaeHna UHGOPMUPYIOT NONb30BATENA O CUTYaLUAX, KOTOpble MOryT HaHecCTH

/5' MpumeyaHuA coaeprKaTt BaXHy0 MHGOPMALMIO, COBETbI UM PEKOMEHLALMNM MO UCNONb30-
, Bpeps, yCTPOMUCTBY UM YEIOBEKY, NPUBECTU K HEKOPPEKTHOU paboTe ycTpoiicTBa uam notepe
e

AdHHDbIX.
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1 BBEAEHMUE

B nocnegHue rogbl HabaogaeTca TeHAEHUMA K peannsaumm macTabHblX NPOEKTOB NO OpraHM3aumuu
ceTeli cBA3U B COOTBETCTBMM C KoHuenumelr NGN (ceTu cneaytouiero nokosneHma). OAHOM M3 OCHOBHbIX 3a4au
NPW NOCTPOEHUM KPYMHbIX MY/IbTUCEPBUCHDIX CETEM ABNAETCA CO34aHNE HAaZAEKHbIX U BbICOKONPOU3BOAUTEb-
HbIX TPAHCNOPTHbIX CETEN, KOTOPbIE ABAAKOTCA ONOPHbLIMM B MHOTOC/AI0MHOM apxmuTekType NGN.

Mepesaya wHdoOpMaummM Ha 6ONbLWKMX CKOPOCTAX, OCOBEHHO B CeTAX KPynHoro MmacwTaba,
noApasymeBaeT BbI6Op TaKoW TOMONOIMM CETM, KOTOpas Mo3BOAAET MMOKO OCYLLeCTBAATb pacnpenesneHne
BbICOKOCKOPOCTHbIX NOTOKOB.

KommyTtatopbl MES23xx, MES33xx n MES5324 MOryT MCNO/1b30BaTbCA Ha CETAX KPYMHbIX NpeanpusaTunit
W NpeanpuATU Manoro u cpegHero busHeca (SMB), B onepatopckux cetax. OHM obecneyumBatoT BbICOKYHO
NpPOW3BOAUTENBbHOCTb, FMOKOCTb, 6€30MacHOCTb, MHOFOYPOBHEBOE KauyecTBO 06cAy»KMBaHUA (QOS).
KommyTtatopbl MES5324 1 MES3324 061aaatoT NOBbILWEHHOM HaAeXHOCTbIO 33 CYET pe3epBUpPOBaHMA Y3/10B,
onpeaenatowmnx becnepebonHOCTb GYHKLNMOHNPOBAHMA — MOAYNEN NMUTAHUA U MOAYNEN BEHTUNALUN.

JNInHelika npomblwneHHbix KommyTaTopos IJITEKC cepun MES35xx npegHasHavyeHa 414 opraHM3aumm
3aLUMLLEHHDbIX OTKA30yCTOMYMBBLIX CETEN Mepeayu AaHHbIX Ha 0ObeKTax, rae HeobxoAMMO BbIMOJHEHME
TpeboBaHMI MO YCTOMYMBOCTM K BO3LENCTBUAM PA3NMYHOIO BMAA TEMMEpPaTypHbIM U MEXAHUYECKUM
BO34EeNCTBMAM, BUOpaLMK U Ap.

B HacToAwem pyKoBOACTBE U3/I0XKEHbl Ha3HAYeHMe, TEXHUYECKUE XapaKTepPUCTUKU, peKoMeH4aumu no
Ha4YasbHOM HaCTpOVIKe, CUHTAKCUC KOMaHA4 anAa KOHd)MpraLI,MM, MOHWUTOPWUHIA U obHoBNEHUA nporpamMmmHoro
obecneveHus KOMMYTATOpPOB.
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2 OINUCAHUE U3AENUNA

2.1 Ha3HaueHue

KommyTtatopbl arperaumm MES33xx, MES5324 — 370 BbICOKOMNPOU3BOAUTE/IbHbIE YCTPOMCTBA],
OCHalleHHble WHTepdelicamm 10GBASE-R, 40GBASE-R w npepgHasHayeHHble AN WCNONb30BaHUSA B
OMepaTopPCKMX CETAX B KaUecTBe YCTPOWCTB arperaummn 1 B LieHTpax o6paboTku aaHHbIx (LLOA) B KauecTse Top-
of-Rack nnun End-of-Row kommyTtaTopos.

MopTbl ycTpoicTBa noaaep»kusatoT paboTy Ha ckopoctax 40 Féut/c (QSFP+) (MES5324), 10 Iéut/c
(SFP+) nam 1 rémt/c (1000BASE-X n 1000BASE-T SFP), uto obecneuymBaeT rmMbKOCTb B MCMNOAb30BaHUU U
BO3MOKHOCTb NOCTENEHHOrO nepexosa Ha bosiee BbICOKME CKOPOCTM Nepeaauyn AaHHbIx. Hebnokupyemasn
KOMMYTaLMOHHAA MaTpuLa NO3BOJIAET OCYLLECTB/ATb KOPPEKTHYIO 06paboTKy NaKeToB NPU MakCUMasbHbIX
HarpysKax, COXpaHas Npu 3TOM MUHMMAa/bHbIE U NPeacKasyemMble 3aePKKM Ha BCeX TMNax Tpaduka.

Cxema BeHTUNAUMM front-to-back obecneunBaet addeKkTMBHOE OXNaxKAEHME NPU WUCNOJb30BAHMM
YCTPOMCTB B YC0BUAX COBpeMeHHbIx LLO/.

lﬂ,y6‘l'll/lpOBaHHble BEHTUNATOPbI U WUCTOYHUKU NUTAHMUA NOCTOAHHOIoO WAN NepemMeHHOro TOKa B
CoYeTaHnn C pa3BUTON CUCTEMOIN MOHUTOPUHIa annapaTHOM YacTu YCTPOICTBa NO3BONAIOT NOYYNUTb BbICOKUE
nokasaTenu HafAeXHOCTU. YCTPOMCTBA MMEIOT BO3MOMKHOCTb ropsAyelt 3ameHbl mMmoaynei nNuTaHua U
BEHTMNALMOHHbIX Moaynelt, obecneunsan becnepeboMHocTb GYHKLMOHNPOBAHMA CETU onepaTopa.

KommyTtatopbl goctyna MES2308(R), MES2324(B)(F)(FB), MES2348B, MES23xx(P) — ynpaBnsemble
KOMMYTaToOpbl YPOBHA L3, OCyLecTBAAIOT NOAKNIOYEHME KOHEYHbIX MO/b30BaTesiel U ceTeilt npeanpuaTuii
MaJIoro 1 cpeaHero 6M3Heca K ceTam onepaTtopoBs CBA3M C Momolbio nHtepdeicos 1/10 Gigabit Ethernet.

MpomblwneHHble KommyTaTopbl MES2328I, MES3508(P), MES3510(P) npegHasHayeHbl AN opraHusa-

UMM 3alUMULLEHHBIX CeTel nepepayn AaHHbIX Ha 06beKTax, rae Heob6xoaMmo BbiNoiHEHME TpeboBaHUI Mo
obecneyeHnto yCTOMYMBOCTM K TEMMNEPaTYPHbIM BO34ENCTBUAM.

2.2 O®yYHKUUM KOMMYTATOpA

2.2.1 basosble hyHKyuU
B Tabanue 1 npuseaeH cnncok 6a3oBbix GyHKLUKUIA YCTPOMUCTB, AOCTYMNHbIX 418 aAMUHUCTPUPOBAHUA.

Tabnuua 1 — basoBble GyHKLUN YCTPOUCTBA

3awuma om BNOKMpPOBKa BO3HUKAET B C/IyHaAX Neperpy3ku BbIXOAHbIX NOPTOB YCTPOWUCTBA Tpa-
6n0KupoesKu GUKOM OT HECKONbKMX BXOAHbIX MOPTOB. ITO NPUBOAUT K 3a4epKKam rnepesaum
oyepedu (HOL) LaHHbIX U NOTepe NaKkeToBs.
Moddepxka c 6
NocobHOCTb NoAAEpPKMBATb Nepefaydy CBePXANMHHBIX KagpoB, YTO MO3BO/AET

C8EepPXOAUHHbIX AAep PEAatly CBEPXA AP .

nepenaBaTb AaHHbIE MEHBLUMM YMCNOM NAKETOB. ITO CHUXKAET 06beM CNyKebHOM
Kaodpoe (Jumbo

MHbopMaLmu, Bpems 06paboTKu 1 NepepbIBbI.
frames)

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324
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YnpaeneHue
nomokom
(IEEE 802.3X)

YnpaBneHue NOTOKOM MO3BOJIAET COEANHATb HU3KOCKOPOCTHOE YCTPOMCTBO C Bbi-
COKOCKOPOCTHbIM. N5 NpeAoTBpalLeHMA nepenonHeHns 6ypepa HU3KOCKOPOCT-
HOE YCTPOMCTBO MMEET BO3MOXKHOCTb OTNPaBaATb nNakeT PAUSE, Tem cambim WH-
dopmMUpyA BbICOKOCKOPOCTHOE YCTPOMCTBO O HEOBXOAMMOCTU cAenaTb naysy npu
nepegaye nakeTos.

Paboma e cmeke
ycmpoiicme

KommyTaTop noaaepxunsaet obbegMHeHNE HECKOIbKUX YCTPOMCTB B CTEK. B 3TOM
C/lydae KOMMYTATOpbl PaccMaTpMBalOTCA KaK eAuHOe YCTPOMCTBO C 06LWMmMM
HacTpoiKamu. BO3MOXKHbI AB€e TOMOMOrMM MOCTPOEHMUA CTEKA — KOJbLO U Le-
noyka. Mpu aTom NapameTpbl NOPTOB BCEX YCTPOMCTB, BKAOYEHHbIX B CTEK, MOXKHO
3agaTb C KOmMMyTaTopa, paboTaiolero B pexume «mactep». CTeKMpoBaHue
YCTPOWCTB NO3BO/IAET CHU3UTb TPYLO0EMKOCTb YNPaBAEHUA CETbIO.

2.2.2 ®yHKyuu npu pabome c MAC-adpecamu

B Tabsmue 2 npuseaeHbl GyHKUMM YCTPOWCTB Npu paboTte ¢ MAC-aapecamu.

Tabnnua 2 — OyHKUMK paboTbl c MAC-agpecamu

Tabauya MAC-
adpecos

KommyTaTop cocTtaBnfaeT B namaT TabanLly, B KOTOPOW ycTaHaBAMBaeTCA COOTBET-
cTeue mexkay MAC-agpecamu 1 y3namm nopToB KOMMyTaTopa.

Pexcum obyveHus

B oTcyTCcTBME 06yYeHUA JdaHHble, MOCTYNaloLIMe Ha KaKo-1Mbo nopT, nepeaatoTcs
Ha BCe OCTa/IbHble NOPTbl KOMMYyTaTOpa. B pexxnume obyyeHns KOMMyTaTop aHaNn-
3MpyeT Kagpbl 1, onpeaenvs MAC-aapec oTnpaBuTens, 3aHOCUT ero B Tabauuy
KomMmyTaumn. Bnocneacteuu Kagp Ethernet, npeaHasHayeHHbIM gns xocta, MAC-
aapec KOTOPOro y»Ke ecTb B Tabmue, nepenaeTca TONbKO Yepes yKasaHHbIN B Tab-
ivue nopr.

Moddepicka
nepedayu Ha
Heckonbko MAC-

[aHHaa dyHKUMA NO3BONAET YCTaHAB/AMBATb COEAMHEHMUSA KOAMH KO MHOTUM» U
«MHOTME KO MHOTMM». Takum 06pa3om, Kaap, afpecoBaHHbI MHOroaZLpecHowm

adpecos rpynne, nepeAaeTca Ha KaxKabl NOPT, BXOAALLMIA B Fpynny

(MAC Multicast ' '

Support)

Aemomamuveckoe 5 3

epems xpaHeHus Ecnu ot ycTpoiictea ¢ onpegeneHHbim MAC-aapecom 3a onpeaesieHHbIn nepuog,
BpeMeHU He NOCTYNakT NaKeTbl, TO 3aNUCb ANA AaHHOrIO a eCa yCTapeBaeTun a-

MAC-adpecoe p y AnAa a Aap ycTap YA

Aut tic Aai f naeTca. 9To no3BondAeT noaaepxumeaTb Ta6/w|u.y KOMMYTaUuunN B aKTyaZlbHOM CO-

(Automatic Aging for CTOSHIN.

MAC Addresses)

CmamuyecKue .

3anucu MAC CeTteBom KOMMYTATOpP NMNO3BOJIAET NO/1b30BATE/IO ONpenesinTb CTaTuyeCkne 3anmncu

X . cooteeTcTBUN MAC-aapecoB, KOTOpble COXpaHAtOTCA B Tab/iMLLEe KOMMYTaLLUN.
(Static MAC Entries)
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2.2.3 ®yHKyuu emopo2o ypoeHa cemesoli modenu OSI|

B Tabnnue 3 npuseaeHbl pyHKLUN U 0COBEHHOCTM BTOPOro YpoBHS (ypoBeHb 2 OSI).

Tabnnua 3 — OnucaHune pyHKLUMIA BTOporo yposHA (Layer 2)

Peanusauus npoTtokona IGMP no3sonset Ha ocHoBe MHbOPMaLMK, NONYYEHHOM

®yHKyua IGMP npuv aHanuse cogepxunmoro IGMP-nakeToB, onpeaenunTb, Kakme yCTPOUCTBA B CETH
Snooping YYacTBYIOT B rpynnax MHOroagpecHomn paccbik1, U agpecoBaTtb TPAaduK Ha COOT-
BETCTBYIOLLME NOPTHI.
®yHKyusa MLD Peanusauma npotokosna MLD no3sonsaeT ycTpoicTey MMHUMM3NPOBATb MHOMOA-
Snooping pecHbii IPv6-TpaduK.
PyHKUMA, NO3BO/AIOLLAA MEepeHanpaBaaTb MHOroaApecHblit Tpaduk U3 ogHoOM
dyHKyua MVR VLAN B apyryto Ha ocHoBaHuM IGMP-coobLieHUi, YTO NO3BOAAET YMEHbLIUTD

HarpysKy Ha uplink-nopT. MpumeHsaeTca B peweHuax lll-play.

3awuma om «wmopma»
(Broadcast, multicast,
unknown unicast

Storm Control)

«WTopm» — 370 pasmHoKeHue broadcast-, multicast-, unknown unicast-naketos
B KaXXAOM y3/1e, KOTOPOe NPUBOAMUT K NaBUHOOBPa3HOMY POCTY MX YMCNa M Napa-
nusyeT paboTy ceTn. KommyTaTopbl UMEOT QYHKLMIO, MO3BO/IAIOLLYIO OFPaHUYNTD
CKOPOCTb Nepesaym MHOroagpecHbIX U LUIMPOKOBELLATENbHbIX KapOoB, NPUHATbIX
M nepefaHHbIX KOMMYTaTOPOM.

3epkanuposaHue
nopmoes
(Port Mirroring)

3epKannpoBaHue NopToB No3BosAeT Ayb6aMposaTb TpaduK HabaogaeMblix NOPTOB,
nepecbinas Bxogawme U/Uam UcxoaslimMe nakeTbl HA KOHTPOAMPYIOLWMI nopT. Y
Nno/sib30BaTeNs KOMMYTaTOPa €CTb BO3MOMKHOCTb 334aTb KOHTPO/IMPYIOLLMIA U KOH-
TposMpyemble NOpPTbI U BbIGpaTh TUM TpadUKa (BXOAALLMIA M/UAK UCXOAALWMIA), KO-
TOpbIN ByaeT nepesaH Ha KOHTPOIMPYIOLWMIA NOPT.

Usonayua nopmos
(Protected ports)

[aHHaa dyHKUMA NO3BOASET HAa3HauuTb NopTy ero uplink-nopT, Ha KoTopblin be-
3ycnoBHo byaeT nepeHanpasaATbcA Becb TpaduK, obecneymsan Tem cambim U30-
NALMIO C APYrMMUM NopTamu (B Npegenax o4HOro KOMMyTaTopa), HaxXoAAWMMUCA B
3TOM e WnpoKoBeLwaTensHom gomeHe (VLAN) B npeaenax og4HOro KommyrtaTopa.

Private VLAN Edge

[aHHaa ¢yHKUMA NO3BOASET M30AMPOBATL rPynny NOpPToB (B Npeaenax ogHOro
KOMMYTaTopa), HaXoAALWMXCA B OAHOM LUMPOKOBELLLATENIbHOM AOMEHE MEeXKAy COo-
60i1, N03BONAA NPU 3TOM 0B6MeH TPadUKOM C APYrMMM NOPTaMM, HAXOLALLMMUCS
B 3TOM e WWPOKOBELATENbHOM AOMEHE, HO He MpMHAANeXawumm K 3ToM
rpynne.

Private VLAN (light
version)

ObecneunBaeT U301ALMIO MEXKAY YCTPONCTBAMM, HAXOLALLMMUCA B OL4HOM LUMPO-
KoBeLLaTe/IbHOM AOMeHE, B Npeaenax sceit L2-ceTn. PeannsoBaHbl TO/IbKO A4Ba pe-
*unma paboTbl nopta: Promiscuous u Isolated (Isolated-nopTbl He moryT o6meHu-
BaTbCA APYr C APYrom).

Moddepxka
npomokona STP
(Spanning Tree
Protocol)

Spanning Tree Protocol — ceTeBoi NPOTOKO/1, OCHOBHOM 3aayeli KOTOPOro ABAA-
eTca npuseseHue cetn Ethernet ¢ M36bITOYHBIMU COEAMHEHUAMMU K APEBOBUAHOM
TOMONOINK, UCKAOYalOLWeN neTan. KommyTaTtopbl 06MeHMBaOTCA KOHdUrypaum-
OHHbIMM COOBLLEHMAMM, UCMO/b3YA Kaapbl cneunansHoro dopmara, v BbIGOPOUHO
BK/IIOYAIOT M OTK/IIOYAIOT Nepeaayy Ha nopTbl.

Moddepxka
npomokona RSTP
(IEEE 802.1w Rapid
spanning tree
protocol)

Rapid (6bicTpbiit) STP (RSTP) — ABnsieTcA ycoseplleHCTBOBaHMeM npoTokona STP,
XapaKTepmn3yeTca MEeHbLINMM BpeMEHeM NPUBEAEHMUA CETU K 4PEBOBULHON TOMO-
nornn n umeet 6onee BbICOKYH YCTOMYMBOCTb.
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lpomokon ERPS
(Ethernet Ring
Protection Switching)

MpoToKon npegHasHavyeH A1a NoBblWEeHUA YCTOMYMBOCTU U HALEKHOCTU CETU Ne-
pefayun LaHHbIX, UMeoLLEen KObLEBYIO TOMO/IOTUIO, 3@ CYET CHUXKEHUA BPEMEHU
BOCCTAaHOB/IEHMA CETU B C/ly4ae aBapuu. Bpems BocCTaHOB/IEHUA He npeBbiwaeT 1
CEKYHZbI, YTO CYLLECTBEHHO MeHbLUEe BPEMEHU NEPECTPOMKMN CETU MPU UCMNOb30-
BaHWM NPOTOKO/IOB CEMEICTBA spanning tree.

Moddepxka VLAN

VLAN — 370 rpynna nopToB KOMMyTaTopa, 06pasyoLmx ogHY WMPOKOBELLATEb-
Hyt0 061acTb (LomeH). KommyTaTop noaaepMBaeT passiMyHble CPeaCcTBa KNaccu-
dMKaLMm NaKkeToB ANA ONpeseneHns ux NpUHaANeKHOCTU K onpegeneHHon VLAN.

Moddepka
npomokona OAM
(Operation,
Administration, and
Maintenance, IEEE
802.3ah)

Ethernet OAM (Operation, Administration, and Maintenance), |IEEE 802.3ah —
dYHKUMM YPOBHA KaHana nepenayn AaHHbIX NPeAcTaBaAAoT coboi NpoToKoa Mo-
HUTOPWHIra COCTOAHUA KaHana. B aTom npoToKose ana nepefaym nHpopmaumm o
COCTOAHUWN KaHana MeXay HenocpeacTBEHHO MOAKAYEHHBIMU YCTPOMUCTBAMMU
Ethernet ncnonb3sytotca 610KM gaHHbIX npoTokona OAM (OAMPDU). O6a ycTpou-
CTBa A40MKHbI NoAAepKMBaTb cTaHAapT IEEE 802.3ah.

Moddepxcka GVRP
(GARP VLAN)

Mpotokon peructpauum GARP VLAN obecneumBaeT auHamuueckoe paobasne-
Hue/yoanenune rpynn VLAN Ha nopTtax KommyTtaTtopa. Eciv BK/KOYEH MPOTOKO/
GVRP, KommyTaTOp onpeaenseT, a 3aTeM pacnpocTpaHAeT AaHHble O NPUHaANEeX-
HocTK K VLAN Ha BCce NopTbl, ABASOLWMECA YAaCTbtO aKTUBHOM TOMONOTUM.

Moddepicka VLAN Ha
6ase nopmos
(Port-Based VLAN)

PacnpeaeneHue no rpynnam VLAN BbinoaHAETCA NO BXOAAWMM nopTam. [laHHoe
pelleHne No3BoNAET UCMO/Ib30BaATb Ha KaXKAOM NOpTy TONbKO oaHy rpynny VLAN.

Moddepxka 802.1Q

IEEE 802.1Q — OTKpbITbI CTaHAAPT, KOTOPbI ONUCbIBAET NPOLLEAYPY TETMPOBAHMSA
TpaduKa Ana nepegaum nHGopmaumm o NnpuHaanexHoctm K VLAN. Mossonset uc-
Nno/sb30BaTb HecKosibko rpynn VLAN Ha ogHOM nopTy.

O6veduHeHue
KaHan0e ¢
ucnonv3o8aHuUem
LACP

MpoTtokon LACP obecneuymBaeT aBToMaTUYECKOE 06 beANHEHNE OTAENbHbIX CBA3EN
MeXKAy ABYMS YCTPOMCTBAaMM (KOMMYTAaTOP—KOMMYTaTOp WM KOMMyTaTop—Ccep-
Bep) B e41HbIM KaHa nepesayun AaHHbIX.

B npoTOKO/1Ie MOCTOAHHO ONpesenseTca BO3MOXKHOCTb 06 beANHEHNS KaHANOB, U B
c/lyyae 0TKa3a coegMHeHMUA, BXOAALWErO B 00beAMHEHHbIN KaHas, ero TpadukK as-
TOMaTUYECKU nepepacnpenenaerca o He OTKa3aBLIMM KOMMOHeHTam obbeau-
HEHHOro KaHana.

Co3zdaHue 2pynn LAG

B ycTpolicTBax noaaepxusaetca GyHKLMA CO3A4aHUA rpynn KaHanos. Arperaums
KaHanos (Link aggregation, trunking) unm IEEE 802.3ad — TexHonorusa obbeauHe-
HWA HECKONbKUX GU3NYECKUX KaHANOB B OO4MH NOTMYECKMit. ITO cnocobCTBYET He
TO/IbKO YBE/IMYEHUIO NPOMYCKHOM CMOCOBHOCTU MarnCTpaibHbIX KAHA0B KOMMY-
TaTOP—KOMMYTATOpP WAN KOMMYTaTOp—CepBep, HO U NOBbILWEHWUIO UX HAAEKHOCTU.
Bo3MOKHbI TpW TMNa 6anaHCMpPOBKM — Ha ocHoBaHWKM MAC-azpecoB, Ha OCHOBA-
HUK IP-aapecoB 1 Ha OCHOBaHWK NopTa (socket) Ha3HayeHuA.

lpynna LAG cocTouT M3 NOPTOB C OAMHAKOBOM CKOpPOCTblo, paboTatowmx B gyn-
NIEKCHOM peXxunme.

Mododepxcka Auto
Voice VLAN

MpenoctaBnAeT BO3MOXKHOCTb MAEHTUOULMPOBATL F010COBON TpadMK Ha OCHOBa-
Hum OUI (Organizationally Unique Identifier — nepsblie 24 6uta MAC-aapeca). Ecam
B MAC-Tabnnue KommyTtatopa npucytcteyeT MAC-agpec ¢ OUl ronocoBoro wnto3a
unu xe IP-tenedoHa, To AaHHbIA NOPT aBTOMATUYECKN aobasnseTcs B voice vlan
(naeHTMdMKauma no npotokony SIP nau ke no MAC-aapecy nonyyatens He noa-
OeprKuBaetcs).

Selective Q-in-Q

Mo3BonseT HasHa4yaTb BHelwHMi VLAN SPVLAN (Service Provider's VLAN) Ha oc-
HOBE CKOHOUIYPMPOBAHHbIX NPasua GUAbTPaLMK NO HOMepaM BHYTpeHHUX VLAN
(Customer VLAN). MpumeHeHune Selective Q-in-Q nossonset pasobpaTb TpaduK
aboHeHTa Ha Heckosnbko VLAN, nameHutb metky SPVLAN y nakeTa B oTAe/lbHOM
y4acTke ceTu.
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2.2.4 ®yHKyuu mpemeoe2o yposHsa cemeeolii moodenu OSI

B Tabnnue 4 npuseaeHbl pyHKLUN TPeTbero yposHa (yposeHb 3 OSI).

Tabnnua 4 — OnucaHune GyHKLUMIA TpeTbero yposHsa (Layer 3)

Knuenmeoi BootP u
DHcCP

(Dynamic Host
Configuration
Protocol)

YcTpoiicTBa CnocobHbl aBTOMAaTMyeckM nonyyatb |IP-agpec no npoTokony
BootP/DHCP.

Cmamuyeckue IP-
mapuwpymel

AZMWHMUCTPATOP KOMMYTaTOpa MMeeT BO3MOXKHOCTb A06aBNATb U yAANATb CTAaTU-
YyecKue 3anucu B TabanLy mapLupyTusaumm.

lpomokon ARP
(Address Resolution
Protocol)

ARP — npoTokon conoctasneHua IP-agpeca un ¢pusnyeckoro agpeca ycTpomcrea.
CooTBeTcTBME YCTaHABAMBAETCA HA OCHOBE aHanM3a OTBeTa OT y3/1a ceTu, agpec
y3/1a 3anpalmBaeTca B LUMPOKOBeLATe/IbHOM NakerTe.

lpomokon RIP
(Routing Information
Protocol)

MpPOTOKO/ AMHAMMWYECKOW MapLLpPYTM3aLMM, KOTOPbIA NO3BOIAET MapLUpPYTM3aTo-
pam 06HOBAATbL MAPLUPYTHYIO MHOOPMALMIO, MOJIYYan ee OT COCeaHMNX MapLIPyTH-
3aTOpoB. B 3a4a4n NpoToKo1a BXOAMT OnpeaeneHme onTMMas bHOro MapLipyTa Ha
OCHOBAHMM AAHHbIX O KO/IMYECTBE MPOMENKYTOUHbIX Y3/108.

®yukyusa IGMP
Proxy

IGMP Proxy — YHKUMA YNPOLLEHHOM MapLIPYTU3aLMN MHOFOAAPECHbIX AaHHbIX
mexay cetamu. [lna ynpaBneHWAa mapLlipyTMsauuein MCnonb3yeTca NpOTOKOA
IGMP.

lpomokon OSPF

MpPOTOKO/ AMHAMMYECKON MapLUpyTU3aLMKU, OCHOBAHHbLIA Ha TEXHO/IOTUM OTCNe-
UBaHUA cocToAHUA KaHana (link-state technology) 1 ncnonb3yowmin 4Na Haxox-
OeHWa KpaTyaiwero nytu anroputm Aelkctpol. Mpotokon OSPF pacnpocTpaHAeT
MHbOPMaALMIO O JOCTYMHbIX MAPLIPYTaX MEXAY MapLIpyTU3aTopaMmn O4HON aBTo-
HOMHOWM CUCTEMDI.

lpomokon BGP

BGP (Border Gateway Protocol — npoToKon rpaHU4YHOro Wo3a) ABndeTca NpoTo-
KOJIOM MapLUpyTM3aLMM MeXKAy aBTOHOMHbIMK cuctemamu (AS). MapipyTusa-
TOpbl 06MeHMBaOTCA MHPOPMaLMEN O MAPLLPYTAX K CETAM HasHaYeHus.

lpomokon VRRP

Mpotokon VRRP npegHasHayeH AN pe3epBUpoBaHMA MapLIpyTU3aTOPOB, BbINO-
HAKOLWMX PO/b W/03a N0 YMOAYaHMIo. ITO gocThraetca nNyTém obbeanHeHus IP-
NHTepdencoB rpynnbl MapLIPyTM3aTOPOB B OAWMH BUPTYasibHbIN, KOTOPbIA ByaeT
MCNO/Ib30BaTbLCA KakK LU/IK03 MO YMOIYAHUIO A1 KOMMbIOTEPOB B CETU.

PIM-npoToKON MHOroagpecHoi mapuwpytusaumun ansa IP-ceTeid, co3gaHHbIA AnA
peweHuna npobnem rpynnosol Mmapwpytusauun. PIM  6asupyetca  Ha
TPaAULMOHHBIX MapLUPYTHbIX NPOTOKONax (Hanpumep, Border Gateway Protocol),

lpomokon PIM BMeCTO Toro, 4Ttobbl co3gaBaTb COBCTBEHHYKO ceTeByto Tonosnoruio. PIM
ncnonb3yeT unicast-Tabanuy mapLpyTusaumm ans nposepkun RPF. 3Ta nposepKa
BbINONHAETCA  MaplipyTM3aTopamu, 4Tobbl  ybeguTbcsa, 4TO  nepegada
MHOroaApecHoro TpaduKa BbINOAHAETCA Mo NyTM 6e3 netenb.
Mpotokon ana obmeHa unHdopmaumein 06 MCTOUHMKAX MY/bTUKACTa MeX
lpomokon MSDP P A bopma, ¥ AY

pasaunyHbimu RP B PIM.
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2.2.5 ®yHkyuu QoS

B Tabanue 5 npuBeaeHbl OCHOBHble GyHKLMM KadecTBa obcny:kmnsanua (Quality of Service).

Tabnmua 5 — OcHoBHble GYHKLMM KavyecTBa 0OCyKMBAHUA

Moddepka
npuopumemHbix
oyepedeii

YCTPOICTBO NOAAEPHKMBAET NPUOPUTU3ALMNIO UCXOAALLETO TPadMKa NO oYepeanam
Ha Kak4oMm nopTy. PacnpeaeneHune nakeTos No oyepessam MOMKET MPOU3BOAUTLCA
B pe3y/ibTaTe KAaccubuKaLumMm NakeToB No PasanyHbIM NOAAM B 3aro/IoBKax nake-
TOB.

Moddepicka Knacca
obcayrcueaHusn
802.1p

CraHgapT 802.1p cneundunumpyetT MeToZ YKasaHUA NpuMopuTeTa Kagpa U anro-
PUTM MCNOJ/Ib30BAHUA MPUOPUTETA B LeNIAX CBOEBPEMEHHON AOCTaBKU YyBCTBU-
TE/NIbHOTO K BPEMEHHbIM 3a4eprKKam Tpadumka. CtaHgapT 802.1p onpeaensaeT Bo-
cemMb ypoBHel npuopuTetos. KOMMyTaTopbl MOTYyT MUCMNOb30BaTb 3HAa4YEHME NpU-
oputeta 802.1p ana pacnpegeneHna Kagpos No NPUOPUTETHLIM ovepeaaM.

2.2.6 ®yHKyuu obecneyeHus 6ezonacHocmu

Tabnmua 6 — PyHKUMKN 0becnevyeHms Be3onacHoCTH

®YHKUMA KOMMYTaTopa, NpeaHasHaYeHHaa 4aa 3alWmuTbl OT aTak C UCNO/b30Ba-
Huem npoTokosna DHCP. Obecneumsaet Ppunbtpaumto DHCP-cooblueHuin, nocTy-

DHCP Snooping NMUBLUMX C HEHAZEXKHbIX MOPTOB MyTEM NOCTPOEHUSA U NoAAEP!KAHUA 6a3bl AAHHBIX
npueaskn DHCP (DHCP Snooping binding database). DHCP snooping BbinoaHaeT
AencTena bpaHamayspa Mexay HeHafeXHbIMK nopTamu 1 cepsepamm DHCP.
Onuwus, KoTopasa no3sosiseT nponHpopmmnposatb DHCP-cepsep o0 Tom, C KaKoro
Onyus 82 DHCP-peTpaHcnaTopa v Yyepes Kakol NopT npuLlen 3anpoc.

npomokosna DHCP

Mo ymo4aHMO KOMMYyTaTop, Ucnob3yowmin yHkumo DHCP Snooping, o6Hapy-
KuBaeT n otbpacbiBaeT ntoboii DHCP-3anpoc, cogepsKalmin onumio 82, KOTopbin
OH NONY4YUN Yepes HeHadExHbli (untrusted) noprT.

UDP relay MNepeHanpasneHue wnpokoselaTesbHoro UDP-TpadmKa Ha yKasaHHbIM IP-agpec.
DHCP-cepBep ocyLwecTBasfeT LeHTpa/sM30BaHHOe ynpasieHne ceTeBbiMK ajpe-
®yHKyuu DHCP- pBep ocyuy LeHTp ynp ap
CaMM U COOTBETCTBYIOLMMM KOHOUIYPALLMOHHbIMU NapameTpamMu, aBTomaTuye-
cepsepa

CKM NpeaoctaBaiAaa X KIMEHTaM.

IP Source address
guard

PyHKUMA KOMMYTaTOpa, KoTopasa orpaHnyneaet IP-Tpaduk, dunbTpya ero Ha oc-
HOBaHWK TabaMUbl COOTBETCTBMIA 6a3bl AaHHbIX NpuBA3kKM DHCP — DHCP Snooping
M CTaTUYeCcKM CKoHoUrypmpoBaHHbix IP-agpecoB. ®PyHKUMA mMcnonb3yetca Ana
60pbbbI c NogmeHow IP-agpecos.

CDyHKLI,VIﬂ KOMMYTaATOpa, NpegHa3Ha4yeHHaA ONA 3aWnTbl OT aTaK C UCNO/1Ib30Ba-

Dynamic ARP Huem npoTokona ARP. CoobLieHne, KOTOpoe MOocTynaeT C HeHaAeXHOoro nopTa,
Inspection noAagepraeTca NpoBepKe — cooTBeTcTBYeT n IP-agpec B Tene npuHatoro ARP-na-
(Protection) KeTa IP-agpecy oTnpaButens.

Ecnun appeca He coBNagatoT, TO KOMMyTaTop oT6packIBaeT nakKer.

Ha ocHoBe MHbOpMaUnK, coaepKalLleinca B 3aroloBKax yposHen 2, 3 n 4, y agmu-
[2-13—-14ACL dopma, AepaLL yp yaA

(Access Control List)

HUCTPATOPa eCTb BO3MOMXKHOCTb HAaCTPOWTL NPABKUIA, COr/IACHO KOTOPbLIM NakeT by-
net obpaboTaH nMbo oTOpOLLEH.

Time-Based ACL

Mo3sonsAeT cKoHGUIrypupoBaTh BPEMEHHbIE PaMKM, B TEUEHNE KOTOPbIX AaHHbIN
ACL 6ypeT aenctesoBaTb.
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Moddepxka OcHoBHana PpyHKUMA 6JOKMPOBKU — MOBbLICUTb H@30MNAaCHOCTb CeTU, NPeAOoCTaBIAN
306710KUPOBAHHBIX [0CTYyN K MOPTY KOMMyTaTopa TO/IbKO A5 ycTpoicTe nmetowmnx MAC-agpeca, 3a-
nopmos Kpen/ieHHble 32 3TUM MOPTOM.

lpoesepka

noéauHHoOCMU Ha
OCHose nopma
(802.1x)

MpoBepka noanvHHocTy IEEE 802.1x npeactaenset cobot MexaHM3M KOHTPOA
[OCTyNa K pecypcam Yepes BHeLWHU cepsep. Mpolueawine nposepKy Noa/IMHHO-
CTM NONb30BATENIN NOAYYAOT LOCTYN K pecypcam BblbpaHHOM ceTw.

2.2.7 ®yHKYuUU ynpasseHuUs KOMmymamopom

Tabanua 7 — OCHOBHbIEe GYHKLMKN yNpaBAeHNA KOMMYTAaTOPaMM

3azpy3ka u
ebi2py3Ka paiina
Hacmpoliku

MapameTpbl yCTPOMCTB COXPaHAIOTCA B daiiie HaCTPOMKU, KOTOPbLIV COAEPKUT
JAaHHble KOHOUIypaLmMmM KaK BCel CUCTEMBI B LLeIOM, TaK U onpeaeieHHOro nopTa
YCTPOMCTBA.

lpomokon TFTP
(Trivial File Transfer
Protocol)

MpoToKkon TFTP ncnonb3yetcs a8 onepawmini 3anmucy u yteHus ¢aiinos. MNpotoKkon
OCHOBaH Ha TpaHCcNOpTHOM npoTokose UDP.

YcTpoicTea noaaepuBatoT 3arpysky 1 nepeaady no JaHHOMy NPOToKoNy dainios
HacTPOWMKKN 1 06pa3oB NpPorpammHoro obecneyeHums.

lpomokon SCP
(Secure Copy)

MpoToKkon SCP ncnonb3yeTtcs 414 onepaunin 3anucu u yteHma gpainos. MpoTtokon
OCHOBaH Ha ceTeBOM MpoToKoae SSH.

YCTpOICTBa NOAAEPKMBAIOT 3arPy3Ky M Nepesady no AaHHOMY NpoTokoay dainnos
HacTPOWMKKN 1 06pa3oB NporpammHoro obecneveHus.

YoaneHHsili
MOHUMOpPUH2
(RMON)

YpaneHHblh MOHUTOPUHT (RMON) — cpeacTBO MOHUTOPUHIA KOMMbIOTEPHbIX CE-
Ten, pacwmpeHme SNMP. CoBmecTMMble YCTPOMCTBA NO3BOAAOT cobupaTb Ana-
FHOCTMYECKNEe AaHHble C MOMOLbIO CTaHUUM ynpasaeHua cetbto. RMON — 3T0
CTaHgapTHaA 6asa MIB, B KOTOpoit onpegeneHbl TEKYLWAA U Npeablaywas ctaTm-
CTMKa ypoBHA MAC 1 06beKTbl yNpaBieHUsn, NpeaoCcTaBAAoWLME AaHHbIE B peasib-
HOM BpemMeHMu.

lpomokon SNMP

Mpotokoa SNMP ncnonb3yetca o158 MOHUTOPUHIA U YIPaBaeHUA CETEBbIM YCTPOW-
ctBOM. [InA ynpaBneHua AOCTYNOM K cUCTeMe onpenenaeTcsa CNMCoK 3anucei co-
obLecTBa, Kaxaan U3 KOTOPbIX COAEPKUT NPUBMAETMM JOCTYNA.

Unmepdpeiic
KOMaHOHOU cmpoKu
(cLi)

YnpasneHne kKommyTatopamm nocpeactsom CLI ocyliecTBnseTcs NOKanbHO Yepes
nocnegoBaTenbHbIM nopT RS-232, nnbo yaaneHHo yepes telnet, ssh. UHTepdelic
KOMaHAHOW CTPOKK KoHconu (CLI) sBnAeTca NpoMbIWAEHHbIM CTaHAAPTOM. UH-
TepnpeTaTtop CLI npeaocTaBAseT CNMCOK KOMaHA, U KAKYEBbLIX C/I0B A/1A MOMOLLM
MONb30BaATENO U COKPALLEHWNIO 06beMa BBOAMMbIX AAHHbIX.

Syslog — npoTtokon, obecneynsarowmin nepesady coobLLeHMIN 0 MPOUCXOAALLMNX B

Syslog M

cucteme cobbITUAX, a TaKKe yBegOMNEHUI 06 OLWMBKaxX yaaneHHbIM cepBepam.
SNTP MpoTtokon SNTP — NpPOTOKON CMHXPOHM3ALMM BPEeMEHU CEeTU, rapaHTUpyeT ToY-
(Simple Network HOCTb CMHXPOHM3aL MU BPEMEHU CETEBOMO YCTPOMCTBA C CEPBEPOM A0 MUANUCE-

Time Protocol)

KYHZbI.

Traceroute — cay»ebHasa GyHKUMA, NpegHasHAYeHHan 4/1A onpeaeneHns maplu-

Traceroute
pyTOB Nepefayvun AaHHbIX B IP-ceTax.
YnpaeneHue A .
MWHWUCTPATOP MOXKET ONpeaennTb YPOBHU NPUBUAETMIA A0CTYNA A8 NONb30Ba-
KOHmMponaupyemoim A . P . P PeA yp P Aocryna 4 .
Tenen yCTPoMCTBa U XapaKTEPUCTUKM L1 KaXKAO0r0 YPOBHA NpuBMAEruii (TONbKO
docmynom —

ypoeHU npusunezulii

AN5 YTeHns — 1 ypoBeHb, NOAHbIN f4ocTyn — 15 ypoBeHb).
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KommyTaTop cnocobeH ycTaHaBAMBaTb 3anpeT AOCTyNa K Kaxaomy uHtepdeincy
ynpasneHuns (SNMP, CLI). 3anpeT moxKeT 6bITb yCTaHOB/IEH OTAE/IbHO ANA KaXKA0ro

baoKkuposka
» TMna gocTyna:
UHMe, euca .
e Telnet (CLI over Telnet Session)
ynpaeneHua Secure Shell (CLI over SSH)
SNMP
JlokanbHasa [na nokanbHOM ayTeHTUdMKaLMM NOALEPKMBAETCA XpPaHEHWe naposei B 6ase
aymeHmudguKayusa AaHHbIX KOMMyTaTOpA.

dunempayus IP-

Joctyn no SNMP paspelsaetca gnsa onpeaeneHHbix IP-aapecos, ABAAKOLWUXCA Ye-

adpecos 013 SNMP Hamu SNMP-coobecTsa.

MpoTtokon RADIUS ucnonb3yetca gns ayTeHTMOUKAUMM, aBTOPU3ALMKN U y4deTa.

Cepsep RADIUS ucnonbsyeT 6a3y AaHHbIX NO/Jb30BaTesiei, KOTOpaA COLEPKUT
Knuexm RADIUS pBep Y VA , KOTOPaA COAEP

JaHHble NPOBEPKU NOANMHHOCTU ANA Kax[0ro nosb3osatena. KommyrtaTopbl co-

LepKaT KAMEHTCKYIo YacTb npoTokona RADIUS.

YCTPOMCTBO NpeaocTaBAseT NOAAEPIKKY MPOBEPKU NOANMHHOCTU K/IMEHTOB MO-
TACACS+ cpeacTBom npotokona TACACS+. MpoTtokon TACACS+ ob6ecneymsaeT LLeHTpaamn3o-
(Terminal Access BaHHYlO cucTeMy 6€30NacHOCTM A1 NPOBEPKMU NOMb30BaTE/IEN, MOYHAOLNX [,0-
Controller Access CTYN K YCTPOWCTBY, @ TaKXKe LLEeHTPaIM30BaHHYO CUCTEMY YNPaBAEHUA NpU cobAto-
Control System) AeHun cosmectumoctn ¢ RADIUS n apyrumun npoueccamu NpoBepKkn NOAJIMHHO-

cTu.

®yHKuMa cepsepa SSH nossonsieT KAMeHTy SSH ycTaHOBUTb C YCTPOMCTBOM 3alLu-
Cepeep SSH YHKL, psep Y Y ycTp u,

LLIeHHOoe coeguHeHue ANA YNPaBAeHUa UM.

aHHasA HKUMA NpefocTaBiaeT BO3MOMKHOCTb CO343BaTb MAKPOKOMaHAbI,

Moddepxa feACTaBi)Zm:Me co’;oAﬁ Habop KomaHg, n n VIMEHHTf ux and Kozdwlr afmm
MAKPOKOMAHO P P ’ P vP

yCTpOMCTBa.

2.2.8 /[lononHumenobHble pyHKYyUU

B Tabnmue 8 npueeaeHbl 4ONOAHUTENbHbIE GYHKLMKW YCTPOMCTBA.

Tabnunua 8 — JononHutenbHble GyHKLMM YCTPOICTBA

BupmyansHoe CeTeBOIM KOMMYTaATOP MMeEEeT B CBOEM COCTaBe NPOrpamMmHbIe M annapaTHbie cpea-
mecmuposaHue CTBa, NO3BONAIOLLME BbINOAHATE GYHKUMKN BUPTYabHOro Tectepa Kabena — VCT.
Kabens (VCT) TecTep No3BoAAET ONpeaeUTb COCTOSHUE MeAHOro Kabens ceasu.
TPOWMCTBO N fAeT TecTm Tb ONTUYECKUIA TPaHCHK . Mpun Tectn HUN

JluazHocmuka YcTponcTBo No3BonAeT TecTMpoBaTh O ec paHcusep. MNpu TecTuposa

OTC/NEXMBAIOTCA TaKMe NapameTpbl, KaK TOK U HanpsaXXeHne NUTaHUA, TemnepaTtypa
onmu4yecKoeco o

TpaHcuBepa. Oaa peanusaumn TpebyeTca noaaepika 3Tmx OyHKLMIA B TpaHCK-
mpaHcusepa

Bepe.

Green Ethernet

[aHHbIA MexaHW3M MO3BONAET KOMMYTAaTOPY CHU3UTL 3HepronoTpebneHune 3a
CYET OTK/IIOYEHNA HEAKTUBHbIX 3/IEKTPUYECKUX NOPTOB.

KommyTaTop 0bnagaeT Bcemu HEOBXOAUMbBIMU XapaKTepPUCTUKaMK ana paboTbl €
npotokonamu MMS, GOOSE, SV:
e Manas BennumnHa 3agepKkn GOOSE-coobueHns npu nepegaye

Coomeemcmeue
cmandapmy MIK e YmeHue pacnosHaBaTb Ethertype GOOSF-COO6LLI,€HMF|
61850 e  YmeHue paboTaTb C TEFTOM BUMPTyanbHOM ceTn 1 Terom npuoputeta IEEE
802.1Q GOOSE-coobuieHua
o [loppep:kka nepegayn multicast-coobuieHnii 1 BO3MOXKHOCTb paboTbl C
onpeaeneHHbim ctaHgapTom M3K 61850 grManasoHom rpynn BewaHmA.
24 Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324




DHELTEX

2.3 OcCHOBHbIe TeXHUYECKUEe XapaKTepPUCTUKU

OCHOBHble TEXHMYECKME NapaMeTPbl KOMMYTaTOPOB NpUBeAEHbI B Tabauue 9.

Ta6nmu,a 9 — OCHOBHbIe TeEXHMYECKUe XapPaKTeEPUCTUKN

0O6wue napameTpbl

NHTepdeichl

MES5324

1x10/100/1000BASE-T (OOB)
1x10/100/1000BASE-T (Management)
24x10GBASE-R (SFP+)/1000BASE-X (SFP)
4Ax40GBASE-SR4/LR4 (QSFP+)
1xKoHconbHbIl nopT RS-232 (RJ-45)

MES3324F

1x10/100/1000BASE-T (OOB)
20x1000BASE-X/100BASE-FX (SFP)

4x10GBASE-R (SFP+)/1000BASE-X (SFP)
4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIl nopT RS-232 (RJ-45)

MES3324

1x10/100/1000BASE-T (OOB)

20x10/100/1000BASE-T

4x10GBASE-R (SFP+)/1000BASE-X (SFP)
4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIN nopt RS-232 (RJ-45)

MES3316F

1x10/100/1000BASE-T (OOB)
12x1000BASE-X/100BASE-FX (SFP)

4x10GBASE-R (SFP+)/1000BASE-X (SFP)
4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIN nopt RS-232 (RJ-45)

MES3308F

1x10/100/1000BASE-T (OOB)
4x1000BASE-X/100BASE-FX (SFP)

4x10GBASE-R (SFP+)/1000BASE-X (SFP)
4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIn nopT RS-232 (RJ-45)

MES2324
MES2324B

24x10/100/1000BASE-T (RJ-45)
4x10GBASE-R (SFP+)/1000BASE-X (SFP)
1xKoHconbHbIN nopt RS-232 (RJ-45)

MES2324P
MES2324P ACW

24x10/100/1000BASE-T (RJ-45) PoE/PoE+
4x10GBASE-R (SFP+)/1000BASE-X (SFP)
1xKoHconbHbIn nopT RS-232 (RJ-45)

MES2324FB
MES2324F

20x1000BASE-X/100BASE-FX (SFP)

4x10GBASE-R (SFP+)/1000BASE-X (SFP)
4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIN nopT RS-232 (RJ-45)

MES2348B
MES3348

48x10/100/1000BASE-T (RJ-45)
4x10GBASE-R (SFP+)/1000BASE-X (SFP)
1xKoHconbHbIN nopT RS-232 (RJ-45)

MES2348P

48x10/100/1000BASE-T (PoE/PoE+)
4x10GBASE-R (SFP+)/1000BASE-X (SFP)
1xKoHconbHbIn nopt RS-232 (RJ-45)

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324
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48x1000BASE-X/100BASE-FX (SFP)

MES3348F 4x10GBASE-R (SFP+)/1000BASE-X (SFP)
1xKoHconbHbIl nopT RS-232 (RJ-45)
10x10/100/1000BASE-T (RJ-45)

MES2308 2x1000BASE-X (SFP)
1xKoHconbHbIN nopT RS-232 (RJ-45)
8x10/100/1000BASE-T (PoE/PoE+)
2x10/100/1000BASE-T (RJ-45)

MES2308P 2x1000BASE-X (SFP)
1xKoHconbHbIl nopT RS-232 (RJ-45)
8x10/100/1000BASE-T (RJ-45)

MES2308R 2x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIn nopT RS-232 (RJ-45)
8x10/100/1000BASE-T (PoE/PoE+, RJ-45)

MES3508P 2x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIN nopt RS-232 (RJ-45)
8x10/100/1000BASE-T (RJ-45)

MES3508 2x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIl nopT RS-232 (RJ-45)
8x10/100/1000BASE-T (PoE/PoE+, RJ-45)

MES3510P 4x100BASE-FX/1000BASE-X (SFP)
1xKoHconbHbIn nopT RS-232 (RJ-45)
24x10/100/1000BASE-T (RJ-45)

MES2328] 4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIl nopT RS-232 (RJ-45)
1xUSB 2.0
ontuyeckune nHtepdeicol 1/10/40 rémt/c

MES5324 ”
3neKTpuyeckue nHtepdeiicol 10/100/1000 M6ut/c

MES3324F

MES3324

MES3316F

MES3308F

MES2324

MES2324P

MES2324P ACW ontuyeckune nHtepdeicol 1/10 réut/c

MES2348B aneKkTpuyeckne nHTepdeicsl 10/100/1000 M6buTt/c

MES2348P

CKOpOCTb nepeaayu MES3348
AaHHbIX MES3348F

MES2324B

MES2324FB

MES2324F

MES2308R

E

MES3508P ontuyeckune nHtepdeicsl 100/1000 M6uT/c

MES3508 aneKTpuyeckue nHtepdericsl 10/100/1000 M6éuT/c

MES3510P P P

MES2328lI

MES2308P onTuyeckune nHtepdeicol 1 rémr/c

MES2308 aneKTpuyeckue nHtepdericsl 10/100/1000 M6éuT/c

MES5324 800 réut/c
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MponyckHan
cnocobHocCTb

MES3324
MES3324F
MES2324
MES2324P
MES2324P ACW
MES2324B
MES2324FB
MES2324F

128 réout/c

MES2348B
MES2348P
MES3348

MES3348F

176 Iéut/c

MES3316F

112 réut/c

MES2328|

56 Iéut/c

MES3308F

96 I6uTt/c

MES2308R
MES3508P
MES3508

20 Méut/c

MES2308
MES2308P
MES3510P

24 Téut/c

Mpownssogutens-
HOCTb Ha nakeTtax
ANnHoW 64 balital

MES5324

512,8 MPPS

MES3324
MES3324F

95 MPPS

MES2324
MES2324B
MES2324FB
MES2324F

92,1 MPPS

MES2324P
MES2324P ACW

93,1 MPPS

MES2348B
MES2348P
MES3348

MES3348F

130,9 MPPS

MES2308R

14,7 MPPS

MES3508P
MES3508

14 MPPS

MES3510P

17,8 MPPS

MES2328lI

41,6 MPPS

MES2308
MES2308P

17,7 MPPS

MES3316F

83 MPPS

MES3308F

71 MPPS

! 3HayeHuna YKa3aHbl Ana O,CI,HOCTOpOHHeVI nepeaavn
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MES5324 4 Mb

MES3324F
MES3324
MES3316F
MES3308F
MES2324
MES2324P
MES2324P ACW
MES23248B
O6Bem MES2324FB 1,5 Mb
MES2324F
MES2308
MES2308R
MES2308P
MES3508P
MES3508
MES3510P
MES2328!

6ydepHoit
namaTu

MES2348B
MES2348P
MES3348

MES3348F

3 Mb

MES5324 4TB

MES3324F
MES3324
MES3316F
MES3308F
MES2324
MES2324P
MES2324P ACW
MES23248B
MES2324FB
O6bem O3Y (DDR3) MES2324F
MES23488
MES2348P
MES3348
MES3348F
MES2308
MES2308R
MES2308P
MES3508P
MES3508
MES3510P
MES2328!

512 Mb
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O6bem M3Y (RAW
NAND)

MES5324

276

MES3324F
MES3324
MES3316F
MES3308F
MES2324
MES2324pP
MES2324P ACW
MES2324B
MES2324FB
MES2324F
MES2348B
MES2348P
MES3348
MES3348F
MES2308
MES2308R
MES2308P
MES3508P
MES3508
MES3510P
MES2328l|

512 Mb

Tabnanua MAC-
aapecos

MES5324

65536

MES3324F
MES3324
MES3316F
MES3308F
MES2324
MES2324P
MES2324P ACW
MES23248B
MES2324FB
MES2324F
MES2348B
MES2348P
MES3348
MES3348F
MES2308
MES2308R
MES2308P
MES3508P
MES3508
MES3510P
MES2328lI

16384
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Konnuectso ARP-
3anuceir!

MES5324

7748

MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508
MES3510P

4023

MES2324
MES2324pP
MES2324P ACW
MES2324B
MES2324FB
MES2324F
MES2348B
MES2348P
MES2308
MES2308R
MES2308P
MES2328lI

820

MNoppep»xka VLAN

cornacHo 802.1Q go 4094 aktmnsHbix VLAN

Konaunuectso rpynn
L2 Multicast (IGMP
snooping)

MES5324
MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508
MES3510P

4091

MES2348B
MES2348P
MES2324P
MES2324P ACW
MES2324
MES2324B
MES2324FB
MES2324F
MES2308
MES2308R
MES2308P
MES2328lI

2047

! ina kaxporo xocta B ARP-TabauLe co3aaetca 3anuch 8 Tabavue mapLipyTusauum
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Konunyectso npasun
SQinQ

MES5324

1982 (ingress/egress)

MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508
MES3510P

3006 (ingress/egress)

MES2324
MES2324pP
MES2324P ACW
MES2348B
MES2348P
MES23248B
MES2324FB
MES2324F
MES2308
MES2308R
MES2308P
MES2328lI

958 (ingress/egress)

Konnyectso npasun
ACL

MES5324

1982

MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508
MES3510P

3006

MES2324
MES2324P
MES2324P ACW
MES23248B
MES2324FB
MES2324F
MES2348B
MES2348P
MES2308
MES2308R
MES2308P
MES2328lI

958
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MES5324 2048

MES3324F
MES3324

MES3316F
MES3308F
MES3348 3072
MES3348F
MES3508P
MES3508

MES3510P

Konnuyectso ACL MES2324
MES2324P
MES2324P ACW
MES2324B
MES2324FB
MES2324F
MES2348B
MES2348P
MES2308
MES2308R
MES2308P
MES2328lI

1024

Konnuyectso npasun ACL B ogHom ACL 256

7744 1pva

MES5324 1942 IPv6

MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508
Konunuectso MES3510P

12864 IPv4
3222 IPv6

mapuwpyTtos L3

. MES2324
Unicast?! 523

MES2324P
MES2324P ACW
MES2324B
MES2348B
MES2348P 816 IPv4
MES2324FB 210 IPv6
MES2324F
MES2308
MES2308R
MES2308P
MES2328lI

1 MapuwpyTsl IPv4/IPv6 Unicast/Multicast ncnonb3ytoT obuime annapaTtHble pecypcbl
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MES5324

MES3324F
MES3324

MES3316F
MES3308F 3876 IPv4
MES3348 1006 IPv6
MES3348F
MES3508P
MES3508

Konunuectso MES3510pP

mapLupyTos L3 MES2348B
Multicast (IGMP MES2348P
Proxy, PIM)* MES2324P
MES2324P ACW
MES2324
MES23248B 412 1Pv4
MES2324FB 103 IPv6
MES2324F
MES2308
MES2308R
MES2308P
MES2328|

Konnyectso VRRP-mapwpyTmnsatopos 255

MES5324 64

MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508

MES3510P
MaKcMManbHbIn MES2324

pasmep ECMP-prﬂl'I MES2324P 8
MES2324P ACW
MES2348B
MES2348P
MES2324B
MES2324FB
MES2324F
MES2308
MES2308R
MES2308P
MES2328lI

Konunuectso VRF 16 (BkAtoyan VRF no ymonyaHuto)

1 MapuwpyTsl IPv4/IPv6 Unicast/Multicast ncnonb3ytoT obuime annapaTtHble pecypcbl
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Konnuectso L3-
nHTepdeicos

MES5324
MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508
MES3510P

2048

MES2324
MES2324P
MES2324P ACW
MES2348B
MES2348P
MES2324B
MES2324FB
MES2324F
MES2308
MES2308R
MES2308P
MES2328l|

130

KosnuecTso BMpTyanbHbix Loopback-

nHTepdeicos

64

Konnuyectso ak3emnaapos npoueccos OSPF

20

Konunuectso OSPF-coceacTts

64

Konunuectso BGP-coceacts

32

Arperaumsa KaHanos (LAG)

48 rpynn, 80 8 NOpPTOB B KaxKAo0M

Konnuyectso aksemnaapos MSTP 64
Konnuyectso aksemnaapos PVST 63
Konnuectso DHCP pool 32

KauecTBo obcnyxuBaHma QoS

npuMopuTnsauma Tpadmka, 8 ypoBHeM
8 BbIXOAHbIX o4epeseli ¢ pasHbIMU NPUOPUTETAMM ANA KaXK[0ro
nopTa

Cepxa/ivHHbIE Kaapbl (jumbo frames)

MaKCMMasbHbIM pasmep naketos 10240 6anT

CreknpoBaHue

0o 8 yctpoiicte (kpome MES3508, MES3508P n MES3510P)

34
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IEEE 802.3 10BASE-T Ethernet

IEEE 802.3u 100BASE-T Fast Ethernet

IEEE 802.3ab 1000BASE-T Gigabit Ethernet

IEEE 802.3z Fiber Gigabit Ethernet

IEEE 802.3x Full Duplex, Flow Control

IEEE 802.3ad Link Aggregation (LACP)

IEEE 802.1p Traffic Class

IEEE 802.1q VLAN

IEEE 802.1v

IEEE 802.3ac

IEEE 802.1d Spanning Tree Protocol (STP)

IEEE 802.1w Rapid Spanning Tree Protocol (RSTP)
IEEE 802.1s Multiple Spanning Tree Protocol (MSTP)
IEEE 802.1x Authentication

IEEE 802.3af PoE, IEEE 802.3at PoE+ (Tonbko MES2308P,
MES2324P, MES2324P ACW, MES2348P, MES3508P u

CooTBeTcTBME CTaHAAPTaM

MES3510P)

M3K 61850
YnpasneHue
JlokanbHoOe ynpasneHune Console
YpaneHHoe ynpasneHue SNMP, Telnet, SSH, web

dusnueckne XxapaKTepUCTUKM U YCI0BUA OKpYKatoLei cpeabl

MES5324
MES3324F ceTb NnepemeHHoro Toka: 100240 B, 50-60 Iy,
MES3348 CeTb NOCTOAHHOIO TOKa: 36—72 B
MES3348F BapuaHTbl NUTaHUA:
MES3324 - OAVH UCTOYHUK NUTAHUA NOCTOAHHOIO UJIN NEePEMEHHOI0 TOKa;
MES3316F - ABa UCTOYHMKA NUTAHUA NOCTOAHHOIO UM NepeMeHHOro ToKa
MES3308F C BO3MOMXHOCTbIO FopsAYei 3aMeHbl
MES2328lI
MES2324 AC
MES2308 ceTb nepemeHHoro Toka: 110-250 B, 50-60 I'y,
MES2308R
MCTOYHMKM NUTaHUA mg:;zgii 22 ceTb nepemeHHoro Toka: 170-264 B, 50-60 Iy,

MES2324P ACW ceTb nepemeHHoro Toka: 100—240 B, 50-60 Iy,

ceTb nepemeHHoro Toka: 100-240 B, 50-60 I'y,
CceTb NOCTOAHHOrO TOoKa: 36—72 B
BapuaHTbl NUTaHUA:

MES2348P
- O4MH UCTOYHMK NUTAHWUA MOCTOSHHOTO MW NePEMEHHOTO TOKa;
- ABa UCTOYHMKA MUTAHMA NOCTOSHHOTO MW NEPEMEHHOTO TOKa
C BO3MOKHOCTbO ropAYei 3amMeHbl

MES3508P CEeTb NOCTOSHHOIO TOKa: C BKAKOYEHHOM PpyHKLmel PoE:

MES3510P 45-57 B; c oTKAtoueHHoM ¢yHKLmel PoE: 20-57 B

MES3508 ceTb MOCTOAHHOro Toka: 20-75 B
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ceTb nepemeHHoro Toka: 110-250 B, 50-60 I'y,
CBMHLLOBO-KMC/IOTHbIN akKymynsaTop: 12 B
XapaKTepUCTUKM 3apAAHOIo YCTPOMNCTBA:

- TOK 3apaja:

2,7+0.2 A — MES2324FB 1 MES2348B,;
MES2324B 1.610.1 A — MES23248B.
MES2324FB - HanpAXeHue cpabaTbiBaHWUA pacuennTenn Harpyskm — 10—
MES2348B 10,5 B;

- NOPOroBOE HaNpsKeHNe MHANKALUMM HU3KOoro 3apaga — 11 B
/| CeueHue npoBoga ana nogknoueHua AKb He meHee
V 1,5 mm. Ona MES2324B pekomeHayeTtcs
ucnonb3oBatb AKB émKocTblo He meHee 12 Ah, ana
MES2324FB n MES2348B — He meHee 20 Ah.

MES2324F DC
MES2324 DC

MES2324P DC
MES2308P DC

CeTb NOCTOAHHOTIO TOKa: 36—72 B

MES5324 He 6onee 107 BT
MES3324F He 6onee 45 Bt
MES2324 He 6onee 25 Bt
MES3308F He 6bonee 27 BT
mg;g;iglz He 6onee 35 Bt
MES2324F He 6onee 39 Bt
MES2324B He 6onee 50 BT
MES2324FB He 6onee 85 BT
MES3348 He 6onee 43 Bt
MoTtpebnaemasn mgz;:z:; He 6onee 89 BT
MOLLHOCTb
MES2348P He 6onee 1600 Bt
mg;ggZR He 6bonee 14 Bt
MES3508 He 6onee 15 Bt
MES2308P AC He 6onee 275 BT
MES2308P DC He 6onee 280 BT
mgg;ji 2EW He 6onee 445 Bt
MES2324P DC He 6onee 455 BT
mg::gggi He 6onee 260 BT
MES2328| He 6onee 33 Bt
MoTpe6nsemasn MES2324B He 6onee 26 BT
MoOLLHOCTb 6e3 yyeTa MES2324FB
3apaga AKB MES2348B He 6onee 45 Bt
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MES2324P
MEs2324p Acw | SS0 BT
MES2348P 1450 Bt
BroarkeT moLHOCTH
PoE MES3508P 240 BT (gns npunoxkeHuii 802.3at pekomeHayemoe
MES3510P HanpsAkeHue nutaHua 54-56 B DC)
MES2308P 240 Bt
MES5324 107 Bt
MES3324F 45 Bt
MES2324 25 Bt
MES3308F 17 Bt
MES3324
MES3316F 35 BT
MES2324F 39 Bt
MES2324B 28 BT
MES2324FB 50 Bt
MES3348 43 Bt
MES3348F 89 Bt
TennosblgeneHune MES2348B 54 Bt
MES2348P 150 Bt
MES2308
MES2308R 14 Br
MES3508 15 Bt
MES2308P AC 35 BT
MES2308P DC 40 Bt
MES2324P AC
MEs232ap Acw | 22 BT
MES2324P DC 75 Bt
MES3508P
MES3510P 20Br
MES2328lI 33 Bt
MES2308R ecTb

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324
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AnnapaTtHaa

Gasp

nogaepxka Dying

MES5324
MES3324
MES3316F
MES3308F
MES3324F
MES3348
MES3348F
MES3508P
MES3508
MES3510P
MES2324
MES2324B
MES2324FB
MES2324F
MES2324pP
MES2324P ACW
MES2348B
MES2348P
MES2308
MES2308P
MES2328lI

HeT

TemnepaTyp

MES5324

ot 0 go +45 °C

MES2308
MES2308P DC

oT-20 po +45 °C

MES2324
MES2324pP
MES2324P ACW
MES2324B
MES2308P AC
MES2308R
MES2348B

ot -20 po +50 °C

MES2348P

o1 -10 go +50 °C

WUHTepBan paboumnx

MES2324F
MES2324FB

oT-20 no +65 °C

MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F

oT-10 go +45 °C

MES3508P
MES3508
MES3510P

o1 -40 po +70 °C

MES2328lI

ot -40 po +60 °C

MHTepsan TemnepaTypbl XpaHeHUs

MHTepBaa TemnepaTtypbl XpaHeHuns oT -50 ao +70 °C (o1 -50 °C
80 +85 °C ana MES3508, MES3508P n MES3510P)
/| Mepepn nepBbiM BKAIOYEHNEM NOC/E XPaHEHMA NPy
V TemnepaTtype meHbLuen, yem -20 °C, uam npu 6onbLueii,
yem +50 °C, TpebyeTca Bblgep:KaTb KOMMYTaTOP NpU
KOMHATHOI TemnepaType He MeHee YeTbIPEX YacoB.
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OTHOCKTE/IbHAA BNAXKHOCTb NpK
aKcnayataumm (6e3 obpasoBaHuA
KOHZeHcaTa)

He 6onee 80 %

OTHOCUTENbHasA BNAXKHOCTb MPU XpaHEHUN
(6e3 obpasoBaHUs KOHAEHCATA)

oT1 10 1o 95 % (0T 5 Ao 95 % ana MES3508P)

MES5324 430 x 44 x 298 mm
MES2324
MES23248 430 x 44 x 158 mm
MES2324P AC 440 x 44 x 203 mm
MES2324P ACW
MES2324P DC 430 x 44 x 304 mm
MES2324FB
MES2324F 430 x 44 x 243 mm
MES3324F
MES3324
MES3316F 430 x 44 x 275 mm
MES3308F
ra6apMTHb|e MES2348B 440 x 44 x 280 mm
pa3smepbl (L x B xT)
MES3348 440 x 44 x 316 mm
MES3348F 440 x 44 x 330 mm
MES2348P 440 x 44 x 490 mm
MES2308
MES2308R 310 x 44 x 158 mm
MES2308P 430 x 44 x 158 mm
MES3508P
MES3508 85 x 152 x 115 mm
MES3510P 85 x 175 x 115 mm
MES2328lI 430 x 44 x 305 mm
MES5324 3,95 Kr
MES2308
MES2308R 1,45 kr
MES2308P AC 2,55 Kr
Macca MES2308P DC 2,35 kr
MES2324
MES23248 2,25 k1
MES2324P AC 3,16 Kr
MES2324P ACW 4,52 Kr
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MES2324P DC 4,02 kr
MES2308P AC 2,55 kr
MES2324FB 3,55 kr
e
MES2348P 9,55 kr
MES3308F 3,15 kr
MES3324 3,25 kr
MES3324F 3,50 kr
MES3348 3,95 kr
MES3348F 4 Kkr

MES3508 1,36 kr
MES3508P 1,40 kr
MES3510P 1,74 kr

CpoK cnyobl He meHee 15 net

-
V Tun NnUTaHMA yCTPOIicTBa onpeaenseTca Npu 3akase.
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2.4 KOHCTPYKTUBHOE UCNONIHEHUE

B AaHHOM pa3sfene onmcaHo KOHCTPYKTMBHOE MCMONHeHWe ycTpoincTs. MpeacrasineHbl n3obpaskeHns
nepeaHen, saaHen (BepxHent ana MES3508, MES3508P, MES3510P) 1 60K0BbIx MaHeell yCTPOMCTB, ONMUcaHbI
pa3bembl, CBETOAMOAHbIE MHAMKATOPbI M OpraHbl yrpasaeHus.

Ethernet-kommyTaTopbl MES23xx, MES33xx, MES5324 BbiNo/HEHbI B METaNIMYECKOM KOpnyce ¢ BO3-
MOXHOCTbIO YCTaHOBKM B 19” KapKac, BbicoTa Kopnyca 1U.

Ethernet-kommyTaTopbl cepun MES35xX BbINOJIHEHbI B META/I/IMYECKOM KOPMyce A1s KPenneHus Ha
DIN-peitky.

2.4.1 BHewHuli sud u onucaHue nepedHeli naHenu ycmpoiicmea

BHewHM BMA, nepegHein naHenu yctponcte MES23xx, MES33xx, MES35xx n MES5324 nokasaH Ha
puUcyHKax 1-24.

et

e {%[

) baies
Giten .
D [T

=

1 2 34

PucyHok 1 — MepeaHas naHenb MES5324

B Ta6nmu,e 10 npmeegeH nepevyeHb pa3bemMoB, CBETOANOAHbIX MHONKATOPOB U OpPraHOB ynpas/1eHUA,
PaCnNoO/0XKEHHbIX Ha ﬂepEAHeVI naHen KoMmmMmyTaTopa.

Tabanuya 10 — OnucaHue pasbeMoB, MHANKATOPOB M OPraHOB ynpaBaeHns nepegHeln naHenm MES5324

No dnemeHT nepegHen Onmcanme
naHenu
Unit ID NHANKaTop HOMepa YCTPOMCTBA B CTEKE.
Power NHAMKATOp NUTaHMA YCTPOMCTBA.
1 Master MHanKaTop peskmma paboTsl yCTpoiicTBa (Beaylumit/segombii).
Fan NHauKaTop paboTbl BEHTUAATOPOB.
RPS NHAMKATOp pe3epBHOro 3/1eKTPONUTaHMA.
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Console

KOHCONbHbIM NOPT ANA NOKANBbHOTO YNpPaBieHUa YCTPOUCTBOM.
PacnuHoBKa pasbema cnegytowas:

He ncnonb3yeTcs

He ncnonb3yeTcs

RX

GND

GND

X

He ucnonb3syetca

He ncnonb3yeTcs

He ncnonb3yeTcs

Pacnalika KoHconbHOro Kabensa npuseaeHa B pasgene «lMpunoxeHue b.
KOHCO/IbHbIV Kabenby.

O oOoNOOULD WNPR

usB

USB-nopr.

00B

Moprt (out-of-band) 10/100/1000BASE-T (RJ-45) ans yaaneHHoro ynpas-
JIeHUA YCTPOMUCTBOM.

YnpaBaeHue ocyLLecTBAAETCA N0 CeTH, pa3feNibHO C KaHaoM nepeaaqn
[aHHbIX.

Mgmt

MopT 10/100/1000BASE-T (RJ-45) ans yaaneHHOro ynpasieHna ycTpoi-
CTBOM. YNpaB/iieHWNe OCYLLEeCTBAAETCA N0 CETU Nepesayn AaHHbIX.

dyHKUMOHANbHAsA KHOMKa A/19 nepesarpysKku ycTponcTea 1 cbpoca K 3a-
BOACKMM HaCTpOMKam:

- MPU Ha¥KaTUM Ha KHOMKY A/IMTENbHOCTbIO MeHee 10 ¢ NnpoucxoamT ne-
pesarpyska ycTpoWncTBa;

-NPU HaXKaTUW Ha KHOMKYy AauTenbHocTblo 6onee 10 ¢ npoucxogut
cHbpocC HACcTPOEK YCTPOWCTBA A0 3aBOACKOM KOHUrypaunm.

[1-24]

CnoTbl gna yctaHoBKM TpaHcueepos 10G SFP+/1G SFP.

XLG1, XLG2
XLG3, XLG4

Cnotbl XLG1-XLG4 ana yctaHoBKKU TpaHcueepos 40G QSFP+.
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PucyHok 3 — lMNepepHaa naHenb MES3324
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PucyHok 4 — lMepeaHaa naHenb MES3316F
AOLTeX  Mesnow Comatn
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PucyHok 5 — lMepeaHaa naHenb MES3308F

B Tabanue 11 npmBeneH nepevyeHb PasbeMOB, CBETOANOAHbBIX MHAMKATOPOB M OPraHOB yrnpaB/eHus,
pPacnonoXeHHbIX Ha nepegHel naHenn kommytatopos MES3308F, MES3316F, MES3324, MES3324F.

Tabnnua 11 — OnucaHWe pa3bemMoB, MHAMKATOPOB M OPraHOB ynpaBneHus nepeaHen naHenn MES3308F,

MES3316F, MES3324, MES3324F

UnitID MHAWKaTOp HOMepa YCTPOMCTBA B CTEKE.
Power MHAMKATOp NUTaHMA YCTPOMCTBA.
1 Master MHAMKaTop pexkrnma paboTbl yCTpoicTea (BeayLwmii/Beaomblit).
Fan NHauMKaTop paboTbl BEHTUAATOPOB.
RPS MHAMKaTOp pe3epBHOro a1eKTpONUTaHuA.
2 Console KOHCONbHbIV NOPT ANA NOKANBbHOMO YNPaBAEHUA YCTPONCTBOM.
MopT (out-of-band) 10/100/1000BASE-T (RJ-45) ana yaaneHHoro ynpas-
3 00B JNIEHNA YCTPOMUCTBOM.
YnpasneHue ocyLLLeCTBAAETCA MO CETU, Pa3fe/ibHO C KaHaNoM nepeaaymn
OaAHHbIX.
dyHKLMOHaNbHAA KHOMKA ANs Nepes3arpysku ycTporcTea n cbpoca K 3a-
BOZCKMM HACTPOMKaM:
4 r - MPY Ha¥aTUM Ha KHOMKY ANUTeNbHOCTblo MmeHee 10 ¢ npoucxoauT ne-
pe3arpysKa ycTpolicTBa;
- NPW HaXKaTUW Ha KHOMKY AAnTenbHOCTblo 6onee 10 ¢ mpoucxoaut
cbpoC HacTpoeK YCTPOMCTBA A0 3aBOACKON KOHUrypaumm.
[1-24] CnoTbl ANA YCTAaHOBKM TpaHcueepos 1GSFP.
5 [1-16] MopTbl 10/100/1000BASE-T (RJ-45).
[1-8]

Ethernet-kommymamopsi ceputi MES23xx, MES33xx, MES35xx, MES5324

43



HELTEX

[11-12, 23-24]

6 [7-8, 15-16] Komb60o-nopTbl: noptbl 10/100/1000BASE-T (RJ-45)/1000BASE-X.
[3-4, 7-8]
XG1, XG2

7 XG3, XG4 CnoTbl gnAa ycTaHOBKM TpaHcueepos 10GSFP+/1GSFP.

Aelrex meszz

OOOOOOOOOOOOO OOOO%OOOQOO

UnitID

78
Power O O O
master O O O
sesO O O
MmO O O

15

PucyHok 9 — lMepeaHaa naHenb MES2324P DC

B Tabnnue 12 npuBeaeH nepevyeHb PasbemoB, CBETOANOAHbIX UHAMKATOPOB M OPraHoOB ynpaBaeHus,
pacnonoXeHHbIX Ha NnepeaHelt naHenAn kommyTtatopos MES2324 AC, MES2324 DC, MES2324P AC, MES2324P
ACW, MES2324P DC.
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Tabnnua 12 — OnucaHMe pa3bemoB, MHAMKATOPOB M OpraHOB ynpasaeHua nepeaHein naHenu MES2324 AC,
MES2324 DCY, MES2324P AC, MES2324P ACW, MES2324P DC

Ne dnemeHT nepeaHen
PEA OnucaHue
naHenm
~110-250VAC max 2A Pasbem onsa NOAKNHOUYEHUA K UCTOUHMKY 31EKTPONUTAHMA NEePEMEHHOro
TOKa.
1
36-72 VDC Pasbem 414 NOAKNIOYEHNA K UCTOYHMKY 3N1EKTPONUTAHUA NOCTOAHHOIO
TOKa.
Unit ID NHAaMKaTop HOMepa YCTPOMCTBA B CTEKE.
Power NHAMKATOp NUTaHMA YCTPOMCTBA.
2 Master NHauKaTop pexuma paboTbl ycTpolicTBa (Beayumii/seaombiit).
Status NHAMKATOP COCTOAHMA YCTPOICTBA.
Alarm NHankaTop asapuu.
3 Console KoHCO/IbHbIV NOPT ANA IOKANBHOTO YNPaBAEHUA YCTPONCTBOM.
PyHKLMOHabHAA KHOMKA ANA nepe3arpysku ycTpoincTea u cbpoca K 3a-
BOACKMM HaCTpOMKam:
4 P - MIPY HaXXaTUW Ha KHOMKY ANUTeNbHOCTbIo meHee 10 ¢ npoucxoauT ne-
pe3arpyska ycTpoWcTBa;
- NPU HaXaTUW Ha KHOMKy AauTenbHocTbio 6onee 10 ¢ npoucxoaut
cHbpocC HACTPOEK YCTPOWCTBA A0 3aBOACKOM KOHUrypaumum.
5 [1-24] MopTbl 10/100/1000BASE-T (RJ-45).
6 Link/Speed CBeToBan MHAMKALMA COCTOAHUA ONTUHECKUX MHTepdeicoB.
XG1, XG2
7 XG3: XGa Cnotbl ana yctaHoBKM TpaHcnsepos 10GSFP+/1GSFP.

TN CSESEIES e SEETE S SEIESEIEN € (IS LT E e TS EIEN N (3L SN ETE T S S0 O CIESE T e eS
EL] 17 '] 15 0 H E- 3 n £’}

PucyHok 10 — lNepeaHaa naHenb MES2348P

B Tabanue 13 npuseneH nepevyeHb pasbemMoB, CBETOANOLHbIX MHAMKATOPOB WU OPraHOB YNpaB/ieHuUs,
pacnonoXeHHbIX Ha NnepeaHen naHenn kommyTtatopa MES2348P.

! KommyTatopbl MES2324, MES2324B, MES2324F DC, MES2324FB moryT 6bITb ocHaleHbl noptom OOB (nopT (out-of-band)
10/100/1000BASE-T (RJ-45) gna yaaneHHOro ynpasaeHUa yCTPOMCTBOM. YNpaBaeHMe OCyLLECTBAAETCA NO CeTU, pasaesbHo
C KaHaoOM nepesayn AaHHbIX).
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Tabnunua 13 — OnucaHune pasbemMoB, UHAMKATOPOB M OPraHoOB ynpaBaeHus nepeaHen naHenn MES2348P

Unit MHAMKaTOp HOMepa YCTPOMCTBA B CTEKE.
Status MNHAMKATOP COCTOAHMA YCTPOICTBA.
1 Master NHauKaTop pexxuma paboTbl ycTpoiicTBa (BeayLmii/Beaombiii).
PS1 NHOuMKaTOp CcOCTOAHMA NepBoro 6J10Ka NMTaHMA.
PS2 MNHaunKaTop cocToAHMA BTOporo 610Ka nuTaHus.

dyHKUMOHaNbHAA KHOMKa Ana nepesarpyskun yctpoiictea u cbpoca K 3a-
BOACKMM HacTpOliKam:
- NPY HaXKaTWUM HA KHOMKY AANTENbHOCTbIO MeHee 10 ¢ nponcxoauT nepe-

2 F
3arpysKa ycTpoicTBa;
- NPW HAXXaTUM Ha KHOMKY ANuTeNbHOCTbIo 6os1ee 10 ¢ nponcxoamT cbpoc
HaCTPOEK YCTPOMCTBA 4,0 3aBOACKON KOHbUTypauuu.

3 Console KOHCONbHbIV NOPT A5 IOKANbHOIO YNPaB/AEHUA YCTPOWCTBOM.

4 [1-48] MopTbl 10/100/1000BASE-T (RJ-45).

XG1, XG2
5 XG3, XG4 CnoTbl Ana ycTaHoBKM TpaHcueepos 10GSFP+/1GSFP.
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PucyHok 13 — lNMepeaHaa naHenb MES2324F DC
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PucyHok 14 — MNepegHaa naHens MES2348B

SHELTEX  MES23281

1..24- 10/100/10008ASE-T

. ‘ 1 3 5 7 9 11 13 15 17 15 21 23 25 27
ni Console
] SO o0 O 0 S 0| S0 e o e e S e [ Lo ey R S R S Lo [ LT IE 1] 5502 - a0yi00y10008mset
Forner ) O O or 100BASE-FX/1000BASE-X
MasterQ O O 2 2 27 28
3 e S o 5 s S s ] 5 s 5 0 85 e 2 5 e 0} e 8 e 1 0 8 0 I |OI IOE ﬂOl IO-WD
2 [ G B 10 1 m 16 18 0 22 2 2 =

Status QOO
1 ]

w000
6 6 7

PucyHok 15 — lMepeaHasa naHeno MES2328I

PucyHok 16 — lMepeaHasa naHenb MES3348

PucyHok 17 — MNepeaHas naHenb MES3348F

B Tabanue 14 npuBeneH nepevyeHb PasbeMOB, CBETOANOAHbLIX MHAMKATOPOB M OPraHOB yrnpaB/eHus,
pPacnonoXeHHbIX Ha nepeaHel naHenn KommyTtatopos MES2324B, MES2324FB, MES2324F DC, MES2348B,

MES3348, MES3348F.

Tabnnua 14 — OnucaHue pa3bemoB, MHAMKATOPOB M OpPraHoB ynpaBieHua nepeaHen naHenn MES23248B,
MES2324FB, MES2324F DC', MES2348B, MES3348, MES3348F

~110-250VAC, 60/50Hz Paszbem ana nogKNtoUYeHMA K UCTOYHUKY INEKTPOMUTAHUA NepemeH-
max 2A HOro TOKa.

! KommyTatopbl MES2324, MES2324B, MES2324F DC, MES2324FB moryT 6bITb ocHaleHbl noptom OOB (nopT (out-of-band)
10/100/1000BASE-T (RJ-45) ana yaaneHHoOro yrnpasaeHMs yCTPOMCTBOM. YNpaB/ieHne OCYLLECTBIAETCA MO CeTU, pasae/bHO
C KaHaNoM nepeaaun AaHHbIX).

Ethernet-kommymamopsi ceputi MES23xx, MES33xx, MES35xx, MES5324 47



HELTEX

48 (45 ~ 57) VDC Pasbem AnAa NOAKAOYEHUA K UCTOYHMKY 31EKTPONUTaHMA NOCTOAH-
HOro TOKa.
2 12VDC max 3A Knemmbl gna NoaKNIO4EHUA aKKyMyNATOPHOW 6aTapen 12V.
Unit ID MHAMKaTOp HOMepa YCTPOKCTBA B CTEKE.
Power NHAMKATOP NUTAHMA YCTPOMCTBA.
Master MHAmMKaTop pexknma paboTbl ycTpoiicTea (BegyLwnii/seaomblit).
3
Fan NHauKkaTop paboTbl BEHTUAATOPOB.
Battery NHauKaTop cocToAHuA baTapeu.
RPS NHanKaTop pe3epBHOro 3N1eKTPOoNUTaHuA.
Console KOHCONbHbIM NOPT ANA NOKaNbHOO YyNpaB/eHUA YCTPOUCTBOM.
4
usB MopT USB (TonbKo ana MES2328I).
dDyHKLMOHANbHAA KHOMKa A/1A nepes3arpysKku ycTpolicTea u cbpoca K
33aBOACKUM HaCTPOMKam:
5 P - MPU Ha)KaTUKW Ha KHOMKY AJIMTeNbHOCTbIO MeHee 10 ¢ npoucxoaut
nepesarpyska ycTpoWucTBa;
- NPWU HaKaTUM HA KHOMKY AnuTenbHocTbio H6osee 10 ¢ npoucxoaut
cHpOC HAaCTPOEK YCTPOMCTBA A0 3aBOACKOM KOHPUrypauuu.
MES2324B MopTbl 10/100/1000BASE-T (RJ-45).
[1-24] MES2324FB
MES2324F CnoTbl 4NA yCTaHOBKKU TpaHcueepos 1G SFP.
[11-12,
23-24] MES2324FB Kom60-noptbl 10/100/1000BASE-T (RJ-45)/1000BASE-X.
6 -
[25-28] MES2328]| Komb60o-nopTbl 10/100/1000BASE-T/1000BASE-X/100BASE-FX
MES2348B
) MES3348 Moptbl 10/100/1000BASE-T (RJ-45).
[1-48]
MES3348F CnoTbl 4NA yCTAaHOBKKU TpaHcueepos 1G SFP.
7 Link/Speed CBeToBasA MHAMKALMSA COCTOAHMUA ONTUYECKMX NHTEPENCOB.
8 ;((g;: igi CnoTbl AN ycTaHoBKM TpaHcueepos 10GSFP+/1GSFP.

PucyHok 18 — lMepeaHasa naHenb MES2308
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PucyHok 19 — lMepegHaa naHenb MES2308P AC
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PucyHok 21 — MepeaHasa naHenb MES2308R

B Ttabnuue 15 npueeaeH nepevyeHb pa3bemoB, CBETOAMOAHbLIX MHOMKATOPOB W OPraHOB yMpaB/ieHus,
pPacnonoXeHHbIX Ha NepegHei NnaHean kommyTtatopos MES2308, MES2308P AC, MES2308P DC, MES2308R.

Tabnnua 15 — OnucaHMe pa3bemMoB, MHAWMKATOPOB M OpPraHoB ynpaBneHua nepeaHelr naHenn MES2308,
MES2308P AC, MES2308P DC, MES2308R

dnemeHT nepeaHen
Ne PeA OnucaHue
naHenu
1 Knemma 3azemneHunsa K .
& neMmma AN 3a3eMeHnA YCTPOMCTBa.
~110-250VAC, 60/50Hz Pasbem gna nogKknoyYeHma K UCTOYHUKY INEKTPONUTAHUA NEPEMEHHOrO
max 2A TOKa.
2
Pasbem AnAa NoaKNIOYEHUA K UCTOUYHWUKY 3NEKTPONUTAaHMA NOCTOAHHOIO
36-72 VDC
TOKa.
Unit ID MNHAMKaTOp HOMepa YCTPOMCTBA B CTEKE.
Power MHAWKaTOp NUTAHUA YCTPOMCTBA.
3 Master NHauKaTop pexxuma paboTbl ycTpoiicTea (BeayLumii/seaomoiit).
Status MNHAMKATOP COCTOAHMA YCTPOICTBA.
Alarm MHAuKaTop aBapuu.
4 Console KOHCONbHbIV NOPT ANA NOKANBHOIO YNPaBAEHUA YCTPOMCTBOM.
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®YHKUMOHaIbHasA KHOMKa A/1A NepesarpysKku ycTpoicTea n cbpoca K 3a-
BOACKMM HaCTpOMKam:

- MPW HA)KaTUM HA KHOMKY AJNTENbHOCTbIO MeHee 10 ¢ npoucxoauT ne-
pe3arpysKa ycTpolicTBa;

- MPM HaXKaTUW Ha KHOMKY AnuTenbHocTblo 6onee 10 ¢ npoucxogut
cbpOoC HacTpoEK YCTPOMCTBA A0 3aBOACKON KOHUrypaumm.

[1-10]

10 noptos 10/100/1000BASE-T (RJ-45).

Link/Speed

CBeTOBasA MHAMKALMA COCTOAHMUA ONTUYECKMX NHTEPENCOB.

[11,12], [9, 10]

CnoTbl ANA yCTaHOBKM TpaHcmsepos 1G SFP.

Aelrex
MES3508

PucyHok 22 — lNepeaHasa naHenb MES3508

B Tabnunuax 16, 17, 18 npueeaeH nepeyveHb pasbemos, CBETOAMOAHbIX MHAMKATOPOB M OPraHOB YNpaB/eHus,
pacnonoXeHHbIX Ha NnepeaHen naHenn kommyTtatopos MES3508, MES3510, MES3510P.

Tabnunua 16 — OnucaHmne pasbemMoB, UHANKATOPOB M OPraHOB ynpaBaeHus nepeaHen naHean MES3508

Ne dnemeHT nepeaHen Onmcanme
naHenu
1 [1-8] 8 nopTos 10/100/1000BASE-T (RJ-45).
2 9,10 Kom6o-noptbl 10/100/1000BASE-T (RJ-45)/1000BASE-X.
PWR1, PWR2 NHAMKATOPbl MMTaHUA YCTPOMCTBA.
3
Temp MHaMKaTop TemnepaTypbl.
®yYHKUMOHaIbHasA KHOMKa A/1A nepes3arpy3Kku ycTponcTea n cbpoca K 3a-
BOACKMM HaCTpOMKam:
4 . - NPWU HAXKaTUM Ha KHOMKY A/UTENbHOCTbI0 MeHee 10 ¢ npoucxoauT ne-
pesarpyska ycTpoWcTBa;
- NPU HaxaTUW Ha KHOMKY AAuTenbHocTbio 6onee 10 ¢ npoucxoguT
cbpoc HacTPOEK yCTPOMCTBA 40 3aBOACKOM KOHPUTypaLmu.
5 Console KOHCONbHbIM NOPT AN5 NIOKANbHOTO YNPaBAEHUA YCTPOUCTBOM.
50 Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324
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PucyHok 23 — lMepeaHas naHenb MES3508P

Tabnunua 17 — OnucaHune pa3bemMoB, MHAMKATOPOB M OPraHOB ynpaBaeHns nepeaHel naHenm MES3508P

1 [1-8] 8 nopTos 10/100/1000BASE-T (RJ-45).
2 [1-8] CeeToBan nHAMKauma PoE.
3 9,10 Kom60o-noptbl 10/100/1000BASE-T (RJ-45)/1000BASE-X.
PWR1, PWR2 MHAWKaTOPbI MUTAHUA YCTPOMCTBA.
4 Alarm MHanKaTop aBapuu.
Temp MHanKaTop TemnepaTypsl.
PyHKLMOHaNbHAA KHOMKa ANA Nepe3arpyskn ycTpoictaa u cbpoca K 3a-
BOACKMM HacCTpOMKam:
5 r - NPWU HaXKaTUM Ha KHOMKY AUTENbHOCTbIO MeHee 10 ¢ npoucxoauT ne-
pesarpyska ycTpoWncTBa;
- NPU HaXaTUW Ha KHOMKY AAuTesnbHocTbio 6onee 10 ¢ npoucxoguT
cbpOoC HacTpOEeK YCTPOMCTBA 4,0 3aBOACKON KOHPUrypaumu.
6 Console KOHCO/IbHbIV NOPT AN1A NOKAbHOIO YNPaBAEHUS YCTPOMUCTBOM.
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AELTEX
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1.8 - 10/100/1000BASE-T PoE+
9..12 - 100BASE-FX / 1000BASE-X

PucyHok 24 — lMepeaHasa naHenb MES3510P

Tabnmua 18 — OnuncaHue pasbemoB, UHANKATOPOB M OPraHOB yrpaBaeHus nepeaHen naHean MES3510P

o 3 7
N NnemeHT nepeaHeun Onncanme
naHenm
1 [1-8] 8 noptos 10/100/1000BASE-T (RJ-45).
2 [1-8] CseToBanA MHAMKaUmMA PoE.
3 9,10,11,12 100/1000BASE-FX/1000BASE-X (SFP).
PWR1, PWR2 MNHAWKaTOPbI MUTAHUA YCTPOMCTBA.
4 Alarm MHanKaTop aBapuu.
Temp NHanKaTop TemnepaTtypbl.
dPyHKUMOHaNbHas KHOMKA A/1A Nepes3arpysku ycTpoicTea n cbpoca K 3a-
BOACKMM HaCTpOMKam:
5 r - MPU HAXKaTUM Ha KHOMKY AJANTENbHOCTbIO MeHee 10 ¢ npoucxoaumT ne-
pe3arpysKa yCTpoIiCTBa;
- NPU HaXaTUW Ha KHOMKY AAuTesnbHocTbio 6onee 10 ¢ npoucxoguT
cbpOC HACTPOEK YCTPOMCTBA 4,0 3aBOACKOM KOHOUIypauuu.
6 Console KOHCO/IbHbIV NOPT A8 NOKAbHOIO YNPaBAEHWUS YCTPOMUCTBOM.

2.4.2 3a0HAA U 8epxHAA nNaHenu ycmpolicmea

BHewHM BMA 3aaHen naHenn kommyTtatopoB MES5324 npuBeaeH Ha pucyHKe 25.

PucyHok 25 — 3agHaa naHenb MES5324
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B Tabnmue 19 npmBeaeH nepeyeHb PasbemoB, PacnoOKeHHbIX Ha 3a4Hel NaHeAn KoMmmyTaTopa
MES5324.

Tabanua 19 — OnucaHme pa3beMoB 3aAHEN NaHenn KommyTaTopa MES5324

Ne dnemeHT 3agHell naHenm OnucaHue
- -

1 Knemma 3azemnenHuna —= Knemma pgns 3asemneHuma yCTpomncTBa.

CbeMHble BEHTUAALMOHHbIE MOAY/IU C BO3MOXHOCTbIO ropsiyelt 3a-
2 CbemMHble BEHTUAATOPbI

MeHbI.
3 43VDC Pasbem gna noAKNOYEHUA K UCTOYHUKY 9/1EKTPONUTAHMA NOCTOAH-

HOro TOKa.

Pasbem ana NOAKAOYEHUA K UCTOYHUKY INEKTPOMUTAHUA nepe-
4 ~220 VAC 50 Hz max 1A ANA TIOA ¥ P P

MEHHOro TOKa.

BHewWwHW BUA 3agHUX NaHenen KommyTtatopos cepnn MES33xx npuBeneH Ha pUcyHKax 26—29.
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PucyHok 26 — 3agHaa naHenb MES3308F
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PucyHok 28 — 3agHaa naHenb MES3324F, MES3348F, MES3324
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PucyHok 29 — 3agHaa naHenb MES3348

Tabnnuya 20 — OnucaHMe pasbemMoB 3a4HeEN NaHen KommyTaTopoBs cepmumn MES33xx

Ne dnemeHT 3agHel naHenu OnucaHue
[ S— )

1 Knemma 3asemnexHuna —= Knemma gns 3a3emneHus yCTponcTea.

CbeMHble BEHTUNALMOHHbIE MOAYAN C BO3MOXHOCTbIO ropsayeit 3a-
2 CbeMHble BEHTUAATOPbI

MEHbI.
3 48VDC Pa3sbvem ANA NOAKNIOYEHUA K UCTOYHUKY SNEKTPONUTAHNA MOCTOAH-

HOTrO TOKa.

Pazbem AN NOAKMOUYEHUA K UCTOYHUKY SNEKTPOMNUTAHUA NEepPEMEH-
4 ~220 VAC 50 Hz max 1A o TOKf: A y P P

BHewWwHMI BMA 3aHEN NaHe M KomMmyTaTopos cepumn MES23xx npuseaeH Ha pucyHKax 30-34.

L & -
(- -
PucyHok 30 — 3agHaAa naHenb MES2324, MES2324B
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PucyHok 32 — 3agHaa naHenb MES2324P ACW
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PucyHok 33 — 3agHAaa naHenb MES2324F DC, MES2324FB

PucyHok 34 — 3agHaa naHenb MES2348B

Tabnmua 21 — OnuncaHue pasbemoB 3aaHel naHean kommyTtatopos MES2324F DC, MES2324FB, MES2348B

Ne dnemeHT 3agHei naHenm OnucaHue
—_— v
1 Knemma 3azemnenHna = Knemma gna 3asemneHua ycTpomncrea.
2 BeHTMnAaTOpHLI.
3 12VDC max 5A Knemmbl g5 NOAKNIOYEHMA aKKYMYNATOPHOM 6aTapen 12V.
4 ~110-250VAC, 60/50Hz Pasbem oA NOAKNOYEHUA K UCTOYHUKY 3NEKTPONUTAHUA NepemeH-
max 2A HOro TOKa.

BHewHW BUA 3agHeN naHenn KommyTtatopa MES2348P npusegeH Ha pucyHke 35.

_/"“ﬁ

]
So

1 2 3 3
PucyHok 35 — 3agHaa naHenbs MES2348P

B Tabnmue 22 npuBeaeH NepeyeHb Pa3bemoB, PacnoOKeHHbIX Ha 3a4HeN NaHeAn KoMmyTaTopa
MES2348P.

Tabnunua 22 — OnucaHWe pa3bemoB 3aHel naHenn KommyTtatopa MES2348P

Ne dnemeHT 3agHei naHenun OnucaHue

CbemHble BEHTUAALMOHHbIE MOAYAN C BO3MOXHOCTbIO ropayei 3a-
1 CbeMHble BeHTUAATOPbI

MEHbI.

[ — o
2 Knemma 3asemneHuna = Knemma gns 3asemneHuma yCTpomncraa.
3 ~100-240VAC, 60/50Hz Paszbem gna NnoaKNOYEHUA K UCTOYHMKY 3/1EKTPONUTAHMA NepemeH-
max 10A HOrO TOKa.
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BHewWHMI BMA 3a4HEN NaHenn KommyTaTopos cepun MES2308x npuseaeH Ha pucyHKe 36.
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PucyHok 36 — 3agHasa naHenb MES2308, MES2308P AC, MES2308P DC, MES2308R

BHewHW BUA 3agHen naHenn KommyTtatopa MES23281 npueeneH Ha pucyHke 37.
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PucyHok 37 — 3agHaa naHenb MES2328l|

BHeWwHMN BMA, BepxHen naHenm kommytatopos MES3508, MES3508P n MES3510P npuBeaeH Ha

pucyHke 38.
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PucyHok 38 — BepxHaAa naHenb MES3508, MES3508P, MES3510P

Tabanuya 23 — OnuncaHme pasbeMoB BepxHel naHean kommyTtatopos MES3508, MES3508P, MES3510P

Ne dnemeHT 3agHel naHenn

OnucaHue

—te
1 Knemma 3asemnenua =

Knemma ana 3asemneHus yCTpOVICTBa.

48 (20~ 70) VDC (ana
MES3508)

Pasbembl oA NOAKNIOYEHUA K UCTOYHMKAM 3N1EKTPONUTAHUA NOCTO-

2
48 (45~ 57) VDC (ana AHHOrO TOKa.
MES3508P n MES3510P)
3 12VDC max 5A PeneiHbiN BbIxo4 aBapuinHOMN curHanmnsaumm: 1 A 24 V DC.
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2.4.3 bBoKosble naHenu ycmpolicmea
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PucyHok 40 — JleBasi 60KkoBas naHenb Ethernet-kommyTaTopos

Ha 60KOBbIX NMaHenax yCTponcTBa Pacrno/ioeHbl BEHTUNALMOHHbIE PELIeTKU, KOTopble cayaT ans
oTBOAa Tenna. He 3aKpbiBaiTe BEHTUNALMOHHbIE OTBEPCTUA MOCTOPOHHUMMU MpeameTaMmu. ITO MOKEeT
MPMBECTM K Neperpesy KOMMOHEHTOB YCTPOMCTBA M Bbi3BaTb HapylleHMsa B ero paboTe. PekomeHaaumm no
YCTaHOBKE YCTPOICTBa Pacno/ioKeHbl B pasgene «YCTaHOBKa M NOAK/IIOUEHME .

2.4.4 Ceemoeasn uHOUKayusa

CocrtosHue nHTepdeiicos Ethernet MHanumpyeTca asyma cBeToaAMOAHbIMU MHANKATOpamu, LINK/ACT
3e/1eHoro ugeta n SPEED aHTapHOro useta. PacnonoXeHne cBeTOANOA0B NOKA3aHO Ha pUCYHKax 41, 42, 43.

LINK/ACT SPEED
PucyHok 41 — BHewHM BuA pasbema ¢ QSFP+-TpaHcnsepamm

Do ]

HVA VAR

fe—

LINK/ACT  SPEED

PucyHok 42 — BHelwHuit BuA pasbema SFP/SFP+
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SPEED

PucyHoK 43 — BHewHu Bua pasbema RJ-45

Tabnuua 24 — CeeToBas MHAMKaUMA cocToAaHMa XLG-nopToB

BbikntoueH

BbikntoueH

MopT BbIKAOYEH AN COeAUHEHME HE YCTaHOBAEHO

FopuT nocToAHHO

lopuT nocToAHHO

YcTaHOB/IEHO coeanHeHne Ha ckopocTu 40 Meut/c

lopnT NOCTOAHHO

Mwuranune

MaeT nepepaya faHHbIX

Tabanua 25 — CeeToBas MHAMKAUMA COCTOAHNA XG-NOpPTOB

BbikntoueH

BbikntoueH

MopT BbIKAOYEH AN COeANHEHME He YCTaHOBAEHO

BbikntoueH

FopnT NnocToAHHO

YcTaHoOB/IeHO coeAnHeHne Ha ckopocTu 1 Iéeut/c

lopuT nocToAHHO

[opuT nocTtoAHHO

YcTaHOB/IEHO coeanHeHue Ha ckopocTtu 10 Feut/c

X

Mwuranune

MpoeT nepepava gaHHbIX

Tabnunua 26 — CeeToBas MHAMKaUMSA cocToAHUA Ethernet-noptos 10BASE-T

BbikntoueH

BbikntoueH

MopT BbIKAOYEH AN COeANHEHME He YCTAaHOBAEHO

BbikntoueH

FopuT NnocToAHHO

YCTaHOB/IEHO coeaMHeHUe Ha ckopoctn 10 Méut/c
nnamn 100 M6uTt/c

lopuT nocToAHHO

lopuT noctoAHHO

YcTaHOBNEHO coeauHeHWe Ha ckopoctn 1000
M6éut/c

X

Mwuranune

MpoeT nepepava AaHHbIX

NHaukaTop Unit ID (1-8) cny»KuT ana o603HauyeHUs Homepa yCTPOMCTBA B CTEKe.

CuctemHble nHamnkaTopbl (Power, Master, Fan, RPS) caysaT ans onpegeneHua cOCToAHUA paboTbl

y310B KOMMmyTaTopos cepmumn MES53xx, MES33xx, MES23xx, MES35xx.

Tabnnua 27 — CBeToBas MHAMKAUMSA CUCTEMHbIX MHONKATOPOB

Power

MuTaHme BbIKJOYEHO

MWTaHWe BKAOYEHO, HOpMabHasn
paboTta ycTpolicTBa

BbikntoueH
CoctoaHue 3eneHbli, roput
MCTOYHMKOB NOCTOAHHO
nuTaHMsa .

3eneHblit, mepuaeT

CamoTecTpoBaHue yCTPOCTBa Npu
crapte (POST)

58
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KpacHbiin, roput
NOCTOAHHO

OTCyTCTBME NEPBUYHOO MUTAHMUA OT
OCHOBHOTO MCTOYHMKA (NPU NUTaHMM
YCTPOWCTBA OT pe3epBHOro
WUCTOYHUKA)

MpusHak 3eneHbln, roput YCTPOMCTBO ABAAETCA «KMACTEPOMY B
Master BeayLLero NOCTOAHHO CTeKe
yCTpOKcTBa Npu BbIK/THoueH YCTPOICTBO He ABNAETCA «MacTepomM»
paboTe B cTeke B CTEKe
3eneHsbli, roput
CocrosaHwne HOCTOAHHO Bce BeHTUNATOPbLI UCMPaBHbI
Fan BEHTUATOPA ”
KpacHbiin, roput OTKa3 ogHoro nau bonee
oxJlaxaeHua
NOCTOAHHO BEHTU/IATOPOB
3eneHbli, roput .
HopmanbHasa paboTa ycTpoictsa
NOCTOAHHO
. OTKas ofgHoro unaun bonee
KpacHbin, roput
BEHTUNATOPOB, Nnun asapua PoE
NHamkaTop NOCTOAHHO (MES2348P)
Status COCTOAHUA —
ycTpolicTsa 3arpyska ycTtpoucrea. He Ha3HayeH
. . IP-agpec HM Ha oaunH 13
KpacHbin-3eneHbin, .
MaraeT nHTepdeicos, MMbO B CTEKe He
obHapy:xeH mactep (MES2324,
MES2324FB, MES2324F DC)
. MoaknoyeH notpebutens PoE (roput
MHpmkarop 3eneHbl, roput WMHOMKATOP, COOTBETCTBYHOLLMIA
PoE coctoAaHna PoE- NOCTOAHHO A P yiot
nopTtos nopry)
BbikntoueH MNoTpebutenn PoE He NoAKAOYEHDI
3eneHbli, roput Pe3epBHbIN UCTOYHUK NMOAK/IOYEH U
Pexkum paboTbl NOCTOAHHO paboTaeT HopmanbHO
RPS pe3epsBHOro KbacHbIii. roouT OTcyTCTBME NEPBUYHOIO NUTaHMA
NCTOYHMKA I'I(’;)CTOHHI-;O P pe3epBHOro UCTOYHUKA UK ero
nNUTaHMA HEWCNPaBHOCTb
BbIkntoueH Pe3epBHbIN UCTOYHUK HE MNOAKOYEH
3eneHbli, roput
HOCTOAHHO AKB nogKkntoyeHa, nnTaHne B Hopme
Batt " 3eneHblii, Muraet AKB 3apsarkaeTca
atter HAMKaTO Z -
(MESZ32)£/lB co:'ronHMﬂp KpacHbIn-3enéHbin, OcHOBHOE NUTaHMe oTKI4YeHo, AKB
' . Muraet paspsrkaeTca
MES2324FB, AKKYMYNATOPHOM = =
MES23488) Gatapen KpacHbin, muraet Hu3knin yposeHb 3apaga AKb
BbikntoueH AKB oTKAO4YeHa
KpacHbin, roput ABapus PTB (pacuenuTtensa Toka
NoOCTOSIHHO 6artapenu)
3eneHbli, roput BNOK NUTaHMA yCTaHOB/IEH B C/OT,
NOCTOAHHO NUTAHWE BKOYEHO
MHAVKaTO BAOK NUTaHMA yCTaHOB/IEH B C/IOT, HO
PS1, PS2 cocATo;uHMﬂp KpacHblii, ropuT nUTaHUe OTKAYEeHOo; 610K NUTaHUA
(MES2348P) 6/10KOB MTaHUS I'IOCTOFlHI—;O YCTaHOBJIEH B C/IOT, NUTaHMWe
BKJ/IIOYEHO, HO MMeeTCA
HEWCnpaBHOCTb
BbIkntoueH BAOK NUTaHMA He YyCTaHOB/EH B CNOT

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324
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Alarm

KpacHbln—3enéHblii, Harpy3Ka PoE Bblwe HacTpomKu
Muraet usage-threshold
CeeTtoBan KputnyecKkas owmnbKa B pabote PoE,
WHAMKALMA KpacHbIi, roput npveeALwasn K oTkAo4eHuto PoE Ha
CUCTEMHBbIX NOCTOAHHO BCEX NOpPTax IM6O OTKa3 04HOMO UK
WHAMKATOPOB 60s1ee BEHTUNATOPOB
Harpy3sKa POE HW»Ke HacTpoMKu
BbikntoueH
usage-threshold

2.5 KomnneKrt nocraBku

B 6a30BblIii KOMMNAEKT NOCTAaBKM BXO4AT:

Ethernet-kommyTaTop;

KomMnneKT Kpenerka B CTOMKY;

WHyp nutaHua EBpoBunka-C13, 1.8m (Tonbko ana MES2308, MES2308R, MES2308P AC,
MES2324 AC, MES2324B, MES2324P AC, MES2324P ACW, MES2324FB, MES2348B);

LWHyp nuTaHma MNBC 2x1.5, 2m (Tonbko ans moaenen MES2308P DC, MES2324 DC, MES23248B,
MES2324F DC, MES2324FB, MES2324P DC, MES3508, MES3508P, MES3510P);

Pasbem KabenbHon uactu 2EDGK-5.08-02P-14-00AH — 2 wrt. (Tonbko ana MES3508,
MES3508P, MES3510P);

Pasbem KabenbHoi uactu 2EDGK-5.08-03P-14-00AH — 1 wrt. (Tonbko ana MES3508,
MES3508P, MES3510P);

MamaTKa 0 AOKYMEHTAUMK;

CepTndunKaT COOTBETCTBUSA;

Macnopr.

Mo 3anpocy B KOMMNAEKT NOCTAaBKM OMUMOHANbHO MOTYT 6bITb BKNOYEHDI:

PykoBoacTBo no akcnayatauum Ha CD-gucke;

KoHco/bHbIM Kabenb;

Moaynb nutaHua PM160-220/12 (ana MES23281 u cepuit MES33xx, MES5324) nan PM950-
220/56 (pna MES2348P);

LWHyp nuTaHua EBpoBunka-Cl3, 1.8m (B ciyyae KommieKkTauMmM mogynem nutaHus PM160-
220/12 nan PM950-220/56);

Moaynb nuTaHua PM100-48/12 (ans MES2328| u cepuit MES33xx, MES5324) nan PM950-
48/56 (ana MES2348P);

LWHyp nuTaHua MBC 2x1.5, 2m (B cay4ae KOMNAEKTaLuMmn mogynem nutadusa PM100-48/12);
SFP/SFP+/QSFP+-TpaHcuBepbl.

60

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324



DHELTEX

3 YCTAHOBKA U NOAKNIOYEHUE

B naHHOM pa3gene onucaHbl NpoLeaypbl YCTaHOBKU 060py10BaHUA B CTOMKY U NOAKAOYEHUA K NUTa-
foLen cetu.

3.1 KpenneHue KpOHLWTENHOB

B KOMNAEKT NOCTaBKM YCTPOMCTBA BXOAAT KPOHLUTEMHbI 419 YCTAHOBKM B CTOMKY U BUHTbI A1A Kpenne-
HUA KPOHLUTEMHOB K KOpNycCy yCTpoicTBa. 1A YyCTaHOBKM KPOHLUTEAHOB:

PucyHok 44 — KpenneHune KpOHLITENHOB

1. Tpw HanMyMmM TPAHCNOPTHOrO BUHTA YAA/IUTe ero nepes HayaloM YCTAaHOBKMU.
2. CoBmecTuTe YeTblipe OTBEPCTUA A1 BUHTOB Ha KPOHLUTEMHE C TaKUMMU Ke OTBEPCTUAMM Ha Ho-
KOBOW MaHenn ycTpoicTBea.

C NoOMOLLLbI0 OTBEPTKU MPUKPENUTE KPOHLUTENH BUHTAMM K KOpPMyCy.

4. MMosTopuTe genctemA 1, 2 onA BTOPOro KPOHLUTEMHA.

w

3.2 YcTaHOBKa ycTpoiicTBa B CTOMKY (Kpome MES3508, MES3508P, MES3510P)

[N yCTaHOBKM YCTPOMCTBA B CTOWKY:

1. MpunoxKuTe yCTPOMCTBO K BEPTUKA/IbHBbIM HAaNpPaBASIOWMM CTOMKMN.

2. CoBMecTUTE OTBEPCTUS KPOHLUTEMHOB C OTBEPCTMAMM Ha HANPaBAAIOLLMX CTOMKKU. UcnonbayiiTe
OTBEpCTWA B HaMNpasAAOLWMX Ha OAHOM YPOBHE C 06eMX CTOPOH CTOMKM, AJ1A TOFO YTO6bI YCTPO-
CTBO pacno/iarasiocb rOPU30oHTabHO.

3. C nomoLLbto OTBEPTKM MPUKPENUTE KOMMYTATOP K CTOMKE BUHTAMMU.
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PucyHok 45 — YcTaHOBKa YCTPOMCTBA B CTOMKY
Ha pucyHKke 46 npuBeaeH Npumep pasmelleHns kommytatopos MES5324 B cToitKe.

o MES-5324 N1 o
(] KabenbHblin opraHanaep (]
o] MES-5324 N2 °
o KabenbHblii opraHansep o
o] MES-5324 N3 )
(] KabenbHbiih opraHanaep (]
o  MESB5324N4 )
(] KabGenbHeblii opraHansep (o]
o] ES-5324 N5 )
o KabenbHblli opraHaiisep o

PucyHoK 46 — PasmelueHne kommytatopos MES5324 B cToike

’ I He 3aKpbiBaiiTe BEHTUNALMOHHbIE OTBEPCTUA, a TAKXKE BEHTUIATOPbI, PAcMo/IOXKeHHbIe Ha
3agHel naHenu, NOCTOPOHHMMU NpeaMeTamun Bo usbexkaHue neperpeBa KOMMNOHEHTOB
KOMMYyTaTOpa U HapyleHuA ero paboTbl.
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3.3 YcraHoBKa ycTpoiicts MES3508, MES3508P, MES3510P Ha DIN-peiKy

YCcTpOMUCTBO pasmell,aeTcs BepTUKANAbHO, TaK KaK 60KoBble NnaHenn obecneynsaloT Tenno-
| oTBOA,

[ns yctaHoBKK ycTpolicTea Ha DIN-peliky:

1. HaKAOHWUTb KOPMYC YCTPOICTBA BEPXHEN YaCTbio OT CeBA M NPUNOKUTL KPENIEHUE HA 3aHeN
naHenu K DIN-pelike TaK, 4Tobbl ee BEpXHAA KPOMKA OKa3alacb 3@ MPOBOOYHOM NPYKMHON.

2. HapaswuTb Ha KOpNyC yCTPOACTBA CBEPXY.

3. He cHMMana gaBneHUA, NPUMKaTb HUMKHIOK YacTb Kopnyca ycTponcTea K DIN-peitke [0 3awenku-
BaHUA.

Ons pemoHTaxa ycrpolictea ¢ DIN-peliku:

1. HapaBuTb Ha KOpMyC YCTPOMCTBA CBEPXY.
2. He cHMMaA faBneHun, NOTAHYTb HUMKHIOK YacTb KOMMYyTaTopa Ha cebs.
3. [MpunoaHAas Kopnyc, CHATb ycTpoiicTBo ¢ DIN-peliku.

3.4 YcTtaHOBKa moAay/iel NUTaHuA

KommyTaTop MOXeT pa6OTaTb C O AHUM Unn OByma moaynamum nnutaHUA. YcTaHOBKa BTOpPOro moayna
NMNTaHUA HEO6XOAMMa B C/lyd4ae WuMCNo/2ib30BaHUA yCTpOVlCTBa B yCnoBuUAX, Tp66leLLI,MX NoBbIWEHHOMN
HaOEeXHOCTU.

MecTa Ans yCTaHOBKM MOAY/NeN NMUTAaHUA C SNEKTPUYECKOM TOYKMN 3peHUA paBHOLEHHbI. C TOYKM 3peHun
MCMNO/b30BaHMNA YCTPOMCTBA MOAYAb MUTAHWA, HAaXO4AWMNCA BAKNKE K Kpato, CYMTAeTCA OCHOBHbIM, 6MKe K
LEHTPY — pe3epBHbIM. Moaynu NuTaHWA MOTYyT YCTaHaBAMBATbCA M W3BNEKATbCA 6€3 BbIKNHOYEHUSA
ycTpoiictea. MNpu yCTaHOBKE WAU U3BAEYEHUM AOMNONHUTENbHOMO MOAYAA MUTAaHNA KOMMYTaToOp NPOAO/KAET
paboTy 6e3 nepesanycka.

’ ‘ Mepep 06cny:xmMBaHMem U3genna, pPEMOHTOM UAWN APYTMMU aHANOTMYHBIMU AeiCTBUAMMU
o OTKNIlOUUTE U3[e/ine OT BCEX UCTOYHMKOB NUTaHMUA.

PucyHok 47 — YcTaHOBKa Moaynein nuTaHus
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CocToAHMe mMoaynei MNuTaHUA MOXKeT 6biTb NPOBEPEHO MO WMHAMKAUMM Ha nepegHein naHenu

KommyTaTtopa (cm. pasgen 2.4.4) uaum nNo AMarHOCTMKE, AOCTYMHOW 4epe3 WHTepdeicbl ynpaBaeHUs
KOMMYTaTOPOM.

.‘

UHauKauma aBapun moayna nUTaHUA MoXKeT 6bITb BbiI3BaHa He TOJIbKO OTKAa3oMm moAayns,
HO U OTCYTCTBMEM NEPBUYHOro NUTAHUA.

3.5 ToaknouyeHue NUTaIOLWEN CETH

1. [Mpexzae Yem K yCTpoMncTBy byaeT NogKAOYeHa NMTatOWAA ceTb, HEOBXOAMMO 3a3eMAUTL KOP-
nyc yCTPOMCTBA. 3a3emaeHne He0H6X0AMMO BbINOAHATL N30ANPOBAHHBIM MHOTOXWUAbHbBIM NPO-
BOZOM. YCTPOWCTBO 3a3eM/IEHUA U CEYEHME 3a3eMNAIOLErO NPOBOAA AO0/IKHbI COOTBETCTBO-
BaTb TpeboBaHuam My3.

MNopknoueHne A0NKHO OCYLECTBAATLCA KBaINPULMPOBAHHBIM CNELUaICTOM.

2. Ecam npegnonaraertca NoAK/Alo4YeHUe KOMMbloTepa UAN MHOro 060pyA0BaHNA K KOHCObHOMY
NopTY KOMMYTaTOpPa, 3TO 060PYyA0BaHME TaKKe A0KHO ObITb HALEKHO 3a3eM/IEHO.

3. TogxntounTe K yCTPOWCTBY Kabenb NMTaHMA. B 3aBUCMMOCTM OT KOMMNEKTaUUK YCTPOICTBA, Nn-
TaHWE MOKET OCYLLLECTBAATLCA OT CETU MePEMEHHOT0 TOKa IMBO OT CeTM NOCTOAHHOTO ToKa. Mpu
NOAK/IIOUYEHNN CETU NMEPEMEHHOTO TOKa C/ielyeT UCMO/1b30BaTb Kabesib, BXOAALLMI B KOMMIEKT
ycTpoicTBa. Mpu NoAKAOYEHUN K CETU NOCTOSHHOTO TOKa MCNOb3yNTe NPOoBOA, CEYEHNEM He
MmeHee 1 Mm% 1 cobogaiite NONAPHOCTb, YKa3aHHYIO Ha 610Ke NUTaHusA.

Bo nsbexkaHme BOSHMKHOBEHUA KOPOTKOro 3amMbiKaHUA NpU NOAKNIOYEHUUN K CeTU NOCTO-
AHHOrO TOKa peKkomeHAayeTcAa Npoun3BecTy 3a4UCTKY NPoBOAA Ha AJINHY 9 mm.

Llenb NnMTaHUA NOCTOAHHbLIM TOKOM A0J1)KHa COAEPKaTb YCTPOMUCTBO OTKIOYEHUA NUTAHUA
¢ dU3MUeCKUM pasbeAnHEHMEM COeaUHEHUA (BbIKAIOUYATENb, Pa3beM, KOHTAKTOp, aBTO-
MaTUYECKUi BbIK/loYaTeNb U T.N.).

4. BknaouuTe NUTaHMe yCTpOVICTBa n Y6eAMTECb B OTCYTCTBUMU aBapMﬁ MO COCTOAHUIO MHONKATOPOB
Ha I'IEpEAHEVI naHenn.
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3.6 MoaknioueHne AKb K MES2324B, MES2324FB, MES2348B

MoaxntoveHne AKB ocyLLecTBNseTca MeaHbIM NMPOBOAOM ceyeHneM He MeHee 1,5 mm2, Mpu noaknto-
yeHun AKBb Heobxoanmo cobatogaTb NOAAPHOCTb.

EmKocTb AKE He meHee 20 Ah.

PucyHok 48 — MNoakntoveHme AKB K ycTpoicTBy

3.7 YcraHoBKa u yganeHue SFP-tpaHcuBepos

q YcTaHOBKa ONTMUYECKUX MOAy/el MOXeT NPOU3BOAUTLCA KaK NPU BbIK/IIOYEHHOM, TaK M
- NPy BKAKOYEHHOM YCTPOiiCTBe.

1. BcraBbTe BepxHUt SFP-moayib B COT OTKPbLITOM YacTbto pasbema BHWU3, @ HUXKHUIA SFP-moaynb
OTKPbLITOM YacTblo pa3bema BBEPX.

PucyHok 49 — YctaHoBKa SFP-TpaHcmBepos
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2. Hapasute Ha moaynb. Koraa oH BCTaHET Ha MECTO, Bbl YC/IbILLMTE XapaKTePHbIN LWENYOoK.

PucyHok 50 — YcTaHoBneHHble SFP-TpaHcuBepbl
[na yoaneHuna TpaHcusepa:

1. OTKpoiiTe 3alLenky moayns.

PucyHok 51 — OTKpbITMe 3awenku SFP-TpaHcueepos

2. WU3Bnekute moaynb U3 cnoTa.

PucyHok 52 — U3BneuveHune SFP-TpaHcuBepos
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4 HAYA/NIbHAA HACTPOUKA KOMMYTATOPA

4.1 HacTpoiiKa TepMmuHana

Ha KomnbloTepe 3anycTuUTb Nporpammy smynsaummn TepmuHana (HyperTerminal, TeraTerm, Minicom) u
NPOW3BECTM CAeaytoWwMe HACTPOMKM:

— BblbpaTb COOTBETCTBYIOLLMI NOCAEA0BATE/bHbIN NOPT;

—  YCTaHOBMTb CKOPOCTb Nepeaaym AaHHbix — 115200 604;

— 3apatb dopmaT AaHHbIX: 8 6UT AaHHbIX, 1 cTONOBLIN BUT, 6€3 KOHTPOS YETHOCTY;

— OTK/NIIOYUTb afnnapaTHoOe U NporpaMmmHoe ynpasaeHne NOTOKOM AaHHbIX;

— 334aTb PEXUM IMYyNALMM TepMUHana VT100 (MHOrMe TepMUHa/IbHbIE MPOrPaMMbl UCMO/b3YOT
AaHHbIN PEXUM IMYNALNM TEPMNHAA B KAUECTBE PEXUMA NO YMOJTYaHUIO).

4.2 BKAwouYeHue yCTPOUCTBA

YCTaHOBUTb CoeAMHEHME KOHCOIM KOMMYyTaTopa (nopT «console») ¢ pasbeMom Moc/neaoBaTe/IbHOro
nHTepdelica KomnbloTepa, Ha KOTOPOM YCTAHOB/IEHO NPOrpaMmMHOe obecneyeHne smyaaLnmn TepMmmHana.

BKNOUUTL YCTPOMCTBO. [MpY KaxKa0M BKIOYEHUM KOMMYTATOpPA 3aMyCKaeTcsa npoueaypa TeCTMpoBaHMA
cucTembl nNpu BKAoYeHUKU (POST), KoTopaa no3sonseT onpeaennTb pabotocnocobHOCTb yCTpoOiCcTBa nepes,
3arpysKoli UCNoHAeMOW NPorpaMmbl B onepatuBHyto namaTs (0O3Y).

OTtobparkeHune xoaa BbinosiHeHUA npoueaypbl POST Ha KommyTaTopax MES5324:

BootROM 1.20

Booting from SPI flash

General initialization - Version: 1.0.0

High speed PHY - Version: 2.1.5 (COM-PHY-V20)
Update Device ID PEX0784611AB

Update Device ID PEX1784611AB

Update Device ID PEX2784611AB

Update Device ID PEX3784611AB

Update Device ID PEX4784611AB

Update Device ID PEX5784611AB

Update Device ID PEX6784611AB

Update Device ID PEX7784611AB

Update Device ID PEX8784611AB

Update PEX Device ID 0x78460

High speed PHY - Ended Successfully

DDR3 Training Sequence - Ver 5.3.0

DDR3 Training Sequence - Number of DIMMs detected: 1
DDR3 Training Sequence - Run with PBS.

DDR3 Training Sequence - Ended Successfully
BootROM: Image checksum verification PASSED
Starting U-Boot. Press ctrl+shift+6 to enable debug mode.

U-Boot 2011.12 (Feb 01 2016 - 14:45:42) Eltex version: v2011.12 2013 03.0 4.0.1
Loading system/images/active-image

Autoboot in 2 seconds - press RETURN or Esc. to abort and enter prom.

CnycTa ABe CeKyHZAbl Noc/e 3aBepleHuns npoueaypbl POST HaunHaeTcs aBTo3arpyska nporpaMmmHoro
obecneyeHns KommyTaTopa. [Ns BbINOJHEHUS CieumanbHbIX NpoLeayp UCNob3yeTcs MeHto Startup, BOMTU
B KOTOPOE MOXHO, NMpepBaB 3arpy3Ky Haxkatmem Knasuwmn <Esc> nnu <Enter> B TedeHMe 3TOr0 BPEMEHMU.
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Mocne ycnewwHoM 3arpy3kn KOMmMyTaTopa NOABUTCA CUCTEMHOE NpuraaleHne nHtepdelica KomaHaHOM
cTpoku CLI.

>lcli

Console baud-rate auto detection is enabled, press Enter twice to complete the
detection process

User Name:
Detected speed: 115200

User Name:admin
Password: ***** (admin)

console#

/";;‘ [ns 6bicTporo BbiI30Ba CNPABKU O AOCTYMHbIX KOMaHAaX MCNO/b3yiTe KOMBUHALMIO Kna-
o BULWW <Shift>n <?>.

4.3 3arpy3o4yHoe meHIo

[na BXofa B 3arpy3oyHOE MeHI0 ciefyeT MOoAKAYMTLCA K YCTPOMCTBY uyepes mHTepdeic RS-232,

nepesarpysuTb YCTPOWCTBO M B TEYEHUE ABYX CEKYHA, NOCAE 3aBepLueHma npoueaypbl POST HaxaTb <ESC> unu
<ENTER>:

U-Boot 2011.12 (Feb 01 2016 - 14:45:42) Eltex version: v2011.12 2013 03.0 4.0.1
Loading system/images/active-image

Autoboot in 2 seconds - press RETURN or Esc. to abort and enter prom.

Bupa 3arpy304HOro meHio:

Startup Menu
1] Restore Factory Defaults

[

[2] Boot password

[3] Password Recovery Procedure
[4] Image menu

[5] Back

Enter your choice or press 'ESC' to exit:

Tabnuua 28 — OyHKLMM MHTepdelica 3arpy304HOro MeHHO

®dyuKyua OnucaHue
Restore Factory Defaults BoccTaHOBUTb 3aBOACKME HAaCTPOMKHM
Boot password YCcTaHOBUTL/YAaNUTb Naposb Ha bootrom
Image menu BbIbpaTb akTMBHbIVM 06pasa cuctemHoro MO
Password Recovery Procedure COpOoCUTb HAaCTPOMKM ayTeHTUPUKALUK
Back MpoAoKUTb 3arpysKy
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4.4 Pexum paboTbl KOMMYyTaTOpa

KommyTtatopbl MES23xx, MES33xx, MES5324 paboTaloT B pexnme CTEKMPOBAHMUA.

V Kommytatopol MES3508, MES3508P wu MES3510P He nopAaepXuBalwoT pexum
CTEKMPOBAHMUA.

Ctek OYHKUMOHMPYET Kak eanMHOEe YCTPOMCTBO U MOKET 00beANHATL A0 8 KOMMYTATOPOB OAHOM U TON
e MOLEeNN, UMEIOLLMX Cieaytolme poau, onpeaensemble nx nopaakosbimm Homepamu (UID):

— Master (UID ycTpoiictBa oT 1 Ao 8), C HEro NpoUCXoAnT ynpasBaeHUe BCEMM YCTPOMCTBAMU B
cTeke. Posib MOXKHO Ha3Ha4YMTb BCEM YCTPOMCTBAM, HO aKTUBHbIN master npu sTom byaeT oauH,
ocTasibHble byayT GyHKUMOHMpPOBaTb B posn backup.

— Backup (UID ycTpoiictBa oT 1 Ao 8) — ycTpolicTBO, nog4ymHsatoweecs master. ybaumpyert Bce
HaCTPOMKM, 1, B C/Ty4ae BbIX0Aa YNPABAAIOLLErO YCTPOUCTBA M3 CTPOA, bepeT Ha cebsa GyHKLUn
ynpasaeHna cTEKOM. POib MOXHO Ha3HaYUTb MaKCMMYM CEMM YCTPOMCTBAM.

—  Slave (UID ycTtpolictBa oT 1 A0 8) — yCTPOICTBO, NoAUmMHAKLLeecs master. He moxeT paboTaTtb
B aBTOHOMHOM peXume (ecnm oTcyTcTByeT master). POnb MOXKHO Ha3HauYNTb MaKCUMYM LLECTU
ycTponctBam. JonycTuma KoppeKkTHaa paboTa cteka 6e3 yCTPOMCTB C AaHHOM POJibto.

Ona KoppeKkTHOM paboTbl cTeKa He06XoAMM XOTA 6bl OAUH IOHUT C POaIbl0 Master U oauH
OHUT ¢ ponbto backup.

.-

/’ UHTepddeiicbl B pexkume CTEKMPOBAHUA PabOTAlOT TO/IbKO HA MAKCUMaIbHOM CKOPOCTU UH-
Tepdeiica.

Mo yMon4aHWI0O KOMMYTaTOP HaxoAMTcA B poan master, nopTbl XLG (XG) yyacTBytoT B nepesaye AaHHbIX.

B pexume crekuposaHma MES5324 wucnonb3yetr XLG-MopTbl ANA CUHXPOHU3AUMUM, OCTasibHble
KOMMyTaTopbl cemeiicTea, Kpome MES2308, MES2308P, MES2308R, MES2328] — XG-nopTbl (MES2308,
MES2308P, MES2308R 1 MES2328| ucnonb3ytoT 1G-noptbl). Mpn 3TOM yKasaHHble NOPTbI HE y4yacTBYIOT B
nepegaye AaHHbIX. BO3MOXKHbI ABE TOMNOAOMMU CUHXPOHU3UPYIOLLMXCA YCTPONCTB — KOMbLLEBAA U IMHENHAA.
[nA noBbilWEHUA OTKAa30yCTOMYMBOCTU CTEKA PEKOMEHAYEeTCA MCMO/b30BaTb KOJbLEeBYO Tonosoruto. MNpu
MCMNO/Ib30BaHUWN JIMHEAHOM TOMONOTUKN B CXEME U3 ABYX HOHUTOB CTEKOBbIE NOPTbl 06beanHATCA B LAG, uTo
No3BO/IAET NOBbICUTbL MPOMYCKHY CNOCOBHOCTb KaHana. MNpu ncnonb3oBaHMM KONbLEBOM TOMNOMOMMU OAMH
CTEKOBbIN NIMHK B0KupyeTca ana Broadcast, Multicast, Unknown Unicast-tpaduka n He 6a10Kkupyetca gns
06yyeHHoro Unicast-Tpaduka, 4To N03BONAET NOBbICUTb MPONYCKHYH CNOCOHHOCTL CTEKOBbIX IMHKOB.

V Ona kommyTtatopos MES2348P, MIES2348B, MES3348, MES3348F pna obbeanHeHusa B

NIMHEeHOI TonoNornn cTeKoBbIX NopToB B LAG Heobxoanmo ncnonb3osatb MHTEpdeiichbl

tel-8/0/1, tel-8/0/4 wan tel-8/0/2, tel-8/0/3. NMpu nwbbIX APYrUX Kom6MHaUMAX
CTEKOBbIX NOPTOB OAUH U3 HUX ByaeT HaxoauTbCA B pesepse u umeTb cratyc Standby.

KommyTtatopbl cepuit MES23xx, MES33xx n MES53xx noaaep:usatoT ¢pyHKumoHan NSF (Non-Stop
Forwarding) B cTeke. [aHHbIi GyHKUMOHAN MO3BOASET MWHMMM3MPOBATbL NOTEPU ONA TPAH3UTHOIO
HeMapLpyTU3Mpyemoro Tpadmka B MOMEHT Nepesadm mactepcTea oT master k backup.

MpuHumn paboTbl NSF: B MOMeHT, Korga backup 6epet ynpasneHue Ha cebs M 3anyckaeT npouecc
OOVHMUMANM3aUMKM A0 poan master, 3anyckaetca Tarimep NSF n pukcupytotca STP-cTaTycbl nOpTOB, NOPTHI B
LACP, uneHctBo noptoB Bo VLAN, ckopocTb noptoB M T.4. OcTanbHble HACTPOMKM NPUMEHAIOTCS Ha
KOMMYyTaToOpe, CTaBleM master, B peaslbHOM BpEMEHM.

Mpn atom BO BpemaA npouecca NSF M3meHeHue cTatyca noptoB B STP Ha cTeke MNOAHOCTbIO
UrHopmpyeTcA. TaKkkKe 3anpeLwiaerca BbINOJHEHWE KOMaHA NpPocMoTpa KoHoburypaumm (KomaHabl “show
running-config, show startup-config” B pesxkume EXEC), nameHeHue cocToAaHUA NOpToB (KoMaHAabl “shutdown,
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no shutdown” B KOHTEKCTHOM MeHI0 KoHduUrypaummn nntepdeiica) u VLAN (KomaHaa “vlan 2” B KOHTEKCTHOM
meHto “vlan database”), ckopoctn nopTtoB (“negotiation, speed” B KOHTEKCTHOM MeHIO KOHUrypaumm
nHTepdelica), ounctka FDB (“clear mac address-table dynamic” B pexxume EXEC), nepesarpyska ycTpoiictsea
(“reload” B pexxume EXEC), uameHeHuMe wumeHM ycTponctBa (“hostname” B pexume rnobanbHoOM
KOHdUrypaumm), BkatodeHne/sbikatodeHne STP (“no spanning-tree” B pexkume rnobanbHol KoHdUrypaumun).

Korga uctekaetr Taimep NSF, Bce paHee 3adMKCMPOBaHHbIE HACTPOMKM MPUMEHSAIOTCA K CTEKY B
peasbHOM BpEMEHM.

Tabnuua 29 — Matpumua cteknpoBaHua ans MES23xx

[+4]
$ | s | x| § | § |8 | S | &8 | &
Q %] I N N < N N o S
q b o N o q RS ] Y Q
2 G & Q a Q Q Q 2 2
S S S S s S S s S S
MES2308R + - - - - - - - - -
MES2308 - + - - - - - - - _
MES2324 - - + + + - + - - 3
MES2324B - - + + + - + - - _
MES2324FB - - + + + - + - - -
MES2348B - - - - - + - - - .
MES2324F DC - - + + + - + - - _
MES2324P - - - - - - - + - +
MES2308P - - - - - - - . + -
MES2348P - - - - - - . + - +

Tabanuya 30 — MaTpuua cteknposaHma ana MES33xx, MES5324

< w w w % w <
8 N S S S S P
2 e R = 2 R 5
< Q Q Q g Q g
S S S
S S S S
MES3324 + + + + - - -
MES3324F + + + + - - -
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MES3308F + + + + - - -
MES3316F + + + + - - )
MES3348 - - - . + + -
MES3348F - - - . + + .
MES5324 - - - - - . +
Hacmpolika cmeKkuposaHuss KOMMymamopos
3anpoc KOMaHAHOM CTPOKM MMeET caeayoLwmnii Bua,;
console (config) #
Tabnnua 31 — KomaHAabl AN HAaCTPOMKK CTEKa
Komanda 3HayeHue/3HayeHue Neiicmeue

1o ymon4yaHuro

stack configuration links
{fol-4| te1-4 | gi9-12}

HasHauuTb MHTEpENChl AN CUHXPOHU3aLMK PaboTbl
KOMMYyTaTOpa B cTeKe. MMHMManbHoe Konmyectso — 1,
MaKcumanbHoe — 2.

stack configuration unit-id

HasHauyaeT Homep ycTpoiicTBa «unit-id» nokanbHOMY

unit_id unit_id: (1..8, YCTPOMCTBY (Ha KOTOPOM BbINO/IHEHA KOMaHAa). CmeHa Homepa
auto)/auto YCTPOMCTBA NPON3ONAET NOC/E Nepe3arpyskn KOMmMyTaTopa.

no stack configuration YAanuTb HacTPOMKK CTeKa.

stack configuration master MpUHYAUTENBHO HAa3HAYUTb YCTPOMWCTBO MAcTepPOM (MacTepcTBo

unit unit_id 6yaeT Bceraa CoxpaHeHo 3a FOHUTOM B ClydYae Haanuma ero 8
cTeke). ECiM B KOMaHAe yKasaTb HOMep YCTPOMCTBA, OTANYHbIN

unit_id: (1..8)/— OT TOr0, Ha KOTOPOM BbINOJIHAEM €€, TO TeKYLLMI macTep

NPUHYAWUTENbHO NepesarpysnTcsa 41a oTAa4un MacTepcTsa.

no stack configuration BepHyTb BbIGOP MacTepa K CTaH4APTHOMY aaropuTmy

master (macTepom ByaeT BbI6paHO YCTPOCTBO C HanbobLWMM uptime).

stack configuration fec HactpouTb pexkum Forward Error Correction (FEC) Ha

{off|cl74} —Joff nHTepdeiicax cTeka.

V TonbKko ana MES5324.

stack nsf

no stack nsf

—/BbIK/IOYEHO

Pa3pewnTb HenpepbiBHYIO Nepeaayy aaHHbix (NSF) Bo Bpems
oTAa4v macTepcTsa.

3anpeTuTb HenpepbIBHYIO Nepesavy AaHHbIX (NSF) Bo Bpems
oTAa4YM macTepcTsa.

stack nsf timer value value: 3azaTtb Bpems, B TeyeHue KoToporo aamtcs NSF.
no stack nsf timer (60..600) c/120 ¢ YCTaHOBWTb 3HaYeHMEe N0 YMOYAHMIO.
stack unit unit_id unit_id: (1..8) MepeinTn K KOHPUTYPMPOBAHUIO IOHUTA B CTEKE.
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KomaHObI pexcuma KoHgu2ypayuu roHUma

Bug, 3anpoca KOMaHAHOM CTPOKM B peXume KoOHUrypaumm toHuTa:

console(unit)#

Tabnnua 32 — KomaHabl 415 HACTPONKM OTAE/IbHOTO IOHUTA

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

stack configuration role
{slave | master}

no stack configuration role

role: (master, backup,
slave)/1 — master, 2 —
backup, 3-8 — slave

Ha3HauMTb Po/ib KOMMYTaTOPA B CTEKE.

YCTaHOBWUTb 3HAYeHME NO YMOI4aHUIO.

stack configuration links
{fo1-4 | tel-4 | gi9-12}

HasHauuTb nHTepoeicbl A CUHXPOHMU3aLUK PaboTbl
KOMMYyTaTOpa B CTeKe.

stack configuration unit-id

HasHaunTb Homep ycTpoicTBa «unit-id» KOHPUrypupyemomy

unit_id unit_id: (1..8, toHUTY. CMeHa Homepa yCTpoicTBa Npon3onaeT nocie
auto)/auto nepesarpyskv KommyTtaTopa.
no stack configuration YAanuTb HacCTPOMKK CTEKa.
' Ona npumeHeHUA HaCTPOEK cTeKa Heobxoauma nepesarpysKa yCTPOMUCTBa.
-

[lpumep

=  Ob6beanHUTb B CTEK ABa KommyTaTtopa MES5324. HazHaunTb BTOPbIM FOHUTOM, MCMO/1b30BaTb UHTEP-

delicbl fol-2 B KauecTBe CTEKMPYHOLLMX.

console# config

console (config)# stack configuration unit-id 2 links fol-2

console (config) #

KomaHObI pexcuma privileged EXEC

3anpoc KOMaHAHOM CTPOKM UMEET C/ieayoWwmin BUA,:

console#

Tabnnua 33 — ba3oBble KOMaHAbI, 4OCTYNHbIe B pexkume EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show stack

OT06pasnTb MHPOPMaLMIO 06 YCTPOMCTBAX, BXOAALLMX B CTEK.

show stack configuration

OT06pasnTb MHPOPMALMIO O CTEKUPYIOLWUX MHTepdecax
IOHUTOB B CTEKE, a TaK)Ke TeKyLLMI BapuaHT Bbibopa mactepa.

show stack links [details]

PaclumpeHHoe oTobpaxkeHne MHPOPMaLMKU O CTEKMPYIOLLUX
MHTepoencax.
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= [lpumep ucnonbzosaHMA KomaHabl show stack links:

console# show stack links

Topology is Chain
Unit Id Active Links Neighbor Links Operational Down/Standby
Link Speed Links
1 fol/0/1 fo2/0/2 40G fol/0/2
2 fo2/0/2 fol/0/1 40G fo2/0/1
’ ' YcTpoiicTBa ¢ 0AMHaKoBbIMU uaeHTudukaropamm «Unit ID» He moryT pabotaTtb B ogHOM
- CcTekKe.

4.5 HacTpoiKa pyHKLUA KOMMyTaTopa

®DYHKUMM NO HaYaNbHOMY KOHPUIYPUPOBAHMIO YCTPOMCTBA MOKHO pa3ae/inTb Ha ABa TuMa.

— basoBas HacTpoiika — BK/o4aeT B cebs onpeaeneHne 6a30Bbix GYHKLMIA KOHOUIypauumn u
HaCTPOMKY AMHamMuyecKkux IP-agpecos.

— Hactpoitka napameTpoB cuctemMbl 6€30MaCHOCTM — BK/OYAET YNpaB/ieHWe CUCTEMOW
6e3onacHOCTN Ha ocHoBe mexaHn3ama AAA (Authentication, Authorization, Accounting).

/" Mpu nepesarpysKe yCTPOICTBaA BCe HECOXPaHEHHble AaHHble ByayT yTepaHbl. Ana coxpa-
HeHMA N06bIX BHECEHHbIX U3MEHEHUI B HAaCTPOIKY KOMMYTaTopa UCNONb3yeTCa cneayio-
Wasa KoMmaHaa:

console# write

4.5.1 ba3oeasa Hacmpolika Kommymamopa

[na Hayana KoHOUrypauum ycTponcTsa HeEOH6XOAMMO NOAKIOUYUTL YCTPOMCTBO K KOMMbIOTEPY Yepes
nocnenoBaTenbHbIM NOPT. 3aNyCTUTb HAa KOMMbIOTEPE NPOrPaMMy SMYNALMU TEPMUHANE COTNIACHO NYHKTY 4.1
«HacTtpolika TepmuHana».

Bo Bpema HayaibHOM HAaCTPOMKMN MOXKHO ONpeaennTb HTEpPEIC, KOTOPbIN ByAeT NCNob30BaThCA ANA
NOAK/IOYEHMA K YCTPOWCTBY YAANEHHO.

basosan HaCTpOVIKa BK/IIOYaEeT cneaytouiee:

1. 3agaHue naposa ans nosnbsosartens «adminy» (c ypoBHem npusunernin — 15).
Co3faHure HOBbIX MO/Ib30BATENEN.

HacTpoiika ctaTuueckoro IP-agpeca, Macku noaceT v Wako3a No yMoa4aHuio.
Mony4yenHune IP-agpeca ot cepsepa DHCP.

Hactpoika napameTtpoBs npotokona SNMP.

vk wnN

4.5.1.1 3adaHue naposqs 044 nosab3osamensa «admin» U co30aHUe Ho8biX nosb3osameneli

Ana obecneueHusn 3almueHHOro exoga B cucremy HEOGXOAMMO Ha3HA4YUTb Napo/sib Npu-
Pl BUAermposaHHOMYy noJsib3oBartento «admin».
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MmA nonb3oBaTens v Naposib BBOAUTCA NPU BXOAE B CUCTEMY BO BPEMS CEaHCOB aAMMHUCTPUPOBAHNA
ycTpoicTBa. 4aa co3gaHma HOBOTo NOJIb30BATENA CUCTEMbI UM HACTPOMKM Nt0HOro 13 NapameTpoB — UMEHMU
noJib30BaTesA, NApo/is, YPOBHA NPUBUAETUIA, UCMOb3YOTCA KOMaHAbI:

console# configure
console (config) # username name password password privilege {I-15}

V YposeHb npuBuaernii 1 paspeluaer 4ocTyn K yCTPOICTBY, HO 3anpeLyaeT HaCTPOMKy. Ypo-
BeHb NpuBuaerunii 15 paspeluaert Kak JoCTyn, TaK U HACTPOMUKY YCTPOMCTBA.

Mpumep KoMaHg, Ana 3agaHusa noab3osatento «admin» napona «eltex» v cosgaHusa nosnb3osBaTtens
«operator» c naponem «pass» 1 ypoBHem npusuaernin 1:

console# configure

console (config) # username admin password eltex privilege 15
console (config) # username operator password pass privilege 1
console (config)# exit

console#

4.5.1.2 PacwupeHHas Hacmpolika yposHsa docmyna

Ha ycTpoiicTBe CyLlecTByeT BO3MOMHOCTb pacnpefesieHns npas nosib3oBaTtesiell B 3aBUCMMOCTM OT
YPOBHA MNPUBMAETNIA, HAa KOTOPOM KaXAblii M3 nosb3osaTeneit 6bin co3gaH. KOHKPETHOMY YPOBHIO
npusuaernii npucesansaeTcs Habop KOMaHA, KOTOPble MOFYT BbIMOAHATLCA NONb30BaTENAAMMU C YPOBHEM He
HUXe 3a4aHHoro.

' KommyTtaTop noppep)kuBaeT cucTemMy HacnepoBaHuA Habopa KomaHpg, oT 6osee HU3KMX
N YpOBHeii npusunerni.

’ Mpusunernn BbICTPAUBAIOTCA TOJIBKO AN KOHKPETHO 3afaHHOro y3na. Kaxayo KomaHay
o Heo6X0AUMO NPONUCHIBaTb ABHO, HE UCMO/Ib3yA COKPaLLeHHble GopMbl.

KomaHObI pexcuma 21060716H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHOro KoOHGUIrypnpoBaHmsa:

console (config) #

Tabnnua 34 — KomaHAabl 415 HACTPOMKM paclUMpeHHOoro focTyna

KomaHda 3HayeHue/3HayeHue -
Jeticmsue
no ymon4aHuio
privilege context level MpuceansaeT ykazaHHOMY YPOBHIO NpUBUAETUiA
command
level: (1..15); 33aHHYI0 KOMaHAy.
/ypoBeHb Npusnaeruii | - context — pexnm paboTbl KOMaHAHOW CTPOKM;
KOMaHZ, peKuma - level — ypoBeHb NpuBMaeruii, Ha KoTopom byaet
EXEC — 1, [OCTYyNHa HacTpamMBaemasa KOMaHAa;
BCeX OCTa/IbHbIX -command — KOMaHAa.
ivil text level KomaHg — 15
no privilege context leve Ypanaet A0CTYN K KOMaHAe € YPOBHA, Ha KOTOPOM
command KOoMaHza bblna paspelleHa.
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= [lpMmep HacTPOIMKM Habopa KoMmaHA Ana nosb3osaTena «admin» c 4 ypoBHemM npuBuaeruii n Habopa
KOMaHZA, ona nonb3oBatens «usery» ¢ 10 ypoBHeM NpuBuaernit:

console# configure

console (config) # username admin password passl privilege 4
console (config) # username user password passZ privilege 10
console (config)# privilege exec 4 configure terminal
console (config)# privilege exec 4 show running-config
console (config)# privilege config 10 vlan database

console (config)# privilege config-vlan 10 vlan

#
#
#
#

Tenepb A1 NOKabHbIX NMOAb30BaTeNeN, Yelt ypOBEHb NPUBUAETUIA BbllLe MU paBeH 4, CTaHeT A0CTyneH
BblBOA, KOMaHAbl show running-config, Ho He 6yaeT gocTynHa HacTpoiKa vlan. [1na nonb3oBaTtenel, ypoBeHb
npuBuaerMii Kotopbix cootsetcTayeT 10 u Bbiwe, byaeT AOCTYNHA HacTpolika 1 vlan, u BbiBog, KomaHabl show
running-config.

4.5.1.3 Hacmpoliika cmamuueckozo IP-adpeca, Macku nodcemu u Wwst03a rno yMoaYaHUI

[na BO3MOXKHOCTU yNpaBJeHMUA KOMMYTAaTOPOM M3 CETU HEOBXOAMMO HAa3HAUUTb ycTponcTay IP-agpec,
MacKy NoACeTU U, B CyHae yNpaBAeHUA U3 APYroi CeTH, W3 No YyMOAYaHUIO. IP-agpec MOXKHO Ha3HauYUTb
nobomy nHtepoeiicy — VLAN, dusnueckomy nopty, rpynne noptos (No ymondyaHuto Ha nHtepdeice VLAN 1
Ha3HauyeH IP-agpec 192.168.1.239, macka 255.255.255.0). IP-agpec wnio3a Ao/KEeH NPUHAANEKATb K TOM Ke
NnoAceTu, YTo 1 oauH uns IP-nHTepdeincos ycTpolicTaa.

/ B cnyuyae ecnm IP-agpec HacTpauBaeTca 4nA uHTepdeiica pusnyeckoro nopTa UAKM rpynnbi
nopToB, 3TOT UHTepdeiic yaanaerca us rpynnbl VLAN, KOTOPOM OH NpUHaANEXKaN.

V’- IP-agpec 192.168.1.239 cywiecTByeT A0 TeX Nop, NOKa Ha ntobom nHTepdelice cTaTUUECKH
unm no DHCP He co3gaH apyroi IP-agpec.

V‘ Mpu yaaneHun ecex IP-agpecos KommyTaTopa A0OCTyN K Hemy GyaeT ocylecTBAATLCA NO
IP-apgpecy 192.168.1.239/24.

= [lpumep KOMaHA, HacTpoikm IP-appeca ana nHtepdeitca VLAN 1:

MapameTpbl MHTEpPdeElica:

IP-adpec, Ha3Hauaembll 0aa uHmepdgetica VLAN 1 — 192.168.16.144
Macka nodcemu — 255.255.255.0
IP-adpec wnto3a no ymonyaHuro — 192.168.16.1

console# configure

console (config) # interface vlan I

console (config-if)# ip address 192.168.16.144 /24
console (config-if) # exit

console (config)# ip default-gateway 192.168.16.1
console (config) # exit

console#
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[Ona Toro 4tobbl yoeanTbes, YTo agpec bbla HazHavyeH uHTepdelicy, BBeaUTe KOMaHay:

console# show ip interface vlan 1

IP Address I/F I/F Status Type Directed Prec Redirect Status
admin/oper Broadcast
192.168.16.144/24 wvlan 1 UP/DOWN Static disable No enable Valid

4.5.1.4 [lony4eHue IP-adpeca om cepsepa DHCP

Ona nonyyeHna IP-agpeca moxKeT ncnonbiosatbca npotokon DHCP, B cnyvae ecam B ceTy npucytcTeyer
cepsep DHCP. IP-agpec ot cepsepa DHCP mokHO nonyyatb Yepes ntobont uHtepderic — VLAN, dusmnueckuis
nopT, rpynny nopToB.

V Mo ymonuaHuio DHCP-KAneHT BKAOYEH Ha uHTepodeiice VLAN 1.

Mpurmep HACTPOWMKK, NpesHA3HAYEHHOW ANs NOoAyYeHUs anHamudeckoro IP-agpeca oT DHCP-cepBepa
Ha uHTepdelice vlan 1:

console# configure

console (config) # interface vlan !
console (config-if)# ip address dhcp
console (config-if) # exit

console#

[na Toro utobbl yoeanTbea, UTo agpec bbin HasHayveH UHTepdeicy, BBeAMUTE KOMaHAY:

console# show ip interface vlan I

IP Address I/F I/F Status Type Directed Prec Redirect Status
admin/oper Broadcast
10.10.10.3/24 vlan 1 UP/UP DHCP disable No enable Valid

4.5.1.5 Hacmpolika napamempoes npomokosaa SNMP 0as docmyna K ycmpolicmey

YCTPOMCTBO COAEPKUT BCTPOEHHbIM areHT SNMP 1 noaaeprkmBaeT Bepcun npoTtokona vl/v2c/v3. AreHt
SNMP noaaep:xunBaeT Habop cTaHAAPTHbIX NepemeHHbIX MIB.

[na BO3MOMHOCTM aAMUHUCTPUPOBAHMA YCTPOMCTBA NocpeacTBOm npoTokona SNMP Heobxoaumo
€034aTb X0TA 6bl 04HY CTPOKY coobuiecTBa. KommyTaTopbl NOAAEPKMBAKOT TPM TMNA CTPOK coobluecTsa:

— ro — onpeaensaeT AOCTYN TO/IbKO Ha YTEHUe;
— rw — onpegenset AOCTYN Ha YTEHUE U 3anuch;
— su — onpeaensaet goctyn SNMP-agmunHucTpaTopa.

Hanbonee pacnpocTpaHeHO MCMONb30BAaHWE CTPOK coobuiectBa public — ¢ JOCTYNOM TOMbKO ANS
yTeHusa obbekToB MIB U1 private — c AOCTyNnOM Ha 4YTeHWe U u3MeHeHue obbekToB MIB. [na Kaxaoro
coobLLecTBa MOXHO 3a4aTb IP-aapec cTaHUMKM ynpasaeHus.
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Mpumep co3paHuA coobuiectBa private c AOCTYNOM Ha 4YTeHMe WU 3anucb U IP-agpecom cTaHUUK
ynpasneHna 192.168.16.44:

console# configure

console (config)# snmp-server server

console (config)# snmp-server community private rw 192.168.16.44
console (config)# exit

console#

[ns npocMmoTpa co3aaHHbIX CTPOK coobuectsa n HacTpoek SNMP ncnonb3yeTtca KomaHaa:

console# show snmp

SNMP is enabled.

SNMP traps Source IPv4 interface:
SNMP informs Source IPv4 interface:
SNMP traps Source IPv6 interface:
SNMP informs Source IPv6 interface:

Community-String Community-Access View name IP address Mask
private read write Default 192.168.16.1
44
Community-String Group name IP address Mask Version Type

Traps are enabled.
Authentication-failure trap is enabled.

Version 1,2 notifications
Target Address Type Community Version Udp Filter To Retries

Version 3 notifications
Target Address Type Username Security Udp Filter To Retries
Level Port name Sec
System Contact:
System Location:

4.5.2 Hacmpolika napamempos cucmemol be3onacHocmu

Ona obecneyeHus 6e30MacCHOCTM CUCTEMbI UCMOAb3yeTcs MmexaHusm AAA  (ayTeHTUdUKaums,
aBTOpU3aums, yyeT). Ans WwndpoBaHUA AaHHbIX UCNOJb3YETCA MexaHu3m SSH.

— Authentication (ayTeHTUdMKaLMA) — conocTaBAeHUe 3anpoca CyLecTBYyoLWen y4ETHOM 3anmcu
B cMcTeme 6e30MacHOCTH.

— Authorization (aBTopu3aums, NPOBEPKa YPOBHA A0OCTYNa) — COMNOCTaB/NeHMe YYETHOM 3anncCK B
cucteme (Npolueawert ayTeHTUGUKaLMIO) U onpeaenEHHbIX MOAHOMOUUNA.

— Accounting (y4éT) — cnexeHue 3a notpebaeHMem pecypcoB nosib3oBaTenem.

MpY MCNONB30BaHUM HACTPOEK YCTPOMCTBA MO YMOMYAHUIO UMA Nosib3oBaTens — admin, naponb —
admin. Maponb Ha3HayaeTca nonb3oBaTesemM. B ciayyae ecnv naposib yTpayeH, MOMKHO Mepesarpysutb
YCTPOMCTBO M Yepe3 CepuitHbIl MOPT NpepBaTb 3arpysKy, HaxKae Knasuwwy <Esc> vnun <Enter>. B TeuyeHue
nepBbIX ABYX CEKYHZ, NOC/e NOSBAEHUA COOBLLEHMA aBTO3arpy3KM OTKPOETCA MeHI0 Startup, B KOTOPOM HYXKHO
3anycTuTb Npoueaypy BoccTaHoBAeHUA napona ([2] Password Recovery Procedure).
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/ MNonb3oBaTtenb no ymonuaHuio (admin/admin) cywecreyer go Tex nop, NoKa He co3gaH
noboii gpyroit Nnosb3oBaTteb C YypoBHeM npusuaerui 15.

/ Mpu yaaneHun Bcex co3gaHHbIX nosib3oBatenei ¢ 15 yposHem npusuaernii Jocrtyn K
KommyTatopy 6yAeT OCywecTBAATbCA NOA NOAb30BaTeNemM MO YMOJYAHUIO
(admin/admin).

Ana obecneyeHus nepBOHaqaanoﬁ 6esonacHoCTH napo/Jib B CUCTeME MOXHO 3a4aTb ANA CEPBUCOB!

— KoHconb (nogkntoueHue Yyepes cepuinHblin NOPT);
—  Telnet;
— SSH.

4.5.2.1 YcmaHoeKa naposs 0715 KOHCOU

console (config)# aaa authentication login authorization default line
console (config) # aaa authentication enable default line

console (config)# line console

console (config-line)# login authentication default

console (config-line)# enable authentication default

console (config-line)# password console

B oTBeT Ha NpurnaweHve BBECTU Napoib BO BpeMA perncrpauunm B yCTpOﬁCTBe yepe3 ceaHC KOHCOon
BBEAWUTE NApPO/ib — console.

4.5.2.2 YcmaHoska napons ons Telnet

aaa authentication login authorization default line
aaa authentication enable default line

console (config) #

console (config) #

console (config)# ip telnet server

console (config)# line telnet

console (config-line)# login authentication default

console (config-line)# enable authentication default
(

console (config-line)# password telnet

B oTBeT Ha npwurialleHne BBECTM NapoJib BO BPeMs Pernctpauum B ycTpoicTee yepes ceaHc Telnet
BBeguTe naposb — telnet.

4.5.2.3 YcmaHoska napons 0as SSH
console (config)# aaa authentication login authorization default line
console (config)# aaa authentication enable default line
console (config) # ip ssh server

console (config) # line ssh

console (config-line)# login authentication default

console (config-line)# enable authentication default

console (config-line)# password ssh

B oTBET Ha Npu1raalweHMe BBECTM Napo/ib BO BPEMS PErMCTPALLMM B YCTPOMCTBE Yepes ceaHc SSH BeeauTe
naponb — ssh.
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4.5.3 Hacmpoliika 6aHHepa

[nsa yaobcTBa aKenyaTaummn ycTpoicTBa MOXKHO 334aTb 6aHHEp — coobLlieHune, coaepsKallee nobyto
nHdopmaumto. Hanpumenp:

console (config)# banner exec;

Role:

Core switch
Location: Objedineniya 9, str.
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5 YNPABJ/IEHUE YCTPOMCTBOM. UHTEP®ENC KOMAHOHOW CTPOKU

[Nna HacTPOMKM KOMMYTaTOpa MCMOJIb3YEeTCA HECKOJIbKO PEeXMMOB. B Kaxkgom perkmme AOCTyneH
onpeaeneHHbll CNMCOK KOMaHA,. BBoA CMMBOJIA «?» CAYKUT ANs MPOCMOTPa Habopa KomaHA, SOCTYMNHbIX B
Ka*KAOM M3 PEXMMOB.

Ona nepexoga M3 O4HOrO pexkMMa B APYro MCMNONb3YHTCA cneumasnbHble KoMaHabl. lMepedyeHb
CYLLLECTBYIOLLMX PEXMMOB M KOMaHZ, BXO4A B PEKMM:

KomaHOHbili pexcum (EXEC), naHHbIN pexum A0CTyneH cpasy nocse ycnewHol 3arpy3kmM KommMmyTraTopa
M BBOAA MMEHW MOJIb30BaTeNA M Naponsa (4Nns HenpuBMAErMpoBaHHOIO nosb3oBaTens). MpurnawexHve cu-
CTeMbI B 3TOM peXKMMme COCTOUT U3 MMeHM ycTpoictea (host name) u cumona “>".

console>

MpueuneauposaHHbiii KOMaHOHbIl pexcum (privileged EXEC), naHHbIN pexXum A0CTyneH cpasy nocne
yCNewHoM 3arpy3kn KOMMyTaTopa, BBOAA MMEHM NONb30BaTeNA M Napoas. MpurnaleHmne cUCTEMbI B 3TOM
perKMme COCTOUT U3 UMeEHM ycTpoiicTBa (host name) u cumsona “#”.

console#

Pexcum 2nobanvHoii KoHpu2ypayuu (global configuration), naHHbl pexum npeaHasHayeH AnA 3a0a-
HUA 0b6LWMX HacTpoeK KommyTaTtopa. KomaHabl pexuma rnobanbHo KoHbUrypaumm gocTynHbl U3 Atoboro
nogpexKmMma KoHpurypaumm. Bxos B penm ocyLw,ecTBaAaeTca KomaHaon configure.

console# configure
console (config) #

Pexcum KoHghu2ypayuu mepmuHand (line configuration), naHHbIV peXKMm npeaHasHayeH ana KoHdu-
rypaumm, cBs3aHHOM ¢ paboTon TepMMHana. Bxoa B pexmm ocyLLeCTBAAETCA U3 perKnma rnobanbHON KoOHOK-
rypaumu.

console (config)# line {console | telnet | ssh}
console (config-line)#

5.1 ba3soBble KOMaHAbI

KomaHOowbi pexcuma EXEC

3anpoc KoMaHgHOW CTPOKK B pexxkmnme EXEC nmeet cneayowmin Bua;

console>

Tabnnua 35 — ba3oBble KOMaHAbl, AOCTYMHbIE B pexume EXEC

Komanda 3HayeHue/3HavyeHue Leiicmeue
o ymon4aHuio

enable [priv] priv: (1..15)/15 MepekNoUnTLCSA B MPUBMAETMPOBAHHBIN PEXKMM (ecnun 3HaueHne
He yKa3aHO — TO ypoBeHb npusuaernii 15).

login - 3aBeplUeHMe TeKyLLLEel CeCCMU U CMeHa NOo/b30BaTeN .

exit — 3aKpbITb aKTUBHYIO TEPMUHA/IBHYIO CECCUIO.

help . 3anpoc cnpaBoYHOM MHOPMaLMKM 0 paboTe MHTepdeiica
KOMaHZAHOM CTPOKM
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show history

MoKasaTb UCTOPMIO KOMaHA, BBEAEHHbIX B TEKYLLEN
TEPMUHANbHOW ceccum.

show privilege

MoKasaTb ypoBEHb NPUBUAETUIA TEKYLLETO NOAb30BATENS.

terminal history

terminal no history

—/dYHKUMA BKAKOYEHA

BKAOUNTL GYHKLMIO COXPaHEHWA UCTOPUM BBELAEHHbIX KOMAHA,
ANA TeKyLwel TepMUHANbHOM ceccuim.

OTKNOUNTD GYHKLMIO COXPAHEHUS UCTOPUMU BBEAEHHbBIX KOMaHA,
ANA TeKywwel TepMUHANbHOM ceccuum.

terminal history size size

terminal no history size

size: (10..207)/10

N3meHWTb pazmep Bydepa CTOPUM BBEAEHHBIX KOMaHA A/1A
TeKyLLe TEPMUHAIbHOW Ceccuu.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

terminal datadump

terminal no datadump

—/BbIBOA, KOMaHA,
pasgenseTca no
CTpaHULam

OTO06pa3unTb BbIBOA KOMaHA 6e3 pasaeneHuna Ha cTpaHuLbl
(paspeneHuve BbIBOAA CNPaBKM NO CTPAHMLLAM OCYLLECTBAAETCA
cTpokoit: More: <space>, Quit: g or CTRL+Z, One line: <return>).

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

terminal prompt

terminal no prompt

—/dyHKUMA BKAKOYEHa

BKAOYNTL NOATBEPKAEHWNE Nepes, BbINOSHEHUEM HEKOTOPbIX
KOMaHA.

OTK/OYUTL NOATBEPKAEHWE Nepes, BbINOJHEHUEM HEKOTOPbIX
KOMaHA.

show banner [login | exec]

OTobparkaeT KoHOUTypaunto 6aHHEPOB.

KomaHObI pexcuma privileged EXEC

3anpoc KOMaHAHOM CTPOKU MMeeT caeayowmii BUa;

console#

Tabnuua 36 — basosble KOMaHAbI, AOCTYMNHble B pexxume privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

disable [priv]

priv: (1, 7, 15)/1

BepHyTbCA B KOMaHAHbIM pexkum (EXEC) ns
NpUBUIErMPOBAHHOIO KOMaHAHoro pexuma (privileged EXEC).

configure[terminal]

MepenTn B peXMm KoHOUrypaumm.

debug-mode

MepeliTu B peXxnm OTNaaKu.

set system mode {acl-sqinq
| acl-sqing-udb}

acl-sging

YCTaHOBUTb PeXUM HAacTPONKKN GuUabTpaLmm Tpaduka.

- acl-sging — pexxum no ymonyaHuto;

- acl-sging-udb — BABOE YyMEHbBLIEHO KOIMYECTBO BO3MOMKHbIX
npasun SQinQ; fobasneHa BO3MOXHOCTb GUAbTPALLUM NO
TpuHaguaTtv opdcetam (B pexkmme No yMOAYaHUIO — NATb).

KomaHObI, 0ocmyrnHble 80 8CeX PeXUMax KOH@dua2ypayuu

3anpoc KOMaHAHOVI CTPOKN nmeeT O AnH N3 cheagyroumnx suaos:

console#

console (config) #

console (config-line) #

Tabnuua 37 — ba3oBble KOMaHAbl, 4OCTYMHbIE BO BCEX PeXMMaxX KOHOMIypaumm

KomaHda

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

Aelicmeue

exit BbIliTV 13 Nt060ro pexxmma KOHPUrypaLmMm Ha ypoBeHb Bbile B
nepapxmun komaHg, CLI.
end BbINTM 13 N106OTO perkMma KOHOUIypauum B KOMaHAHbIA PEXMUM

(Privileged EXEC).
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do BbINONHWTL KOMaHAY KoMaHaHoro ypoBHs (EXEC) u3 noboro
peXxnma KoHpurypaumu.
help — BbiBecTu cnpasKy MO UCNO/Ib3yeMbIM KOMaHAAM.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

3anpoc KOMaHAHOM CTPOKM UMEET CeayoWmin BUA,:

console (config) #

Tabnnua 38 — BasoBble KOMaHAbl, JOCTYMHbIE B peXKMMe rnobanbHol KoHOUTrypauum

KomaHda

3HayeHue/3HayeHue
no ymon4aHuo

Aeiicmeue

banner exec d
message_text d

no banner exec

3apaTb TeKCT coobuieHnn exec (Mpumep: Nonb3oBaTe b
YCNELHO BOLWE B CUCTEMY) U BKIOYMTb BbIBOA HA IKPaH.
- d — pasgenutens;

- message_text — TeKcT coobLueHus (B cTpoke go 510
cumBonos, obuwee 2000 cumBooB).

Y8anuTtb TeKCT coobLLeHns exec.

banner login d
message_text d

no banner login

3apatb TeKcT coobuweHua login (MHPopmaumoHHoe coobuieHue,
KOTOpoe oTobparkaeTca nepes, BBOAOM MMEHM NONb30BaTeNA U
NaponA), U BKKOYUTb BbIBOA HA IKPaH.

- d — paspgenutens;

- message_text — TeKcT coobLueHus (B cTpoke go 510
cumBonos, obuwee 2000 cumBonos).

YaanuTb TeKCT coobuerus login.

line session-limit max-
session

no line session-limit

max-session: (1..6)/6

3afaeT MaKCMMaibHO BO3MOXKHOE YMCI0 aKTUBHbIX ceccuit CLI.
OpaHa ceccus 3aperMcTpMpoBaHa ANA ynpas/ieHua
V yepes com-nopr.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

KomaHObI pexcuma KoHguaypayuu mepMmuHana

3anpoc KOMaHAHOW CTPOKM B PEXUME KOHPUTYypaLMM TEPMUHANA MMEET CeayoLWmMi BUA,:

console (config-line) #

Tabnnua 39 — ba3oBble KOMaHAbI, 4OCTYMHbIE B PEXKMME KOHOUIypaLmm TepmmHana

3HayeHue/3HayeHue .
KomaHda Aeiicmeue
no yMmon4aHuio
history BKNt0UNTL GYHKLMIO COXPAHEHUA NCTOPUUN BBEAEHHbBIX KOMAHA,
no history —/bYHKUMA BKNIOYEHA | BbIKAKOYUTL GYHKLMIO COXPAHEHNA UCTOPUM BBEAEHHDBIX

KOMaHa,

history size size

no history size

size: (10..207)/10

M3meHUTb pasmep Bydepa nctopun BBEAEHHbIX KOMAHA,

YCTaHOBUTb 3HaYeHMe MO YMOJIHaHUIO.

exec-timeout timeout

no exec-timeout

timeout: (0..65535)/10
MUHYT

3afaTb TaiMayT TekyLlell TepMUHANBbHOWM CECCUM B MUHYTaX.

YCTaHOBUTb 3HaYeHMe MO YMOJIHaHUIO.
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5.2 ®dunbTpayma coobuieHnii KOMaHAHOMN CTPOKKU

dunbTpaumnsa coobuieHMin NO3BOAAET YMEHbLINTL 06beM 0TOOpaXKaembIX AaHHbIX B OTBET Ha 3amnpochl
nosb3oBaTens U obneryntb NOUCK Heobxoammon nHpopmaumn. Ona dunbTpaummn nHbopmauumn Tpebyetca
N06aBUTb B KOHEL, KOMaHAHOW CTPOKM cumBon “|” m ucnonb3oBaTb OAHY M3 onuuii GpuabTpauumu,
nepeyncsieHHbIx B Tabaumue 40.

Tabnnua 40 — KomaHabl pexkmma rnobanbHoM KoHPUrypaumum

Memod 3HayeHue/3HayeHue Lleiicmaue
o ymon4aHuio
begin pattern HaiTi nepeoe coBnageHue ¢ WwabaoHOM B Hayasie CTPOKM,
BbIBECTM BCE CTPOKM 33 HEW.
include pattern - BbIBECTM BCE CTPOKM, coaeprKalume WwabnoH.
exclude pattern BbiBECTU BCE CTPOKM, HE coaeprKaLLme WabnoH.

5.3 MepeHanpasneHue BbiBOAA KOMaHA, CLI B npousBonbHbIN Ppaiin Ha N3Y

NHTepdelic KOMaHAHOM CTPOKU NPeAoCcTaBAseT BO3MOMKHOCTb NepeHanpas/ieHNs BbiBOAA KOMaHA, B
Nnpown3Bo/ibHbIN dain Ha M3Y.

[ns Toro 4tobbl KONMPOBaATb BbIBOA, KOMaHAbl B daitn (nepesanucatb daiin, ecnm Takon yxe cylle-
cTBYeT), TpebyeTtcaA nocne Habopa KoMaHabl 0TOBpaXKeHUsA MHGopMaLIMK A06aBUTb CUMBOA «>» U YKa3aTb UMA
daiina. Ons Toro, 4Tobbl KONMPOBATL BbIBOA KOMaHAbl B KOHeL, ¢aina, nocne Habopa KomaHabl 0TObpaxKeHun
nHpopmauum Ao06aBUTb CUMBOJ «>>» U YKasaTb UmsA daiina. MNpumep UCrnosib30BaHUA:

console# show system >> flash://directory/filename

MepeHanpaBAATb BbIBOA KOMaHp, B ¢paiil MOXKeT TO/IbKO Nosib3oBaTesib ¢ 15 ypoBHem npu-
BUNETUMA.

.‘

5.4 Hactpoiika MaKpOKOMaHA,

[aHHas GyHKUMA NO3BOAAET CO34aBaTb YHUOUUMPOBaHHbIE Habopbl KOMaHA — MaKpOCbl, KOTOpble
MOXHO BNOC/NEACTBUMN NPUMEHATb B NpoLLecce KoHUrypaumm.

KomaHObI pexcuma 2a0b6aab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexkmnma rnobanbHoM KOHGUrypaumm:

console (config) #
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Tabnunua 41 — KomaHabl pexkmuma rnobanbHo KoHGUrypaumum

3HayeHue/3HayeHue -
KomaHoa Aelicmeue
o ymoa4aHuro

macro name word [track Co3aaTb HOBbI Habop KOMaHA, ecan Habop C TaKUM UMeHeM
object [state activa- cyliecTsyeT — nepesanucaTb ero. Habop KomaHa BBOAUTCA
tion_statel]] NOCTPOYHO. 3aKOHUYUTb MAKPOC MOXKHO C MOMOLLbIO CUMBO/IA

“@”. MakcumanbHasa a4nvMHa makpoca — 510 cumBonos. B Tene

MaKpOCa MOYHO MCMO/b30BaTh A0 TPEX NepeMeHHbIX B

word: (1..32)
KoHburypauun. Ecnm 3agaH napamertp track, makpoc byget
CMMBOJI0B

aKTMBMPOBaH Npu nameHeHnn TRACK ob6bekTa c Homepom
object, B cooTBeTCTBMM C NapameTpom state (up — akTMBauma
npu nepexoge mn3 coctosHna DOWN B coctosiHne UP, down —
aKTuBauma npu nepexosge us coctoaHna UP B coctoaHmne DOWN,
any — aKkTUBaLMA Npu 1l060M M3MEHEHMM COCTOAHMA). MaKpoc
He MOXKeT 6bITb aKTUBUPOBaH M3meHeHnem TRACK obbekTa npu
Ha YN NepemeHHbIX B Tene.

object: (1..64);
activation_state: (any,
up, down)/any

no macro name word Y[anuTb yKasaHHbIA Makpoc.
macro global apply word word: (1..32) MpPUMEHUTb YKa3aHHbIN MaKpocC.
CUMBOJI0B
macro global trace word word: (1..32) MpoBepuTb YKaszaHHbI MaKpoC Ha BaIMAHOCTb.
CUMBO/I0B
macro global description Co34aTb CTPOKY-AECKPUNTOP rNobasbHOro makpoca.
word: (1..160)
word
— CUMBOJI0B
no macro global description Y[anuTb CTPOKY-AeCcKpMnTop.

KomaHObl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console>

Tabnuua 42 — KomaHgbl perkuma EXEC

3HayeHue/3HayeHue .
KomaHda Aelicmeue
no ymoa4aHuro
macro apply word [patternl MPUMEHNTb yKa3aHHbI MaKpoc.
valuel] [pattern2 value2] d&: (1.32 - pattern — wabnoH, cocToAWMI U3 06bABNEHUA, HaNpUMep,
word: (1.. o
[pattern3 value3] ord: { ) cumsona "S", n nepeMeHHoOM, HaNUCaHHbIX CIUTHO;
CMMBO/I0B
- value — nepemeHHas KoH$uUrypaumu.

macro trace word MpoBepUTb YKasaHHbI MaKPOC Ha BafIMAHOCTb.

show parser macro [{brief |
description [interface {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-

OT06pa3nTb NapameTpbl HACTPOEHHbIX MaKPOCOB Ha

i 1 (1. 1..48);
gi_port: (1..8/0/1..48); ycTpoicTse.

te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

tygigabitethernet fo_port | group: (1..48);
ort-channel group}] | word: (1..32)
i group CMMBO/IOB

name word}]

KomaHObI pexcuma KoHgu2ypayuu uHmepagelica

BuAa 3anpoca KoMaHAHOM CTPOKM pexxnma KoHdUrypaumm nHtepdeinca:

console (config-if)#
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Tabnmua 43 — KomaHabl pexkmma KoHpurypaumm nHtepodeiica

Komanda 3HavyeHue/3HayeHue Leiicmeue
o ymoa4aHuro
macro apply word [patternl MpUMeHUTb yKa3aHHbIN MaKpoc.
valuel] [pattern2 value2] word: (1..32) - pattern — wabnoH, cocTonlwmi U3 06bABNEHUA, HaNpUmep,
[pattern3 value3] CMMBOJ1I0B cumBona "'$", M nepemeHHOM, HanMcaHHbIX CIMTHO;
- value — nepemeHHas KoHdUrypauuu.
macro trace word word: (1..32) MpoBepuTb yKazaHHbIM MaKpoC Ha Ba/IMAHOCTb.
CMMBOJI0B

macro description word word: (1..160) YCTaHOBUTb CTPOKY-AECKPMNTOP MaKpoca.
no macro description CMMBOJI0B YAanuTb CTPOKY-AECKpUNTOp.

5.5 KomaHabl ynpaBneHusa cuctemom

KomaHObi pexcuma EXEC

Buma 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console>

Tabnuua 44 — KomaHgapl ynpasieHusa cuctemoi B pexxume EXEC

KomaHoa

3HayeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

ping [ip] {A.B.C.D | host}
[vrf vrf-name] [size size]
[count count] [timeout
timeout] [source
A.B.C.D] [df]

vrf-name: (1..32)
CUMBOAA;
host: (1..158) cumBonos;
size: (64..1518)/64 6aur;
count: (0..65535)/4;
timeout:
(50..65535)/2000 mc

KomaHga cnyxut ana nepegaym sanpocos (ICMP Echo-Request)
npotokona ICMP ykasaHHOMY Y31y CETH, a TaK¥Ke A/19 KOHTPOoNA
noctynatowwmx otseTos (ICMP Echo-Reply).

- vrf-name — uMA BUPTyanbHOM 061acTV MapLIpyTU3aLmK;

- A.B.C.D — IPv4-appec y3na cetu;

- host — pomeHHoe Ums y3na cetu;

- Size — pa3mep nNakeTta A/aA OTNPaBKM, KOANYECTBO 6alT B
nakerte;

- count — KOIMYECTBO MAKETOB A/1A nepesayu;

- timeout — BpemA OXKMAAHUA OTBETA Ha 3anpoc;

- df — oTMeHUTb pparmeHTaLMIO NAKETOB.

ping ipv6 {A.B.C.D.E.F |
host} [size size] [count
count] [timeout timeout]
[source A.B.C.D.E.F]

host: (1..158) cumB0N10B;
size: (68..1518)/68 6aiiT;
count: (0..65535)/4;
timeout:
(50..65535)/2000 mc

KomaHgza cnyxut ana nepegaym sanpocos (ICMP Echo-Request)
npotokona ICMP yKkazaHHOMY y3/1y CeTU, a TaKXKe AN KOHTPONA
noctynatowmx oteeTtos (ICMP Echo-Reply).

- A.B.C.D.E.F — IPv6-agpec y3na ceTu;

- host — nomeHHoOe Ums y3na cetu;

- Size — pa3mep NakeTa A/1a OTNPaBKM, KONNYECTBO 6alT B
nakete;

- count — KONIMYEeCTBO NaKeTOB A1 Nepesayu;

- timeout — Bpems OXKMAaHMA OTBETA Ha 3anpoc.
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traceroute ip {A.B.C.D |
host} [vrf vrf-name] [size
size] [ttl tt/] [count
count] [timeout timeout]
[source ip_address]

vrf-name: (1..32)
CUMBOAA;
host: (1..158) cumBonos;
size: (64..1518)/64 6airT;
ttl: (1..255)/30;
count: (1..10)/3;
timeout: (1..60)/3 ¢;

Onpeaenntb mapwpyT TpadurKa 40 y3na HasHaAYeHus.
- vrf-name — vmaA BUpTyanbHOM 061aCTM MapLIpyTM3aLMK;
- A.B.C.D — IPv4-apgpec y3na cetu;
- host — [OMeHHOe UMA y3/1a ceTy;
- Ssize — pa3mep NakeTa gna OoTNPaBKK, KOMYecTBo 6aliT B
nakeTe;
- tt/ — MaKCMManbHOE KOIMYECTBO YYaCTKOB B MapLUpyTe;
- count — KONMYeCcTBO NOMbITOK Nepesayn NakeTa Ha Kaxaom
yyacTke;
- timeout — BpemsA OXXWAaHMA OTBETA Ha 3anpoc;
- IP_address — IP-agpec uHTepdeiica KommyTaTopa,
NCNONb3yeMblit ANA Nepesaym NnakeTos.

OnucaHue owmn60K Npu BbINONHEHUN KOMAHA, U
V pe3ynbTaToB NpuBegeHo B Tabaunuax 46, 47.

traceroute ipv6
{A.B.C.D.E.F | host} [size
size] [ttl tt/] [count
count] [timeout timeout]
[source ip_address]

host: (1..158) cumBonOB;
size: (66..1518)/66 bair;
ttl: (1..255)/30;
count: (1..10)/3;
timeout: (1..60) /3 ¢;

Onpeaennte mapwpyT TpadurKa 40 y3na HasHAYeHUs.
-A.B.C.D.E.F — IPv6-agpec y3na cetu;
- host — pOMeHHOe UMA y3na ceTu;
- Size — pa3mep nakeTa Ana OTNPaBKW, KoanMyecTso 6alT B
nakere;
- ttl — MaKCMManbHOE KOIMYECTBO YYaCTKOB B MapLUpyTe;
- count — KOIMYECTBO MOMbITOK NepeAaym NakeTa Ha Kaxgom
yyacTke;
- timeout — BpemsA OXMAaHWA OTBETA Ha 3anpoc;
- IP_address — IP-agpec nHTepdeiica KommyTaTopa,
NCNONb3yeMbI ANA Nepesaym nakeTos.
OnucaHue own60K Npu BbINOIHEHUN KOMAHA, U
V pe3ynbTaToB NpuBegeHo B Tabauuax 46, 47.

telnet {A.B.C.D | host}
[port] [keyword1...]

host: (1..158) cumBonos;
port: (1..65535)/23

OTKpbITb TELNET-ceccuto ana ysna cetu.
- A.B.C.D — IPv4-appec y3na cetu;
- host — pOMeHHOoe UMs y3/1a ceTy;
- port — TCP-nopT, no kKotopomy paboTaeT cnyxba Telnet;
- keyword — KntoyeBoe CnoBo.
OnucaHue cneuuanbHbiXx KOMaHg Telnet u Kawoue-
V BbIX C/10B NpusBeAeHo B Tabnuue 48.

ssh {A.B.C.D | host}
[port] [keyword1...]

host: (1..158) cumBonos;
port: (1..65535)/22;

OTKpbITb SSH-ceccuto and ysna cetu.
- A.B.C.D — IPv4-appec y3na cetu;
- host — [OMeHHOe UMsA y3Na ceTu;
- port — TCP-nopT, No KoTopomy paboTaet cny»ba SSH;
- keyword — kntoyeBoe CnoBo.
V OnucaHue KA4yeBbIX C10B NPUBEAEHO B Tabnuue
49.

resume [connection]

connection:
(1..5)/nocneaHss
YCTAaHOB/IEHHAA ceccus

MepekntounTbCA Ha APYryto YCTaHOBAEHHYIo telnet-ceccuto.
- connection — HoOMep ycTaHOB/eHHOM telnet-ceccum.

show users [accounts]

0OT06pa3snTb MHGOPMALLMIO O NONb30BATENAX, UCMO/b3YIOLMX
pecypcbl yCTPOMCTBa.

show sessions

OT06pasnTb MHGOPMALMIO 06 OTKPBITLIX CECCUAX K YAaNEeHHbIM
ycTpoicTBam.

show system

BbIBECTU CUCTEMHYIO MHOOPMALLMIO.

show system battery

OT06pasunTb MHPopMaumio o baTapee.

[unit unit] unit: (1..8)/— - Unit — HOMep YCTPOWCTBa B CTEKE.
show system id [unit OT06pasnTb CEPUNHBIN HOMEP YCTPOCTBA, PEBU3MIO NAATbI U
unit] unit: (1..8)/— 6a3oBblii MAC-agpec.
- unit — HoMep yCTPOICTBA B CTEKeE.
show system [unit unit] unit: (1..8)/— OTo§paaMTb CVICTEMHY'IO MHPOPMaLLMIO KOMMYTATOPA.
- unit — HoMep yCTPOICTBA B CTEKeE.
show system fans [unit unit: (1..8)/— 0OT06pasunTb MHGOPMALMIO O COCTOAHUU BEHTUIATOPOB.

unit]

- unit — Homep yCTPOMCTBA B CTEKeE.

show system power-
supply

OTO6paBVITb Mchopmau,wo O COCTOAHUU UCTOYHMKOB NMUTAHUA.

show system sensors

OT06paznTb MHGOPMALLUIO TEMNEPATYPHBIX AATYMKOB.
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show version

OTO6pPa3mnTb TEKYLLYIO BEPCUIO CUCTEMHOIO NPOrPamMHOro
obecneyeHuns yCTPoOCTBa.

show system router
resources

OT06pa3unTb pasmep M 3aHATOCTb annapaTHbIX Tabauy,
YCTPOICTBA (MapLpyTU3aumm, coceaen, MHTeppeicos).

show system tcam
utilization
[unit unit]

unit: (1..8)/—

OTo6pa3unTb 3arpysKy pecypcos namatn TCAM (onpegeneHHo
agpecyemasn namsaTb).
- unit — Homep yCTPOICTBA B CTEKE.

show tasks utilization

OTO6pPa3nTb YPOBEHbL 3arPy3KM PECYPCOB LLEHTPANbHOTO
npoLLeccopa KOMMyTaTOpa A4J/1A KasK40ro CMCTEMHOrO npoLecca.

show tech-support
[config | memory]

OTo6pasuTb MHdopmaumio 06 ycTpolicTee, Heobxoanmyto ans
HayaNbHOM AMArHOCTMKM Npobaem.
BbiBOA KOMaHADbI NpeacTaBaseT coboi KombuHauuo
V BbIBOAOB NepPeyYnC/eHHbIX HUXKe KOMaHA:
e show clock
e show system
e show version
e  show bootvar
e  show running-config
e show ip interface
e  show ipv6 interface
e  show spanning-tree active
e  show stack
e  show stack configuration
e  show stack links details
e show interfaces status
e show interfaces counters
e show interfaces utilization
e show interfaces te1/0/xx
o show fiber-ports optical-transceiver
e show interfaces channel-group
e  show cpu utilization
e  show cpu input-rate detailed
e  show tasks utilization
e show mac address-table count
e showarp
o show errdisable interfaces
e showvlan
e  show ip igmp snooping groups
e show ip igmp snooping mrouter
e  show ipv6 mld snooping groups
e  show ipv6 mld snooping mrouter
e show logging file
e show logging
e show users
e show sessions
e show system router resource
e  show system tcam utilization

show storage devices

OT06pa3unTb 3HaYeHUs obbema u ceoboaHol namaTm M3Y.
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KomaHpga «show sessions» oTobpakaeT Bce yaaneHHble coegUHEHUA TONbKO U3 TeKyLei
ceccuun. laHHaA KOMaHAa Ucnonb3yeTca caeayowmm obpasom:

.‘

1. BbINONHUTb NOAKNIOYEHUE K YAANEHHOMY YCTPOMCTBY C KOMMyTaTopa C NMOMOLLbIO
TELNET unu SSH;

2. BepHyTbCA B pOoAUTENbCKYIO ceccuio (Ha KommyTaTop). 15 3TOro HaXKaTb KOMBGUHaLUIO
Knasuw <Ctrl+Shift+6>, ornycTuTb M HaxaTb <x> (MKc). Mpon3oiaEéT nepexopn B poau-
Te/NIbCKYIO Ceccuio;

3. BbInonHUTb KomaHAy «show sessions». B Tabnuue [,0/1KHbI NPUCYTCTBOBATb BCe UCXO-
AAlWMe coeAnHeHUA B TeKyL e ceccum;

DnA Toro uto6bl BEPHYTHCA K CECCUMN YAANEHHOTO YCTPOMCTBA, HEO6XOAMMO BbINOJHUTD KO-

maHgy «resume N», rae N — Homep coegMHeHUA U3 BbIBOAA KOMaHAbl «show sessions».

KomaHObl pexcuma privileged EXEC

3anpoc KoMaHAHOM CTPOKK B pexunme privileged EXEC umeeT cneaytowmii Bua;
console#

Tabnuua 45 — KomaHabl ynpaBaeHusa cuctemoi B pexkmume privileged EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4aHuro

reload [unit unit_id] unit_id: (1..8)/— I'Iepfaazfnycmrb yCTponCTE;o.

- unit_id — Homep ycTpoiicTBa B CTeKe.
reload in {minutes | minutes: (1..999); YCTaHOBUTb MPOMEKYTOK BPEMEHMU, Yepes KOTOPbI NpousongeT
hh:mm} hh: (0..23), mm: .

(0.59). OT/IOXKEeHHas nepesarpysKa ycTponcTaa.
reload at hh:mm hh: (0..23), mm: N
(0..59). YcTaHOBWTb BpeMs nepesarpysku ycTpoicTea

boot password password YcTaHOBUTbL Naponb Ha bootrom.
no boot password o Yaanutb naponb Ha bootrom.
reload cancel — OTMEHUTb OT/IOMKEHHbIN Nepesanyck.
show cpu utilization . OTO6pPa3nTb CTaTUCTMKY MO YPOBHHIO 3arpy3Ku pecypcos

LLeHTPaNbHOro NpoLeccopa.
show cpu input rate . OTO6pPa3nTb CTaTUCTUKY MO CKOPOCTU BXOAALLMX Kagpos,

06pabaTbiBaeMbix MPOLLECCOPOM.
show cpu input-rate _ OTO6pPa3snTb CTAaTUCTUKY MO CKOPOCTU BXOAALIMX KaApos,
detailed obpabaTbiBaembIx MpoOLLECCOPOM MO TUNY TpaduKa.
show cpu thresholds — OT06pa3nTb CNUCOK HacTpoeHHbIX noporos gns CPU.
show memory thresholds — OT06pa3mnTb CNUCOK HACTPOEHHbIX MOporos ana RAM.
show sensor thresholds — OT06pa3nTb CNMCOK NOPOroB AN AaTYMKOB.
show storage thresholds - OT106pa3mnTb CNMCOK NOPOroB ANA Pa3AeoB YCTPOMUCTB.
show system mode — 0OT06pa3snTb MHGOPMaLMIO O NapameTpax GunbTpauun TpaduKa.

- I'Ipmmep MCMo/sIb30BaHMNA KOMaHAbI traceroute:

console# traceroute ip eltex.com

Tracing the route to eltex.com (148.21.11.69) form , 30 hops max, 18 byte packets
Type Esc to abort.
1 gateway.eltex (192.168.1.101) O msec 0 msec 0 msec

2 eltexsrv (192.168.0.1) 0 msec 0 msec 0 msec
3 * *x %k
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Tabauua 46 — OnucaHMe pe3ynbTaToB BbIMOJIHEHUA KOMaHAbI traceroute

lMone OnucaHue
1 MopAAKOBbIN HOMEP MapLUPYTM3aTOPa B NYTU K YKa3aHHOMY Y3y CETH.
gateway.eltex CeTeBOe MMA 3TOro0 MapLIpyTM3aTopa.
192.168.1.101 IP-agpec aToro maplupyTtusatopa.
0 msec 0 msec 0 msec Bpems, 3a KOTOEOE nakeT 6bl1 NepegaH U BEPHYACA OT MapLipyTM3aTopa. YKasbiea-
eTCca ANA KaXKA0M NOoMbITKM Nepefayn nakeTta.

an BbINOJIHEHUWN KOMaHAbI traceroute moryTt ﬂpOM30ﬁTM 0LLIVI6KVI, onucaHue owmnboK npuneeaeHo B

Tabnuue 47.

Tabnnua 47 — OWMBKKM NpU BbINOJHEHMM KOMaHAbI traceroute

Cumeon owubku OnucaHue
* TaimayT Nnpu NonbITKe Nepegayun nakera.
? HewnsBecTHbIM TUM NaKeTa.
A ALMUHUCTPATUBHO HeaocTyneH. O6bIMHO NPOUCXOAUT Npu BNOKMPOBAHUM UCXOALA-
wero Tpadmka no npasmnam B Tabauue gocrtyna ACL.
F TpebyeTcs pparmeHTaums n yctaHoBKa 6utos DF.
H Y3en ceTn HefOCTynNeH.
N CeTb HegOCTYNHa.
P lpoToKoN HepoCTyneH.
Q MCTOYHMK NoaaBneH.
R NcTekno Bpems NoBTOpPHOM cbopkM pparmeHTa.
S OwnbKa ncxoaallero mapLupyTa.
U MopT HepocCTyNEH.

MporpammHoe obecneyeHne Telnet KommyTaTOpoB NOAAEPKMBAET cheuuasnbHble KOMaHAbl —
bYHKUMKM KOHTPOAA TepMuHana. [lnAa BxoAa B peXum creumanbHbiX KOMaHA, BO Bpemsa akTuBHoi Telnet-

Ceccum NCNoJIb3yeTcs KOMOUHALUMA KNaBuw <Ctrl+shift+6>.

Tabnuua 48 — CneumanbHble KomaHabl Telnet

CreyuanbHAA KOMAHOA Ha3HayeHue
AN Mepepatb no telnet paspbiB coeguHeHUs.
AN C Mepeaatb no telnet npepbiBaHme npouecca (IP).
AN K Mepeaatb no telnet yganeHue cumsona (EC).
AN Qo Mepepatb no telnet npeKkpaweHune BbiBoga (AO).
ARt Mepepatb no telnet coobuieHne «Are You There?» (AYT) Ana KOHTpOAs nogkatoye-
HUA.
ANy MNepepatb no telnet ctupaHue ctpokm (EL).
AN X Bo3BpaT B peXnMM KOMaHAHOM CTPOKMU.
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TaKe BO3MOXKHO UCNO/b30BaHME AOMNOMHUTENbHbIX ONLUMIA NPy OTKPbITMM Telnet- n SSH-ceccuit:

Tabnunua 49 — KntoueBsble C10Ba, UCMOJIb3yemble Npu oTKpbITUKM Telnet- n SSH-ceccuit

Onyusa OnucaHue
/echo JloKanbHO BKAtOYAET YyHKLMIO echo (nogaBneHue BbIBOAA HA KOHCO/b).
/password OnpepnenseT naponb Ans Bxoaa Ha SSH-cepsep.
/quiet He gonyckaeT BblBOA, BCeX COObLLEHMI NporpammHoro obecnevenns Telnet.

/source-interface

OnpeaenseT nHTepdEnCc-UCTOUHUK.

BkntoyaeT 06paboTKy NOTOKA, KOTOPLIM paspellaeT He3awmueHHoe TCP-coeguHeHne
6e3 KoHTponsA nocnegoBaTenbHocTel Telnet. MoTokoBoe coeanHeHe He 0b6pabaTbl-

/stream BaeT Telnet-onuMn M MOXKET UCNONL30BATLCA AN NOAKNIOYEHMA K NOPTAM, Ha KOTO-
pbixX 3anyLueHbl nporpammsl KonuposaHusa UNIX-to-UNIX (UUCP) nnbo apyrme npoto-
KONbl, He aastowmeca Telnet-npoTokonamu.

Juser OnpegenaeTt uma Nonb3oBaTena anAa exoga Ha SSH-cepsep.

KomaHObI pexxcuma 2a06anab6HolU KOHuU2ypayuu

3anpoc KOMaHAHOW CTPOKM B peKmnme rnobanbHoi KoHOUrypauum MMeeT cieayowmii Bua;

console (config) #

Tabnnua 50 — KomaHapbl ynpaB/ieHUa cUCTEMOW B pexxmnme rnobanbHoi KoHoUrypaumum

Komanda 3HayeHue/3HayeHue Neiicmeue
o ymon4aHuio
hostname name name: (1..160) 3afaTb ceTeBoe MMA YCTPOWCTBA.
no hostname CMMBONOB/— BepHyTb ceTeBOE MMA YCTPOICTBA B 3HAUYEHMWE MO YMONYAHWIO.
service tasks-utilization PaspelunTb yCTPOIMCTBY NPOrPaMMHO U3MEPATb YPOBEHb 3arpy3Ku
pecypcoB LLeHTPaNbHOro NPOLECcopa KOMMYTATOPa A/ KaXA0ro
CUCTEMHOrO npouecca.
- — —/BK/OYEHO —
no service tasks-utilization 3anpeTuTb YCTPOMCTBY NPOrPamMMHO U3MePATb YPOBEHb 3arpy3Ku
pecypcoB LLeHTPaNbHOIo NPOLLeccopa KOMMYTATOPa A1 KaKAoro
CUCTEMHOrO npouecca.
service cpu-utilization Pa3spelunTb yCTPOMNCTBY NPOrPaMMHO M3MEPATb YPOBEHb 3arpy3Ku
pecypcoB LLeHTPanbHOro NpoLeccopa KOMMyTaTopa.
- —— —/BKAOYEHO —
no service cpu-utilization 3anpeTuTb YCTPOMCTBY NPOrPamMMHO U3MePATb YPOBEHb 3arpy3Ku
pecypcoB LeHTPaAbHOro Npoueccopa KoMmyTaTopa.
service cpu-input-rate PaspewnTb yCTPOICTBY NPOrPaMMHO M3MEPATb CKOPOCTb
BXOAALLMX KaapoB, 06pabaTbiBaemMbiX LEHTPabHbIM
MpOLLEeCccopoM KOMMyTaTopa.
- - —/BKAOYEHO -
no service cpu-input-rate 3anpeTuTb YCTPOMCTBY NPOrPaMMHO U3MEPATL CKOPOCTb
BXOAALLMX Kaapos, 06pabaTbiBaemMbiX LEHTPAIbHbIM
MpoLEeccopomM KoMmmyTaTopa.
service cpu-rate-limits traffic: (http, telnet, YcTtaHoBMTb Ha CPU orpaHnyeHnA CKOpPOCTM BXOAALWMX KaapOoB AN
traffic pps ssh, snmp, ip, link-local, | onpeageneHHoro TMna Tpaduka.
arp, arp-inspection, - ppS — NAKEeTOB B CEKyHAY.
stp-bpdu, routing, Peanusyet ¢pyHKuuio CoPP (Control Plane Protection).
ip-options,other-bpdu, V
dhcp-snooping,
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no service cpu-rate-limits

traffic

igmp-snooping,
mld-snooping, sflow,
ace, ip-error, other,
vrrp, multicast-routing,
multicast-rpf-fail, tcp-

BoccTaHOBMTL 3HaUEHMeE ppPs NO YMOIYAHUIO A/1A ONpeaeNeHHoro
Tpadwuka.

syn);

pps: 8..2048

service password-recovery Pa3pelunTtb BOoccTaHOB/IEHME NAPOA Yepes 3arpy304HOE MEHIO
bled «password recovery procedure» ¢ COXpaHEHNEM KOHPUrypaLmu.

no service /enable Pa3pelunTtb BoccTaHOBIEHWE NApPONA Yepes 3arpy304HOE MEHIO
password-recovery «password recovery procedure» ¢ yaaneHnem KoHGUrypaumu.
link-flapping enable bled BKAtounTb NpegoTepalieHme GaannuHra IMHKa.
link-flapping disable /enable OTKNOYUTL NpeaoTBpaLleHne GaannumHra IMHKa.
service mirror- Co34aBaTb pe3epBHYIO KOMUIO TeKyLLEeN KOHPUTypaLmn.
conflgu.ratnon — Jenabled
no service .
mirror-configuration OTKNIOUYUTD KOMMPOBaHMeE TEKYLLEeH KOHOUrypauuu.
system router resources ip_entries: YcTaHOBWTb pazmep TabauLbl MapLLIpyTU3aLMU.
[ip-entries ip_entries | (8..8024)/5120;
ipv6-entries ipv6_entries | ipv6_entries:
ipm-entries ipm_entries | (32..8048)/1024;
ipmv6-entries ipm_entries:

ibmv6_entries])

(8..8024)/512;
ipmv6_entries:
(32..8048)/512

cpu threshold index index
interval relation value
[flap-interval flap_interval]
[severity level] [notify {ena-
ble | disable}] [recov-
ery-notify {enable | disa-
ble}]

no cpu threshold index in-
dex

index:
(0..4294967295);
interval: (5sec, 1min,
5min);
relation: (greater-than,
greater-or-equal,
less-than, less-or-
equal, equal-to, not-
equal-to);
value: (0..100)
NPOLEHTOB;
flap_interval:
(0..100)/0 npougeHTOB;
severity: (emerg, alert,
crit, err, warning,
notice, info,
debug)/alert

3apaTb nopor gna 3arpyskm CPU.

- index — NPoOW3BO/IbHBIN MHAEKC NOPOra;

- interval — nHTepBan namepeHus 3arpyskm CPU. 3HaueHwue 3a-
rpy3ku CPU 3a 3TOT MHTepBan byaeT cpaBHMBATbLCA C MOPOro-
BbIM;

- relation — oTHoweHWe mexay 3arpyskoit CPU 1 noporosbim
3HayeHuem, Heobxoaumoe ans cpabaTblBaHMA NOPOra;

- value — 3Ha4yeHuWe Nopora;

- flap_interval — 3HayeHune, onpepenstollee MOMEHT BOCCTa-
HOB/IEHWUA Nopora nocne cpabaTbiBaHUA;

- severity — ypoBeHb Ba*KHOCTM TPanoB A/1A 3TOro nopora;

- notify — BKk/loyaeT/oTKNIOYAET OTNPABKY Tpanos o cpabatbl-
BaHWU Nopora;

- recovery-notify — BK/04aeT/OTKAOYAET OTNPABKY TPanoe o
BOCCTQHOB/IEHMM NOpPOra.

YAanuTb Nopor € 3aaHHbIM UHAEKCOM.

memory threshold index
index relation value
[flap-interval flap_interval]
[severity level] [notify
{enable | disable}]
[recovery-notify {enable |
disable}]

no memory threshold index
index

index:
(0..4294967295);
relation: (greater-than,
greater-or-equal,
less-than, less-or-
equal, equal-to, not-
equal-to);
value: (0..100)
NPOLLEHTOB;
flap_interval:
(0..100)/0 npoueHTOB;
severity: (emerg, alert,
crit, err, warning,
notice, info,
debug)/alert

3agaTtb nopor ans obvema ceobogHoOM namaTi RAM.

- index — NPoW3BO/IbHbIV MHAEKC NOPOTra;

- relation — oTHOLWeEHMeE meKay 06bemom cBob6oAHON NamATU U
NMoporoBbiM 3HaYeHMem, Heobxoamumoe A cpabaTbiBaHUA
nopora;

- value — 3Ha4yeHuWe Nopora;

- flap_interval — 3HayeHue, onpegensaoLLee MOMEHT
BOCCTaHOB/IEHMA Nopora nocse cpabaTbiBaHus;

- severity — ypoBeHb BaXHOCTU TPaNoB A5 3TOro nopora;

- notify — BK/IlO4aeT/OTKAIOYAET OTNPABKY TPaANos o
cpabaTbiBaHUM Nopora;

- recovery-notify — BKkatouyaeT/oTKl0UaeT OTNPaBKy TPanos o
BOCCTAHOB/NEHUM NOpora.

Ypanutb nopor ¢ 3afaHHbIM MHAEKCOM.
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sensor threshold fan
fan_num unit-id unit_id
index index relation value
[flap-interval flap_interval]
[severity level] [notify
{enable | disable}]
[recovery-notify {enable |
disable}]

no sensor threshold fan
fan_num unit-id unit_id
index index

fan_num: (1..63);
unit_id: (1..8);
index:
(0..4294967295);
relation: (greater-than,
greater-or-equal,
less-than, less-or-
equal, equal-to, not-
equal-to);
value: (0..1000000000)
060pOTOB/MUH;
flap_interval:
(0..1000000000)/0
060poTOB/MUH;
severity: (emerg, alert,
crit, err, warning,
notice, info,
debug)/alert

3afaTb NOpor 4N AaT4MKA CKOPOCTU BPALLEHWUA BEHTUAATOPA.
- fan_num — Homep BEHTUNATOPA;

- unit_id — Homep 1OHWTa, Ha KOTOPOM HaXOAWUTCA BEHTUAATOP;
- index — NPOU3BONbHbIN MHAEKC NOPOra;

- relation — OTHOLWEHWE MeX Ay CKOPOCTHIO BPALLEHUA
BEHTU/IATOPA M NMOPOroBbIM 3HaYEHMEM, HeobXoaAMMoe ANs
cpabaTbiBaHMA Nopora;

- value — 3HayeHwue nopora;

- flap_interval — 3Ha4yeHune, onpeaenaowee MOMeHT
BOCCTAHOB/IEHUA Nopora nocse cpabaTbiBaHUs;

- severity — ypoBeHb Ba)KHOCTW TPanoB A/14 3TOro Nopora;

- notify — BK/ItOYaeT/oTKAOYaET OTNPABKY TPanos o
cpabaTbiBaHWKM NOPOra;

- recovery-notify — BK/lO4aeT/oTKAOUAET OTNPABKY TPANos o
BOCCTAaHOB/IEHUM NOpPOra.

YaanuTtb nopor ¢ 3alaHHbIM MHAEKCOM ANA BeHTUAATOpa fan_num

Ha toHUTe unit_id.

sensor threshold
thermal-sensor sensor_num
unit-id unit_id index index
relation value [flap-interval
flap_interval] [severity
level] [notify {enable |
disable}] [recovery-notify
{enable | disable}]

no sensor threshold
thermal-sensor sensor_num
unit-id unit_id index index

sensor_num: (1..63);
unit_id: (1..8);
index:
(0..4294967295);
relation: (greater-than,
greater-or-equal,
less-than, less-or-
equal, equal-to, not-
equal-to);
value: (-1000000000..
1000000000) °C;
flap_interval:
(0..1000000000)/0 °C;
severity: (emerg, alert,
crit, err, warning,
notice, info,
debug)/alert

3afaTb Nopor oNs AaTymMKa TeMnepaTypbl.
- sensor_num — HOMep TEPMOAATYUKA;

- unit_id — HoMep OHUTA, Ha KOTOPOM HAaX0AUTCA TEPMOAATYMK;
- index — NPOW3BO/IbHBIN MHAEKC NOPOra;

- relation — OTHOWEHWE MeX Yy TeMNepaTypPoi U NOPOroBbIM
3Ha4YeHMeM, Heobxoanmoe ana cpabaTbiBaHWUA NOPOra;

- value — 3Ha4yeHWe nopora;

- flap_interval — 3HayeHue, onpeaenatolLee MOMEHT
BOCCTAHOB/IEHWA NOpoOra nocse cpabaTbiBaHUSA;

- severity — ypOBEHb Ba)KHOCTU TPanoB A/11 3TOro Nopora;

- notify — BK/IlO4aeT/oTKAOYaeT OTNPABKY TPanos o
cpabaTbiBaHUKM NOPOra;

- recovery-notify — BKAtoYaeT/oTKOUaeT OTNPaBKy TPanos o
BOCCTaHOB/IEHUM NOPOTra.

YAanuTtb Nopor ¢ 3aJaHHbIM UHAEKCOM ANA TepMoJaTIMKa
sensor_num Ha toHuTe unit_id.

storage threshold index
index interval relation value
[flap-interval flap_interval]
[severity level] [notify
{enable | disable}]
[recovery-notify {enable |
disable}]

no storage threshold index
index

index:
(0..4294967295);
relation: (greater-than,
greater-or-equal,
less-than, less-or-
equal, equal-to, not-
equal-to);
value: (0..100)
NPOLLEHTOB;
interval: (0..100)/0
NPOLLEHTOB;
severity: (emerg, alert,
crit, err, warning,
notice, info,
debug)/alert;

3apaTb nopor ana o6bema cBob6ogHOM NamaTh Ha N3Y.

- index — Npown3BO/IbHbIN MHAEKC NOPOTra;

- relation — oTHoweHWe mexay ob6bema cBOH6OAHON NaMATH U
NnoporosbiM 3Ha4YeHUeM, Heobxoaumoe A1 cpabaTbiBaHUA
nopora;

- value — 3Ha4yeHue nopora;

- flap_interval — 3Ha4yeHune, onpegensatow,ee MOMEHT
BOCCTAHOB/IEHUA Nopora nocse cpabaTbiBaHus;

- severity — ypoBeHb Ba)KHOCTU TPaNoB A/18 3TOro Nopora;

- notify — BKAloYaeT/oTK/OYaEeT OTNPaBKy TPaMNos O
cpabaTbiBaHUM Nopora;

- recovery-notify — BKktoYaeT/oTKOUaEeT OTNPaBKy TPanos o
BOCCTAaHOB/IEHUW NOpOra.

Y4anunTb NOPor ¢ 3afaHHbIM UHAEKCOM.

reset-button {enable |
disable | reset-only}

—/enable

HacTpouTb peaKkLuio KOMMYTaTopa Ha HaXaTue KHOMKK F.

- enable — npu Ha)aTMK Ha KHOMKY AAUTEIbHOCTbIO MeHee 10
CeK, NPOUCXOANT NepesarpysKa ycTPonCTBa; NPU HaxKaTUu Ha
KHOMKY annTtenbHocTbio 6onee 10 cek, nponcxoamT cbpoc
YCTPOWCTBA A0 3aBOACKOWN KOHOUIypauuu;

- disable — He pearnpoBaTb (OTKAtOYEHA);

- reset-only — To/bKO nepesarpysKa.
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5.6 KomaHpAbl N8 HAaCTPOMKK NapamMeTPoB ANA 3a4aHUA Naponaen

JaHHbI KOMNAEKC KOMaHA, NpeaHasHavyeH Ana 3aJaHusa MUHUMA/IbHOM CNOXHOCTU NapoiA, a TaKxe
ANA 3alaHMA BpeMeHu AeCTBMA Napons.

KomaHObI pexxcuma 2a06an6Hol KOHgpu2ypayuu

3anpoc KOMaHAHOW CTPOKM B peXXmnme rno6anbHON KOHOUIypauum MMeeT cieayowmii Bua;

console (config) #

Tabnnua 51 — KomaHgpbl ynpaB/ieHUn cUCTEMOW B pexxmnme rnobanbHoi KoHourypaumum

KomaHda

3HayeHue/3HayeHue
10 ymMon4aHuio

Aelicmeue

passwords aging age

no password aging

age: (0..365)/180 aHeir

3a4aTb BPEMSA KU3HU naponeli. Mo ncteyeHnn 3a4aHHOO CPOKa
byaeT npeasioXKeHo CMeHUTb Naposb. 3HavyeHue 0 roBopuT O
TOM, YTO BPEMS }KU3HM Napoel He 3aZaHo.

BoccTtaHOBUTb 3HAYEHWE N0 YMONYAHUIO.

passwords complexity ena-

ble

no passwords complexity
enable

—/BbIK/IOYEHO

BKAtoUNTL OrpaHuyeHre Ha popmat napons.

BbIKNtOUMTb OrpaHnyeHne Ha popmat napons.

passwords complexity
min-classes value

no passwords complexity
min-classes

value: (0..4)/3

BKNIOUUTb OrpaHUYeHune, 3a4atoLLee MUHUMaIbHOE KOIMYeCTBO
K/IacCoOB CMMBO/OB (CTPOYHble OyKBbI, 3arnaBHble OyKBbl,
undpbl, CUMBObI).

BoccTtaHOBUTL 3HAYEHWE N0 YMONYAHUIO.

passwords complexity
min-length value

no passwords complexity
min-length

value: (0..64)/8

BK/IIOYMTb OrpaHMUYeHME Ha MUHUMAJIbHYIO A/IMHY Napons.

BoccTaHOBUTb 3HAYEHME MO YMONYAHUIO.

passwords complexity
no-repeat number

no password complexity
no-repeat

number: (0..16)/3

BK/IIOYUMTb OrpaHUYeHne, 3afalollee MaKCMMasbHOE Ko/uue-
CTBO MOCNeA0BaTE/IbHO NOBTOPAIOLLMXCA CUMBOJIOB B HOBOM Ma-
pone.

BoccTaHOBUTb 3HAYEHME MO YMONYAHUIO.

passwords complexity
not-current

3anpeTuTb NpY CMeHe Napo/is UCMNO/Ib30BaTh B KAYECTBE HOBOTO
CTapbli.

—/enabled "
no passwords complexity Pa3pelunTb MCNo/b30BaThb CTapbIit NAapo/b NPU CMeHe.
not-current
passwords complexity 3anpeTuTb MCMOAbL30BaTb B KayecTBe Mapo/if UMA Mo/b30Ba-
not-username Tens.
- —/enabled
no passwords complexity Pa3pelmnTb Mcnonb3oBaTh B Ka4yecTBe Maposis MMsA MoJ/b30Ba-
not-username Tens.
password lockout value YCTaHOBWUTb KOAMYECTBO MAYLMX NOAPAL MOMbITOK BBOAA Na-
pona c ownbKon A0 BNOKMPOBKM IOKANIbHOM YY4ETHOM 3anuncu
value: (1..5)/—

no password lockout

nonb3osBaTenAa.

YCTaHOBWTb 3HaYeHMe MO YMOJIHAHUIO.

passwords time block sec-
onds

no passwords time block

seconds: (0..7200)/0

YcTaHOBWUTb Bpema GAOKMPOBKM NOKaNbHOM Yy4eTHOM 3anucu
nosb3oBaTens.

YCTaHOBWTb 3HaYeHMe MO YMOJIHaHUIO.

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324

93



HELTEX

Tabnnua 52 — KomaHab! yn

paBneHus cuctemon B pexknume Privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue

Aelicmeue
110 yMOAYAHUIO

show passwords configuration

— OT06pasnTb MHPOPMaLMio 06 OrpaHUYEHNAX HA NAPON.

set username username active

PaSGﬂOKMpOBaTb nonb3osartenA, 336!'IOKVIpOBaHHOFO no npunynHe
HEBEPHOro BBOAa NaponaA.

5.7 Pabora

¢ patnamm

5.7.1 OnucaHue ap2ymeHmMoe KOMaHO

Mpu ocyliecTBaeHUM

onepauuii Hag, ¢anamm B KayecTBe apryMeHTOB KOMaHJ, BbICTynaloT agpeca

URL — onpeagennTenn MeCTtoHaxoxXXaeHuma pecypca. OnucaHue KNtoYeBbIX CNOB, MCNOoNb3yeMblX B onepauunax,

npuseneHo B Tabauue 53.

Tabnumua 53 — CNMCOK KNtoueBbIX CI0B U UX onMcaHne

Kntovesoe cnoso OnucaHue

McxoaHblvi agpec nam agpec Mecta HasHaYeHUs gaa SHEProHe3aBUCMMOM NamaTH.

flash:// JHeproHesaBMCUMMan NaMATb UCNOb3YeTcA NO YMmonyaHuto, ecnun agpec URL onpepeneH 6e3
npedukca (npedukcamm ssaatotca: flash:, tftp:, scp:...).

running-config daiin TekyLLet KoHOUrypaumm.

mirror-config Konus ¢alina Tekywen KoHourypaumm.

startup-config daiin nepBoHaYaNbHOM KOHOUTypauuu.

active-image daiin c akTMBHbIM 0bpasom.

inactive-image ®daiin c HeakTMBHbIM 0b6pasom.
UcxopHbIV agpec unv agpec mecta HazHadeHua ana FTP-cepsepa.
Cuntakcuc: ftp://[username[:password]@host/[directory/] filename
- username — WMA NONb30BaATENS;

ftp:// - password — napo/ib NoNb3oBaTenNs;
- host — IPv4-agpec unm ceTeBoe MMA YCTPOWCTBA;
- directory — katanor;
- filename — uma dainna.
UcxopHbIV agpec nnv agpec mecta HasHadyeHusa ana TFTP-cepsepa.
CuHTakcuc: tftp://host/[directory/] filename.

tftp:// - host — IPv4-aapec nav ceTeBoe MMs yCTPOMCTBa;
- directory — katanor;
- filename — vma daiina.
UcxopHbIV agpec v agpec mecta HasHadeHua ana SSH-cepsepa.
CuHTakeuc: scp://[username[:password]@]host/[directory/] filename
- username — WMA NONb30BaATENS;

scp:// - password — napo/b No/ib30BaTeNs;
- host — IPv4-agpec unun ceTeBoe MMA YCTPOWUCTBA;
- directory — katanor;
- filename — vma daiina.
McxoaHbIvi agpec nam agpec mecta HasHadeHus ana SSH-cepsepa.
CuHTakcuc: sftp://[username[:password]@]host/[directory/] filename
- username — WMsA NONb30BaTENS;

sftp:// - password — napo/ib N0Nb30BaTeNS;
- host — IPv4-agpec unu ceteBoe MMsA YCTPOWUCTBA;
- directory — katanor,;
- filename — vma daiina.

logging daiin c uctopmein Komana,
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5.7.2 KomaHObI 0514 pabomei ¢ palinamu

3anpoc KomaHaHoM cTpoku B pexmme Privileged EXEC umeeT cnegytowmii sua;:

console#

Tabnuua 54 — KomaHapl ans paboTtbl ¢ panamm B pexxkume Privileged EXEC

destination_url:

3HayeHue/
KomaHoa 3Ha4yeHue no Aelicmeue
ymon4yaHuro
copy source_url destination_url Konuposatb daiin n3 MectonosioxKeHns NCTOYHMKA B
[exclude | include-encrypted | MECTOMO/IOXKEHME Ha3HAYEHUA.
include-plaintext] - source_url — mecTonosioxeHune konupyemoro ¢aina;
- destination_url — appec mecTa Ha3HauyeHusa, Kyaa dain byaet
CKOMUPOBaAH.
Cnepytolme onumm AoCTyMNHbI TONbKO NPU KONMPOBAHUN U3
daitna KoHoUrypaumm:
- exclude — nHpopmauus, KpuTUYHas gns 6e3onacHocTu, He
6yAeT BKIOYEHa B KOHeYHbIV dalin;
- include-encrypted — nHdpopmaums, KputTMyHaa ana
source_url: 6e3onacHocTH, ByAeT BK/IIOUEHa B KOHEeYHbIN daiin B
(1..160) 3awmndpoBaHHOM BUAE;
CUMBOJIOB;

- include-plaintext — nHdopmayma, KpuTnyHana ana
6e3onacHocTH, byaeT BKIOYEHA B KOHEYHbIN daiin B

(1..160) HesawwndpoBaHHOM BUE.
copy source_url running-config CMMBONOB; Konuposatb daiin KoHbUrypauum c cepsepa B TEKYLLYIO
KoHdurypaumtio.
copy running-config CoxpaHuWTb TEKYLLYIO KOHdUTypaLMIo Ha cepBepe.
destination_url [exclude | include- - exclude — MCKNOYUTB U3 KOMMPYEMbIX AaHHbIX UHGOPMALLMIO O
encrypted | include-plaintext] KAloYax, Naponsx u T. n.
- include-encrypted — coxpaHATb AaHHble O K/oYax, Naponax B
wndpoBaHHOM BUAE;
- include-plaintext — coxpaHaTb AaHHbIE O KNtOYax, Naponsx B
ABHOM BUJe.
copy startup-config destination_url CoxpaHWTb NepBOHaYasbHYO KOHPUIypaLMIO Ha cepBepe.
copy running-config startup-config — CoxpaHUTb TeKyLLy0 KOHOUIypaLUuio B NepBOHAYaNbHY!O.
copy running-config file CoXpaHUTb TeKYLLYHO KOHOUTYpaLumio B 3a4aHHbIN pe3epBHbIit
- dain KoHdUrypaumu.
copy startup-config file CoxpaHWTb NepBOHAYaNbHYO KOHUIypaLmio B 3a4aHHbIN
- pe3epBHbIi paitn KoHdUrypaumu.
boot config source_url Konuposatb $aiin KoHourypauum c cepsepa B dpaiin
- nepBoHaYaNbHOW KOHOUIypaumK.
dir [flash:path | dir_name] - OT106pa3nTb cnUcok $alinoB B yKazaHHOM KaTanore.
more {flash:file | startup-config | OT06pa3unTb cogeprkumoe darina.
running-config | mirror-config | - startup-config — oTobpaxaeT coaepxmmoe daina
active-image | inactive-image | nepBOHaYasibHOM KOHOUIypauuu;
logging | file} - running-config — oTobparkaeT cogepxunmoe daina TekyLLen
KoHobUrypaumu;
- flash: — oTob6paskaeT painbl ¢ dnew-namaTn yCcTPOMCTBa;
- mirror-config — oTobpakaert cogepxumoe dpalina TekyLemn
file: (1..160) KOHOUIypaumm ¢ 3epkana;
CMMBOIOB - active-image — oTobparkaeT Bepcuio TekyLero daina obpasa

no.
- inactive-image — oTobparkaeT Bepcuto HeakTUBHOTO daina
obpasa MoO.
- logging — oTobparkaer cogepxumoe daiina xypHana.
- file — nmsa daina.
' ®aiinbl otobpakarorca B popmare ASCII.
.o
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delete ur/ — Yaanute danin.
delete startup-config — Yaanutb daiin nepsoHayvanbHoM KoHUrypaumu.
boot system source_url KonupoBsatb daiin MO ¢ cepBepa B HEAKTUBHYIO 061acTb NamMATH
- Ha mecTo pesepsHoro MO.
boot system inactive-image — 3arpysuTb ¢ HeakTMBHOro obpasa MNO.
show {startup-config | running- gi_port: OTo6pa3uTb cogepknumoe daina nepBoHavanbHoM (startup-
config} [brief | detailed | (1..8/0/1..48); config) nnu Tekywei (running-config) koHdurypauum.
interfaces {gigabitethernet gi_port te_port: - interfaces — KoHOUrypauusa nHTepdelicos KommyTaTopa —
| tengigabitethernet te_port | (1..8/0/1..24); du3nyecknx nHTepdeicos, rpynn nHtepdeicos (port-channel),
fortygigabitethernet fo_port | oob fo_port: VLAN-uHTepdeicos, oob-nopTa, MHTepdeica 3aMbiKaHMA Ha
| port-channel group | vlan (1..8/0/1..4) cebs, TyHHene.
vlan_id | tunnel tunnel_id | group: (1..48); Cnepytowime onumm AOCTYNHbI NPU BbIBOAE TEKYLLEN
loopback /oopback_id}] vlan_id: KOHdUrypaumm
(1..4094); - brief — BbIBOA KOHOUIYpaunm 6e3 ABOUYHBIX AaHHbIX,
tunnel_id: Hanpumep, SSH- n SSL-kntouei;
(1..16); - detailed — BbIBOA, KOHOUIYpPALUK C BKAHOYEHNEM ABOUYHbIX
loopback_id: LAHHbBIX.
(1..64)
show bootvar . MoKa3aTb akTUBHbIN daiin cuctemHoro MO, KOTopbIM YCTPOMUCTBO
3arpy)kaeT npu 3anycke.
write [memory] CoxpaHu1Tb TEKYLLYIO KOHbUrypaumio B daiin nepBoHavyanbHOM
- KOHUrypaumm.
boot license source_url — 3arpysuTb Ha YCTPOMCTBO Gana ANLEHIUN.
delete license [word] . YAanuTb € yCTPOMCTBA BCE YCTaHOBNEHHbIe Gaiibl IULLEH3UIA.
- word — vms dalina AMUEH3UU, KOTOPbIN A0/IKEH ObITb YAANEH.
rename url new_url url, new_url: MN3meHUTb umsa daiina.
(1..160) - url — Tekywee umsa dpanna;
CMMBO/IOB - new-url — HoBoe UMsa daiina.

CepBep TFTP He moxKeT 6bITb afpecom UCTOYHMKA U aApPecoM HasHauyeHUs AN OAHOW KO-
e MaHAbl KONMPOBaHUA.

[Mpumepbl UCM016308AHUS KOMAHO

= Yaanutb paiin test U3 sHeproHe3aBUCUMOM NAMATH:

console# delete flash:test
Delete flash:test? [confirm]

PesynbTaT BbINOJIHEHUA KOMaHZbI: MOC/e NOATBEPXKAEHUA dalin byaeT yaaneH.

CyLiecTByeT BOSMOXHOCTb NMPOCMOTPA KOHOUIYpaLLMK /1A TEKYLLETO MECTOMO/IOKEHUA AN ceayio-
LLMX PEIKMMOB KOHPUrypaLmm:

" vlan database

= interface {gigabitethernet gi port | tengigabitethernet te port |
fortygigabitethernet fo port | port-channel group | loopback
loopback id | vlan vlan id | ip ip addr}

= interface range {gigabitethernet gi port | tengigabitethernet te port
| fortygigabitethernet fo port | port-channel group | vlan vian id}

Tabauua 55 — KomaHAapbl NpOCMOTPa KOHGUIypaLmm U3 TEKYLLLETO MECTOMO/OMKEHNA

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

show — OT06pasnTb HACTPOMKM A/1A TEKYLLETO PeXMMa KOHUrypaumu.
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5.7.3 KomaHObI 057 pe3epsuposaHua KOHGU2ypayuu

B QAaHHOM pasgene OMNWCaHbl KOMAHAbI, MNpegHa3sHavyeHHble AAA HACTPOWMKM pe3epBUMPOBaAHMA
KOHUrypaLmmn No Tainmepy Man Npu CoOXpaHeHUn TekyLen KoHpurypaumm Ha flash-Hakonutene.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

3anpoc KOMaHAHOW CTPOKM B pexxmnme rno6anbHon KoHPUrypaumm MMeeT cieayowmin Bua,;
console (confiqg) #

Tabanua 56 — KomaHAabl ynpaBaeHUa cCUCTEMOW B peXxume rnobanbHo KoHPUrypaumm

KomaHda

3HayeHue/3HayeHue
1o ymMoA4YaHuro

Aelicmeue

backup server server

server: (1..22)

YKa3aTb cepBep, Ha KOTOPbIN byAeT NPON3BOAUTLCS PE3EPBUPO-
BaHMe KOHbUrypaumm.

CMMBO/IOB Ctpoka B popmarte «tftp:// XXX XXX XXX.XXX».
no backup server Ypanutb cepsep A pe3epBUpOBaHUA.
backup path path YKasaTb NyTb pacnonoxeHua ¢daina Ha cepsepe M npedurKca
path: (1..128) darina. Mpu coxpaHeHnu K npedukcy byaet fo6aBNATLCA TEKY-
CUMBO/I0B was AaTa v Bpems B dopmate rrrrMmaaq4mMmCc.

no backup path

YAanute NyTM Ana pesepsrpoBaHms.

backup history enable

no backup history enable

—/BbIK/IOYEHO

BKNOUNTL COXPaHEHWE NCTOPUU pPe3epPBHbIX KOMUNA.

OTKAIOYUTb COXPAHEHNE NCTOPUU pPe3epBHbIX KOMWN.

backup time-period timer

no backup time-period

timer:
(1..35791394)/720 muH

YKa3aTb NPOMEXKYTOK BPEMEHMU, MO UCTEYEHUM KOToporo byaeT
OCYLLECTBNATLCA aBTOMATUYECKOe pe3epBUpoBaHUE KOHOUTY-
pauuu.

BocctaHOBUTL 3Ha4YeHWe No YMONYaHUIO.

backup auto

no backup auto

—/BbIK/IOYEHO

BKAIOUUTL aBTOMATUUECKOe pe3epBUpoBaHue KOHOUrypaLmm.

YCTaHOBUTb 3HAYEHME MO YMONYAHMIO.

backup write-memory

no backup write-memory

—/BbIK/IOYEHO

BKNIOUUTL pe3epBMpoOBaHME KOHOUrypaumMu Npu coxXpaHeHun
nonb3osaTenem koHdurypaumum Ha flash-HakonuTenso.

YCTaHOBUTb 3HaYeHMe N0 YMOAYAHWIO.

backup reachability-check
tftp

no backup reachability-
check tftp

—/BKNIOYEHO

BKAOUMTL OTNPaBKy MyCTOrO MakeTa A/NA NMPOBEPKU Hannuma
TFTP-cepBepa (3HaYeHne No ymon4aHuio).

OTKAIOYMUTL OTMPABKY NYCTOrO NakeTa A/ MPOBEPKU HanmMuusa
TFTP-cepsepa.

Tabnuua 57 — KomaHabl ynpasneHusa cuctemoit B pexkunme Privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

show backup

OT106pa3nTb MHPOPMaLMIO O HACTPOMKax pe3epBUPOBAHUA
KOHbUrypauuu.

show backup history

OTO6pa3snTb UCTOPMIO YCMELWHO COXPaHEHHbIX Ha cepsep
KOHbUIrypauui.
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5.7.4 KomaHObI 019 asmomamu4yecko20 06Ho8neHUA U KOHGpu2ypayuu

[Mpouecc asmomamu4yecko2o0 0b6Ho8nEHUA

KommyTaTop 3anyckaeT npouecc aBTomaTyeckoro obHoBneHus, 6asmpytowminica Ha DHCP, ecan oH
BK/OYEH M MMA TekctoBoro ¢aiina (DHCP-onuusa 43, 125), cogep:kawero mma obpasa MO, 6bin1o
npegocrtasneHo cepsepom DHCP.

Mpouecc aBTOMaTUYECKOro 0BHOBEHMUA COCTOUT U3 CeAYIOLLMX 3TAMOoB:

1. KommyTaTop 3arpy»KaeT TEKCTOBbIV daii 1 yutaeT us Hero ums ¢aiina obpasa NO Ha TFTP-cep-
Bepe;

2. KommyTaTtop cKaumBaeT nepBbiit 610K (512 6aiiT) obpasa MO c TFTP-cepBepa, B KOTOPOM coaep-
*¥utca sepcma MNO;

3. KommytaTtop cpaBHuMBaeT Bepcuio daitna obpasa MO, nonyyeHHoro ¢ TFTP-cepBepa, ¢ Bepcuei
aKTMBHOro obpasa MO KommyTaTopa. ECiM OHM OTAKYAOTCA, KOMMYTATOP 3arpyrkaeT 06pas3 NO ¢
TFTP-cepBepa BMecTo HeakTMBHOro obpasa N0 KommyTaTopa 1 AenaeT AaHHbI 06pa3 aKTUBHbIM;

4. Ecnm o6pas MO b6bin 3arpyeH, TO KOMMYTaTOp NepesarpyrKaeTca.

[pouecc asmomamu4ecko20 KOHU2YyPUPOBaHUS

KommyTaTop 3anycKkaeT NpoLLecc aBTOMaTUYECKOro KoHOUrypmnpoBaHusa, 6asmpytowwmiica Ha DHCP, npu
BbIMNOJIHEHUW CNEAYIOLLMX YCOBUNA:

— B KOHOUrypaumm paspeLieHo aBToMatuyeckoe KoOHGUrypmpoBaHue;

— otBer DHCP-cepBepa cogeput IP-agpec TFTP-cepBepa (DHCP-onuua 66) u uma daiina
KoHdurypaumm (DHCP-onuma 67) B dopmate ASCIL.

MonyuyeHHbIN daitn KoHUrypauum 3arpyrKaerTca B NnepBoHavYanbHyto (startup) KoHouUry-
e pauumio. Mocne 3arpy3Kku KOHGUrypaLuMm KOMMmyTaTop nepesarpyraercs.

KomaHObI pexcuma 2a06anab6Hol KoOHpuU2ypayuu

3anpoc KOMaHAHOW CTPOKM B pekmnme rnobanbHoi KoHOUrypaumum MMeeT cieayowmii Bua;

console (config) #

Tabnnua 58 — KomaHapl ynpaB/ieHUa cUCTEMOW B pexxmnme rnobanbHoi KoHoUrypaumum

3HavyeHue/3Ha4yeHue ”
KomaHoa / Aelicmeue
o ymMmon4aHuro
boot host auto-config BKNtOUNTL aBTOMATUYECKYHO KOHUrypauuio, 6asmpyroLytocs
Ha DHCP.
- —/BKNtOYEHO
no boot host auto-config BbIK/NOUMTL aBTOMATMYECKYIO KOHbUIypaLumuio, 6asnpytoLLyrocs
Ha DHCP.
boot host auto-update BKntounTb aBTOMaTUyeckoe obHosneHue MO, 6asumpytoweecs
Ha DHCP.
—/BKNOYEHO
no boot host auto-update BbIkNtoUMTb aBTOMaTMyYeckoe obHoBeHue MO, 6asmpytoweecs
Ha DHCP.
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KomaHObi pexcuma privileged EXEC

3anpoc KoMaHAHoOM CTPpoKM B pexkmme privileged EXEC umeet chneaytowmii Bua;:

console#

Tabanua 59 — KomaHgbl ynpaBaeHma cuctemom B pexkume privileged EXEC

3HaveHue/3HayeHue .
KomaHda / Aelicmeue
no yMmoA4aHuo

KOHbUrypauuu.

show boot MpocMOTPEeTb HACTPOMKM aBTOMATUUECKOTO 0BHOBNEHUA U

= [pumep KoHpurypaumm ISC DHCP Server:

option image-filename code 125 = {
35265 (Eltex)
option-data + 2.
unsigned integer 8, #sub-option-code. Kom nomomnumy, BCerma paBeH 1

unsigned integer 8, #sub-option-len. [nmuHa cTpoku sub-option-data

obpaza IO
}i

host mes2124-test {
hardware ethernet a8:£9:4b:85:a2:00; #mac-ampec koMMyTaTOpa

unsigned integer 32, #enterprise-number. VmeHTudMKaATOp NPOMU3BOIUTEJISI, BCeTIa PaBEH

unsigned integer 8, #data-len. [iMHa BCeX IaHHHX ONUMM. PaBHa IJMHE CTPOKM Sub-

text #sub-option-data. MmMsa TexcTOBOTO Oarja, cCcoIepxXamero WM

filename "mesXXX-test.cfg"; #¥MS KOHOUTYpaALUVM KOMMYyTaTopa

option image-filename 35265 18 1 16 "mesXXX-40l.ros"; #yMsT TEeKCTOBOTIO
banna, comepxamero mMsa obpasza 10

next-server 192.168.1.3; #IP-ampec TFTP cepeepa

fixed-address 192.168.1.36; #IP-ampec KoMMyTaTopa

5.8 HacTpoiKa cucTeMHOro BpemeHum

/ Mo ymonuyaHMI0 aBTOMaTUYECKUIA Nepexos, Ha IeTHee BPeMA OCYLLECTBAAETCA B COOTBET-
cTBUM co cTaHaapTamu CLLUA u EBponbl. B KOoHGUrypauum moryt 6biTb 3agaHbl tobble garta

un BpemMmsa gnAa nepexopa Ha setTHee spema u 06paTHO.

KomaHOwbi pexcuma Privileged EXEC

3anpoc KomaHAHOM cTpPoku B pexxunme Privileged EXEC nmeet cnegytownin sua;:

console#

Tabnnua 60 — KomaHAabl HACTPOMKM CUCTEMHOTO BpemeHu B pexkume Privileged EXEC

Komanda 3HayeHue/3HayeHue Leiicmeue
Mo ymoa4aHuro
clock set hh:mm:ss day hh: (0..23); Py4yHas ycTaHOBKa CUCTEMHOrO BpemeHu (KoMaHga AOCTyNnHa
month year mm: (0..59); TONIbKO ANA MPUBUAETMPOBAHHOIO NO/b30BaTENS).
clock set hh:mm:ss month ss: (0..59); - hh — Yyacbl, mm — MUHYTbI, SS — CEKYHAbI;
day year day: (1..31); - day — peHb; month — mecau; year — rog.
month: (Jan..Dec);
year: (2000..2037)
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show sntp configuration — MokaszaTb KoHbUrypaumio npoTokona SNTP.

show {sntp | ntp} status — MoKasaTb CTaTyc NPOTOKO/1Aa CUHXPOHM3ALMM BPEMEHM MO CETU.

MokaszaTb MHPOPMaLUIo 0 cornacoBaHum ycTpolictea ¢ NTP-
cepBepamm 1 O4HOPAHTOBLIMU y3N1aMMU.

show ntp associations
[detail]

show ntp statistics — MoKasaTb CTaTUCTUKY PaboTbl NPOTOKONA.

KomaHOwbi pexcuma EXEC

3anpoc KomMaHAHOM CTPoKM B pexkxume EXEC numeet cneaytowmin sua;

console>

Tabnnua 61 — KomaHAabl HACTPOMKM CUCTEMHOTO BpEMEHU B pexknume «EXEC»

3Ha4yeHue/3HayeHue Aelicmeue

1o ymon4yaHuro

KomaHda

show clock MoKasaTb cUCTEMHOE BpemMa 1 aary.

show clock detail — JononHutenbHo 0To6pa3nTb NapameTpbl HacOBOTO nNosca u

nepexoaa Ha 1eTHee Bpema.

KomaHObI pexcuma 2a0b6aab6HoU KOHuU2ypayuu

3anpoc KOMaHAHOM CTPOKM B pexxume rnobanbHoM KOHOUTYpaLMN MMEET CAeayioLWnin BUA,;

console (config) #

Tabnnua 62 — CNUCOK KOMaHA AN HAaCTPOMKM CUCTEMHOTO BPEMEHM B PEXKMME rN06anbHOM KOHUIypaLmm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

clock source {sntp | ntp |
browser}

| browser}

no clock source {sntp | ntp

—/BHELIHNIA UCTOYHUK
He ucnonbayercs

Mcnonb3oBaTh BHELWHWNIA UCTOYHWK A1 YCTaHOBKM CUCTEMHOTO
BpemMeHMu.
B cnyyae HasHaueHUA UCTOYHUKOM ntp, YCTPOICTBO
V 6yAeT N0 ymonuaHuIo BbINONHATL POsb ntp-server,
OTBEYan Ha 3anpocbl KAUEHTOB.

33I'|p€TVITb MCNONb30BaHWE BHeELWHero UCTO4YHNKa ANA YCTaHOBKU
CUCTEMHOIO BpeMeHMN.

clock timezone zone
hours_offset [minutes
minutes_offset]

no clock timezone

zone: (1..4) cumsonos/
HeT OMMCaHMUA 30HbI;
hours_offset:
(-12..+13)/0;
minutes_offset:
(0..59)/0;

YCTaHOBWUTb 3HAYEHWE YacoBOro Nosca.

- zone — cnoBo, cGOPMUPOBAHHOE U3 NEPBbIX OYKB
C/I0BOCOYETAHMSA, KOTOPOE OHO 3aMEHSET (ONMUCaHWe 30Hbl);

- hours-offset — yacoBoe cmelLeHne OTHOCUTE/IbHO HY/IEBOTO
mepugmaHa UTC;

- minutes-offset — MUHYTHOE CMeLLLeHNE OTHOCUTE/IbHO HYNEBOrO
mepuanaHa UTC.

YCTaHOBUTb 3HaYeHue No YMONYaHULO.

clock summer-time zone
date date month year
hh:mm date month year
hh:mm [offset]

clock summer-time zone
date month date year
hh:mm month date year
hh:mm [offset]

zone: (1..4) cumsona/
HeT ONUCaHMA 30HbI;
date: (1..31);
month: (Jan..Dec);
year: (2000 ..2037);
hh: (0..23);
mm: (0..59);
week: (1-5);
day: (sun..sat);
offset: (1..1440)/60
MUWH;

3agaTh AaTy M BpEMA AN aBTOMATMYECKOro nepexoa Ha fieTHee
Bpems 1 Bo3BpaTa 06paTHO (4n1A onpeaeneHHOro roaa).
MepBbiM B KOMaHAE YKa3blBaeTCA OMMCaHMeE 30Hbl, BTOPbIM Bpems
ON1A Nepexona Ha nNeTHee BPems U TPETbUM BPeMA AN BO3BpaTa.
- zone — cnoBo, cGOPMUPOBaAHHOE M3 MepBbIX BYKB
C/I0BOCOYETaHMSA, KOTOPOE OHO 3aMeHAET (OnMcaHue 30Hbl);

- date — uucno;

- month — mecsu;

- year — rog;

- hh — yacbl, mm — MUHYTbI;

- offset — KOAMYECTBO MUHYT, A06aBAAEMbIX NPW Nepexoae Ha
fneTHee Bpems.

100 Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324




DHELTEX

clock summer-time zone
recurring {usa | eu | {first |
last | week} day month
hh:mm {first | last | week}
day month hh:mm} [offset]

no clock summer-time

Mo ymonyanuio
nepexop, Ha neTHee
BPeMsA BbIK/OYEH

3apatb AaTy U BpemaA 414 aBTOMATUYECKOro nepexoaa Ha neTHee
BpPems 1 BO3BpaTa 06paTHO B pPeXKMME eXXerogHo.

- zone — cnoBo, cdopMMPOBaAHHOE M3 NEPBbIX BYKB
C/I0BOCOYETAHMSA, KOTOPOE OHO 3aMEHSET (ONUCaHWe 30Hbl);

- usa — yCTaHOBMUTb NpaBu/Ia Nepexosa Ha fieTHee Bpems,
ucnonssyemsle B CLUA (nepexos Bo BTOpoe BOCKpeceHbe MapTa,
06paTHO B NepBoe BOCKpeceHbe HOAbPA, B 2 Yaca yTpa no
MECTHOMY BpeMeHH);

- eu — YCTaHOBUTb NPaBW/a Nepexoaa Ha NeTHee BPeEMS,
ncnonbsyemble EBpocoto3om (nepexos B nocnegHee BOCKpeceHbe
MapTa, 0bpaTHO B NocneaHee BOCKpeceHbe oKTAbpA, B 1 yac yTpa
no FpuHBKYY);

- hh — yacbl, mm — MUHYTbI;

- week — Hepena mecaua;

- day — peHb Hepenu;

- month — mecsau;

- offset — KonmyecTBO f06aBASEMbIX MUHYT NPU Nepexose Ha
NeTHee Bpems.

OTK/OYNUTL ABTOMATUYECKNIA nepexo Ha neTHee spema.

sntp authentication-key number: YCTaHOBUTbL KNtOY NPOBEPKM NOSAUHHOCTM ANA NpoTokona SNTP.
number md5 value (1..4294967295); - number — HOMep KNtoua;
encrypted sntp authentica- value: (1..32) - value — 3HauyeHuWe KnoYa;
tion-key number md5 value CMMBOJIOB; - encrypted — 3afaTb 3Ha4YeHMe K/toYa B 3alIMPPOBAHHOM BUAE.
no sntp authentication-key Mo ymonuaxuio YAanuTb KNoY NpoBepPKM NOAJIMHHOCTM ana npotokona SNTP.
number nposepka
noA/IMHHOCTH

OTK/IIOYEHa

sntp authenticate —/nposepka TpeboBaTb NpoBEPKY NOAANHHOCTU ANA NOAyYeHUA MHPOPMaLUn
NOANMHHOCTU He oT NTP-cepBepos.

no sntp authenticate Tpebyetca YCTaHOBWUTb 3HAYEHWE MO YMONYAHUIO.
sntp source-interface {for- fo_port: (1..4); Onpegenutsb IP-uHTepdenc nctouHmKa ans naketos NTP IPv4.
tygigabitethernet fo_port | te_port: (1..24);
tengigabitethernet te_port gi_port: (1..24);
| gigabitEthernet gi_port | Ib_port: (1..64);
loopback /b_port | tunnel tn_port: (1..16);
tn_port | port-channel group: (1..48);

group | oob | vlan vian_id}

no sntp source-interface

vlan_id: (1..4094)
/BbIK/OYEHO

YCTaHOBUTb 3HaYeHue No YMONYaHUIO.

sntp source-interface-ipvé
{fortygigabitethernet
fo_port | tengigabitether-
net te_port | gigabitEther-
net gi_port | loopback
Ib_port | tunnel tn_port |
port-channel group | oob
| vlan vian_id}

no sntp source-interface-
ipvb

fo_port: (1..4);

te_port: (1..24);
gi_port: (1..24);

Ib_port: (1..64);

tn_port: (1..16);

group: (1..48);
vlan_id: (1..4094)

/BbIK/OYEHO

Onpegenutsb IPv6-nHTEPdENC MCTOYHUKA oA nakeToB NTP IPv6.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

sntp source-port udp_port

no sntp source-port

udp_port:
(1..65535)/no
YMOYaHUIO
ncnonb3yercs
C/lyYaiHbIi nopT

YcrtaHosutb SRC UDP-nopt ana naketos NTP.
Mpu ncnonozosaHnm UDP-noptos U3 agvanasoHa 1-1024
npeABapuUTE/IbHO HYXXHO Y6eaunTbeA, YTO AaHHbIW NopT
cB0604eH 1 He UCNONb3YeTCA APYrMMM CepBUCaMM.
MopT 50000 aBnAETCA NOPTOM MO YMOAYAHUIO ANA
dyHKUMoHana peer detection ipaddr.

YCTaHOBWUTb 3HaYeHue No YMONYaHUIO.

sntp trusted-key key _num-
ber

no sntp trusted-key
key_number

key_number:
(1..4294967295);
Mo ymonyanuio
nposepka
NoANMHHOCTM
OTK/ItOYEHa

OcyLLecTBUTb NPOBEPKY NOANMHHOCTU CUCTEMbI, OT KOTOPOM
CUHXPOHU3MpPYeTCA ¢ NomoLLblo SNTP no 3agaHHOMY KAtouy.
- key_number — HOmep Kato4a.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.
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sntp broadcast client ena-
ble {both | ipva | ipv6}

PaspewunTtb paboTy WwnpoKosewaTebHbix SNTP-Kn1vMeHTOoB.

. —/3anpelyeHo
no sntp broadcast client en- YCTaHOBWTb 3HAYEHME MO YMONYAHUIO.
able
sntp anycast client enable PaspewunTb paboTy SNTP-KnMeHTam, NOALEPKUBAIOLWMM METOL,
{both | ipv4 | ipv6} PacCbIIKM NaKeToB, NO3BOAAIOLMI MNOCbINATL AaHHbIE
—/3anpelyeHo 6uKaliemMy yCTPOMCTBY U3 rpynnbl NoayYaTenen.
no sntp anycast client ena- YCTaHOBWUTb 3HAYEHME MO YMONYAHUIO.
ble
sntp client poll timer sec- seconds: YcTaHOBUTbL Bpemsa onpoca ana SNTP-cepsepa.

onds

no sntp client poll timer

(60...86400)/1024

YCTaHOBUTb 3Ha4YeHMEe N0 YMOYAHMUIO.

sntp client enable {fortygi-
gabitethernet fo_port |

tengigabitethernet te_port
| port-channel group | oob

PaspewunTtb paboTy SNTP-KN1MeHTam, NoaaepKUBaoWMM MeTos,
PaCCbIIKM NAKETOB, NO3BONAOLLNIA NOCbIIATL AAHHbIE
6AuKalWemy yCTPOMCTBY U3 FPyNMbl NoydaTenen, a Takxke
WwnpoKoBewaTenbHbiM SNTP-KaneHTam ana BbiI6paHHOToO

. fi t: (1..4); .
| vlan vian_id} teo_poor;- ((1 22). nHTepdeica.
Fc’:u .'(1 '4.18)" - nogpobHoe onucaHme NHTephENCcoB U310XKEHO B pasgene
g 'p. o «KoHburypauua nHtepdeiicos».
- vlan_id (1..4094)
no sntp client enable {for- YCTaHOBWUTb 3HAaYEHWE NO YMOIYAHUIO.
L. /3anpeleHo

tygigabitethernet fo_port |

tengigabitethernet te_port

| port-channel group | oob

| vlan vian_id}

sntp unicast client enable PaspewunTb paboTy ogHoagpecHbix SNTP-KAMEHTOB.

no sntp unicast client ena- —/3anpelyeHo YCTaHOBUTb 3HAYEHME MO YMOMYAHMIO.

ble

sntp unicast client poll PaspelwnTb NocaeaoBaTesbHbI ONPOC 3a4aHHbIX O4HOAAPECHbIX
— /3anpeleHo SNTP-cepBeposB.

no sntp unicast client poll

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

sntp server {ipv4_address |
ipv6_address | ipv6_link lo-
cal_address%{vlan {integer}
| ch {integer} | isatap {inte-
ger} | {physi-
cal_port_name}} | host-
name} [poll] [priority prior-
ity] [key keyid]

no sntp server
{ipv4_address | ipv6_ad-
dress | ipv6_link_local_ad-
dress%{vlan {integer} | ch
{integer} | isatap {integer} |
{physical_port_name}} |
hostname}

priority: (0..255)/0
hostname: (1..158)
CUMBO/IOB;
keyid: (1..4294967295)

3apatb agpec SNTP-cepsepa.

- priority — npuopwuTeT cepBepa: NpY YCJI0BMM PaBHbIX 3HAYEHUM
CTPaTyMOB CMHXPOHM3aLMA BpeMeHN byAeT BbINOJHATLCA C
CcepBepPoM, y KOTOPOro Haubosbluee 3HaYEHME NPUOPUTET];
- ipv4_address — IPv4-appec y3na cetu;

- ipv6_address — IPv6-agpec y3na cetu;

- ipv6z-address — |Pv6z-appec y3na cetm ans ping.

dopmart agpeca ipv6_link_local_address%interface_name:
ipv6_link_local_address — nokanbHbii IPv6-agpec KaHana;
interface_name — umsa ncxoaswero nHTepdeica 3agaerca 8
cneaytowem dopmare: vian {integer} | ch {integer} | isatap
{integer} | {physical_port_name}

- hostname — pomeHHOe UMs y3na ceTu;

- poll — BKAtoyaeT onpoc;

- keyid — naeHTuduUKaTOp KAtoya.

Ypanutb cepsep 13 cnucka SNTP-cepsepos.

ntp {server | peer}
{ipv4_address | ipv6_ad-
dress | hostname} [version
version]

no ntp {server | peer}
{ipv4_address | ipv6_ad-
dress | hostname}

version: (1..4)/4
hostname: (1..158)
CUMBOJI0B

3apatb agpec NTP-cepBepa uam o4HOPaHrOBOrO y3na.
- ipv4_address — IPv4-aapec y3na cety;

- ipv6_address — IPv6-aapec y3na cetu;

- hostname — gomeHHOe MMA y3N1a ceTu;

- version — onpegenuTb BEpCcuto NpoToKona ntp.

Ypanutb cepsep 13 cnucka NTP-cepsepos.
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clock dhcp timezone

PaspewnTb NonyyeHne TakMX AaHHbIX KaK YacoBOM MOAC U eTHee
Bpema ot DHCP-cepsepa.

- —/3anpeweHo
no clock dhcp timezone /3anpew

3anpeTnTb NoNyYyeHMe TakMX AaHHbIX KaK YacoBOW NOAC U NeTHee
Bpems oT DHCP-cepsepa.

KomaHObI pexcuma KoHguaypayuu uHmepgelica

3anpoc KOMaHAHOM CTPOKK B pexume KOHPUrypauum nHtepdeiica MMeeT cieayowmn Bua,:

console (config-if)#

Tabnnua 63 — CNUCOK KOMaHA ANA HAaCTPOMKM CUCTEMHOTO BPEMEHU B perkume KoHOUIypauumn niTepdeiica

3HayeHue/3HayeHue
no ymon4aHuwo

KomaHda

Aelicmeue

sntp client enable

—/3anpeweHo

Paspewntb paboTy SNTP-KAMEHTY, KOTOPbIN NoAAEPXKUBAET
MEeTO/, PacCbl/IKM NaKeToB, NO3BONAIOWMIN NOCbINATL AaHHblE
YCTPOMCTBY BAMNKaMLLEMY M3 Fpynnbl NOAyYaTeNeN, a TaKKe
wnpokosewatenbHomy SNTP-KnMeHTy Ha HacTpanBaemom
nHTepodeiice (Ethernet, port-channel, VLAN).

no sntp client enable

YCTaHOBUTb 3HAYeHMe Nno YMO/THaHUIO.

[pumepbl 8b1M0MAHEHUS KOMAHO

= OT0b6pasnTb CUCTEMHOE BPEMSA, AATY U AaHHbIE MO YacCOBOWN 30HE:

console# show clock detail

15:29:08 PDT (UTC-7) Jun 17 2009

Time source is SNTP

Time zone:
Acronym is PST
Offset is UTC-8

Summertime:
Acronym is PDT
Recurring every year.

Begins at first Sunday of April at 2:00.

CraTyc npouecca CMHXPOHM3auuMy BpemeHU oTobpaykaeTca C MOMOLLbIO AOMONHUTENLHOIO CMMBO/IA

nepeg sHa4eHnem BpemeHu.

[pumep:

*15:29:08 PDT(UTC-7) Jun 17 2009

MCI'IOﬂb3YI-OTCﬂ cnegywouimne ob03HayeHuA:

TOYKa (.) 03HayaeT, YTo Bpems AOCTOBEPHO, HO HET CUHXPOHU3aUMK c cepBepom SNTP;
OTCYTCTBME CMMBO/1a O3HAYAET, YTO BPEMSA AOCTOBEPHO U CUHXPOHM3ALMSA eCTb;
3Be30u4Ka (*) o3HayaeT, YTo Bpemsa HeZloCTOBEPHO.
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= 334aTb AATY M BPEMA Ha CUCTEMHbIX Yacax: 7 mapTa 2009 roga, 13:32
console# clock set 13:32:00 7 Mar 2009

=  OT06pa3unTb cTaTyc npotokona SNTP:

console# show sntp status

Clock is synchronized, stratum 3, reference is 10.10.10.1, unicast

Unicast servers:

Server : 10.10.10.1
Source : Static
Stratum : 3
Status : up
Last Response : 10:37:38.0 UTC Jun 22 2016
Offset : 1040.1794181 mSec
Delay : 0 mSec

Anycast server:

Broadcast:

B npumepe Bbile CUCTEMHOE BPEMA CUHXPOHU3MPOBAHO OT cepsBepa 10.10.10.1, nocnegHuit oTeeT
nony4veH B 10:37:38, HecoBnageHne CUCTEMHOIO BPEMEHMU C BpeMeHeM Ha cepsepe coctasmno 1.04 c.

= YKasatb ntp-server:

console (config) #clock source ntp
console (config) #ntp server 10.10.10.1

YkKasaTb ntp-peer:

console (config) #clock source ntp
console (config) #ntp peer 10.10.10.1

YKasaTb sntp-server an4 unicast-pexuma:

console (config) #clock source sntp

console (config) #sntp client poll timer 60
console (config) #sntp unicast client enable
console (config) #sntp unicast client poll
console (config) #sntp server 10.10.10.1 poll

5.9 KoHdurypaumua BpemeHHbIX MHTEepBanoB time-range

KomaHObI pexcuma 2a06asab6Hol KoOHpu2ypayuu

Bua 3anpoca KoMaHAHOW CTPOKU B pexknume rnobasnbHOM KoHOUrypaumu:

console (config) #
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Tabnmua 64 — KomaHabl pexkmma rnobanbHom KoHPUrypaumm

KomaHda

3HayeHue/3HayeHue
1o ymMoA4YaHuro

Aelicmesue

time-range time_name

no time-range time_name

time_name: (0..32)
cMmBoia

Co3patb time_range 1 BXo4, B peXXUm KOHOUTypaumm BpemMeHHbIX
WHTEPBaNOB.
- time_name — umsa npoduns HacTpoek time_range.

YAanuTb BpeMeHHOM UHTepBa.

KomaHObI pexcuma KoHgu2ypayuu epemMeHHbIX UHMepsasnos

console# configure

console (config)# time-range range name
console (config-time-range) #

Tabnnua 65 — KomaHabl pexmMma KoHbUrypauum BpeMeHHoro MHTepsana

Komanoa 3HayeHue/3HayeHue Neiicmeue
Mo yMon4aHuo
absolute {end | start} hh:mm hh: (0..23); 3afaTb Ha4yano v (MnK) KoHeL, BPeMEHHOTO UHTepBana B popmare:
date month year mm: (0..59); Yyac: MUHYTa feHb MecsL, rof.
no absolute {end | start} date: (1..31); YanuTb BpeMeHHOM UHTepBan.

month: (jan..dec);
year: (2000..2097)

periodic list hh:mm to hh:mm
{all | weekday}

no periodic list hh:mm to
hh:mm {all | weekday}

hh: (0..23);
mm: (0..59);
weekday: (mon...sun)

3af4aTb BpEMEHHOM MHTEpBa/ B TEYEHWE OLHOIO U3 AHEN Heaenu
W/IN KaXKaoro AHA Hedenu.

Y4anutb BpeMeHHOM HTepBa.

periodic weekday hh:mm to
weekday hh:mm

no periodic weekday hh:mm
to weekday hh:mm

hh: (0..23);
mm: (0..59);
weekday: (mon...sun)

3a4aTb BpeMEHHOM UHTepPBas B TEYEHME HeLeNu.

YAanuTb BpeMeHHOM UHTepBal.

KomaHObI pexcuma KoHguaypayuu uHmepgelicog Ethernet u Port-Channel

Bupa 3anpoca KomaHAHOM CTPOKU B peXKUME KOHOUTypaummn nHtepodeicos:

console (config-if) #

Tabnnua 66 — KomaHabl pexkuma KoHourypauum nHtepdeiicos Ethernet u Port-Channel

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

HAelicmeue

operation time time_name

no operation time

time_name: (0..32)
cumBona

3apatb time-range, onpeaenaowmii BDEMEHHOM UHTEPBA, B KO-
Topom MHTepdeinc byaeT HaxoanTbesa B coctosiHum Up.
- time_name — umsa npoduns HacTpoek time-range.

YaanuTb BpeMeHHOM MHTepBa.

5.10 KoHdurypauua unrepdeiicos n VLAN

5.10.1 Napamempeol Ethernet-unmepdpeiicos, Port-Channel- u Loopback-unmepdgpeiicos

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (Ouana3oHa uHmepgelicos)

console# configure

console (config) # interface {gigabitethernet gi port | tengigabitethernet

te port |
{..}

fortygigabitethernet fo port |
| loopback Ioopback id}

console (config-if) #

oob | port-channel group | range
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[aHHbIN pexum AOCTYyMeH M3 perrMma KoHOUrypaumm v npegHasHayeH Ansa 3af4aHus napameTpos
KOHOUrypaumm nHtepdeica (nopta KOMmMyTaTopa UAKW rPYNMbl NOPTOB, PAbOTAOWMX B PEXKUME Pa3geNeHns

Harpysku), nin6o amManasoHa nHTepdencos.

Bbibop MHTEepdeinca ocywecTBAAETCS NPM NOMOLLM KOMaHA,:

Ona MES5324

Tabnnua 67 — KomaHabl Bbibopa nHTepdelica ana MES5324

KomaHoa

Ha3HauyeHue

interface fortygigabitethernet fo_port

ona HacTtpoliku 40G-uHTepdelicos

interface tengigabitethernet te_port

ona Hactpolikm 10G-uHTepdelicos

interface gigabitethernet gi_port

ONA HacTpoliku 1G-uHTepdeicos

interface port-channel group

AN HACTPOWIKM rpynn KaHanoB

interface oob

01 HAaCTPOMKM UHTepdeiica ynpaBaeHus

interface loopback /oopback_id

015 HAaCTPOMKM BUPTYabHbIX MHTEpdeicos

roe:

— group — NoOpPAAKOBbIA HOMEp rpynnbl, obliee KoaMYecTBo coriacHo Tabaunue 9 (cTpoka «Arperaums

KaHanos (LAG)»);

— fo_port — nopsaakosblii Homep 40G-unHTepdelica, 3agaetca 8 suae: 1..8/0/1..4;

— te_port — nopsaakosblii Homep 10G-nHTepdeliica, 3agaertca 8 suae: 1..8/0/1..24;

— gi_port — nopsaxosbit Homep 1G-nHTepdeiica, 3aaaetca B suge: 1..8/0/1;

— loopback_id — nopagakoBblit HOMep BUPTYanbHOro MHTepdelica, obliee KOANMYECTBO COrlacHoO Tab-
nnue 9 (ctpoka «Konunuectso BUpTyanbHbix Loopback-uHtepdelicos»).

Ona MES3324F, MES3324, MES2324, MES2324B, MES2324P, MES2324P ACW, MES2324F, MES2324FB

Tabnnua 68 — KomaHgabl Bblbopa nHTepdeica gna MES3324F, MES3324, MES2324, MES2324B, MES2324P,

MES2324P ACW, MES2324F, MES2324FB

KomaHoa

Ha3HauyeHue

interface tengigabitethernet te_port

AnA HacTpoikn 10G-uHTepdeiicos

interface gigabitethernet gi_port

O1A HACTponKM 1G-uHTepdeincos

interface port-channel group

[OJ/15 HACTPOMKM rpynn KaHanos

interface oob

ON1A HAacTPOMKKM UHTepdelica ynpasneHuna (MHTepdelic ynpasne-
HUWA NPUCYTCTBYET HE HA BCEX KOMMYTaTOpax)

interface loopback loopback_id

017 HAaCTPOMKM BUPTYaNbHbIX MHTEpdelicos

roe:

— group — NoOpAAKOBbIN HOMep rpynmnbl, obLee KONMYECTBO cornacHo Tabaumue 9 (cTpoKka «Arperaums

KaHanos (LAG)»);

— te_port — nopaakosbit Homep 10G-uHTepdeiica, 3agaetca 8 suae: 1..8/0/1.. 4;

— gi_port — nopaaKosblii Homep 1G-uHTepodeiica, 3agaetca 8 suge: 1..8/0/1..24;

— loopback_id — nopagKoBblt HOMep BUPTyasbHOro UHTepdelica, obliee KOMYECTBO COrnacHo Tab-
nvue 9 (cTpoka «Konnuectso BUpTyanbHbix Loopback-nHtepdericos»).

Ana MES2348B, MES3348, MES3348F

Tabnnua 69 — KomaHabl Bbibopa UHTepdelica ana MES2348B, MES3348, MES3348F

KomaHoa

Ha3HauyeHue

interface tengigabitethernet te_port

ons HacTpoliku 10G-uHTepdericos

interface gigabitethernet gi_port

O1A HACcTpoMnKKM 1G-uHTepdeincos

interface port-channel group

[NA HAaCTPOUKM rpynn KaHanos

interface loopback loopback_id

[NA HAaCTPOUKM BUPTYasbHbIX MHTepbeiicos
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roe:

— group — NOPAZKOBbIA HOMEpP rpynnbl, obliee KoaMYecTBo coriacHo Tabauue 9 (cTpoka «Arperaums

KaHanos (LAG)»);

— te_port — nopaakosbii Homep 10G-uHTepdelica, 3agaerca 8 suae: 1..8/0/1.. 4;

— gi_port — nopaaxosbin Homep 1G-nHTepdeiica, 3aaaetca 8 suge: 1..8/0/1..48;

— loopback_id — nopaakoBblit HOMep BUPTYanbHOro MHTepdeinca, oblLiee KoMYecTBo CornacHo Tab-
mue 9 (ctpoka «Konnyectso BMpTyanbHbIx Loopback-uHtepdeiicos»).

Ans MES3316F

Tabnnua 70 — KomaHgb! Bbibopa nHTepdelica ana MES3316F

KomaHoa

Ha3HnayeHue

interface tengigabitethernet te_port

Ons HacTpolikn 10G-uHTepdericos

interface gigabitethernet gi_port

L5 HAacTpolikK 1G-nHTepdeicos

interface port-channel group

AN HAaCTPOWKM rpynn KaHaioB

interface oob

O HAaCTPOWKKN nHTepdelica ynpasneHusa (MHTepdelic ynpasne-
HMA NPUCYTCTBYET HE Ha BCEX KOMMYTaTOopax)

interface loopback /oopback_id

[ON1A HAaCTPOMKM BUPTYaNbHbIX MHTEpdelicoB

roe:

— group — nNopAAKoBbIA HOMep rpynnbl, obliee KoAMYecTBO cornacHo Tabaumue 9 (cTpoka «Arperaums

KaHanos (LAG)»);

— te_port — nopagkosbii Homep 10G-uHTepdelica, 3agaerca 8 suae: 1..8/0/1.. 4;

— gi_port — nopaaKosbin Homep 1G-nHTepdeiica, 3agaetca 8 suge: 1..8/0/1..16;

— loopback _id — nopsagKoBbii HOMep BMPTYyasibHOro UHTepdelica, obliee KoMYeCcTBO COrlacHO Tab-
nnue 9 (ctpoka «Konunuectso BupTyanbHbix Loopback-uHtepdelicos»).

Ana MES3308F

Tabnnua 71 — KomaHab! Bbibopa uHTepdelica ana MES3308F

KomaHoa

Ha3sHauyeHue

interface tengigabitethernet te_port

Ons HacTpolikm 10G-uHTepdelicos

interface gigabitethernet gi_port

L5 HacTpolikn 1G-uHTepdeicos

interface port-channel group

L1 HACTPOMKM TPynn KaHanos

interface oob

ONA HAcTPOMKKM UHTepdelica ynpasneHuna (MHTepoelic ynpasne-
HWA NPUCYTCTBYET He Ha BCeX KOMMYTaTopax)

interface loopback loopback_id

017 HAaCTPOMKM BUPTYaNbHbIX MHTEpdelicoB

roe:

— group — nopAAKoBbIA HOMep rpynnbl, obliee KoAMYecTBO cornacHo Tabaumue 9 (cTpoka «Arperaums

KaHanos (LAG)»);

— te_port — nopsaakosbii Homep 10G-uHTepdelica, 3agaetca B suae: 1..8/0/1.. 4;

— gi_port — nopsaaxosbit Homep 1G-nHTepdeiica, 3agaetca 8 suae: 1..8/0/1..8;

— loopback_id — nopaakoBblit HOMep BUPTYanbHOro MHTepderica, obliee KONMUYECTBO COrnacHoO Tab-
nnue 9 (ctpoka «Konunuectso BupTyanbHbix Loopback-uHtepdelicos»).

Ana MES2328lI

Tabnnua 72 — KomaHgbl Bbibopa uHTepdelica ana MES2328I

KomaHoa

Ha3sHauyeHue

interface tengigabitethernet te_port

OnA HacTpoikn 10G-nHTepdeiicos

interface gigabitethernet gi_port

O1A HACcTpoMnKKM 1G-uHTepdeincos
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interface port-channel group

AN HAaCTPOWKM rpynn KaHanoB

interface oob

O HACTPOWKKM nHTepdelica ynpasneHusa (MHTepdelic ynpasne-
HUA NPUCYTCTBYET HE Ha BCEX KOMMYTaTOpPaXx)

interface loopback loopback_id

019 HAaCTPOMKM BUPTYaNbHbIX MHTepdencos

roe:

— group — NopAAKOBbIA HOMep rpynnbl, obliee KoAMYecTBO cornacHo Tabauue 9 (cTpoka «Arperaums

KaHanos (LAG)»);

— gi_port — nopsakosbiit Homep 1G-nHTepdeiica, 3aaaetca B8 euge: 1..8/0/1..28;
— loopback id — nopsagKoBbii HOMep BUMPTYyanbHOro MHTepdeiica, obliee KOANMYECTBO COrlacHo Tab-
nvue 9 (cTpoka «Konunuectso BupTyanbHbix Loopback-nHtepdericos»).

Ona MES2308 n MES2308P

Tabnnua 73 — KomaHgb! Bbibopa uHTepdelica ana MES2308, MES2308P

KomaHoa

Ha3HauyeHue

interface gigabitethernet gi_port

ANA HAacTponkn 1G-uHTepdeiicos

interface port-channel group

[ON1A HAaCTPOWMKM rpynn KaHaoB

interface loopback /oopback_id

[ON1A HAaCTPOMKM BUPTYaNbHbIX MHTepdeiicoB

roe:

— group — nNopAAKoBbIA HOMep rpynnbl, obliee KoAMYecTBo cornacHo Tabaunue 9 (cTpoka «Arperaums

KaHanos (LAG)»);

— gi_port — nopaakosbin Homep 1G-nHTepdeiica, 3agaetca 8 suge: 1..8/0/1..12;
— loopback _id — nopsagKoBbii HOMeEp BUPTYyanbHOro MHTepdelica, obliee KOMYECTBO COrlacHO Tab-
nnue 9 (ctpoka «Konunuectso BupTyanbHbix Loopback-uHtepdelicos»).

Ona MES2308R

Tabnnua 74 — KomaHgb! Bbibopa uHTepdelica ana MES2308R

KomaHoa

Ha3sHauyeHue

interface gigabitethernet gi_port

015 HacTpoliku 1G-uHTepdeicos

interface port-channel group

L1 HACTPOMKM rpynn KaHanos

interface loopback /oopback_id

[OJ18 HAaCTPOMKM BUPTYabHbIX MHTEpdecos

roe:

— group — NoOpAAKOBbIN HOMep rpynmnbl, obLee KONMYECTBO cornacHo Tabaumue 9 (cTpoKa «Arperaums

KaHanos (LAG)»);

— gi_port — nopaaKosblii Homep 1G-uHTepodeiica, 3agaetca 8 suge: 1..8/0/1..10;
— loopback_id — nopagkoBblit HOMep BUPTYasbHOrO MHTepdeica, obLiee KoIMYecTBo COrnacHo Tab-
nuvue 9 (cTpoKa «Konnuectso BUpTyanbHbix Loopback-nHtepdeiicos»).

Ana MES3508 n MES3508P

Tabnunua 75 — KomaHabl Bbibopa uHTepdelica ana MES3508 n MES3508P

KomaHoa

Ha3HauyeHue

interface gigabitethernet gi_port

L5 HacTpolikn 1G-nHTepdeicos

interface port-channel group

AN HACTPOWKM rpynn KaHanoB

interface loopback loopback_id

[NA HAaCTPOUKM BUPTYasbHbIX MHTepbeiicos

roe:
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— group — NoOpPAZKOBbIA HOMEpP rpynnbl, oblee KoaM4ecTBo coriacHo Tabaunue 9 (cTpoka «Arperaums

KaHanos (LAG)»);

— gi_port — nopaaxosbin Homep 1G-nHTepdeiica, 3agaetca 8 suge: 1/0/1..10;
— loopback_id — nopagkosblit HOMep BUPTYyanbHOrO MHTepdenca, obuiee KOANYECTBO COrNacHo Tab-
nvue 9 (cTpoka «Konunuectso BupTyanbHbix Loopback-nHtepdericos»).

Ona MES3510P

Tabnnua 76 — KomaHabl Bbibopa uHTepdeiica ana MES3510P

KomaHoa

Ha3sHnayeHue

interface gigabitethernet gi_port

L8 HacTpoliku 1G-uHTepdeicos

interface port-channel group

AN HAaCTPOWKM rpynn KaHanoB

interface loopback /oopback_id

[O151 HACTPOMKM BUPTYaNbHbIX MHTEpdeincos

roe:

— group — NoOpAAKOBbIA HOMEP rpynnbl, obliee KoaMYecTBO cornacHo Tabauue 9 (cTpoka «Arperaums

KaHanos (LAG)»);

— gi_port — nopaakosbin Homep 1G-nHTepdeiica, 3agaetca 8 suge: 1/0/1..12;
— loopback _id — nopsagKoBbii HOMep BMPTYyasibHOro UHTepdelica, obliee KoJMYeCcTBO COrlacHO Tab-
nnue 9 (ctpoka «Konunuectso BUpTyanbHbix Loopback-uHtepdelicos»).
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3anucb nHtepdeiica

1..8/0/1..N

HOMEep YCTPOICTBA B CTEKE Homep cnoTa Homep MHTepdelica

KomaHZbl, BBeZEHHble B peXMMe KOHPUrypauum uHTepdeica, NpumeHsaloTca K BbibpaHHOMY
nHTepdelicy.

Huyke npusepeHbl KOMaHAbl AA BXOAA B PEXMMM HacTpoiKku pecaToro Ethernet-uHtepdeica (ana
MES5324) nepBoro ycTpoiCTBa B CTEKE U BXOZa B PEKMM HACTPOMKM rpynnbl KaHanos 1.

console# configure

console (config)# interface tengigabitethernet 1/0/10
console (config-if) #

console# configure

console (config) # interface port-channel I

console (config-if) #

Bbibop AnanasoHa MHTepdencoB OCyLLECTBAAETCA NPM NOMOLLM KOMaHA,:

— interface range fortygigabitethernet portlist — pnsa HacTpoliku ananasoHa fortygigabitether-
net-nHTepdencos;

— interface range tengigabitethernet portlist — nna HacTpoiKkM AnanasoHa tengigabitether-
net-nHTepdencos;

— interface range gigabitethernet portlist — pna HacTpoikm gmanasoHa gigabitethernet-
nHTepdelcos;

— interface range port-channel grouplist — gna HacTpolikK ananasoHa rpynmn nopTos.

KomaHabl, BBeAEHHbIe B J@aHHOM peXXume, NPUMEHAIOTCA K Bbl6paHHOMy Anana3soHy MHTepCbEﬁCOB.

Huke npuBeaeHbl KOMaHAb! AN5 BXOLA B PEXKMM HAaCTPOIMKM aManasoHa Ethernet-uHtepodeiicos ¢ 1 no
10 (ans MES5324) n ans BXxoAa B PEXKMM HACTPOMKM BCEX FPYNM NOPTOB.

console# configure
console (config) # interface range tengigabitethernet 1/0/1-10
console (config-if) #

console# configure

console (config) # interface range port-channel 1-8
console (config-if) #

Tabnnua 77 — KomaHabl pexkuma KoHourypauum nHtepdeiicos Ethernet u Port-Channel

3HavyeHue/3Ha4yeHue .
KomaHda / Aelicmeue
no ymoa4aHuro
shutdown BbIKNOUNTb KOHUTYypupyembln HTepdeiic (Ethernet, port-
—/BK/IIOYEH channel).
no shutdown BKNOUUTL KOHOUTYPUPYEMbBIA MHTEPDENC.
description descr descr: (1..64) [o6asunTb onucaHue nHTepoeiica (Ethernet, port-channel).
no description CMMBONIOB/HeT .
Ypaanutb onucaHune nHtepdeiica.
onucaHus
speed mode mode: (10, 100, 1000, 3apaTb CKOPOCTL Nepesayn gaHHbix (Ethernet).
no speed 10000) YCTaHOBWTb 3HAYEHME MO YMOIYAHMIO.
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duplex mode

no duplex

mode: (full, half)/full

3afatb pexum gynnekca uHtepdeiica (moaHogynneKkcHoe
coeauMHeHue, NonyaynaekcHoe coeamHenue, Ethernet).

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

unidirectional send-only

no unidirectional

—/BbIK/OYEHO

BK/IOYMTb NOPT, OCHALLEHHbIV ABYHANPaBAeHHbIMMU
npuemonepesaTymkamu, B PEXKMM OLHOHaNPaBAEHHOM
nepeaauu.

V TonbKko ana MES3508, MES3508P.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHUIO.

negotiation [cap1
[cap2...cap5]]

no negotiation

cap: (10f, 10h, 100f,
100h, 1000f, 10000f)

BKOUMTbL aBTOCOrNacoBaHWe A1 CKOPOCTU M AynaeKca Ha
HacTpavBaemom MHTepdeiice. MOXKHO yKasaTb onpeseneHHble
COBMECTMMOCTY NapameTpa aBTOCOr/1IaCOBaHUA, eCIv NapameTpbl
He 3afiaHbl, TO NOAAePKMBatOTCA Bce coBmecTumocTtu (Ethernet,
port-channel).

BbIK/NHOUMTL aBTOCOrIACOBaHME AJ/19 CKOPOCTU U AynieKca Ha
HacTpanBaemom MHTepodeiice.

negotiation bypass

no negotiation bypass

—/BKNtOYEHO

BbIK/MOUMTL MPONYCK NpoLeaypbl aBTOCOM/IACOBaHUSA, eCAn
napTHep Ha BCTPEYHOM CTOPOHE He OTBeYaeT.

BKIOUMTbL NPOMYCK NpoLeaypbl aBTOCOMNacoBaHWA, CN NapTHep
Ha BCTPEYHOM CTOPOHE He OTBEeYaeT.

flowcontrol mode

mode: (on, off,

3afatb pexum ynpasneHus notokom flowcontrol (BkntounTs,
OTK/IIOYUTb MW aBTOCOIIacOBaHNe). ABTOCOr1acoBaHue
flowcontrol paboTaeT ToNbKO B CAy4ae, eCIU peXnm

auto)/off aBTOCOrNacoBaHMA hegotiation BK/AOYEH Ha HAacCTPaMBaemMom
nHtepoeiice (Ethernet, port-channel).
no flowcontrol OTKNOUNUTD PEKMM YNPaBAEHUA MOTOKOM.
back-pressure BkntounTtb GyHKLMIO «06PaTHOro AaBNEHUA» HA HACTPaMBaeMoM
nHtepoerice (Ethernet).
—/BbIKAOUEH

no back-pressure

BbIKNOUNTE YHKLMIO «0BPaTHOrO AaBNEeHNA» Ha HAacTpanBaemMom
nHTepoelice.

load-average period

no load-average

period: (5..300)/15

YCcTaHOBWTb Neprog, B TeHeHME KOTOPOro cobnpaeTca cTaTUCTUKA
0 Harpyske Ha nHTepdeiice.
V‘ Mpu aTOM MHTEpBan pac4yérta CHETYUKOB He
M3MeHAeTcA.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

media-type {force-fiber |
force-copper | prefer-fiber}
[auto-failover]

no media-type

—/prefer-fiber

Bbi6paTb TMN KOMBO-NOPTa B KaYeCTBE OCHOBHOMO HOCUTENA.
-force-fiber — paspelueHa akKTMBHOCTb TO/ILKO ONTUYECKOM YacTK
KOMb0-nopTa;

-force-copper — paspelleHa akTUBHOCTb TO/IbKO MeAHOM YacTu
KOMb0-nopTa;

-prefer-fiber — npenmyuLecTBo onTMyeckoro AnHKa.

YCTaHOBUTb 3HAYEHMeE Mo YMOI4aHUIO.

mtu size YcTaHOBUTbL 3HaUeHMe maximum transmission unit (MTU)
V HacTpoiika MTU He pa6oTaeT gna TpaH3UMTHOro TpaduKa.
size: (128..1500)/1500
GanT HacTpoiika npumeHsieTcsa nocsie nepesarpysku
ycTpoiictea.
no mtu YCTaHOBUTb 3HAYEHME MO YMONYAHUIO.
snmp trap link-status BkntounTtb otnpaBky SNMP trap-coobuieHuii 0 CocToAHUMU
—/BKAOYEHO NHTEPdENCHBIX IMHKOB.
no snmp trap link-status OTKAtounTb oTnpaBky SNMP trap-coobLueHui.
hardware profile portmode MepeKkntounTb pexkum noptos XLG1-XLG4.
{1x40g | 4x10g} | KomaHga pgocTynHa ToNbKO A/1A NopToB
—/1x40g V fortygigabitethernet ycrpoiictea MES5324.

V Hactpoiika npumeHsieTca nocne nepesarpysku
yCTpOWCTBA.
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feccl74

—/BbIKAOYEH

fec off

BKOUYNTL perrMM NpPAMOI KoppeKLmm owmnbok cl74 Ha
HacTpanBaemom uHTepodeice (XLG1-XLG4).

Y

V‘ KomaHaa HepoCTynHa ANA CTEKOBbIX IMHKOB.

KomaHaa AOCTynHa TONbKO ANA NOPTOB
fortygigabitethernet ycrpoiictea MES5324.

OTKNOUUTD PEXKMM NPAMOI KOPPEKLMM OLLINBOK.

ip tcp adjust-mss value

value:
(500..1460)/1460 6aiit

no ip tcp adjust-mss

HasHauutb pusunyeckomy nHTepoeiicy Ethernet pasmep TCP
Maximum segment size.
’ WUcnonb3ayetca npu Hanuuum IP address Ha untepdeiice.

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

KomaHObI pexcuma 2a06an6Hol KOHgpu2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKK B pexknume r1ob6asibHOMN KoHdUrypaumm:

console (config) #

Tabnmua 78 — KomaHabl pexxmma obmx HacTpoek nHtepdeica Ethernet n Port-Channel

Komanda 3HavyeHue/3HavyeHue Neiicmeue
no ymoa4YaHuro
port jumbo-frame Pa3spewntb KommyTaTOpy paboTaTb € Kagpamu 601bLIOTO
pasmepa.
V' 3HaueHne maximum transmission unit (MTU) no
ymonuaHuio 1500 6air.
HacTpoiika BCTynuT B cUAy TO/IBKO nocne nepesarpysku
—/3anpeweHo V o
ycTpoiicTBa.
3HaueHne maximum transmission unit (MTU) npu
V HacTpoiike port jumbo-frame 10240 6aiiT.
no port jumbo-frame 3anpeTutb KOMMyTaTOpy paboTaTb ¢ Kagpamu 60nbLIOro
pa3smepa.
errdisable recovery cause BKNIOUMTL aBTOMATMYECKYHO aKTUBALMIO MHTepdelica nocne ero
{all | loopack-detection | OTKNIOYEHMA B CNEAYIOWMNX CNyYanX:
port-security | dotlx-src- - loopback-detection — o6HapyxeHue neTens;
address | acl-deny | stp- - port-security — HapyleHne 6e3onacHOCTM AnA port security;
bpdu-guard | stp-loopback- - dotlx-src-address — HenpoxoxaeHne ayTeHTUdUKauum,
guard | unidirectional-link OCHOBaHHOM Ha MAC-agpecax nosb3osaTesei;
| storm-control | link- - acl-deny — HecooTBeTcTBME cnnckam gocTyna (ACL);
flapping | 12pt-guard | pvst - stp-bpdu-guard — aktnsaums 3awmtel BPDU Guard (nepegaya
| vpc} —/sanpeueHo HecaHKLMOHWPOBaHHOIo naketa BPDU yepes nHTepdeiic);
- stp-loopback-guard — o6Hapy:xeHue netenb npotokosom STP;
- udld — aktuBauwms 3awmTbl UDLD;
- storm-control — 3awuTa OT «lWTOPMa» ANA Pa3IMYHOrO
TpadukKa;
- link-flapping — dnannuHr nMHKa;
- 12pt-guard — npesbilweHne KonnMyecTBa BXOAALMX NaKeToB
dyHKuum L2PT;
- pvst — owmnbKM npoTtokona PVST;
- vpc — ownbKM npotokona VPC.
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no errdisable recovery YCTaHOBUTb 3HaYEHME MO YMOIYaHUIO.
cause {all |
loopack-detection |
port-security |
dotlx-src-address |
acl-deny | stp-bpdu-guard |
stp-loopback-guard | udid |
storm-control |

link-flapping}
errdisable recovery interval q YCTaHOBWTbL BPEMEHHOW MHTEPBaN A/19 aBTOMATUYECKOro
seconds: .
seconds NOBTOPHOTO BK/AOYEHUA HTepdeiica.
- (30..86400)/300
no errdisable recovery cekyHa YCTaHOBWTb 3HAYEHME MO YMONYAHMIO.
interval

default interface [range]
{gigabitethernet gi_port |
fastethernet fa_port |
port-channel group |
loopback loopback_id}

C6pocnTb HACTPOMKK MHTepdeirca nam rpynnbl UHTEPGENCOB Ha

gi_port: (1..8/0/1..28);
3HayYeHuA, YCTaHOB/IEHHbIE MO YMONYAHUIO.

fa_port: (1..8/0/1..24);
group: (1..48);
loopback_id: (1..64)

KomaHOobl pexcuma EXEC

Bua 3anpoca KomaHAHON CTPOKM B pexxunme EXEC:

console#

Tabanuya 79 — KomaHabl pexkmma EXEC

3HayeHue/3HayeHue
no ymon4aHuio
clear counters — C6poCcnTb CTaTUCTUKY ANA BCeX MHTepdeicos.

KomaHda Aeiicmeue

clear counters {oob | giga- C6pocKuTb CTaTUCTMKY AN MHTepdeiica.
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | vlan
vlan_id}

set interface active {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group}

show interfaces {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)
vlan_id: (1..4094)

AKTMBMpOBaTb NopT MK rpynny NOPTOB, BbIKNKYEHHbIX KOMaHAOVI

gi_port: (1..8/0/1..48); shutdown

te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)

MoKasaTb CBOAHYIO MHPOPMALMIO O COCTOAHUM, HACTPOMKE U

gi_port: (1..8/0/1..48); CTaTUCTMKe nopra.

te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

port-channel group} group: (1..48)

show interfaces configura- MoKa3aTb KoHbUIrypaumio nHTepdencos.
tion {oob | gigabitethernet gi_port: (1..8/0/1..48);

gi_port | tengigabitether- te_port: (1..8/0/1..24);

net te_port | fortygiga- fo_port: (1..8/0/1..4);

bitethernet fo_port | port- group: (1..48)

channel group | detailed}

show interfaces status — MoKa3aTb cOCTOAHUE BCeX MHTepdencos.
show interfaces status {oob Moka3saTtb cocToaHue Ethernet-nopTa, rpynnbl NopTos.
| gigabitethernet gi_port | gi_port: (1..8/0/1..48);

tengigabitethernet te_port te_port: (1..8/0/1..24);

| fortygigabitethernet fo_port: (1..8/0/1..4);

fo_port | port-channel group: (1..48)

group | detailed}

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324 113



HELTEX

show interfaces advertise

MoKasaTb MapamMeTpbl aBTOCOr/1acoBaHNA, 06bABAEHHbIE /1A BCEX
MHTepdencos.

show interfaces advertise
{oob | gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group | detailed}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MokasaTb NapamMeTpbl aBTOCOIaCcoOBaHUA, 06bABEHHbIE A5
Ethernet-nopTa, rpynnbl nopTos.

show interfaces description

MoKasaTb onncaHua Bcex MHTepdencos.

show interfaces description
{oob | gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group | detailed}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MokasaTtb onucaHue Ethernet-nopTa, rpynnol nopTos.

show interfaces counters

MoKasaTb CTaTUCTUKY A5 BCEX UHTEepdelicoB.

show interfaces counters
{oob | gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group | vlan
vlan_id | detailed}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)
vlan_id: (1..4094)

MoKasaTb CTaTUCTUKY ANA UHTepdelica.

show interfaces utilization

MoKasaTb CTaTUCTUKY MO HarpysKe 415 BCex nHTepdeincos.

show interfaces utilization
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MokasaTb cTaTUCTUKY NO Harpy3ke ansa Ethernet-nuHtepdelica.

show interfaces mtu {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | vlan
vlan_id | loopback loop-
back_id}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
loopback-id: (1..64);
vlan_id: (1..4094)

MokasaTtb HacTpoliky MTU ans uHtepdelica.

show ports jumbo-frame

MoKa3aTb HacTpoliKy jumbo-frames B KommyTaTope.

show errdisable recovery

MoKa3aTb HAaCTPOMKM AN aBTOMATUYECKOM NOBTOPHOM aKTUBALUK
nopra.

show errdisable interfaces
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MNokasaTtb NPUYMNHY OTKIKOYEHMA NOPTa, rpynnbl NOPTOB U
COCTOAAHWE aBTOMATUYECKOM aKTuBauun.

show hardware profile
portmode

MNoka3saTb pexum noptos XLG1-XLG4.

V' KomaHaa pgocrynHa TonbKo ana MES5324.

[Mpumepbl 8b1NOAHEHUA KOMAHO

= [lokasaTb cOCTOAHME MHTEPDENCOB:

console# show interfaces status

Flow Link Uptime Back
Mdix
Port Type Duplex Speed Neg ctrl State (d,h:m:s) Pressure
Mode Port Mode
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gil/0/1 1G-Copper -- -- -- -- Down -= --
-= Access
gil/0/2 1G-Copper -- -- -- -- Down -= --
- Access
gil/0/3 1G-Copper - - - -— Down - -
- Access
gil/0/4 1G-Copper - - - -— Down - -
- Access
gil/0/5 1G-Copper - - - -— Down - -
- Access
gil/0/6 1G-Copper - - - -— Down - -
- Access
gil/0/7 1G-Copper - - - -— Down - -
- Access
gil/0/8 1G-Copper - - - -— Down - -
- Access
gil/0/9 1G-Copper - - - -— Down - -
- Access
gil/0/10 1G-Copper - - —— -- Down —= -
- Access
gil/0/11 1G-Copper - - —— -- Down —= -
- Access
gil/0/12 1G-Copper - - —— -- Down —= -
- Access
gil/0/13 1G-Copper - - —— -- Down —= -
- Access
gil/0/14 1G-Copper - - —— -- Down —= -
- Access
gil/0/15 1G-Copper - - - -- Down -- -
-= Access
gil/0/16 1G-Copper - - - -- Down -- -
-= Access
gil/0/17 1G-Copper -- -- -- -- Down -= --
-= Access
gil/0/18 1G-Copper -- -- - -- Down -- -—
- Access
gil/0/19 1G-Copper -- -- - --  Down -- -—
- Access
gil/0/20 1G-Copper -- -- - --  Down -- -—
- Access
gil/0/21 1G-Copper -- -- -- -- Down -= --
- Access
gil/0/22 1G-Copper -- -- -- -- Down -= --
- Access
gil/0/23 1G-Copper -- -- - -- Down -- -—
- Access
gil/0/24 1G-Copper -- -- -- -- Down -= --
- Access
tel/0/1 10G-Fiber Full 10000 Disabled Off Up 00,04:37:36 Disabled
Off Trunk
tel/0/2 10G-Fiber Full 10000 Disabled Off Up 00,04:37:10 Disabled
Off Trunk
tel/0/3 10G-Fiber -- -- -— --  Down -- -
-- Access
tel/0/4 10G-Fiber --= --= -= -— Down -= -=
-— Access
Flow Link

Ch Type Duplex Speed Neg control State
Pol -- -- -- -- Not Present
Po2 -— - - -— Not Present
Po3 -- -= -= -- Not Present
Po4 -— - - -— Not Present
Po5 -- -- -- -- Not Present
Po6 -= -= -= -= Not Present
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Po7 -= -= -= -= -= Not Present
Po8 - - - - -— Not Present
Po9 — - - -— -= Not Present
Pol0 - - - - -— Not Present
Poll — - - -— -= Not Present
Pol2 — - - -— -= Not Present
Pol3 - - - - -— Not Present
Pol4d — - - -— -= Not Present
Polb -= - - - -= Not Present
Polb - - - - -— Not Present

MoKasaTb CBOAHYH MHPOPMaLMI0O O COCTOAHWUK, HACTPOMKe U cTatucTuke Ethernet-nopra (pexum
0OTOOPAKEHWNA CTAaTUCTUKK KnaccudurKaumm Tpaduka):

console# show interfaces TengigabitEthernet 1/0/1

tengigabitethernetl/0/1 is down (not connected)
Interface index is 1
Hardware is tengigabitethernet, MAC address is a8:£9:4b:£fd:00:41
Description: ME5100 erl 17.161 te 0/0/1
Interface MTU is 9000
Link is down for 0 days, 0 hours, 3 minutes and 28 seconds
Flow control is off, MDIX mode is off
15 second input rate is 0 Kbit/s
15 second output rate is 0 Kbit/s
0 packets input, 0 bytes received
broadcasts, 0 multicasts
input errors, 0 FCS, 0 alignment
oversize, 0 internal MAC
pause frames received
packets output, 0 bytes sent
broadcasts, 0 multicasts
output errors, 0 collisions
excessive collisions, 0 late collisions
pause frames transmitted
symbol errors, 0 carrier, 0 SQE test error
Output queues: (queue #: packets passed/packets dropped)
1: 0/0
0/0
0/0
0/0
0/0
0/0
0/0
0/0

O OO OO0 Oo0ooOo

O J oy Ul b WN

= [loKasaTb NapameTpbl aBTOCOMNacOBaHUA:

console# show interfaces advertise

Port Type Neg Preferred Operational Link Advertisement
tel/0/1 10G-Fiber Disabled -- --
tel/0/2 10G-Fiber Disabled - -
tel/0/3 10G-Fiber Disabled -- -
tel/0/4 10G-Fiber Disabled - -

fol/0/3 40G-Fiber Disabled - -
fol/0/4 40G-Fiber Disabled -= --
gil/0/1 1G-Copper Enabled Slave --

Pol -= Enabled Slave -=
Po2 —-= Enabled Slave -
Po8 -= Enabled Slave -=
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Oob Type Neg Operational Link Advertisement
oob 1G-Copper Enabled 1000f, 100f, 100h, 10f, 10h
= [loKasaTb CTAaTUCTUKY MO UHTepdencam:
console# show interfaces counters
Port InUcastPkts InMcastPkts InBcastPkts InOctets
tel/0/1 0 0 0 0
tel/0/2 0 0 0 0
tel/0/5 0 0 0 0
tel/0/6 0 2 0 2176
tel/0/7 0 1 0 4160
tel/0/8 0 0 0 0
Port OutUcastPkts OutMcastPkts OutBcastPkts OutOctets
tel/0/1 0 0 0 0
tel/0/2 0 0 0 0
tel/0/3 0 0 0 0
tel/0/4 0 0 0 0
tel/0/5 0 0 0 0
tel/0/6 0 545 83 62186
tel/0/7 0 1424 216 164048
tel/0/8 0 0 0 0
tel/0/9 0 0 0 0
OOB InUcastPkts InMcastPkts InBcastPkts InOctets
oob 0 13 0 1390
OOB OutUcastPkts OutMcastPkts OutBcastPkts OutOctets
oob 3 616 0 39616
= [lokasaTb CTAaTUCTMKY MO rpynmne KaHanos 1:
console# show interfaces counters port-channel I
Ch InUcastPkts InMcastPkts InBcastPkts InOctets
Pol 111 0 0 9007
Ch OutUcastPkts OutMcastPkts OutBcastPkts OutOctets
Pol 0 6 3 912

Alignment Errors: 0

FCS Errors: 0

Single Collision Frames: 0
Multiple Collision Frames: O
SQE Test Errors: 0
Deferred Transmissions: 0
Late Collisions: O
Excessive Collisions: O
Carrier Sense Errors: 0
Oversize Packets: 0
Internal MAC Rx Errors: O
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Symbol Errors:
Received Pause Frames: 0
Transmitted Pause Frames: 0

= [lokasaTb HacTpolKy jumbo-frames B KommyTaTOpE:

console# show ports jumbo-frame

Jumbo frames are disabled
Jumbo frames will be disabled after reset

Tabnunua 80 — OnuncaHme cYeTYNKOB

Cuemyuk OnucaHue
InOctets Konnuectso npuHATbIX 6aiTOB.
InUcastPkts Konnyectso NpPMHATbLIX 04HOAAPECHbIX NAKETOB.
InMcastPkts Konnyectso NPUHATLIX MHOFOaApeCcHbIX MaKeToB.
InBcastPkts Konnyectso NPUHATBIX LWUMPOKOBeELLATeIbHbIX NAaKeTOB.
OutOctets Konnuectso nepeaaHHbIX 6aiToB.
OutUcastPkts Konnyectso nepefaHHbIX O4HOAAPECHbIX NAaKeToB.
OutMcastPkts Konnyectso nepegaHHbIX MHOrOa4peCHbIX MAaKeToB.
OutBcastPkts Konnuyectso nepeaaHHbIX LWMPOKOBeELLLATeIbHbIX MAaKeToB.

Alignment Errors

Ko/IMuecTBO NPUHATBLIX KagPOB C HAPYLWEHHOW LeIOCTHOCTbIO (C KoanyecTBom 6ainTt
He COOTBETCTBYIOLLMM AJINHE) 1 He NPOoLeALINX NPOBEPKY KOHTPOIbHOM CyMMbl
(FCS).

FCS Errors

Konnyectso npuHATLIX KaApPOB C KONMYECTBOM HaiT, COOTBETCTBYIOLMM AJIUHE, HO
He NpoLeALwnxX NPOBEPKY KOHTPObHOMU cymmbl (FCS).

Single Collision
Frames

Konnyectso Kagpos, BOBNEYEHHbIX B €4MHUYHYIO KOIM3MIO, HO BNOC/IEeACTBUM Nne-
penaHHbIX ycnewHo.

Multiple Collision
Frames

Konnuectso KaapoBs, BoBaeYeHHbIX 6onee yem B 04HY KONNU3UIO, HO BNOCAEACTBUN
nepesaHHbIX yCneLwHo.

Deferred Transmis-
sions

Konnyectso Kagpos, ANA KOTOPbIX NepBas NOMbITKa nepegayn oTa0XKeHa 1U3-3a 3aHA-
TOCTU Cpeabl nepeaayun.

Late Collisions

Konunuectso cnyyaes, Koraa Konnmnsma sadmMKcMpoBaHa Nocse Toro, Kak B KaHan
CBA3M yKe bblM NnepeaaHbl nepsble 64 6anT (slotTime) nakeTa.

Excessive Collisions

Konnuectso Kagpos, KOTopble He bblan nepegaHbl U3-3a U36bITOYHOrO KOANYECTBa
KONNU3UNA.

Carrier Sense Errors

Konunuectso cnyyaes, Koraa COCTOAHME KOHTPOA HecyLel H6bi10 noTepaHo, 1Mbo He
YTBEPXKAEHO MpM NomMbITKE Nepeaaym Kagpa.

Oversize Packets

Koanyectso NpuMHATLIX NaKeTOB, Pa3mep KOTOPbIX NPEBbLILLAET MAaKCUMabHbIN pas-
pelleHHbI pasmep Kaapa.

Internal MAC Rx
Errors

Konunuectso KagpoB, KOTOPbIE He OblAN NPUHATLI YCNELWHO M3-3a BHYTPEHHEMN
oWwmnbKKM Npuema Ha yposHe MAC.
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Symbol Errors Ona vuTepodelica, paboTatouiero B pexkmume 100 M6UT/c — KOANYECTBO CyYaes, KO-
roa UMesica HefonNyCTUMbIA CUMBO A@HHbBIX, B TO BPEMA KaK NpaBu/ibHas HecyLan
6blna npeacTaBnieHa.

Onsa nHtepdeitca, paboTatowero B noayayniekcHom pexunme 1000 Méut/c — konu-
YecTBO CNy4YaeBs, KOrga CpeacTBa NpMemMa 3aHATbl B TeYeHUe BpemMeHu, paBHOMY UK
6onbwemy yem pasmep cnota (slotTime), M B Te4eHME KOTOPOTO MMENOCb XOTA Bbl
04HO cobbITUe, KoTopoe 3acTasaneT PHY BbigaBaTh owWMOKY npuema gaHHbIX (Data
reception error) uau owmnbKy Hecyuel (Carrier extend error) Ha GMIL.

[na vHTepodelica, paboTatoLiero B NoJHOM AynaeKcHOM pexxume 1000 M6éuT/c —
KOZIMYECTBO C/ly4YaeB, KOr4a CpeacTBa NPUeMa 3aHATbI B TeYEeHWE BPEMEHM, PaBHOMY
unu 6onblieMy YeM MUHUMAJTbHbIN pasmep Kagpa (minFrameSize), u B TeueHue Ko-
TOPOro MMenochb XoTA 6bl ogHO cobbiThe, KoTopoe 3actasnsaeT PHY BbigaBatb
olWKnbKyY Nnprema faHHbIx (Data reception error) Ha GMIL.

Received Pause
Frames

Konnyectso npuHATbIX ynpasaawowmx MAC-kagpos ¢ Kogom onepaummn PAUSE.

Transmitted Pause
Frames

Konnuyectso nepepaHHbIx ynpasaaowmx MAC-kagpos ¢ kogom onepaumn PAUSE.

5.10.2 Hacmpolika VLAN u pexcumoe Kommymayuu uHmepgeiicoe

KomaHObI pexcuma 2a06anab6HolU KOHguU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKMUMe r106anbHON KOHPUrypaunm:

console (config) #

Tabnnua 81 — KomaHabl pexkmuma rnobanbHo KoHpUrypaumm

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO
vlan database —

KomaHoa Aelicmeue

MNepeiitn B pexxnum KoHourypaumm VLAN.

vlan prohibit-internal-usage
{add VLANIist | remove
VLANIist | except VLANIist |
none}

VLANIist: (2..4094)

- add — pgo6aBuTb ykasaHHble VLAN ID B nepeyeHb 3anpeLieH-
HbIX A1 BHYTPEHHEro UCMO0/b30BaHUA;

- remove — yaannTtb yKasaHHble VLAN ID 13 nepeuHsa 3anpe-
LWEeHHbIX AN1A BHYTPEHHErO UCMOb30BaHMUA;

- except — n06aBWTb B NepeyveHb 3anpeLeHHbIX A1 BHYTPEeH-
Hero ncnonb3osaHuA Bce VLAN ID, 32 nckntovyeHmem yKasaHHbIX
B KayecTBe napameTpa;

- none — ounctutb nepeyerb VLAN ID, 3anpeLueHHbIX ANnA BHYT-
PEHHEero Ncnosib3oBaHuA.

vlan mode {basic | tr101}

—/basic

BK/I1OYMTb BO3MOXKHOCTb A06aBneHna Ha GU3NYECKOM MHTEp-
delice B pexmme customer cpasy ABYX uaeHTUOMKaTOpoB
VLAN.

vlan statistics ingress {low |
high}

—/BbIK/IOYEHO

no vlan statistics ingress
{low | high}

BKkntounTb cbop cTaTUCTUKM gns ananasoHos VLAN:
- low — VLAN 1-2047;
- high — VLAN 2048-4094.

BbikntounTh C60p CTAaTUCTUKU ANA YKA3aHHOIo Anana3oHa.
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vlan tr101 map inner-vlan
c_vlan_id interface {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group}

no vlan tr101 map inner-
vlan c_vlan_id interface {gi-
gabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet
fo_port | port-channel
group}

c_vlan_id: (1..4094);

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

CHATb Ha ¢u3nyeckom MHTepdeice cpasy 2 naeHTndukaTopa
VLAN (B perknme customer), 6a3mpytoack Kak Ha s_vlan_id, Tak
n Ha c_vlan_id. NMpu 3Tom aeicTemne BbINOSHAEGTCA TO/IbKO ANA
TpaduKa, upyuwero c wHTepdelica, yKasaHHOro B [OaHHOM
HacTpoliKe.
- c_vlan_id — naeHTMdmKaLMOHHbIN HOMep BHYTpeHHen VLAN.
- interface — cnucok uHTepdeiicos, K BxoasaLLemy TpaduKy Ko-
TOPbIX BO3MOXHO NMPUMEHEHME AAHHOTO Npasuaa. [uanasoH
HOMEpPOB MHTEPPENCOB MOXKHO 334aTb NepeyncieHnem Yepes
3aNATYIO UM YKa3aTb HA4Ya/IbHOE M KOHEYHOEe 3HAYeHUA Anana-
30Ha Yepes geduc.

' DOna  paboTbl AaHHOW KOMaHAbI

H HacTpoiika pexkuma «vlan mode tr101».

Heobxoguma

Ypaanutb npasuno.

KomaHObI pexcuma KoHguaypayuu VLAN

Bug, 3anpoca KOMaHAHOM CTPOKM B pexkmume KoHdurypaumm VLAN:

console# configure

console (config)# wvlan database
console (config-vlan) #

[aHHbIN peXxnm JoCTyneH U3 pexxmnma rnobanbHon KoHPUrypaumm n npegHasHayYeH gas 3agaHusa
napameTpos KoHourypaumm VLAN.

Tabnuua 82 — KomaHgpbl perkuma koHourypaumm VLAN

KomaHoa

3HayeHue/3HayeHue
no yMmon4aHuio

Aelicmeue

vlan VLANIist [name
VLAN_name]

no vlan VLANIist

VLANIist: (2..4094)
VLAN_name: (1..32)
cumBoNa

[o6asutb VLAN nan Heckosbko VLAN.

Ypanntb VLAN nnaun Heckonoko VLAN.

map protocol protocol [en-
caps] protocols-group
group

no map protocol protocol
[encaps]

protocol: (ip, ipx, ipv6,
arp, (0600-ffff (hex)}*);
encaps: (ethernet,
rfc1042, licOther);
ethernet group:
(1..2147483647);

MpuBA3aTb NPOTOKOA K rpynne NpoToOK0/10B, aCCOLUNPOBAHHbIX
BMmecCTe.

Y4anuTtb NpuBA3KY.
*— Homep npoTokona (16 6uT).

map mac mac_address
{host | mask} macs-group

group

no map mac mac_address
{host | mask}

mask: (9..48)

Mpueazatb MAC-agpec unm gnanaszoH MAC-azpecoB Mo macke K
rpynne MAC-aapecos.

YpanuTtb NpuBA3KY.

KomaHObI pexcuma KoHgpu2ypayuu uHmepgelica (QuanasoHa uHmepgelicos) VLAN

BunAa 3anpoca KOMaHAHOWM CTPOKM B pexxknume KoHpurypaumm nHtepdeiica VLAN:

console# configure

console (config) # interface {vlan vlan id | range vlan VLANIist}
console (config-if) #
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[aHHbIN pexum AO0CTYyNneH U3 pexkuma KoHOUrypauum v npegHasHavyeH ANA 3a4aHuA NapameTpos
KoHduUrypaumm nutepodeica VLAN nnbo grmanasoHa nHTepdeincos.

Bblibop MHTepdeica ocywecTBASETCS NPM MOMOLLM KOMaHAbI:

interface vlan vian id

Bbibop AnanasoHa MHTepdeincoB oCyLLEeCcTBASETCS NPM NOMOLLM KOMaHAb!:
interface range vlan VLANIist

Huxke npmBeaeHbl KOMaHAbl AN BXO4A B PEXMM HAcTpoiku mHTepdeinca VLAN 1 n Bxoga B perkum
HacTpoiku rpynnbl VLAN 1, 3, 7.

console# configure

console (config) # interface vlan !

console (config-if) #

console# configure

console (config)# interface range vlan 1,3,7
console (config-if) #

Tabnnua 83 — KomaHabl pexkMma KoHourypauum nHtepdeiica VLAN

3HaveHue/3HayeHue ”
KomaHoa / Aelicmeue
o ymon4aHuio
name name name: (1..32) LNo6aButb umsa VLAN.
no name CMMBO/I0B/UMA YCTaHOBUTb 3HAaYEHNE MO YMOIYAHUIO.
COOTBETCTBYET HOMEpPY
VLAN

ip tcp adjust-mss value HasHauntb nHTepoericy VLAN pasmep TCP Maximum segment

value: size.

(500..460)/1460 ’ Ucnonb3yetca npu Hannuum IP address Ha uHtepdeiice.

6anT .

no ip tcp adjust-mss YCTaHOBWTb 3HAYEHME MO YMONYAHMIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanasoHa uHmepagelicos) Ethernet, uHmepgelica

epynmnel nopmos

Bua, 3anpoca KOMaHAHOW CTPOKM B pexkume KoHOUrypaumm nuHtepoerica Ethernet, nHrepdeiica
rpynnbl NOPTOB:

console# configure

console (config)# interface {fortygigabitethernet fo port |
tengigabitethernet te port | gigabitethernet gi port | oob | port-channel
group | range {..}}

console (config-if) #

[aHHbIN pexum AO0CTyneH U3 pexkuma KoHOUrypauum M npegHasHavyeH ANs 3a4aHuA NapameTpos
KOHdUrypaumm nHtepdeiica (nopta KoMmyTaTopa UAKM rPYnnbl NOPTOB, PaboTalOWMX B pEKMME pasaeneHus
Harpysku), nMbo ananasoHa nHTepdelicos.
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MopT MoXeT paboTaTb B YETbIPEX PEKMMAX:

— access — vHTepdelic gocTyna — HeTermpoBaHHbI UHTepdelic ana ogHon VLAN;
— trunk — wHTepdeiic, NPUHUMAIOLWMIA TO/IbKO TErMPOBAHHbIN TpaduK, 33 UCKAKOYEHNEM O4-
Horo VLAN, KoTopbIn MOXeT 6biTb A06aBfeH C MOMOLLbIO KOMaHAabl switchport trunk native

vian;

— general — nHTepdeic c nonHon noaaepxkoi 802.1q, NPUHUMAET KaK TETMPOBAHHbIN, TaK U
HeTermpoBaHHbIN Tpaduk;
— customer — Q-in-Q uHTepdeiic.

Tabnnua 84 — KomaHabl pexkmma KoHourypauum uHtepdelica Ethernet

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

switchport mode mode

no switchport mode

mode: (access, trunk,
general,
customer)/access

3agaTtb perkmum paboTbl nopta B VLAN.
- mode — pexum paboTbl nopta B VLAN.

YCTaHOBUTb 3HaYeHMe N0 YMOAYAHMUIO.

switchport access vlan
vlan_id

no switchport access vlan

vlan_id: (1..4094)/1

[ob6asutb VLAN ana untepderica goctyna.
- vlan_id — naeHTMduKaumMoHHbIn Homep VLAN.

YCTaHOBUTb 3HaYeHMe N0 YMOAYAHMUIO.

switchport access accepta-
ble-frame-type {untagged-
only | all}

no switchport access ac-
ceptable-frame-type

—/npuUHMMaTh BCe
TUNbI KagpoB

MprHMMaTbL Ha MHTepdeiice TONBKO Kagpbl onpeseseHHOro Tuna:
- untagged-only — To/bKO HeTerMpoBaHHbIe;
- all — Bce Kagpsl.

MpuHMMaTL Ha MHTepdeiice Bce TUMbI KAAPOB.

switchport trunk allowed
vian all

no switchport trunk al-
lowed vlan all

—/BbIK/IOYEHO

ABTOMaTMYeCKM f06aBuUTb BCe aocTtynHble VLAN gns gaHHoOro
nHTepdeica.

OTKNOYNTb aBTOMaTUYeckoe aobasneHne VLAN.

switchport trunk allowed
vlan add vian_list

switchport trunk allowed
vlan remove vian_list

vlan_list: (2..4094, all)

[ob6asutb cnucok VLAN ana nHtepoeiica.

- vlan_list — cnucok VLAN ID. inana3oH Homepos VLAN MOXHO
3a/aTb NepeyncneHrem yepes 3anATylo UAN YKa3aTb Ha4yaibHOE U
KOHeYyHoe 3Ha4YeHuA AnanasoHa Yepes gedpuc "-".

Ypanute cnucok VLAN gns untepdelica.

switchport trunk native
vlan vian_id

no switchport trunk native
vlan

vlan_id: (1..4094)/1

Oob6asutb Homep VLAN B KauecTtse Default VLAN ana aaHHoro
nHTepdeiica. Becb HeTernpoBaHHbI Tpad K, NOCTYNAOWMNIA HA
[OaHHbIN NopT, onpeaensetcs B aHHyo VLAN.

-vlan_id — npeHTMduUKaLMoHHbIN Homep VLAN.

YCTaHOBUTb 3HAYEHME MO YMOHYAHWUIO.

switchport general allowed
vlan add vian_list [tagged |
untagged]

switchport general allowed
vlan remove vian_list

vlan_list: (2..4094, all)

LOo6asutb cnuncok VLAN ana nutepdeiica.

- tagged — nopt 6yaeT nepenasaTb TErMPOBaHHbIE NaKeTbl ANA
VLAN;

- untagged — nopT byaeT nepesasaTb HETErMPOBAHHbIE NAKETbI
ana VLAN.

- vlan_list — cnucok VLAN ID. inana3oH VLAN MOXHO 334aTb
nepeyncaeHnem Yepes 3anaTyo UAM yKa3aTb Ha4yaNbHOE U
KOHeYyHoe 3HaYeHuA AnanasoHa yepes geopuc "-".

Yaanute cnucok VLAN ans uHtepoelica.

switchport general pvid
vlan_id

no switchport general pvid

vlan_id: (1..4094)/1 —
ecnu yctaHosneH VLAN
N0 YyMOAYaHUIO

[obasutb ngeHtnodukatop VLAN nopta (PVID) Ana ocCHOBHOTO
nHTepdeiica.
-vlan_id — npeHTMduMKauMoHHbIN Homep VLAN nopra.

YCTaHOBUTb 3HaYeHMe nNo YMONYaHUIO.

switchport general in-
gress-filtering disable

—/dunbTpaumsa
BK/IIOYEHa

BbIKNHOUNTL 417 OCHOBHOIO MHTepderica GUNbTPALMIO BXOAALLNX
NakeToB HAa OCHOBE NPUCBOEHHOro UM 3HavyeHuA VLAN ID.
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no switchport general in-
gress-filtering disable

BKAtOUMTb ANA OCHOBHOTO UHTepderica GUNbTPaL MO BXOAALLMX
NakeToB Ha OCHOBe NPUCBOEHHOro um 3HaveHma VLAN ID.

Ecaun dunbTpauma BKAKOYEHA, U NAKET He BxoauT B rpynny VLAN ¢
NPUCBOEHHbIM NakeTy 3HayeHnem VLAN ID, To nakeT
oTbpacbiBaeTcA.

switchport general accepta-
ble-frame-type {tagged-
only | untagged-only | all}

no switchport general ac-
ceptable-frame-type

—/npuHUMaTb BCe
TUNbI KagpoB

MpuHMMaTL Ha nHTepdelice TONbKO Kagpbl onpeseneHHoro Tuna:
- tagged-only — TonbKO TErMpoBaHHble;

- untagged-only — TONbKO HeTerMpoBaHHble;

- all — Bce kagpol.

MpuHUMaTb Ha MHTepdeice BCe TUNbI KagpPOB.

switchport general map
protocols-group group vlan
vlan_id

no switchport general map
protocols-group group

vlan_id: (1..4094)
group:
(1..2147483647)

YcTaHOoBUTL NpaBuao Knaccudumkaumm VLAN ana nHtepdeiica,
OCHOBaHHOE Ha NPUBA3KE K MPOTOKOAY.

- group — NaeHTUOUKALUMOHHbBI HOMEP Fpynnbl;

-vlan_id — naeHTMdMKaLMOoHHbIN Homep VLAN.

Yoanutb npasuio KnaccuduKkalmu.

switchport general map
macs-group group vlan
vlan_id

no switchport general map
macs-group group

vlan_id: (1..4094)
group:
(1..2147483647)

YcTaHoBUTbL NpaBuao Knaccudumkaumm VLAN ana nutepdeiica,
OCHOBaHHOe Ha npusAske kK MAC-agpecy.

- group — nAeHTUOUKALMOHHBIM HOMep rpynnbl;

-vlan_id — naeHTMduMKayMoHHbIN Homep VLAN.

YpanuTe npasuao Knaccudurkaumu.

switchport general map
protocols-group group vlan
vlan_id

no switchport general map
protocols-group group

vlan_id: (1..4094)
group: (1..
2147483647)

YcTaHOBUTbL NpaBuao Knaccudumkaumm VLAN ana nHtepdeiica,
OCHOBaHHOE Ha NPMBA3KE K MPOTOKOY.

- group — nAeHTUOUKALMOHHBI HOMep rpynnbl;

-vlan_id — naeHTMduMKaLuMoHHbIN Homep VLAN.

YpanuTe npasuao KnaccuduKkaumu.

switchport dotlq ethertype
egress stag ethertype

no switchport dotlq
ethertype egress stag

ethertype: (1..ffff)
(hex)/8100

3ameHuTb TPID (Tag Protocol ID) B8 802.1q VLAN-Terax nakeTos,
NCXOAALMX C AaHHOTOo nHTepdeiica.
[Oonyctumble 3HaueHus Ethertype npegcraBneHsbi B
. MpunoxkeHue B. NogaepkuBaemble 3HaueHus Ethertype.

3ameHuTb ethertype ncxogsawero ¢ MHTepdeica naketa Ha
3HaYeHue Mo YMONYaHMIo.

switchport dotlq ethertype
ingress stag add ethertype

switchport dotlq ethertype
ingress stag remove
ethertype

ethertype: (1..ffff)
(hex)

[o6asutb TPID B Tabanuy Knaccupurkatopos VLAN.
Jonyctumble 3HayeHus EtherType cm. MpunoxkeHue B.
Mopaep:knsaemole 3HayeHua Ethertype.

Ypanuts TPID 13 Tabaunubl Knaccupumkatopos VLAN.

switchport customer vian
vlan_id

switchport customer vian
vlan_id inner-vlan vian_id

no switchport customer
vilan

vlan_id: (1..4094)/1

LOo6asutb VLAN ana nonb3oBaTeNIbCKoro MHTepdeica.
-vlan_id — npeHTMduUKaLMoHHbIN Homep VLAN.

[106aBUTb K BXOAALMM HETErMPOBAHHbIM MaKeTamM Ha KAMEHTCKOM
nopTy BHyTpeHHUI 802.1q 3aronosok — C-VLAN (inner-vlan) un
BHewWwHKI 802.1q 3arosI0BOK, coaeprKawimii pvid 4ONONHUTENbHOM
VLAN (S-VLAN).
Ana paboTbl 3TOM KOMaHAblI HEO6XO0AUMO BKIOUYUTD
H rno6anbHo pexum «vlan mode tr101».

YCTaHOBUTb 3HaYeHME N0 YMOHYAHWUIO.

switchport customer mul-
ticast-tv vlan add vian_list

vlan_list: (2..4094, all)

PaspewnTb NPUHUMATL MHOFOAZAPECHbIV TPAPUK M3 YKa3aHHbIX
VLAN (He asnatowmxca VLAN nonb3oBaTenibCKoro nHtepdeica) Ha
HacTpanBaeMom UHTepdelice, COBMECTHO C NOb30BATENAMM
OpYyryx NoNb30BaTENbCKUX NOPTOB, MPUHUMAOLLUX
MHOroazpecHbiii Tpadumk M3 aaHHbIX VLAN.

-vlan_list — cnucok VLAN ID. Aunana3oH VLAN MOXKHO 3agaTb
nepeuncaeHmem Yyepes 3anATyo UAM YKasaTb Ha4yabHOe U
KOHeyHoe 3HayeHus gnanasoHa yepes geduc "-".
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switchport customer mul-
ticast-tv vlan remove
vlan_list

3anpeTuTb NPUHMMaTb MHOTOaAPeCHbIN TpaduK Ha
HacTpanBaemom MHTepoeice.

switchport forbidden vian
add vian_list

switchport forbidden vian
remove vian_list

vlan_list: (2..4094,
all)/sce VLAN
paspeLleHbl NopTy

3anpetuTb gobaBneHme yKasaHHbix VLAN nopry.

-vlan_list — cnucok VLAN ID. Anana3oH VLAN MoOKHO 3agaTb
nepeynciaeHnem Yyepes 3anAaTylo UM yKa3aTb Ha4yaNbHOE U
KOHeYyHoe 3HayeHuMA guanasoHa yepes geduc "-".

PaspewunTb gobasneHme ykasaHHbIx VLAN nopty.

switchport forbidden de-
fault-vlan

no switchport forbidden
default-vlan

Mo ymonuyaHutio
yneHcTso B default
VLAN paspeLieHo

3anpetutb gobasneHmne default VLAN nopry.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

switchport protected-port

no switchport pro-
tected-port

MepeBecT NOPT B PEXKMM U30AALMUN BHYTPU TPYNMbl NOPTOB.

BoccTaHOBUTL 3HaYeHWE NO YMOYAHMUIO.

switchport protected-port
isolate-group {group}

no switchport protected-
port isolate-group {group}

group (1..8)

MepeBecTn NOPT B YKa3aHHYHO rpynny U3onauumn nopTos.

YAanuTb NOPT M3 YKa3aHHOM rpynnbl U301ALMM NOPTOB.

switchport protected {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group}

no switchport protected

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

Mo ymonyanuio
ncnonbsyercs
MapLpyTU3auma no
6ase gaHHbIX
n3y4yeHHbIx MAC-
agpecos (FDB)

MepeBecTu NopT B pexkum Private VLAN Edge. OTmeHneT
MapLpyTU3auuio no 6ase gaHHbIx M3yyeHHbIx MAC-agpecos (FDB)
M HanpaBAseT BECb O4HOAAPECHbIN, MHOFOaAPECHbIN U
LWMpPOKoBeLWaTeNbHbIN Tpaduk Ha uplink-nopT.

OTKNOUYNTL OTMEHY MapLLPYTM3aLmMmu no 6ase AaHHbIX U3YYEHHbIX
MAC-agpecos (FDB).

switchport default-vlan
tagged

no switchport default-vlan
tagged

YCTaHOBWTb NOPT Kak Ternpytowmii 8 aedontHol VLAN.

YCTaHOBUTb 3HAYEHME N0 YMOHYAHWUIO.

KomaHObi pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console#

Tabnuua 85 — KomaHab! pexxkmma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aelicmeue

show vlan

MNokasatb uHopmauuto no scem VLAN.

show vlan tag vian_id

vlan_id: (1..4094)

Mokaszatb uHoopmauuto no VLAN, nouck no naeHtuduKkatopy.

show vlan internal usage

MokasaTtb cnncok VLAN ana BHYTpeHHero ncnonb3oBaHuA
KOMMYTaTOpOM.

show default-vlan-mem-
bership [gigabitether-

net gi_port | tengiga-
bitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | de-
tailed]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MokasaTtb cocTtas rpynnbl gedpontHon VLAN.
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KomaHOb! pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console#

Tabnnua 86 — KomaHabl pexkmma EXEC

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
o yMOAYAHUIO
show vlan multicast-tv vlan MoKa3aTb NOPTbI-UCTOYHUKN U NPUEMHUKU MHOTOAAPECHOTO
vlan_id vlan_id: (1..4094) Tpadmka B gaHHou VLAN. MopTbI-UCTOYHMKM MOTYT KaK
nepefasaTb, TaK U MPUHNUMATL MHOTOaZPECHbIV TpaduK.

show vlan protocols-groups — MokasaTb MHGOPMaLMIO O rPYNNax NPOTOKO/IOB.
show vlan macs-groups — MokasaTb nHpopmaumio o rpynnax MAC-agpecos.
show interfaces switchport MokasaTb KOHdMrypauuio NopTa, rpynnbl NOPTOB.
{gigabitethernet gi_port | gi_port: (1..8/0/1..48);
tengigabitethernet te_port te_port: (1..8/0/1..24);
| fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port | port-channel group: (1..48)
group}
show interfaces pro- Moka3aTb cocTosHMe NopToB: B pexkume Private VLAN Edge, B
:::;t;;:l ;:rrttsi [S;ﬁg:ogl:fther gi__port: (1..8/0/1..48); private-vlan-edge-coobuwecTse.

Ny te_port: (1..8/0/1..24);
bitethernet te_port | for-

L. fo_port: (1..8/0/1..4);

tygigabitethernet fo_port | )
port-channel group | de- group: (1..48)
tailed]

[pumepbl 8bIN0AHEHUS KOMAHO

= [lokaszaTb MHPopmauuto o Bcex VLAN:

console# show vlan

Created by: D-Default, S-Static, G-GVRP, R-Radius Assigned VLAN, V-Voice VLAN
Vlan Name Tagged Ports UnTagged Ports Created by
1 1 tel/0/1-24, D
fol/0/1-4,9i1/0/1,
Pol-16
2 2 S
3 3 S
4 4 S
5 5 S
6 6 S
8 8 S

MNMoKa3aTb NOPTbI-MCTOYHMKN U MPUEMHUKN MHOFoagpecHoro Tpaduka B VLAN 4:

console# show vlan multicast-tv vlan 4

Source ports : te0/1
Receiver ports: te0/2,te0/4,te0/8

= [loka3aTb MHGOPMaLMIO O rpynnax NPOTOKO/OB:

console# show vlan protocols-groups
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Encapsulation Protocol Group Id
0x800 (IP) Ethernet 1
0x806 (ARP) Ethernet 1
0x86dd (IPvob) Ethernet

MokasaTtb KoHPUrypaumio noprta TenGigabitEthernet 0/1:

console# show interfaces switchport TengigabitEthernet 0/1

Added by: D-Default, S-Static, G-GVRP, R-Radius Assigned VLAN, T-Guest VLAN, V-Voice
VLAN

Port : tel/0/1

Port Mode: Trunk

Gvrp Status: disabled

Ingress Filtering: true

Acceptable Frame Type: admitAll

Ingress UnTagged VLAN ( NATIVE ): 1

Protected: Disabled

Port is member in:

Vlan Name Egress rule Added by

1 Untagged
2 Tagged
3 Tagged
4 Tagged
5 Tagged
6 Tagged
8 Tagged
28 Tagged

N ooy Ul WN
N nunnnn n o

Forbidden VLANS:
Vlan Name

Classification rules:

Protocol based VLANs:
Group ID Vlan ID

Mac based VLANs:
Group ID Vlan ID

5.10.3 Hacmpolika Private VLAN

TexHonorus Private VLAN (PVLAN) nossonseT npousBOAWUTb pasrpaHuyeHune Tpaduka Ha BTOPOM
ypoBHe mozenn OS| mexay nopTamum KOMMYTaTopa, KOTOpble HAaXOo4ATCA B O4HOM LUMPOKOBELLATE/IbHOM
AomeHe.

— Ha kommyTatopax moxeT bbITb CKOHGUIypmnpoBaHo Tpu Tuna PVLAN nopTos:

— promiscuous — NopT, KOTOPbI cNocobeH 0bMeHMBaATLCA AAaHHbIMU MEXAY Nt06bIMK
nHTepdelicamu, Bkatovasa isolated- n community-noptel PVLAN;

— isolated — nopT, KOTOPbI NONHOCTBIO M30/MPOBAH OT APYIrUX NOPTOB BHYTPU OL4HOTO
n Toro e PVLAN, Ho He oT promiscuous-noptoB. PVLAN 610KMpytOT BeCb TpaduK,
MayLnin B CTOPOHYy isolated-nopTos, Kpome TpadurKa CO CTOPOHbI Promiscuous-nopTos.;
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nakeTbl CO CTOPOHbI
promiscuous-nopTos;

isolated-nopToB MOryT nepenasaTbCA TO/IbKO B CTOPOHY

— community — rpynna nopTos, KOTOPbIe MOrYT 0OMEHMBATLCA AAaHHbIMU MeKay cobomn
W promiscuous-nopTamu, 3T MHTepdencobl OTAENEHbI Ha BTOPOM ypoBHe moaenun OS|
OT BCEX OCTa/IbHbIX community-uHTepdeicos, a TakKe isolated-noptos BHyTpu PVLAN.

|_|p0LI,ECC BbIMNOJIHEHUA d)YHKLI,VIVI AOMNONTHUTENbHOIo pasgeneHmA MnopTtoB C NMOMOLWbHO TEXHONOIMKU

Private VLAN npegctasneH Ha pucyHke 53.

Promiscuous ports

==

Trunk ports

VLAN 100

Switch B

VLAN 100
Switch A
A

s
|

Q0

VLAN 201 VLAN 202

VLAN 100 = Primary VLAN

Carries VLAN 100,
201, and 202 traffic

VLAN 201 = Secondary isolated VLAN
VLAN 202 = Secondary community VLAN

VLAN 201

O U

VLAN 202

PucyHok 53 — Mpumep paboTbl TexHonorum Private VLAN
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Bupa 3anpoca KoOMaHAHOM CTPOKK B pexxmume KoHpurypaummn nHtepdeiica Ethernet, nHtepodeiica VLAN,
nHTepdelica rpynnbl NOPTOB:

console# configure

console (config) # interface {tengigabitethernet te port | gigabitethernet
gi port | port-channel group | range {..} | vlan vlan id}

console (config-if) #

Tabnnua 87 — KomaHabl pexkmma KoHourypauum uHtepdelica Ethernet

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

switchport mode private-
vlan {promiscuous | host}

no switchport mode

3apatb pexkum pabotbl nopta B VLAN.

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

switchport mode private-
vlan trunk {promiscuous |
secondary}

no switchport mode pri-
vate-vlan trunk

3apaTtb pexkum pabotbl nopta 8 VLAN Trunk.

YCTaHOBUTb 3HAYEHMeE Mo YMO4aHUIO.

switchport private-vlan
mapping [trunk] pri-
mary_vlan add second-
ary_vlan

switchport private-vlan
mapping [trunk] pri-
mary_vlan remove second-
ary_vlan

no switchport private-vlan
mapping

primary_vlan:
(1..4094);
secondary_vlan:
(1..4094)

[06aBnTb OCHOBHYIO U BTopocTeneHHble VLAN Ha promiscuous-
nHTepoeic.
Ha oauH promiscuous-uHtepdeiic Henb3a A06aBUTb
6onblue ogHoM primary vian.

Ypanutb BTOpocTeneHHble VLAN Ha promiscuous-uHTepdeiice.

YAanuTb OCHOBHYIO 1 BTOpocTeneHHble VLAN.

switchport private-vlan
hostassociation pri-
mary_vlan secondary_vlan

no switchport private-vlan
host-association

primary_vlan:
(1..4094)
secondary_vlan:
(1..4094)

[o6asunTb primary u secondary vlan Ha host-uHtepdeiic.
V Ha oauH host-uHtepdeiic Henb3a pobasutb 6onblue
opgHou secondary vlan.

YAanuTb OCHOBHYIO 1 BTOpocTeneHHble VLAN.

switchport private-vlan as-
sociation trunk pri-

primary_vlan:

[o6asutb primary un secondary vlan Ha trunk-secondary
uHTepoenc.

mary_vlan secondary_vlan (1..4094) Ha oauH trunk-secondary nHrepdeiic Henb3s ao6asuTb
secondary_vlan: 6onble ogHoli secondary vlan.
no switchport private-vian (1..4094) YAanuTb 0OCHOBHYHO M BTopocTeneHHble VLAN.
association trunk
switchport private-vlan [o06asutb Ha PVLAN Trunk-uHTtepdeic VLAN, He yyacTBytoLLel B
trunk allowed vlan add PVLAN.
vlan
vlan: (1..4094)

switchport private-vlan
trunk allowed vlan remove
vlan

Ypanutb Ha PVLAN Trunk-untepdeiice VLAN, He yyacTBytoLLen B
PVLAN.

switchport private-vlan
trunk native vlan vian

no switchport private-vian
trunk native vlan

vlan: (1..4094) / 1

Lo6asutb Homep VLAN, He yyacTsytowyto B PVLAN, B KayecTse
Default VLAN gna PVLAN Trunk-uHtepodeiica.

YCTaHOBUTb 3HaYeHMe N0 YMOJTHAHUIO.
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Tabnnua 88 — KomaHabl pexkuma KoHourypauum nHtepdelica VLAN

KomaHoa

3HayeHue/3HayeHue
1o ymMoA4YaHuro

Aelicmeue

private-vlan {primary |
isolated | community}

no private-vlan

BKkntounTb mexaHun3m Private VLAN 1 3apaTtb TMN uHTepdelica.

OTKNOYMTb MexaHM3m Private VLAN.

private-vlan association
[add | remove]

secondary_vlan

Lo6asuTb (yaanutb) npueasky BTopocteneHHol VLAN K
OCHOBHOW. HacTpolika npumeHnma TosibKo ansa primary VLAN.

no private-vlan association (1..4094) Yaanutb npusAsky BTopocteneHHol VLAN K OCHOBHO.
/" MakcumanbHoe Konnuectso BTopocteneHHbix VLAN — 256.
MaKcumanbHoe Konndectso community VLAN, KoTopble MoryT 6biTb acCOLMMPOBaAHDI

c oaHol ocHoBHOM VLAN — 8.

[Mpumep HacmpolKu uHmMepgelicos Kommymamopa Switch A (pucyHok 53 — [pumep pabomesl mex-

Hoso2uu Private VLAN)

e promiscuous-nopT — interface gigabitethernet 1/0/4
e isolated-nopt — gigabitethernet 1/0/1
e community-nopTt — gigabitethernet 1/0/2, 1/0/3.

exit
1

exit
|

exit
1

exit
|

exit
|

name primary

interface vlan 100

interface gigabitethernet 1/0/1
switchport mode private-vlan host
description Isolate
switchport forbidden default-vlan
switchport private-vlan host-association 100 201

interface gigabitethernet 1/0/2
switchport mode private-vlan host
description Community-1
switchport forbidden default-vlan
switchport private-vlan host-association 100 202

interface gigabitethernet 1/0/3
switchport mode private-vlan host
description Community-2
switchport forbidden default-vlan
switchport private-vlan host-association 100 202

interface gigabitethernet 1/0/4
switchport mode private-vlan promiscuous
description to Router
switchport forbidden default-vlan
switchport private-vlan mapping 100 add 201-202

interface tengigabitethernet 1/0/1
switchport mode trunk

switchport trunk allowed vlan add 100,201-202
description trunk-swl-sw2
switchport forbidden default-vlan

private-vlan primary
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private-vlan association add 201-202
exit

|

interface vlan 201

name isolate

private-vlan isolated

exit

|

interface vlan 202

name community

[pumep HacmpolKu uHmMepgelicos npu pabome mexHosao2uu Private VLAN Trunk

e trunk-isolated nopt — gigabitethernet 1/0/1
e trunk-community nopt — gigabitethernet 1/0/2, 1/0/3
e trunk-promiscous nopT — interface gigabitethernet 1/0/4

interface gigabitethernet 1/0/1

switchport mode private-vlan trunk secondary
description Trunk-Isolated

switchport private-vlan trunk allowed vlan add 301
switchport private-vlan association trunk 100 201
exit

|

interface gigabitethernet 1/0/2

switchport mode private-vlan trunk secondary
description Trunk-Community

switchport private-vlan trunk allowed vlan add 301
switchport private-vlan association trunk 100 202
exit

|

interface gigabitethernet 1/0/3

switchport mode private-vlan trunk secondary
description Trunk-Community

switchport private-vlan trunk allowed vlan add 301
switchport private-vlan trunk native vlan 302
switchport private-vlan association trunk 100 202
exit

|

interface gigabitethernet 1/0/4

switchport mode private-vlan trunk promiscuous
description Trunk-Promiscuous

switchport private-vlan trunk allowed vlan add 301
switchport private-vlan mapping trunk 100 add 201-202
exit

|

interface tengigabitethernet 1/0/1

switchport mode trunk

switchport trunk allowed vlan add 100,201-202
description trunk-swl-sw2

switchport forbidden default-vlan

exit

|

interface vlan 100

name primary

private-vlan primary

private-vlan association add 201-202

exit

|

interface vlan 201

name isolate

private-vlan isolated

exit

|
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interface vlan 202
name community
private-vlan community

5.10.4 Hacmpolika uimepgelica IP

IP-uHTEpdENC co3gaéTca npu HasHayeHun |P-agpeca Ha nwobolt M3 MHTepdelicoB YCTPOMCTBA:
gigabitethernet, tengigabitethernet, fortygigabitethernet, oob, port-channel nau vlan.

BuA 3anpoca KoOMaHAHOWM CTPOKM B pexnume KOHPUrypaumnm nHtepdelica IP.
console# configure
console (confiqg)# interface ip A.B.C.D

console (config-ip) #

[aHHbIN pexXum AOCTYMeH U3 perrMma KOHOUrypaumm v npegHas’HaydeH Ans 3afaHus napameTpos
KoHdUrypaummn nutepdeiica IP.

Tabnnua 89 — KomaHabl pexkmma KoHourypauum uHtepdelica IP

3HavyeHue/3Ha4yeHue .
KomaHda / Aelicmeue
o ymon4aHuio
directed-broadcast BKatounTb PpyHKUMIO NnepeBoga IP directed-broadcast nakerta B
CTaHAAPTHbIV WMPOKOBELLATENbHbIV NAKET U PaspeLlnTb
—/BbIK/IIOYEHO . "
nepeaavy yepes BblIbpaHHbIN UHTepdENiC.
no directed-broadcast 3anpeTtutb TpaHcaaumio IP directed-broadcast naketos.
helper-address ip_address BKkntounTb Nnepeagpecauymio WmpokosellaTesbHbix UDP-nakeTos

Ha onpefeneHHbIN agpec.
- ip_address — IP-aapec Ha3HayeHus, Ha KOTopbIn byayT

ip_address: A.B.C.D
nepeHanpaBAATbLCA NAKEeTbI.

no helper-address ip_ad-
OTKNOUYUTB NepeapecaLmio WMpoKoBeLaTenbHbix UDP-nakeTtos.

dress

ip irdp Pa3pelwwnTb paccbinky aHoHCoB npoTokoa IRDP (ICMP Router
—/BKAOYEHO Discovery Protocol).

no ip irdp OTKNIOUYNUTD PACCHIZIKY aHOHCOB.

ip redirects BKAtOUNTL reHepaLuuio mapLpyTnsatopom coobuieHnin ICMP
—/BKAIOYEHO Redirect.

no ip redirects OTkntounTb oTNpaBKy ICMP Redirect.

[pumepbl 8bIN0AHEHUS KOMAHO

= Bkaountb ¢yHKUMIO directed-broadcast:

console# configure

console (config)# interface PortChannel I
console (config-if)# ip address 100.0.0.1 /24
console (config-if) # exit

console (config) # interface ip 100.0.0.1
console (config-ip) # directed-broadcast
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5.11 Selective Q-in-Q

JaHHaa ¢yHKUMA NO3BONSAET HA OCHOBE CKOHOUIYPUPOBAHHbLIX NpPaBua GUAbBTPALMM MO HOMEpPaMm
BHyTpeHHMX VLAN (Customer VLAN) npoussoamnTb gob6asneHune sHewHero SPVLAN (Service Provider’s VLAN),
nogmeHaTb Customer VLAN, a Tak)Ke 3anpeLuaTb NPoxoxKaeHne TpadmKa.

[nsa ycTpoiicTBa co3aaeTcs CNMCOK NpPaBWAa, Ha OCHOBaHMM KoToporo byaet obpabaTbiBaTbea TpaduK.

Mpasuna Selective Q-in-Q ncnonb3ytoT annapatHble pecypcbl TCAM. CymmapHbii 06bem
’ npasun gna cepsucos Selective Q-in-Q, Security Suite, DHCP Snooping, ARP Inspection, IP
o Source Guard, Port ACL, VLAN ACL. Policy Based VLAN (MAC, Subnet, Protocol), Rate Limit
per VLAN, PPPoE IA, VPC, L2PT, PIM Snooping paBeH pasmepy TCAM onpeaeneHHOro
ycTpoiicTBa (3a BbiueTom 66 NnpaBua No ymonyaHuio). MakcMmanbHoe Konmuyectso SQinQ-
npaBun gna O4UHOYHOrO YCTPOoiCTBa NpuBeaeHo B Tabnuue 9 — OCHOBHble TeXHUYeCKue
XapaKTepPUCTUKWU.
Ecam ycTpoiictBa 06beauHeHbl B cTek, To cepBucbl DHCP Snooping, VLAN ACL, Security
Suite, ARP Inspection, Rate Limit per VLAN, PPPoE IA, L2PT, PIM Snooping ucnonb3syior
TCAM Bcex unit-oB cTeka, a cepBucbl Selective Q-in-Q, Port ACL, IP Source Guard, Policy
Based VLAN (MAC, Subnet, Protocol), VPC ucnonbsyiotr TCAM onpeaeneHHoOro unit-a.
MaKkcumanbHoe cymmapHoe Konunyectso SQinQ-npasun cteka MES5324 — 11600 npasua.
MaKcumanbHoe cymmapHoe Konmnyectso SQinQ-npasun cteka MES33xx — 11136 npasua.
MakcumanbHoe cymmapHoe Koanyectso SQinQ-npasun cteka MES23xx — 3456 npasua.

KomaHObI pexcuma KoHguaypayuu uHmepgelica (Ouana3oHa uHmepgelticos) Ethernet u Port-Chan-

nel
Bupg 3anpoca KOMaHAHOM CTPOKU perknma KOHOUrypauum nHtepdenca:

console# configure

console (config)# interface { gigabitethernet gi port | tengigabitethernet
te port | fortygigabitethernet fo port | oob | port-channel group | range
{..}}

console (config-if)#

Tabnumua 90 — KomaHgbl perkmma KoHourypaumm nHtepdeiica (guanasoHa nHtepdeicos) Ethernet

Komanoa 3HayeHue/3Ha4yeHue Neiicmeue
no ymon4aHuro
selective-qinq list ingress Co34aTb NpaBWJI0, Ha OCHOBAHUM KOTOPOTO K BXOAALLEMY
add_vlan vian_id [in- nakeTy C BHellHel meTkoW ingress_vlan_id 6ypeT pobasnatbca
gress_vlan ingress_vlan_id] vlan_id: (1..4094) BTOpas meTKa vlan_id. Ecavi ingress_vlan_id He yKka3biBaTb —

ingress_vlan_id: (1..4094) | npaBuno byaeT NPUMEHATLCA KO BCEM BXOAALLMM NaKeTam, K
KOTOpbIM He 6binn NpUMeHeHbI Apyrue Npasuna («Npasuao no
YMONYaHMION).

selective-ginq list ingress Co3gaTb 3anpelyatoLee NpasmIo, Ha OCHOBaHMU KOTOPOTO
deny [ingress_vlan in- BXOZsALLME MaKeTbl C BHELWWHE MeTKoW Tera ingress_vlan_id
gress_vlan_id] byayT otbpacbiBaTbea. Ecnv ingress_vlan_id He yka3biBaeTca —
6yayT 0T6pachiBaTbCA BCE BXOAALLME NAKETI.

ingress_vlan_id: (1..4094)

selective-qinq list ingress Co3paTb paspeluatoLlee NpaBmIoO, HA OCHOBAHUM KOTOPOTO

permit [ingress_vlan in- BXOZsALLME MaKeTbl C BHELWWHEN MeTKoW Tera ingress_vlan_id

gress_vlan_id] ingress_vlan_id: (1..4094) | 6yayT nepefasaTbca 6e3 usmeHeHui. Ecam ingress_vlan_id He
yKa3sblBaeTca — b6yayT nepenaBaTbCa BCe BXOAALLME NAKeTbl 6e3
N3MEHEHWUN.
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selective-qinq list ingress Co3aaTb NPaBUaO, Ha OCHOBAHWUM KOTOPOTO BHELLHAS MeTKa

override_vlan vian_id [in- vlan_id: (1..4094); ingress_vlan_id BxogAwero naketa byaeT 3amMmeHATbCA Ha

gress_vlan ingress_vlan_id] ingress_vlan_id: (1..4094) | vlan_id. Ecau ingress_vlan_id He yka3biBaTb — NpaBuio byaer
NPUMEHATHCA KO BCEM BXOAALMM NaKeTam.

no selective-qing list in- YpanuTb ykasaHHOe NpaBuo selective ging ana BXxoaawmx

gress [ingress_vlan vian_id] vlan_id: (1..4094) naketoB. KomaHaa 6e3 napametpa «ingress vlan» yganser

NpPaBWIO MO YMONYaHUIO.

selective-qinq list egress
override_vlan vian_id [in-
gress_vlan ingress_vlan_id]

Co3paTtb NpaBW/IO, Ha OCHOBAHUM KOTOPOTO BHELIHAS METKa
ingress_vlan_id ncxogawero nakeTta 6yaeTt 3ameHATbCA Ha
vlan_id.

vlan_id (1..4094);
ingress_vlan_id: (1..4094)

no selective-qging list

. . vlan_id: (1-4094 YaanuTb cnUcok npaeun selective qing a4na ncxoaawmx nakeTos.
egress ingress_vlan vian_id id: ) A P ana A AALL

KomaHObI pexcuma KoHguypauyuu uHmepagetica VLAN

BunAa 3anpoca KOMaHAHOWM CTPOKM B pexxnume KoHurypaummn nutepoeiica VLAN:

console (config-if) #

Tabanua 91 — KomaHabl pexkuma KoHourypauum nHtepderica VLAN

3HayeHue/3HavyeHue "
KomaHoa / Aelicmeue
no ymon4aHuo
ip management outer-vian Co34aTb NpaBW/IO /15 YyNPaBAeHUS KOMMYTaTOPOM C MOMOLLbIO
outer_vlan_id Q-in-Q Tpaduka.

B kauectBe outer_vlan_id ucnonb3syerca BHewHuit VLAN
(S-VLAN). Ona paboTbl paHHOro npasuna uHTepdeiic
VLAN (C-VLAN) aonxeH 6biTb B coctoaHuu Up.
no ip management Y8anutb co3gaHHoe NpaBuo.

outer_vlan_id: (1-4094)

KomaHOobl pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 92 — KomaHgbl perkmuma EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro

show selective-ginq - OTobpa3unTb cnucok npasun selective ging.
show selective-qginq inter- OTo6pasunTb cnMcok npasun selective ging gna ykasaHHoro
face {gigabitethernet gi_port: (1..8/0/1..48); nopra.
gi_port | tengigabitether- te_port: (1..8/0/1..24);
net te_port | fortygiga- fo_port: (1..8/0/1..4);
bitethernet fo_port | port- group: (1..48)
channel group}
show.ip management [vlan vian_ id: (1-4094) OTtobpasuTb c_nmco« npasua gna ynpasaeHUs KOMMYTaTOPOM C
vlan_id] nomoubto Q-in-Q Tpaduka.

[Tpumepbl 8bINOAHEHUA KOMAHO.

= Cos3paTb NpaBU/IO, Ha OCHOBAHWUW KOTOPOro, BHELLHAS MeTKa BxoAsliero naketa 11 6yaet 3ame-
HATbcA Ha 10.

console# configure
console (config) # interface tengigabitethernet 1/0/1
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console (config-if) # selective-ging list ingress override vlan 10

ingress-vlan 11

console (config-if) # end

=  OT06pasunTb CNNCOK CO3AaHHbIX Npasua selective ging:

console# show selective-ging

ingress te0/1

Direction Interface Rule type

override vlan

Vlan ID

Classification by Parameter

10 ingress vlan 11

5.12 Storm Control gna pasnanuHoro Tpaduka (broadcast, multicast, unknown

unicast)

«LWTopm» BO3HMKaeT BCAeACTBME 4Ype3mepHOro Koamdectsa broadcast-, multicast-, unknown unicast-
co0bLLEeHNI, 0 AHOBPEMEHHO NepesaBaemMblx Mo CETU Yepes OA4MH NOPT, YTO NPUBOAMT K NeperpysKe pecypcos
CeT 1 NOABNEHMIO 3aepKeK. «LLITopmM» MOXKET BO3HUKHYTb MPU HAIMUMK «3aKONbLOBAHHbIX» CEITMEHTOB B CETU

Ethernet.

KommyTaTop uM3MepseT CKOPOCTb MPMHMMAEMOro LIMPOKOBELLATE/IbHOrO, MHOroaApecHoro wu
HEeM3BeCTHOro O4HOaApPecHOro TpaduKa AnA MOPTOB C BK/AKOYEHHbIM KOHTPOJIEM LUMPOKOBELLATENbHOMO

«wTopma» n OT6paCbIBaeT NaKeTbl, EC/IN CKOPOCTb NpeBbilaeT 3a4aHHOE MaKCUMMa/IbHOE 3HA4YEHUE.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

BunA 3anpoca KOMaHAHOM CTPOKM B pexkmme KoHurypaunmn nHtepdeica Ethernet, nHtepdeiica rpynnol

NnopToB:

console (config-if) #

Tabnnua 93 — KomaHgpl pexxunma KoHdurypaumm nHtepdelica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
no ymoa4yaHuro

Aelicmeue

storm-control multicast
[registered | unregistered]
{level level | kbps kbps}
[trap] [shutdown]

no storm-control multicast

level: (1..100);
kbps: (1..10000000)

BK/IIOYNTb KOHTPO/Ib MHOTOAAPecHOro TpaduKa:

- registered — 3aperucTpupoBaHHoOro;

- unregistered — He3aperucTpUpPOBaHHOrO.

- level — o6bem TpadumKa B npou,eHTax OT NPONyCcKHOM cnocobHo-
TV nHTepodeiica;

- kbps — obbem TpadukKa.

Mpu obHapyeHnn mHoroaapecHoro TpaduKka nHTepdeinc mo-
KeT 6bITb OTK/toYeH (shutdown) nnu gobasneHa 3anuchk B XKyp-
Han coobuieHuin (trap).

BbIKNOUMTL KOHTPOJIb MHOTOAAPECHOro TpadumKa.

storm-control multicast
[registered | unregistered]
{pps pps} [trap] [shutdown]

no storm-control multicast

pps: (125.. 19531250)

BK/IIOYNTb KOHTPO/Ib MHOTOAAPecHOro TpaduKa:

- registered — 3apernMcTpmMpoBaHHoOro;

- unregistered — He3aperncTpupoBaHHoro.

- pps — KONIMYECTBO NaKeTOB B CEKYHAY.

Mpw 06HapyKEHNN MHOTOaLPECHOIO TpadUuKa UHTEpPdENC MOXKeT
6bITb OTKAtOYeH (shutdown) nnun gobasneHa 3anuch B XKypHan co-
obLweHni (trap).

BbIK/IIOUNTL KOHTPOIb MHOTOAZPECHOro TpaduKa.
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storm-control unicast {level
level | kbps kbps} [trap]
[shutdown]

no storm-control unicast

level: (1..100);
kbps: (1..10000000)

BK/IHOYNTb KOHTPO/Ib HEM3BECTHOMO OAHOAAPECHOro TpadmKa.

- level — 06bem TpaduKa B NpOLLEHTAX OT MPOMNYCKHOM CNOCO6HO-
TV nHTepodeiica;

- kbps — obbem TpadukKa.

Mpu o0b6HapyeHNN HeM3BecTHOro O4HOAAPECHOro TpaduKa UH-
Tepdeiic MoKeT b6biTb OTKAtOYEH (shutdown) nnu nobasneHa 3a-
NUCb B XKypHan coobuieHuii (trap).

BbIK/IOUNTL KOHTPO/Ib OA4HOAAPECHOTO TpaduKa.

storm-control unicast { pps
pps} [trap] [shutdown]

no storm-control unicast

pps: (125.. 19531250)

BK/IHOYNTb KOHTPO/Ib HEM3BECTHOMO OLHOAAPECHOro TpaduKa.

- pps — KOJIMHECTBO MaKeTOB B CEKYHAY.

Mpu o0bHapyeHNN HEeM3BECTHOro 04HOaAPECHOro TpadmKa MH-
Tepdelic MoxKeT 6bITb oTKAtoYeH (shutdown) nnm gobasneHa 3a-
NMUCb B XKypHan coobuieHunii (trap).

BbIK/IOUNTL KOHTPO/Ib OAHOAAPECHOTO TpaduKa.

storm-control broadcast
{level level | kbps kbps}
[trap] [shutdown]

no storm-control broadcast

level: (1..100);
kbps: (1..10000000)

BK/IOUYNTBL KOHTPO/Ib LIMPOKOBELLLATENbHOMO TpaduKa.

- level — 06bem TpadurKa B NpoueHTax OT NPOonNycKHOM cnocobHo-
T nHTepdeiica;

- kbps — ob6bem TpaduKa.

Mpn 0BbHapyXeHUN LIMPOKOBELLLATENIbHOTO TpadMKa MHTepdec
MO3KeT bbiTb oTKAtouveH (shutdown) man pobasneHa 3anuch B
YKypHan cooblueHwnit (trap).

BbIK/IIOYMTL KOHTPO/Ib LLIMPOKOBELLATENLHOO TpaduKa.

storm-control broadcast
{pps pps} [trap] [shutdown]

no storm-control broadcast

pps: (125.. 19531250)

BK/OYNTL KOHTPO/Ib LMPOKOBELLLATENLHOTO TpaduKa.

- pps — KONMYECTBO MaKeTOB B CEKYHAY.

Mpn 0bHapyeHUN LMPOKOBELLATENIbHOTO TpaduMKa MHTepdeNc
MO3KeT 6biTb oTKAtoYeH (shutdown) unm pgobasneHa 3anucb B
YKypHan cooblueHwnit (trap).

BbIK/IIOYMTL KOHTPO/Ib LUMPOKOBELLATENbHOO TpaduKa.

KomaHOb1 pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnuua 94 — KomaHgpbl perkmuma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show storm-control inter-
face [gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

MokasaTb KoHOUrypauuio GYHKLUKM KOHTPOAA «LTOPMAa» ANA
YKa3aHHoro nopta M6o BCex NoOpToB..

[pumepbl 8bINOAHEHUS KOMAHO

= BK/IOUYNTb KOHTPO/Ib LMPOKOBELLATEIbHOrO, MHOIO3aAPECHOro U ogHOagpecHoro TpaduKka Ha 3-m
nHTepoeiice Ethernet. YcTaHOBUTb CKOPOCTb 414 KOHTPOIMpyemoro Tpaduka — 5000 K6/c: ans wn-
poKoBselatenbHoro, 30 % noaockl NPonNycKaHUA gna BCero MHoroagpecHoro, 70 % Ana HeM3BeCTHOro
04HO0aApPECHOrO.

console# configure

console (config) # interface TengigabitEthernet 0/3

console (config-if)# storm-control broadcast kbps 5000 shutdown
console (config-if) # storm-control multicast level 30 trap
console (config-if) # storm-control unicast level 70 trap
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5.13 lpynnbl arperayun KaHanos — Link Aggregation Group (LAG)

KommyTtatopbl obecneynBatoT NOAAEPKKY Fpynn arperaumm KaHanos LAG B KOAMYECTBE COFMacHO
Tabnuue 9 (cTpoka «Arperaums KaHanos (LAG)»). Kaxkgan rpynna nopToB A0/IXKHA COCTOATbL U3 MHTepdeincos
Ethernet ¢ ogMHaKoBOM CKOPOCTbIO, paboTarowmx B AynaeKCHOM pexume. O6beanHeHMe NOPTOB B rpynny
YBEANYMBAET NPOMNYCKHYIO CMOCOOHOCTb KaHaNa MexKay B3aMMOAENCTBYOWMMMN YCTPOMNCTBAMM U NOBbILWAET
0TKA30yCTOMYMBOCTb. [Pynna NOpTOB ABASETCA A7 KOMMYTATOPA OLHUM NOTUYECKMM NMOPTOM.

YCTpoMNCcTBO noadepKuBaeT ABa perknma paboTbl rpynnbl NOPTOB — CTaTUYeCcKaa rpynna v rpynna,
paboTtatowan no npotokony LACP. PaboTta no npotokony LACP onucaHa B COOTBETCTBYHOLLEM pasgese
KoHUrypauuu.

/" Ecam gna untepdeiica npouseeaeHbl HAaCTPOMKKU, TO ana aobasneHus ero B rpynny cne-
AyeT BepHYTb HAaCTPOIKMU NO YMONUYAHMIO.

JobasneHune nHTepdencos B rpynny arperaumm KaHaaos AOCTYMNHO TOJIbKO B peXXume KoHPUrypaumm
nHTepoeiica Ethernet.

KomaHObI pexcuma KoHguaypauyuu uHmepaetica Ethernet

Bupg, 3anpoca KOMaHAHOM CTPOKM B pexkMme KoHdurypauumn nHtepdelica Ethernet:

console (config-if) #

Tabnnua 95 — KomaHgpl pexxnma KoHdurypaumm nHtepdelica Ethernet

Komanda 3HayeHue/3HayeHue Neiicmeue
o ymon4aHuio
channel-group group mode [ob6asutb ethernet-nuHtepdelic 8 rpynny nopTos.
mode group: (1..48); - on — pobasBuTb NOPT B KaHan 6e3 LACP;
mode: (on, auto) - auto — pobasuTb NopT B KaHan ¢ LACP B pexkmme «active».
no channel-group Yaanutb Ethernet-uHtepdeiic n3 rpynnbl nopToB.

KomaHObI pexcuma KoHguaypauyuu uHmepaetica Port-Channel

Bug, 3anpoca KOMaHAHOW CTPOKM B peXXume KoHdurypaumm nHtepoeiica Port-Channel:

console (config-if) #

Tabnnua 96 — KomaHgp! pexxnma KoHdurypaumm nHtepdeiica Port-Channel

Komanda 3HayeHue/3HayeHue Neiicmeue
o ymon4aHuio
lacp min-links min-links 3apaTb MMHMMaANbHOE YMCN0 aKTUBHbIX IMHKOB B cocTase Port-
Channel, npu KoTopom oH nepexoamt B coctosiHue Up.
min-links: (1..8)/1 Hacrpoiika Bo3moxHa TonbKo npu pabote Port-Channel
B pexkume LACP.
no lacp min-links min-links YCTaHOBWTb 3HaYEHME NO YMOYAHMIO.
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lacp max-bundle max-bun-
dle

max-bundle: (1..8)/8

no lacp max-bundle

3apaTb MaKCMManbHOE YNCN0 aKTUBHBIX JIMHKOB B cocTase Port-
Channel, octanbHble AnHKKM Port-Channel 6yayT nepesegeHbl B
cocTosHue inactive.

AKTUBHbIE NOPTbI BbIGUpPaloTcA No 3HaveHuto lacp
V npuopuTteTa NopTa Uan, NpU PaBHO3HAYHOCTH

HacTpoiika Bo3moXKHa TonbKo npu pabote Port-Channel
B pexkume LACP.

npuoputeTta — NO HOMepy nopTa.
YCTaHOBUTb 3HAYeHWe no YMO/I4aHUIO.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

BunAa 3anpoca KoOMaHAHOWM CTPOKM pexnma rnobanbHoOM KOHOUrypaumm:

console# configure
console (confiqg) #

Tabnnua 97 — KomaHgpl pexxunma rnobanbHon KoHoUrypaumm

3HayeHue/3HayeHue
no yMmon4YaHuo

KomaHda

Aeiicmeue

port-channel load-balance
{src-dst-mac-ip |
src-dst-mac | src-dst-ip |
src-dst-mac-ip-port |
dst-mac | dst-ip | src-mac |
src-ip} [mpls-aware]

—/src-dst-mac-ip

no port-channel load-bal-
ance

3apaTb mexaHM3m 6anaHCUPOBKM Harpysku gns ctpaterum ECMP
W ANA TPYNnbl arpernpoBaHHbIX MOPTOB.

- src-dst-mac-ip — mexaHu3m 6anaHCUPOBKM OCHOBbIBAETCA Ha
MAC-agpece u IP-agpece;

- src-dst-mac — mexaHun3m 6anaHCMPOBKM OCHOBBIBAETCA HA
MAC-agpece;

- src-dst-ip — mexaHn3m H6anaHcMpPoOBKM OCHOBbLIBAETCA Ha IP-
agpece;

- src-dst-mac-ip-port — mexaHnsam 6anaHCMpPOBKU
ocHoBblBaeTca HAa MAC-aapece, IP-agpece n TCP-nopTe
Ha3HayeHus;

- dst-mac — mexaHn3m 6anaHCcMpPOBKKM OCHOBbIBaeTcAa Ha MAC-
agpece nony4yarens;

- dst-ip — mexaHn3m 6anaHCMpPOBKM OCHOBbIBAETCA Ha |IP-
agpece nony4yartens.

- mpls-aware — BKk/oueHune napcuHra L3/L4-3aronoBsKos
nakeTtos ¢ MPLS-meTKamu s BCEro yCTPomncTBa. AKTyalbHO
TO/ILKO C pexxumamm 6anaHcnposkm no L3/L4-3aronoskam
nakera.

Bo3BpaT K HacTporkam 6anaHCUPOBKM HArpy3KM No yMoI4aHULo.

KomaHOobi pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console>

Tabnnua 98 — KomaHabl pexkmuma EXEC

3HayeHue/3HayeHue
Mo yMoA4YaHuo

KomaHda

Aelicmeue

show interfaces channel-

group [group] group: (1..48)

Moka3aTb MHGOPMALMIO MO rpynne KaHanoB..
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5.13.1 Cmamuyeckue 2pynnol azpe2ayuu KaHan0e

dyHKUMen ctaTuyeckux rpynn LAG asasetca ob6beamHeHNe HECKOIbKUX GU3NYECKUX KaHaIoB B OAMH,
YTO MO3BO/ISIET YBENNYUTb MPOMYCKHYHO CMNOCOOHOCTb KaHasna M MOBbICUTb €ro OTKa3oyCTOMYMBOCTb. s
CTaTUYECKMX rpynn NPUOpPMUTET UCMOJIb30BaHNA KaHaNoB B 06beAMHEHHOM My4YKe He 3a4aeTcs.

/ [Ona BkaoueHusa paboTtbl MHTepdeiica B coCTaBe CTAaTUYECKON rpynmnbl UCMONb3YiiTe KO-
maHay channel-group {group} mode on B pexxume KoHdUrypauum cooTBeTCTBYIOLLETO UH-
Tepdeica.

5.13.2 Npomokon azpezayuu KkaHanoe LACP

dyHKUuen npotokona Link Aggregation Control Protocol (LACP) aBnseTca o6beanHEHME HECKONbKUX
dU3MYECKMX KaHanoB B OAMH. ArperMpoBaHWe KaHa/NoB WMCMONb3yeTcs A/1A YBe/MYEHUA MNPOMyCKHOW
CcnocobHOCTM KaHana W MOBbIWEHUA ero oTKasoyctohumsocTn. LACP nossonseT nepepasatb TpaduK no
06begMHEHHbIM KaHanam B COOTBETCTBMM C 3aaHHbIMU NpUOpUTETaMU.

V Ona BKaoueHua pabotbl uMHTepdeiica no npotokony LACP ucnonb3yilte KomaHAay
channel-group {group} mode auto B pexxume KoHPpUrypaumum cooTBETCTBYIOLLErO UHTEP-
deirca.

KomaHObI pexcuma 2a06anab6HolU KOHpuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM peXnma rnobanbHo KOHPUrypaumm:

console (config) #

Tabnuua 99 — KomaHab! pexxkmma rnobanbHon KoHGUrypaumm

3HavyeHue/3HayeHue .
KomaHoa / Aelicmeue
Mo yMmoA4YaHuio
lacp system-priority value YCTaHOBUTbL NPUOPUTET CUCTEMBI.
— value: (1..65535)/1
no |an system-prlorlty YCTaHOBWUTb 3HAYeHUE No YMOAN4YaHULO.

KomaHObI pexcuma KoHgu2ypayuu uHmepapelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHPurypaumnm nHtepdelica Ethernet:

console (config-if) #

Tabanua 100 — KomaHgb! pexxuma KoHdurypaumm nntepoeliica Ethernet

3Ha4yeHue/3HayeHue ”
KomaHda / Aeilicmeue
no ymon4aHuio
lacp timeout {long | short} YCTaHOBUTb aAMUHUCTPATUBHbIV TaliMayT npoTokoa LACP:
Mo ymonyaHutio o
- long — pauTenbHoe Bpema TalimayTa;
ncnonb3yercs o
- short — manoe Bpems TaiimayTa.
- 3HayeHue long
no lacp timeout YCTaHOBWTb 3HaYEeHME N0 YMONYAHMUIO.
lacp port-priority value YcTaHoBUTb NpuopuTeT nHTepdelica Ethernet.
—— value: (1..65535)/1
no lacp port-priority YCTaHOBWTb 3HaYEHME MO YMONYAHMUIO.
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KomaHOb! pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console#

Tabnnua 101 — KomaHab! pexkuma EXEC

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
Mo YyMOAYAHUIO
show lacp {gigabitethernet Mokasatb nHdopmaumio o npotokone LACP ana untepoerica
gi_port | tengigabitether- Ethernet. Ecnn fononHWTeNbHblE NapameTpbl He UCMONb3YIOTCA,
net te_port | fortygiga- gi_port: (1..8/0/1..48); To 6yAeT NoKasaHa BcA MHGopMauus.
bitethernet fo_port} [pa- te_port: (1..8/0/1..24); - parameters — noKasbiBaeT NapameTpbl HACTPOMKHK
rameters | statistics | pro- fo_port: (1..8/0/1..4); NpoTOKONa;
tocol-state] - statistics — nokasbiBaeT cTaTUCTUKY paboTbl NPOTOKONA;
- protocol-state — nokasbiBaeT cocToAHMe paboTbl NPOTOKONA.

show lacp port-channel MokasaTb nHdopmaumio o npotokone LACP ana rpynnbl nopTos.
lgroup] group: (1..48)

[pumepbl 8bINOAHEHUS KOMAHO

= Co3paTb Nnepsyto rpynny noptos, paboTatoLLyto no npotokoay LACP u BKAtovatoLwyto ABa UHTepdelica
Ethernet — 3 n 4. CkopocTb paboTbl rpynnbl — 1000 M6uT/c. YcTaHOBUTL NPUOPUTET CUCTEMbI — 6,
npuoputetbl 12 n 13 gna noptos 3 1 4 COOTBETCTBEHHO.

console# configure

console (config) # lacp system-priority 6

console (config) # interface port-channel I

console (config-if)# speed 10000

console (config-if) # exit

console (config) # interface TengigabitEthernet 1/0/3

console (config-if)# speed 10000

console (config-if) # channel-group 1 mode auto

console (config-if) # lacp port-priority 12

console (config-if) # exit

console (config) # interface TengigabitEthernet 1,/0/4

console (config-if)# speed 10000

console (config-if) # channel-group 1 mode auto

console (config-if) # lacp port-priority 13
( ) #

console (config-if exit

5.13.3 Hacmpolika mexHonozauu Multi-Switch Link Aggregation Group (MLAG)

Kak n LAG, BuptyanbHble LAG no3sonatoT o6beauHUTL OAHY WM HeckonbKo Ethernet-nuHuii ans
yBeANYeHMA CKopocTu K obecneyeHma oTKasoyctonumsocTn. MLAG TaK e u3BecTHa Kak VPC (Virtual port-
channel). Npun 06blMHOM LAG arperMpoBaHHble IMHUK A0KHbI ObITb HA 04HOM GU3MYECKOM YCTPOKCTBE, B
cnydae xe ¢ VPC arpervpoBaHHble JIMHUM HaxoAATCA HA pa3Hbix Gmamnyeckux yctpoicreax. ®yHkuma VPC
No3BO/IAET COEANHNUTD ABa GU3MYECKUX YCTPONCTBA B O4HO BUPTYasbHOE.

’ Mpu HacTpoiiKe VPC Ha 04HOPAHIroBbIX KOMMYTaTOPaX AONXKHA ObITb 0AMHAKOBAA Bepcusn
o nporpammHoro obecneyeHus.
/ VPC Port-Channel KOHTpOAUPYIOTCA TONbKO KOMMYTaTOPOM C poAabto Primary, KommyTa-
Top Secondary ucnonb3yeTt HacTpPoiikK Primary.
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Henb3sa ncnonb3oBartb HacTpoiiky switchport forbidden default-vlan gns peer-link, Tak Kak
H TpadumK npotokona VPC nepepgaetca B default vlan Kak untagged.

KomaHObl pexcuma 2n06aa6HoU KOHGU2ypayuu

BuA 3anpoca KoMaHAHOM CTPOKM pexnma rnobanbHOM KoOHOUrypaumm:

console (confiqg) #

Tabanua 102 — KomaHgbl pexkuma rnobanbHoi KoHdurypaumm

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

vpc domain domain_id

no vpc domain domain_id

domain_id: (1..255)

Co3patb VPC-gomeH.
Ha ogHOMm ycTpoiicTBe MOXKeT 6biTb CO3AaH TO/IbKO
V oauH gomeH VPC. Ha napHbIX yCTPOACTBaX A0/MKEH
6bITb 0guHaKoBbI VPC-gomeH.

Ypanute VPC-gomeH c ycTpolicTBa.

vpc group group_id

no vpc group group_id

group_id: (1..63)

Cospatb VPC-rpynny. [lna Kakaoro arpernpoBaHHOro MHTep-
delica gonKHa bbITb co3gaHa otaensHaa VPC-rpynna. Ha nap-
HbIX ycTpoicTBax Homepa VPC-rpynn foMKHbI COBMAAaTh.
CymmapHoe konuuyectso VPC-rpynn He moXert npe-
V BbIiCUTb 48.

Ypanute VPC-rpynny ¢ ycTponcTea.

vpc

no vpc

—/BbIK/IIOYEHO

BkntounTb pexkum VPC. McnonbayeTtca nocne KoHUrypauum
VPC.

Bbikntountb pexkum VPC.

KomaHObI pexcuma KoHguaypayuu VPC

Bupg, 3anpoca KOMaHAHOM CTPOKM pexmnma KoHdurypaumm VPC:

console (config) # vpc domain domain id
console (config-vpcdomain) #

Tabnnua 103 — KomaHab! pexkuma KoHdurypaumum VPC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

peer link group

no peer link

group: (1..48)

HasHauutb Port-Channel B kauectse peer-link.

UckntounTb Port-Channel 13 yyactma s VPC.

peer detection

no peer detection

—/BbIK/IOYEHO

BkntounTb peer detection protocol.
Peer-detection — [0ONONHUTENbHbI MeXaHU3M,
V obecneuunBatowmii pyHKunMoHmposaHue VPC B cny-
yae obpbiBa peer-link. Moatomy 3anpewiaerca uc-
nonb3oBaHue peer-link gna opraHusauum uHTep-
deiica peer-detection.

BbikntounTb peer detection protocol.

peer detection interval
msec

no peer detection interval

msec: (200..4000 )/700
ms

3a4aTb MHTEpBaa OTNPaBKM coobleHnit peer detection pro-
tocol.

YCTaHOBUTbL 3HaYeHMe N0 YMOJTHAHWUIO.
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peer detection timeout
msec

no peer detection timeout

msec:
(700..14000)/3500ms

3apaTtb Bpema 0XKuaaHua oteeTa peer detection protocol.

YCTaHOBUTb 3Ha4YeHMe N0 YMOHAHMUIO.

peer detection ipaddr
dest_ipaddress
source_ipaddress [port
udp_port]

no peer detection ipaddr

udp_port:
(1..65535)/50000

HacTtpoutb IP-agpec nonyyatena naketos, IP-agpec oTnpasu-
Tena u UDP-nopT ans peer detection protocol.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

peer keepalive

no peer keepalive

BkntounTb cnyxoby keepalive.

BbikntounTtb cnykby keepalive.

peer keepalive timeout sec

no peer keepalive timeout

sec: (2..15)/5

3ajaTb BPemMA OXMAaHMA OTBETA Ha 3anpoc LEeN0CTHOCTU
peer-link.

YCTaHOBUTb 3HaYeHue no YMO4YaHUIO.

role priority value

no role priority

value: (1..255)/100

YCTaHOBWUTb NMPUOPUTET YCTPOMCTBA. YCTPOMCTBO C MEHBLIMM
3HauyeHnem byaeT HasHaveHo Primary.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

system mac-addr mac_ad-
dress

no system mac-addr

Ycranosutb MAC-agpec cuctemol A4 otnpasku 8 VPC-noptbl.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

system priority value

no system

value: (1..65535)/32767

YCTaHOBUTb NPUOPUTET CUCTEMbBI ANA OTAPaBKkK B VPC-nopThbl.
[oneH 6bITb 0ANHAKOBLIM Ha 060UX YCTPOIACTBAX.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

KomaHObI pexcuma KoHgu2ypayuu VPC

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma KoHdurypaumm VPC-group:

console (config)# wvpc group group-id

console (config-group) #

Tabnnua 104 — KomaHab! pexkmuma KoHdurypaumum VPC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

HAelicmeue

domain domain_id

no domain domain_id

domain_id: (1..255)

YcraHosutb VPC-group uneHom VPC-gomeHa.

Uckntountb VPC-group ns VPC-gomeHa.

vpc-port group

no vpc-port group

group: (1..48)

[ob6asutb Port-Channel 8 VPC-rpynny.

UckntounTb Port-Channel ns VPC-rpynnbi

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#
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Tabnmua 105 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
1o ymMon4YaHuro

Aelicmeue

show vpc

OT06pa3unTb MHPopmaumto o KoHourypaumm VPC.

show vpc group id

OT06pa3uTb MHPopMaLMIo 0 Tekywem coctoaHumn VPC Group id.

show vpc peer-detection

OT06pa3unTb cocTosHMe cnyxbbl peer detection protocol.

show vpc role

OT06pas3unTb MHGOPMaLMIO O POSIN YCTPOMCTBA.

show vpc statistics peer {
keepalive | link | detection

}

OT06pa3unTb COCTOAHME CHETYUKOB CNyKObI VPC.

5.14 Hacrpoiika IPv4-agpecauun

B naHHOM pasgene onvcaHbl KOMaHAbI A8 HACTPOMKM CTaTUYECKMX NapameTpos |IP-agpecauum, Takmx
Kak IP-agpec, macka noaceTtu, W03 No ymoayaHuto. Hactponka npotokonoB DNS u ARP onucaHa B
COOTBETCTBYIOLNX pa3aenax AOKYMeHTaumu.

KomaHObI pexcuma KoHgu2ypauuu uHmepgeltica Ethernet, uHmepdgpelica epynnsi nopmos, VLAN,

Loopback

BunA 3anpoca KOMaHAHOM CTPOKM B pexkmme KoHurypaumm nHtepdeica Ethernet, nHtepdeiica rpynnol
noptos, nHTepdeica VLAN, nutepdeica Loopback.

console (config-if)#

Tabanua 106 — KomaHgb! pexxuma KoHpurypaumnm nHtepoeiica

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip address ip_address {mask
| prefix_length}

no ip address [/P_address]

prefix_length: (8..32)

HasHauuTb 3agaHHOMy WHTepdelicy IP-agpeca u mackvm noa-
cetun.
3HaueHMe Macku moxet 6bITb 3anucaHo nnbo B ¢pop-
V mate X.X.X.X, nam6o B popmare /N, rae N — Konuue-
CTBO e4UHUL, B ABOMYHOM NPEACTAaBAEHMU MACKU.

Yaanutb IP-agpec uHTepodeiica.

ip address dhcp

no ip address dhcp

MNonyumnTs IP-agpec ana HacTpansaemoro nHTepdenca ot DHCP-
cepsepa.
V He ucnonb3syetca gna loopback-unrepdeiica.

3anpeTtntb ucnonb3osaHue npotokona DHCP ana nonyyeHma IP-
afpeca BblIbpaHHbIM MHTEpdelicom.

ip unnumbered [vlan
vlan_id | loopback loop-
back_id]

no ip unnumbered

vlan_id: (1..4094);
loopback_id: (1..64)

Pa3pelwntb KOHOUTYpHpPYyemoMy MHTepdelicy 3aMmcTBOBaTh |P-
aapeca VLAN u Loopback-uHTtepdeiica.

OTKAOUUTD d)yHKLI,VIlO 3aMMCTBOBaHMA aapeca.

KomaHObI pexcuma 2a06asab6Hol KoOHpuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKume rnobanbHon KoHGUrypaumm:

console (config) #
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Tabnnua 107 — KomaHabl pexkuma rnobanbHol KoHdurypaumm

3Ha4yeHue/3HayeHue -
KomaHoa Aelicmeue
no ymMoa4YaHuro
ip default-gateway ip_ad- 3agaTb ANA KOMMyTaTOpa agpec LWto3a N0 YMOYAHUIO.
dress —/wno3 no
- YMOJIYaHMIO He 3a4aH -

no ip default-gateway YAanuTb HazHaYeHHbIV agpec W33 MO YMONYaHUIO.
ip helper-address {ip_inter- BkntounTb Nnepeagpecaumio wWnpokosellatenbHbix UDP-nakeTos
face | all} ip_address Ha onpeaeneHHbIN agpec.
[udp_port_list] - ip_interface — IP-agpec uHTepdelica, AnA KOTOporo

BbINOJIHAETCA HAaCTPOWMKa;

- all — nosBonseT BbI6GpaTh Bee IP-uHTEpdElich ycTponcTBa;

- ip_address — |P-aapec Ha3Ha4YeHuWsA, Ha KoTopbIl ByayT
nepeHanpasaATbcA nakeTbl. 3HavyeHume 0.0.0.0 oTKAO4YaeT
nepeagpecauuio;

- udp_port_list — cnucok noptos UDP. LLinpokoBelLaTenbHbIl
TpaduK, HanpaBAEHHbIV Ha NepeyncsieHHble B CNIMCKe NOPTbl,
nofsepraetca nepeagpecaumun. MakcumanbHoe obliee
KOZIMYeCcTBO NOPTOB M a4pecoB Ha ycTpoiicTeo — 128.

—/BbIK/OYEHO

no ip helper-address {ip_in-
terface | all} ip_address

OTMeHUTb Nepeagpecaumio Ha 3a4aHHbIX UHTepdencax.

KomaHObl pexcuma Privileged EXEC

BuAa 3anpoca KoMmaHAHOM CTPOKK B pexxume Privileged EXEC:

console#

Tabnnua 108 — KomaHgb! pexxuma Privileged EXEC

Komanda 3Ha4yeHue/3Ha4yeHue Neiicmeue

o ymMmon4aHuro

clear host {* | word} word: (1..158) Yaanutb U3 namaTn noayyeHHble no npotokoay DHCP 3anucu
T COOTBETCTBMI UMeH UHTepdelicoB u nx IP-agpecos.
CUMBOJI0B "
— Yy4anuTb BCe COOTBETCTBUA.
renew dhcp {gigabitether- OTnpasuTb 3anpoc K DHCP-cepsepy Ha o6HoBAeHMe IP-agpeca.
net gi_port | tengiga- gi_port: (1..8/0/1..48); | - force-autoconfig — npu o6HoBNEHUM IP-agpeca 3arpyskaeTcs
bitethernet te_port | for- te_port: (1..8/0/1..24); | koHdwurypaumsa c TFTP-cepsepa.
tygigabitethernet fo_port | fo_port: (1..8/0/1..4);
vlan vian_id | port-chan- group: (1..48)
nel group | oob} [force-au- vlan_id: (1..4094)
toconfig]
show ip helper-address . OT06pa3unTb TabaunLy Nnepeagpecaummn WupokosewatTenbHbix UDP-
nakeTos.

KomaHObI pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK B pexknume EXEC:

console>
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Tabnmua 109 — KomaHabl pexmma EXEC

KomaHda

3HayeHue/3HayeHue
1o ymMon4YaHuro

Aelicmeue

show ip interface [vrf {vrf-
name | all} | gigabitether-
net gi_port | tengiga-
bitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | loop-
back loopback_id | vlan
vlan_id | oob]

vrf-name: (1..32)
CMMBONA;
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
loopback_id: (1...64)
vlan_id: (1..4094)

MokaszaTtb KoHOUrypaumio IP-aapecaunn Ana ykasaHHOro
nHTepderica nam 0bnacTm BUPTyanbHOM mapLupyTrsaumm (vrf).

5.15 Hactpoika Green Ethernet

Green Ethernet — TEXHO/NOINMA, no3sonAawowand CHU3UTb 3Hepron0Tpe6neHme YCTPOﬁCTBa 3a cyet
OTKNIIOYEHUA NUTAHUA ANA HEAKTUBHbIX 3/TEKTPUYHECKUX MOPTOB U USMEHEHUA YPOBHA NepeaaBaemMoro Curdana
B 3aBUCMMOCTU OT A/IUHbI Kabens.

KomaHObI pexcuma 2a0baab6Hol KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKMUME r106anbHON KOHPUrypaunm:

console (config) #

Tabnnua 110 — KomaHab! pexkuma rnobanbHoi KoHduUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue
no ymoa4yaHuro

Aelicmeue

green-ethernet energy-de-
tect

BKAOUMTL 3HeprocheperatoLLnii pexknm 4Na HEaKTUBHbIX
nopTos.

no green-ethernet
short-reach

no green-ethernet en- /Beinioden OTKAOUMTb SHEprocbeperaowmnin pexXkum Ana HeakTUBHbIX
ergy-detect nopToB.
green-ethernet short- BkntounTb 3HeprocbeperaroLmin pexkMm Ansa NopPToB, K KOTOPbIM
reach NOAK/IIOYAOTCA YCTPOMCTBA C ANMHOW Kabensa noakatoveHus
MeHbLLEe MOPOroBOro 3HAYEHWA, YCTAaHABNIMBAEMOTO C MOMOLLbIO
—/BbIKAtOYEH

KomaHzabl green-ethernet short-reach threshold.

OTKNIOYMTL 3HEprocbeperaroLLmMii PeXKMM Ha OCHOBAHUU OJINHbI
Kabens.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHPurypaumnm nHtepdelica Ethernet:

console (config-if)#

Tabnnuya 111 — KomaHgb! pexkuma KoHdurypaumm nntepdeliica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

green-ethernet energy-de-
tect

no green-ethernet en-
ergy-detect

—/BKAtOYeH

BKAtouMTb 3HEprocbeperaroLLmin pexkum gns nHtepdelica.

OTKNIOYMTb 3HEprocbeperaroLLmnn pexxnum gns nHtTepderica.
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green-ethernet short-
reach

—/BKAtOYEH
no green-ethernet

short-reach

BKOUNTL SHeprocbeperatowmii peskMm Ha OCHOBaHUU A/IMHbI
Kabens.

OTKNOUNTb 3Heprocbeperaowmii PeXKMM Ha OCHOBaHMM ANNHbI
Kabens.

KomaHOb1 pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKKM B pexume Privileged EXEC:

console#

Tabnnua 112 — KomaHgb! pexxkuma Privileged EXEC

3HayeHue/3HayeHue
no ymon4aHuwo

KomaHda

Aelicmeue

show green-ethernet [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
detailed]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

OT06pasunTb CTaTUCTUKY green-ethernet.

green-ethernet power-me-
ter reset

CHPOCUTL CYETUMK M3MEPUTENIA MOLLHOCTH.

[pumepbl 8bIN0AHEHUS KOMAHO

=  OT06pasuTb CTaTUCTUKY green-ethernet:

console# show green-ethernet detailed

Energy-Detect mode: Disabled
Short-Reach mode: Disabled
Power Savings: 82%

Cumulative Energy Saved: 0 [Watt*Hour]

(0.07W out of maximum 0.40W)

Short-Reach cable length threshold: 50m
Port Energy-Detect Short-Reach VCT Cable
Admin Oper Reason Admin Force Oper Reason Length

tel/0/1 on off on off off

tel/0/2 on off on off off

tel/0/3 on off on off off

tel/0/4 on off on off off

tel/0/5 on off on off off

tel/0/6 on off on off off

5.16 Hactpouka IPv6-agpecauun

5.16.1 rpomokon IPv6

KommyTtatopbl noaaep:usatoT paboTy no npoTtokony IPv6. Moageprkka IPv6 sBnaetcs BaXKHbIM
[OCTOMHCTBOM, MOCKOJIbKY MNpoTOoKon [IPv6 npusBaH, B nepcnekTnsBe, NOJIHOCTbLIO 3aMeHUTb agpecauumio
npotokona IPv4. Mo cpasHeHuto ¢ IPv4 npoTtokon IPv6 nmeet paclwmpeHHoe agpecHoe NnpocTpaHcTeo — 128
6uT BmecTto 32. Agpec IPv6 npeactasaseT cobont 8 6/10K0B, pasae/ieHHbIX ABOETOUYMEM, B KaxKaom 61oKe 16
6U1T, 3aNNCaHHbIX B BUAE YeTbIpeX LeCTHAALATEPUYHbIX YMCen.
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MomMmo yBennYeHUA afapecHOro NPOCTPaHCTBA MNPOTOKOA IPV6 MMeeT uepapxXuyeckyto cxemy
agpecaumn, obecrieyvBaeT arperaumio MaplUpyToB, ynpoliaer Tabauuy MapupyTMsaumu, Mnpyv 3TOM
addeKkTMBHOCTL paboTbl MapLIPYTU3aTOPa MOBbLILLAETCA 33 CYET MeXaHN3Ma 0BHapy»KeHUs coceaHMX Y3/10B.

NlokanbHble agpeca IPv6 (IPv6Z) B KOmMMyTaTope HasHavaloTcA WHTepdeicam, nosTomy npwu
ncnoab3oBaHMKM IPv6Z-aapecoB B CMHTAKCUCE KOMAHA, UCNOb3yeTCa caeayowmii popmar:

<ipv6-link-local-address>%<interface-name>

roe:
interface-name — vmsa nHTepdeica:

interface-name = vlan<integer> | ch<integer> | <physical-port-name>

integer = <decimal-number> | <integer><decimal-number>
decimal-number=0|1|2|3|4|5|6|7|8]9

physical-port-name = gigabitethernet (1..8/0/1..48) | tengigabitethernet (1..8/0/1..24) | for-
tygigabitethernet (1..8/0/1..4)

V Ecnu 3HaueHuMe rpynnbl AN HECKONIbKUX FPyNnn NoAapAag, B agpece npotokona IPvé paBHo
Hynto — 0000, TO paHHble rpynnbl MOryT 6biTb onyweHbl. Hanpumep, agpec
FE40:0000:0000:0000:0000:0000:AD21:FE43 moxeT 6bITb COKpaLueH ao FE40::AD21:FE43.
CoKpalleH o He MOryT 6bITb NOABEPrHyTbl 2 pa3aesieHHble HyieBble rpynnbl U3-3a BO3-
HUKHOBEHUA HEOAHO3HAYHOCTM.

V EUI-64 — 310 ngeHtnduKkarop, co3pgaHHblii Ha 6ase MAC-agpeca uHtepdeiica, asnaio-
wmiica 64 maagwmmu 6utamm IPve-agpeca. MAC-agpec pasbusaerca Ha gBe Yactv no 24
6uTta, mexkay KoTopbimu aobaBnserca KoHcTaHTa FFFE.

KomaHObI pexcuma 2a06anab6HolU KOHgu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHoM KOHPUrypaumm:

console (config) #

Tabnuua 113 — KomaHapl pexkruma rnobanbHom KoHbUrypauum

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro

ipv6 default-gateway 3apaTb 3HaYeHMe NoKanbHOro agpeca IPv6-wnto3a no
ibv6_address YMONYaHMIO.
no ipv6 default-gateway YAanuTb HacTponKkM IPv6-wto3a No yMmonyaHuio.
ipv6_address
ipv6 neighbor ipv6_address Co3patb cTaTnyeckoe cootseTcTeme mexay MAC-agpecom
{gigabitethernet gi_port | coceflHero ycTpoiicTea u ero IPv6-agpecom.
tengigabitethernet te_port - ipv6_address — IPv6-agpec;
| fortygigabitethernet - mac_address — MAC-agpec.

fo_port | port-channel
group | vlan vian_id}
mac_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

Ypanutb ctatudeckoe cootseTcTBne mexay MAC-agpecom
cocepgHero ycTpoicTaa u ero IPv6-agpecom.

no ipv6 neighbor
[ipv6_address]
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | vlan vian_id]
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ipv6 icmp error-interval
milliseconds [bucketsize]

no ipv6 icmp error-interval

milliseconds:
(0..2147483647)/100;
bucketsize: (1..200)/10

3apatb orpaHuyeHme ckopoctn ans ICMPv6-coobuieHnin 06
olwmnbKax.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

ipv6 route
prefix[prefix_length
{gateway} [metric]
[distance distance]

no ipv6 route prefix
/prefix_length [gateway]

prefix: X:X:X:X::X;
prefix_length: (0..128);
metric: (1..65535)/1;
distance (1..255)/1

[Jo6aBuTb cTaTuyeckunit mapwpyt IPv6.

- prefix — ceTb Ha3HauyeHus;

- prefix_length — npedurKc macku cetv (KoAMYecTBo eanHUL, B
macke);

- gateway — W03 ANA AOCTYNA K CETU HAa3HAYeHUs;

- distance — afMUHUCTPATMBHAA AMCTAHUMA MapLIpyTa.

Ypanutb ctaTudeckuii mappyt IPv6.

ipv6 unicast-routing

no ipv6 unicast-routing

— /BbIKOYEHO

BK/IIOUNTB NepeHanpaBieHne 04HOAAPECHbIX MAKETOB.

OTKNIOUUTD nepeHanpasaeHne ogHOaApPeCHbIX MAaKETOB.

ipv6 distance {ospf {inter-
as | intra-as} | static}
distance

no ipv6 distance {ospf
{inter-as | intra-as} |
static}

distance
(1.255)/static:1,
OSPF intra-as:30,
OSPF inter-as:110

YCTaHOBWUTb 3HaYEHWE agMUHUCTPATMBHOMN ancTaHumm (AD) ans
BCEX MapLUPYTOB YKa3aHHOro Tuna.

- ospf inter-as — ycTaHOBUTb 3HaueHMe AD AnA MeXK30HaNbHbIX
MapLpYTOB, NPUHATLIX N0 NpoTokony OSPF;

- ospf intra-as — yctaHoBUTb 3Ha4YeHue AD ana
BHYTPWM30OHa/IbHbIX MapLIPYTOB, NPUHATbIX N0 NpoTokoay OSPF;
- static — yctaHoBUTb 3HaYeHMe AD ana ctaTyeckmx
MapLUpyTOB.

YCTaHOBUTb 3HaYeHMe no YMONYaHUIO.

KomaHObI pexcuma KoHguaypauuu uHmepgpetica (VLAN, Ethernet, Port-Channel)

Bupg, 3anpoca KOMaHAHOM CTPOKU perknma KOHOUrypauum nHtepdenca:

console (config-if) #

Tabnnua 114 — KomaHgbl pexkuma KoHdurypaumm nntepoeliica (Ethernet, VLAN, Port-channel)

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ipv6 enable

no ipvé enable

—/BbIK/IOYEHO

BkAtounTb nopaeprKy IPv6 Ha nHtepdeiice.

OTKNtOUUTL NoaaepKKy IPV6 Ha nHTepdeiice.

ipv6 address ipv6_address/pre-
fix_length [eui-64] [anycast]

no ipv6 address [ipv6_ad-
dress/prefix_length] [eui-64]

prefix-length: (0..128)
((0..64) ecnn
Mcnonb3yeTca napamerp
eui-64)

3apaTb IPv6-agpec Ha uHTepodelice.

- ipv6_address — |Pv6-agpec, HasHauyeHHbI MHTepdeicy (8
6710K0B, pasfefieHHbIX ABOETOUMEM, B KaxKaom 6aoke 16 6uT,
3aMucaHHbIX B BUAE YeTblpex LWecTHaALaTePUYIHbIX Yncen);

- prefix_length — pnvHa npedukca IPv6 — gecatMyHoe 4ncno
— KO/IMYEeCTBO cTapimx 6UT agpeca cocTaBAaAoLWmMX npeduKc;

- eui-64 — naeHTUPUKATOP, CO3AaHHbIN Ha H6ase MAC-agpeca
nHTepderica, 3anucbiBaeTcs B 64 mnagwmx buta IPve-agpeca;

- anycast — yKa3bIBaeT, YTo 3afaHHbI agpec anycast-agpec.

Ypanutb IPv6-agpec c uHTepodeiica.

ipv6 address autoconfig

no ipv6 address autoconfig

Mo ymonyaHutio
aBTOMaTUyecKas
KOHbUrypauma BKIOYEHa,
ajpeca He Ha3HayeHbl.

BKntounTb aBTOMaTU4YecKyto KoHdurypaumio IPv6-agpecos Ha
nHtepderice. Aapeca HacTpamBaloTCcA B 3aBUCMMOCTU OT Mpe-
¢uKcoB, KoTopble MoayvyeHbl B coobweHuax «Router
Advertisement».

YCTaHOBUTb 3HaYeHMe N0 YMOHYAHWIO.

ipv6 address ipv6_address/pre-
fix_length link-local

no ipv6 address [ipv6_ad-
dress/prefix-length link-local]

Mo YMONYaHUIO 3Ha4YeHune
JI0OKaNbHOrO agpeca:
(FES0::EUI64)

3apaTb NOKanbHbIN IPv6-aapec uHtepdeiica. Crapwme 6uTbl No-
KanbHbIX IP-agpecos B IPv6 — FE80::

YaanuTb nokanbHbIN IPv6-agpec.
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ipv6 nd dad attempts at-
tempts_number

3a4aTb KoAM4ecTBo coobleHMin-Tpeb6oBaHui, nepeaaBaembix
NHTepdercom B3aMMOLENCTBYIOLLEMY YCTPOMCTBY B Cy4Yae 06-

no ipv6 unreachables

(0..600)/1 HapyXeHua aybamnkaumm (Konamsuu) IPve-agpeca.

no ipv6 nd dad attempts BepHyTb 3HaYeHne N0 yMon4YaHuio.

ipv6 unreachables Bkntountb ICMPV6-cOOBLWEHNA O HEAOCTUKMMOCTM agpecaTta
—/enabled npv nepeaaye NAaKeToB Ha onpeaeieHHbI MHTepdeic.

YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

ipv6 mid version version

" " version: (1..2)/2
no ipvé mld version

Onpepenutb Bepcuto npoTtokona MLD ans nHtepodeiica.

YCTaHOBUTb 3Ha4YeHMe N0 YMOHAHMUIO.

KomaHObI pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexxkunma Privileged EXEC:

console#

Tabanua 115 — KomaHgbl pexuma Privileged EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aeiicmeue

show ipv6 neighbors
{ipv6_address | giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | vlan
vlan_id}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

MNokasatb MHopmaumo o coceaHux IPv6-ycTpoiicTeax, co-
JeprKallytocs B Kalle.

clear ipv6 neighbors

OunMCTUTL K3, cofepKawmii MHOOPMALMIO O COCeaHMX
yCTpoMcTBax, paboTatowwmx no npotokony IPv6. UHdopmauma
O CTaTUYEeCKUX 3aNnCAX COXPaHAETCA.

show ipv6 distance

MoKasaTb 3HaYeHNe agMUHUCTPATUBHOW AUCTAHLUM ANA pas-
JINYHBIX UCTOYHUKOB MapLIpyTa.

KomaHOowbl pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnuua 116 — Komanapl pexkuma EXEC

3Ha4yeHue/3HayeHue
no ymon4aHuro

KomaHda

Aelicmeue

show ipv6 interface [brief |
gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | loopback | vlan
vlan_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

MoKasaTb HaCTPOMKM NPOTOKoa IPV6 A4 yKa3aHHOTO MHTep-
deiica.
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show ipv6 route [summary
| local |connected | static
| ospf | icmp | nd |
ipv6_address/ipv6_prefix |
interface {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | loopback | vlan
vlan_id}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

MokasaTb Tabaunuy IPv6-mapLipyTos.

5.17 HacTtpoiKa npoToKo/i0B

5.17.1 Hacmpoiika npomokona DNS — cucmembl 0OMeHHbIX UMeH

OcHoBHoW 3agayeit npotokona DNS asnsetca onpegenexue IP-agpeca y3na cetv (xocTa) no 3anpocy,

cogepauwemy ero AOomeHHoe uma.

cooTBeTCTBYHOWMX MM IP-agpecos BegeTca Ha DNS-cepeepax.

KomaHObI pexcuma 2a06ana6HolU KOHpuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU B pexknume r1ob6asibHON KoHdUrypaumm:

console (config) #

Tabanua 117 — KomaHgb! pexuma rnobanbHoi KoHduUrypaumm

ba3a pgaHHbIX COOTBETCTBUM AOMEHHbIX MMEH Y3/10B CeTUn "

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip domain lookup

no ip domain lookup

—/BKAKOYEHO

Pa3spewwunTb ncnonb3osaHue npotokosa DNS.

3anpeTuTb Ucnosb3oBaHMe NnpoTokoaa DNS.

ip dns server

no ip dns server

—/BbIKOYEH

BkntounTb paboTy DNS-cepsepa.

Bbikntountb paboTty DNS-cepsepa.

ip name-server
{serverl_ipv4_address |
serverl_ipv6_address |
serverl_ipv6z_address}
[server2_address] [...]

no ip name-server
{serverl_ipv4_address |
serverl_ipv6_address |
serverl_ipv6z_address}
[server2_address] [...]

OnpeaennTb IPv4/IPv6-aapeca ans aoctynHbix DNS-cepsepos.

Ypanuts IP-agpec DNS-cepBepa 13 cnncka AOCTyNHbIX.

ip domain name name

no ip domain name

name: (1..158) cumsonos

Ol'lpe,ﬂ,el'IVITb AOMEHHOE UMA NO YMOZTHaHUIO, KOTOpOoe 6y,u,eT
MCNONb30BaTbCA I'IpOI'paMMOl;I, ANAa AONONHEHUA

HenpaBW/ibHbIX AOMEHHbIX UMEH (,CI.OMeHHbIX MMeH 6e3 TO“IKVI).

[N AOMEHHbIX MMeH 6e3 TOUYKM B KoHel, uMmeHu ByaeT
£06aBNATLCA TOUYKA U YKa3aHHOE B KOMaHAe 4OMEHHOe UMS.

YaanuTb JOMEHHOe MMA MO YMONYAHUIO.
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ip host name address1
[address2 ... address8]

name: (1..158) cumsonos

no ip host name

OnpepenvTb cTaTUYECKNE COOTBETCTBUA MMEH y3/10B ceTh |P-
agpecam, 406aBUTb YCTaHOB/NIEHHOE COOTBETCTBUE B K3LLI.
DyHKUMA nokanbHoro DNS. MorkHo onpeaenuTs A0 BocbMu IP-
agpecos.

Y[anuTb cTaTUdecKue COOTBETCTBUA UMEH Y3/10B ceTu |P-
afpecam.

KomaHObi pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK B pexxkunme EXEC:

console#

Tabnnua 118 — KomaHab! pexkuma EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

*
clear host {name | *} name: (1..158) cumBonos

YpanuTb 3anucb COOTBETCTBUA MMEHU y3na ceTu IP-agpecy Kawa
nmbo Bce 3anucu (*).

show hosts [name]

name: (1..158) cumBonos

OT06pa3nTb AOMEHHOE UMA MO YMOJIYaHUto, cnmcok DNS-
cepBepoB, CTaTUYeCKME U KILLIMPOBAHHbIE COOTBETCTBMA UMEH
y3nos cetu u IP-agpecos.

Mpn MCNoONb30BaHUM B KOMaHAE UMEHMU y3/1a CeTy,
oTobpayKaeTcs COOTBETCTBYOLWMI emy IP-aapec.

show ip dns server

OTo6pa3unTb ctaTyc DNS-cepBepa v CNUCOK AOCTYNHbIX
cepBepos.

show ip dns server cache

OTo6pa3unTb Kaw DNS-cepsepa.

show ip dns server cache
query_name query_type

query_name: (1..158)
CUMBOJIOB:
query_type: (1..255, a,
ptr, aaaa)

OT06pa3nTb NOAPO6HbIN BbIBOA 3aMMCH, BKAOYAKOLWMIA B cebs
oTBeTbl RR Ha AaHHbIV 3anpoc query_name v query_type.

show ip dns server
counters

OT06pa3sunTb 0b6LLee YMCNO 3aMPOCOB M 0BLLEE YNCI0 OTBETOB,
HaWAaeHHbIX B cache-hit.

clear ip dns server cache

Oumnctutb Kaw DNS-cepsepa.

clear ip dns server

— O6HY/IMTb CHETYMKM 3aMPOCOB U OTBETOB.
counters

[pumepbl UC016308AHUA KOMAHO

Mcnonb3osatb DNS-cepsepa no agpecam 192.168.16.35 n 192.168.16.38, ycTaHOBUTb AOMEHHOE UMA
Mo YMOJIYaHMIO — mes:

console# configure
console (config) # ip name-server 192.168.16.35 192.168.16.38

console (config)# ip domain name mes

YCTaHOBUTb CTaTUYECKOE COOTBETCTBUE: Y3e/ CeTU C UmeHeMm eltex.mes nmeet IP-agpec 192.168.16.39:

console# configure
console (config)# ip host eltex.mes 192.168.16.39

5.17.2 Hacmpolika npomoKona ARP

ARP (Address Resolution Protocol — npoTOKon paspelueHus aapecoB) — MNPOTOKOA KaHaNbHOIo
YPOBHSA, BbiNo/HAOWMI dyHKUMIO onpeaeneHma MAC-aapeca Ha OCHOBaHUM coaepralleroca B 3anpoce IP-
agpeca.
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KomaHObI pexcuma 210b6aabHol KOHGuU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHoi KoHGUrypaunm:

console (config) #

Tabnnua 119 — KomaHab! pexuma rnobanbHom KoHduUrypaumm

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
no ymoa4YaHuro
arp ip_address hw_address [o6aBuTb cTaTMyeckyto 3anucb cooTseTcTeums IP- u MAC-
[gigabitethernet gi_port | dopmart ip_addr: A.B.C.D; | aapecos B Tabnmnuy ARP gna yKkasaHHOTo B KOMaHae
tengigabitethernet te_port dopmat hw_address: nHTepdelica.
| fortygigabitethernet H.H.H - ip_address — IP-agpec;
fo_port | port-channel H:H:H:H:H:H - hw_address — MAC-aapec.
group | vlan vian_id | oob] H-H-H-H-H-H;
no arp ip_address gi_port: (1..8/0/1..48); Yaanutb cTaTUYecKyto 3anmch cootseTcTemsa IP- u MAC-aapecos
[gigabitethernet gi_port | te_port: (1..8/0/1..24); 3 Tabaunupl ARP 1A yKasaHHOTo B KOMaHae nHTepdeiica.
tengigabitethernet te_port fo_port: (1..8/0/1..4);
| fortygigabitethernet group: (1..48)
fo_port| port-channel vlan_id: (1..4094)
group | vlan vian_id | oob]
arp timeout sec HacTpouTb BpemMsa KU3HM AMHAMUYECKMX 3anuceit B Tabanue
sec: (1..40000000)/60000 ARP (c).
no arp timeout cex YCTaHOBUTb 3HAYEHME MO YMOMYAHMIO.
ip arp proxy disable OTKNOUMTD penum npokcuposaHma ARP-3anpocos ans
. KOomMmyTaTopa.
- " —/OTK/IOYEH
no ip arp proxy disable BKAOUUTL pexRMM NpoKcMpoBaHmsa ARP-3anpocos anis
KOomMmyTaTopa.

KomaHOb1 pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK B pexume privileged EXEC:

console#

Tabanua 120 — KomaHgbl pexkuma privileged EXEC

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no ymMoa4YaHuro
clear arp-cache YaanuTb Bce AMHaMUYecKue 3anmcu u3 ARP-Tabaunupl (komaHaa
- [AOCTYMNHA TO/IbKO A/1A NPUBUIETMPOBAHHOTIO N0J1b30BaTeNA).
show arp [ip-address ip_ad- dopmar ip_address: MokasaTtb 3anucyn ARP-Tabanupl: Bce 3anucu, duabTtp no IP-
dress] [mac-address A.B.C.D aapecy; dounbtp no MAC-agpecy; dunbTp no nHTepdelicy.
mac_address] [giga- dopmat mac_address: | - ip_address — |P-agpec;
bitethernet gi_port | tengi- H.H.H nan H:H:H:H:H:H | - mac_address — MAC-agpec.
gabitethernet te_port | for- unn H-H-H-H-H-H;
tygigabitethernet fo_port | gi_port: (1..8/0/1..48);
port-channel group | oob] te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)
show arp configuration MoKka3saTtb rnobanbHyto KoHduUrypaumuto ARP n KoHourypaumto ARP
- OnA nHTepdencos.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

Bug, 3anpoca KoMaHAHOM CTPOKKM B pexkume interface configuration:

console (config-if) #
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Tabnunua 121 — KomaHabl pexuma KoHdurypaumm nHtepdeiica Ethernet, rpynnel nHtepdencos, nHtepoeliica
VLAN

3HavyeHue/3Ha4yeHue ”
KomaHda / Aelicmeue
no ymoa4YaHuro

ip proxy-arp BkntounTb pexkum npokcmposaHua ARP-3anpocos Ha

HacTpanBaemom MHTepoeice
- —/BKAIOYEHO

no ip proxy-arp OTKNOUYNUTL PeKMM NPoKcMpoBaHua ARP-3anpocos Ha
HacTpanBaemom MHTepoeice

ip local-proxy-arp BKntounTb Ha nHTepdelice dpyHKumMoHan Local Proxy ARP
(KommyTaTop ByaeT oTBeyaTb Ha ARP-3anpock! K XocTam,
HaxoAALMMCA B TOM YMCNIe Ha 3TOM Xe L3-uHTepdeiice). Ona

—/BbIK/IOYEHO N

paboTbl AaHHOW GYHKUUM Ha NOPTY HEOBXOAMMO BKAOUYUTL
06bI4HbIV Proxy ARP (IP proxy-arp).

no ip local-proxy-arp OTkNtounTb ByHKLMOHan Local Proxy ARP Ha uHTepdoelice.

[pumepbl UC016308AHUS KOMAHO

[JobaBuTb cTtatnyeckyto 3anmcb B ARP-Tabauuy: IP-agpec 192.168.16.32, MAC-agpec 0:0:C:40:F:BC,
YCTAHOBMUTb BPEMSA XKU3HU AMHAMUYecKuX 3anucein B ARP-Tabaunue — 12000 cekyHA:

console# configure

console (config)# arp 192.168.16.32 00-00-0c-40-0f-bc tengigabitethernet

1/0/2
console (config)# arp timeout 12000

= [lokasaTb cogepkmumoe ARP-Tabsmupbl:

console# show arp

VLAN Interface IP address HW address status

vlian 1 te0/12 192.168.25.1 02:00:2a:00:04:95 dynamic

5.17.3 Hacmpoiika npomokona GVRP

GARP VLAN Registration Protocol (GVRP) — npotokon VLAN-peructpauuu. MNpoTokon nossonset
pacnpocTpaHnTb No cetu uaeHTndumkatopbl VLAN. OcHoBHOM ¢yHKUMeN npoTokona GVRP ssnsetcs
obHapyeHne nHdopmaLmm 06 oTCyTCTBYIOWMX B 6a3e AaHHbIX KommyTaTopa VLAN-ceTax npu noayvyeHun
coobuieHnit GVRP. Nonyune nHdopmaumio o6 otcytcreytowmx VLAN, KommyTaTop AobaBnseT ee B cBoto 6asy
OAHHbIX.

KomaHObI pexcuma 2a06anab6Hol KoOHpu2ypayuu

Bua, 3anpoca KomaHAHOW CTPOKM pexkmma rnobanbHon KoHduUrypauuu:
console (config) #

Tabnunua 122 — KomaHabl pexkuma rnobanbHol KoHdurypaumm

3HaveHue/3HavyeHue ”
KomaHda / Aeilicmeue
no ymos14aHuro
gvrp enable / BkaounTb ucnonb3oBaHune npotokona GVRP-kommyTaTtopom.
—/BbIKIOYEH
no gvrp enable BbIKNOUNTB MCNoab3oBaHMe NpPoToKkona GVRP-kommyTaTopom.
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gvrp static-vlan

no gvrp static-vlan

MonyyeHHble no GVRP VLAN 6yayT aBTomaTMyecku fo06aBnatbcs
Bo vlan database.

OTKAoYUTL fobasneHue vlan-0B, NOAYYEHHbIX MO NPOTOKOY
GVRP Bo vlan database.

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (duanasoHa uHmepgpelicos) Ethernet, uHmepdgelica

epyrnnel nopmos

Bug, 3anpoca KOMaHAHOM CTPOKM B pexknume KoHdurypaumm nitepdeiica Ethernet, uHtepdeiica rpynnei

NnopTOoB:

console# configure

console (config) # interface {gigabitethernet gi port | tengigabitethernet

te port |

console (config-if) #

fortygigabitethernet fo port | port-channel group}

Tabnmua 123 — KomaHabl pexkmma KoHpurypaumm uHtepdeliica Ethernet, rpynnbl nHtepdeiicos

no gvrp
vlan-creation-forbid

3HayeHue/3HayeHue .
KomaHda Aelicmeue
no ymoan4aHuro
gvrp enable BkntounTb ncnonbsosaHue npotokona GVRP Ha HacTpansaemom
MHTepodeiice.
—/BbIKAOYEH
no gvrp enable BbIkntounTb Mcnonb3osaHMe npoTokona GVRP Ha HacTpaneaemom
nHTepoelice.
gvrp vlan-creation-forbid 3anpeTnTb AMHAMUYEeCcKoe nameHeHue unm cosganme VLAN ana
HacTpanBaemoro uHTepdeica.
—/pa3pelueHo

PaspewunTb gnHamuyeckoe nameHeHune nnum cosganme VLAN gna
HacTpanBaemoro nHTepoeica.

gvrp registration-forbid

no gvrp registration-forbid

Mo ymonyanumio
cosfaHune un
pernctpauma VLAN Ha
nHTepoelice
paspelueHa

BbINONHUTL CHATUE perncTpaumm ana scex VLAN 1 He gonyckaTtb
€034aHuA UAK perucTpauun Hoebix VLAN Ha ZaHHOM MHTepdeiice.

YCTaHOBUTb 3HAYE€HME MO YMONYAHMIO.

KomaHObI pexcuma KoHguypayuu uHmepgetica VLAN

BuAa 3anpoca KoMaHAHOWM CTPOKK B pexxnume KoHpurypaunm nHtepoeiica VLAN:

console (config-if) #

Tabnunua 124 — KomaHabl pexkuma KoHdurypaumm nntepoeiica VLAN

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

OnucaHue

gvrp advertisement-forbid

no gvrp advertisement-for-
bid

3anpetutb aHoHcuposaHue VLAN no npotokony GVRP.

OTmeHUTb 3anpeT Ha aHoHcmpoBsaHue VLAN no npotokony GVRP.

KomaHObi pexcuma privileged EXEC

Buna 3anpoca KomaHAHOM CTPOKK pexunma privileged EXEC:

console#
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Tabnuua 125 — KomaHapl pexkmma privileged EXEC

Komanda 3HavyeHue/3HayeHue Leiicmeue
no ymoa4YaHuro
clear gvrp statistics OYNCTUTL HAKONJIEHHYIO CTaTUCTUKY NnpoTokona GVRP.
[gigabitethernet gi_port | gi_port: (1..8/0/1..48);
tengigabitethernet te_port te_port: (1..8/0/1..24);
| fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port | port-channel group: (1..48)
group]
KomaHOb! pexcuma EXEC
Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console>
Tabanua 126 — KomaHgb! pexkmuma EXEC
Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
show gvrp configuration Moka3aTb KoH$Urypauuio npotokona GVRP gna ykasaHHoro
[gigabitethernet gi_port | nHTepoerica, 1Mbo ans Bcex MHTepdencos.
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | detailed]
show gvrp statistics loka3aTb HaKONIEHHYIO CTAaTUCTUKY No NpoTokony GVRP ana
[gigabitethernet gi_port | gi_port: (1..8/0/1..48); | ykasaHHOro uHtepodeiica, 1Mbo ansa Bcex MHTepdeincos.
tengigabitethernet te_port te_port: (1..8/0/1..24);
| fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port | port-channel group: (1..48)
group]
show gvrp error-statistics MoKa3aTb CTaTUCTUKY MO oWwmMbKam npu paboTte npoTokona GVRP
[gigabitethernet gi_port | AN yKa3aHHOro uHTepodelica, MmMbo gna Bcex MHTepdercos.
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group]

5.17.4 MexaHu3m obHapyxceHusa nemeno (loopback-detection)

[aHHbIA MeXxaHM3M MO3BOASAET YCTPOMCTBY OTCAEXMBATb 3aKO/bLLOBAHHbIE MOPTbI. [eTaa Ha nopTty
0obHapyKMBaeTcs NyTEM OTCbIIKM KOMMyTaTopom Kagpa (frame) c MAC-agpecom nopta KoMmyTaTopa B rnoJie
Source MAC v wnpoKoBewaTenbHbIM (N0 yMmon4YaHuio) agpecom B none Destination MAC.

KomaHObI pexcuma 210b6aabHol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKume rnobanbHon KoHGUrypaumm:

console (config) #
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Tabnuua 127 — KomaHabl pexkmma rnobanbHom KoHpurypaumm

KomaHda

3HayeHue/3HayeHue
1o ymMoA4YaHuro

Aelicmeue

loopback-detection enable

no loopback-detection enable

—/BbIK/OYEHO

BK/IIOUMTL MeXaHM3M 06HapyKeHUs neTesb 418 KOMMyTaTopa.

BoccTtaHOBUTL 3HAYEHWE N0 YMONYAHUIO.

loopback-detection interval
seconds

no loopback-detection interval

seconds: (10..60)/30
CeKyHA,

YcTaHOBUTbL UHTepBan mexay loopback-kagpamu.
- seconds — UHTepBan BpemeHn mexay LBD-kagpamu.

BoccTtaHOBUTb 3HAYEHWE N0 YMONYAHUIO.

loopback-detection mode
{src-mac-addr |
base-mac-addr |
multicast-mac-addr |
broadcast-mac-addr}

no loopback-detection mode

—/broadcast-mac-
addr

Onpepenntb MAC-agpec HazHayeHwMA, yKasbiBaemblit B LBD-
Kagpe.

- source-mac-addr — B KauecTBe agpeca Ha3HayYeHuA
ncnonb3yetca MAC-agpec nopTa-UCTOYHMKA;

- base-mac-addr — B KauecTBe agpeca HazHaYeHUA UCNob3yeTca
MAC-agpec KommyTaTopa;

- multicast-mac-addr — B KauecTBe agpeca Ha3HayeHUs
MCNONb3yeTca rpynnoBoi agpec;

- broadcast-mac-addr — B kKauecTBe agpeca HazHayeHUs
MNCNONb3YyeTCA WMPOKOBELLATeIbHbIN afpec.

BocctaHOBUTL 3Ha4YeHWe No YMONYaHUIO.

loopback-detection vlan-based

no loopback-detection
vlan-based

—/BbIK/IIOYEHO

BKAOUUTL pexkum obHapyKeHusa netam Bo VLAN. Mpu Hannumm
netnu Bo VLAN agaHHan VLAN 6yaet 3a610KMpoBaHa Ha NopTy, Ha
KoTopom bbina obHapyxkeHa neTns.

OTKNOYUTL pexkum obHapyKeHus netim so VLAN.

loopback-detection vlan-based
recovery-time value

no loopback-detection
vlan-based recovery-time

value: (30..1000000)
/BbIKNOYEHO

3apaTtb Bpems 610KkMpoBkKu VLAN.
- value — Bpems, no ncteyeHme kotoporo VLAN aBTOMaTU4YECKK
pa3bnokumpyeTcs.

3abnokunposaHHble VLAN He ByayT BocCTaHaB/AMBATLCA
aBTOMaTUYECKM.

KomaHOb1 pexcuma KoHgu2ypauuu uHmepgelica (duanasoHa uHmepgpelicos) Ethernet, uHmepdgelica

epyrnnel nopmos

Buna 3anpoca KOMaHAHOM CTPOKM B pexmme KoHdurypaummn nHtepdeica Ethernet, Htepdeiica rpynnbi

nopTOoB:

console# configure

console (config)# interface {gigabitethernet gi port | tengigabitethernet

te port |

console (config-if) #

fortygigabitethernet fo port | port-channel group}

Tabnunua 128 — KomaHgbl pexuma KoHdurypaumm nHtepdeica Ethernet, rpynnbl nHtepdeicos, nHtepdeiica

VLAN

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

loopback-detection enable

no loopback-detection enable

— /BbIKAOYEH

BKAOUMTL MeXxaHU3M o6Hapy>|<eHm| neTesb Ha NOpTy.

BoccTaHOBUTL 3HaYeHWe N0 YMOSYAHUIO.

KomaHObl pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexuma EXEC:

console#
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Tabnmua 129 — KomaHabl pexkmma EXEC

3HayeHue/3Ha4yeHue
no ymoa4YaHuro

show loopback-detec- OT06pa3unTb cocToAHNe MexaHM3Ma loopback-detection.
tion [gigabitethernet
gi_port | tengiga-
bitethernet te_port |
fortygigabitethernet
fo_port | port-channel
group | detailed]

KomaHda Aeiicmeue

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48).

5.17.5 Cemelicmeo npomokonoe STP (STP, RSTP, MSTP), PVSTP+, RPVSTP+

OcHoBHOWM 3agayen npotokona STP (Spanning Tree Protocol) aBnaetca npuseaeHue cetn Ethernet c
MHOXECTBEHHbIMW CBA3AMM K OPEBOBUAHON TOMOIOMMM, MCKAIOYAKOWEN UMKAbI NakeToB. KommyTaTopsl
06MeHMNBalOTCA KOHOUIYPAUMOHHbIMU COOBLLEHMAMM, WCMOAb3YA Kagpbl cneuuanbHoro d¢opmarta, U
BbIBOPOYHO BKNKOUAIOT M OTKAIOYAIOT Nepeaady Ha nopTsl.

Rapid (6bicTpbiit) STP (RSTP) saBnaeTcs ycoBeplueHCTBOBaHMEM MpoToKona STP, xapaKrepusyetca
MEHbLUMM BpemeHeM NPUBeLeHUA CETU K APEeBOBMAHON TONOAOMMU U UMeeT 60/1ee BbICOKYIO YCTOMYMBOCTD.

MpoTtokon Multiple STP (MSTP) saBnsetcA Haubonee coBpemeHHOM peanusaumen STP,
noaaepxusatouwen ncnonbdosaHne VLAN. MSTP npegnosiaraet KoHpurypaumio Heobxoanmoro KoamyecTsa
3K3eMNAAPOB CBA3YIOLLEro Aepesa (spanning tree) BHe 3aBUCMMOCTU OT Yyncaa rpynn VLAN Ha KommyTaTope.
Kaxkabli 3K3eMNIAP MOXKET cofeprKaTb Heckosibko rpynn VLAN. Hegoctatkom npotokona MSTP siBnsieTcs 1O,
YTO Ha BCEX KOMMYyTaTopax, B3aumoaencteyrowmx no MSTP, A01KHbl ObiTb OAMHAKOBO CKOHOUIYPUPOBaHbI
rpynnbl VLAN.

V MaKcMmanbHO fonycTMMmoe KoanyecTso aksemnaspos MSTP yKasaHo B Tabnuue 9.

MexaHnsm Multiprocess STP npegHa3sHaveH 419 CO34aHNA He3aBncMmbix aepesbes STP/RSTP/MSTP Ha
nopTax yCcTponcTea. M3ameHeHMA COCTOAHUA OTAENbHOIO AePeBa He OKa3blBAKOT BAUAHMUA Ha COCTOAHUE APYInX
OEepeBbLEB, YTO NO3BOJIAET NOBbLICUTb YCTOMYMBOCTb CETU U COKPATUTb BPEMA NEPECTPOEHMUA AepeBa B Cyyae
O0TKa30B. [pu KOHOUIYpUPOBAHUM CRedyeT WCKAIYUTb BO3MOMHOCTb BO3HMKHOBEHMA KONel, mexay
nopTaMm-4sieHaMm pasHbix gepesbeB. [ 06CnyKMBaAHUA N30MPOBAHHbIX AEPEBLEB B CUCTEME CO34aETCA
OTAEe/bHbIN NpoLLece Ha Kaxgoe aepeso. C npoueccom conocTaBAATCA NOPTbl YCTPONCTBA, NPpUHaAiexKaLme

fepesy.

5.17.5.1 Hacmpolika npomokona STP, RSTP

KomaHObI pexcuma 2a0b6aab6Hol KOHuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHon KoOHOUIypaLumm:
console (config) #

Tabanua 130 — KomaHgb! pexuma rnobanbHoi KoHduUrypaumm

KomaHda 3HayeHue/3HayeHue Aelicmeue
10 yMOA4YaHUIO

spanning-tree JaKnioueHo Pa3pelunTb UCNob30BaHNe KOMMYTAaTOPOM NpoTokona STP.
no spanning-tree 3anpeTuTb UCNOAb30BaHNE KOMMYTAaTOPOM NpoToKona STP.
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spanning-tree mode {stp |
rstp | mstp | pvst | rapid-
pvst}

no spanning-tree mode

—/RSTP

YCTaHOBUTb pexkum paboTbl npoTokona STP:

- stp — IEEE 802.1D Spanning Tree Protocol;

- rstp — IEEE 802.1W Rapid Spanning Tree Protocol;

- mstp — |IEEE 802.1S Multiple Spanning Tree Protocol.
- pvst — Per-Vlan Spanning Tree Protocol.

- rapid-pvst — Rapid Per-Vlan Spanning Tree Protocol.

YCTaHOBWUTb 3Ha4YeHMEe N0 YMOIYAHMUIO.

spanning-tree forward-time
seconds

no spanning-tree for-
ward-time

seconds: (4..30)/15 cek

YCTaHOBUTL UHTEPBA BPEMEHMU, 3aTPAUYMBAEMbIii Ha
NPOCAyLWMBAHUE U U3yYeHWe COCTOAHMI nepes,
nepektoYeHNEM B COCTOSIHWUE Nepesayun.

YCTaHOBUTb 3Ha4YeHMEe N0 YMOIYAHMUIO.

spanning-tree hello-time sec-
onds

no spanning-tree hello-time

seconds: (1..10)/2 cek

YCTaHOBWUTbL MHTEPBAN BPEMEHM MEXKAY nepesadamm
LWUMpPOKoBeLLaTesbHbIX coobuieHnin «Hello» K
B3aMMOENCTBYIOLMM KOMMYTaTOPaM.

YCTaHOBUTb 3Ha4YeHMEe N0 YMOIYAHMUIO.

spanning-tree loopback-guard

PaspewunTb 3aWunTy, BbIK/IOYAIOLLYIO MHTEpdEc npu
nonyyeHmun csoero BPDU.

- —/3anpeweHo —
no spanning-tree loop- 3anpeTuTb 3aLmTY, BbIK/OYAOLWYO UHTepdelic npu
back-guard nonyyeHmm ceoero BPDU.
spanning-tree loopguard de- BrkntounTb PpyHKUMIO Loop Guard ans Bcex NnopTos.
fault
—/OTKAKOUYEHO

no spanning-tree loopguard
default

OTKAoUUTb PYHKUMIO Loop Guard.

spanning-tree max-age sec-
onds

no spanning-tree max-age

seconds: (6..40)/20 cek

YCTaHOBUTb BpeMA }KU3HU cBA3ytoLwero aepesa STP.

YCTaHOBUTb 3Ha4YeHMe N0 YMOIYAHMUIO.

spanning-tree priority
prior_val

no spanning-tree priority

prior_val:
(0..61440)/32768

HacTtpouTb npunoputet ceasytowero gepesa STP.
3HayeHue NpuopuTeTa A0XKHO 6bITb KpaTHO 4096.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

spanning-tree pathcost
method {long | short}

no spanning-tree pathcost
method

—/long

YCTaHOBUTb MeTO, onpeaeneHma LeHHOCTU NyTU.
- long — 3HauyeHue LeHHoCcTU B AnanasoHe 1..200000000;
- short — 3HayeHuMe LueHHOCTM B gManasoHe 1..65535.

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

spanning-tree bpdu {filter-
ing | flooding}

no spanning-tree bpdu

—/flooding

Onpegenutb pexxum o6paboTku naketos BPDU-
NHTepdercom, Ha KOTOPOM BbIK/IOYEH NpoToKoa STP.

- filtering — Ha nHTepdelice ¢ BbIKOYEHHbIM MPOTOKO/IOM
STP BPDU-nakeTbl GunbTpytOTCH;

- flooding — Ha nHTepdeiice ¢ BbIKNHOYEHHBIM NPOTOKO/IOM
STP HeTermpoBaHHble BPDU-nakeTbl nepegatorcs,
TerupoBaHHble — GUNBLTPYHOTCA.

YCTaHOBWUTb 3HaYeHue no YMONYaHUIO.

spanning-tree process id

no spanning-tree process id

id: (1..31)/0

Co3AaTb OTAENbHbIV NPOLECC U NepeBecTM KOMAHAHbIN
NHTepdENC B pexkum ero KoHdurypauuu.
V BHyTpM npouecca NpUMMeHUMbI BbileyKa3aHHble

KOMaHAbl:
spanning-tree forward-time seconds;
spanning-tree hello-time seconds;
spanning-tree max-age seconds;
spanning-tree priority prior_val.

YAanuTb yKasaHHbIN npoLecc.

spanning-tree tc-protection

no spanning-tree tc-protec-
tion

BK/IOUNTb OrpaHMYEHNE Ha KonnyecTBo obpabaTtbiBaemblx
TCN/TC BPDU 3a yCTaHOB/IEHHbI MHTEPBAA BPEMEHM ANA
STP, RSTP, HyneBoro aksemnasapa MSTP.

BbIKOUMTbL OrpaHMyeHne Ha Konnyectso obpabaTbiBaembix
TCN/TC BPDU.

spanning-tree tc-protection
interval seconds

no spanning-tree tc-protec-
tion interval

seconds: (1..10)/2 cex.

YCTaHOBUTb MHTEPBAJ OFPaHUYEHNA KONNYECTBa
ob6pabatbiBaembix TCN/TC BPDU.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.
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YCTaHOBUTb MaKCMMaNbHOE Ko/iMyecTBo 0b6pabaTbiBaembix
TCN/TC BPDU 3a 3agaHHbI MHTEPBAN BPEMEHM.

spanning-tree tc-protection
threshold count

count: (1..255)/1

no spanning-tree tc-protec- YCTaHOBUTb 3HAYEeHME N0 YMOYAHUIO.

tion threshold

' ' Mpu 3apgaHum STP napametpos forward-time, hello-time, max-age Heo6xoaumo Bbinon-
rad HeHue ycnosusa: 2*(Forward-Delay - 1) >= Max-Age >= 2*(Hello-Time + 1).

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, uHmepaelica epynnsl nopmos

Bug, 3anpoca KOMaHAHOM CTPOKM B pexknume KoHdurypaumm nitepdeiica Ethernet, uHtepdeiica rpynnei
nopTOoB:

console (config-if) #

Tabnmua 131 — KomaHabl pexmuma KoHpurypaumm nHtepodeliica Ethernet, rpynnbl noptos

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

spanning-tree disable

3anpeTtutb paboTy npoToKosa STP Ha KoHbUrypupyemom
nHTepoerice.

- " —/pa3pelueHo

no spanning-tree disable /pasp Paspewntb paboTy npoToKona STP Ha KoHbUTrypupyemom
MHTepodeiice.

spanning-tree cost cost cost: YCTaHOBUTb LLEHHOCTb NYTU Yepes AaHHbI UHTepdeiic.

no spanning-tree cost

(1..200000000)/cm.
Tabanuy 132

- oSt — UEeHHOCTb NyTH.

YCTaHOBWTb 3HaYeHWe, onpeaensiemMmoe Ha OCHOBAHMM CKOPOCTH
nopTta M MeToAa onpeaeneHnsa LeHHOCTU NyTH, cM.Tabanuy 132,

spanning-tree port-priority
priority

no spanning-tree port-pri-
ority

priority: (0..240)/128

YcTaHOBUTbL NpUopuUTEeT MHTEpdeiica B cBasytlollem aepese STP.

V 3HaueHue npuopuTeTa [0/MKHO 6bITb KpaTHO 16.

YCTaHOBWTb 3HaYeHMe N0 YMOYAHUIO.

spanning-tree portfast
[auto]

no spanning-tree portfast

—/auto

BKOUYNTL PEKMM, B KOTOPOM MNOPT NPU MOAHATUN Ha HEM IMHKA
Cpasy CTaHOBWTCA B COCTOAAHME Nepeayn, He LoKMAAACh
NCTeYEHUA Taimepa.

- auto — fo6aBAeT 3a4ePHKKY 3 CEKYHAbI Nepes, nepexoaom B
COCTOAIHWE Nnepesayn.

BbIKNOUMTbL PEKMM MOMEHTA/IbHOTO NEepPexoaa B COCTOAHME
nepeAayn no NOAHATUIO «JIMHKa».

spanning-tree guard {root |
loop | none}

no spanning-tree guard

—/ucnonb3oBaHmne
rno6anbHOM HaCTPOMKK

BKOUNTDL 3aLWNUTY KKOPHA» ANA BCEX CBA3YIOWMX AepeBbeB STP
Bbl6paHHOro nopTa.

- root — 3anpelyaeT uHTepdelcy 6biTb KOPHEBLIM NOPTOM
KOMMYTaTOpa;

- loop — BKAtOYaET Ha MHTepdece 4ONONHUTENbHYIO 3aLWMTY OT
netenb. B cnyyae ecnn nHtepdeiic HaXxo4MTCA B COCTOAHUM,
oTAnyHom ot Designated v npu aTom nepecraet noayyatb BPDU,
nHTepoeric baokupyercs;

- none — oTKAto4YaeT Bce Guard-pyHKUMKM Ha nHTepdelice.

Mcnonb3oBaTh r106abHY0 HAaCTPOWMKY.

spanning-tree bpduguard
{enable | disable}

no spanning-tree
bpduguard

—/BbIK/IIOYEHO

PaspewnTb 3amTy, BbIK/HOYatOLLY0 MHTepdec npu npuéme
naketos BPDU.

3anpeTuTb 3aWmTY, BbIKAOYaOLWY MHTepdeic npu npuéme
naketos BPDU.

spanning-tree mac-address
{dotld | dotlad}

—/dot1d

N3meHnTb MAC-agpec, C KOTOPbIM OTNPABAAIOTCA U NPUHUMAIOTCA
BPDU.

- dotld — oTnpasnstoTca n npuHumatotca BPDU ¢ MAC-agpecom
01-80-C2-00-00-00;

- dotlad — otnpasnatoTca M npuHumatotcs BPDU ¢ MAC-agpecom
01-80-C2-00-00-08.
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no spanning-tree mac-ad- YCTaHOBWTb 3HaYEHMeE N0 YMOYAHMIO.
dress
spanning-tree link-type —/Ans AynneKkcHoro YctaHoBUTb NpoToKOA RSTP B nepegatoLiee coctoaHme u
{point-to-point | shared} nopta — «TO4Ka- onpeaennTb TUN CBA3M A4/1A BbIBpaHHOro nopTa:
TOYKa», Ann - point-to-point — TouKa-TouKa;

nonyaynaekcHoro — - shared — pa3BeTBNIEHHbIN.
no spanning-tree link-type «Pa3BETB/IEHHbIN» YCTaHOBWTb 3HAYEHME MO YMONYAHMIO.
spanning-tree restricted- —/npuem BPDU ¢ 3anpetutb npuem BPDU ¢ dnarom TCN.
tcn ¢dnarom TCN
no spanning-tree re- paspeLueH; Paspewntb npuem BPDU ¢ pnarom TCN.
stricted- tcn vlan_list: (1..4094)
spanning-tree bpdu OnpeaennTtb pexxum 0bpaboTkm naketos BPDU-uHTepdelicom, Ha
{filtering | flooding} KOTOPOM BbIK/tOUYEH NpoToKo STP.

- filtering — Ha uHTepdelice ¢ BbIKOYEHHBIM NPOTOKOIOM STP
BPDU nakeTbl dpunbTpytoTcs;

- flooding — Ha MHTepdeiice ¢ BbIKNHOYEHHbIM NPOTOKoAOM STP
HeTermposaHHble BPDU-naKeTbl NnepefatoTca, TerMpoBaHHble —

bunbTpytoTca.
no spanning-tree bpdu YCTaHOBWTb 3HAYEHUE MO YMOYAHUIO.
spanning-tree binding- MpuBA3aTb NOPT K yKaszaHHOMY npoueccy. 1o ymonuaHuio Bce
process id nopTbl NPUBA3AHbI K HY/IEBOMY MpoLieccy.
id: (1..31)/0 - id — Homep npouecca.
no spanning-tree BoccTaHOBMTL NPUBA3KY MOPTa NO YMOMHAHMIO.

binding-process

Tabanua 132 — LleHHOCTb NYTH, YCTaHOB/IGHHAsA NO YMo4aHuio (spanning-tree cost)

Unmepdpeiic Memoo onpedeneHus yeHHocmu nymu
Long Short
10M 2000000 100
100M 200000 19
1G 20000 4
10G 2000 2
40G 2000000 100
LAG 10M 20000 4
LAG 100M 20000 4
LAG 1G 20000 4
LAG 10G 2000 2
LAG 40G 500 2
V DOna nntepdeiicos Port-channel HauanbHaA cTOoMMOCTb onpeaenseTca CTOMMOCTbIO nep-
BOro /INHKa, Bowepglero B coctas Po. B cnyyae metoga Long npu ao6aBneHUM aKTUBHbIX

JINHKOB Ha4yanbHaA CToMMocTb Po AenuTca Ha UX KOANYECTBO.

KomaHOwbI pexcuma privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perknma privileged EXEC:

console#
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Tabnmua 133 — KomaHabl pexkmma privileged EXEC

KomaHda 3HayeHue/3HayeHue

no ymosn4aHurwo

Aelicmeue

show spanning-tree [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

lMokasaTtb coctoaHne npoTokona STP.

show spanning-tree detail
[active | blockedports] —

MokasaTb NoApo6HY0 MHPOPMaLIMIO O HACTPOKKax NPoToKona
STP, nHdopmaumio 06 aKTUBHbIX UAN 3a6NOKMPOBAHHbIX MOp-
Tax.

clear spanning-tree de-
tected-protocols [interface
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48).

MNepesanycTuTb Npouecc MUrpauumn NPoTokona. 3aHOBO NPouc-
XO04ANT nepecyéT aepesa STP.

KomaHOobl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabanua 134 — KomaHgb! pexkmuma EXEC

3HayeHue/3Ha4yeHue
no yMmoA4YaHuo

KomaHda

Aelicmeue

show spanning-tree bpdu
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | detailed]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48);

MokasaTtb pexxum 06paboTku naketoB BPDU Ha nHTepdelicax.

5.17.5.2 Hacmpoliika npomokona MSTP

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

BunAa 3anpoca KoOMaHAHOWM CTPOKM pexxunma rnobanbHom KoOHOUrypaumm:

console (config) #

Tabnnua 135 — KomaHgb! pexuma rnobanbHoin KoHduUrypaumm

3HayeHue/3HayeHue
Mo yMoA4YaHuo

KomaHda

Aelicmeue

spanning-tree

Pa3pelunTb UCNosb30BaHNe KOMMYTAaTOPOM NpoTokona STP.

pvst}
no spanning-tree mode

- —/paspelueHo
no spanning-tree 3anpeTnTb NCNOb30BaHME KOMMYTAaTOPOM NpoTokonaa STP.
spanning-tree mode {stp | YcTaHOBUTb pexxum paboTbl npoTokoaa STP.
rstp | mstp | pvst | rapid- —/RSTP

YCTaHOBWTb 3HaYeHMEe N0 YMOYAHWIO.
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spanning-tree pathcost YCTaHOBWUTbL MeTOZ, onpeaeneHuns LeHHOCTU NyTH.
method {long | short} - long — 3HauyeHue LeHHocTU B guanasoHe 1..200000000;
—/long - short — 3HaueHue LeHHOCTM B gManasoHe 1..65535.
no spanning-tree pathcost YCTaHOBUTb 3Ha4YeHNe NO YMOAYAHUIO.
method
spanning-tree mst in- YCTaHOBWUTbL NPUOPUTET ANA AHHOTO KOMMYyTaTOpa nepes,
stance_id priority priority OCTaNbHbIMM, UCMONb3YHOWMMM 06WKMiA ak3emnaap MSTP.
- instance_id — sk3emnnap MST;
instance_id: (1..15); - priority — npyopuTeT KOMMyTaTopa.

priority: (0..61440)/32768 V 3HauyeHuMe NpUopUTETa A,O0/MKHO 6bITb KPaTHO 4096.

no spanning-tree mst in- YCTaHOBWTb 3HAYEHME MO YMONYAHUIO.

stance_id priority

spanning-tree mst YCTaHOBWUTb MaKCMMasIbHOE KOIMYECTBO TPAH3UTHBIX Y4acTKOB
max-hops hop_count Ana naketa BPDU, Heobxoaumbix ana ¢opmMmMpoBaHua aepesa U

yAepKaHua nHGopMaLLMmn 0 ero cTpoeHuu. Ecam nakert yxke
npowen makCMmasibHOe KOIMYeCTBO TPAaH3UTHbIX Y4aCTKOB, TO
hop_count: (1..40)/20 Ha cneylolem yyacTke oH oTbpacbiBaeTca.

- hop_count — makcMmanbHOE KONMYECTBO TPAH3UTHbIX
y4yacTKoB A4na naketa BPDU.

no spanning-tree mst YCTaHOBUTb 3HAYeHME N0 YMOHAHUIO.

max-hops

spanning-tree mst in- BKAOUNTB OrpaHuyeHme Ha KosmyecTBo obpabaTtbiBaembix TC
stance_id tc-protection BPDU 3a ycTaHOBNEHHbI MHTEPBaN BPEMEHW.

instance_id: (1..15);

no spanning-tree mst in- BbIK/IIOYMTL OrpaHMUYeHne Ha KoandectTeo obpabaTbiBaembix TC

stance_id tc-protection BPDU.

spanning-tree tc-protec- YCTaHOBUTb MHTEPBAN OrPaHUYEHUA KONYecTBa
tion mst instance_id inter- obpabaTbiBaembix TC BPDU.

val seconds instance_id: (1..15);

no spanning-tree tc-pro- seconds: (1..10)/2 cek. YCTaHOBUTb 3HaYEeHME NO YMOHAHUIO.

tection mst instance_id in-

terval

spanning-tree tc-protec- YCTaHOBUTb MaKCMMasibHOE KonnyecTso obpabaTtbiBaembix TC
tion mst instance_id BPDU 3a 3a4aHHbI MHTEPBaN BPEMEHMU.
threshold count instance_id: (1..15);

no spanning-tree tc-pro- count: (1..255)/1 YCTaHOBWUTb 3Ha4YeHUE N0 YMONYAHUIO.

tection mst instance_id

threshold

spanning-tree mst Boitn B pexknm kKoHburypauum npotokona MSTP.

configuration

KomaHObI pexcuma KoHgu2ypauuu npomokoada MSTP

Bupg 3anpoca KOMaHAHOM CTPOKK B pexnume KoHdurypaumm npotokona MSTP:
console# configure

console (config)# spanning-tree mst configuration
console (config-mst)#

Tabnnua 136 — KomaHabl pexxuma KoHdurypaumm npotokona MSTP

Komanda 3HayeHue/3HayeHue leiicmeue
no ymon4YaHuro
instance instance_id vlan Co34aTb COOTBETCTBME MEXAY IK3emMNAApom npoTokona MSTP n
vlan_range rpynnamm VLAN.
instance_id:(1..15); - instance-id — npeHTUdUKaTOpP aK3emnaapa npotokona MSTP;
vlan_range: (1..4094) - vlan-range — Homep rpynnbl VLAN.
no instance instance_id Y0anutb COOTBETCTBUE MEXKAY IK3eMNAApoM npoTtokona MSTP u
vlan vian_range rpynnamu VLAN.
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name string

no hame

string: (1..32) cumBona

3apatb UMa KoHurypauum MST.
- string — vmsa KoHpurypaumm MST.

Yaanutb ums KoHourypaumm MST.

revision value

no revision

value: (0..65535)/0

3apaTb HOMep peBu3un KoHoUrypaumm MST.
- value — Homep peBu3UKN KoHUrypaumm MST.

YCTaHOBWTb 3HaYeHne No ymonyauutio (value).

show {current | pending}

MokasaTb Tekylyto (current) inbo oxuaaroLwyto (pending)
KoHoUrypaumo MST.

exit _ BbIiTV U3 pexnma KoHdurypaumm npotokona MSTP ¢
COXpaHeHWem KoHdUrypaumm.
abort BbIITU 13 pexruma KoHbUrypauum npotokona MSTP 6e3

COXpaHeHWA KoHOUrypaLuu.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, uHmepdgelica epynnsl Mopmos

Bug, 3anpoca KOMaHAHOM CTPOKM B pexkume KoHdurypaumm nitepdeiica Ethernet, uHtepdeiica rpynnei

nopTOoB:

console (config-if) #

Tabnmua 137 — KomaHabl pexxmma KoHpurypaumm nHtepdeiica Ethernet, rpynnel noptos

KomaHda

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

Aelicmeue

spanning-tree guard root

no spanning-tree guard
root

—/3almTa BbIKAOYEHA

BKOUMTL 3aLWMTYy «KOPHA» AN1A BCEX CBA3YOWMX aepesbes STP
BblbpaHHOro nopTa. [laHHaA 3awumTa 3anpewaet uHTepdericy boiTb
KOpHEeBbIM MOPTOM KOMMyTaTopa.

YCTaHOBUTb 3HaYeHMe N0 YMOIYAHUIO.

spanning-tree mst in-
stance_id guard root

no spanning-tree mst in-
stance_id guard root

instance_id: (1..63);
/3awWmTa BbIK/IOYEHa

BKNOUMTDL 3aLLMTY «KOPHA» YKa3aHHOro aksemnaapa MSTP gna
BblbpaHHOro nHTepdeiica. JaHHaa 3awuTa 3anpeLiaeT
MHTepdeincy 6biTb KOPHEBLIM MOPTOM KOMMYTATOPA.

- instance-id — npeHTUdUKaTOp 3K3emnaapa npoTokona MSTP.

YCTaHOBWTb 3HaYeHMe N0 YMOAYAHUIO.

spanning-tree mst in-
stance_id port-priority pri-
ority

no spanning-tree mst in-
stance_id port-priority

instance_id: (1..4094);
priority: (0..240)/128

YcTaHOBUTL NpuopuTeT MHTepdeiica B ak3emnasape MSTP.
- instance-id — npeHTUdUKaTOp 3K3emniApa NpoTokona MSTP;
- priority — npuopuTteT nHTepdeica.

V 3HaueHMe NpUopUTETa A,OMKHO 6bITb KPaTHO 16.

YCTaHOBWTb 3HAYE€HME MO YMOYAHMIO.

spanning-tree mst in-
stance_id cost cost

no spanning-tree mst in-
stance_id cost

instance_id: (1..4094);
cost: (1..200000000)

YCTaHOBUTb LLEHHOCTb NYTU Yepes BblIbpaHHbIA MHTepdelic ana
onpeaeneHHoro aksemnasapa npotokoaa MSTP.

- instance-id — npeHTUdUKaTOp sK3emnaapa npoTokona MSTP;
- €oSt — UEeHHOCTb NyTH.

YCTaHOBWTb 3HaYeHWe, OnpeaensiemMoe Ha OCHOBAHMM CKOPOCTH
nopTta ¥ MeToAa onpeaeneHnsa LeHHOCTU NyTU, CM. Tabaunuy 132,

spanning-tree port-priority
priority

no spanning-tree port-pri-
ority

priority: (0..240)/128

YCTaHOBUTb NPUOPUTET MHTEPPEIiCA B KOPHEBOM CBA3YIOLLEM
pepese MSTP.
/| 3HaueHue npuopuTeTa A0MKHO BbITb KPaTHO 16.

YCTaHOBUTb 3HaYeHMe N0 YMOHYAHWIO.

spanning-tree restricted-
tcn

no spanning-tree re-
stricted-tcn

—/nprem BPDU ¢
¢dnarom TCN paspe-
weH

3anpeTtutb npuem BPDU ¢ ¢pnarom TCN.

Paspewuntb npuem BPDU ¢ pnarom TCN.
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KomaHObl pexcuma privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKM pexunma privileged EXEC:

console#

Tabnmua 138 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoa4aHuo

Aelicmeue

show spanning-tree [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group] [in-
stance instance_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)
instance_id: (1..64).

MokaszaTb KoHbUrypaumo npoTokona STP.
- instance_id — npeHTudUKaTOp 3K3emnaapa npotokosa MSTP.

show spanning-tree detail
[active | blockedports] [in-
stance instance_id]

instance_id: (1..4094)

MNokasaTb NogpPobHY0 MHPOPMALLMIO O HACTPOLKe NpoTokoaa STP,
MHbOpMaLMo 06 aKTUBHbIX NN 3a6/10KMPOBAHHbIX MOPTaX.

- active — npocmoTp MHPopMaumm 06 aKTUBHbLIX NOPTAX;

- blockedports — npocmoTp nHPpopmaumnm o 3a610KMPOBAHHBIX
nopTax;

- instance_id — npeHTMdMKaTOp 3K3emnaapa npoTokoaa MSTP.

show spanning-tree
mst-configuration

MoKaszaTb MHOOPMALLMIO O CKOHOUTYPUPOBAHHBIX SK3EMMAAPAX
MSTP.

clear spanning-tree de-
tected-protocols interface
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48).

MepesanycTuTb Nnpouecc MurpaumMm NPoToKoaa. 3aHOBO
npomncxoanTt Npoc4yéT gepesa STP.

[pumepbl 8b1M0AHEHUS KOMAHO

= BKAOYUTb NOAAEPKKY NpoTOKoANa STP, ycTaHOBUTbL 3HaYeHMe npuoputeTa ceasytowero aepesa RSTP
— 12288, nntepsan forward-time — 20 ceKkyHAa, MHTePBaN BPEMEHN MeXKAY Nepenayamm LWNPOKO-
BelaTesibHbIX coobLeHn «Hello» — 5 ceKyHA, BPEMA KMU3HM CBA3YIOLLEro AepeBa — 38 CEKYHA.
MoKka3aTb KOHPUrypaumio npotokona STP:

console (config) #

( )
console (config)
console (config)
console (config)
console (config)
console (config)
console (config)

spanning-tree
spanning-tree
spanning-tree
spanning-tree
spanning-tree
spanning-tree
exit

console# show spanning-tree

mode rstp
priority 12288
forward-time 20
hello-time 5
max-age 38

Loopback guard:

Root ID

Priority
Address

Spanning tree enabled mode RSTP
Default port cost method:
Disabled

short

32768

5 sec

Max Age 38 sec

a8:f9:4b:7b:e0:40
This switch is the root
Hello Time

Forward Delay 20 sec
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Number of topology changes 0 last change occurred 23:45:41 ago
Times: hold 1, topology change 58, notification 5
hello 5, max age 38, forward delay 20

Interfaces
Name State Prio.Nbr Cost Sts Role PortFast Type
tel/0/1 enabled 128.1 100 Dsbl Dsbl No -
tel/0/2 disabled 128.2 100 Dsbl Dsbl No -
tel/0/5 disabled 128.5 100 Dsbl Dsbl No -
tel/0/6 enabled 128.6 4 Frw Desg Yes P2P (RSTP)
tel/0/7 enabled 128.7 100 Dsbl Dsbl No -
tel/0/8 enabled 128.8 100 Dsbl Dsbl No -
tel/0/9 enabled 128.9 100 Dsbl Dsbl No -
gil/0/1 enabled 128.49 100 Dsbl Dsbl No -
Pol enabled 128.1000 4 Dsbl Dsbl No -

5.17.5.3 Hacmpoliika npomokonos PVSTP+, RPVSTP+

PVSTP+ (Per-VLAN Spanning Tree Protocol Plus) — oaHa 13 pa3HoBuaHoCTel npoTokona Spanning Tree,
pacwupatowan GyHKUMOHaNbHOCTb STP ans ncnonb3oBaHua B otaenbHbiXx VLAN. MpuMmeHeHMe AaHHOTO Npo-
TOKona no3sonseT B Kaxxaom VLAN co3gaTb otaenbHbI aksemnaap STP. PVSTP+ coBmectum ¢ STP.

Rapid (6bicTpbiit) PVSTP+ (RPVSTP+) siBnsieTcs ycoBeplieHCTBOBaHMEM NpoToKona PVSTP+, xapakTtepusy-
€TCA MEHbLUMM BpeMEHEM NPUBEAEHUS CETU K APEBOBUAHOMN TONOJIOTMN U MMeET boJiee BbICOKYIO YCTOMYK-
BOCTb.

' ' Bcero nogaep»aHo 64 PVST/RPVST-uHctaHca. Mpu 3TOM Hy/1eBOI MCNONb3yeTca ANA Bcex
ral VLAN, B KOTOpbIX OTK/AloueH PVST/RPVST. Kaxxgomy VLAN c BKaloueHHbIm PVST/RPVST
cootBeTcTByeT oauH PVST/RPVST-uHcTaHC.

MopTbl, Ha KOTOPbIX aKTUBHbI 60nee 64 VLAN, npu nepexoae 8 pexkum PVST/RPVST Bpe-
MeHHO 6a0KupyloTca, Nno3Tomy nepeg skaoueHnem PVST/RPVST Heobxoaumo paccum-
TaTb Konu4yectso ucnonbsyemoix VLAN Ha KonbLeBbIX NOpTax KommyTtatopa. Ecnm pgaH-
Hoe 3HauyeHue npesbllwaeT 63, TO NePBOHaYaNbHO HYXHO OTKAouUTb PVST/RPVST B u3-
6biTouHbix VLAN/RPVST KomaHgoM "no spanning-tree vlian <VLAN ID>",

.‘

Mpwu BkAloYeHHOM pexkume PVST/RPVST kommyTtatopbl MES o6pabatbiBatot PVST bpdu
B0 Bcex VLAN. lMoaTtomy B cny4asx, Korga B KO/bLie UCNONb3YIOTCA KOMMYTaTOpPbl C KONU-
yectBom PVST/RPVST VLAN, npesbiwatowem 63, cnegyer paclumputb AMmuTbl obpa-
60TKu PVST bpdu-tpadmka Ha CPU. [ina sToro ucnonb3yerca KomaHga "service cpu-rate-
limits other-bpdu 1024".

.‘

Ecnm B npouecce aKkcnayatauum noHagoburca yépatb VLAN ns PVST/RPVST-UHCTaHCOB U
£,06aBUTb HOBbIe, HYYXHO NPOU3BECTU C/eayoL e A4eACTBUA:

1) OTknounTb STP B HeHyXHbIX VLAN (KomaHpa «no spanning-tree vlan vian_list» B rno-
6anbHOM peXKume KOHGUrypupoBaHUA).

2) Bkntountb STP B HOBbIX VLAN (KomaHpa «spanning-tree vlan vian_list» B rno6anbsHom
pexXume KoHPUrypuposaHua).

.‘
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KomaHObI pexcuma 2a06asa6Hol KoOHpuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHOM KOHOUIypaumm:

console (config) #

Tabanua 139 — KomaHgb! pexkuma rnobanbHoi KoHdurypaumm

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

spanning-tree vlan vian_list

spanning-tree vlan vian_list

vlan_list: (1..4094)/ no
YMOYHUIO BCE MHCTAHCbI
BKJIHOYEHbI

BkntounTtb paboTy npoTokona PVSTP+, RPVSTP+ B yKa3aHHbIX
VLAN.

OTKAoYNTL paboTy npotokona PVSTP+, RPVSTP+ B yKa3zaHHbIX
VLAN.

spanning-tree vlan vian_list
bpdu {filtering | flooding}

no spanning-tree vlan
vlan_list bpdu

vlan_list: (1..4094)/
duUNbTPaLMA OTKNKOYEHA

dunbTpyeT nam nponyckaert Bxoaauime Kaapbl PVST/RPVST-
BPDU.

V JaHHaA KomaHAa feiicTByeT B TOM ciyyae,
ecnu STP oTkAtoueH 60 BKAOUYEH B O4HOM
n3 pexxumos: STP/RSTP/MST. Ecau BKAOYEH
pexum PVST/RPVST, To gaHHaa KomaHga
6yaeT AeiicTBOBaTb TO/IbLKO B TOM C/lyyae,
ecnu B yKasaHHoi VLAN oTkntoueH STP.

- filtering — BKAtOUMTL PUNbTPaLMIO;
- flooding — oTkAOUNTL dUAbLTPaUUtO.

YCTaHOBUTb 3HAYEHMeE Mo YMO/I4aHUIO.

spanning-tree vlan vian_list
forward-time seconds

no spanning-tree vlan
vlan_list forward-time

vlan_list: (1..4094);
seconds: (4..30)/15 cek

YCTaHOBUTb MHTEPBA/ BPEMEHMU, 3aTpaumMBaemMblil Ha

NPOC/AYLWMBAHWNE N U3YYEHUE COCTOSIHUI Nepes, NepektoyeHnem

B COCTOAHME Nepefayn gna ykasaHHbix VLAN.
V Taiimepbl AONKHbI COOTBETCTBOBATL C/eAy-
toweii popmyne:
2 * (Forward-Time - 1) > Max-Age 22 *
(Hello-Time + 1).

YCTaHOBUTb 3HAYE€HME N0 YMOYAHUIO.

spanning-tree vlan vian_list
hello-time seconds

no spanning-tree vlan
vlan_list hello-time

vlan_list: (1..4094);
seconds: (1..10)/2 cek

YCTaHOBUTb MHTEPBaN BPpEMEHU MeEXAY nepegadamm
LUMpPOKOBeLLaTe/IbHbIX coobueHnin «Hello» K
B3aMMOZeNCTBYIOLLMM KOMMYyTaTOpPaM Aa YKaszaHHbIX VLAN.

YCTaHOBUTb 3HAYEHME MO YMONYAHUIO.

spanning-tree vlan vian_list
max-age seconds

no spanning-tree vlan
vlan_list max-age

vlan_list: (1..4094);
seconds: (6..40)/20 cek

YCTaHOBUTb BpemsA KM3HW cBAsylowero aepesa STP gna
yKa3aHHbIX VLAN.

YCTaHOBUTb 3HaYeHMe N0 YMOYaHUIO.

spanning-tree vlan vian_list
priority priority_value

spanning-tree vlan vian_list
priority

vlan_list: (1..4094);
priority_value:
(0..61440)/32768

HacTtpouTb npuoputeT cBasytowero gepesa STP.
V 3HauyeHue BbI6GUpaeTca U3 AnanasoHa c wa-
rom 4096.

YCTaHOBUTb 3HaYeHMe N0 YMOHYAHWIO.

spanning-tree vlan
vlan_list tc-protection

no spanning-tree vlan
vlan_list tc-protection

vlan_list: (1..4094);

BK/IIOYNTL OrpaHUYEeHne Ha KOMYecTBO 0bpabaTtbiBaemMbix
TCN/TC BPDU 3a ycTaHOBNEHHbI MHTEpBaN BpemeHun ansa STP,
RSTP, HyneBoro aksemnaapa MSTP.

BbIKNIOUMTL OrpaHMYeHne Ha KonnyecTso obpabaTbiBaembix
TCN/TC BPDU.

spanning-tree vlan
vlan_list tc-protection in-
terval seconds

vlan_list: (1..4094);
seconds: (1..10)/2 cek.

YCTaHOBUTb MHTEPBA/ OrpaHUYeHMsA KoAnYecTea
obpabaTbiBaembix TCN/TC BPDU.
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no spanning-tree vlan
vlan_list tc-protection in-
terval

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

spanning-tree vlan
vlan_list tc-protection
threshold count

no spanning-tree vlan
vlan_list tc-protection
threshold

vlan_list: (1..4094);
count: (1..255)/1

YCTaHOBWUTb MaKCMMaibHOE KO/IMYecTBo obpabaTbiBaembix
TCN/TC BPDU 3a 3a4aHHbI MHTEPBaAA BPEMEHM.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgeltica (QuanasoHa uHmepgelicos) Ethernet

Bua 3anpoca KOMaHAHOM CTPOKU perknMma KoHUrypaumnm nHtepdeiica:

console (config-if)#

Tabnmua 140 — KomaHabl pexkmma KoHpurypaumm uHtepoeliica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

bpdu {filtering | flooding}

spanning-tree vlan vian_list

no spanning-tree vlan
vlan_list bpdu

vlan_list: (1..4094)/
dunbTpPaLMA OTKAOYEHa

dunbTpyeT A NnponyckaeT Bxoadaume Kagpbl PVST/RPVST-
BPDU Ha 3agaHHOM nHTepdeiice.
V JaHHaA KoMaHAaA AeiicTBYeT B TOM ciyyae,

ecnm STP oTKAOUYEH M60 BKAKOYEH B O4HOM
13 pexxumos: STP/RSTP/MST. Ecau BKkAOYeH
pexum PVST/RPVST, To gaHHas KomaHga
6yaeT AeiicTBOBaTb TO/IbKO B TOM C/lyyae,
ecnm B yKasaHHoW VLAN oTtkaloueH STP.

- filtering — BKkAtOUMTL dUNbTPaLMIO;
- flooding — oTkntounTL dUAbTPaLMIO.

YCTaHOBUTb 3HaYeHMe N0 YMOYAHMUIO.

spanning-tree vlan
vlan_list cost cost

no spanning-tree vlan
vlan_list cost

vlan_list: (1..4094);
cost: (1..200000000)

YCTaHOBWTL LLEHHOCTb NyTW Yepes AaHHbIN MHTepdenc ann
yKasaHHbIx VLAN.
- €OSt — UEHHOCTb NyTH.

YCcTaHOBUTb 3HayYeHue, onpegenaemoe Ha OCHOBaHMKM CKOPOCTH
nopTa U metoaa onpegeneHna LeHHOCTU NYyTU ANA YKAa3aHHbIX
VLAN.

spanning-tree vlan
vlan_list disable

no spanning-tree vlan
vlan_list disable

vlan_list: (1..4094)

3anpetuTb paboTy npoTokona STP Ha KOHUTypupyemom
nHTepoerice ana ykasaHHbIx VLAN.

PaspewunTtb paboTy npoTokona STP Ha KOHOUTypupyemom
nHTepoerice ana ykasaHHbIx VLAN.

spanning-tree vlan
vlan_list port-priority pri-
ority_value

no spanning-tree vlan
vlan_list port-priority

vlan_list: (1..4094);
priority_value:
(0..240)/128

YCTaHOBUTbL NPUOPUTET MHTEpPdEiCa B KOPHEBOM CBA3YIOLLEM
nepese STP.
V 3HaueHue BblbMpaeTca M3 AManasoHa C Wwa-
rom 16.

YCTaHOBUTb 3Ha4YeHME N0 YMOHAHMUIO.

guard {root | loop | none}

spanning-tree vlan vian_list

vlan_list: (1..4094);

BKOUNTD 3aLMTY «KOPHA» Ha AaHHOM MHTepdelice ana
yKa3aHHbIX VLAN.

- root — 3anpewaeT uHTepdelicy 6bITb KOPHEBLIM MOPTOM
KOMMYyTaTOpa;

- loop — BKAtOYaeT Ha MHTepdeiice AONONHUTENbHYIO 3aLLUTY OT
netenb. B cnyyae, ecnm nHTepdeic HaXoANUTCA B COCTOAHMM,
oTnnMyHom oT Designated u npu aTom nepectaet nonyyats BPDU,
nHTepderic baokupyercs;

- none — oTK/toYaeT Bce Guard-oyHKUMM Ha nHTepdeiice.
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no spanning-tree vlan
vlan_list guard

OTKAtounTb BCe Guard-pyHKLMU Ha uHTepdelice.

spanning-tree vian vlan_list
restricted-tcn

no spanning-tree vian
vlan_list restricted-tcn

—/BbIK/OYEHO

3anpeTtutb npuem BPDU ¢ dpnarom TCN gns yKasaHHbIx VLAN.

Pazpewntb nprem BPDU ¢ dpnarom TCN gns ykasaHHbix VLAN.

5.17.6 Hacmpolika npomokona G.8032v2 (ERPS)

MpoTokon ERPS (Ethernet Ring Protection Switching) npeaHa3sHayeH ANA NOBbILLEHUSA YCTOMUMBOCTU U
HaAeXHOCTM CeTU nepefaun AaHHbIX, UMEloLWE KONbLUEBYIO TOMOJIOTMIO, 3@ CYET CHUMKEHUA BpPEeMEHMU

BOCCTaHOB/IEHUA CETM B C/lyYae aBapmun. Bpema BoccTaHOBIEHUA He npeBblaeT 1 cekyHAbl, YTO CyLeCTBEHHO
MeHbLLIE BpeMeHM NepecTpoKn CETU NPM UCMONb30BaHNKN MPOTOKO/IOB CEMENCTBA spanning tree.

KomaHObI pexxcuma 2a06an6Hol KOHgpu2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU peXnma rnobanbHoOM KOHGUIypauum:

console (config) #

Tabnvua 141 — KomaHabl pexkmma rnobanbHom KoHpurypaumm

KomaHda

3HayeHue/3HayeHue
no yMmoa4YaHuo

Aelicmeue

erps

no erps

—/BbIK/IOYEHO

Paspewntb paboTy npoTtokona ERPS.

3anpeTtutb paboTy npoTtoKosa ERPS.

erps vlan vian_id

no erps vlan vian_id

vlan_id: (1..4094)

Co3patb ERPS-konbLo ¢ maeHTudmkaTtopom R-APS VLAN, no
KOTOpoM byaeT nepeaaBaTbca cnyxebHas MHGopmaums u
nepexos, B peXXMmM KOHPUrypaLmm KosbLa.

- vlan_id — Homep R-APS VLAN.

Yaanutb ERPS-KonbLo ¢ naeHTuduratopom vian_id.

KomaHObI pexcuma KOHgu2ypauuu Koasua

Bua 3anpoca KOMaHAHOM CTPOKM B perkMme KOHOUIypaLmMmn KobLa:

console (config-erps) #

Tabnnua 142 — KomaHabl pexkuma KoHpurypaumum ERPS-konbua

KomaHda

3HayeHue/3HayeHue
110 YyMOAYAHUIO

Aelicmeue

protected vlan add vian_list

vlan_list:(2..4094, all)

[o6asuTb ananasoH VLAN B cnMCOK 3almieHHbIx VLAN.
- vlan_list — cnucok VLAN. Aunana3oH VLAN MO¥KHO 334aTb
nepeyncieHMemM Yyepes 3anaTyto UM yKa3aTb HavyabHoe 1

nn

KOHEeYHOe 3HaYeHUA AMana3oHa Yepes p,ecbmc .

protected vlan remove
vlan_list

vlan_list:(2..4094, all)

Ypanutb gnanasoHd VLAN n3 cnmncka 3awmueHHbix VLAN.
- vlan_list — cnucok VLAN ans yaaneHus.

port {west | east} {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group}

no port {west | east}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

Bbi6paTh west (east)-nopT KOMMyTaTOpPa, BKAOUYEHHOTO B KOAbLLO.

Ypanutb west (east)-nopT KOMMYTATOpPa, BKAKOYEHHOIO B KONbUO.
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rpl {west | east} {owner |
neighbor}

no rpl

—/no rpl

Bbi6paTb RPL-nopT KOMMyTaTOpa U €ro posib.

- west — RPL-nopTom 6yaeT HasHayeH west-nopT;

- east — RPL-nopTom b6yaeT HasHayeH east-noprT;

- owner — KommyTaTop byaeT ABnATbCA BAagenbuem RPL-nopTa;
- neighbor — KommyTaTop byaeT ABNATbCA cocefoM BnasenbLa
RPL-noprTa.

Ypanutb RPL-nopT KommyTaTopa.

level level

no level

level: (0..7)/1

HactpouTb ypoBeHb coobueHnit R-APS. Heobxoammo s
NpoxoxaeHus coobueHunit yepes CFM MEP.
- level — ypoBeHb coobuieHunii R-APS.

YCTaHOBWTb 3HaYeHMe N0 YMOYAHWIO.

ring enable

no ring enable

—/BbIK/IIOYEHO

BK/I10UNTL GYHKLMOHMPOBaHME KO/bLA.

BbIKNOYNTL QYHKLMOHUPOBAHME KO/bLA.

version version

no version

version: (1..2)/2

BbI6paTb pexnm COBMECTUMOCTM C APYIMMWU BEPCUAMMU NPOTOKONA
G.8032.
- version — BepcuAa npoTokona G.8032.

YCTaHOBWTb 3HaYeHMe N0 YMONYAHMUIO.

revertive

no revertive

—/revertive

BbibpaTb perkmMm paboTbl KosbLa.

YCTaHOBWTb 3HaYe€HME N0 YMOYAHWUIO.

sub-ring vlan vian_id

no sub-ring vlan vian_id

vlan_id:(1..4094)

YKa3aTb NOAKONbLO A8 AAaHHOTO KoAbLa.
- vlan_id — Homep VLAN.

Ypanutb NogKoMbLO.

sub-ring vlan vian_id [tc-
propogation]

no sub-ring vlan vian_id

vlan_id:(1..4094)

BKNOUMTbL OTNPaBKy cMrHana ounctkn MAC-Tabanubl B OCHOBHOE
KONbLLO NPW NepecTpoeHnn NoAKObLA.

OTKNOYNUTbL OTNPABKY CMrHana ounctkm MAC-Tabaunubl B OCHOBHOE
KONbLLO NPV NepecTpoeHnn NoAKobLA.

timer guard value

no timer guard

value:(10..2000) mc,
KpaTHoe 10/500 mc

YcTaHOBUTL Taimep, 610KMPYIOLLMIA YCTapeBLIMeE COObLEeHUs
R-APS.

YCTaHOBWTb 3HaYeHMe NO YMONYAHWIO.

timer holdoff value

no timer holdoff

value:(0..10000) mc,
KpaTHoe 100 c
TOYHOCTbIO 5 Mc/0 mc

YCTaHOBUTb TaliMep 3a4ePKKM peakLmmM KoMMyTaTopa Ha
M3MEHEHWe B COCTOSHUM. BMecTo peakumm Ha cobbiTue
BK/IIOYAETCA Talimep, No UCTeYeHMM KOTOPOro KOMMYTaTop
MHGOPMUPYET O CBOEM COCTOAHWM. NpegHasHaueH aAns
yMeHbleHusa Gayaa nakeTos npu paanmnmHre NopTos.

YCTaHOBWTb 3HaYe€HMEe N0 YMOAYAHWUIO.

timer wtr value

value:(1..12) muH/5

YcTaHOBUTL Talimep, KOTOpbI 3anyckaetca Ha RPL Owner
KoMMmyTaTope B revertive-pexume. Ucnonbsyertca ana
npeaoTBPaLLEHNA YacTbIX 3aLLUMUTHBIX NEPEKNOYEHMI U3-3a

MmH CWUrHaNOB O HEMCMPABHOCTAX.

no timer wtr YCTaHOBWTb 3HaYEeHME MO YMONYAHMUIO.

switch forced {west | east} dopcupoBaTh 3anNycK 3alUTHOMO NEPEKNOYEHUA KoMbLa, Npu
—/no 3TOM H6J10KMPYETCA YKa3aHHbIN NOPT.

no switch forced OTMeHUTb popPCUPOBaHMA NEPEKIIOYEHUS KObLA.

switch manual {west | Bpy4Hyto 3a610KMpPOBaTh YKa3aHHbIW west (east)-nopt u

east} —/no pa3bnokunposaTb east (west).

no switch manual OTMEHUTb PYYHYIO 6NOKMPOBKY.

abort OTKaTUTb U3MEHEHUA, BHECEHHbIE C MOMEHTA BXOAa B PEXMUM

B KOHUrypaumm KosbLa.
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KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexuma EXEC:
console#

Tabnmua 143 — KomaHabl pexkmma EXEC

3HayeHue/3HayeHue

Aelicmeue
1o yMmon4aHuio

KomaHda

3anpocutb nHdopmaumio 06 obwem coctosiHmm ERPS nnm
COCTOAHUM YKa3aHHOrO KO/bLa.

show erps [vlan vian_id] vian_ id: (1..4094)

5.17.7 Hacmpolika npomokKona LLDP

OcHoBHOM ¢yHKuMen npotokona Link Layer Discovery Protocol (LLDP) aBnsetca obmeH mexay
CETEBbIMM YCTPOMCTBAMM O CBOEM COCTOAHWUW M XapaKkTepuctukax. MHbopmaumsa, cobpaHHaa nocpeacTsom
npoTtokona LLDP, HakananBaeTcs B yCTPOMCTBAX M MOXKET ObITb 3aNpoLLeHa YNPaBAAOLLMM KOMMbIOTEPOM MO
npotokoay SNMP. Takum 06pa3om, Ha OCHOBAHUM COBPaHHOM MHPOPMALIMK, Ha YNPABAAIOLLEM KOMMbIOTEPE
MOMeET HbITb CMOAENMPOBAHA TONOAOIUA CETU.

KommyTaTopbl NoAAepKMBAIOT Nepesayy Kak CTaHAAPTHbIX NapameTpoB, Tak U ONUMOHANbHbBIX, TaKUX
KaK:

—  WMMSA YCTPOICTBA U €ro onucaHue;
—  WMA NOPTa M ero onucaHue;
—  nHdpopmauma o MAC/PHY u . a.

KomaHObI pexcuma 2a0b6aab6HoU KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnobanbHom KOHOUrypaumm:

console (config) #

Tabnnua 144 — KomaHabl pexuma rnobanbHoi KoHduUrypaumm

3HayeHue/3HavyeHue .
KomaHda / Aelicmeue
no ymona4yaHuro
lidp run Pa3pewntb KoOMMyTaToOpy MCNOb30BaHWe NpoToKoaa LLDP.
—/paspelueHo
no lidp run 3anpeTnTb KOMMYTATOPY MCNO/Ib30BaHWe NpoToKoaa LLDP.

lldp timer seconds seconds: (5..32768)/30 OnpefennTb, Kak 4acTo ycTpoicTeo byaeT oTnpaBATb
obHoBneHne nHdopmaumm LLDP.

no lidp timer cer YCTaHOBWTb 3HAaYEHNE MO YMONYAHUIO.

lidp hold-multiplier number 3a4aTb BE/IMYMHY BPEMEHW A8 MPUHMMAIOLLETNO YCTPOICTBA, B

TeYeHNe KOTOPOro HYXHO yAepXKnsaTb NPUHMMaEMbIe NaKeTbl

LLDP nepeg ux copocom.

[laHHaA BeNnYMHaA NepenaeTca Ha NPUHUMAIOLLYO CTOPOHY B LLDP

number: (2..10)/4 update-nakeTax (nakeTax 06HOBNEHWA), ABNAETCA KPAaTHOCTbIO ANA

Tavimepa LLDP (lldp timer). Taknum obpa3om, Bpems Ku3sHu LLDP-

naKkeToB paccuymuTbiBaeTca no popmyne TTL = min (65535, LLDP-

Timer * LLDP-HoldMultiplier)

no lidp hold-multiplier YcTaHaB/MBAET 3HAYEHME MO YMOYAHMIO.

lldp reinit seconds MuHUManbHoe Bpems, KoTopoe LLDP-nopT byaeT oxkuaaTe nepes,
seconds: (1..10)/2 cek NOBTOPHOM MHULMann3aumen LLDP.

no lidp reinit YCTaHOBWTb 3HaYEHME N0 YMOIYAHMIO.
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lldp tx-delay seconds

seconds: (1..8192)/2

YCTaHOBUTb 3aZePXKKy MexXagy nociegylowymn nepegadyamu
naketoB LLDP, MHUUMMPOBAHHBIMU M3MEHEHUSMU 3HAYEHWN
WK cTaTyca B IOKaNbHbIX 6a3ax gaHHbIx MIB LLDP.

cex V PekomeHpgyeTtca, 4TO6bl AaHHasA 3afAepiKKa
6bina meHblie, yem 3HayeHue 0.25* LLDP-
Timer.
no lidp tx-delay YCTaHOBWTb 3HAYEHME N0 YMONYAHUIO.
lidp lidpdu {filtering | OnpeaennTb pexxum obpaboTkm naketos LLDP, Korga npoTokon
flooding} LLDP BbIkNtOYEH HA KOMMYTaTOpE:
- filtering — yka3biBaeT, uyTo LLDP-nakeTbl dpuNbTPyOTCA, €cnn
— [filtering npoToKon LLDP BbIkAtOYEH Ha KOMMYTaTOpeE;
- flooding — yka3biBaeT, uTo LLDP-nakeTbl nepeaatoTca, ecim
npoTokon LLDP BbikAOYEH HAa KOMMYyTaTOpe.
no lidp lidpdu YCTaHOBWTb 3HAaYE€HNE NO YMOAYAHUIO.

lidp med fast-start
repeat-count number

no lldp med fast-start
repeat-count

YcTaHoBUTb Yncno nostopeHnin PDU LLDP ans 6bicTporo 3anycka,
onpeaensaemoro nocpeacrtsom LLDP-MED.

number: (1..10)/3

YCTaHOBUTb 3HaYeHME N0 YMOAYAHWUIO.

lldp med network-policy
number application [vlan
vlan_id] [vlan-type {tagged
| untagged}] [up priority]
[dscp value]

no lldp med network-policy
number

number: (1..32);
application: (voice,
voice-signaling,
guest-voice,
guest-voice-signaling,
softphone-voice,
video-conferencing,
streaming-video,
video-signaling);
vlan_id: (0..4095);
priority: (0..7);
value: (0..63)

OnpeaenvTb NpaBuao a4 napametpa network-policy (ceTeBas

NOUTUKA YCTPOICTBA). JaHHbI napameTp aBasercs

OMNUMOHANbHLIM ANA pacwnpeHna npoTokona LLDP MED.

- number — NopsAAKOBbIN HOMep NpaBuaa network policy;

- application — rnaBHas PyHKUMA, onpefeneHHas ana AaHHOTo

npasuna network policy.

-vlan_id — npeHtndukatop VLAN gns gaHHoOro npasuna;

- tagged/untagged — onpegensert, TernpoBaHHOM namn

HeTernpoBaHHol b6ygeTt VLAN, ucnonb3syemas gaHHbIM MPaBUIOM.

- priority — npuUopWTET JaHHOTO Npasuaa (Mcnonb3yeTcs Ha

BTOpOM ypoBHe mogenu OSl);

- value — 3HayeHue DSCP, ncnonb3syemoe AaHHbIM NPaBUIOM.

Ecnu He yKasbiBaTb 3HaYeHme DSCP, no ymon4yaHnio KOMMyTaTop

6ypet oTnpaBnaTb napametp DSCP 0.

V U3meHeHune network-policy BO3MOXKHO TONbKO

nocne CHATUA NOIMTUKU CO BCEX MHTepdeiicoB,
rae oHa NpMMeEHeHa.

YpanuTb co3gaHHoe nNpasuao s napameTpa network-policy.

lldp notifications interval
seconds

no lidp notifications
interval

seconds: (5..3600)/5
ceK

YCTaHOBWTb MaKCMMaJibHYHO CKOPOCTb Nepeaaqn yBeaoMIeHuin
LLDP.

- seconds — nepuog BpemeHu, B Te4eHne KOTOPOoro yCTPoMCcTBO
MOKeT 0TNpPaBuTb He 60s1ee 04HOro YBeAOMNEHUSA.

YCTaHOBUTb 3HAYEeHME MO YMOYAHMIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelicos Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM B pexume KoHdurypaumm nHtepoelicos Ethernet:

console (config-if) #

Tabnunua 145 — KomaHabl pexkuma KoHdurypaumnm nHtepdeliica Ethernet

KomaHda

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

lidp transmit

Nno yMON4aHUIO

Paspewuntb nepegayy naketos no npoTokony LLDP Ha
nHTEpdelice.

no lidp transmit paspelweHo 3anpeTnTb Nepegavy NakeTos No NpoTokony LLDP Ha
MCnosab3oBaHMe B 060Mx MHTepodeiice.
lidp receive HanpasaeHUAX. Paspewntb npmem nakeToB no npoTtokony LLDP Ha
nHTEpdelice.
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no lidp receive

3anpeTnTb NpMem NakeTos No nNpoTokoay LLDP Ha
MHTepodeiice.

lidp optional-tiv tiv_list

no lidp optional-tlv

tvl_list: (port-desc, sys-
name, sys-desc, sys-cap,
802.3-mac-phy, 802.3-lag,
802.3-max-frame-size,
802.3-power-via-mdi)/Mo
YMONYaHUIO
onuMoHanbHble TLV He
BKNIOYEHbI B MaKeT.

OnpeaennTb, Kakne onunoHanbHble TLV-nona (Type, Length,
Value) 6yayT BK/tOYEHbl YCTPOMCTBOM B NepeaaBaemMblit
LLDP-naker.
B KOMaHAy MOKHO BKIHOYUTb OT OAHOTO A0 NATU
onuMoHanbHbIX TLV.

TLV 802.3-power-via-mdi pocTynHa TOAbKO Ha
V YCTPOMCTBaX C noaaepKoi PoE.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHWIO.

lidp optional-tiv 802.1
{pvid [enable | disable] |
ppvid {add | remove}
ppv_id | vlan-name {add |
remove} vian_id}

lidp optional-tiv 802.1
protocol {add | remove}
{stp | rstp | mstp | pause |
802.1x | lacp | gvrp}

no lidp optional-tlv 802.1
pvid

ppvid: (1-4094);
vlan_id: (2-4094);
Mo ymonyanumio
onuMoHanbHble TLV He
BKJ/IIOYEHbI.

OnpeaennTb, Kakne onumoHanbHble TLV-nonsa byayt
BKJIKOYEHbI YCTPOWCTBOM B Nepegasaembiii LLDP-nakeT:

- pvid — PVID unHTepdelica;

- ppvid — go6asutb/yaanuts PPVID;

- vlan-name — po6asutb/yaanutb Homep VLAN;

- protocol — f06aBuUTL/yaannTb onpeseneHHbIi NPOTOKON.

YCTaHOBUTb 3HAYeHMe Nno YMOI4aHUIO.

lidp management-address
{ip_address | none |
automatic [gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | vlan vian_id]}

no lldp management-
address

dopmar ip-address:
A.B.C.D;
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094).
Mo ymonuyanutio
ynpasnsaowmii agpec
onpegensetca
aBTOMaTUYECKMH.

OnpeaennTtb ynpasaaoWmii agpec, 0b6bABAEHHbIN Ha

nHTepoelice.

- ip_address — 3apaetca cTatudeckuii IP-agpec;

- none — yKa3bIBaeT, YTo agpec He 06bABNEH;

- automatic — yKasbIBaeT, 4TO cMCTeMa aBTOMATUYECKH

BblOMpaeT ynpaBastoLwmii agpec, U3 CKOHGUIYpPUPOBAHHBIX

afipecoB 3afaHHOro UHTepdelica.

Ecnun untepdelic ethernet unun nHrepdeliic rpynnol noptos

npuHaanexxat VLAN, To gaHHbI agpec VLAN He byget

BKJIHOYEH B CMMCOK BO3MOMHbIX YNPaBAAOLMX apecoB.

V B cnyyae Hannuua HeckonbKux IP-agpecos cuc-
Tema BblbMpaeT HauyanbHbIl IP-agpec U3 guana-
30Ha AMHamuuyeckux IP-agpecos. Echu guHamu-
YyecKue agpeca OTCYTCTBYIOT, TO cucTema BbibU-
paeT HauyanbHbIW IP-agpec U3 guanasoHa BO3-
MOXHbIX cTaTU4ecKux IP-apgpecos.

Ypanutb ynpasnatowmi IP-agpec.

lidp notification {enable |
disable}

no lidp notifications

Nno YMONYaHMIO OTNpaBKa
yBegomienuit LLDP
3anpeLlyeHa.

PaspelunTb/3anpeTuTb OTNpaBKy yBegomaeHunin LLDP Ha
MHTepodeiice.

- enable — paspewaer;

- disable — 3anpeuaer.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

lidp med enable [t/v_list]

tvl_list: (network-policy,

Pa3pewnTb ncnosb3oBaHMe paclumpeHns npotokona LLDP

location, MED.
inventory)/3anpetueHo B KOMaHAy MOXHO BKNHOUYUTH OT OAHOIO A0 TpeX
UCNonb3oBaHne cneymanbHbix TLV.
paclwmnpeHnsa NpoToKoa
LLDP MED.
lidp med network-policy HasHauuTb npasuno network-policy sgaHHoOMy UHTepdelicy.
{add | remove} number - add — Ha3HauaeT npaBuno;
number: (1-32) - remove — yaanseT Npasuno;

no lldp med network-policy

- number — Homep nNpasuna.

Ypanutb npasuao network-policy ¢ gaHHOro MHTepdeiica.

lidp med location
{coordinate coordinate |
civic-address
civic_address_data | ecs-
elin ecs_elin_data}

coordinate: 16 6aliT;
civic_address_data:
(6..160) 6air;
ecs_elin_data: (10..25)
6aur.

3apaTb MecTonoNoXKeHMe YCTPOMCTBa AN NnpoTokona LLDP
(3HaueHne napameTpa location npotokona LLDP MED).

- coordinate — appec B cUCTEMe KOOPAMHaAT;

- civic_address_data — aAMUHUCTPATUBHBLIN agpec
YCTPOMCTBA;

- ecs-elin_data — agpec B popmate, onpeseneHHOM
ANSI/TIA 1057.
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no lidp med location
{coordinate | civic-address
| ecs-elin}

YAanuTb HaCTPOMKKM NapameTpa mecTonosoxKeHus location.

lidp med notification
topology-change {enable |
disable}

no lldp med notifications
topology-change

—/3anpelyeHo

Paspeluntb/3anpeTuTb OTNpaBKy yBegomneHunii LLDP MED o6
N3MEHEHWUW TOMONOTUN.

- enable — paspelaet oTnpaBKy yBEAOMIEHWIA;

- disable — 3anpeuiaeT oTnpaBKy yBEAOMIEHWIA.

YCTaHOBWUTb 3HAYeHUE NO YMO/IHaHUIO.

V MakeTbl LLDP, npuHATbIe Yepe3 rpynny nopTos, 3aNOMUHAIOTCA UHAUBUAYANIBHO NOp-
TaMu rpynnbl, NPUHABLWMMU coobweHua. LLDP otnpaBnsaeT pasnnyHble coobleHuns Ha
KaKAabl NOPT rpynnbl.

/ Pabota npoTtokosna LLDP He 3aBUCUT OT COCTOAHUA NpoToKona STP Ha nopTy, nakeTbl LLDP
OTNPABAAIOTCA U NPUHUMAIOTCA HA 3a610KMpPOBaHHbIX NPoTOKonom STP-nopTax.
Ecau nopT KoHTpoaupyetca no 802.1X, To LLDP paboTtaeT c nopTom TOAbKO B cay4ae, ecium

OH aBTOpPU30BaH.

KomaHObI pexcuma privileged EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexnma privileged EXEC:

console#

Tabanua 146 — KomaHgbl pexkuma privileged EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymoa4yaHuro

Aelicmeue

clear lidp table [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
oob]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

OuncTuTb Tabnnuy agpecos 06HaPYKEHHbIX COCEHUX YCTPONCTB
M HayaTb HOBbIM LMKN 0BbMeHa nakeTamu no npotokony LLDP
MED.

show lidp configuration [gi-
gabitethernet gi_port |

| oob | detailed]

tengigabitethernet te_port |
fortygigabitethernet fo_port

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

MNokasaTtb LLDP-KoHUrypawumm Bcex pusmnyeckux nHtepodencos
YCTPOMCTBa, MO0 33A4aHHbIX MHTepdENCoB.

show lldp med configura-
tion [gigabitethernet

te_port | fortygigabitether-
net fo_port | oob | de-
tailed]

gi_port | tengigabitethernet

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

MNMoKaszaTb KOHGUIrypauum pacmpeHunsa npotokona LLDP-MED ansa
Bcex puamnyeckmx nHtepodeiicos, MO0 3aaHHbIX UHTEPdECOB.

show lldp local
{gigabitethernet gi_port |

| oob}

tengigabitethernet te_port |
fortygigabitethernet fo_port

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

MNokasaTtb LLDP-nHpopmaumio, KOTOpyto aHOHCUPYET AaHHbIN
nopr.

show lldp local
tlvs-overloading
[gigabitethernet gi_port |

| oob]

tengigabitethernet te_port |
fortygigabitethernet fo_port

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

lMokasaTtb cTaTyc nepe3sarpysku TLVs LLDP.
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show lldp neighbors MNMoKas3aTb MHOPMaLMIO O COCEAHUX YCTPOMCTBAX, Ha KOTOPbIX
[gigabitethernet gi_port | gi_port: (1..8/0/1..48); | pabotaet npotokon LLDP.

tengigabitethernet te_port | te_port: (1..8/0/1..24);

fortygigabitethernet fo_port fo_port: (1..8/0/1..4)

| oob | detailed]

show lldp statistics MokasaTtb ctaTnUcTuky LLDP.

[gigabitethernet gi_port | gi_port: (1..8/0/1..48);

tengigabitethernet te_port | te_port: (1..8/0/1..24);

fortygigabitethernet fo_port fo_port: (1..8/0/1..4)

| oob | detailed]

[pumepbl 8bINOAHEHUS KOMAHO

=  YcTaHoBUTb Ans noprta tel/0/10 cneaytowme tlv-nona: port-description, sytem-name, system-de-
scription. na gaHHoro nHtepdeica gobasuTb ynpasasatowmin agpec 10.10.10.70.

console (config) # configure
console (config) # interface tengigabitethernet 1/0/10

(
(
console (config-if)# 1ldp optional-tlv port-desc sys-name sys-desc
console (config-if)# 1lldp management-address 10.10.10.70

= [locmoTpeTb KoHUrypaumio LLDP:

console# show lldp configuration

LLDP state: Enabled

Timer: 30 Seconds

Hold Multiplier: 4

Reinit delay: 4 Seconds

Tx delay: 2 Seconds

Notifications Interval: 5 Seconds
LLDP packets handling: Filtering
Chassis ID: mac-address

Port State Optional TLVs Address Notifications
tel/0/7 Rx and Tx SN, SC None Disabled
tel/0/8 Rx and Tx SN, SC None Disabled
tel/0/9 Rx and Tx SN, SC None Disabled
tel/0/10 Rx and Tx PD, SD 10.10.10.70 Disabled

Tabnnuya 147 — OnucaHue pesynbTaTos

lMone OnucaHue

Timer OnpeaennTb, KaK 4acTo ycTpoincTBo oTrnpasnseT LLDP-o6HoBAEHMA.

Onpepenutb BeNNUUHy Bpemenn (TTL, Time-To-Live) 418 NPUHUMALOLLETO YCTPO-
Hold Multiplier CTBa, B TEYEHNE KOTOPOTO HYXKHO YAEepXunBaTb NpuHMMaemble nakeTbl LLDP nepep,
ux cépocom: TTL = Timer * Hold Multiplier.

Onpegenntb MMHMMaNbHOE BpeMA, B Te4eHne KOTOporo nopT 6yp,eT OXuaOaTb nepen

Reinit delay nocbinkom cneaytouwero LLDP-coobueHus.

Tx delay Onpegenuntb 3a4epKKYy Mexay nocn;p,yrou.mmm nepegadvyamu LLDP-kKagpos, MHULK-
MPOBaHHbIX U3MEHEHUAMM 3HaYeHUI NMbo cTaTyca.

Port Homep nopra.

State Pexkum paboTbl nopTa gns npotokona LLDP.
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MNepepaBaemble TLV-onumu.
Bo3MOKHble 3HaYeHuA:

PD — OnucaHue nopTa;

SN — CuctemHoe nms;

SD — OnuncaHune cucTembl;

SC — BO3MOKHOCTM CUCTEMDbI.

Optional TLVs

Address Aapec ycTpoicTBa, KoTopblii nepegaetcs B LLDP-coobuweHusx.

Notifications YKasblBaeT, pa3pelleHbl Uau 3anpeleHbl ysegomiendna LLDP.

MokasaTb MHGOPMaLMIO O COCeAHUX YCTPOWMCTBAX:

console# show 1lldp neighbors

Port Device ID Port ID System Name Capabilities
te0/1 0060.704C.73FE 1 ts-7800-2 B
te0/2 0060.704C.73FD 1 ts-7800-2 B
te0/3 0060.704C.73FC 9 £s-7900-1 B, R
te0/4 0060.704C.73FB 1 ts-7900-2 W

console# show 1lldp neighbors tengigabitethernet 1,/0/20

Device ID: 02:10:11:12:13:00
Port ID: gi0/23
Capabilities: B

System Name: sandbox?2

System description:

24-port 10/100/1000 Ethernet Switch

Port description:

Ethernet Interface

802.3 MAC/P
Auto-negoti
Auto-negoti
Auto-negoti
duplex mode
duplex mode
Operational

Time To Live:

112

HY Configuration/Status

ation support: Supported
ation status: Enabled

ation Advertised Capabilities:
, 100BASE-TX half duplex mode,

100BASE-TX full
10BASE-T half

1000BASE-T full duplex,
10BASE-T full duplex mode,

MAU type: Unknown

Tabnnua 148 — OnucaHue pesynbTaTos

Mone OnucaHue
Port Homep nopTa.
Device ID Nms nnm MAC-appec cocegHero ycTpoicTaa.
Port ID MaeHTUdMKaTop nopTa coceHero ycTponcTaa.

System name

CucTeMHOE UMSA YCTPOCTBa.

Capabilities

[aHHoe none onucbiBaeT TMN yCcTpoCTBa:

B — Mocr (Bridge);

R — MapuwpyTtusatop (Router);

W — Touyka goctyna Wi-Fi (WLAN Access Point);
T — TenedoH (Telephone);

D — DOCSIS-ycTpoitctso (DOCSIS cable device);
H — CeteBoe ycTtpoictso (Host);

r — MosTopuTens (Repeater);

O — Tun HeussecTeH (Other).

System description

OnucaHWe coceiHero ycTpoicTaa.
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Port description OnwucaHue nopTa cocegHero ycTpomncraa.

Management address Appec ynpaBieHUa yCTPOMUCTBOM.

Auto-negotiation
support

OnpegendaeT, Nno4AepKMBAETCA /I aBTOMATUYECKOe onpeaesieHne pexmma nopra.

OnpegenseT, BKAOYEHA /M NOAAEPKKA aBTOMATUUECKOIO ONpeaeNeHNs pexxmuma
nopTa.

Auto-negotiation
status

Auto-negotiation Onpepenset pexumbl, nogaepxnsaemole GyHKLMEN aBTOMAaTUYECKOrO onpeaene-

Advertised HUSA noprTa.

Capabilities

Operational MAU Pabouunit MAU-TMN ycTpolicTaa.
type

5.17.8 Hacmpolika npomokona OAM

Ethernet OAM (Operation, Administration, and Maintenance), IEEE 802.3ah — pyHKLMN YyPOBHS KaHana
nepegayn AaHHbIX NPeacTaBAAoT coboli NPOTOKON MOHUTOPUHIA COCTOSIHMUA KaHana. B aTom npoTokosie gna
nepegayn MHPOpPMaLMM O COCTOAHUM KaHasla MeXKAy HEenocpeacTBEHHO MOAKAHOYEHHbIMU YCTPOMCTBAMM
Ethernet ncnonbsytoTca 610KM AaHHbIX NpoTokona OAM (OAMPDU). O6a ycTpoicTBa A0MKHbI NOAAEPKNBaTb
ctaHgapt IEEE 802.3ah.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelicog Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM B pexume KoHdurypaumm nHtepoelicos Ethernet:

console (config-if)#

Tabnmua 149 — KomaHabl pexkmma KoHpurypaumm uHtepoeliica Ethernet

KomaHda

3HayeHue/3HayeHue
no ymoa4aHuo

Aelicmeue

ethernet oam

no ethernet oam

—/OTKNOYEHO

Bkntountb nopaeprkky Ethernet OAM Ha nopty.

OtkntounTb Ethernet OAM Ha KoHUrypupyemom nopry.

ethernet oam link-monitor
frame threshold count

count: (1..65535)/1

no ethernet oam link-moni-
tor frame threshold

YCcTaHOBWTb NOPOT KONMYECTBa OLWMBOK 33 yKa3aHHbIN Nepuog,
(nepuopg, yctaHaBAnBaeTca komaHaow ethernet oam link-monitor
frame window).

BoccTtaHOBUTL 3HaYeHWe nNo YMONYaHUIO.

ethernet oam link-monitor
frame window window

window: (10..600)/100

no ethernet oam link-moni-
tor frame window

mcC

YCTaHOBUTbL BPEMEHHOM MPOMEKYTOK A8 noacyeTa KoandyecTsa
OWWKNBOK.

BoccTtaHOBUTL 3HaYeHWe no YMONYaHUIO.

ethernet oam link-monitor
frame-period threshold
count

count: (1..65535)/1

no ethernet oam link-moni-
tor frame-period threshold

YcTaHoBUTbL Nopor gns cobbitma «frame-period» (nepmog,
ycTaHaBuBaeTca KomaHaon ethernet oam link-monitor frame-
period window).

BoccTtaHOBUTL 3Ha4YeHWe nNo YMONYaHUIO.

ethernet oam link-monitor
frame-period window win-
dow

window:

no ethernet oam link-moni-
tor frame-period window

(1..65535)/10000

YCTaHOBUTb BPEMEHHOM NPOMEXYTOK A5 cobbiTua «frame-
period» (B Kagpax).

BoccTtaHOBUTb 3HAYEHWE NO YMONYAHUIO.

ethernet oam link-monitor
frame-seconds threshold
count

count: (1..900)/1

YcTaHoBUTb Nopor ana cobbitua «frame-period» (nepunog
ycTaHaBuBaeTca KomaHaon ethernet oam link-monitor frame-
seconds window), B cekyHaax.
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no ethernet oam link-moni-
tor frame-seconds thresh-
old

BoccTtaHOBUTL 3HAYEHWE NO YMONYAHUIO.

ethernet oam link-monitor
frame-seconds window
window

no ethernet oam link-moni-
tor frame-seconds window

window:
(100..9000)/100 mc

YCTaHOBWUTb BPEMEHHOM NPOMEKYTOK ana cobbiTua «frame-
period».

BoccTtaHOBUTb 3HAYEHWE N0 YMONYAHUIO.

ethernet oam mode {active
| passive}

YCTaHOBUTb peXMm paboTbl NpoTokona OAM:
- active — kommyTaTop noctoaHHO oTnpasnsetr OAMPDU;

—/active - passive — KommyTaTop HaunHaet otnpaeaAaTe OAMPDU TonbKko
npu Haanumm OAMPDU co BCTPEYHOM CTOPOHBI.
no ethernet oam mode BoccTaHOBWTL 3HAYEHME MO YMO/YAHMIO.
ethernet-oam remote-fail- BKAOUNTL NOAAEpPKKY M 06paboTKy cobbiTnin «remote-failure».
ure
—/BKAIOYEHO
no ethernet oam re- BoccTaHOBUTL 3HAaYEHWE MO YMOYAHMIO.
mote-failure
ethernet oam remote-loop- BKAtounTb NnoaaepKky dyHKkunmn remote-loopback.
back supported — JoTkniodeno
no ethernet oam re- BoccTtaHOBUTL 3HaYEHME MO YMONYAHWIO.
mote-loopback supported
ethernet oam uni-direc- BKNOUNTL GYHKLMIO OBHAPYXKEHNA OAHOHANPaB/IEHHbIX CBA3EN Ha
tional detection 6ase npoTtokona Ethernet OAM.
— —/OTKAKOUYEHO
no ethernet oam uni-direc- BoccTaHOBUTL 3HAUYEHME MO YMOYAHMIO.
tional detection
ethernet oam uni-direc- OnpefenvTb peakuuio KOMMyTaTopa Ha OAHOHAMNpPaBAEHHYIO
tional detection action {log CBA3b:
| error-disable} - log — otnpaska SNMP trap 1 3anucb B XXypHan;
—/log - error-disable — nepesog nopTa B coctosHue «error-disable»,
3anucb B XXypHan u otnpaska SNMP trap.
no ethernet oam uni-direc- BoccTaHOBWTL 3HaYeHWE MO YMOHAHMIO.
tional detection action
ethernet oam uni-direc- BKtOUNUTL arpeccuBHbIV peXUM onpeseneHns
tional detection agressive OfHOHanNpaBneHHoW cBA3n. Ecam oT cocegHero ycTpoicTea
nepectatot npuxogutb Ethernet OAM-coobueHns — AMHK
—/oTK/04eHO

no ethernet oam uni-direc-
tional detection aggressive

nomeYyaeTcsa Kak O,D,HOHaI'IpaBneHHbIVI.

BoccTtaHOBUTL 3HaYeHWe no YMON4YaHUIO.

ethernet oam uni-direc-
tional detection discovery
time time

no ethernet oam uni-direc-
tional detection discovery-
time

time: (5..300)/5 cek

YCTaHOBWUTb BPEMEHHOW UHTepBan AN onpeaeieHnsa TUMna cBAsmn
Ha nopTy.

BoccTtaHOBUTL 3HaYeHWe nNo YMONYaHUIO.

KomaHObl pexcuma privileged EXEC

Bce KomaHAbl JOCTYNHbI ANS MPUBUAEIMPOBAHHOIO MoJib30BaTeNs. Bua 3anpoca KOMaHAHOMN CTPOKU
perknma privileged EXEC:

console#
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Tabnnua 150 — KomaHabl pexkuma privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuio

Aeiicmeue

clear ethernet oam statis-
tics [interface {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4).

Oumnctutb cTaTUCTUKY Ethernet OAM ans yKaszaHHOro MHTepdeiica.

show ethernet oam discov-
ery [interface {gigabitether-
net gi_port | tengiga-
bitethernet te_port | for-
tygigabitethernet fo_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4).

OT06pa3unTbL cocToaHNe npoTokona Ethernet OAM ana ykasaHHoro
uHTepdelica.

show ethernet oam statis-
tics [interface {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4).

OTO6pPa3nTb CTAaTUCTUKY OBMEHa NPOTOKO/IbHBIMM COOBLLEHNAMM
019 YKa3aHHOTro uHTepdelica.

show ethernet oam status
[interface {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

OT06pa3unTb HacTpolikm Ethernet OAM anA ykasaHHOro
nHTepodelica.

show ethernet oam uni-di-
rectional detection [inter-
face {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

OT106pa3nTb COCTOAHME MEXaHW3Ma onpeaenieHns
OHOHanpaB/IeHHbIX CBA3EN AJ1A YKa3aHHOro nHTepdeiica.

ethernet oam remote-loop-
back {start/stop}

interface { gigabitether-

net gi_port
/tengigabitethernet te_port
}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24)

3anycTuTb NPOLLECC TECTUPOBAHWNA KaHana C NOMOLLbIO
ethernet oam remote-loopback Ha ykazaHHOM MHTepdeiice.

[pumepbl 8bIN0AHEHUS KOMAHO

=  OT06pa3unTb coCTOAHME NPOTOKONA ANA nopTa gigabitethernet 1/0/3:

console# show ethernet oam discovery interface GigabitEthernet 0/3

Local client

Mode:
Unidirection:
Link monitor:
Remote loopback:
MIB retrieval:

Mtu size:
Operational status:
Port status:
Loopback status:
PDU revision:

Remote client

MAC address:
Vendor (oui) :

gigabitethernet 1/0/3

Administrative configurations:

active

not supported
supported
supported

not supported
1500

operational
no loopback
3

a8:£9:4b:0c:00:03
a8 f9 4b
Administrative configurations:
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PDU revision: 3
Mode: active
Unidirection: not supported
Link monitor: supported
Remote loopback: supported
MIB retrieval: not supported
Mtu size: 1500

console#

5.17.9 Hacmpolika npomokona CFM (Connectivity Fault Management)

Ethernet CFM (Connectivity Fault Management), IEEE802.1ag — npeaocTtaBnseT dbyHKUMM Habaoge-
HWA, NOUCKa U YCTPaHEHMA HeMcnpasBHocTel B ceTax Ethernet, N03BoNAs KOHTPOAMPOBATL COEAMHEHWE, U30-
IMPOBaTb NPOBHeMHbIE YYaCTKM CETU U MAEHTUPULMPOBATL KIMEHTOB, K KOTOPbIM MPUMEHAINCL OrpaHuYe-
HWA B CETW.

MpoToKon onepupyeT cieayowmuMm NOHATUAMM:

=  Maintenance Domain (MD) — y4acTOK ceTU, NpUHaANeKaLLUA U yNpaBASEeMblii O4HUM ONEePATOPOM;

= Maintenance Association (MA) — COBOKYNHOCTb KOHeYHbIx TodeKk (MEP), Karkaas us KoTopbiX MUMeeT
oAMHakoBbIn naeHTudumkatop MAID (Maintenance Association ldentifier), onpeaenatowmin Tun cep-
BUCa;

= Maintenance association End Point (MEP) — KoHeyHasi TOUKa cepBuca, pacrno/ioXKeHHas Ha ero rpa-
HULE;

= Maintenance domain Intermediate Point (MIP) — npomeyTouyHaa To4yKa A0OMeHa.

KomaHObI pexcuma 2106a716H020 KOHGU2YPUPOBAHUA

BuAa 3anpoca KOMaHAHOM CTPOKM pexmnma ri1o06anbHOro KOHPUrypmpoBaHumsa:

console (config) #

Tabnnua 151 — KomaHabl pexkuma rnobanbHoi KoHduUrypaumm

Komanda 3HavyeHue/3Ha4yeHue Neiicmeue
o yMoA4YaHUuto
ethernet cfm domain name Co3aaTb (MM cmeHUTb ypoBeHb) CFM-gomeHa (MD) ¢ umeHem
[level level] name:(1..32) «name» 1 NepeinTn B PeXXMM KOHOUTYPUPOBAHUA OMEHA.
CMMBONOB - level — yposeHb CFM gomeHa.
no ethernet c¢fm domain level: (0..7)/0 Yaanute CFM-gomeH (MD) ¢ umeHem “name”.
name

KomaHObI pexcuma KoHgu2ypuposaHUsa 0oMeHd

Bua, 3anpoca KOMaHAHOW CTPOKM B peXume KOHPUTypnpoBaHMa AOMeHa:
console (config-cfm-md) #

Tabnuua 152 — KomaHapl pexxuma KoHpurypuposaHma CFM-gomeHa (MD)

3Ha4yeHue/3HayeHue

Aeiicmeue
1o yMon4YaHuo

KomaHoa

YKaszatb ngeHtuoukatop CFM-gomeHa (MD). MmeHem gomeHa
MOKeT bblITb:
- dns — dns-ums;

id { dns dns | name name
| mac mac_address num-
ber | null }

name: (1..43) cumBonos
dns: (1..43) cumBonos
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no id

mac_address : H.H.H
man H:H:H:H:H:H namn H-
H-H-H-H-H
number: (0-65535)
Mo ymonuanutio: id name
COOTBETCTBYET UMEHM
AOMeHa

- name — TEKCTOBAA CTPOKa;

- mac_address number — MAC-aapec 1 YMcnoBoi
naeHTMdMKaToOp LOMEH];

- null — NULL npeHTtndmkatop.

YCTaHOBUTb 3Ha4YeHMe NO YMOHAHMUIO.

service port

{ vlan-id vlan_id |
name name |
number number }

no service port

service vlan vian
{vlan-id vian_id |
name name |

number number

no service vlan vian_id

vlan_id: (1..4094)
name: (1..45) cumBosios
number: (0..65535)

Cosaatb CFM-cepsuc (MA) 6e3 npusasku K VLAN 1 nepexos B
peXKUM KOHOUIYpUpOBaHUA cepBuca.

Ypanute CFM-cepsuc (MA).

Cozpatb CFM-cepsuc (MA), npuasaHHbI K VLAN c Homepom
«vlan» v nepeiTn B peXMm KOHOUTypMpoBaHUA cepsuca. UmeHem
CepBMCca MOXKET bbITb:

- vlan_id — Homep VLAN;

- name — TEKCTOBAA CTPOKa;

- number — yncnosoi naeHTUudMKaTop.

Ypanute CFM-cepsuc (MA), npussasaHHoro K VLAN ¢ Homepom
«vlan_id».

mip auto-create [lower-
mep-only]

no mip auto-create

—/a BTOMaTU4eCcKoe
COo34aHue OTK/Ilo4eHO

BKNHOUMTL aBTOMATUYECKOE CO34aHME MPOMEKYTOUYHbIX TOYEK
cepsuca (MIP). MpomerKyTouHble ToukM cepsuca (MIP) cosaatoTca
Ha BCeX NopTax, Ha KoTopbix NnponucaH VLAN cepsuca.
Heobs3aTenbHblii NnapameTp «lower-mep-only» nckaoyaeT us
CMMCKA NOPTbI, HA KOTOPbIX YXKe CO34aHa KOHEeYHas TOYKa cepauca.

YCTaHOBWUTb 3HaYeHue Nno YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypuposaHUsa cepsuca

Bug, 3anpoca KOMaHAHOM CTPOKM B peXMme KOHPUIyprupoBaHUa AoMeHa:

console (config-cfm-ma) #

Tabnuua 153 — KomaHapl pexkuma KoHpurypmuposaHma CFM cepsuca (MA)

KomaHoa

3Ha4yeHue/3HayeHue
no ymoa4aHuro

Aelicmeue

continuity-check interval
interval

no continuity-check in-
terval

interval: (1, 10, 100, 600)
cekyHa/1 cekyHaa

YcTaHOBUTb MHTepBan oTnpasku Continuity Check coobuueHmnit.

YCcTaHOBUTb 3HaYeHue no YMOAN4YaHUIO

direction down

no direction down

YCTaHOBWUTL HanpaBneHWe KoHeYHoM Toukon cepsuca (MEP) B
HUCXoAsALLee.

YCTaHOBWTL HanpaBneHMe KOHeYHOM To4KK cepsuca (MEP) B
BocxoasLlee.

efd notify erps

no efd notify erps

—/BbIK/IOYEHO

BK/IOUNTb OTNPABKY yBEeAOMIEHWI 06 06HapyKeHU n3MeHeHus
cocToAHMA Konbla ERPS Ha cobbiTuaA events propagation link
failure/restore v HapyLeHWe CBA3HOCTH, AETEKTUPOBAHHbIX C
nomoupbto Continuity Check Protocol (CCM)

OTKNIOYNUTb OTNPABKY YBEAOMIEHWUNA.

mep id

no mep id

id: (1..8191)

[06aBuTb KOHeYHyto Touky cepsuca (MEP) ¢ naeHtMpunkatopom
«id» K AaHHOMY cepBuCy.
[aHHOW KOMaHAOoM OcCylLecTBAAETCA TO/IbKO NpUBA3KA
MEP K cepucy. MEP co3paetca B pexxume KOHPUrypu-
poBaHusa uHTtepdeiica.

YAanuTb KOHEYHyo TouKy cepsuca (MEP).

mip auto-create { lower-
mep-only | none }

—/no ymonyaHuio
UCMONb3YeTCA PeXxinm,

BK/O4MTb aBTOMATUYECKOE CO3aHNe NPOMEKYTOUHbIX TOUEK
cepsuca (MIP). MpomexyTouHble Touku cepsuca (MIP)
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no mip auto-create

CKOHOUIYPUPOBaHHbIN
AN AOMEHa, B KOTOPOM
HaXo4MTCA Cepaunc

CO0343al0TCA Ha BCex NopTax, Ha KoTopbix nponucaH VLAN cepsuca.
Heobs3aTenbHble napameTpbl:
—  lower-mep-only — UcKA4aeT U3 cnMcka NopThbl, Ha
KOTOPbIX y¥Ke co3aaHa KoHe4YHas Touka cepsuca (MEP);
—  none — He C0343aBaTb aBTOMATUYECKN MPOMEKYTOUHbIE
To4YKM cepsuca (MIP).

YCTaHOBWUTb 3Ha4YeHMEe N0 YMOIYAHMUIO.

KomaHObI pexcuma KoHguaypuposaHus uHmepgelica Ethernet

BuA 3anpoca KOMAHOHOM CTPOKM B pexume KoHoUrypmuposaHus mHtepderica Ethernet, nHrepodeiica

rpynnbl NOPTOB:

console (config-if) #

Tabnuua 154 — KomaHabl pexkmuma KoHPurypuposaHusa nutepdeica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

ethernet cfm mep mep_id
domain domain_name
service {vlan-id vian_id |
name name | number
number}

no ethernet cfm mep
mep_id domain do-
main_name service {vlan-
id vlan_id | name name |
number number}

mep_id: (1..8191);
domain-name: (0..32)
CYMBOJIOB;
vlan_id: (1..4094);
name: (0..45) cumB0ONOB;
number: (0..65535).

Co3gaTtb Ha UHTepdeice KOHeYHO ToUKK cepeuca (MEP) ¢
naeHTnGUKaTOpOM mep_id ANA YyKa3aHHOTO cepBmUCa B YKA3aHHOM
JOMeHe 1 nepexos, B pexunm koHdurypmposarua MEP.

YAanuTb KOHEYHYIO TOUKY cepBuca ¢ MHTepdeiica.

KomaHObI pexcuma KoHguU2ypuposaHUa KoOHeYHolU moYKu cepsuca

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKUMe KOHGUIyprpoBaHUa AomeHa:

console (config-if-cfm-mep) #

Tabnuua 155 — KomaHabl pexkuma KoHourypuposaHmsa CFM koHeuHoM Touku (MEP)

3Ha4yeHue/3HayeHue .
KomaHoa Aelicmeue
o ymon4aHuro
active BK/IIOYNTb KOHEYHYIO TOYKY cepBuca (MEP).
- —/BbIKNtOYEHa
no active YCTaHOBWUTb 3HAYEHME MO YMOTYAHMIO.

continuity-check enable

no continuity-check ena-
ble

—/BbIK/IIOYEHA

BrkntoueHue otnpasku Continuity Check coobuieHni.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

COs cos

Nno Cos

cos: (0..7)/7.

YcTaHOBUTL 3HauYeHue npuopuTeTta CoS, ¢ KoTopbim ByayT
oTtnpasnsaTbes Continuity Check coobueHus.

YCTaHOBWUTb 3Ha4YeHME NO YMOIYAHMUIO.

alarm delay delay

no alarm delay

delay: (2500..10000)
mc/2500 mc

YKaszaTb MHTepBas 3a4ePKK, N0 UCTEYEHUM KOTOPOTo 6yp,eT
reHepmnpoBaTbCA aBapuA.

YCTaHOBWUTb 3HaYeHue no YMONYaHUIO.

alarm reset interval

no alarm reset

interval: (2500..10000)
mc/10000 mc

YKaszaTb NPOMEXKYTOK BPEMEHM, MO UCTEYEHMUU KOTOPOTro
npounsonget cbpoc aBapum.

YCTaHOBWUTb 3Ha4YeHMEe N0 YMOIYAHMUIO.

alarm notification { all |
error-xcon | remote-er-
ror-xcon | mac-remote-
error-xcon | xcon | none }

—/mac-remote-error-
Xcon

BK/OYUTL YBEAOMAEHMA ANA ONpeAeieHHbIX TUNOB COBbITHIA.
Tunbl cOBbLITUI:

- all — Bce cobbiTna DefRDI, DefMACStatus, DefRemote, DefError,
DefXcon;

- error-xcon — To/bKo cobbitua DefError u DefXcon;
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- remote-error-xcon — T0/1bKo cobbiTua DefRemote, DefError n
DefXcon;

- mac-remote-error-xcon — To/bKo cobbiTna DefMACStatus,
DefRemote, DefError n DefXcon;

- Xcon — To/bKo cobbiTne DefXcon;

- none — yBeAOM/IEHUA OTK/AIOUYEHDI.

no alarm notification YCTaHOBUTbL 3HaYEHUE NO YMONYAHUIO.

KomaHOb1 pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM pexnma privileged EXEC:
console#

Tabnnua 156 — KomaHgb! pexxuma privileged EXEC

3Ha4yeHue/3HayeHue

Aeiicmeue
o yMon4YaHuo

KomaHoa

show ethernet cfm do-

. name: (1..32) cumBonos | OTo6pasuTb MHGOPMaLMIO 06 yKasaHHOM AOMeHe uau 060 BCex.
main [name]

OT1o6pa3unTb nHdpopmaumo 06 ownbkax Continuity Check
NPOTOKONa.

show ethernet cfm errors _

show ethernet cfm
maintenance-points { lo- —
cal | remote }

OT06pazunTb MHGOPMALMIO O IOKANbHbIX MU YAANEHHbIX
KOHEYHbIX To4Kax cepsuca (MEP).

show ethernet cfm mpdb name: (1..43) cumBonoB

[domain-id { dns name | mac-address: H.H.H uw 0T06pa3nTb MHPOPMALMIO O MPOMENKYTOUHbIX TOYKAX cepBuca
name | name name| mac H:H:H:H:H:H nan H-H-H- (MIP) /179 YKa33HHOTO AOMEHa AW ANA BCex

mac-address number | H-H-H; ’

null}] number: (0-65535)

show ethernet cfm statis-
— OT106pa3nTb CFM-CTaTUCTUKY ANA BCEX LOMEHOB.

tics

show ethernet cfm statis- domain-name: (0..32)

tics domain domain-name CUMBOOB;

service { vlan-id vian_id | vlan_id: (1..4094); OTo6pa3unTe CFM-CcTaTUCTUKY A8 YKa3aHHOIro AOMEHaA.

name name | number name: (0..45) cumBo10B;

number } number: (0..65535)

show ethernet cfm statis- . OT106pa3nTb CFM-CTaTUCTUKY ANA YKa3aHHOW KOHEYHOM TOYKM
. Ly id: (1..8191)

tics mpid id cepsuca (MEP).

5.17.10 Hacmpolika ¢pyHkyuu Flex-link

Flex-link — ¢yHKuna pesepBMpoBaHUA, NpegHa3HadeHHaa AnA obecneyeHMA HaAEXKHOCTM KaHana
nepefaun aaHHbix. B ceaske flex-link moryt HaxoauTtbesa ethernet n port-channel untepdelicel. OanH U3 aTNX
NHTepdelicoB HaxoaMTcA B 3a00KMPOBAHHOM COCTOAHUM U HaYMHAET NPOMYCKaTb TPadUK TONbKO B C/yyae
aBapuKn Ha BTOPOM MHTepdeiice.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica Ethernet, uHmepdgelica 2pynmnsl NIopmMos

Bupa, 3anpoca KOMaHAHON CTPOKM B pexmme KOHoUrypupoBaHua uHtepdeiica Ethernet, nHrepdeiica
rpynnbl NOPTOB:

console (config-if) #
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Tabnuua 157 — KomaHabl pexxmma KoHpurypuposaHus nHtepdeiica Ethernet, rpynnbsi noptos

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
flex-link backup { Bkatouunts flex-link Ha nHTepdeiice n HasHaunTbL BbIBpaHHOMY
tengigabitethernet te_port uHtepdeiicy ponb backup-untepdeiica s flex-link nape.
| gigabitethernet gi_port | te_port: (1..8/0/1..4);
port-channel port_channel} gi_port: (1..8/0/1..24);
no flex-link backup { port_channel (1..48)/— BoikntounTb flex-link Ha MHTepdeiice M yaanute Bbl6pPaHHBbIN
tengigabitethernet te_port nHTepdeiic us flex-link napsoi.
| gigabitethernet gi_port |
port-channel port_channel}
flex-link preemption mode 3apaTtb geicTeme Npy NogHATUM MHTepdelica, y4acTBYHOLLErNO BO
[forced | bandwidth| off] flex-link:
- forced — ecnun nogHaBWMIiCA MHTEpPEIC HAaCTPOEH KaK master, To
OH CTaHEeT aKTUBHbIM UHTepdencom;
—Joff - bandwidth — npu nogHATUN MHTepdelica akTUBHbBIM CTaHeT
MHTepdeiic c bonblielt NPonycKHOW CNOCOBHOCTLIO;
- off — nogHABWMIiCA HTepdelic ocTaHeTcs B 3a6/10KMPOBAHHOM
COCTOAHUM.
no flex-link preemption BepHyTb 3HaYEHUE MO YMOIYaHMIO.
mode
flex-link preemption delay 3a4aTb Bpems OT nepexoga OTK/YEHHOro NopTa B COCTOAHUE
delay «Up», N0 NPOLIECTBMM KOTOPOTO BbINONHAETCA AENCTBUE,
delay: (1..300)/35 ycTaHoBneHHoe komaHao flex-link preemption mode.
- delay — nepwopg, BpemeH#, B CEKYHOAX.
no flex-link preemption BepHyTb 3HaYEHUE MO YMOIYaHMIO.
delay

KomaHObI pexcuma privileged EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexnma privileged EXEC:

console#

Tabnunua 158 — KomaHapl pexxknma EXEC

3HayeHue/3HayeHue

Aelicmeue
110 YMOAYAHUIO

KomaHda

show interfaces flex-link
[detailed] { tengiga-
bitethernet te_port | gi-
gabitethernet gi_port |
port-channel port-chan-
nel}

te_port: (1..8/0/1..4);
gi_port: (1..8/0/1..24); MoKasaTb KoHpUrypaumio GyHkumm flex-link.
port_channel: (1..48)

5.17.11 Hacmpolika ¢pyHkyuu Layer 2 Protocol Tunneling (L2PT)

®yHKUuA Layer 2 Protocol Tunneling (L2PT) no3BonsieT nponyckaTb C/y*KebHble NakeTbl pa3anyHbIx L2-
npotokonos (PDU) yepes ceTb npoBaliaepa, YTo NO3BOSAET «MPO3PaYHO» CBA3ATb KNIMEHTCKUE CErMEHTbI CETHU.

L2PT wuHkancynmpyetr PDU Ha rpaHM4YHOM KOMMYyTaToOpe, nepedaeT WX Ha Apyroh rpaHUYHbIN
KOMMYTaTOpP, KOTOPbIM OXKMAAET CNeLnasibHble MHKaNcyIMpoBaHHbIE Kaapbl, @ 3aTeEM AeKancyMpyeT ux, 4To
No3BO/AAET NO/Ab30BaTeNAM NepeaaBaTb MHGOPMALMIO 2-TO YPOBHA Yepes ceTb Nposaiaepa.

KommyTtaTopbl cepmum MES3000 npeaocTaBastoT BO3MOXKHOCTb MHKANCyIMPOBaTb CyKebHble nakeTbl
npotokonos STP, LACP, LLDP, IS-IS.
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[pumep

Ecan Bkntountb L2PT ana npotokona STP, To kommyTtaTopbl A, B, C u D byayt o6beauHeHbl B OAHO
CcBA3yloLLee AepeBO, HECMOTPA Ha TO, YTO KOMMYTATOp A He coeanHeH HanpAMYI ¢ KommyTaTopamu B, Cu D
(PrcyHok 54 — Mpumep paboTbl dyHKuMM L2PT). MHPopmauma 06 nsmeHeHMM TOMONOTUN CETU MOXKET BbITb
nepefaHa CKBO3b CeTb NpoBanaepa.

Cetb
nposangepa

LIl ] switch 2

PucyHok 54 — Mpumep paboTbl dyHKUMM L2PT
Anroputm paboTbl pyHKUMOHANA CAeayOWmiA:
WHKancynauua:

1. Bce L2 PDU nepexsatbiBatoTca Ha CPU;

2. Nopcuctema L2PT onpegensaet L2-npoToKoa, KOTOPOMY COOTBETCTBYET NpuHATbIA PDU, n npose-
PSeT, BK/OYEHA /1M Ha NOPTY, C KOTOPOro NpuHAT 3ToT PDU, HacTpoiika I2protocol-tunnel gna gax-
Horo L2-npoToKona.

Ecnun HacTpoiKa BKOYEH], TO:

— Bo Bce nopTbl VLAN, Ha KOTOPbIX BKAKOYEHO TYHHeAnpoBaHue, oTnpasnaeTca PDU-Kaap;

— BO Bce nopTtbl VLAN, Ha KOTOpbIX BbIKAKOYEHO TYHHENIMpOBaHWe, OTnpasBnAeTca
MHKancynnposaHHbIi PDU-Kaap (McxogHbi Kagp ¢ Destination MAC-agpecom, U3MEHEHHbIM
Ha TYHHE/bHbIN).

Ecnu HaCTpOﬁKa BbIK/IKOYEHAQA, TO:

— PDU-Kagp nepenaetca B 06paboTUMK COOTBETCTBYHOLLErO NPOTOKOA.
Jdekancynauma:

1. PeanusoBaH nepexsat Ha CPU Ethernet-kagpos c MAC-aapecom HasHayeHus, 3a4aHHbIM NPU Mo-
Mol KomaHAabl 12protocol-tunnel address xx-xx-xx-xx-xx-xx. [lepexsat BK/AOYaETCA TONbKO TOrAa,
Korga xoTa 6bl Ha O4HOM MOPTY BK/OYEHA HACTPOMKA I2protocol-tunnel (He3aBncMMo OT NpoTo-
Kona).
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2. Mpun nepexsate naketa ¢ MAC-agpecom Ha3HAYEHUA XX-XX-XX-XX-XX-XX, OH CHaya/aa nonagaeT B
nogcuctemy L2PT, KoTopasa onpegensaeT L2-npoTokon gna gaHHoro PDU no ero 3aronosky, 1 npo-
BEPAET, BKAKOYEHA /N Ha MOPTY, C KOTOPOrO MPUHAT MHKANCynMpoBaHHbIA PDU, HacTpolika
[2protocol-tunnel ana gaHHoro L2-npoTokona.

Ecnu HacTpoiiKa BKAOYEHa], TO:

—  MOpT, C KOTOPOro 6blN NONYYEH MHKaNCyAnpoBaHHbIM PDU-Kkagp, 61oKkupyeTcs ¢ npuumHoi [2pt-
guard.

Ecnum HacTpoiiKa BbIKAOYEHA:

— BO BcCe noptbl VLAN, Ha KOTOpbIX BK/AKOYEHO TyHHe/AMpOBaHWE, OTnpasaseTca
AeKancynmposaHHbIi PDU-Kagp;

— BO Bce nopTtbl VLAN, Ha KOTOpbIX BbIKAOYEHO TYHHE/AMpPOBaHWe, OTnpasaseTcA
WMHKancyanpoBaHHbIi PDU-kagp.

KomaHObI pexcuma 2a0b6aab6HoU KOHGuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKN pPeXKnma rnobanbHoM KOHGUIypauum:
console (config) #

Tabanua 159 — KomaHgb! pexnuma rnobanbHoi KoHduUrypaumm

3Ha4yeHue/3HayeHue

Aelicmeue
110 yMOAYAHUIO

KomaHda

12protocol-tunnel address
{mac_address}

3apatb MAC-aapec HasHaYeHUa Ana TYHHeIMpYyeMbIX KafpoB.
mac_address: A ap A Ty py ap

(01:00:ee:ee:00:00,
01:00:0c:cd:cd:d0,
01:00:0c:cd:cd:d1,
01:00:0c:cd:cd:d2,

01:0f:e2:00:00:03)/

no I2protocol-tunnel ad- 01:00:e:06:00:00

dress

YCTaHOBUTb 3HAYEHME Mo YMO/I4aHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

V' Ha rpaHuyHOom uHTepdeiice aonKeH 6biTb OTKAIOUEeH NpPoToKon STP (spanning-tree
disable).

Buna 3anpoca KOMaHAHOM CTPOKM B pexmme KoHdurypaumm nHtepdeica Ethernet, Htepdeiica rpynnoi
NopTOB:

console (config-if)#

Tabnnuya 160 — KomaHgb! pexkuma KoHdurypaumm nntepoeliica Ethernet

3HayeHue/3HayeHue no

elicmeue
YMOAYAHUIO A

KomaHda

12protocol-tunnel {stp | lacp BKNOUMTD pexxum MHKancynauum naketos STP BPDU.
| lidp | isis-I1 | isis-12 | pvst
| cdp | dtp | vtp | pagp |
udld | rip | ospf | vrrp}

—/BbIK/IOYEHO
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no I2protocol-tunnel {stp |
lacp | lldp]| isis-I1 | isis-12 |
pvst | cdp | dtp | vtp |
pagp | udld | rip | ospf |
vrrp }

BbIKNOUNTE peXkMm MHKancynaumm naketos STP BPDU.

12protocol-tunnel cos cos

3apaTb 3HavyeHne CoS gnAa 3anakoBaHHbIX PDU-Kagpos.

no I2protocol-tunnel drop-
threshold {stp | lacp | lidp |
isis-11 | isis-12 | pvst | cdp |
dtp | vtp | pagp}

(1..4096)/BbIKNtOYEHO

no I2protocol-tunnel cos cos: (0.7)/5 YcTaHoBUTb COS B 3HaYeHME N0 YMONYAHMIO.
12protocol-tunnel drop- HacTpouTtb Noporosoe 3Ha4eHWe CKOPOCTH BxoasALLmMX PDU-
threshold {stp | lacp | lidp | KagpoB (B MaKeTax B CEKYHAY), NOAYYEHHbIX U NOA/EXKALLNX
isis-11 | isis-12 | pvst | cdp | WHKancynauuu. Npu npesbiweHun nopora PDU

dtp | vtp | pagp} threshold threshold: oTbpacbiBatoTCA.

OTKAOYUTD PEXKUM KOHTPOAA CKOPOCTM BXxoaALWmMX PDU-
Kaapos.

12protocol-tunnel
shutdown-threshold {stp |
lacp | lidp | isis-I1 | isis-12 |
pvst | cdp | dtp | vtp |
pagp} threshold

no I2protocol-tunnel
shutdown-threshold {stp |
lacp | lidp | isis-I1 | isis-12 |
pvst | cdp | dtp | vtp |
pagp}

threshold:
(1..4096)/BbIKNtOYEHO

WHKancynaumu. NMpu npesbiweHnn nopora nopT byaet
nepeseseH B cocTonHue Errdisable (oTkntoueHn).

HacTpouTb noporosoe 3Ha4YeHue CKoOpocTn BxogAawmx PDU-
KaZpoB (B NaKeTax B CEKyHAY), MONYYEHHbIX U NOANEMKALLUX

OTKNOUYUTD PEXKUM KOHTPOANA CKOPOCTM BXoaAwmx PDU-
Kaapos.

KomaHObI pexcuma privileged EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma privileged EXEC:

console#

Tabanua 161 — KomaHgbl pexkuma privileged EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

show I2protocol-tunnel
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port| port-channel
group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: ( 1..48).

0OT06pa3nTb nHPopmaumto L2PT ana ykasaHHOro nHtepdelica
WUAKN ana Bcex MHTepdelicos, Ha KOTOPbIX BKAtOYeH L2PT, ecau
HTepdelc He yKasaH.

clear I2protocol-tunnel
statistics [gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port:(1..8/0/1..4);
group: ( 1..48)

OuncTUTb CTaTUCTURY L2PT ana ykazaHHOro nHtepdeiica nam
AN Bcex UHTepdelicoB, Ha KOTOPbIX BKAOYeH L2PT, ecnm
MHTepdelc He yKasaH.

[Mpumepbl 8bINOAHEHUA KOMAHO

= YcTaHOBUTb TyHHeNbHbIM MAC-aapec B 3HaYeHue 01:00:0c:cd:cd:d0, BkntoumTb oTnpaBky SNMP traps

oT Tpurrepa I2protocol-tunnel (Tpurrepa Ha cpabatbiBaHue drop-threshold n shutdown-threshold).

console (config)# l2protocol-tunnel address 01:00:0c:cd:cd:d0
console (config)# snmp-server enable traps l2protocol-tunnel
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= BK/AKOUYUTb pPeXUM TyHHenmnpoBaHus STP Ha uHTepdeiice, ycTaHOBUTbL 3HaYeHMe CoS-naketos BPDU
paBHbIM 4, BKIHOUYMUTb KOHTPO/Ib CKOPOCTU BXOAALLLMX NakeToB BPDU.

console
console
console
console
console
console
console
console

config) # interface gigabitEthernet 1/0/1
config-if) # spanning-tree disable

config-if) # switchport mode customer
config-if) # switchport customer vlan 100
config-if) # 12protocol-tunnel stp
config-if) # 12protocol-tunnel cos 4
config-if) # 12protocol-tunnel drop-threshold stp 40
config-if) # 12protocol-tunnel shutdown-threshold stp 100

o

console# show l2protocol-tunnel

MAC address for tunneled frames: 01:00:0c:cd:cd:d0

Port CoS Protocol Shutdown Drop Encaps Decaps Drop
Threshold Threshold Counter Counter Counter
gil/o/1 4 stp 100 40 650 0 450

Mpumepbl coobLLeHUid 0 cpabaTbiBaHUK TpUrTepa:

12-Nov-2015 14:32:35 %-I-DROP: Tunnel drop threshold 40 exceeded for interface
gil/o0/1

12-Nov-2015 14:32:35 $-I-SHUTDOWN: Tunnel shutdown threshold 100 exceeded for
interface gil/0/1

5.18 Voice VLAN

Voice VLAN ncnonb3syetca ana sblgeneHua VolP-ob6opyaoBanus B otaenoHyto VLAN. ns VolP-kagpos
MOTyT 6bITb Ha3HauyeHbl QOS-aTpUbYTLl 418 NPUOPUTM3ALUKM TpaduKa. Knaccndukauma Kagpos, OTHOCALLMXCA
K Kagpam VolP-obopygposaHua, 6asmpyetca Ha OUI (Organizationally Unique Identifier — nepsble 24 6uTta
MAC-agpeca) otnpaButens. HasHayeHue Voice VLAN ans nopta npoMcxoguT aBTOMaTUUYECKU, KOrAa Ha nopT
noctynaet kaap ¢ OUI u3 tabanupl Voice VLAN. Koraa nopt onpeaennercs, Kak npuHaanexawmii Voice VLAN
— naHHbIN NopT aobasnsertca Bo VLAN Kak tagged.

Voice VLAN npyumeHUm gns cnegyromx cxem:

VolP-obopyaoBaHWe HacTpauMBaeTca, YTobbl paccbliaTh TerMpoBaHHble naketbl, ¢ ID Voice
VLAN, HacTpOeHHbIM Ha KOMMyTaTope.

VolP-obopyaoBaHue paccbinaeT HeTermpoBaHHble DHCP-3anpockl. B otBeTe ot DHCP-cepBepa
npucytcteyeT onuua 132 (VLAN ID), ¢ nomoLliblo KOTOPOWM YCTPOMCTBO aBTOMATUYECKM
Ha3HauaeT cebe VLAN ana mapkuposku Tpaduka (Voice VLAN).

Cnucok OUl npoussoauteneit VolP-o60opyaoBaHuaA, AOMUHUPYIOLWUX HA PbIHKE:

oui dupma-npouzsodumensd
00:E0:BB 3COM
00:03:6B Cisco
00:E0:75 Veritel
00:DO0:1E Pingtel
00:01:E3 Siemens
00:60:B9 NEC/ Philips
00:0F:E2 Huawei-3COM
00:09:6E Avaya
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Voice VLAN mo:KeT 6bITb aKTUBUPOBAH Ha NnopTax, paboTarowmx B pexkxume trunk n general.

v/

KomaHObI pexcuma 2a06an6Hol KOHgu2ypayuu

MNpu HasHaueHun Voice VLAN Ha cTOpoHe OKOHeuHoro o6opyaoBaHuA Heob6xogumo uc-
nonb3osarthb lldp-med noantnku nnm DHCP.

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabanua 162 — KomaHgbl pexuma rnobanbHoi KoHdurypaumm

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

voice vlan aging-timeout
timeout

no voice vlan ag-
ing-timeout

timeout: (1..43200)/1440

YCTaHOBWTL TaiMayT AJ/1A NOpTa, NPUHAA/IEXKaLLEro K voice-vlan.

Ecau c nopTa B Te4eHMe 3a4aHHOTO BpemeHMU He Bb110 Kagpos ¢
OUI VolP-obopyaosaHus, To voice vlan yaanaetca ¢ gaHHoro
nopTa.

BoccTtaHOBUTb 3HAYEHWE MO YMONYAHUIO.

voice vlan cos cos [remark]

no voice vlan cos

cos: (0-7)/6

YcTaHOBUTb BbIXOAHYIO odepeab ana Tpaduka B Voice VLAN B
COOTBETCTBMM C HAacTpoeHHbIM ana Voice VLAN CoS 6e3 cmeHbl
CoS.

- remark — BKntoyaeT nepeHasHayeHne CoS Ha yKasaHHbIM ANnA
Tpadmka B Voice VLAN.

BocctaHOBUTL 3Ha4YeHWe No YMONYaHUIO.

voice vlan id vian_id

no voice vlan id

vlan_id: (1..4094)

YcraHoBuTb naeHtuounkatop VLAN gna Voice VLAN

Yaanutb naeHtndpunratop VLAN ana Voice VLAN
Ana ypaneHna ngentueukatopa VLAN Tpebyetca
npeAaBapuUTeNbHO OTKAUMTL pyHKUMIo voice vian
Ha BCex noprax.

voice vlan oui-table {add
oui | remove oui} [word]

no voice vlan oui-table

word: (1..32) cumBonos

MNo3BoAnTb peaakTnposatb Tabamuy OUI.
- oui — nepsble 3 6aliTa MAC-aapeca;
- word — onvcaHue oui.

YpanuTb Bce nosib3oBaTenbckne nameHeHunsa OUI-Tabamubi.

voice vlan state {oui-ena-
bled | disabled}

no voice vlan state

-/BbIK/IIOYEHO

Bkatountb/oTKAOUMTL Voice VLAN.

BepHyTb 3HaYeHWe No YMOAYAHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bunpa 3anpoca KOMaHAHOM CTPOKM B pexkmme KoHdurypaummn nHtepdeica Ethernet, Hrepdeiica rpynnoi

nopTOoB:

console (config-if) #

Tabnnua 163 — KomaHgb! pexxuma KoHdurypaumm nntepdeliica Ethernet

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aeilicmeue

voice vlan enable

no voice vlan enable

—/OTKAIO4YEHO

Bkatoumntb Voice VLAN gna nopra.

OTtkntoumtb Voice VLAN gns nopta.
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voice vlan authentication
bypass enable

no voice vlan
authentication bypass

PaspewwnTb Tpadumky Voice VLAN nrHopmpoBaTb
ayTeHTUdMKaumio 802.1x.
V dyHKuMOHaN paboTaeT gna pexkumos dotlx

—/oTKAo4YeHo host-mode single-host, multi-session.

3anpetutb Tpaduky Voice VLAN urHopuposatb
ayTeHTUdMKaumio 802.1x.

no voice vlan cos mode

enable
voice vlan cos mode {src | BK/OYMTb MapKMPOBKY TpaduKa 418 BCEX Kagpos, 60 TOIbKO
all} —/src 017 UCTOYHMKA.

BoccTaHOBMTL 3Ha4YeHMe no YMONYaHULO.

5.19 lpynnosas agpecauums

5.19.1 ®yHKYyus nocpedHuka npomokona IGMP (IGMP Snooping)

®dyHKuMA IGMP Snooping ncnonb3yetca B CeTAX rpynnoBoi paccbliku. OcHoBHoOM 3agaveit IGMP
Snooping ABnsAeTcA NpefocTaBAeHMe MHOToaApecHOro TpadurKa ToNbKO ANA TEX MOPTOB, KOTOPble 3aNpoCHam

ero.

V‘ IGMP Snooping moXeT UCno/1b30BaTbCA TO/IbKO B cTaTuyeckou rpynne VLAN. Noaaepxu-
BaloTcA Bepcun npotokona IGMP — IGMPv1, IGMPv2, IGMPv3.

’ ‘ Yrobbl IGMP Snooping 6bin akTMBHbIM, PyHKLUMA rpynnoBoi ¢unbTpaumm “bridge mul-

rad ticast filtering” ponykHa 6bITb BKAOUeHa (cm. pasgen 5.19.2 Mpasuna rpynnoBoit agpeca-

uum (multicast addressing)).

PacnosHaBaHWe NOPTOB, K KOTOPbIM MOAKNOYEHbI MHOrOaApeCHbIE MapLIPyTU3aTopPbl, 0OCHOBaHO Ha

cneayrowmx cobbiTuax:

— IGMP-3anpocbl NPUHATBI HA NOPTY;

— nakeTbl npoTokoa Protocol Independent Multicast (PIM/PIMv2) npuHATbI Ha NopTy;

— MaKeTbl NPOTOKO/MA MHOroaapecHon mapwpyTtusaumm Distance Vector Multicast Routing Protocol
(DVMRP) npuHATbI Ha NOpPTY;

— naketbl npoTokona MRDISC npuHATbI Ha NopTy;

— nakeTbl npoTokosa Multicast Open Shortest Path First (MOSPF) npuHaTbI Ha NopTy.

KomaHObI pexcuma 2a06ana6Hol KoOHpu2ypayuu

BunAa 3anpoca KoOMaHAHOM CTPOKM pexxmnma rnobanbHoOm KoOHOUrypaumm:

console (config) #

Tabnnua 164 — KomaHgb! pexuma rnobanbHoi KoHduUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue

Aeiicmeue
10 yMoA4YaHuo

ip igmp snooping

Pazpewntb ncnosnbsosaHme ¢pyHKumn IGMP Snooping
no yMmon4yaHuio GyHKLmMsA KOMMYTaToOpOM.

vlan_id

no ip igmp snooping BbIK/tOYEHA 3anpeTutb ucnosnb3osaHme GpyHKUMM IGMP Snooping
KOMMYTaTOPOM.
ip igmp snooping vlan vian_id Paspewntb ucnonbsosaHme dyHKunu IGMP Snooping
vlan_id: (1..4094) KOMMYTaTOpOM Ana gaHHoro nHtepderica VLAN.
no ymonyaHuio GyHKLmMA - vlan_id — npeHTMdnKaumoHHbIh Homep VLAN.
no ip igmp snooping vlan BbIK/1tO4EHa 3anpeTtntb Ucnonb3osaHue ¢yHKUUKM IGMP Snooping

KOMMYTAaTOpPOM A/1a AaHHoro nHtepdeica VLAN.
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DHELTEX

ip igmp snooping vlan vian_id
group-specific-query suppress

no ip igmp snooping vlan
vlan_id

vlan_id: (1..4094)

BkatounTb nepeHanpasneHue scex naketos IGMP Group
Specific Query B nopTbl, NPUBA3aHHbIE K FPYNMe, COracHo
Tabsmue ip igmp snooping groups.

OTKNOYUTL NepeHanpasaeHne naketos IGMP GroupSpecific
Query B NOpTbI, NPUBA3aHHbIE K Fpynne, cornacHo Tabauue
ip igmp snooping groups.

ip igmp snooping vlan vian_id
static ip_multicast_address
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}]

no ip igmp snooping vian
vlan_id static ip_address
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

3apeructpuposaTb rpynnosoii IP-agpec B Tabanue
rpynnoBoi agpecaunm n cTaTM4eckn gobasutb MHTEpdENChI
M3 rpynnbl ans Tekywen VLAN.

- vlan_id — naeHTMdUKaunoHHbIM Homep VLAN;

- ip_multicast_address — rpynnosow IP-agpec.
MNepeuncneHne nHTepdENCcoB OCYLLECTBAAETCA Yepes «-» U
«n.

Yaanuts rpynnosoit IP-agpec 13 Tabaunupi.

ip igmp snooping vlan vian_id
mrouter learn pim-dvmrp

no ip igmp snooping vian
vlan_id mrouter learn
pim-dvmrp

vlan_id: (1..4094)
Mo YMO/IYaHMIO
paspeLeHo

PaspewnTtb gns gaHHow rpynnsl VLAN aBTOMaTU4Yeckoe
pacno3HaBaHMe NOPTOB, K KOTOPbIM MOAK/IOYEHDI
MHOroaZpecHble MapLIpyTU3aTopsbl.

- vlan_id — ngeHTMdUKauMOoHHbIM Homep VLAN.

3anpetutb ana gaHHou rpynnbl VLAN aBTOMaTUyeckoe
pacno3HaBaHWe NOPTOB, K KOTOPbIM MOAKOYEHbI
MHOroaZpecHble MapLIpyTU3aTopbl.

ip igmp snooping vlan vian_id
mrouter interface {giga-
bitethernet gi_port | tengiga-
bitethernet te_port | fortygi-
gabitethernet fo_port | port-
channel group}

no ip igmp snooping vlan
vlan_id mrouter interface {gi-
gabitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

OnpeaenvTb NOPT, K KOTOPOMY NOAKAOYEH MapLIpyTU3aTop
MHOroaZpecHOM PaccblIKM Ans 3agaHHon VLAN.
- vlan_id — ngeHTMdUKauMOoHHbIM Homep VLAN.

YKasaTb, YTO K MOPTY He MOAK/AUYEH MapLIpyTU3aTop
MHOr0aAPEeCcHOW PacChiKM.

ip igmp snooping vlan vian_id
forbidden mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}

no ip igmp snooping vlan
vlan_id forbidden mrouter in-
terface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

YcTaHOBWTbL 3aMpeT Ha onpeaeneHune nopTa (craTuyecku,
AVHAMMYECKM) KaK NopTa, K KOTOPOMY NOAK/OYEH
MapLLpPYTU3aTOP MHOFOAAPECHOMN PACChINKMU.

- vlan_id — npeHTMdunKaumoHHbIn Homep VLAN.

CHATb 3anpeT Ha onpegeneHne NopTa Kak nopra, K
KOTOPOMY MOAK/IIOYEH MaPLLPYTM3aTOP MHOTOA4PECHOM
PacCbINKK.

ip igmp snooping vlan vian_id
querier

no ip igmp snooping vlan
vlan_id querier

vlan_id: (1..4094);
—/Bblgaya 3anpocos
OTK/oYeHa

BKntounTb Noaaep KKy BblAauM 3anpocoB igmp-query
KOMMYTaTopom B aaHHoM VLAN.

OTKNIOYUTL NOAAEPKKY BblAAUYM 3aNpocoB igmp-query
KOMMYTaTOpoM B AaHHoM VLAN.
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ip igmp snooping vlan vian_id
replace source-ip ip_address

no ip igmp snooping vian
vlan_id replace source-ip

vlan_id: (1..4094);
ip_address:
A.B.C.D/0.0.0.0

BKkntounTb 3ameHy IP-agpeca UCTOYHMKA Ha YKa3aHHbIR IP-
appec Bo Bcex naketax IGMP report B 3agaHHol VLAN.
- vlan_id — naeHTMdUKauMoHHbIM Homep VLAN;
- A.B.C.D — IP-agpec, Ha KoTopblli ByaeT nponsseaeHa
3ameHa SRC IP.
3HaueHue no ymonyaHuio 0.0.0.0 roBopUT 0 TOM,
V yTo 3ameHa SRC IP IGMP report npoussoautbcs He
6yper.

OTKNoUMTL 3ameHy IP-agpeca nctouyHunka B naketax IGMP
report B 3agaHHol VLAN.

ip igmp snooping vlan vian_id
replace source-mac
mac_address

no ip igmp snooping vlan
vlan_id replace source-mac

vlan_id: (1..4094);
mac_address: (H.H.H nan
H:H:H:H:H:H nan H-H-H-

H-H-H
—/BbIK/OYEHO

BkntounTtb 3ameHy MAC-agpeca MCTOYHUKA Ha YKa3aHHbIN
MAC-agpec Bo Bcex nakeTax IGMP report B 3agaHHon VLAN.
- vlan_id — naeHTMdUKauMoHHbIM Homep VLAN;

- mac_address — MAC-agpec, KoTopblit byaeT noacTaBneH B
naket IGMP report.

OTKAtounTL 3ameHy MAC-agpeca UCTOYHMKA B nakeTax IGMP
report B 3agaHHoM VLAN.

ip igmp snooping vlan vian_id
replace interface interfaces
{gigabitethernet gi port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

Paspewntb nogmeHy MAC-agpeca UCTOYHMKA nam IP-
a[peca MCTOYHMKA BO Bcex naketax IGMP report,
NocTynawwWwmx B 3a4aHHbIN NOPT B 3a4aHHOM VLAN.

- vlan_id — npeHTMounKaumoHHbIn Homep VLAN.

— - group: (1..48)
no ip igmp snooping vlian — /paspeltieHo 3anpetntb nogmeHy MAC-agpeca ncTodHuka nam IP-agpeca
vlan_id replace interface MCTOYHMKaA BO BCex nakeTax IGMP report, noctynatowmx 8
interfaces 3a4aHHbIN NOpPT B 3agaHHON VLAN.
ip igmp snooping vlan vian_id YctaHoBuTb Bepcuio IGMP-npoTokona, Ha OCHOBaHUM
querier version {2 | 3} /IGMPV3 KoTopol byayT dopmuposaTtecs IGMP-query 3anpochbl.

no ip igmp snooping vlan
vlan_id querier version

YCTaHOBWTb 3HaYeHWe N0 YMONYaHUIo0

ip igmp snooping vlan vian_id
querier address ip_address

no ip igmp snooping vlan
vlan_id querier address

vlan_id: (1..4094)

Onpeaenntb UCXxogHbIN IP-agpec, KoTopblii byaeT
mcnonb3oBaTbea IGMP querier-om. Querier — ycTpomncTso,
KoTopoe otnpasnsaeT IGMP-3anpochl.

YCTaHOBUTb 3HaYeHue No ymonyaHuto. Mo ymonyaHuio ecnm
IP-appec HacTpoeH ana VLAN, oH ncnonb3syetca B Kayectse
appeca nctoyHnka IGMP Snooping Querier.

ip igmp snooping vlan vian_id
immediate-leave [host-based]
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}]

no ip igmp snooping vian
vlan_id immediate-leave [host-
based] [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}]

vlan_id: (1..4094);
—/BbIKOYEHO
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)

BkntounTb npouecc IGMP Snooping Immediate-Leave Ha
Tekywel VLAN. O3HayaeT, 4To NopT A0/KeH bbITb
HemealeHHO yaaneH us rpynnel IGMP nocne nonyyeHus
coobuieHua IGMP leave.

- host-based — mexaHun3m fast-leave cpabatbiBaeT ToNbKO B
TOM Cny4ae, Korga Bce Nosib3oBaTenu, NOAKAOYEHHbIE K
JaHHOMY NOPTY OTNMCAAUCL OT rPyNMbl (CYETUMK
nonb3oBaTenei BeaeTcs Ha ocHoBaHuKM Source MAC-
aapecos B 3aronoskax IGMP-report);

- interface — npu UcNoab30BaHWM JAHHOTO NapameTpa
mexaHu3m fast-leave cpabaTbiBaeT TO/IbKO Ha YKa3aHHbIX
nHTepdeiicax (npu ycnosuu, yto npouecc IGMP Snooping
Immediate-Leave He BK/OYEH rN06anbHO Ha TeKyLL e
VLAN).

OTKAtounTb Npouecc IGMP Snooping Immediate-Leave Ha
Tekywwel VLAN nnm ykazaHHOM ¢pusnyeckom nHtepdelice.
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ip igmp snooping vlan vian_id
proxy-report [version version]

vlan_id: (1..4094);
version: (1..3)

no ip igmp snooping vian
vlan_id proxy-report

BkntounTb PyHKLMIO proxy report B onpegeneHHom VLAN.
Mpu BKAOYEHUM 3TOM GYHKLMM KOMMYTATOP Ha
npuweawme IGMP query byaeT oTBe4yaTb OT CBOETO UMEHU
Ana ctatndeckumx rpynn. Knmentckue IGMP report ana
CTaTUYECKUX FPYNN NPK 3TOM OTOPACHIBAOTCA.

- version — ycTtaHasauBaeT Bepcuto IGMP gna oTnpasku
nakeTos. [10 ymonuaHuio Bepcua onpegenaeTtca no
npuweawemy Ha KommyTtatop nakety IGMP query.

BbikntounTb Proxy report B onpegeneHHom VLAN.

ip igmp snooping map cpe
untagged [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}]
multicast-tv vlan vian_id

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);

no ip igmp snooping map cpe
untagged [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}]
multicast-tv vlan vian_id

te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)

BKAOUMTL MannuHr HeTermposaHHbix IGMP-3anpocos ana
QinQ-MHTep¢eicoB Ha yKasaHHbINM vlian_id.

interface — mannuHT BKAOYAETCA TOIbKO HA YKa3aHHbIX
MHTepdeiicax.

BbIK/IIOYMTE MannuHT HeTernpoBaHHbIX IGMP-3anpocos gna
YKa3aHHbIx QinQ-nHTepdeincos.

interface — MmannuHr BbIKNKOYAETCA TO/IbKO Ha YKa3aHHbIX
MHTepdeiicax.

ip igmp snooping map cpe vilan
cvlan_id [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}]
multicast-tv vlan vian_id

cvlan_id: (1..4094);
vlan_id: (1..4094);
gi_port: (1..8/0/1..48);

no ip igmp snooping map cpe
vlan cvlan_id [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}]
multicast-tv vlan vian_id

te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)

BKAOUNTE ManNnUHF TerMposaHHbIx cvlan-id IGMP-3anpocos
ana QinQ-nHTepdencos Ha ykasaHHbIN vlan_id. interface —
ManmnWHF BK/IOYAETCA TONbKO Ha YKa3aHHbIX MHTepdeicax.

BbIKAOUYMTb MaNMUHT TerMpoBaHHbIX cvlan-id IGMP-
3anpocoB A4/ yKa3aHHbIx QinQ-nHTepdelicos.

interface — mannuHr BbIKNOYAETCA TONbKO HA YKa3aHHbIX
MHTepdeiicax.

KomaHObI pexcuma KoHgu2ypayuu uHmepagetica VLAN

Bua 3anpoca KoMaHAHOM CTPOKM pexunuma KoHdurypaumm VLAN:

console (config-if) #

Tabnuua 165 — KomaHapl pexkuma KoHpurypaumm nntepderica VLAN

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aeilicmeue

ip igmp robustness count

no ip igmp robustness

count: (1..7)/2

YCTaHOBUTb 3HayeHue yctonumsoctu gns IGMP.
Ecnu Ha KaHane HabatopgaeTcsa NoTeps AaHHbIX, 3HaYeHue
YCTOMYMBOCTM OMKHO ObITb YBEIMYEHO.

YCTaHOBUTb 3Ha4YeHME N0 YMOIHAHMUIO.

ip igmp version {2 / 3}

no ip igmp version

—/IGMPv3

YcraHoBuTb Bepcuio IGMP-npoTokona.

YCTaHOBUTb 3HaYeHME N0 YMOHAHMUIO.

ip igmp query-interval sec-
onds

no ip igmp query-interval

seconds: (30..18000)/125
C

YcTaHOBUTb TaﬁmayT, No KOTOpPOMY CUCTEMA OTMNpaBaAeT
OCHOBHbI€ 3anpoCbl BCEM YHAaCTHUKAM rpynnbl MHOI'OE!,CI,pECHOl;i
nepeagavun ana NnpoBepKM UX aKTUBHOCTU.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.
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ip igmp query-max-re-
sponse-time seconds

no ip igmp query-max-re-
sponse-time

seconds: (5..20)/10 ¢

YCTaHOBUTb MaKCUMaibHOE BpemA O0TBeTa Ha 3anpoc.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

ip igmp last-mem-
ber-query-count count

no ip igmp last-mem-
ber-query-count

count: (1..7)/3HaveHune
nepemeHHol robustness

YCTaHOBUTb KONMYECTBO 3aNPOCOB, NOC/IE PACCHIZIKM KOTOPBbIX,
KOMMYTaTOp onpegensert, 4To Ha AaHHOM MOPTy HeT
YKeNalLLMx y4acTBoBaTb B MHOTOaAPECHOM pacchlke.

YCTaHOBUTb 3Ha4YeHMe N0 YMOIYAHMUIO.

ip igmp last-mem-
ber-query-interval millisec-
onds

no ip igmp last-mem-
ber-query-interval

milliseconds:
(100..25500)/1000 mc

YCcTaHOBUTb MHTEPBA 3anNpoca A4 NocnefHero y4acTHUKa.

YCTaHOBUTb 3Ha4YeHMe N0 YMOIYAHMUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgeltica (QuanasoHa uHmepgelicos) Ethernet

Bupg 3anpoca KOMaHAHOM CTPOKU perknMma KOHOUrypauum nHtepdenca:

console (config-if)#

Tabnunua 166 — KomaHabl pexkuma KoHdurypaumnm nHtepoeliica Ethernet

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

switchport access mul-
ticast-tv vlan vian_id

no switchport access mul-
ticast-tv vlan

vlan_id: (1..4094)

Bkntountb nepeHanpasneHmne IGMP-3anpocoB € KAMEHTCKUX
VLAN B Multicast VLAN gna nHtepdeiica B pexxmme «access».
’ | [Ana paboTbl gaHHOK PYyHKUUM TpebyeTca BKAOYEHUe
b ip igmp snooping He TonbKo rno6anbHo u B Multicast
VLAN, HO 1 B KnineHTcKux VLAN.

BbikntounTb NnepeHanpasneHune IGMP-3anpocoB ¢ KANEHTCKNX
VLAN B Multicast VLAN gna nHtepdeiica B pexxmme «access».

switchport trunk mul-
ticast-tv vlan vian_id
[tagged]

no switchport trunk mul-
ticast-tv vlan

vlan_id: (1..4094)

BkntounTb nepeHanpasneHme IGMP-3anpocos 13 VLAN,
YYaCTHUKOM KOTOpbIX ABaseTcs nopT, B Multicast VLAN gns
nHTepoerica B pexkmme «trunk». Multicast-Tpaduk nepegaercs
Ha NOPT HETErMPOBAHHbIM UAN TETMPOBAHHBIM B 3aBUCMMOCTM
oT napameTpa tagged. MapameTp tagged yKasbiBaeT Ha TO, YTO
Multicast-TpaduK foMKeH OTNPaBAATLCS B MOPT TEFMPOBAHHbIM
B Multicast VLAN.

BbIKNtounTb NepeHanpasneHne IGMP-3anpocos B Multicast
VLAN. MopT 1ckAtoYaeTcs 13 rpynn MHOroaapecHoOm paccbl/ikv B
Multicast VLAN.

switchport general mul-
ticast-tv vlan vian_id

[tagged]

no switchport general mul-
ticast-tv vlan

vlan_id: (1..4094)

BkatounTb nepeHanpasneHne IGMP-3anpocos 13 VLAN,
YHYaCTHUKOM KOTOpbIX ABaseTcs nopT, B Multicast VLAN gns
nHTepderica B pexxmme «general». Multicast-tpapuk
nepegaeTca Ha NOPT HETErMPOBAHHbIM MW TETMPOBAHHbLIM B
3aBMCMMOCTM OT Napametpa tagged. MapameTp tagged
YKa3blBaeT Ha T0, Yto Multicast-TpadumK gonkeH oTnNpaBaATLCA B
nopT TerMpoBaHHbiM B Multicast VLAN.

BbIKntounTb NepeHanpasneHne IGMP-3anpocos 8 Multicast
VLAN. MopT 1cKAoYaeTcs 13 rpynn MHOToaapecHoOM Paccbl/iKM B
Multicast VLAN.
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DHELTEX

KomaHOb! pexcuma EXEC

Bce komaHabl AOCTYNHbI TO/IbKO AN1A NPUBUNETMPOBAHHOIO NoJ1b3oBaTenA.

BuAa 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 167 — KomaHab! pexkuma EXEC

3HayeHue/3HayeHue
no ymon4aHuwo

KomaHoa Aelicmeue

MokasaTb nHdopmaLmio 06 M3y4eHHbIX MHOFOaAPeCHbIX
MapLupyTU3aTopax B ykasaHHo rpynne VLAN.

show ip igmp snooping

mrouter [interface vian_id] vlan_id: (1..4094)

show ip igmp snooping MNokaszatb uHbopmauuto IGMP-snooping gns 4aHHOro

vlan_id: (1..4094)

interface vian_id MHTepodeiica.
show ip igmp snooping MNokaszaTb MHOPMaUUto 06 U3yUYeHHbIX MHOFOaAPECHbIX
groups [vlan vian_id] rpynnax, y4acTByoLMX B FPYNNOBOM PacchliKe.

[ip-multicast-address vlan_id: (1..4094)
ip_multicast_address]
[ip-address IP_address]

MokasaTtb Tabanuy cooTseTcTBUI Mmexkay VLAN obopyaoBaHus,
YCTAHOBJ/IEHHOTO Y nonb3oBatens, n VLAN ana teneseLLlaHus.

show ip igmp snooping cpe

vlans [vlan vian_id] vlan_id: (1..4094)

show ip igmp snooping BbiBecTn nepeyeHb aBTOpn30BaHHbIX IGMP-rpynn Ha Bcex
authorization-cache MHTepdeicax KommyTaTopa, IM60 TONbKO Ha 3a4aHHOM
[interface {gigabitethernet gi_port: (1..8/0/1..48); nHTEpdelice.

gi_port | te_port: (1..8/0/1..24);
tengigabitethernet te_port fo_port: (1..8/0/1..4)
| fortygigabitethernet
fo_port 11

clear ip igmp snooping OumnctuTb Tabnunuy aBTopnsoBaHHbIX IGMP-rpynn Ha Bcex
authorization-cache NMHTepdericax KommyTaTopa, MMHB0 TONIbKO Ha 3a4aHHOM
[interface {gigabitethernet gi_port: (1..8/0/1..48); nHTepodelice.

gi_port | te_port: (1..8/0/1..24);
tengigabitethernet te_port fo_port: (1..8/0/1..4)
| fortygigabitethernet
fo_port }1

[pumepbl 8bINOAHEHUS KOMAHO

Brknountb PpyHKumMo IGMP snooping Ha kKommyTaTope. [Ans VLAN 6 pa3pelntb aBTOMaTUYECKOE pacno-
3HaBaHWe NOPTOB, K KOTOPbIM MOAKNKOYEHbl MHOroaApecHble MapLUpyTM3aTOpbl. YCTAaHOBUTb WMHTepBan
mexay IGMP-3anpocammn — 100 c. YBeNNYUTb 3HAYEHME YCTOMUMBOCTM A0 4. YCTAHOBUTb MaKCMMabHOE
Bpemsa oTBeTa Ha 3anpoc — 15 c.

console# configure

console (config)# ip igmp snooping

console (config-if)# ip igmp snooping vlan 6 mrouter learn pim-dvmrp
console (config)# interface vlan 6

console (config-if)# ip igmp snooping query-interval 100

console (config-if)# ip igmp robustness 4

console (config-if)# ip igmp query-max-response-time 15
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5.19.2 lMpasuna 2pynnoeoii adpecayuu (multicast addressing)

JaHHbIA Knacc KOMaHA, npefHasHayeH AAA 33a[aHWA NpaBua rPynnoBOM ajpecauum B CETU Ha
KaHa/IbHOM U ceTeBOM YpoBHAX moaenn OSI.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica VLAN

BunAa 3anpoca KOMaHAHOWM CTPOKM B pexknume KoHurypaumm nHtepoerica VLAN:

console (config-if)#

Tabnnua 168 — KomaHgbl pexuma KoHdpurypaunm nHtepoeiica VLAN

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

OnucaHue

bridge multicast mode
{mac-group | ipv4-group |
ipva-src-group}

no bridge multicast mode

—/mac-group

3a4aTb peXXum rpynnosow nepesayn AaHHbIX.

- mac-group — MHoOroagpecHas nepegaya, ocHoBaHHaa Ha VLAN
n MAC-agpecax;

- ipv4-group — mMHoroagpecHan nepegaya c TMnom puabTpauum,
OcHOBaHHbIM Ha VLAN u agpece npuemHuKa B popmarte IPv4;

- ip-src-group — MHoroagpecHas nepegaya ¢ TMNom GpuabTpauum,
ocHoBaHHbIM Ha VLAN u agpece otnpasutens B dopmare I1Pv4,

YCTaHOBWUTb 3HaYeHue Nno YMONYaHUIO.

bridge multicast address
{mac_multicast_address |
ip_multicast_address} [{add
| remove} {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}]

no bridge multicast address
{mac_multicast_address |
ib_multicast_address }

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

LOob6asutb rpynnosoit MAC-agpec B Tabaunuy rpynnosou
afpecaumu u ctaTuyecku gobaBuTb UK yaanUTb MHTEPdENChI 13
rpynnbl.

- mac_multicast_address — rpynnosoit MAC-aapec;

- ip_multicast_address — IP-aapec MHOroapecHoOM paccbiikuy;
-add — pobasnsAeT ctaTMyecKyto NoAnucky K rpynnosomy MAC-
aapecy amanasoHa Ethernet-nopTos uam rpynn nopTos.

- remove — yaanfeT CTaTUYeCcKyto Nognucky K rpynnosomy MAC-
agpecy.

MepeuncneHne NHTephercoB OCyLLECTBAACTCA YEpes «-» U «,»

Yaanute rpynnosoit MAC-agpec 13 Tabaumubl.

bridge multicast forbidden
address
{mac_multicast_address |
ip_multicast_address} [{add
| remove} {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}]

no bridge multicast forbid-
den address {mac_mul-
ticast_address | ip_mul-
ticast_address }

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

3anpeTnTb NOAK/OYEHNE HACTPAMBAEMOrO NOPTa/NoOpPTOB K
rpynnosomy IPv6-aapecy (MAC-agpecy).

- mac_multicast_address — rpynnosoi MAC-agpec;

- ip_multicast_address — |P-agpec MHOroaapecHol paccblnky;
- add — no6asneHve NopTa/NoOPTOB B CMUCOK 3anpeLLeHHbIX;

- remove — ygasieHue nopTa/NopToB M3 CMNCKA 3anpeLLeHHbIX.
MepeuncneHne nHTepdENCOB OCYLLECTBAAETCA YEPes «-» U «,»

Ypanutb 3anpeltatoltee npasuno gasa rpynnosoro MAC-agpeca.

bridge multicast forward-all
{add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no bridge multicast
forward-all

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

Mo ymonyanuio
nepesava Bcex
MHOroagpecHbIX
MaKeToB 3anpeLLeHa.

PaspewunTb nepegayy BCEX MHOrOAAPECHbIX MAaKeTOB Ha MOPTY.
- add — no6asnset nopTbl/06bEANHEHHBIE NOPTbI B CMINCOK
NopToB, A/1A KOTOPbIX paspelleHa nepeaaya Bcex rpynmnosbIx
naKeTos;

- remove — y6upaeT rpynny nopTos/o6begnHEHHbIX NOPTOB U3
paspeLluatolLero npasuna.

MepeuncieHve MHTEPdENCOB OCYLLECTBAAETCA YEPes «-» U «,».

BoccTaHOBUTL 3HaYeHMe no YMONYaHULO.
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bridge multicast forbidden
forward-all {add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no bridge multicast
forbidden forward-all

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48).

Mo ymonuyanuio
nopTam He 3anpeLLeHo
ANHaMUYecKn
npucoeanHATLEA K
MHOroazpecHomn
rpynne.

3anpeTuTb NOPTY AMHAMUYECKM A06aBNATLCA K MHOTOaApecHoM
rpynne.

- add — pobaenser noptbl/06beaUHEHHbIE NOPTbI B CMUCOK
NopToB, A4/1f KOTOPbIX 3anpeLLeHa nepeaaya BCEX rPynnoBbIX
naKeTos;

- remove — ybupaet rpynny noptos/o6beAMHEHHbIX MOPTOB U3
3anpeLyatoLLero npasuna.

MepeuncneHne nHTepdENCcoB OCYLLECTBASETCA YEPES K-» U «,».

BoccTaHOBMTL 3HaUYeHMe no YMONYaHULO.

bridge multicast ip-address
ip_multicast_address {add |
remove} {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no bridge multicast ip-
address
ip_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

3apeructpupoBsats IP-agpec B Tabauue rpynnosoit agpecauum n
cTaTuyeckun gobasnaet/yaanser uHTepdeiicol U3 rpynnbl.

- ip_multicast_address — rpynnoso# IP-agpec;

- add — pobasnser nopThl K rpynne;

- remove — yaanaeT NopTbl U3 rpynnbl;

MepeuncneHve MHTepPencoB OCYLLLECTBNAETCA YEPEs «-» U «,».

Ypanute rpynnosoi IP-agpec ns Tabavubl.

bridge multicast forbidden
ip-address
ip_multicast_address {add |
remove} {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no bridge multicast
forbidden ip-address
ib_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

3anpeTuTb NOPTY AMHAMUYECKM J,00aBAATLCA K MHOFO3APECHOM

rpynne.

- ip_multicast_address — rpynnoso# IP-agpec;

- add — no6asneHve NopTa/NOPTOB K CNUCKY 3aNpeLLEHHbIX;

- remove — yjaneHue nopTa/NopToB U3 CINCKA 3anpeLLeHHbIX.

MepeuncneHne NHTepHeNcoB OCyLLECTBAACTCA YEPEe3 «-» U «,»
Mpexpe uyem onpeaenntb 3anpelleHHble MOPTbI,

V rpynnbl MHOroaApecHo paccbiIKU AOMKHbI 6bITb 3a-

perucTpmMpoBaHbl.

BoccTaHOBUTL 3HaYeHWe N0 YMOYAHMUIO.

bridge multicast source
ip_address group
ib_multicast_address {add |
remove} {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no bridge multicast source
ip_address group
ib_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

YCTaHOBWUTb COOTBETCTBME MexKAy |IP-agpecom nonb3osatens u
rpynnoebiM agpecom B TabauLe rpynnoBoi agpecaunu, 1
cTaTMyeckun fobasnaet/yganaer MHTepdencol U3 rpynnoi.

- ip_address — ncxogHbiv IP-agpec;

- ip_multicast_address — rpynnoso# IP-agpec;

-add — no6asuTb NOPTLI B rpynny ncxogHoro IP-agpeca;

- remove — yAanuTb NOPTbI U3 rpynnbl ucxogHoro IP-agpeca.

BoccTaHOBUTb 3HaYeHME N0 YMONYAHUIO.

bridge multicast forbidden
source ip_address group
ib_multicast_address {add |
remove} {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel

group}

no bridge multicast
forbidden source
ip_address group
ib_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

YcTaHOBUTb 3anpeT Ha gobasneHune/yaaneHve cCooTBeTCTBUA
mexKay IP-agpecom nonb3oBaTens v rpynnosbiM apecom B
Tabnuue rpynnosoii agpecauuy ANs onpeaeneHHoro nopra.

- ip_address — ncxoaHbin IP-agpec;

- ip_multicast_address — rpynnoso# IP-agpec;

- add — 3anpet Ha fo6aBneHVe NopTa B rpynny ucxogHoro IP-
afpeca;

- remove — 3anperT Ha yAaneHue NopTa 13 rpynnbl UCXoaHoro IP-
afpeca.

BoccTaHOBUTL 3HaYeHMe no YMONYaHULO.
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bridge multicast ipv6 mode
{mac-group | ip-group |
ip-src-group}

no bridge multicast ipv6
mode

—/mac-group

3apaTb peXxum rpynnoBon nepegayn aaHHbix gna IPv6-naketos
MHOroapecHOM Paccbiku.

- mac-group — MHoroagpecHas nepegava, ocHosaHHasa Ha VLAN
n MAC-agpecax;

- ip-group — mHoroagpecHaa nepegaya ¢ TMNom GuabTpaLmu,
0OCHOBaHHbIM Ha VLAN u agpece npuemHuKa B popmarte IPv6;

- ip-src-group — MHoOroagpecHas nepegaya ¢ TMnom GpunbTpauum,
0OCHOBaHHbIM Ha VLAN u agpece otnpasutens B popmarte IPv6.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

bridge multicast ipv6
ip-address
ipv6_multicast_address
{add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no bridge multicast ipvé
ip-address
ibv6_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

3aperncTpupoBaTb rpynnoBoi IPvb-aapec B Tabaunue rpynnosoi
afpecaumu, u ctatuyecku gobasnset/yaanset nHtepodeiicsl s
rpynnbi.

- ipv6_multicast_address — rpynnosoit IP-agpec;

- add — pobaBnser nopTbl K rpynne;

- remove — yganaeT nopTbl U3 Fpynnbl;

MepeuncneHve nHTepdelicoB OCYLLECTBAAETCA YEPES K-» U «,».

Ypanute rpynnosoii IP-agpec n3 Tabaumubl.

bridge multicast ipv6
forbidden ip-address
ipv6_multicast_address
{add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no bridge multicast ipv6
forbidden ip-address
ibv6_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

3anpeTuTb NOAK/OYEHWE HACTPAMBAEMOro NopTa/NnopTos K
rpynnosomy |IPv6-aapecy.

- ipv6_multicast_address — rpynnosow IP-agpec;

- add — nob6asneHve NopTa/NOPTOB B CMMUCOK 3aMpPeLLEHHDIX;

- remove — ygasieHue nopTa/NopToB U3 CIUCKA 3anpeLLeHHbIX.
MepeuncneHne NHTepHENCcoB OCYLLECTBAACTCA YEpes «-» U «,»

BoccTaHOBUTL 3HaYeHMe No YMONYaHULO.

bridge multicast ipv6
source ipv6_address group
ibv6_multicast_address
{add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no bridge multicast ipv6
source ipv6_address group
ibv6_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

YcTaHOBUTL cooTBeTCcTBME MeXay IPvb-agpecom nosb3osatens u
rpynnoBbImM agpecom B Tabauue rpynnosow agpecauuu, n
cTaTMyeckun nobasnaet/yaanaet MHTepdencobl U3 rpynnbi.

- ipv6_address — ncxoaHoivi IP-aapec;

- ipv6_multicast_address — rpynnosoli IP-agpec;

-add — no6asuTb NOPTLI B rpynny ncxogHoro IP-agpeca;

- remove — yaanuTb NOPTbl U3 rPynnbl ucxogHoro IP-aapeca.

BoccTaHOBUTL 3HaYeHWe NO YMOYAHMUIO.

bridge multicast ipv6
forbidden source
ibv6_address group
ibv6_multicast_address
{add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no bridge multicast ipv6
forbidden source
ibv6_address group
ipv6_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

YcTaHOBUTb 3anpeT Ha gobasneHne/yaaneHve cCOOTBETCTBUA
mexay IPv6-agpecom nosb3oBaTens v rpynnosbimM aapecom B
Tabauue rpynnoBoi agpecaummn Ana onpeaeneHHoro nopra.

- ipv6_address — ncxogHsoili IPv6-agpec;

- ipv6_multicast_address — rpynnosow IPv6-aapec;

- add — 3anpet Ha fobaBneHue nopTa B rpynny ucxogHoro IPv6-
agpeca;

- remove — 3anperT Ha yZa/ieHne nopTa u3 rpynnbl UCXO4HOTO
IPv6-agpeca.

BoccTaHOBUTL 3HaYeHWe N0 YMOHAHMUIO.
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KomaHObI pexcuma KoHgpuaypayuu uHmepgelica (QuanasoHa uHmepgelicos) Ethernet, VLAN, uH-

mepdpelica epynnel Nopmos

BuAa 3anpoca KOMaHAHOW CTPOKM B pexkume KoHdurypaummn uHtepderica Ethernet, VLAN, nHtepodeiica

rpynnbl NOPTOB:

console# configure

console (config)# interface {fortygigabitethernet fo port |

tengigabitethernet te port | gigabitethernet gi port | port-channel group |
range {..}}

vlian |

console (config-if)#

Tabanua 169 — KomaHgbl pexkuma KoHpurypauum nntepdeliica Ethernet, VLAN, rpynnbl untepdeiicos

KomaHda

3HayeHue/3HayeHue
no yMmoa4YaHuo

OnucaHue

bridge multicast
unregistered {forwarding |
filtering}

no bridge multicast
unregistered

—/forwarding

YCTaHOBWTb NPaBMIO Nepesayn NAKeTos C
He3aperucTpUpPoBaHHbIX FPYMNNOBbIX a4PECOB.

- forwarding — nepezaBatb He3aperucTpmMpoBaHHble
MHOroaZpecHble NaKkeTbl;

- filtering — dunbTpPOBaTL HE3apPErNCTPUPOBAHHbBIE
MHOTroaZpecHble NaKkeTbl.

YCTaHOBUTb 3HAYeHMe Nno YMOIHaHUIO.

KomaHObI pexcuma 2a06ana6HolU KOHpuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexRnma rnobanbHoM KOHPUrypaumm:

console (config) #

Tabnuua 170 — KomaHapl pexknuma rnobanbHom KoHdUrypauum

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4yaHuwo

OnucaHue

bridge multicast filtering

BKAOUNTL GUABTPALMIO FPYNMOBbLIX a4PECOB.

no mac address-table
aging-time {seconds} [vlan
vlan_id]

(10..1000000)/300 cekyHA,

no bridge multicast —/OTK/IIO4YEHO OTKAOYUTDL GUABTPALMIO FPYNMOBbIX a4PECOB.

filtering

mac address-table 3agaTtb Bpems xpaHeHua MAC-agpeca B Tabauue rnobanbHo

aging-time seconds {vlan nwnu ana onpegeneHHoro VLAN.

vlan_id} -vlan_id — naeHTMdpukaumMoHHbIn Homep VLAN.
Ana KommyTtatopoB cepuin MES23xx, MES33xx

V Bpems xpaHeHua MAC-agpeca MOXXHO 3agaBaTb B
aunanasoHe ot 10 go 410 cekyHa ¢ warom 1
CeKyHAa, a 3atemM TMPUHUMAKOTCA TOJbKO
seconds:

3HayeHuA, KpatHble 300. [OnAa KommyTaTtopa
MES5324 Bpemsa xpaHeHua MAC-agpeca MOXHO
3aaasBatb B AuanasoHe ot 10 ao 630 ceKyHp ¢
warom 1 cekyHAa, a 3aTem NPUHUMAIOTCA TOJIbKO
3HayeHuA, KpaTHblie 300.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

mac address-table learning
vlan vian_id

no mac address-table
learning vlan vian_id

vlan_id: (1..4094,
all)/No ymonyanuio
BK/IIOYEHO

Bkatountb nsyyeHne MAC-agpecos B gaHHom VLAN.

OTkntoumTb M3ydeHne MAC-agpecos B gaHHOM VLAN.
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mac address-table static
mac_address vlan vian_id
interface {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group} [permanent |
delete-on-reset |
delete-on-timeout |
secure]

no mac address-table static
[mac_address] vlan vian_id

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

Oo6asutb ucxogHbii MAC-agpec B Tabanuy rpynnosoi
agpecauuu.

- mac_address — MAC-agpec;

- vlan_id — Homep VLAN;

- permanent — gaHHbIi MAC-agpec MOXKHO yAaUTb TONbKO C
nomoLbo KomaHgbl no bridge address;

- delete-on-reset — gaHHbIV agpec yaanutca nocne
nepesarpysKku ycTponcTBa;

- delete-on-timeout — gaHHbIV agpec yaanutca no Tanm-ayty;
- secure — AaHHbIVW a4pec yAaAUTCA TONbKO C NOMOLLbIO
KomaHzbl no bridge address nav nocne Bo3BpalleHus nopra B
pexkum obyyeHus (no port security).

Yaanute MAC-agpec 13 Tabnuubl rpynnoBoi agpecaumm.

bridge multicast
reserved-address
mac_multicast_address
{ethernet-v2 ethtype | lic
sap | llc-snap pid ] {discard
| bridge}

no bridge multicast
reserved-address
mac_multicast_address
[ethernet-v2 ethtype | lic
sap | lic-snap pid]

ethtype: (0x0600..0xFFFF);
sap: (0..0xFFFF);
pid: (0..0XFFFFFFFFFF)

OnpefenvTb AencTeue 1A NaKeToB MHOTOAAPECHOM PacChIKM
C 3ape3epBMPOBAHHOrO aapeca.

- mac_multicast_address — rpynnosoit MAC-aapec;

- ethtype — T1n naketa Ethernet v2;

- sap — Tvn naketa LLC;

- pid — Tvn naketa LLC-Snap;

- discard — c6bpoc nakeTos;

- bridge — naketbl nepegatotca B pexume bridge.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

mac address-table
lookup-length length

no mac address-table
lookup-length

length: (1..8)/3

3agaTtb pa3mep obnactu MAC-agpecos B anroputme
XeWwnpoBaHua. M3meHeHWa BCTyNatoT B AeNCTBME Nocne
pectapTa KOMMyTaTopa.

YCTaHOBUTb 3HAUEHME N0 YMONYaHMIO. M3MeHeHMA BCTynaloT B
[elcTBMe noc/e pectapta KOMMyTaTopa.

KomaHOwbl pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM pexxnma Privileged EXEC:

console#

Tabnuua 171 — Komanapl pexknuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

OnucaHue

clear mac address-table
{dynamic | secure}
[interface {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | vlan vian_id}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

Yaanutb ctaTuyeckue/amMHaMmyeckmne 3anmncu us tTabamupl
rpynnoBoW agpecaumm.

- dynamic — yganeHve guHaMMUYeCKMUX 3anuceit;

- secure — yaaneHue CTaTUYECKUX 3anuncen.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console>
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Tabnuua 172 — KomaHabl pexmma EXEC

KomaHda

3Ha4yeHue/3HayeHue
Mo ymon4aHuro

OnucaHue

show mac address-table
[dynamic | static | secure]
[vlan vian_id] [interface
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}] [address
mac_address]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

Moka3saTtb Tabanuy MAC-agpecoB A1 yKazaHHOTo UHTepdelica
Mbo Bcex HTepdencos.

- dynamic — npocmoTp TONbKO AMHAMUYECKMX 3anunceit;

- static — npocMoTp TONIbKO CTaTUYECKMX 3anunceit;

- secure — NPOCMOTP TO/IbKO Be3onacHbIX 3anucei;

-vlan_id — npeHTuduUKaLMoHHbIN Homep VLAN;

- mac-address — MAC-agpec.

show mac address-table
count [vlan vian_id]
[interface {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

MoKa3aTb Ko/iMyecTBo 3anucei B Tabanue MAC-agpecos ans
yKasaHHoro nHtepderica iMbo ansa Bcex MHTepdencos.
-vlan_id — naeHTMdMKaLMOoHHbIN Homep VLAN.

show bridge multicast
address-table [vlan vian_id]
[address
{mac_multicast_address |
ipv4_multicast_address |
ipv6_multicast_address}]
[format {ip | mac}] [source
{ipv4_source_address |
ibv6_source_address}]

vlan_id: (1..4094)

MoKa3aTb TabanLy rpynnoBbiX agpecos ANs yKa3saHHOro
nHTepderica Mmbo Bcex nHtTepdericos VLAN (KomaHga AocTynHa
TONbKO AR NPUBUAETMPOBAHHOIO NO/b30BaTENSA).

- vlan_id — naeHTMduKaumoHHbIn Homep VLAN;

- mac_multicast_address — rpynnosoit MAC-aapec;

- ipv4_multicast_address — rpynnosou IPv4-aapec;

- ipv6_multicast_address — rpynnosou IPv6-aapec;

- ip — npocmoTp no IP-agpecam;

- mac — npocmoTp no MAC-agpecam;

- ipv4_source_address — |Pv4-aapec NUCTOYHUKA;

- ipv6_source_address — |IPv6-agpec UCTOYHMKA.

show bridge multicast
address-table static [vlan
vlan_id] [address
{mac_multicast_address |
ipv4_multicast_address |
ipbv6_multicast_address]
[source
ipv4_source_address |
ipv6_source_address] [all |
mac | ip]

vlan_id: (1..4094)

MoKasbiBaeT TabauLy CTaTUYECKUX FPYNNOBbLIX a4PecoB ANs
YKasaHHoro nHTtepdeica nnbo scex nHtepdeicos VLAN.
- vlan_id — naeHTMonKaLmMoHHbIN Homep VLAN;

- mac_multicast_address — rpynnosoi MAC-agpec;

- ipv4_multicast_address — rpynnosow IPv4-aapec;

- ipv6_multicast_address — rpynnosow IPv6-aapec;

- ipv4_source_address — IPv4-appec UCTOYHUKA;

- ipv6_source_address — IPv6-agpec UCTOYHUKA;

- ip — npocmoTp no IP-agpecam;

- mac — npocmoTp no MAC-agpecam;

- all — npocmoTp nonHol Tabanubl.

show bridge multicast
filtering vian_id

vlan_id: (1..4094)

MoKasaTb KoHPUrypaLmio GUAbTPA rPYNNoBbLIX a4 PECcoB A/1A
yKasaHHoro VLAN.
- vlan_id — naeHTMonKaumMoHHbIN Homep VLAN.

show bridge multicast
unregistered
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MokaszaTtb KoHOUTypaLmto GUAbTPa A8 He3apPerncTPUPOBAHHbIX
rPynnoBbIX aLpecos.

show bridge multicast
mode [vlan vian_id]

vlan_id: (1..4094)

MoKasaTb peXk1m rpynmnoBoi agpecaumn a1a yKasaHHoOro
nHTepderica Mmbo Bcex nHTepdericos VLAN.
-vlan_id — npeHTMdUKaLuMoHHbIN Homep VLAN.

show bridge multicast
reserved-addresses

OT06pa3uTb NPaBuAa, yCTaHOBAEHHbIE ANA TPYNNOBbIX
3ape3epBMPOBAHHbIX afPECcoB.
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[Tpumepbl 8bINOAHEHUA KOMAHO

= BkAounTb GUABTPALMIO FPYNNOBbIX a4PECOB KOMMYTaTOPOM. 3a4aTb Bpema xpaHeHnAa MAC-agpeca
450 ceKyHA, paspewnTb nepenady He3aperMcTpupoBaHHbIX MHOroagpecHbIX naketos Ha 11 nopty
KOMMyTaTOpa.

console# configure

console (config)# mac address-table aging-time 450

console (config) # bridge multicast filtering

console (config) # interface tengigabitethernet 1/0/11

console (config-if) # bridge multicast unregistered forwarding
console# show bridge multicast address-table format ip

Vlan IP/MAC Address type Ports

1 224-239.13012.2.3 dynamic te0/1, tel0/2
19 224-239.130(2.2.8 static te0/1-8

19 224-239.130(2.2.8 dynamic te0/9-11

Forbidden ports for multicast addresses:

Vlan IP/MAC Address Ports
1 224-239.13012.2.3 te0/8
19 224-239.130(2.2.8 te0/8

5.19.3 MLD snooping — npomoKosn KOHMponsa MHo20a0pecHo20 mpaduKa e IPve

MLD snooping — mexaHW3M MHOroagpecHOM Paccbl/IKM COOOLLEHWNI, NO3BONAIOLLMIA MUHUMMU3UPOBATD
MHOroaapecHbii Tpaduk B IPv6-ceTax.

KomaHObI pexcuma 2a0baab6Hol KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHoM KOHPUrypaumm:

console (config) #

Tabnnua 173 — KomaHabl rnob6anbHOro pexkuma KoHourypaumm

Komanda 3Ha4yeHue/3Ha4yeHue Neiicmeue
Mo ymoa4aHuio
ipvé mld snooping [vlan Bkntounte MLD snooping.
vlan_id] vlan_id: (1..4094)
no ipv6 mid snooping [vlan —/BbIKNIOYEHO OtkntounTtb MLD snooping.

vlan_id]

3apeructpupoBatb rpynnosoit IPv6-agpec B Tabauue rpynnosoi
afpecaumu u ctatudecku gobasnset/yaanset uHtepdeicol ns
rpynnol ana Tekywein VLAN.

- ipv6_multicast_address — rpynnoso# |IPv6-agpec;
MepeuncneHne nHTepHENCoB OCYLLECTBAACTCA YEPE3 «-» U «,».

ipvé mid snooping vlan vian_id
static ipv6_multicast_address
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)
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no ipv6 mid snooping vlan
vlan_id static
ipv6_multicast_address
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}]

Yaoanuts rpynnosoit IP-agpec 13 Tabaunupi.

ipvé mld snooping vlan vian_id
forbidden mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}

no ipvé mld snooping vlan
vlan_id forbidden mrouter
interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

[o6aBuTb NpaBu/Io, 3anpeLLatolLee NOPTam U3 CUCKa
pernctpmposaTtbca Kak MLD-mrouter.

YAanuTb npasuno, 3anpeLaroLlee nopTam 13 CNmncka
pernctpmposaTtbca Kak MLD-mrouter.

ipvé mld snooping vlan vian_id
mrouter learn pim-dvmrp

no ipvé mid snooping vlan
vlan_id mrouter learn
pim-dvmrp

vlan_id: (1..4094);
—/BKNIOYEHO

M3yunTb NopThl, NOAKAOYEHHbIe K mrouter-y no MLD-query-
nakeTam.

He n3y4yatb nopTbl, NOAKAOYEHHbIE K mrouter-y no MLD-query-
nakeTam.

ipvé mld snooping vlan vian_id
mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}

no ipvé mid snooping vlan
vlan_id mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

[lo6aBuUTb CNMCOK mrouter-nopTos.

YaanuTb mrouter-nopTbl.

ipvé mid snooping vlan
vlan_id immediate-leave
[interface {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}]

no ipv6 mid snooping vlan
vlan_id immediate-leave
[interface {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48);
—/BbIK/IIOYEHO

BkatounTb npouecc MLD Snooping Immediate-Leave Ha Tekywei
VLAN.

- interface — npu UcNosb30BaHMM JAHHOTO NapameTpa MexaHM3M
fast-leave cpabaTbiBaeT TO/IbKO Ha YKa3aHHbIX MHTepdericax (npu
ycnosuu, yto npouecc MLD Snooping Immediate-Leave He
BKJ/ItOUEH rnobanbHo Ha Tekyluen VLAN).

OTkAtounTb Npouecc MLD Snooping Immediate-Leave Ha Tekywiel
VLAN nnu yKazaHHOM UHTepoelice.

ipvé mld snooping querier

no ipv6 mid snooping
querier

—/BbIK/IIOYEHO

BK/IIOUMTbL NOAAEPIKKY BblAaun 3aNpocoB igmp-query.

OTKNOUUTL NOAAEPIKKY BblAauM 3aNpOCoB igmp-query.
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KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (QuanasoHa uHmepgpelicos) Ethernet, uHmepdgelica

2pynnel nopmos, UuHmepagpetica VLAN

Bua 3anpoca KOMaHAHOM CTPOKM B pexmnme KoHoUrypaumm nHtepdelica Ethernet, nntepdeiica rpynnoi
noptoB u nHTepdenca VLAN:

console (config-if)#

Tabnunua 174 — KomaHabl pexknma KoHpurypaumum nHtepdeinca (gruanasoHa uHtepdelicos) Ethernet, nHtep-
deica rpynnbl nopTos, nHTepdeinca VLAN

Komanda 3HayeHue/3HayeHue Leiicmeue
no ymon4aHuro
ipvé mid 3afaTb MaKCMManbHYHO 3aZlepKKy O0TBeTa NocsiegHero YneHa
last-member-query-interval interval: rpynnbl, KOTOPaA UCNONb3YeTCA ANA BblYMCAEHUA KoAa
interval (100..25500)/1000 MaKCMMmanbHoW 3agepKu oTeeTa (Max Response Code)
no ipvé mid MWNNUCERYHA, BoccTtaHOBUTb 3HAYEHWE N0 YMONYAHUIO.
last-member-query-interval
ipvé mid query-interval value value: (30..18000)/125 3apaTb MHTEPBaAA PACCbINKM OCHOBHbLIX MLD-3anpocos.
no ipvé mld query-interval CeKyH/, BoccTtaHOBUTL 3HAYEHWE MO YMOAYAHUIO.
ipvé mid 3apaTb MaKCMManbHYO 3a4eprKKy O0TBeTa, KoTopas
query-max-response-time MCMNONb3yeTCa ANA BbIYUCNEHMI KOAQ MaKCUMaNbHOM
value value: (5..20)/10 cekyHg, 3a/leprKKuM oTBeTa.
no ipvé mid BoccTaHOBUTL 3HAaYEHME MO YMONYAHMIO.
query-max-response-time
ipvé mid robustness value YCTaHOBUTb 3HaYeHne KoaddULMeHTa 0TKAa30yCTOMYMBOCTH.
Ecnu Ha KaHane HabogaeTca notepa AaHHbIX, KO3bOUUMEHT
value: (1..7)/2 OTKa30YyCTOMYMBOCTU AO/KEH ObITb YBE/INYEH.
no ipv6 mid robustness BoccTaHOBUTL 3HAYEHME MO YMONYAHMIO.
ipv6 mid version version YCTaHOBWTbL BEPCUIO NPOTOKO/A, AEUCTBYHOLLYIO Ha AaHHOM
version: (1..2)/2 uHTepdelice.
no ipv6 mid version BoccTaHOBUTL 3HAYEHME MO YMONYAHMIO.

KomaHOb1 pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 175 — KomaHab! pexkuma EXEC

3Ha4yeHue/3HayeHue

KomaHoa Aelicmeue
no ymMoa4YaHuto
show ipv6 mid snooping OT106pasnTb MHPOPMaLMIO O 3aPErMCTPUPOBAHHDBIX FPYNnax B
groups [vlan vian_id] [address COOTBETCTBUM C 3aaHHbIMM B KOMaHAE NapameTpamm
ipbv6_multicast_address] vlan_id: (1..4094) dunbTpaymu.
[source ipv6 _address] - ipv6_multicast_address — rpynnosoii agpec IPv6;

- ipv6_address — IPv6-afpec UCTOYHMKA.

show ipv6 mld snooping
interface vian_id

show ipv6 mld snooping
mrouter [interface vian_id]

OT06pa3zunTb MHOOPMaLMIO O KoHdUTypaLmmn MLD-snooping ana

vlan_id: (1..4094) [aHHO VLAN.

vian_ id: (1..4094) OT06pasunTb HGOPMaLMIO O mrouter-nopTax.
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5.19.4 ®yHkyuu oepaHuyeHua multicast-mpaguka

®PyHKUMKM orpaHuMyeHns multicast-tpadmka mMcnonb3yroTcA ANA yAOOHOM HACTPOMKM OrpaHuMYeHuA
NPOCMOTPA onpegeneHHbIX rPYynn MHOFOAZPECHOM PACCbIKMU.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM peXxmnma rnobasnbHoM KOHPUIypaLmm:

console (config) #

Tabnnuya 176 — KomaHgbl pexuma rnobanbHoi KoHdurypaumm

KomaHda

3HayeHue/3HayeHue
1o yMoA4YaHuro

Aeiicmeue

multicast snooping profile
profile_name

no multicast snooping
profile profile_name

profile_name: (1..32)
CUMBOJI0B

MepeliTn B pexxnm KoHburypaumm multicast-npoduns.

YpanuTb ykasaHHbIM multicast-npopuns.
Multicast-npodunb moxkeT 6biTb yAaneH ToNbKO
! nocne Toro, Kak 6yger oTBsI3aH OT BCeX NOPTOB
KoMmyTaTopa.

KomaHObI pexcuma KoHgu2ypayuu multicast-npogunsa

BunAa 3anpoca KoMaHAHOM CTPOKM pexunma KoHdurypaumm multicast-npoduna:

console (config-mc-profile) #

Tabnnua 177 — KomaHabl pexkuma KoHourypaumm multicast-npopunsa

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

match ip low_ip [high_ip]

no match ip low_ip

low_ip: BannaHbIn
multicast-agpec;
high_ip: BannaHbin

3apaTb cOOTBETCTBME NPOPUNA YKa3zaHHOMY AManasoHy IPv4
multicast-agpecos.

YaanuTb cootBeTcTBue Npoduaa ykasaHHOMY AnanasoHy IPv4

no match ipv6 low_ipv6
[high_ipv6]

high_ipv6: BanngHbIn
IPv6 multicast-agpec

[high_ip] multicast-agpec multicast-agpecos.
match ipv6 low_ipvé low_ipv6: Banngmblit IPv6 | 3aAaTb cOOTBETCTBME NPOdUAA YKa3aHHOMY AuanasoHy IPve
[high_ipvé] multicast-agpec; multicast-agpecos.

YaanuTb cootBeTcTBUE NPoduaa yKasaHHOMY AnanasoHy IPve
multicast-agpecos.

permit

no permit

—/no permit

B cnyyae HecooTBETCTBUA OAHOMY U3 3a4aHHbIX AMAMNA30HOB,
IGMP-report 6yayT nponyckaTbcs.

B c/iiyyae HECOOTBETCTBMA OAHOMY M3 33AaHHbIX A4MANa30HOB,
IGMP-report 6yayT oTbpacbiBaTbeA.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OuanasoHa uHmepgelicos) Ethernet

Bupg 3anpoca KOMaHAHOM CTPOKU perknma KOHbUrypaumnm nHtepdeica:

console (config-if) #
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Tabnunua 178 — KomaHabl pexkuma KoHpurypaumm nHtepdeliica (guanasoHa nHtepdeincos) Ethernet

3HayeHue/3HayeHue
1o ymMon4YaHuro

KomaHoa Aelicmeue

multicast snooping OrpaHn4mTb KOANYECTBO OAHOBPEMEHHO NPOCMAaTPUBAEMbIX
max-groups number multicast-rpynn ana nHtepdeiica.

number (1..1000)/—

no multicast snooping CHATb OrpaHMYeHne Ha KONNYECTBO OAHOBPEMEHHO
max-groups npocmaTtpuBaembix rpynn gna nHtepdeica.

multicast snooping add MpuBA3aTb YKasaHHbIN multicast-npoduab K uHTepdelicy.
profile_name profile name: (1..32)

multicast snooping remove CMMBOIOB Yaanutb cootBeTcTBue multicast-npodunn (Bcex multicast-
{profile_name | all} npodunei) nHtepoeicy.

KomaHOwb! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxnma EXEC:

console#

Tabnnua 179 — KomaHab! pexkuma EXEC

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
o ymMoa4YaHuto
show multicast snooping OT106pa3nTb MHPOPMaLUIO ANA BCEX MOPTOB O TEKYLLEM
groups count — KO/IMYEeCTBE 3apErMcTPMPOBaHHbIX FPYMM, a TaKKe
MaKCMMa/ibHOE BO3MOXKHOE KOIMYecTBO.
show multicast snooping profile name: (1..32) 0OT06pa3nTb MHGOPMALMIO O CKOHPUTYPMPOBaAHHBIX multicast-
profile [profile_name] CMMBO/OB npodunax.

5.19.5 RADIUS-aemopu3ayus 3anpocos IGMP

[aHHbI MexaHU3M MO3BONAET NPOU3BOAUTbL aBTOPM3ALMIO 3anNpocoB NpoTokona IGMP ¢ nomolbio
RADIUS-cepBepa. [na obecneyeHMAa HaAeXKHOCTM W pacnpeneneHua Harpyskm MOXKET WCMO/1b30BaThCA
Heckonbko RADIUS-cepsepoB. Bbibop cepBepa AN 0TNPaBKM 04epeHOro 3anpoca aBTopusaLmMm npomcxoauT
cnyyaliHbim obpasom. Ecnm cepBep He OTBETWJ, OH MNOMEYAETCA KaK BPEMEHHO Hepabouui, U nepecTaeT
Yy4acTBOBAaTb B MEXaHU3Me ONpoca Ha onpeAefieHHbI Nepmnos, a 3anpoc OTCbIIAETCA HA CAeAyoWwmin cepaep.

MonyyeHHble aBTOPM3ALMOHHbBIE AaHHbIE XPAHATCA B KILW-MaMATU KOMMYTATOpPa B TEYEHUE 3a4aHHOTO
nepuoga BpeMeHW. ITO NO3BOAET YCKOPUTb MOBTOPHYHD 06paboTky IGMP-3anpocos. [MapameTpbl
aBTOpU3aLMM BKIOYALOT B cebA:

=  MAC-agpec KAIMeHTCKOro YCTPOICTBa;
"  NpeHTudUKaTop NnopTa KOMMYTATOPa;
= |P-agpec rpynnbl;

= PelwweHune o goctyne — deny/permit.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobasnbHOro KoHGUrypnpoBaHma:

console (config) #
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Tabnmua 180 — KomaHabl pexmma rnobanbHoro KoHOUrypmpoBaHus

KomaHda 3Ha4yeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

ip igmp snooping authoriza-
tion cache-timeout timeout
timeout: (0..10000) mnH/0

no ip igmp snooping authori-
zation cache-timeout

YCTaHOBUTb BpemsA KU3HW B Kawe. Ecnm 3HayeHne pasHoO
HY/II0 — OTCYET BPEMEHMU ¥KMU3HM OTK/IIOYEH (3anuch He
YyAANAEeTCsA Co BPEMEHEM).

YCTaHOBUTb 3HAYEHME NO YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica (OuanasoHa uHmepgelicos) Ethernet

BuA 3anpoca KoMaHAHOM CTPOKM pexmnma KoHOUrypmnpoBaHUa nHTepdelica:

console (config-if) #

Tabnvua 181 — KomaHabl pexkmuma KoHpurypuposaHusa nurtepdeiica Ethernet

KomaHoa 3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

multicast snooping authorization
radius [required]

BkntounTb aBTopusaunto yepes RADIUS-cepsep. Ecim ykasaH
napameTp required, To B c/ly4ae He[OCTYNHOCTU BCEX
RADIUS-cepsepos IGMP-3anpocbl UTHOPUPYHOTCA.

no multicast snooping
authorization forwarding-first

—/oTKnto4eHa B npotnuBHoM cnyyae IGMP-3anpoc 6yaet obpaboTaH gaxe
npw OTCYTCTBMM OTBETA CepBepa.
no multicast snooping OTKNOYUTDL aBTOPU3ALMIO.
authorization
multicast snooping authorization BKkntounTb npegBaputenbHyto 06paboTky IGMP-3anpocos Ha
forwarding-first nopty ao oteeta RADIUS-cepsepa. MNpu nonyyeHnn oteeta
OT cepBepa B C/ly4ae NON0XKUTEIbHOIO OTBETa NOANNCKa
oCTaeTcA, B C/ly4ae oTpMLATeIbHOrO — yAanaeTca, ecam
—/oTKNto4eHa

AOMONHUTENBbHO HAacTpoeHa GpyHKUMA ip igmp snooping
immediate-leave.

BoccTtaHOBUTL 3HaYeHWe no YMONYaHUIO.

KomaHObi1 pexcuma EXEC

Bce komaHgbl OOCTYNMHbI TO/IbKO ANA NPUBUIETMPOBAHHOIO NO/1Ib30BaTEN1A.

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnua 182 — KomaHab! pexkuma EXEC

tengigabitethernet te_port ]

KomaHda 3HaveHue Aeilicmeue
show ip igmp snooping authori- OT06pasunTb coaepKMmoe Kala asTopmsaumm IGMP.
zation-cache gi_port: (1..8/0/1..24); | Ecnu B KOmaHAe yKasaH MHTepdeiic — To oTobparkatotca
[gigabitethernet gi_port | te_port: (1..8/0/1..4). TO/IbKO Te rpynmbl, KOTOPblE 3aPEerncTPMpPoBaHbl Ha

yKa3aHHOM nHTepdelice.

clear ip igmp snooping authori-
zation-cache gi_port: (1..8/0/1..24);
[gigabitethernet gi_port | te_port: (1..8/0/1..4).
tengigabitethernet te_port ]

OuYMCTUTL KL aBTOPU3aLLMMN.

Ecnv B KOMaHAe yKasaH uHTepdeinc — oumLLaoTca 3anmcu
KW A5 YKa3aHHOro MHTepdeica.

Ecnv vHTepdeic He yKasaH — K3l OYMULLAETCA NONHOCTbLIO.
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5.20 MapuwpyT1usaymMa MHoroagpecHoro tpadpuka

5.20.1 NMpomokon PIM

PIM — npoToKo/a MHOroagpecHoi mapwpyTtmnsaumm ana IP-ceteld, co3gaHHbIN ans peleHua npobaem
rpynnoBon mapupyTtmsaumn. PIM 6asmpyetca Ha TPaguLMOHHbIX MapLIpyTHbIX NPOTOKOAAX (Hanpumep,
Border Gateway Protocol), Bmecto TOro, 4tobbl CcO34aBaTb COBCTBEHHYIO CeTeByl TOMosorvio. PIM
ucnosnb3dyet unicast-Tabauuy Mmapwpytusaumm gna  nposepku RPF. 3Ta npoBepKa BbINOAHAETCA
MapLUpyTM3aTOpamu, 4Tobbl ybeamTbea, YTo nepeaada MHoroagpecHoro Tpaduka BbiNoIHAETCA Mo nNyTn 6es
netenb.

RP (rendezvous point) — TouyKa paHAeBy, Ha KOTOpOW OyayT PerncTpupoBaTbCs WMCTOYHWUKM
MHOTroaApecHbIX MOTOKOB M CO3A4aBaTb MapLLPYT OT UCTOYHMKA S (cebs) ao rpynnbl G: (S,G).

BSR (bootstrap router) — mexaHu3am cbopa nHpopmaumm o RP KaHanaaTax, popmmnpoBaHMmM cnncka RP
ONA  KaXXOOM MHOroaZpecHor rpynnbl WM OTNpaBKa CMNMcKa B npegenax fgomeHa. KoHdurypauus
MHOroagpecHoO MapLupyTM3aumm Ha b6ase IPv4.

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU peXKMmMa rnobanbHOM KOHGUIypauum:
console (config) #

Tabnmua 183 — KomaHabl rnobanbHOro pexxuma KoHourypaumm

3HayeHue/3Ha4yeHue »
KomaHda / Aelicmeue
no ymoa4YaHuro
ip multicast-routing pim BKNOUMTL MHOFOaAPECHYO MapLIpyTM3aumio, NpoTokon PIM Ha
—/no ymonyaHuio o
BCeX MHTepdeiicax.
- - - - bYHKUMA BbIKIOYEHA
no ip multicast-routing pim OTKNIOYMNTb MHOFOaAPECHYIO MapLUPYTM3aLMIo 1 npoTokon PIM.
ipv6 multicast-routing pim Bkatountb ana IPv6 mHOroagpecHyo mapLlipyTusaumio, NpoTOKON
—/no ymonyaHuio PIM Ha Bcex nHTepdeiicax.
no ipv6 multicast-routing OYHKLMA BbIK/IOYEHa OTKAOYMTbL Ana IPv6 mHOroagpecHyto mapLupyTusaumio n
pim npoTokon PIM.
ip mroute prefix pre- Co3paTtb CcTaTMYecKoe NpPaBuIo ANA MHOroafApecHon Tabauubl
fix_length MapLipyTU3aLmm.
fw_router_address tunnel . - prefix — IP-agpec ceTn HazHayeHus;
. prefix: (A.B.C.D); . .
tunnel_id - prefix_length — macka npeduKca HasHaYeHUs UK ee ANHa;

prefix-length:
(A.B.C.D uan /n);
fw_router_ad-

- fw_router_address — |P-agpec mapLipyTMsaTopa MHOroas-
PECHOM paccbINKK;
- tunnel_id — vaeHTMPUKATOP TyHHENS.

dress: (A.B.C.D);

. YpanuTb cTaTMyeckoe Npasuao 13 TabanLbl MHOTOaApecHoM
tunnel_id: (1..16) A P H AP

no ip mroute prefix pre-

fix_length MapLIpyTU3aLmm.
fw_router_address tunnel
tunnel_id
ipv6 pim accept-register list NpumeHUTb GUABTPALUIO PEFUCTPALMOHHBIX coobweHnint PIM ana
acc_list IPv6.
acc_list: (0..32) - acc_list — cnucok mHoroaapecHbix npedrKcoB, 3a4aBaemMblii C
cMmBoNa nomolubto ctaHgaptHoro ACL.
no ipv6 pim accept-register OTKNOYUTL GUNBTPALLUIO.

list
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ip pim bsr-candidate ip_ad-
dress [mask] [priority prior-
ity_num)]

no ip pim bsr-candidate

mask: (8..32)/30;
priority_num:
(0..192)/0

YKasaTb yCTPOMCTBO Kak KaHanaaTta B BSR (bootstrap router).
- ip_address — BanuaHbIi IP-agpec KommyTaTopa;

- mask — macka noaceTw;

- priority_num — npuopwuTer.

OTKNOUUTL AAHHBIN NapameTp.

ipv6 pim bsr-candidate
ipv6_address [mask] [prior-
ity priority_num]

no ipv6 pim bsr-candidate

mask: (8..128)/126;
priority_num:
(0..192)/0

YKasaTb yCTPOMCTBO Kak KaHanaaTta B BSR (bootstrap router).
- ipv6_address — BanuaHbli IPv6-agpec KommyTaTopa;

- mask — macka noaceTw;

- priority_num — npuopuTer.

OTKNIOUYNUTD AaHHBIN NapameTp.

ip pim dm {range mul-
ticast_subnet | default}

no ip pim dm {range mul-
ticast_subnet | default}

BK/IIOYMTL MapLLpyTU3aLMIO 3a4aHHOTO AManasoHa
MY/IbTUKACTHbIX rpynn 8 pexxume PIM-DM.
- multicast_subnet — mHoroagpecHas noaceTb;
- default — yka3atb gnanasoH 8 224.0.1.0/24.
V KomaHay MOXHO BBECTM HECKO/NbKO pas, 3ajaB He-
CKONbKO inana3oHoB.

OTKNHOUUTL AAHHBIN NapameTp.

ip pim rp-address
unicast_address [mul-
ticast_subnet]

no ip pim rp-address
unicast_address [mul-
ticast_subnet]

Co3paTb cTaTnyeckyto Rendezvous Point (RP), aononHuTtensHo
MOXHO YKa3aTb MHOroaApecHy NoAceTb ANA AaHHOW RP.

- unicast_addr — |P-agpec;

- multicast_subnet — mHoroagpecHas noaceTb.

Ypanutb ctatuyeckyto RP uau yganute RP ansa yKasaHHo#
noacetu.

ipv6 pim rp-address
ipv6_unicast_address
[ipv6_multicast_subnet]

no ipv6 pim rp-address
ipv6_unicast_address
[ipv6_multicast_subnet]

Co3pgatb ctatuyeckyto Rendezvous Point (RP), gononHutensHo
MOHO YKa3aTb MHOroaZpecHyto NoaceTb aaa AaHHoM RP.

- ipv6_unicast_ addr — IPv6-agpec;

- ipv6_multicast_ subnet — mHoroagpecHasa noaceTb.

Ypanutb ctatuyeckyto RP uau yganute RP ans yKasaHHow
noaceTu.

ip pim rp-candidate
unicast_address [group-list
acc_list] [priority priority]
[interval secs]

no ip pim rp-candidate
unicast_address

acc_list: (0..32)
cumBona
priority: (0..192)/192;
secs: (1..16383)/60
CEeKYHA

Co3pgatb KaHauaata ansa Rendezvous Point (RP)

- unicast_addr — IP-agpec;

- acc_list — cnMcoK MHOroagpecHbIX NpeduKcoBs, 3a4aBaemblii €
nomouubto ctaHgaptHoro ACL;

- priority — NpUOPUTETHOCTb KaHAWAATA;

- secs — Nepuop, OTNPaBKN COOBLLEHUIA.

OTKNOUUTL AaHHbIN NapameTp.

ipv6 pim rp-candidate
ibv6_unicast_address
[group-list acc_list] [priority
priority] [interval secs]

no ipv6 pim rp-candidate
ipv6_unicast_address

acc_list: (0..32)
cumBona
priority: (0..192)/192;
secs: (1..16383)/60
CEeKYHA,

Co3paTtb KaHaMaata ana Rendezvous Point (RP)

- ipv6_unicast_addr — IPv6-agpec;

- acc_list — cnucok MHoroaapecHbix NnpeduKcoB, 3a4aBaeMblii C
nomoubto ctaHgaptHoro ACL;

- priority — NpMOPUTETHOCTb KaHANAATA;

- secs — nepuog, OTNpPaBKN COOBLLEHWNA.

OTKNOUUTL AaHHbIN NapameTp.

ip pim ssm {range mul-
ticast_subnet | default}

no ip pim ssm [range mul-
ticast_subnet | default]

YKa3aTb MHOroaapecHyto noaceTb

- range — yKas3aTb MHOroaApecHyo NoAaceThb;

- multicast_subnet — MmHoroagpecHas noaceTs;
- default — ykasaTb ananason B 232.0.0.0/8.

OTKAOUUTL AAHHbIN NapameTp.

ipv6 pim ssm {range
ibv6_multicast_subnet | de-
fault}

YKa3aTb MHOroaApecHyto noaceTb

- range — yKa3aTb MHOroaZpecHyt noaceTb;

- ipv6_multicast_subnet — MHoroagpecHas noaceTb;
- default — ykasaTb ananason B FF3E::/32.

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324

207



HELTEX

no ipv6 pim ssm [range
ipv6_multicast_subnet | de-
fault]

OTKAOUYUTL AAHHbIN NapameTp.

ipv6 pim rp-embedded

no ipv6 pim rp-embedded

—/BKAIOYEHO

BKAOUNTL paclumpeHHbIi pyHKumMoHan rendezvous point (RP).

OTKNOYUTL pacluMpeHHbI pyHKUMOHan rendezvous point (RP).

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-if)#

Tabnnua 184 — KomaHab! pexkuma KoHpurypaumnm nntepdeiicos Ethernet, VLAN, rpynnbl noptos

3HayeHue/ 3HayeHue

KomaHoa Aelicmeue
o ymon4aHuio

ip (ipv6) pim BKkatounTb PIM Ha nHTepdelice.

— - —/BKAlOYEHO —
no ip (ipv6) pim Bbikntountb PIM Ha uHTepodelice.
ip (ipv6) pim bsr-border MpeKkpaTuTb Nepeaadvy BSR-coobuieHnin ¢ nHtepdelica.

— —/oTKAo4YEHO —
no ip pim bsr-border OTKNOYNUTL AaHHbIM NapameTp.
ip (ipv6) pim dr-priority pri- YKasatb npuoputeT gna Bbibopa DR-poyTepa.
ority priorit - priority — npvopuTteT DR-poyTepa onpeaenatowmii, KTo us

iority:

no ip (ipv6) pim dr-priority

(0..4294967294)/1

KOMMyTaTopoB cTaHeT DR-poyTepom. KommyTtaTop ¢ Hanbonblumm
3HayeHuem ctaHeT DR-poyTepom.

BepHyTb 3HaueHWe No yMOAYAHUIO.

ip ip (ipv6) pim hello-inter-
val secs

no ip (ipv6) pim hello-inter-
val

secs: (1..18000)/30 cek

YKasaTb nepuog, otnpasku hello-naketos.
- sec — nepuog oTtnpasku hello-naketos.

BepHyTb 3HaUYeHME N0 YMOAYAHMIO.

ip (ipv6) pim join-prune-in-
terval interval

no ip (ipv6) pim
join-prune-interval

interval: (1..18000)/60
CeKyHA,

YKa3aTb MHTepBas, B Te4EHME KOTOPOro KOMMYTaTOP OTCblNaeT
join nnu prune-coobueHus.
- interval — nepnopa BpeMeHM OTNPABKM join, prune coobLeHui.

BepHyTb 3HauYeHne No ymoAYaHuto.

ip (ipv6) pim neighbor-filter
acc_list

acc_list: (0..32)

dunbTpoBaTh BXOAALWME PIM-cooblueHuns.
- acc_list — cnucoK afpecos, Ha OCHOBE KOTOPbIX MPOM3BOAUTCSA
dunbTpaums.

. - - cMmBoONa
no ip (ipv6) pim neigh- OTKNOYUTD JaHHbIN NapameTp.
bor-filter
ip pim passive BKtOUYNTbL MACCUBHDIN PEXMUM HA UHTepdelice. ITOT uHTepdeiic He
byaeT oTNPaBAATb M NPUHUMATL coobuieHus PIM oT apyrux
—/disable mapLlpytnusaTopos PIM. HacTpoiika HUKaK He BAUSET Ha

no ip pim passive

coobueHus IGMP.

BbIKNHOUYMTb NACCUBHbBIV PEXUM.

ip igmp static-group
group_address [source
source_addr]

no ip igmp static-group
group_addr [source
source_addr]

BKAtOUNTL cTaTUYecKuMi 3anpoc multicast-rpynnbl Ha MHTepdelice.
- group-address — IP-agpec rpynnbi;

- source-addr — IP-agpec UCTOYHMKA rpynnbl.

V Ha uHtepdeiice aonxeH 6biTb BKAOUEH PIM.

BbIKNIOUUTL CTaTUYeCKUiA 3anpoc multicast-rpynnbi.
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Tabnunua 185 — KomaHabl pexkuma KoHpurypaumm tyHHenss GRE

3Ha4yeHue/ 3Ha4yeHue ”
KomaHoa / Aelicmeue
o ymoa4aHuro

ip pim Bkntountb PIM Ha nHTepdelice.

— —/BKNOYEHO -
no ip pim BbikntounTb PIM Ha uHTepdelice.
ip pim bsr-border MpeKkpaTnTb Nepesady BSR-coobLueHuii ¢ nHTepdeiica.

—— —/OTKAOYEHO —
no ip pim bsr-border OTKNOYNUTL JaHHbIN NapameTp.
ip pim dr-priority priority YKasaTb npuopuTeT gaa Bobibopa DR-poyTepa.

L. - priority — npvopuTteT DR-poyTepa onpeaensatowmii, KTo us
priority:

no ip pim dr-priority

(0..4294967294)/1

KOoMMyTaTopoB cTaHeT DR-poyTepom. KommyTtaTop ¢ Hanbonblumm
3HayeHMem ctaHeT DR-poyTepom.

BepHyTb 3Ha4YEHME N0 YMONYaHUIO.

ip ip pim hello-interval secs

no ip pim hello-interval

secs: (1..18000)/30 cek

YKasatb nepuog, otnpasku hello-naketos.
- sec — nepuog otnpasku hello-naketos.

BepHyTb 3HaUYeHMe MO YMOAYaHUIO.

ip pim join-prune-interval
interval

no ip pim join-prune-inter-
val

interval: (1..18000)/60
CEKYHA

YKa3aTb MHTEPBAA, B TE4EHME KOTOPOrO KOMMYTATOpP OTCbIIaeT
join unm prune-coobueHums.
- interval — nepwopa BpemeHu OTNPaBKM join, prune CoobLLeHWN.

BepHyTb 3HaueHWe No ymoa4YaHuto.

ip pim neighbor-filter

dunbTpoBaTh BXoAALWMe PIM-cooblueHmns.

acc_list acc_list: (0..32) - acc_list — cnucoK aapecos, Ha OCHOBE KOTOPbIX MPOM3BOAUTCSA
cMmBoOAa dunbTpayms.
no ip pim neighbor-filter OTKNOYUTD AAHHbIN NapameTp.
ip pim passive BK/IOYMTbL NAcCUBHbIV peXKMM Ha MHTepdeice. ITOT MHTepdeic He
byneT oTNpaBAATb U NPUHUMATL coobuweHuns PIM oT apyrux
—/disable maplpyTtnsaTopos PIM. HacTpoiika HUKaK He BAUSET Ha

no ip pim passive

coobueHua IGMP.

BbIKNHOYMTb MACCUBHbIN pexunm.

KomaHObI pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnua 186 — KomaHabl pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ip (ipv6) pim rp map-
ping [RP_addr]

OT06pa3unTb akTMBHbIE RP, CBA3aHHbIE C MapLUPYTHOWM
nHpopmaumen.
- RP_addr — IP-agpec.

show ip (ipv6) pim neigh-
bor [detail] [gigabitether-
net gi_port | tengiga-
bitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group| vlan
vlan_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094).

OT106pa3unTb MHPopmaumto o PIM-cocepsx.
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show ip (ipv6) pim inter- OTo6pasnTb MHPopmauuio no PIM-nHtepdeiicam:
fa’ce [glgabltet'herr.let gi_port: (1.8/0/1.48); |~ state-on — oTob6pakaer Bce MHTedeeMUCbl, rge BkAoyeH PIM;
gi_port | tengigabitether- - state-off — oTo6parkaeT Bce MHTEpdENCHI, Fae BbiKAoYeH PIM.
. te_port: (1..8/0/1..24);
net te_port | fortygiga-
. fo_port: (1..8/0/1..4);
bitethernet fo_port | port-
channel group | vlan group: (1..48);
el group vlan_id: (1..4094)
vlan_id |state-on |
state-off]
show ip (ipv6) pim group- _ OT06pasnTb TabnLy NPUBA3KM MHOFOaAPECHbBIX FPymM.
map [group_address] - group-address — agpec rpynnsi.
show ip (ipv6) pim counters — OT06pasuTb cogepmumoe PIM-cueTymKoB.
show ip (ipv6) pim bsr elec- . OT06pa3nTb nHPopmaumio o BSR.
tion
show ip (ipv6) pim bsr rp- . 0OT06pa3nTb HPopMaUMo 06 M3yYeHHbIX KaHgMaaTax B RP.
cache
show ip (ipv6) pim bsr can- _ OT06pasnTb coCTOAHME KaHAMAATOB B RP.
didate-rp
clear ip (ipv6) pim counters — O6HYAUTL PIM-cHeTYMKM.

[pumep UCnoa16308aHUA KOMAHO

= ba3oBas HacTpoiKa PIM SM c ctatnyeckum RP (1.1.1.1). MpeasaputensHo A0KEH BbITb HAaCTPOEH
NPOTOKO MapLIpyTU3aLLUN.

console# configure
console (config)# ip multicast-routing
console (config)# ip pim rp-address 1.1.1.1

5.20.2 ®dyHKkyusa PIM Snooping

®dyHKumA PIM Snooping ncnosb3yeTcs B CETAX, I4e KOMMYTATOP UCNOAHAET posb L2-ycTpoiicTBa MexXay
PIM-mapupyTtnsatopamu.

OcHoBHoW 3aga4ent PIM Snooping sBnseTca npenocTaBieHMe MHOMoaApecHoro TpadmrKka ToNbKo A
TeX NOPTOB, C KOTOPbIX 6blM NoayyeH PIM Join, PIM Register.

KomaHObI pexcuma 2106aa6Hol KOHuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKU B pexume rnobanbHoli KoHdUrypaumm:
console (config) #

Tabnnua 187 — KomaHabl pexuma rnobanbHoi KoHduUrypaumm

Komanda 3HavyeHue/3Ha4yeHue Neiicmeue
o ymoa4aHuro
ip pim snooping PaspewunTtb ucnonb3osaHue dyHKunu PIM Snooping
—/BbIKNIOYEHO KOMMYTaTOpPOM.

no ip pim snooping 3anpeTuTb Ucnosib3oBaHue GyHKLUMU
ip pim snooping vlan PaspewunTtb ncnonb3osaHue ¢pyHKuUmM PIM Snooping
vlan_id KOMMYTaTOpPOM A8 flaHHOro uHTepdeinca VLAN.

__ : vian_id: (1..4094) vlan_id — vaeHTMdnKaumoHHbIn Homep VLAN. .
no ip pim snooping vlan 3anpeTuTb ncnonbsosaHue ¢yHkumm PIM Snooping
vlan_id KOMMYTaTOPOM A/18 faHHOro MHTepdeinca VLAN.
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KomaHOb! pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnmua 188 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aeiicmeue

show ip pim snooping

MoKa3aTb 06yt MHPOPMALMIO O HACTPOMKAX.

show ip pim snooping vlan
vlan_id

vlan_id: (1..4094)

MoKa3aTb CTaTUCTUKY KOHTPOIA MHOrOa4pecHoro Tpaduka B
OaHHOoM vian.

show ip pim snooping groups

MoKasaTb CNMCOK 3aperucTpPMpPOBaHHbIX FPyMM.

sh ip pim snooping neighbors

MoKa3aTb CNUCOK 3aperMcTPUpPoBaHHbIX y4acTHUKOB PIM.

5.20.3 NMpomokon MSDP

MpoToKoN 0BHAPY*KEHUA UCTOYHNKOB MHOroaapecHoi paccbiiku (MSDP) ucnonbsyerca ans obmeHa
nHoopmaumen 06 mctouyHmkax Multicast-Tpadmka mexay pasHbimu PIM-pomeHamn. MSDP-coeanHeHue
06bl4HO ycTaHaBAuBaeTcs mexay RP kaxkgoro gomeHa.

KomaHObI pexcuma 2a06ana6Hol KOHguU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKMUMe r106anbHON KOHPUrypaumm:

console (config) #

Tabnnua 189 — KomaHabl pexuma rnobanbHoi KoHduUrypaumm

KomaHda

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

router msdp

no router msdp

Bkntountb npoTtokon MSDP 1 nepeitTu B pexmum ero
KOHdUrypaLumu.

OcTtaHoBUTbL NpoToKon MSDP u yaanutb BCo ero
KOHUrypaumto.

KomaHObI pexcuma KoHgu2ypauuu npomokosaa MSDP

Bupg 3anpoca KOMaHAHOM CTPOKM B pexnume KoHpurypaumm npotokona MSDP:

console (config-msdp) #

Tabnnua 190 — KomaHabl pexkuma KoHpurypauum npotokona MSDP

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

connect-source ip_address

no connect-source

—/IP-agpec He HasHaueH

HasHauunTtb IP-agpec, KoTopbiit 6yaeT cnosb3oBaH B KayecTse
MCXOAALLEro npu coegmHeHnn ¢ MSDP-nupom.

YCTaHOBUTb 3HaYeHue no YMO/1HaHUIO.

cache-sa-holdtime secs

secs: (150..3600)/150 cek

YCTaHOBUTb BPEMA KU3HU SA-3anuvcu B Kalue.

no cache-sa-holdtime

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.
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holdtime secs

no holdtime

secs: (3..150)/75 cek

YcTtaHoBuTb Taimep holdtime. Ecau B TedeHmMe 3TOro BpemeHu
He byaeTt npuHaTo keepalive-coobueHne, To coeguHeHne ¢
cocenom cbpacbiBaeTcs.

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

keepalive secs

no keepalive

secs: (1..60)/30 cek

YCTaHOBUTbL MHTEPBAN MeXKAay oTnpaBKoi keepalive-coobuieHnin.

YCTaHOBWUTb 3HAYeHME No YMO/I4aHUIO.

originator-ip ip_address

no originator-ip

—/IP-aapec He Ha3HayeH

HasHauuTtb IP-agpec, ncnonb3yemblit B Kavectse agpeca RP B
nexogawmMx coobuieHunsax SA.

YCTaHOBWTb 3HaYeHMe N0 YMOHAHUIO.

peer ip_address

no peer ip_address

[o6aBuTb B KOHdUrypaumo MSDP-nvp 1 BOMTU B PEKUM €ro
KOoHbUIrypauuu.

Yaoanunts MSDP-nup.

KomaHObI pexcuma KoHgpuaypayuu MSDP-nupa

Bua 3anpoca KOMaHAHOM CTPOKU B pexxnume KoHpurypaumm MSDP-nupa:

console (config-msdp) #

Tabanuya 191 — KomaHab! pexkmuma KoHpurypauum MSDP-nmpa

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

connect-source ip_address

no connect-source

—/IP-aapec He Ha3HayeH

HasHauuTtb IP-agpec, KoTopbil byaeT NCNo/Ib30BaH B KayecTse
ucxoaAaulero npu coeguHeHnn ¢ MSDP-nupom.

YCTaHOBUTb 3HaYeHMe NO YMOIHAHMUIO.

description text

no description

text: (1..160) cumsona

3agatb onucaHne MSDP-nmpa.

Ypanutb onucaHume.

mesh-group name

no mesh-group

name: (1..31) cumBona

[Oob6asutb coceaga K MESH-rpynne.

Ypanutb cocega.

sa-filter { in | out }
sec_num { permit | deny }
[ rp-address ip_addr_rp |
group-address ip_addr_gr
| source-address
ip_addr_src]

no sa-filter {in | out }
sec_num

sec_num:
(0..4294967294)

Co3patb NpaBuao GpuabTpaumm SA-coobLLEeHNI:

- permit — paspewatouiee npasuao GuabTPaLmu;

- deny — 3anpeLuyatoliee npasuao GpuUabTpaLmm;

- Sec_num — HOMep CeKUuUu NpaBuna;

- ip_addr_rp — ¢ounbTpaums no agpecy RP;

- ip_addr_gr — ¢unbTpayma no agpecy rpynnobi;

- ip_addr_src — ¢unbTpauma no agpecy nctouHmka Multicast-
Tpaduka.

YaanseT co3faHHy CEeKLMIo NpaBuaa.

shutdown

no shutdown

— /BbIK/OYEHO

AOMWHUCTPATUBHO BbIKAHOUNTL ceccuto ¢ MSDP-nmnpom, He
yAanaa ero KoHdurypaumu.

YCTaHOBUTb 3HaYeHMe no YMONYaHUIO.

KomaHOb1 pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#
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Tabnmua 192 — KomaHabl pexmma EXEC

Komanda 3HayeHue/3HayeHue Leiicmeue
no ymoa4YaHuro
show ip msdp peers [ ip_addr] MokasaTb MHGOPMALIMIO O HACTPOEHHBIX NUPaXx, cTaTyce
coefiMHeHWA, HaCTPOMKax NUPOB, a TaKKe CTaTUCTUKY obMeHa
- coobuieHmamm npotokona MSDP
- ip_addr — IP-agpec nupa.
show ip msdp source-active — MokasaTb coaepMmoe Kalwa SA.
show ip msdp summary — MoKa3aTb CymmapHyo MHopMauuio npoTokosa MSDP.
clear ip msdp counters — OBHYAUTb CYETUMKM.
clear ip msdp peers [ ip_addr] . MepeycTtaHoBUTb coeanHeHna ¢ MSDP-nnpamum
- ip_addr — IP-agpec nupa.

5.20.4 ®yHkyus IGMP Proxy

®PyHKUMA MHOroagpecHoit mapwpyTtmsaumm IGMP  Proxy npeaHasHayeHa AAa peanusauuu
YNPOLLEHHOW MapLlpyTM3aLMU MHOFOagpecHbIX AaHHbIX MEXKAY CeTAMM, YNpaBasemoli Ha OCHOBaHWUM
npotokona IGMP. C nomoubto IGMP Proxy ycTpoicTBa, He HaxodsllMecs B OAHOM CETU C CEepBepom
MHOTroagpecHO’ PaccbisIK1, UMEIOT BO3MOXKHOCTb MOAKAOYATLCA K MHOTOa4peCcHbIM rpynnam.

MapLpyT13aLma OCYLLECTBAAETCA MeXay MHTepdencom BblwecToswel cetn (uplink) n nHtepdeincamm
Huxectosawmx ceteit (downlink). Mpun atom Ha uplink-uHTepdelice KommyTaTop BeaeT ceba Kak 0bbIYHbIN
nosy4yatenb MHoroagpecHoro Tpaduka (multicast client) n popmupyet cobcTBeHHble coobLLeHMA NPoToKoAa
IGMP. Ha uHtepdelicax downlink KommyTaTop BbICTynaeT B Ka4ecTBe cepBepa MHOrOagpecHOM PaccbiIKK U
ob6pabaTtbiBaeT coobueHna NpoTokona IGMP oT ycTponcTs, MOAKAOYEHHDBIX K 3TUM UHTepdeicam.

V’- KonnyectBo nopgaep:kmBaembiX Fpynn MHOroagpecHoit paccbliku npotokonom IGMP
Proxy yKkasaHo B Tabnuue 9.
V’- IGMP Proxy noagpep:usaet go 512 downlink-untepdeiicos.
V‘ OrpaHuyeHus peanusauum ¢pyHKummn IGMP Proxy:
- IGMP Proxy He noaaep}Xusaertca Ha rpynnax arperauum LAG;

- MOXKeT 6bITb onpeaeneH ToNIbKO OAUH UHTepdelic BblLLECTOALLEN CETH;
- Npu ncnonb3oBaHum Bepcumn V3 npotokona IGMP Ha HTepdencax K HUKecTosALLel ceTun
o6pabaTtbiBaloTca ToNbKO 3anpocbl Tuna exclude (*,G) u include (*,G).

V‘ Bo VLAN-e, B KOTOpbIi1 ocyuiecTBAsieTca npoKkcuposaHue, IGMP Snooping aonxeH 6biTb
OTK/IIOYEH.
V’- IGMP Proxy ana QinQ-tpadpumKa:
ONA KOPPEeKTHOWU paboTtbl pyHKUMOHana Heobxogumo BKAuUuTb IGMP Proxy u IGMP

Snooping B SVLAN u CVLAN, a TaK»Xe HacTpouTb IP-agpeca Ha BaHHbIX uHTepdeiicax.

KomaHObI pexcuma 210b6aabHol KOHuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHOM KoOHOUIypaumm:

console (config) #

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324 213



HELTEX

Tabnnua 193 — KomaHabl pexkuma rnobanbHol KoHdurypaumm

KomaHoa

3Ha4yeHue/3HayeHue
Mo ymon4aHuro

Aelicmeue

ip multicast-routing

PaspelwnTtb paboTy MapLIpyTU3aLLMM MHOTOAAPECHBIX AAaHHbIX

igmp-proxy —/no ymonyaHuio Ha CKOHPUrypMpoBaHHbIX MHTepdencax.
no ip multicast-routing GYHKUMA BbIK/IOYEHa 3anpeTuTb paboTy MapLUPyTU3aLMN MHOFOAAPECHbIX AAHHbIX Ha
igmp-proxy CKOHOUrypMpoBaHHbIX MHTepdencax.

ip mroute prefix pre-
fix_length fw_router_ad-
dress tunnel tunnel_id

prefix: (A.B.C.D); pre-
fix-length: (A.B.C.D nnu
/n); fw_router_ad-
dress: (A.B.C.D); tun-
nel_id: (1..16)

Co3paTb cTaTUYECKOe NPaBKUIIO A/19 MHOroaApPeCcHOW Tabaunubl
MapLUpyTU3aLMN.

- prefix — IP-agpec ceTn HasHaYeHus;

- prefix_length — macka npeduKca Ha3HaYeHUn Unn ee
ANVHa;

- fw_router_address — |P-agpec maplpyTM3aTopa MHOroaa-
PEeCHOW paccblIKK;

- tunnel_id — npeHTUdUKaTOp TYHHENA.

no ip mroute prefix pre-
fix_length fw_router_ad-
dress tunnel tunnel_id

Y4anuTb cTaTMyeckoe Npasmao uM3 Tabauubl MHOroagpecHom
MapLUpyTU3aLMH.

KomaHObI pexcuma KoHgu2ypayuu uHmepagpeticos Ethernet, VLAN, uHmepdgelica 2pynnsl nopmos

BunA 3anpoca KOMaHAHOM CTPOKM B perkmme KoHourypauum nutepoeicos Ethernet, VLAN, nHtepdeiica

rpynnbl NOPTOB:

console (config-if)#

Tabanua 194 — KomaHgb! pexxuma KoHpurypaumnm nntepoeiicos Ethernet, VLAN, rpynnbl noptos

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

ip igmp-proxy {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group |
vlan vian_id}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

KoHurypupyembin nHTepdeiic agnaetca MHTepdercom K
HuxKecToAwwel ceTn. KomaHga HazHavaeT cesA3aHHbIi uplink-
MHTepdENc, y4acTBYIOWMI B MapLIPYTMU3aLMK.

ip igmp static-group group-
address [source source-addr]

no ip igmp static-group group-
address [source source-addr]

BKAtOUNTL CTaTUYECKMI 3anpoc multicast-rpynnbl Ha MHTepdelice.
- group-address — IP-agpec rpynnbi;
- source-addr — IP-aapec UCTOYHMKA Fpynnbl.

V Ha uHTtepdeiice ponkeH 6bITb BKAtoueH IGMP Proxy.

BbIKNtOUMTb CTaTMYECKMI 3anpoc multicast-rpynnbi.
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KomaHObI pexcuma KoHgu2ypayuu uHmepgelica VLAN

BuAa 3anpoca KoOMaHAHOM CTPOKM pexunuma KoHdurypaumm VLAN:
console (config-if)#

Tabanua 195 — KomaHgb! pexxuma KoHdpurypaummn nHtepoericos VLAN

3HayeHue/3Ha4yeHue »
KomaHda / Aelicmeue
no ymoa4aHuro
ip igmp-proxy dscp dscp YcTaHOBUTb 3HaveHne DSCP B IP-3aronoske gna naketos
npoTokona IGMP, KoTopoe 6yaeT MCno1b30BaTbCA KOMMYTAaTOPOM
dscp: (0..63)/0 .
Ha uHTepoderice VLAN.
no ip igmp-proxy dscp YCTaHOBWTb 3HaYEHMNE MO YMOIYAHUIO.
ip igmp-proxy cos cos YcTaHoBWTb 3HayveHuWe 802.1p B IP ana naketos npoTokona IGMP,
KOTOpOe byZeT Mcnosib30BaTbCA KOMMYTAaTOPOM Ha UHTepdelice
cos: (0..7)/0
VLAN.
no ip igmp-proxy cos YCTaHOBWTb 3HAYEHME N0 YMOHAHUIO.

KomaHObI pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:
console#

Tabnunua 196 — KomaHab! pexkuma EXEC

Komanda 3HayeHue/3HavyeHue Leiicmeue
o ymon4aHuio
show ip mroute MpocMOTPEeTb CMMCKM MHOFOAAPECHbIX rpynn. BoamoskeH BbiGop
[io_multicast_address rpynn no agpecy rpynnbl AW NO aApecy UCTOYHUKA
[ip_address]] [summary] MHOr0aZpPecHbIX AaHHbIX.
- - ip_multicast_address — IP-agpec rpynnbi;

- ip_address — IP-agpec NCTOYHUKA;

- summary — KpaTKoe CoAeprKaHue KaxKaou 3anucuy B

MHOroagapecHol Tabaunue mapLupyTMsaumm.
show ip igmp-proxy interface vlan_id: (1..4094); MNokaszaTb uHopMauuto o ctatyce IGMP-proxy NPUMEHUTENBHO K
[vlan vian_id | gigabitethernet gi_port: (1..8/0/1..48); | nHTepdeiicam.
gi_port | tengigabitethernet te_port: (1..8/0/1..24);
te_port | fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port | port-channel group] group: (1..48)

[pumep 8b1M10MAHEHUS KOMAHO

console# show ip igmp-proxy interface

* — the switch is the Querier on the interface

IP Forwarding is enabled

IP Multicast Routing is enabled

IGMP Proxy is enabled

Global Downstream interfaces protection is enabled
SSM Access List Name: -

Interface Type Interface Protection CoS DSCP
vlanb upstream - -
vlan30 downstream default - -
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5.21 ®yHKuMM ynpaBaeHuUs

5.21.1 MexaHu3m AAA

Ona obecneyeHns 6e30MacCHOCTM CUCTEMbI MCMOAb3yeTCcs MexaHusm AAA  (ayTeHTUdMKaLMs,
aBTOpM3aLMA, yUeT).

— Authentication (ayTeHTUdMKaUMsa) — conocTaBneHUe 3anpoca CyLLECTBYOLWEN YY4ETHOM 3anucu
B cucTeme 6€30NacHOCTM.

— Authorization (aBTopu3auus, NpoBepKa YpOBHA 40CTyrNa) — COMNocTaB/ieHne y4ETHOM 3anucu B
cucteme (npoluealueit ayteHTUGUKaUUIO) 1 onpeaenéHHbIX NOJHOMOUYMUNA.

— Accounting (y4éT) — cnexeHue 3a noTpebaeHMeM pecypcoB NO/Ib30BaTENEM.

Ona wndpoBaHMA gaHHbIX UCNONb3yeTcA MexaHu3m SSH.

KomaHObI pexcuma 2a0baab6HoU KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM peXknma rnobanbHoM KOHPUrypaumm:

console (config) #

Tabnnua 197 — KomaHab! pexuma rnobanbHoi KoHduUrypaumm

3HayeHue/3HayeHue no .
KomaHoa Aelicmeue
YMOAYAHUIO
aaa authentication login YCcTaHOBWUTb CNOCO6 ayTeHTUDMKALMM ONA BXOAA B CUCTEMY.
{authorization | default | - authorization — pa3spelaeT NpoxoxaeHue aBTopM3aLmMm no
list_name} method_list OMMCAHHbBIM HUXE METOAAM;
- default — ncnonb3osatb ANA ayTeHTUPUKALUKM ONUCAHHbIE
HU¥Ke meToabl;
- list_name — nmsa cnucka ayTeHTUPUKALMOHHbIX METOAOB,
AKTUBM3UPYIOLLLErocs, Koraa nosib3oBaTeslb BXOOUT B CUCTEMY.
OnucaHune metogos (method_list):
- enable — ncnonb3oBaTb Naposib A8 ayTeHTUDUKaLMK;
- line — ncnonb3oBaTb NAPOAbL TEPMUHANG AN1A AYTEHTUDUKALMMK;
. - local — ucnonb3oBaTb NIOKaNbHyIO 633y MMeH nNoab3oBaTenem
list_name: (1..12)
- ONs ayTeHTuduKaumm;
CMMBOI0B;
. . - none — He UCMNONb30BaTb ayTEHTUPMKALMIO;
method_list: (enable, line, .
- . - radius — ucnonb3osBaTb cnucok RADIUS-cepsepos s
local, none, tacacs, radius); .
/1o ymonanHio ayTeHTUdUKaUMK;
v - tacacs — vcnonb3osatb cnucok TACACS cepsepoB ana
OCYLLLeCTBNAIETCA MPOBEPKA
. ayTeHTUdMKaLMK.
no NoKanbHol H6ase
Ecnn meToa ayTeHTUGMKaLMM He onpegeneH, To
OaHHbIX (aaa o
o . AOCTYN K KOHCOU BCerpa ycnewHbli.
authentication login
authorization default local) "
Co3paHue CNUCKA OCYLLeCcTBAAETCA KOMaHA0M:
\ / aaa authentication login list_name method._list.
Ucnonb3oBaHue cnucka:
aaa authentication login list-name
’ Bo usbexaHue notepu Aoctyna cnepyer BBO-
e AUTb HEob6XOAMMbI MUHUMYM HAcTpoek AnA
YKa3biBaemMoro metoga ayreHTupuKaumum.
no aaa authentication YCTaHOBWUTb 3HAYEHME MO YMONYAHUIO.
login {default |
list_name}
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aaa authentication ena-
ble authorization {default
| list_name} method_list

list_name: (1..12)
CMMBO/10B;
method_list: (enable, line,
local, none, tacacs, radius);
—/no ymon4aHuio
OCYLLLEeCTBAAETCA NPOBEpPKa
no fIoKanbHo 6ase
OaHHbIX (aaa
authentication enable
authorization default
enable)

YCTaHOBWUTbL CNOCO6 ayTEHTUDMKALMM NPU NOBbILEHUN YPOBHSA
npuBWUAErUi ANA BXOAA B CUCTEMY.
- authorization — paspelaeT npoxoxaeHne aBTopm3aLmn no
OMNUCAHHbIM HUXKE METOAAM;
- default — ncnonb3oBaTbh 419 ayTeHTUPMKALMM ONUCAHHbIE
HUXKEe MeToAbl;
- list_name — nmsa cnucka ayTeHTUGUKALMOHHBIX METOAOB,
AKTUMBU3UPYIOLLLErocs, Koraa nosib3oBaTeslb BXOAUT B CUCTEMY.
OnucaHune metoaos (method_list):
- enable — ncnonb3oBaTb Naposib A4 ayTeHTUDUKaLMK;
- line — ncnonb3oBaTb NAPOAb TEPMUHANG ANA AyTEHTUDUKALMMK;
- local — ncnonb3oBaTb NIOKaNbHYO 633y MMeH Nonb3oBaTenem
Ons ayTeHTuduKaumm;
- none — He UCMNONb30BaTb ayTeHTUPMKaLMIO;
- radius — ucnonb3oBaTb cnucok RADIUS-cepBepoB s
ayTeHTUdUKaumK;
- tacacs — ncnonb3osBatb cnncok TACACS-cepsepos Ana
ayTeHTUdMKaLMK.

V Ecnun meTop ayTeHTUGMKaL MK He onpeaeneH, To

BAOCTYN K KOHCONM BCerga ycneLwHbli.

Co3faHue CnncKa ocyLLecTBASETCA KOMaHAOiA:
V aaa authentication login list-name method_list.
Ucnonb3osaHue cnucka:
aaa authentication login list-name
I Bo u3bexkaHue notepu poctyna cnepyer BBO-
H AUTb Heo6X0AMMbBI MUHUMYM HacTpoek AnA
YKa3blBaemoro meToaa ayTeHTudpuKauuu.
no aaa authentication YCTaHOBUTb 3HAYEHWE MO YMONYAHUIO.
enable authorization {de-
fault | list_name}
enable password pass- YCTaHOBUTb Napob A1 KOHTPONA U3MEHEHWUA NPUBUAErUIA
word [encrypted] [level [0CTyna Nonb3oBaTeNen.
level] - level — ypoBeHb npusuneruni;
level: (1..15)/1; - password — naponb;

no enable password
[level level]

password: (0..159)
cmmsonos/admin

- encrypted — 3a4aTb 3aWMdPOBAHHbLIN Naponb (Hanpumep,
napo/ib B 3alWMdPOBaHHOM BUAE, CKONMMPOBaHHbIW C APYroro
YCTPOICTBA).

YcTaHOBUTb napo/ib N0 YyMON4YaHUIO.

username name {nopass-
word | password pass-
word | password en-
crypted encrypted_pass-
word} [priveliged level]

no username name

name: (1..20) cumBoNOB;
password: (1..64)
CUMBO/I0B;
encrypted_password:
(1..64) cumBonos;
level: (1..15)

[lo6aBuTb Nonb3oBaTens B I0KaNbHYO 6a3y AaHHbIX.

- level — ypoBeHb npusuneruni;

- password — napons;

- name — VMA NoNb30BaTeNS;

- encrypted_password — 3awndpoBaHHbI Naponb (Hanpumep,
naposb B 3aWMPPOBAHHOM BUE, CKONMPOBAHHbIV C APYroro
yCTPOMCTBA).

YpanuTb nonb3osaTens u3 NIOKaNbHoM 6a3bl AaHHbIX

aaa accounting login
start-stop group {radius |
tacacs+}

— /N0 yMmon4aHuio
BeJeHMe yyeTa 3anpeLleHo

PaspelwnTb BefileHMe yyeTa (akKayHTa) AN ceccuii ynpasieHus.
PaspelueHO TONbKO ANA Nosb3oBaTenei, Bowes-
V WKMX B CUCTEMY NO MMEHM U NapoAato. Ana sowes-
LIMX MO Napoio TepMUHana, BegeHue yyera 3anpe-

LeHo.

| BepeHue yueta akTUBUPYETCA M NpeKpaLLaeTcsa, Ko-
V raa nosb3oBaTeslb BXOAUT U OTK/IOYAETcA OT Cu-
CTeMbl, YTO COOTBETCTBYET 3HaUeHUAM start u stop B
coobueHunax nporokona RADIUS (napameTpbl, co-
AepXawmeca B coobuieHusax nportokona RADIUS,
npusegeHbl B Tabauue 198).
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no aaa accounting login
start-stop

3anpeTuTb BegeHuMe yyeTta (akkayHTa) ans seegeHHbIx B CLI Ko-
MaHa,.

aaa accounting dotlx
start-stop group radius

no aaa accounting dot1x
start-stop group radius

—/no ymon4aHuio
BeAEeHMe y4yeTa 3anpeL,eHo

PaspewunTb BegeHue yyeTa (akkayHTa) ans ceccuin 802.1x.
BepeHue yyeta akTMBUpPYETCA M NpeKpallaeTca, Koraa
V nonb3oBaTe/ib BXOAUT U OTK/IKOYAETCA OT CUCTEMbI,
4YTO COOTBETCTBYET 3HAUeHUAM start u stop B coobuie-
HuAX npoTtokona RADIUS (napameTpbl, cogeprKawyu-
eca B coobueHuax npotokona RADIUS, npuseaeHbl B
Tabnuue 198).

| B pexxume Multiple sessions coobuieHuns start/stop
V NOCbINAIOTCA ANA KAXKA0ro NoNb30BaTeNA, B pexxume
Multiple hosts — Tonbko ans nonb3osarens, npowepn-

wero ayteHTMduKaumio (cm. pasgen no 802.1x).

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

ip http authentication
aaa login-authentication
[login-authorization]
[http | https] method_list

no ip http authentication
aaa login-authentication

method_list: (local, none,
tacacs, radius)

Onpeaennts meTos ayTeHTUdMKaumm npu poctyne K HTTP-
cepsepy. Mpu ycTaHOBKeE CMNMUCKA METOAO0B LOMONHUTE/bHbIN
meTog, byaeT NPUMEHATLCA TOJIbKO B TOM C/ly4ae, Korga no oc-
HOBHOMY MeTOAY ayTeHTUUKaAL MM BO3BpaLLLEHa OWKOKa.

- method_list — meToA ayTeHTUOUKaumUK:

local — no meHu U3 NoKanbHOM 6a3bl JAHHBIX;

none — He UCMNONb3yeTCs;

tacacs — ncnonb3oBaHMe cnNUcKoB Bcex cepsepoB TACACS+;
radius — ucnonb3oBaHue cnuckos Bcex RADIUS-cepsepos.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

aaa authentication mode
{chain | break}

—/chain

YCTaHOBUTbL aNropUTM ONpoca MeTOA0B ayTEHTUDUKaLUM.

- chain — nocne HeygayHOM NONLITKW ayTeHTUDMKaLMK MO nep-
BOMY MeTOAy B CMMCKe cnefyeT NonbiTKa ayTeHTUOUKALMMU MO
caepylolemy metoay B LEenoyke;

- break — nocne HeyaauHoW ayTeHTUGUKALUKM NO NEPBOMY Me-
TOA4Yy Npouecc ayTeHTUdMKauumn octaHasamBaeTca. AyTeHTUdU-
KaLua no cnegyrolemy MeTofy AoMyCTMMA TO/IbKO B C/ly4ae He-
BO3MOYKHOCTM ayTeHTUMKaLMM NO NpeaplayLiemy metoay.

aaa accounting com-
mands stop-only group
tacacs+

no aaa accounting com-
mands stop-only group

—/no ymon4aHuio
BeAEHME yYeTa KOMaHS,
BbIK/IOYEHO

BkntounTb BegeHue yyeta BBegeHHbix B CLI KomaHza no npoTo-
Kkony Tacacs+.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

aaa authorization com-
mands {default |
list_name} group
method_list

no aaa authorization
commands {default |
list_name}

list_name: (1..15)
cumBonos; method_list:
(tacacs, local);

— /N0 YMONYaHUIO aKTUBEH
cnucok default n
aBTOpU3aLMA He
ocyulecTeaseTcs

YcTaHOBUTbL CNOCo6 aBTOPM3aLMKN BBOAUMbBIX KOMaHA.

- default — pepgaktupoBaTtb cnMcoK c umeHem default, KoTopbiii
Nno YMONYAHUIO eCTb B CUCTEME;

- list_name — nmA cnUcKa MeTo40B aBTOpPM3aL MK, Co3aBae-
MOFO U PefaKkTUPyemMoro nosib3oBaTesem:

-tacacs — meToA, No3BoAAOWMIA NcNonb3oBaTb cnncok TACACS
cepBepoB A4/1A aBTOpM3aLny;

- local — meTog, Npu KOTOPOM aBTOPU3ALMA He OCYLLEeCTBAA-
eTcs.

BOCCTaHOBUTb 3HAYEHWE MO YMOHAHUIO.
- default — cbpoc cnucka ¢ umeHem default K 3HaueHuto no
YMONYaHUIO;
- list_name — ypanuTb NoNb30BaTE/NIbCKUI CMIUCOK C UMEHEM
list_name.
Cnucok c umeHem default He moxkeT 6bITb yaaneH us
V cucTembl.
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aaa authorization com-
mands {default |

list_name: (1..15)

AKTMBMPOBATb CMMCOK METOAO0B aBTOPM3aLMM BBOAMMbBIX KO-
MaHa,
- default — caenatb akTMBHbBIM CNUCOK ¢ UMeHem default;

list_name} CMMBOJIOB; - list_name — cpenaTb aKTUBHbIM COOTBETCTBYHOLLMI NO/Ib30Ba-
—/default Te/IbCKMI CMUCOK.
no aaa authorization BoccTaHOBUTL 3HaYeHME MO YMOHAHUIO.
commands
' [Onga Toro utTobbl KAMEHT NOAYYUN AOCTYN K YCTPOMCTBY, AarKe eCc/in BCe MeTOoAbl ayTeHTU-
! durKauumn BepHyan owMbKy, UCNONb3YitTe 3HAUEHUE NOC/egHEro MeToaa B KOmaHae —

none.

Tabnunua 198 — ATpubyTbl coobuieHUlt BeaeHMn yyeTa npotokona RADIUS ana ceccuit ynpasneHus

Haau4ue Hanauyue
ampubyma e | ampubyma e
Ampubym pusy pusy OnucaHue
coobweHuu coobweHuu
Start Stop
User-Name (1) EcTb Ectb NaeHTudmKauma nonb3osartens.
IP- 7
NAS-IP-Address (4) Ecrb Ecrb ap,puec KOMMyTaTopa, KOTOpblii UCMONb3yeTca Ans
ceccuin ¢ RADIUS-cepsepom.
Mpoun3BoabHOE 3HAaYEHWNE, BK/IOYEHHOE BO BCE CO06-
Class (25) EcTb EcTb P .
LLLEHUA yYeTa CECCUN.
. IP-agpec KommyTaTopa, UCMONb3YeMblI ANA Ceccui
Called-Station-ID (30) EcTb Ectb AP Y P y A
yrnpaBaeHus.
Calling-Station-ID (31) EcTb Ectb |P-agpec nonb3osartens.
Acct-Session-ID (44) Ectb Ectb YHUKaNbHbIN UaeHTUdUKATOP yyeTa.
. YKa3blBaeT MeTo, N0 KOTOPOMY KAUEHT JO/KEH BbITb
Acct-Authentic (45) EcTb Ectb A poMy A
ayTEHTUOULMPOBAH.
. . MoKasbiBaeT, Kak 40/ro Nnoab3oBaTeNb 6bin NOAKA0-
Acct-Session-Time (46) Het EcTb A A
YeH K cucteme.
Acct-Terminate-Cause
(49) Her Ectb MpuunHa 3aKpbITUA ceccuu.

Tabanuya 199 — AtpubyTbl coobLyeHnt BeaeHMA yyeTa npoTokona RADIUS ana ceccmin 802.1x

Hanuuue Hanauyue
ampubyma e | ampubyma e
Ampubym pudy pudy onucaHue
coobweHuu coobweHuu
Start Stop
User-Name (1) EcTb Ectb NpeHTndmKauma nonbosartens.
IP- 7
NAS-IP-Address (4) Ecrb Ecrb ap,puec KOMMyTaTopa, KOTOpblii UCMONb3yeTca Ans
ceccuin ¢ RADIUS-cepsepom.
MopT KOMMyTaTopa, Ha KOTOPOM MOAKNOUYUACA NOb-
NAS-Port (5) Ectb EcTb P ¥ P P A
30BaTenb.
Mpoun3Bo/ibHOE 3HaYeHKne, BK/IYEHHOE BO BCe CO06-
Class (25) Ectb EcTb P . !
LLLEeHUA yyeTa Ceccui.
Called-Station-ID (30) EcTb Ectb IP-agpec kKommyTaTopa.
Calling-Station-ID (31) EcTb Ectb IP-agpec nonb3oBartens.
Acct-Session-ID (44) Ectb Ectb YHWKaNbHbIN nAeHTUDUKATOP yyeTa.
YKa3blBaeT METOZ, MO KOTOPOMY KANEHT A0NKEH 6bITb
Acct-Authentic (45) Ectb EcTb A pomy A
ayTeHTUOUUMpPOBaAH.
. . MoKasbiBaeT, KaK 40/ro Nnoab3oBaTeNb 6bin NOAKA0-
Acct-Session-Time (46) Het EcTb A A
YeH K cucteme.
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Acct-Terminate-Cause Het Ectb MpuynHa 3aKkpbITUA ceccuun.

(49)

Nas-Port-Type (61) EcTb EcTb MoKa3blBaeT TMN NopTa KAneHTa.

Eltex-Data-Filter Het Ectb CnucoK npaBuAn, copeprawuii B cebe Kawyesble
cnosa ACL (Tabnuua 185)

Eltex-Data-Filter-Name Het Ectb Uma ACL. Echm He 33faHO, TO MMeeT 3HayeHue
«RADIUS_ACL»

Tabaunua 200 — Kntouesble cnosa ACL

Knrouesoe cnoeo

OnucaHue

Tun unu id npoTokona.
JonycTtumble 3HaYeHUA:
- gns IPV4: icmp, igmp, ip, tcp, udp, ipinip, egp, igp, hmp, rdp, idpr, ipv6,

prot ipv6:rout, ipv6:frag, idrp, rsvp, gre, esp, ah, ipv6:icmp, eigrp, ospf, ipip,
pim, 12tp, isis;
- ana IPV6: icmpv6, tcpv6, udpvb.

mac_src MAC-agpec UCTOYHMKA.

mac_dst MAC-agpec HaszHayeHus.

ip_src IP-agpec UCTOYHMKA.

ip_dst IP-agpec HasHayeHus.

ipv6_src IPv6-aapec nctouHuka.

ipv6_dst IPv6-agpec HaszHayeHuA.

dscp 3HauyeHue DCSP-nons (0..63).

ip_precedence Mpuoputet IP-Tpaduka (0..7).

tcp_flags TCP-dnar.

vlan Mopsaakosbii Homep VLAN.

icmp_type Tun coobuweHnn npotokona ICMP, ucnonbayemblii ana ¢uabTpaumnm
ICMP-nakeTos (0..255).

icmp_code Kog, coobueHnit npotokona ICMP, ncnosb3yemblit ans ¢uabTpauum
ICMP-nakeTos (0..255).

igmp_type Twun npotokona IGMP.

udp_port_src

UDP-nopT NCTOYHMKA.

udp_port_dst

UDP-nopT Ha3HayeHuA.

tcp_port_src

TCP-nopT UCTOYHMKA.

tcp_port_dst

TCP-nopT Ha3HauyeHwuA.

udp_src_start

HavanbHoe 3HavyeHne UDP-nopTa u3 grnanasoHa UDP-NopTOB MCTOYHMKA.

udp_src_end

KoHeyHoe 3HaueHne UDP-nopTta n3 ananasoHa UDP-NoOpTOB UCTOYHMKA.

udp_dst_start

HayanbHoe 3HayeHne UDP-nopTta u3 amanaszoHa UDP-nopToB HasHaye-
HUA.

udp_dst_end

KoHeyHoe 3HayeHne UDP-nopTa 13 ananasoHa UDP-nopTos Ha3HavyeHuA.

tep_src_start

HauvanbHoe 3HaveHne TCP-nopTa 13 gnanasoHa TCP-NopToOB UCTOYHMKA.

tcp_src_end

KoHeyHoe 3HaueHune TCP-nopTa 13 grnanasoHa TCP-nopToB UCTOYHUKA.

tcp_dst_start

HauyanbHoe 3HaueHne TCP-nopTa 13 granasoHa TCP-nopToB Ha3HaAYeHUA.

tcp_dst_end

KoHeyHoe 3HaueHune TCP-nopTa u3 grnanasoHa TCP-nopToB Ha3HavyeHuA.
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A ELTEX

Eltex-Data-Filter n Eltex-Data-Filter-Name — ocobble Vendor-Specific atpnbyTtbl, NnpeaHasHayeHHble

Ana aMHammyeckoro gobaeneHua cnuckoB ACL Ha nopt yepes coobuieHma ot RADIUS-cepsepa.

Ona

MCNo/sb30BaHMA AaHHOro ¢yHKuMoHana Ha RADIUS-cepsepe HeobxoaMmo B c/10Bapb aTpubyToB A0b6aBuTb
atpubytbl 82 (Eltex-Data-Filter) n 83 (Eltex-Data-Filter-Name) ana seHaopa 35265 (Eltex).

Mpumep HacTtporikn Vendor-Specific atpubytos Eltex-Data-Filter Eltex-Data-Filter-Name pgna

Freeradius.

B daitn /path/to/freeradius/dictionary nobasuthb:

VENDOR Eltex 35265
BEGIN-VENDOR Eltex

ATTRIBUTE
ATTRIBUTE
END-VENDOR

.‘

Eltex-Data-Filter

82 string

Eltex-Data-Filter-Name 83 string

Eltex

dopmar 3anucu IPv4 ACL, IPv6 ACL popmupyetca cnegyrowmm o6pasom: nepsbie yeTbipe
CNoBa AO0J/KHbI 6biTb 3anucaHbl Yepe3 npoben B ctporom nopsagke: acl_type, action

(permit namn deny), ip_precedence, prot. Mocne 3anucu o6a3aTeNbHbLIX NapameTpoB
OCTasbHble NapameTpbl 3aN1CbIBAlOTCA B NPOMU3BOJILHOM NopagKe.

.‘

dopmar 3anucu MAC ACL dopmupyeTtca cneayowmm obpasom: nepsble TpU c€0Ba
AOMKHbI 6bITb 3anucaHbl Yepe3 npoben B ctporom nopsagkKe: acl_type, action (permit nam

deny), ip_precedence. Mocne 3anucu 06a3aTeNbHbIX NapaMeTPOB OCTa/IbHble NapameTpbl
3anucbiBalOTCA B NPOU3BO/IbHOM NOpAAKe.

.‘

Macka gnsa IP-agpeca 3anucbiBaerca uepes «/» 6e3 npobenos.

’ ' MPOTOKON MOXKHO yKa3aTb KaK B YUC/IOBOM BUAE, TaK U CTPOKOM.
.
Mpumep:
user3 Cleartext-Password := "hello"
Eltex-Data-Filter = "ip permit 1 prot=tcp ip src=10.0.0.3/0.0.0.255

ip dst=10.0.0.0/255.0.0.0

tcp port src=80 tcp port dst=443",

Eltex-Data-Filter-Name = "Filter-MIX1"

KomaHObI pexcuma KoHgu2ypayuu mepmuHana

BuAa 3anpoca KOMaHAHOM CTPOKM B pexnume KOHPUrypaunm TepMmmnHana:

console (config-line) #

Tabnnua 201 — KomaHgb! pexkuma KOHPUrypauum TepMmnHaIbHbIX CECCUI

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aeilicmeue

fault | list_name}

login authentication {de-

list_name: (1..12)
CUMBOJI0B

3a4aTb MeToA ayTeHTUGMKaUmMmM Npu BXoae ANa KoHconu, telnet,
ssh.

- default — ncnonb30BaTb CNNCOK «NO YMONYAHUION,
CO3/4aHHbI KOMaHZoM aaa authentication login default.

- list_name — ncnonb30BaTb CMNUCOK, CO34aHHbIM KOMaHA0M aaa
authentication login list_name.
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no login authentication

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

enable authentication {de-
fault | list_name}

list_name: (1..12)
CMMBOJI0B

no enable authentication

3apaTb MeToZ ayTeHTUPMKaLMKM NoIb30BaTENA NPU NOBbILLIEHUN
YPOBHSA NpUBUAErNA ANA KoHconw, telnet, ssh.

- default — ncnonb3oBaTh CNNCOK «NO YMONYAHUION,
CO34aHHbI KoMaHZoM aaa authentication login default.

- list_name — ncnonb3oBaTb CNUCOK, CO34aHHbIM KOMaHA0M aaa
authentication login /ist_name.

YCTaHOBUTb 3Ha4YeHMEe N0 YMOIYAHMUIO.

password password [en-

ted
crypted] password: (0..159)

CMMBO/1I0B

no password

3afaTtb Naponb Ana TepMuHana.

- encrypted — 3aaaTb 3aWwWMdpoBaHHbIM Naponb (Hanpumep,
napo/b B 3awWndpoBaHHOM BUAE, CKONMPOBAHHbIV C APYroro
yCTpoWcTBa).

Yaanutb naposb Ana TepMUHana.

KomaHOb! pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKKM pexnma Privileged EXEC:

console#

Tabanua 202 — KomaHgb! pexuma Privileged EXEC

3Ha4yeHue/3HayeHue
no ymon4aHuro

KomaHoa

Aelicmeue

show authentication meth-
ods

MokasaTb MHPopMaL Mo 06 ayTeHTUDUKALMOHHBIX MeToAax Ha
KomMmyTaTope.

show authorization
methods

MoKasaTb MHOOPMALMIO O CO34aHHbIX HA KOMMYTAaTOPE METOAAX
aBTOPM3aLMM KOMaHA. YKa3blBaeT Ha aKTUBHbIN MeToA.

show users accounts

MoKasaTb fIoKaibHYto 6a3y AaHHbIX NOb30BaTENEN U UX
npuBuaeruii.

KomaHOb1 pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console>

Bce kKomaHAb! AaHHOTO pasgena AOCTYMNHbI TONbKO 417 NPUBUAETMPOBAHHbIX Nnonb3oBaTesNen.

Tabnunua 203 — Komanapl pexkuma EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

show accounting

MokasaTb MHPOPMALMIO O HACTPOEHHbIX METOAAX BEAEHMA
yyeTta (aKkKkayHTa).

5.21.2 Npomokon RADIUS

MpoTtokon RADIUS wucnonbsyetca ana ayteHTUdMKaumm, aBtopusaumm u ydeta. Cepsep RADIUS
ncnonb3yet 6asy AaHHbIX N0Nb30BaTENEeN, KOTOPasA COAEPKUT AaHHbIE NPOBEPKM NOAJANHHOCTU AN KaXKA0ro
nosnb3osaTtens. Takum obpasom, ucnonb3oBaHue Nnpotokona RADIUS obecneumBaeT AONOAHUTENbHYIO 3aLLUUTY
npu A0CTyNe K pecypcam CeTH, a TaK¥Ke Npu AOCTyrne K CaMoMy KOMMYTaTopy.
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KomaHObI pexcuma 210b6aabHol KOHGuU2ypayuu

BuAa 3anpoca KoOMaHAHON CTPOKM B pexume rnobanbHo KoHGUrypaumu:

console (config) #

Tabnnua 204 — KomaHabl pexuma rnobanbHom KoHduUrypaumm

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aeiicmeue

radius-server host {ipv4-ad-
dress | ipv6-address | host-
name} [auth-port
auth_port] [acct-port
acct_port] [timeout

hostname: (1..158)

[06aBuUTb yKa3aHHbI cepBep B CNMCOK MCNonb3yembix RADIUS-
cepBepos.

- ip_address — IPv4 vnu IPv6-agpec RADIUS-cepBepa;

- hostname — ceteBoe uma RADIUS-cepsepa;

- auth_port — Homep nopTa A/1A nepesayn ayTeHTUGUKaLMOHHbIX

timeout] [retransmit re- CUMBOJIOB; LaAHHbIX;

tries] [deadtime time] [key auth_port: - acct_port — Homep nopTa ANA Nepefayn AaHHbIX y4eTa;
secret_key] [priority prior- (0..65535)/1812; - timeout — WHTepBan OXMAAHWA OTBETA OT CepBepa;

ity] [usage type] acct_port: - retries — KO/IM4eCTBO NOMNbITOK Noncka RADIUS-cepBepa;

encrypted radius-server
host {ipv4-address | ipv6-
address | hostname}
[auth-port auth_port]
[acct-port acct_port]
[timeout timeout] [retrans-
mit retries] [deadtime time]
[key secret_key] [priority
priority] [usage type]

no radius-server host
{ipv4-address | ipv6-address
| hostname}

(0..65535)/1813;
timeout: (1..30) cek;
retries: (1..15);
time (0..2000) muH;
secret_key: (0..128)
CMMBO/IOB;
priority: (0..65535)/0;
type: (login, dot1x,
igmp-auth, coa, dotlx-
eapol, dotlx-mac,
all)/all

- time — BpemAa B MUHYTax, B TeYeHME KOTOPOro HeJOCTyMNHble
cepsepa He byayT onpawmnsaTbca RADIUS-kaneHTOM
KOMMyTaTopa;

- secret_key — knto4 gna ayTeHTUOUKALMM U LUMPPOBAHNA BCEro
obmeHa aaHHbimK RADIUS;

- priority — npnopwuteT ncnonb3osaHus RADIUS-cepsepa (Yem
HU}Ke 3HaYeHue, TeM NpUopuUTETHEE CEPBEP);

- type — TMn ucnonb3osaHua RADIUS-cepsepa;

- encrypted — 3asaTb KoY B 3aWwndpoBaHHOM BUAE.

B cnyyae oTcyTcTBMA B KOMaHAe napameTpoBs timeout, retries,
time, secret_key ana aaHHoro RADIUS-cepBepa ncnonb3ytoTca
3HaYeHMA HAaCTPOEHHbIE C MOMOLLbIO KOMaHZ YKa3aHHbIX HUXKe.

YAanuTb YKa3aHHbIV cepBep U3 cnucka ncnonb3yemblx RADIUS-
cepBepos.

radius-server attributes
framed-ip-address include-
in-access-req

no radius-server attributes
framed-ip-address include-
in-access-req

—/BbIK/IOYEHO

[ob6asutb aTpnbyT framed-ip-address (Onuma Ne8) B access-
request nakeTbl.
’ |  3HaueHue aTpubyTa 3aN0NHAETCA HAa OCHOBe Tabauy,
H dhcp snooping unu arp. Mouck naet 8 Tabauue dhcp-
snooping, a 3aTem, ecM 3anucb He 6bi1a HaligeHa, B
Tabauue arp.

YCTaHOBUTb 3HAYEHME NO YMOHAHWUIO.

radius-server attributes
nas-id include-in-access-req
[format word]

no radius-server attributes
nas-id include-in-access-req
[format]

word: (3..32)/%h

Lo6asutb aTpnbyT NAS-Id (onumsa Ne32) B Access-Request nakeTbl.

Cumsonbl "%h", BcTpeyatowwmecs B8 popmaTHOM CTPOKe,
3aMeHAIOTCA Ha TeKyllee uma xocta (hostname).

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

[encrypted] radius-server
key [key]

no radius-server key

key: (0..128)
CMMBON10B/NO
YMONHAHUIO KoY —
nycras cTpoka

YCTaHOBWTb K04, UCNONb3YEMBIN MO YMONYAHUIO, ANA
ayTeHTMdMKaLMK 1 WndposaHMa Bcero obmeHa aaHHbimM RADIUS
MeXKay YCTPOWCTBOM M OKpyKeHnem RADIUS.

- encrypted — 33aaTb Koy B 3aWwndpoBaHHOM BUE.

YCTaHOBUTb 3Ha4YeHME N0 YMOIHAHMUIO.

radius-server timeout
timeout

no radius-server timeout

timeout: (1..30)/3 cek

YcTaHOBUTb MHTEepBan OXXMWAaHUA OTBETA OT CepBepa,
VICI'IOﬂb3yeMbIV1 No YMO/THaHUIO.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.
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radius-server retransmit re-
tries

no radius-server retransmit

retries: (1..15)/3

OnpenenuTb KOAMYECTBO NONbITOK Noncka RADIUS-cepsepa 13
CMKUCKa CepBepoB, NCNOb3yemoe No ymon4YaHuio. MNpu oTkase
OCYLLECTB/IAGTCA MOUCK CIeAyOLWEero No NpMopUTeTy cepeepa U3
cnucka.

YCTaHOBUTb 3Ha4YeHMe N0 YMOIYAHMUIO.

radius-server deadtime
deadtime

no radius-server deadtime

deadtime: (0..2000)/0
MMWH

OnTumunsnposaTb Bpemsa onpoca RADIUS-cepsepos, Koraa
HEeKOTOpble cepBepa HeAOCTYMNHbI. YCTaHaBAMBAET BpemMs B
MUWHYTaX, UCNO/Ib3yeMoe Mo YMONYaHUIO, B Te4EHUE KOTOPOro
HepoCTynHble cepBepa He byayT onpawwneaTtbes RADIUS-
K/IMEHTOM KOMMYyTaTopa.

YCTaHOBUTb 3Ha4YeHMe N0 YMOIYAHMUIO.

radius-server host
source-interface {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | loop-
back loopback id | vlan
vlan id}

no radius-server host
source-interface

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
loopback_id: (1...64);

group: (1..48)

3apatb MHTepdeic ycTpolicTBa, IP-agpec KoToporo byaeT
MCNO/1b30BaTbCA MO YMOJIMAHUIO B Ka4YecTBe afpeca UCTOYHUKA
nepegasaemoro B coobuieHnax npotokona RADIUS.

Ypanutb nHtepdeic yctpoicTsea.

radius-server host
source-interface-ipv6 {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | loop-
back loopback_id | vlan
vlan id}

no radius-server host
source-interface-ipv6

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
loopback_id: (1...64);

group: (1..48)

3afaTb MHTepdeic ycTpoiicTBa, IPv6-agpec KoToporo byaet
MCNONb30BaTbCA MO YMONYAHUIO B KayecTBe agpeca UCTOUYHMKA
nepegasaemoro B coobuieHnnax npotokona RADIUS.

Ypanutb nHtepdeic yctpoicTsaa.

radius server accounting-
port port

no radius server account-
ing-port

port: (1-65535)

YCTaHOBUTbL NOPT pPernctTpaumm y4éTHbIx 3anmceit Ha RADIUS-
cepsepe.

OTMeHUTb ncnonbsosaHne UDP-nopTa ana perncrpaumm y4eTHbIX
3anuce.

radius server authentica-
tion-port port

no radius server autentifi-
cation-port

port: (1-65535)

YctaHosuTb UDP-nopT Ana oTnpaBKKW 3anpocoB Ha
ayTeHTUMKALMIO YHETHBIX 3aMUCeN.

OTmeHuTb ncnonb3osaHue UDP-nopTa 414 3anpocos Ha
AYTEHTUDUKALMIO YHETHBIX 3annCcen.

radius server enable

no radius server enable

Bkatounte RADIUS-cepBep Ha KOMMmyTaTope.

Bbikntountb RADIUS-cepBep Ha KommyTaTope.

radius server group word

word: (1-32)

3apaTb Ha3BaHMe ANA rPYNMbl cepBepa U NepenTh B PeXnm ee
KOHOUIyprpoBaHus.

radius server secret key key
{ipv4 | ipv6 | default}

no radius server secret
[ipv4 | ipv6 | default]

dopmar ipv4_address:
A.B.C.D;
dopmar ipv6_address:
XX XXX
key: (1-128) cumBona

YCcTaHOBUTb KAtOY A/1A UCMOAb30BaHMA radius server.
default — Kntoy HasHavaeTca AN UCMNOIb30BAaHUA KIMEHTAMMU, HE
MMeIoLLMX ONpeaeneHHOoro Kakua.

Yaanutb KAoY ANA UCNOb30BaHUA radius server.

radius server secret {ipv4 |

ipv6}
no radius server secret
{ipv4 | ipv6}

dopmar ipv4_address:
A.B.C.D;
dopmar ipv6_address:
XX Xi XX

Mcnonb3oBaTh 3alumMbpoBaHHbIN KAOY AOCTYNA K cepsepy Ans
KOHKPETHOro XocTa.

Yaanutb KN4 ANA MCNOb30BaHUA radius server.

radius server traps ac-
couting

no radius server traps ac-
couting

BKAOUYNTBL NOAAEPHKY trap-coobueHni Ha CoBbITUA YYETHBIX
3anucei.

OTKAOUYNTL MOALEPIKKY trap-coobLieHmA.

radius server traps authen-
tication {failure | success}

BKNIOUMTD NOAAEPIKKY trap-coobLLEeHMI, OTODpaKatoLWmnx
pe3ynbTaT ayTeHTuduKauum Ha RADIUS-cepsepe.
failure — c6oii npu nonbiTKe ayTeHTUMKaLNN.
success — ycrnewHo NpoiiaeHHan ayTeHTUdMKaLmA.
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no radius server traps au-
thentication

OTK/OUNTL MOAAEPIKKY trap-coobLeHNA.

radius server user
username username group
password pass

no radius server user
username username

Co3aaTb N0/1b30BaTeNA U HA3HAYUTb A/1A HEro rpynny Ha cepsepe
C 33/1aHHbIM NApPOIEM UCMNO/b30BAHUA.

YpanuTb Nonb3oBaTens Ha cepeepe.

KomaHObI pexcuma KoHgu2ypuposaHusa radius server 2pynol

BuAa 3anpoca KoOMaHAHOWM CTPOKM B pexxnume KoHPUrypuposaHua radius server-rpynnbi:

console (config-radius-server—-group) #

Tabnmua 205 — KomaHabl pexkmuma KoHPUrypuposaHusa radius server-rpynnbi:

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

acl acl_name

no acl

acl_name: (1-32)
cuMmBOIaA

HasHaunTb ncnonb3osaHue ykazaHHoro ACL B gaHHOM rpynne.

OTKNOYMTb UCMONb30BaHKNe yKaszaHHoro ACL B gaHHOM rpynne.

allowed-time-range
range_name

no allowed-time-range

range_name: (1..32)
cumBona

HasHauntb nepuoa BpemeHun time-range Ha MCNONb30BaHUE
rpynnoi.

OTKAIOYNUTL UCNONb30BaHMe time-range Ha UCNOb30BaHUe
rpynnoi.

privilege-level /eve/

no privilege-level

level: (1-15)/1

Ha3HauuTb ypoBeHb NPUBUAETUIA, Ha KOTOPOM ByAeT UCNOAHMMA
KoHOUrypupyemas rpynna.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

KomaHObi pexcuma Privileged EXEC

Bua 3anpoca KoMmaHAHOM CTPOKK B pexume Privileged EXEC:

console#

Tabnnua 206 — KomaHgb! pexxuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show radius-servers status

Mokasatb cTatyc cepsepos RADIUS.

show radius-servers [key]

OT06pa3unTb NapameTpbl HacTpoliku RADIUS-cepsepoB (KomaHaa
[LOCTYMNHA TONbKO A/1A NPUBUIETMPOBAHHbIX NOb30BaTeNei).

show radius server {statis-
tics | group | accounting |
configuration | rejected |
secret | user}

OT06pa3unTb CTaTUCTMKY NpoToKkona RADIUS, nHpopmaumio o
nosib3oBaTensx, KoHpurypaymo RADIUS-cepsepa.
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[Tpumepbl UCNoAb308aHUS KOMAHO

= YcTaHOBMUTb F06asbHble 3HAaYEHWNA A4 NAapPaMeTPOB: MHTEPBA OXUOAHUA OTBETA OT cepBepa — 5
CEeKyHA, KonnyecTso nonbIiTOK nomcka RADIUS-cepsepa — 5, Bpems, B Te4eHMe KOTOPOro HeJoCTyn-
Hble cepBepa He 6yayT onpawmeatbca RADIUS-kKnMeHTOM KommyTaTtopa — 10 MUHYT, CEKPETHbIN
Kntoy — secret. Jobasutb B cnucok RADIUS-cepBep, pacnonoxeHHbI Ha y3ne cetu ¢ IP-agpecom
192.168.16.3, nopT cepBepa AnsA ayteHTMPnKaumm — 1645, KoMYeCTBO NOMNbITOK AOCTYNa K cepBepy
— 2.

console# configure

console (config)# radius-server timeout 5

console (config)# radius-server retransmit 5

console (config)# radius-server deadtime 10

console (config)# radius-server key secret

console (config)# radius-server host 196.168.16.3 auth-port 1645 retransmit
2

MoKka3aTb NapameTpbl HacTponkmn RADIUS-cepBepos.

console# show radius-servers

IP address Port port Time- Ret- Dead- Prio. Usage
Auth Acct Out rans Time

192.168.16.3 1645 1813 Global 2 Global 0 all

Global values

TimeOut : 5
Retransmit : 5
Deadtime : 10

Source IPv4 interface
Source IPv6 interface

5.21.3 Npomokon TACACS+

MpoTtokon TACACS+ obecneuymBaeT UEHTPA/AN30BaHHYIO cucTemy 6e30MacHOCTM A/ MPOBEPKM
nosib30BaTeNeN, NOAYYAOLWMX AOCTYN K YCTPOMCTBY, NPU 3TOM Noaaepusas coBmectumoctb ¢ RADIUS wm
ApyrMmum npoueccammn nposepku nognmHHocti. TACACS+ npegocTaBaseT cneaytowme cay»oobi:

— Authentication (nposepka nooauHHocmu). ObecneunBaeTcs BO Bpems BXoda B CUCTEMY MO
MMeHaM Nob30oBaTesNel U onpeaeneHHbIM N0Ab30BaTENAMMN NAPOIAM.

— Authorization (asmopusayus). ObecneynBaeTcs BO Bpems Bxoga B cuctemy. [locne
3aBeplleHns ceaHCa MPOBEPKM MNOA/JAMHHOCTM  3aMyCKaeTca CeaHC aBTopu3auuu C
MCMNO/Mb30BaHMEM MPOBEPEHHOINO MMEHW MNO/b30BaTeNn, TaKKe CepBEpPOM MpPOBepAlTCA
NpMBMUAErMM NONb30BATENA.

KomaHObI pexcuma 2a06asab6Hol KoOHpu2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHol KoHGUrypaumumu:

console (config) #
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Tabnmua 207 — KomaHabl pexkmma rnobanbHom KoHpuUrypaumm

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

tacacs-server host
{ip_address | hostname}
[single-connection]
[port-number port]
[timeout timeout] [key
secret_key] [priority
priority]

encrypted tacacs-server
host {ip_address |
hostname} [single-
connection] [port-number
port] [timeout timeout]
[key secret_key] [priority
priority]

no tacacs-server host
{ip_address | hostname}

hostname: (1..158)
CUMBO/I0B;
port: (0..65535)/49;
timeout: (1..30) cek;
secret_key: (0..128)
CUMBO/IOB;
priority: (0..65535)/0;

[06aBUTb YKa3aHHbIV cepBep B CNMCOK ncnonbayembix TACACS
cepBepos.

- ip_address — IP-agpec TACACS-cepBepa;

- hostname — ceteBoe uma TACACS-cepBepa;

- single-connection — B KaXA,bli MOMEHT BPeMeHU UMEeTb He
60nblle 0AHOro coeanHeHMa ana obmeHa aaHHbimu ¢ TACACS-
cepsepom;

- port — Homep nopTa gna obmeHa aaHHbIMK ¢ TACACS-
cepBepom;

- timeout — NHTepBan OXKMAaHMA OTBETA OT cepBepa;

- secret_key — Kntoud ana ayTeHTUGUKaUUKN U lWnbpoBaHUs
Bcero obmeHa gaHHbimu TACACS;

- priority — npnopwuteT ucnonb3osaHus TACACS-cepsepa (yem
HU}Ke 3HaYeHue, TeM NpUopuUTETHEE CEPBEP);

- encrypted — 3HauyeHue secret_key B 3alwunMppoBaHHOM BUE.
B cnyyae oTcyTCcTBMA B KOMaHAe napaMeTpos timeout,
secret_key pns paHHoro TACACS-cepBepa UCNO/b3yOTCA
3HaYeHWA, HAaCTPOEHHbIE C MOMOLLBLIO KOMaHA, YKa3aHHbIX
HUXKe.

YAanuTb yKasaHHbIV cepBep U3 cnucka ncnosb3yemoix TACACS-
cepsepos.

tacacs-server key key

encrypted tacacs-server
key key

no tacacs-server key

key: (0..128)
CMMBOJI0B/NO YMOIYaHUIO
K/IKO4 — MyCTan CTPOKa

YCTaHOBWTb K/OY, UCNONb3YEMbIN MO YMONYAHUIO, ANA
ayTeHTUOUKaUMK U WndpoBaHUa Bcero obmeHa AaHHbIMK
TACACS mexay ycTpoincTBom u okpykeHnem TACACS;

- encrypted — 3HayeHue secret_key B 3awmnppoBaHHOM BUE.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

tacacs-server timeout
timeout

no tacacs-server timeout

timeout: (1..30)/5 cek

YCTaHOBUTb MHTEPBA OXUAAHUA OTBETA OT cepeepa,
VICI'IOJ'Ib3y€MbIﬁ N0 YMO/IHaHUIO.

YCTaHOBUTb 3HaAYeHMe no YMONYaHUIO.

tacacs-server host
source-interface
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | loopback
loopback_id | vlan vian id}

no tacacs-server host
source-interface

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

loopback_id (1..64);
group: (1..48)

3azaTb MHTepdeic ycTpoiicTBa, IP-agpec KoToporo byaeT
MCMO/1Ib30BaTbCA MO YMOIYAHUIO B KAaYecTBe agpeca UCTOYHUKA
ana obmeHa coobueHnamu ¢ TACACS-cepsepom.

Yaanutb nHTepdeic yctpolicTsa.

tacacs-server attributes
port {console | telnet |
ssh} word

no tacacs-server attributes
port {console | telnet |
ssh}

word: (1..160) cumsonos

HacTtpouTb popmart nons port.
Mcnonb3ytoTca cneaytowme WwWabnoHbl:
- %n — HOMep TeKyLLein ceccuu;

-% % — cumBon %.

Ypanute dopmart nons port.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK B pexxknume EXEC:

console#
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Tabnmua 208 — KomaHabl pexmma EXEC

3HayeHue/3HayeHue
no yMmoA4aHuo

KomaHda Aelicmeue

OTO6pa3nTb HAaCTPOMKY M CTAaTUCTURY ana cepsepa TACACS+.
- ip_address — IP-appec TACACS+ cepsepa;
- hostname — vimsa cepBepa.

show tacacs [ip_address |

hostnamel] host_name: (1..158)

CMMBO/1I0B

5.21.4 NMpomokon ynpaeneHusa cemoio (SNMP)

SNMP — TexHosorua, npusBaHHas obecneunTb ynNpaB/ieHWE W KOHTPOJ/Ib Hag, YCTPOWCTBaMM U
NPUNOKEHUAMM B CETU CBA3M NyTéM obmeHa ynpasasiowen WHOOPMAULMEN MexKay areHTamu,
PacnoNoXKeHHbIMU HA CETEBbIX YCTPOWCTBAX, U MeHedyKepaMu, Haxo4AWMMMUCA HA CTaHUMAX YNpaBieHus.
SNMP onpegenseT ceTb Kak COBOKYMHOCTb CETEBbIX YNPABAAIOWMX CTAaHUMIN U 3N1€MEHTOB CeTU (rNaBHble
MalUMHbI, LWAO3bl U MapLIpyTU3aTOPbl, TEPMUHA/bHbIE CEpBepbl), KOTopble COBMecTHO obecneymsatoT
aAMWUHUCTPATUBHbIE CBA3M MEXAY CETEBbIMU YNPaBAAOWMMM CTAHLUUAMU N CETEBLIMM areHTamu.

KoMmmyTaTopbl NO3BOAAIOT HACcTpouTb paboTy npoTtokosa SNMP ana yaaneHHOro MOHMTOPMHIA U
ynpaB/ieHNs yCTPOIMCTBOM. YCTPOIMCTBO NoaaepKMBaeT NpoToKonbl Bepcuit SNMPv1, SNMPv2, SNMPv3.

KomaHObI pexcuma 2a0b6aab6HoU KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU pPeXKMMa rnobanbHOM KOHGUIypauum:

console (config) #

Tabanua 209 — KomaHgb! pexknuma rnobanbHoi KoHduUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

snmp-server server

no snmp-server server

Nno YMONYaHUIO
nogAep:Kka NpoTokoa
SNMP oTkntoueHa

BkatounTb noaaeprkky npotokona SNMP.

OTKAIOYNTb NoaAepKKy npoTtokona SNMP.

snmp-server community
community [ro | rw | su]
[ipv4_address | ipv6_ad-
dress | ipv6z_address]
[mask mask | prefix pre-
fix_length]] [view
view_name] [vrf vrf_name]

snmp-server commu-
nity-group community
group_name [ipv4_address
| ipv6_address | ipv6z_ad-
dress [vrf vrf_name]] [mask
mask | prefix prefix_length]

encrypted snmp-server
community encrypted_com-
munity [ro | rw | su]
[ipv4_address | ipv6_ad-
dress | ipv6z_address]
[mask mask | prefix pre-
fix_length]] [view
view_name] [vrf vrf_name]

community: (1..20)
CMMBOI0B;
encrypted_community
:(1..20) cumBonos;
dopmar ipv4_address:
A.B.C.D;
¢dopmar ipv6_address:
XXX XX
dopmart
ipv6z_address:
X:X:X:X::X%<ID>;
mask: —
/255.255.255.255;
prefix_length:
(1..32)/32;
view_name: (1..30)
CMMBOJI0B;
group_name: (1..30)
CMMBONIOB
vrf-name: (1..32)
CMMBO/I0B

YCTaHOBWUTb 3HaYEeHWe CTPOKM coobLiecTBa AN 06MeHa AaHHbIMU
no npotokony SNMP.

- community — cTpoKa coobuiecTsa (naposb) Ana focTtyna no
npoTtokony SNMP;

- encrypted — 3aaTb CTPOKY coobuiecTsa B 3alWMPPOBAHHOM
BUAE;

- r0 — [0CTYN TONbKO ANA YTEHUSA;

- rW — [0CTYN ANS YTEHWUA U 3anucK;

- SuU — A0CTyn afMUHUCTPATOPa;

- view_name — onpegenset ums ana npasuaa o6osperHma SNMP,
KOTOPOE A0/IXKHO 6bITb NpeaBapUTEIbHO ONpesAesieHO C NOMOLLbIO
KOMaHAbl snmp-server view. Onpegenset 06beKTbl, LOCTYNHble
coobuiecTsy;

- ipv4_address, ipv6_address, ipv6z_address — |P-agpec
YCTPOICTBA;

- mask — macka agpeca IPv4, koTopas onpeaenseT, Kakue 6utbl
ajipeca UCTOYHUKA NaKeTa CPaBHMBAOTCA € 3afaHHbIM IP-agpecom;
- prefix_length — uncno 6uT, KoTopble cocTasnstoT npedukc IPv4-
agpeca;
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encrypted snmp-server
community-group en-
crypted_community
group_name [ipv4_address
| ipv6_address | ipv6z_ad-
dress [vrf vrf_name]] [mask
mask | prefix prefix_length]

no snmp-server community
community [ipv4_address |
ipv6_address | ipv6z_ad-
dress] [vrf vrf_name]

no encrypted snmp-server
community community
[ipv4_address | ipv6_ad-
dress | ipv6z_address] [vrf
vrf_name]

- group_name — onpegenseTt UMa rpynnbl, KOTOPOE AO/IXKHO BbITb
npeaBapuTesIbHO ONPeLeNEHO C NOMOLLbI0 KOMaHAbl Snmp-server
group. OnpegenseTt 06bEKTDI, AOCTYMHbIe COOBLEeCTBY;

- vrf_name — vuma 061acTV BUPTyasbHOM MapLLpyTM3aL UK.

YaanuTb napameTpbl Ans CTPOKM coobliecTsa.

snmp-server view
view_name OID {included |
excluded}

no snmp-server view
viewname [OID]

view_name: (1..30)
CMMBOJI0B

Co3patb UK pegakTMpoBaTh Npasuio ob6o3peHuns gns SNMP —
paspelatoLlee npasuao, MMbo orpaHMUMBaloLLEee cepBepy-
obo3spesatento goctyn K OID.

- OID — npentTndmKaTop ob6bekTa MIB, npeacTaBneHHbIN B BUAE
nepesa ASN.1 (cTpoka Buaa 1.3.6.2.4, MOXKeT BKAtOYaTb B cebA
3ape3epBUpPOBaHHbIe C/1I0Ba, Hanpumep: system, dod). C nomolLubto
cumBoa * MOXKHO 0603HaUUTL cemeicTBo nogaepesbes: 1.3.%.2);
- include — OID BkntouyeHa B NpaBuao ana obo3peBaHus;

- exclude — OID nckntoyeHa 13 npasuna gns 0603peBaHus.

Ypanute npasuno 06o3penua ana SNMP.

snmp-server group
group_name {vl1 | v2 | v3
{noauth | auth | priv} [no-
tify notify_view]} [read
read_view] [write
write_view]

no snmp-server group
groupname {v1 | v2 | v3
[noauth | auth | priv]}

group_name: (1..30)
CUMBOJIOB;
notify_view: (1..32)
CUMBO/I0B;
read_view: (1..32)

CMMBONOB; Write_view:

(1..32) cumBonos

Co3gatb SNMP-rpynny nau Tabanuy cootsetcTeuii SNMP-
nonb3osaTtesiei u npasua o6o3peHnii SNMP.

-vl,v2,v3 — SNMP v1, v2, v3 mogens 6esonacHocTH;

- noauth, auth, priv — tun ayteHTMdumKaumm, ucnonbyembiii
npotokonom SNMP v3 (noauth — 6e3 ayteHTUdUKaunn, auth —
ayTeHTUdUKaumaA 6e3 wnudposaHusa, priv — ayTeHTUdMKaLMA C
wndposaHuem);

- notify_view — umsa npasuaa 0603peHnA, KOTOPOMY paspeLIeHO
onpegenatb coobweHns SNMP-areHta — inform u trap;

- read_view — nms npasuna o603peHns, KOTOPOMY paspeLleHo
TONIbKO YTeHue cogepkmmoro SNMP-areHTa KommyTaTopa;

- write_view — nma npasuna 0603peHnsa, KOTOPOMY paspeLleHo
BBOAMTb AaHHble U KOHPUTYpUpoBaTb cogepkumoe SNMP-areHTa
KOoMMyTaTOpa.

Ypanute SNMP-rpynny.

snmp-server user
user_name group_name {v1
| v2c | v3 | remote
{ip_address | host} [vrf
vrf_name]}

no snmp-server user
user_name {vl | v2c | v3 |
remote {ip_address | host}
[vrf vrf_name] }

user_name: (1..20)
CUMBO/IOB;
group_name: (1..30)
CUMBOJI0B
vrf-name: (1..32)
CMMBOJI0B

Cospatb SNMPv3-nonb3oBarens.

- user_name — VUMA NONb30BATENS;

- group_name — VMaA rpynnbl;

-vrf_name — nmsa 061acTV BUPTYasibHOM MapLIpyTU3aL UK.

Yaannte SNMPv3-nonb3osarens.
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snmp-server filter
filter_name OID {included |
excluded}

no snmp-server filter
filter_name [OID]

filter_name: (1..30)
CMMBOJI0B

Co3aaTtb MAKn pepakTuposaTtb npasuao SNMP-bunbTpa, KoTopoe
nossosAeT ¢punbTposath inform u trap-coobuieHns, nepesasaemblie
SNMP-cepsepy.

- filter_name — nma SNMP-dunbTpa;

- OID — npeHTndurKaTop ob6bekTa MIB, NpeacTaBieHHbIN B BUAe
nepesa ASN.1 (cTpoka Buaa 1.3.6.2.4, MOKeT BK/toYaTh B ceba
3apesepBMpOBaHHbIe C/10Ba, Hanpumep: system, dod. C nomouubto
CcMMBONA * MOXKHO 0603HaUYUTb cemencTso nogaepesbes: 1.3.%.2);
- include — OID Bk/toYeHa B NpaBuao GuabTpaLuu;

- exclude — OID nckntoyeHa 13 npasuna GuabTpaLmm.

Ypanute npasuno SNMP-punbtpa.

snmp-server host
{ipv4_address |
ipv6_address | hostname}
[traps | informs] [version
{1 ] 2c | 3 {noauth | auth |
priv}] {community |
username} [vrf vrf_name]
[udp-port port] [filter
filter_name] [timeout
seconds] [retries retries]

no snmp-server host
{ipv4_address |
ipv6_address | hostname}
[vrf vrf_name] [traps |
informs]

hostname: (1..158)
CMMBO/I0B;
community: (1..20)
CUMBOJI0B;
username: (1..20)
CMMBO/10B
port: (1..65535)/162;
filter_name: (1..30)
CUMBOJIOB;
seconds: (1..300)/15;
retries: (0..255)/3;
vrf-name: (1..32)
CMMBOJI0B

OnpeaennTb HAaCTPOIMKK ANA Nnepesayn coobLeHnin ysegomneHms
inform n trap SNMP-cepBepy.

- community — cTpoKka coobuiectsa SNMPv1/2c ans nepegaum
coobuieHmnit yBegomneHus;

- username — ums nosb3oBatena SNMPv3 ans ayteHTudUKaLmu;

- version — onpegenat Tun coobuweHuit trap — trap SNMPv1, trap
SNMPv2, trap SNMPv3;

- auth — yKka3bIiBaeT noA/IMHHOCTb NaKeTa 6e3 wudposaHus;

- noauth — He yKa3blBaeT NOANMHHOCTb NaKeTa;

- priv — yKa3blBaeT NoANMHHOCTb NakeTa ¢ WndpoBaHueMm;

- port — UDP-nopt SNMP-cepsepa;

- seconds — Nepuos OXUOAHNA NOATBEPKAEHUI Nepes NOBTOPHOM
nepegayen coobueHni inform;

- retries — KO/IM4ECTBO NOMbITOK Nepeaayn coobueHunit inform, npu
OTCYTCTBUW UX NOATBEPKAEHMA;

- vrf_name — uma obnacTv BUPTyasibHOM MapLIpyTMU3aL MK,

YAannTb HaCTPOMKM AN nepesaqn coobuieHnin yBeagoMneHns
inform v trap SNMPv1/v2/v3-cepsepy.

snmp-server engineid local
{engineid_string | default}

no snmp-server engineid
local

engineid_string: (5..32)
CYMBOIOB

Co3gaTtb aeHTudumKkaTop nokanbHoro SNMP-ycTpoiicTea —
enginelD.

- engineid_string — vnma SNMP-ycTpoiicTBa;

- default — npu ncnonb3oBaHWMM JaHHOWM HACTPOMKK engine ID
6yAeT aBTOMaTUYeCKM co3faH Ha ocHoBe MAC-agpeca ycTpoiicTsa.

Yaanutb naeHtuounkaTop nokanbHoro SNMP-ycTpoiictea — engine
ID

snmp-server
source-interface {traps |
informs} {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | loopback
loopback_id | vlan vian_id}
[ vrf vrf_name ]

no snmp-server
source-interface [traps |
informs] [vrf vrf_name ]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

loopback_id: (1..64)
group: (1..48)
vrf_name: (1..32)
CUMBOJ10B

3agaTb MHTepdeic ycTpoiicTBa, IP-agpec KoToporo byaeT
MCNONb30BaThCA N0 YMONYAHMIO B Ka4eCcTBe apeca UCTOUYHUKA ANA
obmeHa coobueHuamn ¢ SNMP-cepsepom.

- vrf_name — onpegenaeT umsa 061acT BUPTYaNbHOM
MapLLpyTU3aLUN.

Yaanutb nHTepdeic yctpoiicrsa.

snmp-server
source-interface-ipvé6 {traps
| informs} {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | loopback
loopback_id | vlan vian id}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

loopback_id: (1..64);
group: (1..48)

3apatb MHTepdeic ycTpolicTa, IPv6-aapec KoToporo byaer
MCNONb30BaTbCA MO YMONYAHUIO B KavyecTse agpeca UCTOYHMKA ANA
obmeHa coobuieHmamm c SNMP-cepsepom.
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no snmp-server

source-interface-ipv6 [traps

| informs]

Ynanutb nHtepdeic yctpoicTsaa.

snmp-server engineid
remote {ipv4_address |
ipv6_address | hostname}

hostname: (1..158)

Co3patb naeHTuduKatop yaaneHHoro SNMP-ycTpoiictBa — engine
ID.
- engineid_string — npeHTudmKaTop SNMP-ycTpoicTBa;

- . CMMBOI0B; o

engineid_string [vrf L : - vrf_name — vuma 061acTV BUPTyasibHOM MapLLPyTM3aL UK.
engineid_string: (5..32)

vrf_name]

D CMMBOJI0B; v ¢ SNMP - -
no snmp'server engine vrf-name: (1..32) [0aNUTb UAEHTUOUKATOP YAaNeHHOro ycTpoicTBa — engine
remote {ipv4_address | ID.

. CMMBO/I0B
ipv6_address | hostname}
[vrf vrf_name]
snmp-server enable traps Bratountb noaaepxkky SNMP trap-coobuieHuii.
no snmp-server enable —/BKNtOYEHO OTkAUNTL NogaepKKy SNMP trap-coobLueHuii.
traps
snmp-server enable traps Bkatountb otnpaBrky SNMP trap-coobLeHnii npu Heyaa4yHowM
authentication nonbITKe ayTeHTUdUKaLUmn.

—/BKNOYEHO .
no snmp-server enable OTkAtounTb 0TNPaBKy SNMP trap-coobuieHuin.
traps authentication
snmp-server enable traps BkntoumTb oTnpaBky SNMP trap-coobuieHnit:
[erps | link-status] - erps npotokona ERPS;

- link-status — cocToAHUA NHTepdENCHbIX IMHKOB.

—/BKNOYEHO .
no snmp-server enable OTKAtoYMTb oTNpaBky SNMP trap-coobuieHwnit:
traps [erps | link-status] - erps npotokona ERPS;

- link-status — cocToAHUA NHTepPENCHbIX TNHKOB.
snmp-server enable traps BkntoumTb oTnpaBky SNMP trap-coobuieHunii npyu M3MeHeHnn
flex-link —/ BKAIOYEHO coctoaHuA napsl flex-link nutepdeiicos.
no snmp-server enable OTKAtouMTb oTNpaBky SNMP trap coobuieHnit Nnpyu M3meHeHUn
traps flex-link cocToaHua napsl flex-link-uHTepoeicos.
snmp-server enable traps BkntounTb oTnpaBky SNMP trap-coobuieHnit npyu MU3MeHeHUN B
mac-notification change Tabauue nsyyeHHbix MAC-agpecos.
no snmp-server enable —/oTKAto4eHo OTkAtouMTb 0TNPaBKy SNMP trap-coobuieHunit npu n3meHeHUn B
traps mac-notification Tabanue nsyyeHHbix MAC-agpecos.
change
snmp-server enable traps Bkntountb otnpasky SNMP trap-coobLieHnii npu o6Hapy»KeHum
mac-notification flapping ¢dnannuHra MAC-agpecos.
no snmp-server enable —/BKAtOYEHO OTkAtounTb 0TNPaBKy SNMP trap-coobuieHunit npu obHapyKeHnn
traps mac-notification dnannuHra MAC-agpecos.
flapping
snmp-server enable traps BkntoumTb oTnpasky SNMP trap-coobuieHnit npotokona OSPF.
ospf

—/BKAtOYEHO "
no snmp-server enable OTKAtoUMTL 0TNPaBKy SNMP trap-coobuieHui.
traps ospf
snmp-server enable traps BkntounTb oTnpaBky SNMP trap-coobuieHunii npotokona OSPF
ipv6 ospf (IPv6).

—/BKAKOYEHO —
no snmp-server enable OTkAtouMTb 0TNPaBKy SNMP trap-coobuieHuin.
traps ipv6 ospf
snmp-server enable traps Bkatountb otnpasky SNMP trap-coobuieHnit npu JoCTUXKeHNN
dhcp-snooping limit clients npeaenbHoro KoanyecTsa NogkaodeHHbix DHCP-kaveHTOB.
no snmp-server enable —/oTKAtoueHo OTKAtoUNTb oTNpaBKy SNMP trap-coobuieHui.
traps dhcp-snooping limit
clients
snmp-server enable traps BkatounTb oTnpaBky SNMP trap-coobuieHunit Ha perucTpauuio
transceiver-alarm cobbITMA U3MeHeHW napameTpos SFP ¢ DDM.

CocTosiHMe cuuTbiBaeTcA pa3 B 60 ceKyHa,. Moxker
—/oTKNto4eHOo V

no snmp-server enable
traps transceiver-alarm

npuHumartb 3HaueHua W — Warning, E — Error, OK.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.
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snmp-server trap
authentication

PaspelwnTs NnepegaBatb coobLLeHUA trap-cepBepy, KOTOPbLIN He
npowen ayTeHTUdUKaLmio.

—/paspelseHo —
no snmp-server trap 3anpeTuTb NepesasaTtb cOObLEHUA trap-cepBepy, KOTOPbIN He
authentication npowen ayTeHTUdmKaumio.
snmp-server contact text text: (1..160) OnpeaennTb KOHTaKTHYO MHOPMALLMIO YCTPOICTBA.
no snmp-server contact CMMBO/10B YAanuTb KOHTaKTHYI MHbOPMaLLMIO YCTPOCTBa.
snmp-server location text text: (1..160) Onpeaennts MHGOPMALLMIO O MECTOMONOKEHWUM YCTPOMCTBA.
no snmp-server location CUMBOJI0B Yaanute MHGOPMALMIO O MECTONONOKEHUN YCTPOMCTBA.

snmp-server set
variable_name namel
valuel [name2 value2 [...]]

variable_name, name,
value gonXHbl
3a4aBaTbCA B
COOTBETCTBUM CO

YCTaHOBWTb 3HaYeHMA NepemeHHbIX B 6ase gaHHbix MIB
KoMMmyTaTopa.

- variable_name — vms nepemeHHoW;

- name, value — napbl COOTBETCTBMIN UMA — 3HAYeHMe.

cneundukaumen
snmp-server enable traps BkntoumTb oTnpaBky SNMP trap-coobuieHnit o cpabatbiBaHMM
cpu notification nopora 3arpy3ku CPU.
—/OTKAKOYEHO —
no snmp-server enable OTKAt0UNTL 0TNPaBky SNMP trap-coobueHuii o cpabaTbiBaHMm
traps cpu notification nopora 3arpy3kun CPU.
snmp-server enable traps BkntounTb oTnpasky SNMP trap-coobueHunii 0 BOCCTaHOBAEHUM
cpu recovery-notification nopora 3arpy3ku CPU.
no snmp-server enable —/oTKto4eHo OTKAtounTL oTNpaBky SNMP trap-coobuyeHunli 0 BOCCTaHOBEHWUM
traps cpu recovery- nopora 3arpy3ku CPU.
notification
snmp-server enable traps BkntoumTb oTnpaBky SNMP trap-coobuieHnit o cpabatbiBaHUM
memory notification nopora gaa obbema ceobogHoro mecrta 8 RAM.
no snmp-server enable /oTknioueHo OTKAounTb oTnpasky SNMP trap-coobuieHuii o cpabaTbiBaHUM
traps memory notification nopora gna ob6bema csobogHoro mecta 8 RAM.
snmp-server enable traps BkntoumTb oTnpaBky SNMP trap-coobuieHunii o BocCTaHOBAEHUU
memory recovery- nopora gna obvema cBobogHoro mecta 8 RAM.
notification
— /OTKAIOYEHO —
no snmp-server enable OTKAouNTb oTnpaBky SNMP trap-coobuieHunii 0 BOCCTaHOBAEHUN
traps memory recovery- nopora gna obvema cBobogHoro mecta 8 RAM.
notification
snmp-server enable traps BkatounTb oTnpaBky SNMP trap-coobuieHuit o cpabaTtbiBaHum
sensor notification nopora gaa 3Ha4eHna AaTYNKOB.
—/OTKAKOYEHO
no snmp-server enable OTKAtouNTL oTNpaBky SNMP trap-coobueHuii o cpabaTbiBaHUK
traps sensor notification nopora gna 3Ha4yeHuA [aTYNKOB.
snmp-server enable traps BkntoumTb oTnpaBky SNMP trap-coobuieHunit 0 BOCCTaHOBAEHUN
sensor recovery- nopora gnA 3Ha4eHuA JaTYNKOB.
notification
—/OTK/IIO4YEHO —
no snmp-server enable OTkAtounTL oTNpaBky SNMP trap-coobuyeHunii 0 BOCCTaHOBNEHUM
traps sensor recovery- nopora gnA 3Ha4eHuA JaTYNKOB.
notification
snmp-server enable traps BkntoumTb oTnpasky SNMP trap-coobuieHunit o cpabatbiBaHMM
storage notification nopora gas o6bema cB0O60AHOIro MecTa Ha BCTPOEHHOM dnelwu-
namaTyu.
—/OTK/IIO4EHO —
no snmp-server enable OTkAtounTL oTNpaBky SNMP trap-coobueHuii o cpabaTbiBaHUK
traps storage notification nopora gas o6bema cB0O60AHOIro MecTa Ha BCTPOEHHOM delu-
namaTu.
snmp-server enable traps BkntoumTb otnpaBky SNMP trap-coobuieHunit o0 BOCCTaHOBAEHUN
storage recovery- nopora ana o6bema cB0OH60AHOIO MecTa Ha BCTPOEHHOM daelu-
notification namaTyu.
—/oTKNtO4EeHO

no snmp-server enable
traps storage recovery-
notification

OTKAtOUNTL 0TNPaBKY SNMP trap-coobLieHnii 0 BOCCTaHOBNEHUN
nopora ana o6bema cB0O60AHOIrO MecTa Ha BCTPOEHHOM daelwu-
namaTu.

snmp-server
description description

no snmp-server description

description: (1..160)
CUMBOJIOB;

M3meHuTb 3HauyeHne nons sysDescr ana sHewHero SNMP-3anpoca.

BepHyTb 3HaYeHWe No ymonyaxuio nons sysDescr.
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KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OuanasoHa uHmepgelicos) Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KoOHPuUrypaumnm nHtepderica Ethernet:

console (config-if)#

Tabnmua 210 — KomaHabl pexkmma KoHpurypaumm uHtepoeliica Ethernet

KomaHoa

3HayeHue/3HayeHue
no yMmoA4aHuo

Aeiicmeue

snmp trap link-status

no snmp trap link-status

—/BKAIOYEHO

BkatounTb oTnpaBky SNMP trap-coobuieHunit npu M3meHeHuu
COCTOAHWA HACTPaMBaeMoro nopra.

BbIktounTb oTnpaBky SNMP trap-coobuieHuii npu UsmeHeHUmn
COCTOAHMA HacTpaMBaemMoro nopTa.

KomaHObI pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console#

Tabanua 211 — KomaHgbl pexxkuma Privileged EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show snmp

MokasaTtb ctatyc SNMP-coeanHeHMN.

show snmp enginelD

MokasaTtb ngeHTMdMKaTop NoKanbHoro SNMP-ycTpoicTea —
enginelD.

show snmp views
[view_namel]

view_name: (1..30)
CMMBOJIOB

MokasaTb npasuia ob6o3peHna SNMP.

show snmp groups
[group_name]

group_name: (1..30)
CYMBO/IOB

MNokasatb SNMP-rpynnbl.

show snmp filters

filter_name: (1..30)

Moka3aTb SNMP-ounbTpSI.

[filter_name] CMMBOIOB

show snmp users user_name: (1..30) Moka3satb SNMP-nonb3oBateneu.

[user_name] CMMBONOB

show snmp vrf {name | all} VRF name: (1..32) MokasaTtb HacTpolikn SNMP ansa ykasaHHoro VRF.
CMMBO/I0B

5.21.5 NMpomokKon yoanéHHo20 moHumopuHaa cemu (RMON)

MpoTokon moHuTopuHra cetn (RMON) nABnseTca pacwupeHvem npotokona SNMP, nosBonss
npenocTaBuTb 6o/ee WMPOKME BO3MOXKHOCTM KOHTPOAIA ceTeBoro Tpadmka. Otanumne RMON ot SNMP coctout
B XapakTepe cobupaemoli MHpopmaLmm — aaHHble cobupaemble RMON B nepByto oyepenb XapaKTepusyoT

TpaduKk mexKay ysnamu cetn. MHbopmaumsa, cobpaHHas areHToM, NepesaeTcs B NPUIONKEHWE ynpaBieHus
ceTblo.

KomaHObI pexcuma 210b6aab6Hol KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobanbHoM KOHGUrypaumm:

console (config) #
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Tabnunua 212 — KomaHabl pexkuma rnobanbHol KoHdurypaumm

KomaHoa

3Ha4yeHue/3HayeHue
Mo ymon4aHuro

Aelicmeue

rmon event index type
[community com_text] [de-
scription desc_text] [owner
name]

no rmon event index

index: (1..65535);
type: (none, log, trap,
log-trap);
com_text: (0..127)
CMMBOJIOB;
desc_text: (0..127)
CUMBOJIOB;
name: CTPOKa

HacTpouTb cobbITHSA, MCNOIb3yemble B CUCTEME YAaNEHHOTO
MOHUTOpPUHra.

- index — nHaeKc cobbiTus;

- type — TMN yBEAOM/IEHUA, TEHEPUPYEMOTO YCTPOMUCTBOM MO
3TOMY CObbITHIO:

none — He reHepMpoOBaTb YBEAOM/IEHUS,

log — reHepupoBaTh 3anuch B Tabaunue,

trap — otcbinatb SNMP trap,

log-trap — reHepupoBaTb 3anucb B Tabsaumue n otcbinatb SNMP
trap;

- com_text — cTpokKa coobuectsa SNMP gns nepecbliku trap;
- desc_text — onucaHue cobbITuA;

- name — “MA co3aaTens cobbiTusa.

Ypanutb cobbiTve, UCNoNb3yeMoe B CUCTEME YAANEHHOMo
MOHUTOPUHTa.

rmon alarm index mib_ob-
ject_id interval rthreshold
fthreshold revent fevent
[type type] [startup direc-
tion] [owner name]

no rmon alarm index

index: (1..65535);
mib_object_id:
KOppeKTHbIl OID;
interval:
(1..2147483647) cek;
rthreshold:
(0..2147483647);
fthreshold:
(0..2147483647);
revent: (1..65535);
fevent: (0..65535);
type: (absolute,
delta)/absolute;
startup: (rising, falling,
rising-falling)/rising-
falling;
name: cTpoka

HacTpouTb ycioBua BblAaum aBapuiMHbIX CUTHaN0B.

- index — MHAEKC aBapUNHOTO cobbITUSA;

- mib_object_id — naeHTUdUKaTOp NepeMeHHOM YacTn obbekTa
OID;

- interval — wHTepBan, B Te4eHMe KOTOPOro AaHHble 0T6MpatoTeA
M CPaBHMBAIOTCA C BOCXOAALLEN U HUCXOAALLEN rPaHULLAMK;

- rthreshold — Bocxoaslas rpaHnLa;

- fthreshold — HucxopAWanA rpaHMLa;

- revent — nHAEKC cobbITUA, KOTOPOE UCMNOb3yeTcA NpU
nepecevyeHMmn BOCXOAALLEN rPaHULbI;

- fevent — nHpeKc cobbiTA, KOTOPOe MCNONb3yeTCA NpuU
nepecevyeHnn HUCXoaALEeN rpaHuLbl;

- type — meTo 0T60Pa YKa3aHHbIX MepeMeHHbIX M NoacyeTa
3HaYeHWA ANA CPAaBHEHMA C rpaHULAMK:

MeTog, absolute — abcontoTHoe 3HauYeHUe BbIGpaHHOWM
nepemMeHHoM 6yaeT CPaBHEHO C rpaHULLEN HA KOHLE
nccnesyemoro MHTepBana;

MeTog, delta — 3HauYeHue BbIGpaHHOM NepemeHHON Npu
nocsegHem otbope 6yAeT BbIYTEHO U3 TEKYLLLETO 3HAYEHUA U
pasHuua byaeT cpaBHEHa C rpaHuLamMu (pasHuua mexay
3HaYeHUAMM NepeMeHHOM B KOHLLE W B HaYaie KOHTPOJIbHOTO
MHTepBana);

- startup — MHCTPYKUMA ANA reHepaummn cobblTUiA Ha NepBom
KOHTPOJ/IbHOM MHTepBane. OnpeaenseT NpaBuaa reHepaLmm
aBapPUIHbIX COBLITUI A8 NEepPBOro KOHTPOJ/ILHOTO MHTEPBA/A
nyTem cpaBHeHUA 0TOHBPaHHOM nepemeHHOoM ¢ 0gHOW, 1Mbo
obenmu rpaHuLamu:

- rising — reHepupoBaTb eAMHMYHOE aBapuiiHoe cobbiThe no
BOCXOAALLEN rpaHuLEe, ecln 3HaYeHMe oTobpaHHOM NepeMeHHoW
Ha NepBOM KOHTPO/IbHOM MHTepBase 6onblue 1M60 paBHO 3TOM
rpaHuue;

- falling — reHepupoBaTtb eguMHMYHOE aBapuiiHoOe cobbiThe no
HUCXOZALLEN TPaHMLEe, eC/IM 3HaYeHne OTObpaHHOW NepeMeHHOoM
Ha NepBOM KOHTPO/IbHOM MHTepBasie MeHbLUe IMH0 paBHO 3TOM
rpaHuue;

- rising-falling — reHepupoBaTb egMHUYHOE aBapuitHOe cobbiThe
MO BOCXOZALLEN U/UAN HACXOAALLEN rPaHNLLE, €CIN 3HAYeHne
0TOb6pPaHHOW NepemMeHHOM Ha NepPBOM KOHTPONbHOM UHTepBane
60/blue MMB60 paBHO BOCXOAALLEN rpaHULLE M/WAM meHblue Nnb6o
pPaBHO HUCXOAALLEN FPAHULLE;

- owner — “mA co3aaTeNs aBapuMHOro cobbiTua.

Y8anuTb ycnoBue Bblgaum aBapuiiHbIX COBbITUN.
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rmon table-size {history 3apaTb MakcMManbHblit pasmep RMON-Tabaumy,
hist_entries | log log_en- - history — maKkcrMmanbHOe Ko/IM4ecTBO CTPOK B Tabsimue
tries} hist_entries: ncropuu;
(20..32767)/270; - log — makcMmanbHOe KoIMYecTBO CTPOK B TabsinLie 3anucei.
log_entries: 3HaueHMe BCTYNUT B CMAY TONbKO nocne nepesa-
(20..32767)/100 e rpy3Ku yCTpPOICTBa.
no rmon table-size {history YCTaHOBUTb 3HAYEeHME N0 YMOYAHUIO.
| log}

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (duanasoHa uHmepgpelicos) Ethernet, uHmepdgelica

epyrnnel nopmos

Bug, 3anpoca KOMaHAHOM CTPOKM B pexknume KoHduUrypaumm nitepdeiica Ethernet, uHtepdeiica rpynnei
NnopTOoB:

console (config-if)#

Tabnunua 213 — KomaHabl pexkuma KoHpurypauum nntepdeliica Ethernet, rpynnbl nHTepdelicos

3Ha4yeHue/3HayeHue ”
KomaHoa / Aelicmesue
no ymoa4yaHuro

rmon collection stats index BK/1t0UnTL GOPMMUPOBAHME UCTOPUM MO FPYNMNam CTaTUCTUKKN 4NA

[owner name] [buckets index: (1..65535); 6a3bl AaHHbIX (MIB) yaneHHOro MOHUTOPUHTa.

bucket_num] [interval inter- name: (0..160) - index — nHpeKkc Tpebyemow rpynnbl CTaTUCTUKK;

val] CMMBOJIOB; - name — BnageneLw, rpynnbl CTaTUCTUKK;

bucket-num: - bucket_num — 3HauyeHMe, accoummnpyemoe C KONMYECTBOM
(1..50)/50; AYeek Ana cbopa UCTOPUM MO rpynne CTaTUCTUKK;
interval: - interval — nepwopg, onpoca gns $opmUPOBaHUS UCTOPUMN.

no rmon collection stats in- (1..3600)/1800 cek BbIKNOYUTL GOPMUPOBAHUE UCTOPUM NO FPYNMNam CTaTUCTUKK ANA

dex 6a3bl AaHHbIX (MIB) yAaneHHOro MOHUTOPUHTa.
KomaHOb! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:
console>
Tabnuua 214 — Komanapl pexkuma EXEC
3HayeHue/3Ha4yeHue »
KomaHoa / Aelicmesue
no ymoa4aHuro
show rmon statistics {giga- Moka3aTb cTaTUCTUKY MHTepdeiica Ethernet, anbo rpynnbi
bitethernet gi_port | tengi- NopTOB, UCNOAL3YEMYIO A1 YAANEHHOTO MOHUTOPUHTA.

gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group}

show rmon collection stats
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

OT06pa3zuTb MHbGOPMaLMIO MO 3anpaLllMBaemMbIM rpynnam
CTaTUCTUKM.
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show rmon history index
{throughput | errors |

other} [period period] index: (1..65535);

period: (1..2147483647)
ceK

MokasaTtb uctoputo Ethernet ctatuctmkn RMON.

- index — 3anpoleHHas rpynna cTaTUCTUKK;

- throughput — nokasbiBaeT cyeTYNKM NPOU3BOANTENBHOCTU
(nponyckHoM cnocobHocTK);

- errors — roKa3sblBaeT CYETYNKM OLLINOOK;

- other — nokasbiBaeT cyeTYMKM 06PbLIBOB M KONNU3UIA;

- period — NoKa3bIBaeT UCTOPUIO 3a 3aNpPOLLEHHbIV Nepros,
BPEMEHM.

show rmon alarm-table —

MoKa3aTb CBOAHYIO TabanLy aBapuiAHbIX COBbITUIA.

show rmon alarm index index: (1..65535)

MoKa3aTb KOHOUIypaLMIO HACTPONKMN aBapPUNHBIX COBLITUIA.
- index — MHAEKC aBapuIHOro cobbiTuA.

show rmon events —

MokasaTtb Tabanuy cobbiTUin yaaneHHoro moHmTopmHra RMON.

show rmon log [index]

Moka3saTb Tabanuy 3anucent yaaneHHoro MoHuTopuHra RMON.

index: (0..65535)

- index — vHAEKc cobbiTuA.

[pumepbl 861N0AHEHUA KOMAHO

= [loKasaTb cTaTUCTUKY 10 nHTepodeiica Ethernet:

console# show rmon statistics tengigabitethernet 1/0/10

Port te0/10

Dropped: 8

Octets: 878128 Packets: 978

Broadcast: 7 Multicast: 1

CRC Align Errors: 0 Collisions: 0

Undersize Pkts: 0 Oversize Pkts: O

Fragments: 0 Jabbers: 0

64 Octets: 98 65 to 127 Octets: 0

128 to 255 Octets: 0 256 to 511 Octets: O

512 to 1023 Octets: 491 1024 to 1518 Octets: 389

Tabnnuya 215 — OnucaHne pesynbTaTos

Mapamemp OnucaHue

Dropped KonnuectBo 3a4eTEKTUPOBAHHbIX COObITUIA, KOTrAa NAaKeTbl OblINM OTOPOLLEHDI.

Octets KonunuectBo 6aiT AaHHbIX (BKAOYas 6aiTbl NAOXMX NaAKETOB), MPUHATLIX U3 CETU (MCKAtoYas
bpeiimosble BUTbI, HO BKNtOYAs BUTbI KOHTPOIbHOM CyMMbI).

Packets KomuecTBo NpMHATLIX NAKeTOB (BK/tOYan Na0XMe, LUIMPOKOBeLLaTe/IbHblE 1 MHOTOaApecHble Na-
KeTbl).

Broadcast Ko/iMyecTBo NpUHATBLIX LIMPOKOBELLATENIbHbIX MAKETOB (TONbKO KOPPEKTHbIE MaKeTbl).

Multicast KonmyecTBo NPUHATLIX MHOFOAAPECHbIX MAKETOB (TONbKO KOPPEKTHbIE MaKeTbl).

KonnuyectBo NpUHATLIX NAKETOB AANHOM OT 64 A0 1518 6aiT BKAOUMTENBHO, UMEOLWNX HEBEP-
HYH0 KOHTPOJIbHYIO CyMMY 60 C LieNibiM YMCAOM 6aiT (OWMBKM NPOBEPKM KOHTPObHOW CYMMbI
— FCS), nnbo ¢ Heuenbim Yncnom 6aiT (oWwmnbKKM BbipaBHMBaHMA — Alignment).

CRC Align Errors

Collisions OueHKa Konmyectsa KONAn3uiA Ha aHHom Ethernet-cermeHTe.

KonmuectBo NpuHATLIX MAKeTOB A/MHOW MeHblle 64 6aiT (McKntovas dpelrimosblie 6UTbI, HO

Undersize Pkts N
BKJ/1t0YaA BUTbI KOHTPOJ/IbHOM CYMMbI), HO B OCTa/IbHOM MPaBU/IbHO CHOPMUPOBAHHDIX.

KonmuecTBo NpUHATLIX MNakeToB AANHOM 6onblue 1518 6aiT (McKatovan dpelimoBble 6UTbI, HO

Oversize Pkts o
BKNOYaA BUTbI KOHTPOIbHOM CyMMbl), HO B OCTa/IbHOM NPaBU/bHO CHOPMUPOBAHHDIX.

KonmuectBo NpuHATLIX MAKeToB A/MHOM MeHble 64 6aiT (Mckntovas dpelrimosblie 6UTbI, HO
BK/It0OYaA BUTbI KOHTPOIBHOWM CYMMbl), UMEIOLLIMX HEBEPHYHO KOHTPO/bHYIO CYMMY SIMBO C LiesibiM

Fragments yncnom 6anT (OWMBKM NPOBEPKN KOHTPOAbHON cymmbl — FCS), 1Mbo C HeuenbiMm Yyucaom 6ant
(owmnbKM BbipaBHMBaHMA — Alignment).
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Ko/iMyecTBo NpUHATLIX MakeToB AANHOW 6onble 1518 6aiT (McKatovas dpelimoBble 6UTbI, HO
BK/1t0YaA BUTbI KOHTPOIbHOW CYMMbI), UMEIOLMX HEBEPHYIO KOHTPOJIbHYIO CyMMY AN60 C Lesibim

Jabbers . . o
yncnom 6ainT (OWMBKM NPOBEPKN KOHTPONLHON cymmbl — FCS), n1Mbo c Heuenbim yucaom 6ant
(owwnbkKM BbipaBHMBaHMA — Alignment).

64 Octet KonnuectBo NpUHATLIX NAKETOB (BK/OYas Naoxue NakeTbl) ANMHOM 64 6aiiTa (Mckntoyan dpeit-

MOBble 6UTbl, HO BKtOYas BUTbI KOHTPOIbHOW CYyMMbl).

65 to 127 Octets

KonnuectBo NPUHATLIX NAaKeTOB (BK/IOYasA NA0XMeE MaKeTbl) 4AUHOMN OoT 65 go 127 6anT BKAOUK-
TeNbHO (MCKAoYasa ¢ppermoBble BUTbI, HO BKAOYAA BUTbI KOHTPOIBHOM CYMMbI).

128 to 255 Octets

Ko/imyecTBo NpPMHATLIX NAKETOB (BKAOYAA NAOXME NaKeTbl) AMHOM OT 128 no 255 6alAT BKAKOUK-
TeNbHO (MCKAoYasa ¢ppermoBble BUTbI, HO BKAOYAA BUTbI KOHTPOIBHOM CYMMbI).

256 to 511 Octets

Ko/imyecTBo NpPUMHATLIX NAKETOB (BKAOYAA NAOXME NaKeTbl) AMHOM OT 256 fo 511 6alAT BKAtOUK-
TeNbHO (MCKNtoYaa pperimoBble BUTLI, HO BKAKOYAnA BUTbI KOHTPOIbHOM CYMMbl).

512 to 1023 Octets

KonnuectBo NPUHATLIX NAaKeTOB (BK/IOYasA MA0OXMe NakeTbl) ganHoi ot 512 go 1023 6aiT BKAtO-
yutenbHo (MckNtoYaa GpeimoBble BUTbI, HO BKAKOUYAA BUTbI KOHTPOIBHOM CYyMMbI).

1024 to 1518 Octets

Ko/imyecTBo NpPMHATLIX NAKETOB (BKAKOYAA NAOXME NaKeTbl) AnnHon oT 1024 ao 1518 6aiiT BKAtO-
yutenbHo (MckNtoUaa dpeimoBble BUTbI, HO BKAKOUYAA BUTbI KOHTPOIBHOM CYMMbI).

= [loKasaTb MHGOPMALMIO NO rpynnam CTaTUCTUKK g1a nopTa 8:

console# show rmon collection stats tengigabitethernet 1/0/8

Index Interface Interval Requested Samples Granted Samples

Tabnnuya 216 — OnucaHue pesynbTaTos

Mapamemp OnucaHue
Index NHAEeKC, YHUKaNbHO NOAEHTUOULMPYIOLWNI 3annchb.
Interface Ethernet-uHTtepdeiic, Ha KOTopom 3anyLeH onpoc.
Interval MHTepBan B CEKyHAAX MeXAY ONpocamu.

Requested Samples

3aI'IpOLLIeHHOE KO/INYeCTBO OTCHETOB, KOTOPOE MOXKET 6bITb COXpaHeHo.

Granted Samples

PaspelweHHoe (OCTaBLIeecs) KOIMYECTBO OTCYETOB, KOTOPOE MOMKET BbiTb COXPAHEHO.

Owner

Bnagenew, 4aHHOW 3anumcu.

= [loKasaTb CYETYMKM MNPONYCKHON CNOCOBHOCTU ANA rPynnbl CTaTUCTUKK 1:

console# show rmon history 1 throughput

Sample set:

MES
Interval: 1800

1 Owner:

Interface: giO/1

Requested samples: 50 Granted samples: 50

Maximum table size: 100
Time Octets Packets Broadcast Multicast
Nov 10 2009 18:38:00 204595549 278562 2893 675218.67%
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Tabnnua 217 — OnucaHue pesynbTaTos

MNapamemp OnucaHue

Time [ata n Bpemsa co3gaHua 3anucu.

Octets KonnuectBo 6anT faHHbIX (BKAHOYAn 6alTbl NIOXMX NAKETOB) MPUHATBLIX U3 CETU (MCKtoYan peit-
MOBble 6UTbI, HO BK/ItOYasi BUTbI KOHTPOJIBHOW CYMMbl).

packets Ko/iMyecTBo NPUHATLIX NAaKeTOB (BK/tOYas NAoXue NakeTbl) B TeyeHue nepuoda popmmpoBaHus
3anucu.

Broadcast KonmuyectBo NpMHATBIX XOPOLIMX MaKeToB B TeyeHue nepnosa GopmMpoBaHMA 3aNncK Hanpas-
JIEHHbIX Ha WMPOKOBeLaTe/ibHble agpeca.

Multicast Ko/iMuecTBo NPMHATLIX XOPOLUMX MAKeTOB B TedeHue nepnoaa GopmnpoBaHUs 3anncy Hanpas-
JIEHHbIX Ha MHOTFOaApecHble agpeca.
OueHKa cpegHelt NPonycKHOM cnocobHOCTU GU3NYECKOTO YPOBHA Ha JaHHOM UHTepdelice B Te-

Utilization YyeHue nepmoaa popmmpoBaHua 3anucK. NponyckHaa cnocobHOCTb OLEHNBAETCA BEZIMYMHOM A0
TbICAYHOM NPOLLEHTa.
KonnuyectBo NpuHATLIX B TedeHMe nepuoaa GopmMMpoBaHMA 3anMcu NAKeTOB AJIMHON OT 64 fno

CRC Align 1518 6alT BKAOUYUTENBHO, UMEIOWMUX HEBEPHYIO KOHTPOJIbHYIO CyMMYy NGO C LENbIM YMCIOM
6aliT (OLWMBKM NPOBEPKM KOHTPOABbHOW cymmMbl — FCS), b0 ¢ HeuenbiMm Ynuciom 6aiT (owmnbKm
BblpaBHMBaHUA — Alignment).

Collisions OueHKa KoIMYecTBa KOM3NI Ha gaHHoM Ethernet-cermeHTe B TeyeHne nepuoga popmmnposa-

HUA 3anuncu.

Undersize Pkts

KonnyectBo NpuHATLIX B TeueHMe neproaa GopMUpPOBaHMA 3aNnUCKh NAKETOB A/ IMHOW MeHbLue 64
6anT (UckNtovaa dpeitmoBble BUTLI, HO BK/OYAA BUTbI KOHTPOJIBHOW CyMMbl), HO B OCTa/lbHOM
npasuabHO cGOPMUPOBAHHDIX.

Oversize Pkts

Ko/nmuecTBo MpUHATLIX B TeyeHue nepuoda GopMmUPOBaHMA 3aMMCU MAKeToB ANUHOW 6onblue
1518 6aiT (McKtoYan GppelrimoBble BUTbI, HO BKIOYAsA BUTbI KOHTPOIbHOM CYMMbI), HO B OCTa/b-
HOM NpPaBuUAbHO CHOPMUPOBAHHDIX.

Fragments

KonunuyectBo NpuHATLIX B TeyeHWe neprmoga GopMmMpoBaHMA 3aMMCU NaKeToB ANNHOW MeHbLle 64
6alT (McKNtoYas ppeitmoBble BUTLI, HO BKAOYAA BUTbI KOHTPOJILHOM CYMMbI), UMEIOLLMX HeBep-
HYI0 KOHTPOJIbHYIO CyMMY 6O C LieNibIM YUCAOM 6alT (OWMOKMU NPOBEPKM KOHTPObHOW CYMMbI
— FCS), nnbo ¢ Heuenbim Yncnom 6aiiT (oWwmnbKKM BbipaBHMBaHMA — Alignment).

Jabbers

Konnyectso NpuHATbLIX B TeyeHMe nepuoaa GoOpMUPOBAHMA 3aMuUCcK NaKeToB AJ/IMHOW 6onblue
1518 6aiT (Uckntouan dperimosble 6UTbI, HO BKAKOYAA BUTbI KOHTPONbHOW CYMMbI), MMEIOLLUX
HEBEPHYIO KOHTPOJIbHYIO CyMMY IMBO C LLeIbiM YnMciom 6aiT (OWMOKM NPOBEPKN KOHTPONLHOWM
cymmbl — FCS), 1Mbo ¢ HeuenbiMm Yncnom 6anT (ownbku BbipaBHMBaHUA — Alignment).

Dropped

Konnuectso 3aeTeKTMpPOBaHHbIX COObITUN, KOraa NakeTbl OblIv OTOPOLLEHBI B TEYEHWE NEPUOAA
bopmupoBaHMA 3anmcu.

= [loka3aTb CBOAHYIO TabMLYy CUFHANOB TPEBOTU:

console# show rmon alarm-table

Index OID Owner
1 1.3.6.1.2.1.2.2.1.10.1 CLI
2 1.3.6.1.2.1.2.2.1.10.1 Manager
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Tabnnua 218 — OnucaHue pesynbTaTos

Mapamemp OnucaHue
Index MHAEKC, YHUKaNbHO AEHTUOULMPYIOLLMI 3aNUCh.
(0]]D] OID KOHTPONMPYEMOI NepeMeHHON.
Owner Monb3oBaTenb, CO34aBLUMI 3aNUCh.

= [loKasaTb KOHPUrypaLmio aBapuiiHbIX CObbITUI C MHAEKCOM 1:

console# show rmon alarm I

Alarm 1

Interval:

Sample Type:
Startup Alarm:
Rising Threshold:
Falling Threshold: 78
Rising Event:
Falling Event:
Owner: CLI

0ID: 1.3.6.1.2.1.2.2.1.10.1
Last sample Value: 878128

delta
rising

8700000

Tabnumua 219 — OnucaHune pesybTaToB

Mapamemp

OnucaHue

OoID

OID KOHTpo/IMpyemMoW nepeMeHHOM.

Last Sample Value

3HayeHWe NepemMeHHOM Ha NocieaAHEeM KOHTPOIbHOM MHTepBase. Ecan meTog oTbopa nepemeH-
HbiX absolute — To 370 abconoTHOE 3HaYeHMe nepemeHHOM, ecnu delta — pasHuMua meXKay 3Ha-
YeHUAMU NepeMeHHOM B KOHLLE M B HaYane KOHTPOIbHOrO MHTEpBana.

Interval

MHTepBan B CEKyHAAX, B TeYEHNe KOTOPOro AaHHble OTOMPAtOTCA M CPABHMUBAKOTCA C BEPXHEN U
HUMKHEN rpaHuL,amm.

Sample Type

MeToa 0T60opa YKa3aHHbIX NepeMEHHbIX U NMOACYETa 3HaYeHUA A/1A CPaBHEHUA C rpaHuuamu. Me-
Topg, absolute — abcontoTHoe 3HayeHMe BbIGpaHHOW NepemeHHo byeT CpaBHEHO C rpaHuLLen
Ha KOHUe uccneayemoro uHTepsana. Metog, delta — 3HayeHue BbIGpaHHOW NnepemeHHON npwu
nocneaHem otbope ByaeT BbIYTEHO M3 TEKYLLETO 3HaYeHUA, U pasHULLA ByeT CpaBHEHA C rpaHu-
uamu (pasHuua mMexay 3HaYeHUAMU NepemeHHON B KOHLLe M B Hayasie KOHTPOJbHOrO MHTEp-
Bana).

Startup Alarm

MHCTPYKLUMA ona reHepaunmn cobbiTUii Ha NepBOM KOHTPO/IbHOM MHTepBane. OnpeaenseT npa-
BMNa reHepauumn aBapuinHbIx CobbITUIA 414 NEePBOro KOHTPOILHOMO MHTEpBasa NyTem CPaBHEHUA
0TO6PaHHOM NepemeHHON ¢ ogHON, MMb0o obenmu rpaHuLLaMu.

rising — reHepupoBaTb eAMHMYHOE aBapuiiHoe CobbITUE NO BOCXOAALLEN rPaHNULLE, eCi 3HaYe-
HWe oTobpaHHOW NepemMeHHOlM Ha NePBOM KOHTPObHOM WHTepBane 6onblue AMbo paBHO 3TOM
rpaHuue.

falling — reHepupoBaTb eANHUYHOE aBapPUIHOE CObbITUE NO HUCXOAALLEN TPAaHULLE, EC/IN 3HAYe-
HWe 0TObpaHHOW NepemeHHON Ha NepBOM KOHTPO/IbHOM MHTepBase MeHblle Mb0 paBHO 3TOW
rpaHuue.

rising-falling — reHepupoBaTb eguHMUHOE aBapuitHOe cobbITWE NO BOCXOAALLEN U/UAN HUCXO-
OAWEN rpaHnLe, eciv 3HadyeHne oTobpaHHON NepeMeHHOoM Ha NePBOM KOHTPO/IbHOM MHTepBasie
6onblue NMBo paBHO BOCXOAALLEN rpaHuLLEe, U/UAn MeHblLe IMB60 PaBHO HUCXOAALLEN rPpaHULE.

Rising Threshold

3HaueHuMe BocxogAlLei rpaHuLbl. Korga 3HadeHne oTo6paHHOMN nepeMeHHON Ha npeablayLLem
KOHTPO/IbHOM MHTepBane 6bl10 MeHblle AaHHOM rPaHuLbl, @ Ha TEKYLLEM KOHTPOJIbHOM UHTEp-
Base 60/blem NMBO PaBHOM 3HAYEHUIO FPAHULLbI, TOTAa eAMHUYHOE COBbITUE reHepupyeTcs.

Falling Threshold

3HaueHMe HUCXoAALEN rpaHuubl. Koraa 3HaveHne oTo6paHHO NepemMeHHOoM Ha NpeablayLLem
KOHTPO/IbHOM MHTepBane 66110 6oblIe AAaHHOM FPaHMLLbl, @ Ha TEKYLLEM KOHTPO/IbHOM UHTep-
BaJie MeHblUe B0 PaBHO 3HAYEHMIO FPaHNLLbl, TOFAA eAUHUYHOE cObbITUE reHepupyeTcsa.

Rising Event

NHaekc cobbITna ncnonb3yrouleroca, Korga BocxoaAaulan rpaHnUa nepecevyeHa.
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Falling Event

MHAEeKc cobbITUA MCNOb3YIOLLErOCA, KOrAa HACXOAALLAA rpaHnLLIA nepeceyeHa.

Owner

Monb3oBaTesb, CO34aBLWNIA 3aMUCh.

® [lokasaTtb Tabaunuy cobbiTMin yaaneHHOro moHntTopuHra RMON:

console# show rmon events

Index Description Type Community Owner Last time sent
1 Errors Log CLI Nov 10 2009 18:47:17
2 High Broadcast Log-Trap router Manager Nov 10 2009 18:48:48
Tabanuya 220 — OnucaHne pesynbTaTos
Mapamemp OnucaHue
Index NHAEeKC, YHUKaNbHO NaeHTUGULMPYOLWNIN cobbiTue.
Description KommeHTapuii, onucbiBatowmii cobbitme.
Tun yBegomneHus, reHepnupyemoro yCTpomcTBOM Mo 3TOMy COBbITUIO:
none — He reHepUpPoBaTb yBEAOMIEHUA,
Type log — reHepupoBaTb 3anucb B Tabauue,
trap — otcbinatb SNMP trap,
log-trap — reHepupoBaTb 3anuch B Tabanue n otcbinate SNMP trap.
Community Crtpoka coobuwectsa SNMP ansa nepecbinku trap.
Owner Monb3oBaTenb, CO34aBLUMIA COObITHE.
Last time sent Bpemsa v gaTa reHepupoBaHUa nocnegHero cobbiTuaA. Ecnn He 6bIN10 creHepupoBaHo cobbITUIA, TO
3TO 3HayeHue ByaeT paBHO Hyo.

MNMokasaTtb Tabauuy 3anucelt yaganeHHoro moHutTopmHra RMON:

console# show rmon log

Maximum table size: 100
Event Description Time

1 Errors Nov 10 2009 18:48:33

Tabnunua 221 — OnucaHue pesynbTaTos

Mapamemp OnucaHue
Index NHAEKC, YHUKANbHO MAEHTUOULMPYIOLLMIA 3aMKUCh.
Description KommeHTapuii, onucbiBatowmii cobbitme.
Time Bpemsa co3gaHuna 3anucu.

5.21.6 Cnucku docmyna ACL dns ynpaeneHusa ycmpolicmeom

MporpammHoe obecrneyeHre KOMMYTAaTOPOB MO3BOJIAET Pa3pelnTb AMBO OrpaHUuYUTb JOCTYyN K
YMpPaB/IeHNIO YCTPOMCTBOM Yepes onpeaeseHHble NnopTbl uauv rpynnbl VLAN. a5 3ToM ey co34atoTca CNUCKK

poctyna (Access Control List, ACL) ana ynpasneHus.

’ .~ ACL per VLAN pa6otaet TonbKo B pexxume «acl-sqing»
L]
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KomaHObI pexcuma 210b6aabHol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHOM KOHOUIypaumm:

console (config) #

Tabnnua 222 — KomaHabl pexkuma rnobanbHoi KoHduUrypaumm

3HayeHue/3HayeHue
no yMmon4aHuo

KomaHda

Aelicmeue

management access-list
name

- name: (1..32) cumBona
no management access-list

name

Co3aatb CNUCOK A0CTyna ANnA ynpasaeHua. Bxoa B pexum
KOHOUrypaLumm cnucka AoCcTyna A8 ynpasieHus.

YAanuTb CNUCOK AOCTYNa ANA YyNpaBieHus.

management access-class
{console-only | name}

name: (1..32) cumBona

no management ac-
cess-class

OrpaHuymMTbL yNpasieHue YCTPOWCTBOM Mo onpeaeneHHOMY
cnucky goctyna (access list). AKTUBMPYET yKasaHHbIM CNUCOK
JocTyna.

- console-only — ynpasneHune ycTpoOWCTBOM AOCTYMNHO TO/IBKO C
KOHCONU.

OTMEHUTb OrPaHUYEHME Ha ypaBAeHMEe YCTPOUCTBOM MO
onpeaeneHHoMy CnNUcKy aocTtyna (access list).

KomaHObI pexcuma KoHgu2ypayuu crnucka docmyna 0718 ynpasaeHus

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKMMe KOHPUrypaLmmn cnncka 4ocTyna Ans ynpasaeHus:

console (config) # management access-list eltex manag

console (config-macl)#

Tabnnua 223 — KomaHabl perkMma KoHUrypaumum cnmcka goctyna Ans ynpasaeHun

3Ha4yeHue/3HayeHue
no ymon4aHuwo

KomaHda

HAelicmeue

permit [gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | oob | vlan vian_id]
[service service ] [ace-
priority index]

permit ip-source
{ipv4_address |
ipv6_address/prefix_length}
[mask {mask |
prefix_length}]
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | oob | vlan vian_id]
[service service] [ace-
priority index]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)
service: (telnet, snmp,
http, https, ssh);
index: (1..65535)

3apaTh paspeLuatollee yciosue ANA YNPaBAaoLLEro Cnmcka
Aocrtyna.

- service — Tvn goctyna.

- index — npvopuTeT npasuna.
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deny [gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | oob | vlan vian_id]
[service service] [ace-
priority index]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094);
service: (telnet, snmp,
http, https, ssh);
index: (1..65535)

deny ip-source
{ipv4_address |
ibv6_address/prefix_length}
[mask {mask |
prefix_length}]
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | oob | vlan vian_id]
[service service] [ace-
priority index]

3afaTb 3anpeLatoLiee ycI0BMeE A1 YNPaBAAOLLEro CUCKa
Aoctyna.

- service — Tvn poctyna,

- index — npuopuTeT npasuaa.

remove ace-priority index index: (1..65535)

Y4anuTtb yciosue U3 cnmcka gocTyna.

KomaHOb1 pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console#

Tabanua 224 — KomaHgbl pexkuma Privileged EXEC

3HayeHue/3HayeHue
no yMmon4aHuo

KomaHda

Aelicmeue

show management access-

R name: (1..32) cumBona
list [name]

MokasaTb cnucku gocTyna (access list) ana ynpasneHus.

show management ac-
cess-class

MokaszaTb MHGOPMaLUIo 06 aKTUBHbIX CMIUCKAX JOCTyNa
(access list) ona ynpasnenwms.

5.21.7 Hacmpolika docmyna

5.21.7.1 Telnet, SSH, HTTP u FTP

JaHHble KOMaHAbl nNpegHa3HaveHbl

ana

HacTPOMKM CepBepoB AOCTyna Ana ynpaeaeHus

KommyTaTtopom. MNoaaepxka cepsepos TELNET n SSH KommyTaTopom No3BOAAET yAa/IEHHO NOAKNOYATLCA K

HeMy AN MOHUTOPUHIA U KOHOUTYpaumu.

KomaHObI pexcuma 2a06asab6Hol KoOHpu2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnobanbHOM KoOHOUrypaumm:

console (config) #
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Tabnunua 225 — KomaHabl pexkuma rnobanbHol KoHdurypaumm

KomaHoa

3Ha4yeHue/3HayeHue o
YMOAYAHUIO

Aelicmesue

ip telnet server

no ip telnet server

no ymonuauio Telnet-
cepeep BK/OYEH

Pa3pewnTtb yaaneHHoe KoHUrypMpoBaHMe YCTPOMUCTBA Yepes
Telnet.

3anpeTutb yaaneHHoe KoHGUrypMpoBaHMe YCTPOMCTBA Yepes
Telnet.

ip ssh server

no ip ssh server

no ymon4yanutio SSH-
cepBep OTKAIOYEH

PaspewnTtb yaaneHHoe KoHOUTypupoBaHWe yCTpoMCTBa Yepes
SSH.
J[lo Tex nop, NOKa KA4 Ana WnppoBaHUA He CreHe-
V puposaH, SSH-cepsep 6yaeT HaxoAUTbCA B pe3epse.
Mocne reHepauum Kaoua (Mcnonb3yemble KOMaHAbl
crypto key generate rsa u crypto key generate dsa)
cepBep nepeiaet B pabouee coctofHue.

3anpeTutb yaaneHHoe KoHUrypMpoBaHMe YCTPOMCTBA Yepes
SSH.

ip scp server

no ip scp server

no ymon4yaunuto SCP-
cepBep OTKAKOYEH

Paspewntb KonuposaHue ¢alinos us GpannoBoro xpaHuaunLLa
KOMMYTaTopa 1 Ha Hero yepes SCP.
71 SSH-cepsep pgonxeH 6biTb BK/OUYEH.

BbikntounTb SCP-cepsep.

ip ssh port port_number

no ip ssh port

port_number:
(1..65535)/22

TCP-nopT, ucnosbsyemsiii SSH-cepsepom.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHUIO.

ip ssh-client source-inter-
face {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group | loopback
loopback_id | vlan vian_id}

no ip ssh-client source-in-
terface

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
loopback_id: (1..64)
group: (1..48);
vlan_id: (1..4094)

3apaTtb uHTepodeiic gnsa SSH-ceccmi.

Ypanutb nHtepoeiic.

ipv6 ssh-client source-inter-
face {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group | loopback
loopback_id | vlan vian_id}

no ipv6 ssh-client
source-interface

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
loopback_id: (1..64)
group: (1..48);
vlan_id: (1..4094)

3apaTb uHTepdeiic ana IPv6 SSH-ceccui.

Ypanutb nHtepoeiic.

ip ssh pubkey-auth

no ip ssh pubkey-auth

N0 YMO/YaHUIO
ncnonb3osaHne
ny6aMYHOro KAtoua
3anpeLLeHo

Pa3pelunTb UCnosb3oBaHne Ny6ANYHOTO Kato4Ya AN BXOAALMX
SSH-ceccui.

3anpeTnTb NCNONb30BaHME NY6AMYHOTO KNtoYa ANA BXOAALLMX
SSH-ceccuit.

ip ssh cipher algorithms

no ip ssh cipher

algorithms: (3des, aes128,

aes192, aes256, arcfour,
none)/paspeLueHbl Bce

aNropuUTMbl, KPOME none

3a4aTb CNUCOK pa3peLleHHbIX aAropuTMoB WnudpoBaHua ana
cepBepa.

BoccTtaHOBUTL CNUCOK pa3speleHHbIX anropuTmos obmeHa
KNKYaMM No YMOJTHaHUIO.

ip ssh kex methods

no ip ssh kex

methods:
(dh-group-exchange-shal,
dh-group1-shal)/
paspeLueHbl Bce MeToApbl

3afaTb CNMCOK pa3peLleHHbIX MeTof0B 06MeHa Katouamm ans
cepsepa.

BoccTaHOBUTL CNUCOK paspeLleHHbIX aAropuTMoB obmeHa
KAKYaMM NO YMO/THaHUIO.

ip ssh password-auth

no ip ssh password-auth

Nno YMONYaHUIO BK/IIOYEHO

BK/IOUNTL pexnm ayTeHTUdUKaLmMm no naponio.

OTKAOUUTD PEXUM ayTeHTUOMKALMM NO NapoNio.

crypto key pubkey-chain
ssh

MO YMONYAHUIO KAtOY He
co3paH

BoliTn B perKnm KOHPUrypaumm nybaAnM4HOro Katva.
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crypto key generate dsa

leHepupoBaTb Napy Knouye DSA — YacTHbIM U NYBANYHBIN Ans
SSH-cepsuca.

Ecnu xoTA 6bl 04MH M3 Napbl KAtoYelt yxKe co3faH, To
V cucTema NpPeasIoKUT nepesanucaTb KoY.

crypto key generate rsa

leHepupoBaTb Napy Katoyen RSA — YyacTHbIN U Ny6ANYHbINA Ans
SSH-cepsuca.
V Ecnm xoTa 6bl 0AMH U3 Napbl KAlOYell y3Ke co3aaH, To
cUCTeMa NPeasIoXKUT Nepe3anucaTb KA.

crypto key import dsa

encrypted crypto key im-
port dsa

MmnopTupoBaTtb napy Kawouen DSA.
- encrypted — B 3awmndpoBaHHOM BUAE.

crypto key import rsa

encrypted crypto key im-
port rsa

MUmnopTtuposaTtb napy Kkatouen RSA.
- encrypted — B 3awmndpoBaHHOM BUAE.

crypto certificate {1 | 2}
generate

leHepupoBaTb SSL-cepTuduKar.

ip http server

no ip http server

no ymonyanuio HTTP-
cepBep BKAOYEH

Pa3pewnTb yaaneHHoe KoHUrypMpoBaHMe yCTPOMUCTBA Yepes
web.

3anpeTutb yaaneHHoe KoHUrypMpoBaHMe yCTPOMUCTBA Yepes
web.

ip http port port

no ip http port

1..65535/80

3apatb nopt HTTP-cepBepa.

BocctaHOBUTL 3Ha4YeHWe No YMONYaHUIO.

ip http secure-server

no ip http secure-server

no ymonyanumwo HTTPS-
cepBep BKIOYEH

Bkntountb HTTPS-cepsep.

Bbikntountb HTTPS-cepsep.

ip http timeout-policy sec-
onds [http-only | https-
only]

no ip http timeout-policy

seconds: (0..86400)/600

3apaTtb TamayT HTTP-ceccuum.

BocctaHOBUTL 3Ha4YeHWe No YMONYaHUIO.

ip https certificate {1 | 2}

OnpeaennTtb akTUBHbIN HTTPS-cepTudmkar.

no ip https certificate — BOCCTaHOBUTb 3HAYEHME MO YMOHAHMIO.
crypto certificate {1 | 2} leHepupoBsaTb SSL-cepTuduKar.
generate
crypto certificate {1 | 2} im- _ MmnopTuposaTb SSL-cepTUdUKAT, HA3HAYEHHDBIN LLEHTPOM
port cepTuduKaumm.
no crypto certificate {1 | 2} BoccTaHoBUTb SSL-cepTUdUKAT NO YMONYAHUIO AN YKa3aHHOTO
cepTuduKarTa.
V Knioum, creHepupoBaHHble KOMaHaamu crypto key generate rsa u crypto key generate dsa,
COXPaHAIOTCA B 3aKPbITOM 418 Nonb3oBaTens ¢aiine KoHdurypauuu.

KomaHObI pexcuma KoHgu2ypayuu nybau4Ho20 Kaoyd

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKMMe KOHPUrypaummn ny6anYHOro Katoua:

console# configure

console (config) # crypto key pubkey-chain ssh
console (config-pubkey-chain) #
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Tabnuua 226 — KomaHabl pexmma KoHpurypaumm nybanyHoro Katoya

Komanda 3HavyeHue/3HayeHue Neiicmeue

no ymoa4YaHuro
user-key username {rsa | BoWTU B pexknm co3gaHus MHAUBMAYaNAbHOrO Ny6AnYHOro
dsa} KAtoua.

username: (1..48) - rsa — co3gatb RSA-Kkntoy;

CMMBOJ/I0B - dsa — co3patb DSA-kAtoY.
no user-key username Yaanutb ny6ANYHBIV KAOY ANA onpeseNeHHOoro
nonb3oBaTens.

Bua 3anpoca KOMaHAHOM CTPOKU B peXnUme co34aHua MHANBMAYANbHOTO Ny6ANYHOrO Katoya:

console# configure

console (config) # crypto key pubkey-chain ssh
console (config-pubkey-chain) # user-key eltex rsa
console (config-pubkey-key) #

Tabnunua 227 — KomaHapl pexxuma co3gaHna MHANMBMUAYaAbHOro nybanYyHOro Kaua

Komanda 3HayeHue/3HayeHue Neiicmeue
o ymMmon4aHuro
key-string Co3paTb Ny6MYHbIN KoY A8 onpeseneHHoro
- nonb3osaTens.
key-string row key_string Co3patb Ny6AUYHBIN KNtOY ANs onpenesieHHoro

nosb3oBaTens. BBog Katoua OCyLLEeCcTBAAETCA NOCTPOYHO.

- key_string — 4acTb Kato4a.
[nsa Toro uTo6bl CUCTEMA NOHANA, YTO K/IOY BBe-
AEeH NONHOCTbIO, HEOBX0AUMO BBECTU KOMaHAY
key-string row 6e3 cumsosios.

KomaHOb1 pexcuma EXEC

KomaHap! AaHHOro pa3aena A0CTYNHbl TONLKO A/1A NPUBUAETMPOBAHHbIX MO/Ib30BaTENEN.
Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:
console#

Tabnuua 228 — Komanapl pexkuma EXEC

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no yMmoaYaHuro
show ip ssh MokaszaTtb KoHPUrypaumto SSH-cepBepa, a TaKKe aKTUBHbIE
- BxoaAauwme SSH-ceccum.
show crypto key pub- username: (1..48) MokasaTtb Nny6anYHbIe SSH-Ktoun, coxpaHeHHble Ha
key-chain ssh [username CMMBOJIOB. KOMMyTaTope.
username] [fingerprint Mo ymonyaHutio - username — VMA YAANEHHOIO KNNEHTA;
{bubble-babble | hex}] OTMNeYaTokK Kawua B - bubble-babble — otneuaTok Kntoua B Koge Bubble Babble;
LeCTHaALaTeEPUYHOM - hex — oTneyaToK K/toYa B LWECTHAALATEPUYHOM KOAe.
dopmare.
show crypto key mypubkey MoKa3aTb NybAnYHbIe KNtoun SSH-KommyTaTopa.
[rsa | dsa] -
show crypto certificate [1 | _ OT06pasuTb SSL-ceptudukatbl gna HTTPS-cepsepa.
2]
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[Mpumepbl 8bINOAHEHUA KOMAHO

BkntounTb cepsep SSH Ha KommyTaTope. PaspewmnTb Ucnonb3oBaHUe Nyb6anyHbIx Katouein. Co3gatb RSA-
KJItoY AnA nosnb3osartensa eltex:

console# configure

console (config)# ip ssh server

console (config)# ip ssh pubkey-auth

console (config) # crypto key pubkey-chain ssh

console (config-pubkey-chain) # user-key eltex rsa

console (config-pubkey-key)# key-string
AAAAB3NzaClyc2EAAAADAQABAAABAQCVTINRWPWIAl4kpgIwI9GBRoONZQZxJHKCKL6TrM1Q+ZNXEZS
kvHG+QusIZ/76ILmFT34v7u7ChFAE+VU4GREpSwoQUvVV35LqdJk67I0U/zfwO11gkTwml 75QR9gH
ujS6KwGN2QWXgh3ub8gDjTSgmuSn/WA05iDX2TIExQWu0811icglk02LYciz+Z4TrEU/9FIxwPiVQO
JCc+KBXUuR0JuNg5nFYsY0ZCkON/W9a/tnkmlshRE7D1714+w3fNiOA6w9044t6+AINEICBCCA4YCFG6
zMzaTlwefWwX6f+Rmt5nhhgqdAtN/40Jfcel66DgVX1gWmNzZNR4DYDvSzg01DnwCAC8Qh
Fingerprint: a4:16:46:23:5a:8d:1d:b5:37:59:eb:44:13:09:33:e9

5.21.7.2 KomaHObI KOHpuUeypayuu mepmuHana

KomaHabl KOHOUIypauumn TepMmnHana CAy»KaT 1A HacTPOMKM NapaMeTpoB JIOKaNbHOW U yaaneHHoM
KOHCOAN.

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM peXRnma rnobanbHoM KOHPUrypaumm:

console (config) #

Tabnunua 229 — KomaHabl pexuma rnobanbHoi KoHduUrypaumm

3HaveHue/3HayeHue .
KomaHoa / Aelicmeue
Mo yMmoA4YaHuio

line {console | telnet | ssh} BoWTH B pexknMm COOTBETCTBYHOLLErO TEPMMUHANA (NOKaNbHas
— KOHCO/b, YAaneHHasa KoHconb — Telnet uau yaaneHHas
3aLMLEHHasA KOHCoNb — SSH).

KomaHObI pexcuma KoHgu2ypayuu mepMmuHana

Bug, 3anpoca KOMaHAHOW CTPOKU B pPeXXUME KOHPUrypaLmm TepMUHana:

console# configure
console (config)# line {console | telnet | ssh}
console (config-line)#

Tabnnua 230 — KomaHAabl pexkuma KoOHPUrypauum TepMmuHana

3HaveHue/3HayeHue .
KomaHda / Aelicmeue
Mo yMoA4YaHuio

speed bps YCTaHOBUTb CKOPOCTb AOCTYNA MO JIOKaNbHON KOHCOM

bps: (2400, 9600, (komaHZa [AOCTyNHA TONLKO B pexume KoHUrypaLmm
19200, 38400, 57600, M
NOKaNbHOWM KOHCOMM).

115200)/115200 604,

no Speed YCTaHOBUTb 3HaYeHue no YMONYaHULO.
autobaud BktounMTb aBTOMaTUYECKoe onpeaenieHrne CKOpoCTn JoCTyna
—/BKﬂlOLIeHO Mo SIOKa/NIbHOM KOHCON (KOMaH,U,a AOCTyNHa TONbKO B pexXunme

KOH@UIypaLumm noKanbHOM KOHCONM).
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no autobaud BbIKNOUNTb aBTOMATUYECKOE onpeaenieHne CKOpoCTH AoCTyna
MO NNOKaNIbHOW KOHCOAN.
exec-timeout minutes 3afaTb MHTEpBa, B Te4YEHWE KOTOPOro cMcTeMa OXKuaaet

minutes: (0..65535)/10

[seconds] BBO/a No/b3oBaTena. EC/iM B TedeHne AaHHOro MHTepBana
MUH;
¢ Mo/Ib30BaTe b HAYErO HE BBOAMT, TO KOHCO/b OTK/IHOHAETCA.
- seconds: (0..59)/0 cek
no exec-timeout YCTaHOBUTb 3HAYEHME MO YMOTYAHMIO.

KomaHOowbi pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexuma EXEC:
console#

Tabnuua 231 — KomaHabl pexkmma EXEC

3HayeHue/3HavyeHue .
KomaHda / Aeiicmeue
o ymon4aHuo

show line [console | telnet MoKasaTb NapameTpbl TEpMUHANA.
| ssh]

5.21.7.3 Y0aneHHsili 3anyck komaHO nocpedcmseom SSH

®PyHKUMA NO3BONAET YAaNEHHO OCYLLECTBUTL BbINOJIHEHME KOMaHA4, Ha KOMMYTaTope Yepes ceccuto SSH.
Ons paboTbl AgaHHOW PYHKUMKN HeEOBXOAMMO, YTOBbI HA KOMMyTaTope bbin BKAoYeH SSH-cepeep (KomaHAa ip
ssh server B rno6anbHOM perknume KOHGUrypupoBaHua).

HuKe noKasaH NpMmep UCNob3oBaHMA QYHKLUM yAANEHHOTO 3anycka KomaHg, vyepes SSH.

BbinoAHUTL KoMmaHay show clock ana KommyTtaTtopa c IP-agpecom 192.168.1.239:

username@username-system:~$ ssh -1 admin 192.168.1.239 "show clock"
admin@192.168.1.239's password:

*10:12:59 UTC Jun 10 2019

No time source

Time from Browser is disabled

KomaHabl, Tpebylowme nogreepkaeHua (Hanpumep: write, reload u gp.), »KayT seoga noarsep-

}KOEHWi U ToNbKO NoTom coeguHeHune SSH paspbiBaeTca.

5.22 }ypHan aBapui, npotokon SYSLOG

CnctemHble XKYpPHa/bl NO3BONAKOT BECTU UCTOPUIO CO6bITMl7I, npousowealnx Ha YCTPOIZCTBE, a TaKxXe
KOHTPO/IMPOBATb Npounsoweguiune cobbiTnA B peasibHOM BpemeHu. B }ypHan 3aHocATcA cobbITUA CEMM TUNOB:
LIDEBBbI‘-IaI‘;IHbIe, CUrHanbl TpEBOrn, KpUTUYECKME U HE KpUTUyeckue OLLIM6KM, npeaynpexaeHwus,
yBegomneHums, VIHd)OpMaLI,I/IOHHbIe M oTnagoyHble.

KomaHObI pexcuma 2a06asabHol KoHgu2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKUMe rN106anbHOM KOHGUrypaLmm:

console (config) #
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Tabnnua 232 — KomaHabl pexkuma rnobanbHoi KoHdurypaumm

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

logging on

no logging on

—/perncTpaums BraYEHa

BK/IIOUUTB perncTpaLmio oT1afouHbIX COOBLLEHUI 1
coobuieHunit 06 owmnbKax.

BbIKNHOUYNTL PErUCTPaLLUIO OTAaA0UHbIX COOBLLEHNA U
coobuieHunit 06 owmnbKax.
Mpw BbLIKNKOYEHHOW perncTpaumm oTnagouHble co-
V o6wweHuna n coobueHna o6 owmnbkax 6yayT nepe-
[,aBaTbCA Ha KOHCONb.

logging host {ip_address |
host} [port port] [severity
level] [facility facility]
[description text]

no logging host
{ip_address | host}

host: (1..158) cumBon0B;
port: (1..65535)/514;

level: (cm. Tabnuuy 234);

facility: (local0..7)/local7;
text: (1..64) cumsonos

BKAOYMTL Nepeaady aBapuiiHbIX U OTAAA04YHbIX COOBLLEHNI
Ha yaaneHHbl SYSLOG cepsep.

- ip_address— IPv4 nnun IPv6-agpec SYSLOG-cepBepa;

- host — ceteBoe umsa SYSLOG-cepBepa;

- port — Homep NopTa A1a nepeaayn coobLeHui no
npotokony SYSLOG;

- level — ypoBeHb BaXKHOCTU COOBLLEHMIA, NepeaaBaembIX Ha
SYSLOG-cepsep;

- facility — ycnyra, nepefaBaemas B COOOLLEHUSAX;

- text — onucaHune SYSLOG-cepsepa.

YoanuTtb BbIbpaHHbIN cepBep U3 CNUCKA UCMO/Ib3YeMbIX
SYSLOG-cepBepos.

logging console [/evel]

no logging console

level: (cm. Tabanuy
234)/informational

BKAOUNTL Nepegavy aBapuiiHbIX UM OTNAL0UHbIX
co06LLeHNI BbIBPAaHHOTO YPOBHA BaXKHOCTU Ha KOHCO/b.

BbIKNHOUYNTL Nepegaydy aBapuiiHbIX UM OTAAA0UHbIX
COO0BLIEHMI HA KOHCO/b.

logging buffered [sever-
ity_levell

no logging buffered

severity_level: (cm.
Tabavuy
234)/informational

BKAOYMTL Nepeaady aBapuitHbIX UAM OTNAaA0UYHbIX
€co06LLEeHMI BbIBPAHHOTO YPOBHSA BaXKHOCTU BO BHYTPEHHUI
bydep.

BbIKNOUNTL Nepesayy aBapuUnHbLIX MU OTIAL0YHBIX
coobuieHnin Bo BHYTpeHHUI bydep.

logging buffered size size

no logging buffered size

size: (20..1000)/200

M3MeHUTb KOIMYECTBO COOBLLEHMIA, 3aNOMMHAEMBbIX BO
BHYTpeHHem bydepe. HoBoe 3HaueHue pazmepa bydepa
NPUMEHUTCA NOC/Ee Nepe3arpysKu yCTpoicTsaa.

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

logging file [level]

level: (cm. Tabnuuy 234)

BKOUMTL Nepesayvy aBapuiHbIX UAKU OTNAL0YUHBIX
o006 LWEeHNIM BbIBPAHHOTO YPOBHSA BaXKHOCTM B haiin KypHana.

no logging file /errors BbIKNOUNTL Nepesayy aBapunHbIX MU OTNAL0YHBIX
coobuieHunit B dpalin xypHana.
aaa logging login 3aHOCUTb B XKypHasbl COOLITUA ayTeHTUDUKaL MK,
aBTOpU3aLMK 1 yyeTa (AAA).
- - —/BK/IIOYEHO
no aaa logging login He 3aHOCUTb B XKypHabl cOBbITUA ayTeHTUGMKaLUK,
aBTOpU3aLMK 1 yyeTa (AAA).
R . BK/OUUTL 3aNUCh B }KypHAN cobbITMil nHbopmaLmm ob
logging events link-status . .
N3MEHEHUM COCTOAHUIN HTepdencos.
- - —/BKAIOYEHO -
no logging events link- BbIK/IHOYNTD 3aMUCh B KYPHAN OCHOBHbIX COObITUI
status MHPOpMaLMnN 06 U3MEHEHUN COCTOAHMUI MHTEpPdeliCcoB.
logging events BKAOUUTL perncTpaLmio usMeHeHus ctatyca uHTepdeicos B
spanning-tree STP.
port-state-change
—/BKNIOYEHO

no logging events
spanning-tree
port-state-change

OTKNIOYNUTD PErUCTPALLMIO M3MEHEHUSA CTaTyca MHTepdeicoB B
STP.

logging events
spanning-tree
topology-change

— /BbIK/OYEHO

BKNOUMTD perncTpaumio usmeHeHui Tonoaormm B STP.
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no logging events
spanning-tree
topology-change

OTKNIOYUTD PErnCTPaLLMIO U3MEHEHUI Tonoaormum B STP.

logging events
spanning-tree root-
bridge-change

no logging events
spanning-tree root-
bridge-change

— /BbIKOYEHO

BKkntoumTb perncrpaunio cmensbl root bridge.

BbIKNOUNTL perncTpaymio cmeHsbl root bridge.

logging events ddm
threshold

no logging events ddm
threshold

— /BbIKOYEHO

BKOYNTL perucTpaLmio cobbiTa MU3MeHeHU NnapameTpoB
SFP c DDM.
V CocTofiHMe cuuTbiBaeTcA pa3 B 60 ceKyHa,. MoxeT
npuHumartb 3HaueHua W — Warning, E — Error, OK.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

logging cli-commands

no logging cli-commands

—/OTKAIO4YEHO

BkntounTb normposaHue BBegeHHbIx B CLI komaHa.

OTKNOUMTb NorMposBaHme BeeaeHHbIX B CLI KomaHa,

file-system logging
{copy | delete-rename}

no file-system logging
{copy | delete-rename}

Mo ymon4yaHuo
perucTpauma BKOYeHa

BKAOUMTL perncrpaumio cobbiTnin dpatnoBoit cuctemsl.

- COpy — perucTpaumsa coobLieHui, CBA3aHHbIX C onepaLmamm
KonupoBaHua ¢paiinos;

- delete-rename — pervcTpayma coobLeHNn, CBA3AHHDIX C
yoaneHnem ¢ainos U nepeMmeHoBaHWEM OnepaLuuii.

BbIKNOUNTL perncTpaymio cobbiTnin GpanoBon CUCTEMBI.

management logging
deny

no management logging
deny

Mo ymon4yaHuo
perucTpauma BKoYeHa

BKAOUUTL perncTpaumio cobbiTiii 0 3anpeTe gocTyna K
yNpaBAeHUI0 KOMMYTaTOPOM.

BbIK/OYMTL perncTpaLmio cobbiTvil 0 3anpeTe A4oOCTyna K
yNpaBAeHUIO KOMMYTaTOPOM.

logging aggregation on

no logging aggregation on

—/OTKAOYEHO

BKNHOUMTL KOHTPO/Ib arperaunm syslog-coobLieHmi.

OTKAOYMTb arperaumio syslog-coobLieHmi.

logging aggregation
aging-time sec

no logging aggregation
aging-time

sec: (15..3600)/300 cekyHz,

YCTaHOBWUTL BPeMA XPaHeHUA CrpynnmMpoBaHHbIX syslog-
Cco0bLEHMIA.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

logging service cpu-rate-
limits traffic

no logging service
cpu-rate-limits traffic

traffic: (http, telnet, ssh,
snmp, ip, link-local, arp-
switch-mode, arp-
inspection, stp-bpdu,
other-bpdu, dhcp-
snooping, dhcpvé-
snooping, igmp-snooping,
mld-snooping, sflow, log-
deny-aces, vrrp)/—

BKHOUNTbL KOHTPO/Ib OFPaHNYEHNA CKOPOCTM BXOAALLMX
KafpoB 4/17 onpeAeeHHoro Tuna Tpaduka.

OTKAOUUTbL NOrMpPOBaHMe.

logging origin-id {string |
hostname | ip | ipv6}

no logging origin-id

—/Het

3afaTb NapameTp, KOTOPbIN ByAeT UCNoNb30BaTLCA B
KayecTBe naeHTMdMKaTOpa XocTa B syslog-coobLieHuax.

Mcnonb3oBaTtb 3HAYeHKWe Nno YMONYaHULO.

logging source-interface
{gigabitethernet gi_port |
tengigabitethernet
te_port |
fortygigabitethernet
fo_port | port-channel
group | loopback
loopback_id | vlan
vian_id}

no logging source-
interface

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
loopback_id: (1..64)
group: (1..48);
vlan_id: (1..4094)

Mcnonbsosatb IP-agpec ykazaHHoro uHtepdeiica B kKavecTse
UCTOYHMKa B IP-nakeTax npoTtokosa SYSLOG.

Mcnonb3osaTb IP-agpec ucxoasuero nHtepdeliica.
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logging source-interface-
ipv6 {gigabitethernet
gi_port |
tengigabitethernet
te_port |
fortygigabitethernet
fo_port | port-channel
group | loopback
loopback_id | vlan
vlan_id}

no logging source-
interface-ipvé

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
loopback_id: (1..64)
group: (1..48);
vlan_id: (1..4094)

Mcnonb3oBaTb IPv6-agpec yKazaHHOro uHTepderica B
KauyecTBe UCTOYHMKA B IP-nakeTax npoTokona SYSLOG.

Mcnonb3oBaTb IPv6-agpec ncxoasauero nHTepoeica.

system dry-contacts
enable [initial-state state]
cause alarm

no system dry-contacts
enable

state: (nc-com/no-com)
/BbIKNIOYEHO

BKOUNTbL PaboTy NepekNtOYEHNA CYXMX KOHTAKTOB Npu
BO3HMKHOBEHWM aBapUIMHOro cobbITUA.
- state — NONOXKEHWE KOHTAKTOB, KOTOpble GUKCUPYIOT
aBapuio.
Tonbko gna ycrpoiicte MES3508, MES3508P u
MES3510P.

BkntounTb paboTy NnepeKkntoYeHUA CYXMX KOHTAKTOB Mpu
BO3HMKHOBEHWM aBapuItHOro cobbITUA.

alarms event erps ring-
protection

no alarms events erps
ring-protection

— /BbIK/IOYEHO

BKNIOUMTL NEpPEKNtOUYEHUE CYXMX KOHTAKTOB MO COObITUIO
pa3pbiBa Konbua ERPS.
Tonbko gna ycrpoiicte MES3508, MES3508P m
MES3510P.

BbIK/MIOUNTL NEPEKNIOYEHNE CYXMX KOHTAKTOB MO COOLITUIO
paspbiBa Konbua ERPS.

alarms events poe usage-
threshold-exceeded

no alarms events poe
usage-threshold-
exceeded

— /BbIKOYEHO

BKNIOUMTL NEPEKNIOUEHUE CYXMX KOHTAKTOB MO COObITUIO

HencnpaBHOCTU POE-KOHTpONEepa nnun ero neperpysku.
Tonbko gna ycrpoiicte MES3508, MES3508P u
MES3510P.

BbIKNOUNTL NEPEKNIOYEHNE CYXMX KOHTAKTOB NO CODObITUIO
HeucnpasHoCTH POE.

alarms events power-

supply [power-supply]
not-present

no alarms events power-

supply [power-supply]
not-present

power-supply:
(1..2)/BbIKNIOYEHO

BKAtOUMTbL paboTy NepekntoYeHns Cyxmx KOHTAaKTOB Npu OT-
KNtoyeHun 610Ka NuTaHuA.
Tonbko gna ycrpoiicte MES3508, MES3508P m
MES3510P.

BbikntounTb pa60Ty nepexknrYeHnAa Cyxmx KOHTaKToB npu
OTK/ItOYEeHUM BN0KA NUTAHUA.

alarms events sensors
critical-temperature

no alarms events sensors
critical-temperature

— /BbIK/OYEHO

BKAOUMTL PaboTy NEpeKoYeHMs CYXMX KOHTAaKTOB nNpu
BO3HMKHOBEHMMU KPUTMYECKOW TemnepaTypbl Ha Temnepa-
TYPHbIX gaT4yMKaX.
Tonbko gna ycrpoiicte MES3508, MES3508P n
MES3510P.

BbIkntounTb paboTy NEepekNtoYEHNA CYXMX KOHTAKTOB Npu
BO3HWKHOBEHWUWN KPUTUYECKOM TeEMNepaTypbl Ha
TEMMNePaTYpPHbIX AaTYMKAX.
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KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM B pexkume KoOHPurypaumnm nntepderica Ethernet:

console (config-if)#

Tabanua 233 — KomaHgbl pexuma KoHpurypaunm nHtepderica

Komanoa 3HayeHue/3HayeHue no Neiicmeue
yMon4aHuio
alarms events link-status BK/IIOUNTB PaboTy NepeKNOYEHNA CYXMX KOHTAKTOB MNpK
[status] N3MeHEeHWM OnepaTUBHOrO CTaTyca UHTepdelica.
status: (up/down) Tonbko pgna ycrpoiicte MES3508, MES3508P wm
/BbIKAOYEHO MES3510P.
no alarms events link-status BbIK/IOUNTL PAabOTy MEPEKNIOUYEHNUA CYXMX KOHTAKTOB Npu
[status] M3MEeHEHUN ONepaTMBHOrO cTaTyca uHTepdelica.

Kaxaoe coobuieHne MMeeT CBOM YPOBEHb BaXKHOCTU; B Tabauue 234 npusBedeHbl TUMbl COOOLLEHUI B
nopaake ybbiBaHUA NX BasKHOCTU.

Tabanua 234 — Tunbl BaXKHOCTU COOBLLEHNT

Tun eaxcHocmu coobujeruli OnucaHue
. . B cucTeme npousoLna KpuUTUYeckas oWnbKa, cuctema MoXKeT paboTaTb Henpa-
YpesBblyaliHble (emergencies)
BUJIbHO.
CurHanbl Tpesorwu (alerts) HeobxoaMMO HemMeaIeHHOE BMELLATE/IbCTBO B CUCTEMY.
Kputnueckue (critical) B cucTeme npomsowia KpUtTuyeckas owmbKa.
OwwnbouHble (errors) B cucteme npomsoluna owmnbKa.
MpeaynpexaeHus (warnings) MpeaynpexaeHue, HeasapuitHoe coobLeHue.
YBegomneHus (notifications) YBegomieHne cucTembl, HeaBapuitHoe coobuyeHue.
NHbopmaumoHHble (informational) NHPpopmaumoHHble coobLeHns cucTembl.
. OTnagouHble cooblueHns, NpeaoCcTaBaAAOT MNOAb30BATENO MHPOPMaLMo AAa
OtnagouHble (debugging) A N uf » PEA bopmay A
KOPPEKTHOM HAaCTPOMKM CUCTEMBI.

KomaHOowb1 pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK B pexume Privileged EXEC:

console#

Tabnunua 235 — KomaHaa pexuma Privileged EXEC ana npocmoTpa daiina KypHana U aBapUnHbIX COObITUI

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
o ymon4aHuro
clear logging — Yaanutb Bce cooblieHna 13 BHyTpeHHero bydepa.
clear logging file — YpanuTb Bce coobuieHma 13 daina KypHana.
show logging file . OT06pasmnTb COCTOAHMUE KypHANa, aBapuinHble U OTNAL0YHbIe
cooblLeHus, 3anncaHHble B paline KypHana.
show logging . OT06pasunTb COCTOAHME KypHaa, aBapuiiHble U 0TNaf0UHbIe
cooblueHus, 3anmcaHHble BO BHyTpeHHem Bydepe.
show syslog-servers — OT06pasmnTb HACTPOMKK aNA yAANEHHbIX syslog-cepBepoB.
show alarms OTobparkaeT BClo MHGOpPMaUuto 06 aBapUIAHbIX COOLITUSX.
— Tonbko pna ycrpoiicte MES3508, MES3508P u
MES3510P.
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system dry-contacts [dry- MepekntoumnTb PpeMmbl PaboTbl CYXMX KOHTAKTOB:
status] - lock — nepekntoyeHne CyxmMx KOHTAKTOB MPOUCXOAMT NO
cobbITUIO aBapuu;
dry-status: - unlock — no cobbITNIO aBapUN Cyxme KOHTaKTbl He byayT
(lock/unlock/toggle) nepekntoyaTcs;
/unlock - toggle — NpUHyAUTENIbHAA CMEHA NEPEKIOYEHUA CYXUX
KOHTAKTOB.
TonbKko pna ycrpoiicte MES3508, MES3508P u
MES3510P.
show system dry-contacts OT06pasunTb TeKYLLME HACTPOMKM CYXMX KOHTAKTOB.
- TonbKo gna ycrpoiicte MES3508, MES3508P m
MES3510P.

[pumepbl UC016308AHUA KOMAHO

= BKAOYUTb perncTpaumio ownboYHbIX COOBLLEHMIA HA KOHCONN:
console# configure

console (config)# logging on
console (config)# logging console errors

= OuunctuTb dakin KypHana:
console# clear logging file

Clear Logging File [y/n] vy
5.23 3epKanupoBaHue (MOHUTOPUHT) NOPTOB

®yHKLMA 3epKaIMPOBAHUA NOPTOB NpeaHA3HAYEHa A5 KOHTPOA ceTeBOro TpadumKa nyTem nepecbiku
KOMUIM BXOAAWMX U/MAN UCXOAALLMX NAKETOB C OAHOMO MW HECKOIbKUX KOHTPOAMPYEMbIX MOPTOB Ha O4MH
KOHTPOAUPYIOLLMIA NOPT.

K KOHTponMpyloLemy NOpTy NPUMEHAIOTCA CAeaytolme orpaHMYeHna:
— TopT He MoKeT BbITb KOHTPOIMPYOLUM U KOHTPOIMPYEMbIM MOPTOM OAHOBPEMEHHO;
IP-nHTEPdENC fONKEH OTCYTCTBOBATL AN1A 3TOrO NOPTa;
— NpoTtokon GVRP gonkeH 6bITb BbIKAOYEH Ha 3TOM MOPTY.

K KOHTpOAMpyeMbIM NOPTaM NPUMEHAIOTCA CeaytolWme orpaHNUYeHus:
— TOopT HE MOXKET HbITb KOHTPOIMPYIOWMM N KOHTPOMPYEMbIM NOPTOM OAHOBPEMEHHO.
CyliecTByeT orpaHMYeHue Ha 7 Ceccuid 3epKanmMpoBaHms, No 8 3epKanmpyembix MHTepdeicos (NopTos
nnu VLAN) B KaxkaoMn.

V 3epkanuposaHue VLAN BO3MOXKHO TO/IbKO B NEPBOA CeCCUM.

KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexxume rnobasibHoM KoHdUrypaumm:

console (config) #
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Tabnmua 236 — KomaHabl pexmma rnobanbHom KoHpurypaumm

KomaHoa

3Ha4yeHue/3HayeHue
o ymon4YaHuro

Aelicmeue

port monitor mode
{monitor-only | network}

no port monitor mode

—/monitor-only

3a4aTh pexxum paboTbl NopTa

- monitor-only — Kagpbl, nocTynatiowue Ha nopT, oT6pacbiBa-
toTCs;

- network — no3sosseT BecTM 06MeH AaHHbIMU.

BepHyTb 3Ha4YEHME MO YMOHYaHUIO.

port monitor remote vlan

vlan_id [cos priority] [tx | rx]

vian_id

no port monitor remote vlan

vlan_id: (1..4094);
priority: (0..7)/0

HasHauutb VLAN ana yaaneHHoro moHutopuHra (RSPAN), B
KOTOpyto 6yayT NOMeLLaTbCA NaKeTbl C KOHTPOANPYEMbIX
WHTepdelicos.

Yaanute VLAN gnAa yaaneHHoro MOHUTOPUHra.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM B pexkmMme KoHdurypauumn nHtepdelica Ethernet:

console (config-if) #

’ ' DaHHble KOomaHAbl Henb3A BbINOMHATL B peXkume KoHdurypauum guanasoHa uHtepdeir-

radl coB Ethernet.

Tabnuua 237 — KomaHabl AOCTYMHbIE B peXXnUMme KoHburypaumm nitepodeica Ethernet

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuro

Aelicmeue

port monitor {remote | gi-
gabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port} [rx | tx]

no port monitor {remote |
gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port }

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

BkntounTb GYHKLMIO MOHUTOPMHIA HAa HAacTpaMBaemMom

nHTepderice. [laHHbIN UHTEpdENC ByaeT KOHTPOAUPYHOLLMM NOPTOM

[O/1A YKa3aHHOTO B KOMaHAe KOHTPO/IMpyemMoro nopra.
- gi_port, te_port, fo_port — KOHTpOMpPyeMbIit NOPT;
- X — KOMMpPOBaTb NakeTbl, NPUHATbIE KOHTPOAUPYEMbIM MOPTOM;
- tX — KONMpOoBaTb MaKeTbl, NepesaHHble KOHTPOANPYEMbIM
nopTom;
Mpu OTCYTCTBMM NapameTpa rx/tx c KOHTPONMPYEMOro nopTa
KOMUPYKOTCA BCE NaKeTbl.
DYHKLMA MOHUMTOPUHIA MOXKeT 6bITb HaCTPOEeHa Ha ABYX
nopTax 04HOBPEMEHHO.

KoHdwurypauusa PortChannel B kauectse
V KOHTpoO/MpYyoLero uHtepdeiica npoMsBoauUTca nocne
nepesoga uHtepdeiica B cocrosHue UP.

BbIK/MOUNTL DYHKLMIO MOHUTOPUHTA Ha HAaCTPaMBaeMoOM
nHTepodelice.
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ONA yKasaHHon VLAN.

vlan_id: (1..4094)

port monitor vlan vian_id BKAOUNTDL QYHKLMIO MOHUTOPUHIA Ha HacTpaMBaemom
nHTepoeice. aHHbIN MHTepdeic ByAeT KOHTPOIMPYOLWMM NOPTOM

MopT MOHUTOPUHIA He A0/IXKEH NPUHAANENKATD K
V HacTpamsBaemoii VLAN.

71 MouutopuHr VLAN moxeT 6biTb BKNIOYEH NLWb B TOM
cayyae, eC/iM B CUCTeMe HacTPoeHo He 6onee oaHOro
KOHTpOAMpYyloLLero nopra.

EcAu KOHTPOAUPYIOLWMIA NOPT HACTPOEH PaHee, TO TONIbKO
V 3TOT NOPT MOKET 6bITb UCMNO/Ib30BAH A1 MOHUTOPUHTA

VLAN.
no port monitor vlan Yaanutb yKasaHHyto VLAN U3 MOHUTOPUHTa.
vlan_id
port monitor remote BKAoUNTbL QYHKLMIO yaaneHHoro moHuTopuHra (RSPAN) Ha
HacTpanBaemom MHTepoeice.
no port monitor remote o BbIKMOUNTDL DYHKLUMIO yAaneHHoro MoHuTopuHra (RSPAN) Ha

HacTpanBaemom MHTepoeiice.

KomaHOobl pexcuma EXEC

3anpoc KOMaHAHO CTPOKK B pexkume EXEC umeet chegytowmii Bua;

console>

Tabnnua 238 — KomaHabl, AocTynHble B pexume EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

nopram.

show ports monitor BbIBECTU MHPOPMALMIO MO KOHTPOMPYIOLWMM U KOHTPOIMPYEMbIM

[pumepbl 8bIN0AHEHUS KOMAHO

= YcTtaHoBuTb 13 uHTepdelic Ethernet KoHTponupyowmm ansa 18 nHtepdeica Ethernet. Becb Tpaduk

¢ 18 nntepdeiica nepegasaTb Ha 13.

console# configure

console (config) # interface tengigabitethernet 1/0/13
console (config-if)# port monitor tengigabitethernet 1,/0/18

BbiBeCTM MHGOPMALMIO NO KOHTPOIMPYIOLMM U KOHTPOIMPYEMbIM MNOPTAM.

console# show ports monitor

Port monitor mode: monitor-only
RSPAN configuration

RX: VLAN 5, user priority O

TX: VLAN 5, user priority 0

Source Port Destination Port Type Status RSPAN

tel/0/18 tel/0/13 RX, TX notReady Disabled
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5.24 ®dyHKuua sFlow

sFlow — TexHo/10r1A, N03BONAOLLAA OCYLLECTBAATb MOHUTOPUHT TPapUKa B MAKETHbIX CETAX Nepeaaumn
[AAHHbIX NyTEM YacTUYHOM BbIOOPKK TpaduMKa A1a NocieaytoLei MHKaNcynaumum B cneymanbHble coobuieHms,
nepefaBaemMble Ha cepBep cbopa CTaTUCTUKK.

KomaHOb! pexcuma 2n06aa6HoU KOHpU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMUMe r106anbHOM KOHPUTypaLLmK:

console (config) #

Tabanua 239 — KomaHgbl pexnuma rnobanbHoi KoHduUrypaumm

3HavyeHue/3HavyeHue .
KomaHoa / Aelicmeue
no ymoa4aHuro
sflow receiver id {ipv4_ad- id: (1..8); 3apaTtb agpec cepsepa cbopa ctatucTukm sflow.

dress | ipv6_address |
ipv6z_address | url} [port
port] [max-datagram-size
byte]

port: (1.. 5535)/6343;
byte: nonoxutensHoe
uenoe 4ncno/1400;
dopmar ipv4_address:

- id — Homep sflow-cepBepa;

- ipv4_address, ipv6_address, ipv6z_address — IP-aapec;
- url — pomeHHOE MMA XOCTa;

- port — Homep nopTa;

A.B.C.D; - byte — maKcMmanbHOe KoIM4YecTBo H6aliT, KOTOPOEe MOKET ObITb
dopmart ipv6_address: | oTnpassieHO B OAMH NaKeT AaHHbIX.
no sflow receiver id XX XeXeX; Ypanutb agpec cepsepa c6opa ctatnctmkm sflow.
dopmat

ipv6z_address:
X:X:X:X::X%<I1D>;
url: (1..158) cumeonos

sflow receiver {source-in-
terface | source-interface-
ipv6} {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel | group | loopback
loopback_id | vlan vlan_id |
oob}

no sflow receiver source-in-
terface

vlan_id: (1..4094)
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

loopback_id: (1..64)
group: (1..48)

3apaTtb MHTepdeiic ycTpoiicTBa, IP-aapec KoToporo byaeT ucnosb-
30BaTbCA MO YMOJIYAHUIO B KayecTBe afpeca WCTOYHMKA cbopa
CTaTUCTUKM.

Ypanutb siBHoe 3agaHue uHTepdelica, ¢ agpeca KoToporo 6yaert
OTNPaBAATLCA CTATUCTUKA sflow.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bupg, 3anpoca KOMaHAHOM CTPOKM B pexkMme KoHdurypauumn nHtepdelica Ethernet:

console# configure
console (config) # interface {gigabitethernet gi port | tengigabitethernet

te port |

console (config-if) #

fortygigabitethernet fo port}
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Tabnunua 240 — KomaHabl pexkuma KoHpurypaumnm nHtepdelrica Ethernet

3HavyeHue/3Ha4yeHue ”
KomaHoa / Aelicmeue
o ymoa4aHuro
sflow flow-sampling rate id 3afaTb CPesHIo CKOPOCTb BbIGOPKM NakeToB. UTOroBas CKOpPoOCTb
[max-header-size bytes] ¢ BbIBOPKM cumnTaeTcs Kak 1/rate*current_speed (current_speed —
rate:
TEKYLLAA CPeAHAN CKOPOCTb).
(1024..107374823); YLLaA chea poce)
id: (0.8) - rate — cpefHAA CKOPOCTb BbIGOPKM NaKeTOB;
1a: {..2); - id — Homep sflow-cepBepa;
bytes: (20..256)/128 b 6aii 6
G - bytes — MmaKcumanbHOe KonnyecTso 6aiiT, Kotopoe byaet
CKOMMPOBAaHO 13 obpasua nakera.
no sflow flow-sampling OTKNOYUTb CYETYMKM BbIBOPKM Ha MOPTY.
sflow counters-sampling Onpefenvtb MaKCUManbHbIA MHTEPBAN MEXAY yCneLwwHbIMM
secid BbIOOPKAaMU NaKeToB.

sec: (15..86400) - Sec — MaKCMMabHbIN MHTEPBAN MeXAY BbIBOPKamMM B CEKYHAAX.

CEeKYHZ; . o .
. (\E) 'cé") - id — Homep sflow-cepBepa (3agaeTtca komaHaoli sflow receiver B
id: (0..
rno6anbHOM pexume KoHdUrypaLmm).
no sflow counters-sampling OTKNOYUTL CYETYMKM BbIBOPKM Ha MOPTY.

KomaHObi pexcuma EXEC

3anpoc KoMaHAHOM CTPOoKM B pexkxnume EXEC nmeet cneaytowmn sua;
console>

Tabanua 241 — KomaHgbl, AocTynHble B pexume EXEC

3HayeHue/3Ha4yeHue .
KomaHda / Aeiicmeue
no ymon4aHuro

show sflow configuration BobiBecTu HacTpoiku sflow.
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port]

clear sflow statistics [giga- gi_port: (1..8/0/1..48); OuncTUTb cTaTUCTURY SFlow. Ecam nHTepdelic He yKasaH,
bitethernet gi_port | tengi- te_port: (1..8/0/1..24); KOMaHZAa OYMLLAET BCE CYETYMKM CTAaTUCTUKM SFlow.

gabitethernet te_port | for- fo_port: (1..8/0/1..4)
tygigabitethernet fo_port]

show sflow statistics [giga- OT06pasunTb CTaTUCTUKY SFlow.
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port]

[pumepbl 8bIN0AHEHUS KOMAHO

= YcraHosuTb IP-agpec 10.0.80.1 cepsepa 1 ana cbopa cratuctukm sflow. Ana Ethernet-untepdeiicos
te1/0/1-te1/0/24 ycTtaHOBUTbL CPeAHIO CKOPOCTb BbIBOPKK NakeTos — 10240 K6UT/Cc U MaKcUMab-
HbI MHTEPBAN MEXAY ycnewHbIMU Bbibopkamm naketos — 240 c.

console# configure

console (config)# sflow receiver 1 10.0.80.1

console (config) # interface range tengigabitethernet 1/0/1-24
console (config-if-range)# sflow flow-sampling 10240 1
console (config-if)# sflow counters-sampling 240 I
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5.25 ®yHKUUM ANArHOCTUKKN PU3NYECKOro YPOBHSA

CeTeBble KOMMYTAaTOpPbl COZEPKAT annapaTtHble M NporpammHble CpeacTsa ANA  AMArHOCTUKMU
dunsnyecknx nHTepdeincoB 1 ANHKIK CBA3KN. B nepeyeHb TECTUPYEMbBIX NAPAaMETPOB BXOAAT Cneaytowme:

[Nns aneKkTpuyYecknx nHTepdencos:
— A/IMHa Kabens;
—  paccTofHWe A0 MecTa HEMCNPABHOCTU — 06pPbIBA UM 3aMbIKaHUA.

Ons onTnyecknx nHtepoeicos 1G n 10G:
— napameTpbl NUTAHUA — HANPAXKEHUE U TOK;

— BbIXOAHaA onNTU4YeCKaAa MOLWHOCTb,
— ONnTn4yeCKaAa MOWHOCTb Ha npueme.

5.25.1 AlJuazHocmuka medHoz20 Kabens

KomaHOobl pexcuma EXEC

3anpoc KOMaHAHOM CTPOKKM B pexkume EXEC umeeT chepytowmii Bua;

console>

Tabnuua 242 — KomaHabl ANArHOCTUKM MeaHOro Kabens

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
o yMmon4YaHuro
test cable-diagnostics tdr BbINONHUTL BUPTYaibHOE TECTUPOBAHME Kabena aAna yKkasaHHOro
[all | interface gigabitether- gi_port: (1..8/0/1..48) | nHTepdeiica.
net gi_port] - all — gna Bcex uHTepodelicos.
show cable-diagnostics tdr OT06pa3unTb pesyibTaTbl NOC/EAHErO BUPTYaNbHOIO TECTUPOBAHMUA
[interface gigabitethernet gi_port: (1..8/0/1..48) Kabens gna ykasaHHoro uHtepoeiica.
gi_port]
test cable-diagnostics tdr- BbINONHUTL BUPTYanbHOe TecTMpoBaHMe Kabensa ¢ HU3Kom
fast [all | interface giga- gi_port: (1..8/0/1..48) | TouHOCTblO ANA yKasaHHOro nHTepdelica.
bitethernet gi_port ] - all — gna Bcex uHTepodelicos.
OTO6pPa3nTL NPeANONOKNUTENBHYIO AMHY Kabens, NOAKNOYEHHOTO
K YKazaHHOMY UHTepdeiicy (ecnv Homep nopTa He 3aaH, To
show cable-diagnostic§ ca- gi_port: (1..8/0/1..48) KoMaHza Bbll‘lOﬂHﬂevTCﬂ ONA BCeX NOpToB).
ble-length [interface giga- WHTepdeiic ponkeH 6biTb aKTMBHbIM U paboTaTb B
bitethernet gi_port] V pexxume 1000 M6ut/c nnn 100 M6ut/c. AnarHoctuka
noaJeprKMBaeTca TONbKO Ha MHTepdelicax
GigabitEthernet.

[Mpumepbl 8bINOAHEHUA KOMAHO

= [lpoTectnposatb nopT gi 1/0/1:

console# test cable-diagnostics tdr interface gigabitethernet 1/0/1

5324#test cable-diagnostics tdr interface gil/1

Cable on port gil/0/1 is good
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5.25.2 luaezHocmuKa onmu4yecKo2o mpaHcueepa

®DYHKUMA OMArHOCTMKM MO3BO/MIAET OLEHUTb TeKyllee COCTOsiHWE ONTUYECKOro TpaHcuBepa U
ONTUYECKOU TNHUU CBA3N.

Bo3MoOKeH aBTOMaTMYECKUIA KOHTPOIb COCTOSHUSA IMHUI CBA3K. 1A 3TOr0 KOMMYTaTop NePUOANYECKU
OnpalnBaeT napamMeTpbl ONTUYECKUX WMHTEPdENCOB M CPaBHMBAET WX C MOPOrOBbIMM 3HAYEHUAMM,
3aZlaHHbIMM MPOM3BOAUTENSAMM TpaHcuBepoB. [pu BbiIXOAEe MapameTpoB 3a AONyCTUMble Mpeaessbl
KommyTaTop GopmMupyeT Npeaynpexaatolme 1 aBapuiiHble coobLeHus.

KomaHOwbl pexcuma EXEC

3anpoc KoMmaHAHOM CTpoKK B pexkume EXEC umeet cnegytowmii Bua;

console>

Tabnunua 243 — KomaHga AnarHoCTUKM ONTUUYECKOro TpaHCcMBepa

3HaveHue/3Ha4yeHue ”
KomaHoa / Aelicmeue
o ymon4YarHuro

show fiber-ports opti- OT06pa3snTb pesybTaTbl AMArHOCTMKM ONTUYECKOrO TpaHCUBEpa.
cal-transceiver [detailed] . . .
[interface {gigabitethernet gi_port: (1..8/0/1..48);
i_port | tengigabitether- te_port: (1..8/0/1..24);
9L . fo_port: (1..8/0/1..4).
net te_port | fortygiga-
bitethernet fo_port}]

[pumep 8b1M10AHEHUS KOMAHObI

swl# show fiber-ports optical-transceiver interfaceFortygigabitEthernet

1/0/1
Port Temp Voltage Current Output Input LOS Transceiver
Power Power Type
fol/0/1 OK OK OK N/S OK No Fiber
OK OK No
OK OK No
OK OK No
Temp - Internally measured transceiver temperature
Voltage - Internally measured supply voltage
Current - Measured TX bias current
Output Power - Measured TX output power in milliWatts/dBm
Input Power - Measured RX received power in milliWatts/dBm
LOS - Loss of signal
N/A - Not Available, N/S - Not Supported, W - Warning, E - Error

Tabnunua 244 — MapameTpbl ANArHOCTUKM ONTUYECKOTo TpaHcMBepa

Mapamemp 3HavyeHue
Temp TemnepaTypa TpaHcmBepa.
Voltage HanpsarkeHue nuTaHmA TpaHcuBepa.
Current OTKNOHEHME TOKA Ha Nepegave.
Output Power BbIxoAHaA MOLLHOCTb Ha nepegaye (MBT).
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Input Power BxogHas MOLWHOCTb Ha npueme (MBT).

LOS MNoTepa curHana.

3Ha4YyeHMA pe3ynbTaToB AMArHOCTUKM:

— N/A — HepocTynHo,
— N/S — He noagepskunsaetcs.

5.25.3 [lJuazHocmuka uHAuUKayuu uHmepdgeiicoe

KomaHOobi pexcuma EXEC

3anpoc KoMaHAHOM CTpoKK B pexkume EXEC umeet cnepytowmii Bua;

console>

Tabnvua 245 — KomaHabl ANArHOCTUKM MHAMKAUUK MHTepdeincos

Komanda 3HayeHue/3HayeHue Leiicmeue
no ymoa4aHuro
test led port mode { force- BK/IIOUUTL HEOBXOAMMbIN PEXMUM PaboTbl MHAMKALMK MHTepdeica
on | force-off |force-blink - force-off — BbIK/IIOYEH;
| default [gigabitethernet gi_port: (1..8/0/1..48); | - force-on — ropuT NOCTOAHHO;
gi_port | tengigabitether- te_port: (1..8/0/1..24); | - force-blink — muranve;
net te_port | fortygiga- fo_port: (1..8/0/1..4); | - default — pexum paboTbl CBETOBOW MHAMKALMKU MOPTOB,
bitethernet fo_port | all]} /default all OMUCaHHbIN B NyHKTE 2.4.4;
V Tonbko gna yctpoiicte MES5324.
show led port mode [giga- OT06pasnTb MHGOPMALMIO O peRUME PaboTbl MHANKALMK Ha
bitethernet gi_port | tengi- nHTEpoelice
gabitethernet te_port | —
fortygigabitethernet
fo_port]

5.26 IP Service Level Agreements (IP SLA)

IP SLA (cornaweHusi o6 ypoBHe obcny:kmBaHus B IP-ceTax) — TEXHONOrMsi aKTMBHOrO MOHWTOPUHTA,
NCNONb3YIOLWAACA AN U3MEPEHMA NAPaMeTpPoB ObICTPOAENCTBMA KOMNBIOTEPHbIX CETEN U KayecTBa nepesayu
OaHHbIX. AKTUBHbI MOHUTOPUHI NPeaCcTaBaseT cobon NPOAOIKUTENBHYIO LIMKANYECKYIO reHepaLmto TpaduKa,
c60p MHPOpMaLMK O ero NPOXOKAEHUN NO CETU U BeLAEHME CTAaTUCTUKN.

Ha gaHHbIA MOMEHT M3MepPeHME NAapPaMEeTPOB CETU MOMKET OCYLLECTBAATLCA C UCNO/Ib30BaHME NPOTOKO/1A
ICMP.

Mpu Kaxkgom BbinonHeHUn onepauum ICMP Echo ycTpolictBo otnpasasaeT ICMP Echo request coobuieHue
Ha aZpec HasHa4YeHUn, oXKMaaeT noaydyeHus coobuieHmsa ICMP Echo reply B TedeHue 3a4aHHOIO MHTEpPBana Bpe-
MeHMU.

C oaHoit IP SLA onepaumelt MOXKHO CBA3aTb HecKosibko 06bekToB TRACK. CocToAaHue ob6bekTa TRACK mus-
MEHAETCA B MOMEHT M3MeHeHUA cocToaHus IP SLA onepaumm, nnbo c 3agaHHON 3a4ePHKKON.

Mpy M3MEeHEHMN COCTOAHUA TPeKa BO3MOXHO BbINOJIHEHWE MaKpPOKOMaHA. MakpoKomMaHAbl BbINOAHA-
0TCA B peXknume rinobanbHoro KoOHGUrypupoBaHua. 1A BbINONHEHMA KOMaHA, pexXuma privileged EXEC KomaHapl
HeobxoaMMO AoNoNHUTb NpedurKkcom do. KomaHabl co3gaHna Habopa MakpoKomaHa npuseaeHbl B Tabanue 41.
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Ona ncnono3oBaHua pyHKUMK IP SLA Heob6xoAMMO BbINOAHUTL Caeaytolmne AencTBumA:

— CospgaTb onepauymio icmp-echo 1 ckoHpUrypupoBaTb eé.

— 3anycTuTb BbIMOJIHEHUE ONepaLum.

— CosgaTtb TRACK-06beKT, CBA3aHHbIN C KOHKpeTHOM IP SLA onepauueit n CKoHbUrypmMpoBaTb ero.
— [pn HeobxogMMOCTM, CO34aTb MAKPOCHI, BbINOAHAEMblE MPU U3MEHEHUWN COCTOSIHUA OODBEKTA

TRACK.

- HDOCMOTDETb CTaTUCTUKY, Npn HeOGXO,ﬂ,MMOCTM, O4YnUCTUTDL €e.
- an HEO6XO,£I,VIMOCTVI, NPEKPaTUTb BbIMOJIHEHNE Onepaunn.

KomaHObI pexcuma 2a0b6an6Hol KoOHgu2ypayuu

BuAa 3anpoca KoMaHAHOM CTPOKM B pexume rnobanbHo KOHPUrypaunu:

console (config) #

Tabnunua 246 — KomaHabl pexkuma rnobanbHoin KoHduUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip sla operation

no ip sla operation

operation: (1..64)

MepeiTn B pexxnm koHdurypmuposaHua IP SLA onepaumu.
- operation — Homep onepauuu.

Ypanutb IP SLA onepauutio.

ip sla schedule operation life
life start-time start-time

no ip sla schedule operation

operation: (1..64);
life: (forever);
start-time: (now)

3anycTuTb Ha BbinonHeHue IP SLA onepauuio.

- operation — Homep onepauuu.

- life — Bpems, B TeueHWe KOTOPOro onepauma 6yaeT BbINONHATHCA.
- start-time — Bpems 3anycka.

MpeKkpatnTb BbinosHeHue IP SLA onepauun.
- operation — HOomep onepauuu.

track object ip sla operation
state

no track object ip sla

object: (1..64);
operation: (1..64)

Co3aaTb TRACK 06beKT, KOTOpbIN byaeT oTcnexKmBaTb cocTosiHue IP
SLA onepauuu.

- object — Homep TRACK o6bekTa.

- operation — Homep IP SLA onepauuu.

Yaanutb TRACK-06beKT.
- object — Homep TRACK-06beKTa.

logging events ip sla opera-
tion-state-change

BKtoUunTL BbIBOA, COOBLLEHMI 06 M3MeHeHUM cTaTyca IP SLA onepa-
IVI7R

no logging events ip sla track-
state-change

- - —/BKNtOYEHO —
no logging events ip sla oper- BbIKNtOUMTb BbIBOA, COOBLLEHNI 06 M3MeHeHuu cTaTyca IP SLA one-
ation-state-change pauuu.
logging events ip sla track- BKNtOUNTL BbIBOZ COOBLLEHMI 06 M3MEHEHUM CTaTyCa TPEKa.
state-change
—/BKAKOYEHO

BbIK/OYMTb BbIBOA COOBLLEHNIA 06 M3MEHEHMM CTaTyca TPeKa.

Tabnunua 247 — KomaHgbl pexxuma cosgaHus onepaumit IP SLA

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

icmp-echo {A.B.C.D | host }
[source-ip A.B.C.D]

host: (1..158)
CMMBOJI0B

MepeiTn B pexum KoHourypmposaHua ICMP ECHO onepa-
Luu.

-A.B.C.D — IPv4-apgpec y3na cetu;

- host — pomeHHOe MA y3na ceTu.
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KomaHObI pexcuma KoHgu2ypuposaHusa IP SLA ICMP ECHO-onepayuu

Bua 3anpoca KoMaHAHOM CTPOKM B pexume KoHpurypuposanuma IP SLA ICMP ECHO:

console (config-ip-sla-icmp-echo) #

Tabanuya 248 — KomaHabl pexkuma KoHpurypumposaHma onepauymm ICMP Echo

KomaHoa

3HayeHue/3HayeHue o
YMOAYAHUIO

Aeiicmeue

frequency secs

no frequency

secs: (10..500)/10 cek

YCTaHOBUTbL 4acTOTy MNOBTOPEHUA
- Secs — 4acToTa, B CEKYHAAX.

ICMP ECHO-onepauuu.

YCTaHOBWUTb 3HAUYEHME YACTOTbl NOBTOPEHUI NO YMONYAHUIO.

timeout msecs

no timeout

msecs: (50..5000)/2000 mc

YCTaHOBWUTL O/IMHY TaimMayTa, NO UCTEYEHUM KOTOPOro, ecau
He npuwen ICMP-oTBeT, onepauus 6yaer cuyMTaTbCA
HeyaauyHoM.

- msecs — TaMayT, B MUIIMCEKYHOAX.

YCTaHOBUTb 3HaYyeHue TaﬁmayTa No YMONYaHUIO.

request-data-size bytes

no request-data-size

bytes: (28..1472)/28 6aiit

YcTaHOBUTbL KoMyecTBo 6anT, nepeaaBaembix B ICMP-nakeTe
B KauecTBe AaHHbIX (payload).
- bytes — Konn4yecTso 6alT.

YCTaHOBWTb 3Ha4YeHWe KonnyecTsa 6aiT N0 yMoAYaHUIo.

I Ona HopmanbHoro sbinosaHeHua onepauyun ICMP Echo pekomeHgyeTca yCTaHOBUTb 3Ha-

YyeHue 4acTtoTbl BbiNOJIHEHUA onepauunn 60nbLI.IV|M, yem 3Ha4yeHue TaﬁmayTa onepauuu.

KomaHObI pexcuma KoHgu2ypupos8aHua mpeKka

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma KoOHGUryprupoBaHUa Tpeka:

console (config-track) #

Tabnnua 249 — KomaHabl pexkuma rnobanbHol KoHduUrypaumm

KomaHoa

3HaveHue

Aelicmeue

delay {up secs down secs |
up secs | down secs}

no delay [up] [down]

secs: (1..180)/0

YCTaHOBUTb 3aZlePKKY A1a cMeHbl cocTossHuA TRACK-06beKTa,
npu nsmeHeHunn coctosaHusa IP SLA-onepaumu.

- Secs — 3afeprKKa, B CEKYHOAX.

- up — 3ajepXKKa WM3MEHEeHMA COCTOAHUA MpPU U3MEHEHUU
onepauun B coctoaHme OK;

- down — 3ageprKka U3MEHEHUA COCTOAHMUA NPU U3MEHEHMUU
onepauuu B coctosHue Error.

YanuTb 3a4epKKy.

KomaHOb! pexcuma privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perknma privileged EXEC:

console#
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Tabnnua 250 — KomaHabl pexxkuma privileged EXEC

KomaHoa 3HavyeHue Aelicmeue

OTo6pasnTb MHPopmaumio 06 IP SLA-onepaumax.
- operation — HOmep onepaumu.

0OT06pa3nTb nHPopmaumio o TRACK-obbekTax.

- object — Homep 0b6beKTa.
O6HYNUTb cyeTunKuM IP SLA-onepaumm.

- operation — HOMep onepaumu.

show ip sla operation
[operation]
show track [object]

operation: (1..64)

object: (1..64)

clear ip sla counters
[operation]

operation: (1..64)

Mpumep HaCTPOMKM, NpesHA3HAYEHHOW AR KOHTPOAsA y3na cetn ¢ agpecom 10.9.2.65, ¢ oTnpasKol
icmp-3anpoca Kaxkable 20 cekyHAa, BpemeHem OTBeTa Ha icmp-3anpoc, He npesbiwatowmm 500 mc, u
pasmepom ZaHHbix 92 6aliTa; 3aaeprkka cmeHbl cocToaHuA TRACK-06bekTa — 3 ceKyHApbl; NpU U3MEHEHUMN
coctonaHuA TRACK-o6beKTa BbinoHAITCA makpocbl TEST_DOWN wn TEST_UP:

console# configure

console (config) # interface vlan I

console (config-if)# ip address 10.9.2.80 255.255.255.192
console (config-if) # exit

console(config)# macro name TEST DOWN track 1 state down
Enter macro commands one per line. End with the character '@'.
int gil/0/11

no shutdown

@

console (config) #

console (config)# macro name TEST UP track 1 state up

Enter macro commands one per line. End with the character '@'.
int gil/0/11

shutdown

@

console (config) #

console (config) # ip sla I

console (config-ip-sla)# icmp-echo 10.9.2.65

console (config-ip-sla-icmp-echo)# timeout 500

console (config-ip-sla-icmp-echo)# frequency 20

console (config-ip-sla-icmp-echo)# request-data-size 92
console (config-ip-sla-icmp-echo) # exit

console (config-ip-sla) # exit

console (config)# ip sla schedule 1 life forever start-time now
console (config)# track 1 ip sla 1 state

console (config-track) # delay up 3 down 3

console (config-track)# exit

console (config) # exit

console#

Mpumep BbIBOAA CTaTUCTMKK ans onepaumm ICMP Echo:

IP SLA Operational Number: 1
Type of operation: icmp-echo
Target address: 10.9.2.65
Source Address: 10.9.2.80
Request size (ICMP data portion): 92
Operation frequency: 20
Operation timeout: 500
Operation state: scheduled
Operation return code: OK
Operation Success counter: 254
Operation Failure counter: 38
ICMP Echo Request counter: 292
ICMP Echo Reply counter: 254
ICMP Error counter: 0

262 Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324



DHELTEX

roe:

Operation state — TeKyw,ee COCTOAHME Onepaumu:

= scheduled — onepauus BbINONHAETCSA;

= pending — BbINOJIHEHWE ONEpPaLUN OCTAHOBAEHO.
Operation return code — Koz 3aBepLUeHUs NocAeaHeN BbINOJHEHHON onepauuu:

= OK — ycnewHoe 3aBepLueHne npeablayLien onepaumm;

= Error — Heyga4yHoe 3aBepLueHue nocneaHenr nonbiTkM U3MepeHuUs.
Operation Success counter — KONMYECTBO yCMNeLwHO 3aKOHYEHHbIX onepauymi.
Operation Failure counter — KONN4eCTBO HeYAAYHO 3aKOHYEHHbIX onepauuii.
ICMP Echo Request counter — KonnM4ecTBo NPOBeAEHHbIX 3aMYyCKOB OnepaLuu.
ICMP Echo Request counter — KonnM4ecTBo Noy4yeHHbIX oTBeToB Ha ICMP-3anpoc.

ICMP Error counter — CY4ETYMK, OTOOPAXKAIOLWMIA KONMYECTBO U3MEPUTE/bHBIX ONepaLLnit, 3aKOHUYMBLLUXCS C CO-
OTBETCTBYIOLLMM KOAOM OLUNOKM.

5.27 dnekTponuTtaHue no nmHuam Ethernet (PoE)

Mogenn kommyTaTtopos ¢ cyddukcom ‘P’ B 0603HaUYEHMMN NOAAEPHKMBAIOT INEKTPONMUTAHUE YCTPOCTB
no nnHum Ethernet B cooTBeTcTBUM C pekomeHaaumnamm IEEE 802.3af (PoE) u IEEE 802.3at (PoE+) no Tuny pac-

NMUHOBKMK A.

KomaHObI pexcuma 2a06anab6Hol KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B pPeXKMUME r106anbHON KOHPUrypaumm:

Tabnunua 251 — KomaHabl pexkruma rnobanbHoi KoHduUrypaumm

3HayeHue/ 3Ha4yeHue no .
KomaHoa HAelicmeue
YMOAYAHUIO
power inline limit-mode {port | BbI6paTb pexxnum orpaHUYeHna MOLLHOCTH
class} 3N1eKTPONUTAHUA:
- port —orpaHuYeHune ycTaHaB/AIMBAETCA Ha OCHOBaHWUU
—/class aAMMHUCTPATMBHbIX NapPamMeTPOB NOpPTa;
- class — orpaHuuyeHune ycTaHaBANBAETCA HA OCHOBAaHUU
K/f1acca NOAKNOYEHHOTO YCTPoWCTBa
no power inline limit-mode BepHyTb 3HaueHne No ymonyaHuoo
power inline restart auto Bk/tounTb aBTOMaTHYECKUI pecTapT PoE B cnyyae
OTKNtoYeHnAa PoE-KoHTponepa.
no power inline restart auto —/BKAKOYEHO YCTaHOBWTb 3HAYEHME MO YMONYaHUI0. OTKAOUUTD
aBTOMaTUYecKmnit pectapt PoE B cnyyae oTkatoueHus PoE-
KOHTpO/NEepa.
power inline usage-threshold YcTaHOBWTL NOpOr NoTpebasemoin MOLWHOCTH, NpK
percent KoTopom bopmupyeTca MHPOpPMaLMOHHOe coobLieHne
percent: (1..99)/95 (snmp trap) o npesbiweHUn nopora.
no power inline usage-threshold BoCCTaHOBUTL 3HaYeHWe Nopora No YyMOAYaHUIo.
power inline traps enable Pazpewntb popmmnpoBaHme MHPOPMALLMOHHBIX
—/BbIKNOYEHO coobueHunii gna nogeuctemsl PoE.
no power inline traps enable BepHyTb HAaCTPOWKM K NapameTpam no YyMOAYaHuIo.
power inline inrush test disable BKntounTb NnpoBepKy inrush-Toka.
no power inline inrush test —/BKNtOYEHO OTKNOUUTL NPOBEPKY inrush-ToKa.
disable
power inline disable OTKAOYUTL Mcnosib3oBaHue PoE.
V Hacrpoiika BcTynuT B cuny To/IbKO nocne
—/BbiknioueHo nepesarpysKku ycTpoicrea.
no power inline disable BKAtounTb Mcnosb3osaHue PoE.
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KomaHObI pexcuma KoHgu2ypayuu uHmepagelica

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KOHPuUrypaumnm nHtepderica Ethernet:

console# configure

console (config) # interface gigabitethernet gi port

console (config-if) #

Tabnnua 252 — KomaHgb! pexkuma KoHpurypaunm nHtepoeliica Ethernet

3Ha4yeHue/3HayeHue
o ymon4aHuro

KomaHda

Aeiicmeue

power inline {auto | never}
[time-range range_name]

range_name : (1..32)
CUMBON;
—/auto

YnpasnaTb paboToi NpoToKoa obHapyKeHun PoE-ycTpoicTs
Ha UHTepdodelice.

-auto — paspewaeT paboTy NpoTokosa obHapyxeHus PoE-
YCTPOMCTB Ha UHTepdelice U BKNOYAET NOAAYY SNEKTPONUTa-
HUA Ha UHTepdelic;

-never — 3anpewaeT paboTy npoTokona obHapyKeHusa PoE-
YCTPOWCTB Ha UHTepdelice U OTKIKOYAET Nogavy 31eKTponuTa-
HUA;

-time-range — BpeMeHHOM UHTEPBaS, B TeYEHME KOTOPOTO
nuTaHue byaeT noaaBaTbcA Ha MHTepdENC.

power inline powered-device
pd_type

no power inline
powered-device

pd_type:(1..24)
CMMBO/10B/He 3a7aHO

[o6aBuTb Npon3Bo/ibHOE onucaHne PoE-ycTpoiicTea ga
NMOMOLLM B aAMUHUCTPUPOBAHUKN 060pYA0BaHMA.

YaanuTb paHee 3afaHHoe onucaHue PoE-ycTpoiicTaa.

power inline priority {critical |
high | low}

—/low

no power inline priority

3apaTtb npuopuTeT nHTepdeiica PoE npu ynpasneHun anek-
TponNUTaHUeEM.

- critical — ycTtaHaBnMBaeT HaMBbLICLUIMIA NPUOPUTET SNEKTPO-
NMUTaHUA. DNEKTPONUTAHWE NOPTOB C TaKUM NpUOpPUTETOM By-
AeT NpeKpalLaTbCca B NOCAEAHIO o4Yepesb Npu neperpyske
cuctembl POE;

- high — yctaHaBAuBaeT BbICOKMIA MPUOPUTET 3/1eKTPONUTa-
HUA;

- low — ycTaHaBAMBAET HU3KUI NPUOPUTET INEKTPONUTAHUA.

BOCCTaHOBMTb MPUOPUTET MO YMOHAHUIO.

power inline limit power

mBT

no power inline limit

power: (0..30000)/30000

HasHauuTb Npegen MOLLHOCTM 31eKTPONUTaHNA AA
BblbpaHHOro nopTa.

BoccTaHOBUTL npegen MmowHOCTU NO YMO/THaHUIO.

KomaHObI pexcuma Privileged EXEC

BuAa 3anpoca KoMmaHAHOM CTPOKK B pexume Privileged EXEC:

console#

Tabnnua 253 — KomaHgb! pexxkuma Privileged EXEC

3HayeHue/3HayeHue
no yMmon4aHuwo

KomaHoa

Aelicmeue

show power inline [giga-
bitethernet gi_port | unit
unit_id]

gi_port: (1..8/0/1..8);
unit_id: (1..8)

OTO6Pa3nTb COCTOAHNE INEKTPONUTAHNUA NHTepdelicoB,
noaAepXMBaoLmMX nuTaHme no AnHum PoE.
- unit_id — Homep OHWUTA B CTeKe.

show power inline con-
sumption [gigabitethernet
gi_port | unit unit_id]

gi_port: (1..8/0/1..8);
unit_id: (1..8)

OT06pPa3nTb XapaKTePUCTMKM NOTpebneHns molHocTn PoE-
WHTepdencoB yCTPOMCTBA.
- unit_id — Homep OHWUTA B CTeKe.

show power inline version

OTO06pa3nTL Bepcuio NporpammHoro obecneveHms
KOHTpoAnnepa nogcucremsbl PoE.
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[Mpumepbl 8bINOAHEHUA KOMAHO

= [loKas3aTb COCTOAHME IIEKTPONUTAHMA BCEX MHTEPdENCOB YCTPOICTBA:

console# show power inline

Power-limit mode: Class based
Usage threshold: 95%
Trap: Disable
Legacy Mode: Disable
Inrush Test: Disable
SW Version: 22.172.3
Unit Module Nominal Consumed Temp (C)
Power (W) Power (W)

1 MES2308P 240 219 (91%) 85

12-port 1G

Managed

Switch with

8 POE+ ports
2 MES2308P 240 0 (0%) 42

12-port 1G

Managed

Switch with

8 POE+ ports
Interface Admin Oper Power (W) Class Priority
gil/0/1 Auto On 31.800 4 low
gil/o0/2 Auto On 31.800 4 low
gil/0/3 Auto On 31.0 4 low
gil/0/4 Auto On 31.400 4 low
gil/0/5 Auto Oon 31.500 4 low
gil/0/6 Auto On 31.0 4 low
gil/0/7 Auto On 31.600 4 low
gil/0/8 Auto Fault 0.0 0 low

= [loKasaTb COCTOAHMUE 3/IEKTPONMTaHMA BbIbpaHHOro MHTepdeiica:

console# show power inline gil/0/1
Interface Admin Oper Power (W) Class Priority
gil/0/1 Auto Searching 0.0 0 low

Port Status:

Port standard:
Admin power limit
Time range:

Spare pair:
Negotiated power:
Current (mA):
Voltage (V) :
Overload Counter:
Short Counter:
Denied Counter:
Absent Counter:

Operational power limit:

Invalid Signature Counter:

802.3AT
(for port power-limit mode) :

30.0 watts
Disabled
0 watts
0

(None)

[cNeoNeoNoNoNe)

30.

0

Port is off. Detection is in process

watts
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OnucaHune oTobparkaemMblX NapaMeTpoB 3NEKTPONUTaHUA NpueeaeHo B Tabanue 254,

Tabnunua 254 — MapameTpbl cTaTyca 3/1€KTPONUTaHUA

Nominal Power

HomnHanbHaa MOLWHOCTb UCTOYHUKA NUTaHMA nogcuctembl PoE.

Consumed Power

M3mepeHHOe 3HaYeHne noTpebnsemoin MOLLHOCTH.

Usage Threshold Moporoeoe 3HayeHne NoTpebaemolt MOLLHOCTH, MPY KOTOPOM dopMUpyeTca MHOP-
MaLMOHHOEe coobLeHne (snmp trap) o NpeBbIWeHUN Nopora.

Traps OTobparkaeT paspelieHne popmupoBaHme MHGOPMALIMOHHBIX COOBLLEHWNA.

Port O603HaveHne uHTepdeica KommyTtaTopa.

Admin AOMUHUCTPATUBHOE COCTOAHWE 3N1EKTPONUTAHMUA NOPTA. BO3IMONKHbIE 3HaueHua —
auto u never.

Priority MpuopuTeT ynpaBneHua 3N1eKTponuTaHMem nopta. BosamoxkHble 3HayeHua — critical,
high, low.

Oper OnepaTMBHOE COCTOAAHNE 3NIEKTPOMNUTAHMA NOPTa. BO3MOMXKHbIE 3HaUeHUA:

Off — nuTaHWe nopTa BbIKAOYEHO aMUHUCTPATUBHO;

Searching — nuMTaHWe NopTa BK/OYEHO, OXKUAAHME NOAKNOUYEeHNA POE-ycTpoicTBa;
On — nuTaHKe nopTa BK/OYEHO M eCcTb NpucoeamnHeHHoe PoE-ycTpoiicTBo;

Fault — aBapusa nuTaHus nopTta. POE-yCTPOMCTBO 3anpocuao MOLLHOCTb 6onbluyto,
YyeM AOCTYMHO WAM notpebnseman POE-yCTPOMCTBOM MOLLHOCTb NMPeBbiCMNA 3afaH-
Hbll Npeaen.

Knaccndurauma nogKntoyeHHoro yctpoictsa B cootseTctBum ¢ IEEE 802.3af, IEEE
802.3at.

CYeTYMK KONMYecTBa Cayvyaes NeperpysKu No 3NeKTPONUTaHUIo.

CYeTYMK cayd4aeB KOPOTKOMO 3aMblKaHUA.

CYyeTymK cayvyaeB OTKa3a B NoJave 31eKTPonuTaHus.

CYyeTunK cnyvyaeB NpPeKpalleHUA 3SNeKTPONUTAHWA M3-33 OTKAOYEHUA NUTaemoro
yCTpoKcTBa.

CyeTumK oWMBOK KnaccudukaLmMm nogxkatoueHHbIX POE-ycTpolicTB.

Port standard

Overload Counter
Short Counter
Denied Counter
Absent Counter

Invalid Signature
Counter

5.28 ®dyHKuuu obecneueHns 6esonacHoCcTH

5.28.1 ®yHKyuu obecnevyeHus 3auumeol NOpmMoe

C uenbto nosbliweHMA 6e30nacHOCTM B KOMMYTATOPE CyLLLECTBYET BO3MOMXKHOCTb HAaCTPOUTb Kakoi-nnbo
NopT TaK, YTobbl AOCTYN K KOMMYTATOPY Yepes 3TOT NOPT NPeAOCTaBAAICA TO/IbKO 3a4aHHbIM YCTPOMUCTBaM.
®OyYHKLUMA 3aWMTbl MOPTOB OCHOBaHa Ha onpeaeneHnn MAC-agpecoB, KOTOpbIM paspellaetca goctyn. MAC-
afpeca Moryt 6biTb HACTPOEHbl BPYYHYK MAW U3y4YeHbl KOMMyTaTopom. lMocne m3yyeHua HeobxoaMMbix
agpecoB MopT cnepyet 3abNOKMPOBATb, 3aLLMUTMB €ro OT NOCTYNJIEHUA NAKeTOB C HeusyyeHHbimu MAC-
agpecamu. Taknm obpasom, Korga 3ab10KMPOBAHHbIM NOPT NoayyaeT nakeT, ¥ MAC-aapec UCTOYHMKA NaKeTa
He CBA3aH C 3TUM MOPTOM, aKTUBU3IUPYETCA MEXAHW3M 3aLMTbl, B 3aBUCMMOCTU OT KOTOPOro MOFYT ObITb
NPUHATbI CAeaytowme Mepbl: HECAHKLMOHUPOBAHHbIE MaKeTbl, NOCTyMNaloWwme Ha 3ab0KMPOBAHHbBIIA NOPT,
nepecblnatotca, oTbpacbiBatoTca, MO0 e NopT, MPUHABLLMIA NAKeT, oTKAoYaeTca. OyHKUMA 6e30NacHOCTM
Locked Port nossonsetr coxpaHUTb CMKUCOK M3y4veHHbix MAC-agpecoB B daitne KoHOUrypaumu, Takum
06pasom, 3TOT CMUCOK MOXKHO BOCCTAHOBUTb NOC/Ie Nepe3arpysku yCTpomncTaa.

/’ ‘ CyuwiecTtByeTt orpaHuyeHue Ha Koamuvectso MAC-agpecoB, KOTOpoe MOXKET U3y4YuTb NoprT,
MUCNONb3YIOWMIA GPYHKLMIO 3aLLUTDI.
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KomaHObI pexcuma KoHgu2ypauyuu uHmepgelica (QuanasoHa uHmepgelicos) Ethernet, uHmepdgelica

epyrnnel nopmos

Bug, 3anpoca KOMaHAHOM CTPOKM B pexknume KoHdurypaumm nHtepdeiica Ethernet, uHtepdeiica rpynnei

NnopTOoB:

console (config-if)#

Tabnnua 255 — KomaHabl pexkuma KoHpurypaumum nntepdelica Ethernet, rpynnbl uHtepdelicos

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

port security

no port security

—/BbIK/IOYEHO

BKkntounTb PYHKLMIO 3alLmTbl HA UHTepdelice. BnokupyeT
YHKUMIO N3y4eHNA HOBbIX afpecos Ana nHtepdeiica. MakeTbl
€ HensyyeHHbIMM MAC-aapecamm UCTOYHMKA OTBpacbiBatoTCA.
KomaHgaa aHanornyHa komaHge port security discard.

OTKNIOUMTD PYHKLMIO 3aLUUTLI HA UHTepdelice.

port security max num [voice]

no port security max

num: (0..65536)/1

3aaTb MaKCMMaNbHOE KO/IMYECTBO apecoB, KOTOPOe MOXKET
n3yunTb NopT. Mpn 3TOM U3 obLero AMMUTa afpecos
BblYMTAETCA IMMUT aApecoB B voice vian.

- voice — ycTaHaBAMBAET MAKCMMa/IbHOE KOJIMYECTBO aApecos,
KOTOpOe MOXKeT bbITb U3y4eHo B voice-vlan.

JIumuT agpecos B voice-vlan He MmoKeT nNpeBblLaTh 06Kt
NIMMHAT.

YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

port security routed se-
cure-address mac_address

no port security routed se-
cure-address mac_address

dopmat MAC-agpeca:
H.H.H, H:H:H:H:H:H,
H-H-H-H-H-H

PaspelnTb TONIbKO MapLIPYTU3aLMIO NAKETOB € YKa3aHHbIM
MAC-agpecom UCTOUYHMKA.

YCTaHOBUTb 3HaYeHME N0 YMOYAHMUIO.

port security {forward |
discard | discard-shut-
down | discard-shutdown-

vlan} [trap freq]

freq: (1..1000000) cek

BkAtounTb GYHKLMIO 3aLWnTbI Ha MHTepdeiice. BaokupyeT
DYHKLMIO U3y4eHMA HOBbIX afpecoB Ans UHTepdelica.

- forward — nakeTbl ¢ HensyyeHHbIMM MAC-aapecamu
MCTOYHWMKA NepechbiNatoTcs.

- discard — nakeTbl ¢ HensyyeHHbIMM MAC-aapecamu
WCTOYHMKa OTbpacbIBatoTCA.

- discard-shutdown — nakeTbl ¢ HensyyeHHbIMKU MAC-
aZlpecaMm MCTOYHMKA OTOpacbIBalOTCA, MOPT OTK/IOYaETCS.
- discard-shutdown-vlan — nakeTbl ¢ Hensy4yeHHbIMM MAC-
afpecamu UCTOYHMKA oTbpacbiBatoTcA. MopT yganaeTca us
cooTsetcTaytowein(nx) VLAN. BosspaT nopta 8o VLAN
ocylLecTBaseTca KomaHaoh set interface active.

- freq — YacToTa reHepupyembix cO0bLeHUI npoTokona SNMP
trap npu NOCTyn/JIeHNU HECAHKLMOHNPOBAHHbIX NAKETOB.

port security trap freq

freq: (1..1000000) cek

3a4aTb YacTOTY reHepupyembix coobuieHunit npotokona SNMP
trap npu NOCTyN/IeHNN HECAHKLMOHNPOBAHHbIX NAKeTOB.
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port security mode {secure 3a4aTb pexxum orpaHuyeHuna nsyveHma MAC-agpecos gna
{permanent | delete-on- HacTpanBaemoro nHTepdeica.

reset} | max-addresses | - max-addresses — yzanaer Tekywme AMHaMUYecKn

lock} M3y4yeHHble agpeca, CBA3aHHble ¢ UHTepdelicom. PaspelieHo

M3yyeHne MakCMMaibHOro KOIM4YecTBa afpecoB Ha NopTy.
MoBTOpPHOE N3yyYeHMe 1 CTapeHMe paspeLleHbl.

- lock — coxpaHsaeT B KOHdUrypaLmio TeKyLLMe ANHAMUYECKU
M3y4YeHHble agpeca, CBA3aHHbIe ¢ UHTepdEicoM 1 3anpeLlaeT
—/lock obyyeHne HOBbIM agpecam U CTapeHMUeE YKe U3yYeHHbIX
agpecos.

- secure — HacTpauBaeT CTaTUYECKOE OrpaHNYEHNE U3YYEHUA
MAC-agpecos Ha nopTy.

- permanent — gaHHbii MAC-agpec coxpaHuTca B Tabauue
Aaxe nocne nepesarpyskn ycTponcTsa.

- delete-on-reset — gaHHbIV agpec yaanutca nocne
nepesarpysku ycTponcTBea.

no port security mode YCTaHOBUTb 3Ha4YeHMEe N0 YMOIYAHMUIO.

KomaHObI pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console>

Tabnnua 256 — KomaHgb! pexkmuma EXEC

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
o ymon4YaHuro

show ports security {giga- MoKa3aTb HACTPOMKM yHKLUMM 6€30MacHOCTU Ha BbIbpaHHOM
bitethernet gi_port | tengi- gi_port: (1..8/0/1..48); nHTEpodeice.
gabitethernet te_port | te_port: (1..8/0/1..24);
fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port | port-channel group: (1..48)
group | detailed}
show ports security ad- MoKa3aTb TeKyLLee KOIMYECTBO U3YYEHHbIX a4 pecos u
dresses {gigabitethernet gi_port: (1..8/0/1..48); BO3MOXHbIN AMMUT AnsA 3a610KMPOBAHHbIX NMOPTOB.
gi_port | tengigabitether- te_port: (1..8/0/1..24);
net te_port | fortygiga- fo_port: (1..8/0/1..4);
bitethernet fo_port | port- group: (1..48)
channel group | detailed}
set interface active {giga- AKTMBMPOBATb MHTEPdENC, OTKAOUEHHDbIN GYHKLMEN 3aWmTbl
bitethernet gi_port | tengi- gi_port: (1..8/0/1..48); nopTta (KomaHAa JOCTYNHA TONbKO ANA NPUBUAETMPOBAHHOMO
gabitethernet te_port | te_port: (1..8/0/1..24); nosb3osaTens).
fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port | port-channel group: (1..48)
group}
show ports security status - MoKa3aTb TEKYLWMIA CTATYC BCeX MHTepECoB.

[pumepsi 8biM0AHEHUS KOMAHO

= BkatounTb GyHKUMIO 3awmTbl Ha 15 uHTepdeiice Ethernet. YcTaHOBUTL OrpaHMyeHUe Ha U3yyeHue
agpecos — 1 agpec. Mocne usyyenma MAC-agpeca 3a6710KMpoBaTb GYHKLUMIO M3YYEHUA HOBLIX aj-
pecoB A5 uHTepdeiica ¢ Lenblo oTOPOoCUTb NakeTbl ¢ HemdydeHHbIMUM MAC-agpecammn UCTOYHMKA.
CoxpaHuTb B paiin n3yyeHHbIn agpec.

console# configure
console (config)# interface tengigabitethernet 1/0/15
console (config-if) # port security mode secure permanent
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console (config-if) # port security max I
console (config-if) # port security

5.28.2 lposepka NodaAUHHOCMU KAUeHmMa Ha ocHoee nopma (cmaHdapm 802.1x)

5.28.2.1 baszosas nposepka nodauHHocMu

AyTeHTUdUKaumMAa Ha ocHoBe cTaHaapTa 802.1x obecneymBaeT NPOBEPKY NOAJIMHHOCTM NOJib30BaTeNEeN
KOMMYTaTOpa 4Yepe3 BHELWHUWA CepBep Ha OCHOBE MOPTa, K KOTOPOMY MOAKAOYEH KAWEHT. TO/bKO
ayTEHTUPULMPOBAHHbBIE M AaBTOPWU3OBAHHbIE MOJ/Ib30BATE/IM CMOrYT NepenasaTb M MPUHUMATb AaHHbIE.
MpoBepKa NoA/IMHHOCTU NOAb30BaTeel NopToB BbiNnoaHsAeTca cepepom RADIUS nocpeactsom npoTokona
EAP (Extensible Authentication Protocol).

KomaHObI pexcuma 2a0baab6Hol KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU peXKMMa rnobanbHoOM KOHGUIypauum:

console (config) #

Tabnunua 257 — KomaHab! pexuma rnobanbHoi KoHduUrypaumm

Komanoa 3HayeHue/3Ha4yeHue Leiicmeue
no yMOMYaHUIO
dotlx system-auth-control BKAtoUNTL perkmum ayTeHTuduKaumm 802.1X Ha KommyTaTope.
no dotlx system-auth-con- —/BbIKNOYEHO BbIKNt0UnTL pexxnm ayteHTudmKaumm 802.1X Ha KommyTaTope.
trol
aaa authentication dotlx 3apaTb 04MH UK ABa MeTOAa NPOBEPKM NOAJMHHOCTY,
default {none | radius} aBTOpU3aumMm 1 yyeta (AAA), AN UCNONBb30BaHUA Ha
[none | radius] nHTepoeiicax IEEE 802.1X.
- none — He BbINOHATbL ayTeHTUUKaLMUIO;
- radius — ncnonb3osaTb cnucok RADIUS-cepsepos ans
—/radius ayTeHTMdMKaLMM Nob30BaTeNs.
Bropoii meTop ayTeHTUdMKAUUKM  UCNOAb3YyeTCA
V TOJ/IbKO B C/ly4ae, ecv No nepBomy ayTeHTMdUKauma
6biN1a HeycneLwHoM.
no aaa authentication YCTaHOBUTb 3HaYEHME N0 YMOYAHMIO.
dotlx default

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHPurypaumnm nHtepdelica Ethernet:

console (config-if) #

/ Mpotokon EAP (Extensible Authentication Protocol) BbinonHaeT 3agaum ana ayteH-
TMdUKALUM yAaNEHHOrO KNMEHTa, NPY 3TOM onpeaensasa mexaHusm ayteHTuduka-
TUT7R
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Tabnunua 258 — KomaHabl pexkuma KoHpurypaumnm nHtepdelrica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
Mo ymon4aHuro

Aelicmeue

dotlx port-control {auto |
force-authorized |
force-unauthorized}
[time-range time]

—/force-authorized;

HacTtpoutb ayteHTUdUMKaumio 802.1X Ha uHTepdelice.
PaspeluaeT py4HOM KOHTPOJIb 338 COCTOAHMEM aBTOPU3aL MU
nopra.

- auto — ncnonbsosatb 802.1X oA UsMeHeHMA COCTOAHUA
KMEHTa MeX4y aBTOPU30BaHHbIM U HEABTOPU30BAHHbIM;

- force-authorized — Bbikntouaet ayteHTUdMKaumio 802.1X Ha
uHTepdelice. MopT nepexoanT B aBTOPU30BAHHOE COCTOAHUE
6e3 ayTeHTUGUKauuu;

time: (1..32) .
- force-unauthorized — nepesoanT NOpT B HEABTOPMN30BaHHOE
cocToAHune. UrHopupytoTcs BCe NOMbITKN ayTeHTUdUKaLUm
KAMEHTa, KOMMYTaTop He NpeaoCcTaBAsAeT CEPBUC
ayTeHTUdMKaLMKM A8 3TOro NopTa;
- time — vHTepBan BpemeHuU. Ecv AaHHbIM napameTp He
onpegeneH, To NOPT He aBTOPM30BaH.
no dotlx port-control YCTaHOBWTb 3HAYEHWE MO YMONYAHUIO.
dotlx reauthentication —/nepuoanyeckune BKAtOUMTL Nepuogmyeckme NoBTOPHbIE NPOBEPKU
NMOBTOPHbIE NPOBEPKM NOA/IMHHOCTM (NnepeayTeHTUMKALMIO) KANEHTA.
no dotlx reauthentication NoAJIMHHOCTH BbIKNHOUNTL NepuoanYeckme NoBTOPHbIE NPOBEPKU
BbIK/IIOYEHbI NoA/IMHHOCTU (NepeayTeHTUdUKALMIO) KANEHTa.
dotlx timeout reauth-pe- . YCTaHOBWUTbL NEPUOA, MEXKAY NOBTOPHbIMWU NPOBEPKaMM
riod period period: NoA/IMHHOCTY.
- (300..4294967295)/
no dotlx timeout 3600 cek YCTaHOBUTb 3HAYeHME N0 YMOHAHUIO.

reauth-period

dotlx timeout quiet-period
period

no dotlx timeout quiet-pe-
riod

period: (10..65535)/60
ceK

YCTaHOBUTbL NEpPUOL, B TEHEHWE KOTOPOTO KOMMYTATOP
OCTaeTCA B COCTOAHUM MOJIMaHUA NOC/e HeyAauyHOM NPOBEPKU
NOA/IMHHOCTY.

B TeueHMe nepnmosa MoYaHUA KOMMYTATOP HE MPUHUMAET U
HE MHULMUPYET HUKAKUX ayTEHTUPUKALMOHHbIX COOBLLEHNN.

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

dotlx timeout tx-period pe-
riod

no dotlx timeout tx-period

period: (30..65535)/30
ceK

YCTaHOBUTb NEPUOL, B TEYEHME KOTOPOro KOMMYTATOP
O¥KMAaeT OTBET Ha 3amnpoc M6o naeHTUdMKaLmio no
npotokony EAP oT KnneHTa, nepes NOBTOPHOM OTNPaBKOM
3anpoca.

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

dotlx max-req count

no dotlx max-req

count: (1..10)/2

YCTaHOBUTb MaKCMMaibHOE YMCI0 NOMbITOK Nepeaayun
3anpocoB NpoToKosa EAP-knneHTy nepes HOBbIM 3anyCKOM
npotwecca NpoBepKu NOAANHHOCTHU.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

dotlx timeout
supp-timeout period

no dotlx timeout
supp-timeout

period: (1..65535)/30
CeKyHA,

YCcTaHOBUTbL Nepuos Mexay NOBTOPHbIMU Nepegadamu
3anpocos npoTokona EAP-knneHTy.

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

dotlx timeout
server-timeout period

no dotlx timeout
server-timeout

period: (1..65535)/30
CeKyHA,

YCcTaHOBUTb Nepuros, B Te4eHMe KOTOPOro KOMMYTaTop
OXWUOaeT oTBeTa OT cepsepa ayTeHTMd)VIKaLLVIVI.

YCTaHOBUTb 3Ha4YeHMEe N0 YMOHAHMUIO.

dotlx timeout silence-pe-
riod period

no dotlx timeout si-
lence-period

period: (60..65535)
ceK/He 3aaHo

YcTaHOBUTb nepunopa spemeHn HeakKTUBHOCTU K/IMEHTa, No
NncTeyeHne KoToporo KANEHT CTAaHOBUTCA HEABTOPU3OBAHHbIM.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

dotlx multi-sessions moni-
tor-mode

no dotlx multi-sessions
monitor-mode

—/BbIK/IOYEHO

BkntoumTb oTnpasBky multicast Request Identity HesaBucumo
OT ayTEeHTUPULMPOBAHHBIX Ceccui

Ypanute KoHdurypauuto gns OSPF-cocepna ¢ ykasaHHbIm IPv4-
azpecom.
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KomaHOb! pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHON CTPOKKM pexnma Privileged EXEC:

console#

Tabnnua 259 — KomaHgb! pexxkuma Privileged EXEC

3HayeHue/3Ha4yeHue
no ymon4aHuro

KomaHda

Aelicmeue

dotlx re-authenticate [gi-
gabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | oob]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

Bpy4Hyto OCyLLEeCTBUTb NOBTOPHYIO NPOBEPKY NOAMHHOCTU
YKa3aHHOro nopTta B KOMaHAe, 1Mbo Bcex NopTos.,
noaaepxusatowmx 802.1X.

show dot1x interface {giga-
bitethernet gi_port | tengi-
gabitethernet te_port |
fortygigabitethernet
fo_port | oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

MokasaTtb coctosaHme 802.1X aAna KommyTtaTopa Ambo ann
yKa3aHHOro uHtepdelica.

username: (1..160)
C“MBO/I0B

show dotlx users
[username username]

MoKa3aTb aKTUBHbIX ayTEHTUDULIMPOBAHHbIX NO/b30BATENEN
802.1X KommyTaTtopa.

show dot1x statistics inter-
face {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

MokasaTtb cTatnucTuKy no 802.1X ans BbibpaHHOro nHTepdelica.

[pumepbl 8bINOAHEHUS KOMAHO

= BKAKOUUTDb pexum ayteHTudmKaumm 802.1x Ha KommyTtaTtope. Mcnonb3osatb RADIUS-cepsep anA
NPOBEPKN MOAIMHHOCTM KNMEHTOB Ha nHTepdeitcax IEEE 802.1X. Ana 8 nHtepdeiica Ethernet uc-

Nosib30BaTb pPeXMm ayTeHTUdMKaumm 802.1x.

console# configure

console (config)# dotlx system-auth-control

console (config)# aaa authentication dotlx default radius
console (config) # interface tengigabitethernet 1/0/8
console (config-if)# dotlx port-control auto

= [lokasaTtb cocToaHMe 802.1x ana KommyTtaTopa, 4na 8 uHtepdeiica Ethernet.

console# show dotlx interface tengigabitethernet 1/0/8

Authentication is enabled
Authenticating Servers: Radius
Unauthenticated VLANs:

tel/0/8

Host mode: multi-host

Port Administrated Status: auto
Guest VLAN: disabled

Open access: disabled

Server timeout: 30 sec

* Port is down or not present
Reauthentication is disabled

Authentication failure traps are disabled
Authentication success traps are disabled
Authentication quiet traps are disabled

Port Operational Status: unauthorized*
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Reauthentication period: 3600 sec
Silence period: 0 sec
Quiet period: 60 sec

Interfaces 802.1X-Based Parameters
Tx period: 30 sec

Supplicant timeout: 30 sec

Max req: 2
Authentication success: 0
Authentication fails: 0

Tabnnua 260 — OnuncaHMe pe3ybTaToB BbIMOJIHEHMA KOMaHA,

Mapamemp

OnucaHue

Port

Homep noprta.

Admin mode

Pexum ayteHTMdMKaymm 802.1X: Force-auth, Force-unauth, Auto.

Oper mode

OnepauymoHHbIA PEKMM MOopTa: aBTOPM30BaHHbINA, HEAaBTOPM30BaHHLIN, NMB0 BbIKAOYEHHbIN
(Authorized, Unauthorized, Down).

Reauth Control

KoHTponb nepeayTeHTUOUKaALNN.

Reauth Period

Mepunoa mexay NOBTOPHbIMM NPOBEPKAMM NMOAANHHOCTHU.

Mma nonb3osaTtena npu ncnonbsosaHum 802.1X. Ecam nopt aBTOpM30BaH, TO 0TObparkaeTca uma

Username TEKyllero nonb3osatensa. Ecnnm nopT He aBTOpPWU30BaH, TO oTobpaxaeTcA MMA nocnefHero
yCrewHo aBTOPU30BaHHOIO NOMb30BaTeNA Ha NOPTY.
Quiet period Mepuoga, B Te4EHME KOTOPOrO KOMMYTAaTOP OCTAETCA B COCTOAHMU MONYAHUA NOC/Ae HeyaauHol
P NPOBEpPKU NOAMHHOCTY.
Tx period Mepuog, B Te4eHME KOTOPOro KOMMYTATOP OXUAQET OTBET Ha 3anNpoc IMH60 NAEHTUDUKALNIO NO
npotokony EAP oT knneHTa, Nnepes NOBTOPHOM OTNPABKOM 3anpoca.
Max req MakcumanbHoe YMcno NONbITOK Nepesaym 3anpocos npoTokona EAP kaneHTy nepes HOBbIM 3a-

MyCKOM npouecca NpoBePKN NOAMHHOCTH.

Supplicant timeout

Meprog mexxay NOBTOPHbIMM Nepefayamm 3anpocoB NpoTokona EAP KaneHTy.

Server timeout

Meprog, B TeUEHME KOTOPOro KOMMYTaTOP OXKMAAET OTBETA OT CepBepa ayTeHTUOUKALUN.

Session Time

BpeMﬂ NOAKNKYEHUA NO/Ib30BATENA K yCTpOﬁCTBy.

Mac address

MAC-agpec nonb3osartens.

Authentication Method

MeTog, ayTeHTUMKALMM YCTAHOBNEHHOW ceccum.

Termination Cause

MpryrHa 3aKpbITUA ceccuu.

State

TeKyuiee 3HayeHMe aBTOMaTa COCTOSHUI onpeaennTens NoAANHHOCTM U BbIXOAHOTO aBTOMaTa
COCTOSIHUN.

Authentication success

Konnuectso nonyyeHHbIx coobueHnin 06 ycnewHom ayTeHTUGUKaLMmM OT cepeepa.

Authentication fails

Konnuectso nonyyeHHbIX cOOBLLEHMI O HeycnelwHo ayTeHTudMKaLLMKM OT cepBepa.

VLAN

lpynna VLAN Ha3HauyeHHas nonb3oBaTento.

Filter ID

UaeHTudukaTop rpynnbl GuabTpaLum.

272 Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324




DHELTEX

= [loKkasaTtb cTaTUCTUKY no 802.1x ana nHtepdeica Ethernet 8.

console# show dotlx statistics interface tengigabitethernet 1/0/8

EapolFramesRx: 12
EapolFramesTx: 8
EapolStartFramesRx: 1
EapolLogoffFramesRx: 1
EapolRespIdFramesRx: 4
EapolRespFramesRx: 6
EapolRegIdFramesTx: 3
EapolRegFramesTx: 5
InvalidEapolFramesRx: O
EaplengthErrorFramesRx: 0
LastEapolFrameVersion: 1
LastEapolFrameSource: 00:00:02:56:54:38

Tabnunua 261 — OnuncaHMe pe3ybTaToB BbIMOJHEHMA KOMaH/,

Mapamemp OnucaHue

KonnuectBo KOppeKTHbIX NakeToB Atoboro Tuna npotokona EAPOL (Extensible Authentication
EapolFramesRx

Protocol over LAN), npuHATbIX AaHHbIM OnpeaenvMTenem noaMHHOCTH.

KonnuectBo KOppeKTHbIX nakeToB fitoboro Tmna npotokona EAPOL, nepefaHHbIX AaHHbIM
EapolFramesTx PP P » NepeA A

onpegenvTenem noaJMHHOCTHU.

Konunyectso naketos Start npotokosna EAPOL, NpuHATLIX AaHHbIM onpegenuTenem nogamH-
EapolStartFramesRx P » 1P A peA ad

HOCTK.

Konnuectso naketos Logoff npotokona EAPOL, NpuHATbIX AaHHbIM onpeaennTesem noganH-
EapolLogoffFramesRx

HOCTW.

KonnuectBo naketoB Resp/ld npoTokona EAPOL, NpuHATLIX AaHHbIM ONpeaennTenem nog-
EapolRespldFramesRx p/id np » P A PeA A

JIMHHOCTW.

Konnuecteo naketos oTeeToB (Kpome Resp/Id) npoTtokona EAPOL, NpuHATbIX faHHbIM onpe-
EapolRespFramesRx (kp p/id) np » 1P A P

genvtenem noaJMHHOCTH.

Konnuectso naketos Resp/ld npoTtokona EAPOL, nepefaHHbIX AaHHbIM onpeaenutesnem
EapolReqldFramesTx o/ P » MEPEA A pea

NOA/IMHHOCTW.

KonunuectBo naketos 3anpocoB (Kpome Resp/ld) npotokona EAPOL, nepeAaHHbIX AaHHbIM
EapolReqFramesTx P (kp p/id) np » NEPEA A

onpeaenutenem noasIMHHOCTY.

. Konnyectso naketos npotokona EAPOL c Hepacno3HaHHbIM TUNOM, MPUHATBLIX AAHHbIM

InvalidEapolFramesRx P P » P A

onpegenvTenem noa/MHHOCTHU.

Konnuyectso naketos npoToKosa EAPOL c HEKOPPEKTHOM ONNHOM, MPUHATLIX AAHHbIM Onpe-
EaplLengthErrorFramesRx P PP A » P A P

nenutenem noajMHHOCTU.
LastEapolFrameVersion Bepcua npotokona EAPOL, npuHATaA B CamoM Noc/iegHeM Ha AaHHbI MOMEHT nakeTe.
LastEapolFrameSource MAC-agpec UCTOYHMKA, MPUHATLIA B CAMOM NOCAEAHEM Ha AaHHbI MOMEHT NaKeTe.

5.28.2.2 PacwupeHHasa nposepKa nodauHHOCMuU

PacwupeHHble HacTpolikm dotlx No3BOAAIOT NPOBOAMTL NPOBEPKY MNOAJAMHHOCTU AN HECKOJbKUX
KJMEHTOB, NOAK/IOYEHHbIX K NopTy. CyllecTByeT ABa BapuaHTa ayTeHTUPUKALMK: NepBbIi, Koraa NpoBepKa
NOAJIMHHOCTM HA OCHOBE MOPTa TpebyeT ayTeHTUPUKALMM TOJIbKO OLHOTO KMEHTA, YTObbI AOCTYN K cucTeme
MMenn Bce KaneHTbl (pexxum Multiple hosts); BTopoi, Koraa npoBepKa NOAAMHHOCTU Tpebyet
ayTeHTMOUKALMM BCEX MOAKAIOUYEHHbIX K MOPTY KAMEHTOB (pexkum Multiple sessions). Ecan nopT B pexunme
Multiple hosts He npoxoauT ayTeHTMdMKALMIO, TO BCEM MNOAKNIOYEHHbIM XOCTam byaeT 0TKasaHo B AOCTyne K

pecypcam ceTu.
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KomaHObI pexcuma 210b6aabHol KOHGuU2ypayuu

BuAa 3anpoca KoMaHAHOM CTPOKM B pexXume rnobanbHoi KoHGUrypaumu:

console (config) #

Tabanua 262 — KomaHgbl pexuma rnobanbHoi KoHdUrypaumm

3HayeHue/3HayeHue
no yMmoA4aHuo

KomaHoa

Aeiicmeue

dotlx traps authentication
success [802.1x | mac |
web]

no dotlx traps authentica-
tion success

— /BbIKAOYEHO

PaspelnTb OTNPaBKY trap-coObLEHNIA, KOrAa KANEHT yCnewHo
NpPoXoamT ayTeHTUdUKaLMIo.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

dotlx traps authentication
failure [802.1x | mac |

PaspewunTb 0TNPaBKy trap-coobLeHni, Koraa KAMeHT He npoLuen
ayTeHTUdUKaLMIO.

— /BbIKOYEHO

no dotlx traps authentica-
tion quiet

web] —/BbIKOYEHO

no dotlx traps authentica- YCTaHOBUTbL 3HaYeHUeE NO YMONYAHUIO.

tion failure

dotlx traps authentication BKAOUMTb OTNpaBKy trap-coobueHunii Npu NpesbiWeHUn
quiet nosib3oBaTe/IeM MaKCMMasbHO AOMYCTUMOTrO KOJIMYecTBa

6e3ycneLHblX NONbITOK ayTeHTUGUKaLUW.

YCTaHOBUTb 3Ha4YeHMe NO YMOHYAHMUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bupg, 3anpoca KOMaHAHOM CTPOKM B pexkmMme KoHdurypauumn nHtepdeliica Ethernet:

console (config-if) #

Tabnnua 263 — KomaHabl pexkuma KoHourypaumm nHtepdeiica Ethernet

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

dotlx host-mode
{multi-host | single-host |

multi-sessions} —/multi-host

Pa3pelwnTb Hanume o4HOro/HECKONbKUX KAMEHTOB Ha
asTopm3oBaHHOM nopTty 802.1X.

- multi-host — HeckoNbKO KNNEHTOB;

- single-host — oguH KAneHT;

- multi-sessions — Hecko/bKoO ceccuit.

dotlx violation-mode {re-
strict | protect | shut-
down} [trap freq]

—/protect;
freq: (1..1000000)/1 cek

no dotlx single-host-viola-
tion

3afaTb AeiCcTBNE, KOTOPOE HEODXOAMMO BbINOIHUTL, KOTAa
ycTpoicteo, MAC-agapec KoToporo oTanyaertca or MAC-agpeca
K/IMEHTA, OCYLLEeCTBAAET NOMNbITKY JOCTyNa K MHTepdeicy.
- restrict — nakeTbl ¢ MAC-agpecom, oTamnyHbim oT MAC-aapeca
KAMEeHTa, NepecblNatoTca, NPy 3TOM agpec UCTOYHUKA He
nsyyaercs;
- protect — naketbl c MAC-agpecom, oTandHbiMm oT MAC-agpeca
KNMeHTa, oTbpacbiBatoTCs;

- shutdown — nopTt BbikAtoYaeTca, naketsl ¢ MAC-agpecom,
oTAnyHbIM oT MAC-agpeca KaveHTa, oTbpacbiBatoTcs;

- freq — YacToTa reHepupyembix coobLeHuit npoTokona SNMP
trap npu NOCTyN/ieHNN HeCaHKLMOHNPOBAHHbIX NaKeTOB.

V KomaHpga urHopupyertca B pexkume Multiple hosts.

YCTaHOBUTb 3HaYeHME N0 YMOHAHMUIO.
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dotlx authentication
[mac | 802.1x | web]

no dotlx authentication

— /BbIKAOYEHO

BKkntounTb ayTeHTUdMKaLmto.
- mac — BK/Il0YaeT ayTeHTUPMKALMIO, OCHOBAHHYH Ha MAC-
agpecax;
- 802.1x — BK/ItOYaET ayTeHTUPMKaLMIO, OCHOBaHHYIO Ha 802.1x;
- web -BkntoyaeT mexaHnam web-based ayteHTUdPMKaLmm
. - He pomkHO 6bITb cTaTUuecknx npusasok MAC-agpe-
! COB.
- ®YHKUMA NOBTOPHOW ayTeHTUPMKALUU [OMKHA
6bITb BKAIOYEHA.

BbIK/MOUNTb ayTEHTUDUKALMIO, OCHOBaHHYH Ha MAC-agpecax
nonb3osaTesnei.

dotlx max-hosts hosts

no dotlx max-hosts

hosts:
(1..4294967295)

3aaTb MaKCMMaNbHOE KO/IMYECTBO XOCTOB, NPOLUEALINX
ayTeHTUdMKaLMio.

BepHyTb 3HaUYEHME MO YMOYaHUIO.

dotlx max-login-attempts
num

no dotlx max-login-at-
tempts

num: (0, 3..10)/0

3apaTb KOAIMYECTBO HeyAauHbIX NOMbITOK BBOAA JIOTMHA, Nocae
KOTOPbIX KMEHT BIOKUpyeTCS.
0 — 6eCKOHEYHOE YMC/I0 MOMBITOK.

BepHyTb 3HaYeHMe MO YMOAYAHUIO.

dotlx guest-vlan enable

no dotlx guest-vlan enable

— /BbIK/IOYEHO

BKkntounTb pyHKUMIO rocteBont VLAN Ha Tekylem uHTepdeiice.

BbIkntountb dyHKUMIO rocTeBoit VLAN Ha Tekylem nHtepdeiice.

dotlx critical-vlan enable

no dot1x critical-vlan ena-
ble

— /BbIKOYEHO

BKAtounTb PyHKUMIO KpuTndeckoro VLAN Ha TeKkyliem
nHTepdelice.

BbIKN0UNTb GYHKUMIO KpuTUYeckoro VLAN Ha Tekyliem
nHTepdelice.

dotlx radius-attributes fil-
ter-id

no dotlx radius-attributes
filter-id

— /BbIK/IOYEHO

BK/OYMTbL NPOBEPKY NOA/IMHHOCTM, OCHOBaHHYH Ha ACL/
Ha3HauuTb QoS-Policy.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

dotlx radius-attributes
vlan {reject | static}

no dotlx radius-attributes
vlan

— /BbIKOYEHO

BKkntounTb 06paboTKy onuum Tunnel-Private-Group-ID (81) B
coobuweHmnax RADIUS-cepsepa.

BbIkNouNTb 06paboTKy onumm Tunnel-Private-Group-ID (81) B
coobueHmnsax RADIUS-cepsepa.

dotlx radius-attributes
vendor-specific data-filter

no dotlx radius-attributes
vendor-specific data-filter

— /BbIK/OYEHO

BKtounTb PyHKLMIO AMHammMYeckoro aobasneHus ACL Ha nopT
yepes coobueHuns ot RADIUS-cepsepa.

BbIKNOUNTb GYHKLUMIO ANHaMMUYecKoro gobasneHmsa ACL Ha nopt
Yyepes coobueHuns ot RADIUS-cepsepa.

KomaHObI pexcuma KoHguaypuposaHusa VLAN

BuAa 3anpoca KoMaHAHOWM CTPOKM B pexxnume KoHPUrypuposaHua nHtepoeica VLAN:

console (config-if) #

Tabnuua 264 — KomaHapl pexkuma KoHourypuposaHua nHtepdeica VLAN

KomaHoa

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

dotlx guest-vlan

no dotlx guest-vian

no ymonyaHuto VLAN He
onpefeneH Kak roctesoi

Onpegenntb roctesoin VLAN.

OTKpbIBaeT HeaBTOPM30BaHHbLIM NOb30BaTENAM UHTEpPdElica
poctyn K roctesomy VLAN. Ecnv roctesoit VLAN onpeaeneH u
paspelleH, NopT byaeT aBTOMATUYECKN NPUCOEOUHATLCA K HEMY,
KOrga He aBTOpPM30BaH, M NOKUAATb, KOrga nponaeT
aBTopM3aumio. YTobbl MCNOIb30BaTb AaHHbIM GYHKLMOHAA, NOpPT
He A0/KeH BbITb CTaTUYECKMM YneHom roctesoro VLAN.

YCTaHOBUTb 3Ha4YeHME N0 YMOSYAHMUIO.

dotlx critical-vlan

Onpegenntb VLAN B KayecTBe Kputuyeckoro. OTKpbiBaeT
HeaBTOPM30BaHHbIM NO/b30BATENAM AOCTYN B KPUTUHECKUIA
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no dotlx critical-vlan

no ymonyanutio VLAN
He onpeaeneH Kak
KPUTUYECKUIA

VLAN npwu HegocTynHocTu cepsepos RADIUS. Ecnuv Kputuyeckui
VLAN onpegeneH v paspeLleH, nopT byaeT aBToMaTUYECKU
Aob6aBneH B Hero nocne akTMBaLUM U NMOKUHET KPUTUYECKUIA
VLAN npu nonyyeHumn oTseTa OT cepsepa.

YCTaHOBUTb 3HaYeHME N0 YMONYAHMUIO.

dotlx auth-not-req

no dotlx auth-not-req

Nno YMO4aHUIO aBTO-
pusauma ana VLAN
BKJIOYEHA

Onpegennts VLAN 6e3 aBTopusaumnn. OTKpbiBaeT
HEeaBTOPM30BaHHbIM MO/Ib30BaTENAM AOCTYN K BblAE/IEHHOMY
VLAN. HeaBTopm3oBaHHbI VLAN gonKeH 6bITb Ha3HayYeH Ha
NopT CTaTUYECKM KaK tagged.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

KomaHObl pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHON CTPOKKM pexnma Privileged EXEC:

console#

Tabnunua 265 — KomaHapl pexkmma Privileged EXEC

KomaHoa

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

show dot1x interface
{gigabitethernet gi _port |
tengigabitethernet
te_port |
fortygigabitethernet
fo_port | oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

HacTtpouTb npoTokon 802.1x Ha uHTepdelice (KomaHAa AOCTyNHa
TONbKO AR NPUBUIETMPOBAHHOTO NO/Ib30BaTENA).

show dot1x detailed

MoKa3aTb pacliMpeHHble HAaCTPOMKKM NpoTokoia 802.1x.

show dot1x users
[username]

username: CTpOKa

loKa3aTb aBTOPU30BAHHbIX K/IMEHTOB.

show dotlx locked clients

Moka3aTb HEaBTOPM30BAHHbBIX K/IMEHTOB, 3aBIOKMPOBaAHHbIX MO
Talimayry.

show dot1x statistics
interface {gigabitethernet
gi_port |
tengigabitethernet
te_port |
fortygigabitethernet
fo_port | oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

Moka3saTtb cTaTucTUKy 802.1x Ha MHTepdelicax.

5.28.2.3 Hacmpolika akmusHo20 ceaHca KnueHma (CoA)

RADIUS CoA (Change of Authorization) — aTo ¢yHKUMSA, KOTOpan no3sonseT cepsepy RADIUS HacTpouTb
aKTUBHbIN CeaHC KNNEHTA, paHee ayTeHTUPULMPOBAHHOIO Ha OCHOBe cTaHaapTa 802.1x. O6paboTka coobleHui
CoA-Request npoucxoaut B cootseTcTBuM ¢ RFC 5176. O6pabaTbiBatoTcs coobuueHus, npuweawme Ha UDP-nopT
3799 oT cepBepoB, 3a4aHHbIX KOMaHAOW radius-server hosts 1 ¢ Knto4yom, 3a4aHHbIM KOMaHAaoM radius-server
key. Ana naoeHTMdMKaumMm ceaHca KameHTa ucnonbsytotca RADIUS-atpubyTtbl User-Name wnn Acct-Session-Id.
[ns HacTpoiKuM ceaHca KaneHTa nogaeprkmeatotca RADIUS-atpubyTbl Tunnel-Private-Group-Id, Filter-1d, Calling-
Station-Id, Eltex-Data-Filter, Eltex-Data-Filter-Name.

KomaHObI pexcuma 2a06anbHol KOHpuU2ypauuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexkmnma rnobanbHoM KOHPUrypaumm:

console (config) #
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Tabnmua 266 — KomaHabl pexkmma rnobanbHom KoHpuUrypaumm

3HayeHue/3Ha4yeHue

Aeilicmeue
o yMmon4YaHuo

KomaHda

aaa authorization dynamic BKNOUMTB PYHKLMIO HACTPOMKM aKTUBHOIO ceaHca KaueHTa (CoA).
radius
no aaa authorization

dynamic

—/BbIK/IOYEHO —
BbIKNHOUNTL GYHKLMIO HACTPOMKM aKTUBHOTO ceaHca KaueHTa (CoA).

5.28.3 Hacmpolika ¢pyHkyuu MAC Address Notification

®dyHKkuma MAC Address Notification nossonser orcnexmnsaTb NoABNEHME U UCYE3HOBEHNE aKTUBHOIO
060pyL0BaHUA Ha CETU NYTEM COXPAaHEHUA ncTopun nsydeHna MAC-agpecos. Mpu 06HaPYKEHUN U3MEHEHWI
B cocTaBe nsyyeHHbix MAC-afpecoB KOMMyTaTOp COXpaHAaeT MHpopmaumio B Tabnmue n nsseLaet 06 aTom c
nomoLbto coobuieHmit npotokona SNMP. OyHKLMA MMeeT HacTpansaemble NapameTpbl — raybuHa Uctopmm
0 CODObITUAX U MUHMMAa/bHBIN MHTEepPBan oTnpasku coobuieHnit. Cepsuc MAC Address Notification oTkatoueH
MO YMOJIYAHUIO U MOXKET ObITb HaCTPOEH BbIBOPOYHO A/1A OTAENbHbIX MOPTOB KOMMYyTaTOpa.

KomaHObI pexcuma 2a06anab6Hol KOHguU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKMUMe r106anbHON KOHPUrypaumm:

console (config) #

Tabnnua 267 — KomaHgb! pexuma rnobanbHoi KoHdUrypaumm

KomaHda

3Ha4yeHue/ 3Ha4yeHue
no yMmoa4aHuo

Aelicmeue

mac address-table notifica-
tion change

no mac address-table noti-
fication change

—/BbIK/IIOYEHA

KomaHaa npesHasHayeHa ans rnobanbHOro ynpasaeHus
dyHKumen MAC notification. KomaHaa paspelsaeT perncrpaumto
cobbiTuit aobasneHus u yaaneHna MAC-agpecos B/u3 Tabauu,
KOMMYTATOpa 1 OTNPaBKY yBEAOMIEHUA O COOLITUAX.

Ona paboTbl GyHKLUM HEOBXOANMO [ONONHUTENBHO Pa3peLaTh
reHepaLmio yBegoMIeHUI Ha MHTepdelicax (Cm. HUXKE).

Bbikntountb pyHKuMto MAC notification rnob6anbHO M OTMEHUTb
COOTBETCTBYHOLLME HACTPOMKM Ha BCeX MHTepdeicax.

mac address-table notifica-
tion flapping

BkntounTb PyHKLMIO 0BHapyKeHus dnannuHra MAC-aapecos.

no mac address-table noti-
fication change interval

(0..4294967295)/1

no mac address-table notifi- /ekniouena BbIkntounTb GyHKUMIO 0BHapyKeHuA dnannmuHra MAC-agpecos.
cation flapping
mac address-table notifica- MaKcrMManbHbI1 MPOMENKYTOK BPEMEHWU MeX Ay OTNpaBKamm
tion change interval value SNMP-yBegomnenuin. Ecnvm 3HayeHue MHTepBasa BPEMEHWN PAaBHO
0, To reHepaLma yBeAOMIEHUIN U COXPaHEeHWe CObbITUIA B UCTOPUIO
byAeT oCyLWecTBAATLCA HEMEANEHHO MO Mepe BOSHUKHOBEHUA
value: cobbITUIM 06 M3MeHeHUn coctosiHMA Tabanupl MAC-agpecos. Ecim

3HayeHue nHTepBasa BpemeHu bonblie 0, To ycTpoiicTeo byaeT
HakanausaTb cobbITnA 06 n3smeHeHUM cocToaHNA Tabanubl MAC-
afipecoB B TeYeHWe 3TOro BpeMeHHu, a 3aTem oTnpaBAATb
yBefomneHusa npotokona SNMP 1 coxpaHaTb cOBbITUA B UCTOPUU.

BoccTtaHOBUTb 3HAYEHWE N0 YMONYAHUIO.

mac address-table notifica-
tion change history value

value: (0..500)/1

334aTb MaKCMManbHOE KOIMYecTBO CObbITUIA 06 M3MEHEHUU
cocTosHua Tabauubl MAC-agpecoB, KOTOpOe CoxXpaHseTcs B
nctopun. Ecam yctaHoBneH pasmep UCTOPUK paBHbii 0, To
cobbITUA He coxpaHatoTca. Npu nepenonHeHun bydbepa nctopun
HOBOe COb6bITHE MOMELLAETCA HAa MECTO CAMOTO0 CTaporo.
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no mac address-table noti-
fication change history

BocctaHOBUTL 3Ha4YeHWe No YMON4YaHUIO.

snmp-server enable traps
mac-notification change

no snmp-server enable
traps mac-notification
change

—/BbIK/OYEHO

BkatounTb oTnpasky SNMP-yBegomneHuii 06 nsmeHeHum
cocToAaHuA Tabaunubl MAC-agpecos. NS OTKAOYEHUA
ncnonbsyeTtca oTpuuaTenbHaa Gopma KomaHabl.

Ecnvn oTnpaBska yBeAOMNEHWIA BKAOYEHA, TO YCTPOMCTBO byaeT
MHPOPMMPOBATL O COBLITUAX CO0BLLEHUAMM NPoTOKOAa SNMP 1
COXPaHATb COOTBETCTBYIOLLME COObITUA B UcTOpMM. Eciv oTnpaska
SNMP-yBe4OMAEHUI BbIKIOYEHA, TO YCTPOWMCTBO BYAET TONbKO
COXPaHATb COBLITUA B UCTOPUN.

OTKAoYUTL 0TNpaBKy SNMP-yBegomneHuii 06 usmeHeHum
cocTosiHua Tabaunubl MAC-aapecos.

snmp-server enable traps
mac-notification flapping

no snmp-server enable
traps mac-notification flap-
ping

—/BKAtOYEHa

BKkntounTb oTnpaBKy Tpanos o dnannuHre MAC-agpecos.

OTKNOYUTL OTNPaBKy Tpanos o dnannuHre MAC-agpecos.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnunua 268 — KomaHabl pexkuma KoHdpurypaumm nntepoeliica Ethernet

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

snmp trap mac-notification
change [added | removed]

no snmp trap mac-notifica-
tion change

—/BbIK/IIOYEHA

BK/OUNTL reHepaumio yBegoMNEHUN Ha KaxKaoM UHTepoelice o
cobbITHAX U3MeHeHuna cocToaHna MAC-agpecos. OTaenbHO
MOKHO Pa3peLlnTb reHepaLmio yBeLoMAEHU TO/IbKO 06
nsyyeHnn MAC-agpecos, 1Mb60 TONbKO 06 MX yaaneHuu.

OTK/OYUTL reHepaLnio yBegOMAEHNI Ha HTepdelice.

KomaHObl pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK B pexume privileged EXEC:

console#

Tabanua 269 — KomaHgbl pexkuma privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aeiicmeue

show mac address-table
notification change history
[gigabitethernet gi_port |
tengigabitethernet

te_port | fortygigabitether-
net fo_port | port-channel
group | vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094).

OT06pa3unTh Bce yBeAoMAeHUs 06 3meHeHnM cocTosHua MAC-
afpecoB, COXPaHEHHbIX B UCTOPUM.

show mac address-table
notification change statis-
tics

OT06pa3unTb CTAaTUCTMKY cepBuca: obuiee KoanYecTBo cobbiTuii 06
nsyyeHnn MAC-aapecos, obLiee KomyecTso cobbITHil 06
yaaneHun MAC-agpecos, obLiee KOMYecTBO OTNPaBIeHHbIX
SNMP-coobuweHui.
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[Tpumepbl UCNoAb308GHUS KOMAHO

= B npumepe NOKasaHO, Kak HacTpouTb nepeaady coobuweHunit SNMP MAC Notification Ha cepBep ¢
agpecom 172.16.1.5. MNpun HacTpoiKe 3aaaeTca obuee paspelleHne paboTbl cepsBuca, HacTpa-
MBaeTCs MUMHUMAbHbIA MHTEPBA/ OTNPABKU COObLLLEHNI, 3aaeTca pa3mep UCTOPUM COObITUIM 1
HaCcTpaMBaeTCcA CepBUC Ha BbIBpaHHOM NOpPTY.

console (config snmp-server host 172.16.1.5 traps private
console (config snmp-server enable traps mac-notification change

)
)
console (config)# mac address-table notification change
)
)

H= = FH T

(
(
(
console (config mac address-table notification change interval 60
console (config) # mac address-table notification change history 100
console (config) # interface gigabitethernet 0/7

console (config-if) # snmp trap mac-notification change

console (config-if) # exit

console (confiqg) #

5.28.4 Konmponae npomokona DHCP u onyusa 82

DHCP (Dynamic Host Configuration Protocol) — ceTeBoi NpoToKoA, NO3BONAIOWMIA KIMEHTY NO 3anpocy
nonydats IP-agpec u apyrue Tpebyemble napameTpsbl, Heobxoanmble ansa paboTsl B cetn TCP/IP.

MpoTokon DHCP moeT NCrno/ib30BaTbCA 3/10yMbILEHHUKAMU A1 COBEPLUEHUA aTaK Ha YCTPOMCTBO,
KaK CO CTOPOHbI KNMeHTa, 3actasnaa DHCP-cepBep BblgaTh BCe AOCTYNHbIE aapeca, Tak U CO CTOPOHbI CepBepa,
nyTem ero nogmeHbl. [porpammHoe obecneyeHme KOMMYTaTopa No3BoAAET 0becneynTb 3aLWmMTy YCTPOMUCTBA
OT aTak ¢ ucnosab3oBaHnem npotokoaa DHCP, ana yero npumeHaeTca GyHKUMA KOHTpoaA npoTokona DHCP —
DHCP Snooping.

YcTpoicTBo cnocobHo oTcnexuneaTb nossneHne DHCP-cepBepoB B ceTH, paspeluas Ux UCNno/ib3oBaHue
TO/IbKO Ha «A0BEPEHHbIX» UHTepdEelicax, a TakKe KOHTPOMPOBaTb A0CTYyN KAneHToB K DHCP-cepsepam no
TabauLe COOTBETCTBUMA.

Onuma 82 npotokosa DHCP (option 82) ucnonb3syercs ana toro, 4tobbl NnponHdpopmmposatb DHCP-
cepBep 0 Tom, oT Kakoro DHCP-peTpaHcnaTopa (Relay Agent) n yepes KakoW ero nopt 6bi1 NoayyYeH 3anpoc.
MpumeHseTca aaa yCTaHOBNEHMA COOTBETCTBMI IP-agpecoB M NOPTOB KOMMYTATOPA, a TaKKe 41a 3alnTbl OT
aTaK ¢ ucnosibsoBaHMem npoTokosa DHCP. Onuus 82 npeacTtaBnseT coboi AONONHUTENbHYIO MHbOPMaLUIO
(Mmsa ycTpoictBa, Homep nopTa), fAobaBaseMyto KOMMYTaTOPOM, KOTOPbIN paboTaeT B perkume DHCP Relay
areHTa (6e3 pobasneHus IP-agpeca Ha KAMEHTCKUI MHTepdelic) nnm ¢yHKkumm DHCP Snooping (npu ycnosuu
BK/IlOYeHMs KomaHapb! ip dhep information option). Ha ocHoBaHun aaHHo onumn DHCP-cepBep BbigenseT IP-
aapec (gnanasoH IP-agpecos) u agpyrve napameTpbl NOPTY KOMMyTaTopa. Noayuns HeobxoamMmble AaHHble OT
cepBepa, DHCP Relay areHT BblgensieT IP-afpec KNMeHTy, a TakXke nepegaeTt emy Apyrne Heobxoaumblie
napameTpsbl.

Onuma dopmupyeTca € y4eTom npuoputeta (B nopagKe yMeHbLUEHWA): HACTPOMKU WHTepdelica
Ethernet - HacTpoliku nHTepdeiica VLAN = HacTpPOMKKM pexnma rnobanbHOro KOHGUrypmupoBaHus.

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324 279



HELTEX

Tabnmua 270 — ®opmat none onummn 82

lMone

Mepedaeaemas uHghopmayus

Circuit ID

Mms xocTa ycTpoiicTsa.

Ctpoka Buaa eth <stacked/slotid/interfaceid>:<vlan>
MocnepgHuit 6aiiT — HOMep NOPTa, K KOTOPOMY NOAK/IIOYEHO YCTPOMCTBO, OTNPaBAA-

towee dhcp-3anpoc.

Remote agent ID

Enterprise number — 0089c1

MAC-aapec ycTponcTsa.

R

[Ona ucnonbsoBaHua onuun 82 Ha YCTPOMCTBE A0/KHA ObiTb BKAOYeHA ¢yHKuua DHCP
relay areHTa (6e3 go6aBneHusn IP-agpeca Ha KAMeHTCKUit uHtepdeiic) uam pyHkuma DHCP

Snooping (npu ycnosum BKAoUeHUA KOMaHAb! ip dhcp information option).
' ! DOnAa KoppekTHOI paboTbl ¢pyHKuunM DHCP Snooping Bce ucnonbdyembie DHCP-cepBepbl
N BONXKHbI 6bITb NOAK/IOYEHDbI K «A0BEPEHHbIM» NOPTaM KommyTtaTopa. Ana aobasneHuns
nopTa B CNUCOK «A,0BepPEeHHbIX» ucnonblyetrca kKomaHaa IP dhcp snooping trust B pexkume
KoHdurypauum unHtepdeiica. Ana obecneyeHna 6e30nacHOCTU BCe OCTajibHble NOPTbI
KOMMYTaTOpa A,0/1KHbl 6bITb «HEA0BEPEHHbIMUY.

KomaHObI pexcuma 2a06ana6HolU KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexRnma rnobanbHoM KOHPUrypaumm:

console (config) #

Tabanua 271 — KomaHgb! pexuma rnobanbHoi KoHduUrypaumm

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

ip dhcp snooping

—/BbIK/IIOYEHO

no ip dhcp snooping

BKAHOUMTL KOHTPOIb MpoTOKoNa DHCP nytem BeaeHusa Tabaunubl
DHCP Snooping 1 oTNpaBKK KNMEHTCKUX LMPOKOBELLATENbHbIX
DHCP-3anpocoB Ha «40BepeHHbIe» MopThbl.

BbIkntounTb KOHTPOIL NpoTokona DHCP.

ip dhcp snooping vlan
vlan_id

vlan_id:

no ip dhcp snooping vlan
vlan_id

(1..4094)/BbIKNtOYEHO

PaspewunTb KOHTPOAb NpoToKkona DHCP B npeaenax ykasaHHoOM
VLAN.

3anpeTuTb KOHTPOb NpoToKoNa DHCP B npeaenax yKasaHHOM
VLAN.

ip dhcp snooping
information option
allowed-untrusted

Nno YMOAYaHMIO Npuem
DHCP-nakeTtoB ¢ onuueit

no ip dhcp snooping
information option
allowed-untrusted

82 OT «HEeHa[EeXHbIX»
nopToB 3anpeLueH

PaspewwnTb npuHUmaTe DHCP-nakeTsl ¢ onumeli 82 ot
«HEeHaAeXHbIX» NOPTOB.

3anpetnTb NnpuHMMmaTb DHCP-nakeTsbl c onumei 82 ot
«HEeHaAeXHbIX» NOPTOB.

ip dhcp snooping verify

no ymon4yaHuto

no ip dhcp snooping verify

BepudUKaLMa BKAOYEHA

BrkntoumTb Bepudpmkaumo MAC-agpeca kameHTa n MAC-agpeca
MCTOYHMKA, NnpuHAToro B DHCP-nakeTe Ha «He40BEPEHHbIX»
noprax.

Bbikntountb Bepuomkaumo MAC-agpeca knmeHta 1 MAC-agpeca
MCTOYHMKA, NnpuHAToro B DHCP-nakeTe Ha «He40BEpPEHHbIX»
noprax.

ip dhcp snooping database

pe3epBHbIN dain He

no ip dhcp snooping
database

ncnosibsyeTca

Pa3pelunTb ncnonb3oBaHue pesepsHoro daiina (6asbl) KOHTpoOnA
npotokona DHCP.

3anpeTuTb UCNoNb30BaHUE pe3epBHOro ¢aina (6asbl) KOHTpONA
npotokona DHCP.

ip dhcp snooping port-
down action clear

—/BbIK/IOYEHO

PaspewunTb ouncTRy Tabanusl DHCP Snooping npy nageHuu
nHTepdelica.
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no ip dhcp snooping port-
down action

3anpeTuTb ouncTKY Tabamnubl DHCP Snooping npu nageHun
nHTepdelica.

ip dhcp information option

no ip dhcp information
option

—/BbIK/OYEHO

PaspewunTb ycTponcTy AobasneHve onuun 82 npu pabote
npotokona DHCP.

3anpeTuTb ycTpoicTBY AobasneHne onummn 82 npu paboTte
npotokona DHCP.

ip dhcp information option
format-type access-node-
id node_id

no ip dhcp information
option format-type
access-node-id

node_id: (1..32)
CMMBOJI0B

YctaHoBUTb naeHTudurKaTop Access Node ID onuum 82.

YCTaHOBUTb 3Ha4YeHMe NO YMOHAHMUIO.

ip dhcp information option
format-type remote-id
remote_id

no ip dhcp information
option format-type
remote-id

remote_id: (1..128)
CMMBONOB/—

YcTaHOBUTbL naeHTUdMKaTop Remote agentlD onuumum 82.

YCTaHOBUTb 3Ha4YeHMe N0 YMOIYAHMUIO.

ip dhcp information option
format-type option format
[delimiter delimiter]

no ip dhcp information
option format-type option

format: (sp, sv, pv, spv,
bin,);
delimiter: (.,;#)/npo6en

HacTtpoutb popmat DHCP onumm 82.

dopmar:

- Sp — HOMep C/10Ta M NOpPTa;

- SV — Homep cnoTa n VLAN;

- pv — Homep nopTa u VLAN;

- Spv — Homep cnoTa, nopta n VLAN;

- bin — 6uHapHbI dopmat: VLAN, cnoT, nopr;

- user-defined — ¢dopmat onpegenserca nonb3osatenem. Mpu
onpeaeneHnn UCNoNb3yoTcA creaytowme WabnoHbl:
%h: hostname;

%p: KOPOTKOE UMA NopTa, Hanpumep gil/0/1;

%P: pavHHOE MMmsA nopTa, Hanpumep, gigabitethernet 1/0/1;
%t: TN nopta (3HaveHue nons ifTable::ifType B
WeCcTHaALATEPUYHOM BUAE);

%m: mak-agpec nopta B popmate H-H-H-H-H-H-H;
%M: mak-agpec cuctemol B popmate H-H-H-H-H-H-H;
%U: HOMep HUTA;

%S: HOMep CNoTa;

%n: HoMmep nopTa (KaK Ha NMLEBON NaHenwn);

%i: ifiIndex nopta;

%v: ngentnounkatop VLAN;

%C: MmaK-agpec kKnmeHTa B popmate H-H-H-H-H-H;
%a: IP agpec cuctemol B dopmate A.B.C.D;

%%: OAAMHOYHBIN CMMBOA %.

YCTaHOBUTb 3HaYeHue Nno YMONYaHULO.

ip dhcp information option
suboption type {tr101 |
custom}

no ip dhcp information
option suboption type

—/tr101

YcTaHOBUTL popmart onumm 82.
- tr101 — ycraHaBauBaeT ¢opmat onuum 82 cornacHo
CUHTaKCUCY, NPUHATOMY B pekomeHaaumax TR-101 s

COOTBETCTBMM C HOPMATOM, KOTOPbIV NpUBeaeH B Tabauue 272 —

dopmat nonert onuun 82 cornacHo pekomeHgaumam TR-101;
- custom — ycTaHaB/MBaeT popmat onumm 82 B COOTBETCTBUM C
dopmaTom, KoTopblli NpuBeaeH B Tabanue 273.

YCTaHOBUTb 3Ha4YeHME N0 YMOIHYAHMUIO.
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ip dhcp route {connected | PaspewunTb yCTPOMCTBY CO34aBaTh 3anNuch B Tabaunue
static} MapLipyTU3aumMm ¢ Mackol /32 ans kaxgoro IP-agpeca
nonyyYyeHHoro KnneHtom ot DHCP-cepsepa.
3anucu B Tabavue MappyTU3aLumMm aBTOMaTUYECKU yA4anatoTcs
npu UcTe4yeHnn cpoka apeHapl IP-agpecos.
— connected — mMapLpyT co34aeTcA KaK NOAKNIOYEHHbIN;
— static — mapLwpyT co34aeTca Kak CTaTUYECKUIA.
DyHKUMA paboTaeT TONbKO Npu BKAOYEHHbIX DHCP
Snooping u DHCP Relay.

no ip dhcp route 3anpeTuTb YCTPOMCTBY CO34,aBaTb 3anunck B Tabauye
MapLpyTusaummn ana Kaxagoro IP-agpeca nonydyeHHoro ot DHCP-
cepsepa.

Tabnuua 272 — ®opmat noneit onumm 82 cornacHo pekomeHgaumam TR-101

Mone lMepedasaemas uHgpopmayusa

Mmn xocTa ycTpolicTBa.

cTpoKa Buaa eth <stacked/slotid/interfaceid>: <vlan>

MocnegHuit 6aiT — HOMeEp NOPTa, K KOTOPOMY NOAK/OYEHO YCTPOUCTBO, OTMNPABAAIO-
wee 3anpoc DHCP.

Circuit ID

Enterprise number — 0089c1

R t tID o
emote agen MAC-agpec ycTponucTsaa.

Tabanua 273 — ®opmat noneit onumym 82 pexknuma custom

Mone lepedasaemas uHgpopmayusa
OnvHa (1 6anT)

Tun Circuit ID

OnvHa (1 6anT)

VLAN (2 6aiiTa)

Homep moaynsa (1 6aiT)
Homep nopTa (1 6aiiT)
Onnna (1 6aiiT)

Tun Remote ID (1 6aiiT)
OnvHa (1 6ainT)
MAC-agpec KommyTaTopa

Circuit ID

Remote agent ID

KomaHOb1 pexcuma KoHgu2ypauuu uHmepgelica (duanasoHa uHmepgpelicos) Ethernet, uHmepdgelica
2pynmsl Nopmos

Bunpa 3anpoca KOMaHAHOM CTPOKM B pexkmme KoHdurypaummn nHtepdeica Ethernet, Htepdeiica rpynnbi
NopTOB:

console (config-if) #

Tabnnua 274 — KomaHabl pexkuma KoHpurypauum nntepdelica Ethernet, rpynnbl uHtepdelicos

Komanda 3HayeHue/3Ha4yeHue eiicmeue
no ymos4YaHuro
ip dhcp snooping BkatounTb KOHTpPOAbL NpoTokona DHCP B npeaenax
nHTEpdelica.
no ip dhcp snooping BbIKntoUMTb KOHTPOAL NpoTokona DHCP B npeaenax
nHTEpdelica.
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ip dhcp snooping trust

no ip dhcp snooping trust

MO YMONHYAHUIO
MHTepdeiic He ABNAeTCA
[OBepeHHbIM

[06aBuTb MHTEpdEIC B CMNCOK «A0BEPEHHbIX» MPU
MCNONb30BaHMM KOHTpOAsA NnpoTokona DHCP. DHCP-Tpaduk
«A0BEPEHHOro» nHTepdeiica cumTaeTcs 6esonacHbIM U He
KOHTpO/IMpYyeTCA.

Ypanutb nHTepdenc us cnmcka «4,0BepeHHbIX» Npu
MCNONb30BaHNN KOHTPOANA NpoTokona DHCP.

ip dhcp snooping limit rate
rate

no ip dhcp snooping limit rate

rate: (1..2048)
pps/BbIKNOYEHO

YCTaHOBUTb OrpaHUYeHne AN JaHHOO NopTa Ha KOJIMYECTBO
npuHumaembix DHCP-nakeToB B CeKyHAY.

CHATb OrpaHNYeHne Ha KoM4ecTso NpmHUMaembix DHCP-
NMaKeToB B CEKYHAY.

ip dhcp snooping limit clients
value

no ip dhcp snooping limit cli-
ents

value: (1..2048)/He 3apaH

YcTaHOBUTbL NpeAenbHOe KONMYEeCTBO MOAKNOYEHHbIX
KNNEHTOB.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

ip dhcp information option
[global]

Pa3spelwnTsb ycTpolictey fobasneHune onuum 82 Ha
MHTepodeiice npu paboTe npoTokona DHCP.
- global — pobaeneHue onumn 82 onpeaensertcs

—/global HacTpoiikamm Ha uHTepdeiice VLAN.
no ip dhcp information option 3anpeTuTtb yCTpoiicTBY AobaBneHne onuun 82 aAna AaHHOMo
nHTepderica npu paboTte npotokona DHCP.
ip dhcp information option YcTaHOBUTbL naeHTUdMKaTop access-node_id onumu 82 Ha
;c;rdrza:‘-jtype access-node-id node_id: (1.32) MHTepodeiice.
— - - - cMmBoN0B/—
no ip dhcp information option YCTaHOBWTb 3HaYEHME MO YMOYAHUIO.
format-type access-node-id
ip dhcp information option YcrtaHoBuTb cneumnonyHblin Circuit-id Ha nHTepdelice.
format-type circuit-id cir- .
circuit_id:

cuit_id

no ip dhcp information option
format-type circuit-id

(1..63) cumsonos/—

YCTaHOBUTb 3HAYeHMe Nno YMOI4aHUIO.

ip dhcp information option
format-type remote-id re-
mote_id

no ip dhcp information option
format-type remote-id

remote_id:
(1..63) cumsonos/—

YcTtaHoBUTb cneumnounyHbii Remote-id Ha nHTepdeiice.

YCTaHOBWTb 3HAYEHME MO YMOYAHUIO.

ip dhcp information option
format-type option format
[delimiter delimiter]

no ip dhcp information option
format-type option

format: (sp, sv, pv, spv,
bin, user-defined);
delimiter: (.,;#)/npoben

Hactpoutb dopmat DHCP-onummn 82 Ha nHtepdeiice.
dopmar:

- Sp — HOMep C/10Ta M NOPTa;

- sv — Homep cnoTta n VLAN;

- pv — Homep nopta u VLAN;

- Spv — HOoMep cnoTa, nopta n VLAN;

- bin — 6uHapHbIli popmart: VLAN, cnor, nopT;

- user-defined — dopmat onpegenserca nonb3oBaTesem.
Mpw onpeaeneHnm NCNoNb3yoTca cneaytolime WabaoHbl:
%h: hostname;

%p: KOPOTKOE UMA NopTa, Hanpumep gil/0/1;

%P: oiMHHOE Ums nopTa, Hanpumep, gigabitethernet 1/0/1;
%t: TN nopTa (3HayeHue nons ifTable::ifType B
LWecTHaALaTEPUYHOM BUAE);

%m: MAC-aapec nopta B popmaTte H-H-H-H-H-H-H;

%M: MAC-agpec cuctembl B popmate H-H-H-H-H-H-H;
%U: HOMep IHUTA;

%s: HOMep CNoTa;

%n: Homep NopTa (KaK Ha NML,EBOM NaHenw);

%i: ifindex nopTa;

%vV: naeHtnduratop VLAN;

%c: MAC-appec knveHTa B dopmate H-H-H-H-H-H;

%a: IP-agpec cuctemnl B popmate A.B.C.D.

YCTaHOBUTb 3HaYeHMeE N0 YMOTHAHWIO.
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ip dhcp information option
suboption-type {global | tr101
| custom}

—/global

no ip dhcp information option
suboption-type

HactpouTtb popmat onumm 82 Ha nHTepodeiice.

- global — ¢popmat onuum onpegenserTca HacTpoMkamm
onumu Ha uHTepderice VLAN;

- tr101 — ycraHasaunBaeT dopmat onumm 82 cornacHo
CUHTAKCUCY, NPUHATOMY B pekomeHgaumax TR-101 8
COOTBETCTBUM C GOPMATOM, KOTOPLIN NpUBEAEH B Tabunue
272;

- custom — ycTaHaBamBaeT dopmat onummn 82 B
COOTBETCTBUM C GOPMATOM, KOTOPLIN NpUBEAEH B Tabaunue
273.

YCTaHOBWTb 3HaYeHMe N0 YMOHAHUIO.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica VLAN

BuAa 3anpoca KoMaHAHOWM CTPOKM B pexnume KoHPUrypuposaHua nHtepoeica VLAN:

console (config-if) #

Tabnunua 275 — KomaHgbl pexxuma KoHpurypuposaHua nHtepoeica VLAN

option format-type ac-
cess-node-id

KomaHoa 3HavyeHue/3HayeHue no Aelicmeue
YMOAYAHUIO
ip dhcp information op- Pa3spewunTb ycTpolicTy AobaBneHne onunm 82 Ha MHTepdeice
tion [global] npu pabote npotokona DHCP.
- global — no6asnexne onuun 82 onpegenserca
—/global rnobanbHbIMKM HACTPOMKaMMU.
no ip dhcp information 3anpeTuTtb yCTpoiicTBy AobaBneHne onuun 82 Ana AaHHOTo
option VLAN npwu pabote npotokona DHCP.
ip dhcp information op- YcTaHOBUTbL naeHTUdMKaTop access-node_id onumu 82 gns
tion format-type access- AaHHoro VLAN.
node-id node_id node_id: (1..32)
no ip dhcp information cMmBOsIOB/— YCTaHOBWTb 3HAaYEHNE NO YMONYAHUIO.

ip dhcp information op-
tion format-type remote-
id remote_id: (1..32)
no ip dhcp information cMmBosIoB/—
option format-type re-
mote-id

YcTaHOBUTL naeHTMdMKaTop remote_id onunn 82 ana
paHHoro VLAN.

YCTaHOBUTb 3HAYEHME MO YMONYAHUIO.

ip dhcp information op-
tion format-type option
format [delimiter delim-
iter]

format: (sp, sv, pv, spv,
bin, user-defined);
delimiter: (.,;#)/npo6en

Hactpoutb dopmat DHCP-onummn 82 ana aaHHoro VLAN.
dopmar:

- Sp — HOMep C/I0Ta M NopTa;

- sv — Homep cnoTta u VLAN;

- pv — Homep nopta u VLAN;

- Spv — HOomep cnoTa, nopta u VLAN;

- bin — 6uHapHbIN popmat: VLAN, cnoT, nopT;

- user-defined — dopmart onpepenserca nonb3osatenem. Mpu
onpegeneHum NCnonb3yoTca cneaytolme WabnoHbl:

%h: hostname;

%p: KOPOTKOE MMA NopTa, Hanpumep gil/0/1;

%P: AAHHOE MMA NopTa, Hanpumep, gigabitethernet 1/0/1;
%t: TMN nopTa (3Ha4eHue nonsa ifTable::ifType B
LWecTHaALATEPUYHOM BUAE);

%m: maKk-agpec nopta B popmaTte H-H-H-H-H-H-H;

%M: mak-agpec cuctembl B popmate H-H-H-H-H-H-H;

%U: HOMep OHUTa;

%s: HOMep CNoTa;
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no ip dhcp information
option format-type op-
tion

%n: Homep nopTa (KaK Ha IMLEBOM NaHenwn);

%i: ifindex nopTa;

%v: naeHtndukatop VLAN;

%cC: Mmak-agpec knneHTa B popmate H-H-H-H-H-H;
%a: IP agpec cuctemol B popmate A.B.C.D.

YCTaHOBWTb 3HaYeHMe N0 YMONYAHUIO.

ip dhcp information op-
tion suboption-type
{global | tr101 | custom}

no ip dhcp information
option suboption-type

—/global

HacTtpoutb popmat onumm 82 ans gaHHoro VLAN.

- global — dopmat onuum onpesgensertca rnobanbHbIMU
HacTpoMiKamu;

- tr101 — yctaHaBAuBaeT ¢opmat onumm 82 cornacHo
CUHTAKCUCY, NPUHATOMY B peKomeHaaumax TR-101 B8
CoOTBETCTBUM C GOPMATOM, KOTOPbIN NpUBEAEH B Tabauue
272;

- custom — ycTaHasavBaeT dpopmaT onumm 82 B COOTBETCTBUM
¢ popmaTtom, KOTOpbIN NpUBEAEH B Tabanue 273.

YCTaHOBUTb 3HAYeHMe No YMO/THaHUIO.

KomaHObI pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabanua 276 — KomaHgbl pexkuma Privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip dhcp snooping binding
mac_address vlan_id
ip_address {gigabitethernet
gi_port |
tengigabitethernet

te_port |
fortygigabitethernet
fo_port | port-channel
group} expiry {seconds |
infinite}

no ip dhcp snooping
binding mac_address
vian_id

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
seconds:
(10..4294967295) ¢

Lo6aeuTtb B dpaitn (6asy) KoHTpona npoTokosa DHCP
cootsetctBne MAC-agpeca kaneHTa rpynne VLAN u IP-agpecy
ANA yKa3aHHOro uHTepodelica.

[aHHas 3anucb byaeT aercTBuTeIbHA B TEYEHME YKA3aHHOTO B
KOMaHZAEe BPEMEHW KU3HM 3aMnUCK, eCIU KIMEHT He OTNPAaBUT
3anpoc Ha DHCP-cepBep Ha obHoBNeHWe. Tailmep obHyAAeTcA
B C/ly4ae No/lyYeHna oT KAMeHTa 3anpoca Ha o6HoBNeHne
(komaHAa [OCTYNHA TONbKO A4/18 MPUBUAETMPOBAHHOMO
nosnb3oBaTens).

- seconds — BPems ¥KM3HW 3anucu;

- infinity — Bpems }M3HW 3anncK He orpaHUYeHo.

Ypanutb u3 daiina (6asbl) KOHTpona npotokosa DHCP
cootBeTcTBMe MAC-agpeca KaveHTa 1 rpynnbl VLAN.

clear ip dhcp snooping
database {mac-address
mac_address} {vlan vlan}
{gigabitethernet gi_port |
tengigabitethernet
te_port |
fortygigabitethernet
fo_port | port-channel
group}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48);
vlan: (1..4094)

Ounctutb dain (6asy) KoHTpona npotokona DHCP nnau
oTAenbHyto 3anuck B daine(base) koHTpons DHCP.

KomaHObi pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexuma EXEC:

console#

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324

285



HELTEX

Tabnuua 277 — KomaHabl pexkmma EXEC

3HaveHue/3Ha4yeHue ”
KomaHoa / Aelicmeue
no yMoa4YaHUuto
show ip dhcp information _ MokasaTb MHbOpMaL Mo 06 UCNONb30BaHMM oMLK 82
option npotokona DHCP.
show ip dhcp snooping MoKa3aTb KOHOUTYpaLMio GYHKLMWN KOHTPOIA NPOTOKONA
petetbent st sy | O
. gogrt I te_port: (1..8/0/1..24);
P . fo_port: (1..8/0/1..4);
fortygigabitethernet roup: (1..48)
fo_port | port-channel group:{L..
group]
show ip dhcp snooping MoKa3aTb cooTBeTCTBUA U3 dalina (6asbl) KOHTPOAS NPOTOKONA
binding [mac-address DHCP.
mac_address] [|p-addre§s gi_ port: (1..8/0/1..48);
ip_address ] [vlan vian_id] ) ]
[gigabitethernet gi_port | te_port: (1..8/0/1..24);
.. — fo_port: (1..8/0/1..4);
tengigabitethernet
te port | group: (1..48);
— | id: (1..4094
fortygigabitethernet vian_id: (1..4034)
fo_port | port-channel
group]

[pumepbl 8bIN0AHEHUS KOMAHO

= Paspewuntb ncnonozosaHne DHCP onuumn 82 8 10 VLAN:

console# configure

console (config)# ip dhcp snooping

console (config)# ip dhcp snooping vlan 10

console (config)# ip dhcp information option
console (config) # interface gigabitethernet 1,/0/24
console (config) # ip dhcp snooping trust

= [loKasaTb BCE COOTBETCTBUA U3 TabanLbl KOHTPONA NpoTokona DHCP:

console# show ip dhcp snooping binding

5.28.5 3awuma IP-adpeca knueuma (IP source Guard)

®yHKuMA 3awmThl IP-agpeca (IP Source Guard) npeaHasHayeHa ana GuabTpaumm TpaduKa, NMPUHATOrO
¢ uHTepdelica, Ha oCHoBaHWM Tabanubl cooTseTcTBMN DHCP Snooping 1 ctatuyeckmx cooTBeTcTBuit IP Source
Guard. Takum obpasom, IP Source Guard no3sosseT 6opoTbca ¢ noameHo IP-agpecos B NakeTax.

V MocKkonbky PyHKUUA KOHTponAa 3awmTtbl IP-agpeca ucnonbayer Tabaunubl COOTBETCTBUIA
DHCP Snooping, MmeeT CMbICA MUCMNONb30BaTb AAHHYI (YHKUMIO, NpeaBapuUTe/ibHO
HacTpous u Bkatouns DHCP Snooping.

«' dyHKumio 3awmTbl IP-agpeca (IP Source Guard) Heo6xoa4MMO BKIIOUUTb rN06aNAbHO U ANA

uHTepdeiica.

dyHKumoHan IP Source Guard He otcnexxmnBaet cmeHy MAC-agpeca KameHTom. OTcaexu-
BaHMe NpoUcxoauT TonbKo Aana ceasku IP-VLAN-Port.

.‘
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KomaHObI pexcuma 2a06asna6Hol KoOHpuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHOM KOHOUIypaumm:
console (config) #

Tabnunua 278 — KomaHab! pexuma rnobanbHom KoHduUrypaumm

KomaHoa

3HayeHue/3HayeHue
no yMmoA4aHuo

Aeiicmeue

ip source-guard

no ip source-guard

—/BbIKAOYEHO

BrntounTb PyHKLUMIO 3awwmThl IP-aapeca kaneHTa aaa Bcero
KoMmyTaTopa.

BbIkntounTb GYHKUMIO 3aWwmThl IP-agpeca KaveHTa A Bcero
KOMMyTaTopa.

ip source-guard binding
mac_address vlan_id ip_ad-
dress {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group}

no ip source-guard binding
mac_address vian_id

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094).

Co3aaTb CTaTUYECKYHO 3aNuCh B TabMLEe COOTBETCTBUA MEXIY
IP-appecom knueHTa, ero MAC-agpecom u rpynnoi VLAN ana
YKA3aHHOro B KOMaHAe nHtepdeiica.

YaanuTb CTaTUYECKYIO 3anuchb B Taﬁl'IVILl,e COOTBETCTBUA.

ip source-guard tcam re-
tries-freq {seconds | never}

no ip source-guard tcam
retries-freq

seconds: (10..600)/60 cek

3a4aTb YacTOTy 06paLLEHUA YCTPOMCTBA K BHYTPEHHUM
pecypcam C Lenbto 3an1cu B NaMATb HEAKTUBHbIX 3aLLMLLEHHbIX
IP-appecos.

- never — 3anpeLaeT 3anMcb B NaMATb HEAKTUBHbIX
3awmuLeHHbIX IP-agpecos.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

KomaHOb1 pexcuma KoHgu2ypauuu uHmepgelica (duanasoHa uHmepgpelicos) Ethernet, uHmepdgelica

epyrnnel nopmos

Buna 3anpoca KOMaHAHOM CTPOKM B pexmme KoHdurypaummn nHtepdeica Ethernet, nHtepdeiica rpynnoi
NopTOB:

console (config-if) #

Tabnnua 279 — KomaHgb! pexkuma KoHpurypauum nntepdeiica Ethernet, rpynnel uHTepdelicos

3HayeHue/3HayeHue

Aelicmeue
110 yMOAYAHUIO

KomaHda

BrntounTb PyHKLMIO 3almThl IP-aapeca kKnneHTa gns
HacTpanBaemoro nHTepodeiica.

- vlan — onuuoHanbHO ANA oTAENbHbBIX vian.
BbIkntounTb GyHKUMIO 3aWwmThl IP-agpeca kAMeHTa ana
HacTpanBaemoro nHTepodeiica.

ip source-guard [vlan
{vlan-id}]
— /BbIKNOYEHO

no ip source-guard [vlan
{vlan-id}]

KomaHOwbi pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK pexxnma Privileged EXEC:

console#
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Tabnnuya 280 — KomaHgb! pexunma Privileged EXEC

3HayeHue/3HayeHue .
KomaHoa / Aelicmeue
no ymon4aHuro

ip source-guard tcam locate Bpy4Hyto 3anycTuTb Npouecc obpalleHns ycTpoincTea K

3alMLEeHHbIX IP-aapecoB. KomaHaa A0CTynHa TONbKO A4S
NPUBUIErMPOBaHHOrO MO/b30BaTeN .

BHYTPEHHUM pecypcCam C Ue/1bio 3anncn B NaMATb HEAKTUBHDbIX

KomaHObi pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnmua 281 — KomaHabl pexkmma EXEC

3Ha4yeHue/3HayeHue

KomaHoa Aelicmeue
o ymMoa4YaHuro
show ip source-guard con- OTO06pa3nTb HaCTPOMKY PYHKLMM 3almTbl IP-agpeca Ha
figuration [gigabitethernet gi_port: (1..8/0/1..48); 3a4aHHOM, InMbB0o Ha Bcex MHTepdeicax yCTponcTea.
gi_port | tengigabitether- te_port: (1..8/0/1..24);
net te_port | fortygiga- fo_port: (1..8/0/1..4);
bitethernet fo_port | port- group: (1..48)

channel group]

show ip source-guard sta- OTo6pa3mnTb cTaTyc PyHKLMM 3awmThl IP-aapeca gns
tus [mac-address mac_ad- yKa3aHHoro uHtepdelica, IP-agpeca, MAC-agpeca nam
dress] [ip-address ip_ad- rpynnbl VLAN.

dress ] [vlan vian_id] [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094);

show ip source-guard inac- OTob6pa3nTb HeakTUBHbIEe IP-agpeca oTnpasutens.
tive

[pumepbl 8bIN0AHEHUS KOMAHO

= [lokasaTb HACTPOMKY GYHKUMM 3aWwmThl IP-agpeca gna sBcex MHTepdencos:

console# show ip source-guard configuration

IP source guard is globally enabled.
Interface State

te0/4 Enabled

te0/21 Enabled

te0/22 Enabled

= BkAUAUTb GYHKUMIO 3almTbl IP-agpeca ana duabTpaumm TpaduKa Ha OCHOBaHWUM TabauLbl COOTBET-

cteuit DHCP Snooping n ctaTuyeckumx cootseTcTBuit IP Source Guard. Co3gaTtb CTaTUYECKYHO 3anuChb B
Tabnnue cootBeTcTBMA ana uHTepdelica Ethernet 12: IP-agpec KnveHTa — 192.168.16.14, ero MAC-
agpec — 00:60:70:4A:AB:AF. UHTepdelic B 3-i1 rpynne VLAN:

console# configure

console (config) # ip dhcp snooping

console (config)# ip source-guard

console (confiqg)# ip source-guard binding 0060.704A.ABAF 3 192.168.16.14
tengigabitethernet 1/0/12
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5.28.6 Konmponae npomokona ARP (ARP Inspection)

®yHKUMA KOHTpona npoTokosia ARP (ARP Inspection) npegHasHauyeHa AN 3aWmTbl OT aTak C

ncnosb3oBaHMem npoTtokosa ARP (Hanpumep, ARP-spoofing —

nepexsat ARP-tTpaduka).

KoHTponb

npoTtoKosa ARP ocyliecTBaseTca Ha OCHoBe CTaTU4eckux cootsetcTenit IP- 1 MAC-agpecoB, 3a4aHHbIX A8

rpynnbl VLAN.

’ ' MNopT, cCKOHGUrypupoBaHHbLIA «HegoBepeHHbIM» ana ¢yHKuun ARP Inspection, gonkeH
bal TaK}Ke bbITb «HegoBepeHHbIM» ana ¢pyHKuun DHCP Snooping nau coorserctene MAC-ag-
peca u IP-agpeca gna 3Toro nopra A0/MXKHO 6biTb CKOHGUrypUpoBaHO cTaTuueckn. MHaue

OAHHbIN NOPT He ByaeT oTBeuaTb Ha 3anpocbl ARP.

%

KomaHObI pexcuma 2a0b6aab6HoU KOHuU2ypayuu

[Ona HeHaAEXHbIX NOPTOB BbINO/IHAIOTCA NPOBEPKMU cooTBeTcTBMIA IP- 1 MAC-agpecos.

Bug 3anpoca KOMaHAHOM CTPOKU pPeXKMMa rnobanbHOM KOHGUIypauum:

console (config) #

Tabanua 282 — KomaHgb! pexknuma rnobanbHoi KoHduUrypaumm

3HayeHue/3HayeHue
no yMmon4aHuio

KomaHda

Aeiicmeue

ip arp inspection
no ymonyaHuio GyHKumMA
BbIK/IlOYEHa

no ip arp inspection

BK/IIOUNTB KOHTPO/Ib NpoToKona ARP (byHKumto ARP
Inspection).

BbIK/IOUNTL KOHTPOb NpoTokona ARP (dyHKumio ARP
Inspection).

ip arp inspection vlan

vian_id vlan_id: (1..4094);

no yMonyaHuto dyHKUMA
BbIK/tOYEHa

no ip arp inspection vlan
vlan_id

PaspewunTb NpoBepKy npoTokona ARP, ocHOBaHHyto Ha 6ase
cooTBeTcTBuit DHCP Snooping, B BbibpaHHo rpynne VLAN.

3anpeTuTb NpoBepKy NpoToKkona ARP, ocHoBaHHYyO Ha 6ase
cooTseTcTeuit DHCP Snooping, B BbibpaHHoM rpynne VLAN.

ip arp inspection validate

no ip arp inspection vali-

MpepocTaBuTb cneuuduyHble NPOBEPKU ANA KOHTPOAA
npotokona ARP.

MAC-agpec uctodHuka: Ana ARP-3anpocos n oTeeTos
nposepseTca cooTBeTcTBMEe MAC-aapeca B 3aronoske Ethernet
MAC-agpecy NCTOUYHUKA B COAEPKMMOM NpoToKona ARP.
MAC-agpec Ha3HauyeHusa: [lna ARP-oteeTOB npoBepsaeTca
cooteTtcTBe MAC-agpeca B 3aronoske Ethernet MAC-agpecy
Ha3HayeHMA B coaepXMmom npotokoaa ARP.

IP-appec: MposepseTtca copgeprkmumoe ARP-nakeTa Ha Hannune
HeKoppeKTHbIX IP-agpecos.

3al'|peTl/ITb CI'IeLI,Md)W-IHbIe NpoBEPKN ONA KOHTPONA NPOTOKONA

" " — name: (1..32) cumBona
no ip arp inspection list

create name

date ARP.
ip arp inspection list create 1. Co3path CNMUCOK cTaTuyeckmx ARP-cooTBeTCTBUIA.
name 2. Boitu B pexkum KoHdurypaummn ARP-cnuckos.

YaanuTb CNUCOK cTaTuyecknx ARP-cOOTBETCTBUIA.

ip arp inspection list assign
vlan_id

no ip arp inspection list as-
sign vian_id

vlan_id: (1..4094)

HasHaunTb cnncok ctatuyecknx ARP-cooTBeTCTBUI ANs
yKaszaHHou VLAN.

OTMEHUTb Ha3HaYyeHue Crnuncka ctatnyecknx ARP-cooTBeTCTBMi
b8 yKasaHHon VLAN.
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ip arp inspection logging
interval {seconds | infinite}

no ip arp inspection log-
ging interval

seconds: (0..86400)/5 cek

3aaTb MMHUMANbHBIV UHTEPBAN MEXAY COObLLEeHUAMM,
cofeprKalmmm nHoopmaumio npoTokona ARP,
nepefaBaemMbIMU B KypHan.

- 3HayeHue 0 yKasblBaeT Ha TO, YTO coobLueHna byayT
reHepMpoBaTbhCA He3aMeaUTENIbHO;

- infinite — He reHepupoBaTb COOBLLEHWI B KypHa.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (duanasoHa uHmepgelicos) Ethernet, uHmepdgelica

epyrnnel nopmos

Bug, 3anpoca KOMaHAHOM CTPOKM B pexknume KoHdurypaumm nHtepdeiica Ethernet, uHtepdeiica rpynnei

NnopTOoB:

console (config-if)#

Tabnnua 283 — KomaHabl pexkuma KoHpurypauum nntepdelica Ethernet, rpynnbl nHTepdelicos

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip arp inspection trust

no ip arp inspection trust

Mo YMONYaHUIO
nHTepderic He ABnaeTca
[OBepPeHHbIM

[06aBuUTb MHTEPDENC B CNUCOK «A0BEPEHHBIX» NPU
MCMNO/b30BaHWUM KOHTPOAA npoTokona ARP. ARP-Tpaduk
«40BEPEHHOrO» UHTepdelica cunTaeTcad 6€30NacHbIM U He
KOHTpO/IMpyeTCA.

Ypanutb nHtepdenc n3 cnmcka «40BepPEHHbIX» Npu
MCMNOJIb30BaHUM KOHTPOAA NpoTokosia ARP.

ip arp inspection limit rate
rate

no ip arp inspection trust

rate:(0..2048)/0 pps

HacTpouTb orpaHuyYeHe CKOPOCTU Pa3peLLEHHbIX arp-nakeTos
B pps.

Y4anuTb orpaHMYeHMe CKOPOCTU 418 PaspeLLeHHbIX arp-

limit rate

NaKeTos..

KomaHOs1 pexcuma KoHguaypauuu ARP-criuckos

Bupg 3anpoca KOMaHAHOM CTPOKU B pexnume KoHpurypaumm ARP-cnmnckos:
console# configure

console (config)# ip arp inspection list create spisok
console (config-arp-list)#

Tabnunua 284 — KomaHabl pexmuma KoHpurypauum ARP-cnuckos

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

ip ip_address mac-address
mac_address

[o6asunTb cTaTnyeckoe cootseTtcteue IP- 1 MAC-agpecos.

no ip ip_address mac-ad-
dress mac_address

Ypanutb ctatuyeckoe cootsetcraune IP- u MAC-agpecos.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#
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Tabnuua 285 — KomaHabl pexmma EXEC

Komanda 3HavyeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
show ip arp inspection [gi- MokasaTb KoH$Urypaumio GyHKLMU KOHTPOAA NpoToKkona ARP
gabitethernet gi_port | gi_port: (1..8/0/1..48); Inspection Ha BbIbBpaHHOM UHTepdeiice/Bcex nHTepdeiicax.
tengigabitethernet te_port: (1..8/0/1..24);
te_port | fortygigabitether- fo_port: (1..8/0/1..4);
net fo_port | port-channel group: (1..48)
group]
show ip arp inspection list MoKas3aTb CNUCKM CTaTUYECKUX cooTBeTCTBUI IP- 1 MAC-
— apecoB (KOMaHAa AOCTYMHA TO/IbKO A1A NPUBUIETMPOBAHHOIO
nonb3osaTens).
show ip arp inspection sta- MoKasaTb CTaTUCTUKY A/1A CNeAyoWMUX TUNOB NAKETOB, KOTOpble
tistics [vlan vian_id] 6111 06paboTaHbl Npu NnomoLwm GyHKLMK ARP:
vlan_id: (1..4094) - nepegaHHble naketbl (forwarded);
- noTepsiHHble nakeTbl (dropped);
- ownbku B IP/MAC (IP/MAC Failures).
Qeériparpinspesﬁonsta- vian_id: (1..4094) OUUnCTUTL CTaTUCTUKY KOHTPOAA NpoToKoa ARP Inspection.
tistics [vlan vian_id]

[pumepbl 8bINOAHEHUS KOMAHO

= BK/JOYNUTb KOHTPOJIb NpoToKosa ARP 1 f06aBuTb B CNUCOK spisok ctaTnyeckoe cootseTcTBmne: MAC-
agpec: 00:60:70:AB:CC:CD, IP-agpec: 192.168.16.98. Ha3HauuTb cnucok spisok ctatnuyeckux ARP-
cootBeTcTBMid Aana VLAN 11:

console# configure

console (config)# ip arp inspection list create spisok

console (config-ARP-1list)# ip 192.168.16.98 mac-address 0060. 70AB.CCCD
console (config-ARP-1list) # exit

console (config)# ip arp inspection list assign 11 spisok

= [lokasaTb CMMUCKU CTaTUYECKMX cooTBeTcTBUM IP-  MAC-agpecos:

console# show ip arp inspection list

List name: servers
Assigned to VLANs: 11
IP ARP

192.168.16.98 0060.70AB.CCCD

5.28.7 ®dyHkyuoHan First Hop Security

MakeT ¢dyHKUMIA First Hop Security BkntoyaeT B ceba aHanusatop DHCPv6-naketos, IPv6 Source Guard, ND
Inspection n RA Guard. [laHHbI Habop GYHKUMIA NpeaHa3HavyeH ana obecneyeHns KOHTPoAA U punbTpaumm IPve
TpaduKa B ceTu.

AHanunsaTtop DHCPv6 naketoB nossonsieT 4obaBnATb coceaeit B Tabaunuy npmsasok IPv6 binding table npu
nony4yeHumn agpeca no DHCP, a TaKkKe no3sonseT 60poTbca ¢ HegosepeHHbIMU DHCPV6 cepeepamu.

IPv6 Source Guard no3BonseT yCTPONCTBY OTKAOHATb TPAadUK, C/IM OH UCXOANUT OT agpeca, KOTOpbI He Cco-
XxpaHeH B IPv6 binding table. Tabnanua npmusAsok coceaeit IPv6 binding table, noakntoueHHbIX K yCTpPOKCTBY, CO-
3[,aeTcA M3 TaKUX UCTOYHMKOB MHPOPMALLMKM, KaK OTCAEXKMBaAHUE NO NPOTOKOJy 06HapyKeHua coceaeli (NDP).

C nomouipto pyHKumMmM ND Inspection kommyTaTop nposepnaeT coobuieHusa NS (Neighbor Solicitation) n NA
(Neighbor Advertisement) u coxpaHsaeT ux B IPv6 binding table. Ha ocHoBaHMM TabanLbl KOMMmyTaTOp OTOpPachI-
BaeT obble nogaensHble coobweHna NS / NA.

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324 291



HELTEX

dyHKUmMoHan RA Guard nossonnet 6/10KMPoBaTh UAN OTKNOHATb HeXenaTtesbHble AN NOCTOPOHHME CO0b-
ueHua Router Advertisement (RA), nocTynarolme Ha KOMMYTaTOp OT MapLUpyTU3aTopa.

KomaHObI pexcuma 2a06an6Hol KOHgu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabnunua 286 — KomaHab! pexuma rnobanbHoMn KoHduUrypaumm

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

ipv6 neighbor binding
policy policy_name

no ipv6 neighbor binding
policy policy_name

policy_name: (1..32) cumBona

Co3patb NOIMTUKY NpUBA3KKM coceaent (neighbor binding)
W NepenTn B peXUM e€ KOHOUTYPUPOBaHMUS.

Y4anuTb NONMTUKY NPUBA3KKU coceaeit.

ipv6 first hop security
logging packet drop

no ipvé6 first hop security
logging packet drop

— /BbIKOYEHO

AKTMBMPOBATL IOTMPOBaHME ApOna NaKeToB Npu
HEeCoOoTBETCTBUM NoMTUKam 6e3onacHocTu ciyx6 RA
Guard, ND Inspection, DHCPv6 Guard u IPv6 Source
Guard.

YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

ipv6 neighbor binding ad-
dress-config {stateless |
any | dhcp}

no ipv6 neighbor binding
address-config

— /BbIK/IOYEHO

BkntounTb fobasneHue 3anuceit B Tabaunuy npusaskm
cocepeli Ha OCHOBaHWUM:

- stateless —IPv6 RA-coobuieHuit;

- dhcp — naketa DHCPv6 Reply. Mpu atom Bee Link-local
IPv6-agpeca BHOCATCA B Tab/MLy NpUBSA3KM coceaen no
YMOAN4YaHuIo B pesynbraTe aHanunsa ICMPv6-nakeTos;

- any — pobasnATb Bce agpeca.

YCTaHOBUTb 3HAYEHME NO YMOHAHWUIO.

ipv6 neighbor binding
address-prefix {vlan |
X:X:X:X::X/<0-128>}

no ipv6 neighbor binding
address-prefix {vlan |
X:X:X:X::X/<0-128>}

[Jo6aBnTb cTaTUYecKyto 3anuch ¢ npedpukcom B Tabaunuy
Neighbor Prefix Table.
- vlan — npwuBAasaTtb 3anucb K onpeaeneHHomy VLAN.

YAanuTb cTaTUYECKyIo 3anmnchb ¢ npedpuKkcom ns Tabanubl
Neighbor Prefix Table.

ipv6 neighbor binding
address-prefix-validation

no ipv6 neighbor binding
address-prefix-validation

— /BbIK/OYEHO

BktouMTL NPOBEPKY aapecos B Tabauue NpuBA3KK
cocenen.

YCTaHOBUTb 3HaYeHMe N0 YMOYAHMUIO.

ipv6 neighbor binding
lifetime minutes

no ipv6 neighbor binding
lifetime

minutes: 1..60/5

YCTaHOBUTbL BPEMA XMU3HM TabaunLbl NPUBA3KKM coceaei
AN 3aNUCK B MUHYTaXx.

YCTaHOBUTb 3HAYEHME NO YMOHAHWUIO.

ipv6 neighbor binding
logging

no ipv6 neighbor binding
logging

— /BbIK/OYEHO

BK/IlOUMTbL NOrMpPOBaHNE OCHOBHbIX cobbITniA no
NM3MEHEHUI0 Ta6/WILI,bI NPUBA3KN.

YCTaHOBUTb 3HaYeHMEe N0 YMOYAHUIO.

ipv6 neighbor binding max-
entries {interface-limit |
vlan-limit | mac-limit} {limit
| disable}

limit: (0..65535)/BbIkAO4EHO

OnpeaennTb MakcMMaibHOEe KOIMYecTBO 3anucein B
Tabnuue NpuBA3KKM cocesen.

- interface-limit — onpegenuTte AMMUT ana nHTepodeiica;
- vlan-limit — onpegennts numut VLAN;

- mac-limit — onpegennte (MMMt MAC-agpecos;

- disable — pa3pewnTb MaKCUManbHOE KONNYECTBO
3anuceit. MakcMmanbHoe 3HauyeHue = 4294967294,
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no ipv6 neighbor binding
max-entries

YCTaHOBUTb 3HaYeHue no YMOANYaHUIO.

ipv6 neighbor binding static
ipv6 {X:X:X:X::X} vlan vlan_id
interface interface mac mac-
address

no ipv6 neighbor binding
static ipv6 {X:X:X:X::X} vlan
vlan_id

[o6aBuTb cTaTMyecKkyto 3anuch 6e3 npedukca B Tabamuy
Neighbor Prefix Table.

- vlan — npusAsaTtb 3anucb K onpegeneHHomy VLAN;

- interface — npuBA3aTb 3anNucb K onpeaeneHHOMY
uHTepdelicy;

- mac — npusA3aTb 3anucb K onpegeneHHomy MAC-
agpecy.

Y,qanmb CTaTUYECKYH 3aNUChb.

ipv6 source guard policy
policy_name

no ipv6 source guard pol-
icy policy_name

policy_name: (1..32) cumBona

Co3patb NnoauTuKy Source Guard v nepenTn B pexxmm eé
KOHOUTYypUpOBaHHUSA.

YpanuTe nonnTuky Source Guard.

ipv6 dhcp guard policy
policy_name

no ipv6 dhcp guard policy
policy_name

policy_name: (1..32) cumBona

Co3gatb noantnky DHCP Guard v nepeintu B pexum eé
KOHUIrypupoBaHus.

Yaanutb nonntnky DHCP Guard.

ipv6 dhcp guard preference
{minimum minimum_value |
maximum maximum_value}

ipv6 dhcp guard
preference

minimum_value;maximum_value:
(0..255)/BbIKNIOUEHO

YCTaHOBUTb MaKCUMa/IbHbI U MUHUMabHbIN npegensl
npeanoyteHns ana DHCPv6 cepsepa.

YCTaHOBUTb 3HaYeHMe no YMONYaHUIO.

ipv6 nd inspection policy
policy_name

no ipv6 nd inspection
policy policy_name

policy_name: (1..32) cumBona

Cozgatb noantuky ND Inspection 1 nepeintn B pexnm eé
KOHdUrypupoBaHus.

Ypanute noantuky ND Inspection.

ipv6 nd inspection drop-
unsecure

no ipv6 nd inspection
drop-unsecure

— /BbIKOYEHO

Bkaountb OT6paCbIBaHVIe NaKeToB C OTCYTCTBYHOWMMUN UIN
HegOoNnYyCTUMbIMKM NapameTpamn nanm noanucoblo.

YCTaHOBUTb 3HaYeHMe no YMONYaHUIO.

ipv6 nd inspection sec-level
minimum

no ipv6 nd inspection
sec-level minimum

minimum: (0..7)/Bbiknt04eHO

YCTaHOBUTb MMHMMa/IbHOE 3HAYeHME NapaMeTpa YPOBHS
6e30nacHOCTH, MPU UCNONb30BAHUN ONLMIA
KpunTtorpaduyeckm creHepmpoBaHHoro agpeca (CGA).

YCTaHOBUTb 3HaYeHMe No YMONYaHUIO.

ipv6 nd inspection validate
source-mac

no ipv6 nd inspection val-
idate source-mac

— /BbIKAOYEHO

BkntounTb nposepky MAC-agpeca naketa no ero link-layer
aapecy.

YCTaHOBUTb 3HaYeHMe N0 YMOYAHMUIO.

ipv6 nd raguard policy

no ipv6 nd raguard policy

policy_name: (1..32) cumBona

Co3zpatb noantnky ND RA Guard 1 nepeintin B pexxum eé
KOHOUrypupoBaHusa.

Ypanute nonantuky ND RA Guard.

ipv6 nd raguard hop-limit
{minimum minimum_value |
maximum maximum_value}

no ipv6 nd raguard hop-
limit

minimum_value;maximum_value:
(1..255)/BbIKNIOYEHO

YcTtaHoBUTb Npeaensl 3HaveHna Cur Hop Limit 8 Router
Advertisement-coobuieHunnx.

YCTaHOBUTb 3HAYeHUA Mo YMONYaHUIO.

ipv6 nd raguard managed-
config-flag {off | on}

no ipv6 nd raguard man-
aged-config-flag

— /BbIKAOYEHO

BkntounTb Nposepky dnara "managed-config" B
coobuieHusax Router Advertisement.

- off — 3HaueHune dnara LONKHO 6bITH O;

- on — 3HayeHue dnara JOMKHO ObITb 1.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.
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ipv6 nd raguard other-
config-flag {off | on}

no ipv6 nd raguard other-
config-flag

— /BbIKOYEHO

BkntounTb nposepky dnara "other-config" B coobeHmax
Router Advertisement.

- off — 3HaueHue dnara 4oNKHO 6bITh O;

- on — 3HavyeHue dnara JOMKHO 6bITb 1.

YCTaHOBUTb 3HaYeHME N0 YMOYAHMUIO.

ipv6 nd raguard router-
preference minimum {low |
medium | high}

no ipv6 nd raguard
router-preference mini-
mum

— /BbIKOYEHO

YCTaHOBUTb MUHUMa/IbHOE 06bABIAEMOE 3HaUYeHne
Default Router Preference B Router Advertisement-
COO0bLIEeHUSAX.

- low — HU3Koe 3HayeHue;

- medium — cpegHee 3HayYeHwUe;

- high — BbicOKOE 3HaueHue.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

ipv6 nd raguard router-
preference maximum {low |
medium | high}

no ipv6 nd raguard
router-preference maxi-
mum

— /BbIKNOYEHO

YCTaHOBUTb MaKCMMa/ibHOe 06bABIAEMOE 3HaUeHue
Default Router Preference 8 Router Advertisement-
CcoOobLIeHUSAX.

- low — HU3KOEe 3HayeHMue;

- medium — cpegHee 3Ha4yeHue;

- high — Bbicokoe 3HaueHue.

YCTaHOBUTb 3HaYeHMEe N0 YMOYAHMUIO.

KomaHObI pexcuma KoHgu2ypayuu noaumuKu npusdasku cocedell

BuAa 3anpoca KoOMaHAHOM CTPOKU:

console (config-nbr-binding) #

Tabnnua 287 — KomaHgbl pexxuma NoAUTUKM NPUBA3KK cocesem

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

logging binding enable

logging binding disable

— /BbIK/OYEHO

BKAOUWTL NorMposaHue gobasneHuns/yaanenus IPv6 8 Tabavuy
NPVBA3KK coceselt.

BbIKNOUMTL NorMpoBaHue gobasneHuns/yaanerms IPve B
Tabmuy NpuBA3KKM coceaen.

max-entries {interface-
limit | vlan-limit | mac-
limit} {/imit | disable}

no max-entries

limit:
(0..65535)/0TKNtO4EHO

OnpeaenntTb MakCMManbHOE KOIMYeCTBO 3anuceit B Tabauue
NpuUBA3KKN coceaen.

- interface-limit — onpegenute AMMUT ana HTepdeiica,

- vlan-limit — onpegenute numuT VLAN,

- mac-limit — onpeaeants AumutT MAC-agpecos,

- disable — paspewnTb MaKcMManbHOE KOIMYECTBO 3anucei.
MakcmanbHoe 3HadeHue = 4294967294,

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

address-config {dhcp | any
| stateless}

no address-config

—/address-config

BKntounTb fob6aBneHme 3anvcen B Tabanuy NpuBsA3KM coceaen
Ha OCHOBAHWW:

- dhcp — naketa DHCPv6 Reply. Mpwu aTom Bce Link-local IPv6-
afpeca BHOCATCA B TabmLy NPUBA3KM coceaen No yMONYaHUI0
B pe3ynbTaTe aHanm3a ICMPv6-nakeTos,

- any — o6aBnaTb Bce agpeca,

- stateless — Ha ocHoBe IPv6 RA coobuieHuit.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

address-prefix-validation
{enable | disable}

no address-prefix-
validation

— /BbIK/OYEHO

BkAOUMTL NPOBEPKY aApecos B Tabauue NPUBA3KK coceseit.

YCTaHOBUTb 3HaYeHMe N0 YMOHAHWUIO.
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device-role {perimeter |
internal}

no device-role

— /BbIKOYEHO

YKas3aTb po/ib YCTPOICTBA, MOAKIOUEHHOTO K MHTepdelicy.
- perimeter — ycTpoIiCTBO NepumeTpa;
- internal — BHyTpeHHee yCTPOMCTBO.

Y6paTb posib C YCTPOMCTBA, NOAK/IOUEHHOTO K HTEpdElicy.

KomaHObI pexcuma KoHguaypayuu nonumuku Source Guard

BuAa 3anpoca KoMaHAHOM CTPOKK:

console (config-nbr-srcgrd) #

Tabnmua 288 — KomaHapl pexkmma ipvé Source Guard noanTuKkm

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aeilicmeue

trusted-port

no trusted-port

— /BbIK/IOYEHO

Onpenenntb fOBEPEHHDBIN NopT. [laHHAA NoAnTUKa
NPUMEHAETCA Ha NOPT, HAa KOTOPOM He A0/IKHA NPUMEHATLCA
noanTuKa Source Guard.

YCTaHOBUTb 3HAYEHMeE Mo YMO/T4aHUIO.

KomaHObI pexcuma KoHgu2ypayuu noaumuku DHCP Guard

Bua 3anpoca KoOMaHAHOM CTPOKU:

console (config-dhcp-guard) #

Tabnumua 289 — KomaHabl pexkmma ipvé DHCP Guard noamtukm

KomaHda

3HayeHue/3HayeHue
no ymon4aHuo

Aelicmeue

device-role {client | server}

no device-role

— /BbIK/OYEHO

YKa3aTb posb YCTPOMCTBA, MOAKAOUEHHOIO K UHTEpdeliCy.
- server — yCTaHOBWTb POJib CepBepa;
- client — ycTaHOBUTb pPosib KAMEHTA.

Y6paTb posib € yCTPOMCTBA, NOAK/IOYEHHOTO K MHTEpdENcCy.

match reply {disable | prefix-
list prefix_list}

no match reply

prefix_list: (0..32)
CMMBO/1a/BbIKAOYEHO

BK/I1OYMTb NPOBEPKY aHOHCHMPYEMbIX a4 PECOB, MONYYEHHbIX B
coobuieHnax DHCPv6.

- disable — oTkntounTL Nposepky no DHCPv6-coobuweHmam.
- prefix-list — npedukc-macka, no kotopoi byaert
OCYLLLECTBAATLCA NPOBEpPKaA.

YCTaHOBUTb 3HAYEHMeE Mo YMON4YaHUIO

match server address {disable
| prefix-list prefix_list}

no match server address

prefix_list: (0..32)
CMMBO/1a/BbIKNOYEHO

BKNIOUMTL NPOBEPKY afipeca UCTOUHMKA cepBepa.

- disable — oTkAlOUMTL NPOBEPKY aApeca UCTOUYHUKA cepBepa.

- prefix-list — npedukc-macka, no kotopoi byaert
OCYLLECTBAATLCA NPOBEPKA.

YCTaHOBUTb 3HaYeHue no YMOI4aHUIO.

preference minimum
{preference_value | disable}

no preference minimum

preference_value:
(0..255)/BbIKNIOYEHO

YCTaHOBUTb MUHUMANbHbIN Npeaen aHoHcupyembix DHCPV6-
cepBepom Onuui.
- disable — BbIKNHOYMTL NPOBEPKY ONUUIA.

YCTaHOBUTb 3HaYeHue no YMOI4aHUIO.

preference maximum
{preference_value | disable}

no preference maximum

preference_value:
(0..255)/BbIKNIOYEHO

YCTaHOBUTb MaKCMMasibHbIN Npeaen aHoHcupyembix DHCPv6-
cepBepom OMnuui.
- disable — BbIKNHOYNTL NPOBEPKY ONUUNA.

YCTaHOBUTb 3Ha4YeHMe N0 YMOIHAHUIO.
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KomaHObI pexcuma KoHgu2ypayuu noaumuku ND Inspection

BuAa 3anpoca KoOMaHAHOM CTPOKK:

console (config-nd-inspection) #

Tabnmua 290 — KomaHabl pexuma ipve ND Inspection noantukm

KomaHda

3HayeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

device-role {host | router}

no device-role

—/BbIK/IOYEHO

YKaszaTb po/ib YCTPOMCTBA, NOAKIOUYEHHOIO K MHTEpdENCy.
- host — ycTtaHOBUTbL ponb XOCTa;
- router — ycTaHOBWUTL PONIb MapLUpyTMU3aTOpPa.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

drop-unsecure {enable
| disable}

no drop-unsecure

—/BbIK/OYEHO

BkaounTb OT6paCbIBaHVIe NaKeToB C OTCYTCTBYHOWMMUN NN
HegOoNYyCTUMbIMKM NapamMeTpamun nanm noanucoblo.

YCTaHOBUTb 3HaYeHMe no YMONYaHUIO.

sec-level minimum
{sec_level_minimum |
disable}

no sec-level minimum

sec_level_minimum:
(0..7)/BbIKNtOYEHO

YKa3biBaeT MMHMMa/IbHOE 3HaYeHne napameTpa ypoBHA
6€e30MacHOCTM NPU UCNONB30BaHUN ONLMIA KpUnTorpaduyeckm
creHepupoBaHHoro agpeca (CGA).

YCTaHOBUTb 3HaYeHMe no YMONYaHUIO.

validate source-mac {enable |
disable}

no validate source-mac

—/BbIK/IIOYEHO

BkntounTb npoBepKy MAC-agpeca naketa no ero link-layer
agpecy.

- enable — BKOUYNTD;

- disable — BbIKNHOUUTD.

YCTaHOBUTb 3HaYeHMe No YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypayuu noaumuku RA Guard

Bug, 3anpoca KOMaHAHOW CTPOKU:

console (config-ra-guard) #

Tabnnua 291 — KomaHgb! pexxkuma ipvé RA Guard noanTmku

KomaHda

3HayeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

device-role {host | router}

no device-role

—/BbIK/IIOYEHO

YKa3aTb Po/b YCTPOMCTBA, MOAKAOUEHHOTO K MHTEpdecy.
- host — ycTaHOBUTbL Po/b XOCTa;
- router — yCTaHOBWUTL PONb MapLUpyTHU3aTOpPa.

YCTaHOBUTb 3HaYeHMe NO YMOYAHMUIO.

hop-limit {minimum
value_limit | maximum
value_limit}

no hop-limit

value_limit:
(1..255)/BbIKNtO4EHO

YcTaHOBUTL Npeaensl 3HaveHua Cur Hop Limit B Router
Advertisement-coobLueHusx.

YCTaHOBUTb 3HaYEeHMA MO YMOYAHUIO.

managed-config-flag {off |
on}

no managed-config-flag

—/BbIK/IOYEHO

BkntounTb Nnposepky dnara "managed-config" B cooblueHmaAx
Router Advertisement.

- off — 3HaueHue dnara JoNKHO HbITh O;

- on — 3HayeHwue dnara JOMKHO ObITb 1.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

match ra address {disable |
prefix-list prefix_list}

no match ra address

prefix_list:(1-
32)cumBona/BbIKNOYEHO

BkatounTb NpoBepky agpecos B Router Advertisement-
coobleHunAx.

- disable — oTKnOUMTL NPOBEPKY aapPeECOoB;

- prefix-list — npedukc-macka, no KoTopoi byzer
OCYLLECTBNATLCA NPOBEPKA.

YCTaHOBUTb 3HaYeHME N0 YMOHAHWUIO.
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prefix-list prefix_list}

match ra prefixes {disable |

no match ra address

prefix_list:
(1-32)cumBona/BbikntoueHo

BkntounTb npoBepKy npedukcos B Router Advertisement-
COO0bLEHUSAX.

- disable — oTKntOUMTL NpoOBEpPKY NPedUKCOoB;

- prefix-list — npedukc-macka, no koTopoit byaet
OCYLLECTBAATLCA NPOBEPKA.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

other-config-flag {off | on}

no other-config-flag

—/BbIK/OYEHO

Bkatountb npoBepky dnara "other-config" B coobweHumax
Router Advertisement.

- off — 3HaueHue dnara 4ONKHO 6bITh O;

- on — 3HayeHue dnara JOMKHO bbITb 1.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

{low | medium | high}

router-preference minimum

no router-preference min-
imum

—/BbIK/IOYEHO

YcTaHOBUTb MUHUMabHOE 06bABAAEeMOe 3HaveHue Default
Router Preference B Router Advertisement-coobLueHusx.

- low — HU3Koe 3HayeHue;

- medium — cpegHee 3HayYeHwUE;

- high — BbicOKOE 3HaueHue.

YCTaHOBUTb 3HaYeHMe No YMONYaHUIO.

{low | medium | high}

router-preference maximum

no router-preference max-
imum

—/BbIK/IOYEHO

YCcTaHOBUTb MaKcMMaibHoe 06baBnsemoe 3HaveHue Default
Router Preference B Router Advertisement-coobLueHusx.

- low — HU3KOEe 3HauyeHMue;

- medium — cpegHee 3HayeHue;

- high — BbicOKOe 3HaueHue.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

KomaHObI pexcuma KoHgu2ypayuu noaumuku First Hop Security

Bug, 3anpoca KOMaHAHOW CTPOKU:

console (config-ipv6-fhs) #

Tabnnua 292 — KomaHgbl pexuma ipvé First Hop Security nonntmnku

KomaHda

3HayeHue/3HayeHue no
YMOMYAHUIO

HAeilicmeue

disable}

logging packet drop {enable |

no logging packet drop

—/BbIK/IOYEHO

AKTMBMPOBATb NOrMPOBAHME APONA NAKETOB NP
HEecooTBETCTBUM NOANTUKAM be3onacHocT cnyk6 RA Guard,
ND Inspection, DHCPv6 Guard v IPv6 Source Guard.

- enable — BKkAOUMTL TOrMpPOBaHWE JpONa NAKETOB AN
OAaHHOM NONUTUKMU;

- disable — oTKntOUMTL NOrMpOBaHMe Apona NakeTos ANA
LAHHOW NONUTUKM.

YCTaHOBUTb 3HaYeHMe No YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepagpetica VLAN

BunAa 3anpoca KoMaHAHOM CTPOKM pexxnma KoHourypaumm nHtepoeica VLAN:

console (config-if)#

Tabnnua 293 — KomaHgb! pexkuma KoHdpurypaumm nntepoeiica VLAN

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

ipv6 first hop security

— /BbIK/IOYEHO

Bkntoumtb ICMPV6 1 DHCPV6 snooping Bo vian.

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324

297



HELTEX

no ipveé first hop security

Bbikntountb ICMPV6 1 DHCPv6 snooping Bo vlan.

ipv6 first hop security attach-
policy policy_name

no ipv6 first hop security
attach-policy

policy_name:
(1..32)cumBona/BbikntoueHo

HOo6aBntb NnonnTuKy First Hop Security Ha nHTepdeiic.

Ypanute nonntuky First Hop Security ¢ nHtepdeiica.

ipv6 neighbor binding

no ipv6 neighbor binding

— /BbIKAOYEHO

BKAOUMTL NPUBA3KY coceaeint n aobasneHue 3anucei B
Tabauuy.

BbIKNHOUNTL NPUBA3KY cocenen u aobaBneHune 3anucei B
Tabnnuy.

ipv6 neighbor binding attach-
policy policy_name

no ipv6 neighbor binding
attach-policy

policy_name:
(1..32)cmBona/BbikntoueHo

Lo6asutb noantnky Neighbor Binding Ha nHTepdelic.

Ypanute nonntuky Neighbor Binding c uHTepgeiica.

ipv6 source guard

no ipv6 source guard

— /BbIKOYEHO

BkntoumTb IPV6 Source Guard.

BbikntounTb IPV6 Source Guard.

ipv6 dhcp guard

no ipv6 dhcp guard

—/BbIK/IOYEHO

Bkntoumtb DHCP Guard.

Bbikntountb DHCP Guard.

ipv6 dhcp guard attach-policy
policy_name

no ipv6 dhcp guard attach-
policy

policy_name:
(1..32)cumBona/BbikntoueHo

[o6asutb noantnky DHCP Guard Ha nHTepdeiic.

Ypanute nonntnkn DHCP Guard ¢ nHtepdelica.

ipv6 nd inspection

no ipv6 nd inspection

—/BbIK/IOYEHO

Bkatountb IPv6 ND Inspection.

Bbikntountb IPv6 ND Inspection.

ipv6 nd inspection attach-
policy policy_name

no ipv6 nd inspection at-
tach-policy

policy_name:
(1..32)cumBona/BbikntoueHo

[o6asutb noantnky ND Inspection Ha nHTepdeiic.

Yaanute nonntnky ND Inspection ¢ nHTepdeiica.

ipv6 nd raguard

no ipv6 nd raguard

—/BbIK/IIOYEHO

BkntoumTb IPv6 ND RA Guard.

Bbikntountb IPv6 ND RA Guard

ipv6 nd raguard attach-policy
policy_name

no ipv6 nd raguard attach-
policy

policy_name:
(1..32)cumBona/BbikntoueHo

[o6asutb noantnky ND RA Guard Ha uHTepodelic.

Ypanute nonntuky ND RA Guard c nHtepdeiica.

KomaHOob! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK pexxnma EXEC:

console#

Tabnnua 294 — KomaHab! pexkuma EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

show ipv6 first hop security

OT06pasmnTb HAaCTPOWKK PyHKUMIA IPV6 First Hop Security.

show ipv6 source guard

OTo6pa3unTb cocTosHme PpyHKUmMM IPV6 source guard.

show ipv6 neighbor binding
table

OT06pa3nTb TabAnLy NPUBA3OK cocenen.

show ipv6 dhcp guard —

OT06pasmnTb COCTOAHME M HACTPONKM yHKUMM DHCP Guard.

show ipv6 nd inspection —

OT06pasmnTb COCTOHME M HAcTPOMKKM dyHKLMKM ND Inspection.

show ipv6 nd raguard —

OTO6pPa3nTb COCTOAHME U HAacTPOMKKM PpyHKUMM RA Guard.
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5.29 ®dyHkumu DHCP Relay-nocpegHuka

5.29.1 ®yHKyuu DHCP Relay dns IPv4

KommyTtatopbl noagep:kusatoT ¢pyHKunm DHCP Relay areHTta. 3agadeit DHCP Relay areHTa siBnsetcs
nepeaaya DHCP-naKeToB OT K/MEHTa K cepBepy W obpaTHO B ciydae, ecnm DHCP-cepBep HaxoauTca B og4HOM
CeTH, a KNNEeHT B Apyroi. pyroi pyHKumMeln apaaeTca gobaBneHme onoHUTENbHbIX onumii B DHCP-3anpochl
KAneHTa (Hanpumep, onumu 82).

MpuHumn pabotol DHCP Relay areHTa Ha KOMMyTaToOpe: KOMMyTaToOp NPUHMMAET OT KaneHTa DHCP-
3anpochbl, NepeaaeT 3T 3anNpocbl CEPBEPY OT UMEHMU KAMEHTA (OCTaBaAA B 3anpoce onumu ¢ Tpebyembimu
KJMEHTOM MapameTpamu M, B 3aBUCMMOCTU OT KOHUrypaumm, gobasnss ceou onuuu). MNoayuns oTBeT oT
cepsepa, KOMMYTaTOpP NepesaeT ero KANeHTy.

KomaHObI pexcuma 2a06ana6HolU KOHuU2ypayuu

BunAa 3anpoca KOMaHAHOW CTPOKM pexxnma rnobanbHoOM KoHbUrypaumm:
console (config) #

Tabnunua 295 — KomaHabl pexuma rnobanbHoi KoHduUrypaumm

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmesue

ip dhcp relay enable

no ip dhcp relay enable

N0 YMONYAHUIO areHT
BbIKNOYeH

BKkatounTb PpyHKLMM DHCP Relay-areHTa Ha KommyTaTope.

BbikntounTb pyHKunmn DHCP Relay-areHTa Ha KommyTaTope.

ip dhcp relay address
ib_address [vlan vian_id]

vlan_id: (1..4094)
vrf_name: {1..32}

3apaTb IP-agpec goctynHoro DHCP-cepsepa gna DHCP Relay-
areHTa.

[vrf vrf_name] cMmBoNa
no ip dhcp relay address Yaanute IP-agpec us cnucka DHCP-cepsepos gns DHCP Relay-
[io_address] [vrf vrf_name] V Moxert 6biTb areHTa.

3apaHo o 32

cepsepos

(ananasoHom

unmn

nepeuncneHunem).

ip dhcp relay information
option format-type option
format [delimiter delim-
iter]

no ip dhcp relay infor-
mation option format-type
option

format: (sp, sv, pv,

Hactpoutb dopmat DHCP-onumm 82.
dopmar:

- sv — Homep cnioTa u VLAN;

- pv — Homep nopta u VLAN;

sp\{, b,m); - SpV — HOMep c/10Ta, nopTa u VLAN;
delimiter: - bin — 6uHapHbI popmar: VLAN, cnoT, nopr.
(.,;#)/npoben

YCTaHOBUTb 3HAYEHME MO YMONYAHMUIO.

ip dhcp relay information
option format-type re-
mote-id word

no ip dhcp relay infor-
mation option format-type
remote-id

word: (1..63) cum-
B0O/10B

3agaTtb naeHTMduKkaTop remote-id .

Ypanutb naeHtTudukatop remote-id.

ip dhcp relay information
option format-type ac-

word: (1..48) cum-

YCTaHOBWTb CTPOKY MAEHTUOMKALLMM YCTPOICTBA LOCTYNa.

. BOJ/IOB
cess-node-id word /
- - naeHTuduKaTop —
no ip dhcp relay infor- o BOCCTaHOBUTb HACTPOMKM MO YMONYAHUIO.
. X YCTpOWCTBa He
mation option format-type
HasHayeH

access-node-id
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ip dhcp relay information HactpouTtb dopmat onumm 82.
option suboption-type - tr101 — yctaHaBAuBaeT ¢opmat onumm 82 cornacHo
{tr101 | custom} CMHTaKCUCY, MPUHATOMY B peKomeHaaumax TR-101 (cm. Tabanyy
272);
—/tr101 - custom — ycTaHasiMBaeT dopmat onummn 82 B COOTBETCTBUM C
dopmaTtom, npuseseHHOM B Tabaunue 273.
no ip dhcp relay infor- BepHyTb 3Ha4eHne No ymonyaHuio.
mation option suboption-
type
OnpegenuTb pexxmnm obpabotku DHCP-nakeToB ¢ onuueit 82:
ip dhcp relay information - keep — nponyckaeTt nakeTbl 6€3 UIMEHEHWA;
policy {keep | replace | drop} - replace — 3amellaet cogepxunmoe onumm 82;
—/keep - drop — oTbpacbiBaeT nakeTbl ¢ onuuein 82.
no ip dhcp relay information YCTaHOBUTb PEXUM NO YMOAYAHWUIO.
policy
ip dhcp relay source-port Mcnonb3oBaTb B KauyecTBe NCTOYHUKA 3agaHHbI UDP-nopT.
port port: (0..65535)/67
no ip dhcp relay source- BoCCTaHOBUTL HACTPOMKM MO YMOAYAHUIO.
port

KomaHObI pexcuma KoHguaypayuu uHmepagpetica VLAN

BuAa 3anpoca KOMaHAHOM CTPOKM B pexxnume KoHpurypaumnm nHtepoerica VLAN:

console# configure
console(config)# interface vlan vian id
console (config-if)#

Tabnunua 296 — KomaHabl pexkuma KoHdpurypaumnm nHtepderica VLAN

Komanda 3HavyeHue/3HayeHue Neiicmeue
no ymMon4YaHuto
ip dhcp relay enable Bkntountb dpyHKLUMM DHCP Relay-areHTa Ha HacTpanBaemom
MO YMONYAHUIO areHT nHTepdelice.
no ip dhcp relay enable BbIK/IIOYEH BbIkntounTb pyHKUMM DHCP Relay-areHTa Ha HacTpaMBaemom
MHTepodeiice.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHPurypaumnm nHtepdelica Ethernet:
console (config-if) #

Tabnnua 297 — KomaHgb! pexkuma KoHdpurypaunm nntepoeliica Ethernet

3Ha4yeHue/3HayeHue

HAeiicmeue
0 yMon4YaHuo

KomaHda

OnpegenuTb pexknm ob6paboTkn DHCP-nakeToB ¢ onumel 82.
- keep — nponyckaet nakeTbl 63 M3MeHeHU;

- replace — 3amelaeT cogeprkumoe onunm 82;

- drop — oTHpacbiBaeT NnakeTbl C onumen 82.

3HauyeHMe Ha NnopTax MmeeT 6o/iee BbICOKUI MPUOPUTET, YEM
rnobasnbHas HacTpoKKa.

ip dhcp relay information
policy {keep | replace | -/global
drop | global}
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KomaHOb! pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console#

Tabnunua 298 — KomaHab! pexkuma EXEC

3HayeHue/3Ha4yeHue
no ymon4aHuro

KomaHda Aelicmeue

OT06pasunTb KOHPUrypaLmto HacTpoeHHoM dyHKuMm DHCP
Relay-areHTa 4na KommyTaTopa v OTAENbHO ANA uHTepdeiicos,
a TaK¥Ke CMUCOK AOCTYMHbIX CEPBEPOB.

show ip dhcp relay [vrf

vrf_name] vrf_name: {1..32}

cMmBOa

[pumepbl 8bINOAHEHUS KOMAHO

= [lokasaTtb cocTonaHue pyHKumMn DHCP Relay areHTa:

console# show ip dhcp relay

DHCP relay is Enabled
DHCP relay is not configured on any vlan.
Servers: 192.168.16.38
Relay agent Information option is Enabled

5.29.2 ®yHKyuu DHCP Relay 0ns IPv6 u Lightweight DHCPv6 Relay Agent (LDRA)

HapasHe ¢ DHCP relay gns npotokona IPv4 KommyTaTop MOMKET BbINOJHATL GYHKLMWN NOCPeaHMNKA ann
DHCPv6. laHHbIi PyHKLMOHaN peanmsoBaH B Buae nosHosecHoro DHCPv6 Relay Agent n Lightweight DHCPv6
Relay Agent cornacHo RFC6221.

®dyHKuMA LDRA nossondaeT BCTaBUTb B KAneHTckme DHCPv6-nakeTbl onumn 18 n 37, He nameHsaa popmart
naketa. MonHoecHbii DHCPv6 Relay nossonseT ocyuwectBnatb nepegadyy DHCPv6-nakeToB OT KAMEHTA K
cepsepy M obpaTtHO B cnydvae, ecnn DHCPv6-cepBep HaxoauTcs B OAHOM CeTH, a KAWEHT B gpyroi. [pyroi
byHKumel asnaetca gobasneHune onumin 18 n 37 8 DHCPv6-3anpockl KaneHTa. MpuHLmMn paboTbl NOJIHOBECHOTO
DHCPv6 Relay areHTa Ha KommyTaTope: KOMMYTaToOp MPUHUMAET oT KaveHTa DHCP-3anpochkl, nepenaer atm
3anpocbl CEPBEPY OT MMEHWU KAMEHTa (OCTaBAAS B 3aMpoce onumm ¢ TpebyembiMU KIMEHTOM NapameTpamm U, B
33aBMCUMOCTM OT KOHUrypauuu, 4obasnss ceom onuuu). Moayduns oTBET OT CEPBEPA, KOMMYTATOP NepesaeT ero
KNUEHTY.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHOro KOHGUIrypnpoBaHmsa:

console (config) #

Tabanua 299 — KomaHabl pexkuma rnobanbHOro KoOHGUrypmupoBaHums

Komanda 3HayeHue/ 3HayeHue Neiicmeue
o ymoA4YaHuro
ipv6 dhcp relay destination gi_port: (1..8/0/1..48); YKasatb agpec DHCP-cepBepa uUan HaCTPOUTb UCXOAALLMIA
{ipv6_multicast_address | te_port: (1..8/0/1..24); nHTepdeiic.
gigabitethernet gi_port | fo_port: (1..4);
tengigabitethernet te_port group: (1..48)
| port-channel group | tunnel tunnel_id: (1..16)
tunnel_id [ vlan vian_id } vlan_id: (1..4094)
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no ipv6 dhcp relay destination
{ipv6_multicast_address |
gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group | tunnel
tunnel_id [ vlan vian_id }

Yaanutb agpec DHCP-cepBepa unun ncxoaawmii untepdeliic.

ipv6 dhcp information option
format-type interface-id word

no ipv6 dhcp information op-
tion format-type interface-id

word: (1..63) cumsonos

3apaTb naeHTUdMKaTop nopta (onuma 18).

Ypanutb naeHTMdMKaTop nopra.

ipv6 dhcp information option
format-type remote-id word

no ipv6 dhcp information op-
tion format-type remote-id

word: (1..63) cumBonos

3agaTtb naeHTMdukaTop remote-id (onuma 37).

Yaanutb naeHtudukatop remote-id.

lvp6 dhcp guard policy word

no ipv6 dhcp guard policy
word

word: (1..32) cumsonos

Co3patb nonntuky DHCPV6 Relay v BoliTH B pexxum eé
KOHOUrypUpOBaHUA.

Yaanutb nonntuky DHCPv6 Relay.

ipv6 dhcp guard preference
minimum preference maxi-
mum preference

no ipv6 dhcp guard preference
minimum maximum prefer-
ence

preference: (0..255)

HacTponTb MMHUMANbHYIO U MAaKCUMA/IbHYIO FpaHuLy A
preference, otnpasnsemoro B Advertise dhcpv6é coobuieHmm
oT cepBepa KnuneHTy. Advertise dhcpvb cooblueHus ¢
BbIXOAALWMMM 33 rpaHuLy preference 6yayT oTopoLLeHbl.

Y8anuTb MMHUMANbHYIO U MAaKCUMANbHYIO FpaHuLy ans
preference.

KomaHObI pexcuma KoHgu2ypuposaHua noaumuxku DHCPv6 Relay

BuAa 3anpoca KOMaHAHOWN CTPOKM:

console (config-dhcp-guard) #

Tabnnua 300 — KomaHabl pexkuma KoHpurypumposaHua nonntukn DHCPv6 Relay

KomaHda

3HayeHue/ 3HayeHue
110 yMOAYAHUIO

Aeiicmeue

device-role {client | server}

no device-role

word: (1..63)
CUMBOJIOB

3a4aTb Poab NMOPTa, K KOTOPOMY NpMUBA3aHa NOMTUKA. MopT
MOXKeT 6biTb 0603HaYeH KaK LOBEPEHHbIN — B CTOPOHY
cepBepa U Kak Hef0BEPEHHbI — B CTOPOHY KAMEHTa.

YAanuTb posib NOpTa, K KOTOPOMY NPUBA3aHA MOUTHKA.

match reply disable

no match reply

—/BbIK/IOYEHO

OTKNOYUTBL NPOBEPKY BblAAHHbIX CEPBEPOM a4 pecoBs B
nosly4yeHHbIX coobleHnax DHCPv6.

BKtOUNTL NPOBEPKY BblAAHHbIX CEPBEPOM a4 pECOB B
nosly4yeHHbIX coobueHnsax DHCPv6.

match reply prefix-list word

no match reply

word: (1..32)
CMMBOJIOB

HacTpouTtb punbTpaLmio BblgaHHbIX CEPBEPOM aAPECOB B
nony4yeHHbIx coobueHmnax DHCPv6 cornacHo prefix-list.

OTKNOUUTD GUBTPALLMIO BbIAAHHBIX CEPBEPOM A PECOB B
nony4yeHHbIx coobueHnax DHCPv6 cornacHo prefix-list.

match server address disable

no match server address

—/BbIK/IOYEHO

OTKAOYUTL NPOBEPKY agpeca cepsepa B NOMyYEeHHbIX
coobuieHmax DHCPv6.

BKAtOUNTL NPOBEPKY agpeca cepBepa CepBepomM afpecos B
nosly4yeHHbIx coobeHnsax DHCPV6.

word

match server address prefix-list

no match server address

word: (1..32)
CUMBOIOB

HacTpouts dpuabTpauumio agpeca cepsepa B NoayYeHHbIX
coobuweHunax DHCPv6 cornacHo prefix-list.

OTKNOUUTE GUABTPALMIO afpeca CepBepa B MOJyYeHHbIX
coobuweHunax DHCPv6 cornacHo prefix-list.
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KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica Ethernet

BuAa 3anpoca KOMaHAHOWN CTPOKM:

console (config-if) #

Tabnnua 301 — KomaHgbl pexkuma KoHpurypuposaHua nHTepdeica Ethernet

KomaHda

3Ha4yeHue/ 3HayeHue
no ymon4aHuio

Aelicmeue

ipv6 dhcp relay destination
{ipv6_multicast_address |
gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group | tunnel
tunnel_id [ vlan vian_id }

no ipv6 dhcp relay destination
{ipv6_multicast_address |
gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group | tunnel
tunnel_id [ vlan vian_id }

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..4);
group: (1..48)
tunnel_id: (1..16)
vlan_id: (1..4094)

YKa3atb agpec DHCP-cepBepa UaM HaCTPOUTb UCXOAALLMI
MHTepdeic.

Ypanutb agpec DHCP-cepBepa unmn ncxoaawmii nHtepdeliic.

ipv6 dhcp relay information
option format-type interface-
id word

no ipv6 dhcp relay information
option format-type inter-
face-id

word: (1..63) cumBonos

3agaTtb naeHTMduKaTop nopta (onuua 18)

BoccTtaHOBUTb 3HAYEHWE N0 YMONYAHUIO.

ipv6 dhcp relay information
option format-type remote-id
word

no ipv6 dhcp relay information
option format-type remote-id

word: (1..63) cumsonos

3agatb naeHTMdukaTop remote-id (onuma 37)

BoccTtaHOBUTL 3HaYeHWe nNo YMON4YaHUIO.

ipv6 dhcp guard attach-policy
word [vlan vian_id]

no ipv6 dhcp guard attach-pol-
icy word

word: (1..32) cumBonos
vlan_id: (1..4094)

MpnBA3aTb NOANTUKY K MHTepbENCy.

OTBA3aTb NONTUKY OT UHTepdelica.

ipvé dhcp guard preference
minimum preference maxi-
mum preference

no ipv6 dhcp guard preference
minimum maximum prefer-
ence

preference: (0..255)

HacTpouTb MMHUMA/IbHYIO M MaKCMMabHYIO FpaHnLy 4ns
preference, otnpasnsemoro B Advertise dhcpv6é coobleHmm
oT cepBepa KnuneHTy. Advertise dhcpvb cooblueHus ¢
BbIXOAALWMMM 3a rpaHuuy preference 6yayT oT6poOLLEHDI.

Y,u,anmb MWHUMANbHYIO U MaKCUMa/IbHYIO FTpaHULY ANA
preference.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgetica VLAN

Bug, 3anpoca KOMaHAHOW CTPOKM:

console (config-if) #

Tabnunua 302 — KomaHabl pexkuma KoHpurypumposaHua nHtepoeiica VLAN

KomaHda

3Ha4yeHue/ 3Ha4yeHue
no yMmon4aHuio

Aeilicmeue

ipv6 dhcp relay destination
{ipv6_multicast_address |

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);

YKasatb agpec DHCP-cepBepa Uau HaCTPOUTbL UCXOAALLMIA
NHTepoeiic.
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gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group | tunnel
tunnel_id [ vlan vlan_id }

fo_port: (1..4);
group: (1..48)
tunnel_id: (1..16)
vlan_id: (1..4094)

no ipv6 dhcp relay destination
{ipv6_multicast_address |
gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group | tunnel
tunnel_id | vlan vian_id }

Yaanutb agpec DHCP-cepBepa unu ncxogawmii uHtepdeliic.

ipv6 dhcp relay information
option format-type interface-
id word

" - - word: (1..63) cumBonos
no ipv6 dhcp relay information

option format-type inter-
face-id

3apaTb naeHTUdMKaTop nopta (onuma 18).

BoccTaHOBUTL 3HAYeHMe No YMON4YaHUIO.

ipv6 dhcp relay information
option format-type remote-id

word word: (1..63) cumBonos

no ipv6 dhcp relay information
option format-type remote-id

3apaTb uaeHTUdUKaTop remote-id (onuma 37).

BocctaHOBUTL 3Ha4YeHWe nNo YMONYaHUIO.

ipv6 dhcp guard [attach-policy
word] word: (1..32) cumsonos

vlan_id: (1..4094)

no ipv6 dhcp guard [attach-
policy word]

MpnBA3aTb NOANTUKY K HTepbENCy.

0OTBA3aTb NOANTUKY OT UHTepdelica.

ipv6 dhcp Idra
no ipv6 dhcp Idra

—/BbIK/IOYEHO

Bkatounts Lightweight DHCPv6 Relay Agent (LDRA).

Bkstounts Lightweight DHCPv6 Relay Agent (LDRA).

ipv6 first hop security [attach-
policy word]

- " . —/BbIKAOYEHO
no ipvé6 first hop security [at-

tach-policy word]

PaspewnTtb paboty dyHKumit DHCPV6 guard, Relay, LDRA,
ICMPv6, DHCPv6.

3anpeTtutb paboTy dyHKumit DHCPV6 guard, Relay, LDRA,
ICMPv6, DHCPv6.

Npumep HacTpolikn DHCPv6 LDRA:

console#
console# configure

console (config) # ipvé dhcp guard policy DHCP RELAY TRUST
console (config-dhcp-guard) # device-role server

(
console (config-dhcp-guard) # exit
console (config) # !

(

console (config) # interface gigabitethernet 1/0/12
console (config-if)# ipvé dhcp relay information option format-type

interface-id Gil2

console (config-if) # ipvé dhcp relay information option format-type remote-id

MES2324
console (config-if) # exit
console (config) # !

console (config) # interface gigabitethernet 1/0/24
console (config-if)# ipv6é dhcp guard attach-policy DHCP RELAY TRUST

console (config) # !
console (config) # interface vlan !

console (config-if) # ipvé dhcp ldra

console (config-if)# ipv6é dhcp guard
console (config-if)# ipv6é first hop security

(
(
(
(
console (config-if)# exit
(
(
(
(
(
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5.30 KoHdwurypauusa PPPoE Intermediate Agent

®yHKunA PPPOE |A peannsoBaHa B COOTBETCTBUM C TpeboBaHMAMM AoKymeHTa DSL Forum TR-101 u
npefHasHavyeHa Ana UCNOAb30BaHMA Ha KOMMYTATopax, paboTatoLWwmx Ha ypoBHe JoCTyna.

dPyHKUMA No3BONSET AONONHATL NakeTbl PPPoE Discovery nHpopmaument, xapakTepusyroLwen nHtep-
deic goctyna. 310 HEOb6X04MMO ANA NAEHTUDUKALMM NONL30BATENBCKOrO MHTEPdECa Ha cepBepe AOCTyNa
(BRAS, Broadband Remote Access Server). YnpasneHue nepexsaTtom n o6paboTkoit naketos PPPoE Active Dis-
covery ocyLlecTBaseTca rnobanbHO A1 BCEro YCTPOMCTBa U BbIBOPOYHO ANA KaxKaoro uHtepodeliica.

Peanunsaums ¢yHKUMM PPPOE IA npegocTaBnseT 4ON0ONHUTEIbHbIE BO3MOMKHOCTU KOHTPOAS COOBLEeHN
NPOTOKO/Ma NyTeM HasHauYeHUs AO0BEePEHHbIX MHTepdEencoB.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKN pernma rnobanbHoM KOHGUIypauum:
console (config) #

Tabanua 303 — KomaHgb! pexruma rnobanbHoi KoHduUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

pppoe intermediate-agent

no pppoe intermedi-
ate-agent

—/oTKntoueH

Paspewntb paboty PPPOE Intermediate Agent.

3anpeTtutb paboty PPPoE Intermediate Agent.

pppoe intermediate-agent
timeout seconds

no pppoe intermedi-
ate-agent timeout

seconds :(0..600)/300

YCTaHOBUTb IMMUT BpEMEHW HEAKTUBHOCTU NO/Ib30BaTeN .

BOCCTaHOBUTbL HACTPOMKM MO YMOIYAHMIO.

pppoe intermediate-agent

YCTaHOBUTb CTPOKY MAEHTUGMKALLMM YCTPOICTBA AOCTYNa.

. word: (1..48
format-type access-node-id ( )
cumsona/
word
" - naeHTudumkaTop =
no pppoe intermedi- . BOCCTaHOBWTbL HAaCTPOMKM MO YMONYAHMIO.
YCTPOICTBA He
ate-agent format-type ac-
Ha3HauyeH

cess-node-id

pppoe intermediate-agent
format-type generic-er-
ror-message word

no pppoe intermedi-
ate-agent format-type ge-
neric-error-message

word: (1..128)
cumeona/PPPoE
Discover packet is too
large to process

YCTaHOBUTb TEKCT cooblueHnsa o6 ownbKe npesbieHnUa pas-
mepa naketa (MTU), otnpasnsemoro PPPoE |IA 8 PADO- unu
PADS-nakeTax.
/' Ecam coobuieHue coaeput cumeonbl npobena, ero
V Heo6X0ANMO 3aK/I0UUTb B KaBbIYKK.

BOCCTaHOBUTbL HACTPOKM MO YMOIYAHMIO.
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pppoe intermediate-agent
format-type option {sp | sv
| pv | spv | user-defined}
delimeter [.,:#/ ]

no pppoe intermedi-
ate-agent format-type op-
tion

—/ycTaHoBneH
dopmart B
cooTBeTcTBMM ¢ TR-101:
slot / port : vlan

HactpouTtb Habop napameTpoB U Pa3genuTeny Mexay HUMM,
KOTOpble NCNOb3YTCA AN GOPMUMPOBaHUA NoAoNuMK circuit -id.
B KOMaHAe MCnonb3yoTcA cneaytowme yCaoBHble 0603HaYeHus:
- sp — slot + port

-sv —slot +vlan

- pv — port + vlan

- spv — slot + port + vlan

- user-defined — dopmart onpegensertca nonb3osatenem. Mpu
onpegeneHnm UCNob3yoTca cneaytowme WwabnoHbl:

%h: hostname;

%p: KOPOTKOe MMA nopTa, Hanpumep gil/0/1;

%P: aAvHHOE MMsA NopTa, Hanpumep, gigabitethernet 1/0/1;

%t: TMN nopTa (3HaveHue nonsa ifTable::ifType B
LWeCcTHaALATEPUYHOM BUAE);

%m: MAC-agpec nopta B popmaTte H-H-H-H-H-H-H;

%M: MAC-agpec cuctembl B popmate H-H-H-H-H-H-H;

%U: HOMep IOHNUTA;

%S: HOMmep C/0Ta;

%n: HoOMep nopTa (Kak Ha nLEeBoi NaHenu);

%i: ifindex nopTa;

%v: ngeHtnédukatop VLAN.

%c: MAC-agpec abOHEHTCKOro yCTPOMCTBa;

%alvlan_id]: IP-agpec nntepdeiica VLAN. Ecam vlan_id He yKasaH,
To noacrtasnaetca IP-agpec uHtepderica default vlian. Ecam IP-
agpec He HaraeH, noactasnsetca agpec 0.0.0.0.

BoccTaHOBWUTbL HAaCTPOMKM MO YMONYAHUIO.

pppoe intermediate-agent
format-type remote-id re-
mote_id

no pppoe intermedi-
ate-agent format-type re-
mote-id

remote_id: (1..128)
CMMBO/IOB

HasHauuTb ngeHTMomKaTop remote-id, gobasnsemoro Kommy-
TaTopoM rnobanbHo.

BoccTaHOBWTbL HAaCTPOMKY MO YMONYAHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

Bua 3anpoca KOMaHAHOW CTPOKM B pexkume KoOHOUrypaumm nHtepoeica:

console (config-if) #

Tabanua 304 — KomaHgb! pexkuma KoHpurypauum nntepdelica Ethernet, rpynnbl noptos

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

pppoe intermediate-agent

no pppoe intermedi-
ate-agent

—/3anpet

PaspewwnTb paboTy PPPOE Intermediate Agent Ha uHTepdoelice.

3anpetutb paboty PPPOE Intermediate Agent Ha nHTepdeiice.

pppoe intermediate-agent
format-type circuit-id cir-
cuit_id

no pppoe intermedi-
ate-agent format-type cir-
cuit-id

circuit_id: (1..63)
CMMBOJ/IOB

HasHauntb ngeHTnduKatop circuit-id, sobasnsemoro
KommyTaTopom. MaeHTUdUKaATOpP, 3a4aHHBIN B KOMaHae,
NOMIHOCTbIO NepeonpeaenaeT MAeHTUPUKATOP, BblUUCAAEMbIN
Ha OocHoBe rnobanbHbIx NapameTpoBs access-node-id v
option/delimeter.

BoccTaHOBMTL HaCTPOMKY Ha OCHOBE r106a/bHbIX NapameTpos
access-node-id v option/delimeter.

pppoe intermediate-agent
format-type remote-id re-
mote_id

remote_id: (1..63)
cumeonos/MAC-agpec
KOMMyTaTopa.

HasHauutb naeHTndumkaTop remote-id, fobasnsemoro
KommyTaTopom. MaeHTndUKaTop A0AKeEH BbiTh
CKOHOUrypupoBaH Ha Bcex MHTepdelicax KommyTaTopa, rae
pabotaeT PPPOE IA.
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no pppoe intermedi-
ate-agent format-type re-
mote-id

BOCCTaHOBMTb HAaCTPOWKY MO YMOMYAHUIO.

pppoe intermediate-agent
trust

no pppoe intermedi-
ate-agent trust

—/He asnsaeTca
[lOBEPEHHbIM.

YnpasnsaTb pexxnmom gosepua K uHtepoeicy. KomaHaa
nobasnaeT MHTepdenc K CNUCKY J0BEPEHHDIX.
NHTepdelicbl, K KoTopbiM NnogKkntoueHbl PPPoE-cepBepbl,
HacTpamBalOTCA KaK foBepeHHble. MHTepdelchl, K KOoTopbiM
NOAKNOYEHbI NONIb30BaTeNMN, HACTPAMBAOTCA KakK
HefOBEPEHHbIE.

BoccTaHOBUTL 3HaYeHWE NO YMOHAHMUIO.

pppoe intermediate-agent
vendor-tag strip

no pppoe intermedi-
ate-agent vendor-tag strip

— /BbIKOYEH

PaspewwnTb yaaneHue vendor-specific onumm 13 naketos PADO,
PADS, PADT nepep, 0TNpaBKOW UX B CTOPOHY NO/Ib30BaTENA.
DYHKUMA yaaNeHUA MOMKeT BbITb MCNO/Ib30BAHA TOIbKO Ha
MHTepdelice, Ha KOTOPOM paspelLeHa pabota PPPoE IA n
KOTOpbIN ABNSETCA f0BEPEHHbIM MHTepdencom. O6bIYHO
dYHKUMA yaaneHusa HacTpanBaeTca Ha MHTepdeiice,
obpaleHHom B cTopoHy PPPoE-cepsepa.

BbIKNOUNTD PEKMM YaaNEHUSR.

KomaHObi pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 305 — KomaHab! pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

show pppoe intermedi-
ate-agent info [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

OT06pa3unTb HacTpolikm PPPOE Intermediate Agent. Ecam B
KOMaHAe ABHO He 33ZlaH UHTepdelic, TO KOMaHAa BbINONHAETCA
L5 BCceX UHTepdelicos, rae paspelwweHa pabota PPPoE A 1 Bcex
[OBepeHHbIX NOPTOB.

show pppoe intermedi-
ate-agent statistics [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

OT06pa3unTb CTaTUCTUKY paboTbl PPPOE Intermediate Agent. Ecan B
KOMaHZe He 3a4aH ABHO MHTepdeic, TO KOMaHAa BbINONHAETCA
Ons Bcex UHTepdelicos ¢ paspelueHHbiM PPPOE IA n Bcex
[,0BEepeHHbIX NOPTOB.

clear pppoe intermedi-
ate-agent statistics [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

OumnCTUTL CTaTUCTMRY paboTbl PPPOE Intermediate Agent. Ecnv B
KOMaHze He 3a4aH ABHO MHTepdec, TO KOMaHAa BbINOHAETCA
011 Bcex MHTepdelicos ¢ paspeleHHbim PPPOE IA 1 Bcex
[,0BEepeHHbIX NOPTOB.

show pppoe intermedi-
ate-agent sessions [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

OTO6Pa3mnTL BCeX 3aperncTPUPOBAHHBIX KIMEHTCKUX ceccuid. Ecam
B KOMaHAe He 3a4aH ABHO MHTepdeiic, To oTobparkatoTcs Bce
CEeCcuM C COPTMPOBKOIM No HTepdeiicam.

clear pppoe intermedi-
ate-agent sessions [mac-ad-
dress]

mac address: (H.H.H
vnan H:H:H:H:H:H nan
H-H-H-H-H-H)

3aKprTb KNNEHTCKYH ceCcutio. Ecnu He YKa3aH mac address, TO BCe
ceccun.
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5.31 KoHdurypauuma DHCP-cepsepa

DHCP-cepBep ocywiectBafeT LEeHTPaM30BaHHOE yNpaBaeHUe CeTeBbIMM agpecamm U COOTBETCTBYIO-
LLMMW KOHPUTYPALMOHHBIMW MapameTpamMm, aBTOMaTUHECKU NPeAOCTaBAAA UX KNMEHTAaM. DTO NO3BONSET U3-
6exaTb Py4YHON HACTPOMKM YCTPOMCTB CETU N YMEHbLUAET KOJIMYECTBO OLLMOOK.

Ethernet-kommyTaTopbl MoryT paboTtaTb Kak DHCP-KnueHT (nonyyeHmne coberBeHHoro IP-aapeca ot cep-
Bepa DHCP), Tak 1 kak DHCP-cepBep. BoamorkHa ogHoBpemMeHHan pabota DHCP-cepsepa u DHCP-relay.

KomaHObI pexxcuma 2a0b6an6Hol KOHgpu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobanbHoM KOHPUrypaLmm:

console (confiqg) #

Tabanua 306 — KomaHgb! pexkuma rnobanbHoi KoHdUrypaumm

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
o yMOAYaHUIO
ip dhcp server BrkntounTb PpyHKUM0 DHCP-cepBepa Ha KOMMyTaTope.
Mepea BKAIOUYEHUEM cepBepa A0/XKHbI 6biTb
—/BbIK/OYEHO ! oTkntoueHbl DHCP-knuneHTbl Bo Bcex VLAN. B T.4.
BK/IIOUYEHHDI No ymonyaHuto Bo VLAN 1.
no ip dhcp server BbikntounTb pyHKuMto DHCP-cepBepa Ha KommyTaTope.
ip dhcp pool host name BoliTn B perkum KoHPUrypaumm ctatmyeckux agpecos DHCP-
- name: (1..32) cumsonos cepaepa.
no ip dhcp pool host name Yaanutb KoHdpurypauuto DHCP-KAneHTa ¢ 3aaHHbIM
MMEHEM.
ip dhcp pool network BoliTn B perkum KoHdpurypaumm DHCP-nyna agpecos DHCP-
name cepsepa.
- name — umsa DHCP-nyna agpecos.
name: (1..32) cumsonos ’ MakcumanbHo gonyctumoe Konuvecrso DHCP pool
e YKas3aHo B Tabnuue 9.
no ip dhcp pool network Yaanute DHCP-nyn ¢ 3ai@HHbIM MMEHEM.
name
ip dhcp excluded-address YKasatb IP-agpec, koTopble DHCP-cepBep He byaeT HasHa4vaTb
low_address [high_ad- ans DHCP-KknuneHTOB.
dress] - low-address — HayanbHbIV IP-agpec AManasoHa;
— - high-address — KoHeuHbIN IP-agpec ananasoHa.
no ip dhcp excluded-ad- Ypanutb IP-agpec U3 cnucka UCKAOYEHUI A1 Ha3HAYeHUA
dress low_address ero DHCP-knneHTam.
[high_address]
ip dhcp ping enable BkntounTb nepenady ICMP-3anpocoB Ha HasHa4yaembl |P-
afpec, 4Tobbl NPOBEPUTb 3aHATOCTb agpeca, Npexae Yem oH
—/BbiknioveHa bypet HazHayeH DHCP-knneHTy.
no ip dhcp ping enable YCTaHOBWTb 3HAaYEHME MO YMOIHAHUIO.
ip dhcp ping count number Onpepenntb KonnyecTso oTnpasasdembix ICMP-3anpocos.
number: (1..10)/2
no ip dhcp ping count YCTaHOBWTb 3HaYEHME NO YMOYAHUIO.
ip dhcp ping timeout time OnpeaenuTb TalMayT, B TedeHne Kotoporo DHCP-cepeep
time: (300..1000)/500 mc | OXuZAaeT oTBeT C afpeca, Ha KoTopblii nonyveH ICMP-3anpoc.
no ip dhcp ping timeout YCTaHOBUTb 3HAYEHME N0 YMOJIYAHUIO.
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KomaHObI pexcuma KoHgu2ypayuu cmamuyeckux adpecos DHCP-cepsepa

BuAa 3anpoca KoOMaHAHOWN CTPOKM B pexxnume KOHPUrypaumm ctatuyeckmx agpecos DHCP-cepsepa:

console# configure

console (config) # ip dhcp pool host name
console (config-dhcp) #

Tabnnua 307 — KomaHgbl pexxuma KoHpurypaumm

KomaHda

3HayeHue/3HayeHue
no ymon4aHuro

Aelicmeue

address ip_address {mask |
prefix_length} {client-iden-
tifier id | hardware-ad-
dress mac_address}

no address

3apesepBupoBaTb IP-agpeca ansa DHCP-KknmeHTa BpyUHyto.

- ip_address — IP-agpec, KoTopblit 6ygeT conocTaBaeH ¢
dU3NYECKUM aapeCcoM KNEHTa;

- mask/prefix_length — macka nogcetu/gnvHa npedukca;

- id — dusnyeckuit agpec (MaeHTUPUKaTOpP) ceTeBol KapTbl;
- mac_address — MAC-agpec.

Ypanutb 3apesepBupoBaHHble IP-agpeca.

client-name name

no client-name

name: (1..32) cumBosioB

Onpegenutb uma DHCP-knneHTa.

Ypanutb uma DHCP-KknuneHTa.

KomaHObI pexcuma KoHgu2ypayuu nyana DHCP-cepsepa

Bug 3anpoca KOMaHAHOM CTPOKU B pexkume KoHdpurypaumm nyna DHCP-cepsepa:

console# configure

console (config)# ip dhcp pool network name
console (config-dhcp) #

Tabnuua 308 — KomaHapl pexkuma KoHoUrypaumm

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuio

Aeiicmeue

address {network_num-
ber | low low_address high
high_address} {mask | pre-
fix_length}

no address

YCTaHOBWUTb HOMEP MOACETM U MACKy NOACETU ANA Nyna
appecos DHCP-cepsepa.

- network_number — |P-appec Homepa NoAceTy;

- low_address — HavanbHbIN IP-agpec grMana3oHa afpecos;
- high_address — KoHeuHbIl IP-agpec Anana3oHa aapecos.
- mask/prefix_length — macka nogceTn/pavHa npedukca.

Ypanute KoHdurypauuto DHCP - nyna agpecos

lease {days [hours
[minutes]] | infinite}

no lease

—/1 peHb

Bpemsa apeHabl IP-aapeca, KOTOpbI HazHavyeH oT DHCP.
- infinite — Bpema apeHAbl He OrpPaHNYEHO;

- days — KONNYecTBo AHEW;

- hours — KonnyecTBo Yacos;

- minutes — KOJIMYeCTBO MUHYT.

YCTaHOBUTb 3HaYeHME N0 YMOYAHWUIO.

ping enable

no ping enable

—/BbIKAOYEHA

BkntounTb nepeagavy ICMP-3anpocoB Ha Ha3Havaembill IP-
afpec, 4Tobbl NPOBEPUTL 3aHATOCTb agpeca, Npexae Yem OH
6yaeT HazHayeH DHCP-KnueHTy.

YCTaHOBUTb 3HaYeHue no YMON4YaHULO.

KomaHObI pexcuma KoHgu2ypayuu nyana DHCP-cepsepa u cmamuyeckux adpecos DHCP-cepsepa

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-dhcp) #
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Tabnnua 309 — KomaHabl pexxuma KoHdpurypaumm

KomaHoa

3HayeHue/3HayeHue
1o yMoA4YaHuio

Aelicmeue

default-router ip_ad-
dress_list

no default-router

Mo yMOAYaHMIO CNUCOK
MapLUpPyTU3aTOPOB He
onpegesneH.

OnpefenvTb CNMCOK MApLLPYTM3aTOPOB NO YMOAYAHUIO ANA

DHCP-knueHTa:

- ip_address_list — cnucok IP-aapecoB MapLupyTU3aTOPOB.,

MOeT cofep:KaTb A0 8 3anuceld, pasgeneHHblx Npobesom.
' IP-agpec maplupyTuM3aTopa A0nXKeH 6bITb B TOM Ke
H noACceTH, YTO U KINEHT.

YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

dns-server ip_address_list

no dns-server

Mo ymonuyaHuio cnmucok
DNS-cepBepoB He
onpegeneH.

Onpegenntb cnucok DNS-cepBepoB, 4OCTYNHbIX ANA
knmuenTtos DHCP.

- ip_address_list — cnucok IP-agpecos DNS-cepBepoB, MoXeT
copepKaTb 40 8 3anuceit, pasgeneHHblx npobenom.

YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

domain-name domain

no domain-name

domain: (1..32) cumBonos

Onpegenntb gomeHHoe uma ana DHCP-knveHTOB.

YCTaHOBUTb 3Ha4YeHMe NO YMOHYAHMUIO.

netbios-name-server
ip_address_list

no netbios-name-server

Mo ymonuyaHuio cnmucok
WINS-cepsepos He
onpeaeneH.

Onpegenntb cnncok WINS-cepBepoB, AOCTYMHbIX ANA
knmentos DHCP.

- ip_address_list — cnucok IP-agpecos WINS-cepsepos,
MOXET COAEPKATb A0 8 3anuncei, pasaeneHHbix npobesom.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

netbios-node-type {b-node
| p-node | m-node | h-
node}

no netbios-node-type

Mo ymonuaHuio TMN y3na
NetBIOS He onpepeneH.

Onpegenutb TN y3na NetBIOS Microsoft ans KaneHToB
DHCP:

- b-node — WKNpOKOBELLATENbHbIN;

- p-node — TOYKa-TOYKa;

- m-node — KOMBUHNPOBAHHbIN;

- h-node — rmbpuaHbIi.

YCTaHOBUTb 3Ha4YeHMe NO YMOIHAHMUIO.

next-server ip_address

no next-server

Mcnonb3yetca ana ykaszaHua DHCP-knneHTy agpeca cepsepa
(kak npaBuno, TFTP-cepBepa), C KOTOPOro AO/KEH bbITh
NoNy4YeH 3arpy3o4Hblit pain.

YCTaHOBUTb 3HaYeHMe No YMONYaHULO.

next-server-name name

no next-server-name

name: (1..64) cumBonos

Mcnonb3yetca anAa ykasaHua DHCP-kaneHTy umsa cepsepa, €
KOTOPOro A0/KeH BbITb NONYYEH 3arpy304Hblin danin.

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

bootfile filename

no bootfile

filename: (1..128)
CMMBOJI0B

YKazaTtb umsa $aina, UCnosb3yemoro AN8 HayalbHOM
3arpy3ku DHCP-knueHTa.

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

time-server ip_address_list

no time-server

Mo ymonyaHumio cnmucok
cepBepoB He onpeaeneH.

OnpeaennTb CNUCOK CEPBEPOB BPEMEHMU, LOCTYMHbIX A5
KknmneHToB DHCP.

- ip_address_list — cnucok IP-agpecos cepBepoB BpeMeHw,
MOKET COAePKaTb A0 8 3anuceii, pasaeneHHbix npobenom.

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

option code {boolean
bool_val | integer int_val |
ascii ascii_string | ip[-list]
ip_address_list | hex
{hex_string | none}} [de-
scription desc]

no option code

code: (0..255);
bool_val: (true, false);
int_val: (0..4294967295);
ascii_string: (1..160)
CMMBO/IOB;
desc: (1..160) cumBonos

Hactpoutb onuumm DHCP-cepsepa.

- code — Kog, onuuu DHCP-cepBepa;

- bool_val — norunyeckoe 3HayeHwe;

- integer — uenoe NoNOXKUTENbHOE YUCNO;
- ascii_string — cTpoka B popmate ASCII;

- ip_address_list — cnucok IP-agpecos;

- hex_string — cTpoKa B 16-om dopmarte.

Ypanute onuuun ana DHCP-cepsepa.

KomaHObl pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console#
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Tabnnua 310 — KomaHabl pexkmma Privileged EXEC

Komanda 3HavyeHue/3HayeHue feiicmeue
no yMOAYAHUIO
clear ip dhcp binding Yaanutb 3anucu U3 Tabaumubl COOTBETCTBUA GU3UUECKUX
{ip_address | *} a4pecoB M agpecos, BblaaHHbIX ¢ nyna DHCP-cepsepom:
o - ip_address — IP-agpec, HasHayeHHbIi DHCP-cepsepom;

- ¥ — yaanuTb Bce 3anucu.
show ip dhcp — MpocmoTpeTb KoHbUrypauun DHCP-cepsepa.
show ip dhcp excluded-ad- MpocmoTpeTb IP-agpeca, koTopble DHCP-cepsep He byaeT
dresses o Ha3Ha4aTb g1 DHCP-KAMeHTOB.
show ip dhcp pool host MpocmoTpeTb KoHOUIypauuto ana cTaTudeckux agpecos DHCP-
[in_address | name] name: (1..32) cepsepa:

CMMBO/IOB - ip_address — IP-agpec KAneHTa;

- name — uma DHCP-nyna agpecos.

show ip dhcp pool network MpocmoTpeTb KoHdUrypauuto DHCP-nyna agpecos DHCP-
name: (1..32)
[name] cepsepa:
CUMBOJI0B

- name — nma DHCP-nyna agpecos.
show ip dhcp binding MpocmoTpeTb IP-agpeca, KOTopble CONOCTaBAEHbI C
[ip_address] — dM3NYECKMMU a4 pecamm KNINEHTOB, a TaK e BPems apeHapl,

cnocob HasHavyeHua u coctoaHue IP-agpecos.
show ip dhcp server statis- MpocmoTpeTb ctatnctnky DHCP-cepsepa.
tics o
show ip dhcp allocated MpocmoTpeTb akTMBHbIe IP-agpeca, BbigaHHble DHCP-

o cepBepom.

[pumepbl 8bINOAHEHUS KOMAHO

= Hactpoutb DHCP-nyn ¢ umeHem test n ykasatb gna DHCP-KAneHTOB: uma gomeHa — test.ru, wnios
no ymon4yaHuto — 192.168.45.1 n DNS-cepsep — 192.168.45.112.

console#

console# configure

console (config) # ip dhcp pool network test

console (config-dhcp)# address 192.168.45.0 255.255.255.0
console (config-dhcp) # domain-name test.ru

console (config-dhcp) # dns-server 192.168.45.112

console (config-dhcp) # default-router 192.168.45.1

—_ — — —

5.32 KoHdurypauma ACL (cnucku KoHTponsa aoctyna)

ACL (Access Control List — cnucok KoHTposa goctyna) — Tabauua, KoTopas onpeaenseT npasuna
bunbTpaLmm BXxoaALWero n ucxoaaulero TpaduMka Ha OCHOBAHWKM MepenaBaemblX B MaKeTax MPOTOKO/OB,
TCP/UDP noprtos, IP-agpecos nan MAC-aapecos.

/ ACL-cnucku Ha 6ase IPv6, IPv4 u MAC-agpecoB He A0/KHbl MMEeTb OAMHaKOBble Ha3Ba-
HuA.

/ IPv6- 1 IPv4-cnnucku moryT pabotatb BMmecTe Ha ogHOM pusnueckom nHrepdeiice. CNUCoK
ACL Ha 6a3e MAC-agpecauum He MOXKeT COBMELL,ATbCA CO cnuckom IPv6. [lBa cnucka oau-

HAKOBOro TUMNa He MOryT paboTaTtb BMecTe Ha UHTepdeiice.

KomaHgbl Ana co3faHua W pefakTMpoBaHus cnvckoB ACL AOCTYyMHbI B peume rnobanbHoM
KOHUrypaumum.
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KomaHObI pexcuma 210b6aabHol KOHGuU2ypayuu

KomaHaHan cTpoka B pexkume rnobasnbHOM KOHOUIypauum nmeeT BUA,:
console (config) #

Tabanua 311 — KomaHgbl 4na co3gaHma n KoHourypaumm cnuckos ACL

KomaHoa

3HayeHue/3HayeHue
no yMmoA4YaHuo

Aelicmeue

ip access-list access_list
{deny | permit} {any |
ip_address [ip_ad-
dress_mask]}

no ip access-list access_list

ip access-list extended ac-
cess_list

no ip access-list extended
access_list

ipv6 access-list access_list
{deny | permit} {any |
ipv6_address [ipv6_ad-
dress_prefix]}

access_list: (0..32)

Co3paTtb cTaHAAPTHBIN cnncok ACL.

- deny — 3anpeTnTb NPOXOXKAEHNE NAKETOB C YKAa3aHHbIMMU
napameTtpamu;

- permit — pa3peLwwnTb NPOXOXKAEHME NAKETOB C
YyKa3aHHbIMW NapameTpamu.

YpanuTb cTaHgapTHbINA cnncok ACL.

Co34aTb HOBbIN pacwKpeHHbIN cnucok ACL ana agpecauun
IPv4 1 BOITU B peXkuM ero KoHGUrypawmm (ecam crnmcok ¢
OaHHbIM UMEHEM eLLe He CO34aH), MMB0 BONTU B PEXUM
KOHUrypaLmm paHee CO34aHHONO CMCKa.

YaanuTb pacwmpeHHbin cnucok ACL ana agpecaumn IPv4.

Co34aTb HOBbIN pacwKpeHHbIN cnucok ACL ana agpecauun
IPV6.

- deny — 3anpeTuTb NPOXOXKAEHNE NAKETOB C YKa3zaHHbIMM
napameTpamu;

cMmBona - permit — paspewunTb NPOXOXKAEHME NAKETOB C

YKa3aHHbIMM NapameTpamu.

no ipv6 access-list ac- Ypanutb cTaHZapTHbIN cnncok ACL gna agpecauun IPv6.

cess_list

ipv6 access-list extended Co34aTb HOBbIN pacwmnpeHHbINn cnucok ACL ana agpecauunu

access_list IPV6 1 BOITM B peXMM ero KoHdUrypaumum (ecim cnucok c
JaHHbIM UMEHEM ellle He CO34aH), B0 BOWTU B PEXUM
KOHPUrypaLmm paHee CO34aHHONO CMCKa.

no ipv6 access-list ex- Y8anuTb paclumpeHHsbiii cnncok ACL ans agpecauun IPvb.

tended access_list

mac access-list extended Co3aaTtb HOBbIN cNUCOK Ha 6aze MAC-agpecaunun n BOMTU B

access_list peXunm ero KOHOGUrypaumm (ecnm CMcoK ¢ JaHHbIM UMEHEM
elle He co3aaH), IMb0o BOWTU B PEXKUM KOHOUTYpaLmn paHee
CO3/,aHHOrO CNMCKa.

no mac access-list ex- Yaanutb cnucok ACL Ha 6a3ze MAC-aapecauuu.

tended access_list

access-list configuration YCTaHOBUTb peXxum KoHdurypuposaHua ACL.

mode {default | commit} - default — ACL moKHO pefaKkTMpOBaTb TO/IbKO TOrAa, Koraa
OH He NPMBA3aH HU K OgHOMY U3 MHTepdeicos. HacTpoikm

— /default npasua ACL npumeHatoTca HemegneHHo.

- commit — ACL MOKHO pefaKTUpoBaTb, KOrAa OH NpuBA3aH
K dusnueckomy nnm VLAN nHtepdelicy. UsmeHeHun
BCTYNAloT B CUY NOCAE BbINONHEHWUA KOMaHAb! access-list
commit.

access-list commit

NMpumeHnTb n3meHeHna Bo Bcex ACL-cnuckax.

access-list commit {ac-
cess_list}

access_list: (0..32)
cumBona

MpumeHUTb n3MmeHeHns B onpegeneHHom ACL-cnucke.
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access-lists statistics { port BKntounTb cTaTUCTUKY cnmnckos ACL

| vlan} - port — TonbKo ana cnnuckos ACL, npmBA3aHHbIX K

du3MYeCKMM UHTepdelcam;

- vlan — TonbKo ansa cnuckos ACL, NpuBA3aHHbIX K

nHTepdericam VLAN.

—/BbIKAOYEHO Ona kommyTatopos cepun MES23xx BO3MOKHO
V BK/IlOYEHMe CTaTUCTUKK cnuckos ACL,

NPUBA3AHHbIX TONIbKO K GU3NYECKUM NopTam

WAU TONBKO K uHTepdeiticam VLAN.

no access-lists statistics { BbIKNHOYMTbL CTaTUCTMKY cnnckos ACL.
port | vlan }
time-range time_name BoiTu B pexkum KoHdUrypaumum time-range u onpegenvtb
time_name: (0..32) BPeMeHHble NHTepBasibl AN1A CNUCKa JOCTyNa.
cMmMBONa - time_name — uma npodunna HacTpoekK time-range.
no time-range time_name Yaanutb 3agaHHyto KoHburypaumio time-range.

Ona Toro 4rtobbl akTMBM3MpoBaTb cnncok ACL, HeobxoaMmo cBA3aTb e€ro ¢ WHTepdencom.
NHTepdelicom, MCNoNb3yOLWMM CNIMCOK, MOXKeT BbiTb 160 MHTepdelic Ethernet, nnbo rpynna nopTos.

KomaHObI pexcuma KoHgu2ypayuu uHmepapetica Ethernet, VLAN, epynnsl nopmos

KomaHaHas cTpoka B pexxume KoHourypauum nutepdeica Ethernet, VLAN, rpynnbl NOPTOB UMEET BUA,:
console (config-if) #

Tabnmua 312 — KomaHaa HasHavyeHua cnncka ACL-uHTepdeiicy

3HayeHue/3HayeHue
no ymoa4YaHuro

service-acl {input | out- B HacTpoiikax onpeaenéHHoro pusnyeckoro nHTepderica

put} access_list NPVBA3aTb YKa3aHHbIN CMUCOK K aHHOMY UHTepdelicy.

/ MpuBeA3Ka K MHTepdeiicy VLAN BO3MOKHa TO/IbKO

BANA HanpaBaeHus input.

KomaHoa Aeiicmeue

access_list: (0..32)
cumBoNa

vlan, nonagaet He TONbLKO MapLIPYTU3UPYEMDIA
TpaduK, HO U TpadPUK BHYTPU CETU.

MNop aeiictBue ACL, HasHauyaemoro Ha interface
vlan, nonagaer Becb BXoAAwWMiA B NOPTbl TPAadUK B
paHHou VLAN.

/ Nop peiicteue ACL, HasHayaemoro Ha interface

no service-acl {input | YpanuTb CNMCOK C MHTepdeiica.
output}

KomaHObl pexcuma Privileged EXEC

KomaHgHan cTpoka B pexume Privileged EXEC nmeert Bua;

console#

Tabnnua 313 — KomaHgb! 4na npocmoTpa cnnckos ACL

3HayeHue/3HayeHue .
KomaHda Aeilicmeue
no ymoa4YaHuro
show access-lists [ac- access_list: (0..32) Moka3saTtb cnuckm ACL, co3gaHHble Ha KOMMmyTaTope.
cess_list] cMmBoNa
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show access-lists
time-range-active [ac-
cess_list]

MNMokasaTtb cnuckn ACL, co3gaHHble Ha KOMMYyTaTope, KoTopble B
HacToAllee BpemMa ABAAIOTCA aKTUBHbIMU.

show interfaces access-lists
[gigabitethernet gi_port |
tengigabitethernet

te_port | fortygigabitether-
net fo_port | port-channel
group | vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094);

MNokasaTtb cnucku ACL, HazHa4YeHHble UHTepdericam.

clear access-lists counters
[gigabitethernet gi_port |
tengigabitethernet

te_port | fortygigabitether-
net fo_port | port-channel
group | vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

O6HYNUTb BCe cyeTumkm cnuckos ACL, 1Mo cHeTYUKM gna CNUCKOB
ACL 3apaHHoOro nHtepdelica.

show interfaces access-lists
trapped packets [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | vlan
vlan_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

lNoKa3aTb CHETYMKM CUCKOB A0CTyNa.

clear access-lists statistics

O4YnCTUTL CTaTUCTUKY cnuckos ACL.

show access-lists candi-
date-config

Moka3aTtb cocToaHme Bcex ACL-cnMCKOB noc/e BbINOJIHEHUA
KOMaHAbl access-list commit.

show access-lists candi-
date-config {access_list}

access_list: (0..32)
cuMmBOIaA

lMokKasaTtb coctoaHme onpeaeneHHoro ACL-cnucka nocne
BbINO/IHEHUA KOMaHAbl access-list commit.

show candidate-config ac-
cess-list

MokKasaTb, Kak byayT BbirnaaeTs ACL-cnucku B show running-
config nocne BbinoNHEHWA KOMaHAbI access-list commit.

KomaHObi pexcuma EXEC

KomaHaHasa cTpoka B pexkmme EXEC nmeet sua;

console#

Tabanua 314 — KomaHgbl 4na npocmoTpa cnnckos ACL

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

show time-range
[time_name]

MokasaTb KoHUrypaumto time-range.

5.32.1 KoHngpuzypayusa ACL Ha 6a3e IPv4

B pgaHHOM paspgene npuBeneHbl 3HAYEHUA U ONMUCAHUA OCHOBHbLIX MAPAMETPOB, MCMOAb3YEMbIX B
cocTaBe KOMaHA HacTpoiKkm cnnckos ACL, ocHoBaHHbIX Ha aapecaunn IPv4.

Co3gmaHue n BXO4, B pexum penaktnposaHma cnuckoB ACL, OCHOBAHHbIX Ha aapecauun [Pv4,
oCyL,ecTBiAETCA NO KOMaHAe: ip access-list extended access-I1ist. Hanpumep, ona cos3gaHua
cnucka ACL noa HassaHuem EltexAL Heob6xoAMMO BbINOIHUTL CAeaytolWmue KOMaHabl:

console#

console# configure

console (config)# ip access-list extended EltexAL
console (config-ip-al)#
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Mpu ogHOBpPEeMeHHOM MCMONAb30BaHUKM Npasun ¢ napamerpom offset-list  npasun c na-
pametpom UDP/TCP-nopt (permit/deny tcp/udp any src_tcp/udp_port any dst_tcp/
udp_port) cywecrsyer annapatHoe orpaHuyeHue. [1na Ux coBmecTHoi pa6oTbl Heo6xo-

AUMO npu co3aaHum offset-nucra, NnoMMMo HyXHbIX 6aiiToB, yKasaTtb 6aiTbl TCP/UDP-
noprtos 13 L4-3aronoskKa.

Tabnumua 315 — OcHOBHble NapamMeTpbl, UCNO/b3yeMble B KOMaHAAX

Mapamemp

3HauyeHue

Aelicmeue

permit

Co3paTb paspelatolee npasuao ¢punbTpauum 8 cnmcke ACL.

deny

Co3pgatb 3anpewatouiee npasuno ¢puabTpaymm B cnmcke ACL.

protocol

NpPOTOKOA

Mone npegHasHayeHo A/1A yKaszaHMA NpoToKona (Mam Bcex
NPOTOKO/I0B), Ha OCHOBE KOTOPOro ByAeT ocylecTBaseTca
dunbTpayms. Mpu Bbi6Ope NPOTOKOIA BOSMOXKHbI CieaytoLme
BapwuaHTbl: icmp, igmp, ip, tcp, egp, igp, udp, hmp, rdp, idpr, ipv6,
ipv6:rout, ipv6:frag, idrp, rsvp, gre, esp, ah, ipv6:icmp, eigrp, ospf,
ipinip, pim, 12tp, isis, ipip, 1M60 YMcnOBOE 3Ha4YEeHWe NPOTOKOA, B
AvanasoHe (0-255).

[na cootBeTcTBUA NIOOOMY NPOTOKOY MCNOb3yeTcA 3HaYeHue IP.

source

aapec UCTOYHUKaA

Onpegenntb IP-agpec ncTouHMKa naketa.

source_wildcard

wildcard-macka agpeca
MNCTOYHUKA

buToBasa macka, npumeHsaemas K IP-agpecy NCTOYHMKA NaKeTa.
Macka onpegenset 6uTbl IP-aapeca, KoTopble HE06X0AMMO
WUrHOPMpPOBaTb. B 3HaUeHWA UTHOPUPYEMbIX BUTOB A0/XKHbI ObITb
3anucaHbl eguMHULbl. Hanpumep, MCNoib3ya MacKy, MOXHO
onpeaenuTb Ana npasuna punbtpaumm IP-cetb. Y1066l 06aBUTL B
npasuio ¢punbTpaumnm IP-cetb 195.165.0.0, HeobxogMmo 3aaaTb
3HayeHue mackm 0.0.255.255, To ecTb cOriacHO AaHHOW Macke
nocnegHue 16 6ut IP-agpeca 6yayT UrHOpUpPoOBaTLCA.

destination

aapec Ha3dHayeHuAa

Onpegenutsb IP-agpec Ha3HavYeHUA NakeTa.

destination_wildcard

wildcard-macka agpeca

ButoBas macka, npumeHaemas K IP-agpecy HazHaueHUa nakeTa.
Macka onpegenset 6utsbl IP-agpeca, KoTopble Heo6xoaAMMO
WUTHOPMPOBaTb. B 3HaUeHWUA UTHOPUPYEMbIX BUTOB A0/XHbI BbITh

Ha3HayeHuA
3anucaHbl eanHULbBI. MacKka UCMOo/b3yeTcs aHaNorMYHO Macke
source_wildcard.
vlan vlan: (1..4094) Onpepenntb VLAN, ana KoToporo byaet npumMeHsTbCA Npasuio.
dscp dscp: (0..63) OnpeaennTtb 3HayeHne DSCP-nons diffserv.
precedence precedence: (0..7) Onpenenutb NpuopuTteT IP-TpaduKa.
time_name time_name: (0..32) Onpeaenntb KOHOUTypaLMio BpeMeHHbIX UHTEPBANOB.
CMMBONOB
icmp_type Ucnonbsyetca ana ¢unbtpaumm ICMP-nakeToB. Bo3mMOoXKHbIe TUMbI
cooblueHunit nonsa icmp_type: echo-reply, destination-unreachable,
source-quench, redirect, alternate-host-address, echo-request,
router-advertisement, router-solicitation, time-exceeded,
parameter-problem, timestamp, timestamp-reply, information-
TMN cooblieHuna request, information-reply, address-mask-request, address-mask-
npoTtokona ICMP reply, traceroute, datagram-conversion-error, mobile-host-
redirect, mobile-registration-request, mobile-registration-reply,
domain_name-request, domain_name-reply, skip, photuris, nn6o
YMCNOBOE 3HaYeHMe TUNa coobleHus, B auanasoHe (0-255).
icmp_code Koz coobuweHunin npotokona ICMP, ncnonbsyemblit ana

icmp_code: (0..255)

dunbTpaumm ICMP-nakeToB.

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324

315



HELTEX

igmp_type

TMN cooblieHmna
npoTtokona IGMP

Tun coobuweHnin npoTokona IGMP, ncnonbsyembliit gns
dunbTpaummn naketos IGMP. Bo3aMoXKHble TUMNbI COOBL,EHMI oA
igmp_type: host-query, host-report, dvmrp, pim, cisco-trace, host-
report-v2, host-leave-v2, host-report-v3, nMbo YncnoBoe 3HayeHne
TMna coobueHus, B ananasoHe (0—255).

destination_port

UDP/TCP-nopt
Ha3Ha4vyeHuA

source_port

UDP/TCP-nopT UCTOYHMKA

Bo3morKHble 3HaueHua nona TCP-noprta: bgp (179), chargen (19),
daytime (13), discard (9), domain (53), drip (3949), echo (7), finger
(79), ftp (21), ftp-data (20), gopher (70), hostname (42), irc (194),
klogin (543), kshell (544), Ipd (515), nntp (119), pop2 (109), pop3
(110), smtp (25), sunrpc (1110, syslog (514), tacacs-ds (49), talk
(517), telnet (23), time (37), uucp (117), whois (43), www (80);
Ons UDP-nopra: biff (512), bootpc (68), bootps (67), discard (9),
dnsix (90), domain (53), echo (7), mobile-ip (434), nameserver (42),
netbios-dgm (138), netbios-ns (137), on500-isakmp (4500), ntp
(123), rip (520), snmp (161), snmptrap (162), sunrpc (111), syslog
(514), tacacs-ds (49), talk (517), tftp (69), time (37), who (513),
xdmcp (177).

JInbo uncnosoe 3HayeHune (0— 65535).

list_of_flags

dnaru npotokona TCP

Ecnav pna ycnosua dunbtpaummn dnar foaxKeH 6biTb YCTaHOBAEH, TO
nepes HUM CTaBUTCA 3HAK «+», €CIU He A0/IKEH ObITb YCTAaHOB/EH,
TO «-». BO3MOXHble BapuaHTbl ¢pnaros: +urg, +ack, +psh, +rst,
+syn, +fin, -urg, -ack, -psh, -rst, -syn u -fin. Mpu ncnonbszosaHmm
HECKOJIbKMX GN1aros B ycnosuu puabTpaumm, dnarv obbeanHatoTca
B OZHY CTPOKRY 6e3 npobenos, Hanpumep: +fin-ack.

disable_port

BbIK/IOYMTL MNOPT, C KOTOPOTo Bbl1 MPUHAT NaKeT,
YO0BNETBOPAOWMI yci0BUAM Nt060M U3 KomaHz 3anpeTa deny, B
COCTaBe KOTOpOW 6bl10 onncaHo none.

log_input

BKNOYNTL OTNPaBKY MHPOPMALLMOHHBIX COOBLLEHMI B
CUCTEMHbIN XKYPHaA NPU NOJYYEHUMN NAKETa, KOTOPbIA
COOTBETCTBYET 3aMuCH.

offset_list_name

offset_list_name: (0..32)

3a4aTb MCNONBb30BaHWE CNUCKa WabaoHOB Nosb3oBaTensa Ann
pacno3HaBaHWsA NakeToB. s Kaxaoro cnucka ACL MmosKeT 6bITb

(1..2147483647)

CYMBO/I0B o
onpesesieH CBOM CNUCOK WwabaoHOoB.
ace-priority MHAeKC 3a4aeT NoNoKeHMe NpaBuaa B CMIUCKE U ero
ace-priority: npuopuTeT. Yem meHblue MHAEKC — TeM NpUoputeTHee

npasuao. 3HayeHne MHAEKCa JOKHO BbITb YHUKANbHBIM B
pamKax cnucka npasua B ogHom ACL.

g KR

Ona Bbibopa Bcero gnana3oHa napameTpos, Kpome dscp u IP-precedence, ucnonbsyerca
napameTp «any».

Ecam naket nonagaet nog, Kputepuit npasuna B ACL, To Hag, HUM BbINONHAETCA AelcTBUue
aToro npasuna (permit/deny). anbHelilwana nposepKa He NPOU3BOAMUTCA.

Ecnn Ha nHtepdeiic HasHauyeHbl IP 1 MAC ACL, To nepBoHa4anbHO NaKkeT 6yaer npoBepeH
Ha cootBeTcTBue npasunam IP ACL, notom — MAC ACL (B cnyyae, ecim He nonageTt noa
AeiictBue HM ogHoro u3 npasun IP ACL).

Ecnn nocne nposepku Ha cooTeBeTcTBue npasunam IP unn MAC ACL (Korga 1 ACL Ha3HaueH
Ha uHtepdeiic) uam IP 1 MAC ACL (Korga 2 ACL Ha3HauyeHbl Ha UHTepdeiic) NakeT He nonan

nog, AeACTBME HM O4HOrO U3 NPaBUA, TO K AaHHOMY nakeTy 6yaeT npuMeHeHo aeiicTBue
“deny any any”.

316

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324




DHELTEX

Tabnuua 316 — KomaHabl, ucnosblyemble ans Hactponkm ACL-cnuckos Ha ocHoBe IP-agpecauunm

KomaHda

Aeiicmeue

permit protocol {any | source source_wildcard} {any |
destination destination_wildcard} [dscp dscp | prece-
dence precedence] [time-range time_name] [ace-priority
index]

[lo6aBuTb paspeluaioLLyto 3anucb GUAbTPaLMK ANa NPOTOKoNA.
MakeTbl, OTBEYAlOLLME YCAOBUAM 3anmcK, byayT obpabaTbiBaTbCA
KOMMYTaToOpOM.

no permit protocol {any | source source_wildcard} {any |
destination destination_wildcard} [dscp dscp | prece-
dence precedence] [time-range time_name]

Y[anuTb co34aHHYI0 paHee 3anuch.

permit ip {any | source_mac source_mac_wildcard}

{any | destination_mac destination_mac_wildcard}

{any | source_ip source_ip_wildcard} {any | destina-
tion_ip destination_ip_wildcard} [dscp dscp | precedence
precedence] [time-range range_name] [ace priority in-
dex]

[o6aBuTb paspeLuaroLyto 3anucb GuabTpauumn ans npotokona IP.

MakeTbl, OTBEYAlOLLME YCAOBUAM 3anucK, byayT obpabaTbiBaTbCA
KOMMYTaToOpOM.

no permit ip {any | source_mac source_mac_wildcard}
{any | destination_mac destination_mac_wildcard}

{any | source_ip source_ip_wildcard} {any | destina-
tion_ip destination_ip_wildcard} [dscp dscp | precedence
precedence] [time-range range_name]

Y4anuTb CO34aHHYI0 paHee 3anuchb.

permit icmp {any | source source_wildcard} {any | desti-
nation destination_wildcard} {any | icmp_type}{any |
icmp_code} [dscp dscp | ip-precedence precedence]
[time-range time_name] [ace-priority index] [offset-list
offset_list_name] [vlan vian_id]

[Jo06aBuTb paspelatoLLyo 3anucb GuUabTpauum gas NpoTokona
ICMP. MakKeTbl, OTBEYAOLLME YCIOBUAM 3anucu, byayT
0bpabaTbiBaTbCA KOMMYTATOPOM.

no permit icmp {any | source source_wildcard} {any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | ip-precedence prece-
dence] [time-range time_name] [offset-list off-
set_list_name] [vlan vian_id]

Y4anuTb CO34aHHYI0 paHee 3anuchb.

permit igmp {any | source source_wildcard} {any | desti-
nation destination_wildcard} [igmp_type] [dscp dscp |
precedence precedence] [time-range time_name]
[ace-priority index]

[Jo6aBuTb paspelatoLLyo 3anmcb GuUabTpauum gas NpoToKkoia
IGMP. MakeTbl, OTBEYAIOLLME YCOBUAM 3anucK, byayt
06pabaTbiBaTbCA KOMMYTATOPOM.

no permit igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]

Y[annTb CO34aHHYI0 paHee 3anuch.

permit tcp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [match-all list_of flags] [time-range
time_name] [ace-priority index]

[Jo6aBuTb paspeluatoLLyo 3anmcb GuUabTpaumm gas NnpoTokona
TCP. MakeTbl, OTBEYAOLLME YCIOBUAM 3anucu, byayT
06pabaTbiBaTbCA KOMMYTATOPOM.

no permit tcp {any | source source_wildcard } {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [match-all list_of flags] [time-range
time_name]

Ypanutb CO34aHHYIO paHee 3anucb.

permit udp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name] [ace-priority index]

[Jo6aBuTb paspeluatoLLyo 3anmcb GuabTpauum gas NnpoToKoia
UDP. NakeTbl, 0OTBEYAtOLWME YCIOBMAM 3anucu, byayTt
0bpabaTbiBaTbCA KOMMYTATOPOM.

no permit udp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name]

YaanuTb co3aaHHYI0 paHee 3anuchb.
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deny protocol {any | source source_wildcard} {any |
destination destination_wildcard} [dscp dscp |
precedence precedence] [time-range time_name]
[disable-port | log-input] [ace-priority index]

[06aBuTb 3anpeLyatoLLyto 3anucb GUAbLTPALLMM ANA NPOTOKOAA.
MakeTbl, OTBEYatoLLMe ycnoBuam 3anucu, byayT 6aokmpoBaTtbea
KommyTaTopom. Mpu ncnonb3oBaHMK Kntoyesoro cnosa disable-
port dusnyeckuit uHTepdeic, NPUHABLLMI TaKoM NakeT, byaeT
BbIK/toueH. Mpu ncnonb3oBaHuM Katoyesoro ciosa log-input
ByAeT OTNPaBAEHO COOBLEHME B CUCTEMHDIN KYPHa.

no deny protocol {any | source source_wildcard} {any |
destination destination_wildcard} [dscp dscp |
precedence precedence] [time-range time_name]
[disable-port | log-input]

Y[anuTb cO34aHHYI0 paHee 3anuch.

deny ip {any | source_ip source_ip_wildcard} {any | des-
tination_ip destination_ip_wildcard} [dscp dscp | prece-
dence precedence] [time-range range_name] [disa-
ble-port | log-input] [ace-priority index]

[o6aBuTb 3anpeLatoLLyto 3anmcb GuabTpaLmmu 4na npoTokona IP.
MakeTbl, OTBEYalOLMeE ycnoBUAM 3anucu, byayT 6aokmpoBsaTbea
KommyTaTopom. Mpu ncnonb3oBaHMK Kntoyesoro cnosa disable-
port pusnyecknin MHTepdEenc, NPUHABLUNI TaKoW NaKeT, byaeT
BbIK/toueH. Mpu ncnonb3oBaHMKM Katoyesoro ciosa log-input
byAeT OTNPaBAEHO COOBLEHME B CUCTEMHDIN KYPHa.

no deny ip {any | source_ip source_ip_wildcard} {any |
destination_ip destination_ip_wildcard} [dscp dscp |
precedence precedence] [time-range range_name] [disa-
ble-port | log-input]

YLanuTb CO34aHHYI0 paHee 3anucsb.

deny icmp {any | source source_wildcard}{any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]
[ace-priority index]

[Jo6aBuTb 3anpewatoLyto 3anncb GuUAbTpaLmm A8 NPoToKona
ICMP. MakKeTbl, OTBEYAOLLME YCIOBUAM 3anucu, byayt
6710KMPOBATLCA KOMMYTATOPOM. MPK UCNOIb30BAHUM K/THOYEBOTO
cnosa disable-port dusnyecknii uHTepdelic, NPUHABLLMNIA TaKoM
nakert, 6yAeT BbIK/AOYEH. [pY MCNONB30BAHUM K/IHOYEBOTO C/10BA
log-input 6yaeT oTnpasneHo coobLieHNe B CUCTEMHBIN KypHa.

no deny icmp {any | source source_wildcard} {any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]

Y4anuTb CO34aHHYI0 paHee 3anuchb.

deny igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]
[ace-priority index] [disable-port | log-input]

[Jo6aBuTb 3anpewatoLyto 3anncb GuUAbTpaLmm Ans NPoToKona
IGMP. MakeTbl, OTBEYAtOLLME YCIOBUAM 3anucK, byayTt
6710KMPOBATLCA KOMMYTATOPOM. MpPU UCNOb30BAHUM K/THOYEBOTO
cnosa disable-port dpusnyeckmnin HTepdeic, NpMHABLWIKIA TaKoM
nakeT, byaeT BblK/AtoYeH. Mpu MCNoNb30BaAHWUM KAOYEBOTO C0BA
log-input 6yzeT oTnpaBieHo coobLLEHME B CUCTEMHDIN KYpPHaN.

no deny igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]
[disable-port | log-input]

Ypanutb CO34aHHYIO paHee 3anucb.

deny tcp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence prece-
dence] [match-all list_of flags] [time-range time_name]
[ace-priority index] [disable-port | log-input]

[06aBunTb 3anpeLyatoLLyto 3anmcb GUAbTPaLMK 414 NPOTOKONA
TCP. MakeTbl, OTBEYAOLLME YCIOBUAM 3anucu, byayt
610KMPOBATLCA KOMMYTATOPOM. [1pU UCNOIb30BAHUMN KOYEBOTO
cnosa disable-port ¢pusnyeckmnin HTepdenc, NpMHABLWIKIA TaKoM
nakeT, byaeT BblK/AtoYeH. Mpu MCNoNb30BaHWUM KAOYEBOTO C10BA
log-input 6yzeT oTnpaBieHo coobLLEHME B CUCTEMHbIN KYpPHa.

no deny tcp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence prece-
dence] [match-all list_of flags] [time-range time_name]
[disable-port | log-input]

Ypanutb CO34aHHYIO paHee 3anucb.

deny udp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name] [ace-priority index]
[disable-port | log-input]

[o6aBunTb 3anpeLatoLLyto 3anmcb GUAbTPaLMK ANA NPOTOKONA
UDP. NakeTbl, 0OTBEYAtOLWME YCNOBMAM 3anucu, byayt
6710KMPOBATLCA KOMMYTATOPOM. MPU UCNOL30BAHUM K/THOYEBOTO
cnosa disable-port ¢pusnueckmnin HTepdenc, NpMHABLWIKIA TaKoM
nakeT, byaeT BblkAtoYeH. Mpy CNoNb30BaHWM KOYEBOTO C/10Ba
log-input 6ygeT oTnpaBieHo coobLLEHME B CUCTEMHDIN KYpPHa.
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no deny udp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name] [disable-port | log-
input]

Yaanutb CO34aHHYIO paHee 3anucb.

offset-list offset_list_name {offset_base offset mask
value} ...

Co3aatb CNUCOK WwabnoHOB Nonb3oBaTeNs ¢ UMeHem name. Umsa

MOXKeT BKAto4YaTb oT 1 40 32 cumBONOB. B 0A4HOM KOMaHAE MOXKET

copepKaTbCs 40 TPMHAALATU WabNOHOB B 3aBUCUMOCTH OT
BbIGPAHHOrO peXXmnma HaCTPOIMKKM CNUCKOB AO0CTyNa (KomaHAaa set
system mode), BKntoUaloLWmMX cneaytolime napameTpbl:

- offset_base — 6a3oBoe cmelleHMe. BO3MOKHble 3HAaYeHUA:

I3 — Hayano cmeleHuns ¢ Hayana IP-3aros10BKa;

14 — Hayano cmelleHns ¢ KoHua IP-3arosioBKa.

- offset — cmeleHne b6aliTa gaHHbIX B Npegenax nakeTa.
ba3oBoe cmelLeHVe NPUHUMAETCA 3@ HaYyaslo OTCYETa;

- mask — macka. B aHanu3e nakeTta NPUHMMALOT y4acTUe TObKO
Te paspaabl baiiTa, 4NA KOTOPbIX B COOTBETCTBYIOLWMX pa3pasax
Macku 3agaH ‘0’;

- value — nckomoe 3HayeHue.

no offset-list offset_list name

YAanuTb CO3A4aHHbIN paHee CrUCOK.

access-list commit

MpumeHnTb nsmeHeHuna 8 ACL-cnmcke.

5.32.2 KoHepueypayusa ACL Ha 6a3e IPv6

B gaHHOM pasgene npusegeHbl 3HAYEeHMA M OMUCAHWA OCHOBHbLIX MApPaMETPOB, MCMOJIb3yeMbliX B
COCTaBe KOMaHJ, HacTPoMKKu cnnckos ACL, 0CHOBaHHbIX Ha aapecauum IPv6.

Co3pgaHne u BXxo4 B peum pegaktupoBaHua cnuckos ACL, OCHOBaHHbIX Ha agpecauun |[Pv6,
OCYLLEeCTBNAETCA MO KOMaHAe: ipvé access-list access-1ist. Hanpumep, gna cosganuma cnmcka ACL
nog, HazsaHnem MESipv6 HeobxoaMMO BbINONHUTDL CAeaylowme KOMaHabl:

console#
console# configure

console (config)# ipv6é access-list extended MESipvé

console (config-ipve-al) #

Tabanua 317 — OcHoBHblE NApPaMeTpPbl, UCMOIb3yeMble B KOMaHAAX

Mapamemp 3HavyeHue

Aelicmeue

permit _

Co3patb paspelatolLee npasuao ¢punbTpaumm B cnmcke ACL.

deny -

Co3aaTb 3anpeLatolee npasmno ¢puabTpauum B cnvcke ACL.

protocol

NpOTOKON

Mone npeaHasHayeHo AN yKasaHWsA NPOTOKoNa (Mau Bcex
NPOTOKO/I0B), Ha OCHOBE KOTOPOro ByAeT OcyLLecTBAfETCA
dunbTpayms. MNpu Bbibope NPOTOKOAA BO3MOXKHbI CaeaytoLme
BapuaHTbl: icmp, tcp, udp, AMbo YncnoBoe 3HaYEeHWE NPOTOKONA
— icmp (58), tcp (6), udp (17).

[ns cootBeTcTBUA Nt106OMY NPOTOKOY UCMO/b3YeTCA 3HaYeHne
IPv6.

source_prefix/length appec oTNnpaBuUTeNsa U ero

Onpeaenuts IPv6-agpec n gavHy npedukca cetn (0-128)

O/IMHA (KonnyecTBO CTapLINX BUT agpeca) UCTOYHKMKA NaKeTa.
destination_prefix/length appec HazHa4yeHusA 1 ero Onpeaenuts IPv6-agpec n ganHy npedukca cetn (0-128)
O/IMHA (KonnyecTBO CTapLINX BUT agpeca) HasHaYeHUA NakeTa.
dscp dhcp: (0..63) Onpegennts 3HayeHne DSCP-nons diffserv.
precedence precedence: (0..7) Onpegenutb NnpuoputeT IP-TpaduKa.
time_name time_name: (1..32) Onpenenutb KOHOUTYPaLMIO BPEMEHHbIX MHTEPBA/IOB.

CMMBOJIOB
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icmp_type

TMN cO0bLLEeHMA
npoTtokona ICMP

Ucnonbsyetca ana eunbtpaumm ICMP-nakeToB. BoamoxkHble
TUMbl Y YUCIOBbIE 3HAYEHUA COObLLEHNI Nona icmp_type:
destination-unreachable (1), packet-too-big (2), time-exceeded
(3), parameter-problem (4), echo-request (128), echo-reply
(129), mld-query (130), mld-report (131), mldv2-report (143),
mld-done (132), router-solicitation (133), router-advertisement
(134), nd-ns (135), nd-na (136).

icmp_code icmp_code: (0..255)

Ucnonbsyetca ana ¢unbtpaymm ICMP-nakeToB.

UDP/TCP-nopt
Ha3HaueHua

destination_port

source_port

UDP/TCP-nopT MCTOYHMKA

Bo3morKHble 3HayeHus noaa TCP-noprta: bgp (179), chargen (19),
daytime (13), discard (9), domain (53), drip (3949), echo (7),
finger (79), ftp (21), ftp-data (20), gopher (70), hostname (42), irc
(194), klogin (543), kshell (544), Ipd (515), nntp (119), pop2
(109), pop3 (110), smtp (25), sunrpc (1110, syslog (514), tacacs-
ds (49), talk (517), telnet (23), time (37), uucp (117), whois (43),
www (80);

Ona UDP-noprta: biff (512), bootpc (68), bootps (67), discard (9),
dnsix (90), domain (53), echo (7), mobile-ip (434), nameserver
(42), netbios-dgm (138), netbios-ns (137), on500-isakmp (4500),
ntp (123), rip (520), snmp (161), snmptrap (162), sunrpc (111),
syslog (514), tacacs-ds (49), talk (517), tftp (69), time (37), who
(513), xdmcp (177).

JInbo uncnosoe 3HauyeHue (0 - 65535).

list_of_flags

¢dnarun npotokona TCP

Ecnu pns ycnosua dunbtpaumm dnar 4oaKeH ObiTb YCTAHOBEH,
TO Nepes HUM CTaBUTCA 3HAK «+», €CNN He A0/KeH BbITb
YCTaHOB/IEH, TO «-». BO3MOKHble BapuaHTbl dpnaros: +urg, +ack,
+psh, +rst, +syn, +fin, -urg, -ack, -psh, -rst, -syn u -fin.

disable-port

BbIK/MOYMTL MOPT, C KOTOPOTO Bbl1 MPUHAT NaKeT,
Y4,0BNETBOPAOLWMIA ycioBUAM Ntoboli 3 KomaHz 3anpeTa deny,
B COCTaBe KOTopoit 6bis10 onncaHo none.

log-input

BK/OYUTbL OTNPaBKY MHPOPMALIMOHHBIX CO0bLLEHMI B
CUCTEMHbIN KYpPHaN Npy NoJy4YeHUM NakeTa, KOTOPbIN
COOTBETCTBYET 3anucHu.

ace-priority ace-priority:

(1..2147483647)

WHaekc npasuna B Tabamue. Yem meHblue MHAEKC — Tem
npuopuTeTHEE NPaBUNO. 3HaYeHe MHAEKCA LOKHO BbiTh
YHUKaNnbHbIM B pamMKax cnuncka npasma B ogHom ACL.

v
v

napamerp «any».

AobaenaAwTcA 3anucum:
permit-icmp any any nd-ns any
permit-icmp any any nd-na any
deny ipv6 any any

Dna Bbibopa Bcero agnanasoHa napameTpos, Kpome dscp u IP-precedence ucnonbsyerca

Mocne TOro, Kak xota 6bl OA4Ha 3anucb A06aBHEHa B cnucok ACL, nochegHUMM B CNUCOK

[Be nepBble U3 HUX pa3peLualoT NOUCK cocegHUX |Pv6-ycTpoOMCTB C NOMOLLbIO NPOTOKOANA
ICMPvV6, a nocneaHAa O03Ha4YaeT UTHOPUPOBAHUE BCEX NAKETOB, HE YA0BNETBOPAIOLLUX

ycnosuam ACL.

Tabnunua 318 — KomaHabl, Mcnonb3yemble ana HacTpolikn ACL cnnckos Ha ocHoBe IPv6-aapecaunm

KomaHoa

Aelicmeue

permit protocol {any | source_prefix/length}{any |
destination_prefix/length} [dscp dscp | precedence
precedence] [time-range time_name] [ace-priority index]

[o6aBuTb paspelualoLLyto 3anucs GuabTpaLum ans
npoToKona. MakeTbl, OTBEYaloLLME YCNOBUAM 3anucu, byayT
06pabaTbiBaTbCA KOMMYTATOPOM.

no permit protocol {any | source_prefix/length}{any |
destination_prefix/length} [dscp dscp | precedence
precedence] [time-range time_name]

Ypanutb CO34aHHYIO paHee 3anuchb.
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permit icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type} {any |
icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [ace-priority index]

[o6aBunTb paspeLuatoLLyto 3anmcb GUAbTPALMM 414 NPOTOKONA
ICMP. MaKeTbl, OTBEYatlOLLME YCAOBUAM 3anucK, byayTt
06pabaTbiBaTbCA KOMMYTAaTOPOM.

no permit icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type} {any |
icmp_code} [dscp dscp | precedence precedence]
[time-range time_name]

Y4anuTb Co34aHHYI0 paHee 3anuchb.

permit tcp {any | source_prefix/length} {any |
source_port}{any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[time-range time_name] [match-all list_of flags]
[ace-priority index]

[o6aBuTb paspeluatoLyto 3anucb GUabTPaLMK ANAa NPOTOKoNa
TCP. MakeTbl, OTBEYAlOLLME YCAOBUAM 3anucK, byayTt
06pabaTbiBaTbCA KOMMYTAaTOPOM.

no permit tcp {any | source_prefix/length} {any |
source_port} {any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[time-range time_name] [match-all list_of flags]

YaanuTb co34aHHYI0 paHee 3anuch.

permit udp {any | source_prefix/length} {any |
source_port}{any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[time-range time_name] [ace-priority index]

[o6aBunTb paspeLuatoLLyto 3anmcb GUAbTPaLMK 414 NPOTOKONA
UDP. MakeTbl, OTBEYaloLMe YCNOBUAM 3anucu, byayt
06pabaTbiBaTbCA KOMMYTATOPOM.

no permit udp {any | source_prefix/length} {any |
source_port}{any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[time-range time_name]

Y4anuTb Co34aHHYI0 paHee 3anuchb.

deny protocol {any | source_prefix/length} {any |
destination_prefix/length} [dscp dscp | precedence
precedence] [time-range time_name] [disable-port |
log-input] [ace-priority index]

[06aBuTb 3anpeLyatoLLyto 3anucb GUabTpauum ansa
npoTokona. MakeTbl, OTBEYatoLMe YCNOBUAM 3anuncu, byayT
610KMPOBATLCA KOMMYTaTOPOM. MpK UCNOIb30BaHMM
Kntoyesoro cnoBa disable-port pusnuecknin MHTEpdEic,
NPWHABLUKNI TaKoW NaKeT, byaeT BbikAoYeH. Mpu
MCNoNb30BaHMM KNtoYeBoro cnosa log-input 6yaer
OTNPaBNEHO COOBLLEHNE B CUCTEMHbIN KYypHa.

no deny protocol {any | source_prefix/length}{any |
destination_prefix/length} [dscp dscp | precedence
precedence] [time-range time_name] [disable-port |
log-input]

Ypanutb co3gaHHyo paHee 3anuncob.

deny icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type}{any |
icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]
[ace-priority index]

[06aBuTb 3anpeLyatoLLyto 3anucb GUAbTPaLLMM AN NPOTOKONA
ICMP. MaKeTbl, OTBEYalOLLME YCIOBUAM 3anucK, byayt
610KMPOBATLCA KOMMYTaTOPOM. MpPU UCNOb30BAHMM
Kntoyesoro cnosa disable-port dpusnyeckuin nHTepdeic,
NPUHABLUNIA TaKoW NakeT, byaeT BbikAtoueH. Mpu
MCNoNb30BaHMM KNtoYeBoro cnosa log-input 6yaer
OTNPaBAEHO COOBLEHNE B CUCTEMHDIV XKypPHa.

no deny icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type}{any |
icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]

Ypanutb co3gaHHyo paHee 3anunchb.

deny tcp {any | source_prefix/length} {any | source_port}
{any | destination_prefix/length} {any | destination_port}
[dscp dscp | precedence precedence] [match-all

list_of flags] [time-range time_name] [disable-port |
log-input] [ace-priority index]

[06aBuTb 3anpeLyatoLLyto 3anucb GUAbTPaLLMM AN NPOTOKONA
TCP. MakeTbl, OTBEYAIOLWME YCIOBMAM 3anucu, byayt
610KMPOBATLCA KOMMYTATOPOM. MpPU UCNOb30BAHNUM
Kntoyesoro cnosa disable-port dpusnyeckunin nHTepoeiic,
NPWHABLUWI TaKoW NaKeT, byaeT BbikAYeH. Mpu
MCNONb30BaHWUM KAtoYeBoro cno.a log-input 6yaet
OTNPaBAEHO COOBLEHME B CUCTEMHDIN KYpHa.

no deny tcp {any | source_prefix/length} {any |
source_port} {any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[match-all list_of flags] [time-range time_name]
[disable-port | log-input]

Ypanutb cO34aHHYIO paHee 3anuchb.
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deny udp {any | source_prefix/length} {any | source_port}
{any | destination_prefix/length} {any | destination_port}
[dscp dscp | precedence precedence] [match-all

list_of flags] [time-range time_name] [disable-port |
log-input] [ace-priority index]

[o6aBuTb 3anpeLyatoLLyto 3anucb GuUAbTPaLMK AN NPOTOKOAA
UDP. MakeTbl, OTBEYaAOLLME YCIOBUAM 3anucu, byayt
610KMpoBaTHCA KOMMYTaTOPOM. MpPK NCNOABL30BAHUM
kntoyesoro cnosa disable-port dpusnyecknin nHtepoeiic,
NPUHABLUKNIA TaKoW NakeT, byaeT BbikatoueH. Mpu
MCNo/1b30BaHMK KtoueBoro ciosa log-input 6yaer
OTNPaBNEHO COObLLEHNE B CUCTEMHDIN KYPHa.

no deny udp {any | source_prefix/length} {any |
source_port}{any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[match-all list_of flags] [time-range time_name]
[disable-port | log-input]

YaanuTb co3aaHHyIo paHee 3anuch.

offset-list offset_list_name {offset_base offset mask value}

Co3aaTb CNMCOK WAabNoHOB Nob30BaTeNA C UMEHEM name.
Nms moxkeT BKAOYaTb oT 1 g0 32 cMmBON0B. B oaHow
KOMaHZAE MOKET coAepKaTbCs 40 TPMHAALATU WabaoHoB B
3aBMCMMOCTM OT BbIBPAHHOMO PeXMMa HaCTPOMKM CMUCKOB
pocTtyna (KomaHaa set system mode), BKAHOYAOLWMX
cnepyolme napameTpbi:

- offset_base — 6a3oBoe cmelleHMe. BO3MOXKHbIE 3HAaYEHUA:
I3 — Hayano cmelLeHuns ¢ Havana IPv6-3aronoBKa;

14 — Hauyano cmelleHUsA ¢ KoHua IPv6-3arosioBKa.

- offset — cmelyeHne 6aliTa gaHHbIX B Npeaesax NnakeTa.
Ba3oBoe cmelLeHre NPUHUMAETCA 33 HaYano OTCYETa;

- mask — macka. B aHanun3e nakeTa NPUHUMAIOT yyactue
TO/IbKO Te pa3pagpl 6aiTa, 417 KOTOPbIX B COOTBETCTBYIOLLMX
pa3psagax macku 3agaH ‘0’;

- value — nckomoe 3HayeHue.

no offset-list offset_list name

YAanuTb CO3A4aHHbIN paHee CrmCoK.

access-list commit

MpumeHnTb nsmeHeHma B ACL-cnumcke.
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5.32.3 Kondpuzypayusa ACL Ha 6a3ze MAC

B pgaHHOM pasaene npusegeHbl 3Ha4eHMA U ONMUCAHUA OCHOBHbIX MAapPaMeTpPOB, UCMNOJib3yeMblX B

cocTaBe KoMaHA HacTpoiKku cnnckos ACL, ocHoBaHHbIX Ha MAC-agpecaumu.

CospgaHne u BXOA4 B pexumm pegaktmpoBaHua cnmckos ACL, ocHoBaHHbIX Ha MAC-agpecaumum,

console#

ocylLecTBasAeTCA MO KomaHge: mac access-list extended
co3gaHuA cnucka ACL nog HaszBaHMem MESmac HeobxoAMMO BbINOHUTL CAeAyloWmne KOMaHAabl:

console# configure
console (config) # mac access-list extended MESmac
console (config-mac-al) #

.-

Mpu oaHOBpPEeMeHHOM MUCNO/Ib30BaHUK NpaBua ¢ napamerpom offset-list u npasun c na-
pameTtpom EtherType (permit/deny any any EtherType) cywecrsyer annapaTHoe orpaHum-
yeHue. [ina nx coemecTHon paboTbl Heo6xoaumo npu cospganum offset-nucra, nommmo

HYXXHbIX 6aiiTOB, yKa3aTtb 6aiiTbl EtherType.

Tabnmua 319 — OcHOBHbIE NAapPaMETPbl, UCMO/Ib3YEMbIE B KOMaHAaX

access-1ist. Hanpumep, ana

Mapamemp 3HavyeHue Aelicmeue
permit - Co3aaTb paspelatoLee npasuao ¢puabTpauum B cnmcke ACL.
deny - Co3pathb 3anpeuatoliee npasuao ¢punbTpaumm B cnmcke ACL.
source - Onpegenntb MAC-agpec UCTOYHMKA NaKeTa.

source_wildcard

wildcard-macka agpeca

NUCTOYHUKA

Macka onpegenset 6utbl MAC-agpeca, KoTopble Heobxo4MMo
WUTHOPUPOBATL. B 3HAYEHMA UTHOPUPYEMbBIX BUTOB A0/IXKHbI ObITb
3anncaHbl eAUHULbI. Hanpumep, Mcnonb3ys Macky, MOXKHO
onpegenuTb gna npasuna punbTpaumu gnanasoH MAC-agpecos.
YT106bI f,06aBUTL B NpaBuio punbTpaumm sce MAC-agpeca,
HaunHarowuecs Ha 00:00:02:AA.xx.XX, HeobxoAnMO 3a4aTb
3HayeHne macku 0.0.0.0.FF.FF, To ecTb, cornacHo AaHHOM macke,
nocnegHue 32 6uta MAC-agpeca 6yayT He BaXKHbl AN19 aHaAun3a.

destination

MAC-agpec HasHauyeHuA

nakeTa

Onpepenntb MAC-agpec HazHauyeHMA NakeTa.

destination_wildcard

wildcard-macka agpeca

Ha3Ha4vyeHunA

Macka onpegenset 6uTbl MAC-aapeca, KOTopble He06XoANMO
UTHOPUPOBATL. B 3HAYEHMA UTHOPUPYEMbBIX BUTOB AO/IXKHbI 6bITb
3anucaHbl eAnHNLbI. MacKka ncnonb3yeTca aHaIorMYHO Macke
source_wildcard.

vilan_id

vlan_id: (1..4094)

MNoaceto VLAN dunbTpyembix NakeTos.

cos

cos: (0..7)

Knacc obcnyxkusanus (CoS) unbTpyembix NakeTos.

cos_wildcard

wildcard-macka Knacca
obcnyxusanus (CoS)

bUNbTPYEMBIX NAKeTOB

Macka onpegenset 6utbl CoS, KoTopble HeobxoaNMMO
WUTHOPUPOBATL. B 3HAYEHMA UTHOPUPYEMbBIX BUTOB AO/IXKHbI ObITb
3anucaHbl eauMHULbl. Hanpumep, 4Tobbl Mcnonb3oBaTb B Npasuie
dunbTpaumm CoS 6 n 7, Heobxoanmo B none CoS yKasatb
3HayeHue 6, 1Mbo 7, a B No/le Macku 3HayeHue 1 (7 B ABOMYHOM
npeacTtasneHnn — 111, 1 - 001, nonyyaercs, 4To nocaegHui 6mr,
6yAeT UrHopupoBaThea, To ecTb CoS mokeT 6biTb 6o 110 (6),
nmbo 111 (7)).

eth_type

eth_type: (0..0xFFFF)

Ethernet-Tun punbTpyemMbix NaKeTOB B LWECTHAALATEPUYHOMN
3anucu.

disable-port

BbIK/IIOYMTL NOPT, C KOTOPOTO BbLT MPUHAT NaKeT,
YAOBNETBOPAIOLWMIA YCNOBUMAM KOMaHZbl 3anpeTa deny.

log-input

BKAOUNTL OTNPaBKY MHGOPMALLMOHHBIX COOBLLEHNI B
CUCTEMHBIN }KYpHaA Npu NosayYeHUM nakeTa, KOTOpPbIN
COOTBETCTBYET 3aNuUCH.

time_name

time_name: (1..32)
CUMBOJI0B

OnpeaennTb KOHOUIYpaLMIO BPeMeHHbIX UHTEPBAJIOB.
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offset_list_name

3apaTb MCNONb30BaHWE CNKcKa WabnoHOB Nosib3oBaTena ans
pacno3sHaBaHUA NakeToB. A KaxKaoro cnmcka ACL MosKeT bbiTb
onpeaeneH CBOW CNnCoK WwabaoHoB.

offset_list__name: (1..32)
CMMBO/IOB

ace-priority

MHAaeKce npaBuna B Tabavue. Yem meHbLIe MHAEKC — TEM
npuopuTeTHee NPaBuI0. 3Ha4YeHWe MHAEKCa JOKHO ObiTb
YHUKaNbHbIM B paMKax cnucka npasun 8 ogHom ACL.

ace-priority:
(1..2147483647)

K KKK

DOna Bbibopa Bcero gnManasoHa napameTpos, Kpome dscp u IP-precedence, ucnonb3syerca
napametp «any».

Ecau nakeTt nonagaet noa Kputepui npasuna B ACL, To Hag HUM BbINONHAETCA AeUCTBUEe
aToro npasuna (permit/deny). lanbHeliwan nposepKa He NPOU3BOAMUTCA.

Ecnu Ha uHTepdeic HasHaueHbl IP u MAC ACL, To nepBoHa4YanbHO NakeT 6ygeT nposepeH
Ha cooTBeTcTBMe npasuaam IP ACL, notrom — MAC ACL (B cny4yae, ecnu He nonager nog,
AeicTBue HU ogHoro 13 npasun IP ACL).

Ecnuv nocne npoBepKu Ha cooTtBeTcTBUe npasuaam IP unm MAC ACL (Korga 1 ACL Ha3HaueH
Ha uHtepdeiic) unm IP u MAC ACL (Korga 2 ACL HazHauyeHbl Ha MHTepdeic) nakeT He nonan
noa AeucTBue HU OAHOrO U3 NPaBUA, TO K AaHHOMY NaKeTy byaeT npMmeHeHo aeiicTBue

“deny any any”.

Tabnumua 320 — KomaHabl, ucnosibayemole aas Hactponkm ACL-cnuckoB Ha ocHoBe MAC-agpecauunm

KomaHda

Aelicmeue

permit {any | source source-wildcard} {any | destina-
tion destination_wildcard} [vlan vian_id] [cos cos
cos_wildcard] [eth_type] [time-range time_name]
[ace-priority index] [offset-list offset_list name]

[o6aBuTb paspeluatoLLyto 3anucb GuabTpaumm. MNaketol,
oTBeYatoLWwue ycaosuam 3anucu, byayTt obpabaTtbiBaTbes
KOMMYTaTOPOM.

no permit {any | source source-wildcard} {any | desti-
nation destination_wildcard} [vlan vian_id] [cos cos
cos_wildcard] [eth_type] [time-range time_name] [off-
set-list offset_list_name]

YAanuTb CO34aHHYIO paHee 3anuch.

deny {any | source source-wildcard} {any | destination
destination_wildcard} [vlan vian_id] [cos cos cos_wild-
card] [eth_type] [time-range time_name] [disable-port
| log-input] [ace-priorityindex] [offset-list off-
set_list_name]

[Jo6aBuTb 3anpeLatoLyto 3anncb Guabtpaumu. MNaketsl,
oTBevaloLLme ycnosuam sanmcu, 6yayt 610KMpoBaTtbea
KomMmyTaTopoMm. Mpu MCNONb30BaHUM KIOYEBOro C/10Ba
disable-port, dpusnyecknin MHTepdenc, NPUHABLLMI TaKoM
naKert, 6yAET BbIK/OYEH.

Mpw ncnonb3oBaHUK KatodeBoro ciosa log-input 6ypet
OTNPaBAEHO COOBLEHNE B CUCTEMHDIN KYpHa.

no deny {any | source source-wildcard} {any | destina-
tion destination_wildcard} [vlan vian_id] [cos cos
cos_wildcard] [eth_type] [time-range time_name] [dis-
able-port | log-input] [offset-list offset_list_name]

Y[annTb CO34aHHYI0 paHee 3anuch.

offset-list offset_list_name {offset_base offset mask
value} ...

Co3aaTb cNUCoK WabaoHOB Nonb3oBaTeNA C UMeHeM name.
Mma moxkeT BKAto4aTb oT 1 A0 32 cMmMBONOB. B 0aHOM KomaHae

set system mode), BK/IlOYaOLWMX CefytoLme NapameTpbl:

- offset_base — 6a3oBoe cmelleHMe. BO3MOKHbIe 3HaueHusn:
12 — Hayano cmeleHnn ot EtherType;
outer-tag — Hayano cmeleHua ot STAG;
inner-tag — Havano cmewenuna ot CTAG;
src-mac — Hayano cmeleHuna ¢ MAC-agpeca UCTOYHWMKA;
dst-mac — Havano cmeweHuns c MAC-agpeca HasHayYeHus.
- offset — cmelLeHne 6aiTa AaHHbIX B Npeaenax naketa.
basoBoe cmelLeHe NPMHUMAETCA 33 HaYano OTcyeTa;
- mask — macka. B aHanM3e naketa NpMHUMALOT y4acTue
TONbKO Te pa3pagpl 6aliTa, 419 KOTOPbIX B COOTBETCTBYIOLLMX
paspagax Macku 3agaH ‘0’;
- value — nckomoe 3HauyeHue.
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no offset-list offset_list_name

Y4anuTb CO34aHHbIN paHee CrUCOK.

access-list commit

MpumeHunTb n3smeHeHuna 8 ACL-cnmcke.

5.33 KoHdurypauua 3awmutbl oT DoS-atak

[aHHbIN KNnacc KomaHg no3soaseT 610KMPOBaTb HEKOTOPbIE PacnpoCTpaHeHHble Knaccbl DoS-aTak.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

KomaHZHas cTpoka B perkume rnobanbHol KoHUIypauumn nmeet Bug;

console (config) #

Tabnnua 321 — KomaHabl Ana HAaCTPOMKM 3aWwmTbl oT DoS-aTak

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip martian-address filtering

no ip martian-address
filtering

—/BKAKOYEHO

BKAtOUMTb PUABTPALLMIO NAKETOB C aZpecaMmn UCTOUYHUKA U
Ha3HayeHua u3 cetn 0.0.0.0/8.

BbIKMOUNTb GUABLTPALMIO NAKETOB C agpecamm UCTOYHMKA U
Ha3HayeHuA u3 cetn 0.0.0.0/8.

security-suite deny
martian-addresses {add |
remove} ip_address

ip_address:mask/—

Hactpoutb unu yaanutb grnanasoH IP-agpecos. MakeTbi ¢ IP-
a4pecom UCTOYHUKA MM Ha3HAYeHUs, NonagatoLLme nog,
HaCTPOEHHbIM AManasoH, byayT oTépoLeHbI.

security-suite deny
martian-addresses
reserved {add | remove}

HacTpouTb nnu yaanute GuabTp Ana 3ape3epBUpoBaHHbIX IP-
agpecos. 3ape3epBUPOBAHHLIMU CHUTAIOTCA Cneaytollme ajgpeca:
0.0.0.0/8 — agpeca UCTOUYHMKA M Ha3HaYeHUa (MCKNtoYeHne —
agpec ucroyHmka 0.0.0.0);

no security-suite deny syn-
fin

add/— 127.0.0.0/8 — agpeca UCTOYHMKA U HAa3HAYeHUS;
192.0.2.0/24 — appeca UCTOUYHMKA M HazHAYeHus;
224.0.0.0/4 — ToNbKO agpeca UCTOYHMKA;
240.0.0.0/4 — agpeca UCTOYHMKA U Ha3HaYeHUA (UCKNtoYeHne —
afipec HasHayeHwua 255.255.255.255).
security-suite deny syn-fin OT6pocuTb TCP-nakeTbl C 04HOBPEMEHHO YcTaHOBAEHHbIMK SYN-
u FIN- pnaramu.
—/BKAOYEHO

Bbikntountb PpyHKUMIO oTHpacbiBaHnA TCP-nakeToB €
0ZHOBpPEMEHHO ycTaHoBneHHbIMKU SYN- 1 FIN- dnaramu.

security-suite dos protect
{add | remove}
{stacheldraht |
invasor-trojan |
back-orifice-trojan}

3anpeTnTb/paspelmnTb NPOXOKAEHWE ONpeseNeHHbIX TUNoB
TpaduKa, xapaKTepHbIX ANA BPELOHOCHbIX MPOrPamm:

- stacheldraht — ot6pacbiBaeT TCP-nakeTbl C NOPTOM UCTOYHUKA
pasHbIM 16660;

- invasor-trojan — otbpacbiBaeT TCP-nakeTbl ¢ mOpTOM
Ha3HayeHuA paBHbimM 2140 n nopTom ncTovHMKa 1024;

- back-orifice-trojan — ot6pacbiBaeT UDP-nakeTbl ¢ nopTom
Ha3HavyeHuA 31337 n NOPTOM UCTOYHUKA paBHbim 1024.

security-suite enable
[global-rules-only]

no security-suite enable

— /BbIKOYEHO

BK/OUMTDb K1acC KOMaHA, security-suite.
- global-rules-only — oTkntouaeT kKnacc KomaHg, security-suite Ha
nHTepoericax.
V He Bnauset Ha paboty KomaHpab! security-suite deny syn-
fin.

OTKAOUMTb KN1acC KOMaHA security-suite.
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security-suite syn
protection mode {block |
report | disabled}

no security-suite syn
protection mode

—/block

Hactpoutb pexxkum 3awmtbl ot SYN-aTak:

- block — otbpacbiBaeT npegHasHayeHHble ycTpolicTey TCP-
naKeTbl C ycTaHOB/IeHHbIM piarom SYN 1 popmupyet
npeaynpexgatouee coobuieHue;

- report — dopmupyeT npeaynpexkaatowiee coobLieHne npu
npuxoae npeaHasHavyeHHoro ycTporictey TCP-nakeTa ¢
yCTaHoB/eHHbIM darom SYN;

- disable — oTkntoyaeT 3awWwmTy.

HacTpouTb pexxmMm no ymonyaHuio.

security-suite syn
protection recovery sec

no security-suite syn
protection recovery

sec: (10..600) / 60

OnpeaennTb UHTEPBA, NO UCTEYEHUN KOTOporo byaeT
pa36/10KMPOBaH paHee 3a610KUPOBaHHbIA UCTOYHMK SYN-aTaku.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHULO.

security-suite syn
protection threshold rate

no security-suite syn
protection threshold

rate: (20..200) / 80

OnpeaennTb CKOPOCTb (KONNMYECTBO NAKETOB B CEKYHAY) OT
KOHKPETHOrO UCTOYHMKA, NPU KOTOPOM 3TOT UCTOUHMK ByaeT
NMAEHTUOMLMPOBAH KaK aTaKyowWwmii.

YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

security-suite syn
protection statistics

no security-suite syn
protection statistics

BkatounTb BegeHue ctatuctmkm SYN-aTak.

— /BbIKOYEHO

BbikntounTb BegeHume ctatuctukm SYN-atak.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet, 2pynnsl nopmos

KomaHZHas CTpoka B perkume KoHoUrypauumn nHTepdeliica Ethernet, rpynnsi NOpTOB MMEET BUA,:

console (config-if)#

Tabnunua 322 — KomaHaa KoHpurypauum 3awmtbl ot DoS-aTak ana nHtepdeincos

KomaHda

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

dress [mask]}

security-suite deny {frag-
mented | icmp | syn} {add
| remove} {any | ip_ad-

no security-suite deny
{fragmented | icmp | syn}

ip_address: IP-agpec;
mask: macka B ¢popmate
IP-appeca unu npedukca

Co3aaTb NpaBuIo, 3anpeLuatoLLee NPoxoXxKaeHne Tpaduka,
COOTBETCTBYHOLLEFO KPUTEPUAM.

- fragmented — ¢pparmeHTUpPOBaHHbIE NaKeTbI

- icmp — ICMP-Tpadmk

- syn — SYN-nakeTbl

Yaanutb 3anpeuiatoliee npasuio.

[mask]}

security-suite dos syn-at-
tack rate {any | ip_address

no security-suite dos

dress [mask]}

syn-attack {any | ip_ad-

rate: (199..2000) nakeTtoB
B CEKyHAY;
ip_address: — IP-agpec;
mask: macka B popmarte
IP-agpeca nnm npedurkca

3agaTtb nopor SYN-3anpocoB Ha onpeaeneHHbIn IP-
afpec/ceTb, Npy NPeBbILeHM KOTOPOro IMWHWE Kagpbl
6yayT oTOpacbiBaThHCA.

BoccTaHOBUTb 3HaYeHME N0 YMONYAHUIO.

KomaHOwbi pexcuma privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexunma privileged EXEC:

console#
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Tabnumua 323 — KomaHaa pexxkuma privileged EXEC

KomaHoa

3HayeHue/3HayeHue
1o ymMon4YaHuro

Aelicmeue

show security-suite
configuration

OT06pa3unTb HaCTPOIKKM 3aWwmTbl OT DoS-aTak.

show security-suite syn
protection
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

OTO06pa3nTb HaCTPOMKM 3awmTbl OT SYN-aTaK n onepaTueHoe
COCTOAHWE UHTepdecoB.

show security-suite syn
protection statistics
[detailed] [source-ip
ip_address | interface
{gigabitethernet gi _port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
groupj]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

OT06pPa3nTb HACTPOMKM CTaTUCTUKM 3anTbl OT SYN-aTak 1

MHPOPMaUMIo 06 UCTOYHMKAX aTaKM.

- detailed — oTobpakaeT gononHUTENbHYIO UHDOPMaLUIO 06

WCTOYHWKE aTaKu;

- source-ip — oTobpakaeT MHPopMaLUmio ANs yKasaHHoro IP-

agpeca UCTOYHUKA;

- interface — oTobpaxkaeT uHGopmauuio ana yKazaHHOro

nHTepdelica.

V B cTratucTUKe coxpaHaetca uHpopmaumsa o 512
nocneaHUX UCTOYHUKAX aTaK.

clear security-suite syn
protection statistics

OuUCTUTb CTAaTUCTUKY 06 UcTouHMKax SYN-aTak.

5.34 KauectBo 06cnyxuBaHmua — QoS

Mo ymon4aHuio Ha BCex MOPTax KOMMYTaToOpa UCMOb3yeTCcA OpraHM3aLma oyepesm NakeTos Mo MeToay
FIFO: nepBbIi npuwen — nepsbii ywén (First In — First Out). Bo Bpems MHTEHCMBHOW Nepegayn Tpadpuka npu
MCNO/Ib30BaHUWN AAHHOIO METOAA MOTYT BO3HUKHYTb NPo6ieMbl, TOCKO/IbKY YCTPOMCTBOM MTHOPUPYIOTCA BCE
nakeTbl, He Bowegawwue B bydpep ovepeau FIFO, u cooTBeTCTBEHHO TepAtoTca 6e3B03BpaTHO. PelwaeT aaHHyto
npobiemy MeToZ, OpraHu3yloWwuii oyepean no npuoputeTy Tpaduka. MexaHusm QoS (Quality of Service —
KauyecTBO 0OCNY}KMBaHUA), peasn30BaHHbIM B KOMMYTAaTOpPax, NO3BOJISET OPraHN30BaTb BOCEMb Ouvepesei
npuopuTeTa NAaKeTOB B 3aBUCMMOCTU OT TUMA NepeaBaemMbliX AaHHbIX.

5.34.1 Hacmpoiika QoS

KomaHObI pexcuma 2a06anabHol KoOHpu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHoM KOHPUrypaumm:

console (config) #

Tabnunua 324 — KomaHabl pexkuma rnobanbHol KoHdurypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip tx-dscp value

no ip tx-dscp

value: (0..64)/56

YcTaHOBUTb 3HaveHne nona DSCP gna IP-nakeToB, dopmumpyembix
LLeHTPaIbHbIM NPOLLECCOPOM.

YCTaHOBUTb 3HaYeHue no YMOI4aHUIO.

ipv6 tx-user-priority value

no ipv6 tx-user-priority

value: (0..7)/7

YcTaHOBWTb 3HaYeHWe nona DSCP ansa nakeTos, GopmMupyembix
LLeHTPaNbHbIM MPOLLECCOPOM.

YCTaHOBUTb 3HaYeHue no YMOI4aHUIO.
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ip tx-user-priority value

no ip tx-user-priority

value: (0..7)/7

YcTtaHoBUTb 3HaYeHue nona CoS gnAa TerMpoBaHHbIX MAKeToB,
dopMUpyEMbIX LLEeHTPaIbHbIM NMPOL,ECCOPOM.

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

qos [basic | advanced
[ports-trusted |
ports-not-trusted]]

—/basic

Paspeluntb KoOMMyTaTOpy MCNO/b30BaTb QOS.

- basic — 6a308BbIl1 pexxum QoS;

- advanced — paclinpeHHbI pexxmm KoHourypaumm QoS,
BK/IHOYAIOLLMI NONHbIV NepevyeHb KOMaHA, HacTpolikm QoS;

- ports-trusted — B faHHOM NoJpexXnme NakeTbl HaNPaBAAOTCA B
BbIXOAHYIO o4epeb Ha OCHOBaHWM NOAe B 3TUX NaKeTax;

- ports-not-trusted — B faHHOM nogpexxnme Bce NakeTbl
HanpaBAATCA B 04epeb, KOTOPOI COOTBETCTBYET cos=0
(cooTBETCTBME MOXKHO NOCMOTPETL KOMaHAoM «show qos interface
queuing»), AnA OTNPaBKM B Apyrue odepeam TpebyeTca HasHavaTb
Ha BXOAHOW MHTepdenc cTpaTermto Knaccupukaumm Tpaduka
(policy-map). 3HauyeHus dscp He yunTbIBatoTCA NpU Bbibope
BbIXOZHOW 0Yepeay B 3TOM NOApPeERMUME.

qos advanced-mode trust
{cos | dscp | cos-dscp}

no qos advanced-mode
trust

—/oTKNtouEeH

YCTaHOBUTbL METOZ A0BEPUA Ha NOPTax Npu paboTe B pexume
paclmpeHHoro KoHourypauumn QoS n nogpexunme ports-trusted.

- C0S — nopT AosepseT 3HaveHuto 802.1p User priority;

- dscp — nopt gosepseT 3HayeHnto DSCP B IPv4/IPv6-nakeTax;

- cos-dscp — nopT goBepsaeT 06onm ypoBHAM, ogHako DSCP nmeet
npuopuTeT Hag, 802.1p.

YCTaHOBUTb MeTOA, N0 YMOAYAHUIO.

class-map
class_map_name [match-
all | match-any]

no class-map
class_map_name

class_map_name:
(1..32) cumBonos;
Mo ymon4yaHuio
MCMONb3yeTca onumn
match-all

1. Co3patb CNUCOK KpuUTepues KnaccudurKkaumm Tpaduka.

2. BOMTK B peXXMM pefaKkTUPOBaHMA CNIMCKA KpUTepues

KnaccuouKkaumm TpadukKa.

- match-all — Bce KpuTEPUU AAHHOrO CNUCKa AO0NKHbI BbITh

BbINOJIHEHDI;

- match-any — oauH, n0601 KpUTEPUt AAHHOTO CMIMCKA AOKEH

6bITb BbINOHEH.

V‘ B cnucKe KpuTepueB MOXKeT 6biTb OAHO MU ABa Npa-
Buna. Ecam npasuna gBa, n 06a OHM yKa3biBalOT Ha pas-
Hble Tunbl ACL (IP, MAC), To Knaccudukauma 6yaet ocy-
LLEeCTBNATLCA NO NepBOMY B CIUCKE BePHOMY NpaBuay.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

YAanuTb CNUCOK KpUTepreB KnaccuduKkaumm tpaduka.

policy-map pol-
icy_map_name

no policy-map pol-
icy_map_name

policy_map_name:
(1..32) cumBonos

1. Co3patb cTpaTernto kKnaccuduraumm Tpadpuka.
2. BoWTI B pexxnum peaakTMpoBaHua cTpaTernmn Knaccudumrkaymm
TpaduKa.
| B oaHOM HanpaBieHMU NOAAEPKUBACTCA TO/IbKO OA4HA
V cTpaterna Knaccudukaumm Tpadpuka.
Mo ymonuaHuio policy-map ycraHasnausaetr DSCP = 0
ana IP-naketos u CoS = 0 AnA TerMpoBaHHbIX NAKeTOB.

V [eiicTByeT TONbKO AN pexxuma qos advanced.

Yaanutb NnpaBuio Knaccuduraumm tpaduka.
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qos aggregate-policer ag-
gregate_policer_name
committed_rate_kbps
committed_burst_byte
[exceed-action {drop |
policed-dscp-transmit}]
[peak peak_rate_kbps
peak_burst_byte [violate-
action {drop | policed-
dscp-transmit}]]}]

no qos aggregate-policer
aggregate_policer_name

aggregate_policer_nam
e: (1..32) cumBona;
committed_rate_kbps:
(3..57982058) kbUT/C;
committed_burst_byte:
(3000..19173960) 6aiiT;
peak_rate_kbps:
(3..57982058) k6uT/C;
peak_burst_byte:
(3000..19173960) 6aitt

OnpeaenuTb WabnoH HACTPOEK, KOTOPbIN NO3BONAET OrPAHUYUTD

nosiocy NPONycKaHWA KaHana.

Mpw paboTe c N0N0COM NPONYCKAHWUA UCMONb3YETCA afOPUTM

MapKUPOBaAHHOM «KOP3UMHbI». 3a4a4elt anroputma ABAfeTCcA

NPUHATUE PeLleHuns: NnepeaaTbh NAKeT UM oTOPOCUTD.

MapameTpamu anropuTma ABAAKOTCA CKOPOCTb nocTtynaeHus (CIR)

MapPKepoB B «KOP3MHY» U 06BbEM (CBS) «KOp3MHbI».

- committed-rate-kbps — cpepgHee 3HauyeHUe CKOPOCTH TpaduKa;

- committed-burst-byte — pa3mep cAep>KMBAOLWEro Nopora B

banTax;

- drop — naket byaeT oTOpOLLEH, KOrAa «KOP3MHA» NepPenoNHNUTCA;

- policed-dscp-transmit — npu nepenosiHeHNUU «KOP3UHbI»

3HauyeHue DSCP bygeT nepeonpeseneHo;

- peak — ycTaHOBMTb NOPOroBOe 3HaYEHNE CKOPOCTH TpaduKa C

nepeonpegeneHHbiMn 3HavyeHnammn DSCP;

- violate-action — ycTaHOBUTb AeliCcTBUE HaA NaKeTom nocne

npesbleHNA NOPOroBOro 3HaYEHUA.

V Henb3s yaanutb WwWabnoH HacTpoeK, ecim OH UCNOoJb3y-
erca B cTpaterumn policy map, nepeps yaaneHuem cne-
AyeT yAanuTb HasHauyeHue wabnoHa crpaterumn: no
police aggregate aggregate-policer-name.

V JeiicTByeT TONbKO ana pexxuma gos advanced.

V Napametp policed-dscp-transmit nossonser npu npe-
BbllWEHWUU 3HAUYeHUA commited_rate wan peak_rate ne-
peaaTtb NakeT ganblie, UI3SMEHUB B HeM MeTKy dscp, Ko-
TopaA HacTpauBaeTca KomaHaol qos map policed-dscp
C AONONHUTENbHbIM aprymeHTom violation B cnyuae c
peak_rate. Mpu aTom npu npesbileHun commited_rate
M peak_rate MOXHO HAacTpauMBaTb pasHble 3HauyeHus

dscp.

YaanuThb WabioH HAaCTPOEK PeryanpoBaHmna CKOPOCTM KaHana.
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qos aggregate-policer ag-
gregate_policer_name pps
committed_rate_pps com-
mitted_burst_packet [ex-
ceed-action {drop | po-
liced-dscp-transmit [peak
peak_rate_pps
peak_burst_packet [vio-
late-action {drop | po-
liced-dscp-transmit}]]}]

no qos aggregate-policer
aggregate_policer_name

committed_rate_pps:
(125..19531250) pps;
committed_burst_packe
t: (1..19531250)
NaKeTos.;
aggregate_policer_nam
e: (1..32) cumBonOB;
peak_rate_pps:
(125..19531250) pps;
peak_burst_packet:
(1..19531250) nakeTtoB

OnpeaennTb WabnoH HACTPOEK, KOTOPbIN No3BONAET

OrPaHUYUTL MONOCY NPOMNYCKAHWUA KaHaNa U B TO }Ke Bpems

rapaHTMpoBaTb ONpeseneHHY CKOPOCTb NepeAayn AaHHbIX.

Mpwu paboTe c NoN0CO NPONYCKaHWUA UCMONb3YETCA aAropPUTM

MapKUPOBaHHOM «KOP3UHbI». 3a4a4elt anroputma ABAAETCA

NPUHATUE PelleHuns: nepeaaT NAKeT UM oTOPOCUTD.

MapameTpamu anropuTma ABAAKTCA CKOPOCTb NOCTYNEHUA

(CIR) mapKkepoB B «KOp3MHY» N 06BEM (CBS) «KOp3MHbBI».

- committed_rate_pps — cpepHee 3Ha4YeHUE CKOPOCTU TpaduKa

B pps;

- excess_burst_packet — pasmep caepKuBatoLLero nopora B

nakerax;

- drop — naket 6ygeT oTbpoLleH, Koraa «Kop3nHa»

nepenosiHUTCS;

- policed-dscp-transmit — npu nepenoaHeHUN KKOP3UHbI»

3HayeHue DSCP byaeT nepeonpegeneHo.

V Henb3a yaanutb Wabn0H HAaCcTPoOEK, €CAU OH UCMNOAb3Y-
erca B cTpaterumn policy map, nepeps yaaneHuem cne-
AyeT yAanuTb HasHauyeHue wWabnoHa crTpaterm: no
police aggregate aggregate-policer-name.

V [DeicTByeT TONIbKO ANA pexuma qos advanced.

V‘ Napametp policed-dscp-transmit nossonser npu npe-

BbllUEHUU 3HAYEHUA commited_rate wav peak_rate ne-
peAaTb NaKeT Aanblue, U3SMEHUB B HeM MeTKy dscp, KoTopas
HacTpamBaeTcA KomaHgoi qos map policed-dscp ¢ gononHu-
TeNbHbIM aprymeHTom violation B cnyuae c peak_rate. Mpu atom
npy npesblWeHUn commited_rate n peak_rate MOXHO HacTpau-
BaTb pa3Hble 3HauyeHua dscp.

YpanuTb WwabnoH HaCTPOEeK PeryiMpoBaHMsa CKOPOCTU KaHana.

wrr-queue cos-map
queue_id cos1...cos8

no wrr-queue cos-map
[queue_id]

queue_id: (1..8);
cosl...cos8: (0..7);
3HaveHus CoS no
YMOIYaHMIO ANA
oyepenen:
CoS =1 — ouepegab 2
CoS =2 — oyepeap 3
CoS=0 — oyepeap 1
CoS =3 — oyepeap 6
CoS =4 — ovepeap 5
CoS =5 — ouepeap 8
CoS =6 — oyepeap 8
CoS =7 — ovepeap 7

OnpepennTtb 3HaueHus CoS ana odyepeaen ucxogauwiero Tpaduka.

YCTaHOBUTb 3HaYeHMe N0 YMOAYAHUIO.

wrr-queue bandwidth
weightl..weight8

no wrr-queue bandwidth

weight: (0..255);
3HauyeHue no
YMOYaHMIO

onpeaenserca
KO/IMYEeCTBOM
HaCTPOEHHbIX oyepesei
WRR. Hanpumep, ecam
HacTpoeHo 5 ouepegei
WRR, TO HacTpoiika no
yMonYaHuto byget
MMeTb BUA: WIT-queue
bandwidth 1248 16

MpUCBOWTbL BEC UCXOAALLIUM OYEPESAM, UCMONb3YEMbIN
mexaHnamom WRR (Weighted Round Robin — BecoBoi mexaHu3am
pacnpeaeneHun Harpysku).

YCTaHOBUTb 3HAYEHME MO YMOYAHUIO.
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priority-queue out
num-of-queues
number_of queues

no priority-queue out
num-of-queues

number_of_queues:
(0..8)

Mo ymonyaHuio Bce
ouepeam
obpabaTbiBatoTcs No
anropuTmy «strict
priority».

3a4aTb KONNYECTBO NPUOPUTETHBIX OYepesen.

Ana npuoputeTHoii ouepeaun sBec WRR 6yger urHopu-
V poBaTtbcA.

Ecnn 3apaertca otamuHoe ot «0» 3HayeHue N, To cTtap-
wue N ouepepeit 6yayT npuoputeTHbimu (He 6yayT
yuyacrsoBaTtb B WRR).
Mpumep:
0: BCe oYepeAun paBHOMNPABHbI;
1: cemb mnagnx ouepepeit yuacteytotr B WRR, 8-as He
y4yacrsyer;
2: wecTb Mmnaawmx ouepeaeit yuacreyior B WRR, 7, 8 He
y4yacrsylorT.

YCTaHOBWUTb 3HAYeHUE NO YMO/IHaHUIO.

qos wrr-queue wrtd

no qos wrr-queue wrtd

no ymon4vanuio WRTD
BbIK/IIO4EHO

Bkntounte WRTD (Weighted Random Tail

MeXaHM3M yaaNeHns NakeTos U3 ovepeaen.

V M3meHeHUa BCTyNAT B CWAY nocC/ie nepesarpysku
ycTpoiicTBa.

Drop) BecoBoM

Bbikntounte WRTD.

qos map enable {cos-dscp
| dscp-cos}

no qos map enable
{cos-dscp | dscp-cos}

—/BbIK/IIOYEHO

Mcnonb3oBaTth 3agaHHy0 Tabavuy NnepeMapKMpoOBKM A/ A0oBe-
PEHHbIX MOPTOB KOMMYTaTOPA.

He ncnosnb3oBaTb Tabaunuy nepemapKkUpoBKu.

qos map dscp-dp dscp_list
todp

no qos map dscp-dp
[dscp_list]

dscp_list: (0..63);
dp: (0..2)
Mo ymonuaHutio sce
nakeTbl UMELOT
npuopwutet cbpoca dp=0

MocTaBuTb B cooTBeTcTBME 3HadveHnto DSCP npuoputeT cbpoca
(4em BbIWe YMCNOBOE 3HAYEHUE NPUOPUTETA, TEM HUXKE BEPOAT-
HOCTb TOrO, YTO MaKeT byaeT oTOpOLLIEH; B NepBylo ovepesb OT-
6pacbiBatoTcA NakeTbl ¢ NpuoputeTom cbpoca 0, 3aTtem 1, 3aTem
2).

- dscp_list — onpepenser go 8 3HayeHui DSCP, 3HayeHuA
pa3aenatoTcs 3Hakom npobena.

V [DeicTByeT TONIbKO ANA pexuma gos advanced.

YCTaHOBUTb 3HAYEHUA MO YMOI4aHUIO.

qos map dscp-cos
dscp_list to cos

no qos map dscp-cos
[dscp_list]

dscp_list: (0..63);
cos: (0..7)

3anonHUTbL Tabanuy nepemapkuposku DSCP. 3ameHseT 3Haue-
Hue DSCP Ha CoS.

BepHyTbCﬂ K 3Ha4YeHUAM MO YMO/THaHUIO.

gos map cos-dscp cos to
dscp_list

no qos map cos-dscp [cos]

dscp_list: (0..63);
cos: (0..7)

3anonHUTbL Tabamuy nepemapkuposkn CoS. 3ameHseT 3HayeHue
CoS Ha DSCP.

BepHyTbCﬂ K 3Ha4YeHNAM NO YMO/THaHUIO.

qos map policed-dscp
[violation] dscp_list to
dscp_mark_down

no gos map policed-dscp
[dscp_list]

dscp_list: (0..63)
dscp_mark_down:
(0..63)

Mo ymonyaHuto Tabamua
NMOBTOPHOM MAPKMUPOBKU
ABNSAETCA NYCTON, TO eCcTb
3HayeHua DSCP gna Bcex
BXOAALLMX NAaKeToB
0CTaloTCA HEM3MEHHbIMM

3anonHuTb Tabnunuy nepemapkuposkm DSCP. [na BxoaAwmx na-
KEeTOB C YKa3aHHbIMM 3HaYeHuAMM DSCP 3apaeT HOBOe 3HaveHue
DSCP.
- dscp_list — onpepenset fo 8 3HayeHw DSCP, 3HaueHun pasge-
NATCA 3HAKOM npobena.
- dscp_mark_down — onpepenaeT HoBoe 3HayeHue dscp.
- violation — 3aaaTb HoBOe 3Ha4yeHne DSCP B nakeTe nNpw npesbl-
LeHMM 3Ha4YeHun peak_rate.

V [eicTByeT TONIbKO ANA pexuma gos advanced.

YCTaHOBWTb 3HaYeHue no YMO4aHUIO.

qos map dscp-queue
dscp_list to queue_id

dscp_list: (0..63)
queue_id: (1..8)
3HaveHnAa no
YMOIHAHUIO:

YCTaHOBWTb COOTBETCTBME MeXKAY 3HaueHuamu DSCP BxoasLwmx
NaKeToB M oYepeasmu.

- dscp_list — onpepenset fo 8 3HayeHU DSCP, 3HaueHun pasge-
NATCA 3HaKOM npobena.
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no qos map dscp-queue
[dscp_list]

DSCP: (0-7), ouepegab 1
DSCP: (8-15), ouepeab 2
DSCP: (16-23), ouepeab

YCTaHOBUTb 3HaAYeHne no YMO/IHaHUIO.

in_dscp to out_dscp

no qos map dscp-muta-
tion [in_dscp]

out_dscp: (0..63)

Mo ymonyaHuio KapTa
U3MEeHeHWUI aBnaeTca
nycToii, To ecTb
3HaveHua DSCP gns Bcex
BXOAALLMX NaKeToB
OCTAOTCA HEU3MEHHbIMU

3
DSCP: (24-31), ouepeap
4
DSCP: (32-39), ouepeab
5
DSCP: (40-47), ouepeap
6
DSCP: (48-55), ouepeab
7
DSCP: (56-63), ouepeapb
8
qos trust {cos | dscp | YCTaHOBUTb peXUM [0BepUa KOMMyTaTopa B 6a3oBom pexume
cos-dscp} QoS (CoS nau DSCP).
- COS — YCTaHaBAMBAET KAacCUPUKALMIO BXOAALLMX NAaKETOB Mo
3HayeHuAm CoS. [nAa HeTermpoBaHHbIX NAaKeTOB MCNoOJ/b3yeTcA
3HayveHune CoS No ymonyaHuio;
- dscp — ycTaHaBNMBAET KnaccMbUKaLMIO BXOSALLMX NaKeTOB No
—/dscp 3HaueHuam DSCP.
- cos-dscp — ycTaHaB/NMBaET KNACCUPUKAUMIO BXOAALLMX MAKETOB
no 3HadyeHuam DSCP gna IP-naketoB 1 no 3HavyeHuam CoS ana He
IP-nakeToOB.
V' [elicTBYeT TONbKO ANA pexuma qos basic.
no qos trust YCTaHOBUTb 3HAYEHNE N0 YMONYAHUIO.
gos dscp-mutation Mo3BonAeT NnpumeHUTb Tabnnuy n3meHeHui dscp K COBOKYNHOCTU
dscp-aoBepeHHbIX NOPTOB. Mcnoab3osBaHMe TabauLbl UISMEHEHU I
no3BoAAET NepesanucaTb 3HayeHus dscp B IP-nakeTax Ha HOBble
— 3HayeHuA.
V‘ MNpumeHnTb Tabnuuy usmeHeHuii DSCP BO3MOXKHO
TONbKO ANA BXoAAwero TpaduKa AoBepeHHbIX NOPTOoB.
no gos dscp-mutation OTMEHWTb UCNOb30BaHME KapTbl U3MeHeHW dscp.
qos map dscp-mutation in_dscp: (0..63); 3anonHuTb Tabnunuy nepemapkuposkm DSCP. [ina BxogAawmx na-

KeTOB C YKa3aHHbIMK 3HavyeHuAMKU DSCP 3aaaeT HOBble 3HayYeHunA
DSCP.

- in-dscp — onpepenset fo 8 3HayeHuit DSCP, 3HayeHus pasge-
NATCA 3HaKom npobena.

- out-dscp — onpepensaeT Ao 8 HoBbIx 3HaueHnn DSCP, 3HaueHus
pasaenatoTcs 3Hakom npobena.

YCTaHOBUTb 3HAYEHME MO YMONYAHUIO.

rate-limit vlan vlan_id rate
burst

no rate-limit vlan vian_id

vlan_id: (1..4094);
rate: (3..57982058)
K6UT/C;
burst: (3000..19173960)
6ainT/128 K6ant

YCTaHOBWTb OrpaHUYEHNe CKOPOCTM ANA BXogALLero Tpaduka ana
3agaHHol VLAN.

-vlan_id — Homep VLAN:

- rate — cpefHAA ckopocTb Tpaduka (CIR);

- burst — pasmep caepxuBatoLLero nopora (orpaHvyeHme
CKopocTK) B BaiTax.

CHATb orpaHun4yeHMe CKOPOCTU BXxoaAallero Tpad)m(a.

rate-limit vlan vian_id pps
rate_pps burst_packet

no rate-limit vlan vian_id

vlan_id: (1..4094);
rate_pps: (125..
19531250) pps

burst_pps: (1..19531250
) nakeTtoB

YCTaHOBWTb OrpaHUYeHME CKOPOCTU ANA BXOAALLEero TpaduKka ana
3agaHHoM VLAN.

-vlan_id — Homep VLAN:

- rate_pps — KONMYECTBO NAKETOB B CEKYHAY.

- burst_packet — pasmep caepKuBaloLLero nopora (orpaHuyeHue
CKOPOCTM) B NaKeTax.

CHATb orpaHun4yeHMe CKOPOCTU BXxoaAallero Tpad)m(a.
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qos tail-drop mirror-limit HactpouTb pacnpegeneHue pecypcos bydepa oaa CKONUPOBAHHbIX
{rx | tx} limit MaKeToB B KOHTPO/IMPYIOLLMI NOPT.
- rX — CKOMMPOBAHHbIE MAKETbI, MPUHATbIE KOHTPONPYEMbBIM
e nopTom;
limit: (0..7000)/3500
- tX — CKONWPOBAHHbIE NAKETbI, NepeAaHHble KOHTPOMPYEMbIM
nopTom.
no gos tail-drop mirror- YCTaHOBWTb 3HaYEHNE MO YMOAYAHUIO.
limit {rx | tx}
gos tail-drop multicast Bk/tounTb OrpaHMyeHmne penavkaumm multicast-naketos.

replication-limit

- - —/BbIK/IIOYEHO -
no qos tail-drop multicast BbIK/IIOUMTb OrpaHMyeHmne penamkaumm multicast-naketos.

replication-limit

traffic-limiter mode {kbps YCTaHOBUTb peMMm paboTbl orpaHuyeHus Tpaduka.

| pps} - kbps — orpaHuueHmne BXOAALLMX KUNOBUT B CEKYHAY;

- pps — OrpaHUYeHne BXOSALLMX NAKETOB B CEKYHAY;

[laHHaA KOMaHAA U3MEHAET peXXUum paboTbl Ana
V cnepyouero pyHKUMoHana: storm-control, rate-limit,

/kbps rate-limit vlan, police, qos aggregate-policer.

V Bbl6paHHbIil peXKMm J0NMKEH COOTBETCTBOBATbL
HaCTpOiiKaM orpaHUYeHUn TpaduKa MHaye orpaHUYEHUA
TpaduKa He npousoiiget. Hanpumep: KomaHaa storm-
control unicast kbps He 6yaeT orpaHuunsath Tpaduk,
ecnu BBeaeHa KomaHga traffic-limiter mode pps.

KomaHObI pexcuma pedakmuposaHUsa CNUCKA Kpumepues KaaccuguKkayuu mpaguKka

Bua 3anpoca KOMaHAHOW CTPOKM pexnmMa pefaKkTMPOBAHWMA CMNUCKA KpUTEpUEB KaaccubuKauuu
TpadukKa:

console# configure

console (config)# class-map class-map-name [match-all | match-any]
console (config-cmap) #

Tabnuua 325 — KomaHabl pexkMma peaakTMpoBaHMA CNMCKaA KpUtepmes Knaccudumkaumm TpadmKa

3HayeHue/3Ha4yeHue »
KomaHoa / Aeiicmeue
o ymMon4aHuro
match access-group [o6asuTb KpuTEpKUit KnaccuduKkaumm Tpaduka. Onpegenser
acl_name npasuaa ¢punbTpaumum Tpaduka no cnmucky ACL gna
Knaccudukaumm.
acl_name: (1..32) ¢ .,u'
- DeiicTByeT TONbKO ANA pexxuma qos advanced.
CMMBO/I0B v
no match access-group Yaanutb KpuTepuii Knaccudukaumm Tpadpuka.
acl_name

KomaHObI pextuma pedakmupoeaHUs cmpamea2uu KAaccugukayuu mpaduka

Bug, 3anpoca KOMaHAHOM CTPOKM peXxmnma peaakTMpoBaHUa cTpaTernmn kKnaccudurkaumm tpadmka:

console# configure
console (config)# policy-map policy-map-name
console (config-pmap) #
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Tabanua 326 — KomaHabl pexxuma peaakTMpoBaHMA CTpaTermm Knaccuoukaumm tpaduka

KomaHoa

3Ha4yeHue/3HayeHue
o ymon4YaHuro

Aelicmeue

class class_map_name [ac-
cess-group acl_name]

no class class_map_name

class_map_name: (1..32)
CYMBOJIOB;
acl_name: (1..32)
C“MBO/I0B

Onpeaenntb NPaBuIo KnaccuduKauum TpadmKka 1 BOUTU B
peXmMm KoHpuUrypaumm npasmaa Knaccudukaumm — policy-map
class.
- acl_name — onpepenaeT npasuaa punbTpauum tpaduka no
cnucky ACL ana knaccuomKkaumu. Mpu co3aaHmMm HOBOTo NpaBuna
KnaccuduKaummn onumMoHaNbHbIA NapameTp access-group
obs3aTeneH.
[na Toro 4yTo6bl UCNONBL30BATb HACTPOIKK CTpaTErnmn
V policy-map ana vHTepdeiica, ucnonb3lyite KomaHAy
service-policy B pexxume KoHourypauum uHtepdeiica.

V [eicTByeT TONIbKO ANA pexxuma gos advanced.

Yaanutb npasuno knaccubukaumm tpadumka class-map m3
ctpateruu policy-map.

KomaHObI pexcuma KoHgu2ypayuu npasusad Kadccuguxkayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma KoOHPUrypaLmm npaBmnaa KnaccupmuKkaumm:

console# configure
console (config)# policy-map policy-map-name

console (config-pmap) # class class-map-name [access-group acl-name]
console (config-pmap-c) #

Tabnnua 327 — KomaHabl pexxuma KoHPUrypaumum npasuaa Knaccudurkaumm

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

mirror {monitor_session}

no mirror {monitor_session}

monitor_session: 1

YKasaTb Homep monitor ceccum ANnA 3epKannpoBaHnAa Tpadwma.

OTmeHuUTb 3epKananposaHue.

trust

no trust

M0 yMOAYaHUIO pPeXKUM
[OBEPUSA HE YCTaHOB/IeH

OnpefenvTb pexxum JoBepuaA K onpeaeneHHoMy TUny Tpaduka
COrNacHo rnobasbHOMY pexumy fosepus.

YCcTaHOBUTb 3HaYeHue no YMOANYaHULO.

set {dscp new_dscp | queue
queue_id | cos new_cos |
vlan vian_id}

no set

new_dscp: (0..63);
queue_id: (1..8);
new_cos: (0..7);
vlan_id: (1..4094)

YCTaHOBUTb HOBblE 3Ha4YeHUn ana IP-nakeTa.
KomaHpa set aBnAeTcA B3aMMOMCKIOUaOLWeENR ¢
V KOMaHAoM trust gna oaHol M Toi e cTpaTerum
policy-map.

/ Crparterum policy-map, ucnonbsytouime KomaHab!
set, trust nam umerowmin Knaccupukaumio ACL,
HA3HAYalTCA TONIbKO ANA UCXOAALLMNX UHTepdeit-
coB.

V JeicTByeT TONbKO ANA pexxuma gos advanced.

Ypanutb HoBble 3Ha4YeHuAa gna IP-nakera.

redirect {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group}

no redirect

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

HanpaBuTb NaKeTbl, y40BAETBOPAIOLWME NPaBUIY
KnaccuouKaumm TpadmrKa, B yKasaHHbI NOpPT.

YCTaHOBUTb 3Ha4YeHME N0 YMOHAHMUIO.

334

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324




DHELTEX

police commit-
ted_rate_kbps commit-

ted_burst_byte [exceed-ac-
tion {drop | policed-dscp-

transmit [peak
peak_rate_kbps

peak_burst_byte [violate-

action {drop | policed-
dscp-transmit}]]}]

committed_rate_kbps:
(3..12582912) k6buT/c;
committed_burst_byte:
(3000..19173960) 6aitr;
peak_rate_kbps:
(3..57982058) kbUT/C;
peak_burst_byte:
(3000..19173960) 6aiiT

police aggregate

aggregate_policer_name

no police

OrpaHMyMTb NONIOCY NPOMYCKaHMA KaHana.

Mpwn paboTe c N0N0OCOM NPONYCKAHWUA UCMONb3YETCA afOPUTM
MapKMPOBaHHOMW «KOP3WHbI». 3af3a4elt aAroputMa ABAseTca
NPUHATUE PeLleHuns: NnepeaaTh NAKeT UM OTOPOCUTD.
MapameTpamu anropmMTma ABAAKOTCA CKOPOCTb NOCTYNAEHUA
(CIR) mapKepoB B «KOP3UHY» 1 06bEM (CBS) «KOP3MHBbI».

- committed_rate_kbps — cpeaHee 3HaYeHNE CKOPOCTH
Tpaduka;

- committed_burst_byte — pa3mep caepKusatoLLero nopora B
banTax;

- drop — naket 6ygeT oTOpoOLIEH, KOrga KKOP3UHa»
nepenosiHUTCS;

- policed-dscp-transmit — npu nepenoaHeHUN «KKOP3UHbI»
3HauyeHue DSCP bygeT nepeonpeseneHo;

- peak — ycTaHOBUTb NOPOroBoe 3Ha4YeHWe CKopocTu TpaduKa
C nepeonpegeneHHbIMn 3Ha4YeHnamun DSCP;

- violate-action — yctaHOBUTb AelCTBME HAA NaKeToM nocne
NPeBbIWEHNA MOPOroBOro 3HAYEHMS.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

Napametp policed-dscp-transmit nossonsaeTt npum

V npesbiWeHUU 3HaYeHua committed_rate wnmn
peak_rate nepepatb NakeT Aanblie, U3SMEHUB B
Hem MeTKy dscp, KoTopas HacTpauBaeTca
KOMaHZAoi gos map policed-dscp c
AONOJIHUTENbHbIM  aprymeHTom violation B
cnyyae c peak_rate. NMpu 3TOM NpY NpesbilIEHUN
committed_rate n peak_rate MOXXHO HacTpanBaTb
pa3Hble 3HaueHus dscp.

HasHauuTb npasuay KnaccudumKkaumm tpadmka wabnoH
HaCTPOEeK, KOTOPbI MO3BOAET OrPaHMUYUTL NOAOCY
nponycKaHuA KaHana.

/.  Deiicteyet TonbKo ANA pexknuma qos advanced.

YpanuTb WwabnoH HaCTPOEeK peryiMpoBaHnsa CKOPOCTU KaHana
13 Npasuia Knaccudurkaumm tpaduka.
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police pps
committed_rate_pps
committed_burst_packet}
[exceed-action {drop |
policed-dscp-transmit
[peak peak_rate_pps
peak_burst_packet [violate-
action {drop | policed-
dscp-transmit}]]}]

no police

committed_rate_pps: (125..

19531250) pps;

committed_burst_packet:

(1.. 19531250) naKketos;
peak_rate_pps:
(125..19531250) pps;
peak_burst_packet:
(1..19531250) nakeToB

OrpaHMyYMTb NOIOCY NPOMYCKaHUA KaHana.

Mpu paboTe c NoNOCOM NPONYCKaHUA UCNOb3YyeTcA
ANITOPUTM MAPKMPOBAHHOM KKOP3UHbI». 3aaavei

aNropuTMa ABNAETCA NPUHATUE peLleHmMA: NepeaaTtb NakeT
UM oTOPOCUTL. MapameTpamm anropuTmMa ABAAIOTCA
ckopocTb noctynneHuns (CIR) mapKepoB B «KKOP3UHY» U
06bEM (CBS) «KOp3UHBI».

- committed_rate_pps — cpefHee 3Ha4YeHWe CKOpPoCTH
TpaduKa B pps;

- committed_burst_packet — pasmep caepruBatoLLero
nopora B nakeTax;

- drop — naket bygeT oTOpOLLEH, KOr4a KKOP3UHa»
nepenosiHnTCS;

- policed-dscp-transmit — npu nepenonHeHUM «KOP3UHbI»
3HauyeHue DSCP byaer nepeonpeseneHo;

- peak — yCTaHOBWUTb NOPOroBOe 3HaYEHNE CKOPOCTU TpaduKa
C nepeonpeaeneHHbIMU 3HaveHnamu DSCP;

- violate-action — ycTaHOBUTb AelcTBME HAj, NAaKETOM nocsie
NpeBbllEeHNA NOPOroBOro 3HAYEHUA.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

Napametp policed-dscp-transmit nossonsaeTt npwm

V npesbiWeHUU 3HaYeHua committed_rate wnun
peak_rate nepepatb NakeT Aanblie, U3SMEHUB B
HeM MeTKy dscp, KoTopaa HacTpauBaeTtcs
KOMaHAoM qos map policed-dscp c
AONONHUTENbHbIM  aprymeHTom  violation B
cnyyae c peak_rate. NMpu 3TOM NpU NpeBbiIEHUN
committed_rate n peak_rate MOXXHO HacTpanBaTb
pa3Hble 3HaueHus dscp.

YpanuTb WwabnoH HaCTPOEK perysMpoBaHusa CKOPOCTU
KaHafa U3 npasuaa Knaccudukaumm tpaduka.

KomaHObI pexcuma KoHgu2ypayuu npogunsa qos tail-drop

Bua 3anpoca KOMaHAHOWM CTPOKU pexunma KoHdurypaumm npoduns qos tail-drop:
console# configure
console (config) # gos tail-drop profile profile id
console (config-tdprofile) #

V 3HayeHUA NIMMUTOB, 6IM3KUX K MAaKCUMaJIbHbIM, MOXXHO UCNOJIb30BaTb, TO/IbKO €C/IU pacluMpeHue
namuTtos npoduna ao 400-1500 He nomoraeT n36aBUTbLCA OT 4PONOB B BbIXOAHbIX o4Yepeanx.

Tabnnua 328 — KomaHabl pexkuma KoHdpurypaumm npoduns qos tail-drop

3HayeHue/3HavyeHue "
KomaHoa / Aelicmeue
no ymoa4aHuro
port-limit /imit MES23/33/35xx: 3agaTtb pa3amep NakeTHOro pasgensaemoro nyna ana nopra.

limit] [without-sharing |
with-sharing]

no queue queue_id

limit: (0..5902)/18

MES5324:
limit: (0..7640)/10

queue_id: (1..8)

no port-limit limit: (0..5902)/88 YCTaHOBUTb 3HAYEHME MO YMOMHaHWIO.
MES5324:
limit: (0..7640)/108
queue queue_id [limit MES23/33/35xx: M3meHUTb NapameTpbl ouepesu:

- queue_id — Homep ouepeau;

- limit — KonnyecTBO NaKeToOB B OYEPEAY;

- without-sharing — 3anpetuTb goctyn K obwemy nyny;
- with-sharing — paspewuTb goctyn K obwemy nyny.

YCTaHOBUTb 3HaYeHME N0 YMOHAHWUIO.
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Mpumep Hacmpoliku tail-drop profile u Ha3HayeHue e20 Ha Nopm

Co3pgaHue tail-drop profile:

console (config)# gos tail-drop profile 2

console (config-tdprofile)# queue 1 limit 400
console (config-tdprofile)# queue 2 limit 400
console (config-tdprofile)# queue 3 limit 400
console (config-tdprofile)# queue 4 limit 400
console (config-tdprofile)# queue 5 limit 400
console (config-tdprofile)# queue 6 limit 400
console (config-tdprofile)# queue 7 limit 400
console (config-tdprofile)# queue 8 limit 400
console (config-tdprofile)# port-limit 400

Ha3sHaueHwue tail-drop profile Ha nopT:

console (config) # interface
console (config-tdprofile) #

Gigabit Ethernet 1/0/1
gos tail-drop profile 2

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, 2pynnbi nopmos

Bupg, 3anpoca KOMaHAHOM CTPOKM pexnma KoHdurypaumm nHtepoeiica Ethernet, rpynnel nopTos:

console (config-if)#

Tabnnua 329 — KomaHabl pexkuma KoHourypaumm nHtepdeica Ethernet, rpynnel noptos

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

service-policy {input |
output} policy_map_name
[default-action {deny-any |
permit-any}]

HasHaunTb uHTEpdelicy cTpaTternto KnaccuduKkaumm Tpaduka.

- deny-any — oT6pocuTb TpaduK, He Nonagatowmii nog aencramne
NONUTUKM;

- permit-any — pa3pewmnTb NpoxoxaeHue Tpaduka, He
nonagatowero noj AencTBme NOANTUKN.

policy_map_name:
(1..32) cumBonos

no service-policy {input |
output}

traffic-shape
committed_rate
[committed_burst]

Yaanutb cTpaTerunto knaccudbukaumm tpaduka c nHTepdeiica.

YCTaHOBWUTb OrPaHNYEHUE CKOPOCTM ANS UCXoaALLero Tpaduka
yepes uHTepodeic.

- committed_rate — cpefHAA CKOPOCTb TpaduKa, KBUT/C;

- committed_burst — pa3mep cAep:KMBatoLLero nopora
(orpaHuuyeHue ckopocTu) B HanTax.

committed_rate:
(64..10000000) K6uT/c;

committed_burst:
(4096..16762902) 6aiit

no traffic-shape CHATb OrpaHUYeHne CKOPOCTU ncxoaALero Tpadmka yepes

UHTepodelic.

traffic-shape queue
queue_id committed_rate
[committed_burst]

no traffic-shape queue
queue_id

queue_id: (0..8);
committed_rate:
(64..10000000) kbuT/C;
committed_burst:
(4096..16762902) 6aiiT

YCTaHOBUTb OrpaHUYeHne CKOPOCTU TpadurKa Yepes uHTepdeic
L8 Ucxoaallen ovepegm.

- committed_rate — cpefHAA CKOPOCTb TpaduKa, K6UT/C;

- committed_burst — pa3mep cAeprKMBatoLero nopora
(orpaHuueHue ckopocTu) B HaiTax.

CHATb OrpaHUYeHne CKopocTH TpaduKa Yepes uHTepdeiic ana
ncxopAaLLei ouepeam.

qos trust [cos | dscp |
cos-dscp]

no qos trust

—/BKtOYEHO

BKAtounTb 6330BbI MeXaHU3M (OS AN UHTepdelica.

- €0s — nopT gosepsaeT 3HaveHuto 802.1p User priority;

- dscp — nopt gosepseT 3Ha4yeHuto DSCP B IPv4/IPv6-nakeTax;
- cos-dscp — nopT gosepAeT oboum yposHAM, ogHako DSCP
nmeet npuopuTteT Hazg 802.1p.

BbIKNOUNTL 6A30BbIN MexaHU3M (oS 1A HTepdeica.

rate-limit rate [burst burst]

YcTaHOBUTb OorpaHun4yeHne CKOpPOCTHU gnAa exoaAallero Tpad)m(a.
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no rate-limit

rate: (64..10000000)
KbuT/C;
burst: (3000..19173960)
6anT/128 KbanT

CHATb OrpaHuYeHmne CKopoCTH BxoasauLero Tpaduka.

rate-limit pps rate_pps
[burst burst_packet]

no rate-limit

rate_pps: (125..
19531250) pps
burst_pps: (1.. 19531250)
naketos

YCTaHOBWUTb OrPaHUYEHNE CKOPOCTU ANA BXOAALLEro TpaduKa B
pps.

CHATb OrpaHuYeHme CKopoCTH BxoasaLLero Tpaduka.

qos cos default_cos

Nno qos cos

default_cos: (0..7)/0

YcTaHOBUTL 3HayeHue CoS no ymonyaHuto gns nopta (CoS,
NPUMEeHAEeMbI 419 BCEro HETErMpoBaHHOIO TpaduKa,
npoxoaaluero Yyepes nHtepdeiic).

YCTaHOBUTb 3Ha4YeHME N0 YMOIHYAHMUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Vian

BuAa 3anpoca KOMaHAHOWM CTPOKM pexxnma KoHourypaumm nHtepoeica VLAN:

console (config-if) #

Tabnnua 330 — Hactpoliika QoS

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

qoOs Cos egress cos

NO (Os Cos egress

cos: (0..7)/0

YCTaHOBUTb 3HAYeHMe NapameTpa nona npmoputeta 802.1p ana
NCXOAALLEro TerMPOBaHHOIO TpadurKa, bopmnpyemoro
LLeHTPabHbIM NPOLLECCOPOM.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

KomaHObi pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnua 331 — KomaHab! pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show qos

MokasaTb pexunm QOS, HaCTPOEeHHbIN Ha ycTpolicTee. B 6azoBom
pexXunme NoKasbIBaeT «40BEePEeHHbIN» pexnm (trust mode).

show class-map
[class_map_name]

class_map_name: (1..32)
cumBona

MoKa3aTb CMUCKKN KpuTepues Knaccudukaumm Tpaduka.
/ [elicTByeT TONbKO ANA pexuma qos advanced.

show policy-map [pol-
icy_map_name]

policy_map_name:
(1..32) cumBona

MoKasaTb npaBuna Knaccuduraumm Tpaduka.
/| DeiictByet TONbKO ANA pexuma qos advanced.

show qos aggregate-policer
[aggregate_policer_name]

aggregate_policer_name:

(1..32) cumBona

MoKa3aTb HAaCTPOMKM cpedHein CKOPOCTM M orpaHnYeHns
NoAoCbl NPONYCKAaHUA ANA NPaBuUA KnaccuduKaumm TpadumKa.
/ [eiicTByeT TONbKO AN pexxuma qos advanced.
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show qos interface [buffers |
queuing | policers | shapers]
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet
fo_port | port-channel
group | vlan vian_id] fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);

Mokasatb QoS-napameTpbl Ansa UHTepdelica.

- vlan_id — Homep VLAN;

- gi_port — Homep nHTepdelicos Ethernet gl;

- te_port — Homep nHTepoeincos Ethernet XG1-XG24;

- fo_port — Homep uHTepdericos Ethernet XLG1-XLG4;

- group — HOMep rpynmnbl NOPTOB;

- buffers — HacTpolikun bydepa gns ouepesneint nHTepdeiica;

- queueing — anroputm obpaboTkm ouepegeit (WRR nam EF),
Bec gna WRR-ouepegeit, Knaccbl 06CnyKMBaHUA ans ouyepesei
n npuopwutet gna EF;

- policers — ckoHOUryprpoBaHHbIe cTpaTernu Knaccuobukalmm
TpaduKa gns nHTepdelica;

- shapers — orpaHuuyeHue ckopocTn Ana ucxogaliero Tpaduka.

show gos map [dscp-queue |
dscp-dp | policed-dscp |
dscp-mutation]

MokasaTb MHPOpPMaLMIO O 3aMeHe MoJieit B NaKeTax,
mcnonb3yembix QOS.

- dscp-queue — Tabanua cootsetcTeua DSCP 1 oyepeseit;

- dscp-dp — Tabauua coorsetcTBMA meTok DSCP v npuopuTteTa
cbpoca (DP);

- policed-dscp — Tabanua nepemapkuposku DSCP;

- dscp-mutation — Tabaunua nsmeHeHuns DSCP-to-DSCP.

show qos tail-drop —

MpocmoTpeTb napametpsbl tail-drop.

show qos tail-drop
[gigabitethernet gi_port |
tengigabitethernet te_port |

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);

MpocmoTpeTsb tail-drop MHGopmaL Mo NO KOHKPETHOMY NOPTY
(Bcem noptam).

fortygigabitethernet fo_port: (1..8/0/1..4);

fo_port ]

show qos tail-drop unit o MpocmoTpeTs tail-drop MHGopmaL Mo N0 KOHKPETHOMY
unit_id unit_id: (1..8) YCTPOMCTBY B CTEKeE.

show ip tx-priority

MpocmoTpeTb MHGOPMALMIO O MapKUPOBKe TpaduKa,
bopmMUpPyEMOro LLeHTPaIbHbIM NPOLLECCOPOM.

[pumep 8b1M0AHEHUS KOMAHO

= BkawounTb pexknum QoS advanced. Pacnpegenntb Tpadumk no odepesam, naketbl ¢ DSCP 12 B nepsyto
ouyepesb, naketbl ¢ DSCP 16 Bo BTOpYl0. Bocbmasa ovepegb — npuoputeTHad. Co3aaTtb cTpaTernto
Knaccuoukaumm Tpadmka no cnucky ACL, paspelsarowemy nepegadvy TCP-naketos ¢ DSCP 12 1 16 n
OrpaHMUMBAIOLLYIO CKOPOCTb — CpeaHasa ckopocTb 1000 K6ut/c, nopor orpaHuyeHuns 200000 6aiiT.
Mcnonb3oBaTh AaHHYO CTpaTernto Ha nHTepdeicax Ethernet 14 u 16.

console#
console# configure

console (config)# ip access-list tcp ena
console (config-ip-al) # permit tcp any any dscp 12
console (config-ip-al)# permit tcp any any dscp 16

console (config-ip-al)# exit
console (config)# gos advanced

console (config) # gqos map dscp-queue 12 to I

console (config)# priority-queue out num-of-queues I

console

onfig) # policy-map traffic

)
)
console (config)# gos map dscp-queue 16 to 2
)
)

console (config-pmap) # class classl access-group tcp ena

console (config-pmap-c) # exit
console (config-pmap) # exit

console (config) # interface tengigabitethernet 1,/0/14
console (config-if) # service-policy input

console (config-if) # exit

console (config) # interface tengigabitethernet 1/0/16
console (config-if) # service-policy input

console (config-if)# exit
console (config) #

(
(
(
(
(
(
(
(c
(
console (config-pmap-c) # police 1000 200000 exceed-action drop
(
(
(
(
(
(
(
(
(
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5.34.2 Cmamucmuka QoS

KomaHObI pexxcuma 2a0b6an6Hol KOHgu2ypayuu

Bupg, 3anpoca KOMaHAHOM CTPOKM peXxnma rnobanbHoM KOHPUIypaLmm:

console (config) #

Tabnnua 332 — KomaHab! pexuma rnobanbHoi KoHduUrypaumm.

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

qos statistics aggregate-po-
licer aggregate_po-
licer_name

no qos statistics aggre-
gate-policer aggregate_po-
licer_name

aggregate_policer_name:
(1..32) cumsonos;
no ymonyaxuio QoS-
CTaTUCTUKA OTK/IlOYEHa

BKkAtounTb QOS-CTaTUCTUKY MO OrPaHUYEHMI0 NONOC
NPONyCKaHusA.

OTKNOUMTb QOS-CTAaTUCTUKY NO OFPAHMUYEHMIO NOOC
NponycKaHus.

qos statistics queues set
{queue | all}{dp | all} {gi-
gabitethernet gi_port |
tengigabitethernet

te_port | fortygigabitether-
net fo_port | all}

no qos statistics queues set

set: (1..2);
queue: (1..8);
dp: (high, low);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
3HayeHne No YMOJIYaHUIO:
set 1: Bce NnpuopuTeThbI, BCE
ouepesm, BbICOKUM
npuopuTteT cbpoca.
set 2: Bce npuopwuTeTol, BCe
oyepeam, HU3KUM
npuopuTeT cbpoca.

BKkAtoumTb QOS -CTaTUCTUKY A/1A BbIXOAHbIX o4yepesent.
- set — onpeaenseT Habop CYETYMKOB;

- queue — onpegenseT NCXOAALLYIO ovepesb;

- dp — onpepaenser npuoputeT cbpoca.

OTKNUYNTL QOS-CTAaTUCTUKY ANA BbIXOAHbIX oYepeaei.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet, 2pynnsl nopmos

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma KoHdpurypaumm nHtepoeiica Ethernet, rpynnbl nopTos:

console (config-if) #

Tabnuua 333 — KomaHabl pexkuma KoHourypaumm uHtepdeica Ethernet.

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

BkatounTb cbop QOS-CTaTUCTUKKM HA UHTepdelice.

- policy-map_name — ctpaTerusa knaccubukaumm tpaduka;
- class_map_name — cnWCOK KpuTepueB KnaccuduKraumm
TpaduKa.

qos statistics policer
policy_map_name
class_map_name

policy_map_name:
(1..32) cumBonos;
class_map_name: (1..32)
CMMBOJIOB;

Mo ymonuaHuio cbop OTkAtouMTb cObop QOS-CTaTUCTUKM Ha UHTepdelice.
QOS-CcTaTUCTUKM

OTKNHOYeEH

no qos statistics policer
policy_map_name
class_map_name

KomaHObi pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console#
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Tabnuua 334 — KomaHabl pexkmma EXEC

3HaveHue/ 3HaueHue "

KomaHoa / Aelicmeue
no yMmoa4YaHuro

clear qos statistics — OumncTuTb cTaTUCTUKY QOS.

show qos statistics - MoKa3aTtb cTaTucTnKy QOS.

5.35 KoH}urypauma npoToKoN0B MapLupyTM3aLum

5.35.1 KoHdpueypayua cmamuyeckoli mapwpymu3sayuu

CTaTnyecKkaa MapLpyTM3auus — BUA MapLpyTU3aLmMm, Npu KOTOPOM MapLLIPYTbl YKa3bliBalOTCA B ABHOM
BMAE NPU KOHPUIypaLmM mappyTM3aTopa. Bca maplupyTusaums npy sTOM NPOUCXo4uT 6e3 yuyacTusa Kakux-
NMb0 NPOTOKO/I0B MapLLPYTM3aL MK,

KomaHObI pexcuma 2a06ana6HolU KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU pPeXKMmMa rnobanbHOM KOHGUIypauum:
console (config) #

Tabanua 335 — KomaHgb! pexkuma rnobanbHoi KoHdUrypaumm

Komanda 3HayeHue/ 3HayeHue Neiicmeue
no yMoaYaHuro
ip route prefix prefix_length Co3patb cTaTMyecKoe NpPasmIo MapLIpyTU3aLUK.
{reject-route | gateway - prefix — IP-agpec ceTn HasHayeHus;
[metric metric] |name prefix: (A.B.C.D); - prefix_length — macka npedukca HasHa4YeHNA UK ee A/INHA;
name] [distance distance]} prefix_length: (A.B.C.D | - reject-route — 3anpeLiaeT MapLIPyTM3aLMIO K CETU Ha3HaYeHUA
nwan /n); yepes Bce LWA03bI;
gateway: (A.B.C.D) - gateway — IP-agpec wnto3a Ana foCTyna K CETU Ha3HavyeHusn;
metric (1..255)/1; - metric — MeTpuKa ana AaHHOTro MapLIpyTa;
name: (1..32) - name — UMA MapLupyTa;
CUMBOA; - distance — afMUHUCTPaATMBHAA AMUCTaHUMUA MapLIpyTa.
no ip route prefix distance (1..255)/1 YaanuTtb NpaBmo 13 TabaunLbl CTaTUYECKOM MapLUpPyTU3aLnu.
prefix_length {reject-route
| gateway}
distance {ospf {inter-as | YCTaHOBUTb 3HaYeHWe aAMUHUCTPATUBHOW ancTaHuum (AD) gns
intra-as} | static} distance BCEX MapLUPYTOB YKa3aHHOro TMna.
- ospf inter-as — ycTaHoBWTb 3HaueHe AD g1 MeXK30Ha IbHbIX
distance MapLUpPYyTOB, NPUHATbIX MO npoTokony OSPF;
(1..255)/static:1, OSPF | - ospf intra-as — ycTaHOBUTb 3Ha4eHne AD AnA BHYTPM3OHa/IbHbIX
intra-as:30, OSPF inter- | MapwpyToB, MPUHATbIX NO NpoTokony OSPF;
as:110 - static — ycTtaHOBWUTb 3HaYeHWe AD ANA CTaTUYECKUX MApLLPYTOB.
distance {ospf {inter-as | YCTaHOBWUTb 3HAYEHME N0 YMONYAHUIO.
intra-as} | static}

KomaHOb! pexcuma KoHgpuaypayuu VRF

Bug, 3anpoca KOMaHAHOW CTPOKM pexkmnma rnobanbHoM KOHPUrypaumm:

console (config-vrf) #
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Tabnunua 336 — KomaHabl pexkuma KoHdurypaumm vrf

3HaveHue/ 3HavyeHue ”
KomaHoa / Aelicmeue
no ymoa4YaHuro

ip route prefix {mask | pre- Co3paTb CTaTUYECKOe NPaBMI0 MapLpyTU3aLUK.
fix_length} {gateway [met- - prefix — ceTb HazHayeHusA (Hanpumep, 172.7.0.0);
ric distance] | name name]} - mask — macka cetu (B popmaTe feCATUYHON CUCTEMDbI

ucumcneHms);

. - prefix_length — npeduKc macku cet (KOAMYeCcTBO eanHuUL, B
prefix_length: (0..32); B
- macke);
distance (1..255)/1 .

- gateway — W03 ANA AOCTYNa K CETU Ha3HaYeHus;

- distance — Bec mapLipyTa;

-name — UMA MapLipyTa.
no ip route prefix {mask | YAanutb Npasuio U3 TabamLbl CTaTUYECKON MapLUPYTU3aLLUK.
prefix_length} {gateway}
ip default-gateway 3aaTb ANA KOMMYTaToOpa apec LWko3a No yMon4aHuto Yyepes vrf.
{gateway} —/wnio3 no
no ip default-gateway YMON4aHUIO He 3a4aH YAanuTb HazHauYeHHbIN aApec LW3a Mo YMOSYAHUIO.
{gateway}

KomaHOobl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#

Tabanua 337 — KomaHgb! pexkmuma EXEC

Komanda 3HayeHue/ 3HayeHue leiicmeue
no ymoa4YaHuro
show ip route [connected | MokaszaTtb TabanLy MapLupyTU3aumMK, ya0BAETBOPAIOLLYIO 3343HHbBIM
vrf [vrf-name] | static | ad- KpUtepuam.
dress ip_address [mask | - connected — NOAKNIOYEHHbIM MapLIPYT, TO €CTb MapLIpyT, B3ATbIN
prefix_length] [multicast] C HenocpeaCcTBEHHO NOAKAYEHHOTO U GYHKLMOHMPYOLWEro
[longer-prefixes]] nMHTepoenca;
— - static — cTaTuyeckuit mapLpyT, NPONUCaHHbIN B Tabanue
MapLIpyTU3aumm;
- vrf — 061acTb BUPTYaNbHOM MapLIpyTM3aL,Mm1, B KOTOPOW
HaXo04MTCA MapLUPYT;
- multicast — mapLwpyTbl, 3a4eliCTBOBaHHbIE 4714 Nepeaayn
MHOroazpecHoro Tpadumka.
show distance MoKasaTb 3HaYeHUe aAMUHUCTPATUBHOMN ANCTAHLMM ANA
o Pa3IMYHbIX UCTOYHMKOB MapLUpyTa.

[Mpumep 8b1M10AHEHUS KOMAHObI

= [loKas3aTb TabavLy MapwpyTU3aLmm:

console# show ip route

Maximum Parallel Paths: 2 (4 after reset)

Codes: C - connected, S - static

C 10.0.1.0/24 is directly connected, Vlan 1

S 10.9.1.0/24 [5/2] via 10.0.1.2, 17:19:18, Vlan 12
S 10.9.1.0/24 [5/3] via 10.0.2.2, Backup Not Active
S 172.1.1.1/32 [5/3] via 10.0.3.1, 19:51:18, Vlan 12
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Tabnumua 338 — OnucaHue pesynbTaTa BbIMOAHEHUA KOMaHAbI

Mone OnucaHue
MoKa3bIiBaeT NPOUCXOXKAEHME MapLLpPYTa:
C C — Connected (mapwpyT B3AT U3 HENOCPEACTBEHHO NOAKAOYEHHOTO U GYHKLMOHK-
pytoLLero nHtepodeiica),
S — Static (cTaTueckuit mapLIpyT, NPONUCaHHbIN B TabauLe maplpyTusaumum).
10.9.1.0/24 Anpec ceTu.
MepBoe 3HayeHMe B CKOBKax — agMUHUCTPATMBHAA AMCTaHUMA (cTeneHb AoBepus
[5/2] MapLIpyTM3aToOPy, YEM YUC/O Bbille, TEM MEHbLUe AOBEPUE K UCTOYHMUKY), BTOpoOe
Yncno — MeTpUKa MapuipyTa.
via 10.0.1.2 Onpepenset IP-agpec cnefyolero MaplipyTusaTopa, 4Yepes KOTOpbIi MpoxoauTt
B MapLLpyT 0 CETU.
00:39:08 Onpeaensiet Bpema nocnegHero obHoBAEHMA MapLupyTa (Y4acbl, MUHYTbI, CEKYHAbI)
Vlan 1 Onpeaenset nHTepoeiic, Yepes KOTOPbIM NPOXOAUT MapLIPYT 4O CETH.

5.35.2 Hacmpoliika npomokona RIP

MpoTokon RIP (aHrn. Routing Information Protocol) — BHYTpeHHM NPOTOKO/, KOTOPbIN MNO3BOAAET
MapLpyTM3aTopam AUHAMMYECKM OOHOBAATb MapLIpyTHYO MHPOpMaLMIO, Nosy4asa ee OT COCeAHMUX
MapLpyTM3aTOpPOB. 3TO OYEeHb NPOCTOMN NPOTOKO/, OCHOBAHHbIN Ha NPUMEHEHUM AUCTAHLMOHHOIO BEKTOPA
MapLpyTmsaummn. Kak AUCTaHUMOHHO-BEKTOPHbIM npoTokon, RIP nepuvoauyeckn nocblnaet obHoBAeHMSA
MeXay coceaamu, CcTpos, TakMm 06pasom, TOMoSOrMi ceTu. B Kakaom OOGHOBNEHWWM nepepaeTcs
nHbopmaumua O AMUCTaHUMKM [0 BCeX CeTel Ha CocefHWM MaplipyTusatop. KommyTtatop noaaeprkvsaeT
npotokon RIP Bepcum 2.

KomaHObI pexcuma 2a0b6aab6HoU KOHGuU2ypayuu

Bua, 3anpoca KOMaHAHOMN CTPOKM B pexkume rnobasbHOM KoHUrypaumm:
console (config) #

Tabnnua 339 — KomaHabl pexkuma rnobanbHoi KoHduUrypaumm

3HayeHue/3Ha4yeHue »
KomaHoa / Aelicmeue
no ymMoa4YaHuro
router rip Boitu B pexknm kKoHdurypauum npotokona RIP.
no router rip Yaanute rnobanbHyto KoHdurypauuto npotokona RIP.

KomaHObI pexcuma KoHgu2ypauuu npomokosa RIP

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-rip) #
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Tabnunua 340 — KomaHabl pexkuma KoHpurypauum npotokona RIP

KomaHda

3Ha4yeHue/3HayeHue
o ymon4aHuro

Aelicmeue

default-metric [metric]

no default-metric

metric: (1..15)/1

YCTaHOBWUTb 3HaYEHME METPUKM, C KOTOPOW ByayT
QHOHCMPOBATLCA MAPLUPYTbl, NOYYEHHbIE APYTUMHU
NPOTOKONaMU MapLlupyTusaumn. bes napameTpa ycTaHaBnMBaeT
3HayYeHMe No YMOHAHMUIO.

YCTaHOBWUTb 3HAYeHME NO YMO4aHUIO.

network A.B.C.D

A.B.C.D: IP-agpec

YctaHoBUTb IP-aapec nHTepdeiica, KoTopbll byaeT yyacTBOBaTb
B NpoLecce MapLupyTU3aLun.

route_map_name]

transparent)/1;

match: (internal,
external-1, external-2,
nssa-external-1, nssa-

no network A.B.C.D nHTepdeiica Yaanuto IP-agpec nHTepdelica, KoTopbli byaeT y4acTBoBaThb B
npouecce MapLupyTM3aumu.
redistribute {static | con- PaspewunTtb aHOHCMpPOBaHWe mapLupyTos Yepes RIP.
nected } [metric transpar- - 6e3 NapameTpoB — O3HayaeT, YTo ByAEeT UCNONb30BaTLCA
ent] default-metric npu aHOHCMpPOBaHMM MapLLPYTOB;
- metric transparent — o3Hauaert, 4To HyAeT NCNoNb30BaTLCA
- MEeTpUKa U3 Tabanubl MapLLpyTU3aLNN.
no redistribute {static | 3anpeTuTb aHOHCMPOBAHME CTaTUYECKUX MApLLpyTOB Yepes RIP.
connected} [metric trans- - metric transparent — 3anpeLyaeT UCNOb30BaTb METPUKY M3
parent] TabAnLbl MapLIpyTU3aLUK.
redistribute ospf [id] [met- PaspewunTtb aHoHcupoBaHne OSPF mapipyTos yepes RIP.
ric metric | match type | id: (1-65536) - id — naentndukatop npouecca OSPF;
route-map metric: (1..15, - type — nNpon3BoamTb aHOHCMPOBaHWE TO/IbKO ANA YKa3aHHbIX

Tnnos OSPF mappyTos;

- route-map_name — Npov3BOAUTb aHOHCUMPOBaHUE
MapLpyToB Nocne ux GpuabTpaLumn Yepes yKasaHHyto route-
map;

no redistribute bgp metric
[metric | transparent]

transparent)/1

no redistribute ospf [id] external-2); 3anpeTuTb aHOHCcMpoBaHMe mapwpyToB OSPF yepes RIP. B
[metric metric | match type route_map_name: (1..32) | cnyyae ykasaHuA napameTpa BO3BpallaeT ero 3Ha4eHue no
| route-map cMmBona YMOIYAHUIO.
route_map_name]
redistribute bgp metric Pa3spewuntb aHoHcMpoBaHne BGP mapwpyTtos yepes RIP.
[metric | transparent] - metric — 3HaYeHWe MEeTPUKM AN UMNOPTUPYEMBIX

MapLUpyTOB;

metric: (1..15, - metric transparent — o3HauvaeT, 4To 6yAeT MCNnoab30BaTLCA

METPUKa U3 TabanLbI MapLIpyTU3aLUU.

3anpeTuTb aHOHCMpOBaHWe mapLupyTos BGP yepes RIP. B
C/lyyae yKasaHMA NnapameTpa BO3BPaLLAeT ero 3Ha4eHue no
YMOIYaHUIO.

redistribute isis [/evel]
[match match] [metric
metric] [transparent]

no redistribute isis [/evel]
[match match] [metric
metric] [transparent]

level: (level-1, level-2,
level-1-2)/level-2;
match: (internal,
external);
metric: (1..15,
transparent)/1

PaspewwnTtb aHoHcUpoBaHwue IS-IS mapwpyTos yepes RIP.
- level — ycTaHOBUTD, U3 KaKoro ypoBHA IS-IS byayT
QHOHCMPOBATHCA MapPLUPYThI;

- match — Npon3BOAMTbL aHOHCUPOBAHMWE TONILKO ANA
YKa3aHHbIX TMNoB IS-IS mapwpyTos.

3anpeTnTb aHOHCMpPOBaHUe mapLpyTos IS-IS uepes RIP. B
C/lyyae yKa3aHMA NnapameTpa BO3BpallaeT ero 3HayeHune no
YMONYaHUIO.

shutdown

no shutdown

—/BKtOYEHO

BbIkntounTb Npouecc mappyTusauum no npotokoay RIP.

BKkArounTb Nnpouecc mapLpyTusaumm no npotokony RIP.

passive-interface

no passive-interface

—/BKtOYEHO

OTKNOUNTb OBHOBAEHUA MAPLLIPYTU3ALLMN.

BKtOUMTL 06HOBNEHWA MapLUPYTU3ALUK.

default-information origi-
nate

no default-information
originate

—/MapupyT He
reHepupyercs

leHepMpoBaTb MapLLPYT NO YMONYAHUIO

BoccTaHOBUTL 3HaYeHMe no YMONYaHUIO.
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KomaHObI pexcuma KoHgu2ypayuu uHmepgelica IP

BuAa 3anpoca KOMaHAHOWN CTPOKM:

console (config-if) #

Tabnnua 341 — KomaHab! pexkuma KoHdpurypaumm nntepdeliica IP

KomaHda

3HayeHue/ 3HayeHue
no yMmoA4aHuo

Aelicmeue

ip rip shutdown

no ip rip shutdown

—/BKAOYEHO

BbIKOUMTL Npouecc mapLpyTusaumnm no npotokony RIP Ha
OaHHOM nHTepdeiice.

BkAtoumTb NnpoLecc mapipytmsaumm no npotokony RIP Ha gaHHOM
MHTepodeiice.

ip rip passive-interface

no ip rip passive-interface

no yMO/YaHuIo
oTnpaBKa 06HOBNEHUIA
BK/IIOYEHA

BbIKNOUYMTL OTNPABKY 06HOBAEHWUI HA UHTEpdElice.

YCTaHOBUTb 3HaYeHMe N0 YMOYAHUIO.

ip rip offset offset

no ip rip offset

offset: (1..15)/1

[06aBUTb CMELLLEHME K METPUKE.

YCTaHOBWTb 3HaYeHMe N0 YMONYAHUIO.

ip rip default-information
originate metric

no ip rip default-infor-
mation originate

metric: (1..15)/1;
Mo ymonuyanutio
dYHKLMA OTKAOYEHA

YCTaHOBUTb METPUKY AN1A MapLUpyTa NO YMOYAHUIO
TpaHcaupyemoro yepes RIP.

YCTaHOBWTb 3HaYeHMe N0 YMOYAHUIO.

ip rip authentication mode
{text | md5}

no ip rip authentication
mode

Mo YMONYAHUIO
ayTeHTUdMKauma
OTK/II0YEeHa.

BKatounTb ayTeHTUdMKaumto B RIP n onpeaennts ee Tun:
- text — ayTeHTUOUKALMA OTKPLITbIM TEKCTOM;
- md5 — ayteHTMduMKaumm MD5.

YCTaHOBUTb 3HaYeHMe N0 YMOIYAHUIO.

ip rip authentication
key-chain key_chain

no ip rip authentication
key-chain

key_chain: (1..32)
C“MBO/I0B

Onpenenvtb Habop KNtOYEn, KOTOPbIN MOXKET UCNONb30BaTbCA
4NA ayTeHTUdUKaLmuu.

YCTaHOBUTb 3HAYEHMe Nno YMOI4aHUIO.

ip rip authentication-key
clear_text

no ip rip authentication-key

clear_text: (1..16)
CUMBOJI0B

OnpeaenuTb KNoY ANA ayTEHTUOUKALMM OTKPbITbIM TEKCTOM.

YCTaHOBUTb 3HaYeHMe N0 YMOIYaHUIO.

ip rip distribute-list access
acl_name

no ip rip distribute-list

acl_name: (1..32)
CMMBOOB

YcTtaHoBWTb cTaHAapTHbIN IP ACL ana dunbTpaunm aHoHCMpyemblx
MapLUpPYyTOB.

YCTaHOBUTb 3HAYEHME MO YMOYAHMIO.

KomaHOb1 pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK B pexume privileged EXEC:

console#

Tabnnua 342 — KomaHgbl pexxkuma privileged EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aeilicmeue

show ip rip [database |
statistics | peers]

MpocmoTpeTb MHbopmaymio o RIP-mapwpyTusaumm:
- database — nHpopmauuna o HacTpolikax RIP;

- statistics — cTtaTucTuyeckune gaHHble;

- peers — MHOOPMALMA YHaCTHUKA CETU.
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[Tpumepbl UCNoAb308aHUS KOMAHO

BkatoumTb npoTokon RIP gna noacetn 172.16.23.0 (IP-agpec Ha KommyTaTope 172.16.23.1) 1 ayTeHTU-
dukaumo MD5 yepes Habop Katouen mykeys:

console#

console# configure

console (config) # router rip

console (config-rip)# network 172.16.23.1

console (config-rip)# interface ip 172.16.23.1

console (config-if)# ip rip authentication mode md5

console (config-if) # ip rip authentication key-chain mykeys

5.35.3 Hacmpoiika npomokona OSPF, OSPFv3

OSPF (Open Shortest Path First) — npoTOKON AUHAMWYECKOM MapLIpyTM3aLUumM, OCHOBaHHbIN Ha TEXHO-
JIOrMK OTC/IeXKMBaHMA COCTOAHUA KaHana (link-state technology) 1 ucnonbayowmii Ana HaxoXKAeHUs KpaTyan-
wero Nyt anroputm Lerkctpbl. MpoTtokon OSPF npepactasnset cobo NPOTOKON BHYTpPeHHero witosa (IGP).
MpoTtokon OSPF pacnpoctpaHaeT MHGOPMaLMIO O AOCTYMHbIX MapLLpyTax MeXay MapLlpyTM3aTopaMmn OL4HOM
aBTOHOMHOW CUCTEMDI.

YcTpoWcTBO NoanepKMBaeT 04HOBPEMEHHYHO PAaBOTY HECKO/IbKMX HE3aBUCMMbIX SK3EeMMNSPOB NpoLec-
coB OSPF. Hactpolika napameTpos sk3emnasapa OSPF npoussogmMTca nyTem yKasaHUA uaeHTMdUKaTopa K-
3emnnsapa (process_id).

KomaHObI pexcuma 2a06ana6HolU KOHuU2ypayuu

Bua, 3anpoca KOMaHAHOMN CTPOKM B pexkMme rnobasibHoMN KoHdUrypaumm:
console (config) #

Tabnunua 343 — KomaHabl pexkuma rnobanbHoi KoHduUrypaumm

3HayeHue/3HayeHue

KomaHda

1o ymonyaHuro

Aelicmeue

router ospf [process_id]
[vrf vrf_name]

no router ospf [process_id]
[vrf vrf_name]

process_id: (1..65535)/1
vrf_name: (1..32)
cMmBoOAa

BkaounTtb MmappyTtmusaumio no npotokony OSPF.
3apaTtb naeHTMdUKaTOp Npouecca.

BbikntounTb MmapLupyTtnsaumio no nporokony OSPF.

ipv6 router ospf [pro-
cess_id]

no ipv6 router ospf [pro-
cess_id]

process_id: (1..65535)/1

BkatoumTb mappyTtursaumio no npotokony OSPFv3.
3apatb naeHTMdUKaTOp npotiecca.

BbIKNtOUNTbL MapLupyTM3aumio no npotokony OSPFv3.

ipv6 distance ospf {in-
ter-as | intra-as} distance

no ipvé6 distance ospf {in-
ter-as | intra-as}

distance: (1..255)

3a4aTb aAMUHUCTPATUBHYIO AUCTaHUMIO Ana maplpytos OSPF,
OSPFv3.

- inter-as — ana BHEWHNX aBTOHOMHbIX CUCTEM

- intra-as — BHYTpW aBTOHOMHOW CUCTEMBI.

BepHyTb 3HaYeHWA N0 YMONYAHUIO.

KomaHObl pexcuma npoyecca OSPF

BuAa 3anpoca KoMaHAHOWM CTPOKM B pexxnume KoHdurypaumm npouecca OSPF:

console(router_ospf_process)#

console (ipvé router ospf process)#
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Tabnunua 344 — KomaHabl pexkuma KoHpurypauum npouecca OSPF

KomaHda

3Ha4yeHue/3HayeHue
Mo ymon4aHuro

Aelicmeue

redistribute connected
[metric metric] [metric-type
{type-1 | type-2} ] [route-
map name_policy] [filter-
list name_acl] [tag value]
[subnets]

no redistribute connected
[metric metric] [metric-type
{type-1 | type-2} ] [route-
map name_policy] [filter-
list name_acl] [tag value]
[subnets]

metric: (1..65535);
name_policy: (1..255)
CUMBO/IOB;
name_acl: (1..32)
CUMBO/IOB;
value: (0-4294967295)

PaspelwunTb aHoOHCcUMpoBaHWe connected-mapLpyTos:

- metric-type type-1 