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CopepskaHue UsMeHeHuin

Bepcusa 1.21

21.03.2025

MN3meHeHo:
—  obHoBneHa Bepcua snmp (Tonbko gaa SBC2000/3000);
—  cobbITMA CUCTEM 3aLLMTbI MepeHeceHbl B XXypHan 6esonacHocTy;
—  0b6HoBneHbl 6ubAMoTekn OpenSSL n OpenSSH ans 3akpbITMA
yAassumocTel (Tonbko ans SBC2000/3000);
—  YBEe/MYEHO KOAMYECTBO 3anmnceil B MOHUTOPUHIE aKTUBHbIX CECCUI1 A0
400.
[ob6asneHo:
—  GWAbTPaLUA MOHUTOPUHIA aKTUBHbIX CECCUA;
— onuua «OTkAounTb offroad npu nonyuernn ICE»;
—  popaboTaHa 3aluTa OT HeBEPHO COCTaB/IEHHbIX 3aNPOCOB;
—  WCNpaB/ieHa yTeyka NamaTu c aboHeHTOB 6e3 permcrTpaumm npu
BbI30BaXx;
—  KypHan 6e30macHoCTK.

Bepcusa 1.20

30.08.2024

M3meHeHo:
—  yBennyeHo Konuyectso SIP Destination 8 SBC Trunk;
—  YBE/IMYEHO MAKCMMa/IbHOE KO/IMYeCcTBO Nosib3oBaTtenen web-
nHTepderica go 50.
[ob6asneHo:
— onuus «lMoseaeHne Npy NepeHanpaBaeHUM».

Bepcusa 1.19

15.04.2024

[Nob6asneHo:
— nogaepkka STUN;
—  BO3MOXHOCTb BblbOpa lan 1 wan MHKaA Npy UCNONb30BAHWUM pPe3epBa;
—  BO3MOMHOCTb 3KPaHMPOBAHWA CneL,. CMUMBOJIOB B PACLLUMPEHHbIX
HacTpoWKax;
—  cbpOC MOHUTOPUHIA aKTUBHBIX CECCUM.

Bepcus 1.18

29.12.2023

[ob6asneHo:
—  pabota nopta OOB Ha SBC-3000;
— onuua «Hopmanuzauma fax sdp no rfc 3108»

Bepcua 1.17

31.08.2023

MN3meHeHo:
—  WCKNOYeHa BO3MOXHOCTb OMMCTKM aBapuii Ha Begomom (slave)
YCTPOMCTBE B CXEME C PE3EPBOM.
[ob6asneHo:
—  onuua «MNybanuyHbin IP-agpecy;
—  asapua n SNMP-tpan HegocTynHocTu SIP destination no OPTIONS;
— onuuA «MapLpyTM3aums no agpecy us 3aronosKa Tox.

Bepcusa 1.16

26.05.2023

[ob6asneHo:
— onuua «PaspewunTtb acummeTpuyHble AnHamu4yeckue payload type B
sdp»;
— onuwua «Bcerga nepepasatb 3anpocbl REGISTER»;
—  obHoBneHbl 6a3bl GeolP.

Bepcua 1.15

17.01.2023

[ob6asneHo:
— onuyua «Mcnonb3osaTb SIP-gomeH B RURI»;
—  onuua «MNepeaasBaTtb HENOALEPKMBAEMbIN event 6€3 U3MEHEHUIN».

Bepcusa 1.14

12.01.2022

[ob6asneHo:
—  TallMmep Ha MOHUTOPWHT aKTUBHbIX CECCUW;
—  OrpaHuyeHue Koanyectsa oTobpaxkaemMbix BbI30BOB B MOHUTOPUHTeE
AKTUBHbIX CECCUN.

Bepcua 1.13

15.09.2021

O6HOBNEHA AOKYMEHTauuA.

Bepcua 1.12

30.03.2021

MN3meHeHo:
—  npekpaleHa noaaepkKa pesepsa Ha SBC-1000.
[ob6asneHo:
—  paborta B pexxume obner4éHHoro pesepea no cxeme 1+1 gns
SBC-3000;
— onuua «Mcnonb3osatb DIGEST User-name B 3anpocax aBTopusauumn».

Bepcma 1.11

12.11.2020

M3meHeHo:
—  nepeynopsioyYeHO AepeBO MeHH0 No GpYHKLUMOHANbHOMY NPU3HAKY;
—  JIMMUTbI 3aLWMTHOrO TalimayTa g1 BbizoBoB 6e3 media.
[ob6asneHo:
— onumAa aBTomaTtnyeckoro oteeta Ha OPTIONS;
—  onuua GopMMPOBAHMA IOTOB MO 3anpocy;
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—  noagepka orpaHmnyeHua CPS Ha SIP-Destination;

—  onuua «MNepeaaatb cumBo '#' 6e3 KOAUPOBaHUAY;

— onuua «lMNepenaBatb AOoMeH U3 3aronoskos FROM u TO»;

— onuua «He oTnpaBnATb 3a6/10KMPOBaHHbIE apeca B YEPHbIV CIUCOKY;

—  BO3MOXHOCTb 3a4aBaTb 6onble SIP-TpaHcnopTos, SIP-Destination, SIP-
Users, SBC Trunk, Rules B KoHOUrypauum (Mpn HannMumMm AnMueHsum);

—  aBapwvA O NpeBblWEeHUM MAaKCUMasIbHOTO KOJIMYEeCTBa O4HOBPEMEHHbIX
3anpocos INVITE, SUBSCRIBE, OTHER;

—  noagepka nepegaum 3aronoskos RPI n PAI ana SIP-Users.

Bepcusa 1.10

10.07.2020

[OobasneHo:
—  onucaHue Hosoro ycTporictea SBC-3000.

Bepcua 1.9

23.04.2020

CuHXpoHM3auma c sepcueli MO 1.9.4.

Bepcua 1.8

04.10.2019

JdobasneHo:
—  popaboTaH mexaHM3M cornacoBaHua meaumn ana aboHeHToB 3a NAT;
—  obHoBneHbl 6a3bl GeolP;
—  paboTa guHammyeckoro bpaHgmayspa c telnet;
—  WUrHOpMpOBaHMWe NopTa NO-yMOAYaHWUIO ANS YCTPOMCTB, KOTOpble peru-
CTPUPYIOT KOHTAKT 6e3 yKasaHWA NopTa, HO COBEPLUAIOT BbI3OB C YKasza-
HWEM ero.

Bepcua 1.7

29.10.2018

O6HoB/IEHA AOKYMEHTaUMA.

Bepcusa 1.6

08.09.2017

N3meHeHoO:
— nepeumeHoBaH pa3gen "fail2ban" B "anHamuuyeckuii bpaHamayap”;
— nepeumeHoBaH pasgen "npodunum firewall" B "cTratuueckuii bpaHa-
mayap";
—  pasgeneHbl npaBuaa 6J10KMPOBOK B AMHamMUYeckom BpaHamayape ana
PasNYHBIX CEPBUCOB;

— nepeumeHoBaH pasgen "MTR" B "TRACEROUTE".
[OobasneHo:

—  MaHunynuposaHue SIP 3aronoskamu;

—  ynpaBieHue CYETYMKAMM CTAaTUCTUK BbISOBOB;

—  ONuWA KOHTPOAA UCTOYHUKA RTP;

—  noapepka 3000 ogHoBpemeHHbIX BbiI30BOB Ha SBC2000;

—  obHapy:keHue aTaku RTP flood;

—  Ha3HayeHue ceTeBbIX MapLLPyTOB Ha MHTepdenc VPN-KnneHTa;
—  cbop cTaTUCTUKM BbI30BOB No SNMP.

Bepcusa 1.5

08.06.2017

M3meHeHOo:

—  6a308bIt SNMP OID n3ameHéH Ha 1.3.6.1.4.1.35265.1.49.
JdobasneHo:

—  3awwmTa ot DoS-atak — ICMP flood, port scan, SIP flood;
—  HoBbIV TMN npaswua firewall — GeolP;

—  HoBblIl TUN npasuna firewall — String;

—  BO3MOXHOCTb dpunbTpauum no User-Agent;

—  OrpaHu4YeHue No BpeMeHu B npasunax rule set;

—  KoHdurypuposaHue SBC yepes CLI;

—  rpynnoBas o4ucTKa npasun fail2ban;

—  yucno VLAN-uHTepdeitcos Ha SBC-2000 ysennyeHo ao 500 (npu Hanu-
YU INLLEH3UM);

—  YCTaHOBKa MMHUMaNbHOro BpemeHu peructpaumm Ha SIP Users;

—  OonumA UTHOPMPOBAHUA NOPTA-UCTOYHMKA NPU BXOAALLMX BbI30OBaX Yepes
SIP Destination;

—  aKTyasibHble ana Tekywen sepcum N0 SNMP MIB-dainbl MOXKHO cKa-
4aTb MPAMO C YCTPOWCTBA;

- CYETUYMKM CTaTUCTUKM MO BbISOBAM;

—  paclMpeHo Koamuyectso oTobpaxkaemoi HPopmMaLLMKM 0 3aperncTpupo-
BaHHbIX aBOHEHTax.

Bepcusa 1.4

27.02.2017

[OobasneHo:
— paboTa B perkume obaer4éHHoro pesepsa no cxeme 1+1.

Bepcua 1.3

20.06.2016

M3meHeHOo:
—  pasHeceHbl TPaHKOBbIe M aDOHEHTCKME HanpaB/eHus;
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—  TpaHKuM MOryT 06beAMHATb Pas/InyHble HaNpaBiAeHUA AnA Lenei pesep-
BUPOBaHUA/BaNnaHCUPOBKM HarpysKu;
—  pacwwupeH ¢pyHKumMoHan fail2ban.
[ob6asneHo:
—  MOHWTOPWHT aKTUBHbIX CECCUIA;
— apganTaumu ans ZTE Softswitch 1 MTA M-200;
— obpaboTka nepeagpecaumit B SIP-oteeTax 302;
—  HoBble 60/1ee rMbKMe NpaBuia KOMMYyTaLUK BbISOBOB;
—  BO3MOXHOCTb 3a4aBaTb 6oblue SIP-TpaHCNOPTOB M HanNpaB/ieHN B
KOHUrypauuu;
—  ONuMOHMpOBaHMe popmaTa 3arosoBKos SIP.
Bepcua 1.2 21.01.2016 [ob6asneHo:
—  aBapus O 3aNOJIHEHUW BHELLHWUX HAaKONWUTeNew;
—  pasnin4yHble pemMmbl co3ganua dainos CDR;
—  Mcnonb3oBaHue gupektTopuit ana dpainos CDR;
—  eguHbIi agnanasoH RTP-nopTos.
Bepcua 1.1 12.08.2015 [ob6asneHo:
—  3alWMTHbIN TaliMmayT ana 01601 BbI30BOB 6€3 NPOK/IYEHHbIX MeAna-mno-
TOKOB;
—  MOHWTOPWHT KONWYECTBA BbI30BOB (Ha rpadmnKke MakCMMasbHOe, TeKy-
Lee M MYHUMaNbHOE 3HauYeHus);
—  BblbOp ceTeBOro MHTepdelica, A4 KOTOPOro BblAeNAETCA MeAna Pecypc;
—  pe3sepsuposaHue SIP-HanpasneHus;
—  banaHCUPOBKA Harpysku;
—  KOHTPOJIb AOCTYMHOCTU B3anmogencTeytoLLero SIP-cepsepa;
—  peructpauma no SIP-TpaHky;
—  KypHan 3a6/10KMPOBaHHbIX apecoB.
Bepcua 1.0 11.11.14 MNepBas nyb6ankaums.
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LENEBAA AYANTOPUA

JaHHOe pyKoBOACTBO MO 3KCM/yaTauuM NpegHa3HAYeHO ANA TEXHUYECKOro NepcoHana, BbIMOJIHAOWEro
HACTPOMKY M MOHUTOPUHT YCTPOMCTBA NocpeacTBOM web-KoHPUrypaTopa, a Takke npoueaypbl No YyCTaHOBKE U
obcnyKMBaHMO ycTpoicTea. KBannduKauma TeXHMYecKoro nepcoHana npeanonaraet 3HaHME OCHOB pPaboThl
cTtekos npotokosios TCP/IP, UDP/IP n npmHumMnos noctpoenus Ethernet-ceteit.
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1 BBEAEHUE

MorpaHnuHbIiM KoHTponnep ceccuit SBC (Session Border Controller) npeaHasHayeH ana pelweHus 3agay
conpsixeHus pasHopoaHbix VolP-ceTeir, obecneuvBas COBMECTHYIO paboTy TEPMWMHANOB C Pas/INYHbIMU
NPOTOKONAMM CUTHANM3aLUMM U HabopamMK MUCNoJib3yeMmbiX KoAeKoB. Kpome Toro, 3a cyeT QyHKLMOHANbHOCTH
Firewall, NAT u npoKcMpoBaHWA CUTHANIbHOTO M MeaMaTpaduKa OH 3aLLMLLAET KOPNOPaTUBHYHO CEeTb OT aTak U
CKPbIBAEeT €e BHYTPEHHIO CTPYKTypy. SBC Bcerga ycTaHaBAMBAEeTCA Ha rpaHMLEe KOpMnopaTUBHOM WM
onepaTtopckoit VolP-ceTn u BbINONHAET Te ¢GYyHKUMWM, KOTOpble HelenecoobpasHo BoO3naraTb Ha YCTPOMCTBA
onepartopa (Hanpumep, rMbKKI KommyTaTop Softswitch).

OcHogHble (hyHKyuu SBC

—  3alLWTa CETU U OPYrUX YCTPOWCTB OT BHELWHMX aTakK (Hanpumep, DoS-aTak);

—  BbINOAHAET PYHKUMM mexKceTeBOro aKkpaHa Firewall;

—  NO3BOJ/IAET CKPbITb TONOJ/IOTMIO CETU OMEepaTopa;

—  NO3BOJ/IAET COINAacoBaTb Pa3/IMYHbIE MPOTOKO/bI CUTHAIN3aLMIA U KOAEKW;

—  NO3BO/AET NPenocTaBuTb ycayrn QoS 1 NPUopmUTU3aL Mo NOTOKOB;

— Mo3BO/AET B3aMMOAENCTBOBaTb C ycTpolcTBamu, noakatodeHHbimu dvepe3s NAT (Network Address
Translation);

—  cbHbop CTAaTUCTMKM BbI30BOB, 06CNYXKeHHbIX Yyepes SBC.
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2 ONWUCAHMUE U3AENUNA

2.1 Ha3HaueHue

Eltex SBC — KOMMNOHEHT nporpammHo-annapatHoro Komnnekca ECSS-10, ydyacTsBylowmii B npouecce
0bC/NY}KMBAHMA BbI30BAa B KAyecTBe MOrpaHMYHOrO KOHTpoO//iepa ceccui. YCTpolcTBo obecneymsaeT
HOPMaNM3auMI0 peannsalmii CUTHaNbHOTO MPOTOKO/A, YCTAHOBMEHHbIN SLA ypoBeHb KayecTBa, 3alLMTy CeTu
onepaTopa OT HECAHKUMOHMPOBAHHOIO A0CTYMNa U Pa3IMYHbIX aTak, cbop CTaTUCTUKM.

OcHoBHble xapakmepucmuku SBC:
—  KOJINYeCTBO OAHOBPEMEHHbIX CECCUN:
— ana SBC-3000: 2000;
- ana SBC-2000: 2000;
— ana SBC-1000: 500;
— KOJIMYECTBO 3aperncTpmpoBaHHbIX abOHEHTOB:
— ana SBC-3000: 16000;
— ana SBC-2000: 16000;
— ana SBC-1000: 4000;
— KOJ/IMYecTBO BbI30BOB B cekyHAay (CPS):
— ana SBC-3000: 100;
— ana SBC-2000: 100;
— ana SBC-1000: 30;
— KonwmuectBo Ethernet-noptos:
- ana SBC-3000:
— 2 nopta 10/100/1000BASE-T (RJ-45)/ 1000BASE-X (SFP);
— 2 noprta 10/100/1000BASE-T (RJ-45);
— ana SBC-2000:
— 2 nopra 10/100/1000BASE-T (RJ-45)/ 1000BASE-X (SFP);
— 2 noprta 10/100/1000BASE-T (RJ-45);
- ansa SBC-1000:
— 3 mopta 10/100/1000BASE-T (RJ-45);
— 2 mopta 1000BASE-X (SFP);
— nojaeprkKa ctatnyeckoro agpeca u DHCP;
— npoTokoAbl IP-tenepoHmn SIP, SIP-T, SIP-I;
— nopaepKka NTP;
— nopaepka DNS;
— noaaeprka SNMP;
— orpaHuyeHue nonocol n QOS;
— ToS wu CoS gna RTP u curHanusaummn’;
— VLAN gna RTP, curHanmsaumm v ynpasieHus;
— aBapuitHOEe NI0TUMPOBaHMUE;
— noagaeprkka RADIUS;
— 3anucb BUNANHIOBOW MHPOPMaLLUK;
— annapaTHoe pe3epBupoBaHMe No cxeme obneryéHHoro pesepsa 1+12:
—  BPEeMA NepekNoYeHNA Ha Pe3epPB NPU OTKAKYEHMM BHELLHErO IMHKA OCHOBHOIO YCTPOMCTBA —
2—4 ceKyHApbl;
— BpEeMmA NepeKkNtYeHns Ha pe3eps Npu NOJHOM OTKAKOYEHUM OCHOBHOIO yCcTpoiicTBa — 4—5 cekyHa;
— o06HoBneHue MO: yepes web-nHTepodeiic, CLI (Telnet, SSH, KoHconb (RS-232));
— KOHOUrypupoBaHMe 1 HacTpolika (B TOM Yyncie yaaneHHo):
—  Web-uHtepoeiic;
— CLI ! (Telnet, koHconb (RS-232));
—  YA3ANeHHbIN MOHUTOPUHT:

1 B tekywel sepcun MO He noaaepusaeTca.
2 dyHKUMOHAN He noaaepaH ana SBC-1000.
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— Web-uHtepdelic;
— CLI;
— SNMP.

dyHKuymoHan SIP/SIP-T/SIP-I:

— SIP L5 NAT/Topology hiding;

— SIP dialogue transparency;

— SIP transit of unrecognized headers;
— B2BUA as defined in RFC 3261;

— RFC 2833 (Telephone Event);

— RFC 3264 (Offer/Answer);

— RFC 3204 (MIME Support);

— RFC 4028 (Session Timers);

— RFC 3326 (Reason Field);

— RFC 3262 (PRACK);

— RFC 3372 (SIP-T);

— B2BUA peering;

— B2BUA access;

— RFC 1889 (RTP);

— RFC 4566 (SDP);

— RFC3261;

— RFC3581;

— SIP OPTIONS Keep-Alive (SIP Busy Out);
— NAT support (comedia mode).

Nepepava Ppakca:

- T.38;
- G.711.

12 lMoepaHuyHble KoHMponneps! cecculi SBC



HELTEX

2.2 Twunosble cxemMbl NPpUMEHEHUA

B faHHOM pyKOBOACTBE NpeanaraeTca HeCKOJIbKO CXeM NOCTPOEHMUA CeTU C UCNO/Ib30BaHMEM SBC.

2.2.1 MexonepamopcKoe e3aumodeiicmeaue

PSTN

Private Network 2

Public Public
Network Network

Softswitch

Private Network 1 Private Network 3

PucyHok 1 — Cxema npumeHeHUnsa «MexonepaTopcKoe B3aMmoaencrasme»

2.2.2 Bzaumodelicmeue mexcdy onepamopom u KOprnopamueHbiM KaueHmom

WiF

02110
SIP client A2

&

ADEltex _ 17 .
Mobile users-

S,
MES3124F

PSTN

Session

\\Q';qs 5 Suwitch Border Public

Controller Network

Private Network

DATA CENTER

PucyHok 2 — Cxema npumeHeHus «Onepatop — KOPropaTUBHbIN KINEHT»
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2.2.3  B3aumodeiicmsue mexcdy onepamopom U YacCmHbIM oab3osamesnem

Internet

PucyHok 3 — Cxema npumeHeHna «OnepaTop — YacCTHbINA KAUEHT»

2.3 OCHOBHble TeEXHUYECKMe napameTpbl

OcCHOBHble TeXHUYECKMe NapameTpbl NnpuseaeHbl B Tabaunue 1.

Tabnunua 1 — OCHOBHbIE TEXHUYECKME NapaMeTPbl

MpoTokonbi VolP

MNoapepXnBaemble NPOTOKObI

SIP-T/SIP-|
SIP
T.38

Moapep:knBaemble KOAEKU

AyanoKoaeKku

G.711 a-law (B TekcTe G711A)
G.711 p-law (B TekcTe G.711U)
G.729

G.729 (A/B)

G.723.1 (6.3 Kbps, 5.3 Kbps)
G.722

G.726 (32 Kbps)

G.728

Buaeokogeku

H.263
H.263-1998
H.264

NapameTpbl aneKTpuyeckoro nHtepdeiica Ethernet

Konunuectso nHtepdeiicos

SBC-1000 SBC-2000 SBC-3000

3 4 4

DNeKTPUYECKUI pasbem

RJ-45

CKopocCTb Nnepesaun

asToonpeaeneHune, 10/100/1000 M6uT/c, aynnekc

MoAfeprKKa CTaHAapTOB

10/100/1000BASE-T
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NapameTpbl onTuyeckoro nHtepdeica Ethernet

Konunuectso nHtepdeiicos

2 combo-nopTa

OnNTMYECKMin pa3bem

Mini-Gbic (SFP):

1) AynnekcHble, ABYXBOJIOKOHHble C ANMHOW BOAHbI 1310 HM
(Single-Mode), 1000BASE-LX (koHHeKTop LC), ganbHocTb — A0
10 Km, HanpAaxeHne NuTaHna — 3,3 B

2) p[ynnekcHble, OAHOBONOKOHHblE € AJMHAaMKM BOAH Ha
npuem/nepeaavy 1310/1550 Hm, 1000BASE-LX (KoHHekTop SC),
AanbHOCTb — A0 10 Km, HanpA)KeHue nutaHma — 3,3 B

CKkopocTb Nnepegayn

1000 M6uT/c, gynnekc

Mopnep»Ka cTaH4apTOB

1000BASE-X

MapameTpbl KOHCONU

NocnepoBaTtenbHbI nopTt RS-232

CKOpOCTb Nepesayn faHHbIX

115200 6uTt/cek

dneKTpUYeckMe napameTpbl CUrHaN0B

no pekomeHgaumm MCI-T V.28

MNpouune nHTepdeincol

USB

1 — pna SBC-1000/2000; 2 — ans SBC-3000

SATA 2

O6uwme napameTpbl
Pabouunint agnana3oH TemnepaTyp ot 0 g0 +40 °C
OTHOCUTEeNbHAA BAAXKHOCTb 00 80 %

BapuaHTbl nuTaHma

- OANH UCTOYHUK NUTAHUA NOCTOAHHOIO NN NePeMeHHOro TOoKa,
- ABa NCTOYHUKA NUTAHNA NOCTOAHHOIO UM NepeMeHHOro ToKa.

MCTOYHMKM NUTaHKUA

CeTb NnepemeHHOro CeTb NOCTOAHHOrO TOKA
TOKa

HanpaxeHune nuTaHuA

100-2408B,47-63 Ty | 36-72 B

0603HauyeHne UN

PM160-220/12 PM100-48/12

MouwHocTtb UM 160 Bt 100 Bt
MNoTpebnsemas MOWHOCTb He 6onee 50 BT
FabapuTbl (LU x B x T) SBC-1000 SBC-2000 SBC-3000

430 x 45 x 260 mm 430 %45 x 340 mm | 430 x 45 x 340 mm

KoHcTpyKTMB

19" KOHCTpyKTUB, TMNOpasmep 1U

Macca HeTTO

YctpoictBo B nosiHoi | SBC-1000 SBC-2000 SBC-3000
KOMMNAEKTaLmm 3,2 Kr 5,3 Kr 5,3 kr

BN 0,5 Kkr

BeHTnaHenb 0,1 kr

SATA-Hakonutenb! 0,1 kr

CpokK cny»bbl

He meHee 15 net

! Tonbko ana SBC-2000 n SBC-3000.
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2.4 KOHCTPYKTMBHOE UCMOJIHEHUE

2.41 SBC-1000

MorpaHWyHbIN KoHTponnep ceccuit SBC-1000 BbINOSHEH B METa/I/IMYECKOM KOPMyce C BO3MOKHOCTbIO

ycTaHoBKu B 19" Kapkac Tunopasmepom 1U.

BHewHW BUA nepeaHeit NaHen ycTpoiCcTBa NpuBeseH Ha PucyHke 4.

HM 3 I:IEG] ﬂ%{:

SFP 1

SMG1016M

Y=t e == = A‘-“rnﬁ:ﬁ:&lﬁhﬁ‘“ £ ==y

12 3 4 5 6 6

PucyHoKk 4 — BHewHMI Bug, nepeaHeit naHenm SBC-1000 (Ha 6a3e SMG-1016M)

7 8 910

Ha nepe,u,Heﬁ naHenun yCTpOVICTBa PacnonoXeHbl pa3dbembl, CBETOBbIE MHONKATOPbI N OpraHbl ynpasaeHUA

(Tabnunua 2).

Tabaunua 2 — OnucaHWe pa3bemMoB, MHAMKATOPOB M OPraHOB YNpPaB/ieHUa nepegHel naHeu

Ne dnemeHT nepegHeit naHenm OnucaHue

1 usB USB-nopT Ana NnogKNOYEHMA BHELWHEro HakonuTena

2 F DYHKLUMOHANbHAA KHOMKA

3 Console KOHCOj‘IbeIM nopt RS-232 panAa  noKanbHOro ynpas/ieHuA
YCTPONCTBOM

4 10/100/1000 O0..2 3 pasbema RJ-45 nHtepodeiicos Ethernet 10/100/1000 BASE-T

5 SFPO, SFP 1 2 wacecm e,flﬂ onTnyecknx SFP-moayneit 1000BASE-X Gigabit uplink
nHTepdenca ana sbixoga B IP-ceTb

6 EllLine0..7, E1 Line 8..15 2 pasbema CENC-36M ana nogknoueHna notokos E11

7 SATA-0, SATA-1 UHamKaTopbl paboTel MHTepdeiicos SATA?

8 Infol, Info2 NHAnKaTopbl paboTbl oNTUYECcKUX HTepdeincos SFP

9 Alarm NHAWKaTop aBapun yCTPOMCTBa

10 Status NHauKaTop paboTbl ycTpoicTBa

1 Ona ycrpolictsa B KoHdUrypauum SBC-1000 He ncrnonbayeTca.
2 B jaHHOW BEPCMM He UCMOb3yeTca.
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BHeLHWI BUA 3a4He NaHenn ycTponcTBa NPMBeLEH Ha PUCYHKE HUMKe.

OOl OO
< - - o © “1e0ess © . =
85080205 |SE0ECREED
= = | OF0Z05D5® | EHORCHTAD ®
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SeSaEoEaD 1OcSa=cEe
- @ 28lePcP ® 2gtePc® 'E ©
1 1 2 2 3
PucyHoK 5 — BHewHuUI BUA 3aaHelt naHeau SBC-1000 (Ha 6aze SMG-1016M)
B Tabnnue HUXKe NpuBeaeH NepeyeHb Pa3beMOB, PACNONOMKEHHbIX HA 3a4He NaHenn YyCTPONCTBa.
Tabaunuya 3 — OnucaHWe pa3beMOoB 3a4Hel NaHeAn KoMMyTaTopa
Ne | dnemeHT 3agHeii naHenn OnucaHue
1 Pasbem nutaHua Pasbem AnA NOAKNOYEHMUA K UCTOUHWKY 3N1EKTPONUTaHUA
2 | CbemHble BEHTUIATOPSI CbemHble BEHTUALMOHHbIE MOAY N C BOSMOXXHOCTbBIO ropsiYeit 3ameHbl
3 Knemma 3asemneqns = Knemma gns 3a3emneHuns ycTponcrea
2.4.2 SBC-2000

MorpaHuyHbIA KOoHTpoanep ceccuin SBC-2000 BbINOAHEH B META/I/IMYECKOM KOPMYCe C BO3MOXHOCTbIO
ycTaHOBKM B 19” KapKac Tunopasmepom 1U.

BHewHKMIM BUA NnepeaHeln naHean yCTPONCTBa NpuBeaeH Ha PucyHKe 6.
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PucyHoKk 6 — BHewHMI Bug, nepeaHeit naHenm SBC-2000 (Ha 6a3e SMG-2016)

Ha nepeaHeii naHenn yCcTpoIACTBa pacnoNoXeHbl caesytolme pasbeMbl, CBETOBbIE MHANKATOPbLI M OpraHbl
ynpasneHusa, Tabanua 4.

Tabaunua 4 — OnucaHWe pasbemMoB, MHAMKATOPOB M OPraHOB YNpaB/ieHUa nepegHel naHem

Ne dnemeHT nepepHeii naHenm OnucaHue

1 Pasvemol SATA-OucKos Pasbembl gna yctaHoBkm SATA-ANCKOB

2 F DYHKLMOHANbHAA KHOMKaA

3 Console KOHCO/IbHbIM NOPT ANS IOKANbHOTO YNpPaBAeHUA YCTPOUCTBOM

4 UsB USB-nopT ANa NOAKAKYEeHMA BHELWHEero Hakonmrtena

5 0,1 2 pasbema RJ-45 Ethernet 10/100/1000BASE-T Gigabit uplink ans Bbixoaa B

IP-ceTb

6 23 2 wacen ans yctaHoBku SFP moayneit 1000BASE-X uplink nntepdeitca ana

’ BbIxoga B IP-ceTb

lMoepaHuYyHble KoHMponneps cecculi SBC
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2 pasbema RJ-45 10/100/1000BASE-T Gigabit uplink nHtepdeiica gns
BbIxoza B IP-ceTb
7 E1 Line 0..15 16 pasbemos RJ-48 ana nogxnouerHmna notokos E11
8 Sync.0, Sync.1 2 pasbema RJ-45 ana noaKAoUYEeHNA NCTOYHMKOB BHELLHeR CUHXpOHM3aLmmn?
UHpaunkaTopbl
Alarm MHAMKaTOp aBapwuK yCTpoICTBa
Status NHankaTop paboTbl ycTpolicTea
Sync.1 NHankaTop paboTbl MHTepdeiica BHeWHeN CUHXPOHU3auun Sync. 1t
Sync.0 NHankaTop paboTbl MHTepdeiica BHeWHeN CMHXPOHU3aumun Sync.2?
9
Power MHAMKaTOp NUTaHMA YCTPOMCTBA
RPS MHAMKaTop AOMNOIHUTENbHOIO NUTaHWUSA YCTPOMCTBA
FAN MHamKaTop paboTbl BEHTUNATOPOB
USB MHpgukaTtop paboTtbl USB

BHewWwHMIM BUA 3a4HEN NaHen YCTpoCcTBa NpmBeaeH Ha PucyHke 7.

~220 VAC

PucyHoK 7 — BHewHMI Bng 3agHel naHenm SBC-2000 (Ha 6a3e SMG-2016)
B Tabanue HUXe NnpusBeneH NepevyeHb Pa3bemoB, PacnoNOMKEHHbIX Ha 3a4Hel NaHenu ycTpomncTea.

Tabaunua 5 — OnucaHne pasbemMoB 334Hel NaHe M KOMMyTaTopa

Ne dnemeHT 3agHeil naHenn OnucaHue

1 Mogaynn nutaHuma Mogaynm c pasbeMom A NOAKAYEHUA K UCTOYHUKY SNEeKTPONUTaHmA
2 MaHenn BeHTUNATOPOB CbeMHble BEHTUNALMOHHbIE MOAYN C BO3MOXKHOCTbIO ropsaYelt 3aMmeHbl
3 Kiemma 3azemneHus @ Knemma pgna 3azemneHuns ycTpomcTsa

1 Ona ycrpoiicta B KoHdUrypauum SBC-2000 He ncrnonb3yeTcs.
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2.43 SBC-3000

MorpaHWuHbIN KoHTponnep ceccuit SBC-3000 BbINOJIHEH B METa/lZIMYECKOM KOPMyce C BO3MOMKHOCTbIO
ycTaHoBKM B 19" KapKac Tunopasmepom 1U.

BHewwHW BuA nepegHelt NaHeu yCTPOCTBa NPUBEAEH HA PUCYHKE HUXKeE.

O Aettex S : il O
HDD1 |:| m]: SMG_30‘|6 [aYa Yo Yara) ]
Alarm O O Power Lpn
H = H HH &= Slaluso ORPS
] sync1O Ofan
) ! 0 — i O
T

| [
1 9 2345 56 7 8
PucyHoKk 8 — BHewHuIA BUuA nepeaHeit naHenm SBC-3000 (Ha 6a3e SMG-3016)

Ha nepegHen naHenu ycTponcTBa pacnonoXeHbl Cneayolmne pasbembl, CBETOBbIE MHANKATOPbLI U OpraHbl
ynpasneHua, Tabanua 6.

Tabaunua 6 — OnucaHne pasbLeMOB, MHAMKATOPOB M OPraHOB YNpaB/ieHUs nepegHel naHem

Ne dnemeHT nepeaHen naHenu OnucaHue
1 Pa3zvemol SATA-Ouckos Pasbembl ¢ canaskamm ans yctaHoBku SATA-gucKoB
2 Console KOHCObHbIN NOPT ANA NOKANbHOIO YNpaBJAeHUsA YyCTPOUCTBOM
3 008 BoiaeneHHbIt nopT Ethernet ana KoHdurypuposaHus yctporictea. MNopT He
MMEET BO3MOXKHOCTM KOMMYTaLLMKM € NpoYmMmm noptamm SBC
4 F DYHKLUMOHANbHAA KHOMKA
5 usB USB-nopTbl AN NOAKNIOYEHUA BHELHUX HaKonuTenemn
5 12 2 pasbema RJ-45 Ethernet 10/100/1000BASE-T Gigabit uplink ans sbixoga 8
! IP-ceTb
2 waccu anna yctaHoBku SFP moayneit 1000BASE-X uplink nHtepdelica ana
6 34 BbIxoaa B IP-ceTb
! 2 pasbema RJ-45 10/100/1000BASE-T Gigabit uplink nHTepdelica gna sbixoga
B IP-ceTb
7 E1l Line 0..15 16 pasbemos RJ-48 gna nogkatoveHuns notokos E1?
3 Sync.1, Sync.2 2 pasbema RJ-45 ans nogKNHOUYEHNA UCTOYHUKOB BHELLHEN
CUMHXPOHM3auMMOwWwmnbKa! 3aknaaka He onpegeneHa.
UHauKaTopbl
Alarm NHAWKaTop aBapun yCTPOMCTBA
Status NHamkaTop paboTbl ycTporicTea
svnc.1 NHauKaTop paboTbl MHTEpdenca BHeWHeM CMHXPOHU3auum Sync.20wubka! 3
yne. QaKa0Ka He orpeodesneHa.
Svnc.0 NHAanKaTop paboTbl MHTepdelica BHEWHEN CMHXpOHM3auumn Sync.10wubka! 3
yne. OKNaO0Ka He onpedeseHa.
2 Power NHAWKaTOp NUTAHMA YCTPOMCTBA
RPS NHAMKaTOp AOMNOAHUTEIbHOTO NUTAHMA YCTPOMCTBA
Alarm NHOuKaTop aBapuu yCcTpoicTea
FAN NHauKaTop paboTbl BEHTUAATOPOB
usB NHankaTop paboTtbl USB

! [Ons yctpolictBa B KOHOUrypaumm SBC-3000 He ucnosbsyeTcs.
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BHeLWHW BUA 3aaHel NaHenn ycTpoincTea npmMeegeH Ha PucyHke 9.

PucyHoK 9 — BHelwHuIA BUA 3aaHelt naHenn SBC-3000 (Ha 6a3e SMG-3016)

B Tabnmue HUXKe NpUBEAEH NepeyeHb PasbemoB, PAaCroIOKEHHbIX Ha 3aAHel naHenu ycTponcTBa.

Tabanua 7 — OnucaHne pasbemoB 3a4Hel NaHean KomMmyTaTopa

Ne dnemMeHT 3agHei naHenn

OnucaHue

@

1 Mogynu nuTanua Mogynu ¢ pasbemMom A1A NOAKAOYEHUA K UCTOYHUKY SNEKTPONUTAHNA
2 MaHenn BeHTMAATOPOB CbeMHble BEHTUNALMOHHbIE MOAYIN C BO3MOXKHOCTbIO ropsiyeli 3ameHbl
3 Knemma 3asemnenuns

Knemma gna sasemnenus yCTpOﬁCTBa
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2.5 CBeToBas MHAMKAUMA

TeKyu.l,ee COCTOAHUE YCTpOﬁCTBa 0T06pa)K36TCﬂ npun nomouwmn MHANKAToOPOB, PaCnoJZIOXKEHHbIX Ha nepe,u,Hel‘/'l

naHenun.

2.5.1 Ceemoeasa uHouKayusa ycmpolicmea e paboyem cocmosaHuu

2.5.1.1 SBC-1000

CBeToBasA MHAMKALMA YCTPOWCTBA B paboyem cocTosAHUM NpuBeseHa B Tabsumue 8.

Tabanua 8 — CBeToBasA MHAMKALMA COCTOSHUA YCTPOMCTBA B paboyem COCTOAHUM

UHaukatop CocroAHue MHAMKaTOpA CocTofiHMe YCTPOMCTBA
Infol He roput oTCyTCTBYET AMHK SFPO
ropwuT 3e/1eHbIM CBETOM nnHK SFPO B paborte
Info2 He roput OTCYyTCTBYET AMHK SFP1
rOpuT 3€/IeHbIM CBETOM nnHK SFP1 B paborte
ropuT KPacHbIM CBETOM 3arpysKa ycTpoicTea
MUraeT KpacHbIM CBETOM KpUTUYECKanA aBapua Ha yCTPOICTBE
Alarm ropuT KPacHbIM CBETOM HEKPUTMYECKas aBapuaA Ha YCTpPoOMNCcTBe
rOpUT KeNnTbiM CBETOM HET aBapuii, eCcTb HEKPUTUYECKME 3aMeYaHUsA
ropuT 3e/1€HbIM CBETOM HOpMasibHaA paboTa
Status ropuT 3e71eHbIM CBETOM HopMmanbHas paboTa
He roput HEeT NUTaHMA YCTPOMCTBA

2.5.1.2 SBC-2000

CBeToBasA MHAMKALMA YCTPOWCTBA B paboyem cocTosaHWUM NpuBeseHa B Tabaumue 9.

Tabnaunua 9 — CeeToBasA MHAMKALMA YCTPOMCTBA B paboyem COCTOAHUM

UHaukatop CoctosaHMe MHAMKaTOpA CocTofiHMe YCTPOMCTBA
MWraeT KPacHbIM CBETOM KpUTUYECKaA aBapuA Ha YCTPOICTBe
Alarm rOPWUT KPaCcHbIM CBETOM HEeKPUTMYECKas aBapuaA Ha YCTponcTee
FOPUT KENTbIM CBETOM HeT aBapui, ecTb HEKPUTUYECKME 3aMeYaHUs
rOpUT 3eN1eHbIM CBETOM HOpMasibHaa paboTa
rOPWUT 3eN1eHbIM CBETOM HOpMasibHaa paboTa
YcTpoictBo Haxoautca B pexknume SLAVE (nogpobHee o
Status MwuraeT nonepemeHHO OpaHXeBbiM P A P (noap
paboTe pesepsa B MpunoxkeHuun B. ObecneyeHne GpyHKLMMU
N 3e/1eHbIM
pe3sepsupoBaHua SBC)
He roput HeT NUTaHWA YCTPONCTBa
Sync.0, Sync.1 rOpuT 3eN1eHbIM LIBETOM CMHXPOHM3aUUA OT BHELIHEro NCTOYHMKA
He roput BHELWHWMA UCTOYHUK CUHXPOHU3ALUMN HE NOAKNOYEH
Power rOpuT 3eN1eHbIM LIBETOM nuTaHue ot 610Ka NuTaHuAa #1
w
rOpUT OpaHKeBbIM LBETOM 610K NuTaHuA #1 ycTaHOBNEH, NUTAaHME HA HETFo He noJaeTcA
rOpuT 3eN1eHbIM LIBETOM 610K NUTaHWA #2 ycTaHOBNEH, HA HEro NOJAETCA NUTaHue
RPS rOPUT KPACHbIM L,BETOM 610K NUTaHWA #2 ycTaHOBNEH, NUTAaHME HA HEFo He noJaeTcA
He roput 610K NuTaHuA #2 He ycTaHOBNEH
BCE MOAY/IM CbeMHbIX BEHTUNATOPOB YCTaHOB/EHbI, BCE
rOpUT 3eN1EHBIM LIBETOM
BEHTUNATOPLI B paboTe
BCE MOAY/IM CbEMHbIX BEHTUNIATOPOB YCTaHOB/EHbI
FAN rOpuUT OPaHXeBbIM LBETOM Ay posYy !
NPUCYTCTBYIOT Hepaboune BEHTUAATOPDI
OZMH UM 06a MoAyNA CbEMHbIX BEHTUNATOPOB He
rOpPUT KPacHbIM LLBETOM
YCTaHOB/EHbI
USB rOpPUT 3e/1eHbIM LIBETOM USB-flash yctaHoBneHa
He ropuT USB-flash He ycTaHOB/EHA
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2.5.1.3 SBC-3000

CBeToBasA MHAMKALMSA YCTPOWCTBA B paboyem cocToAHMM NpuseseHa B Tabamue 10.

Tabnnuya 10 — CBeToBasA MHAMKALUMA YCTPONCTBa B paboyem COCTOAHUM

UHpukatop CoctosaHMe nHAMKaTOpA CocTofiHMe yCTpoiicTBa
MwuraeT KpacHbIM CBETOM KpuTnueckasa aBapua Ha ycTpolicTee
al [OpUT KPaCHbIM CBETOM HekpuTnyeckas aBapuma Ha yCTPOMCTBe
arm -
[opuT }KenTbim CBETOM Het aBapuii, ecTb HEKpUTUYECKME 3amMedaHnsa
[OpuT 3eneHbIM CBETOM HopmanbHas pabota
[opuT 3eneHbIM cBETOM HopmanbHasa pabota
YcTpoicTBo HaxoauTca B pexkume SLAVE (noapo6bHee o
MwuraeT nonepemeHHO
Status paboTte pesepsa B MpunoxkeHuun B. ObecneyeHune GpyHKLMMU
OpaHXeBbIM U 3eeHbIM
pesepsupoBaHua SBC)
He roput HeT nuTaHua ycTpoicTsea
Svnc.1. Svnc.2 lopuT 3eneHbIM LBETOM CUHXPOHM3ALMA OT BHELLIHEro MCTOYHMKA
ync.1, Sync. "
! He roput BHELWHNIM NCTOYHNK CUHXPOHU3ALUM HE NOAKIOYEH
P [opuT 3eneHbIM LLBETOM MuTtaHne ot baoka nutaHua #1
ower
[opuUT OpaHKeBbIM LBETOM Bnok nutaHma #1 yctaHoBNEH, NTUTAHME HA HEero He noAaeTca
[opuT 3eneHbIM LLBETOM Bnok nutaHma #2 ycTtaHOBAEH, HA HErO NOAAETCA NMUTAaHUE
RPS [OpUT KpacHbIM UBETOM Bnok nutaHma #2 ycTaHOBAEH, NMTAHME HA HEro He NogaeTca
He roput Bnok nutaHma #2 He ycTaHOBAEH
Bce moaynu cbeMHbIX BEHTUNATOPOB YCTAaHOB/IEHbI, BCE
opuT 3eneHbIM LBETOM
BEHTUNATOPLI B paboTe
Bce moaynu cbeMHbIX BEHTUNATOPOB YCTaHOB/IEHbI
FAN FOpUT OpaH}KEeBbIM LIBETOM AY poBYy !
NPUCYTCTBYIOT Hepaboure BEHTUNATOPDI
OanH nAn 06a MoayNA CbeMHbIX BEHTUNATOPOB He
[OpUT KpacHbIM UBETOM
YCTaHOB/IEHbI
USB FopwT 3eneHbIM LLBETOM USB-flash yctaHoBneHa
He roput USB-flash He ycTaHOBNEHa
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2.5.2 Ceemosasa uHOuKayusa uHmepdgeiicoe Ethernet 1000/100

CocTtosHue wuHTepdeiicoB Ethernet oTobparkaeTcs cBeTOAMOAHLIMW WMHAMKATOPaMW, BCTPOEHHbIMU B
pasbem 1000/100, 1 npuseaeHo B TabanLe HUXKe.

Tabanua 11 — CeetoBan nHAMKauma nHTepdeitcos Ethernet 1000/100

Nugukatop/CocroaHue
CocroaHue ycrpoiictea HenTblit vHAMKaTOP 3eneHbl UHAUKATOP
1000/100 1000/100
MNopT paboTaet B pexkume 1000BASE-T, HeT nepeaayn AaHHbIX ropuT NOCTOAHHO rOpuT NOCTOAHHO
MNopTt paboTaet B perknume 1000BASE-T, ecTb nepeaya AaHHbIX ropuT NOCTOAHHO muraet
MopTt paboTaeT B pexkume 10/100BASE-TX, HET nepeaaum AaHHbIX He roput rOpuT NOCTOAHHO
MopTt paboTaet B pexkume 10/100BASE-TX, ecTb nepegaya AaHHbIX He ropuT muraet

2.5.3 Ceemosas uHOUKaYus npu 3a2py3Ke U cbpoce K 3a4800CKUM Hacmpolikam

2.5.3.1 SBC-1000

CBeToBasA MHAMKALMA NPU 3arpysKe 1M cbpoce K 3aBOACKMM HacTpoliKam npuseaeHa B Tabavue 12.

Tabaunua 12 — CeeToBan MHAMKALMA NPU 3arpysKe U cbpoce K 3aBOACKMM HAaCTPOWMKam

Ne UHguKauma NopaaoK c6poca K HAaCTPOKaM NO YMOIYAHUIO
Infol Infol Alarm Status (ycTpoiicTBO BKAKOUYEHO)
- N o o HakaTtb u ep)XmnBaTb KHOMKY «F» B TeyeHmne 1 cekyHabl A0
1 Xentbin Xentbin Xentbin Xentbin YAEP Y YHARLA

noAB/JEHUA SAHHON KOMBUHALLMM, 3aTEM OTNYCTUTb KHOMKY.
Yepes 3 ceKyHAbl HAYHETCA nepesarpyska yCTPOMCTBa.
Hauano cbpoca HacTpoek K 3aBoAckMM. [aHHaA
KOMOMHALUMA CBETOAMOLOB 3aropuUTCA B Hayane 3arpysku
ycTpoWcTBa.

Ha [AHHOM aTane npoucxoauTt nposepka
paboTocnocobHOCTM  CBETOAMOAOB, KENTbIM  OOJIXKHbI
3aropeTtbcA BCe cBeToanoabl, BKAtoYaa SATA-O un SATA-1.
Ha paHHOM 3Tane npoucxoguT 3arpyska onepalyoHHOWN
cUCTEMBbI YCTPOMCTBA. [INA U3MEHEHMA CeTeBbIX NAaPaMeTPOB
W BO3BpaTa KOHOMUrypauuu YyCTPOMCTBA K 3aBOACKUM
HacTpoMKam nocne NOABAEHUA KOMOWMHAUUKM HaxaTb WU
yOEepKMBaTb KHOMKY «F» B TeyeHne 40-45 cek (BO Bpems
YOEPKMBAHMA  KHOMKM  KPAaTKOBPEMEHHO  3aropuTcs
KOMOuMHauma 2, He ob6pawaa Ha Hee BHWUMaHWUA,
npoAoKaiTe yaepmnsaTtb 40 NoABAEHUA KOMbUHaumu 4).
Mpu NnoABNEHNUN KOMBUHALLMK OTNYCTUTL KHOMKY «F».
Yepes HeKoTOpoe Bpemsa B KOHCONb OyaeT BblBEAEHO
coobuleHue:

<<<BOOTING IN  SAFE-MODE.RESTORING  DEFAULT
PARAMETERS>>>

C6poc K 3aBOACKMM HACTPOMKAM 3aBepLLEH.

2 3e/1eHbIN KpacHbIN KEeNTbIn KpacHbIi

3 YKenTbli KenTbli KenTbli KenTbli

4 He roput He ropuT 3e/1eHbln 3e/1eHbln

5 YKenTbli KenTbli KenTbli KenTbli

/| He pekomeHayetcs yaepKMBaTb HaXaToii KHONKy «F» Bo Bpems cbpoca ycTpoiicTBa — 3T0 NpUBEAeT K
' NoNHOW OCTaHOBKe ycTpoiictBa. Bo3o6HoBNAeHMe paboTbl 6yaeT BO3MOXHO TO/IbKO nocne c6poca no
NUTaHUIO.

Bo3morKeH cHpoc K 3aBOACKMM HAaCTPOIKam Ha BK/lO4aeMOM YCTpOIiCcTBe.
. B atom cayyae nyHKT 1 Heo6xoaMMO NpoNycTUTb.

::.. =
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2.5.3.2 SBC-2000

CBeToBasA MHAMKALMA NPW 3arpysKe 1M cbpoce K 3aBOACKMM HAcTpoliKkam npuseaeHa B Tabavue 13.

Tabaunua 13 — CeeToBan MHAMKALMA NPU 3arpysKe U cbpoce K 3aBOACKMM HAaCTPOWMKam

No MHpukauma NopaaoK c6poca K HAaCTPOKaM NO YMOIYAHUIO
- (ycTpoiicTBo BKAIOUEHO)

Alarm Status Sync.1 Sync.2

HaxaTb 1 yaep»xu1Batb KHOMKY «F» B TeyeHme 1 ceKyHAbl 40
NnosiBNEeHUA OaHHOW KOMOMHauumn. Yepes 3  cekyHAbl
HayHeTCs nepesarpyska ycTpoucTsa.

Hauano cbpoca HacTpoek K 3aBoAckum. [aHHan
KOMOMHALUMA CBETOAMOAOB 3aropuUTCA B Hayane 3arpysku
ycTpoWcTBa.

4 Ha faHHOM 3Tane MpoucxoamT 3arpy3ka onepalyoHHOM
cucTembl  ycTpoictBa. [Ona M3MEHEHMs  ceTeBbiX
napameTpoB W BO3BpaTa KOHMUrypauum yctpoictea K
3aBOACKMM HaCTpoOMKam nocse MosBAeHUs KombuHaumm
HaXaTb N yAepXKMBaTb KHOMKY «F» B TeueHne 40-45 cek.
Mpw noaBneHUM KOMBUHALUN OTAYCTUTb KHOMKY «F».
Yepe3s HeKoTOpoe Bpems B KOHCO/Mb OyaeT BbiBEAEHO
coobuleHune:

<<<BOOTING IN  SAFE-MODE.RESTORING DEFAULT
PARAMETERS>>>

Cbpoc K 3aBOACKMM HAaCTPOMKaM 3aBepLUEH.

1 YKenTbli KenTbli YKenTbli KenTbli

2 KEeNTbIn KpacHbIi KEeNTbIn KEeNTbIn

5 YKenTbli KenTbli - -

» CoctoaHunem guopos POWER, RPS, FAN, USB npu c6poce moxHo npeHebpeub.
V Bo3morKeH cHpoc K 3aBOACKMM HAaCTpOIKam Ha BK/lO4aeMOM YCTpOIiCcTBe.
B aTom cnyyae NnyHKT 1 Heo6xo4uMMO NpPonycTUTD.

2.5.3.3 SBC-3000

CseToBas MHAMKALUMA Npu cbpoce K 3aBOACKUM HacTpolikam SBC-3000 aHanormnyHa SBC-2000 (cm. pasaen
BbllLIE).

2.5.4 Ceemoeas uHOuUKayus asapuli

B Tabauue 14 npuseseHo noapobHoe onncaHue aBapuii, 0Tobparkaembix B COCTOAHUM MHAMKaTopa Alarm.
f_f MHanKauma coxpaHeHua CDR-dainos

B cnyuae ecam FTP-cepeBep HepoctyneH, CDR-3anucuM COXpaHAIOTCA B OMEpPaTUBHOM NamATH
yCTpoiicTBa, Ha XpaHeHue CDR-¢ainos ebigeneHo 30 MB. Mpu 3anonHeHUU NamaTH B onpepaeneHHbIX
rpaHuuax byaet UHAMLMPOBATLCA aBapus.

Tabnunua 14 — NHgmKauma aBapui

CoctosiHue YpoBeHb aBapuum OnucaHue aBapuu
MHAMKaTopa Alarm
MUraeT KpacHbIm Kputnyeckaa OwnbKa KoHPUrypaumum
cBeTom (critical) Moteps sip-moayna

ABapus rpynnbl AMHUI OKC-7 (npu yctaHoBAeHHOM dnare MHOUKayuA
asapuu B meHo «Mapwpymu3sayus/Ipynnel auHult OKC»)

ABapus notoKa (npu yctaHoeBaeHHoM ¢nare MHOukayua Alarm B meHio
«Momoku E1/®u3u4eckue napamempoi»)

FTP-cepBep HefoCTyneH, onepaTMBHAA NAaMATb ANA XPAHEHUA
CDR-dalinos 3anosHeHa ceblwe 50 % (15 — 30 MB)

Pe3seps — BeAOMbIV He NOAKAOUYEH
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rOpUT KPAaCHbIM CBETOM | He KpuUTuyeckasn ABapus nnHKa OKC-7 (npu yctaHoBneHHoM dnare MHOUKayus asapuu B
(errors) meHto «Mapwpymusayus/Fpynnsi auHul OKC»)

MNoteps VolP-cybmoayna (MSP)

ABapus cMHXpoHU3aumm (paboTa B pexkmme free-run)

FTP-cepBep HefoCTyneH, onepaTMBHAA NAaMATb AN1A XPAHEHUA
CDR-dalinos 3anosHeHa go 50 % (5 — 15 MB)

Peseps — BEAOMbIﬁ He NoAK/4YeH N0 O AHOMY U3 TIMHKOB

roOpuUT XXentbim CBETOM npeagynpexaeHuna YpaneHHaa aBapuAa NOTOKa

(warning) CWHXPOHM3aLMA OT MeHee NPUOPUTETHOTO UCTOYHMKA
(bonee NpUoOpPUTETHBIN HEQOCTYMNEH)

FTP-cepBep HefOCTyNeH, onepaTnBHasa NaMaATb A1 XpaHEeHUsA
CDR-¢alinos 3anosiHeHa go 5 MB

Pe3epB — Ha Be4OMOM ycTaHOB/IeHa Apyrasa sepcus MO

26 Wcnonb3oBaHue PyHKLMUOHANBHOU KHOMKKU «F»

q)YHKLI,MOHaJ'IbHaFI KHOMKa «F» MCNonb3yeTca ONA nepe3arpyskun YCTDOﬁCTBa, BOCCTaHOB/1IEHUA 3aBOACKOﬁ
KOHd)VII'ypaLI,VIVI, d TakKXe anAa BOCCTaHOBNEHNA NapoaA.

Mopsaok cbpoca K 3aBOACKMM HACTPOMKAM Ha BKJOYEHHOM YCTpoicTee npusegeH B Tabaunue 13 u
Tabnunue 14 B pasgene 2.5.3.

Mocne BOCCTAaHOBNEHMS 3aBOACKOM KOHOUIypaLumn K yCTPOMCTBY MOXKHO byaeT 0bpatutbes no IP-agpecy
192.168.1.2 (macka 255.255.255.0):

—  yepes Telnet/SSH 6o console: nornH admin, naponb rootpasswd;
—  yepes web-uHTepdeiic: norH admin, napons rootpasswd;

[anee MOMXKHO COXpPaHWTb 33BOACKYHD KOHOUIypauuio, BOCCTAHOBUTb Mapo/ib WAW MepesarpysuTb
YCTPOWCTBO.

2.7 CoxpaHeHue 3aBOACKOU KOHUrypauum
[ns coxpaHeHWs 3aBOACKOM KOHOUIypaLuu:

— npowusseguTe cbpocC YCTPOMCTBA K 3aBOACKMM HacTponKkam (pasgen 2.5.3);

— noaknountechb Yepes telnet 1Mbo console, ncnonbsya noruH admin, naponb rootpasswd;
— BBeauTe KomaHay sh (ycTpoicTso BbingeT n3 pexkuma CLI B pexkmum SHELL);

— BBeAUTe KOMaHAy save;

— nepesarpysuTe yCTPONCTBO KOMaHAoN reboot.

YCTpOIACTBO 3arpy3mnTca ¢ 3aBOACKON KOHUrypaume.

R R B R I I e S I A b b b I b b b I b b b b S b b Sh b b dh b b db e e

* Welcome to SBC-1000 *

ER R B I S I I S I b A I b b I b b b I S b b dh S b b Sb b b dh b b 2b 4 4

smg login: admin
Password: rootpasswd

Ak Ak Ak hhhkhrhkhhkhkhkhkhhkhhdhkhkhkhhkhkhrhkhkhhkhkhkhhkkhkdxhkhkkxxk*xx%x

* Welcome to SBC-1000 *

BRI e i b S b S IR e S b S b b S b I S dh b S R b S b S S b S db b S db b S b b 4

Welcome! It is Wed Mar 11 08:45:20 NOVT 2015
SBC> sh
/home/admin # save
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2.8

2.8.1

tar: removing leading '/' from member names
R IR IR I e b b g

Ak kkkkkKkKkk*k

***Saved successful
New image 1

Restored successful
/home/admin # reboot

BoccTtaHOoBNEHUe napona
BoccmaHoeneHue napons CLI
[ns BoccTaHOBAEHMA Napons:

— npowusseguTe cbpocC YCTPOMCTBA K 3aBOACKMM HacTpoKkam (pasgen 2.5.3);

— nogkaountech Yepes Telnet, SSH nnbo Console;

— BBeAuTe KomaHay sh (ycTpoicTBo BbIMAET U3 pexkmma cli B pexxkum shell);

— BBEAMTE KOMaHAy restore (BOCCTaHOBUTCA TEKYLW,AA KOHUrypauus);

— BBEAUTE KOMaHAay passwd (ycTponcTeo NoTpebyeT BBECTM HOBbIM NAPOb U €ro NOATBEPKAEHMWE);
— BBeAWUTE KOMaHAy save,

— nepesarpysute yCTPOMUCTBO KOMaHAoN reboot.

YCTPOMCTBO 3arpy3unTca C TeKyLe KoHbUrypaumeit u HOBbIM Naposiem.

B cnyyae nepesarpysku 6e3 BbINOAHEHUA KaKMX-IMBO AeACTBUIA, Ha YCTPOMCTBE BOCCTAHOBUTCA TEKyLLan

KOHPUrypaumsa 6e3 BOCCTAHOBNEHMA Mapoan. YCTPOMCTBO 3arpysuTcs C TeKywen KoHdurypaumen m crapbim
naposiem.

ER R B R I I I e i S I S b b b I b b b I b b b b S b b Sh b b dh b b db 4 4

* Welcome to SBC-1000 *

LR I R e I b e S b S IR S b I S b I S b I S b i S b b S b S S b I Sb b S Sb b S S b Y

smg login: admin
Password: rootpasswd

BRI e i b e S b e S IR e S b S IR b S b I S b b S b b I b I S b I db b S db b S b b 4

* Welcome to SBC-1000 *

Ak Ak Ak hhkhkhAhkhhkhhhkhhkhhdhkhkhkhhkhkhrhkhkhhkhkhkhrhkkhkdxhkhkkxk*xx%x

Welcome! It is Fri Jul 2 12:57:56 UTC 2010
SBC> sh

/home/admin # restore

New image 1

Restored successful

/home/admin # passwd admin
Changing password for admin

New password: 1lg2w3edr5téy

Retype password: lg2w3edr5téy
Password for admin changed by root
/home/admin # save

tar: removing leading '/' from member names
kAhkkkkhkkkk*k

*kkkkkhkkhKhKhk
***Saved successful
New image O
Restored successful

# reboot
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2.8.2

S —

BoccmaHoeneHue napona WEB
Jna BoccTaHOBNEHMA Napons:

— npousBeguTe cOPOC YCTPOMCTBA K 3aBOACKMM HacTponKam (pasgen 2.5.3);
— noakntounteck Yyepes Telnet, SSH nnbo Console;

— BBeauTe KomaHay sh (ycTponcTso BbINgeT us pexuma cli 8 pexxkum shell);
— BBeAWTe KOMaHAy restore (BOCCTaHOBMUTCA TEKYLLAA KOHOUIypauma);

— noAkntounTech K web-uHTepdeicy yctpoiictea no agpecy 192.168.1.2;

— 3angute B pasgen "Monb3oBatenn: YnpasneHue",

— CMeHUTe Naposib Ans nosib3osatens admin;

— B KOHCO/I1 BBEAUTE KOMaHAy save;

— nepesarpysuTte yCTPOMUCTBO KOMaHAoW reboot.

CoxpaHAaTb KoHpurypaumio us WEB npu BOCCTaHOBEHUM NAPOIA HE PeKOMEHAYETCS, T. K. 3TO MOXKeT
NpUBECTU K MnoTepe COXpPaHEHHOW KoHdurypauum ycrpoictsa. Mcnonb3lyiniTe KomaHay save u3
pexuma shell.

YCTPOMCTBO 3arpy3unTca C TeKyLe KoHburypaumeit u HOBbIM Naposiem.

B cnyyae nepesarpysku 6e3 BbINOAHEHUA KaKMX-IMBO AeCTBUIA, Ha YCTPOMCTBE BOCCTAHOBUTCA TEKyLLanA

KOHduUrypauma 6e3 BoCCTaHOBAEHMA MapoaA. YCTPOMCTBO 3arpysuTcsa C Tekywen KoHdurypaumen M crapbim
naposem.

2.9

ER I e I b S b S b S b S b b S b S b B S b I S b S S b S Sb b S db b S S b 4

* Welcome to SBC-1000 *

R R IR e 2 A b S dh I b 2h Ib b b db I b S Sb b Ih b b 2 Sb b Ib I db  Sb b db Ib b b db b b db g 4

smg login: admin
Password: rootpasswd

BRI e i b e S b S IR e S 2 S IR I S b I S b b S b b db b I S b S db b I db b S b b 4

* Welcome to SBC-1000 *

Ak Ak kA hhhhrhkhhkhkhhkhhkhhdhkhkhkhhkhkhrhkhkhrhkhkhkhrhkkhkdrhkhkkxk*xx%x

Welcome! It is Fri Jul 2 12:57:56 UTC 2010
SBC> sh

/home/admin # restore

New image 1

Restored successful

Ha aTtom 3atane npounssogmtca cmeHa napona ns WEB.

/home/admin # save

tar: removing leading '/' from member names
R IR IR I e b b g

khkKkKkkkkKhKhkk*k

***Saved successful
New image O
Restored successful

# reboot

KomnneKTt noctaBku
B 6a30BbIl1 KOMNAEKT NOCTaBKM ycTponcTea SBC BxoaaT:

—  TMorpaHunyHbIN KOHTpOANep ceccuit SBC;
—  KomnnekT Kpennenua B 19" cToitky;
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—  TNamATKa o AOKyMeHTauuu;

—  [eknapaumsa cooTBeTCTBUSA;

—  PyKoBoacTBO No 3KcnayaTaumm Ha CD-gucke (onuMOHanbHO);
—  Macnopr.

an Ha/IM4YnNUN B 3aKa3e TaKxKe MOryT 6bITb NOCTaB/IEHDI:

—  Mini-Gbic (SFP).
2.10 MHCTpYKLI,VIM no TexHunKe 6e3onacHoOCTU

2.10.1 O6wue ykazaHusa

Mpu pabote c obopyaoBaHnem Heobxoammo cobntoageHune TpeboBaHMi «lpaBua TEXHUKKM Be3onacHOCTH
npw 3KcnayaTalumm 3N1eKTPOYCTaHOBOK NoTpebutenemn».

3anpewaerca pa6otatb ¢ 06opyaoBaHMEeM AULAM, He AOMYLLEHHbIM K pa6oTe B COOTBETCTBUMU C
H Tpe6oBaHMAMMU TEXHMKMU 6e30NacHOCTUN B YCTaHOBNEHHOM NopagkKe.

3KCI‘I}1yaTaLI,VIH YCTpOl\/‘ICTBa AO0/1XKHa Npon3BoaAnUTbCA NHXKEHEPHO-TEXHNUYECKMM NEPCOHANIOM, nNpoweaLlnm
cneunanbHyO NOAroTOBKY.

MoAKAoYaTb K YCTPOWCTBY TONLKO FOAHOE K MPUMEHEHUIO BCoMoraTesibHoe 06opyaoBaHue.
YcTpoiicto SBC npegHasHaueHo 4/1A KPYroCyTOYHOM IKCNIyaTauum Npu CAeayroLwmx yCa0BUAX:

— TemnepaTypa oKpy:Katowel cpeapl oT 0 go +40 °C;
— OTHOCUTeNbHan BNaXHOCTb Bo3ayxa Ao 80 % npu Temnepatype 25 °C;
— aTtmocdepHoe gasneHue ot 6,0x10*4 go 10,7x10*4 Ma (ot 450 ao 800 mm pT.CT.).

He noasepratb YCTpOﬁCTBO BO3A€I7ICTBVII-O MeXaHNYECKUX yaapos un KOHEGaHMVI, a TaKXe ObiMa, Mbl/n,
BOAbl, XMMNYECKUX PeareHToB.

Bo n3berkaHWe neperpeBa KOMMNOHEHTOB YCTPOMCTBA M HapyLlleHua ero paboTbl 3anpeLLaeTca 3aKpbiBaTb
BEHTUNALMOHHbIE OTBEPCTMA MOCTOPOHHMMM MpegMeTaMM M pasmewaTb npegmMeTbl Ha MOBEPXHOCTU
obopynosaHus.

2.10.2 TpebosaHusa aneKkmpobeszonacHocmu

Mepen nogxntouYeHMEM YCTPOMCTBA K UCTOYHMKY MUTaHMA HeobxoguMmMo npenBapuTenbHO 3a3eMIUTb
Kopnyc obopyaoBaHWA, MUCNONb3ya KaeMmy 3a3emneHus. KpenneHue 3aszemnsiowero nposoda K Kaemme
3a3eMNeHna A0MKHO BbITb HaZeXHO 3adPpUKCUPOBaHO. BeanumHa cConpoTUBAEHNA MEXKOY KNEMMOM 3aLUTHOIO
3a3eMNeHNA N 3eMNAHON LMHOM He Ao/KHa npesbiwaTth 0,1 Om.

Mepen nogKntouYeHUMEM K YCTPOWCTBY M3MepPUTEsIbHbIX MPUOOPOB M KomMblOTEpa, MX Heobxoanmo
npeABapuTeNbHO 3a3eMIUTb. PasHOCTb MOTEHUMANOB MeXKAY Koprnycamu o060pyaoBaHUMA U U3MEPUTENbHbBIX
npubopoB He A0XKHa npeBbiwaTh 1 B.

Mepen BKAOYEHWEM yCTpoicTBa ybeauTbCA B LENOCTHOCTM Kabenel M MX HaOEXKHOM KpenaeHun K
pasbemam.

lMpu1 YCTaHOBKE UM CHATMM KOXyXa HeobXxoanMmo ybeanTbCa, YTO 31eKTPONUTaHMeE YCTPOMCTBA OTK/OUYEHO.
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2.10.3 Mepobi 6e3onacHocmu npu HAAUYUU CMAMUYeCcKo20 31eKkmpuyecmed

Bo wusbexkaHWe MNOJIOMOK 3/1eKTPOCTAaTUYECKOrO XapaKTepa HacToATe/NbHO PEeKOMEeHAYeTca HaaeTb
cneuunanbHbli nosc, 0byBb MM bpacneT AiA NPeaoTBPaLLEeHMUA HAKOMJIEHUA CTaTUYECKOro 3/1eKTpuyecTsa (B
cnyyae bpacneTa ybeamTbCsA, YTO OH MJIOTHO MPUMBIKAET K KOXKE) M 3a3eM/IUTb WHYP nepes Hayasom paboTbl ¢
obopypoBaHuem.

2.10.4 TpeboeaHus K 3neKmponumaruro

2.10.4.1 TpebosaHus K eudy UCMOYHUKA 37eKmponumaHus

ONeKTponNuTaHMe [O/MKHO OCYWEeCTBAATbCA OT WCTOYHWMKA MNOCTOAHHOTO TOKA C  3a3eMJIEHHbIM
NMONOXKMUTENbHbIM MOTEHUMANOM C HanpaxeHvem 48 B, nnMb60 OT WCTOYHMKA AWUCTAHLMOHHOTO NUTaHMUA
NOCTOAHHOrO TOKA HanpaxXeHnem o 220 B.

2.10.4.2 TpebosaHus K 00nycmumMbIM U3MEHEHUAM HaMnpAaXeHUsa UCMOYHUKA NUMAHUs NocmMosaHH020 MOKad

N3meHeHMA HanpAXeHNA UCTOYHUKA NUTaHUA C HanpAaXeHnem 48 B gonyckatoTca B npegenax ot 40,5 go
57 B.

B Cc/lydae CHUXeHUA HanpAxXeHuUAa UCTOYHWUKA SNEKTPONMUTaHUNA HUXKEe O0NyCTUMbIX Npeaenos U npu
nocneaywouem BOCCTAaHOBNEHUU  HAMPAXKEHUA  XaPaKTEPUCTUKKM  CPpeactBa CBA3M  BOCCTAHAB/IMBAKOTCA
dBTOMaATUYECKMN.

2.10.4.3 TpebosaHus K 8onycmumbIMm NomMexam UCMOYHUKA 3/1eKMPonumaHus nocmosHH020 MoKa

O6opynoBaHWe AOMKHO HOPMaNbHO PYHKUMOHMPOBATL NPU NOMEXAX UCTOYHUKA INEKTPOMUTAHUA, He
NpPeBbILAOWMX NpMBeAEHHbIX B Tabnmue 15.

Ta6nmu,a 15 — Tp86OBaHMH K 40NYyCTUMbIM NOMeXamM UCTOYHUKA INEKTPOMUTAHMUA NOCTOAHHOIO TOKa

Bug nomexu 3HaueHue
JonyctMmoe OTK/IOHEHWE HaNpPAXKEHNA OT HOMWHANbLHOTO 3HaYeHUA, %:
ANnTenbHocTbio 50 mc -20
ONNTENbHOCTbIO 5 MC 40
Mynbcaunm HanpaXKeHUs rapMoHUYECKUX COCTaBAAOLWNX, MBadd
B AgmnanasoHe ao 300 Iy, 50
B Agmnana3soHe Bbiwe 300 Ny, go 150 Kly 7

2.10.4.4 TpeboeaHus Kk nomexam, cozdasaembim o60pydosaHUeM 8 yenu UCMOYHUKA 31eKmponumaHus

HanpsaxeHuna nomex, cosgaBaembix 060pyLoBaHMEM B LLENU MCTOYHUKA 3NEKTPONUTAHUA, HE AONKHbI
NpeBbILWATb 3HAYEHNUM, NpuBeaEHHbIX B Tabanue 16.

Tabnnua 16 — TpeboBaHMAa K nomexam, co3gaBaembim obopyaoBaHMEM B LENU MUCTOYHMKA
3/IeKTPONUTaHMA
Bua nomexm 3HaueHue
CymmapHble nomexu B AnanasoHe ot 25 'y ao 150 My, mBadd 50
CeneKktneHble nomexu B gnanasoHe ot 300 Ny go 150 Kly, 7
B3BelweHHoe (ncodomeTpryeckoe) 3HaueHne nomex, mBrncod 2
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2.10.4.5 TpebosaHusa K UCMOYHUKY NUMAHUSA nepemMeHH020 moKa
MapameTpbl UCTOYHMKA NMMTAHUA NEPEMEHHOrO TOKa:

— MakcuMmanbHO AoNycTMMOe HanpsaxXeHne — He bonee 220 B.

—  WCTOYHMK NUTaHMA NEPEMEHHOIO TOKA OCHALLLAETCA YCTPOMCTBOM 3aLLMTHOTO OTKAtoYeHUA (Y30).

— TMpoYHOCTb U30AALMK Lienelt UCTOYHUKA NUTAHMA NEPEMEHHOTO TOKa OTHOCUTE/IbHO KOPMNYCa BblAEPHKM-
BaeT (B HOPMa/ibHbIX ycnoBuMaAxX) He meHee 1000 B nuk.

2.11 YcraHoBKa SBC

Mepes YCTaHOBKOW M BKIOYEHMEM YCTPOMCTBA HEOHXOAMMO MPOBEPUTL YCTPOMCTBO Ha HaMyMe BUAMMBIX
MeXaHMYECKMX MoBpeXKAeHW. B ciyyae HanMumsa NOBPEXKAEHUIN cneayeT NPeKpaTUTb YCTAaHOBKY YCTPOWCTBA,
COCTaBMTb COOTBETCTBYIOLWMIA aKT M 06PaTUTLCA K MOCTABLLMKY.

Ecnn ycTpolcTBO HaxoAunocb OAUTENbHOE BPEMs MPWU HU3KOM TemnepaTtype, nepeg Hayasiom paboTbl
cnepyet BblAEPrKaTb €ro B TeYEHME ABYX YAcOB NPW KOMHATHOM TemnepaType. ocne aantenbHoro npebbiBaHUS
YCTPOICTBA B YC/IOBMAX NOBbILEHHOW BAAXKHOCTU Nepes BKAIOYEHMEM BblAEPrKaTb B HOPMAsbHbIX YCAOBUAX He
meHee 12 yacos.

CMOHTMPOBaATb YCTPOMCTBO. YCTPOMCTBO MOMKET ObiTb 3aKpenaeHo Ha 19" Hecywmx CTOMKax Npy NOMOLLM
KOMIM/IEKTa KpeneKa, IMb0 YCTaHOB/IEHO Ha FOPU30HTaIbHOM NepdoprMpoBaHHON NoJIKe.

Mocne ycTaHOBKM yCcTpoicTBa TpebyeTca 3a3eMAnNTb ero Kopnyc. 9T0 HE06X0AMMO BbINOAHUTL NPEXKAE, YEM
K ycTpoicTy byaeT noaKatoveHa NUTaroLLaa ceTb. 3a3eMIeHME BbINOJHATb M30/IMPOBAHHBIM MHOFOMW/IbHbIM
nposogom. paBuia 3a3eMNeHNA YCTPOMCTBA M CEYEHUE 3a3eMIAOLWEro NPOoBOAA AOKHbI COOTBETCTBOBATL
TpeboBaHuAM Y. Knemma 3azemieHMA Haxo4MTCA B MPaBOM HUXKHEM Yy 3aaHel naHenn, PUcyHoK 5, PUcyHOK
7 v PUcyHOK 9.

2.11.1 opsAdoK eKknoYeHus

1. MNoAKNYMUTb ONTUYECKUI M aneKTpudeckuin Ethernet-kabenm K cOOTBETCTBYIOLWMM pa3bemam yCTPoOi-
cTBa.

2. MNoAKNUYMTL K YCTPOMNCTBY Kabenb NuTaHMA. AnA NOAKAOYEHUA K CETU NOCTOAHHOIO TOKA MCMO/1b30BaThb
NpoBOJ CeueHnem He MeHee 1 mm2.

3. Ecnm npepnonaraetca NoaKAOYEHNE KOMMbIOTEPA K KOHCONbHOMY NOpTy SBC, cOeaMHUTL KOHCO/bHbIN
nopt SBC ¢ COM-nopTtom MK, npu atom MK gonkeH ObiTb BbIKAHOYEH U 3a3eM/1eH B 04HOM Touke ¢ SBC.

4. Y6eamnTbCca B LLeNOCTHOCTM Kabenen U Ux HageKHOM KpenieHUmM K pasbemam.

5. BKAHOYMTb NUTAHWE YCTPOICTBA M Y6eanTbcA B OTCYTCTBMM aBapUii MO COCTOAHMIO MHAMKATOPOB Ha ne-
pegHen naHenu.
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2.11.2 KpenneHue KpoHwmeliHoe

B KOMMN/IEKT NOCTaBKM YCTPOMCTBA BXOAAT KPOHLUTEMHbI 417 YCTAaHOBKMW B CTOMKY W BUHTbI AN KpenneHus
KPOHLWTEMHOB K KOPMYyCy YCTPOMCTBA.

PucyHok 11 — KpenneHue KpoHwTelHoB gnsa SBC-3000

[NA yCTaHOBKM KPOHLITENHOB:

1. CoBMecCTUTe YeTblpe OTBEPCTUA A1 BUHTOB Ha KPOHLUTEMHE C TAKMMMU Ke 0TBepPCTUAMM Ha BOKOBOW Na-
Henwu ycTpoiictea, PucyHok 10 n PucyHok 11.
2. C nomoLbto OTBEPTKU NPUKPENUTE KPOHLUTENH BUHTAMM K KOPMYCY.

MNosTopuTe AencTBuA 1, 2 AN BTOPOro KPOHLWITENHa.
2.11.3 YcmaHosKa ycmpoiicmea 8 cmoliKy
[nAa ycTaHOBKM YCTPOMCTBA B CTOMKY:

1. TpPUNOXKUTE YCTPOCTBO K BEPTMKA/bHLIM HanpPaBAAOLWMM CTOMKM.
2. CoBMEeCTMTE OTBEPCTMA KPOHLUTEMHOB C OTBEPCTMAMM Ha HanpPaBAAOLWMX CTOMKK. Mcnonb3yiite oTeep-

CTVA B HANPaBAAIOLWMX Ha OAHOM YpOBHe C 06enx CTOPOH CTOMKM, ANA Toro Ytobbl YCTPOICTBO pacnona-
rasoCb rOPM30HTa/bHO.

3. C NoMOLLbIO OTBEPTKM NPUKPENUTE YCTPOMCTBO K CTOMKE BUHTAMM.
[na aemoHTa)Ka yCcTpoicTBa OTCOeAUHUTb NOAKNIOUEHHbIE Kabenn U BUHTbI KPenieHUa KPOHLWTENHOB
K CTOMKe. BbIHYTb YCTPOICTBO U3 CTOMKM.
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PucyHok 13 — YcTaHOBKa ycTponcTea B ctoiiky SBC-3000

2.11.4 YcmaHosKka modyneii numaHus

YCTpOﬁCTBO MOXeT pa6OTaTb C OOHUM UM ABYMA MOAYyNAMU MUTAHUA. YcTaHOBKa BTOpPOro moaynA
NMUTaHUA H606XOAMM3 B C/ly4ae ncnosib3oBaHUA yCTpOVICTBa B yCcnosusAx, Tp66YI-OLLI,MX NoBbILLIEHHOM HaOEXHOCTU.

MecTa O/15 YyCTaHOBKM MoAyNel MUTaHWA C 31EKTPUYECKON TOUYKMU 3PEHUS PaBHOLEHHbI. C TOYKM 3peHus
MCMO/Ib30BaHUA YCTPOWMCTBA, MOAY/b NUTAHMUA, HAXO4AWMIACA BAMMKE K Kpato, CUMTAETCA OCHOBHbLIM, BaMKe K
UEeHTPY — pe3epBHbIM. Moayu NUTaHWA MOTYT YCTaHaBAMBATLCA U U3BNEKATbCS 6e3 BbIKAOYEHMS YCTPOMICTBA.
Mpy YCTaHOBKE WMAU U3BJEYEHWUWU OOMOJHUTENBHOIO MOZYNA MUTAHUSA YCTPOMCTBO NpoAo/KaeT paboty 6es
nepesanycka.

B ycTpoictee SBC yctaHOBNEHO 2 NpeaoxpaHuTens 610KoB nMTaHna HomuHanom 3,15 A. CamocTonTenbHas
3aMeHa NpefoxXpaHnUTeNel HEBO3MOXHA M OCYLLECTBAAETCA TONbKO KBAaAMPUUMPOBAHHBIMWU CMEUMannucTamm B
CEPBUCHOM LLEHTPE 3aBOAa-U3roTOBUTENA. YCTAaHOBKA MoAyNel NMUTAHWNA NMOKa3aHa Ha PUCYHKE HUXKeE.
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PucyHok 14 — YcTaHOBKa moAay/ien NUTaHua
2.11.5 BcKpbimue Kopnyca

MpeasapuTenbHO cneayet OTKAOYMTb NUTaHWe YCTPOMCTBA, OTCOeAMHUTL Bee Kabenu u, ecnun Tpebyetcs,
[EeMOHTMPOBATb YCTPOMCTBO M3 CTOMKM (NogpobHee B pasgene 2.11.3 YcTaHOBKA YCTPOCTBA B CTOMKY).

PucyHok 15 — Mopagok BCKpbITUA Kopnyca SBC-1000 (Ha 6a3e SMG-1016M)

lMoepaHuYyHble KoHMponneps cecculi SBC 33



HELTEX

PucyHok 17 — MopAaaok BCKpbITUA Kopnyca Ha SBC-3000 (Ha 6a3e SMG-3016)
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1. C nomMoLLblo OTBEPTKM OTCOEANHUTL KPOHLUTEMHbI OT KOpNyca yCTPOMCTBa.

2. Tonbko pgna SBC-1000 Heob6xo4MMO OTKPYTUTb GUKCUPYHOLLME BUHTbI NepeaHel naHean, 3atem nots-
HyTb €€ Ha ceba o oTaeneHus oT BepxHei n 6oKkoBbIx NaHenen (PucyHok 15).

3. OTKPYTUTb BUHTbI BEPXHEW NaHeNN YCTPOICTBa.

4. CHATb BEPXHIOO NaHeNb (KPbILWKY) yCTPOMCTBA, NOTAHYB €e HaBepPX.

Mpu cbopKe yCTPOICTBa B KOPMYC BbINOJHUTbL BbleNepeyncieHHble AeiCcTBMA B 06paTHOM nopagxe.

3 4

[ en

2
|

M3x6 M3x5 M3x6 M3x25 M4x10

|

PucyHoK 18 — Tunbl BUHTOB a1a cbopku SBC (Ha 6a3e SMG)
Ha PucyHKke 18 npeactaB/ieHbl TUMbI BUHTOB, UCMOJ/Ib3yeMble /1A COOPKM YCTPOMCTBA B KOPMYC:

KpenneHune KpOHLWITENHOB ANS YCTAHOBKMU B CTOMKY.

KpenneHune KOpnycHbIX AeTaneu.

KpenneHue nnat, BEHTUAALMOHHbIX 6IOKOB, 3ar/1yLWweK, HanpaBAAOLMX.
BWHT KpenneHnsa BEHTUAATOPOB.

BWHT 3a3emneHus.

vk wnN e

Mpu c6opKe ycTpoiicTBa 3anpeLL,aeTca UCNO/Ib30BaTb HEHAAAEKALLMNIA TUN BUHTOB AN1A YKa3aHHbIX
onepaumii. UameHeHne TUNa BUHTA MOXKET NPUBECTU K BbIXOAY YCTPOMCTBA U3 CTPOA.

“...h

PucyHok 19 — Cbopka B Kopnyc

Mpwu c6opke ycTpoiictBa SBC B MmecTo, yKasaHHOE Ha PUCYHKe Bbllue, TpebyeTca yCTaHOBUTb BUHT,
| 3a/0KeHHbIi1 Npu npoussoacTee. U3meHeHMe TMNa BUHTa MOXeT NPUBECTU K BbIXoAy YCTPOMUCTBa
u3 cTpos.

“...h
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2.11.6 YcmaHoeKa 610K08 seHmunaayuu

KOHCTpYKLI,VI’r'I yCTpOVICTBa npeaycMmaTtpmBaeT BO3MOXKHOCTb 3aMeHbI 6noKoB BEHTUNAUNN 6e3 OTK/oYeHUs
NMUTaHUA.

PucyHok 22 — BnoK BeHTUAsiumMm B SBC-3000 Ha 6a3e SMG-3016. KpenneHue B Kopnyc

Ons yoaneHus 6noka Heobxoanmo:

1. C nomMoLLblo OTBEPTKM OTCOEANHUTL BUHTbI KpENNeHUA 610Ka BEHTUAALNKN Ha 3a4HEN NaHeNun.
2. OCTOpPOXKHO NOTAHYTb 610K Ha cebsa A0 U3BAEYEHMA U3 Kopryca.
3. OTcoeaMHUTb KOHTaKTbl 6/10Ka OT pasbema B yCTponcTee, PUCYHOK 23.
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pPa3beém NOAKNKYEHNA BEHTUNATOPa

PucyHok 23 — Pasbem gns nogkatoueHus seHtunsTopa 8 SBC-1000 Ha 6a3e SMG-1016M

[Ons ycTaHOBKKM 6/10Ka HEOBX0ANMO:

1. CoeAMHUTb KOHTaKTbI 6/10Ka C pa3beMoM B YCTPOKCTBE.
2. BcTaBuTb 610K B KOpMycC yCTPOWCTBA.
3. 3aKkpenuTb BUHTaMMU BNOK BEHTUAALUMMN HA 3agHEN NaHeN.

2.11.7 YcmaHoeka SSD-Hakonumeneli 013 SBC-1000

PucyHok 25 — MoHTax SSD-Hakonutens
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MpoBepuTb HaIMUME NUTAHWUA CETU HA YCTPOMCTBE.

B cnyyae HannumA HaNPAXKEHUA — OTKAOUYUTb NUTAHME.

Ecnu Tpebyetca, AEMOHTUPOBATL YCTPONCTBO M3 CTOMKK (NoapobHee B pasaene 2.11.3).

BcKpbITb Kopnyc ycTponctea (noapobHee B pasgene

2.11.5).

5. Ecnn Ha nnate ycTpoWcTBa OTCYTCTBYET KpeneXKHbIi
WwTbipb (PucyHoKk 24), HeobxoAMMO WCMNONb30BaTb
CbEMHYIO CTOMKY:

1. npuKkpenuTb CTOMKy-PpuKcaTop K SSD-Hakonu-
Teno;

2. CHATb BEPXHMM 3aLUUTHbLIA CNOW C KNeeBon no-
BEPXHOCTU CTOMKU-DMKCATOPA;

6. YCTaHOBWUTb HaKomnuteNb B CBOOOAHYI MNO3UUUIO —

BCEro AOCTYNnHo 2 nosvuuun (PucyHok 24), n, ecan Ha

nnaTte MPUCYTCTBYET KPEMEMKHbIN LWTbipb, 3aKPenuTtb

BUHTOM, KaK NOKa3aHo Ha PucyHok 25.

s W e

Mpu yaaneHumn SSD-HaKoNWUTeNA BbINOMHUTb BblllenepeyncieHHble AeicTemsa B obpaTHOM nopaake.

2.11.8 YcmaHoeka SATA-0uckoe dna SBC-2000 u SBC-3000

Mpu 3aKase Cc yCTPOMCTBOM MOTYT BbITb AONONHUTENLHO NOCTaBAeHbl SATA-AUCKK. CNOT ANs NOAKNOUYEHNS

[AMCKOB paccymTaH Ha HakonuTtenn popm-dpaktopa 2,5" TonwmHom ao 12,5 mm".

Mpwn moHTaxke SATA-ANCKOB HEOHBXOANMO:

1. M3Bneyb HanpaBAsAoLLME CaNa3KM U3 KOpMyca YCTPocTBa (PUCYHOK 6, anemeHT 1), gns 3Toro HaxaTb Ha
KHOMKY CMNpaBa A0 OTXOXAEHMUA PYYKM BbITASIKMBATENSA, 3aTEM NOTAHYTb PYYKY Ha ceba A0 M3BNeYeHun
Cania3okK U3 Kopnyca.

2. U3Bneyb KOMNAEKT Kpenera, PacnosoXKeHHbIM Nog, py4YKoi BbITankmMeaTens, PUCyHOK 26.

3aKpenuTb AUCK B NOTKe HanpaBAAOWMX CaNas3oK, PUCYHOK 27.

4. BCTaBUTb Canasku € ycTaHoBAEHHbIM SATA-AMCKOM 0BPATHO B pa3bem M NpUXKaTb PYYKY BbITaIKMBaTENA
[0 XapaKTepHOro LenyKa.

w

Mpu yaaneHumn SATA-AMCKa BbINOJHUTD BblLENepeyYncieHHble AeicTBusA B 0bpaTHOM nopsaake.

YcTaHoBKa v yganeHue SATA-ANCKOB MOTYT 6bITb NPOM3BEAEHbI NPU BKAKOYEHHOM NUTAaHUKW YCTPOMCTBA.

SN Komnnexr ycTanoBiu

PUCyHOK 26 — PacnofioeHne KOMMIEKTa KpeneKHbIX 31eMeHTOB Npwu NnocTaske

38
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PucyHok 28 — MoHTax SATA-AMCKa B KOPMYC YCTPOMCTBA

2.11.9 3ameHa 6amapeliKu 4acoe pedasabHO20 spemeHU

B RTC — 3neKTpPOHHON cxeme, nNpeaHasHaYeHHOM A/18 aBTOHOMHOIO YY4€Ta XPOHOMETPUYECKUX AAHHbIX
(TeRywee Bpems, AaTa, AeHb HEAENM U 4p.) HA NaaTe YCTPOMCTBA YCTAaHOBAEH 3/1EMEHT NUTaHuA (6atapeika),
UMEIOLLNI Cnesytolme XapaKTepPUCTUKM:

Tun 6atapeu NnTneBas

Tunopasmep CR2032 (Bo3mokHa ycTaHoBKa CR2024)
HanpaxeHune 3B

EmKocTb 225 mA

OnameTp 20 mm

TonwwmHa 3,2 Mm

CpoK cny»Kbbl He meHee 5 net

Ycnosua xpaHeHuA o1-20 go +35 °C
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bartapea RTC

barapes RTC

PucyHok 31 — MonoxkeHue 6aTapen RTC ana SBC-3000 (Ha 6a3e SMG-3016)
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B cnyyae ecam cpok paboTbl 6aTapeitkm ncTek, aa KoppekTHoM 1 becnepeboliHo paboTbl o6opyaoBaHUA
HeobXoAMMO 3aMEHUTb €€ HA HOBYIO, BbIMOJIHWUB CeaytolLme AeNCTBUSA:

MpoBepuTb HaMuMe NUTaHWA CETU Ha YCTPOICTBE.

B cnyyae Hanvuma HanpsKeHUsA — OTKIOYMTb NUTaHKeE.

Ecnu TpebyeTca, AEMOHTUPOBATL YCTPONCTBO M3 CTOMKK (NoapobHee B pasaene 2.11.3).

BcKpbITb Kopnyc ycTpoicTea (noapobHee B pasaene 2.11.5).

MN3Bneub oTpaboTaBwyto 6aTtapenky (PucyHok 29, PucyHoK 30 n PucyHoK 31) M B aHaNOrMYHOM Nosnumm
YCTaHOBWTb HOBYIO.

ukhwnN e

Mpu cbope yCcTPOIACTBA B KOPMYC BbINOMHUTb BblllenepeuncaeHHble A4encTema B 06paTHOM nopagxe.

’ . MNpu oTKAOYeHHOW cuHXpoHu3aumm NTP nocne 3ameHbl 6atapeitkn RTC HeobxopamMmo 3aHOBO
YCTAaHOBUTb CUCTEMHYIO AaTy U BPeMs Ha yCTPOMCTBe.

’ Mcnonb3oBaHHble 6aTapeiikn nogsexKar cneunanbHo yTUAKM3aLmuu.

[
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3 OBLUME PEKOMEHAALMU NPU PABOTE C YCTPOMCTBOM

CambIM MPOCTbIM CNOCOH6OM KOHPUIYPUPOBAHMSA U MOHUTOPUHTA YCTPOCTBA ABAseTcA web-KoHpurypatop,
No3TOMY AN 3TUX LieSieil PEKOMEHAYETCA UCNONb30BaTb ero.

Bo n3bekaHne HeECAaHKLMOHMPOBAHHOIO AOCTyMNa K YCTPOMCTBY PEKOMEHAYEM CMEHUTb Napo/ib Ha AOCTyN
yepes Telnet, SSH 1 KoHconb (Mo ymonuyaHuto nosnb3osatesnb admin, naponb rootpasswd), a TakXKe CMEHUTb
napoJib 418 agMUHUCTPATOPa Ha AOoCTyn Yepes web-KoHduUrypaTop. YcTaHOBKA napona ans goctyna yepes Telnet
M KOHCOJ1b OMnncaHa B pasgene 4.2. PeKomeHAYeTca 3anmcaTb U COXPaHUTb YCTaHOB/IEHHbIE NAPO/IM B HAZEKHOM
MecTe, HEeAOCTYMHOM ANS 3/I0YMbIL/IEHHUKOB. TaKXKe HAcToATe/IbHO peKoMeHAyeM He OTKpbIBaTb AOCTyn K
ycTpoiicty yepes Telnet, SSH u WEB u3 ny6anuyHol cetu.

B nokanbHOM ceTu AnA Aoctyna K web-koHpurypatopy nydywe ncnonb3oBaTb COeANMHEHWE NO NPOTOKONY
HTTPS Bmecto HTTP (HacTpoiika onucaHa B pasaene Hactpoiika SSL/TLS). Ans goctyna K CLI ayywe ncnonb3osatb
npoTtokon SSH Bmecto Telnet. BoiIbop NPOTOKO/I0B A0CTYNa OCYLLECTBAAETCA B HACTPOMKAX CETEBOro UHTepdelica
(onucaHue B pasgene 4.1.4.3). TakkKe peKomeHAyeTcA Bblaenntb Ha SBC oTaebHbI UHTepdelc AnA ynpaBieHus
B8 BblaeneHHom VLAN. [na orpaHMyeHMa JocTyna K agMUHUCTPMpOBaHMIO SBC C OTAENbHbIX Y310B MOXHO
MCMNO/Ib30BaTb TaK)Ke 6e/blii CNUCOK aApecoB, C KOTOPbIX MOMKET OCYLLECTBAATbCA yrnpasBneHue (nogpobHee B
pasgene 4.1.8.6).

Bo u3bexkaHMe noTepu JaHHbIX HACTPOMKM YCTPOMCTBA, Hanpumep, nocne cbpoca K 3aBOACKUM
YCTaHOBKaM, PEKOMEHOYEM COXPaHATb PE3EPBHYH KOMMUIO KOHOUIypauumn Ha KOMMbloTepe KaxKAblid pas nocne
BHECEHWA B HEE CYLLECTBEHHbIX U3MEHEHUI.

B ceTn chepyeT ucnonb3oBaTh AoBepeHHble U 3awmuéHHble DNS n NTP-cepsepsbl. *enatenbHo pasmectutb
060pyA0BaHKME 3a CETEBLIM 3KPAHOM, Ha KOTOPOM HacTpoeH ingress filtering.

3.1 O6ecneyeHne 6e30NacHOCTM BbI3OBOB

SBC nimeeT HeCKO/IbKO MeXaHU3MOB, OGECI’IE‘-IVIBaPOLLI,VIX 6e30nacHOCTb BbI3OBOB:

— BcTtpoeHHbint firewall, koTopbiit obecneunBaeT cnepytowme yHKUMK (NnogpobHee B pasgene 4.1.8.5
CtaTnuyeckuit bpaHgmayap):

e OunbTpauma no IP-agpecam, nopTam U NPOTOKOIAM;
o dunbTpauusa nonb3osaTenen no reorpadpuyeckomy npmusHary (GeolP);
e dUNbTPaLMA NO CTPOKAM, COAEPHKALLMMCA B COOBLLEHUAX.

— OrpaHuyeHun BbI30BOB B npasunax Rule Set (noapobHee B pasaene 4.1.3.5):

e [eiicTBue "reject" — nossonset 3anpeTuTb NPOXOXKAEHNE BbI3OBOB NO YCAOBMAM, NOMAAAOLWMM
nog, npasuno. Hanpumep, MOMKHO MCNOAb30BaTb MPABMAO A/ 3anpeTa MpPOXOXKAeHUn
MeXayHapoaHbIX BbI30BOB "Mma 13 3aronioska To" ¢ mackoi umeHun "A\+*[78]10.+";

e [eiicteume "send to..." c uicnonbzoBaHMem dnabTPOB. Hanpumep, MOXKHO YyCTaHOBUTb OFpaHUYeHne
BbI3OBOB TO/IbKO MO Poccum, ucnonb3ysa npasuno "Mma us 3aronoeBka To" B BMAE MacKu
"A7[3489].{9}S";

e OrpaHuMyeHve No BpeMeHW AEeWCTBUA MnpaBuaa. TakMm 06pasom, MOXKHO OrpaHUYUTbL Bpems
OEVCTBUA YCYTU CBA3W UM 3aNPETOB CBA3M, KOMBMHMPYA OrpaHUYEeHUE Mo BPeMEHU AeUCTBUA U
npasuna "reject" n "send to...".
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3awwuTa ot DoS-aTaK (noapobHee B pasgene 4.1.8.7):

e 3awwuTa ot ICMP-dayga. B astom pexxknme SBC He byaeT oTKAMKaTbeA Ha 3anpockl ICMP type 8 u
type 13;

e O6Hapy»eHue port scan. SBC 6yaeT aHann3mMpoBaTb MOMbITKM AOCTyNa M Npu 0OHApyXKEHUU
CKaHMPOBaHMA NOPTOB 3a60KMPYET HapyLLIUTENSs;

e CNMCOK 3anpeléHHbIX KAMEHTCKUX npuaoxeHuit. SBC 6yaetr 6aokmposatb SIP-3anpocbl Mo
obHapykeHuto B User-Agent 3agaHHbIX Wab/0HOB, KOTOPblE COOTBETCTBYIOT NOMyAApPHbIM SIP-
CKaHepam 1 yTuanTam AnA COBepLUeHUA Pa3ANYHbIX aTaK;

e 3awwuTta oT SIP-¢pnyaa. SBC aHanu3MpyeT aKTUBHOCTb KaK CETeBbIX XOCTOB, TaK WU OTAE/bHbIX
aboHeHTOB Ha NpeaAMeT AENCTBUI, pacCMaTPUBaEMbIX KaK ¢y Mam nonbiTkM nogbopa naponei.
Takke SBC HaumHaeT 3ameHATb otBeTbl 404 Ha 403 pnA 3aTpyaHEHMA CKaHUPOBAHUA
pacnpegeneHua HOMepos.
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4 KOH®UTYPUPOBAHUE YCTPOUCTBA

K ycTpolcTBY MOXKHO NOAKNHOUMUTBLCA 4YeTblpbMA cnocobamu: yepes web-KoHOUIypaTop, C NOMOLLbLIO
npotokona Telnet, SSH nubo Kabenem uyepes pasbem RS-232 (npu goctyne yepes RS-232, SSH nnbo Telnet
ncnonb3yerca KomaHaHasa KoHcosb CLI).

DnA coxpaHeHMA U3MEHeHHOW KOoHPUrypauum B SHEProHe3aBUCMMYIO NAMATb UCNO/b3yiTe
meHo «Cepsuc/CoxpaHutb KoHdurypaumio so Flash» B web-koHdurypatope nmbo KomaHay
copy running to startup save B KOMaHAHOW KOHcoawm CLI.

4.1 Hacrpoiika SBC uepe3 web-koHduryparop

[na Toro 4to6bl NPOM3BECTM KOHPUIYPUPOBaAHME YCTPOMCTBA, HEOBXOAMMO NOAKNIOUMUTLCA K HEMY Yepes
web-6paysep (nporpammy-npocMOTPLLMK FMNEPTEKCTOBbLIX AOKYMEHTOB), Hanpumep, Google, Firefox, Internet
Explorer u 1. a. BBectn B cTpoke bpaysepa IP-agpec ycTpoicrsa:

3aBoackoii IP-agpec yctpoiictea SBC 192.168.1.2, macKa cetu 255.255.255.0.

Mocne BBoga IP-agpeca yCTpOMCTBO 3aNpoCcuT MMS MO/Ib30BaTENA U Naposib. TaKkKe 34eCb MOXKHO BblbpaTb
A3bIK, KOTOPbIN ByaeT ucnonb3oBaTbes B UHTEpdelice.

Session Border Controller

WA none30Eatens
MNaponk
Akl WHTEPDEACE | Pycckmi ¥

Bowma

Mpun nepBom 3anycke umsa nonb3osatena: admin, naponb: rootpasswd.

Mocne nonyyeHusa JoCTyna K web-KoHOUrypaTopy OTKpoeTcs MeHto «MHgopmayusa o cucmeme,

Session Border Controller K op * ABapWil HeT.

Pasgent ViHcbopuaLn o cueteme

Nporpasm e obecneserme:
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Ha pucyHKe HUKe NpeacTaBieHbl 31eMEHTbI HaBUrauMmM web-KoHburypartopa.

Compasery Esegurcaces 13 FLASH

ynpaBneHnA

Nepeastyon MTF wrweerta
Ty 345 b n e b
T I ET o Wb

llepeno Manens CurHanusauma ABTopuaaumn

HaBurauun ynpaeneHuA agapui

Hawix
.‘\'i:||1.-||inl| & Media Gateway K Wy paT AR, “HTEP*EﬁC!

MIPEBEEea myFHEDaLnn (D Hosepy :51 =] "l’h’-ﬂ.

B Moscy macen mo wabaomy

EB@Mrr\ma W DO EA

L -am Npadwatn NraHE HYSECaLHH

BT | Mwtno STpoC & THEARLE

Mone

Knonkwn

ynpaeneHuA HacTpoek

PucyHoK 32 — dnemeHTbl HaBuraumm web-koHourypaTopa

OKHO NoNb30BaTeNbCKOro MHTepdeiica pa3aeneHo Ha HeCKobKo obnacTeit:

Jepeso Hasuzayuu — CAYMMT ANA yhnpaBieHWAa MojAem HacTpoek. B aepese Hasuraummu
nepapxuyeckm otobparkeHbl pasgenbl YnpasAeHUA M MeH0, Haxodsalimeca B
HUX.

Mone Hacmpoek — 6asupyeTca Ha Bblbope nonb3osaTensa. [lpegHasHayeHo AaA MPOCMOTPA

HaCTPOEeK YCTPOMICTBA M BBOAA KOHOUIYPALMOHHBIX A3HHbIX.

MaHenb ynpasneHus — MaHeNb 418 ynpaBaeHNUa Nosem HacTpoeK 1 coctossHnem MO ycTpoicTsa.
MeHto ynpasneHus — BbINagatoLLMe MEHIO NAHENM YNPABAEHNA NOSEM HAaCTPOEK U cocToaHmem MO
yCTpoWcTBa.
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CueHanuzayusa asapuli — CNYXUT AN 0TObpaXKeHUs TEKyLLEN NPUOPUTETHOW aBapuK, TaKKe SBASETCA
CCbIIKOM ans paboTbl € XKYPHANOM aBapUIHbIX CODbITUIA.

Asmopu3sayus — CcCblnKa anAa paboTbl C Napoiamu AOCTyna K yCTpoMncTey 4Yepes web-
KoHduUrypatop.

A3bik uHMepdgelica — KHOMKM 4N NepekntoyeHmn asbika MHTepdelica.

VKOHKU ynpasneHus — 3/1eMeHTbl ynpaBaeHusa ana paboTbl C 06beKTaMM NoAA HACcTpoeK, AybampyoT

MeHI0 « OBbEeKTbI» Ha NaHen yrnpasaeHnua:

— flobasums 06vekm;
»_ Pedakmuposams 06vbekm;
Ry _ Yoanumeo ob6vexkm;

— Mocmompems ob6vekm.
KHonku ynpasneHus — 3/IeMeHTbl ynpasaeHua aaa paboTbl C NOJEM HAaCTPOEK.

Bo usberxkaHne HecaHKLMOHMPOBAHHOIO AOCTyNa NPy AanbHelwwen paboTe € yCTPOUCTBOM peKoMeHAayeTcs
M3MeHUTb Nnaponb (pasaen 4.1.8.1).

« KHonka ¥ («Moackaska») pAAOM C 3S1eMEHTOM PeAaKTMPOBaHUA NO3BOAET NONYYUTb NOACHEHUA
] no AaHHOMY NapameTpy.
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4.1.1 CucmemHble napamempol

B faHHOM pasgene nNpoM3BOAMTCA HACTPOMKA CUCTEMHbIX MapaMeTPoB M OrpaHuMuYeHuin o6paboTku

3anpocos.

CucTeMHble napameTpbl

YmA yeTpoiicTsa | [SBC1000

MyTb K AUCKY ANA XPAHEHWA TPACCUPOBOK \ default

YCTPOWCTBO ANSA asapuitHoro noruposaHus | | Her

UHaMKaumRA aBapui

PaboTa BeHTUNATOpO8

3arpyxe+HocTs npoueccopa

Wcnons3o08axne onepaTusHOM NaMATH
3anonHeHne BHELUHWUX HakonuTenei

ABapuy Pe3epEHPYIOLLEro yCTPOHCTEa

OTCyTCTBME CBA3N C Be40MbIM

Orpannyensmne oBpadoTkn zanpocoa INVITE

Orpanxuyenne odpadotkm 3anpocos SUBSCRIBE

OrpaxuueHre 00paboTki 0CTaneHsx 3anpocos | [ |

Orpannyenue obpabotku 3anpocos SBC
3anpocs! INVITE, e/3 cek | [ 15 v

3anpocsl SUBSCRIBE, ea/3 cex | [ 15 v

OcransHsie 3anpocsl, ea/3 cex | |15 v

3alWnTHsIIA TaliMayT AN OTO0A BbI30808 Gea media, MuH @) \30

Hactpoitku SIP

BrniouMTs cTatucTiky SIP Bbizos0s | [

Mepenasate cumeon # Gea koauposaHua | [

Coxpauute ||  OtmenuTs

ABTOMAaTH4eCKOe KOH(UIypupoBaHue

BrniounTs asToodHosnexue | [
McTouHmMK
Mpotokon

AyTEHTUDUKAUNA
ma
Mapons
Cepeep | update.local
OGHOBNATL KOHMUIypaLMIo
Wms cbaiina koHurypaum | a8.f9.4b.88.70.a6.cfg

Mepuoa 0GHOBNEHUA kKoHdUrypaumu, muk @ | 30

OBHoenATs NO

Mm# caitna sepcuit MO | SBC1000.manifest

Mepwog oGHoaneHuA MO, mun @ | 30

| Coxpauuts || Otmenms
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CucmemHole napamempeol

—  Wmsa ycmpolicmea — HaMmeHOBaHMWe YCTPOWMCTBA, BbIBOAMMOE B 3arosioBke web-koHdurypatopa (He
ncnosbayeTtcs B AaHHoW Bepcum M0);

—  [ymeoe K Qucky 0514 XpaHEHUAs MPAcCcUpOB8OK — BO3MOMKHOCTb COXPAaHEHMA OTAaf04YHOM MHOpMaL MK
(TpaccmpoBoK) B onepatmBHoM namatu (RAM), niMbo Ha yCTaHOBNEHHOM HaKonuTene:

— default — oTnapo4Has MHPOpPMALMA COXPAHSETCA B ONepaTUBHYHO NaMATb;

— /mnt/sdX — nyTb K I0Ka/IbHOMY HaKOMMTEet0, HacTPoiKa oTobparkaeTca Npu yCTaHOBEHHOM
HakonuTene. Mpu Bbibope HaKkonuTens Ha Hem DyaeT co3gaH KaTanor logs, B KoTopom byayT
XpaHUTbCs dalinibl TPACCUPOBOK,;

—  Ycempolicmeo 004 asapuliHozo nozuposaHus — Bbibop HaKONUTENA ANA 3aNUCU KPUTUYECKMX aBapUit-
HbIX COOBLWEHNI B SIHEPrOHE3aBMCUMYIO NamMATb. JaHHas onuusa Heobxoanma Npu BbIACHEHUWN NPUYNH
nepesanycka uan Bbixoga U3 cTpos 060pya0BaHUS:

— /mnt/sdX — BbI6Op NYTU K IOKaNbHOMY Hakonutento. MNpu BKAOYEHUM AAaHHOMN ONUMK Ha HaKo-
nuTtene cosaaetca ¢ann alarm.txt, 8 KOTOPbI 3aHOCUTCA MHPOpPMALMA 06 aBapusX.

Mpumep ¢paiina alarm.txt

. 24/09/13 20:03:22. Software started.

. 24/09/13 20:03:22. state ALARM. Sync from local source, but sync source table not empty
. 24/09/13 20:03:22. state OK. PowerModule#1. Unit ok! or absent

. 24/09/13 20:03:31. state OK. MSP-module lost: 1

. 24/09/13 20:03:34. state OK. MSP-module lost: 2

. 24/09/13 20:03:38. state OK. MSP-module lost: 3

. 24/09/13 20:03:42. state OK. MSP-module lost: 4

Uk, WNELO

OnucaHne dopmata panna:

0, 1, 2... — NOPAAKOBbLIV HOMepP CObbITUS;

24/09/13 — paTta BO3HMKHOBEHMA COBbLITUSA;

20:03:22 — Bpemsa BO3HUKHOBEHMA COObITUS;

ALARM/OK — Tekyulee coctosHue cobbitua (OK — asapusa HopmanusosaHa, ALARM — aBapwua
aKTMBHA).

Tabnnua 17 — MNMpumepsbl BbIBOAUMbIX COOOLLEHUI 06 aBapuax

ABapuitHoe coobLieHue PacwudposKa

KoHdurypaums He npountaHa OwnbKa panna KoHouUrypauum

BblcoKkas 3arpyska npoueccopa ABapus BbICOKOW 3arpysKku npoueccopa

Port Scan Detector BbikatoueH

NHpopmaLMOoHHOEe coobLieHMe O BbIKOYEHHOM 3aLmTe OT
Port Scan B KoHGMUrypaumm

3anyck MNO V.1.X.X.X

MporpammHoe obecnevyeHune 3anyueHo

Ha Begomom ycTpolicTBe ycTaHOBAEHA Apyras
Bepcua MO

YcTpoiicTa B pesepse MMetoT pasHble Bepcuun M0

OTCYTCTByeT nogKkntoyeHmne C BeJOMbiM

OTCyTCTBYET NOAK/OYEHNE C Pe3epBHbIM YCTPONCTBOM M60
NONHOCTbIO, AMBO Ha 0AHOM U3 IMHKOB. Bo BTOpoMm cnydae B
napametpax byfeT yKasaHO, Ha KaKOM JIMHKe NoTepsHa CBA3b

CmeHa cocToaHuA B rpynne pesepsa

Mpou13oLWwno nepecornacoBaHue ycTPOICTB B pe3epse

OI'IepaTMBHaﬂ NamMATb 3aKaHYMNBaAETCA

OnepaTtnBHasA NaMATb 3aKaHYMBaeTCcA. BO3MOXKHbI 3 ypOBHSA
aBapuu — npegynpexaeHue (octanocb meHee 25%
cBoboaHoM namsTn), aBapua (MmeHee 10%), KpUTHMYecKas
aBapus (meHee 5%)

He yaanocb otnpasutb CDR-¢pannbl no FTP

Mpobnema otnpasku daiina CDR Ha FTP-cepsep

3anyck MO ycTpoicTea

3anyck MO ycTpoiicTBa
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—  Ycmpolicmeo 014 n02upo8aHUA XypHAaa 6ezonacHocmu — BblbOp HakonuUTeNa ANnA 3anmMcu cobbITuit
ypHasna 6e30MacHOCTM B SHEPrO3aBUCUMYHO MaMSATb:

/mnt/sdX — BbI6Op NYTV K NOKaNbHOMY HaKonuTeto. MNpu BKAOYEHWUM 4aHHOW OMNLMKN Ha HAKO-

nuTene cosgaetcsa ¢ain security.txt, B KOTOpbIA 3aHOCUTCA MHGOPMALLMA O COBBITUAX KypHana

6e3onacHOCTH.

Mpumep d¢palina security.txt

0002. 12/03/25 13:10:44. [105] SBC_UNSAFE_UA_DETECTED. src 192.168.6.13:5070 dst 192.168.6.14:5060
FROM '23000@192.168.6.14:5070' TO '10000@192.168.6.14:5060' desc 'unsafe user agent: sipv'

0003. 12/03/25 13:10:44. [107] DYNAMIC-FIREWALL.Address '192.168.6.13' is blocked after 1 hits
for 600 sec. with cause: 'SIP: Forbidden - Blocked by SBC : unsafe user agent: sipv'

OnucaHue ¢opmaTa ¢aiina:

0000, 0001, 0002... — NOPAAKOBbIA HOMEpP COObITUSA;

12/03/25 — pata BO3HMKHOBEHUA CObbLITUSA;

13:10:44 — BpemsA BO3SHUKHOBEHUSA COBbITUSA;

[102, 103, 104...] — Koa, cobbiTus ¢ nocneaytolen pacindpoBKoii.

Kopg cobbitus Tun cobbiTna

102 ALARM_SBC_CALL_FORBIDDEN

103 ALARM_SBC_REG_FORBIDDEN

105 ALARM_SBC_UNSAFE_UA DETECTED
109 ALARM_SBC_RTP_ATTACKED

107 ALARM_SSHGUARD

104 ALARM_SBC_SIP_ATTACKED

PaclwundpoBKa TMna cobbiTUA NpuBeaeHa B pasgene 4.1.2.6 ypHan 6e3onacHoOCTH

UHOukayusa asapuii

—  Paboma seHmunamopos — npu ycTaHOBAeHHOM dnare B cMcTeMy ynpasnieHus byaeT BblaaBaTbCcA aBa-
pUA 0 HENCNPABHOCTU BEHTUAATOPOB;

—  3aepyreHHOCMb npoueccopa — Npw ycTaHOBAEHHOM daare B cMcTemy ynpasaeHuna byaert BblAaBaTbCA
aBapwmA O BbICOKOW 3arpy3Ke NpoLeccopa;

—  Ucnons3zosaHue onepamusHol namamu — Npwn yCTaHOBAEHHOM dnare B cuctemy ynpasaeHus 6yaeT Bbl-
[aBaTbCA aBapmA 0 3aKaHUMBatoLLelca cBob6oAHOM onepaTMBHOM NaMATH;

— 3anosHeHuUe 8HeWHUX HaKornumesel — Npw ycTaHOBAEHHOM diare B cucTemy ynpasaeHus bygeT Bolaa-
BaTbCA aBapuA O 3aKaHYMBAOLLEMCA CBOBOAHOM ANCKOBOM NPOCTPAHCTBE HA BHELWHUX HAKOMUTENAX;

— Asapuu pesepsupyrouje2o ycmpolicmea — npu yCTaHOBAEHHOM daare B CUCTEMY ynpaB/ieHns byayT Bbl-
[aBaTbCA BbllenepeyncaeHHble aBapmmn C Pe3epBUPYIOLLLErO YCTPOMCTBA;

—  Omcymcmeue c843u c 8e00MbIM — NPW YCTaHOBAEHHOM daiare B cuctemy ynpasaeHuna byayT BblAaBaTbcA
aBapum 06 OTCYTCTBMM CBA3U C Ppe3epPBUPYHOLLMM YCTPONCTBOM Ha IOKAIbHOM M FN0H6anbHOM NNHKAX;

—  OepaHu4eHue obpabomku 3anpocos INVITE — npw ycTaHoBNeHHOM diare B cUcTeMy yrnpaBsieHua byayTt
Bbl4aBaTbCA aBapun O NPEBbLIWEHNN MaKCMMANbHO Pa3peLleHHOro KoJIn4yecTBa O4HOBPEMEHHbIX 3aMpo-
coB INVITE, 3agaHHoe B pasgene «OrpaHuyeHne o6paboTku 3anpocos SBCy;

—  OepaHu4eHue obpabomku 3anpocos SUBSCRIBE — npw ycTaHOBAeHHOM dniare B cUCTEMY ynpaB/ieHun
6y4yT BblAaBATLCA aBapUM O NPEBBILEHUN MAaKCMMa/IbHO PA3pPELlEHHOrO KOIMYeCTBa O4HOBPEMEHHbIX
3anpocos SUBSCRIBE, 3agaHHoe B pasgene «OrpaHnyeHme ob6paboTKM 3anpocoBy;

—  OepaHuveHue 06pabomKu ocmasnbHsIX 3arNpPoco8 — MNpuU YyCTaHOBNEHHOM dnare B cUcTeMy ynpasaeHuUs
6y4yT BblAaBATLCA aBapPUKN O NPEBBILEHUN MAaKCMMa/IbHO PA3pPEeLlEHHOrO KOJIMYeCTBA O4HOBPEMEHHbIX
3anpocos, oTanyHbIx oT INVITE n SUBSCRIBE.
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OzpaHuveHue obpabomku 3anpocoe SBC

3anpocs! INVITE, ed/3 cek — konunyectso 3anpocos INVITE, o6pabaTbiBaembix B TeUEHUE TPEX CEKYHA.
Ecnu 3a Tpu ceKkyHAbl NOCTYNUT Hosibluee KOAMYECTBO 3anpocoB, TO NMPEBbLICUBLUME NOPOT 3aNpoChbl He
6yayT ob6cnyKeHbl;

3anpocer SUBSCRIBE, ed/3 cek — konnyectso 3anpocos SUBSCRIBE, o6pabaTbiBaeMbIx B TedeHUe Tpex
cekyHA. Ecnu 3a Tpu cekyHAbI nOcTynnT 60/1bLLEE KOIMYECTBO 3aNPOCOB, TO NPEBbICUBLLME NOPOT 3aNpPOChl
He 6yayT obcnyKeHbl;

OcmarbHbie 3anpockl, ed/3 ceK — KOANYecTBO 3anpocoB, oTauuHbix oT INVITE un SUBSCRIBE,
obpabaTbiBaeMbix B TedeHMe Tpex CekyHa. Ecam 3a Tpu cekyHAbl NocTynut 6onbluee KOAMYeCcTBO
3aMpocoB, TO NPEBbICMBLUME NOPOT 3aMNpPOChkl He ByayT 06CNyKEeHbI;

3awumHelli malimaym 0n1a ombos 8bi30808 be3 media, MUH — WHTEepPBan BPEMEHW, MO UCTEYEHUM KOTO-
pOro Bbl30B, YCTAHOB/IEHHbI MeXAY YCTPOMCTBaMM, ByAeT OTKNOHEH B C/Ayyae, ecam Mexay HUMM Nno
pa3roBOpHOMY KaHany He nepegatotca RTP-nakeThbl.

Hacmpoliku SIP

BKnatoyums cmamucmuky SIP 86130808 — BK/OYaeT BeAeHWe CTaTUCTUKM Bbi30BOB. CTaTUCTMKa oTobpa-
»KaeTca B pasaene MoHMTopuHra "Cratuctuka SIP";

lMepedasames cumeon '#' 6e3 KoOUposaHUs — Npu BKAOYEHHOW onuunun SBC B ucxoasLLee naeyo CMMBOA
'#' oTnpaBAneT Kak '#', Npn BbIKAOYEHHOM ONUMK OTNPABAAET Kak '%23".

AsmomamuyecKkoe KOHGpu2ypuposaHue

SBC MoOKeT aBTOMaTM4YecKM noay4yaTb KoHourypauuio un daiinbl ¢ Bepcuamm MO ¢ cepsepa
aBTOKOHMUIypMpOBaHUA (aanee — «cepBep») ¢ 3a4aHHbIM NEPUOAOM.

Mocne ckaumBaHuA KoHdurypauum, SBC byaeT oxnaaTb 3aBepLUEHNA BCEX aKTUBHbIX BbI3OBOB, Noc/ne
4yero NPMMEHUT HOBYIO KOHoUrypaumio. J/Inbo KoHduUrypaums npumeHuTca Bmecte ¢ HoBbiM MO nepep,
nepesarpysKkon.

daiin c onucanmem Bepcuin MO coaepxuT B cebe nHbopmaunto 06 nmetowemca Ha cepsepe MO —
BEpPCUU N UMeHa daiinoB. Tam Ke MOXKHO 3a4aTb paspeléHHoe ana obHoBneHMA Bpems. Popmat daiina

[0/1KeH 6bITb ceayoWmm:

<Homep sepcuu 0>;<uma ¢atina c N10>;<paspewéHHoe spems 0bHOB8AeHUS, Yac>
Homep sepcuu 0O — 3a4aéTcAa NONHOCTbIO A0 Bepcun c6opKu;
Umsa ¢palina c N0 AoNKHO UMETb paclumpeHue .bin;
PaspewéHHoe spemMsa 0b6Ho8MeHUs Modem omcymcmeosame. B astom cnydae SBC o6HOBUTCA B 61MKal-
Lee Bpemsn, Korga He ByaeT akTUBHbIX BbI30BOB. EC/iM e yKasaH MHTepBan BpemeHu, To SBC byaeT 06-
HOBNATHLCA TONIbKO B 334aHHbIV MHTEPBaa BPEMEHM.

Npumep daiina onucanua sepcuin NO:
1.8.0.99; smg2016_firmware_sbc_1.8.0.99.bin
1.8.0.100; smg2016_firmware_sbc_1.8.0.100.bin;9-13

Bkatoyume asmoobHossneHue — BKAOYUTb aBTOMaTU4eckoe o6HoBaeHMe KoHpurypaumm u MO;
McmoyHUK — BbIBOP MCTOYHUKA MHDOPMaLUKM O cepBepe:

e Static — nHdopmaums 0 cepBepe 3aHOCUTCA U coxpaHseTca Ha SBC B COOTBETCTBYIOLLLEM MOIE;

e DHCP (umsa unmepgpelica) — nndbopmaums o cepsepe byaeT noayyeHa Ha BbiIbpaHHOM MHTepdelice
no npotokosay DHCP 13 onuuu 66, MHPpopmauma 06 nmeHu daina sepcuii u danna KoHdUrypaumm
byaeT nonyyeHa U3 onunn 67;

Mpomokos — BbIGOP NPOTOKO/A AN COeANHEHUA C CEPBEPOM;
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AymeHmuguKayus — UCNob30BaTb ayTeHTUOMKaLMIO AN A0CTyna Ha cepsep (ana npotokonos FTP,
HTTP, HTTPS);

YmAa — vima (noruH) AnAa gocTyna Ha cepsep;

lMapoae — naponb Ana JOCTyna Ha cepsep;

Cepsep — IP-agpec nnm gomeHHoe nmsa cepsepa. Mcnonbsyetca npu BbIGpaHHOM UCTOYHKMKe Static;
O6Ho81Mb KOHpU2YpPaAUU — pa3pellaeT 0bHoBAeHME KOHUTYpaLIMK C cepBepa;

Umsa ¢alina KoHpueypayuu — nma daiina KoHourypauumn. Uma aoakHo bbiTb ¢ pacwmnpeHnem .cfg u
UMeTb A/IMHY He 6onee 64 CMMBOOB;

lepuod obHo8nMeHUA KOoHuypayuu, M — NePUOLAMYHOCTb NPOBEPKN CcepBEpPa Ha Hannune KoHodUrypa-
Lunu;

O6Hosnameb 10 — pa3pewaeT obHoBAeHUe 10 ¢ cepsepa;

Umsa ¢alina sepculi 10 — nma dainna c sepcuamm MO. ms gonkHO 6biTb ¢ pacwumpeHnem .manifest un
UMeTb A/IMHY He 6onee 64 CMMBOOB;

lepuod obHosneHus 10, M — NepUOANYHOCTb NPOBEPKM cepBepa Ha Haanume Hosoro MO.

Boizpy3ska KoHgpu2ypayuii

SBC MOXeT aBTOMaTUYECKM BbIrPY>KaTb KOHUrypauuio Ha BHelwHuid FTP/TFTP-cepsep npu Kaxaom eé

COXpPaHeHNN B SaHepProHe3aBNCUMMyo NamMATb.

4.1.2

Braoyume — BKAOYaEeT GYHKLMIO BbIFPY3KM KOHGUIYpaLmu;

lpomoKosn — BbibOp NPOTOKONA, NO KOTOpOMY ByaeT Npomn3BoAUTLCA Bbirpy3Ka. MNoaaepxmsaetca FTP
mnn TFTP;

Cepsep — IP-aapec cepBepa, Ha KOTOpPbI ByAeT NPON3BOAUTLCA BbIFPY3Ka;

lopm — nopT cepBepa, Ha KOTOPbI ByaeT NPON3BOANTLCA BbIFPY3Ka;

Mymeo K ¢aliny — AMpPeKTopMA Ha cepBepe, B KOTOPYHO ByAeT COXpaHATbCA KoHOUIypaums;

Umsa — nma gna ayTeHTUPUKaLMmM NPy UCNOoNb30BaHUM NpoToKona FTP;

lMaposs — naponb Aana ayteHTUOUKaALMM NPU NCNONb30BaHMK NpoToKona FTP.

MoHumopuHe2

4.1.2.1 Tenemempus

B pasgene 0To6pa>+(aeTc;1 MHd)OpMaLI,MH O NMOKa3aHUAX AaTYNKOB CUCTEMDI TeNneMeTpunn, YCTaHOB/IEHHbIX Ha

yCTpoMcCTBE, a TaKKe MHGopmMaLma 06 YyCTaHOBNEHHbIX 60KaxX NUTaHUA U BEHTUAATOPAX NpoLeccopa.

MoHumopuHez —> Tenemempusa

TenemeTpua

Temneparyprbe gaTumxn

Texywan sarpysxa npoueccops
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TemnepamypHoie damyuku

Ana SBC-1000:

—  JAdamyuk #0 — TemnepaTtypa npoLeccopa;
—  Jdamyuk #1 — TemnepaTtypa KommyTaTopa.

Ana SBC-2000:

— Temnepamypa CPU — TemnepaTypa npoueccopa.

baoku numaHusa

—  Bnok numaHua #0 — cocToAHWe 610Ka NUTAHUA B HYJIEBOW NO3MLLNWK;
—  bnok numaHus #1 — cocTtoaHMe 6/10Ka NMTaAHUA B NepBomn
nosuummn).

Bo3MmOrKHble COCTOAHMS BNOKOB NUTAHUA:

—  YcmaHossneH — 610K NUTaHWNA YCTaHOB/EH;

—  He ycmaHosneH — 610K NUTaHNA He YCTaHOB/IEH;

—  Pabomaem — Ha 610K NUTaHWUA NOAEETCA NMTAlOLLLEE HAMPAMKEHUE;

—  He pabomaem — Ha 610K NUTaHMA He NOAaeTCA NUTaloLLLee HanpaXKeHne.

BeHmunamopel

—  BeHmunsmop #N — nHpopmaums o cocTosiHMM BeHTMAsTopa N M 0 ero CKOPOCTH BpaLLLeHUS
(Hanpumep, 9600 rpm).

V B ycrpoiictBe SBC-1000 ycTaHOBAEHO 2 BeHTUAATOpPA, B SBC-2000 — 4 BeHTUANATOPA,
8 SBC-3000 — 4 BeHTUNATOpA.

HanpsaxceHue®:

—  BHympeHHee HanpsaxceHue (+12B) — nHbopmaumns o COCTOSHUM AaTYMKa HanpsaxxeHua 12B.

Tekywjue HanpaxeHua?:

— +12.0 B — uHdopmaums 0 COCTOSHUN AaTyMKa HanpsaxKeHus 12B;

—  +5.0 B — nHdpopmauma 0 COCTOAHUM JaTUMKa HanpaxKeHus 5B;

—  +3.3 B — nHdopmauma 0 COCTOSHUM JaTyMKa HanpaxeHus 3.3B;

—  +2.5 B — nHdopmauma 0 COCTOSHUM JaTYMKa HanpaxeHus 2.5B;

—  +1.8 B — nHdopmauma 0 COCTOSHUM JaTymMKa HanpaxeHus 1.8B;

—  +1.5 B — nHdopmaums o coCToAHUN AaTYMKa HanpsaKeHns 1.5B;

—  +1.2 B — nHdopmaums 0 COCTOAHUKN AaTYMKa HanpsaKeHus 1.2B;

—  +1.0 B — nHdopmaums 0 COCTOAHMN AaTYMKa HanpsarKeHns 1B;

—  CPU — viHpopMaLma O COCTOAHUM HAMPANKEHNA NMUTAHUA LLEHTPAIbHOTO NPOLLECCOPa;

— CPU Vcore — nHpopmaLma 0 COCTOAHMUM HAMPAXKEHUA NUTAaHMA ALPA LLEHTPANbHOMO NPOLLECCOPa;
— Bbamapes RTC — nHpopmauma 0 COCTOAHUM HaNPAXKeEHNA BaTapen YacoB peasibHOro BPEMEHMW.

Tekyw,aa 3a2py3Ka npoyeccopa:

—  USR — npougeHT UCNO0Ab30BaHMNA MPOLLECCOPHOro BPEMEHM M0/1b30BaTEIbCKMMU NPOrpaMmmamm;
—  SYS — NpouEeHT MCNONb30BaHUA NMPOLECCOPHOro BpemMeHM npoLeccamu AApa;

! Tonbko gna SBC-1000.
2 Tonbko ana SBC-2000 n SBC-3000.
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—  NIC — npoueHT Mcnonb30BaHMA MPOLLECCOPHOr0 BpEMEHM NPorpammamm € U3MeHeHHbIM Npropu-
TeTOM;

— IDLE — npouEeHT He3a4eNCTBOBAHHbIX NPOLLECCOPHbIX PECYPCOB;

— |0 — NpoLEeHT NPoLECcCOPHOro BpemeHu, MoTpayeHHOro Ha onepaummn BBoAa/BbliB0A3;

— IRQ — NpoLEeHT NPOoLECCOPHOTO BpEMEHMU, NOTPAYEHHOTO Ha 06PabOTKy annapaTHbIX NPepbIBaHNA;

—  SIRQ — NpOLEHT NPOLLECCOPHOro BPEMEHU, MOTPaYeHHOro Ha 06paboTKy MPOrpaMMHbIX NPepbIBa-
HUNA.

4.1.2.2 Tpaduk 3a2py3Ku npoyeccopa

B pasaene oTobparkaetca MHPopmaLmMa O 3arpyske npoueccopa B peasibHOM BpemeHn (10 MUHYTHbIN
WHTepBan). NpadunKM CTaTUCTUKKN CTPOATCA HA OCHOBAHWUM YCpeaHEHHbIX AaHHbIX 33 KarKable 3 ceKyHabl paboTbl
yCTpOMCTBa.

MoHumopuHe —> padhuk 3a2py3Ku npoyeccopa
O TOTAL O

1000 930 900 830 800 730 700 630 600 530 500 430 400 330 300 230 200 130 100 030 000

Hasurauma mexay I'pad)MKaMM MOHUTOPUHIA NO OTAE/NIbHbIM MapameTpam OCyWweCTBNAAETCA C NOMOLLbIO

KHOMOK @ " . Ona obneryeHuns BM3yasbHOW MAEHTUOUKALMM BCe TPAPUKM UMEIOT PA3/INYHYIO LBETOBYIO
OKpacky.

—  TOTAL — obwnii NpoLEHT 3arpy3Kun Npoueccopa;

— 10 — npoueHT NPoLECCOPHOro BpeMeHu, NoTPaYeHHOoro Ha onepauny BBoAa/BbiBoaa;

— IRQ — npoLEHT NPOLLECCOPHOro BPpeMEHM, NOTPaAYeHHOro Ha 06paboTKy annapaTHbIX NpepbIBa-
HUM;

—  SIRQ — NpOLEHT NPOLLECCOPHOro BpeMeHM, NOTPAYEHHOro Ha 06pPaboTKY NPOrPaMMHbIX NPepbI-
BaHUI;

—  USR — NpoOLEHT UCNO/Ib30BaHWUA NPOLLECCOPHOr0 BPEMEHU M0/1b30BATENBCKMMU NPOrpamMmamu;

—  SYS — npoueHT MCcnoab3oBaHMA NPOLECCOPHOTO BPEMEHU NpoLLeccaMu A4pa;

—  NIC — npougeHT ncnoab3oBaHMA NPOLECCOPHOIO BPEMEHM NPOrPaMMaMM C USMEHEHHbIM NPUO-
puTeTom.

4.1.2.3 MoHumopuH2 SFP-modyneii
B pasgene oTobparkatoTca MHAMKALMA COCTOSHMA U NAPamMeTpPbl ONTUYECKOM IMHUM,

MoHumopuH2 —> MoHumopuH2z SFP-modyneii

MoxutopuHr SFP moaynen
SFP nopr 0 craryc Hanwune SFP mogynsa CocrosHue curiana
Mogyn HOBNEH WrHan ycTaHoBneH
Temneparypa, °C Hanpsxexue, B Tok cuewenns TX, MA L R oty
55.250 3.2936 12.184 0.2520 0.2152
SFP nopr 1 cratyc Hanuuue SFP moayna CocTosHne curiana
_ Moayne He yCTaHOoBNEeH CWrHan noTepaH
Teuneparypa, °C Hanpsxenue, B Tok cueweHns TX, MA s s
N/A N/A N/A N/A NIA
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—  SFP nopm 0 cmamyc, SFP nopm 1 cmamyc — COCTOAHME ONTUYECKOro MOAYANA:

Hanu4yue SFP moOdynsa — nHANKaLMA YCTaHOBKN MoAy A (MoAynb YCTaHOBAEH, MOAYb He
YCTaHOBAEH);

CocmosHue cueHana — NHOMKauma notTepun curHana (curHan notepsH, B pabore);
Temnepamypa, °C — TemnepaTtypa ONTUYECKOro MOAYNA;

HanpaxceHue, B — HanpaxeHWe NUTaHMA ONTUYeCcKoro moayns, B;

ToK cmeweHuA Tx, MA — TOK CmeLLLeHNA Npu nepegade, MA;

Ucxodawaa mowHocms, MBm — MOLHOCTb CUTHana Ha nepepgady, MBT.

Bxo0sauw,asa mowHocms, MBm — MOLWWHOCTb CUTHaNa Ha npueme, mBT.

54
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4.1.2.4 MoHumopuHe front-nopmoe Kommymamopa

B pasgene otobparkaetca MHOpMaUMA O PUINYECKOM COCTOAHMM MOPTOB KOMMYyTaToOpa — Ha/jauuue
JIMHKa, COrnacoBaHHasA CKOPOCTb HA MOPTY M peXuMm nepegaun. Ecam nopt casoeHbiit (MegHbI U ONTUYECKUI
pa3bEMmbl), TO PAJOM C HOMEPOM NMopTa byaeT ykasaHa nomeTka «(SFP)». OHa nponagaeT, ecau cABOEHHbIM NopT
aKTMBEH U MNOAK/OYEH MeAHbIM Kabenem.

MoHumopuHz —> MoHumopuH2 front-nopmoe Kommymamopa

Port 0 Port 1 Port 2 SFPO SFP1
COoCTORHWE NHUHKA DOWN up up DOWN DOWN
CropocTh MIA 1000M 1000M NIA NIA
Pexum nepega4n MIA full-duplex full-duplex MNIA MNIA
LACP rpynna - bond0 (UP) bond0 (UP)
Craryc nopra LACP - Backup Active
MpunATo BaifT 875955482 320 263649 0 0
(835.4 MIB) (0.0 MIB) (0.3 MiB)
OWKHOOYHBIX NAKETOB 0 0 0 0 0
0OTOpOILEHO NAKETOR 0 0 0 0 0
oaHoafpecHLIX NaKeTOR 34BBBE6T 0 1669 0 0
WHPOKOBE IATENEHEIX NAKETOB 1608922 5 1303 0 0
Nepepaxo baifr 33413154 0 1872410 1018 1018
(31.9 MiB) (1.8 MiB) (0.0 MiB) (0.0 MiB)
OWWBOYHBIX NAKETOB 0 0 0 0 0
OTOpOILIEHO NaKEeTOB 0 0 0 0 0
0fHOA[PeCHLIX NAKETOR 240133 0 2420 0 0
WHPOKOBEWATENBHLIX NAKETOB 12 0 0 15 15

—  CocmosAHue AIUHKG — COCTOAHWE KabenbHOro NoAKAYEeHNA Ha NOPTY (aKTUBHO/HEAKTUBHO);

—  CKopocmb — cOrlacoBaHHAA CKOPOCTb Ha MOPTY;

—  Pexum nepedayu — pexum, Ucnosibsyemblin ana nepegaum gaHHoix (half-/full-duplex);

—  LACP 2pynna — 3aecb otobpaxkaetca LACP-kaHan, B KOTOPbIA BXOAMT nopT u ero cratyc (UP/DOWN);

—  Cmamyc nopma LACP — pexum, B KOTopom Haxoautca nopt (active/backup);

—  TlpuHamo 6alim — HaKOMUTENbHbIN CHETYMK MNPUHATBLIX BANT, BKAKOYAA Pa3/iMYHble BUAbI MPUHATbLIX Nake-
TOB;

—  [epedaHo 6alim — HaKONUTENbHbINA CYETYMK NepeaaHHbIx 6aliT, BKAOYASA pas/iMyHble BUAbI NepesaHHbIX
NakeToB.

4.1.2.5 CueHanu3ayus o6 asapusx. }ypHan asapuliHbix cobbimuli

MpY BO3HMKHOBEHMM aBapuM MHPOPMaUMA O Hell BbIBOAMTCA B 3arosioBke web-KoHurypatopa. Ecam
aKTUBHbIX aBapuii HECKOJIbKO, B 3arosioBke web-KoHbUrypaTopa BbIBOAUTCA Hambosee KPUTUYHAA B TEKYLLUNA
MOMEHT aBapws.

Mpu oTCcyTCTBUM aBapuii BbiBogMTCA coobleHmne «Asapuli Hem».

Session Border Controller KoHdwrypatop © ABapMid HeT.

Cepenc  Mowmow:  Beowoa

B meHto «)KypHan asapuliHbix cobbimuli» BbIBOOUTCA CMIUCOK aBapUHbIX COBbLITUIM, PaHKMPOBAHHBIX MO
JaTte U BpemeHu. TaKKe NPUCYTCTBYET KHOMKa «O4Yucmumb», KOTOpas yAanseT U3 TeKyLero KypHana Bce
MHPOPMaLMOHHbIE COOBLLEHMA M HOPMA/IM30BaHHbIE aBapUM.
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MoHumopuH2 —> MypHan asapuiiHbix cobbimuii

Session Border Controller Kosdwypatop ~ ABapwi HeT.

Momouge

MNapameTpsl Onuncaune

Tabauya asapuii

—  Oyucmume — yOanuTb CyLLeCTBYIOLYH0 TabaunLy aBapuiHbIX COObITUIA;
—  No — nopsagKoBbI HOMEP aBapuu;

—  Bpemsa — Bpemsa BO3HMKHOBeHMA aBapumn B popmate Y4:MM:CC;

—  [Jlama — pata BO3HMKHOBeHMA aBapuu B popmate A4/ MM/IT;

—  Tun — Tvnbl aBapuii NnpmeeaeHbl B Tabauue 18.

Tabnnua 18 — Tunbl aBapuit

Tun

PacwundposKa

KoHdurypaums He npoumntaHa

OwnbKa uTeHua dpaina KOHPUrypauum

MSP-module lost

MoTtepsa ceasm ¢ mogynem MSP

CDR-FTP

Owwnbka nepegaum CDR ¢painnos Ha FTP cepeep. BoamoxkHbI 3
YPOBHA aBapum — npeaynpexxaeHue (HakonneHo 5 MB aaHHbIX),
aBapus (5—15 MB), Kputuyeckas asapua (15—-30 MB)

OnepaTtnBHaA NamATb
3aKaH4YMBaeTcA

OnepaTtnBHasA NaMATb 3aKaHYMBaeTCA. BO3MOXKHbI 3 ypOBHSA aBapum
— npegynpexaeHue (octanock meHee 25% cBoboaHoOM NamaTu),
aBapus (meHee 10%), KpuTuyeckan aBapus (meHee 5%)

Perncrpauusa aboHeHTa ncTeKkna

Perncrpauus aboHeHTa nucTekna

Meperpyska noacucrembl shc

OpaHa n3 nogecuctem SBC neperpyrkeHa

3BOHOK 3anpeLeH

MocTynun BbI30B, 06CNYKMBaHME KOTOPOrO 3anpeLLeHo

Pernctpauma aboHeHTa 3anpelleHa

MocTynuna 3anpoc perncrpaumm, ob6cay>KMBaHne KOToporo
3anpeLeHo

3anyck MO V.1.X.X.X

MporpammHoe obecnevyeHune 3anyueHo

Ha Begomom yctpoiictee
ycTaHoBNeHa apyras Bepcua MO

YcTpoiicTa B pesepse MMetoT pasHble Bepcuun M0

OTcyTCcTBYET NOAKAOYEHME C
BEAOMbIM

OTcyTCTBYET NOAK/OYEHNE C Pe3epBHbIM YCTPONCTBOM M60
NONHOCTbIO, AMB0 Ha 0AHOM U3 IMHKOB. Bo BTOpoM caydae B
napametpax byfeT yKasaHO, Ha KaKOM JIMHKe NoTepsiHa CBA3b

CmeHa cocTosaHuA B rpynne
pesepBsa

Mpou13oLWwno nepecornacoBaHue ycTpPoOCTB B pe3epse

- CocmosAHue — cTaTyc aBapMVIHOFO COCTOAHUA:

e Kpumuueckaa asapus, muaarouwuli KpacHselli uUHOUKamop — asapwa, Tpebylolwan Hesamea-
JIMTeNIbHOTO BMeLLlaTe/IbcTBa 0B6C/YKMBAIOLWLEro NepcoHasna, BAMAoLWan Ha paboTy ycTpoii-

CTBa U OKa3aHnA ycnyr CBA3n;

e geapus, KPAcHbIli UHOUKamMop — HEKpUTMYECKan aBapus, TakKe TpebyeTca BmellaTesb-
CTBO NePCoHana;
e npedynpexoeHue, xeamsoili UHOUKAGmMOop — aBapus, KOTOPas He BIMSIET HA OKa3aHue ycyr

CBA3Y;

e UH(OPMAUUOHHOe coobujeHue, cepblli UHOUKaGMOp — He ABNAETCA aBapwen, npegHasHa-

4YeHO OnA VIH(I)OpMVIpOBaHVI’r'I O npousoweguem CO6bITMM,‘
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e OK, 3eneHbIli UHOUKAMOP — aBapuA yCTPaHeHa;
—  Mapamempbl — KopoBoe 0603HauYeHne NoKannsauum asapun. Ana asapum «OnepaTtuBHas NaMaATb 3a-
KaHuYMBaeTCA» UMeeT cneayroLmii Bua;
e [00:XX:YY], rae XX — KosmyecTBo cBoboaHOM namaTtn, YY — obuiee KoAnMyecTBo NamsaTu;
—  OnucaHue — TeKCTOBOe onucaHune npobnembl. Hanpumep, KOAMYECTBO OCTaBLLIeCA onepaTUBHOM Na-
MATU, HOMep aboHeHTa, Y KOTOPOro 3aKOHYMAACh perncrTpaums.

4.1.2.6 MypHan 6e3onacHocmu

B meHto «*KypHan 6e3onacHOCTU» HaXOAUTCA CMIMCOK coobLLeHMn cucTembl 6esonacHocTn SBC (paboTa
ANHamMuMyeckoro bpaHamayapa, 3awmT oT DoS-aTak), paHXMPOBaHHBIX No AaTte U BpemeHu. KHomnka
«OYucmume» yaanaeT U3 TEKYLLETO KypHaaa Bce MHGOPMALMOHHbIE COOBLLEHUS.

MoHumopuHz —> ¥ypHan 6e3onacHocmu

Xypran Gesonacoctu

QumcTuTe crmncok | OUMCTHTE

Ne Bpewn Bara Tun MapameTpt Onvcanne
Ha 600+ Cex. N0 npuuite: 'SIP:
2 11:13:46 12103125 ALARM_SSHGUARD Anpec '192.168.6.13' 3a6M0KHpOEaH Forbidden - Blocked by SBC : unsafe
user agent: sipy’
src 192.168.6.13:5070 dst 192.168 6.14:5060 FROM
1 11:13:46 12103125 ALARM SBC_UNSAFE_UA DETECTED '23000@192.168.6.14:5070' TO '10000@192.168.6.14:5060" unsafe user agent: sipy
desc ‘unsafe user agent: sipv’

. : Ha 600+ cex. no npuyKHe: "SSH: Too
0 11:07:24 12/03125 ALARM_SSHGUARD Anpec "192.168.23.203' 3aGnokuposan many requests from address’

Tabauya coobweruli ¥cypHana 6ezonacHocmu

—  04Yucmumb — OUYUCTUTDb CYLLLECTBYHOLLYIO TabaunLy coobLeHni KypHana 6esonacHoCcTy;
—  No — nopaaKoBbI HOMep CoObLLEHUS;

—  Bpemsa — Bpemsa BO3HMKHOBeHMA coobueHuna B popmate Y4:MM:CC;

—  [Jlama — pata BO3HMKHOBEHMA coobLeHuna B popmate 40/ MM/IT;

—  Tun — TUNbl COOOLWEHUI NpMUBeAEHbl B TabanLe HUXKe.

Tunbl coobeHn KypHana 6esonacHocTH

Tun PacwndposkKa
ALARM_SBC_CALL_FORBIDDEN Bbi30B 3anpeLyeH
ALARM_SBC_REG_FORBIDDEN Pernctpauna 3anpeLieHa
ALARM_SBC_UNSAFE_UA DETECTED | O6Hapy»eH 3anpeLieHHbIn User-Agent
ALARM_SBC_RTP_ATTACKED O6HapykeHa RTP aTaka
ALARM_SSHGUARD CpaboTtan guHamuyeckuin bpaHamayap
ALARM_SBC_SIP_ATTACKED O6Hapy:keHa SIP ataka

—  [apamempsl — 6bonee noapobHoe onncaHmne cobbitnA. Hanpumep, ans cobbiTna 610KMPOBKM YKa3bl-
BaeTCA KaKoM MMeHHO aapec 3ab/10KNpoBaH;

—  OnucaHue — TEKCTOBOE onuncaHue cobbiTua. Hanpumep, npu cpabaTtbiBaHUM gUHAMUYECKOro bpaHa-
May3pa YKa3bIBAeTCA, HAa KAKoe KOIMYECTBO BPEMEHM U MO KaKoW NpuumHe 3ab10KMPOBaH agpec.

4.1.2.7 MoHumopuHz uHmepdgeiicos

[aHHbll1 pasgen npegHasHayeH ANs MOHUTOPUHIA COCTOSHUA CETEBbIX TErMPOBaHHbIX /HEeTerMpoBaHHbIX /
VPN-unHTepdencos, a TakKe NPocMoTpa NOAKNOYEHHbIX K ycTpoiricTBy VPN-nonb3osaTenen.
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MoHumopuH2 —> MoHumopuHz uHmepdgeiicos

CeTtesbie nHTEpphenchl

e Ethernet WA cetn VLAN ID DHCP IP agpec Broadcast Macka cetn
1 ethl 1 - - 52.125.153.131 92.125.153.135 255255 255 248
2 gth0:1 18 - - 192.168.18.213 192.168.18.255 255.255.255.
3 eth0:2 110 - - 192.168.1.10 192.168.1.255 255255 255,

VPNipptp nHTepthencel
HNo PPP-uHTEphenc WA cetn PPTPD IP HmAa nonsaosaTens IP appec P-t-P Macka cetn
VPHIPPTPIL2ZTP nonb3osatenu

Nz PPP-uHTERhERC Hma nonesoeatena IP agpec P-t-P Macka cetn

—  Ethernet — vuma nHtepdeica Ethernet;

—  WmA cemu — nms, C KOTOPbIM AacCCOLMMPOBaHbI 3aZlaHHbIE CETEBbIE HACTPOMKMU;

—  VLAN ID — naeHTMdUKaATOP BUPTYasIbHOM ceTu (AN TerMpoBaHHOro MHTepdeica);

—  DHCP — cratyc ncnonbsosaHma npotokona DHCP gna nonyvyeHnA ceTeBbiX HACTPOEK aBTOMATUYECKM
(TpebyeTtcsa Hannume DHCP-cepBepa B ceTv onepaTopa);

— IP adpec, Broadcast, Macka cemu — ceTeBble HacTPOMKuU MHTepdeinca (ecam He ucnonbsyetca DHCP).

VPN/pptp uHmepcgeiicoi

—  PPP-unmepgpelic — nma nHtepodeica;

—  WmA cemu — nms, C KOTOPbIM acCOLMMPOBaHbI 3aZlaHHblE CETEBbIE HACTPOMKMU;
—  PPTPD IP — IP-appec PPTP-cepBepa ana nogKkntouYeHUs;

—  Wma nonvzosamena — naeHTUPUKATOP NONb30BATENS;

— [P adpec, P-t-P, Macka cemu — ceTeBble HaCTPOMKU UHTepdelica.

VPN/PPTP/L2TP nonv3oeamenu

—  PPP-uHmepdgelic — nms nHtepdeiica;
—  WmsA nonv3zosamend — naeHTUOUKATOP NONb30BATENS;
— [P adpec, P-t-P, Macka cemu — ceTeBble HaCTPOMKU UHTepdelica.

4.1.2.8 Cnucok aboHeHMos
B naHHOM nogmeHto oTobpakatoTca 3aperncTpmpoBaHHble Yepe3 SBC-2000 aboHeHTbl.

B none «Yucno cmpok 8 mabauue» NpoU3BOAUTCA HACTPOMKa KOAMYEeCcTBa 3amnuceil, BbIBOAMMbBIX Ha
CTpaHuLy. MHbopmaLma 0 Homepe TeKyLLen CTpaHULbl 1 06LLEM KOANYECTBE CTPaHUL, BbIBOAUTCA Nog Tabanuei
C npaBoi CTOPOHbl. [na HaBuraumm ucnonbsytotca crpenkn W 4 F W pacnonosxeHHble noa Tabauueis,
OAMHapHasA CTpenka npov3BOAMT Nepexoh Ha oAHy CTpaHuuy Bnepea/Hasad, ABOMHaA CTpefka — B
KoHeL,/Hayaso maccuea 3anucen.

3anucy MoryT MMeTb pPas/inyHbIe LiBETA B 3aBUCMMOCTM OT COCTOAHMUA abOHeHTa:
—  YEpHbIA — 0B6bIYHbI aBOHEHT, KOTOPbIN HOpManbHO paboTaerT;
—  KpacHblit — aboHeHT 3a610KMPOBaAH CUCTEMOM 3aLwmTbl oT DoS;
—  OpaHXeBblii — aboHeHT bbln 3a6710KMPOBaH, HO ceityac pa3baoKMPOBaH BPY4YHYHO, 160 No ucrte-
YeHUM TalMmepa 3awwmTbl oT DoS.
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MoHumopuH2 —> Cnucok aboHeHmMos

} Haitm

Ne Wms aboHenTa IP aboxenTa ArexT KoHTaKTl fopexn 3abnokmpoBaH Heyaa4yHbiXx NONLITOK Appec perucTparopa SIP User SIP Destination

5 v | 4ucno cTpok B Tabnuue RPN

Yyaanuts Pazbnokmposats OBHoauTs

—  [Mouck — npoBepKa Hann4Ma Homepa aboHeHTa B CMUCKE 3aperucTpupoBaHHbIX SIP-aboHeHTOoB;

—  Ne — nopsagKoBblh HOMep aboHEHTa;

—  WmA aboHeHma — nybANYHbIN HOMEp 3aperncTpnpoBaHHOro aboHeHTa, 3HaYeHWe, NnepesaHHOE B 3a-
ronoske To 3anpoca REGISTER;

—  IP aboHeHma — IP-agpec, ¢ KoToporo Ha SBC npuwwén 3anpoc Ha perucTpaumio aboHeHTa;

—  AeeHm — SIP-knueHT aboHeHTa, 3HaYeHue, NnepegaHHoe B 3aronoBke User-Agent 3anpoca REGISTER;

—  KoHmMakme! — 4acTHble agpeca 3aperncTpmpoBaHHOro aboHeHTa, 3HaYeHuA, NnepeaaHHble B 3aros10BKax
Contact 3anpoca REGISTER,;

—  [odeH — Bpems, ocTaBLUeeca A0 OKOHYaHMA AeCTBUA perncTpaunm. na aboHeHTa, KOTopbIN Hbla pas-
6710KMpPOBaH, 0TOBpPaXKaeTca BpeMs NPOLEeHMA, Nocie KOToporo byayT coOpoLueHbl CYHETYNKM BIOKMPO-
BOK A/1Aa 3TOro aboHeHTa;

—  3abnoKuposaH — coctoaHue 610KMPOBKM aboHeHTa. Ecnm aboHeHT 3a6/10KMpOBaH, TO Ha 3anpochbl OT
Hero 6yaeT otnpasneH oteeT 403 6e3 06paboTKM 3anpoca;

—  Heyda4Hbix nonsimoK — KOJNMYECTBO NOMbITOK JOCTYNa, KOTOPble COBEPLUMA abOHEHT nepes TeM, Kak
nonacTtb B 6/J0KMPOBKY;

—  Adpec pecucmpamopa — appec U NOpT YCTPONCTBA, KOTOpoe 0406pMno peructpaumio aboHeHTa. Kak
npasuao, 3To agpec n nopt Softswitch;

—  SIP User — Ha3BaHwue SIP User, yepes KOTOpPbIN 3aperncTpmupoBancs aboHeHT;

—  SIP Destination — Ha3BaHwue SIP Destination, Kyaa yweén 1 oTkyaa bbin o4o6peH 3anpoc Ha perncTpaLmto
aboHeHTa.

Mopa Tabanuen MmeroTca cneayrolime KHOMKK:

—  Y0anume — nosBonser yaanntb aboHeHTa nan rpynny aboHeHTOB M3 6a3bl 3aperncTpmMpoBaHHbIX abo-
HeHTOoB. [1na yaaneHmna aboHeHToB HeEO6X04MMO YCTAaHOBUTL dar HANPOTMB HYXKHOM CTPOKM U HaXKaTb
KHOMRY «YO0anume»;

—  Pazbsokuposams — NO3BONSET BbIBECTU aDOHEHTA U3 COCTOAHUA BNOKUPOBKY;

—  0O6HosUMb — NO3BONSAET 0BHOBUTb CMUCOK 3apPerncTPUpPoBaHHbIX abOHEHTOB.

4.1.2.9 MoHUMOpPUH2 AKMUBHbIX cecculi

Bknagka « MOHUTOPUHI»

B AaHHOﬁ BKNagKe 0T06pa)KaI-OTCFI dKTUBHbIE CECCMN BbI3OBOB, YCTAHOBJ/IEHHbIE Yepe3 SBC. TakKe ecTb
BO3MOXXHOCTb NMPOCMOTpPETb NMPOXoxXaeHne meamanoToKos U coo6u1,eva CUrHaAn3aunMmn nNo Ka*Kaomy Bbi30BY.
3aBepLLIéHHbIe BbI30Bbl XPaHATCA B MOHUTOpPE B Te4yeHne OAHOVI MWHYTbI.
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MoHumopuHz —> MoHUmopuH2 akmueHbix ceccuii - MoHuUmMopuHa
MOHUTOPMHT BKTUEHBIX CECCHMM
[T——— OumeruTs crucox axTaNx cocci
B R s L e R
N Name Abcees A Cocromeme Aboment b Nose

Aowasr A

SDP{CapuiTs)

SDP local

SDP remote

MOHUMOPUH2 BKOYEH/BbIKAKOYEH — TEKYLLMI CTaTyC MOHUTOPUH .

MpY BKAOYEHNUN MOHUTOPUHIA aKTUBHbIX CECCUIA 3anycKaeTca Tanmep Ha 10 MUHYT, noaBAseTcAa HOop-
MaUumnoHHoe cooblieHue. Mocne ncTedeHms Talkmepa MOHUTOPUHT aBTOMATUYECKM BbIKIOUYNUTCA.

Mpn BKAOYEHUM MOHUTOPUHIA YXKe YCTaHOBMBLUMECA BbI30BbI
OTOGpa)KEHbI TOJ/IbKO HOBbI€ BbI30BbI.

He oTobpasarca, 6yayt

B MmoHMTOpUHre oTobparkatoTcs TonbKo nepsble 400 BbI30BOB, MONAaBLIME B HErO.

He pekomeHAyeTcs MCNO/Ib30BaTb MOHUTOPUHI AKTUBHbLIX ceccuid npu 60/bLIOI HarpysKe Ha
YCTPOUCTBO. MOHUTOPUHI HEO6XOAMMO UCMO/Ib30BaTb TO/ILKO A1A OT/IASKM.

— O4yucmumes — KHOMKa NO3BOJIAET OYMUCTUTb BCE aKTUBHbIE Ceccum, KOTOpble 0T06pa)KalOTCﬂ B MOHUTO-
PUHIre akKTUBHbIX ceccui.

B MeHt0 pacnosioxKeHbl Age Tabnubl MOHUTOPUHIa. B Tabanue cnesa otobparkaetca obuwas nHbopmauyma
060 BCcex aKTUBHbIX CECCUAX.

B none «Yucno cmpok 8 mabauuye» NponsBoaMTCA HaCTPOMKA KONMYECTBa 3amnncei, BbIBOAMMbIX Ha CTpa-
HULy. MHpopmauma o Homepe TeKyLlel cTpaHuLbl 1 0bLLemM KoandecTse CTpaHuL, BbIBOAUTCA nof Tabauuen ¢

NpPaBoi CTOPOHbI. [ HaBUraLMM UCMONb3YIOTCA CTPEKM, PAcMo/IoXKeHHbIe No4 Tabavuen, ogMHapHas CTpeska
NpPOM3BOAMT Nepexoa Ha OAHY CTpaHWLy Bnepea/Has3aa, ABOMHAnA CTpesika — B KOHel,/Hayano Maccuea 3anumcen.

MHdopmauma 06 akTUBHbIX ceccuax (Tabaunua chesa)
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—  O6HO08/9Mb ABMOMAMUYECKU KaXOble 5 ceKyHO — npu ycTaHoBAeHHOM diare Npon3BOANTCSA aBTO-
maTuyeckoe ob6HOB/IEHME CMUCKa BbI3OBOB B OKHE MOHMUTOPA;
— Ob6HOBUMb — KHOMKa N5l Py4HOro 06HOB/IEHMA CMMCKA BbI3OBOB B OKHE MOHMTOPA NPW HaXKaTuK Ha
KHOTMKY;
— [lose — 3aro/I0OBKM OCHOBHbIX nosei (Hanpumep, From 1 To), KoTopble NepeaatoTcsa B XoA4e Bbl30Ba;
—  Ab60oHeHmM A — 3HauyeHus noneu ans aboHeHTa A;
— CocmosAHue — TeKyllee COCTOAHME CECCUM:
e RUNNING — ceccus akTUBHa 1 06pabaTbiBaeTcsa B AaHHbINA MOMEHT;
e FINISHED — o6bpaboTKa ceccum 3aBeplleHa (Takme ceccnmn Yepes HEKOTopoe BpemMsa yaa-
NAKTCA U3 MOHUTOPUHTA);
AboHeHmM b — 3Ha4vyeHuA nonen ana aboHeHTa b.

B npaBoit Tabnmue npmBoauTcs aeTasbHaa MHGopmMaLuma No BbizoBy. [ns e€ oTobparkeHMa Heobxoanmo
Ha)XaTb 1€BON KHOMKOM MbILWIN Ha 3anncK 06 MHTEpPeCYIoLLEM BbI30BE B IEBOM Tabaunue.

MHudopmauma 06 akTUBHbLIX ceccuax (Tabauua cnpasa)

—  0O6HOBUMb OemarbHy UHGPOPMAUUIO O ceccuu — NO HaXaTUIo Ha KHoMKy «O6Ho8UMb» 0B6HOBASA-
eTCA TeKyLLee COCTOAHME CECCUN B MOHUTOPE;
— [losne — 3aronoBKM OCHOBHbIX Nonew (Hanpumep, From n To), KOTopble NepesaloTcA B XO4€E BbI30OBa;
—  AboHeHm A — 3HaueHus nosen ans aboHeHTa A,
— CocmoAHue — TeKyliee COCTOAHNE Ceccum:
e RUNNING — ceccua akTUBHa 1 06pabaTtbiBaeTcs B AaHHbIA MOMEHT;
e FINISHED — obpaboTKa ceccum 3aBepLleHa (Takme ceccnmn Yepes HEKOTOpoe Bpema yaa-
NAOTCA U3 MOHUTOPUHTA);
Ab6oHeHmM b — 3Ha4yeHus nonen ana aboHexTta b.

Cnucok nonei:

— IP remote — |IP-agpec aboHeHTa, OTKyAa UK Kyaa 6bl1 HanpaB/ieH BbI3OB;

— 1P local — noKanbHbIt IP-aapec, Kyaa npulLén nnm otTkyaa 6bi1 otnpasseH Bbi3os (IP local);
—  Contact — 3HavyeHus nonei Contact;

—  CalllD — npeHtndukatop gmanora ns nona Call-ID;

— Agent — Ha3BaHue SIP-knneHTa aboHeHTa U3 nons User-Agent;

— Transport — TpaHCNOPTHbLIA NPOTOKOA, UCNO/Ib3YEMbIN NPKU Nepesave.

Bnok Call Flow B Tabnunue otobparkaeT cMrHanmsaymio Bbi3oBa Ha 06a naeya ¢ ykazaHMemM 06LLLero BpemeHm
Hayasia BbI30Ba M BPEMEHM OTMNPABKM KaxKA0ro coobLeHna OTHOCUTEIbHO Havana.

Bnok RTP B Tabaunue otobpaxkaeT MHPoOpMaUUIO O MeaMnanoToOKax Mmexay aboHeHTaMu.

Bnok SDP B Tabaumue nokasbiBaeT, KakMmm coobuieHammn SDP obmeHsnncb cTopoHbl BbidoBa. SDP local —
SDP, otnpasneHHbIt oT SBC K aboHeHTy; SDP remote — SDP, nosny4eHHbI OT aboHeHTa.

/' MHbopmaumio B 6/710Kax BO3MOXKHO CKpbITb/pa3sBepHYTb, HaXXaB NeBO KHOMKOW MbIWM Ha
COOTBETCTBYHOLLMIT NOA3aro/I0BOK.

Bknagka «Hactpoiikn»

B ,ﬂ,aHHOVI BK/1agKe €CTb BO3MOXHOCTb BK/ZTHOYUTb M HACTPOUTb NapameTpbl MOHUTOPUHTA aKTUBHbIX ceccun.
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MoHumopuHz - MoHumopuHz akmueHbix ceccuii - Hacmpoiiku

MOHMTOPHMHI AKTMBHLIX CeCCHi
HacTpoikm

MoHUTOPUHT

MOHWTOPMHT BKIHYEH
DUNLTPALMA BRIHMEHA
Pesm punetpan @ | | Moboii v

MpUMeHUTBE

PUNLTPEI
Tun AprymeHTel

HobaenTb

—  MoHUMOpUH2 8KAOYEeH — ONLMSA, BKNHOYAIOLWARA/BbIKNHOYAIOWAA MOHUTOPUHT aKTUBHbIX CECCUiA;
—  @uabmpayus eKkno4YeHa — ONUMA, BKNOYAKOLWan/BbIKNOYaoWan GUAbTPALMI0O B MOHUTOPUHIE aKTUB-
HbIX CECCUIN. AKTUBUPYETCA TOJIbKO NPU BKIIOYEHHOM MOHUTOPUHTE;
—  Pexcum ¢punempayuu — Bbl6Op pexrnuma punbTpaumm:
—  Hem — ¢unbTpbl HE aHAaAM3MPYIOTCA, BCe NOCTYMatoWMe BbI30Bbl OTOOPAXKAOTCA B MOHUTO-
PVHre aKTUBHbIX BbI3OBOB;
Jllo6oli — BbI30B A,06ABNAETCA B MOHUTOPUHT aKTUBHBIX CECCUI, eCn Aa Hero cpabaTbiBaeTr
X0TA 6bl 0ANH GUNBTP U3 CNINCKA;
—  Bce — BbI30B £063BNAETCA B MOHUTOPUHT aKTUBHbIX CECCUI, €CN AR HEro cpabaTbiBatOT BCE
bUNBTPLI U3 CIUCKa.

DOna pabotbl pexxuma dpunbTpauumn «Bce» Heobxogmumo cobatoaatb cneaytolme ycaoBus:
1. MapameTpbl He AOMKHbI Ay6AMPOBATbCA, T.e. €CAU yXKe 33agaH GUAbLTP NO napameTpy
sbc_call_filter_stat_ip_addr_a_remote, To ewie pa3 3sToT napameTtp 3a4aTb HeNb3A
2. Mapamertpbl sbc_call_filter_stat_sip_dest_b u sbc_call_filter_stat_sip_users_b He moryT 6biTb
3aAaHbl 0AHOBPEMEHHO (TaK e ana *_a napameTpos)
3. Mapametpbi sbc_call_filter_stat_sbc_trunk_b u sbc_call_filter_stat_sip_users_b He moryT 6biTb
3aAaHbl 0AHOBPEMEHHO

V" 4. Ecnu 3apaH napameTp sbc_call_filter_stat_sbc_trunk_b, To 3agatb napametp

sbc_call_filter_stat_sip_dest_b moxHo TonbKo ¢ Temu sip dest Kotopbie cogeput shc trunk

5. Ecnv 3apaH napamertp sbc_call_filter_stat_sip_dest_b, To napametp
sbc_call_filter_stat_sbc_trunk_b moxHo 3agaTb T0o/IbKO TOT, KOTOPbIA COAEPIKUT 3TOT
sbc_call_filter_stat_sip_dest_b
6. Ecnn 3apgaH napametp sbc_call_filter_stat_sip_dest_a uau shc_call_filter_stat_sip_users_a, 1o
3agatb napameTtp sbc_call_filter_stat_sip_transport_a MoXXHO TONbKO TOT, KOTOPbIN
ucnonb3yetca B shc_call_filter_stat_sip_dest_a nnu sbc_call_filter_stat_sip_users_a (TaK e gna
*_b napameTposB)

Bbi30Bbl, HaxoAAwMecs B MOHUTOPUHre, MNpPU BKAKOYEHUMU OGUABTPALUU YAANAIOTCA U3
« MOHUTOPUHIA, B TOM YUC/IE, €C/IM OHU NPOXOAAT No npasunam ¢unbTpa. OTob6paxkaTbea 6yayr
" TO/NIbKO HOBbIE BbI30BbI.

B 610K «DUNLTPbI» BO3MOXKHO 406aBUTL 40 4 GUABTPOB CO CAeAYOWMMUN TUMAMMU:

— sbc_call filter_stat_none — otcytcTBUe duabTpauun. Mpu Bbibope AaHHOrO TMNa PUNbTPa BCe
BbI30BbI NOMNAAAOT B MOHUTOPUHT;
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sbc_call filter_stat_ip_addr_a_remote — ¢éunbTp no IP remote aboHeHTa A (cTonbeu, «KAGOHEHT
A» 13 BKNnaaku « MOHUTOPUHIY). B KayecTee aprymeHTa nponucbiBaetca IP-aapec u macka B
COOTBETCTBYIOLLNX NONAX;

sbc_call_filter_stat_ip_addr_a_local — éunbTp no IP local aboHeHTa A (cTonbeu, kK AGOHEHT A» 13
BKNaAKM « MOHUTOPUHI»). B KayecTeBe aprymeHTa nponucbiBaeTcs IP-agpec n macka B
COOTBETCTBYHOLLMX NOAAX;

sbc_call_filter_stat_ip_addr_b_remote — ¢ounbTp no IP remote aboHeHTa b (cTonbeu, «t AGOHEHT
B» 13 BKNagKku « MOHUTOPUHI»). B KauecTBe aprymeHTa nponucbiBaeTcs IP-agpec U Mmacka B
COOTBETCTBYHOLMX NOAX;

sbc_call_filter_stat_ip_addr_b_local — ¢unbTp no IP local aboHeHTa b (cTonbew, «<ABOHEHT B» 13
BKNaAKM « MOHUTOPUHI»). B KayecTBe aprymeHTa nponucbiBaeTcs IP-agpec n macka B
COOTBETCTBYHOLIMX NOAX;

sbc_call filter_stat from name_a — $&WAbTp NO user-4acTu 3arosnoBka From aboHeHTa A
(cTonbew, «<ABOHEHT A» 13 BKIagKM « MOHUTOPUHI»). B KayecTBe aprymeHTa B nose «MacKa»
NPONMCbIBAETCA perynspHoe BbliparkeHne. CUHTAKCUC PErynspHbIX BbIPaXKeHUN aHaNornyeH
perynspHbIM BblpaxeHuam ycnosuin ana Rule Set (4.1.3.5 Rule set > CuHTaKcKC perynsipHbIx
BbIPaXXEHWI AN COCTaBNEHNA YCOBUIA);

sbc_call filter _stat to_name_a — $unbTp No user-4yacTu 3arosioBKa To aboHeHTa A (cTonbel,
«ABOHEHT A» 13 BKNagKM «MIOHUTOPUHT»). B KauecTBe aprymeHTa B nose «Macka»
NPONUCLIBAETCA perynapHoe BbipaxkeHne. CUHTAaKCUC PeryaapHbIX BblpaXKeHU aHanornyex
perynapHbiM BbipaxkeHusam ycnosuii ansa Rule Set (4.1.3.5 Rule set - CUHTaKcUC peryaapHbIX
BbIPaYXEHUI ANS COCTaBNEHUA YCNOBUIA);

sbc_call filter_stat from _name_b — ¢unbTp No user-4yacTu 3aronoBka From aboHeHTa b
(ctonbeu, «ABOHEHT B» 13 BKNaakn «MOHUTOPMHI»). B KauecTBe aprymeHTa B none «Macka»
NPONMCbIBAETCA PerynspHoe BblparkeHne. CUHTAKCUC PEryaspHbIX BbIParKeHUN aHaNornyeH
perynapHbiM BbipaxkeHuam ycnosuii ansa Rule Set (4.1.3.5 Rule set - CuHTaKcUC perynspHbIxX
BblPa*KEHMI A1A COCTaBNEHMA YCO0BUIA);

sbc_call filter_stat_to_name_b — dunbTp No user-4yactu 3aronosKa To aboHeHTa b (cTonbel,
«ABOHEHT Bb» 13 BKNaakn « MoHUTOPUMHI»). B KayecTBe aprymeHTa B nose «MacKka»
NPONMCbIBAETCA PerynspHoe BbliparkeHne. CUHTAKCUC PEryaspPHbIX BbIParKeHUN aHaNornyeH
perynapHbiM BbipaxkeHuam ycnosuii ansa Rule Set (4.1.3.5 Rule set - CuHTaKcUC perynspHbIxX
BblPa*KeHMI A1 COCTaBEHMA YC0BUIA);

sbc_call filter_stat_contact_a - dunbTp no 3aronosky Contact aboHeHTa A (cTonbel, «ABOHEHT A»
13 BKNagKu « MOHMTOPUHI»). B KauecTBe aprymeHTa B none «Macka» nponucbiBaeTcsa perynsapHoe
BbipaykeHue. CUHTAKCUC perynspHbIX BbIPaXKeHUM aHaOTMYEH PeryasapHbIM BblParKeHUAM
ycnosuii ans Rule Set (4.1.3.5 Rule set = CUHTaKcKC perynspHbIX BblpaXKeHWU Ans cCocTaBNeHns
ycnoBsuit);

sbc_call_filter_stat_contact_b — dunbTp no 3aronosky Contact aboHeHTa b (cTonbew, «k AGOHEHT
B» 13 BKNagkn « MOHUTOPUHI»). B KauecTBe aprymeHTa B nosne «Macka» NponucbiBaeTcs
perynsipHoe BbipaxkeHne. CUHTAKCUC PerynsipHbIX BblpaxKeHU aHaNorMyYeH pPeryasipHbim
BblpaykeHMAM ycnosuin ana Rule Set (4.1.3.5 Rule set - CUHTaKcKC perynspHbIX BbipaXKeHUn ans
COCTaB/IEHMSA YCNOBUIA);
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sbc_call filter_stat _sip_transport_a — ¢unbTp no SIP TpaHcnopT. B KauecTBe aprymeHTa
BblbMpaeTca SIP TpaHcnopT aboHeHTa A (cTonbeu, «KABOHEHT A» U3 BKAaAKU « MOHUTOPUHTY);

sbc_call_filter_stat_sip_transport_b — ¢unbTp no SIP TpaHcnopT. B KayecTBe aprymeHTa
BblbMpaeTca SIP TpaHcnopT aboHeHTa b (cTtonbel, « ABOHEHT B» U3 BKNagKn « MOHUTOPUHT»);

sbc_call_filter_stat_sip_dest_a — ¢unbTp no SIP Destination. B KauecTBe aprymeHTa BbibMpaeTcs
SIP Destination oTkyaa npuwen Bbi3oB (cTonbel, «ABOHEHT A» U3 BKNaAKM « MOHUTOPUHIY);

sbc_call filter_stat _sip_dest b — ¢unbTp no SIP Destination. B KauecTse aprymeHTa BbibMpaeTcs
SIP Destination Kyga 6ygeT cmapLipyTM3nMpoBaH Bbi30B (cTonbew, « AGOHEeHT B» 13 BKNaaKu
«MOHUTOPUHTY);

sbc_call filter_stat _sip_users_a — ¢unbTp no SIP Users. B KauecTse aprymeHTa Bblbupaetca SIP
Users oTKyAa npuLien Bbi3os (ctonbel, «ABOHEHT A» 13 BKNaAKM « MOHUTOPUHIY);

sbc_call_filter_stat_sip_users_b — ¢unbTp no SIP Users. B kKauectse aprymeHTa Bblbupaetca SIP
Users Kyaa 6yaeT cmapLlipyTn3nMpoBaH Bbi3oB (cTonbel, « AboHeHT B» 13 Bknagku
«MOHUTOPWUHIY);

sbc_call_filter_stat_sbc_trunk_b — dunbTp no SBC Trunk. B KayecTse aprymeHTa BbibupaeTtca SBC
Trunk Kyga 6yaeTt cmapLUpyTU3MpPOBaH Bbi30B (cTonbel, « ABOHEHT B» M3 BKNaAKN « MOHUTOPUHI»).
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4.1.2.10 MoHumopuHe SIP

B gaHHOM nogmeHto Ha rpachKe 0To6pa>+<aeTcn MaKCMMa/ZibHOe, TeKkyulee 1 MMHUMa/ZIbHOE KONN4eCTBO
Bbl30BOB, COBEPLUEHHbIX 3a nocneaHNe NATb MUHYT. FpachK obHoBAsETCA KaxJble TP CeEKyHObI.

MoHumopuHz —> MoHumopuHea SIP

MUHUMYM @ Tekyllee MaKcMMym

4.1.2.11 Pe3epsuposaHue

MoHumopuHz —> MoHumopuHea SIP

Pe3epeuposaHue
Mogent CepuiHbii Homep  MAC-agpec Coctoaume [octyn Nencrene
SBC-2000 VI2A000409 ASFO4B:8A64:97 master |localiglobal
$BC-2000 | VI2A000529 |A8:F9:4B:8A6D:8B| slave |localiglobal | OtkpeiTe Beb6 | Caenats macTepom

—  Modens — moaenb YyCTPONCTBA;
—  CepuliHblili Homep — cepUinHbIN HOMEP YCTPOMCTBA;
—  MAC-adpec — MAC-aapec ycTpoiiCTBa;
— CocmosHue:
e master — yCTPOWNCTBO ABNAETCA BEAYLUMM;
e slave — ycTpoicTBo ABNAETCA BEAOMbIM;
- fdocmyn:
e local — ycTpoMcTBO AOCTYMHO NO IOKaNbHOMY JIMHKY;
e global — ycTpolicTBO 4OCTYNHO MO rNo6asbHOMY IMHKY;
—  OmKpbimb Beb6 — OTKpbITb Web-nHTepdeic Begomoro ycTpoiicTea.

Ons nonyyeHna gononHUTebHON MHGOPMALUM O pe3epBUPOBAHUM peKoMeHayeTca K nsydenuto NPUMO-
KEHWE B. OBECNEYEHWNE ®YHKUMWU PESEPBUPOBAHWNA SBC.
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4.1.2.12 Cmamucmuka SIP

B sTom pasaene otobparkaerca cTaTUCTUKA NO Bbi3oBam, HakonaeHHas SBC. ECiM cTaTUCTMKa OTKAOYEHa,

TO BK/IIOUYNTb €€ MOXKHO B pasgene 4.1.1 Cuctemuble napameTpbl. Chesa HaxoauTcAa cnmMcokK Bcex SIP TpaHcnopTos,
SIP Destination u SIP User, KoTopble cKoHduUrypupoBaHbl Ha SBC. CnpaBa Haxoautca Tabauua, B KOTOPOM
OTOOpPAXKaAKOTCA CYETYMKM CTAaTUCTMKK. [N NPOCMOTPA CTAaTUCTUKM CledyeT cneBa BblOpaTb WMHTEpeCyowmit
aNneMmeHT u Toraa B Tabaunue cnpaBa byaeT oTobparkeHa cTaTUCTUKA No Hemy. O6Lwyto cTaTUCTUKY no Bcen SBC
MOXHO NOCMOTPETb, BbIOPaB B CMMCKE TPAHCNOPTOB 31emeHT "Cymma no Bcem TpaHcnoptam". Jltoboi cnmcoK
31eMEHTOB MOXHO CBEPHYTb WUJIM PA3BEPHYTb, KIMKHYB Ha CTPEJIKY PAAOM C ero Ha3BaHMeM.

MoHumopuHz —> Cmamucmuka SIP

CrarmcTuxa SIP
SIP TpascnopTel CratucTuka
SIP Users Obwan AMTENLHOCTL BLI30BOB 00:41:37
Bxogsuwmx nnevei 380HK08 2 (455)
Ne Wms MCXOAAWMX NNevei 3B0HKDB 0 (O5s)
0 Users with RTP in VLAN 609 Nonyuexo coobueHni 3586 (9/s
1 Users without VLAN Ornpasnexo coobuieHni 4754 (105)
2 from_asterisk OrBeueHHbIE 3B0HKM, 3aBEPLIEHHbIE YCNewwHO 1166 (s
3 sipp clients OTBeueHHbLIE 3B0HKM 3aBEPLUEHHbIE HEeYCNeWwHO 0 (05s)
4 estdk unig HenpaennbHblit Habop Homepa (SIP-oTBeTs 404,410 484 485,604)(12 (1/s)
Bui308LI Ha 3auATOrO (SIP-oTBETH 486.600) 5 (05s)
SIP Destinations Buiz08b! ¢ HeoTBeTOM (SIP-oTBeTHI 408, 480, 487) 5 (1s)
3anpetsl (SIP-oTBeTsI 403, 603) 9(Ls)
Ne Vms MNpoune 3anpeTw (SIP-0TEETH 4xX) 7 (05s)
0 SSW Cuctemslit cOoit ( SIP-0TBETSI SXX 3 (O5s)
SMG Npoune ownbm (SIP-oTBeTsI 6xX) 1(0s)
2 sipp_in
3 sipp_out_1
4 sipp_out_2
5 SMG_trunk
6 SMG VLAN Trunk
7 TAU trunk
8 SMG Trunk 5077
9 YATE
10 YATE trunk
11 repro proxy
12 YATE dumb
13 Asterisk

B Tabnuue cnpaBa oTobpaxkaeTtca cnegyrowwan uHpopmauma:

0Obuwas 0a1umesnlbHOCMb 86130808 — 0bLLEE BPEMS BCEX BbI3OBOB, KOTOPbIE NPOLL/IM Yepes BblOpaHHbIi
3/IeMEHT;

Bxooauwux naeveli 360HKO8 — 0bLLEE U TEKYLLLEE YNCO BXOAALLNX BbI3OBOB;

Ucxodawux naeveli 360HKO8 — obLee N TEKYLLEE YNCIO UCXOAALLMX BbI3OBOB;

Mony4yeHo coobujeHuli — CKONbKO coobueHuni SIP npuLwao Ha anemeHT (Yy4MTbIBalOTCA BCE COOBLLEHUA
B 4MANIOrax, KaK 3anpochbl, Tak U OTBETLI);

OmnpaeneHo coobuweHuli — CKoNbKo coobuweHunit SIP oTnpaBneHo (yuymTbiBatoTCA BCe COObLIEHUA B
Ananorax, Kak 3anpocbl, Tak 1 OTBETbI);

OmaeeyeHHble 380HKU, 3a8eplieHHble ycrnewHO — 3BOHKM, KOTopble Nocae pa3rosopa bblin 3aBepLUeHbl
HOpMa/ibHbIM 06pasom;

OmeeyeHHble 380HKU, 3a8epUieHHbIe HeyCcrewHO — 3BOHKW, KOTOPbIE 3aBEPLUMJIUCE NPEX4EBPEMEHHO
c owmnbKoW B Xo4e pa3roBopa;

HenpasunobHoeili Habop Homepa (SIP-omeemer 404,410,484,485,604) — 3BOHKW, Ha KoTopble Obln
NoJly4eH OTBET, CBUAETENLCTBYIOWMIA O HEBEPHOM MM HECYLLECTBYHOLLEM HOMEPE;

Bbi308bl Ha 3aHAMo20 (SIP-omeemobi 486,600) — 3BOHKU C OTBETOM "3aHATO";

Bbizogbl ¢ Heomeemom (SIP-omeemeol 408, 480, 487) — BbI30Bbl, KOTOPble He OblIM OTBEYEHbI W
3aBEpPLUMINCD MHULMATOPOM BbI3OBA UM NO TaNMayTy;

3anpemuol (SIP-omeemoi 403, 603) — BbI30B 6bl1 OTOUT C NPUUMHON "3anpeT Bbi3oBa";

Mpoyue 3anpemesl (SIP-omeembl 4xx) — Apyrue Bbi30Bbl C NOyYEeHHbIMU Ha HUX SIP-oTBeTamm 400499,
He nonasLiMe B KaTEropum BbILUE;

CucmemHeili cboli (SIP-omeemobl 5xx) — BbI30BbI C MOYYEHHbIMU Ha HUX SIP-oTBeTamu 500-599;
Mpoyue owubKu (SIP-omeemsi 6xx) — BbI30BbI C NO/lYYEHHbIMU Ha HMX SIP-oTBeTammn 600—699.
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4.1.3 KoHdpuzypayusa SBC

®PyHKUMOHaNbHO SBC MOXKHO OnNucaTb Kak Habop TyHHeNen Mexay PasNIMYHbIMK (@ MOXKET U BHYTPU O4HOM)
noAceTAMM, KOTOPbIe NO3BOIAIOT NePeaaBaTbh KaK CUTHANbHYIO, TaK U peyeByto (MAK MHOTO poaa) MHPopmaLmio
MeKay nosib3oBaTensimu. TYHHE b C KaXKAoMW CTOPOHbI oKaHuMBaeTca SBC SIP-cepBepom, TOUKOM BbIXOAa HapYKy
[ns kotoporo asasetcs SIP-tpaHcnopT. SBC ocywecTaneT KommyTaumto coobuieHnn mexay SBC SIP-cepsepamu
B COOTBETCTBUM C YKa3aHHbIMM Npasuaamu. B obliem cayyvae B 04HOM NOACETM MOXKET ObITb CO343aHO HECKO/IbKO
SBC SIP-cepBepoB (Hanpumep, TYHHENU U3 O4HOM NOACETM B pasHble). PeyeBas MHPOPMALMA NPU STOM MOXKET
WATU KaK B TOM e MOACEeTH, YTO U CUrHanbHas (B KoTopol Haxoautces SBC SIP-cepsep), Tak 1 B oTaenbHOW. Ans
nepeaayn pe4yesoin MHGopMaLMn BblAENAETCA AMana3oH NOPTOB.

O6wWwunii anropuTMm NPOXOXKAEHUA CUrHaNM3aumm yepes SBC

SIP TpaHcnopT SIP Destination 1 Rule set Rule _r SIP Destination 2 SIP TpaHcnopT
SIP TpaHcnopT Rule 1 Send to destination SIP TpaHcnopT
Remote address Rule 2 Remote address
Rule set
Rule N

PaccmoTpum npoxoxaeHue Bbi3oBa yepe3 SBC gna ABYX OKOHEYHbIX Y3/10B. Bxogswan curHanusaums
nocTynaet Ha oauH m3 uHTepdericos SBC. Mpon3BOAMTCA MOUCK AOCTYMHOIO BXOAALLErO HamnpasBiAeHUs Mo
TPaHCMOPTY, KOTOPbIA NpuBA3aH K MHTepdeicy n IP-agpecy MCTOYHMKA Bbi3oBa. [anee, cornacHo HacTpolike
HanpasaeHMsA, NPOBEPAETCA COOTBETCTBYIOWMIA Habop npasua. Ecan curHannsaums coOoTBETCTBYET XOTb O4HOMY
npasuny (Rule) us Habopa (Rule Set), rae ykasaHo aencteme «send to destination» uam «send to trunk», BbioB
nepeaaéTca Ha HanpaB/ieHWe, KOTOpPOoe YKa3aHo B npasuse.

JNoruka paboTbl ANA npasuaa cheayowasn:
1. AHanunsmpyeTcA NpasBuao B Habope NpaBMA — NPOBepAETCA, UCTUHHbI IN YCI0BUA B 4aHHOM NpaBue;

2.1. B cnyyae, ecnn BCe YCAOBMA B MPaBuie UCTUHHBI, BbI30B MapLIPYTU3MPYETCA Mo 3TOMY NpaBuiay, T.e.
OTNpaBAfAeTCcA Ha Hanpas/ieHWe, KOTOPOe yKas3aHo B npaswune: aeicteue «send to destination» nam «send to
trunk»;

2.2.B CNy4vyae, eCnm XoTA 6bl O4HO n3 ycnosmﬁ B NMpaBune N0XHO, CHNTAETCA, YTO AaHHOE NPaBnIo0 HE NOAXOAUT,
M BbINOZTHAETCA NMYHKT 1 (nocne,a,yrom,vle npaBuia aHAIM3UNPYIOTCA 0 TeX NOp, NOKa He Hal‘/JI,D,ETCFi nogxogAuiee
npasuno, mMbo CNUCOK He 3aKOH‘-IVITCFI),'

3. EcAun HM oAHO U3 NpaBWA Habopa He NPOLLIO NPOBEPKY MO YC/AOBUAM, TO MalLpyTU3aUmMs HeycrnewHa, Bbi30B
otbusaetca 403 oTBeTOM.

B HanpasneHuu, BbIBpaHHOM KaK UCXOAALLEE, YKa3biBAETCA TPAHCMNOPT, Yepes KOTOPbIN CeayeT OTNPaBmThb
CUrHanMsaumio gasnblue n remote address y3na, Kyaa caeayer OTNPasAATb CUTHaAN3aLMIO.

Bbilwe 6bl10 PAaCCMOTPEHO NPOXOXAEHME Bbl30Ba B OAHY CTOPOHY. [lna obecneyeHus MpPOXoXKaeHuA
BbI30BOB B 06€ CTOPOHbI CleAyeT CUMMETPUYHO HAacTPOUTb HanpaB/ieHNA, KOTOopble MCMO/b3YoTCA BMecTe —
co34aThb A4/1A HMX ABa Habopa npasBua, KOTopble ByayT MCMOAb30BaTbCA A/1A HanpaBAeHUA BbI30OBOB, M YKa3aTb
COOTBETCTBYHOLLME HABOPbI B KaXKA0M HanpasieHUN.
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MpoxoxaeHue curHanusaumm ana aboHeHTOB, KOTOpbie perucTpupyrotca yepes SBC

SIP TpaHcnopT —I_)

Koropa aboHeHTbl

SIP Users
S5IP TpaHcnopT
Rule set

Rule set Rule
Rule 1 Send to destination

Rule 2

Remote address

Rule N

PerncTpupyloTcs  Ha

peructpatope u4epes SBC,

—r SIP Destination SIP TpaHcnopTt
SIP TpaHcnopT

npoxoxgeHne CurHannsauumm

OCYLL,ECTB/IAETCA aHa/I0TMYHO ONUCAHHOMY BbILLE, 33 UCK/TIOYEHWEM TOTO, YTO BbI3OBbI AO/IXKHbI NPOXOAMUTb Yepes
HanpasieHusA, HacTpanBaemble B pasgene «SIP Users». B 3Tom cnydae MOWMCK BXOAALLEro HanpasBiaeHuWs
NPOM3BOAMTCA TOMBbKO MO NPMBA3AHHOMY K Hemy SIP-TpaHcnopty. WMcxopawmm B 3TOmM cnaydvae 6byzer
Hanpas/ieHMe, 32 KOTOPbIM HAXOAUTCA PerncTpaTop.

SIP TpaHcnopT

SIP Destination

» [lMouck aboxnenTa Ha SBC

SIP TpaHcnopT

B

S5IP TpaHcnopT
Remote address

W3BECTHLIE pEerucTpauun abOHEeHTOB

—l—) SIP Users _I—)
SIP TpaHcnopT

3ameTUM, YTO MpKU Bbl30Bax B CTOPOHY 3apernctpupoBaHHOro aboHeHTa He TpebyeTcA NPMBA3bLIBATH
Habopbl NpaBMA K HanpaB/ieHWlo, rAe YKasaH agpec peructpatopa. SBC 3anoMHWT MCMO/Ab30BaBLUMECH
HanpasAeHUs ANS NPOLEALNX Yepes Hero PperucTpaumin u 6yaer Ha 3TOM OCHOBaHUU HaNpPaBAATb NPULIEALLYIO
CO CTOPOHbI PerucTpaTopa CUrHaAn3aumio Ha aboHeHTa.

O6wmnit anropuTm HacTpoiiku SBC

1. Co3gatb SIP-TpaHCNopT B TeX NOACETAX, MEXAY KOTOpbIMU ByZeT OCyLLecTBAATLCA KOMMYyTauua.

2. Cospgatb SIP-HanpaBneHus M Nosb3oBaTenen, NPMBA3aB K HUM TpaHCNopTbl. [aa HanpaBaeHW yKasaTb
afpeca OKOHEYHbIX y3/108.

3. CospaTtb HaGOpr npasun B COOTBETCTBUU C Kenaemom cxemom KOMMYTaUnUnN BbI3OBOB MeXAY
OKOHEYHbIMU Yy31aMN.

4. anBH3aTb HaGOpr npasua K BXOAAWMM HaAMpPaBIEHNAM.

[Ons nonyyeHus 4ononHUTENbHOM MHbOpMaLLMK pekomeHayeTca K uaydeHuto MPUMTOKEHUE 6. MPUMEPHI
HACTPOWKM SBC.
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4.1.3.1 SIP mpaHcnopm

B gaHHOM NogMEHI0 peaakTUPYeTCa CMMCOK TPaHCMopTa, KOTOPbIM ByAeT CAYKWUTb TOYKaMKM BXo4a B
TyHHenn. MoxeT 6bITb Co34aHO0 A0 256 TPaHCMNOPTOB.

Ona co3paHvA, pedakTUPOBaHMA W yaaneHus WHTepdencoB WCMOoNb3yeTca MeHlo «Ob6bekmol» -
«Jobasums 06vekm», «O6vekmol» - «Pedakmuposams 06vekm» n « Ob6veKmeoi» - «Yoanumes 066eKm», a TakKe
KHOMKMU:

—  «/Jobasumb»;
—  «Pedakmuposame»;
—  «YO0anumo».

KoHdgpueypayusa SBC —> SIP mpaHcnopm

Ne Pus CeTesom MHTEPDSRC NS CHIHANKIAUMN Nopt

KoHdgpueypayusa SBC —> SIP mpaHcnopm
=> «Jobasumob» unu «PedaKkmuposame»

MapameTpbl TpaHcnopTa S Snespt
Mma | | SipTransport00
—  MMA — Npou3BO/IbHOE UMA AN1A UAEHTUdMKALMNY,

ynobHoe gns onepaTopa;
— Cemesoli uHmepdgpelic 0na cuzsHaau3auuu —
ceTeBOM MHTEpdeNc ansa npméma cUrHannsayumu;
—  [lopm — nopT ana npuéma CUrHanmsauuu;

Ceresoi uHTepdenc anA curdanuaaumy | | [0] Netlface#001 (eth0 192.168.114.134 v
Mopt | | 5060

Certeson uHTepdeiic AnA RTP | | [0] Netlface#001 (eth0 192.168.114.13¢ v

MpumexnTs OTmeruTs

— Cemesoli uHmepgpelic 0na RTP — ceTeBoW
NHTepdelic, Ha KOTOPOM BYAET OCYLLECTBAATLCA Nepesaya MeaManoTOKOB.
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4.1.3.2 SIP Destination

B sTOM NogmMeHto pefaKkTMpyeTcs CMCOK HanpaBAeHUI gaa NpMéma M OTMPABKM BbI3OBOB HAa KOHEYHble
y37bl. MoxKeT 6bITb CO34aHO A0 256 HanpasB/ieHU.

Ona co3paHvA, pefakTUPOBaHMA W yaaneHus WHTepdencoB MCMoNb3yeTca MeHo «Ob6bekmol» -
«Jobasums 06vekm», «O6vekmeol» - «Pedakmuposames 06vekm» n «ObveKmeol» - «Yoanumes 066eKkm», a TakKe
KHOMKMU:

— «/Jobasumsb»;
- «Pedakmuposameo»;
- «Yoanume».

KoHdgpuaypayusa SBC —> SIP Destination

SIP Destination

Ne s sip A T
0 SipDestination00 SipTransport00

HbIA

Rule set
UDP-only .

Nobasute Pepaktuposate Yaanute
KoHdhuzypayusa SBC —> SIP Destination
—> «fJobasume» unu «Pedakmuposamo»
lMapamempeoi HanpaeneHus
— WmAa — npousBoNbHOE WMMA ANA UAeHTUPUKaAUUK L L
Vima | [SipDestination01
(ynobHoe ans onepaTopa); -

SIP tpancnoprt | | He BuifpaH v

o Remote address | |
— SIP mpaHcnopm — TpaHCNopT, KoOTopblii 6yaert PRy [ S
MCNONb30BaTbCA ans npuéma BbI30BOB Ha oopuar saranoexos SIP | [Ful v

Hanpas/ieHne N OTNPaBKU BbI3OBOB C HaMNpaB/1€HUA, Ansmaer | -

Mepeaasats koHTaKT Ges nsmenenna

Mepeaaeat nomen us saronoekos FROM u TO

— Remote address — agpec yganéHHoro ysna, KoTopbliit

CBA3AH C [JaHHbIM HanpaBneHWemM. Bbi3oBbl Ha
HanpasneHue c IP-agpeca, OTIMYHOTO OT YKa3aHHOTO B
3TOM nose, byayT OTBEPrHyTbl. BbI30BbI C HaNpaBaeHUs
6yAyT OTNPABAATLCA Ha aAPeC, YKasaHHbIM B 3TOM NOAe;

TpaHcnopmHeili npomokos — BbI6OP NPOTOKONA TPAHC-
NOPTHOTO YPOBHSA, UCMOJIb3YEMOT0 A/1A puema 1 nepe-
Aaun coobuieHnii SIP:

—  TCP-prefer — npuem no UDP 1 TCP. OTnpaBKa
no TCP. B cnyyae ecaun He yAanocb yCTaHOBUTb
coeanHeHue no TCP, oTnpasKka NponsBoAUTCA
no UDP;

—  UDP-prefer — npuem no UDP n TCP.
OtnpasKa naketos 6osee 1300 6aiiT no TCP,
meHee 1300 6ant — no UDP;

— UDP-only — wcnonb3oBatb TONbKO UDP
NpPoOTOKO;

—  TCP-only — ncnonb3oBatb Tonbko TCP npoTokosn;

Vcnonb3osats SIP-aomer & RURI ¥

Nepepasate napameTpel
neuseecTHoro awanora 8 NOTIFY

Mepeaaeats napameTpsl
He#sBecTHoro ananora e saronoske Replaces @

MNepenasaTs Henoaaeprmeaemsiin event Ses namenexmin ¥
MyGnuursit IP-agpec @

TaimayT oxuganus RTP-naxetoe, ¢ ¥

TaiimayT oxwaanms RTP-nareros nocne |

nony<exus Silence-Suppression (mxoxutens) @

TaimayT oxugaHns RTP-nakeTos B pexume
yaepxamus eoi308a (sendonly, inactive) (uroxmrens) @

TaimayT oxmuaanus RTCP-naxeroe, ¢ ¥
KowTpons IP:Port nctoskmka RTP

3anpalumeaembiit NEPUOA KOHTPONA Ceccnn
(Session Expires, RFC 4028), c ¥

Mepwoa nposepkw paBosero cepsepa. ¢
(nocne saeeplerms NpeasiayLien Tpansakuum OPTIONS) @

Mepwon nposepki Hepabo-ero cepsepa. ¢
(nocne saeepwerns npeasiaywed Tpaxsakumn OPTIONS) ¥

VHankaums asapun
Bxogsuee makcumanbHoe sHaserne CPS @

Vicxoasuee mMakcumansHoe snavenme CPS @

®dopmam 3az20s108K08 SIP — onpepnenseT, B Kakom popmaTte nepenasaTb 3aroioBku SIP:
—  full — ucnonb3oBaTb 06bIYHBIN (ANUHHbIN) GOPMAT 3aroN10BKOB;
— compact — Ucnonb30BaTb KOPOTKUI GOPMAT 3aroI0BKOB;
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— Adanmayus — HaCTPOMKa NpeAHa3HavyeHa Ana aganTauumn B3aumoaeincTamns Yyepes SBC WA030B pa3fnyHbIX
npousBoguTenei c nporpammHbiM KommyTtaTopom ESCC-10:

— HUAWEI-Echolife — paHHaa aganTauuma no3BoAseT NPuHATL curHan Flash ot wnwsa metogom re-
INVITE n nepeaatb ero B CTOPOHY NPOrpammHoro Kommyrtatopa metogom SIP INFO;

— Iskratel SI13000 — npu ncnonb3oBaHUK AaHHOM aganTaumm SBC He nogmeHseT nosne contact B 3anpo-
cax, nepegaBaemblx B CTOPOHY NPOrpammHOro KommyTaTopa. lNpu Bbl3oBe Ha aboHeHTa B Request-
URI URI-parameters He aHann3npyoTca, aHaAM3MpPYyoTCA TONIbKO HoMep aboHeHTa 1 ero agpec;

—  HUAWEI-SoftX3000 — npu ncnonb3oBaHMn aaHHol agantauum SBC He nogmeHsAeT none contact B
3anpocax, nepegasBaemMblX B CTOPOHY NPOrpaMMHOro KommyTtaTtopa. B otBete 2000K Ha 3anpoc REG-
ISTER cumnTaetcs, yto URI, coaepawmin aedonTHblt nopT 5060, paseH URI, He coaeprKaluemy ero;

—  ZTE Softswitch — npu ncnonb3oBaHMM AaHHOM aganTtaunm SBC He nogmeHseT none «contact» B 3a-
npocax, nepeAaBaeMbix B CTOPOHY MPOrpPaMMHOro KommyTaTopa. [Npu Bbi3oBe aboHeHTa B Request-
URI URI-parameters He aHanu3MpyroTcs, aHAM3UPYIOTCA TO/AIbKO HOMep aboHeHTa M ero agpec.
TaKXe UTHOPUPYIOTCA HapyLIeHMA NOCAef0BaTeNbHOCTH origin version B SDP;

—  Nortel — npu ncnonb3oBaHMN gaHHoM aganTaunun SBC urHopupyeT HapyLeHUa Nocnefo0BaTeNbHO-
cTun origin version B SDP;

—  MTA M-200 — npv ncnonb3oBaHUM AaHHOM agantaumm SBC npu nocTyniaeHnn BXoAALLMX BbI3OBOB
He NpoBepsaeT NopT, yKasaHHbIN B Request URI;

— Hepedasamb KOHMaxkm 6e3 usmeHeHUs — npn UCnosib30BaHUK AaHHOI\;I onumn SBC He noameHseT none
contact B 3anpocax, nepegaBaemMblX Ha BTOpOe Nnaeyo;

— [epedasame domeH u3 3a20108K08 FROM u TO — npu Ucnonb3oBaHMK AaHHoM onumn SBC B ncxoasilee
njae4yo NPOKNAbIBAaET AOMEH, KOTOpbIV npuwen B noasax FROM, TO. B cayyae, ecan npuwen IP-agpec, SBC
noaMeHseT ero Ha csoi IP;

— MWUcnonvzoeame SIP-domeH 6 RURI — ecnn oamH n3 3anpocos (REGISTER, INVITE, SUBSCRIBE, NOTIFY,
OPTIONS) 6bin cmapwpyTnsmnpoBaH B sip destination, Ha KoTopom Mcnosb3yeTcs AaHHana onuus, To B
Request-URI oTnpaBneHHoro 3anpoca byaet nepeaaBaTbCa YKa3aHHbIN JOMEH;

— [lepedasame napamempesi HeusdsecmHozo ouasoza 8 NOTIFY — npwv Mcnonb30BaHUM AaHHON Onuumn, ecam
Ha SBC npuxoant NOTIFY ¢ nHbopmaumen o Ananorax, KOTopblie el HEM3BECTHbI, TO 3Ta MHGopmauus byaet
nepegasaTtbca 6€3 USMeHeHU.

Hanpumep, Ha SBC npuxoant NOTIFY c Event: dialog, B Tene Kotoporo ectb call-id, local-tag, remote-
tag. Ecam gmnanor c TakMmu napameTpamu ocyuiectensaetca yepes SBC, To npu nepecbinke atoro NOTIFY
Ha BTOpOeE Naeyo 3TV NapameTpbl 3aMEHATCA Ha AaHHble U3 BTOPOro naeva aToro guanora. Ecnm gua-
20T C TaKMMM NapameTpamm He cyulectsyeT Ha SBC, n onuua «lNepenasatb napameTpbl HEUM3BECTHOIO
ananora B NOTIFY» BK/tOYEHA, TO A@aHHble NapaMeTpbl NepeaasyTca Ha BTOpoe naeyo 6e3 U3MeHeHUN.
B cnyvae ecnu gmanor ¢ TakMMM napameTpamum He cyuiectsyeT Ha SBC, 1 onuma «lepepasaTb napa-
meTpbl HenssecTHoro guanora B NOTIFY» BbIkAtOYeHa, TO AaHHble NapameTpbl He NnepefanyTca Ha BTO-
poe nneyvo;

— [lepedasames napamempbl HeU38eCMHO20 0uUasn02a 8 3020/108Ke Replaces — Npu UCNONb30BaHUU AAHHOM
onumn, ecam Ha SBC npuxoamt INVITE ¢ 3aronosBkom Replaces, B KOTopom ecTb MHGOPMaLMA O AManorax,
KOTOpble el HEM3BECTHbI, TO 3Ta MHPOpPMaLMa byaeT nepenaBaTbcs 63 U3MeHeHN.

Hanpumep, Ha SBC npuxoaut INVITE c 3aronoskom Replaces c call-id, local-tag, remote-tag. Ecnu ama-
0T C TakMMK Teramm ocyuiectendaetca Yyepes SBC, To npu nepecoinke atoro INVITE Ha BTOpoe naevo
9TV NapameTpPbl 3aMEHATCA Ha AaHHble U3 BTOPOro nJeya 3Toro guanora. Ecav guanor c Takmmm teramm
He cywecTtsyeT Ha SBC, n onuma «llepegaBaTb MapameTpbl HEM3BECTHOrO AMasiora B 3aro/ioBKe
Replaces» BkatoYeHa, TO AaHHble MapaMeTpbl NepefanyTca Ha BTOpoe naevo 6e3 nsmeHeHui. Ecam
OManor ¢ TakMmm Teramu He cyuwiectsyet Ha SBC, 1 onuma «lepepasatb napameTpbl HEM3BECTHOIO
Ananora B 3aronoBke Replaces» BblkatoYeHa, TO AaHHble NMapaMeTpbl He nepefasyTca Ha BTOpoe
naevyo;
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— [lepedasame Hernoddepxcusaemslli event 6e3 usmeHeHuli — NpPW UCNOb30BAHUN AAHHOW OMLUUKU, €CAn Ha
SBC npuxogut NOTIFY c Henoaaep*kmMBaembiMm 3HaueHnem Event, To oHo bygeT nepefaHo Ha BTOPOE MJieyo
6e3 nameHeHunn. NMoaaeprkmnBaemble event: aastra-xml, dialog, hold, keep-alive, message-summary, pres-
ence, refer, talk, ua-profile;

— [yb6auyHelli IP-adpec — 3ameHseT IP B sdp v 3arosnioBkax Contact u Via ana coobueHmns, Kotopoe oTnpasns-
eTca gaHHomy SIP-destination. Mpu ncnonb3oBaHUKM AaHHOM ONUMKU UCXOAALLMIA MeaManoToK byaeT oTnpas-
NleH He Ha agpec B sdp, a Ha agpec, C KOTOPOro NPUHUMAETCA MELMAMNOTOK OT BCTPEYHOM CTOPOHbI. JJaHHaA
onuma nucnosbsyetca B cxeme, rae mexay SBC 1 okoHeuHbiMm ycTpoiictBom ctouT firewall. 1ns KoppeKTHoOM
paboTbl B 3TOM Cnyyae Heobxoanmo B napametpe «MybanuHbii IP-agpecy yKkasaTb BHelwHU agpec firewall.
Takxe Ha firewall gonxeH 6bITb HacTpoeH Npobpoc noptos ana RTP u SIP-transport;

— Taiimaym oxcudaHus RTP-nakemos, ¢ — PYHKLMA KOHTPONA COCTOAHWUA PA3rOBOPHOrO TPaKTa NO Ha/ M4mO
RTP-TpadmKa oT B3aMMO4eNCTBYIOLLENO YCTPOMCTBA. [Mana3oH 40onyCcTUMbIX 3Ha4eHMin oT 10 go 300 ceKyHA.
Mpun cHaTOM dnare KOHTPO/Ib RTP BbIKAKOYEH, NPU YCTAHOBAEHHOM — BKAtOYeH. KOHTPO/Ib ocylecTBaseTcs
cneayowmm obpasom: ec/iv B Te4EeHWE AAaHHOTO TakMayTa OT BCTPEYHONO YCTPOMCTBA He NMOCTYNaeT HU oA4-
Horo RTP-naKeTta v nocnegHuii nakeT He 6b11 NAaKETOM NOAAB/EHUA Nay3, TO BbI30B OTOMBAETCS;

— Talimaym oxcudaHus RTP-nakemos nocse noay4veHus Silence-Suppression (MHOXcUMesns) — TalkMmayT OXKMaa-
HuA RTP-NakeToB Npu MCNO/Ib30BAHMM ONUMK NOZABAEHUA Nay3. J1anasoH AONYCTUMBbIX 3HAYeHU oT 1 o
30. KoadpdUuumMeHT ABAseTcA MHOMKUTENIEM U ONpeaenseT, BO CKOJIbKO pa3 3HayeHue AaHHOro Tailimayta
6onble, yem «Talimaym oxcudaHus RTP-nakemos». KOHTPOo/Ib OCyLLecTBAsEeTCA CAeayoLmMm o0b6pasom: ecnm
B TeYeHMe AAHHOTro BPEMEHM OT BCTPEYHOTO YCTPOWCTBA He NocTynaeT H1 ogHoro RTP nakeTa u nocnegHui
nakeT 6bl1 MaKeToM NoAaBaeHus nays, To BbI30B 0TbMBaeTcs;

— Talimaym oxuoaHus RTP-nakemos 8 pexcume yOepHaHUSA 8bI308d (MHOMX(UMesAb) — TalMayT OXUAAHMUS
RTP-nakeToB OT B3aMMOAENCTBYIOLLErO C AaHHbiM SIP-cepBepom SBC B peXkumax, Koraa pasroBopHbIi KaHan
paboTaeT TONbKO Ha Nepepayvy MMbo HeakTMBEH. [JManasoH AoNyCcTUMbIX 3HavyeHui oT 1 ao 30. KoadpduumneHt
ABNAETCA MHOMXUTENEM U OMNpesenseT, BO CKO/IbKO pa3 3HaYeHWe JaHHOro TalmayTta bonbue, yem «Tad-
maym oxcudaHusa RTP-nakemos». KOHTPOAb OCyLLEeCcTBAAETCA caeayowmm obpasom: eciv B Te4eHne Aak-
HOro BPEMEHM OT BCTPEYHOTO YCTPOMCTBA HEe MOCTYNaeT HM ogHoro RTP-naKkeTa M pa3roBopHbI KaHan pabo-
TAeT TO/IbKO Ha nepegady IMH60 HEeaKTUBEH, TO BbI30OB OTOMBAETCS;

— Talimaym oxcudaHus RTCP-nakemos, ¢ — GYHKLUMUA KOHTPONA COCTOAHMA Pa3roBOPHOro TpakTa, NpUHUMaeT
3Ha4yeHna u3 gmanasoHa 10-300 c. Bpems, B Te4eHMe KOTOPOro OXKMAAKTCA NakeTbl npoTtokona RTCP co
BCTPEYHOM CTOPOHbI. MMpn OTCYTCTBMM NAKETOB B 3a4aHHOM Mepuoae BPEMEHU, B Cy4ae, eCNM BCTPEYHOM
CTOPOHOI paHee 6bln oTNpasaeH xoTA 6bl 0oagMH RTCP-NakeT, ycTaHOBAEHHOE COeaUHEHUNE Pa3pyLLAETCs;

— KoHmpons IP:Port ucmoyHuka RTP — npu BKkAtoveHnn onunu, SBC cneaumt, 4tobbl NpoxoxaeHne meaunano-
TOKa OT BCTPEYHOM CTOPOHbI OCYLLECTBAANOCH MMEHHO c Tex IP 1 nopTa, KoTopble yKa3aHbl B SDP. Meaua-
MOTOK, NpULEALWNA He ¢ yKasaHHoro IP uau nopta, byaeTt oTopoLleH;

— 3anpawusaemslli nepuod KOHMpos ceccuu (Session Expires, RFC 4028), ¢ — npw ycTaHoBieHHOM dnare
noaaeprkmsatotca Talimepsl SIP-ceccuin (RFC 4028). O6HOBEHME ceccumn NoaaepKnBaeTcsa nyTem nepesayn
3anpocos re-INVITE B TeyeHue ceccun. [aHHbIA napameTp onpegenser nepnos BPpeEMeHM B CeKyHAax, no
NCTEYEHUN KOTOPOro NPOM30NAEeT NPUHYANTENbHOE 3aBepLIeHME CecCUMM, B CyYae, ecm ceccua He byaet
BoBpemsa obHoBneHa (oT 90 go 64800 c, pekomeHayemoe 3HayeHne — 1800 c);

V KoHTtponb oxxupgaHua RTP, RTCP-nakeToB, a Tak}ke ucnonbsosaHme RFC 4028 npeaHa3sHavyeHo ansa
TOro, Ytobbl UCKNIOYUTL 3aBUCAHME Pa3rOBOPHbLIX CECCUMW, YCTAHOBAEHHbIX Yepe3 SBC, B cayuae
BO3HMKHOBEHMUA Npobiem c NpoxoxXAeHMem NaKeToOB Ha ceTU onepaTtopa. Bce HeaKTuMBHbIe ceccum

Yyepes COOTBETCTBYIOLLME TaliMayTbl ByAyT 3aKpbITbI.
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lMepuo0d nposepku paboyezo cepsepa, c (nocne 3asepuwieHus npeodsidyujeli mpaHsakyuu OPTIONS) — nHTep-
Ba/l BpeMeHU, Yepe3 KOTopbI KOHTPOJIbHbIN 3anpoc OPTIONS 6yaeT otnpasneH Ha SIP-cepsep B ciyuae,
ecnn Ha npeapblaywmin 3anpoc OPTIONS 6b110 nonyyYyeHo NOATBEPHKAEHME;

Mepuo0d nposepKu Hepabo4ez2o cepsepa, ¢ (Nocae 3asepuieHuUs npedvidyweli mpaHsakyuu OPTIONS) — wH-
TepBa/ BPEMEHMU, Yepes KOTOPbIN KOHTPONbHbIM 3anpoc OPTIONS byaeT otnpasneH Ha SIP-cepsep B cnyyae,
ecnn Ha npeablaywmin 3anpoc OPTIONS He 6b110 NoAyYeHO NOATBEPKAEHUE;

Bxoosaujee makcumarsibHoe 3Ha4yeHue CPS — KONnM4ecTBO BbI3OBOB B CEKYHAY, KOTOPOE MOXKET ObITb NMPUHATO
Ha SIP Destination. [lnanasoH gonyctumeblix 3HadeHuit ot 0 go 100, 0 — oTKAOYEHUE onNuumK;

Ucxodawee makcumansHoe 3Ha4eHuUe CPS — KOMYecTBO BbI3OBOB B CEKYHAY, KOTOPOE MOMKET bbITb OTNpaB-
NeHo Ha SIP Destination. Jana3oH gonyctMmbix 3HavyeHui ot 0 go 100, 0 — OoTKAOYEHME ONUUN.

Bxodsawasn ceasb

Bxogsauan cefAsb

Rule set ‘ Her A

OTeeTUTs Ha OPTIONS @ | [

KoHsepTiposats RFC2833 Flash e SIP INFO | ]

Rule set — NpyMeHUTb AN BXOAALLEN CUrHaNU3aUMmn Habop npaBuAa, co3ZaHHbINM B MeHto «Rule set» (no-
ApobHee B pasgene 4.1.3.5 Rule set);

Omeemums Ha OPTIONS — npw Mcnonb3oBaHMM gaHHoM onumn SBC camocToATe/IbHO OTBEYAET Ha 3anpoc
OPTIONS B cnyyae, ecnm Rule B Rule set, otBeyvatowwmin 3a otnpasky OPTIONS, otcyTcTByeT;

KoHsepmuposamob RFC2833 Flash e SIP INFO — npeobpa3oBbiBaeT curHan Flash, npuHateit metogom RFC
2833, B 3anpoc INFO application/hook-flash npotokona SIP 1 nepegaet ero Bo B3aMoAENCTBYOLWNIA KaHan.

Ucxodawana ceasw

Wcxoaawan cBA3bL

MosensHWe NpK NepeHanpasneHnH | SBBEPLUHTI: BEI30B hd ‘

lNosedeHue npu nepeHanpasneHUU — Bbl6op pexrmma paboTbl SBC npu nonyyeHmm oteeTta 302 cO CTOPOHBI
b:

—  3asepwams 8bi1308 — npu noaydeHmm otsetos 301/302/305 co ctopoHbl b SBC 3aBepLumnT BbI30B;

—  TpaH3umums omsem — npu nonyvyeHumn oteetos 301/302/305 co ctopoHbl b SBC nepeHanpasuT
ero Ha ctopoHy A, 3aronosok Contact B 3Tom cnydyae nepegaetca 6e3 M3MeHeHUI (MoKeTt
NpWBECTU K Nepesade BHYTPEHHMX aAPECOB BO BHELLHIOK CETb);

—  Ob6pabameisams omeem — npw nonydeHun orsetos 301/302/305, B KoTopbix ByaeT yKasaH
Contact C, SBC nonbiTaeTca OTNpaBuTb BbI3OB eMy, YBEAOMUB CTOPOHY A O NepeHanpaBaeHUU
Bbi3oBa oTBeTom 181. Ecnm B Contact cogeprkutca agpec camoro SBC, TO OH npo3payHo
npob6pocut coobuieHne 302 Ha cTOpOHY A, yKasas B none Contact agpec ctopoHbl A.

Mpu aKTMBaLMKU HACTPOMKK ANa obecnevyeHUss KOPPEKTHOCTU paboTbl nepeHanpaBaeHuii 6yayr
OTK/AOUYEHbI BCTPpOeHHble npaBuaa firewall gnsa SIP transport, npusasaHHoro K SIP destination, Ha
KoTopom BKJ/toyaeTca onuua! Ecam TpaHcnopT ucnonb3yertca Ha gpyrux SIP destination, To gna
HUX BCTpoeHHble npaBuna Firewall Toxke 6yayT OTKAlOYeHbl. PeKomeHayeTcs BblAenATb
otpenbHbii SIP transport ana Ttex SIP destination, ¢ KoTtopbix pa3speweHa o6paboTKa
nepeHanpasneHuii, nM6o, Nnpu Heo6XO04MMOCTH, OrPaHUUUTb AOCTYN BpyuyHylo (noapobHee B
pasgene 4.1.8.5).

®

lMoepaHuYyHble KoHMponneps cecculi SBC 73



HELTEX

Hacmpoliku SDP

Hactpowku SDP
Hopmanusauma fax sdp no rfic 3108 &

Pa3spewmTs acCHMMETPHSHEIE AUHaMMLECKME payload type

—  Hopmanuzayus fax sdp no rfc 3108 — npu BKAKOHYEHMM ONUMUM MPU OTNPaBKe COOBLLEHMA B AaHHOe
HanpasseHue aTpubyT gpmd ByaeT BbipesaTbea us sdp

—  Paspewumb acummempu4Hbsle OuHamu4veckue payload type — ecnu onuma akKTMBHA, TO B COOOLEHNMU
2000K c SDP answer, otnpasaeHHble aTomy Destination, SBC He 6yaeT 3ameHATb payload type Ha ToT, 4TO
6b1n nonydeH B offer. Ecamv onuma HeaKTUBHa (NoBeaeHWe No ymondyaHuio) — payload type Ha nesom u
npaBoMm nneve Bbl30Ba OYAET OANHAKOBbLIM.

—  Omkmouumes offroad npu nonyyeHuu ICE — ecnn Ha SBC npuxoauTt 3anpoc, B sdp KoToporo ectb
TpeboBaHMe ucnonb3oBaHua ICE-TpaHcnopTa, TO MO yMOJ4YaHMIO BKAtouyaeTca pexum offroad (SBC
nponyckaeT Takol sdp 6e3 nogmeHbl aapecoB M Npoynx napameTpos). Ecav onums akTMBMpOBAHa, TO
pexum offroad oTkntouaeTca n megma cornacyetcs yepes SBC.

AymeHnmudukayusa SBC

AyTernTudukaums SBC
NorwH

MNapone

—  Jlo2uH — NOTVH ANA ayTeHTUOUKALMM Ha BblllecTonlem SIP-cepeepe;

— [aponb — naponb ana ayteHTUdMKaLMK Ha BblwecToswem SIP-cepeepe. [laHHble ayTeHTUDMKALMM UCNONb-
3yHOTCA TO/IbKO A1 aBTOPM3aLLMM 3anpocoB, popmupyembix cammm SBC, Hanpumep, 3To MoryT 6bITb 3anpochl
re-INVITE, popmunpyemole SBC npu ncnonbzoBaHnu ¢pyHKumm timer RFC 4028, ayTeHTUdMKaLMA Ha B3anUMo-
OEVNCTBYIOLLEM CepBepe, PerucTpaums Ha B3aMmodenctsytowem cepsepe (npu Tune peructpaunn UAC),
ayTeHTUOUKALMM 3aNPOCOB OT B3aMMOAENCTBYOLLErO cepBepa (Npu Tune permctpaummn UAS).

Peaucmpayus SIP trunk

Permctpaums SIP trunk
Tun peructpaumm | | Het v
Mepwoa permcTpaumu. c
Wms nonbsosatens/Homep

SIP-gomeH

—  Tun pecucmpayuu — AaHHasA HAaCTPOWKa 3a4aeT HanpasaeHMe perncTpauun:

— UAC — B paHHom cnyyae SBC no TpaHKy OyaeT perucTpMpoBaTtbca  Ha
B3aMMOAENCTBYIOWEM cepBepe pernctpaumu. Mpu 3TOM NpPU OTCYTCTBUWU PerucTpauumn
HanpasneHue ByaeT cuMTaTbCA HEAOCTYMHbIM, U B HEro He ByAyT OTNPaBAATLCA BbI30OBbI
(Ho npMHMUMaTbCs byayT BCcerga);

— UAS — B [aHHOM cnyyae B3aMMOZENCTBYIOLLEE MO TPaHKY YCTpPOWCTBO byaet
peructpupoBatbca Ha SBC npu ycnosum, 4yto 6ymeT nNoAy4eHO MOATBEPNKAEHUE
pernctpauum oT BbibpaHHOro no Rule set cepsepa. Takke SBC 6yaer ayTeHTUOMLUMPOBATb
BCe 3aMpochbl OT B3aMMOAENCTBYIOLWLEro cepBepa. HacTpolika B none Remote Address npu
3TOM He NPUMEHAETCA, NCMOb3YETCA aAPeC, NOJYYEHHbIN B KOHTAKTe NpU perncrpauuuy;
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Mpwu oTCyTCTBUM perucTpaumm B 11060M pexkume HanpassieHne 6yaeT CUUTaTbCA He[ZOCTYNMHBIM, U
H C Hero He 6yAyT OTNPaBAATLCA BbI30BbI (HO NPMHMMAaTbLCA 6yayT BCerpa).
Mepuod peaucmpayuu, ¢ — nepuog 0bHOBAEHUA perncTpaumm Ha cepsepe (MCnonb3yeTca npu Tune
pernctpaumnn UAC);

Umsa nonszosamens/Homep — wuma/Homep, € KoTopbim TpaHK SBC peructpupyeTtca Ha cepsepe
pernctpauunu (npu Tnne pernctpaunn UAC);

SIP-0OomeH — fOMEHHOEe MMSA, C KOTOPbIM TPaHK SBC pernctpupyeTca Ha cepBepe perucrpauuu (npm tune
pernctpaunun UAC), nnbo foMeHHOE MMS, C KOTOPbIM BCTPEYHOE YCTPOMCTBO ayTeHTUdUUMpyeTca Ha SBC

yepes TpaHK (npu Tune permuctpaummn UAS).

OzpaHu4veHue Yucaa oOHospemMeHHbIx cecculi

OrpaHuyeHne YUCNa OQHOBPEMEHHbIX CECCHI

® Bes orpaHuyeHna
Orparuyesmne Yucna oaHOBPEMEHHBIX CECCHUI MoNKOCTBIO 3aNPETUTE

Makcumym |0 Ceccui

be3 oe2paHu4YeHUs — KONIMYECTBO CECCUI HE OFPAaHUYEHO;
MonHocmero 3anpemume — NOAHbIN 3anNpeT Ceccui;
Makcumym N cecculi, 2de N — KoNnM4ecTBO 0AHOBPEMEHHbIX CECCUN.

®YHKUMOHAN OrpaHUUYEHUA YUCNA OAHOBPEMEHHBIX ceccuit paboTaeT TONbKO ANA BXOOALLUX

N BbI3OBOB, NOCTYNaKOLWMX Ha AaHHbI SIP-destination.
Onyuu
Onuwmm
He YYMTBIBaTh NOPT-UCTONHWK NPK EXOASLLMX Bbi30Bax

He yyumeigeames nopm-ucmoYHUK npu 6xo0AUUX 8bI3080X — He MPOBEPATb ANA BXOAALWMX Bbl30BOB
agpec nopTa, C KOTOporo NpuwWeén 3anpoc. Ecam onums HeaKTUMBHA, TO A1S BXOAALLMX BbI30OBOB CTPOro
NpoBepsAeTcs, YTO BbI30B NPULLEN C aapeca U NOPTa, YKa3aHHbIX B HAacTpoiKe remote address. Ecav onyma
aKTMBHa, TO NoucK U Bbibop SIP Destination npounssoanTca cHayana no Tem destination, rae onunu Her,
3aTem byaet BbI6BUPaTLCA OANH U3 TEX, FAe ONLUUA aKTUBMPOBAHA, U TEX, KOTOPbIE MPOXOAAT No NapameTpy
IP/hostname B HacTpolike remote address.

Mpumep:

Ha SBC ckoHdurypumpoaHo yeTbipe SIP Destination ¢ TakMmum napameTtpamm remote address:
Nma remote address CocTtosiHMe onuumn
Destl 192.0.2.1:5060 OTKNlOYeHa
Dest2 192.0.2.1:5061 OTKNlOYeHa
Dest3 192.0.2.1:5062 BK/IOYEHA

3anpocbl ¢ agpecoB 192.0.2.1:5060..192.0.2.1:5062 6yayt ob6paboTtaHbl B destination
Destl..Dest3 cOOTBETCTBEHHO CBOMM afpecam, NMOCKO/IbKY OHM TOYHO COBMAZAOT C TEM, YTO
HacTpoeHo B remote address.

3anpoc c adpeca 192.0.2.1:5090 nonadém e Dest3, nockosbKy 3anpoc He noodxooum Hu 100 00Hy
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Hacmpoliky remote address, Ho Ha Dest3 ueHopupyemca nopm. AHG/102U4YHO 8ce 3arpPocsl C rnop-
moes, He exo0auwux 68 5060..5062 nonadym makxce 8 Dest3.

He pekomeHpyetca co3paBatb HecKosbKo SIP Destination ¢ oguHakosbimu IP-agpecamu un
AKTUBUPOBAHHbIMU HACTPOIKAaMM UTHOPUPOBAHUA NOPTA, T. K. HENIb3A NpPeACcKa3aTb, B KAKOM U3
HUx byaeT B uTore obpaboTaH 3anpoc.

.‘

Mapamempeol STUN-cepsepa

NapameTpsl STUN-cepeepa

HMcnonssoeate STUN

IP STUM-cepeepa |(].(].(].(] |

MopT STUM-cepeepa |34?8 |

Mepwog sanpocos |Ei[] |

—  WUcnonezoeamos STUN — npwu yctaHoBAeHHOM ¢dnare ucnonb3oBaTtb STUN;

— IP STUN-cepsepa — IP-apgpec STUN-cepBepa;

— Mopm STUN-cepsepa — nopT cepsBepa A/1a OTNpaBKM 3anpocos (No ymonyaHuio 3478);

— [epuod 3anpocos — nHTepBan mexay 3anpocamm (10—-1800 cekyHg unm 0 — B aTOM Cay4dae 3anpoc byaet
OTNPABAATLCA NPU OTNPABKE KaxKAoro coobuueHuns. Mo ymonyaHuio 60 cekyHa).

Ecnm BkAoueHo mcnonb3osaHne STUN-cepsepa, To nepes OTNpaBKOM 3anpoca/oTeeTa no AaHHOMY Sip-
destination (3a uckntoueHmnem otseta 100 Trying) npomssoamTca nouck 6enoro IP 1 nopta. Ecam coxpaHeHHbIM
6enbint IP He HangeH, oTnpasaseTtca 3anpoc Ha STUN-cepsep c IP SIP-TpaHcnopTa, KOTOpPbIN NPMBA3aH K AaHHOMY
sip-destination.

Ecnn otBeta oT STUN-cepBepa HeT, TO AaHHbIN cepBep Ha 5 cekyHA nomeyvaeTca Kak HegocTynHbIi, n SBC
ucnonsayet IP ns onuum «MNybanuHbin IP-aapec». Ecan onuusa HeakTMBMpPOBaHa, To ucnonbayetca IP SBC.

Ecnn oteet oT STUN-cepBepa npuwen, To nosy4eHHbIn IP noactasnaeTtca B 3aronoskax Contact nam Record-
Route (B cnyyae akTMBMpOBAHHOW onumn «lepenaBaTb KOHTAKT 6e3 M3MeHeHWi») u B 3aronosBke Via (ans
3anpocos). B sdp TakXe noactaBnseTca nNosydeHHblt 6enbit IP-aapec.

Mocne nonydyeHna oteeta oT STUN OH coxpaHAeTcA, M HOBble 3anNpoChl HEe OTNPABAAIOTCA, MOKa He UCTeYeT
Talimep, YKasaHHbIN B «[lepunos 3anpocos».

Pabota ¢ media-noTOKOM aHanorM4yHa akTMBMPOBAHHOM onumn «AboHeHTbl 3a NAT», T. e. ucxoaawmm
MeAManoToK OTNpPaBAsAeTca He Ha agpec B sdp, a Ha agpec, C KOTOPOro NPUHMMAaETCA MeINanoToOK OT BCTPEUYHOM
CTOPOHBI.

PacwupeHHble Hacmpoliku npomokona SIP

B nose HaxoaATcA paclmpeHHble HAaCTPOMKK NpoToKona SIP. Mpy NomMoLwm AaHHbIX HACTPOEK MOXKHO Kop-
PEeKTUPOBaTb NosA cooblueHnit SIP no 3agaHHbIM NpaBuaam. PaclumMpeHHble HacTpolikK paboTatoT Ans ucxoan-
wero TpaduKa c SIP-destination.
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dopmam 3anonHeHus nonas

[sipheader:MMA_3ArONNOBKA=onepauus],[sipheader:...],...

PacuwMpeHHbIE HACTPOWKX NpoToKona SIP

MpymeHnTE CTMEHNTE

lpe:
— Onepayuu — disable, insert unu npasuso moduguxkayuu;
—  WMA_3AIr0J/IOBKA — peaucmpoHesasucumslli napamemp, Hanpumep, Accept = accept = ACCEPT.
B uHbIX napamempax pe2ucmp umeem 3Ha4yeHue.
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Mpasuna modugpukayuu

MpaBuna moandUKaLMmM ONUCbIBAOTCA CUMBONIAMU:
— S — ocmasums nocaedyrouuii mekcm;

I — ydanume ocmaswulica mekcm;

—  +(ABB) — 0obasume yKazaHHbIl meKkcm;
—  -(ABB) — yoanume yka3aHHbIl mekcm;

\ — no3sonaem skpaHuposame cumeossl «(», «)», «[», «]».

MprMepbl peannsaunmn npasma onepaumm npmeeneHbl B Tabaunue HukKe.

Tabnnua 19 — MNpumepsl peannsaumnm npasua onepaumnm

3aroz10BOK U3
nepBoro naevya

nneye:

P-Asserted-ldentity:
username@domain

Subject: Test call

[MACKA_3ATOJ/IOBKA]=tra
nsit]

[sipheader:[MACKA_3ATrO
NNOBKA]=transit]

B coobuieHunax INVITE u
200:
[sipheader:INVITE,200:Sub
ject=transit]

B nto6bIx coobLIeHUAX:
[sipheader:Subject=transit

]

Onepauua UcxoaHbIA 3aroNoBoOK Mpasuno Pesynbrar

He otnpasnaTtb | Accept: application/SDP [sipheader:accept=disable]

3aros10BoK

MNepegatb be3 JononHutensHoble [sipheader:[CNMMCOK_COO | Ha BTopom nJieye NoABMTCA 3a4aHHbIN
M3MeHeHUM 3aro/10BKM Ha NepBom BLLEHWMA]: 3aron0BOK:

Subject: Test call

MNepegatb be3
U3MEHEHUN
rpynny
3aro/I0BKOB U3
nepBoro naevya

JononHuntenbHble
3aro/21I0BKU Ha nepBom
nneye:

P-Asserted-ldentity:
sip:username@domain

P-Called-Party-ID:
sip:username@domain

Privacy: id

Subject: Test call

[sipheader:P-*=transit]

Ob6paTtnTe BHUMAHME, YTO
TaKoe NpaBuo:
[sipheader:*=transit]
paboTaTb He byaer,
NMOCKONbKY cumeon *
MOMET 3aMEHATb TO/IbKO
YacTb UMEHMW.

Ha BTOpom naeye NoABATCA 3a4aHHble
3aron0BKu:

P-Asserted-ldentity:
sip:username@domain

P-Called-Party-ID: sip:username@domain

Bctasutb
3aro/I0BoK

[sipheader:insert[CMNCOK
_3ATOJ/10BKOB]:
Remotelp=+(TEKCT)]

Bo Bcex 3anpocax:
[sipheader:insert:Remotel
p=+(example.SBC)]
TonbKko B 3anpoce INVITE:
[sipheader:insert,INVITE:R
emotelp=+( example.SBC)]
ToNbKO B YKa3aHHble
3anpockl (Hanpumep,
INVITE n ACK):

Remotelp:example.SBC
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[sipheader:insert,INVITE,A
CK:Remotelp=+( example.
SBC)]

[06aBnTb TeKCT
B Hayano

Accept: application/SDP

[sipheader:accept=+(appli
cation/ISUP,)S]

Accept: application/ISUP,application/SDP

[Jo6aBnTb TeKCT
B KOHel,

Accept: application/SDP

[sipheader:accept=S$+(,app
lication/ISUP)]

Accept: application/SDP,application/ISUP

Yaanutb TekcT

Accept:
application/SDP,application
/ISUP

[sipheader:accept=-
(application/SDP,)$]

Accept: application/ISUP

Yaoanuts, Accept: [sipheader:accept=- Accept: application/SDP
HauMHas ¢ application/SDP,text/plain (,text)!]
YKa3aHHOro
TeKcTa
3ameHuTb TeKCT | Accept: [sipheader:accept=+(appli | Accept: application/ISUP
NOJIHOCTbIO application/SDP cation/ISUP)!]
3ameHuTb TeKCT | Accept: [sipheader:accept=- Accept: application/ISUP,text/plain
application/SDP,text/plain | (SDP)+(ISUP)S]
3ameHuTb Accept: [sipheader:accept=- Accept: application/ISUP
TEeKCT, application/SDP,text/plain (SDP)+(ISUP)!]
oTbpocus
OaHHble B
KOHLe
Mpumep From: [sipheader:from=+(DISPLA | From: DISPLAY
KOMM/IEKCHOM <sip:who@host>;tag=aBc Y )-(who)+(12345)- <sip:12345@host;user=phone>;tag=aBc;lin
mogmduKaumm (>)+(;user=phone>)S+(;line | e=abc
=abc)]
Mpumep User-Agent: [sipheader:user- User-Agent: TEST1(123)TEST2[456]
ucrnonb3osaHma | Eltex SBC v1.10.10 agent=+(TEST1\(123\)TEST | Eltex SBC v1.10.10
3KpaHUPOBaHMA 2\[456\])S]

CMMBONIOB «(»,
«)», «[», «]»

Mpumep

[sipheader:Accept=disable],[sipheader:user-agent=disable]

B paHHOM npumepe Bce coobuieHua SIP, oTnpasBnsaemble YCTPOMCTBOM 4Yepe3 AaHHbIn SIP-
nHTepdelic, byayTt cneposatb 6e3 nonen Accept u user-agent.

CnucoK obsa3aTtenbHbIX nonen coobuieHnii SIP, KoTopble He MoryT 6biTb MOAUPULLK-
M poBaHbl: via, from, to, call-id, cseq, contact, content-type, content-length.

Ana 3aronosKos from, to, contact Bo3amoXKHa MOAM¢MK3LI,MFI TOZIbKO user 4yacTtu.

Mpumepbl MoanduKaumm Homepa Bo From/To/Contact

Onepauma | UcxopgHblii 3aronoBok Mpasuno Pe3ynbrar
Yaoanutb From: [sipheader:from=- From:
TEeKCT <sip:23000@192.168.23.216:5070> (30)$] <sip:200@192.168.23.2160wmbKa!

Heponyctumbiit 06beKT
rmnepccbisiku.

<sip:23000@192.168.23.203:5070>

(30)3]

To: [sipheader:to=-(10)S] | To: <sip:000@192.168.23.203:5060>
<sip:10000@192.168.23.216:5060>
Contact: [sipheader:contact=- Contact: <sip:200@192.168.23.216>
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3aMeHUTb From: [sipheader:from=- From:
TeKcT <sip:23000@192.168.23.216:5070> (30)+(55)$] <sip:25500@192.168.23.2160wm6bKa!
Heponyctumbiit 06beKT
rMNepccbisIKK.

To: [sipheader:to=- To: <sip:55000@192.168.23.203:5060>
<sip:10000@192.168.23.216:5060> (10)+(55)$]
Contact: [sipheader:contact=- Contact: <sip:25500@192.168.23.216>

<sip:23000@192.168.23.203:5070> | (30)+(55)3]
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4.1.3.3 SIP Users

B [aHHOM MeHIO HACcTpPavMBalOTCA HaMpaB/eHMA 41A MpuMéma U MapLlipyTusaumm Bbi3oBoB gnA SIP-
nonb3oBaTesiei, KoTopble ByAyT OTNPABAATb BbI30BbI U peructpaumm yepes SBC. MoxeT 6biTb co3aaHo o 256
users.

Ons cospaHus, pedakTUpoBaHMA W yAaneHus WHTepdelcoB ucnonb3yeTca meHto «Ob6bekmol» -
«Jobasumb 06vekm», «O6vekmsoi» - «Pedakmuposame 06vekm» n « 06vekMbI» - «Y0anumb 06veKM», a TaKKe
KHOMKMW:

—  «/Jobasumb»;

—  «Pedakmuposame»;

- «Y0anumeo».

Koudgpueypayusa SBC —> SIP Users
SIP Users
Ma Hmna SIP TpaHcnopT Npodune RADIUS TpaHCNOPTHLIN NPOTOKON ABoHeHThI 3a NAT oo:npfnmguﬁau’:ienﬂ,c SIP gomeH Rule set
0 | SipUseroo SipTransportoo He BrIGpaH UDP-only - - -
Nofaeute Pepaktupoeate Yaanute

KoHndgpuzypayusa SBC —> SIP Users
-> «[lobasume» unu «Pedakmuposameo»

lapamempbl N016308aMeNbCKO20 HANPABAEHUA

SIP user 2

Wwma | |SipUser02
— Uma — Npon3BoOJsibHOE MMA ONA Mp,eHTMdDVIKaLI,VIM SIP tpancnopr | [He BeiGpan v
(yAO6HOe ﬂ,ﬂﬂ Ol'lepaTOpa); TpawcnopTHeiit npotokon @) | | UDP-only v
@opwmar saronoexoe SIP | | Full v
o Mpocdune RADIUS | | He BuiOpaH v
—  SIP TpaHcnopm — TpaHCNOpT, KOTopbi byaer T ——
MCNONb30BaTbCA AN1A MNpPUMEMA BbI3OBOB Ha Nepegasars napauerpe:
HeussecTHoro aranora e NOTIFY ¥
HanpaBleHMe W  OTNPaBKM  BbI30BOB  C kot
epesaeats NapameTpebi
Hanpa BJ'IEHVI’FI,' HEM3BECTHOrO Aranora e saronoexke Replaces ¥

Mepenasats Henoanepkueaemuit event Ges usmerermi @

MyGnusrei IP-agpec @

—  TpaHcriopmHeili npomokKosa — Bblbop NPOTOKONA
TPAHCMOPTHOrO YPOBHA, MWCMOJIb3yemoro Anas

TaimayT oxuzanms RTP-naxeroe, ¢ @

TaimayT oxnaanms RTP-nakeToe nocne

npuema v nepegayn coobueHumi SIP: nonyenus Silence-Suppression (uncirurens) €
—  TCP-prefer — npuem no UDP wu TCP. R R (e AR TS |
Otnpaska no TCP. B cnydae ecnm He Taswsayr st RTCEriaxeros, c @
Yy4an0Cb YCTaHOBUTb coeanHeHune no TCP, ___ i i
oTnpasKa npoussoamtca no UDP; P Sesson Expees RFC 8128) ¢ @
— UDP-prefer — npuem no UDP u TCP. SIP Aower

ABorerTbl 33 NAT

OtnpaBKa naketoB 6onee 1300 6akT no
TCP, meHee 1300 6aiT — no UDP;

Bpems xpanenna coeaunenns Ha NAT ¢

He ucnonssoeats noamery SDP mode

— UDP-only — wucnonb3oBatb To/Abko UDP an npodpoca KTTB wepes NAT
MukimansHoe spems peructpaumm, ¢ @ | (120
n pOTOKon' Bceraa nepeaasars sanpocsl REGISTER ¥
— TCP-only — wcnonb3oBatb To/AbKo TCP
NPOTOKO/;

—  @opmam 3az20n08K08 SIP — onpepensaet, B Kakom dopmaTe nepeaaBaTb 3aronoBku SIP:
—  full — ncnonb3oBaTb 06bIYHBIN (ANUHHbIN) dOPMAT 3aroN0BKOB;
— compact — “cnonb30BaTb KOPOTKMIA GOPMAT 3aroI0BKOB;

—  [pogune RADIUS — npoounb RADIUS ana ayteHTUdMKAUMM M aBTOpM3aUMU BXOAALWMX Bbl30BOB
(nogpobHee B pasaene 4.1.9);
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ﬂepedasamb KOHMaKkm 6e3 usmeHeHua — npun Ncnosib3oBaHMn AaHHOﬁ onumun SBC He noameHsAeT none
contact B 3anpocax, nepeaaBaemblX B CTOPOHY NMPOrpammMHOro KoMmmyTaTopa;

lMepedasame napamempsol HeuzsecmHoz2o duanoza 8 NOTIFY — npu MCNOAb30BaHUM AAHHOW ONuUUM,
ecim Ha SBC npuxogut NOTIFY ¢ mHbopmaumel o Amanorax, Kotopble el Heu3BecTHbl, TO 3Ta
nHbopmauus byaet nepenasatbca 6€3 U3SMEHEeHUN.

Hanpumep, Ha SBC npuxoaut NOTIFY c Event: dialog, B Tene kotoporo ectb call-id, local-tag,
remote-tag. Ecam amnanor ¢ TakMmm napameTpamm ocyulectsasetca yepes SBC, To npu nepecbinke
atoro NOTIFY Ha BTOpOe n/ae4vyo 3TK NapameTpbl 3aMEHATCA HA AaHHbIE M3 BTOPOro Mnae4va 3TOoro
avanora. Ecnn guanor ¢ Takumum napameTtpamm He cywectsyeT Ha SBC, n onuua «lepepasaTb
napameTpbl HenssecTHoro ananora 8 NOTIFY» BKAlOYeHa, TO AaHHbIe NapameTpbl nepefaayTca Ha
BTOpoe nieyo 6e3 usmeHeHW. B ciydae ecam amanor ¢ TakKMMKM NapameTpPamm He CyLecTByeT Ha
SBC, n onuusa «lepepasatb NnapameTpbl HenssecTtHoro ananora B NOTIFY» BbIKNOUEHA, TO AaHHblE
napameTpbl He NepeaafyTcA Ha BTOpOe Naevo;

lMepedasame napamempeoi HeusgecmHo20 duasoaa 8 3a20s108Ke Replaces — npu NCNoIb30BaHUKU AaHHOWN
onuumn, ecnun Ha SBC npuxoaut INVITE c 3aronoskom Replaces, B KOTOpom ecTb MHGOPMaLMA O Anasorax,
KOTOpble el HeU3BECTHbI, TO 3Ta MHPOpPMaLMa ByaeT nepeaaBaTbcs 6€3 U3MEHEHUN.

Hanpumep, Ha SBC npuxoaut INVITE c 3aronoskom Replaces c call-id, local-tag, remote-tag. Ecnu
AManor ¢ TakKMMM Teramm ocyliecTeaseTca Yepes sbc, To npu nepecobinike atoro INVITE Ha BTOpoe
nje4yo 3TM NapameTpbl 3aMEHATCA Ha AaHHble U3 BTOPOro njaedya sToro guanora. Ecam gmanor c
TakMMM Teramu He cyuiectsyeT Ha SBC, n onuua «MepeaBaTb NapameTpbl HEM3BECTHOIO ANaNOra
B 3arosioBke Replaces» BKAtOYeHa, TO AaHHble MapameTpbl NepeaasyTca Ha BTOpoe naevo He3
nameHeHnn. Ecnm amanor ¢ TakMmu Teramu He cywecTtsyeT Ha SBC, n onumsa «[MepegasaTtb
napameTpbl HEU3BECTHOIO AManora B 3aronosKke Replaces» BblkAtoYeHa, TO AaHHble NapameTpbl He
nepeaaayTca Ha BTOpPOeE MJeYyo;

lMepedasame Hernoddepxcusaemolli event 6e3 usmeHeHuUli — NpyU NCNOb30BaHUK onummK, ecam Ha SBC
npuxoamt NOTIFY ¢ HenogaepKmMBaembim 3HauyeHMem Event, To oHo 6yaeT nepefgaHo Ha BTOpoe naeyo
6e3 usmeHeHuin. MNoaaepumeaemble event: aastra-xml, dialog, hold, keep-alive, message-summary,
presence, refer, talk, ua-profile;

Myb6auyHesili IP-adpec — 3ameHsieT IP B sdp u 3aronosKkax Contact u Via ana coobuieHuns, Kotopoe
oTnpasaseTca gaHHomy SIP-users. Mpu NCNONBb30BAaHUM JAHHON OMNUMKU NUCXOJAWMNI MeananoTok byaeT
OTNpaB/ieH He Ha agpec B sdp, a Ha agpec, C KOTOPOro NPUHUMAETCA MeANaNoTOK OT BCTPEYHOM CTOPOHbI.
[aHHan onumMa Mcnonb3yeTca B cxeme, rae mexay SBC n okoHeuyHbim ycTpoictBom ctouT firewall. Onn
KOPPEKTHOM paboTbl B 3TOM C/ly4ae Heobxoanmo B napameTpe «MybanyHbIi IP-agpec» yKasaTb BHELLHWIA
agpec firewall. Tak:ke Ha firewall gonxkeH 6bITb HacTpoeH Npobpoc nopTtos ana RTP u SIP-transport;

Talimaym oxcudaHua RTP-nakemos — GyHKLUUA KOHTPOA COCTOAHMUA PAa3rOBOPHOrO TPAKTa NO Ha/IMUUIO
RTP-TpadmKka OT B3aMmMOAEeNCTBYIOWErO YCTPoMCTBa. JMana3oH AonycTUMbIX 3HaveHuMn oT 10 ao 300
cekyHAa. Mpu cHATom ¢nare KOHTPoAb RTP BblkAtoYeH, Npu yCTaHOBAEHHOM — BK/to4YeH. KOoHTposb
OCYLLEeCTBAAETCA ceayowmm obpasom: eciv B Te4eHMe JaHHOrO TalimayTa OT BCTPEYHOro YCTPOMCTBaA He
noctynaet HM ogHoro RTP-nakeTa, n nocnegHUin naket He 6bl1 NAKeTOM NOZaBAEHMA May3, TO BbI3OB
oTbuBaeTcs;

Tatimaym oxcudaHus RTP-nakemos nocne nonydyeHus Silence-Suppression (MHoxcumesnb) — TalimayT
0XXnaaHus RTP-NakeToB Npu NCNO/Ib30BaHWUM ONUUW NOAABAEHNA Nay3. [ManasoH JONYCTUMbIX 3HAaYEH U
oT 1 oo 30. KoadpPpUUMEHT ABAAETCA MHOXUTENEM U ONpeaenseT, BO CKOJIbKO pa3s 3HayeHue AaHHOro
TalimayTa bonblue, yem «Talimaym oxudaHusa RTP-nakemose». KOHTPO/Ib OCYLLECTBASETCA CeAyOWMM
obpasom: eciM B Te4eHMe JAHHOTO BPEMEHW OT BCTPEYHOro YCTPOMCTBA He MOCTynaeT HU ogHoro RTP
nakeTa v NocaeAHUI NaKeT 6bla1 NaKeTOM NOLaBAEHUA Nay3, TO BbI30B OTOMBAETCS;
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Tatimaym oxcudaHua RTP-nakemos 8 pexcume yoepHaHUs 8613080 (MHOX(UMEsb) — TalNMayT OXKUOAHUS
RTP-nakeToB OT B3anmogencTBytowero ¢ gaHHbim SIP-cepsepom SBC B pekumax, Korga pasroBopHbIl
KaHan paboTaeT TONbKO Ha nepefayvyy AMO60 HeaKTMBEH. [JMana3oH A0NyCTMMbIX 3HayYeHui oT 1 go 30.
KoapduumeHT aBasaeTca MHOXUTENEM U ONpesenseT, BO CKONbKO pa3 3HayeHMe AAHHOro TalimayTa
6onblwe, yem «Tatimaym oxcudaHus RTP-nakemoe». KOHTPOAb OCYLLEeCTBAAETCA C/ieAy oMM 0bpasom:
€c/In B TeYeHMe 4aHHOro BPeEMEHW OT BCTPEYHOrO YCTPOWMCTBA He MOCTynaeT HWM ogHoro RTP naketa, m
pa3roBOPHbIM KaHan paboTaeT To/IbKO Ha nepesayy MO0 HeaKTUBEH, TO BbI30B 0TOMBaeTCH;

Talimaym oxmudaHua RTCP-nakemos, ¢ — @JYHKUMA KOHTPONA COCTOAHMA pPa3roBOPHOrO TPaAKTa,
NpUHUMaET 3HayeHUA M3 amanasoHa 10-300 c. Bpemsa, B TeuyeHWe KOTOPOro OXKMAAKOTCA NaKeTbl
npotokona RTCP co BCTpeYHOWM CTOpOHbI. [pM OTCYTCTBMM MaKeTOB B 3a4aHHOM Mepuoe BPEMEHU, B
C/ly4ae, ecnn BCTPEYHOM CTOPOHON paHee 6bli oTnpasaeH xoTa 6bl oaMH RTCP-naKeT, ycTaHoBAEHHOE
coeaguHeHue paspyLuaeTcs;

KoHmponb IP:Port ucmo4yHuka RTP — npwu BKkAoYeHUn onumn, SBC cneamt, 4tobbl NpoxoXKaeHne meama-
MOTOKa OT BCTPEYHOM CTOPOHbI OCYLLECTBAANOCh MMEHHO C Tex IP U nopTa, KoTopble yKasaHbl B SDP.
Mepamna-noTok, npuealnii He ¢ ykasaHHoro IP nam nopra, 6yaet otbpolueH;

3anpawusaemelli nepuod KOHMpPoss ceccuu (Session Expires, RFC 4028), ¢ — npw ycTaHOBNeHHOM dnare
nogaep:kmpatotca Tahimepbl SIP-ceccuii (RFC 4028). O6HOBMEHME ceccuu NOALEPXKMBAETCA NyTeM
nepeaaun 3anpocos re-INVITE B TeueHue ceccun. [JaHHbIA NapameTp onpeaenser nepuos BpeMeHu B
CEKyHAAX, N0 UCTEYEHUM KOTOPOro NPOU3OMAET NPUHYAUTENBHOE 3aBEpPLUEHNE CECCUM, B C/lydYae ecau
ceccus He byaeT BoBpems obHoeneHa (0T 90 go 64800 ¢, pekomeHayemoe 3HadyeHne — 1800 c);

KoHTtponb oxxupaHua RTP, RTCP-nakeToB, a Tak}ke ucnonbsosaHme RFC 4028 npeaHa3sHavyeHo Aansa
TOro, Ytobbl UCKNIOYUTDb 3aBUCAHME PaA3rOBOPHbLIX CECCUMW, YCTAHOBAEHHbIX Yyepe3 SBC, B cayuae
BO3HMKHOBEHMUA Npobiem c NpoxoxXaeHMem NaKeToOB Ha ceTU onepaTtopa. Bce HeaKTUMBHbIe ceccum
Yyepes COOTBETCTBYIOLLME TaliMayTbl ByAyT 3aKpbITbI.

SIP OomeH — [AOMEHHOEe MMS, C KOTOPbIM TpaHK SBC perucTpmpyeTtcs Ha cepBepe permcrpaunm (npu tune
pernctpaunun UAC), nmbo AoOMeHHOEe UMSA, C KOTOPbIM BCTPEYHOE YCTPOMCTBO peructpupyetcs Ha SBC
yepes TpaHK (npu Tune peructpaummn UAS);

AboHeHmol 30 NAT — ycTaHoBUTb dnar, ecnm Heobxoanumo nogxntodyeHne aboHeHTOB, HAXOAALWMXCA B
yacTHol ceTn (Haxogsawmxca 3a NAT). Takxke AaHHasA HAcTpoMKa MO3BOJIAET NepeaasaTb COObLLEHMA
npoTtokona SIP cMMMeTpUYHO (Ha NOPT, C KOTOpPOro 6bl MPUHAT 3anpoc) B c/ayyae, eciu KAWEHT B
MHULMMPYIOLWLEM 3aNPOCe HEe MCNOAb30Baa NapameTp RPORT;

Bpema xpaHeHuA coeduHeHusa Ha NAT, ¢ — Bpems XpaHeHWA COOTBETCTBMA NOPTOB ANA CUIHANbHOIO
TpaduKa, TaKKe orpaHMYMBaAET NapameTp expires gna perucrpaummn SIP-aboHeHToB;

He ucnonszosame noomeHy SDP mode 0ns npobpoca KB yepe3z NAT — N0 yMOYaHUIO, HAYMHaA C
Bepcun MO 1.9.2, SBC ana obecnevyeHns KOPPEKTHOrO NPOKAKYEHNA MeaAnn B NPeaoTBETHOM COCTOAHUM
(KMB, ronocoBble coobuieHnn) ana knneHTos 3a NAT 6yaeT 3asBaaTb B SDP perkmum sendrecv, garke ecnm
BCTPeYHasA CTopoHa corsiacoBana sendonly nnum recvonly. Onuma no3BoseT OTKAOYUTL TaKoe nosegeHne
M aHOHCMpOoBaTb B SDP TO, UTO 3as8BUNA BCTPEYHAA CTOPOHQ;

MuHumManbHoe 8pemA peaucmpayuu, € — MWHUMANbHOE BpPemMA perncTpauuun, Aonyctumoe Ans
aboHeHTa. MoeT npMHUMaTb 3HayeHua oT 60 go 65535 cekyHa. ObpaTMTe BHMMAHWE, YTO 3HAYEHUSA
meHee 120 c MmoryT NnoBANATbL Ha NPOU3BOANTENBHOCTD;

Bce2da nepedasame 3anpocel REGISTER — no ymondyaHuio SBC KawMpyeT 3aperncTpupoBaHHbIX
aboHEHTOB M NpW MNOBTOPHbIX 3aMNpocax, ec/n NPOLLIO0 MeHbLIE YETBEPTU BPEMEHU perncTpaumumn, bepér
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MHPOPMaLMIO U3 JIOKAZIbHOTO K3Lla, BMECTO OTMPAaBKM COobLeHMA perncTpaTtopy. MNpu BKAOYEHUN 3TOW
onuun SBC Bcerga 6yaeT nepecbinaTb 3aNpochbl PErncTpaTopy.
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OzpaHu4veHue Yyucaa oOHospemMeHHbIx cecculi

Orp yucna ceccumn

®) Bes orpaHuuerns
OT 3aperncTpupoBarHbix aSOHEHTOB MoNHOCTBLIO 3aNpeTHTL

Maxcumym ‘ 0 ceccuit

®) Bes orpaHuuerns
OT He3aperncTpupoBarHbix aGoHEHTOB MoNHOCTLIO 3aNpeTHTL

Maxcumym | 0 ceccuit

Om 3apecucmpupOB8aHHbIX aboHeHmos — orpaHnyeHne 4yucna OAHOBPEMEHHbIX ceccui Aana
3apeFMCTpMpOBaHHbD(a6OHEHTOBZ

— bes O2paHU4YeHUA — KOJIN4ecTBo ceccum He OrpaHUNYeHo;

—  [MonHocmeto 3anpemume — NOHbIN 3anpeTr CECCMﬁ,‘

— MGKCUMyM N CECCUU, raoe N — Konmyectso OA4HOBPEMEHHDbIX CECCMﬁ,‘

Om He3zapeaucmpuposaHHbix abOHeHmMos8 — OrpaHUYeHne 4ucna OAHOBPEMEHHbIX Ceccuit Ans
He3aperncTpMpoBaHHbIX aBOHEHTOB:

—  be3 oepaHu4YeHuUs — KOINYECTBO CECCUI HE OrPaHMUYEHO;

— [MonHocmeto 3anpemumes — MNONHbIMA 3aNPET CECCUNA;

—  Makcumym N cecculi, rae N — KONMYECTBO OAHOBPEMEHHbIX CECCUIA.

Bxoodawas cenAssb

BxogAwan ceAlb

Rule set | [Het A

KoHeepTuposats RFC2833 Flash e SIP INFO | [

Rule set — npumeHUTb ANA BXoAALLEN CMrHaAn3aumm Habop npasuA, CO3AaHHbIM B MeHo «Rule set»
(noapobHee B pasgene 4.1.3.5 Rule set);

KoHsepmuposams RFC2833 Flash e SIP INFO — npeobpa3osbiBaeT curHan Flash, npuHaTbili meTogom
RFC2833, B 3anpoc INFO application/hook-flash npoTtokona SIP 1 nepeaaeT ero 8o B3aMMoAeNCTBYIOLLMIA

KaHan.

Ucxodawana ceaswb

Wcxogawan ceAst

MoeengeHMe NpW NepeHanpasneHti ‘3EBE|JLIJaTb BbI30E

v]

— [losedeHue npu nepeHanpasaeHuu — Bblbop perkmma paboTbl SBC npu nonyyeHmn otseta 302 cO CTOPOHBI

b:

—  3asepwame 661308 — npw nonyveHnn otsetos 301/302/305 co ctopoHbl b SBC 3aBepLUUT BbI3OB;

—  TpaH3umume omeem — npv noay4eHmm oteetos 301/302/305 co cTtopoHbl b SBC nepeHanpasut
ero Ha ctopoHy A, 3aronosok Contact B 3Tom cnydyae nepepaetca 6e3 uUameHeHUi (MoeT
NpuMBECTU K Nepesaye BHYTPEHHUX aiPECOB BO BHELLHIOK CETb);

— Obpabamsisams omeem — npu noaydeHun orsetos 301/302/305, B KoTopbix ByaeT ykasaH
Contact C, SBC nonbiTaetca OTNpasBuTb BbI3OB eMy, YBEAOMMB CTOPOHY A O nepeHanpaBaeHUn
Bbi3oBa oTBetom 181. Ecanm B Contact copeprkutca agpec camoro SBC, TO OH npoO3payHoO
npo6pocuT coobueHne 302 Ha cTOPOHY A, yKasaB B none Contact agpec CTOpoHbI A.
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Hacmpoliku SDP

Hactpowku SDP

Hopmanuzauma fax sdp no ric 3108 ¥

Pa3spelwmTb acCUMMETPHHHBIE AMHAMUHECKMe payload type

Hopmanusauus fax sdp no rfc 3108 — npu BKAOYEHUN ONLUK NPU OTNPaBKe COODOLLEHUA B AaHHOE
HanpaB/eHue aTpubyT gpmd byaeT BbipesaTbea us sdp;

Paspewumoe acummempuyHele duHamu4veckue payload type — ecnm onuma akTMBHA, TO B coobue-
HuM 2000K ¢ SDP answer, oTnpasneHHble aTomy Destination, SBC He byaeT 3ameHATb payload type
Ha ToT, uTo b6bln NnonydyeH B offer. Ecam onumAa HeakTMBHA (NoBeaeHMe No ymondaHuto) — payload
type Ha neBoM 1 NpaBom nseye BbI30Ba byAeT OANHAKOBbIM.

Omknrovume offroad npu nonyyeHuu ICE — ecnn Ha SBC npuxoamT 3anpoc, B sdp KOTOPOro ectb
TpeboBaHMe ncnonb3oBaHua ICE-TpaHcnopTa, TO N0 yMON4YaHUIO BKAtoYaeTcA pexxunm offroad (SBC
nponycKaeT Takol sdp 6e3 nogMeHbl a4pPecoB 1 NPoUYMX NapameTpoB). Eciv akTUBMpOBaHa onums,
To pexxunm offroad oTkAtouaeTca u meaus cornacyetcs Yyepes SBC.

Mapamempsol STUN-cepesepa

MapameTpul STUN-cepeepa
Wenenssoeats STUN | [

IP STUN-cepespa | [0.0.0.0 |

Mopt STUN-cepeepa |34?8 |

Mepwon 3anpocos |6[J |

Ucnonezosames STUN — npu yctaHoBAeHHOM ¢dnare ucnonb3osatb STUN;
IP STUN-cepsepa — IP-agpec STUN-cepsepa;
Mopm STUN-cepgepa — nopT cepsBepa ANA OTNpaBKM 3anpocoBs (No ymonyaHuio 3478);

Mepuo0d 3anpocos — UHTepBan mexay 3anpocamm (10-1800 cekyHa unum 0 — B 3TOM C/y4ae 3anpoc
6yAeT OTNPaBAATLCA NPY OTTNPaBKE KaXKaoro coobeHus. Mo ymonyaruio 60 cekyHa).

MNoapobHoe onucaHue paboTbl co STUN-cepBepom npuseaeHo B pasaese ¢ Hactpoikamu SIP Destination,

cm pasgen 4.1.3.2.

PacwupeHHble Hacmpoliku npomokosa SIP

PaboTaloT aHanormM4yHo HacTpoikam B SIP Destination, cmoTpuTe HacTpoliku npoToKosa SIP B pasaene
4.1.3.2.
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4.1.3.4 SBC Trunk

B OgaHHOM nogmMeHI0 MPOM3BOAMTCA HACTPOMKAa TPaHKOB A/A Lenel pacnpegeneHua Harpysku uam
pe3epBMpoOBaHMA KaHanoB. MorKeT bbITb CO34aHO A0 256 TpaHKOB.

Onsa cospaHua, peflakTMPOBaHUA M yaaneHua 3anucei Ucnonblyerca meHwo «O0b6vekmeol» - «/Jobagume
06vekm», «Obvekmeol» - «Pedakmuposams 06vekm» n «06vbekmsi» - «Y0anumes 06beKmM», a TakKe KHOMKMU:
—  «/Jobasumb»;
—  «Pedakmuposame»;
—  «YO0anumo».

KoHdgpueypayusa SBC —> SBC Trunk

SBC Trunk
Ne Nun SIP D i i b Harpyskmn TanmayTt 6anaHCMPOBKK Harpy3km, ¢
0 SbcTrunk00 - active-active 5
Lobasute Pegaktupoears Yaanute

KoHdghueypayusa SBC —> SBC Trunk
=> «Jobasumb» unu «Pedakmuposamob»

MNMapamempobl mpaHKos
p p p SBC Trunk 0

Wma | SbeTrunk00
Uma — npon3soJsibHOE MMA ONA M,D,eHTVI(bMKaLI,MVI

(yaobHoe ans onepatopa); BanancHposka arpyaK || aciive-active v
’
— EaﬂaHCUpOBKG Haepy_:;Ku J— ™n pa3ﬂ,eﬂ8HVlﬂ TaimayT GanaHcMpoBKN HarpyakK, c | 5§
Harpyskun mexay SIP-cepsepamum: SIP Destinations
— Active-active — Harpy3ska 6anaHcupyet Buibepie destination |
¥+ 4

mexay SIP-cepsepamum B MPOLEHTHOM
cooTHoLeHun 50/50;

MpumernTs CTMEHNTE

— Active-backup — Bca Harpyska nepegaetcsa 4yepes3 nepsblit SIP-cepsep. Mpu HepgoCTyNHOCTM
nepsoro SIP-cepBepa Harpyska byaeT HanpasaeHa Ha BTopoli SIP-cepsep;
—  Talimaym 6aa1aHCUPOBKU HA2PYy3KU, C — BPEMSA, YEpE3 KOTOPOe BbI30B ByAeT HanpaBaeH Ha pe3epBHbI
SIP-cepBep B cnyyae, ecm cepBep, Ha KOTOPLIW BbI30OB YKe Obl1 HAaNpPaB/AeH, OKA3aacA HeAOCTYNEH.

B 6510Ke SIP Destinations BbibupatoTca HanpasaeHUs Ana AobasneHnn B TpaHK. TaKKe BO3MOXKHO yAaanTb

HanpaBfeHWe U3 TPaHKa, HaXKaB MKOHKY % («Yoanume») B SIP Destnations

BblOpPaHHO CTpoKe. 3eneHble CTPenKM MnoL CNUCKOM ! “?ff—'”‘e'”a' %
Mo3BOJIAIOT NepemeLLaTb BblAe/IeHHble 3anucK B Tabauue, 2|0 ”—e’:e;”a' a4
HacTpanean NopPAAOK (npuopurer) CO3aHHbIX —" —

HanpaB/IeHUN.
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4.1.3.5 Rule set

B faHHOM pasaene HacTPamBaroTCA NPaBMAA KOMMYTALMM BbI30BOB Yepe3 SBC. Bcero moKeT H6bITb cO34aHO
0o 512 HabopoB NpaBuA, B KOTOPbIX MOTyT BbITb pacnpeaeneHsl 4o 1000 npasua. OrpaHUYeHne Ha YNCNO0 NPaBUN
obuee ana scero SBC, oanH Habop npaBua MoXKeT cogeprkaTtb Ao 1000 npasun. Takum obpasom, Hanpumep, Ha
SBC mMO»HO co3aaTb oAuH Habop npasun ¢ 1000 npasun, inbo 512 HabopoB c ABYMSA NpPaBUAAMU B KaXKa0M.

Ons cospgaHua, pefakTUPOBaHMA M yaaneHua 3anucei Mcnonblyetca meHw «O06vekmeol» - «/[Jobagume
06vekm», «O6vekmeol» - «Pedakmuposame 06vekm» n «06vekmsol» - «Y0anume 06beKm», a TaKKe KHOMKMU:

—  «/Jobasumb»;
—  «Pedakmuposame»;
- «Yoanumob».

Hacmpolika Habopoe npasun

— mMA — npousBosibHOE UMA ANA MAaeHTUdUKaLmm
(ynobHoe gns onepatopa).

Kakablit Habop NpaBua MOMKET COLEepKaTb HECKOIbKO
npasu, KOTopble ONpeaenatoT, NPU KaKMX YCIOBUAX U B KaKkoe
HanpasaeHue TpebyeTca OTNPaBAATb BbI3OBbI.

KoHgpuzypayus SBC —> Rule set

Rule set
] (4115
0 Ruleset0n
1 RuleSetl
HoGaeuTte Pepaktupoeatk YaanuTe

KoHndhuzypayusa SBC —> Rule set —> «Pedakmuposame»

Hacmpoliku npasun

[na cospaHuAa, peaaKkTMPOBaHMA U yAaNeHua npasun

CAyXaT KHoMKM  «/lobasume», «Pedakmuposame» U
«Y0anume». 3eneHble CTPENKM PAAOM C  KHOMKamu
pPenaKTMPOBAHUA MNO3BOAIAIOT MNepemMelLaTb BblAeNEHHble

3annMcn B Ta6m4u,e, HaCTpanBaAa NOPAAOK pPaCnosioXKeHnA
CO34aHHbIX NpaBun.

Rule set

Rule set 18

| 2016_loop
qup_aHmn: i OTMeHmrb
Rules
No Hmm BeiicTENe WHTepean epeseHy padoTe
I RouteRule18 (Sand to destination 23] 2016_out’
LOoTaEnTE F'_e,u.ampoaarb YOaNUTL ‘- '

KoHndghuaypayusa SBC —> Rule set —> «Pedakmuposame»

- Umsa — Npou3BoJibHOE nma ana
naeHtTnomKkaumm (yaobHoe ana oneparopa);

—  [Jelicmeue — peiicTBMe, KOTOpoe TpebyeTcs
NPOM3BECTU Hafd, COObWEeHNAMMU, NOoMaBLINMU
nopa, ycnosusa npasuna:

—  Reject — coobueHne byaet
OTOPOLLEHO;

— Send to destination — coobuieHne
bynet oTnpaBfeHO B OAHO M3
HanpaBAeHUN;

— Send to trunk — coobuweHne byaer

HanpaB/IeHO B OAMH U3 TPAHKOB;

—  SIP Destination/SBC Trunk — none ana sbibopa
HanpasB/eHMA WAM TpaHKa, MoABAAETCA Npu
BblbOpe AencTBus, oTanYHoro oT Reject;

Rule set

HacTpoikx npaBuna

WmA | |RouteRule0D
Oeitctene | | Reject v
He nepepasate diversion

HMHmepean Bpemenn padoTel YUY I-YY - Y

Ycnosua

v
v
v
v

v

4

CoxpaHuTe OTmeHuTb

—  He nepedasame diversion — npw BKAOYEHHOM

onumu nosne Diversion He ByaeT nepeaasaTbca B CTOPOHY Bbib6paHHoro SIP Destination/SBC Trunk;
—  MHmepesan spemeHu pabomsl — UHTEPBA BPEMEHM, B TeYEHME KOTOPOro npasBuo byaeT paboTaTb. BHe
3TOro MHTepBana npasBuno oTpabaTtbiBaTbcA He byaeT. PopmaT HACTPOMKM — AManNasoH BPEMEHM,

3anmncaHHbIN Kak "Y4:MM-Y4:MM".
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Ycnosusa

B 610Ke «Yca108uA» NpoM3BOAUTCA HAaCTPOKMKA YCI0BUIM AN1A onpeaenieHns Toro, nonagaer v coobuieHune
nog npaswuio. B neBom cTonbue HacTpaMBaeTcA NepeyeHb NapameTpoB NPOBEPKM, B MPAaBOM — 3HAYEHUS
napameTpoB. s cpabaTbiBaHMA NPABUIA BCE YCI0BUA AOKHbI ObITb UCTUHHBIMU. EC/M y NpaBuaa HET YC/I0BUI,
OHO byaeT cpabaTbiBaThb BCeraa.

MapameTpbl NPOBEPKM:

—  Bce — He npom3BOAMTCA HUKAKUX AOMNOAHUTENbHbIX NPOBEPOK, CO0bLLEHNA 06pabaTbiBalOTCA COrnacHo
nonto «/eticmsue»;

—  Wmsa u3 3020n108Ka From — npoBepaeTca MMA M3 3aronoBKa From, ponyckaetcA npoBepKa 4epes
perynfapHoe BblpaxKeHue;

—  JomeH u3 3a020n108Ka From — nposepaeTca AOMEH U3 3aro/ioBKa From, AonycKkaeTca nposepKa yepes
perynapHoe BblpaxKeHue;

—  URI u3 3aeconoeka From — nposepaetca URI n3 3aronoska From, gonyckaeTcAa nposBepKa 4epes
perynapHoe BblpaxKeHue;

—  Wmsa u3 3a20n108Ka To — npoBepaeTca UMA U3 3aronoBKa To, A0MNYyCKaeTca NpoBepKa Yyepes perynsapHoe
BblpaxKeHue;

— JomeH u3 3a020s108Ka To — nposepaeTcA AOMeH M3 3aronoBKa To, AOMycKaeTcA npoBepKa yepes
perynapHoe BblpaxKeHue;

—  URI u3 3azo0n08ka To — nposepsaetca URI n3 3aronoska To, fonycKaeTca NpoBepKa Yepes perynapHoe

BblparkeHue;

—  Wma u3 Request-URI — nposepaetca nma us Request-URI, gonyckaeTtcAa npoBepKa yepes peryaapHoe
BblparkeHue;

—  [MomeH u3 Request-URI — nposepsaeTca gomeH n3 Request-URI, gonyckaeTca npoBepKa Yepes perynapHoe
BblparkeHue;

—  Request-URI — nposepsaeTca Request-URI, gonyckaeTca npoBepKa Yepes peryaapHoe BbipaXKeHue;

— IP ucmoyHuka — nposepsaetca IP-agpec NCTOYHUKA, AONYCKAeTCA YKasaHMe Kak oTaenbHoro IP, Tak u
noacetu B Hotaumm CIDR: 192.0.2.0/24;

—  User-Agent — nposepseTtca User-Agent, fonycKaeTca NpoBepKa Yepes perynsapHoe BbiparkeHue.

BO3MOXHO U3MeHUTb NOPAJOK ycnoamﬁ, Bbl6paB ycnoBue KIMKOM No NoJito U nepemecTtuTb ero Bbille nam
HUXe 3eN1EHbIMU CTPEeSIKaMM, KOTOPble HAXOAATCA NOA CMCKOM YCﬂOBMVI.

CuHmMakcuc pe2ynapHsix 8blpaJKEHUﬁ 0518 cocmasneHus ycnoeuﬁ

1. PerynspHoe BblpaXeHMe OMNuUCbIBAaeTCs KOMOMHaumen OykB naTUHCKoro andasuTa, umdbpamun wu
cneumanbHbIMU CUMBOIAMM.

Mpumep: 12345@my\.domain — cTpokKa, cogepskauana «12345@my.domain». Cumson «.» (Touka) B
OaHHOM 3anucy ABAseTCA cneumnanbHbiM U Bbl 3KpaHUPOBaH, NoapobHee B NyHKTe 11.

2. lMocnepoBaTtenbHOCTb CMMBOJIOB, 3aK/IOYEHHAA B KBagpaTHblE CK06KVI, COOTBETCTBYET III-06OMy ns3
3aKNHOYEHHBIX B CKOOKM CMMBOJIOB.

Mpumep: [01459] — cooTBeTcTBYET OAgHOM M3 uMdp 0,1, 4,5 nam 9.
3. B KBaApaTHbIX CKOOKAax MOXKET ObITb YKa3aH AMana3oH CMMBOJIOB Yepes TUpe.
Mpumep: [4-9] — cooTBETCTBYET OAHOMY U3 Yncen oT 4 Ao 9.

Mpumep: [a-d4-97] — KombuMHaLMA NpeablayLwmx BapnaHToB 3anucu. CootseTcTByeT 10601 ByKBe OT «a» 4o
«d», ogHOMY 13 yncen ot 4 o 9 nan uncay 7.
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4. CnmBon «» 0603HaYaeT Hayano CTPOKM.
lpumep: N7383 — CTPOKa, KOTOpaA HauMHaeTca Ha 7383.
5. CuMBON «S» 0603HAYaeT KOHeL, CTPOKMW.

Mpumep: 1008 — cTpoKa, KoTopana 3akaHuMBaeTca Ha 100.

Mpumep: "40000S — cTpoKa, KOTOPaA TOUYHO cooTBeTcTBYeT «40000%.
6. CumBOA «.» (TOYKa) o3HayaeT NtoboN CMMBO.

Mpumep: N7383....... — CTPOKa, KOTOpaa HauMHaeTcA Ha 7383 u Janee cogepKUT cemb Nt0bObIX CMMBOJIOB.
Mpu 3TOM CTPOKa MOXKET ObITb A/IMHHee. YToObl TOYHO OrpaHMYUTL CTPOKY, B KOHLE ciegyeT Aob6aBuUTb
cumeon «S»: A7383.......5.

Mpumep: A.....5 — CTPOKa, KOTOPas COAEPSKUT POBHO NATb /1HOBbLIX CUMBOJIOB.

Mpumep: ..... — CTPOKa, KOTOPAA COLAEPKUT Nt0Oble NATL CUMBOJIOB. bonee gANHHbIE CTPOKM TOXKE NOMNagatoT
croaa.

7. CumBoA «*» 03Ha4YaeT NOBTOPEHUe NpeablayLLero CMMBoaa Ho/b U 6onee pas.

Mpumep: 45* — cTPOKMK, KOTOpPble coaepKaT nocnenoBaTenbHoCTb: 4,45, 455 u . A.

8. CnmBoA «+» O3HA4YaeT NOBTOPEHME NpeablayLLero CMMBO1A O4UH U bonee pas.

lpumep: 45+ — CTPOKU, KOTOpPbIE COAEPKAT NocneaoBaTeNbHOCTb: 45,455 n T. 4.
Mpumep: A2.+ — CTPOKa, KOTOPAA HAUMHAETCA Ha ABa U NPOLOKAETCA OAHUM M BoNiee KONNYECTBOM Nt0DbIX
CMMBOJIOB.

9. B puUrypHbIXx CKOBKAxX MOMKET YKa3bIBaTbCA TOUYHDBIN AMaNa30H NOBTOPEHUIA CUMBOJIOB:

— {k, m} — noBTOpeHMe npeapiayLLero cumsona ot k 4o m pas;

— {k,} — noBTopeHue cumaona k pas n 6onee;

— {,m} — noBTopeHuMe cumBona He 6osee m pas;

— {n} — noBTOpEHMEe cMMBONA TOYHO N pas. AHanormyHo {n,n}.

Mpumep: 727{0,1}38329[0-5][0-9]{4}S — nob6as cTpoKa, B Hauane KOTOPOIN COAELPIKUTCA NN HE COAEPIKUTCA

ceMépkKa, 3aTem nocnegosaTenbHocTb 38329, 3aTem oaHa Atobasa undpa OT Hyna 4O NATU U CNepom
yeTblpe Ntobble undpbl.

10. B Kpyrabix CKOBKax MOXKHO FpynnupoBaTb Bblpa)keHWMA. OO6bIYHO WMCMOAb3yeTCA C CMMBOJIOM «|»
(BepTMKanbHas yepTa), KOTOPbLIN O3HaYaeT orndyeckoe UJN.

Mpumep: ("9000$|~100008) — cTpoka cooTsetcTByeT Yncay 9000 nam 10000.
Mpumep: ~(7]|8)[0-9]{10}$ — cTpoKa HauMHaEeTCA C CEMEPKU AN BOCbMEPKM 1 3aTem coaepKuT 10 umnodp.

Mpumep: N4[0-4]|5[3-4]) — cTpoka HaunHaeTcs Ha 40, 41, 42, 43, 44, 53 unn 54.

11. [nsa cpaBHEHWA CO cneuyanbHbIMM CUMBOIAMM, UCNONb3YEMbIMU B PErYIAPHOM BblpaKeHUU, TpebyeTcs
3KPaHUPOBaTb X cUMBOIOM «\» (0BpaTHbIN caeLl).

Mpumep: N\+7.* — cTpOKa, KOTOpas HauMHaeTca Ha +7.

90
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4.1.3.6 [fuana3oH RTP nopmos

B pmaHHOM pasgene KoHourypupyetca amanasoH noptoB UDP ana nepegaum ronocosbix RTP-naketos.
Mo:KeT bbITb 3agaHo oT 1 go 32000 nopTosB.

KoHndpueypayusa SBC —> fjuano3oH RTP nopmoe

MNMapamempsl UDP-nopmoae: Inanason RTP nopros

—  Ha4anbHeili nopm — Homep HavanbHoro UDP-nopTa, ncnonb- Ty
3yemoro ans nepefaym pasrosopHoro Tpaduka (RTP) n aax-
HbIX MO NpoToKony T.38;

—  [luanasoH nopmos — AnanasoH (Konunuectso) UDP-noptos, | |Avanasonnopros & (10000

Ncnoab3yemMbix AN nepeaayn pasrosopHoro Tpaduka (RTP) u

HauankeHsii nopt € | |20000

OaHHbIX No npotokony T.38.

Bo usbexkaHMe KOHGAMKTOB, NOpPTbl, ucnonb3syembie ana nepegaun RTP u T.38, He [ONMKHDI
N nepecekaTbca ¢ NOPTaMM, UCNOJIb3yeMbiMU Nog curHanmsauumio SIP (no ymonuaHuio nopt 5060).

4.1.3.7 Cmamucmuka SIP

B sTom paspgene HacTpamBaeTca oTobpaskeHMe WM cocTaB rpynn CTaTUCTMK. Jllobasa rpynna moxeT 6biTb
CKpbITa U3 meHto « MoHumopuHa - Cmamucmuka SIP». B rpynnax ¢ 8 no 11 BKAOUNTENbHO MOTYT BbITb HACTPOEHDI
y4YMTbiBaeMble B HUX Koabl 0TBETOB SIP 1 oTobparkaemoe HaMmeHOBaHME CYETYMKOB.

KoHdpueypayusa SBC —> Cmamucmuka SIP

CratvcTuka SIP

Wma CEpEITE
Total calls duration

Incoming call-legs

Outcoming call-legs

Message received

Message send

Redirected calls 3xx

Answered calls with successfull final

Answered calls with error final, usually only by timeout
404, 410, 454, 4585, 604 wrong number

486, 600 busy

408, 480, 487 no answer

403, 603 prohibitions

dxx except aforecited codes

Bxx

Gxx except aforecited codes

Unanswered other calls

JEEYR PR (PR [RRN R .
m el S a|@ 00|~ m| e w| M O

Pepaktupoeats | | lNo ymonuaxwk

[NA HacTPOMKKM rpynnbl HAAO BbIAENUTL €€ B TabanLe M HaxKaTb KHOMKY «Pedakmuposame». Ana cbpoca
napamMeTpoB rPynmnbl K CTaH4APTHOMY COCTOSIHMIO HaZo BbIAENNTL Er0 U HaKaTb KHOMKY «[10 yMOAYAHUIO».

an PenaKTUPOBAaHUN OTKPOETCA Crieayoulee OKHO B 3@aBUCMMOCTU OT TUMa rpynnbl: C pegaktupoBaHNeEm
TOJIbKO BUAMMOCTU U C NOJIHbIM PedaKTUPOBaHUNEM.
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Cratuctuka SIP

Mpynna cTaTUCTHEM &
WA | 404, 410, 484, 485, 604 wrong number
CHprITE

CMMCOK KOAOE OTEETOE

464,410,484, 485,564

Coxpatute | | OTMEHUTE

Cratuctuya SIP

Ipynna cTaTHCTHEA O
WMA | Total calls duration

CHPEITE

Coxpasute | | OTmerMT

[NA HAaCTPOWMKM JOCTYNHbI:

—  WmAa — otobparkaemoe UMA rpynnbl CTaTUCTUK;

—  CKpbimb — Npw ycTaHoBNAEHHOM dare rpynna He byaet oTobpaxKaTbCa B MPOCMOTPE CTaTUCTUK;
—  Cnucok Ko0os omeemos — ctoga 3aHocATcA SIP koAbl 0TBETOB A4/1A Y4ETa B BbIOPAHHOM rpynne CTaTUCTUK.
[JonycKatoTca KoApl B Uucnosom suae ot 400 ao 699, pasaenéHHble Nnpobesiom, 3anaTon, 3HaKoM Tabyns-

U1UN NN NePEHOCOM CTPOK.

4.1.3.8 CDR-3anucu

B oaHHOM pasgene nponssBoanTCA HaCTPOVIKa napamMmeTpoB 414 COXpPaHEHUA OETANIN3NPOBAHHbIX 3anuce

O BbI30OBax.

CDR — AETaMN3NPOBAHHbIE 3aMUCKU O BbI3OBAX, MO3BOJIAIOT COXPAHUTb NCTOPUIO O COBEPLUEHHbIX Yepes3

wnto3 SBC Bbi3oBax.

CDR-3anucu
n (- CDR:
BeniounTs coxpanesne COR-3anncei
Hactpoiku coagawna COR-daitnoe
Pexam 0223H0A | | ¢ 3aa8mHeiM nepuoaom ¥
Qw0 V¥
Yacel |[1 ¥
Manymel |0 ¥
[DoBasnTs 3aronosok
MyTs « NOKaNEHOMY AMCKy v
Vcnoneacsanmne anpexTopuit | | anpexropau no aatam ¥
Bpeus xpasexna sakkex Jun | (0 ¥
Yace! | |0 ¥
MuwyTel (0 W
Hactpoikn FTP cepeepa
CoxpasaTs #3 FTP
TP cepsep
FTP nopr | 2
MyTs k Baitny
Norms anz FTP
Napone ans FTP
Hacrpoiku pesepesoro FTP cepeepa
Coxpasate u3 FTP
Toneko & cnyuae Heyasum =3 ocxosHom FTP
FTP cepeep
FTF nopr | [21
MyTe k dainy
Norms ans FTP
Napone ans FTP
Npoune HacTpoHxK
CoxpanaTs Heytrewssie Su308s:
Co ATe MyCTele Dalne:
MowumernTs Ormersuts
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Mapamempeoi coxpaHeHusa CDR-3anuceli

—  Bkmaw4vume coxpaHeHue CDR-3anuceli — npu ycTaHOBNEeHHOM ¢nare ycTpoWcTso bOyaet
¢dopmmpoatb CDR-3anucu.

Hacmpoliku co30aHusa CDR-¢paiinos

Pexcum coz0aHua — Bblbop pexunma cos3gaHus ¢ainnos CDR:
® C3a0aHHbIM nepuodom — CDR-dain co3pgaeTca No UCTEYEHUM YKA3aHHOTO nepuoaa ¢ MOMEHTA
3arpy3Ku yCTponcTBa;
® 00uH pasz 8 cymku — CDR-¢dann co3paeTtca oamH pas B CYTKM B YKa3aHHOE BpemSs;
® 00uH pasz e Yyac — CDR-dain cospaetcs ognH pas B Yac B yKa3aHHOE BpeMS;

— lepuod coxpaHeHus: [Hu, Yacei, MuHymel — nepuogn dopmupoBaHua CDR-3anucei, B TeyeHue
AaHHoro nepuoga CDR-3anMcK xpaHATCA B ONepaTUBHON NaMATH, NOC/e — COXPAHATCA Ha JIOKaNbHbIW
NCTOYHMK XpPaHEHMUs;

— [Jobasumb 3a20/1080K — Npu ycTaHoBneHHOM dnare B Hayano CDR-¢alina 3anucbiBaeTcs 3aronoBoK
Buaa: SBC-1000. CDR. File started at 'YYYYMMDDhhmmss', rage 'YYYYMMDDhhmmss' — Bpems Havana
coxpaHeHus 3anucei B daiin;

— OmauyumensHoelli  NPU3HAK — 33af3eT  OTAMYMTENbHbIM  NPU3HAK, MO KOTOPOMY MOMHO

NaeHTMOMLUMPOBATb YCTPOMCTBO, CO3aBLIEe 3amnucb.

Hacmpoiiku 10KanbHo20 XpaHeHus

— CoXpaHAMb Ha 70KAAbHOM Oucke — npu yctaHosneHHOM dnare CDR-3anMcy coxpaHAaloTcAa Ha
NIOKaNIbHOM HaKonuTene;

—  [lymb K A0KanbHOMY OUCKY — NYTb K NOKaNbHOMY HaKonuTento. MNpu yKasaHUM NyTU K NOKaNbHOMY
OWCKY B MeHI0 0TOBpasnTca CNUCOK nanok u ¢ainnosB Ha AaHHOM gucKe. [ns 3arpysku AaHHbIX Ha
KOMNblOTEP HEOHXOAMMO YCTaHOBUTL diar HANPOTUB TpebyeMblx 3anNncen U HaxaTb «3aepy3umey. Mpwu
3TOM Manka c 3anucamy byaeT nomelleHa B apxmB, KOTOPbIM BO M3berKaHWe nepenosiHeHUs OUCKa
peKomeHAyeTca nocae 3arpysku yaanutb. Ona yoaneHus yKe HeaKTyaslbHbIX AaHHbIX HeobxoamMmo
YyCTaHOBUTb d/iar HaNPoOTMB TPebyeMbIX 3anncen 1 HaxKaTb «Yoanume»,;

Hactpoiiku no o Xp Manku 1 Gainbl H3 NOKANLHOM AWCKe
20111205
v
aupexTopun no aatam ¥ 20111206
0 v
yy.tar.gz
Yacu|[0 ¥
wyra|[0 ¥ 3arpysuTte Yparwmte

— MWUcnons3zosaHue dupekmopuli — BbIOOP ANPEKTOPUIN ANA XpaHeHUs aaHHbIx CDR:

e Oupekmopuu no damam — CDR-3anmcu coxpaHAOTCA B OTAE/bHbIX ANPEKTOPUAX, UMA OUPEKTO-
puUM COOTBETCTBYET AaTe co3gaHua ¢panna CDR, dopmat umenun «cdrYYYYMMDD», Hanpumep,
cdr20150818;

e FOuHaa OJupekmopus — Bce CDR-3anucu coxpaHstoTca B eauHblM Katanor «cdr_all» Ha
BbIOPaHHOM HaKkonuTeNE;

— Bpems xpaHeHusa 0aHHbIx: [HuU, Yacel, MuHymel — nepuog XxpaHeHua CDR-3anuceit Ha /IOKasbHOM
HaKonutene aAucke.

V B onepaTMBHOM NamATU ycTpoiicTBa BbigeneHo 30 MB ans xpaHeHusa CDR-3anucei.
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' 1 Ecnam o6bem nonydeHHbix CDR-3anuceit npesbicut nopor 30 MB g0 ucreyeHusa nepmMopa XpaHeHus,
L BCe AanbHeillme 6UNNMHroBble AAHHbIE, NOCTYNalOWMe B 3TOM NPOMEKYyTKe BpemeHu, byayt
yTepsAHbI.

Hacmpoliku FTP cepsepa

— CoxpaHames Ha FTP — npwu yctaHoBneHHom ¢nare CDR-3anucu 6yayT nepeaaBaTbes Ha FTP cepsep;

— FTP cepsep — IP-agpec FTP cepBepa;

—  FTP nopm — TCP-nopt FTP cepsepa;

— [Tlymes K ¢paliny — yKkasbIBaeT NyTb K Nanke Ha FTP cepBepe, B KOTOpyto byayT coxpaHaTbess CDR-3anucy;
— JloauH 0n5 FTP — nma nonb3oBatens ana goctyna K FTP cepsepy;

— [lapone 0sa FTP — naponb nonb3osatensa gns goctyna K FTP cepsepy.

Hacmpoliku pe3epeHozo FTP cepeepa

— CoxpaHams Ha FTP — npu yctaHoBneHHom ¢nare CDR-3anucu 6yayT nepeaBaTbcs Ha pe3epBHbIi FTP
cepsep;

— TonbKo 8 criyyae Heyda4yu HQ OCHOBHOM FTP — ecnu onumsa 3agaHa, To coxpaHeHue CDR Ha pe3epBHbIN
FTP-cepBep byaeT NnpomM3BoAMTLCA TO/IbKO NPU Heyaade 3anMcu Ha ocHoBHoW FTP cepBep. B npoTMBHOM
cnyyae CDR 6yayT 3anMcbiBaTbCA OAHOBPEMEHHO HA OCHOBHOM M pe3epBHbIi cepBepbl;

— FTP cepsep — IP-agpec pe3epsHoro FTP cepsepa;

— FTP nopm — TCP-nopTt pe3epsHoro FTP cepsepa;

— [lyme K ¢paliny — yKasbiBaeT NyTb K Nanke Ha pesepBHom FTP cepBepe, B KOTOpyto ByayT COXpaHATbCA
CDR-3anucy;

— JloeuH 0na FTP — nmsa nonb3oBaTens 4aa Aoctyna K pesepsHomy FTP cepsepy;

— [Maponb 0ns FTP — naposib No/1b30BaTeNA AN AOCTyNa K pesepBHomy FTP cepsepy.

Mpoyue Hacmpoliku

— CoxpaHamb HeycriewHble 8bi308bl — TPU YyCTaHOBAeHHOM d¢nare 3anucbiBatb B CDR-¢daiinbl
HeycrneLlHble BbI30Bbl (HE OKOHYMBLUMECA PA3rOBOPOM);

—  CoxpaHams nycmele ¢alinbl — Npu ycTaHoB/IeHHOM dnare coxpaHATb He coaepkawue 3anunceit CDR-
dainbl.

4.1.3.8.1 ®dopmar CDR-3anucu

— 3arosioBoK, obwmii ana  Bcero CDR-¢anna (napameTp NpUCYTCTBYET, €C/AM  YCTaHOB/IeHa
COOTBETCTBYHOLLLAS HACTPOIKA);
—  OTAnuUTENbHbIM NPU3HaK (NapameTp NPUCYTCTBYET, eCMN YCTaHOB/IEHA COOTBETCTBYHOLLLAS HACTPOIKa)
(SIGNATURE);
— Bpems yctaHoBneHus coeanHeHus B popmate YYYY-MM-DD hh:mm:ss (DATATIME);
—  WHbopmaLma o Bbi3biBatOWEM abOHEHTE:
e HoMep Bbi3biBatoLLero aboHeHTa (KOD_A);
e HOMep TpaHKa BbI3blBatoLwwero aboHeHTa (He peannsoBaHo B Tekywen Bepcun) (N_TR_GR_A);
e  KaTeropwus Bbi3bliBatolLLero aboHeHTa (He peannsosBaHo B Tekyllen Bepcun) (CATEG_A);
e |P-agpec wnto3a Bbi3biBatowero aboHeHta (SRC_IP);
e cnucok IP-agpecoB wun3 3aronosBkoB Record-Route npwm yctaHOBNeHMM coeaunHeHMAa B
Hanpas/ieHMM OT Bbi3biBatowero aboHeHTa (SRC_R_ROUTE);
e cnucok IP-agpecoB 13 3arosoBKoB Via Npu yCTaHOBNEHUW COEAMHEHUSA B HanpaB/ieHUU OT
Bbi3blBatoLLero aboHeHTa (SRC_VIA);
e |P-agpec n3 3aronoska Contact Bbi3blBatowero aboHeHTa (SRC_CONTACT);
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—  WHbopmaLma o BbI3bIBAEMOM abOHeHTe:
e HoMmep Bbi3biBaemoro aboHeHTa (KOD_B);
e HOMep TpaHKa Bbi3blBaeMoro aboHeHTa (He peanmsoBaHo B Tekywel sepcum) (N_TR_GR_B);
IP-agpec wnto3a Bbi3biBaeMoro aboHeHTta (DST_IP);
e |P-agpec u3 3aronosKa Contact Bbi3biBaemoro aboHeHTa (DST_CONTACT).
— AnuTenbHocTb BbI30Ba, cek (T_ECD);
— MpwuunHa pasbeamHeHus cornacHo ITU-T Q.850 (CAUSE);
—  WMHankaTop ycnewHoro Bbi3oBa (C 0TBETOM Bbi3biBaeMoro aboHeHTa) (COMPLETEIND);
— CropoHa-uHuumatop pasbeanHeHus (PLACE);
—  BHyTpeHHAs NnpuumnHa pasbeanHeHus (B Tekyllen sepcum cosnagaet ¢ CAUSE) (TREATMENT);
—  WNpeHTnoukatop Bbizosa (CONN_ID);
— Homep aboHeHTa npu nepeagpecaumm (He peanmsoBaHo B TeKyLei sepcun) (REDIRECTED).

4.1.3.8.2 Npumep CDR-daiina

Mpumep CDR-daiina, cogeprkallero Ase 3anucu (BKAKOYEHO COXPaHEeHWe 3aroNoBKa U OTAMYUTENIbHOTO
npu3Haka):

<SBC>. CDR. File started at '20120726112449'

SIGNATURE; DATATIME; KOD A;KOD B;N TR GR A;N TR GR B;T ECD;CAUSE; COMPLETEIND;CATE
G _A; PLACE; TREATMENT; CONN ID;REDIRECTED; SRC_IP;DST IP;SRC R ROUTE;SRC VIA;SRC CONTAC
T;DST_CONTACT;

label;2012-07-26
11:24:39;6502;6501;;;0;16;0;;A;16;zBRyfChAr9mfhIPRI.3xjnd4w2X.ui8ap;;192.168.23.170;
192.168.23.212;;;192.168.23.170;192.168.23.170;
label;2012-07-26 11:24:40;6502;6501;;;0;16;0;;A;16;1343-276680-166831-sip3~-
sip3@ecss3;;192.168.23.212;192.168.23.170;;;192.168.23.170;192.168.23.170;

4.1.4 KoHgpueypayus uHmepdgeiicos. Cemeeasn nodcucmema
B aaHHOM pasgene 3a4aloTcs ceTeBble HaCTPOMKM yCTpoicTBa, Tabanua maplpytnsaumm IP-nakeTos.

DHCP — npoToKon, npegHa3HavyeHHbI 419 aBTOMaTUYeCKOro noay4veHus IP-agpeca n gpyrux napameTpos,
HeobxoanmbIx ana pabotbl B cetrt TCP/IP. No3BoaseT W03y aBTOMaTUYECKU NOAYHYUTb BCe HeobxoamMmble ceTe-
Bble HacTponkm ot DHCP-cepsepa.

DNS — npoToKoA, npeAHa3HayeHHbl 4na NoayYeHus MHopmMaL MK o AoMmeHax. Mo3BoaseT Wto3y nony-
ynThb IP-agpec B3aMMOAENCTBYIOLLErO YCTPOMCTBA MO €ro CETEBOMY MMEHM (XOCTY). ITO MOXKET BbiTb HE06X0ANMO,
Hanpumep, NP1 yKasaHUM XOCTOB B NaHe MapLupyTM3aLmm, 1Mbo cnosb3oBaHMM B KadecTBe aapeca SIP-cepsepa
€ro CeTeBoro MMeHMU.

TELNET — npoToKos, npeAHa3Ha4YeHHbIN ANA OpraHM3auumM ynpasieHusa no cetu. MNossonseT yganeHHo
NOAKAOUYMTBLCA K LWAO3Y C KOMMbIOTEPA A1 HACTPOMKM M ynpasaeHus. Mpu ncnonbsoBaHum npotokona TELNET
AaHHble NepeaaoTca No CceTn HelnpPOBAHHBIMU.

SSH — npoToKon, npeagHasHa4YeHHbIN ANA OpraHM3aLmMu ynpasaeHus no cetu. MNpu ncnonb3oBaHWUM AaH-
HOro NPoTOKoAa, B oT/numne ot TELNET, Bca nHbopmaLums, BKAOYaA Napoau, nepesaeTca no cet B 3awmMdpoBaH-
HOM BUZe.

VPN — TexHo/10r1s, N03B0OAAIOWANA 0ob6ecneymTb 04HO UAN HECKOIbKO CETEBbIX COeAUHEHNI (1orMYecKyto
ceTb) NoBepx Apyroi cetm (Hanpumep, UHTepHeT).

PPTP — TyHHE/NbHbIN NPOTOKO/ TUNA TOYKA-TOYKA, NO3BOJIAIOLLMIN KOMMNbIOTEPY YCTAaHABANBATb 3aLUMLLEH-
Hoe coeAMHEHME C CepBEPOM 3a CYET CO34aHUA CNEeLnaNbHOro TyHHeNs B CTAHO4APTHOM, HE3aLWMLLEHHOM ceTu.
OpHa 13 pasHosuaHoctei VPN.
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4.1.4.1 Tabauya mapwpymusayuu

B AaHHOM NOAMEHI0 MO/b30BaTE/Ib MOMKET HACTPOUTL CTaTUYECKME MapLLpPYTbl. Bcero MmoXHoO HacTpouTb
00 255 mapuwpyTos.

Cmamuueckaa mapuwpymu3ayus No3BoAAeT MapLLIPYTU3MPOBATb NaKeTbl K YKasaHHbIM IP-ceTam, anbo IP-
aapecam yepes 33ZaHHble Wto3bl. [TakeTbl, NnepeaaBaemble Ha IP-aapeca, He npuHagnexawme IP-ceTu wn3a m
He NonagaoLume Nos CTaTMdecKkne Npasmaa MapLpyTM3aLmm, 6yayT oTPasBAeHbl Ha W03 MO YMOIYAHUIO.

Tabanua MapwpyTM3auMuM AeAMTCA Ha 2 4acTW, 3TO CKOHQUIYpUMpPOBaHHbIE MAapLUpPYTbl, KOTOPble
0oTO6paXKaKTCA B BepXHer YacTn Tabaunubl, U MapLIpyTbl, CO34aHHbIE aBTOMATUYECKMU.

MapLupyTbl, CO34aHHble aBTOMATMYECKU, HEBO3MOXHO M3MEHWUTb, OHW CO343l0TCA aBTOMATUYECKU npu
noaHATUK cetesbix U VPN/PPTP-uHTepdeiicos, n HeobxoamMmbl A1 HOPMasibHOW paboTbl 3TUX MHTEPdENCOoB.

B Tabamue nokasaHbl MCNO/Ib3yeMble Ha MOMEHT 3anpoca MapLpyTbl (KAKmuseH» B Nose CTaTyC), a TaKKe
Heucnonblyemble («HeakmueeH» B MNofie CTaTyC), €CM MApPLIPYTbl ObIAM 33faHbl BPYYHYHO OMEpaTopPoM.
Co3faHHble BPYYHYHO MapLIpyTbl, B OT/IMYME OT CO34aHHbLIX aBTOMATMYECKW, He YAANATCA CUCTEMOW Mpu
OTKNIOYEHMM COOTBETCTBYIOLLEro MHTepdeiica M OyayT 3aHOBO MNpPUMEHEHbl MpU  BOCCTAHOBEHUMU
paboTocnocobHOCTUN HTepdeitca.

Cemeeas nodcucmema —> Tabauya mapwpymu3sayuu

Tabnuua MapupyTusaumu
Ne  Bknwyen Craryc WHTepdenc MeTpuka
0 Aa AxTUBEH - 99
1 Jak: f_609_dhcp (eth0.609 2
2 Oda - 0
3 it 0
4 A3 2
5 Jak: 0
6 Aa 0
7 Oda 0
8 Az AKTUBEH 0
9 Aa A 0
0 A3 A 0
Oda AXTUBEH 0
12 ik AKTUBEH 0
Aa AKTUBEH 0
14 Oda AKTUBEH 0
15 A3 A 0
16 Aa AxTUBEH default 0.0.0.0 192.168.1.123 0
[obaeuts Pepaktupoeats Ypanute

Ons cospaHus, pefakTMpOoBaHMA U yaaneHns MapLupyTa Ucnonb3yetcs MeHo «06vekmel» - «/lobasums
06vekm», «O6vekmeol» - «Pedakmuposame 06vekm» n «06vekmsol» - «Y0anume 06beKmM», a TakKe KHOMKMU:
—  «Jdobasumby;
— «Pedakmuposame»;
—  «Yo0anumsb».
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Cemeeas nodcucmema —> Tabauya mapwpymu3sayuu —> «Jobasume»
Ana pobasneHMa HOBOro MapLpyTa HeobxogMMo 3a4aThb cieayowme napameTpsbi:

Tabnuua MapupyTH3auuu
MapuwpyT #8
BKNHOUMTL
Hanpaenexue
Macka | |255.255.255 255
LWnio3
p-agpec unm *
WHTepaeiic | @ | vpn (ppp12 192.168.20.10) v
MapwpyT ana VPN
Metpuka | 0
MpumernuTs OTmeHnTs

— BkawoYume — nNpu  ycTaHOBAeHHOM dnare
MapLpyT AOCTYNeH AA UCMOb30BAHUSA;

— HanpasneHue — IP-ceTb, IP-agpec nnm sHayeHune
default (gns 3aaaHMA WAKO3a «NO YMONYAHUIOY);

— Macka — 3apaeT Macky cetTu asa 3agaHHou IP-
cetm (gna  IP-agpeca  MCNoAb3yWTe  Macky
255.255.255.255);

— W3 — 3apaeT IP-agpec wnto3a g4aa maplipyra;
— WHmepgelic — BbIbOp ceTeBoro MHTepdeiica
nepefsaun (ecnn dnar He ycTaHoBneH, To 6yaer
BblbpaH Hanbosiee noaxoaalnii MHTepdelic ncxoan
13 agpeca LWno3a);

—  Mapuwpym 0aa VPN — nHTepdeic nepenaum, CBA3aHHbIN ¢ y4ETHOM 3anmcbio VPN-KiMeHTa. MappyT u
afpec byayT aBTOMaTMYECKM YCTaHOB/IEHbl Yepes CBA3aHHbIN C KAMEHTOM ceTeBOl MHTepdeic, Koraa

VPN-KAMEeHT Npon3BeaET NOAKIIOYEHHNE;
—  Mempuka — MeTpuKa MmapLupyTa.

KHoMKu «I'IpumeHumb» n «OmmeHUMb», oNA COXpaHeHnAa n c6poca napameTpoB COOTBETCTBEHHO.

4.1.4.2 Cemessle napamempeol

B AaHHOM nogmeHo NoAb30BaTeNlb MOXKeT YKa3aTb MmA YCTDOVICTBa, M3MEHUTb agpec CeTeBoro wak3a,

appec DNS-cepBepa v nopTbl gocTyna no SSH un Telnet.

—  Wma xocma — ceTeBOE UMSA YCTPOMCTBA;

— MWcnons3zosame winw3 uHmepgelica —
CceTeBoro uHTepdeica, LWAO3 KOTOPOro
CYMTaATbCA OCHOBHbIM Ha YCTPOMCTBAX;

— DNS ocHosHoli — ocHoBHOM DNS-cepBep;

— DNS pe3epsHbili — pe3epsHbii DNS-cepsep;

BblOOP
6ynet s xocta |SBC1000

Cemeeas nodcucmema —> Cemeevie napamempeol

CeTeBble NnapameTpbl

a | if_1.21 (eth0 192.168. v

n(192.168.1.123
i(192.168.0.123

— Tlopm docmyna no ssh — TCP-nopT ana goctyna K OO HOCTYA

YCTPOMCTBY NO NpoToKoay SSH, no ymonyaHuto 22;
MNopm docmyna o Telnet — TCP-nopT ans goctyna K
ycTponcTay no npotokony Telnet, no ymonyanuio 23.

4.1.4.3 Cemesbie uHmepgelicol

Coxpannte

OTmeHnTs

Ha ycTpoiictBe ecTb BO3MOMKHOCTb CKOHOUIypMpoBaTb 1 OCHOBHOM ceTteBon MHTepdeinc ethO n go 9-tn

[ONOAHUTENbHbIX MHTEpdENCOoB, 3TUMKU UHTepderncammn moryT b6biTb MHTepdercbl VLAN un Alias ocHoBHOro

uHTepdelica eth0, nnbo Alias nntepdeica VLAN.

Alias — 3TO poOnNonHUTENbHbIN ceTeBon WHTepdelc, KOTopblh co3aaeTcad Ha 06ase CyLecTBYHOLWEro
OCHOBHOro NHTepdeica ethO, nnMbo Ha H6ase cywecTeytowero VLAN-uHTepdeiica.

Ha SBC-3000 ecTb BO3MOXHOCTb CKOHUrypMpoBaTb 2 OCHOBHbIX ceTeBblXx MHTepdelica ethO n eth2.
NHTepdelic eth2 nmeet TN Management 1 ncnonb3yeTcsa TONIbKO A1a yrpaBaeHus ycTpoiicteom Yepes nopt OOB.
NHTepdelic nogaeprkmBaeT paboTy CO CTaTUYECKMM aapecom, C agpecom, nosaydyeHHbim no DHCP, VLAN. Ha
YCTPOWCTBE MOXKET CyLLecTBOBaTb TO/IbKO OAMH MHTepdenc ¢ Tunom Management. Ha uHTepdelic ¢ TMnom
Management HeNb3A Ha3Ha4YMTb NpPaBUAa CTaTUYECKOro bpaHaMayapa, OH He MOXKeT 6biTb BbIOpaH Kak ceTeBol

nHtepoeiic B SIP-TpaHcnoprax, VPN/L2TP-cepsepax.
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Cemesasa nodcucmema —> Cemesable uHmMepgeliicsi

CereBbie nHTepdencobl

Ne Wus uHTepdenca Wms cetn IP appec
eth0 SSW 192.168.118.90
eth0:1 alias1 192.168.116.90
eth0:2 alias2 192.168.117.90
eth0.20 localnet 192.168.16.199
PN/pptp client (ppp3 345uu
eth0.40 119 192.168.119.90

DHCP Cepauncol n firewall
B WEB H SNMP Firewall Profile #8
WEB TELNET SNMP He enibpax
WEB TELNET He ebiOpaH
WEB SNMP He ewiGpaH
TELNET
WEB TELNET

» n
w0
-

WiN -

SNMP He ebiOpax
He ebifpaH

[TIFS
w0l v
0| n

Lobasute Peaaxktupoearts Yaanute

Ona co3paHvA, pedakTUPOBaHMA W yaaneHus WHTepdelcoB MCMoNb3yeTca MeHlo «Ob6bekmol» -
«Jobasums 06vekm», «Ob6vekmol» - «Pedakmuposams 06vekm» n «Ob6veKmeol» - «Yoanumes 066eKmM», a TakKe
KHOMKM:

—  «/Jobasumb»;
—  «Pedakmuposame»;
—  «YO0anumo».

Ona pobaBneHua ceTeBoro MHTepdeiica HeobXoAMMO HaKaTb KHOMKY «/obasume» U 3anoNHUTb
napameTpbi:

Cemeeas nodcucmema —> Cemesoble uHmepgpeiicol —> «Jobasume»
(okHO npu ebibope muna «Tagged»)

OcHoBHble Hacmpoliku:

CeteBble HTEpdencChl

— Wms cemu — npPOU3BO/SIbHOE HaUMeHOBaHUWe (ans Cevesoil wiTepdeiic 11
yaobcTBa onepartopa), ¢ KoTopbim ByayT accoLuMMpPOoBaHbI Vs cemn
3a/JaHHble ceTeBble HaCTPOMKMK; rpoune frewal] Heedpa

— [pogpuns firewall — oTobparkeHune BbiIbpaHHOTo Npoduna Tvn | [ Tagged v
firewall ons gaHHoro uHTepdelica; VLAN 1D
— Tun — T1n nHTepdeiica (ana nHtepdeiica ethO scerpa EIR
untagged): P aapec
— untagged — HeTermpoBaHHbI UHTepdeic (6e3 Nsgra o
VLAN); Broadcast
— tagged — TernpoBaHHbIV uHTEpdeiic (c VLAN); Wnio3
—  VPN/pptp client — KNMeHTCKUIA nHTepdelnc ans loyuuTs LUNK03 BETOMaTHIECKH
nogkntoyeHna VPN K yganéHHomy cepsepy no Maryts DNS asTomamueck
npoTtokoay PPTP; MonyuuTs NTP agToMaTHuyeCKi

— VLAN ID — npeHtndmKaTop BUpTyanbHol cetn (1-4095) Class of service |[0 v

(Tonbko ans uHTepodericos c TMNOm tagged); Cepauce!

— MUcnonvzoeame  DHCP  —  nonyuntb  IP-agpec Ypasnetie vepes Web

ynpasnexwe no Telnet

OnHamuyeckn ot DHCP-cepBepa (TpebyeTtca Hanuuue
DHCP-cepBepa B ceTn onepartopa);

— IP-a0pec — ceTeBOM agpec yCTPoOICTBa;

— Macka cemu — Macka ceTu s yCTPOMUCTBa;

Ynpaenexune no SSH

Wcnonsaosate SNMP

MpumennTe OTmeHuTs

— L3 — ceTeBOM W03 NO YMONYAHWUIO;
—  Toayyums wino3 agmomamu4vecku — noayyeHue agpeca wntosa ot DHCP-cepsepa;

—  [oanyyums DNS aemomamuyecku — nonyuntb IP-agpec DNS-cepsepa anHammnyeckn ot DHCP-cepBepa;
—  [oayyums NTP asmomamuyecku — nonyuntb IP-agpec NTP-cepsepa auHamun4veckn ot DHCP-cepBepa;
- Class of service — ycTaHOBKa MeTKU npuoputeTa TpadpuKa B COOTBETCTBUM CO cTaHAapTom IEEE 802.1p.
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Cepeucbl — MeHIO yNpaB/ieHNA paspeLleHHbIX CEPBMUCOB A1 AaHHOIO UHTepdeiica:

—  YnpaeneHue yepe3 Web — paspelsaeT AOCTYyN K KOHOUrypaTopy Yepes nHtepdeic;
— YnpaeneHue o Telnet — pa3pellaer ocTyn no npotokony telnet uepes nHtepdelic;
—  YnpaeneHue no SSH — pa3pelaeT goctyn no npotokoay SSH yepes nntepoeiic;

—  Ucnonsvzoeame SNMP — paspeluaeT ncnosb3oBaHus npotokona SNMP yepes uHtepdeliic.

V" Mocne nsmeHeHua IP-agpeca UaM macku cetm, iM60 NP OTKAOYEHUM YNpaBaeHUnA Yepe3 web-
KoHdurypatop Ha ceteBom UHTepdeiice, Bo usbekaHMe notepu A[OCTyna K YCTPOMUCTBY
Heo6X0AMMO NOATBEPAUTb AaHHble HACTPOKKM, NOAKAIUMBLWIKCL K web-KoHduUrypaTtopy,

MHaue MO WCTeYEHUM [OBYXMUHYTHOrO Tailmepa MNPOM3OMOET OTKAT K npeablayluei

KOHuUrypauumm.

Front-ports’ — HacTpoiika BHewHux front-noptos

JaHHaA HacTpolKa AO0CTyNHa TONbKO AN TermpoBaHHbIXx UHTepdeicos VLAN (B napameTtpe «Tun»

yCTaHoBAEeHO 3HavYeHue «Tagged»).

Default VLAN ID

MpUMeHnTL

OTMEHUTL

Front-ports
1

— Default VLAN ID — npu noctynaeHMn Ha nopT nakeTta 6e3 tera VLAN ID 3TOT nakeT nome4yaeTrca Terom
VLAN ID BbibpaHHOro ceteBoro nHTepdeiica, ecan naket NnpuHAT c Terom VLAN ID, TO NpUHATLIN Ter He

N3MEHAETCA,

— Egress mode — npasuna pabotbl ¢ Terom VLAN npu oTnpasKe nakeTa c nopTa:

e tagget — oTnpasnaatb naket c VLAN ID BbIGpaHHOro ceteBoro MHTepdeica;

e untagget — otnpaBnsaTb naket 6e3 VLAN ID.

Cemeeas nodcucmema —> Cemesable uHmepgpelicol —> «Jobasume»
(okHo npu ebibope muna «VPN/ pptp client»)

Mpu BbibOpe B None «Tun uHMepgpelica» 3HayeHna VPN/ pptp

client cTtaHyT A4OCTynNHbI CNeymanbHble HAaCTPOMKK:

— UmAa cemu — HanmeHOBaHWe ceTu;

— lpogpuns firewall — oTobparkeHne BblibpaHHOro npodunn

firewall gna gaHHoro nHTepdelica;
Tun — VPN/pptp client;

PPTPD IP — IP-agpec PPTP-cepsepa;

Bkatoyume — sraoveHne VPN/PP- untepdeiica;

KOTOPbIM YCTPOICTBO NPUCOEAMHAETCA K CETH;

lapoab — naponb ana VPN-coegmnHeHumA.

! Tonbko ana SBC-2000.

Uma none3zoeamens — wums nonb3osatens (login), nop,

Cetesbie HHTEPhEHCHI

CeTeBoi uHTepdenc 11

Vms cetn

VIMA nons3osarens

Mapone

VIrHOpHpOBaTh W03 MO YMONYaHMIO

BKNIOYNTL WDPOBaHWE

ynpasneHue yepes Web

YnpasneHue no Telnet

Ynpaenexue no SSH

Mcnons3osats SNMP

MNpumexnTe OTmeHuTs

He ebiGpan

VPN/pptp client

Onuumn

Cepeucsl
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Onyuu:

— MeHopuposamb w03 MO0 YMOAYAHUIO — WFHOPWUPOBATb HACTPOMKY Wo3a B pasgene «Cemesvlie
napamempsi»;
— Bkawoyume wugpposaHue — 8KA0YaET WKppoBaHUe.

Cepeucbl — MeHIO YyNpaB/ieHNa paspeLleHHbIX CEPBMCOB AN AaHHOro MHTepdeiica:

YnpasneHue yepe3 Web — paspeluaeT AOCTyn K KOHOUTypaTopy Yepes nHtepdelic;
YnpaeneHue no Telnet — pa3pellaeT AocTyn nNo npoTokony telnet yepes uHTepodeiic;
YnpaeneHue no SSH — paspeluaeT 4ocTyn no npotokony SSH uepes nHTepdeic;
Ucnonszosame SNMP — pa3speluaeTt Ucnosb3oBaHma npotokosaa SNMP yepes nutepdeic.

4.1.4.4 Hacmpoiiku front-nopmoe 01 pe3epsupo8aHus

' Pa3sgen gocrtyneH TonbKo ana SBC-2000/3000 npu Haanunmu anueHsnm SMG-RESERVE.

Hactpoiiku front-nopTos gna pesepspoBanna SBC

Port 1 Port 2 Port 3 Port 4
Pesamt LAN LAN ® LAN @ LaN
® WaN @ WAN WAN WAN
CoXpaHnTb OTMEHUTE

HacTpolikv B AaHHOM pasaesie MeHo npegHasHayeHbl 419 BO3MOXKHOCTM NepeHasHaunTb TMN NnopTos (/1o-
KaNbHbIA/rnobasibHbIM) MPK NCNOIb30BaHUM CXEMbI C PE3EPBOM.

—  Pextum — BblbOp pexnma paboTbl NOPTOB:
— LAN — peXnm N0KaNbHOro IMHKA B CXEMe C pe3epBOoM;
—  WAN — pexnm rnobanbHOro SIMHKa B CXEMe C pe3epPBOM.

Mo ymonyaHuto Ha noptax Portl un Port2 ucnonbsyetca pexkum LAN, Ha nopTtax Port3, Port4d — pexum
WAN.

Mocne cmeHbl pexxnma MOPTOB M HaxKaTUKM KHOMKKM «CoxpaHUTb» TpebyeTcs noaTsepauTb HAaCTPOMKMU.
Henb3a ycTaHOBMTbL Ha BCEX MOPTAX OANHAKOBbLIN pexkum (Tonbko LAN nam tonbko WAN).

Ona KoppeKTHOM paboTbl pe3epBa CMEHa peXuma NopToB TpebyeTcsa M Ha macTep, U Ha CAenB yCcTpou-
cTBax. bonee noapobHo cxema cbOpKM pesepBa C nepeHasHavyeHnem perkMma NopToB NpueeaeHa B pasaene NPU-
NNTOXKEHWE B. OBECNEYEHUE ®YHKL MW PESEPBUPOBAHKA SBC.

100 lMoepaHuyHble KoHMponneps! cecculi SBC



HELTEX

4.1.5 Cemesvble cepsuces!

4.1.5.1 NTP

B AgaHHOM NogMeHto HacTpanBaeTcA cny>+<6a CUHXPOHU3aUNN BpEMEHMN.

NTP — npoToKoA, NpeAHa3sHaYeHHbIN AN CMHXPOHM3aUMM BHYTPEHHMX 4YacoB ycTpoicTtea. lMo3sonset
CUMHXPOHU3MPOBATbL BPEMA M AATY, UCNO/b3YEMYHO LIAK30M, C UX 3TaSIOHHBIMWU 3HAYEHUAMM.

Cemeassblie cepsucel —> NTP

NTP
MapameTpei NTP
Menone3oeats NTP

Cepeep BpemMeHn (NTP) | 17216 01

*® Pyynon pexum | GMT+6
Yacoeoil noAc AgTomaTudecknil pexim | Asia v | | Aden v
B aTOMaTHYECKoM peumMe padoTaeT GiyHKUMA Nepexoaa Ha NeTHee/anMHeE Bpema
Mepuoa cuHxpoHnaa NTP, mun € | 30

CoxpaHuts OTtmeHuTs

Mepeaanyctute NTP-knnexTa

- Ucnonbzosamb NTP — BKntountb NTP-KnmneHTa;

- Cepsep spemeHu (NTP) — cepBep BpPeEMEHMW, C KOTOPOTrO YCTPOMCTBO BYAEeT CUHXPOHU3MPOBATb ATy U
Bpems;

— Yacoseoli nosc — HaCTpOMKa YAacOBOrO MOSACA U OTKJAOHEHWUA TEKYLLEro BPEMEHM OTHOCUTeNbHO GMT
(Greenwich Mean Time):
—  PyyHoU pexcum — BblB6OP OTKAOHEHUA BpeMeHN OTHOCUTENbHO GMT;
—  Asmomamuuyeckull pexum — B [AAHHOM peXxMme MpPenocTaB/leHa BO3IMOXHOCTb Bblbopa
MEeCTOHAXOXAEHUA YCTPOCTBA, OTKNOHEHME 0T GMT 6yaeT HacTPOEeHO aBTOMATUYECKM, TaKKe B
AaHHOM pexnme paboTaeT aBTOMATUYECKUI Nepexos Ha IeTHee U 3MMHee BpeMs;

- Mepuod cuHxpoHusayuu NTP, MuH — nepnoz oTNPaBKKU 3aNPOCOB Ha CUHXPOHM3ALMIO BPEMEHMU.

- 3anycmumes nokaneHelli NTP cepsep — aKTMBMPOBATb paboTy nokanbHoro NTP-cepBepa ans
CUHXPOHU3aLMMU BPEMEHU CTOPOHHWMMMK ycTpoicTBamm oT SBC. OnumAa AOCTyMnHa, NpU BKAOYEHUMU
«Hcrionezosams NTP» (Tonbko gna SBC-1000/2000);

- Cemesoli uHmepgelic — BbI6Op ceTeBOro MHTEpdelica, Ha KOTOPOM NoKanbHbIM NTP-cepBep byaet
0oTBeYaTb Ha 3anpocsl.

Ona coxpaHeHMA M OTMEHbl M3MEHEHMUI MCNONbL3YKTCA KHOMKU «CoxpaHume» v «OmmeHumoe». Ons
NPUHYOUTENBHON CUHXPOHM3AUMM BPEMEHM OT cepBepa HeobXoaMMO HaxKaTb KHOMKy «[lepesanycmumes NTP-
KaueHma» (npoucxoaut nepesanyck NTP-kaneHTa).
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4.1.5.2 SNMP

SNMP — npoTokon npocToro ynpasneHua ceTblo. [03BOAAET YCTPOMCTBY B peasibHOM BpPEMEHMU
nepeaaBaTb cOObLLEHMA O NpoM3oLeaLMX aBapuax KoHTpoanpyowemy SNMP-meHeakepy. Takke SNMP-areHT
YCTPOWMCTBA NOAAEPKMBAET MOHUTOPUHI COCTOAHUI AAaTYMKOB LWIKO3a MO 3anpocy oT SNMP-meHegkepa.

®YHKUMKN MOHUTOpPUHTa Mo SNMP no3BoAIAOT 3aNpoCcuTb Y LWAK3a Ceaytolme napameTpbl:

—  UMA WNo3a;

—  TWUN YCTPOKCTBA;

— Bepcua nporpammHoro obecneyeHus;

— IP-agpec;

— CcTaTUCTUKa cybmoaynen IP;

— COCTOAAHWE JINHKCETOB;

— COCTOsiHME KaHanos IP (cTaTUCTUKa MO TeKyLwMm BbizoBam yepes IP).

B cTaTMCTMKe TeKyLLMX BbI30BOB Mo IP-KaHanam nepeaatoTca cieayoume gaHHble:

— HOMep KaHana;

— COCTOAHWE KaHana;

—  NAeHTUPUKaTop BbI3OBA;

— MAC-agpec Bbi3blBatoL,ero aboHeHTa;
— IP-appec Bbi3blBatOLLEro abOHEHTa;

— HOMep BbI3blBalOLWEro aboHeHTa;

— MAC-agpec Bbi3blIBaeMoOro aboHeHTa;
— IP-appec BbI3biBaEMOro abOHEHTa;

— HOMep BblI3bIBAEMOro aboHEeHTa;

—  NPOAONKMTENBHOCTb 3aHATMA KaHaNa.

4,1.5.2.1 MapameTtpbl SNMP

Cemeassble cepsucel —> SNMP

—  Sys Name — cuctemHOe MMA YCTPOMCTBa;
—  Sys Contact — KoHTaKTHas nHdopmauma

MapameTpbl SNMP

o Sys Mame
Npou3BOAMTENA YCTPOMCTBA;
—  Sys Location — MecTo pacnonoXeHna yCTPONCTBa; Svs Contact
— ro Community — napoJib Ha YTEHWe NapameTpoB Sys Location
(obwenpuHaTobiii: public); ro Community | [public

— rw Community — napo/b Ha 3anu1cb NapameTpoB
(obwenpuHATbIN: private).

rw Community | |private

MprMEHNTE Copoc

4.1.5.2.2 Mapametpbl SNMPv3

Cemesble cepaucbl —> SNMP (Mapamemposl SNMPv3)

KoHdurypauma SNMPv3: NapameTpel SNMPY3

RW user name
B cucreme MCNoNb3yeTcA TOJIbKO O4UH NO/1b30BATE/b

SNMPv3: RW user password

| Yoanumes Nobaents

—  RW User name — nma nNosib30BaTeNS;
—  RW User password — naponb (naponb A0XKeH cogepKaTb 6onee 8 cumBooB).

Ons npumeHeHns KoHourypaumm nonbsosatena SNMPv3 ncnonbsyetca KHonKa «Jobasume» (HaCTPONKM
NPUMEHSAIOTCA Cpa3y Nocae HaxKatuA). [nAa yaaneHus 3anmncy HaxkaTb KHOMNKY «Ydaaume».
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[na ycrpoicts SBC-2000/3000 paclumpeHbl HacTpoitkiu SNMPv3.

NapameTpsl SNMPv3

YpoBeHe BezonacHocTH | | authPriv v
RW user name | | user4444
auth protocol | | SHA-224
RV user password
priv protocol | | AES-256-C v
priv password

Vnanurb JobaenTh

—  YposeHb 6e3onacHocmu — onuus No3BosifeT BbibpaTb YpoBeHb 6€30MacHOCTH, NoAAepPKaHbI
authNoPriv u authPriv;

— RW user name — nmsaA nonb3osBaTens;

— auth protocol — BbIbOp anropnTma XaWMpoBaHua, noaaep*kaHbl MD5, SHA, SHA-512, SHA-384, SHA-
256, SHA-224;

— RW user password — naponb a/a ayTeHTMoUKaLmm (Napoib AO/IKEH CcOAeprKaTb bosee 8 cmBOIOB);

—  priv protocol — Bbibop anropuTma WwWndpoBaHuA, noaaep:kaHbl DES, AES, AES-128, AES-192, AES-192-C,
AES-256, AES-256-C;

—  priv password — naponb N5 WwndposaHus.

4.1.5.2.3 HacTtpoitka Tpanos (SNMP trap)

/f NoapobHoe onucaHMe NapameTPoB MOHUTOPUHra U coobuweHuit Trap npuseaeHo B MIB-
daiinax, noctaBnaembix Ha AUCKe BMeCTe C NPOrpaMmmMHbIM obecnevyeHrem.

SNMP-areHT nocbinaet coobueHne SNMPv2-trap npu BO3HUKHOBEHUM CeayoWwmx cobbITUA:

—  OwwnbKa KoHpUrypaumum (sbcAlarmConfigTrap);

— FTP-cepBep HefocCTyneH, onepatnMBHasa NamaTb Aaa xpaHeHusa CDR-¢dainos 3anonHeHa go 5 MB
(sbcAlarmCdrFtpTrap);

— FTP-cepBep HegocTyneH, onepaTtuMBHasa NamaTb Aaa xpaHeHusa CDR-¢dainoB 3anonHeHa meHee Yem Ha
50% (5—15 MB) (sbcAlarmCdrFtpTrap);

— FTP-cepBep HegoCTyneH, onepatMBHaa NamaTb Ana xpaHeHua CDR-¢dainos 3anonHeHa cebiwe 50%
(sbcAlarmCdrFtpTrap);

— OnepaTtuBHasa NamATb 3akaHunBaeTca (sbcAlarmMemoryLimitTrap);

— OrtcyTcTByeT NuTaHuMe Ha Bl (sbcAlarmPowerModuleStateTrap);

— MMpeBblWweHo aonycTMmoe 3HavyeHue Temnepatypbl CPU (sbcAlarmTemperatureTrap);

— Ouwwnbka obHoBneHus NO (sbcUpdateFwFail);

— Bblicokas 3arpyska npoueccopa (sbcAlarmProcOverloadTrap);
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— MMpobnema B paboTte BeHTUAATOpPA (sbcAlarmFansldleTrap);

— HepocraTtoyHo cBo604HOrO MecTa Ha ANCKoBOM Hakonutene (sbcAlarmDriveLimitTrap);

—  [OuHamunueckuit bpaHgmayap 3abioknpoBan Hosbin agpec (sbcFail2banBlockTrap);

— DEMO-nunueH3mna HeaktneHa (sbcDemolicenseTrap);

— PerucTpauma aboHeHTa uctekna (sbcAlarmSbcRegistrationExpiredTrap);

— Bbi3oB 3anpeuleH (sbcCallForbiddenTrap);

— PerucTtpauma aboHeHTa 3anpetleHa (sbcRegForbiddenTrap);

— HeT cBA3K c BEAOMBIM YCTPOMCTBOM Ha JIOKaIbHOM UAW TN06aNbHOM INHKeE
(sbcReserveSlavelinkChangedTrap);

— Ha Begomom ycTpolicTse yctaHoBneHa apyras sepcus MO (sbcReserveSlaveSoftVersionTrap);

— O6HapyxeHa SIP-aTaKa (sbcSipAttackedTrap);

— O6HapyXeHa RTP-aTtaka (sbcRtpAttacked);

— OG6HapyeH 3anpeLlleHHbIn user-agent (sbcProhibitedUaDetected);

— Ha Beaomom ycTpolicTBe ycTaHOBAEH Apyroi Habop nnueHsuii (sbcReserveSlaveDiffLicenseTrap);

— TpeBbllEHO MaKCUMa/IbHOE KO/IMYEeCcTBO oaHOBpeMeHHbIx 3anpocos INVITE (sbclnviteLimitTrap);

— [lpeBbIWEeHO MaKCMMaibHOe KOIMYeCTBO 0gHOBPeMeHHbIx 3anpocos SUBSCRIBE
(sbcSubscribelLimitTrap);

— [MpeBblWeHO MAaKCUMa/IbHOE KOIMYECTBO og4HOBpeMeHHbIx 3anpocoB OTHER (sbcOthersLimitTrap);

— HeBepHbIV NyTb K AUCKY A8 XpaHEeHUs TPacCMPOBOK, NyTb 6bin copoweH (sbcDiskTracePathTrap);

— HeBepHbIV NyTb K AUCKY 418 aBapMIAHOro N0rMpoBaHua, nyTb 6bia copoweH (sbcDiskAlarmPathTrap);

— HeBepHbIV NyTb K AUCKY ANa XpaHeHusa cdr, nyTb 6bin copoweH (sbcDiskCdrPathTrap);

— SIP Destination HegocTtyneH (sbcAlarmSipDestAccessTrap);

— WcnpasneHa ownbKa KoHoUrypaumm (sbcOKConfigTrap);

— Cssasb ¢ FTP-cepBepom BoccTaHoBneHa (sbcOKCdrFtpTrap);

— Pacxopg onepaTtnBHOM namaAtn B Hopme (sbcOKMemoryLimitTrap);

— BN B pabote (sbcOKPowerModuleStateTrap);

— Temnepatypa CPU B Hopme (sbcOKTemperatureTrap);

— MO ycnewHo obHoBNeHo (sbcUpdateFwOk);

— 3arpyska npoueccopa B Hopme (sbcOKProcOverloadTrap);

— 3anyck MO (sbcOKRebootTrap);

— BeHTunsaTopbl B pabote (sbcOKFansldleTrap);

— [Ouckosblt HakonuTenb nsenedeH (sbcOKDrivelimitTrap);

— DEMO-nunueH3ua aktneHa (sbcOKDemolicenseTrap);

— 3anyck SIP-TpaHcnoprta (sbcOKSIPinterfaceTrap);

— BoccTaHOBNEHO NOAKAOYEHME C BEAOMbIM Ha 1OKA/IbHOM U r106asibHOM JINHKe
(sbcOKReserveSlavelLinkChangedTrap);

— YcTpaHeHo pasnunune sepcuit MO c Begombim (sbcOKReserveSlaveSoftVersionTrap);

— PortScanDetector BkatoueH (sbcOKPortScanDetectorTrap);

— YcTpaHeHo pasnnune nuueHsuin ¢ segombim (sbcOKReserveSlaveDiffLicenseTrap).

Cemessle cepsucbl —> SNMP (Hacmpoiika SNMP mpanoe)

HacTtpoika SNMP Tpanos
Ne Tun Community IP agpec Mopr
0 trapsink private 192 168.23.183 162

NoBaBnTk Penaktupoeate Yoanute

Mepezanyctute SNMPd Crauars MIB-arine

—  Mepe3zanycmumes SNMPd — no HaKaTuio Ha KHOMKY ocyLuecTBaseTca nepesanyck SNMP-KnuneHTa;
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Cemessle cepsucbl —> SNMP (Hacmpoiika SNMP mpanoes)
-> «[Jobasumeo»

MoryT 6bITb co3a4aHbl 40 16 TpanoB. A co3gaHus, pefakTUPOBaHMA U

yAaneHuna napameTpoB TPanoB UCMONb3YHTCA KHOMKMK: e
—  «/Jobasumb»; Tun | | trapsink El
—  «Pedakmuposame»; Community
-  «YOanume».
IP aapec | |0.0.00
—  Tun — tun SNMP-coobueHua (TRAPv1, TRAPv2, INFORM); Mopt || 162
—  Community — naponb, cogeprKalmiica B Tpanax;
— P adpec — IP-appec NnpUeMHM1Ka Tpanos; Mpumerats | | Otmennts

—  Tlopm — UDP-nopT npuemHmKa Tpanos.

41.5.2.4 NonyuyeHune MIB-daitnos

Ons Tekywel Bepcum MO MOMKHO CKauyaTb aKTyasbHble MIB-dalinbl npamo ¢ ycTpoictBa, Aas 3TOro
HEeobX0AMMO HaXKaTb KHOMNKY «Ckayams MIB-galinsi».
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4.1.5.3 VPN/PPTP cepsep

Napamempeo! VPN/PPTP cepeepa

Cemessie cepesucel —> VPN/PPTP cepeep

VPN/pptp cepeep

—  BKawyume  —  3anyckaTb  cayxby  npwm Mapauetpe! VPNIPPTP cepaepa
cTapTe/nepesarpyske; B | @
—  Adpec cepsepa — IP-apgpec, KoTopbliii 6yaeT Aapec cepeepa | [192.168.18.105

coobuweH B KayecTBe agpeca cepBepa BCEM
nogKkntodatowmmca PPTP-knneHtam;

HauanoHsili adpec KnueHma, KoHeuHwlili adpec
KaAueHmMa — TpaHuubl AuanasoHa |P-agpecos,
Ha3Ha4vaembIx PPTP-KnneHtam;

Cemesoli uHmepghelic — BbIbop MHTEpdeElica ana
noaxatoueHuns Kk VPN/PPTP cepsepy;

DNS cepsep — appec DNS cepBepa, KOTOpbIit
b6yaeT coobLaTbCA KNNEHTaM;
Konuyecmeo 803MOMHbIX KAUEHMOS8
OZiHOBPEMEHHbIX NOAKIOYEHUI KNNEHTOB;
BKatouume wugposaHue OaHHbIX
WwnpoBaHMe nepesaBaemMblX AaHHbIX (JOMKHO
TaKKe ObITb BK/OYEHO Y K/IMEHTA).

4Yyncno

Cepsucebl

YnpaeneHue yepe3z Web, YnpaeneHue no Telnet,
YnpaeneHue no SSH — npu yctaHoBnAeHHOM dnare

HavaneHell agpec KNHeHTa
KoHEUHBI aApec KNneHTa
CEeTeR0 MHTEpdEic

DMS cepeep

KonNWYECTED BOIMOKHBIX KIHEHTOR

BENKUNTE WHEPOEIHUE GaHHLIX

¥Npaenexne yepea Web
YnpaeneHue no Telnet
¥npaeneHue no S3H
WNenoneaoeate SMMP

Wcnoneaoeats RADIUS

MpuMernTE

192.168.20.1

192.168.20.10

He Bribpan

0.0.0.0

5

Cepewcel

OTMEHUTE

YnpaeneHue cepeepon

VPM/pptp CepEEp OCTAHOBNEH.

OBGHOBUTE

COOTBETCTBYHOLLMI CEPBUC YNPABAEHMA AOCTYMNEH NO 3a4aHHOMY agpecy uHTepodelica;
Ucnonsb3zosamb SNMP — paspeluaeTt ucnosibzosaHune npotokona SNMP yepes nHtepoeiic;
Ucnonsb3osamb RADIUS — paspeluaeT ucnosb3oBaHue npotokona RADIUS yepes nHtepoeliic.

Ona ynpasneHna PPTP-cepBepom ncnonb3yoTca KHOMKKU «3anycmumoe» n « OcmaHosums». INpn 0CTaHOBKe
HOBble COeAMHEHUs KIMEHTOB He ByayT co34aBaTbCs, OAHAKO YXKe CO3A4aHHble byayT npoaonKaTb paboTatb.
Ob6HoBNEHME WMHPOPMaLMKM O CTaTyce cepBepa MPOUCXOAMUT MO HAXKaTUIO KHOMKWM «O6HO8UMbL» HANPOTUB
3aronoskKa.
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4.1.5.4 L2TP cepsep

Cemeaessble cepsucol —> L2TP cepeep

Mapamempeoi L2TP cepeepa L2TP Server

—  Brmaoyume  —  3anyckaTb  CAyXKOYy  npu Mapawerel L2TP cepaepa
ctapTe/nepesarpyske; Brounre

— Adpec cepsepa — IP-agpec, KoTopbii bynet Anpec cepeeps
coobluleH B KayecTBe ajpeca CepBepa BCEM el appec KnaHTa
nogkatovarowmmca L2TP-kaneHTam; R

—  HauyanbHelli adpec KnueHma, KoHeyHbil adpec - -
KAueHma — rpaHvLbl AManasoHa IP-agpecos, Cereaoh wmepgeic | e sutpan
Ha3HayaembIx PPTP KnneHTam; Mopr | [1701

—  Cemesoli uHmepgelic — Bblbop MHTepdelica ana DNS cepeep
nogkatoyveHus k L2TP cepsepy; He Genes oaoro TyHHeNA Ha xoct

—  [lopm — HOoMep nopTa ANA NOAKAOYEHUS; Menonssosas length bit & 121p nakerax | @

—  DNS cepsep — appec DNS-cepsepa, KOTopbii Nenenszosate ckpeiTeiii AVP
b6yaeT coobLaTbCA KNNEHTaM; Cepaucut

— He 6onee 00HO20 myHHena Ha Xxocm — YTPAENSHHE tepes ep
orpaHMyeHMe Konuyectsa TyHHenei A0 OAHOro YrpaEnzKne no Tenet
[N XOCTa; ¥rpaEnekie no SSH

—  MUcnonv3oeams length bit e [2tp nakemax — Hienen=zoete SHUT
MCNoNb30BaHME BUTA A/IMHBI NPeACcTaBAEHHOTO B Henenezoeate RADLE
Harpy3Kke L2TP-nakeTos; LIMELIT: DiuouuTe

—  Ucnonszosamoe cKkpsimelli AVP — ncnonb3oBaHue e e
CKpbITbIX AVP (nogpobHee B RFC 2661). T T —

Cepsuceoi OtHoBuTE

—  Ynpasnerue yepes Web, YnpasneHue no Telnet, YnpaeneHue no SSH — AoCTYNHOCTb COOTBETCTBYIOLLLENO
cepsuca ynpas/ieHuA No 3agaHHOMY agpecy;

—  Ucnonszoseames SNMP, Ucnons3zosame RADIUS — dnar gna BKAOYEHUSA COOTBETCTBYHOLLENO KJAMEHTA NO
3ag4aHHOMY agpecy.

O6HoBNeHME MHPOPMALMK O CTaTyce cepBepa NPOUCXOAMT MO HAXKATUIO KHOMKKU « O6HOB8UMb» HANPOTUB
3aro/ioBKa.

4.1.5.5 VPN/PPTP/L2TP nonv3osamenu
Cemeaessble cepsucol —> L2TP cepeep

B Tabnunue nokasbisaetca cnncok VPN/PPTP/L2TP knuneHTos, |VPHPPTPILZTE nonssosarent

KOTOPbIM paspeLleHo NOAKNUYATLCA K AaHHOMY cepBepy. Ty [T e——

o 0 kolek 0.0.0.0
3a KMEHTOM MOMKET bbITb 3aKpensieH NocToAHHbIN IP-agpec
M3 HACTPOEHHOro gmanasoHa (Adpec knueHma). Ecnn HacTpoeHo Oobasuts Peaatiposars Yaanue
3HavyeHne 0.0.0.0, TO Npu KarKaoOM HOBOM MOAKAKOYEHUU KANEHTY
6yneT BblgaBaTbeca cBoboaHbIl IP-agpec U3 gnanasoHa.
Ona pobasneHua nonb3oBaTena HeOOXOAMMO 3aNOSHUTb CAEAYIOLLME  |VPHPPTRILZTP nonscsaren
nona:
VPN/PPTPILZTP nonk3osartent 1
—  WmA nonvzosamena — WMA, C KOTOPbIM MOAb30BaTenb byaert
MMA none3ceatena | VPN client 1
NOAK/YATLCA K CepBepy;
—  [laposnbe — naposb, C KOTOPbIM NOAb30BaTeNb ByAET NoAKAYaTbCA K fepon
cepBepy" Anpec knuedta | (0.0.0.0
—  Adpec KaueHma — appec, KOTopbliA OyaeT BblAaH KAWMEHTY BHYTPU
Ci o}
ToHHens. Ecav TpebyeTca BblaaBaTh agpec AMHAMUYECKU, HaZ0 OCTaBUTD — ——
nose nyctbim nau c agpecom 0.0.0.0.
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4.1.6 Kommymamop?

MeHto «Kommymamop» nNpeAHa3HaYeHo AN HAaCTPOWKM NOPTOB KOMMYTATOPa.

4.1.6.1 Hacmpoliku LACP

B gaHHOM pasgene npomnsBoAnTCA HacTpolika rpynn LACP. MoxHo 3aaatb Ao 5 rpynn gas SBC-1000.

Link Aggregation Control Protocol (LACP) — npoTokon ana obbeAuHEHUA HECKONbKUX (U3NYECKUX
KaHaNoB B OAMH IOTUYECKMIA.

Kommymamop —> Hacmpoliku LACP

Ne WA rpynnes Enable Mode Primary Updelay Miimon Lacp rate
0 LACP trunk 0 + Active-backup None 100 100 slow

MpumernTs HobaeuTe Peaaktuposate Yaanute CoxpanuTe

Ona penakTMpoOBaHUA, yAaneHuMAa U NpUMeEHEHUs uameHeHuit rpynnbl LACP Mcnonb3yloTca KHOMKWU:
«Pedakmuposame», «Yoanume» n «llpumeHums». Ona nobaBneHus Hosol rpynnbl LACP Ha)KMUTE KHOMKY
«/Jobasume» 1 3aN0NHUTE CneayloLlme Nona:

Kommymamop —> Hacmpoiiku LACP —> «[Jobasumb»

—  Wma epynnel — nma rpynnbl LACP; Nacrooien LACE
— Enable — npu yctaHoBneHHOM ¢nare paspeleHo WCNoAb30BaTb
npotokon LACP;
— Mode — pexum paboTbl npoTokona LACP:
— active-backup — oanH uHTepdenc paboTaeT B aKTUBHOM
peXkume, oCTasibHble B OXXuaatoLem. Ecnm akTuBHbIN HTepdeiic
BbIXOAUT U3 0OCNYKMBaAHUA, yNpaBaeHWe nepesaeTca o4HOMY :
U3 oXKMaarLlwmx. He TpebyeT noaaepKkun gaHHoro GyHKLMOHaNa - —
OT KOMMYTaTOPa; A_
— balance-xor — nepepaya NAKeTOB pacnpenenserca Mexay P ——T—
0bbeanHeHHbIMKU UHTepdelicamm no dopmyne: ((MAC-agpec
nctoyHmMka) XOR (MAC-agpec nonydyatensa)) % uucno
nHTepdelico. OAMH W TOT Ke UHTepdpenc paboTaeT C
onpeaenéHHoiMm nonydatenem. J[JaHHbIM pexunm no3soaseT
cbanaHcMpoBaTb HArpy3Ky U NOBbLICUTb OTKA30yCTOMYMBOCTb;
— 802.3ad — pnHamumyeckoe obbeauHeHMe nopToB. B gaHHOM
pPeXMMe MOMHO MOJYYUTb  3HAYUTENIbHOE  YBE/IMYEHME

New LACP

Wma rpynne: | [LACP trunk 0

T

OtmennTs | | Mo ymorHaHuio | | CoxpaHuTte

NPOMYCKHOM CNOCOBHOCTM KaK BXOAALLEro, TaK U UCXO4ALLEro
TpaduKa, ucCnonab3ya Bce obbeanHeHHble uHTepdeinchbl. TpebyeT NoAAep)KKM AaHHOro
GYHKLMOHaNa oT KOMMYTaTOpPa, a B pAAe Cy4aeB — AOMNOJHUTENbHYIO HAaCTPOMKY KOMMYTATOPa;
—  Primary — HacTpolika BeayLiero nHtepodeica;
— Updelay — nepuopg cmeHbl MHTepdeElica Npy HeAOCTYNHOCTU BeayLlero nHtepdeiica;
—  Miimon — nepwuog, nposepku MIl, yactoTa B MUAANCEKYHAAX;
— LACP rate — niHTepBan nepeaayu ynpasaatowmx naketos npotokona LACPDU:
— fast — nHTepBan nepepaun 1 cekyHAaa;
—  slow — vHTepBan nepegaun 30 ceKyHA;
— Combine interfaces in PortChannel — cnvucoK nopToB, fo6aBnaeHHbIX B rpynny LACP.

1 MeHto AO0CTYNHO Tonbko ana SBC-1000.
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4.1.6.2 Hacmpoiika nopmoe Kommymamopa
KommyTaTop moxKeT paboTaTb B YETbIpeEX pPeXUMAX:

1. be3 ucnonv3oeaHua HacmpoeKk VLAN — nna ucnonb3oBaHWA pexkMma Ha Bcex noptax ¢narn «Enable
VLAN» ponxHbl ObITb HE YCTAaHOBEHbI, 3HaYeHne «IEEE Mode» Ha Bcex nopTax A0/KHO ObITb YCTaHOB-
neHo B «Fallback», B3anmoa0CTyNHOCTb NOPTOB Ai/1A NepeAayun JaHHbIX Heobxoanumo onpeaenuTb dpna-
ramum «Output». Tabnmua mapwpyTtnsaumm «802.1g» B 3aKknagKke «802.1g» He AOMKHA COAEPKATb 3aMNu-
cen.

2. Port based VLAN — nna ucnonb3oBaHuA pexuma 3HadeHue «IEEE Mode» Ha Bcex NopTax AOIKHO ObITb
ycTaHoB/ieHO B «Fallback», B3aMMogoCTyNHOCTb MOPTOB ANA Nepeaayn AaHHbIX HeobxoaMmo onpese-
nnTb pnaramu «Output». Ana paboTtbl ¢ VLAN HeobxoanMmo Mcnonb3oBaTb HAacTpolikn «Enable VLAN»,
«Default VLAN ID», «Egress» u «Override». Tabnnua mapwpytusaummn «802.1g» B 3aknagke «802.1g»
He J0JIXKHa coAeprKaTb 3anuncen.

3. 802.1q — pna Ncnonb3oBaHUA pexnma 3HadeHne «lEEE Mode» Ha Bcex MOpTax AOJIKHO 6bITb YCTaHOB-
neHo B «Check» nnbo «Secure». Ons pabotbl ¢ VLAN ucnonb3yotca HacTponlkm — «Enable VLAN»,
«Default VLAN ID», «Override». A TakXe MUCNO/b3yOTCA NpaBuia MapLLpyTU3aLMn, ONMCaHHbIe B Tab-
anue mapwpytmnsaummn «802.1g» 3aknagku «802.1g».

4. 802.1q + Port based VLAN. Pexxum 802.1q MoXKeT Ucnosib3oBaTbcAa coBmecTHO ¢ Port based VLAN. B
3TOM c/lyyae 3HauyeHue «/EEE Mode» Ha Bcex nopTax A0JIXKHO ObITb yCcTaHOBAEHO B «Fallback», B3aumo-
OOCTYMHOCTb NOPTOB 4/1A Nepesayn AaHHbIX Heobxoaumo onpegennTtb dnaramu «Qutput». Ana paboTbl
¢ VLAN HeobxoaMmo Mcnonb3oBaTb HacTpoWku «Enable VLAN», «Default VLAN ID», «Egress» u
«Override». A TaK»Ke MCNONb3YIOTCA NPaBUaAa MapLLIPYTU3aALMKM, ONUCAHHbIE B TabMLLEe MapLIpyTU3aL MK
«802.1g» 3aknankmn «802.1g».

Kommymamop —> Hacmpoliku nopmoe kKommymamopd

HacTpoiku nopTos KOMMyTaTopa
GE nopt 0 GE noprt 1 GE noprt 2 CPU nopt SFP nopt 0 SFP nopt 1
WcnonesoeaTe VLAN
Default VLAN D 0 0 0 0 0 0
/D Override
Egress Unmodified ¥ Unmodified ¥ Unmodified ¥ Unmodified v Unmodified ¥ Unmodified ¥
[EEE mode Fallback ¥ Fallback v Fallback v Fallback v Fallback v Fallback ¥
¢ GE nopT 1 ¢ GE nopt 0 #| GE nopT 0 GE nopT 0

GE nopt 2 ¥ GE nopT 1 GE nopT 1

Outpu < CPU nopT 7 G 2 GE nopt 2
¢ SFPnopT 0 < CPU nopT

SFP nopTt 1 v SFP nopT 0
LACP trunk none v none v none v none v [0] LACP trunk0 v
Port MAC AS'FO- 4B 79°F5 AQF 1B 1_ F5 ,Z‘FC ‘:Z}'JE: AS'FO- 4B 81 79'F5 _"‘FQJB"\‘}TOF:
1 2000 200 20K 200 0K XK . o - T s RSN ol - ol D - - - - ° ey b
PesepBbitbiit NnopT none v none v none v none v none v
BosepaT na
mast nepT
Pexum paboTs i v v v o v
nopTa auto auto auto

MpumernTs Mo ymonuaxu CoxpanuTs

’ B 3aBOACKOW KOHPUrypauumn nopTbl KOMMYTaTopa HEAOCTYNHbI MeXKAy co60oii.
L)
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KommyTaTtop yctpoiictBa SBC-1000 nmeet 3 anekTpuyeckux nopta Ethernet, 2 ontnyecknx n 1 nopt gns
B3aMMOAENCTBUA C NPOLLECCOPOM:

— GEnopm (0, 1, 2) — anekTpuyeckune Ethernet-nopTbl ycTponcTBa;
— SFP nopm (0, 1) — ontnyeckme Ethernet-nopTbl ycTpoiicTBa;
— CPU nopm — BHYTPEHHWIA NOPT, NOAKNOYEHHbIN K LEHTPaNbHOMY NPOLLECCopY YCTPOMCTBa.

/ Bce nopTbl YCTPOMCTBA ABAAIOTCA camocToATesbHbiMKu, B SBC-1000 He ucnonb3ylTca combo-
nopTbl.

Hacmpoiiku kommymamopa

—  MWUcnonezosames VLAN — npw ycTaHOBNEHHOM ¢dnare ncnonb3oBatb HacTpoiku Default VLAN ID, Override
n Egress Ha AaHHOM NOPTY, MHAYe He UCMO/1b30BaTh;

— Default VLAN ID — npu nocTynaeHnn Ha NopT HETErMPOBaHHOIO NaKeTa CYUTAETCA, YTO OH MMEEeT aHHbIM
VID, npu nocTynneHun TermpoBaHHOrO NakeTa cyMTaeTca, YTo naket umeet VID, KOTopbI yKasaH B ero
Tere VLAN;

— VID Override — npu yctaHoBneHHOM dnare cumTaetcsi, 4to N0boM nocTynuBwKiA naket umeet VID,
yKasaHHbI B cTpoKe default VLAN ID. CnpaBeganBo KaKk aaa HETErMpoBaHHbIX, Tak U A5 TEFMPOBAHHbIX
NaKeToB;

— Egress:

— unmodified — naKkeTbl nepefatoTcsa AaHHbIM NOPTOM 6€3 M3MeHeHUit (T. e. B TOM Ke BUAE, B
KaKOM MOCTYNUAWN HA APYroi NopT KOMMyTaTopa);

— untagged — naKeTbl NepeaatoTca gaHHbIM nopTom Bcerga 6es tera VLAN;

— tagged — nakeTbl NnepeaaloTcs AaHHbIM NopTom Beerga ¢ Terom VLAN;

— double tag — nakeTbl NnepenatoTca AaHHbIM NOPTOM C ABYMA Teramu VLAN — ecnun NpuHATLIN
naketr 6bla TerMpoBaHHbIM M € ogHMM Terom VLAN — ecam npuHATBHIA NakeT Obln He
TEermpoBaHHbIM;

— |EEE mode — ycTaHaBAMBaET peXmMmbl 6e3onacHoCTU Npu 06paboTKe NPUHATBLIX TEFMPOBaHHbIX ppeiimoB:

— fallback — dpelim npuHMMaeTca Ha BXoAsaLWEM NOPTY HE3aBUCUMO OT Hanuums ero 802.1g-Tera
B Tabaunue mappytusaummn «802.1q»;

= Ecnn 802.1g-Ter He coaep:KuTca B Tabauue mapwpytusaumm «802.1g», To dpeilm nepenaérca Ha
NCXOAALLMIA MOPT MPY YCIOBUK, YTO OH paspeLLéH B CeKLMKN «output» B HaCTPOMKax BXO4ALLEro NopTa;

= Ecnn 802.1g-Ter coaeprKMTca B Tabanue mapipytnsaumm «802.1qg», To dbpeim nepenaértca Ha UCXOoAALLUIA
NopT NPU YCIOBUM, UTO UCXOAALLMIM NOPT ABaseTca yneHom VLAN B Tabanue «802.1qg» 1 pa3pelléH B Cekummn
«output» B HACTPOWKax BXOAALLErO NOPTa;

—  check — ¢peiim npuHUMaETCs Ha Bxogawem nopTy, ecav ero 802.1q-Ter coaep*utca B Tabsmue
Maplipytusaummn «802.1g» (BxoaAwmii nopt He o6s3aH 6biTb YneHom VLAN B Tabauue
«802.1q»);

= Ppeilm nepenaérca Ha UCXOAALLMA NOPT, eCAn UCXogAawmi nopTt Asndetca yneHom VLAN B Tabauue
«802.1g» ¥ paspeLléH B cekLmn «output» B HACTPOMKAxX BXOAALLEFO NOPT3;

—  secure — ¢dpenm NpuHMMaeTca Ha Bxoaswem nopTty, ecam ero 802.1g-Ter cogepXuTca B
Tabnvue mapuwpytmsaumm «802.1g» n BxoAawmi nopt Asasetrca yneHom VLAN B Tabauue
«802.1q»;

= Ppeiim nepepaérca Ha UCXOAALWMMA NOPT, €CAM UCXOAAWMA NopT aBaseTca yneHom VLAN B Tabauue
«802.1g» v pa3pelléH B CeKLMM «output» B HACTPOMKaxX BXOAALLErO NOPTa;

—  Output — B3aMMOJOCTYNHOCTb NOPTOB AN1A Nepeaayn AaHHbIX. YCTaHaB/IMBAOTCA pa3peLleHuna
OTMPaBKM NAKeTOB, NPUHATbIX AaHHbIM MOPTOM, B NOPTbl, OTMEYEHHble dnarom;

—  LACP trunk — Bbi6op rpynnbl LACP, K KOTOPOI NPUHAANEKUT YKa3aHHbIA NOPT KOMMYTaTOpPa;

—  Port MAC — cmeHa MAC-agpeca nopta. Onuua goctynHa gns pegakTMpoBaHus npu Bblbope
rpynnbl LACP Ha nopty. MNMopTbl, Bxogawme 8 ogHy rpynny LACP, A0MXHbI UMETb pasindHble
MAC-agpeca;

—  PesepsHsbili nopm — BblbOp NopTa, Ha KOTOpbiM OyaeT nepekntoveH TpaduK B ciaydae

110 lMoepaHuyHble KoHMponneps! cecculi SBC



HELTEX

BO3HWKHOBEHWA HELTATHOW CUTyauuu (Hanpumep, paspbiB AMHMM). [aHHaA HACTpoiKa
Heobxoanma gna obecneyeHns pesepsuposaHus Dual Homing;

—  Bosspam Ha master-nopm — npu ycTaHOBJAEHHOM dJiare 6yAeT ocywecTB/eH nepexod Ha
OCHOBHOV MOPT NOC/IE €ro BOCCTaHOB/IEHUS;

V B TeKyweii Bepcumn MO nopaepxkuaerca Tonbko global dual homing.

—  Pexcum pabomel nopma — Bblbop pexknma pabotbl nopta (auto, 10/100 Mbps Half, 10/100 Mbps Full, 1
Gbps). HacTpoitka perkrnma BO3MOXKHa TONIbKO ANA aneKkTpuyeckux Ethernet-noptos (GE nopm 0, GE nopm
1, GE nopm 2).

Echu B TeyeHMe OAHOW MMUHYTbl HACTPOWKM He MNOATBEPXKAEHbl HAXKaTMEeM Ha KHOMKY
H «Modmeepdumb», TO OHU BO3BPALLAIOTCA K NPeAbIAYLLUM 3HAYEHUAM.

Ona npumeHeHMA HaCcTPOeK HeobXoAUMO HaxKkaTb KHOMKY «[lpumeHumsb», pns noATBepXAaeHun
NPUMEHEHHbBIX HAaCTPOEK — KHOMKY «Todmeepdume».

I'IpM NOMOLLKN KHOMKK «[lo YMOAYAHUKO» MOXHO YCTAaHOBUTb MapameTpbl MO YMOJZIHAHUIO (3Ha‘-IEHVI’r'I,
YCTaHaB/IMBaeMbl€ NO YMO/IHaHUIO, NpuBeaeHbl Ha PUCYHKE BbILLIE).

[na coxpaHeHua HacTpoek B ¢dann KoHourypauum 6e3 npumeHeHUA HeobXOAMMO HaxKaTb KHOMKY
«CoxpaHume».

4.1.6.3 802.1q

B noameHto «802.1g» ycTaHABAMBAIOTCA MPaBMAA MapLUPYTM3aLMMN NAKeTOB Npu paboTe KommyTaTopa B
pexxnme 802.1q. Tabanua moxKeT cogep:Katb Ao 1024 3anuceli.

KOMMYTaTOp wa3a mmeet 3 SNNIEKTPUYECKUX NOPTa Ethernet, ABa ONTUYECKMX U OOAUH NOPT AONA
B3aMMO,ﬂ,eVICTBMH C npoueccopom:

— GE nopm (0, 1, 2) — anekTpnyeckune Ethernet-nopTbl ycTpoicTBa;
— CPU nopm — BHYTPEHHWIA NOPT, NOAK/OYEHHBIN K LEHTPAIbHOMY NPOLLECCopy YCTPOMCTBA;

— SFP nopm (0, 1) — ontnyeckue Ethernet-nopTbl ycTpoiicTaa.

Kommymamop —> 802.1q

802.1q
VvID GE nopt 0 GE nopt 1 GE nopt 2 CPU nopt SFP nopt 0 SFP nopt 1 Override TMpuopuTer
unmodified v || unmodified ¥ || unmodified ¥ | unmodified ¥ || unmodified ¥ ||| unmodified v 0v
[obasuts
VTU table
VID GEnopt0 = GEnopt1 GE nopt 2 CPUnopt = SFPnopt0 = SFPnopt1 Override Npuoputer Ypanute
VTU table is empty!
MpumernTs Yaanute CoxpanuTs

JAobasnerHue 3anucu 6 mabauyy mapwpymusayuu nakemos

— VID — B none Heobxogumo BBecTM naeHTuduKatop rpynnbl VLAN, ansa Kotopol cosgaeTca npasuao
MapLLpyTU3aLMK, N A1A KAXKAO0MO NOPTA HA3HAYMTb AEWCTBUA, BbINOJHAEMbIE UM MPU Nepesade NakeTa,
MMetoLLLero ykasaHHbii VID.

— unmodified — nakeTbl NepeaatoTca AaHHbIM NOPTOM 6€3 N3IMEHEHUM (T.e. B TOM }Ke BUAE, B KaKOM
611N NPUHATDI);

— untagged — naKeTbl NepeaatoTcs A4aHHbIM NopTom Bcerga 6es tera VLAN;

— tagged — nakeTbl NepeaaoTcs AaHHbIM NopTom Bcerga ¢ Terom VLAN;
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— not member — nakeTbl € yKa3aHHbIM VID He nepeaatoTcs AaHHbIM NOPTOM, T. €. NOPT He ABAAETCA
yneHom atou rpynnbl VLAN.

3atem HeobXoAMMO HaxaTb KHOMKy «Zobasume». [na NPUMEHEHUA YCTaHOBAEHHbIX HAaCTPOeK
HeobX0AMMO HaXKaTb KHOMKY «/[TpuMeHUMb», 3aTeM NOoATBEPAMTb HAaCTPONKKN KHOMKOW «[Todmeepdums».

Echu B TeyeHMe OAHOW MMUHYTbl HACTPOWKM He MNOATBEPXKAEHbl HAXKaTMEeM Ha KHOMKY
H «Modmeepdumb», TO OHU BO3BPALLAIOTCA K NPeAbIAYLLUM 3HAYEHUAM.

CoxpaHuTb HacTpolikm Bo Flash-namsaTb ycTpoiicTBa 6€3 NPMMEHEHUA BO3MOMKHO C MOMOLLBIO KHOMKK
«CoxpaHuUmMb».

YdaneHue 3anucu uz mabauywi mapuipymusayuu nakemoese

[na ypaneHus 3anuceit HEO6X0AMMO YCTaHOBUTb Gaarv HanpPoOTUB YAANAEMbIX CTPOK WU HaXaTb KHOMKY
«Yoanume ebiOesieHHbIe».

4.1.6.4 QOS U KOHMPOAb 110a0CHI NPONYCKAHUA

B pasgene «QoS U KOHMpPOsb MoaA0Ckl NPonycKaHus» HacTpansatoTca GYHKUMM obecneyeHns KadyecTsa
obcnyxumeaHua (Quality of Service).

Kommymamop —> QoS u KOHMpPOob NoA0CsI NPONYCKAHUA

QO0S » KOHTPONE NONOCK! NPONYCKAHMA
GE nopr 0 GE nopr 1 GE nopr 2 CPU nopr SFP nopt 0 SFP nopt 1
VLAN .]' D' :' .3' ,:‘,' .:'
Toneko DSCP ¥ || Tonbko DSCP ¥ || Tonoko DSCP ¥ ||| Toneko DSCP ¥ || Tonbko DSCP ¥ || Tonoko DSCP v
Mepesss=aunTs
NPVORVTET: ov ov ov ov ov ov
802.1p 0
1 v 1 v v v v v
2 -y 2Y 2y Y 2Y 29
3 3Y 3V s Y 3Y <R < Jd
4 4V 4V 4V 49 4V 4V
5 5Y 5V sy sy 5v 5V
- E‘ v [ v /Y 8 b 4 E v E v
7 T Vv 7V v A 4 79 r 4
BbIKNONEH ¥ ||| BoiknIONEH ¥V || BbiKNKOuYEH ¥ || BbiKNKOYEH Y | BoiKnOuSH Y | BolKNIOuEH v
ocTH ANR
- - . - -
o - - - - -
MpumexnTs E b Mo ymonuaxuo Coxparute

— Mpuopumem VLAN (default) — npuoputet 802.1p, Ha3HayaeMblii HETETMPOBaAHHbIM NaKeTam, MPUHATbIM
AaHHbIM nopTom. Ecam naket yxe mmeet npuoputetr 802.1p nubo IP diffserv npuoputeT, TO AaHHbIN
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napameTtp He ucnosb3yetca (default vlan priority He GyaeT NPUMEHATbCA K MaKeTam, COAEepKalium

3arosioBoK IP, B cnyyae mcnosb3oBaHWs ogHoro M3 pexkmmoB QoS: DSCP only, DSCP preferred, 802.1p

preferred, a TaK»Ke K ye TerMpoBaHHbIM NaKeTam;

Pexcum QoS — peXum ncnonbsosaHuma QosS:

— Tonbko DSCP — pacnpegenaTb NaKeTbl N0 oYepeaam To/IbKO Ha ocHoBaHMM npuopuTeta IP diffsery;

— TonbKko 802.1p — pacnpenenaTtb NakeTbl NO oMepeasm TONbKO Ha OCHOBaHMK npuoputeTa 802.1p;

— DSCP, 802.1p — pacnpenenstb nakeTbl N0 oyepeasm Ha ocHoBaHuKM npuoputetos IP diffserv n 802.1p,
npW 3TOM NPKU HAIMYNK 06OUX NPUOPUTETOB B NAKETE, pacnpesesieHne No ovepesam OCyLLeCTBAAETCA
Ha ocHoBaHuu IP diffserv;

— 802.1p, DSCP — pacnpenensatb NakeTbl N0 o4yepeasm Ha ocHoBaHuM npuoputeTos IP diffserv n 802.1p,
npw 3TOM NPKU HAIMYNK 06OUX NPUOPUTETOB B NAKETE, pacnpesesieHne No ovepesam OCyLLeCTBAAETCA
Ha ocHoBaHuu 802.1p;

lepeHa3zHayume npuopumemsi 802.1p — nepeHasHayeHne npuoputetoB 802.1p ANA TErMpoBaHHbIX

naketoB. Ka)kgomy npuoputeTy, npuHATomy B nakete VLAN, MOXKHO TakMm 06pa3om HasHauyuUTb HOBOE

3HayeHwue;

Pextum o2paHUYeHUsa 8X00AWUX MAKEMOo8 — PeXUM OrpaHMYeHns TpaduKa, NOCTyNaloLWero Ha NopT:

—  BoblKkntoyeH — HeT orpaHUYeHus;

—  Bce nakemosl — OrpaHUYMBaETCA BECb TPADUK;

—  BroadMultFlood — orpaHuumMBaeTcs MHoroagpecHbii (multicast), wrpoKkoselwaTenbHbll (broadcast)
W NaBUHHbIN ogHoaapecHsbil (flooded unicast) Tpaduk;

— BroadMult — orpaHuumMBaeTca MHoroagpecHbli (multicast) u wupokosewatenbHbin (broadcast)
Tpaduk;

—  Broad — orpaHuuyMBaeTca TO/IbKO WMPOKoBeLaTebHbli (broadcast) Tpaduk;

OzpaHu4yeHue cKopocmu 0711 6x00AwWux nakemos 8 oyepedu 0 — orpaHUYeHWe NosaoCbl NPOMyCKaHMA

TpadurKa, NOCTyNaloLLEero Ha NopT AN HynesBoin odvepeaun. [lonycTumble 3HavyeHus B npegenax ot 70 go

250000 Knnobut B cekyHAay;

OzpaHu4yeHue cKopocmu 0714 8x00AWuUx nakemos 8 oyepedu 1 — orpaHuUYeHne Nosaocbl NPOMycKaHMsA

TpadurKa, NocTynatoLlLero Ha NopT gns nepsoi odyepeaun. Moaocy NPonyckaHUA MOXKHO MO0 yBENNUYUTL B

ABa pa3sa (prev prio *2) oTHocuTeNbHO HyNEeBOI oyepeaun, IMH6O OCTaBUTb TaKoM e (same as prev prio);

OzpaHu4yeHue cKopocmu 0714 8x00AWUX NaKkemos 8 oyepedu 2 — OrpaHUYeHWe NosoCbl NPOMycKaHMsA

TpadurKa, NOCTyNatoLWero Ha NopT 418 BTOpol odepegm. Monocy nponyckaHUa MoXKHO 6o yBeNNUYUTb B

ABa pasa (prev prio *2) oTHocuTeNbHO NepBol oYepeamn, NMHBO OCTaBUTL TAKOM e (same as prev prio);

OzpaHu4yeHue cKopocmu 071 8x00AWUX nakemos 8 oyepedu 3 — OrpaHUYeHWe NosoCbl NPOMycKaHMsA

TpadurKa, NOCTynaloLero Ha NopT ANs TpeTbel odepean. Moaocy NPoNycKaHUA MOXKHO MB0 YBEANYUTL B

ABa pa3sa (prev prio *2) oTHocuTenbHO BTOPOI ovepean, 1Mb6o OCTaBUTb TaKoW Xe (same as prev prio);

BKao4Yume o2paHuyeHue Ucxo0Aauux nakemos — npu yCTaHOBAEHHOM diare paspelleHo orpaHuyeHue

Mo/a0Cbl NPOMNYCKaHUA ANA UCXOAALLEro ¢ nopTa TpaduKa;

OzpaHu4yeHue cKopocmu 0418 UCX00AUWUX TAKemo8 — orpaHu4YeHMe Noaocbl NPONYCKaHWA ANA UCXOAALLENO

¢ nopta Tpaduka. JonycTumblie 3HauyeHuMA B npeaenax ot 70 go 250000 KnaobuT B CEKYHAY.

MpumeHUMb — NPUMEHWTL YCTAaHOB/IEHHbIE HACTPOWKMY;
Modmeepdums — NOATBEPAUTL U3MEHEHHbIE HACTPOMKM;

Echu B TeyeHMe OAHOM MUHYTbl HAaCTPOMKU He MOATBEPKAEHbl HAa)KaTUEeM Ha KHOMKY
H «Modmeepdumb», TO OHU BO3BPALLAIOTCA K NPeAbIAYLLUM 3HAYEHUAM.

Mo ymon4YaHu — yCTaHOBUTb HACTPOMKM MO YMONYAHUIO;
CoxpaHumes — COXPaHUTb HacTPoMKu Bo Flash-namaTb ycTpoiictBa 6€3 npumeHeHus.
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4.1.6.5 PacnpedeneHue npuopumemos rno o4yepeou

B pasgene «QoS u KOHMpPOsb MoaA0Ckl NponycKaHus» HacTpansatoTca GYHKUMKM obecneyeHns KadyecTsa
obcnyxumeaHua (Quality of Service).

Kommymamop —> PacnpedeneHue npuopumemos rno o4epeou

PacnpegeneHue NpuOPHTETOB NO 0Yepeasm
Pacnpegenexne npuopntetos 502.1p No odepeasm
802.1p 0 1 2 3 4 5 6 ?
Ouepegb ((1 v || (0O Y ([|OY|[(TY[[|2"Y]|[[2Y||]|3"Y|[|3"
Pacnpeaenexue npuoputeTos IP diffserv no oyepeasm
Diffserv Ouepeab Diffserv Ouepeab Diffserv Ovepeab Diffserv Oyepeas
0x00 ov 0x40 1v 0x80 2v 0xCo 3v
0x04 0Ov 0x44 1y 0x84 2 0xC4 3v
0x08 0v 0x48 1v 0x83 2v 0xC3 3v
0x0C Ov 0x4C {w 0xsC 2% 0xCC 3y
0x10 0w 1v 0x90 2v 0xD0 3v
Ox14 0v 1v 0x94 2y 0xD4 3
0x18 Ov 1v 0x93 2y 0xD3 3v
0x1C 0v 1v 0x9C 2 0xDC 3v
0x20 Ov 0x60 1 OxAD Z2v OxEOD 3v
0x24 ov 64 R OxA4 2 OxE4 3y
0x28 0Ov 0x68 d " 0xA8 2y OxE8 3 v
0x2C ov 0x6C 1v OxAC 2" 0xEC 3v
0x30 0v 0x70 1v 0xB0 2v IXFO 3v
0x34 0Ov 0x74 1v 0xB4 2v 0xF4 3v
0x33 0v 0x78 1v 0:B8 2v 0xF8 3v
0x3C Ov 0x7C 1y 0xBC 2Y 0xFC 3y
MpumernTs Mo ymonuaxuio CoxpaHuTe

— PacnpedeneHue npuopumemos 802.1p no o4epedam — No3BOAAET pacnpenenunTb NakeTbl Mo oYepeaam

B 3aBMCMMOCTM OT npmoputeta 802.1p:
— 802.1p — 3Ha4veHue npmnoputeta 802.1p;
— QOyepedb — HOMEpP UCXOAALLEN ovepeau;

— PacnpedeneHue npuopumemos IP diffserv no ovyepedam — no3BONAET pacnpefenvTb MNakeTbl Mo

oyepenam B 3aBUCMMOCTK oT npuopuTteTa IP diffserv:
— diffserv — 3HaueHue npuoputerta IP diffserv;
— Ouyepedb — HOMEP UCXOAALLEN OYepean;

—  [lpumeHuUmMb — NPUMEHUTb YCTaHOB/IEHHbIE HACTPOMKM;
— oomeepOums — NOATBEPAUTL U3MEHEHHbIE HACTPOMKHY;

.‘

Ecan B TeyeHMe OAHOMW MMHYTbI HAaCTPOMKU He NOATBEPKAEHbI HAXKaTUeM Ha KHOMKY
«Modmeepdumb», TO OHM BO3BPALLAIOTCA K NPeablayLUmM 3HaYeHUAM.

—  [lo yMon4aHUtO — YCTAaHOBUTb HAaCTPOMKMN MO YMOSYAHUIO;
— CoxpaHUMmMb — COXPaHUTb HAacTPOMKM Bo Flash-namaATb ycTpoicTea 6e3 npumeHeHuUs.
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4.1.7 Cemesble ymuaumel

4.1.7.1 PING

YTUauTa ncnonbsyeTcs 10 NPOBEPKM COEANHEHUSA (HAaAMUYUA MapLIpyTa) A0 YCTPOMCTBA B CETU.

Cemeesble ymunumesi —> PING

PING

IP Probing

MNepuoauyeckini ping
3snycksTs NDW CTSPTE YCTDOWCTES
Mepwoa, max| 10
¥onuuecTeo nonsTok| 3

CoxpaHuTb

Cocroanue

E0N0TAYECKAN PIng He 380

3anycTuTb OcTaHoBUTD

Cnucox IP-anpecoe
Hert IP anpecos & cnicke

Ping

Wnpopmaums

Oobasub

IP Probing — vicnonb3yeTcs Ana 04HOKPATHOrO KOHTPO/IA COeAMHEHMA A0 YCTPOMCTBA B CETU.

Ons axo-Tecta (nocbina Ping-3anpoca) Heobxoanmo Beectn IP-agpec anbo ceteBoe ums ysna B none «IP
probing» v HaxaTb KHOMNKY «Ping». Pe3ynbTaT BbINONHEHNS KOMaHAb! OyAeT BbiBeAeH B HAMKHEN YacTu CTPaHULLbI.
B pe3y/ibTaTe yKa3blBaeTCA KOJIMYECTBO NepesaHHbIX MAaKeTOB, KOIMYECTBO NOJYYEHHbIX HA HUX OTBETOB, MPOLEHT
NnoTepb, a Tak:Ke Bpems nprvema-nepesaqn (MMHMManbHoe/cpegHee/MakcmasibHOE) B MUIMCEKYHAAX.

IP Probing

192.168.27.7

5 packets transmitt
round-trip min/

Mepuoduyeckuli ping — ncnoab3yeTtca 418 NEePUOANYECKOTO KOHTPOJIA COeAUHEHUI A0 YCTPOWCTB B CETH.

— 3anyckame npu cmapme ycmpolicmea — npwu ycTaHoB/eHHOM d1are nocbliaTth ping-3anpockl Ha agpeca,

YKa3aHHble B CNUCKe XOCTOB 6yAeT akTUBMPOBATLCA Cpa3y Noc/e 3amnycka YCTPOMCTBa;

—  [lepuod, MUH — NHTEPBAN MEXKY 3anpocammn B MUHYTaX;

— Kosuyecmeo nonbimok — 4YUCNO MNONbLITOK OoTNpPaBuUTb ping—

3anpoc.

CocmosaHue

—  [epezanycmums — 3anycKk/nepesanyck nepmoamyeckoro ping;
— OcmaHosUMb — NPUHYAUTENbHAA OCTAHOBKA NepUOAMYECKOro

ping;

OtrkpeiThe =hosttestlog= X [

Bel cofvpaeTecs oTKpeITe daiin

= hosttestlog
AENAOWNIACA TEKCTOBIR AOKYMEHT
u3 http://192. 168. 18. 189

Kai Firefox cneayet obpabotate sToT daiin?

I ==Yl Mo tepad 2 (no yMonuaHuo) lz‘

") CoxpaHuTe daiin
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—  WHpopmayua — N0 HaKaTUO [OAHHOM KHOMKWM AnA MNPOCMOTPa CTaHeT AoCTyneH aor-dpann

'/tmp/log/hosttest.log' c gaHHbIMKM O NocneaHen NOMNbITKE NEPUOANYECKOro ping-3anpoca.

Cnucok xocmoe — cnucok IP-agpecos, Ha KoTopble 6yayT OTNPaBAATLCA Nepuoanyeckme ping-3anpocsl.

Ona pobaBneHus HOBOTrO agpeca B CNMCOK HEOHXOAMMO yKasaTb ero B Mosie BBOAA WM HaxKaTb KHOMKY
«/lobasume». Qna yaaneHna — HaxaTb KHOMKY «Y0asume» HanpoTus Tpebyemoro agpeca.

4.1.7.2 TRACEROUTE

Ytunuta TRACEROUTE BbinosHAeT GYHKUMM TPACCMPOBKM MapLIpyTa M 3XO-TecToB (nepegaym ping-
3anpocoB) A8 OMArHOCTUKKU paboTbl ceTu. [laHHas GYHKUMS NO3BO/AET OLEHWUTb KayecTBO COeAMHEHMA A0
npoBepAaemoro ysna.

Cemeeabie ymunumel —> TRACEROUTE

TRACEROUTE

WmA xocTa unu IP agpec 4nA NPOBEPKM Ka4eCTsa COeANHEHUS

Mcnonb3osarb onuyumM 0 " bl

HnCno nepeasaemsix NAKETos (N0 yMonuaHuo 10
Pa3mep nakeTos ANA 0TNPaBKi
OT1oBpaxaTts |P-aqpeca BMecTo MMEH XOCTOB

3apepxxa mexay ICMP 3anpocamu (Mo ymonuaHuio 1 cex)

Mcnons308aTe TONbK
Mcnons308aTs TONLKO IPVE
ANpec CETeBoro MHTepdeca AnA otnpasku ICMP 3anpocos

Mposeputs

B none «Mmsa xocma unu IP adpec 0na nposepKu Kayecmea coeduHeHUs» BBoauTtca IP-agpec ceteBoro
YCTPOICTBA, 4O KOTOPOrO OLLEHMBAETCA KAyecTBO coeAuHeHuA. [nA MCnonb30BaHWA onuuii Heobxoaumo
YCTAaHOBUTb p1ar B COOTBETCTBYHOLLLEN CTPOKeE.

Onuuu:

— Yucno nepedasaemobix nakemos — KOMYeCcTBO LMKAoB nepegaym ICMP-3anpocos;

—  Pasmep nakemos 07158 omrpasku — pasmep ICMP-nakeTa B 6aiiTax;

—  Omobpaxams IP-adpeca emecmo umeH xocmog — He ucnonb3osaTb DNS. OTobparkatb IP-agpeca 6e3
NONbITOK NONYYEHUA UX CETEBbLIX UMEH;

—  3adepxcka mexcdy ICMP 3anpocamu (no ymonyaHuro 1 cex) — nHTepBaa onpoca;

—  Ucnons3zosams mosnbKo IPv4 — ncnonb3oBaTb TONbKO NPOTOKoA IPv4;

—  Ucnonszosames mosnbKo IPv6 — Ncnonb3oBaTb TONLKO NPOTOKoA IPV6;

— Adpec cemesozo uHmepgpelica 05 omnpasku ICMP 3anpocoe — IP-agpec ceteBoro uHTepdeinca, c

KoToporo byayT otnpasneHbl ICMP 3anpochl.

Mocne BBoga IP-agpeca ceTeBOro YCTPOMCTBA, A0 KOTOPOrO OLEHMBAETCA KAYECTBO COEAMHEHUA U
YCTQHOBKM OMLMIN HYXKHO HaxaTb KHOMKRY «[1posepumeo».

B pe3synbTaTte paboTbl yTUANTbI BbIBOAMTCA TabanLa, COAEPIKaLLAn:

—  Homep y3na u ez2o IP-adpec (nubo cemesoe ums),

—  npoueHm nomepsHHbIX Nakemos (Loss%),

—  Koau4Yecmeo omrpasaeHHsIx nakemoe (Snt),

—  8pems Kpy208020 obpauwieHusa nocaedHezo nakema (Last),
—  cpedHee 8pemsA Kpy2o8020 obpaweHus nakema (Avg),

—  Ayquee speMs Kpy208020 obpaweHus nakema (Best),

—  Xyoduwee speMs Kpy208020 obpaweHusa nakema (Wrst),
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—  CcpedHeKsaopamuyHoe omkaoHeHuUe 3a0epieK 078 Kax0o2o y3na (StDev).

HOST: shc
1. 18921681644 |0.0% (10 (0.3

4.1.8 be3zonacHocmob

4.1.8.1 YnpaeneHue

B aTOM noameH M3MEHATCA MNapoan A0CTyna K
cpeacTBam KOHoUrypuposaHua SBC.

B pasgene «YcmaHosume naposas aOMuHUCmpamopa
geb-uHmepdgelica» ycTaHaBNMBAETCA Napoab AN JOCTYNa K
web-uHTepdelicy nonb3osatens admin.

’ Mo ymonuaHuwo pAana pgoctyna K web-
' uHtepdeiicy ucnonb3yerca AoruH admin
naponb rootpasswd.

Naponb ana goctyna nonb3osatena admin
yepes web-uHTepdeiic MoxKeT He cOBNaAaTb
C naponem AanAa Aoctyna no NPoOTOKoJam
Telnet, SSH.

B paspgene «llonb3osamenu 8eb-uHmepghelica»
co3aatoTca nosib3oBaTenn web-uHTepdelica U HazHavatoTcA
ux npasa. Bcero moxet 6bITb co3aaHo A0 50 nosb3oBaTenen.

[na co3gaHus nonb3oBaTens caefyeT HaxKaTb KHOMKY
«/Jobasumeb». B nosBuBLIEeMcA OKHe (cnpaBa) BbibpaTb UMSA
nosb3oBaTens, Naposb AAs BXoAa W MoATBEPAMTbL Maposib.
3aTem 3a4aTb NpaBa MoJib30BaTeNNA U HaxaTb «[IpumeHUMb».
[na pegaktmposaHMA Hafo BbIGpaTb NONb30BATENA U3 CMIMCKA
7] Ha)KaTb  KHOMKy  «Pedakmuposame».  YpaneHue
OCyLLeCTBAAETCA BblOOPOM MO/b30BaTENA W HaxKATUEM
KHOMKK «YOanumo».

HeBO3MOXHO yAanAuTb WAM U3IMEHUTb NpaBa
nonb3osarena admin.

B pasgene «YcmaHosume napoas admMuHucmpamopa

nonb3osatens admin ana gocryna K CLI.

Loss% Sm Last Avg Best Wrst StDev
03 |02 |03 0.0

BesonacHocmes —> YnpaeneHue

YnpaeneHue

YCTEHOEBWTE Napoik 3AMUHUCTPETOPE BEeb-uHTEpdelica: =
BeeawTe napons:
MoaTeepanTe napons:

3apare

MonesoeaTeny eeb-uHTephelica: —

Ne Mma
0 admin
LHobasuTe Pepaktupoeate YoanuTe

YCTEHOBUTE Naponk aAMWHWCTPaTOPE AnA telnet u ssh: =
BeeawTe napons:
MoaTeepanTe napons:

3apare

Ynpaenenue

[MMa nonesosatena)
[EEEANTE Naponk]

[noaTeepawte napone]

Mpasa Nnonw3oBaTens:

Mepesanyck ycTpolctea/ MO

¥npasneHue SBC

¥npaeneHwe HacTpolkamu IP, Switch n RADIUS
¥npasneHwe KoHQurypaumei

YnpaeneHue MO

MoHUTOpPUHT

MpUMerKTE OTmeHnTE

0n14a telnet u ssh» ycTaHaBnMBaeTcA MNaposb
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4.1.8.2 Hacmpoiika SSL/TLS

Pasgen npeaHasHayeH A0S 3arpysKu MAM CO34aHMA CamomnoanuMcaHHoro ceptuoukata SSL/TLS, KoTopbiit

Mo3BO/IAET UCNO/1b30BaTh WNPPOBAHHOE NOAKIOUEHME K WIO3Y M 3arpy3Ky/Bbirpy3sky ¢painnos KoHdUrypaumm no
npotokoay HTTPS.

Be3zonacHocmb —> Hacmpolika SSL/TLS

Hactpoiika SSLTLS

HacTpeiika S5LITLS

HTTP wm HTTPS ¥ |TIPOTOKON ESAMMOSEIRCTENA C web-
- —= HOHDWMrypETOpOM

CoxpaHMTe

CreHepupoEaTh HOBbIE CERTHAMKATE!
OEyaHsuR=d K04, CTOSHE
Pansok
Mopog
Opraswiayus
Mogpsagens-ne
HosmaeTHei e-rail
Mum yoTpodcTea (anu [P-gopec)

CreHepupoBaTh

3arpyante PEM cepmiadmeat v knwos
CepmdmkaT ¥ |\ dain He soiSpan Ofsop | | 3arpyauts
~ Mocrne sarpyaid CeoTUEWKaTa ¥ «nous, Tpefyerer nepessnyc: =23-cepsaps

; I'Iep-ecanyc-:mrb Bed-cepESp

— [lMpomokon e83aumodelicmeus ¢ web-KOHGU2ypaMoOpPoOM — pPEeXMM MNOAKAIYEHNA K web-
KOHUrypaTtopy:
e HTTP unu HTTPS — paspelleHo Kak HewudppoBaHHoe noakatodeHne — no HTTP, Tak u

wudposaHHoe — no HTTPS. Mpu atom noakntodeHne no HTTPS BO3MOKHO TO/IbKO NPU HaIMUYUM
CreHepupoBaHHOTo cepTUdUKaTa;

e mosabKo HTTPS — pa3pelueHo To/IbKo WwWindpoBaHHOEe nogKkatoveHue no HTTPS. NoakntoueHme no
HTTPS BO3MOXHO TO/IbKO NPU HaMYMK CreHepPUPOBAHHOTO cepTuduKara.

CzeHepuposamo HOBble cepmuguKkamol

’ [aHHble napameTpbl HE06X0AMMO BBOAUTL TaTUHCKMMU ByKBamu.
el |

— Jleyx3Ha4Hbili KOO cmpaHbl — Kog, cTpaHsbl (415 Poccun — RU);

— PezuoH — Ha3BaHwWe perMoHa, obnactu, Kpas, pecnybavkm nT. n.;
— lopod — Ha3BaHuWe roposa;

— OpeaHu3ayus — Ha3BaHWe opraHM3auum;

— [ModpasdeneHue — Ha3BaHWe NogpasgeneHnsa UAn oTaena;

—  KoHmaxkmueili e-mail — agpec 3N1eKTPOHHOM MOYTbl;

— Wmsa ycmpolicmea (unu IP-adpec) — |P-aapec wno3a.

3azpysume PEM cepmugukam u Karoy
Pa3gen no3BonsieT 3arpy3unTb 3apaHee CreHepUpPOBaHHbIM M noanucaHHbld PEM cepTuduKaT u Katod. Ana
3arpy3Kku cneayeTt BblbpaTb B BbiNaAatoLeM MEHIO TUN 3arpyr*kaemoro ¢paiina. Haxatb KHonky « 0630p» 1 BbIbpaThb

Tpebyemblli dalin. Mocne Yyero HaXKaTb KHOMKY «3aepy3umey.

Mocne 3arpy3ku ceptudmKata u Koua Heobxoanumo 6yaet nepesanycTuTb Be6-cepBep KHONKOM
- «Mepe3anyctutb Be6-cepeep».
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4.1.8.3 [JuHamuyecKuii 6paHdmaysp

AviHamuueckuii 6paHgmaysp — 3TO YTUAUTA, KOTOPAsA OTC/IEKMBAET MOMbITKA 0BPALLEHUS K PA3INYHbIM
cepsucam. MNpu obHapyKEeHMUM NOCTOSHHO NOBTOPAOLLMXCA HEYAAYHbIX MOMbITOK 06PALLEHUNA C OLHOIO U TOTO Ke
IP-agpeca naun xocTa, AMHamudeckuii BpaHamaysp 610KMpyeT AanbHelLWwmne NonbITKKM ¢ 3Toro IP-agpeca/xocTa.

B KauecTBe HeyAauHbIX NOMbITOK MOFYT 6bITb UAEHTUDULMPOBAHDI:
nog6op ayTeHTUPUKALMOHHBIX AaHHbIX ANnA web-uHTepdelica nam no npoTokosy SSH, To ecTb NOMbITKK
3alT B UHTepdelic ynpaBaeHUa ¢ HeBEPHbIM JIOTMHOM WM NAPONEM;
noabop ayTeHTUUKALMOHHbBIX AaHHbIX — npuem 3anpocoB REGISTER ¢ ussecTHoro IP-agpeca, HO ¢ He-
BEPHBIMWU ayTEHTUDUKALMOHHBIMU AaHHBIMU;
npuem 3anpocos (REGISTER, INIVITE, SUBSCRIBE, n apyrux) c HenssectHoro IP-agpeca;
npuem HeM3BECTHbIX 3anpocos no SIP-nopTy;
nonagaHue Bbl30Ba B NPaBMAO C NOANTUKOM reject.

BezonacHocme —> fJuHamuyecKuii 6paHomaysp

Ounamuyecknn Opangmaysp

NapameTpol SiP TELNET SSH OTHER

BrniounTs
Bpewms Gnokupossu. ¢ 600

1800

600

Bpems npowenus. ¢ 1 1800

1800

Konu4ecTeo nonbirok
Aoctyna

w
w

Konu4ecTeo spemerHbix
Gnoxmposok

Mporpeccupyrowas Gnokupoeka
He otnpaenaTs 3abnokupoganHbie
3peca B YEPHLIN CNUCOK

MpuMeHUT: Mo ymonyaHuo

. OBHOBWTL " OBHoeMTS —co  OGHOBMTS_
¥auaTs KaJyate mpecou’ Cravats
(Bcero 0)

[oGasuTs || Hautu || Yaanuts NoGasute || HaitTv || Yaanuts

Haittu || Yaanuts

IP-agpec wnm IP/mask
(nocnegrue 30 sanucein)

127.0.0.1

Yaanute s bl

IP-agpec wnm IP/mask
(nocnegrue 30 sanucein)

Her IP agpecos & cnucke

IP-agpec wnu IP/mask
(nocnegrme 30 sanucedn)
Her IP agpecoe B cnncke

YaanuTte

Mapamempeoi duHamuveckoz2o 6paHdmayspa
BKaroyume — 3anyctutb BpaHamayap;

Cneaylolwme napameTpbl MOTYT HacTpaMBaTbCA OTAEAbHO ANA Pa3/INUYHbBIX CEPBMCOB. Bce 3T napameTpsl

MOTyT 6bITb COpOLLIEHbI B NpeAyCcTaHOB/IEHHbIE 3Ha4YeHMs KHOMNKoM "o ymonyaHuto".

Bpemsa 6710KUpo8KU, C — BPeEMA B CEKYHAAX, HA NPOTAXKEHUWN KOTOPOrO AOCTYN C NOA03PUTENbHOIO agpeca
byaet 610KMpOBaH;

Bpems npowieHus, ¢ — BPeMs, Yepe3 KOTOPoe afpec, C KOTOporo npuien npobaemHsblii 3anpoc, byaer
3abbIT, ecn HK pasy He 6bli1 3a6/10KMpPOBaH;

Konuyecmeo noneimok docmyna — MaKCMManbHOE YMCAO HeyAauyHbIX MOMbITOK AOCTyna K CepBuCY,
npexae yem xoct 6yaet 3ab610KMpOBaH;

Konuyecmeo spemeHHbIx 6510KUPOBOK — KOAMYECTBO BAOKMPOBOK, NOCAE KOTOPbIX NPobAeMHbI aapec
b6yneT NPUHYAUTENbHO 3aHECEH B YEPHbIW CNUCOK;

Mpozpeccupyrowan 6510KUpo8Ka — NPV yCTaHOBNEHHOM dnare Kaxkaan ovyepeHas 610KMpPOBKa agpeca
6yneT BaBoe bonblie npeaplaywen, ana 6NOKMPOBKKM aapeca byaeT UCNOb30BaTbCA BABOE MEHbLUe
NonbITOK gocTyna. Hanpumep, B nepBblit pa3 agpec 6bia 3ab10KknposaH Ha 30 cekyHa nocse 16 NonbIToK,
BO BTOPOM pa3 — Ha 60 ceKkyHA nocse 8 NonbITOK, B TPeTUiA pa3 — Ha 120 cekyHA noce 4 NonbITOK U Tak
panee;
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— He omnpaename 3a6710KUpPOBAHHbIE adpeca 8 YepHbili CrUCOK — Npu ycTaHoBneHHOM ¢nare SBC He
oTnpaBaneT 3abNOKMPOBAHHbIE afpeca B 4YepHbI cnucok, onuma "lpoepeccupyrow,as 6aokuposka"
UrHopupyeTcs.

benblit cnucok (nocnegnue 30 3anuceil) — cnucok IP-agpecos, KoTopble He MOTYT BbiTb 6J10KMPOBaHbI
AMHaMUYeckum bpaHamayspom. Bcero moskeT 6biTb co3aaHo go 4096 3anuceit.

YepHblii cnucoKk (nocnegHue 30 3anuceit) — CNMCOK 3amnpelleHHbIX aZpecos, AOCTYN C KOTopbix byaeT
Bceraa 3a610KknpoBaH. Bcero moxeT bbiTh co3aaHo Ao 8192 sanuncu ana SBC-1000 n 16384 3anmncm ana SBC-2000.

Ona pobasneHua/noncka/yaaneHus agpeca B cnnucke HeobxoaMMo yKasaTb €ro B Nose BBOAA W HaXaTb
KHONKY «/lo6asume»/«Halimu»/«Ydanume».

' YEpPHbIA CNUCOK MMeeT NpUopUTeT Hag, 6enbim.
e
CnUCOK 3ab6/I0KUMPOBaAHHbIX appecoB — rMepeyeHb aapecoB, 3a6/0KMPOBaHHbLIX B Xoge pPaboThbl
AMHaMmunyeckoro bpaHamayapa. Bcero B cnvcke morkeT 6biTb 8192 3anucn gns SBC-1000 n 16384 3anucn gnsa SBC-
2000.

B 3aronoBKe cNncKos NPUCYTCTBYIOT AB€ KHOMKU ANA NX CKa4nBaHUA U obHoBNEHUSA:

- Ckayame — B web-uHTepdelice oTobparkaetca Tonbko 30 nocnegHux 3anucen B danne. Haxatne Ha
AaHHYIO KHOMKY NO3BO/IAET CKa4YaTb NOJIHbIE CMNUCKM Ha KOMNbIOTEP;
- O6HO0B8UMb — 0H6HOBUTHL OTOOpPAXKaeMblit CNIUCOK.

Ona pobasneHuns/novcka agpeca B CNMCKe HEOBXOAMMO yKaszaTb €ro B nojie BBOAA M HaMKaTb KHOMKY
«/lobasume»/«Halimu», anAa ypaneHna — HaaTb «YOanume». JJonyckaerca yKka3aHue Kak otaesbHoro IP-
aapeca, Tak u noacetu 8 Hotaumm CIDR: 192.0.2.0/24. Mpu yaaneHnn noacetm byayT TakKe yaaneHbl OANHOUYHbIE
agpeca v NoAceTH, BXxogsaLwme B 3Ty NOACETb.

TaksKe Ans yaaneHva agpecos MOXHO Bbl6paTb HeobxoauMble agpeca C NOMOLbI0 GNaXKKOB HanpoTUB U
HaaTb KHOMKY «Y0asaums», KOTOPasa HaxoAMTCA Mo, CMIUCKOM.

4.1.8.4 }ypHan 3a6710KUPOBAHHbIX adpecos

[aHHOe noAMEeH0 NpeaHa3HauYeHo A/1a NPOCMOTPa KypHana 3ab/10KMPOBaHHbIX AMHAMUYECKUM BpaHa-
May3pom agpecoB. TakKe B NOAMEHIO BOSMOXHO Pa3b/10KMpPoBaTb ONpeseneHHble agpeca nyTem yaaneHusa ux
13 xypHana. KypHan coaepxumTt go 10000 3anuceit.

BbezonacHocmb —> MypHan 3a6710KUPOBAHHbIX adpecos

HypHan 236nN0KUPOE3HHLLE 3OpECcOE

Mowce: Hawima Chpoc
IP appec Oata BnokvpoEkK Mpu4wHa GnokupoEEK
[182.188.18.21 [5.12.2017 18:38: '53H: From predefined list
182.165.1.5 6.12.2017 16:38:22 WWEB: From predefined list
[ H4FH Tesywan oTpa-uys 1 us
Yucno cTpox 2 Tabmgs 1

OOHOEKTE | | OHMCTHTE ¥ypHaN

— [Mouck — B None yKasbiBaeTcA GUALTP ANA NOUCKA apecos;

— Halimu — BbIbopKa aapecoB 13 KypHaANa CorlacHo GpunbTpy;

—  Cbpoc — oumncTka GUnbTPa;

—  06HOo8UMb — 06HOBUTH MHOOPMALUIO B KypHane;

—  O4ucmumeo XypHAa — yOanuTb BCe 3aMMCK U3 XKypHana 3ab/0KMpoBaHHbIX agpecos. MNpu aTom byaet
npousBeaeHa OYMCTKa KypHaia, HO U3 BIOKMPOBKM agpeca yaaneHbl He ByayT, 3TO HAA/IEXUT cAenaTh B
MEHIO HAaCTPOMKN AMHaMMYecKkoro 6paHgmayapa.
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HypHan coaepRuT MHpopmaLmio:

IP-adpec — IP-agpec, KoTopbli Nonaaan 8 6/10KMPOBKY;
Jama 6710Kuposku — fata v Bpems nonagaHua IP-agpeca B 6710KMPOBKY;
Mpu4uHa 6710KUPOBKU — NOSICHEHUE, KAKMM CEPBMCOM M 3a YTO Npour3BeaeHa BJOKMPOBKA.

B Ta6nmu,e HUXe npuneeaeH CnmMcok COOGLLI,EHVIVI o 6.I'IOKVIpOBKe N NPUYnUHbI X BOSHUKHOBEHMUA.

Tabnunua 20 — CoobuieHna 610KMPOBKK

CoobuieHue B KypHane

MpuunHa BO3HUKHOBEHUA

Coobuwenue SIP

Request error: REGISTER failed :

[OCTUTHYT IMMUT perncrTpamii

. . OtBeTt 403
Resource limit overflow OVNHAaMMUYECKMX Nob30BaTenen
Request error: REGISTER failed : 3anpoc perncrpaLmm Hem3BecTHOro
. . . Otset 403
Unknown user or registration domain |nonb3osatena
Request error: REGISTER failed : Server|3anpoc perncrpaumm, B KOTOPOM 3aro/s10BKK Otser 403
doesn’t allow a third party registration |To n From pasanyHbl
Request error: REGISTER failed : o
a e HeBepHblit NorMH/nNaponb OTBeT 403
Authentication is wrong
Request error: REGISTER failed : MonbITKa AeperncTpaunm nonb3oBaTesiem Otser 200
Wrong de-registration He3aperncTpMpoBaAHHOIO KOHTaKTa
Request error: REGISTER failed : MonbITKa perncrpaumm c agpeca, oTAMYHOIo
. OtBeTt 403
Request from disallowed IP OT paspeLleHHoro
. MonbITKa 3BOHKAa OT N0/1Ib30BATENA, KOTOPbIM
Request error: INVITE failed : No P
. . N3BECTEH, HO ero KOHTaKT He 6bl OTtBeT 403
registration before
3aperncTpupoBaH
. MonbITKa 3BOHKa OT N0/b30BaTeNA, KOTOPbIN
Request error: INVITE failed : P
. . . M3BECTEeH, HO PerncTpauma ero KOHTakKTa OTBeT 403
Registration is expired
ncrekna
Request error: INVITE failed : BxoaALmin 3BOHOK UM pErNCTPaLMA He
g AAL perucrpat Otser 403

Authentication is wrong

npowAn ayTeHTUOUKaLmIo

Request error: INVITE failed :
Unknown original address

3BOHOK C HEM3BECTHOIO Hanpas/1eHUA

3BOHOK HanpasaseTcs Ha
mgapp, rae npMHUMaeTcs
pelleHne 0 ero NPonycKe uau
OTK/IOHEHUMU

Request error: INVITE failed : RURI not
for me

HewnssecTtHoe nmsa xocta unm agpec 8 RURI

OtBeT 404

Request error: BYE failed :
Call/Transaction Does Not Exist

He HaliaeH guanor ana npuHATUA 3anpoca

OTBeT 481

SIP: INVITE rejected by the rule
id:name (%d:%s) : Forbidden —
Blocked by SB

3anpoc nonan B NpaBUIO C NOJANTUKOM reject

SSH: Too many requests from address

HeyaauHble NOMNbITKK ayTeHTUGMKauuii no
SSH

WEB: Unknown user <%s> attempted
to access : password '%s'

HeyaauHble NONbITKN ayTEHTUDUKALUK
yepes WEB

ANY: Manually by cmd from other
module or administrator

Bnokuposka gobasneHa yepes CLI nnm WEB
aAMUHUCTPATOPOM
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4.1.8.5 CmamuyecKuli 6paHOmay3p

Firewall wan cemesoii 3KpaH — KOMMIEKC MPOrpaMmHbIX CPeACTB, OCYLLECTBAAIOWMX KOHTPONb M
duUNbTpauuio nepenaBaeMblXx Yepes Hero CeTeBblX MAKeTOB B COOTBETCTBMM C 33a4aHHbIMW MpaBuaamMM, 4TO
HeobXxoAMMO ANA 3aWMTbl YCTPOMCTBA OT HECAaHKUMOHMPOBAHHOMO AocTyna. Ha ycTpoictee MoxKeT 6biTb 40 32

npodunei.

' Mpasuna 6paHgmayapa He 6yayT paboTtaTb Ha orpaHuuyeHune gocryna no nporokonam HTTP/HTTPS,
e | SSH, Telnet, SNMP, FTP. lna orpaHM4yeHuA A0CcTyna no sTMM NPOTOKO/1aM BOCNO/1Ib3yUTECb CIUCKOM
pa3spelwwénHbix IP-agpecoB (pasaen 4.1.8.6) n HacTpoiiKamu aKTMBALUM CEPBUCOB HA CeTeBbIX

uHtepdeiicax (paspen 4.1.4.3).

Npodunu firewall

Ons  cospaHus, pedakTUpoBaHMA U yAaneHus
npodunenn firewall ucnonbsyerca meHto «Ob6beKmobl» -
«Jobasums o06bekm», «Ob6vekmol» - «Pedakmuposame
o0b6veKkm» n «0b6veKmol» - «Y0anumes 06beKM», a TaKe
KHOMKMU:

—  «/Jobasumb»;
—  «Pedakmuposame»;
- «Yoanumob».

BbezonacHocms —> CmamuvecKuli 6paHomaysp

CTaTHYecKHil GpaHoMayap

Mo MmA
o] Firewall Profile #0
NofaBuTe Penaktypoeats YoanuTe

MporpammHoe obecneyeHne MNo3BoAAeT HacTpouTb npasuna firewall gns BxogsAwero, ucxoaawero u
TpaH3MTHOro TpaduKa, a TakKe 41a onpeaeneHHbIX ceTeBblx MHTepdencos. Obuiee Konnyectso npasua firewall

eaMHo Ha Bce npoduam u coctasnset 1000 npasun.

BbezonacHocmb —> CmamuvecKuli 6paHomaysp —> «Jobasume»

CTaTHYecKHii GpanaMayap
Mpodune firewall 2

NapameTpel npoduna

VA Firewall Profile #2

vian200(untag) (bond1.1)

CoxpaHuTe

CoxpaHuts OTMEHUT
Mpaeuna ANA BXoAALErD Tpaduka
MNe Hma Cratyc WcTouHMK Nopret Hazna4veHune Nopret Cogepxumoe MpoTokon OeicTewre
Mpaenna AnA ucxogAwero Tpaduka
No Hma CraTtyc HcTouHKME NMopret HaznayeHue Mopret Cogepsumoe MpoTtokon OeicTewe
HoGasuts Pepaktupoeats Yaanute
Wurepdieic

an CO34aH1N NpaBuia HAaCTPanBaKOTCA Cieayoulne napameTpbl:

- WmA — nma npasuna;

—  MUcnone3zoeame — onpeaensneT, 6yaet M Mcnonb3oBaTbCa Npasuao. Ecan ¢paar He ycTaHOB/EH, TO Npa-

810 ByAEeT HEAKTUBHO;

—  Tun mpaguka — Tvn TpaduKa, ANA KOTOPOro Co3AaeTcs NPaBuo:

—  exo0Aawuli — npeaHasHa4veHHbIN ana SBC;
— ucxo0auwuli — otnpaBnsemblii SBC;
—  Tun npasuna — MOXKeT NPUHUMaTb 3HaYeHuA:

— O6blyHOe — npaBuKAO C NpoBepKoit IP-aapecos 1 NOpToB.;
— GeolP — npaBuio ¢ NpoBepKoi agpeca no 6ase GeolP;
— String — npaBWaO C NPOBEPKOI BXOXKAEHMA CTPOKM B NAKET;
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MeHto npaesuna firewall 8 3asucumocmu om ebibopa muna npasuna

CraTH4eckui GpaHaMay3p CTaTM4eckuit GpaHomayap
Npaeuno firewall Mpaewnno firewall
V¥mA | Firewall rule 0 Vinas | |[Firewall rule O
MCTIONE308Th Wcnons3osats
Tun Tpachura | | Bxogawwwii v Tun Tpacbura | | BxogAwmii v
Tun npaeuna | | OBkiuHoe v Tn npasana | | String v

Conepwumoe
MeTouHiK NakeTa | @ Moo

WCTOUHMK NakeTa ¥ NwBon
IP agpecimacka | 0000
|P agpeci/macka | |0.0.0.0
MopTsl meTouAKE | |0
MopTe! MCTOUHMES | |
Afpec HasHaueHnA | ¥ MoBoi
Afipec HasHaveHnA | @ MoBon
IP agpecimacka | 0.0.0.0
IP agpec/Macka | |0.0.0.0
MopTsl HasHaverns | |0
MopTs! HasHadeHns | |0

MpaTokon Coil v Goii
p L Mpotoken | | NMoboi v
Tun cooBwenua (ICMP) | any v Tun cooBwenna (ICMP) | | any v
Neiictere | | Accept M OeitcTene | | Accept M
CoxpaHnTh OTMEHUTE CoxpanuTs OTMEHUTE
CTaTu4eckui GpaHamaysp
Mpaeuno firewall
WA | |Firewall rule 0
Mcnons308aTs
Tun Tpachkka | | BxopAwwii v
Tun npaexna || GeolP v
Ctpaxa | | Afghanistan (AF) M
MopTsl MeToNHKMEE | |0
MopTsl HazHaYeHnA | |0
Mpotoken | | NiGoi v
Tun cooBwenud (ICMP) | | any v
OedicTeve | | Accept M
CoxpaHute OTMeHHTB

MicmoyHuK nakema — onpeaenseTt ceTeBon afpec MCTOYHUKA NaKeToBs, INBO 1A Bcex aapecos, 1Mbo ans
KOHKpeTHoro IP-agpeca nau cetu:
— moboli — pna scex agpecos (dnar ycTaHOB/EH);
— IP adpec/macka — pna KoHKkpeTHoro IP-agpeca uan cetu. Mone akTUBHO NPU CHATOM daare «to-
6011». ins ceTn 06A3aTeIbHO YKa3blBaeTcA Macka, AnA IP-aapeca ykasaHne Macku HeobA3aTebHO;
— [TMopmebi ucmoyHuka — TCP/UDP nopT uau gnana3oH NopTos (YKa3biBaeTcs Yepes TUpe «-») UCTOM-
HMKaA nakeToB. [laHHbIN NapameTp MUCMo/b3yeTca ToNbKo Ana npotokonos TCP u UDP, noatomy,
4yTobObl AAHHOE MoJie CTasio aKTUBHbIM, HeobxoAnMMO BblbpaTb B nosie npotokon UDP, TCP, anbo
TCP/UDP;
Adpec Ha3Ha4YeHUA — ONpefensaeT CeTeBOM agpec NPUEeMHUKA NAaKeToB, IMBO ana Bcex agpecos, nmbo
ANA KOHKpeTHoro IP-agpeca nau cetu:
— moboli — ana scex aapecos (dnar ycTaHOB/EH);
— IP adpec/macka — ans KoHKpeTHoro IP-agpeca uan cetu. Mone akTMBHO NpKU CHATOM daare «nto-
601i». s ceTn 0653aTeNbHO YKa3bIiBaeTca Macka, ans IP-agpeca ykasaHue Macku He 0653aTesibHO;
— [Mopmeobl HazHavyeHua — TCP/UDP-nopT unau agmMana3soH NopTos (YKa3biBaeTca yepes Tupe «-») npu-
€MHMKa NaKkeToB. [JaHHbIA NapamMeTp UCNOoJb3yeTca TObKO Ana npoTtokosioB TCP u UDP, noatomy,
yToObl gaHHOE MoJie CTaslo aKTUBHbLIM, HeobxoaMMmo BblbpaTb B nosne npoTtokon UDP, TCP, anbo
TCP/UDP;

lMoepaHuYyHble KoHMponneps! cecculi SBC 123



HELTEX

— [lpomoKon — NpoToKoA, 4/1A KoToporo byaeT ncnosb3osatbes npasuno: UDP, TCP, ICMP, nn6o TCP/UDP;

—  Tun coobweHus (ICMP) — tun coobuieHuma npotokona ICMP, ana Kotoporo ncnosbsyeTtcs npasuno. AaH-
Hoe noJie aKTUBHO, ec/in B nose «[1IpomoKosn» BbibpaH ICMP;

—  Jelicmeue — pencTeune, BbINOAHAEMOE AaHHbIM MPaABUIOM:

— ACCEPT — nakeTbl, nonagatowme nog AaHHoe npasuio, byayT nponyLieHbl ceTeBbiM 3KpaHom fire-
wall;

— DROP — nakKeTbl, nonagatouwme nog gaHHoe npasuno, byayt oTbpoLeHbl ceTeBbiM 3KpaHoMm fire-
wall 6e3 Kakoro AM60 MHPOPMMPOBAHMA CTOPOHbBI NepeaaBLUein NaKeT;

— REJECT — nakKeTbl, nonagatowme nog gaHHoe npasuio, byayt oTopoLleHbl ceTeBbiM 3KpaHom fire-
wall, ctopoHe, nepenaslueit naket, byaet otnpasaeH ambo naket TCP RST anbo ICMP destination
unreachable;

— CmpaHa — BbIOOpP CTpaHbl, K KOTOPOWN NpUHaANEKUT agpec. Mone oTobparkaeTca TONbKO ANA NpaBuna
TMna "GeolP";

— Codeprumoe — CTpOKa, KOTopana A0/IKHA coaeprkaTbca B NakeTe. CTpoKa 6yaeT UcKaTbCA MO COAepPIKU-
MOMY MakKeTa ¢ y4éTom pernctpa. Mone otobparkaetca ToNbKO ANsA npasBuna Tmna "String".

CosgaHHoe npaBuMAO nNOMageT B COOTBETCTBYWOWMIA pasgen: «[lpasuna 044

WHTepdeic
exodawezo mpaguka», «llpasuna 014 ucxodauwezo mpagpuka» nnbo «llpasuna 0nsa OcHoBHo# MHTEpdEIic
MPAaH3UMHoO20 mpadwm». eth0.20 localnet

pPRp1 345uu

TaKkKe B npoguse firewall BO3MOXKHO yKa3aTb ceTeBble NHTePPENCDHI, A1 KOTOPbIX
6yAayT MCNnoNb30BaTbCA NpaBMaa gaHHoro npoduns.

Kaxkaplii ceTeBoit MHTepdeiic MoXKeT 04HOBPEMEHHO MCMNOJ/Ib30BaTbCA TO/IbKO B 0AHOM npodune
- firewall. Mpu nonbiTKe HazHaueHUA ceTeBoro MHTepdeiica B HOBbIN NPoduUab U3 CTaporo oH byaer
yoaneH.

Ona npumeHeHWa npaBuMn HeoBXOAMMO HaKaTb Ha KHOMKY «[IpumMeHuUmMb», KOTOpas MOABWUTCA, €CAN B
HacTpoiiKax firewall 6b11m caenaHbl 3MeHeHUs.
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4.1.8.6 Cnucok pa3peuweHHbix IP adpecos

B paHHOM pasgene KOHOUIypupyerca CNMCOK paspelleHHbIX IP-aapecos, ¢ KOTOPbIX aAMWHUCTPaTop
MOXeT MOAKNYATbCA K YCTPOWCTBY 4Yepes web-KoHdurypatop, a Takxe no npotokoay Telnet u SSH. Mo
YMO/IYaHMIO paspelleHbl Bce agpeca. MoeT 6bITb yKasaHo Ao 255 aapecos.

Bbe3onacHocmb —> CnucoK paspeuweHHsbIx IP adpecos

—  [locmyn monbko 004 paspewieHHbix IP adpecoe — npu ycTaHOB-
NleHHoM dnare AOCTyN K YCTPOMCTBY paspelleH TONbKO C aape-
coB 13 6enoro cnucka. Benwiit cinco

[ocTyn Tonkko ANA pazpewserHsx IP agpecoe

Cnucok pazpewenHsx IP agpecos

Ons pobasneHuns agpeca B Tabanuy «Crucok paspeweHHbix aope- (B L I PR
co8» HeobxoAMMO HaXKaTb KHOMKY «obasumb» 1 B NOABUBLIEMCS MOJie 1][192.168.17.189 4
yKasatb Tpebyemoe 3HauyeHue. locne 3anosHEeHWsA CnucKa cnepyet 2
HaaTb KHOMKY «[lpumeHumeo». Ilofamme

%

MpumeHnTs MogreepauTs

*
Ypanutb agpeca n3 crnmncka BO3MOXKHO, HaXKaB MKOHKY 7 («Yoa-
AUMb») B BbIBPaHHOWM CTPOKeE.

’ Mpwm akTMBaUUM A0OCTYNa TO/bKO ANA pa3pelleHHbiX IP-agpecos 6e3 3aHeceHuAa cobcTBeHHoro IP-
e appeca B 6enblii CNMCOK AOCTYN K YCTPOMCTBY 6yAeT noTepsH.

4.1.8.7 3awjuma om DoS-amak
B aTOM MeHto KoHbUrypupyroTcsa onumnm 3awmTtbl ot DoS-aTak.

’ SBC He npegHa3sHaueHa gasa 3aWMTbl OT KpynHbiXx DDoS-atak. 3awmrta ot DoS atak SBC pa6oTaet B
H npeaenax MaKCMMasibHO 3aaBsieHHOM CPS, yKa3aHHOM B OCHOBHbIX XapaKTepPUCTUKaXxX naatgopmbl.

bezonacHocmo —> 3awjuma om DOS-amak

3awmTa or DoS-arak

3awmra ot DoS-atak
No Hms
2awwra or DoS-atak OTkniouwmTe @ BEnouTs a scan
BrnounTe 3awmty ot ICMP dnyga 1 crack
flood
kill
sipcli
sipvicious
sipsak
sundayddr
War
Sivus
10 Gulp
11 sipv
3 12 smap
13 friendly-reqguest

BuniounTe 00Hapy#eHue Port Scan | (&
BITHOMMTL 3aNDEILEHHLIE KTHEHTCKNE NDUNOKEHNA | (¥
BrnounTs 3awmty ot RTP @nyaa | @

SIP pnyp

BrniounTe 3awMTy o7 SIP dnyaa | #

wlm| @ ;e w

KonuuecTeo nonsimok goctyna @ | |20
KoniuecTao BpemeiLix dnoknposok @)

BpemnA Snokupoaka, ¢ @ | (1200 14 VaxIPUserAgent
15 ‘VaxS|PUserAgent
BpenA NDOLLEHAA M ANKTENsHO anommposkn, « @) | |24 15 siparmykniie
17 SIPBomber
18 Siprogue
14 friendly-scanner
20 sip-scan
Test Agent
friend
3 friendly-scanners

CoxpaHuTe OTMEHMTE

rafra
5| =

LOoBaeuTs Pepaktvposate Yoanute

Ha SBC peanM30BaHO NPOTUBOAENCTBME CAEAYIOLMM aTaKaM:

— ICMP flood — ataka MHoroumcneHHbimn ICMP-3anpocamu;

—  Port Scan — cKkaHMpOBaHMe MOPTOB;

—  SIP flood — aTaku uepes SIP ¢ uenbto nogbopa naposs nosib3osatensn, Gaya 3anpocaMm Ha 3anpeLéHHoe
HanpaB/ieHMe, 3aLWnTa OT CKAaHMPOBAHMA aKTya IbHbIX HOMEPOB;

—  RTP flood — dnya Ha nopTbl, UCNOAb3YyeMble ANA Nepefadm MegmafaHHbIX C LeNbto yXyALLeHUs KayecTsa

ycnyr;
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—  Qunempayusa User-Agent — SBC cofepKu1T 3anpeLLéHHbIN CNUCOK CTaHAapTHbIX User-Agent pasnunyHbix
YTUAUT, KOTOPblE MOTYT MCNONb30BATLCA ANA OpPraHM3aumMmn atak no npotokony SIP. MNownck no User-Agent
He 3aBMCUT OT perucTpa.

HacTpoiKa onuni 3awmThbl:

—  3awuma om DoS-amak — 06Lasn HaCTPOIKa, aKTUBMPYIOLLAA BCE NpoYMe 3aLuThl;

—  Brkatoyume 3awumy om ICMP ¢ayda — npw aktnsaumm SBC He byaeT oTBeyaTb Ha 3anpocbl ICMP tun 8
(echo) n ICMP t1n 13 (timestamp);

—  Bkaw4vumes o6HapyxeHue Port Scan — B 3TOM perKMme NpoBepPAETCA Ha/lMYMe CIMILIKOM YacTbIX 3anpocoB
K pa3HbIM MOpTam C OAHOrO aapeca;

—  Bkaw4vume 3anpeuwjeHHble KaueHmcKue npunoxceHus — Gunbrpauma
SIP 3anpocos no User-Agent. Mpu akTuBaumMm 3TOM ONUMM CnpaBsa

Jawmta or DoS-aTak

NOABUTCA CNUCOK 3anpeLéHHbix User-Agent. B aTom Cnincke MOXKHO: KnueHTCKOS NpUNOXKEHKE 21
—  lo6aBuTb HOBbI User-Agent kHomkoi "[lo6asutb". Mo- | ' fpyroe M
ABMTCA OKHO, FAe MOXKHO BblbpaTb MO0 OANH U3 NpeaycTa-
HOBJIEHHbIX BApPWaHTOB, IMBO BBECTW CBOW, BbIOpPaB B BbiNa- Hanee OTMeHNTs

patowem cnmcke "gpyroe";

—  M3MeHUTb N6y NO3NLMIO B CNMCKe. N5 3TOro HaZo BblAEANTb MO3MLMIO M HaXKaTb KHOMKY "Pe-
[aKTUpoBaTb";

—  YpanuTb ntobylo No3unumio B cnucke. A8 3TOro Hafo BblAENUTb NO3ULMIO U HaxKaTb KHOMKY "Yaa-
T,

—  Brmroyume 3auumy om RTP ¢hiyda — aKTUBMPYET 06HapyKeHne XOCTOoB, OTNPaBAAIOLWMNX F0/I0COBOM Tpa-
®UK Ha HeaKTUBHbIe MeananopTbl, IM60 Ha MeAnanopTbl, KOTOPbIE y¥Ke UCNONb3YTCA AN obmeHa ro-
nocosol UHbopMauuen. XocT cuutaeTtca Gpayaepom, eciv NponusBoauT MOCbIIKY He OXMAAEeMOoro Tpa-
¢dV1Ka B TeueHuMe bonee Yem NATU CEKYHA,

SIP dnyp,

—  Brawoyume 3awumy om SIP ¢pnyda — 3awmta oT nogdbopa naposen nonb3osarenen u ¢payga 3anpocamu
Ha 3anpeléHHoe HanpasneHue. [laHHaa onuma paboTtaeT TonbKo ans SIP Users;

—  Konuyecmeo nonbimok docmyrna — MO MPEBbIWEHUN KAKOro 4ucsia MonbITOK Nonb3oBatenb byaet
3a6n0KnpoBaH. Mo»KHO 3aaaTb 0T 1 40 32 NOMNbITOK;
—  Konuyecmeo 8pemeHHbix 6710KUPOBOK — KO/IMYECTBO BpPEeMeHHbIX 6/1I0KMPOBOK, KOTopble 6OyayT

nPUMeHeHbl K Mosb3oBaTento. [0 MpeBbiWeHUU 3TOFO AMmUTa ByayT NPUMEHATLCA A/UTENbHblE
610KMPOoBKN. MoXKHO 3aaaTb 0T 1 40 10 6/10KUPOBOK;

—  Bpems 6510KUpo8Ku, ¢ — Bpema BNOKNMPOBKM aboHeHTa, MOXHO 3aaaTb oT 600 Ao 3600 cekyHA;

—  Bpems npoweHus unu 0aumesnsHol 6710KUPOBKU, Y — BPEMA ANNTENbHOM BNOKMPOBKU. ITO e Bpems
NPOLWEeHNA — MO NPOLLECTBMM KOTOPOro, byaeT copoleH CYETYMK NOMbITOK ZocTyna. MoHO 3a4aTtb OT
12 po 48 yacos.

4.1.8.8 Cxema pabomsl cemeeoii 3auyumesi SBC

Ha SBC paboTtaeT cnegytolmii nopaaoK oTpaboTKu NpaBua AMHAMUYECKOTO U CTaTUYECKoro bpaHamayapa,
CNUCKa 3anpeLeHHbIX a4 pecoB U OrpaHMYeHNA JOCTYNa C ceTeBbIX MHTEPdENCOoB:

1. MNpoussoauTca oTpaboTKa NpaBuN AMHAmMYeckoro b6paHamayspa (pasgen 4.1.8.3). Ha atom 3tane
npouncxoamT cbpoc 3anpocoB OT aLPeCOB, HAXOAALMXCA B YEPHOM CMIMCKE M CMIUCKE BPEMEHHbIX 610KMPOBOK;

2. OTtpabaTbiBaloTCA OFpaHUYEHMA A0CTyNa, HacTpaMBaemble B pasgenax 4.1.4.3 CeTeBble nHTepdeicol ->
Cepsucol 1 4.1.8.6 CnncoKk paspewéHHbix IP-agpecos. Mpn HeaKTMBHOM CNUCKe paspewéHHbIX IP-agpecos
dbopmmMpytoTCA NpaBmKaa, paspeLuatoLime 4OCTyN K YNpaBAeHUIo Ha agpeca ceTeBbix MHTepdelicos SBC, y KOTopbIX
€CTb paspelleHne Ha goctyn B 610ke "Cepsucobl”. Mpn aKTUBHOM CnUCKe paspelléHHbix IP-agpecos npasuaa
OOMONHAITCA KOHTposiem IP-agpeca UCTOYHUKA — paspeLleHo MOAKAoYEeHNEe TONbKO C aApecoB, YKa3aHHbIX B
CNuCKe;

3. OtpabatbiBatoTca npaBuaa 3awmtbl SIP destination (pasgen 4.1.3.2). MpasBuna 3awmtbl gna SIP
destination dopmupytoTcs aBTomaTMyecku. lNo-ymonyaHuio nposepsieTca, 4To aasa npoTokona UDP pgoctyn
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BO3MOXEH TOJIbKO C YKa3aHHOro yaanéHHoro agpeca u noprta. Ans npotokona TCP (n gna UDP npu Hanmuum
onuum "He yunTbiBaTb MOPT-UCTOUHMK MPU BXOAALLMX BbI30Bax") NPOBepsAeTcs TONbKO YAaNnéHHbl aapec. B
C/ny4ae, ecu BbiCTaBNeHa onuus "PaspelwmnTb nepeHanpasaeHune”, yaanéHHoli agpec He KOHTPOAMpPYeTCA — ANA
orpaHuMyeHusa 40CTyNa caefyeT BOCNO/1b30BaATbCA CTaTUYeCKUM BpaHamayspom;

4. PazpeluaeTcs NpoYmnii OCTYyN K ceTeBbIM MHTepdelicam, Ha KOTOPbIEe HET NPUBA3KU NPABUA CTaTUYECKOTO
bpaHamaya3pa;

5. OTpabatbiBatoTcA NpaBua cTaTuyeckoro bpaHamayapa (pasgen 4.1.8.5) Ha Tex ceTeBbIX MHTepdelicax, K
KOTOPbIM NpPaBuaa NPUBA3AHbI.

Ecnn oTpaboTano ogHO U3 MPaBUA CMMCKA, TO OCTaBIMECA NpaBuna K 3anpocy NPUMEHATbCA He
. 6yayrT.

4.1.8.9 O6ecneyeHue munosvbix 3a0a4y cemesoli 3aujumsi SBC

OrpaHuueHune gocryna K ynpasaeHuio no npotokonam WEB/Telnet/SSH/SNMP.

[na orpaHvyeHua JOCTyna K ynpaBieHUIO cneayeT BOCMNO/1Ib30BATbCA HACTPOMKamu B pasgenax 4.1.4.3
CeteBble uHTepodelicbl -> CepBucbl M 4.1.8.6 Cnucok paspeléHHbix IP-agpecoB. CHayana Ha ceTeBbiX
nHTepdelicax, Kyaa HeobxogMmo paspewnTb AOCTyn, BbICTaBAAKTCA GarM NPOTOKONAOB, MO KOTOPbIM
HeobxoAMMO paspewmnTb JocTyn. Takum obpasom OyaeT BbIiCTaBAEHO OrpaHMYEeHME MO aApecy HasHauyeHus.
Mocne 3TOro HacTpamBaeTCA CNMCOK pa3pelléHHbIX IP agpecos, KOTOPbIN AONOAHUTENBHO BbICTAaBUT OrPaHNYeHne
no agpecy UCTOYHUKA NO aapecam U3 CrUCKa.

OrpaHuuyeHue Aoctyna K UHTepdeiicam SIP onpepenéHHbIMM agpecamum WM reorpadpuyeckumm
NoKauuamu.

Mo-ymonyaHunio ans SIP destination npaBuna 3awmtbl co3gatoTca aBTomaTuyeckn. OaHaKo, ecau
BbiCTaBneHa onuuAa "PaspewnTb nepeHanpaBneHue", To npaBuia co3daHbl He byayT. TakKe He co34atoTcs
aBToOMaTunyecku npasmaa ana SIP trunk. Ana ux 3awmTbl TpebyeTca HaCTPOUTb CTaTUYecKuit BpaHgmaysp (pasgen
4.1.8.5). Ha npumepe HacTpoMKKM AOCTyNa C TaKUMU OrPaHNYEHUAMM:

— Paspewwutb goctyn ns Poccuu;
-~ PaspewwuTsb goctyn c noaceTtu 34.192.128.128/28;
— OrpaHnuunTb JOCTYN C MPOYUX a4 PECOB.

[na aToro cnegyet co3aatb TpY NpaBuiIa CTaTMYecKoro 6paHamayspa B cneayrolem nopaake:

1 MNpasuno ana exoaauiero Tpaduka c tunom "GeolP" n ctpaHon "Russian Federation (RU)". JelictBue —
Accept;

2 MpaBuno pgna BxogdAwero TpaduKka c Tunom "O6bluHoe", IP-agpecom M MaCKOM WCTOYHMKA
"34.92.128.128/255.255.255.240". feictemne — Accept;

3 Mpasuno gnsa Bxoaauwero Tpaduka ¢ Tunom "Ob6blYHOE", UCTOYHUK NakeTa "/ltoboi". deicteme — Drop.

Mocne aToro BbI6paTh B CNNCKE MHTEPDEINCOB HYKHble ceTeBble MHTepPdENCbl U COXPAHUTL HACTPOMKN.

NonHoe orpaHunyeHune gocryna K SBC c onpeaenéHHoro agpeca uam noaceTm.

Takoe orpaHMYeHUEe MOXKHO peanin3oBaTb, aKTUBMPOBAB AMHAMMUYECKUA BpaHamayap (pa3gen 4.1.8.3) u
BHECTU aZpec Uan NoaceTb B YEPHbIN cnMcoK. ObpaTute BHUMaHME — eC/iv afPecoB CAULWKOM MHOTO, TO yylue
NMoMnTM OoT 0bpaTHOro M co3aaTb NpaBuaa cTaTUyeckoro bpaHamayaspa (paszen 4.1.8.5) no npuHuMny "cHavana
pa3pelwunTb coegMHeEHNE AOBEPEHHbIM y31am, 3aTemM OoTOpocUTb BCE" M HACTPOMKAMM OFpaHUMYeHMA [0CTyna
Yyepes CNUCOK paspeLléHHbix IP-agpecos (pasaen 4.1.8.6).

ABTOMaTHMuecKas 6J10KMPOBKa HeyAauyHbIX 3aNpPocoB/aBTopu3aunii

BbinonHaeTcA gMHamuyeckum bpaHamayspom (pasgen 4.1.8.3). CneayeT akTMBMPOBATb AMHAMUYECKUM
6paHaMay3p M HaCTPOMUTb YC0BUA cpabaTbiBaHUs. TaKKe peKoMeHAyeTcs BHECTU B 6eblli CNMCOK Te agpeca U
NOACETU, K KOTOPbIM HE A0/IKHbI MPUMEHATLCA NPaBuUia aBTOMATUYECKOW BNOKUPOBKU.
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4.1.9 Hacmpoiika RADIUS

LWnto3 noanepRuBaeT ayTEHTUPUKALMIO PEFUCTPUPYLOLLMXCA Yepe3 Hero abOHEeHTOB M aBTOPM3aLLMIO Bbl-
30B0B ¢ nomolbto RADIUS-cepBepa. Mpu ncnonbsosaHnm RFC5090 napameTpsl ana digest-ayteHTudumkaumm (8
coobuweHnn ACCESS-CHALLENGE) wato3 nonyyaet ot RADIUS cepBepa 1 nepecbinaeT nx aboHeHTy. Mpun ncnonb-
3oBaHMM RFC5090-no-challenge nnbo Draft Sterman wnto3 camoctoATesIbHO oTnpasBaseT aboHEHTY napamMmeTpbl
ana digest-ayteHTMdPUKaLMK, fanee 3TM napameTpbl u digest response, NonyYeHHbI OT abOHEHTa, NepesaeT Ha
RADIUS cepBep ansa sepudmkaumu.

[Ona ncnonb3osBaHuAa aBTopmsaumnm ¢ nomoubto RADIUS-cepBepa He0bX0AMMO B HAaCTPOMKax HanpasBaeHuA
ansa SIP-nonb3osatenen (pasaen SIP Destination) yctaHoBUTb Hy>KHbI npoduns RADIUS.

4.1.9.1 Cepsepbl RADIUS
RADIUS —> Cepeepbi

Cepeepa

Cepeepa RADIUS-Authorization
IP-agpec Mopt Napone

1|192.168.18.27 1812 voiplab
2(192.168.15.183 1812 voiplab
310.0.0.0 0
410.0.0.0 0
510.0.0.0 0
6(0.0.0.0 0
710.0.0.0 0

8(0.0.0.0 0

TaiimayT oTeeTa cepsepa (x100 mc) @ |5
Yucno nonbiTok otnpasku zanpoca @ |4

BpeMs HeWwcnons3osanua cepeepa npw choe (cex) @ 15

I MprumennTs H Cipoc J

YcTpolicTBO nogaepmBaet Ao 8 cepsepos aBTopusaumm (Authorization).

—  Talimaym omeema cepgepa — BPEMSA, B TEYEHME KOTOPOTO OXKMAAETCA OTBET CEPBEPA;

—  Yucno noneImoKk omnpasKu 3anpoca — KOAMYeCcTBO NMOBTOPOB 3anpoca K cepsepy. Mpu H6e3ycnewHom
MCMNO/Ib30BaHNM BCEX MOMbITOK CePBEP CUMTAETCA HEAKTUBHbIM, MU 3aNpOC NepeHanpaBAAeTca Ha Apyroi
cepBep, eC/N OH YKas3aH, MHaye — AeTeKTMpyeTcs ownbKa;

—  Bpemsa Heucrnionsb3oeaHua cepsepa npu cboe — BpemsA, B TeYEHMe KOTOPOro CepBep cyMUTaeTcA
HeaKTUBHbIM (3aMNpPOCbl HA HEro He OTNPaBAAIOTCA).

4.1.9.2 Cnucok npodguneii
RADIUS —> Cnucok npodpuneii

Cnwcok npodunen

o Hma
) RADIUS_Profile00

[ DoBasuts | | Pepaaktnpoeare | [ Yaanums |

MoeT bbITb co3gaHo A0 32 npodunein. Ana co3gaHma, peaakTMpoBaHus U yaaneHus npoouneir RADIUS
ncnonblyetca meHwo «Obvekmol» - «[lobasumeb o0b6vekm», «O6vekmebl» - «Pedakmuposams 06beKM» W
«0b6vekmol» - «Y0aaume 06veKm», a Tak¥Ke KHOMKMU:

—  «/Jobasumb»;
—  «Pedakmuposame»;
- «Yoanume».

128 lMoepaHuyHble KoHMponneps! cecculi SBC



HELTEX

RADIUS —> Cnucok npoguneii —> «Jobasumeo»

Mpasuno RADIUS N Crncox mporprmnei
Mpaeuno RADIUS 0
ma — nma npoduns; ioa | [RADIS_Profie0n
Mapametpel RADIUS-Authorization
NapameTpbl RADIUS- Authorization: OTPEHINEHIR O3RN P3N | [\ amnsenn =
Mane User-name | [SIP usemame
OzpaHuyeHus ucxodaweli ceasu npu cboe cepsepa — npu cboe DIGEST agropiazuuss || Draflsterman (NelUp. FreeRadius)
cepsepa (HemosyyeHuM oTBeTa OT cepBepa) BO3MOXKHO NaS-RoreTyps | [ ADSL GAP =
YCTaHOB/IEHWNE OrpaHUYEHMIA Ha UCXOAALLYIO CBA3Sb: Senice-Type |[Authenticate Only =
—  Hem o2paHu4yeHuli — pa3pelLaTb BCe BbI30OBbI; Famec-protocal | [SLP
—  8ce 3anpeuwjeHo — 3anpeLaTb BCE BbI30BbI; TR R

lone User-name — Bblbop 3HayeHMA aTpubyta User-Name B
COOTBETCTBYIOLLEM NakeTe aBTopusaummn Access Request (RADIUS-Authorization):
—  SIP username — B KayecTBe 3Ha4YE€HMA UCNOJIb30BaTb ADOHEHTCKMIN HOMEP Bbi3bIBAOLLEN CTOPOHDI
(username u3 nons from);
— IP address — B KadecTBe 3Ha4Ye€HMA MUCMONb30BaTb IP-agpec BbI3bIBaKOLLEN CTOPOHbI;
— SIP interface name — B KayecTBe 3HAYeHWA WUCMNO/b30BaTb MMA SIP-cepBepa, yepe3 KOTOpPbIM
OCyLLeCTBNAETCA BXOoAALLee 3aHATHE;
Ucnonszosame DIGEST User-name e 3anpocax asmopu3sayuu — Npu BKAKOYEeHUU onumun B none User-
Name B RADIUS 3anpoce byaget ucnonbsoBatbes DIGEST User-name npwu ycnosum Hannuusa digest 3anmcu
B Sip 3anpoce, B MUHOM C/lydae — COFAacHO HacTpoiike 'Tlone User-name’;
DIGEST asmopusauus — Bblbop anroputma aBTopu3aumm aboHeHToB 4epe3 RADIUS-cepsep. [MMpwu
AalfrKecT-aBTopM3aLUmMn Naposib NnepesaeTca He B OTKPbITOM BUAE, KaK NpU MCNosb3oBaHMM 6asosoi
ayTeHTMOMKaLMK, @ B BUAE XELI-KOAA U HE MOKET ObITb MepexsBavyeH Npu CKaHMPOBAHUN TpaduKa:
—  RFC5090 — nonHoueHHaa peannsauyma pekomeHgaunm RFC5090;
—  RFC5090-no-challenge — paboTa c cepBepom He nepegatowmm Access Challenge;
—  Draft-sterman (NetUp, FreeRadius) — paboTa no gpadty, Ha OCHOBaHWM KOTOpPOro bbina HanucaHa
pekomeHaaumns RFC5090);
NAS-Port-Type — tnn ¢usmnyeckoro nopta NAS (cepsepa, rae ayteHTUOULMPYETCA NONb30BaTeNb), NO
yMoOn4aHuto Async;
Service-Type — TUN ycayrun, No ymondaHuto He ncnonbsyetca (Not Used);
Framed-protocol — npoToOKoA, yKa3blBaeTcA NPU UCMOb30BaHMM MAKETHOFO A0CTYNa, NO YMOJYAHUIO He
ncnonbsyetca (Not Used).
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4.1.10 TpaccuposKu

4.1.10.1 PCAP mpaccuposku
B meH0 Npon3BoAMTCA HACTPOMKA NapamMeTPOB A/1A aHaAn3a ceTeBoro TpadumKa n npotokonos TDM-ceTu.

Tpaccuposku —> PCAP mpaccuposku

PCAP TpaccupoEsm
TCP-dump Csofiogro 55.73 MB s 64.00 MB
Wemepdsiic | ethl v DAL ¥ NANKH E QMPEETORMM ONA TRACCHPOEDK
DS P SEAC IR ol Ao ] |emesg 17.5 kB | 07.11.2013 16:28
[0 - BeT orpaHMYEHMR]
flofizenTs GnneTp: @ | | gzcore_20181114_151843_net_worker_lzo | 1826 kB | 14.11.2018 15:18
[ 3anycrums 1 [ 33eepumms | I MepesanycTiTs | ] | gzcore_20151116_075905_net_worker_lzo | 138.5 kB | 16.11.2013 07:58
e ] | gzcore_20181116_122532_net_worker_lzo | 1025 kB | 15.11.2012 12:25
CPU GE GE GE SFP SFP ] | gzcore_20121116_142710_net_worker_lzo | 226.0 kB | 16.11.2018 14:27
= e 2 P ] |nosttestiog 4.1 kB | 16.11.2018 15:20
TIETSL MCTOR | SN Eoenr eI T k= o) 1 [testiog 0B | 01.01.1570 06:00
TinpTe eeTou; S Wt i nekemns ] | networkd.1.log 483.3 kB | 16.11.2018 13:22
it L i I T ] | networkd.Zlog 432.3 kB | 16.11.2018 14:15
s e L e e L ] | networkd 2 log 4233 kB | 18.11.2018 14:44
| I'Ip'“ME!HHTbi | I'ID,:I*E.e:ﬂm-bi | QumMcTHTE | | CoxpanmuTs | ) (r———— 155.6 KB | 16.11.201% 15:35
] |sniplog 6.1k | 15.11.2012 15:31
] |ssh_togo 0B | 07.11.2018 16:27
] |ssh_tog3 08 | O7.11.2018 15:27
] |sshd_leg TO1E | 16.11.2012 14:19
__1 sysmon.1.log 426 kB | 16.11.2018 14:27
] |uauthlog 08 |07.11.2013 15:28
| CkaqaTs || YaanuTe |

TCP-dump — Hacmpoliku 0a8 ymuaumel TCP-dump:
—  UHmepdgelic — nHTepdeinc ana 3axsata ceTeBoro TpaduKa;
—  OepaHuyeHue 0auHbl nakemos (0 — Hem o2paHuYeHuli) — orpaHNYeHne pasmepa 3axBaTbiBaEMbIX
nakeTos, B banTax;
—  Jobasumbe ¢punemp — GUNBLTP NAKETOB Aas yTUAUTbI tcpdump.

CmpyKkmypa ebipaxceHuli-¢punbmpos

Kaxpoe Bblpa*XeHune, 3agatouiee d)MIIpr, BK/IKOYaeT OAUH NN HECKOJIbKO NpMMNTUBOB, COCTOALLUUX U3
OAHOro wuanm HECKONbKUX VI,CI,eHTM(bMKaTOPOB obbekta M npegwecrtsyrowinx emy KﬂaCCMd)MKaTOpOB.
M,CI,EHTVId)VIKaTOpOM 0b6beKTa moxeT CNIYXKUTb €ro uma nam Homep.

Knaccugpukamopwsi o6vekmoe

1. type — yKasbiBaeT TMN 06bEKTA, 3a4aHHOI0 NAEHTMOUKATOPOM. B KayecTBe TMMNA 06bek-
TOB MOTIYT YKa3bIBaTbCA 3HAYEHUA:
—host (xocT);
—net (ceTb);
— port (noprT).
Ecnmn TMn 0b6beKTa He yKasaH, npegnonaraetca 3HaveHue host.

2. dir — 3apaeT HanpasaeHWe No OTHOLWIEHUIO K 06beKTy. [ANA 3Toro KnaccudpmkaTopa noa-
[EPXKMBAIOTCA 3HAUEHUA:
—src (06beKT ABAsAETCA OTNPaBUTENEM);
—dst (06beKT ABAsieTca nonyyaTenem);

130 lMoepaHuyHble KoHMponneps! cecculi SBC



HELTEX

—src or dst (oTnpaBuTeNb MAK NONYyYaTeNDb);

—src and dst (otnpaBuTenb 1 noay4yartesnn).
Ecnn knaccuoukaTop dir He 3afaH, NpeanonaraeTcs 3HayeHue src or dst.
[nsa pexnma 3axeaTa ¢ PUKTUBHOIO MHTEPdEIica any MOryT UCMO/b30BaTbCA
Knaccudumkatopbl inbound n outbound.

3. proto — 3aJaeT NPOTOKO/I, K KOTOPOMY A10/I}KHbl OTHOCUTbCA NaKeTbl. ITOT Knaccuduka-
TOP MOXKET NPUHUMATb 3HAUYEHUA:
ether, fddil, tr2, wlan3, ip, ip6, arp, rarp, decnet, tcp 1 udp.
Ecan npumMnTMB He coaep»KuT KnaccuduKkaTopa NPOTOKONa, Mpeanoaaraercs, Yto AaH-
HOMY GUANBLTPY YA0BAETBOPAIOT BCE NPOTOKO/1bl, COBMECTUMbIE C TUMOM 06beKTa.

Kpome 06beKTOB M KBaMPUKATOPOB MPUMUTMBLI MOTYT COAEPaTb apudMeTUHeCcKUe BbiparkeHua U
KNtouyeBble C/0Ba:
— gateway (wno3);
— broadcast (WmpoKoBeLlaTenbHbI);
— less (meHbLue);
— greater (6bonblwe).

CnoxHeble d)Ml'IprbI MOTyT cCo4epXKaTb MHOXeCTBO TMNPUMUTUBOB, CBA3AHHbIX MeXay cobolt ¢
MCNON1Ib30BaHUEM JIOTMHECKUX ONEPaTopos and, or n not. Ana COKpaweHuna 3agarowmx d)VIJ'IprbI Bblpa)KEHVIf;I
MOXHO ONyCKaTb NOEHTUYHbIE CMUCKN KBaJ'IVId)VIKaTOpOB.

Mpumepbl GUNbTPOB:

—  dst foo — oT6upaeT nakeTsbl, B KOTOPLIX Nose agpeca noayyatens IPv4/v6 cogepsuT agpec xocTa foo;

—  srcnet 128.3.0.0/16 — oTt6upaeT BCce nakeTbl Ipv4/v6, oTNpaseHHbIe U3 YKa3aHHOM ceTu;

— ether broadcast — ob6ecneunBaeT oT60p BCeX WMPOKOBeLLaTeNbHbIX Kagpos Ethernet. Kntouesoe cnoso
ether moKeT 6bITb ONyLWEHO;

—  ip6 multicast — oTbupaeTt nakeTbl ¢ rpynnosbiMm agpecamu IPv6.

Ona nonyyeHna 6Gonee petanbHoM wuHPopmauum o GuUAbTPaUMM NaKeToB obOpawaiTecb K
CreumannsnpoBaHHbIM pecypcam.

—  3anycmume — HayaTb c60p AaHHbIX;
—  3aeepuwumb — 3aKOHUYNTb CH60P AaHHbIX;
—  [lepe3zanycmumb — nepesanyck c6opa AaHHbIX.

/-. MNocne ocTaHOBKM 3axBaTa NaKeToOB cnpaBa B CMUCKe ¢aﬁn03 noABUTCA BO3MOXXHOCTb Bbl6paTb Ana
CKa4yunBaHuA dump C YKa3aHHOro MHTedeEﬁCB Ha JIOKaNbHbI1 KomMmnbloTep.
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3epkanupoeaHue nopmoe’ — Hacmpoliku 3epkanupoeaHus mpaguka:

3epKasMpoBaHMe MOPTOB MO3BO/IAET CKOMMPOBATb C MNOPTOB KOMMYyTaTopa LW/k3a MNPUHATbIE U
nepeaaHHble GperimMbl U HANPABUTbL MX Ha APYroi nopT.

3epKannpoBaHue NopTos

CPU GE GE GE SFP SFP
nopT MopT MopT NopT MOPT  mopT
0 1 2 0 1

MopTEl MCTOYHKMKA BXOOALWY NAKETOR
MOpTel MCTOYHWKS NCXOOALMK NaKeToR
[MopT HAa2HAYEHWA ANA BX0OAWNE NAKETOR

MopT Ha3HaYeHUA ANA MCXOQAWLMK NAKeToR

MpUMEHITE CuucTuts CoxpaHuts

[nA NopTOB YCTPOMCTBA BO3MOMKHbI C/ieaytowme AeicTBus:

—  Tlopmebl UCMOYHUKG 8X00AUUX NMAKemMo8 — KOMMpoBaTb Gppeimbl, MPUHATbIE C AaHHOro nopta (nopT-
WUCTOYHMUK);

—  Tlopmebl UCMOYHUKA UCX00AWUX MAKeMO8 — KONMPoBaTb GppeiMbl, nepeaaHHble AaHHbIM NopTom (nopT-
WUCTOYHMUK);

—  [Tlopm HaszHaveHus 047 8X00AUUX NAKeMOo8 — NOPT-NPUEMHMUK AN CKONMUPOBaHHbIX GPermoB, MPUHATbIX
BbI6PaHHbIMW NOPTAMU-UCTOUHUKAMMU;

—  [Tlopm Ha3HayeHUA 078 UCXOOAWUX MaKemoe — MOoPT-NPUEMHMK ANA CKOMUPOBaHHbIX Gpeiimos,
nepeAaHHbIX BbIBpaHHbIMU NOPTAMMU-UCTOYHUKAMMU;

MpumeHUMb — NPUMEHUTH NapaMeTPbl HACTPONKN 3ePKANMPOBaHUS;

Modmeepdums — NOATBEPAUTL NPUMEHEHHbIE NapaMeTPbl HACTPOMKM 3epKaNpPOBaHNs;
Oyucmumes — cbpOCUTb HACTPOMKM 3€PKaNMPOBAHMS;

CoxpaHUMb — COXPaHWUTb MapamMeTPbl HACTPOVKM 3epKaIMpPOBaHWA.

Echu B TeyeHMe OAHOW MMHYTbI HACTPOMKU He NOATBEPXKAEHbI HaXXaTUeM Ha KHOMKY
H «ModmeepOumb», TO OHM BO3BPALLAIOTCA K NPeAblAyLUM 3HAUEHUAM.

B 610Ke ®aitnbl U NANKK B AUPEKTOPUM 418 TPACCUPOBOK AOCTYMNeEH CNMCOK $aiioB B COOTBETCTBYIOLLLEN
anpexkTopun. [ns coxpaHeHUAa TPacCMPOBOK MOMKET MCNo/b3oBaTbca SSD-AUCK AnMbBO onepaTMBHaA MNamATb
yCTpOWCTBA. B cnyyae ncnonb3oBaHMA onepaTMBHOM NaMATH 3aMMCb OCYLLECTBASETCA B AupeKkTopuio /tmp/log.

[ns ckaumBaHMA Ha IoKanbHbIM MK HeobxoaMMO yCTaHOBUTL GparM HaNnpPoTUB Tpebyembix MMeH Gaitnos 1
HaKaTb KHOMKRY «Ckayame». [NA yaaneHus yKasaHHbIX ¢painioB U3 AUPEKTOPUM — KHOMKRY «Ydaaume».

! Tonbko ana SBC-1000.
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4.1.10.2 SYSLOG

B meHto «SYSLOG» npon3BoanTCA HacTpOMKa NapaMeTpoB CUCTEMHOIO KypHana.

SYSLOG — npoToKo/, NpeAHa3sHa4YeHHbIn A5 nepefayun coobLeHMA O MPOUCXOASWMX B CUCTEME
cobbiTnax. MporpammHoe obecneveHne LwWO3a MNO3BOAAET GOPMUPOBATL KypHanbl AaHHbIX MO paboTe
NPUNOXKEHUIN CUCTEMBI, paboTe NPOTOKO/I0B CUIrHAM3aLMM, aBapmaAM M NepegaBaTb Ux Ha SYSLOG cepsep.

' BbICOKMe YPOBHM OTNIAAKU MOTYT NPUBECTU K 3a4epXKKam B paboTe yCTpoMUCTBa.
. HE PEKOMEHAYETCA 6e3 Heo6x0A4MMOCTM UCNONb30BaTb CUCTEMHDIN YKYpPHa.

CUCTEeMHDbINA KypHan HeobxoauMO UCNOJ/Ib30BaTb TONbKO B C/lyyae BO3HUKHOBEHUA npobnem B
paboTe wa3a A4NA BbIABAEHUA UX NPUYUH. [nA TOro 4ytobbl onpeaenvuTbca ¢ HeobxoaMMbIMU
YPOBHAMMU OTNAAKU, peKomeHAyem Bam obpatutbca B cepBUCHDbIA LeHTp 000 «Mpegnpuarue
«INTEKC».

® oy

TpaccMpoBKU — MUCMONb3YeTCA AN COXPaHeHMs fora paboTbl U B3aMMOAENCTBMA Y3108 YCTPOWUCTBA, a
TaKXe obmeHa COObLLEeHNAMM N0 Pa3IMYHbIM NPOTOKOAM.

B napameTpax TPaCCMPOBOK HaCTpamMBaeTCs YPOBEHb TPACCMPOBOK MO COObITUAM W MPOTOKO/MAM.
Bo3morKHble ypOBHU: 0 — BbIKAOYEHO, 1-99 — BKAOYEHO. 1 — MUHMMANbHBIN, 99 — MaKCUMa/bHbIM YPOBEHb
OTNafKM.

—  Dispatcher — normpoBaHue paboTbl AxcneTYepa NPOLLECCOB;

—  Manager — nornpoaHue paboTbl MeHeaKepa COeANHEHNI N perncTpaLmi, ynpasneHunsa RTP
TpadumKom;

—  Worker — norupoBaHue paboTtbl SIP-agantepa.

SYSLOG

Bblgod ucmopuu usmeHeHUs KOHguzaypayuu — WCnoJib3yeTcs
A/1A COXPAHEeHMA UCTOPUN USMEHEHWI B HACTPOMKaX LUH03a.

— IP adpec cepsepa — appec cepBepa AN COXPaHEHUA
JKYpPHaNa BBEAEHHbIX KOMaHA;
—  [Mopm cepsepa — NopT cepBepa A5 COXPAHEHMUA
JKYPHaNa BBEAEHHbIX KOMaHA,;
—  YposeHb demanusayuu — ypoBeHb AeTanansaumm
YKYpHaNa BBEAEHHbIX KOMaHA:
—  Omknaoyums no2u — He GoOPMUPOBATD XKypHan
BBEAEHHbIX KOMaHA;
—  CmaHOapmHbIli — B COOBLEHUAX NepeaaeTcs
Ha3BaHWE U3MEHEHHOro NapameTpa;
—  [MonHsili — B COODOLEHUAX NepeaaeTcs Ha3BaHMe
M3MEHEHHOro NapameTpa 1 3HaYeHMA napameTpa
00 Y Nnocsie USMEHEHMUS. Mpumenms

CHCTEMHLIR XYPHEN 32MyLLeH

KoHdhuzypayusa cucmemHO020 ¥ypHaAnAa — HaCTPOMKU = Fore——
KOHOUIypauum CUCTEMHOTO XKYypPHaia Ana nepeaadn cobbITui,
KaCaloLLMXCA [OCTYNA K YCTPOMCTBY.

B napametpax syslog HacTpauaetcsa IP-agpec syslog-cepsepa, UDP nopT, Ha KoTopblii syslog-cepsep
NPUHUMAET Co0bLLEHUA.

—  Braoyume sedeHue 10208 — BKAKOUUTL BEAEHMWE KYPHANA COBLITUN;
—  Omnpasnsame Ha cepsep — NpPW YyCTaHOBNEHHOM dJiare 3anuchb KypHana byaeT BecTUcb Ha cepsepe, IP-
aZlpec KOTOPOro HacTPaMBAETCA HWKEe, MHauye KypHasn Oy[eT COXPaHATbCA B OMepaTMBHYI MNaMATb
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(pasmep KypHana orpaHuyeH 5 M6, Kpome TOro, 3anMcu B KypHasie COXPaHATCA TONbKO A0
nepesarpysku ycrtpoictea). CoxpaHeHMe »KypHana B OMNepaTMBHYID MamaTb He peKoMeHayeTcs K
MCMNO/Ib30BaHWIO;

— IP adpec cepsepa — appec cepBepa A/ COXPAaHEHMA KYPHaANa cobbiTni;

—  Tlopm cepsepa — NopT cepBepa A4/1A COXPaHEHMs XKypHana cobbITUi.

KHonkn «3anycmumes» n «OcmaHo8UMb» MNO3BOAAKT COOTBETCTBEHHO 3anyckaTb W OCTaHaBAWBaTb
nepeaadvy »KypHana Ha cepsep.

4.1.11 Paboma c o6vekmamu u meHio «Ob6veKmol»

Mommnmo npnMmeHeHMA UMKOHOK CO34aHuA, peaaKTUpoBaHMA U yAaneHUuA OfberTel  Cepeuc  Momows
ob6beKToB B COOTBETCTBYHOLWNX BKNaAKaX, CyLeCTByeT BO3MOXHOCTb BbIMO/NHUTb DoB3enTE 06EEKT
,D,eﬁCTBMH Ha YKa3aHHOM obbeKkTe ¢ NOMOLLbIO COOTBETCTBYHOLLUNX MYHKTOB MeHHO FenakTpoeaTe 0BLEKT
«Ob6BbeKTbIY. VRANWTE 0BBEKT

4.1.12 CoxpaHeHue KOHduzypayuu u meHro «Cepsuc»

[na oTMeHbl BCEX M3MEHEHW HeobXOoAMMO BbibpaTb MeHI0 «Cepsucy - [HEEEEEHEE—
«OmmeHUMb 8ce U3MeHeHUA».

[na 3anucn KoHOUIypauum B SHEProHe3aBUCMMYIO MaMATb YCTPOIiCTBa =peaanyck M0
Heo6X0AMMO BbiGpaTh MeHI0 «Cepsucy - « COXpaHUMb KOH@U2ypayuto 8o FLASH». PSSR yERarETES

MNepeas
Ons nepesanycka MO ycTpolicTBa He0b6Xxo0AMMO BblbpaTb MeHto «Cepsucy - CoxpasnTs nomm & dain
«I7€pe3anyCK 10 Ynpasnedws hanasn goHpuryosune

nyck MTP-gnuesTa

YCTEHOEEE LETEl M SDEMEHN
[na nonHoro nepesanycka YycTpoilcTBa Heobxoaumo BblGpaTb MeHH SBeznenes N0
«Cepsuc» - «[lepe3anyck ycmpolicmea». DBHDEnEHRE NLEHIMR

[na npuHyanTeNbHOM NepPecUHXPOHM3ALUN BPEMEHU OT cepBepa HeobxoAMMO BbibpaTb MeHto «Cepsucy -
«lepesanyck NTP-knueHma».

Ons bopMMpOBaHMA M COXPaHEHMA JIOTOB Ha YCTPOMCTBE HeobxoamMmo BblbpaTb mMeHw "Cepsuc" -
"CoxpaHume noeu 6 ¢alin". Apxms c noramm MoXKHO HaliTu B pasgene PCAP TpaccMpoBKM — dalinibl U Nanku B
ANPEKTOPUN ANA TPACCUPOBOK.

Mpumep HasBaHWUA apxmBa:
sbc_logs current_calls 20201111 165508.tar.gz
[na npuHyamTenbHoro nepesanycka SSHD Heobxoanmo BbibpaTh meHto «Cepsuc» - «[lepesanyck SSHD».

[na cuntbiBaHUA/3annCcKM OCHOBHOrO daiina KoHbUrypaumm ycTpoicTea Haao BbibpaTe MeHto «Cepaucy -
«Ynpasnerue palinamu KoHGpu2ypayuu».

[na cbpoca KOHOUTypaLMK YyCTPONCTBA HEOBXOAMMO BblbpaTb MeHto «Cepsuc» - «YnpasseHue galinamu
KOHGhu2ypayuu» v HaxkaTb KHOMRY « Copoc». NMpun aTom ByayT cOpoLLeHbl BCe HACTPOMKM 33 UCKTHOYEHUEM CETEBbIX
napameTpoB, ceTeBbIX MHTepdelicoB, CeTeBbIX MapLlpyToB, Npodunelt n npasun firewall, cnucka paspeléHHbIX
IP-agpecos u cepeepa BpemeHu (NTP). lna nonHoro cbpoca K 3aBOACKMM HacTpPoMKam obpatuTech K pasaeny 2.6
Ncnonb3oBaHne GyHKLMOHANbHON KHOMKK «F»,

[na py4HOM HAaCTPOMKM NIOKa/IbHbIX AaTbl U BPEMEHU HA YCTPOMUCTBE HEOHBXOAMMO BbIOpPaTb MeHo «Cepsuc»
- «YcmaHoeKka 8amel u epemeHuU», noapobHee B NyHKTe 4.1.13 HacTpoiika AaTbl U BPEMEHM.

Ons obHoBneHus MO yepes web-uHTepdeiic HeobxoaMmo BbIbpaTb MeHto «Cepsuc» - «ObHosneHue 10,
nogpobHee B nyHKTe 4.1.14 O6HoBNeHMe MO yepes web-uHTEpdeiic.

[Ona obHoBNeHWA/n06aBNEHUA NUNLEH3UA HeobxoaMmo BbibpaTb MeHio «Cepsuc» - «O6HO8neHuUe

! Tonbko ana SBC-1000.
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AuyeH3uu», nogpobHee B nyHkTe 4.1.15 JlnueHsnu.
4.1.13 Hacmpoiika damel u epemeHu

B cooTBeTCTBYHOLMX NONSIX BOSMOMKHO 334aTb CUCTEMHOE Bpems B dopmare
Y4:MM u gaty B dpopmate A4.mecau.[TTT.
KHOMKOWM

Ana COXpaHeHuA BOCNO/1b30BaTbCA

«lpumeHumeo».

HaCTpOEK cneayer

Mo HaXaTuIo Ha KHOMKY « CUHXPOHU3UPOBAMb» NPOUCXOAUT CUHXPOHU3aLMA
CUCTEMHOrO BPEMEHMW YCTPOMCTBA C TEKYLLMM BpemMeHeMm Ha ioKanbHom [MK.
4.1.14 O6HosneHue 10 yepe3 web-uHmepgpelic

Ona obHoBneHua [MO ycTpoiicTBA HEOHXOAMMO WCNO/b30BaTb MEHI0
«Cepsuc» - «ObHosneHue [10».

OTkpoeTtca popma ana 3arpy3kun ¢amnnos MO Ha yCTPOMCTBO:

—  O6HosneHue firmware — obHosaseT MO ynpasasowen nporpammbl n/mnmn
aapo Linux.

HacTpoiika AaTel M BEpEMEHM:

Bpema |15| ;|58
fars |14 Mas [=] [2012
MpUMeHUTE
CHUHXPOHWIMPOESTE EPEMA C KOMMEKTEROM:
[ CUHXPOHWSMPOBaTE ]
Obuoenenne MNoO
OGHosnenue firmware
@aiin np:umz—:wl | Ossop-

Onsa obHoBneHMAa MO Heobxoamumo B none «daiin NPoWUBKU» NPU NOMOLWIM KHONKKU «0O630p» yKaszaTb
HasBaHWe ¢ainna pns OOHOBAEHMA W HaxaTb KHOMKY «3aepy3umoe». [locne 3aBeplleHMa onepauym —

nepesarpysuTb YCTPOMICTBO Yepes meHio «Cepsuc» - «[lepesanyck ycmpolicmeaa».

4.1.15 JluyeHsuu

[na obHoBneHua/nobasneHna NUUEH3NM HeobxoaMmo noayumTb ¢ain auueHsumu, obpaTMBLINCL B
Kommepyeckuit otaen OO0 «Mpeanpuatne «3/ITEKC» no agpecy eltex@eltex-co.ru nam no tenedoHy
+7(383) 274-48-48, yka3aB cepuiiHbiit Homep U MAC-agpec ycTpolictea (nogpobHee B pasgene 4.1.17).

[Jdanee B meHto «Cepsuc» BbIbpaTb NapameTp « O6HOBAEHUE AUUEH3UUY.

Session Border Controller Kondurypatop © ABapHid HeT.

Cepeuc  Momouws  Baixon

OTMEHUTL BCE MaMeHeHHA
COXpaHHTE KOHBUTYPaLMI0 B0 FLASH

Pazpene

Nepe3anyck MO
Mepesanyck ycrpoiicraa
Mepesanyck NTP-KHenTa

[ Crcremseie napaueron
[ e

FT—
£ Tenewerpus

[HF e ynpasnene daiinam kongurypaunn | T Y
L[] Mosropur SFP woayeit YCTaHOBKa AT U BRGMEHH
-3 sy amapuivex o0 | Opcanerue 110 —— .

+-[3) Moropunr urepdeiicon
£ crmcok atosenTos

PaGoTa eenminATopoe |

3aIPYKEHHOCTS NpoUsCCopa | ¥

VIENONL 208 aHME ONEpaTHEHOF NamATH | )

C nomolbio KHOMKKM «Bbibepume ¢halin» yKasaTb NyTb K ¢anny
npousBoguTens, U 06HOBUTb, HaxKaB « O6HOBUMbY.

[na obHoBAEHUA dalina NMLeH3MKM TpebyeTca NoATBepKAEHME.

TNMoaTeepauTe AeficTene Ha 192.168.18.99 2 [

OBHOBMTE haiin NULEH3I?

OTMEHE

NNLLEH3UMN,

nony4yeHHoOmMmy ot

Mocne 3aBeplieHns onepauumn GyaeT NPeanoXKeHo nepesarpy3uTb YCTPOMCTBO NMBO 3TO Heobxoaumo

caenatb Yepes meHio «Cepsuc» - «[lepezanyck ycmpolicmea».
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4.1.16 MeHro «[Tomowsb»

MeHI0 npefocTaBnsfeT CBeAeHWA O TeKyweil Bepcur MNpPOorpaMmmHOro [
obecneyeHnn, 3aBOACKME NapamMeTpbl U APYTyi0 CUCTEMHYIO MHPOPMaUMIO. O nporpannie

WMHdopmauma o cucteme

4.1.17 [lMpocmomp 3a800CKUX napamempoe u UHghopmayuu o cuicmeme

[na npocmoTpa HeobX0AMMO MCMONBL30BATb MEHI0 «[TomMouib» —— ———————————————
Terywee BpeMs Wednesday August 30 17:19:42 NOVT 2017
- «MHdJOpMaL‘UFI O cucmeme». Bpema paboTul MO 07d 02hour 40min 5.

55se
Bpema paboTol cuctemol 07d 02hour 41min 2

a0

Bse
™~ ~ _ MporpamMHioce obecneyenne:
3aBoacKkMe napameTpbl (CepuidHbii Homep u MAC-aapec) B B
TaK)Ke YyKasaHbl B WKAbAe (HaK/NelKe) Ha HWMKHEM YacTu Kopnyca
JaBofCcKHE NapaMeTpbi:

M3p,e}1Mﬂ. Moaenes
CepWidtalil HoMep
MAC aapec

MoapobHasa nHbopmauma o cucteme (3aBoACKME NapameTpbl, —
Bepcus SIP-aganTepa, Tekywas Aata u Bpems, Bpems 8 paborte, |s=<
ceTeBble HACTPOMKKW, TemnepaTypa BHYTPM Kopnyca) AOCTynHa Mo 5
HaKaTUIO Ha CCbUIKY «MHpOPMauuas o0 cucmeme» Ha NAHEMM | om0 o icesm

LWineos 192.168.69.123
ynpaB‘neHMH' DNS ocHoBHO#M 192.168.1.123

DNS pesepeHblil 192.168.0.123

4.1.18 BbIx00 u3 KOHghu2ypamopa

MpK HaXKaTUK Ha CCbIIKY «Bbixo0» Ha NaHenn oTobpasnuTca cneaytoliee OKHo:

Session Border Controller

M nonezoeamens
Napone
Asuk murepdedca Pyecii *

Bicwimm

[na B0O306HOBNEHUA JOCTYNa HEOHXOAMMO YKa3aTb YCTAHOBAEHHbIE MMA M0/1b30BaTE/IA M Napo/ib U HaXKaTb
KHOMKY «Bx00». M0 Ha)aTuio KHOMKN «OMmMmeHa» OCyLLeCTBMUTCA BbIXOZ, U3 NPOrpaMmMbl KOHGUTYpUpPOBaHHMA.
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4.2 Hacrpoiika SBC uepes Telnet, SSH nnu RS-232

[na Toro 4tobbl NnpousBecT KOHPUrypupoBaHME YCTPOICTBA, HEOBXOAMMO MOAKAOUMTBCA K HEMY C
nomolubio npoTokona Telnet, SSH, 1nbo kKabenem yepes pasbem RS-232 (Npu AocTyne MCNoOAb3yeTCA KOHCO/b).
Mpwn 3aBOACKNX YCTaHOBKax aapec: 192.168.1.2, macka 255.255.255.0.

KoHdurypauma ycTpoicTea XpaHUTCA B TEKCTOBOM BUAe B dainax, Haxoaawmxca B Katanore /etc/config
(&ns Bbixoga B linux HabepuTe KomaHZy sh), KOTOpble MOXKHO PeAaKTMPOBaTb C MOMOLLbI BCTPOEHHOrO
TEKCTOBOrO peAaKTopa joe (Takme M3MeHeHUs BCTYNAT B CUY NOC/e Nepes3arpy3kun yCTpomncTea).

Ana coxpaHeHMs KOHOUIypauumn B 3HEProHe3aBMCUMMYKO MamATb YCTPOMCTBA HEOBXOAMMO BbINOJHUTL
KOMaHay save.

Mpy NnepBoM 3anycKe MMA Nosib3oBaTtens: admin, naponb: rootpasswd.

4.2.1 [lepeyeHb komaHO CLI
Komanga MNapameTp 3HayeHune Oeincreue
? MoKasaTb nepeyeHb JOCTYNHbIX KOMaHJ,
alarm global Moka3aTb HGOPMALMIO O TEKYLLMX aBaAPUAX
alarm list clear OYNCTUTDL XKypPHaN aBapuiiHbIX COBbLITUI
alarm list show MoKa3aTb KypHan aBapuiHbIX COBbLITUI C
YKasaHMeM TUNa 1 cTaTyca aBapun, BpeMeH!
BO3HWMKHOBEHWA W NapamMeTpOB JIOKaAn3auum
config Mepexon B pexxnm KoHOGUrypupoBaHUA
napameTpoB yCTPOMNCTBa
CPU load statistic MokasaTtb cTaTUCTUKY 3arpy3ku CPU 3a
NOCNeSHIO MUHYTY
date <DAY> 1-31 YCTaHOBUTb /I0Ka/IbHblE AATy U Bpems Ha
ycTpoWncTtae
<MONTH> 1-12
<YEAR> 2011-2037
<HOURS> 00-23
<MINS> 00-59
firmware update <FILE> uMa dansa c 10 O6HoBNEHWE NPOrpaMMHOro obecneyeHns bes
tftp aBTOMaTUYeCKOM NepesarpysKku Wwio3a
FILE — vimsa ¢aiina c MO
<SERVERIP> IP-anpec B dopmarte
SERVERIP — IP-agpec TFTP-cepsepa
AAA.BBB.CCC.DDD AP paep
firmware update ftp | <FILE> uMa dansa c 110 O6HoBNEHWE NpOrpaMMHOro obecneyeHns bes
aBTOMaTUYeCKOM NepesarpysKku Wio3a
FILE — vmsa ¢aiina c MO
<SERVERIP> 1P-ampec B QopMmare | SERVERIP — IP-agpec FTP-cepsepa
AAA.BBB.CCC.DDD
firmware update usb | <FILE> uMa dansa c 110 O6HoBNEHWE NpOrpaMMHOro obecneyeHns bes
aBTOMaTUYeCKOI nepesarpysKku Wwnio3a
FILE — nmsa ¢aiina c MO
firmware <FILE> nMs pana ¢ IO O6HoBNEHWE NporpaMMHOro obecneyeHus ¢
update and reboot aBTOMATUYECKOW Nepe3arpyskoii Wwi3a
tftp
<SERVERIP> IP-ampec B dopmaTe FILE — uma daiina c MO
ARR.BBB.CCC.DDD SERVERIP — IP-agpec TFTP-cepsepa
firmware <FILE> uMa dansa c 110 O6HoBNEHWE NPOrPaMMHOro obecneyeHus ¢
update and reboot aBTOMATUYECKOW Nepe3arpyskoii Wwi3a
ftp <SERVERIP> IP-ampec B dopmate
AAA.BBB.CCC.DDD FILE — umsa daitna c NO
SERVERIP — IP-agpec FTP-cepsepa
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firmware <FILE> uMa dansa c 10 O6HoBNEHWE NPOrPaMMHOro obecneyeHus ¢
update_and_reboot aBTOMaTUYECKO NepesarpysKoii Wwto3a
usb
FILE — vmsa ¢aiina c MO
get logs ®dopmnpoBaHMe N COXpPaHEHWE I0r0B Ha
ycTpoWncTtae
history MpPOCMOTP UCTOPUM O BBEAEHHbIX KOMaHAaX
license download <FILE> mMa danna JIMLEeH3UU 3arpysuTb ¢alin AMLEH3UM C YKa3aHHOro agpeca
<SERVERIP> IP-ampec cepeBepa B
dbopmaTe
AAA.BBB.CCC.DDD
license update O6HOBUTb NNLLEH3UIO
license reset no/yes YOanuTb Bce YyCTaHOB/IEHHbIE INLEH3UU
password CmeHa napons gna goctyna vepes CLI
quit 3aBepLlmnTb AaHHyto ceccuto CLI
reboot <YES_NO> yes/no MNepesarpysunTb yCTpoOCTBO
security list clear OunCTUTL KypHan 6e3onacHocTH
security list show MokasaTb *KypHan 6e3onacHocTn
sh Mepeittvt 3 CLI B Linux Shell
show environment MpocmoTp MHGOPMaLMK O COCTOAHUMU
annapaTtHoro obecneyeHus
show system info MpocmoTp MHOPMaLUKM 0 NporpaMmHOM
obecneyeHnmn
sntp retry Otnpaska SNTP-3anpoca K cepsepy gns
CUHXPOHU3ALMMN BPEMEHM
space hint <SPACE> yes/no BK/IlOYEHME U OTK/IHOYEHUE NOACKA3KM NpU
HaaTuu Knasuwm "npoben”
tcpdump <DEVICE> ethO/ethl/local 3axBaTWTb NakeTbl ¢ Ethernet-yctpoictea
<FILE> CTpOKa DEVICE — wuHTepdeiic ANa MOHUTOPUHTa;
<SNAPLEN> 0-65535 FILE — daitn gna 3anmcy NakeTos;
SNAPLEN — uucno 6aiT, 3axBaTbiBaemoe 13
Kaxaoro naketa. (0 — naker 3axBaTbiBaeTCA
NOMIHOCTbHO)
tftp get <REMOTE_FILE> CTpOKa 3akayvatb ¢pann no TFTP Ha SBC
<LOCAL FILE> cTpoxa
<SERVERIP> IP-anpec B dopmarte
AAA.BBB.CCC.DDD
tftp put <LOCAL FILE> CTpokKa 3anutb dbain Ha TFTP. KomaHaa
npefHasHayeHa ANA CKauMBaHUA TPACCUPOBOK,
<REMOTE_FILE> CTpOKa CHATbIX KOMaHZamu tcpdump 1 pcmdump
<SERVERIP> IP-anpec B dopmarte
AAA.BBB.CCC.DDD
4.2.2 CmeHa napons 0aa docmyna K ycmpolicmey

nOCKOﬂbe K WAK3y MOXHO YyAaNeHHO NOAKNHYNTbCA 4Yepes Telnet, TO BO u3berKaHue

HeCaHKUMNOHNPOBAHHOIO A0CTyNna peKomeHayeTcA CMeHUTb Napo/ib AN1A NOZ1Ib30BaTeENA admin.

[ns aTOro He0HX0ANMO:
1) MNoAKNUMTBLCA K LWIO3Y, aBTOPM30BATLCA NO JIOTMHY/Napoto, BBECTU KOMaHAy password 1
HaXaTb Knasuwy <Enter>.
2) BBecTV HOBbIN NapOb:
New password:
3) MoBTOpUTb BBEAEHHbIN NAPOb:
Retype password:
Maponb nameHeH (Password for admin changed by root)
4) CoxpaHutb KOHOUrypaumto Bo Flash: BBeCTM KOMaHAy save 1 HaxKaTb Knasuwy <Enter>.
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4.2.3  Pextum npocmompa aKkmueHbix cecculi

B 3TOM pexnme MMeeTcsi BOSMOXHOCTb MPOCMOTPETb AeTa/ibHYI0 MHGOPMaLMIO MO YCTaHOBEHHbIM Yepes
SBC coegnHeHusMm, BKAtOYas cTaTUCTUKY RTP, nHpopmaLmio ns SDP 1 TpaccMpOBKY CUrHann3aLmMn B Bbi30OBeE.

4.2.3.1 BkmoyeHue/omKmo4YeHuUe pexcuma

KomaHpa

[LelictBune

statistics call sessions enable

Bkito4eHMe MOHUTOPUHIA aKTUBHbIX ceccui

statistics call sessions disable

OTKAtOYeHne MOHUTOPUHIA aKTUBHbIX ceccui

statistics reset call sessions

OuuncTKa ceccuii B MOHUTOPUHTE aKTUBHbIX ceccum

4.2.3.2 [pocmomp aKkmueHbIx ceccuii

Ana pa6OTbIC AdaHHbIMU KOMaHAaMn H806XOAMMO BK/IIOYNTb MOHUTOPUHI aKTUBHbIX CECOAﬁ(pa3Aeﬂ

4.2.3.1).
Komanga MapameTp 3HayeHune Oeincreue
show call list [pOCMOTpP CNUCKa aKTUBHbIX COEAUHEHW
show call info CALL ID 0-65520.0-5 MpocmoTp obuiein nHbopmaumm o
BbI6PaHHOM BbI30BE
show call info CALL ID 0-65520.0-5 MpocmoTp aetanbHOM MHGOPMALMK NO
detailed Bbl6paHHOMY BbI30BY
show call info RTP | CALL ID 0-65520.0-5 MpocmoTp cTaTUCTUKKM No RTP-npoToKoy B
Bbl6PaHHOM BbI30BE
show call info SDP | CALL ID 0-65520.0-5 MpocmoTp MHbopmauum SDP B BbibpaHHOM
Bbl30Be
4.2.4 [Mpocmomp aKkmueHbix pecucmpayulii
KomaHga MapameTp 3HayeHune [OelictBune
show registration MpPOCMOTP aKTUBHbIX PerncTpaLmi n
list 610KMPOBOK
show registration SEARCH LINE CTpOKa [oncK No akTUBHbIM perncTpaLmam u

info

610KMPOBKaM

registration show
json

BbIBECTM BCE aKTUBHbIE PErnMcTpaLm B
dopmarte json

registration show
info

<REG_INDEX>

meJjioe 4mciio

MokasaTb NogpobHy MHPOPMALMIO O
pervcTpauum

4.2.5 YnpaeneHue pecucmpayuamu

Komanga MapameTp 3HayeHune Oeincreue
registration del <REG_INDEX> 0-4095/all Yaanutb peructpaumio aboHeHTa
registration <REG_INDEX> 0-4095 PasbnokunpoBatb aboHeHTa
unblock

4.2.6 Paboma co cmamucmukolii SIP

4.2.6.1 BkmoyeHue/omKmo4YeHUE pexcuma

KomaHpa

Hetictene

statistics sip counters enable

BKAtoueHne CHETYMKOB CTAaTUCTMKM SIP

statistics sip counters disable

OTKAtOYEHME CHETYMKOB CTAaTUCTUKM SIP
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4.2.6.2 [Ipocmomp cmamucmuKku

KomaHga MNapameTtp 3HayeHune LelictBue

show counters list [MoKas3aTb CNMCOK CKOHOUTYPUPOBaHHBIX SIP
transport TpaHCNopToB
show counters list MoKa3aTb CNMCOK CKOHOUTYpUpoBaHHbIX SIP
destination destination
show counters list MoKa3aTb CNMCOK CKOHOUIYpUpoBaHHbIX SIP
users users
show counters MoKa3aTb CYETUMKM CTAaTUCTMKK ans Bcent SBC
total
show counters <TRANSPORT IDX> 0-255 MoKasaTb CYETUMKM CTATUCTUKKM ans SIP
transport TpaHcnopTa
show counters <DESTINATIONS IDX> 0-255 Moka3aTb cHéTYMKM cTaTUCTMKK ana SIP
destinations destination
show counters <USERS_ IDX> 0-255 Moka3saTb CYETUMKM cTaTUCTMKM Ana SIP users
users

4.2.7 Pextum KOHdpu2ypupoeaHus

4.2.7.1 Pexum KoHpu2ypupoesaHus obwux napamempoe ycmpoiicmea

[na nepexoda K KOHOUrypMpoBaHMIO/MOHUTOPUHIY MapameTpoB YCTPOMCTBA HEOBXOAMMO BbINOAHUTb

KomaHay config.

SBC> config

Entering configuration mode.

SBC-[CONFIG]>

KomaHaa

MapameTp

3HayeHue

DetictBne

MoKasaTb nepeyeHb
LOCTYMHbIX KOMaHA,

alarm show

MpocmoTp HacTpoek
oTobpakeHna aBapui

alarm set cps

invite/other/subscribe

yes/no

M3meHeHWe pexnma
oTobpaxeHus aBapuu
orpaHuyeHnsa ob6paboTkm
3anpocos
INVITE/OTHER/SUBSCRIBE

alarm set cpu

<set>

yes/no

MN3meHeHwne pexkmma
oTobpaxkeHUa aBapuu
BblCOKOW 3arpy3ku CPU

alarm set fans

<set>

yes/no

MN3meHeHWe pexrrmma
oToB6paXKeHNs aBapun
BEHTUIATOPOB

alarm set ram

<set>

yes/no

MN3meHeHune pexunma
oTobpaxkeHUa aBapun
3aHaTocTn O3Y

alarm set rom

<set>

yes/no

M3meHeHHne pexunma
oTobparkeHnna aBapumn
3aHATOCTM MN3Y

alarm set reserve

<set>

yes/no

MN3meHeHune pexunma
oTobparkeHnna aBapui
pesepBsa

autoupdate

Mepexopn, B pexxum
KOHUryprpoBaHus
ABTOMATUYECKOTO
o6HoBNeHNA MO u
KoHbUTrypauum

copy
running to_ startup

3anucaTb TekyLuyto
KOHbUrypauuio B
3HeproHesaBUCUMyo
NamsATb yCTPOICTBA (B
CTapTOBYIO KOHOUrypaLmio)
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copy
startup to running

BOCCTaHOBUTb TEKYLLYHO
KOHbUrypaumio us
CTapToBOW

dos-protection

Bxopa B pexxum
KOHOUIYpUpPOBaHMSA 3aLUmThbI
ot DoS

firewall dynamic

Mepexon B pexkxmm
KOHOUrypupoBaHUA
ONHaMUYecKoro
6paHgMayapa

firewall static

Mepexon B pexxmm
KOHUrypmposaHus
cTaTMyeckoro 6paHamayspa

global set

Invite-per-3-sec/other-per-3-
sec/subscribe-per-3-sec
<INVITE/OTHER/SUBSCRIBE_RESTRICT>

60-300

OrpaHuyeHue 0bpaboTkm
3anpocos
INVITE/OTHER/SUBSCRIBE

global set media-
security-timeout

<SECURITY TIMEOUT>

1-10080

3alnTHBIN TalmayT Ans
oT601 BbI30BOB 6e3 media,
MWH

global set not-
encode-hash

yes/no

BkAtoueHue onuum
nepeaasaTb cumBon '#' 6e3
KOAMPOBaHWA

history

MpocmoTp UcTopun
BBEJEHHbIX KOMaHA,

hostping

Mepexopa, B pexxMm paboTbl ¢
YTUAUTOM ping

log path

<apply>

<set>

<show>

local
/mnt/sd[abc] [1-
71*

MPUMEHUTb HAaCTPOMKM MyTK
K XpaHeHMI0 TPaCCMPOBOK.
HacTpoiika nyT1 K XxpaHeHuo
TPACCUPOBOK:

local — nokanbHoe
XpaHeHue B onepaTMBHOM
namaTu;

/mnt/sd[abc][1-7]* — nyTb
[0 Hakonutena ana
XpaHeHWA TPacCUMPOBOK.

MpOCMOTP HACTPOMKM NYyTU K
XpaHeHWIo TPAaCcCUPOBOK

network

MNepexog B pexxnm
KOHPUIypMpoBaHMA ceTeBbIX
napameTpos

ports start

START PORT

1024-65535

YcTaHOBKa HavyalbHOTO
nopta gna RTP

ports range

RANGE PORT

1-65535

YcTaHOBKa KonnyecTsa
noptos gna RTP

ports show

MpocmoTp HaCTPOKK
noptos ana RTP

quit

3aBepLnTb SaHHYIO ceccuto
CLI

radius

MNepexog B pexnm
KoHoburypmposaHua RADIUS

reserve

MNepexog B pexxnm
ynpaB/eHVA pe3epsom

route

Mepexopn B pexxnum
KOHbUIYpUpOoBaHUA
CTaTUYECKUX MapLUPYTOB

rule set

MNepexopg B pexnm
KoHOUryprpoBaHus rule set

security list path

<set>

off
/mnt/sd[a-e] [1-
71*

HacTpolika nyT1 K XpaHeHuto
)KypHana 6e3onacHocTu:

off — nokanbHoE xpaHeHne
B OMNepaTUBHOM NaMATY;
/mnt/sd[a-e][1-7]* — nyTb
0,0 HakonuTena ana

lMoepaHuYyHble KoHMponneps! cecculi SBC

141




HELTEX

<show>

XpaHeHusA KypHana
6esonacHocTy.

MpPOCMOTP HacTPOMKM NYTU K
XpaHeHUIo }ypHana
6e3onacHocTH

switch

Mepexopn, B pexxnum
KOHUrypmpoBaHus
KomMyTaTopa (ToNbKo ana
SBC-2000 1 SBC-3000)

show running main
by step

MoKasaTb TeKyLLyto
OCHOBHYIO KOHOUIYpaLuio
no waram

show running main
whole

MoKa3aTb TeKyLLyto
OCHOBHYI0 KOHdUrypaumio
NO/IHOCTbIO

show running
network

MoKasaTtb TeKkyLLyo
KOHUTypaLmio ceTun

show running
radius_servers

MoKasaTb TEKyLLytO
KoHoburypaumio RADIUS-
cepsepos

show running snmp

MoKasaTtb TeKyLLyo
KoHourypauuto SNMP

show startup main
by step

MokasaTb Ha4abHyto
OCHOBHYI0 KOHdUrypaumio
no waram

show startup main
whole

MoKasaTb Haya/ibHytO
OCHOBHYIO KOHOUIypaLumio
NONHOCTLHO

show startup
network

MokasaTb Ha4abHyto
KOHOUrypauuio cetm

show startup
radius_servers

MoKasaTb Haya/ibHytO
KoHoburypaumio RADIUS-
cepeepos

sip destination

Mepexopn, B pexxnum
KoHbUrypmposaHua SIP
destination

sip transport

Mepexopn, B pexxnum
KoHbUryprpoBaHua SIP
transport

sip users

MNepexog B pexnm
KoHbUrypmposaHua SIP
users

snmp Mepexopn, B pexxnum
KOoHUrypmposaHus SNMP

switch Mepexon B pexum
KOHOUIypUpoBaHUa
BHYTPEHHEro KommyTaTopa

syslog Mepexopn, B pexxnum
KOHUrypmpoBaHus
napameTpoB CUCTEMHOIO
ypHana

top Bo3BpaT Ha ypoBeHb Bbllle

trunk MNepexon, B pexmm

KOHOUTYPUPOBaHUA TPAHKOB

user agent

Mepexopn, B pexxnum
pefakTMpoBaHMA CMUCKa
3anpeLLEHHbIX KIMEHCKUX
NPUNOKEHU I

4.2.7.2 Pexum KOHGhu2ypupoeaHus aemomamuyecko2o obHoeneHus M0 u KoHgpuzypayuu

[ns nepexopa B pexnm KoHGUryprposaHua Heo6X0AMMO BbINOAHUTL KOMaHAy autoupdate.

SBC-[CONFIG]> autoupdate
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Entering auto-update mode.
SBC-[CONFIG]-[AUTO-UPDATE]>

name

6osyiee 63 CHMMBOJIOB

Komanga MapameTp 3Ha4yeHue Oencrene
? MoKasaTb nepeyeHb JOCTYNHbIX KOMaHZ,
exit Mepexoa U3 JaHHOMO NOAMEHIO KOHGUTYPUPOBAHMA HA
YPOBEHbD BblIlLe
quit 3asepwunTb AaHHyto ceccuto CLI
set auth-name AUTH NAME CTpoka IJIMHOM He 3afaTb MMA ayTeHTUdUKaumm
fojiee 63 CHMBOJIOB
set auth-pass AUTH PASS CTpoka IOJIMHOM He 3afaTb Naponb ayTeHTUdUKaLUn
fojiee 63 CHMBOJIOB
set AUTH on/off BkntoueHne ayTeHTUDUKALUM Ha cepBepe
authentication aBToObHOBAEHMA
set config- CFG_NAME CTpoka IJVHOM He 3apatb uma daina KoHdurypauun. Uma obssaTtenbHo

AO/IKHO UMETb paclumpeHue .cfg

set enable

EN

on/off

BKAOUNTB GYHKLMIO aBTOOBHOBAEHMSA

set manifest-
name

MANIFEST NAME

CTpoka IJIMHOM He
6osyiee 63 CHMMBOJIOB

3apatb uma daiina sepcuit NO. Mmna obsazaTenbHO
AOMKHO UMETb paclunpeHmne .manifest

set protocol PROTO tftp YKa3aTb NPOTOKO, KOTOPbIN ByAeT MCNoNb30BaTbCA
ftp [AnA 06HOBNEHMA
http
https

set source NET IFACE IDX 0-39 3agaTtb MHTepdeENic, C KOToporo byaeT NonyyeH agpec

cepsepa (DHCP option 66) U umeHa daitnos
KOHdUrypaumm n sepcuii MO (DHCP option 57)

period
manifest

static Ecnv 3apaTs static, To MHbOpMaLMs o cepsepe v
MmeHax ¢annos byaet B3ATa M3 KoHdurypaumm SBC

set static- ST SERVER CTpoka IJIMHOM He 3azaTb agpec cepBepa aBTOOOHOBNEHUI
server Bosiee 63 CMMBOJIOB
set update- UCONF on/off BKNOUMTb aBTOOBHOBNEHME KOHUTYpaLmmn
config
set update- UFIRM on/off BkatounTb aBToob6HOBNEHME MO
firmware
set updating- UPD CONFIG 1-263520 3asatb nepnos 06HOBNEHUA KOHOUTYPALIMM B MUHYTAX
period config
set updating- UPD MANIFEST 1-263520 3agatb nepuog obHoBneHUA MO B MUHyTax

show auto-
update-config

Moka3aTb KOHGUrypaLmio aBTO06HOBAEHNA

show net-
interfaces

MoKasaTb CNUCOK ceTeBbIX MHTEPdENCOoB, HAa KOTOPbIX
akTusuposaH DHCP

4.2.7.3 Pexum KoHgpuzypupoeaHus 3auyumoel om DoS

[na nepexofga B AaHHbIA pPeXUM HEoBXOAMMO B perKMme KOHOUIypupoBaHWA BbINOMHUTL KOMaHAy

dos-protection.

SBC2000-[CONFIG]> dos-protection

Entering dos-protection mode.
SBC2000-[CONFIG]-[DOS-PROTECTION]>

KomaHaa MapameTp 3HayeHune Oencrene
? lNoKa3aTb nepeyeHb JOCTYNHbIX KOMaHA,
exit Mepexoa 13 faHHOrO NOAMEHIO KOHOUTYPUPOBAHUA
Ha ypOBEHb Bbille
quit 3aBepLlmnTb AaHHyto ceccuto CLI
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set enable ENABLE true/false AKTMBMpOBaTh 3awmTy oT ICMP-dnyaa

ICMP flood

set enable ENABLE true/false AKTMBMPOBATb 3aLWMTy OT CKAHMPOBAHMA NOPTOB

PortScan

set enable ENABLE true/false Onuwua ynpasnseT rnobanbHbIM BKAOYEHUEM

protection dyHKUMM 3awmTbl ot DoS

set enable ENABLE true/false AKTMBMPOBaTL 3aWwuTy oT RTP-dayaa

RTP flood

set enable ENABLE true/false AKTUBMpPOBaTb 3aWwmTy ot SIP-dnyaa

SIP flood

set enable ENABLE true/false AKkTMBMpOBaTb dunbTpaumio no User-Agent

User Agent filter

set SIP flood BLOCKTIME 600-3600 YCTaHOBUTb Bpems KOPOTKOW 6/10KMPOBKM abOHEHTa,

block time CeKyHAbI

set SIP flood BLOCKS 1-10 YCTaHOBUTb YMCI0 NOMAAAHNIA B KOPOTKYHO

blocks 610KMPOBKY Nepes NonagaHnem B AAUTENbHYIO

set SIP flood FORGETTIME 12-48 YcTaHOBUTL BPEeMA A/ITeNbHON 610KMPOBKM 1

forget time BpeMs NpoLleHna aboHeHTa, NonasLIero B KOPOTKYHO
6710KMPOBKY, Yacbl

set SIP flood HITS 1-32 YCTaHOBWTb YMC/I0 HapyLWeHWI nepes nonagaHMem B
KOPOTKYIO 6JI0KMPOBKY

show MoKa3aTb HAaCTPOMKKM 3aWwnTbl oT DoS

4.2.7.4 Pexum KoHgu2ypupoeaHus napamempos UHamu4ecKoz20 bpaHomayspa

Ona nepexofa B AaHHbIA PEXUM HEOBXOAMMO B perKMMe KOHOUIYypUpPOBaHWUA BbINOJHUTL KOMaHAy

firewall dynamic.

SBC-[CONFIG]> firewall dynamic
Entering dynamic firewallmode.
SBC-[CONFIG]-[DYN-FIREWALL]>

KomaHga MNapameTtp 3Ha4yeHune Hetictene

? MoKasaTb nepeyeHb JOCTYMHbIX KOMaHJ,
blacklist add <BLACKIP> IP-anmpec B dopmMaTe [o6aBunTb agpec B CNUCOK BJ0KMpPYEMbIX

AAA.BBB.CCC.DDD wuu appecos

nogceTrb B HoTaumm CIDR

AAA.BBB.CCC.DDD/FF
blacklist <BLACKIP> IP-anmpec B dopmMaTe YaanuTb agpec 13 cnucka 610Knpyembix
remove by addr AAA.BBB.CCC.DDD wnm aapecos

nogceTrb B HoTaumm CIDR

AAA.BBB.CCC.DDD/FF
blacklist <POSITION> 0-65635 YaanuTb agpec 13 cnmcka 61oKMpyembix
remove by pos afpecoB no ero NosunLMmM B CUCKe
blacklist show MoKa3aTb CNUCOK HB0KMpPYyEMbIX aApecoB
all
blacklist show MoKasaTb YMCI0 3anMcen B CNIUCKe apecos,
count B610KMpPYyEMBIX AMHAMUYECKMM BpaHaAMay3pom
blacklist show | <BLACKIP> IP-angpec B dopmaTe HalTh yKasaHHbIN agpec B cnucke
address AAA.BBB.CCC.DDD wmnm 5n0KMpyEMblx agpecos

noncerTb B HoTaumum CIDR

AAA.BBB.CCC.DDD/FF
blacklist show | <COUNT> 0-4095 MoKasaTb yKazaHHOEe KO/IMYEeCTBO M3 Havyana
first CnucKa 61oKMpyembIX aapecos
blacklist show | <COUNT> 0-4095 MoKasaTb yKa3aHHOEe KOIMYeCTBO C KOHLLA
last Cnuncka 61oKMpyembix agpecos
blacklist show | <POSITION> 0-65635 MokasaTb 3anuncb B yKasaHHOM NO3ULUN CINUCKA
position 610KMpyeMbIX agpecos
blacklist <BLACKIP> nongceTe B HoTaumum CIDR [o6aBuTb NnoaceTb B CNUCOK 6A0KMPYEMbIX
subnet AAA.BBB.CCC.DDD/FF a[pecos 1 yaanuTb agpeca v noacetu,

BXoAsuwwe B fobaBnsemyto NoaceTb
block history MpocmoTp *KypHana 3a6/10KUPOBAHHbIX
show all afpecos
block show MoKas3aTb YMCO 3anuceit B XKypHane
count 3a6/10KMPOBAHHBIX a4pecoB
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block show <BLACKIP> IP-anmpec B dopmMaTe HalTn ykasaHHbIN agpec B )KypHane
address AAA.BBB.CCC.DDD wmnu 3a6ﬂOKMpOBaHHbIX agpecos
nogceTrb B HoTaumm CIDR
AAA.BBB.CCC.DDD/FF
block show <COUNT> 0-4095 MoKasaTb yKa3aHHOe KOANYeCcTBO U3 Havana
first )KypHana 3a6710KMPOBaHHbIX aAPECcoB
block show <COUNT> 0-4095 MoKasaTb yKazaHHOEe KO/IMYECTBO C KOHLA
last KYpHana 3ab/10KMPOBaHHbIX afpecos
block show <POSITION> 0-65635 MoKasaTb 3aMMCb B YKazaHHOM NO3ULMK
position KypHana 3abN0KMPOBaHHbIX aApPECcoB
blocklist <BLACKIP> IP-anmpec B dopmMaTe Yaanutb agpec u3 cnMcka aBToMaTuyeckun
remove by addr AAA.BBB.CCC.DDD wmnu 6no|.(|4pye;v|b|x ajpecos
nogceTrb B HoTaumm CIDR
AAA.BBB.CCC.DDD/FF
blocklist <POSITION> 0-65635 YpanuTb agpec U3 cnucka aBToMmaTUYeCcKn
remove by pos 610KMpPYeMBbIX aAPECOB MO €ro NO3ULMUK B
CrucKke
blocklist show lNoKa3aTb CNUCOK aBTOMaTUYECKHU
all 6710KMpyembIx aapecos
blocklist show MoKa3aTb YMCI0 3anmcei B CNINCKe
count aBTOMATMYECKN 6IOKMPYEMbIX aipecoB
blocklist show | <BLACKIP> IP-angpec B dopmaTe HaliTu yKa3aHHbII agpec B CnncKe
address AAA.BBB.CCC.DDD wnmm aBTOMaTMYecKn 610KMpYeMbIX apecos
noncerTb B HoTaumum CIDR
AAA.BBB.CCC.DDD/FF
blocklist show | <COUNT> 0-4095 MoKa3aTb yKazaHHOE KO/IMYEeCTBO U3 Havyana
first CMUCKA aBTOMATUYECKM BJI0KMPYEMBbIX aipecoB
blocklist show | <COUNT> 0-4095 [oKasaTb yKa3aHHOe KOAMYeCcTBO C KOHLLA
last CMMCKA aBTOMATUYECKM 610KMPYeMbIX 3 pecoB
blocklist show | <POSITION> 0-65635 Moka3aTb 3anucb B yKasaHHOM NO3ULMUK CMIMCKA
position aBTOMATMYECKN 6IOKMPYEMbIX aipecoB
exit Mepexog, U3 aHHOTO NOAMEHIO
KOHGWUIypUpPOBaHWA Ha YPOBEHb Bbille
history MpOCMOTP UCTOPWM BBEAEHHbIX KOMAHL,
quit 3aBepLlmnTb AaHHyto ceccuto CLI
set block time | <SERVICE> SIP/WEB/TELNET/SSH/OTHER | YcTaHOBUTb ANA CEpBMCA Bpems B CEKyHAaX, Ha
60-352800 NPOTAMXKEHWUM KOTOPOTO AOCTYN C
<BLCKTIME> noA03puUTeNbHOro agpeca byaet 610KMpoBaH
set enable <ENA> on/off BKOUYNTL/OTKNOUNTL AUHAMUYECKUI
6paHamayap
set tries <SERVICE> SIP/WEB/TELNET/SSH/OTHER | YcTaHOBUTb MaKCMManbHOE YMCIO OLUMBOUHbIX
1-10 MOMbITOK JOCTYNa K CEpBUCY, Npexae YemM XOCT
<TRIES> 6yaeT 3a610KMpOBaH
set <SERVICE> SIP/WEB/TELNET/SSH/OTHER | 3apaTb Bpemsa NpolleHus A1s cepsuca
forgive time 60-352800
B <FORGIVETIME>
set increment <SERVICE> SIP/WEB/TELNET/SSH/OTHER BKAHOUUTB NPOrpeccupyroLLyto 610KMPOBKY

<INCREMENT FLG>

no/yes

ANA cepBuca

set only block

<SERVICE>

<ONLY BLOCK FLG>

SIP/WEB/TELNET/SSH/OTHER
no/yes

BkntounTb onumio «He oTnpasnaTb
3a6/10KMPOBaHHbIE agpeca B YEPHbIN CIMCOK»
Ana cepsuca

show MoKasaTb HaCTPOMKM ANHAMUYECKOTO
bpaHamayspa

whitelist add <WHITEIP> IP-angpec B dopmaTe Ho6asuTtb IP-agpec B CNMCOK aapecos,
AAA.BBB.CCC.DDD wmmn 3anpeLeHHbIX 4/19 aBTOMaTUYEeCKO
nonceTe B HoTaumm CIDR 6/10KMPOBKM
AAA.BBB.CCC.DDD/FF

whitelist <WHITEIP> IP-anpec B dopmaTe Ypanute IP-agpec U3 cnucka afpecos,

remove by addr AAA.BBB.CCC.DDD wmnmu 3anpeLLeHHbIX 418 aBTOMATUYeCKOoN
nonceTe B HoTaumm CIDR 6/10KMPOBKM
AAA.BBB.CCC.DDD/FF

whitelist <POSITION> 0-65635 Ypanute IP-agpec U3 cnucka aapecos,

remove by pos 3anpeLLeHHbIX A1 aBTOMaTUYecKol

6}'IOKMpOBKM no ero nosnunn B CNUCKe
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whitelist show loKa3aTb CNUCOK agpecos, 3anpeLleHHbIX A

all aBTOMaTMYECKOM BNOKMPOBKM

whitelist show MoKas3aTb YMCO 3anmcen B CNIUCKe apecos,

count 3anpeLéHHbIX ANA aBTOMaTUYeCcKon
610KMPOBKM

whitelist show | <WHITEIP> IP-ampec B dopmare HalTn ykasaHHbIN aapec B CNUCKe agpecos,

address AAA.BBB.CCC.DDD nnn 3anpeLeHHbIX 4/19 aBTOMaTUYEeCKO

nogceTrb B HoTaumm CIDR 610KMPOBKM
AAA.BBB.CCC.DDD/FF

whitelist show | <COUNT> 0-4095 MoKasaTb yKa3aHHOe KOANYeCcTBO U3 Havana

first CMMCKa afipecos, 3anpeLLeHHbIX 41
aBTOMaTMYecKol 61OKMPOBKM

whitelist show | <COUNT> 0-4095 MoKasaTb yKazaHHOEe KOIMYECTBO C KOHLA

last CMWCKa afpecos, 3anpeLLeHHbIX Aad
aBTOMaTUYeCKol 610KMPOBKU

whitelist show | <POSITION> 0-65635 MoKasaTb 3aMMCb B YKa3aHHOM NO3MLIMM CIMCKA

position a4,pecoB, 3anpeLeHHbIX 419 aBTOMATUYeCKoM
610KMPOBKHK

whitelist <WHITEIP> noncerb B HoTaumum CIDR [o6aBnTb NoaceTb B CNUCOK agpecos,

subnet AAA.BBB.CCC.DDD/FF 3anpeLeHHbIX 417 aBTOMaTUYECKOM
6710KMPOBKM, U yAaNUTb afpeca U NOACETH,
BXxoAAuwwe B gobasnaemyto noacetb

4.2.7.5 Pexum KOHpu2ypuposaHua napamempos cmamuyecko2o bpaHomayspa

[na nepexofa B AaHHbIA pPeXUM HeobXOAMMO B perKMMe KOH(UIypupoBaHWA BbINOAHWUTL KOMaHAy

firewall static.

SBC-[CONFIG]> firewall static
Entering static firewall mode
SBC-[CONFIG]-[FIREWALL]>

<s_1P>
<S_MASK>
<R_IP>

<R_MASK>

<PROTO>

<S_PORT_ START>
<S_PORT_END>

<D_PORT START>

AAA.BBB.CCC.DDD
AAA.BBB.CCC.DDD
AAA.BBB.CCC.DDD
AAA.BBB.CCC.DDD
any

tcp

udp

icmp

tcpt+udp

1-65535

1-65535

1-65535

KomaHpga MNapameTtp 3Ha4yeHune [OelictBune
? MoKasaTb nepeyeHb AOCTYMNHbIX KOMaHA,
add profile <PROF_NAME> paspeneHo [o6asutb npodpuns firewall
MCIIOJIb30BaTh OYKBH,
undper, cumeoS ' ',
MakCuMyM 63 cuMmBoOJf
add rule default <direction> input [o6asutb npasuno firewall
output HanpasneHue paboTbl Npasuna
<ENABLE> enable/disable BK/lO4eHMe/OTKI04EeH e NpaBKaa
<RULE NAME> TekcT, Makc. 63
- Mma npasuna
CrMBOJIa

IP-agpec nctoyHuka

Macka noaceTn UCTOYHUKA
IP-agpec nonyyarena
Macka noacetn nonyyarena

Tun npoTokona

HauanbHbI NOPT UCTOYHUKA
KoHeuHbI NOPT MCTOYHMKA

HauanbHblit NopT nosnyyatens

146

lMoepaHuyHble KoHMponneps! cecculi SBC




HELTEX

<D_PORT END>

<ICMP_ TYPE>

<ACTION>

<P_IDX>

1-65535

none
any

echo-reply
destination-
unreachable
network-unreachable
host-unreachable
protocol-unreachable
port-unreachable
fragmentation-needed
source-route-failed
network-unknown
host-unknown
network-prohibited
host-prohibited
TOS-network-
unreachable TOS-
host-unreachable
communication-
prohibited
host-precedence-
violation
precedence-cutoff
source—-quench
redirect
network-redirect
host-redirect
TOS-network-redirect
TOS-host-redirect
echo-request
router-advertisement
router-solicitation
time-exceeded
ttl-zero-during-
transit
ttl-zero-during-
reassembly
parameter-problem
ip-header-bad
required-option-
missing
timestamp-request
timestamp-reply
address-mask-request
address-mask-reply

accept, drop, reject

1-65535

KoHeuHbIl1 nopT nonyyatens

Tun naketa ICMP

[elictBue — pelncTene, BbINONHAEMOE AaHHbIM
npasuiom:

— ACCEPT — nakertbl, nonagatouime nog,
OaHHoe npasuo, byayT nponyLueHbl
ceTeBbIM 3KpaHom firewall;

— DROP — nakKeTbl, nonagatouwme nog AaHHoe
npasuno, byayT oT6poLleHbl ceTeBbIM
3KpaHom firewall 6e3 kakoro-nm6o
MHPOPMMPOBAHUA CTOPOHbI, NepesaBLleit
naker;

— REJECT — nakKeTbl, nonagatowme nos
OaHHoe npaBuo, byayT oTOpoLLEeHbI
ceTeBbIM 3KkpaHom firewall, ctopoHe,
nepegasLlen naket, byaer oTnpasneH ambo
naket TCP RST, ambo ICMP destination
unreachable.

Homep npoouns firewall
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add rule geoip

<direction>

<ENABLE>

<RULE NAME>

<COUNTRY>

<PROTO>

<S_PORT START>
<S_PORT END>
<D_PORT START>

<D_PORT END>

<ICMP_ TYPE>

input
output

enable/disable

TexcT, Makc. 63
CUMBOJIA

Ha3BaHMe cCcTpaHH

any
tcp

udp
icmp
tcpt+udp

1-65535
1-65535
1-65535

1-65535

none
any

echo-reply
destination-
unreachable
network-unreachable
host-unreachable
protocol-unreachable
port-unreachable
fragmentation-needed
source-route-failed
network-unknown
host-unknown
network-prohibited
host-prohibited
TOS-network-
unreachable TOS-
host-unreachable
communication-
prohibited
host-precedence-
violation
precedence-cutoff
source-quench
redirect
network-redirect
host-redirect
TOS-network-redirect
TOS-host-redirect
echo-request
router-advertisement
router-solicitation
time-exceeded
ttl-zero-during-
transit
ttl-zero-during-
reassembly
parameter-problem
ip-header-bad
required-option-
missing
timestamp-request
timestamp-reply
address-mask-request
address-mask-reply

[o6asutb GeolP-npasuno firewall
HanpasneHue paboTbl npasuna

BKﬂI’OHeHMe/OTKﬂIOHeHMe npasunaa

Mma npasuna
CTpaHa, K KOTOPOW NPUHAZNERUT aapec

Tun npoTtokona

HauanbHbIN NOPT UCTOYHMKA
KoHeuHbIl NOpT MCTOYHMKA

HauyanbHbIi NopT nosnyyatens
KoHeuHbIl1 nopT nonyyatens

Tun naketa ICMP
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accept, drop, reject
<ACTION>
[JelictBne — pelicTeme, BbINOAHAEMOE JaHHbIM
npasuiom:

— ACCEPT — nakertbl, nonagatoume nog,
OaHHoe npasuo, byayT nponyLyeHbl
ceTeBbIM 3KpaHom firewall;

— DROP — nakeTbl, nonagatowme nog AaHHoe
npasuno, byayTt oTbpoLleHbl ceTeBbiM
3KkpaHom firewall 6e3 kakoro-nm6o
MHPOPMMPOBAHMA CTOPOHbI, NepesaBLleit
naker;

— REJECT — nakeTbl, nonagatowime nog
OaHHoe npaBuo, byayT oTOpoLLEeHbI
ceTeBbIM 3KpaHom firewall, cTopoHe,
nepegaswen nakeT, byaeT otnpasneH AnMbo
naket TCP RST, ambo ICMP destination
unreachable.

1-65535
<P_IDX> Homep npoouns firewall
add rule string [Oobasutb npaswuo firewall — npoBepka cTpok.
<direction> input HanpasneHwe paboTbl Npasuna
output
<ENABLE> enable/disable BkAtoueHne/OTKAOYEHNE NpaBuNa
<RULE_NAME> TekcT, Maxkc. 63 Nms npasuna
CUMBOJIA
TeKcToBan CTPOKA, KOTOpana A0/MKHA ObITb B
<CONTENT> TexkcT, Makc. 127
nakete
CVIMBOJIOB
<S_IP> AAA.BBB.CCC.DDD IP-aApec ucTouHmKa
<S MASK> AAA.BBB.CCC.DDD Macka nosceTv UCTOYHMKa
<R _IP> AAA.BBB.CCC.DDD IP-agpec nonyyarena
<R_MASK> AAA.BBB.CCC.DDD Macka nogcetu nonyyatens
<PROTO> any Tun npoTokona
tcp
udp
icmp
tcpt+udp
HayanbHbIl NOPT UCTOYHMKA
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<S_PORT_ START>
<S_PORT_END>
<D_PORT START>

<D_PORT END>

<ICMP_ TYPE>

<ACTION>

1-65535
1-65535
1-65535

1-65535

none
any

echo-reply
destination-
unreachable
network-unreachable
host-unreachable
protocol-unreachable
port-unreachable
fragmentation-needed
source-route-failed
network-unknown
host-unknown
network-prohibited
host-prohibited
TOS-network-
unreachable TOS-
host-unreachable
communication-
prohibited
host-precedence-
violation
precedence-cutoff
source-quench
redirect
network-redirect
host-redirect
TOS-network-redirect
TOS-host-redirect
echo-request
router-advertisement
router-solicitation
time-exceeded
ttl-zero-during-
transit
ttl-zero-during-
reassembly
parameter-problem
ip-header-bad
required-option-
missing
timestamp-request
timestamp-reply
address-mask-request
address-mask-reply

accept, drop, reject

KoHeuHbIl NOpT MCTOYHMKA
HauyanbHbIi NopT nosnyyatens
KoHeuHbIl1 nopT nonyyatens

Tun naketa ICMP

[elictBne — aencrame, BbINONHAEMOE AAHHbIM
npasuiom:

— ACCEPT — nakeTbl, nonagatowue nog,
OaHHoe nNpaBuo, byayT nponyLueHbl
ceTeBbIM 3KpaHom firewall;

— DROP — nakKeTbl, nonagatowme nog AaHHoe
npasuao, byayT oT6poLIeHbl CeTeBbIM
3KkpaHom firewall 6e3 kakoro-nm6o
MHPOPMMPOBAHUA CTOPOHDI, NepesaBLleit
naker;

— REJECT — nakKeTbl, nonagatowme nos
OaHHoe npaBuo, byayT oTopoLLeHbI
ceTeBbIM 3KpaHom firewall, cTopone,
nepegasLlen naket, byaer oTnpasneH ambo
naket TCP RST, cnbo ICMP destination
unreachable.
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Homep npoduns firewall
<P IDX> 1-65535
apply MpumeHUTb HacTpoiikm firewall
config BosBpart B meHto Configuration
del profile <ID> 1-65535 Yaanutb npoounb firewall
del rule <ID> 1-65535 Yaanutb npasuno firewall
exit Bbixog, 13 AaHHOro NOAMEHI0
KOHPUrypMpoBaHUA Ha YPOBEHb BbiLLE
modify profile <ID> 1-65535 NHaekc npoduna firewall
<NAME> paspeueHo BBo/, HOBOro MMeHM ycTpoicTea
MCIIOJIb30BaATh OYKBEHI,
undprer, cmMBOJ ' .
MakcuMmyMm 63 CUMBOJIOB
modify rule <Type> action M3meHunTb yKasaHHoe npasuno firewall (oguH
dport_end 13 napameTpos)
dport start enable
icmp-type
name
prof id
protg
r ip r mask
s_ip s mask
sgort_end B
sport start
traffIc—type
<ID> 1-65535
<param> Horoe 3HaueHue
COTJIACHO IAaHHOTO
THIa napaMeTrpa
move down <ID> 1-65535 MepemecTuUTb NPaBUIO BHU3 HA OA4HY NO3ULUIO
move up <ID> 1-65535 MepemecTuTb NPaBUIO BBEPX HA OAHY
no3nuUmnIo
quit 3aBeplwmnTb gaHHyto ceccuto CLI
set interface <IFACE NAME> VMsa mHTepdeMca HasHaunTb NpaBuiIO Ha ceTeBoM MHTepdEC
<PROFILE ID> PROFILE ID =0 o3Ha4aeT, 4yTo npodunb He
ncnonbsyertca
show config MokasaTb KoHbUrypauuio
show net- MokasaTtb NnapameTpbl UHTepdelicos
interfaces
show system MoKasaTb cMCTeMHble NapameTpbl
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4.2.7.6 KoHdpueypayusa u paboma c ymunumolii PING

Ana nepexofa B AaHHbIA PEXUM HEOBXOAMMO B perKMmMe KOHOUIypUpOBaHWUA BbINOJHUTL KOMaHAy

hostping.

SBC1000-[CONFIG]> hostping
Entering hostping mode.

SBC1000-[CONFIG]-[HOSTPING]>

KomaHaa MNapameTp 3HayeHune Oencrene

? MokasaTb nepeyeHb AOCTYMHbIX KOMaHA,

exit Mepexoa, U3 JAHHOTO NOAMEHIO
KOHOUIYPMPOBaHMA HA YPOBEHb Bblle

host add ADDR AAA.BBB.CCC.DDD [06aB1Tb XOCT K CNUCKY NMUHFYEeMbIX

host remove ADDR AAA.BBB.CCC.DDD YAanuTb XOCT U3 CMIMCKA NMUHTYEMbIX

host show MokasaTtb pe3ynbTaTbl paboTbl

set onboot ONBOOT yes/no CrapToBaTb NPOBEPKY NpU 3arpy3Ke CUCTEMbI

set period PINGTIME 1-255 MeprMoaANYHOCTb NUHTOBAHWA, MUHYTBI

set tries TRIES 1-7 KoimyecTBo 3anpocoB K KaxKaoMy XOCTy

show OT106pa3unTb HACTPOMKK yTUAUTBLI PING

start 3anycTnTb NEPUONYECKUIA NMUHT

stop OCTaHOBWUTb NEPUOANYECKUIA MUHT

quit 3aBeplwunTb gaHHyto ceccuto CLI

4.2.7.7 Pexum KOHu2ypuposaHus cemeabix Napamempos

Ons nepexopa B AaHHbIA PeXMM HeobXoaMMO B pexume KOHOUIYpMpPOBaHUA BbIMNOJHUTL KOMaHAy
network.

SBC-[CONFIG]> network
Entering Network mode.
SBC-[CONFIG]-NETWORK>

KomaHga MNapameTtp 3Ha4yeHune LelictBune
? lokasaTb nepeyeHb AOCTYMHbIX KOMaHA,
add interface <LABEL> [PaspeleHo MCIOJIL30BaATh [o06aBuTb HoBbI VPN/PPTP-KkAneHT
pptpVPNclient OyxBE, LMOPE, CUMBOJIEL
Uttty e e LABEL — nms uHtepodelica
MakcumyMm 255 CcuUMBOJIOB
<IPADDR> IP-ampec B dopmare IPADDR — IP-agpec PPTP-cepBepa
IAAA.BBB.CCC.DDD
<USER> [Pa3peleHo MCIOJIb30BAThH USER — vmsaA nonb3osartens
OyxBBI, LMQPBEI, CUMBOJIBEI
vy tst, "=, MakcuMmym
63 cumMBOJa
[paspemeHo MCIOJIL30BATH
<PASS> OyKBE, UMOPE, CUMBOJIE PASS — naponb
Y,y =, MakcuMyM
63 cuMBOJA
add interface dynamic/static [06aBUTb HOBBbIN ceTeBOM UHTepdeNc
tagged
<LABEL> paspemeHo MCIOJIb30BATh LABEL — uma uHTepdeiica
OyxkBEl, LUMOPE, CUMBOJIEL
|l |l A\l A\l T_ L |
o L4 14 .
MaxkcuMyM 255 CHMMBOJIOB
<VID> 1-4095 VID —VIANID
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IPADDR — IP-agpec PPTP-cepsepa

<IPADDR> IP-angpec B dopmarte
IAAA.BBB.CCC.DDD
NETMASK — ceTeBaa macka
<NETMASK> ceTeBas Macka B dopmare
IAAA.BBB.CCC.DDD
add interface dynamic/static [o6aBunTb HOBbIN ceTeBOW UHTEpPdENC
untagged
<LABEL> PaspemeHOo MCIOJIbE30BATH LABEL — ums uHTepdeiica
OyxBBI, LMOPBEI, CUMBOJIBI
L} L} , Al . Al y T_ , Al H Al
MEKCMMyM 255 cumMmBOJIOB
< IPADDR> IP-ampec B dopmaTe IPADDR — IP-agpec PPTP-cepsepa
IAAA.BBB.CCC.DDD
<NETMASK> ceTeBas Macka B Qopmare NETMASK — cetesan
IAAA.BBB.CCC.DDD
config Bosspat B meHto Configuration
confirm MoaTBepANTb MU3MEHEHHbIE CETEBbIE HACTPOIKM
1 HacTpoiikn VLAN 6e3 nepesarpysku wto3a.
Ecnu B Te4eHME MUHYTbI NPUMEHEHHbIE CETEBbIE
HaCTPOWKM He NOATBEPKAEHDI, TO UX 3HAYEHUA
BEPHYTCA K NepBOHAYa/ibHbIM
exit Bbixoa M3 4aHHOro NoaAMeHo
KOHOUIypUpOBaHUA HA YPOBEHbD Bbille
history MpocmoTp UCTOPUM BBEAEHHbIX KOMaHA,
ntp Mepexopg, B pexxnum KoHouUrypmuposaHusa NTP
quit 3aBepLlmnTb AaHHyto ceccuto CLI

remove interface |KNET IFACE IDX> 0-39 YaanuTb yKasaHHbI MHTepdeiic

rollback OTMEHUTb U3MEHEHUA

set interface COS KNET IFACE IDX> 0-39 HasHauutb npuoputet 802.1p ANA yKasaHHOro

nHTepodelica

<COS> 0-7

set interface <NET_IFACE_IDX> 0-39 MonyuaTb ceTeBble HACTPOMKM AMHAMUYECKN OT

dhcp DHCP-cepBepa ans yKasaHHOro nHTepdeiica
<ON OFF> on/off

set interface <NET IFACE IDX> 0-39 Monyuatsb IP-apapec DNS-cepsepa gMHaMUYECKU

dhcp_dns oT DHCP-cepBepa 418 yKasaHHOro nHTepdeiica
<ON_OFF> on/off

set interface <NET_TIFACE_IDX> 0-39 He nonyyaTb HaCTPOIKM LWIIO3a AUHAMUYECKN

dhcp_no_gw oT DHCP-cepBepa a1 ykasaHHOro nHtepdelica
<ON OFF> on/off

set interface <NET IFACE IDX> 0-39 3a4aTh W3 MO YMONYAHUIO ANA UHTepdelica

gateway

<IPADDR> IP-anpec B dopmMmarte

IAAA.BBB.CCC.DDD

set interface <NET IFACE IDX> 0-39 Monyyatb HacTpoikn NTP gMHamuyeckn ot
dhcp_ntp DHCP-cepBepa 4/19 yKa3aHHOro uHtepdeiica
<ON_OFF> on/off
set interface <NET IFACE IDX> 0-39 MrHopupoBaTb HaCTPOMKY LW03a AnA
gw_ignore yKasaHHoro nHtepdeiica
<ON OFF> on/off
set interface <NET IFACE IDX> 0-39 3apaTtb IP-agpec u ceTeByO Macky 4na

ipaddr

<IPADDR> IP-angpec B dopmarte
IAAA .BBB.CCC.DDD
<NETMASK> ceTeBas Macka B dopmaTe

IAAA.BBB.CCC.DDD

yKa3aHHOro uHtepdeliica

set interface <NET IFACE IDX> 0-39 3afaTb MM gns gaHHoro nHtepdeiica
network-label
<LABEL> umbpe, cumBOJNH ' ',
LY, =, ', MakcuMyM
255 CHUMBOJIOB
set interface <NET IFACE IDX> 0-39 ABTOMaTMYECKM 3anycKaTb MHTepdenc npu
run_at startup cTapTe (TonbKo gna VPN-uHtepdeliica)
<STARTUP> on/off
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set interface
serverip

<NET IFACE_1DX>

<IPADDR>

0-39

IP-ampec B Qopmate
IAAA.BBB.CCC.DDD

3agatb IP-agpec PPTP-cepBepa

set interface <NET IFACE IDX> 0-39 PaspewunTb nepegayy naketos SNMP uepes
snmp nHTepodeinc
<ON_OFF> on/off
set interface ssh KNET IFACE IDX> 0-39 PaspewunTsb ssh ceccuio yepes nHtepoeiic
<ON OFF> on/off
set interface <NET IFACE IDX> 0-39 Paspewwuts telnet ceccuio Yepes uHTepderic
telnet
<ON_OFF> on/off
set interface <NET IFACE IDX> 0-39 BKOUYNTBL/OTKNOUMTL WNPOBaHME (TONbKO
use mppe ana VPN-uHTepodeiica)
<ON OFF> on/off
set interface <NET IFACE IDX> 0-39 3apatb MMA nonb3osaTens (Tonbko ana VPN-

user name

<USER>

[Pa3peleHo MCIOJIb30BAThH
OyxBBI, LMQPBEI, CUMBOJIBI
Y, ', "', MakcuMmyM
63 cumMmBOJIa

nHTepodelica)

set interface
user pass

<NET IFACE_1DX>

<PASS>

0-39

[Pa3peleHo MCIOJIb30BAThH
OyxBBI, LMOPBEI, CUMBOJIBI
vy tst, "=, MakcuMmym
63 cumMmBOJIa

3apatb naposb (Tonbko ana VPN-uHTepdeiica)

set interface VID KKNET IFACE IDX> 0-39 HasHauutb VID gns untepdeiica
<VID> 1-4095
set interface Web KNET IFACE IDX> 0-39 PaspewunTb goctyn yepes web-uHTepoeiic
<ON OFF> on/off
set settings dns |<IPADDR> IP-ampec B Qopmate 3apatb IP-agpec ocHoBHoro DNS-cepsepa
primary IAAA.BBB.CCC.DDD
set settings dns |<IPADDR> IP-ampec B Qopmate 3apatb IP-agpec pesepsHoro DNS-cepsepa

secondary

IAAA.BBB.CCC.DDD

set settings
gateway iface

<NET IFACE NAME>

Nms nHtepdelica, w3 Kotoporo byaer
OCHOBHbIM LLIIO30M MO YMO/IYAHUIO

set settings <HOSTNAME> PaspeleHo MCIOJIb30BaATH 3apaTtb MMA XOCTa
hostname OyxBBI, LMOPBEI, CUMBOJIBI
vy tst, "=, MakcuMmym
63 cumMBOJa
set settings ssh [|KPORT> 1-65535 3apatb TCP-nopT AnA AocTyna K yCTponcTBy No
npoTokony SSH, no ymonyanuto 22
set settings <PORT> 1-65535 3apatb TCP-nopT ANs A0OCTyNa K YCTPOMCTBY NO
telnet npoTokony Telnet, no ymonyaHuio 23
set settings Web [|KPORT> 1-65535 3apatb TCP-nopT aAna web-koHourypatopa, no
ymonyaHuto 80
show interface <NET_TIFACE_IDX> 0-39 MoKasaTb HaCTPOIKM yKasaHHOTO CETEBOTO

by index

nHTepodelica

show interface
list

MoKa3aTb CNMCOK AOCTYMHbIX CETEBbIX
MHTepdeiicos

show settings

MNoka3aTb ceTeBble NapameTpbl

snmp

Mepexopn, B pexxnm KoHbuUrypmposaHua SNMP

ssh restart

MNepe3sanyck npouecca SSH
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4.2.7.8 Pexcum KoHgpu2ypupoeaHusa npomokosaa NTP

Ona nepexofa B AaHHbIA PEXUMM HEOBXOOMMO B PeXMMe KOHOUIypUpPOBaHMA CETeBbIX MapameTpoB

BbIMNONHUTb KOMaHAY ntp.

SBC-[CONFIG]-NETWORK> ntp
Entering NTP mode.
SBC-[CONFIG]-[NETWORK]-NTP>

Komanga MNapameTp 3HayeHune Oeincreue
? MoKasaTb nepeyeHb JOCTYMHbIX KOMAHA,
apply no/yes MpumeHnTb HacTpoiikn NTP
config BosBpart B meHio Configuration
exit BbIxoA 13 AaHHOTO NOgMEH!0
KOHOUIypMpoBaHUA Ha YPOBEHb Bbllle
quit 3aBepLlmnTb AaHHyto ceccuto CLI
restart ntp no/yes MNepesanyctutb npouecc NTP
set ntp dhcp off/on MonyunTb HacTporiku NTP no DHCP
period 10-1440 3a/aTb NEpPUOA CUHXPOHU3ALMK
server IP-ampec B Qopmate
AAA.BBB.CCC.DDD 3apaTb NTP-cepaep
nsage off/on He ucnonb3oBaTtb/ucnonb3osatb NTP
show config MNMokasatb
timezone set GMT/GMT+1/GMT- 3afaTb YacoBOWM MOAC OTHOCUTE/IbHO
1/GMT+2/GMT- BCEMMPHOIO KOOPANHALIMOHHOTO BPEMEHM
2/GMT+3/GMT-
3/GMT+4/GMT-
4/GMT+5/GMT-
5/GMT+6/GMT—
6/GMT+7/GMT -
7/GMT+8/GMT-
8/GMT+9/GMT-
9/GMT+10/GMT-
10/GMT+11/GMT-
11/GMT+12
Asia Bbl6op roposia MecToHaxoXaeHus B A3nm
Europe Bblbop roposa mectoHaxoxaeHus B EBpone
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4.2.7.9 Pexcum KoHgpu2ypuposaHusa npomokoaa SNMP

[na nepexona B AaHHbIM PEXKUM HEOBXOANMO B PeXUME KOHPUTYPUPOBAHUSA BbINOJHUTL KOMaHAY snmp.

SBC-[CONFIG]-NETWORK> snmp
Entering SNMP mode.
SBC-[CONFIG]-SNMP>

KomaHga MNapameTtp 3HayeHune LelictBune
? MokasaTb nepeyeHb AOCTYMHbIX KOMaHA,
add <TYPE> trapsink/ [obasutb npasunio nepegaum SNMP-Tpanos:
trap2sink/
informsink TYPE — tin SNMP-coobuieHus
<IP> 1P-ampec B QOPMATE | |p _ |p_anpec npuemMHMKa TPanos
AAA.BBB.CCC.DDD
<commM> crpoka mo 31 COMM — naponb, cofepsKalLuiica B Tpanax
CUMBOJIA
<PORT> 1-65535 PORT — UDP-nopT npuemHuMKa Tpanos
config BosBpart B meHio Configuration
create user <LOGIN> crpoka mo 31 Co3paTb Nosib3oBaTeNs ¢ ypoBHem 6e3onacHoOCTM
authNoPriv CHMBOJI& authNoPriv
CHASHS <LOGIN> — noruH nonb3oBaTenam
MD5/SHA/SHA- <HASH> — BbI6Op aNropnTMa X3aLWnpoBaHUA
512/SHA-384/SHA- <PASSWD> — naposnb gns ayTeHTUGUKauum
256/SHA-224
<PASSWD> naposs or 8 mo 31
CrMBOJIa
create user <LOGIN> CTpoka mo 64 Co3paTb Nosib3oBaTens ¢ yposHem 6e3onacHocTH
authPriv CUMBOJIOB authPriv
<LOGIN> — noruH nonb3oBatenam
<HASH> MD5/SHA/SHA- <HASH> — BbI6Op anropmMTMa X3WNPOBaHMA
512/SHA-384/SHA- <PASSWD> — naponb A1a ayTeHTUPUKaLmMm
256/SHA-224 <ENCRYPTIONS> — Bbi6op anroputma wmdposaHma
<PRIV_PASSPHRASE> — napo/b ana
wudpoBaHua
napoJsis or 8 mo 255
<PASSWD> CVMBOJIOB
DES/AES/AES-
128/AES-192/AES-
192-C/AES-256/AES-
<ENCRYPTION> 256-C
napoJsis or 8 mo 255
CVMBOJIOB
<PRIV_PASSPHRASE>
exit BbIxoA, U3 L@aHHOTO NOAMEHI0 KOHOUIYPUPOBAHUA Ha
YPOBEHb BblIlLe
history MpocmoTp UCTopum BBEAEHHDBIX KOMAHA,
modify <IDX> 0-15 N3meHnTb Npasuao nepeaayun SNMP-Tpanos
community (naponb, coaeprKawminca B Tpanax)
<COMM> crpoka nmo 31
CUMBOJIA
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modify ip <IDX> 0-15 N3meHUTb Nnpasuno nepegayun SNMP-Tpanos
(appec npremHuKa Tpanos)
<IP> IP-anmpec B dopmMaTe
AAA.BBB.CCC.DDD
modify port <IDX> 0-15 N3meHUTb Nnpasuno nepegayun SNMP-Tpanos
(nopT NnpuemHmKa Tpanos)
<PORT> 1-65535
modify type <IDX> 0-15 N3meHunTb Npasuao nepeaayun SNMP-Tpanos
(Tvn SNMP-coobLeHuA)
<TYPE> trapsink/
trap2sink/
informsink
quit 3aBepLlunTb AaHHyto ceccuto CLI
remove <IDX> 0-15 Yaanutb npasuno nepegaum SNMP-Tpanos
restart snmpd Yes/no Mepesanyctutb SNMP-knveHTa
ro <RO> CTpoka IUIMHOU IO YCTaHOBWTb NapPO/Ib Ha YTEHWE NapamMeTpoB
63 CHMBOJIOB
rw <RW> CTpoka IJIMHOU IO YCTaHOBWTb NMapO/Ib Ha YTEHME U 3aNncb NapameTpoB
63 CHMBOJIOB
show MokasaTtb KoHbUrypauuo SNMP
syscontact <SYSCONTACT> CTpoka OJIMHOM IO YKa3aTb KOHTaKTHYO UHbOpMaLMIo
63 CHMBOJIOB
syslocation <SYSLOC> CTpoka IJIMHOU IO YKa3aTb MeCTO pacnosoXKeHUs ycTpoincTea
63 CMUMBOJIOB
sysname <SYSNAME> CTpoka OJIMHOM IO YKa3aTb MmA yCTPOMCTBA
63 CHMBOJIOB
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4.2.7.10 Pexcum KoHgpuzypupoeaHus RADIUS

Ana nepexofa B AaHHbIA PEXUM HEOBXOAMMO B perKMmMe KOHOUIypUpOBaHWUA BbINOJHUTL KOMaHAy

radius.

SBC-[CONFIG]> radius
Entering RADIUS mode.
SBC-[CONFIG]-RADIUS>

KomaHga

MNapameTp

3HayeHue

DetictBne

?

MoKa3aTb nepeyeHb JOCTYNHbIX KOMaHZ,

auth ipaddr

<IP_ADDR>

<SRV_IDX>

IP-anmpec B dopmMaTe
AAA.BBB.CCC.DDD

YctaHoBuTb IP-agpec cepsepa aBTopusauunm
(Authorization).

IP_ADDR — IP-agpec

SRV_IDX — HOomep cepBepa

auth port

<PORT>

<SRV_IDX>

YCTaHOBUTb NOPT cepBepa aBTopusaumnm
(Authorization)

PORT — Homep nopTa

SRV_IDX — HOomep cepBepa

auth secret

<SECRET>

<SRV_IDX>

cTpoka Makcumym 31
CUMBOJI

YCTaHOBUTL Mapo/b 4J18 cepsBepa aBTopusaumm
(Authorization)

SECRET — naponb
SRV_IDX — HOomep cepBepa

config

BosBpart B meHto Configuration

deadtime

<DEADTIME>

Bpems Hencnonb3oBaHUA cepsepa npu cboe —
BpeMs, B TeYeHMe KOTOPOro cepBep CYMTaeTcs
HEeaKTUBHbIM

exit

BbIxo4 U3 LaHHOTO NOAMEHI0 KOHPUTYPUPOBAHMA Ha
YPOBEHb Bbille

history

MPOCMOTP UCTOPUM BBEAEHHBIX KOMaHS,

profile

<PROFILE INDEX>

Mepexop, K KOHGUTYPUPOBAHMIO NAPAMETPOB
npoduna RADIUS

quit

3aBepLlmnTb AaHHyto ceccuto CLI

retries

<RETRIES>

YCTaHOBWUTb KOZIMYECTBO MOMbITOK OTNPaBKKU 3anpoca

show config

Moka3aTb MHGopMauuto o KoHdurypaumm RADIUS-
cepBepoB

timeout

<TIMEOUT>

YCTaHOBUTb BPeMs, B TEYEHUE KOTOPOTO OXUAAETCA
oTBeT cepsepa (x100mc)
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4.2.7.11 Pexcum KoHgpu2ypupoeaHusa napamempos npoguna RADIUS

Ons nepexoga B AaHHbIN peXMM HEOBX0ANMMO B pexnume KoHourypmpoaHusa RADIUS BbINOAHUTL KOMaHAY
profile <PROFILE INDEX>, rae <PROFILE INDEX> — Homep npo¢una RADIUS.

SBC-[CONFIG]-RADIUS> profile 0
Entering RADIUS-Profile-mode.
SBC-[CONFIG]-RADIUS-PROFILE[0]>

ISDN Async v120/
ISDN _Async_v110/
Virtual/

PIAFS/

HDLC_ Channel/
X25/

X75/

G3_Fax/

SDSL/

ADSL CAP/
ADSL_DMT/

IDSL/

Ethernet/

xDSL/

Cable/

Wireless/
Wireless IEEE 802.1

Komanga MNapameTp 3HayeHune Oencrene
? MoKasaTb nepeyeHb JOCTYMHbIX KOMaHS,
auth <DIGESTAUTH> rfc5090/ Bbibop anropmMTma aBTOpU3aLUM
digestauth rchO90—no—challenge/ a6OHeHTOBCﬂ,MHaMMqECKOl‘;1
draft-sterman peructpauyeii yepes RADIUS-cepsep. Mpu
JanaxkecT-ayTeHTUdUKaLMM Naponb
nepeAaeTca B BUAE XeLW-KOAa U HE MOXKET
6bITb NepexBavyeH NpU CKaHNMPOBaHUN
TpaduKa
auth <FRAMED_ PROTOCOL> none/PPP/ Ha3HauMTb NPOTOKON NPU UCMOIb30BaHNMU
framedprotocol SLIP/ARAP/ NaKeTHOro A0CTyNna AN 3anNpocoB
Gandalf/Xylogics/ ayTeHTMdMKaLmMmn RADIUS
X75 Sync
none — NaKkeTHbIN JOCTYN He
ncnosb3yerca
auth nas port <PORT TYPE> Async/ HasHauutb TMN dusmnyeckoro nopta NAS
type Sync/ (cepBepa, roe ayTeHTUOUUMpPYETCA
ISDN_Sync/ nonb3oBsaTenb), N0 ymonyaHuio Async

auth restrict

<RESTRICT>

none/
restrict-all

YCTaHOBUTL OrpaHMYeHMe Ha UCXOAALLYIO
cBA3b Npu cboe cepsepa (HenonyyeHun
oTBeTa OT cepBepa):

hone — pa3pelwaTb BCe Bbl30BbI;

restrict-all — 3anpewaTb BCe BbI30BbI

auth service
type

<SERVICE TYPE>

none/

Login/

Framed/

Callback Login/
Callback Framed/
Outbound/
Administrative/

NAS Promt/
Authenticate Only/
Callback NAS Prompt/
Call Check/

Callback Administrative

YCTaHOBUTL TUM YCAYTU, NO YMOYAHUIO He
ncnonbsyercs (none)
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auth user name
originate

<USERNAME MODE>

sip username/
ip/
sip iface name

YcTaHoBUTb aTpnbyT User-Name B nakeTtax
Access—Request:

cgpn — B KayecTse 3HaYeHnA
Mcnosb3osaTb TenedoHHbI Homep
BbI3bIBalOLLEN CTOPOHDI;

ip_or_stream — B KayecTBe 3Ha4YeHuWsA
Mcnosb3oBath IP-agpec Bbi3blBatoLLei
CTOPOHbI MM HOMEpP MOTOKa, MO KOTOPOMY
OCYLLECTBAAETCA BXOAALLEE COeanHEHME;

trunk — B KayecTBe 3Ha4YeHUA
MUCNO/NIb30BaTb MMA TPaHKa, NO KOTOpOMY
ocyulecTenaeTca exogauiee coegnHeHne

config

BosBpart B meHto Configuration

exit

BbIX0oZ, 13 AaHHOTO NOAMEHO
KOHOUTYPUPOBaHMA Ha YPOBEHb Bbllle

history

MPOCMOTP UCTOPUM BBEAEHHBIX KOMaHS,

name

<PRF NAME>

Crpoka OJaMHOM HO 63
CUMBOJIOB

YCcTaHOBUTbL HaMMeHOoBaHue npoduns

quit

3aBepLlmnTb AaHHyto ceccuto CLI

show

MokaszaTb KoOHUrypaumo npoduna
RADIUS

4.2.7.12 Pexcum pabomel c pe3epeom

[na nepexofa B AaHHbIA pPeXUM HeobXOAMMO B perKMMe KOH(UIypupoBaHWA BbINOAHWUTL KOMaHAOy

reserve.

SBC2000-[CONFIG]> reserve
Entering reserve mode.
SBC2000-[CONFIG]-[RESERVE]>

Komanga MNapameTp 3Ha4yeHune Oeincreue

? MoKasaTb nepeyeHb AOCTYMHbIX KOMaHA,

config BosBpart B meHio Configuration

exit BbIxoa, U3 f@aHHOMO NOAMEH!O

KOHPUIYPMPOBaHMA HA YPOBEHb Bbllle

history MpocMmoTp UCTOPUM BBEAEHHDBIX KOMAHA,

set fports <fport 1> lan/wan Bbi6op pexxkrma paboTbl noptos (lan/wan) npu
<fport_2> MCMONb30BaHMMU CXEMbI C pe3epBom SBC
<fport 3>
<fport74>

set master

SERIAL NUMBER

Crpoxa u3 10 cMMBOJIOB

CaenaTb MacTepoM YCTPOMCTBO € YKa3aHHbIM
CEPUNHBIM HOMEPOM

show MoKasaTb MHPOPMALMIO O COCTOAHUM pe3epsa

quit 3aBepLlmnTb AaHHyto ceccuto CLI

show MokasaTtb KoHpUrypaumto npoduna RADIUS
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4.2.7.13 Pexcum KOHU2ypuposaHuUs cmamu4yeckux mapuipymos

Ona nepexofa B AaHHbIA PEXUM HEOBXOAMMO B perKMMe KOHOUIYypUpPOBaHWUA BbINOJHUTL KOMaHAy

route.

SBC-[CONFIG]> route
Entering route mode.
SBC-[CONFIG]-ROUTE>

cTpoka mo 255

KomaHga MapameTp 3Ha4yeHue Oencrene
? loka3aTb nepeyeHb AOCTYMHbIX KOMaHA,
config BosBpart B meHto Configuration
exit Bbixoa M3 4aHHOro NoaAMeHo
KOHOUIyp1UpOBaHWUA HA YPOBEHbD Bbille
history MpocmoTp UcTopmn BBEAEHHbIX KOMaHJ,
quit 3aBeplwmnTb gaHHyto ceccuto CLI
route default [06aBUTb CTaTUYECKNIA MapLIPYT:
add
<DESTINATTION> ITP-ampec B Qopmare DESTINATION — IP-agpec mecTa HasHauYeHuA
AAA.BBB.CCC.DDD
<MASK> Macka B QopmaTe MASK — mackKa ceTu ans 3agaHHoro IP-agpeca
AAA.BBB.CCC.DDD
<GATEWAY> o3 B QopmarTe GATEWAY — IP-agpec wnto3a
AAA.BBB.CCC.DDD
<METRIC> LeJjioe 4mcjio 0e3 3Haka METRIC — mMeTpuKa

IFACE NAME — ceTeBOi uHTEpdeiic

vpn-client
<VPN_CLIENT>

uMsa VPN-kjmeHTa

<IFACE NAME> CHMBOJIOB
disable/enable
<ENABLE> ENABLE — BK/IIOYUTL/OTK/IIOYUTL CETEBOM

MapLpyT
route del <IDX> 0-4095 Ynanutb mappyT:

IDX — MHAEKC CeTeBoro MapLipyTa
route modify <IDX> 0-4095 M3mMeHUTb aapec Ha3HauyeHus
destination

<DESTINATION>
route modify <IDX> 0-4095 MN3meHWTb ceTeBol nHTepdeic
dev
<IFACE_NAME> VIMSI CETEeBOTO
nHTepbeMca
route modify <IDX> 0-4095 BKAOUUTL MK OTKAOUUTD MapLLPYT
enable
<EN> enable/disable
route modify <IDX> 0-4095 M3MeHUTb Wwnto3
gateway
<GATEWAY> IP-agpec B Qopmarte
AAA.BBB.CCC.DDD
route modify <IDX> 0-4095 N3MeHUTb MeTPUKy
metric
<METRIC> 0-2147483647
route modify <IDX> 0-4095 MN3MeHUTb MacKy cetu
netmask
<NETMASK> Macka B dopmare
AAA.BBB.CCC.DDD
route modify <IDX> 0-4095 MN3meHunTb VPN-KMeHTa

route VPN add

<DESTINATION>

IP-ampec B Qopmate
AAA.BBB.CCC.DDD

[o6asutb mapwpyT Yyepe3 VPN KnneHTa:

DESTINATION — IP-agpec mecTta Ha3HavyeHuA
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<MASK>

<METRIC>

<VPN CLIENT>

<ENABLE>

Macka B Qopmare
AAA.BBB.CCC.DDD

uejioe umcyio 6es3 3Haka

crpoka mo 255
CUMBOJIOB

disable/enable

MASK — macKa ceTu gns 3agaHHoro IP-agpeca

METRIC — meTpuKa

VPN _CLIENT — umaVPN-knuneHTa

ENABLE — BK/OUYNTb/OTKNOUUTL CETEBOW
MapLpyT

show config

MokaszaTb MHPOPMaLUIo O KOHOUTYpaLUK
MapLipyTa

show net-
interfaces

Moka3aTb CNMCOK ceTeBbiX HTEPdecoB

show system

MoKa3aTb aKTUBHbIE MAPLUPYThI

show vpn-
clients

MokasaTtb cnncok VPN-KAnMeHTOB

4.2.7.14 KoHdgpuzypupoeaHue cnucka Habopoe npasusn rule set

[na nepexofa B AaHHbIN PeXKMM HEOBXOAMMO B PeXMME KOHOUTYPUPOBAHMA BbIMONHUTL KOMaHay rule

set.

SBC1000-[CONFI

G]> rule set

Entering SBC rule set mode.

SBC1000-[CONFI

G]-RULE-SET>

KomaHpga

MapameTp

3Ha4yeHue

DetictBne

2

MNokasaTtb nepevyeHb AOCTYNHbIX KOMaH4

add rule set

SBC_RULE_SET NAME

CTrpoka IJIMHOM IO
63 CHUMBOJIOB

[o6aBuTb Habop nNpasun

set

edit rule set id PREFIX SIGN 1-65535 PepaktnpoBaTb Habop NpaBu C yKasaHHbIM ID

edit rule set index | PREFIX SIGN 0-65534 PenakTnpoBaTb Habop NpPaBuA € yKasaHHbIM
MHAEKCOM

exit BbIxog, 13 AaHHOTO NOAMEHIO
KOHOUTYPMPOBaHUA Ha YPOBEHb Bbllle

quit 3aBepLmnTb AaHHyto ceccuto CLI

remove by id rule SBC_RULE SET ID 1-65535 Y#anutb Habop npaBuA ¢ yKasaHHbIM ID

show

OT06pa3smnTb CNMCOK Bcex Habopos npasua rule
set
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4.2.7.15 KoHdhuzypuposaHue Habopoe npasun rule set

Ons nepexoga B AaHHbIA PeXUM HEOOXOAMMO B perMMe KOHPUIYpUpOBaHUS CNMcKa Habopos npasBua
rule set BbINOAHWUTL KOMaHAYy edit rule set id <ID>uamedit rule set index <INDEX>,

roe <ID> n <INDEX> — ID unun nHageKkc pegaktmpyemoro npasuna.

SBC1000-[CONFIG]-RULE-SET> edit rule set id 1
Entering SBC rule set edit mode.
SBC1000-[CONFIG]-RULE-SET-ID[1>

SBC1000-[CONFIG]-RULE-SET> edit rule set index 0
Entering SBC rule set edit mode.
SBC1000-[CONFIG]-RULE-SET-INDEX[0]>

KomaHpa MapameTp 3HayeHune Hetictene
? MoKa3aTb NnepeyeHb AOCTYMHbIX KOMaHJ,
add rule SBC_RULE_NAME Crpoka IOJIMHOM [o6asutb B Habop NpaBmO € 3a4aHHbIM
mo 63 MMeHeMm
CUMBOJIOB
edit rule SBC_RULE ID 1-65535 PepakTnpoBaTb NpaBuao ¢ ykasaHHbIM ID
exit BbixoA 13 AaHHOro NOAMEH!0
KOHPUIYPMPOBaHMA HA YPOBEHD Bbllle
quit 3aBepLmnTb AaHHyto ceccuto CLI
remove rule SBC_RULE ID 1-65535 Yaanutb npaBuo C yKkasaHHbiM ID
show info OT06pa3nTb CNMCOK BCEX HABOPOB NpaBu
rule set
swap rules <SBC_RULE ID CURRENT> 1-65535 O6bmeHATb mecTamu npasmna CURRENT u
<SBC_RULE ID TARGET> 1-65535 TARGET

lMoepaHuYyHble KoHMponneps! cecculi SBC

163




HELTEX

4.2.7.16 KoHdghuzypuposaHue npaeun rule set

[Ons nepexoaa B AaHHbIN peKUM HEOBXOANMMO B pexrMme KOHPUrypupoBaHMa HabopoBs Npasua rule set
BbINONHUTb KOMaHAYy edit rule <ID>, rae <ID> — ID npasuna ana pegakTMpoBaHuA.

SBC1000-[CONFIG]-RULE-SET-INDEX[13]> edit rule 16
Entering SBC rule edit mode.
SBC1000-[CONFIG]-RULE-SET-INDEX[13]-RULE-ID[16]>

trunk

KomaHpga MNapameTtp 3Ha4yeHune [LelictBune

? [MokasaTb nepeyeHb JOCTYNHbIX KOMaHA,

exit Bbixog, 13 AaHHOro NOAMEHI0
KOHOUTYPMPOBAHMA Ha YPOBEHb Bbllle

quit 3aBepLlmnTb AaHHyto ceccuto CLI

set action reject reject YCTaHOBWUTb TUM NpPaBMIa — 3anpeT BbI30Ba

set action send to | <DESTINATION ID> 1-65535 YCTaHOBWUTL TUN NpPaBuaa — OTNPaBUTL

destination BbI30B Ha SIP destination ¢ ykazaHHbIM ID

set action send to | <SBC TRUNK ID> 1-65535 YCTaHOBWUTL TUN NpaBuia — OTNPaBUTL

BbI30B Ha SBC trunk c ykasaHHbIm ID

set condition all <CONDITION> 1-5 YCTaHOBUTb YCNOBUE C HOMEPOM
CONDITION — Bce
set condition none | <CONDITION> 1-5 Ounctutb ycnosme c Homepom CONDITION

set condition type

<CONDITION_ TYPE>

<CONDITION>

<CONDITION MASK>

from-address-
user-part/
from-address-
host-part/
from-address-URI/
to-address-user-
part/
to-address-host-
part/
to-address-URI/
request-URI-user-
part/
request-URI-host-
part/
request-URI/
source-1P/
user-agent

1-5

CTpoka OJIMHOM IO
63 CMUMBOJIOB

YcTaHOBUTB yC0BUE onpeaenéHHOro Tuna
from-address-user-part — nmsa u3
3aronoska From

from-address-host-part — pomeH u3
3aronoska From

from-address-URI — URI n3 3aronoeka
From

to-address-user-part — nma U3 3aronoBKa
To

to-address-host-part — pomeH u3
3aronoska To

to-address-URI — URI 13 3aronoska To
request-URI-user-part — nmsa n3 request-
URI

request-URI-host-part — pomeH u3 request-
URI

request-URI — URI u3 request-URI
source-IP — IP nctoyHuka

user-agent — 3HayeHue 3aronoska User-
Agent

Homep npasuna

PerynspHoe BbiparkeHune, nimbo IP-agpec

set drop diversion
header

<ON_OFF>

on/off

MpK BKAKOYEHWUM OMLMK 3ar0SI0BOK
Diversion He byaeT nepeaaBaTbCca Ha
Lenesoe HanpasneHne

set name

<SBC_RULE NAME>

CTrpoka IJIMHOM IO
63 CHUMBOJIOB

Mma npasuna

set work time
interval

<WORK TIME INTERVAL>

HH:MM-HH : MM

rIe
HH = [00-23]
MM = [00-59]

YCcTaHOBUTL UHTEPBA BpemeHU paboTsl
npasuna

show info

Moka3aTb Bce HACTPOWMKM NpaBuia

show sip
destination list

MokasaTtb goctynHble SIP destination

show trunk list

Moka3saTtb gocTynHble SBC trunk

4.2.7.17 KoHghuzypupoeaHue cnucka SIP destination

[na nepexona B AaHHbIA pPeXMM HEOBXOAMMO B PeXUME KOHPUIYPUPOBAHMUSA BbINOJHUTL KOMaHAY Sip
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destination.

SBC1000-[CONFIG]> sip destination
Entering SBC SIP destination mode.
SBC1000-[CONFIG]-SIP-DESTINATION>

KomaHaa

MapameTp

3HayeHue

Hetictene

?

MoKasaTb nepeyeHb AOCTYMNHbIX KOMaHA,

add destination
with hostname

SIP DESTINATION NAME

SIP TRANSPORT ID

SIP REMOTE HOSTNAME

Crpoka OJiMHOM HOo 63
CHMMBOJIOB

1-65535

Crpoka OJMHOM HO 63
CUMBOJIOB B opmMarTe:
hostname/
hostname:port

rme port = 1-65535

[Oo6asutb HoBbIM SIP destination:
3apatb UmA

3aaatb ID ncnonbsyemoro SIP
TpaHcnopTa

[JoMeH 1 NopT BCTPEYHOW CTOPOHbI.
Ecnun nopt He yKkasaH, byaet
ncnonb3osaH nopt 5060

add destination
with ip address

SIP DESTINATION NAME

SIP TRANSPORT ID

SIP_REMOTE IP ADDR

Crpoxa OJIMHOM IO 63
CUMBOJIOB

1-65535

AAA.BBB.CCC.DDD/
AAA.BBB.CCC.DDD:port
rme port = 1-65535

[Oob6asutb HoBbIM SIP destination:
3apatb UmA
3aaatb ID ncnonbsyemoro SIP

TpaHcnopTa

IP-afpec 1 NOpT BCTPEYHOMN CTOPOHDI.
Ecnun nopt He yKkasaH, byaet
nmcnonb3osaH nopt 5060

edit destination
id

PREFIX SIGN

0-65534

PenakTnpoBaTh destination ¢ Bbibopom
no ID

edit destination | PREFIX SIGN 1-65535 Pepaktnposathb destination ¢ Bbibopom

index no MHAEKCy

exit BbixoA 13 AaHHOro NOAMEH:0
KOHPUIYPMPOBaHMA HA YPOBEHb Bbllle

quit 3aBepLmnTb AaHHyto ceccuto CLI

remove SIP DESTINATION INDEX 0-254 Yaanutb destination no nHaekcy

destination

remove by id SIP DESTINATION ID 1-65535 Ypanutb destination no ID

destination

show info

Mokasatb cnmcok Bcex destination

show sip
transport list

MokasaTb cnucok TpaHCNopTOB
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4.2.7.18 KoHdghuzypuposaHue SIP destination

[Ona nepexoja B [AaHHbIA  pPeXMM HeOBXOAMMO B perMme KOHPUrypupoBaHMA cnuckos SIP
destination BbInOAHUTL KOMaHOY edit destination <ID> uanM edit destination index
<INDEX>, rae <ID> 1 <INDEX> — ID unu uHaekc pegaktnpyemoro destination.

SBC1000-[CONFIG]-SIP-DESTINATION> edit destination id 12
Entering SBC SIP destination edit mode.
SBC1000-[CONFIG]-SIP-DESTINATION-ID[12]>

CVIMBOJIOB

Komanga MNapameTp 3Ha4yeHune Oencrene
? MokasaTb nepeyeHb
AOCTYMHbIX KOMaHA,
exit Bbixoa, 13 AaHHOrO NOAMEHIO
KOHPUTYpUpoBaHMA Ha
YPOBEHb Bblile
quit 3aBepLwmnTb AaHHYIO ceccuio
CLI
set adaptation ADAPTATION none/ YcTaHoBUTb aganTaumio ana
HUAWEI-EchoLife/ 3TOro Hanpas/ieHua
Iskratel-SI3000/
HUAWEI-SoftX3000/
ZTE-Softswitch/
Nortel/
MTA-M-200
set auth login AUTH LOGIN CTpoka OJaMHOM HO 63 JlorvH ana ayTeHTudunKaumm
CUMBOJIOB
set auth password AUTH LOGIN CTpoka OJAMHOM HO 63 Maponb 4na ayTeHTUdUKaL MK

set auth remove

OuYnCTUTL HACTPOMKM
ayTeHTUOMKaummn

set command line

CMDLINE

Crpoka

3agatb npasuna
pacLIMpPEeHHbIX HAaCTPOEK
npoTokona SIP

set const fromto
domain

ON_OFF

on/off

YnpasneHue onuuen
«lepepasaTb AOMEH U3
3aronoskos FROM n TO»

set convert flash

ON_OFF

on/off

BKAOUUTD MM BbIKIOYUTD
KoHBepTauuto Flash ns
RFC2833 B SIP INFO

set cps in

<MAX_CPS_IN>

0-100

Bxoasaliee makcMmanbHoe
3Ha4yeHune CPS; 0 —
BbIK/IlOYEHWE onuumn

set cps out

<MAX_CPS_OUT>

0-100

Ucxoaauiee makcMmanbHoe
3HayeHue CPS; 0 —
BbIK/IIOYEHNE ONUMM

set ignore source port

ON_OFF

on/off

BKAOUMTbL UTHOPUPOBaHMKE
nopTa UCTOYHUKA

set keep-alive server

KEEP ALIVE TIMEOUT 0 1000

0-1000

Mepuopa, npoBepKku paboyero
cepsepa coobLeHnaAMmU
OPTIONS

set keep-dead server

KEEP_ALIVE TIMEOUT 5 1000

5-1000

Mepunoa npoBepku
Hepabouero cepsepa
coobeHnamm OPTIONS

set name

SIP DESTINATION NAME

Crpokxa OJIMHOM IO 63
CUMBOJIOB

3agatb uma SIP destination

set preserve contact ON OFF on/off BKNtouMTb Nepenaydy KOHTaKTa
header 6e3 U3MEeHeHU
set preserve event ON OFF on/off BkntounTb onuuio

«lNepepasatb
HenoaaepK1MBaemblit event
6€e3 M3MeHeHUn»

166

lMoepaHuyHble KoHMponneps! cecculi SBC




HELTEX

set public ip

SIP _PUBLIC_IP

AAA.BBB.CCC.DDD wmnm
off

3apatb ny6anyHbIN IP-agpec
nmbo off, ecnn HacTpoiika He
TpebyeTca

set redirection

REDIRECT TYPE

forbidden/transit/
process

3azaTb pemm 06paboTkm
nepeagpecaumm

set remote address as
hotname

SIP REMOTE HOSTNAME

Crpoka OJaMHOM HO 63
CUMBOJIOB B QopMaTe:
hostname/
hostname:port

rme port = 1-65535

3apath agpec BCTpeyHon
CTOPOHbI B BUAE fomeHa. Ecam
NopT He yKasaH, byaeT
nmcnonb3osaH nopt 5060

set remote address as
ip

SIP REMOTE IP ADDRESS

AAA.BBB.CCC.DDD/
AAA.BBB.CCC.DDD:port
rIe

port = 1-65535

3apaTb afpec BCTPeYHOM
CTOPOHbI B BUAe IP-agpeca.
Ecnv nopT He yKasaH, bygeT
ncnonb3osaH nopt 5060

set restriction deny-
all

YCcTaHOBUTb orpaHuvyeHune
BbI3OBOB — BCé 3anpeweHo

set restriction
maximum-sessions

MAXIMUM SESSIONS

1-65535

YCTaHOBUTb OrpaHUYeHne
BbI30BOB — MaKCMMabHOe
4mcno ceccum

set restriction no-
restriction

YCcTaHOBUTb orpaHu4yeHune
BbI30BOB — 6e3 orpaHun4yeHunAa

set route by hdr to

ON_OFF

on/off

BKkAounTbL onumio
«MapuwpyTnsauna no agpecy
13 3aronoska To». Onuma
BK/IIOYAETCA Ha ucxogalem
SIP-Destination. Bbi3oBbl,
KOTOpble Nonanun B AaHHbIN
SIP Destination cornacHo
RuleSet, 6yayT
CMapLIpPYTU3MPOBaHbI He Ha
remote-address, a Ha
ip/domain u3 3aronoskKa To.
Mpu aTOM B McxogALem
cooblieHnm 3aronosok To
ocTaeTca 6e3 U3MeHeHui, B
RURI ncnonb3syetca sip_uri n3
3aronoska To. [1na 3anpocos,
oTAnYHbIX oT INVITE,
MapLlpyTusauma paboraer no-
npexxHemy Ha
remote_address.

set rtcp timeout

TIMEOUT

10-300/0ff

YCTaHOBUTb TalMayT
oxunaaHua RTCP oT BcTpeyHom
CTOPOHbI.

off — oTKAUYUTL OXKMAaHNE
RTCP

set rtp-loss timeout

TIMEOUT

10-300/0ff

YCTaHOBUTb TalMayT
oxunaaHus RTP oT BcTpeyHow
CTOPOHbI.

off — oTKAUYUTL OXKMAaHNE
RTP

set rtp-loss
multiplier on hold

TIMEOUT MULTIPLIER

YCTaHOBWUTb MHOKUTEb
oXngaHua RTP B pexkume on
hold

set rtp-loss
multiplier silence-
suppression

TIMEOUT MULTIPLIER

YCTaHOBUTb MHOXMNTENb
oXnpaHua RTP B pexxume
NoAaBAEHNA TULLNHBbI

set rule set id

RULE_SET_ ID

1-65535

HaszHauuTb rule set

set rule set none

YpanuTts rule set

set RURI domain

SIP RURI DOMAIN

Crpoxa OJIMHOM IO 63
CUMBOJIOB B dopmMmarTe:
hostname/
hostname:port

roe port = 1-65535

3a4aTb Sip-40MEH, KOTopbIl
bypeT noacTaBNATLCA B
Requiest-URI otnpasneHHoro
3anpoca
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set sdp asymmetrical ON_OFF on/off BK/II0YUTB/BbIK/OYNUTD OMNLNIO
payload-type «Pa3pewntb acMMMeTpUYHbIe

OuHamunyeckue payload type»
set sdp ON OFF on/off BK/1H0YNTL/BbIK/OYMTD OMNLMIO

rfc3108 normalization

«Hopmanuszayus fax sdp no rfc
3108»

set session-expires

SESSION EXPIRES OR OFF

90-64800/0ff

3anpawwvBaemblii nepuos,
KOHTpoAnA ceccumn no RFC4028,
CEKyHAbI.

off — oTKAoYaeT KOHTPOIb
ceccum

set sip header format

SIP HEADER FORMAT

full/compact

YcTaHOBUTb popmat
3arosioBKoB SIP:

full — nonHbI popmaTt
compact — COKpaLLEHHbIM
dopmar

set sip transport

SIP_TRANSPORT ID

1-65535

HasHauuTb SIP transport

set STUN ip

SIP _STUN IP

AAA.BBB.CCC.DDD

HasHaunTtb IP-agpec STUN-
cepBepa

set STUN period

SIP _STUN PERIOD

1-1800 mmm O

HasHaunTb nHTEpPBan mexay
3anpocamu STUN

set STUN port SIP STUN_ PORT 1-65535 HasHauntb nopT STUN-
cepsepa

set STUN use ON_OFF on/off BK/OYNTL/BbIK/OYMTD OMNLMIO
«Mcnonb3osatb STUN»

set transit unknown in | ON_OFF on/off BKAOUUTB/BbIKAOUYMUTD OMLMIO

NOTIFY «lNepepasatb NnapameTpbl
HeW3BecTHOro Ananora B
NOTIFY»

set transit unknown in | ON_OFF on/off BK/1HOYNTB/BbIK/OYMTD OMNLUIO

Replaces «Mepenasatb napameTpbl
HeW3BecTHOro Ananora B
3aronoBke Replaces»

set transport protocol | SIP TRANSPORT UDP-only/ Ha3HaunTb TpaHCMOPTHbIN

UDP-prefer/
TCP-prefer/

NPOTOKON
UDP-only — Ttonbko UDP;

TCP-only UDP-prefer — UDP/TCP ¢
npuoputetom UDP;
TCP-prefer — UDP/TCP ¢
npuoputetom TCP;
TCP-only — Tonbko TCP
set trunk expires EXPIRES 0-65535 Bpemsa nepeperucrpaumm npm
MCNoNb30BaHMMN TPAHKOBOM
perucTpauum
set trunk registration | REGISTRATION TYPE none/ Bbibop TMNa TpaHKoBOM
type uac/ perucTpaLuu:
uas

none — He UCNONb30BaTb
TPaHKOBYIO perncrpaumio;
uac — perncTpupoBaThbes Ha
BCTPEUYHOM YCTPOWCTBE;

uas — NPUHUMaTb
PerucTpaumio oT BCTPEYHOTO
yCTpoWMcTBa

set trunk sip domain

SIP_DOMAIN

Crpokxa OJIMHOM IO 63
CUMBOJIOB

SIP-goMeH, ncnonbayembli
[O15 TPAHKOBOM perncrpaumm

set trunk
username/number

USERNAME NUMBER

Crpoka OJaMHOM HO 63
CMMBOJIOB

Mmsa nonb3osarens,
MCNONb3yemoe npwm
perncrtpaumm

set verify media
remote address

ON_OFF

on/off

BkAounTb onumio KoHTpona IP
M NopTa UCTOYHUKA RTP

show info

MoKa3aTb HACTPOWKM

show rule set list

MokasaTb cNMcoK
HaCTpoeHHbIX rule set
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show sip transport
list

MoKasaTb CNUCOK JOCTYMHbIX
SIP TpaHcnopToB

4.2.7.19 KoHguzypuposaHue SIP mpaHcnopmos

[na nepexoaa B AaHHbINA peMM HeobXoAMMO B perkMme KOHOMIypupoBaHua cnmnckos SIP TpaHcnopTos

BbINO/HWUTL KOMaHAy sip transport.

SBC1000-[CONFIG]> sip transport
Entering SBC SIP transport mode.
SBC1000-[CONFIG]-SIP-TRANSPORT>

Komanga MapameTp

3Ha4yeHue

JelictBne

2

MNokasaTtb nepevyeHb AOCTYNHbIX KOMaH4

add transport

SBC_SIP_TRANSPORT NAME

CTpoka HOJMHOM IO
63 CHMBOJIOB

[o6aBunTb HOBbIM SIP TpaHcnopT:
3apatb MmA

3apatb ID nHTepdeiica, ucnonbyemoro

SBC_SIP TRANSPORT NAME

CTpoka OJIMHOM IO
63 CHMBOJIOB

IFACE 1ID 1-65535
— ONA curHanmsaumm SIP
PORT 1-65535 3afaTb NOPT CUTHANN3aALMMU
RTP IFACE ID 1-65535 3apatb ID nHTepdeiica, Ucnoab3yemoro
n n ansa RTP
exit Bbixoa M3 gaHHOro noagmeHto
KOHOUIypUpOBaHUA HA YPOBEHbD Bbille
quit 3aBepLmnTb AaHHyto ceccuto CLI
remove transport SBC SIP TRANSPORT INDEX 0-254 Ypanutb destination no nHaekcy
remove by id SBC SIP TRANSPORT ID 1-65535 Ypanutb destination no ID
transport
set by id name M3mMeHUTb Ha3BaHWe TpaHCNopTa No ero
ID
SBC_SIP TRANSPORT ID 1-65535 ID Tparcropra

HoBoe Ha3BaHMe TpaHcnopTa

set by id
netiface

MN3meHUTb ceTeBOM UHTepdelic gnn
curHanmsaumm SIP:

SBC_SIP_TRANSPORT NAME

CTrpoka IJIMHOM IO
63 CHUMBOJIOB

SBC_SIP_TRANSPORT ID 1-65535 ID TpaHcnopTa
IFACE ID 1-65535 ID ceTeBoro uHTepderica
set by id port M3MeHUTb NopT cUrHannsauunm:
SBC_SIP TRANSPORT ID 1-65535 ID TpaHcnopTa
PORT 1-65535 MopT curHanmsaumm
set by id rtp N3meHnTb ceTeBol nHTepdeiic ana RTP
SBC SIP TRANSPORT ID 1-65535 ID TpaHcnopTa
RTP IFACE ID 1-65535 ID ceTeBoro nHTepoeica
set name M3meHWTb Ha3BaHMe TpaHCnopTa Nno ero
ID:
SBC_SIP TRANSPORT INDEX 1-65535 Vinaekc TpaHcnopTa

HoBoe Ha3BaHue TpaHCNopTa
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set netiface

MN3meHuUTb ceTeBoI UHTepdelic ana
curHanusaumm SIP:

SBC_SIP TRANSPORT INDEX 1-65535 MHpaeke TpaHcnopTa
IFACE ID
1-65535 ID ceTeBoro nHTepdeiica
set port M3MeHUTb NopT cUrHannsauum:
SBC_SIP TRANSPORT INDEX 1-65535 MHAaeKe TpaHcnopTa
PORT
1-65535 MopT curHanmsauum
set rtp MN3meHuUTb ceTeBoi nHTepdelic ana RTP:
SBC_SIP TRANSPORT INDEX 1-65535 MHaeKc TpaHcnopTa
RTP_IFACE_ID ID ceTeBoro nHTepdeica
1-65535

show info

MoKasaTb CNUCOK Bcex TPaAHCNOPTOB

show net-ifaces

MoKa3aTb CNMCOK CeTeBbiX UHTEPdEecoB
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4.2.7.20 KoHdpuzypuposaHue cnucka SIP users

[na nepexona B AaHHbIA pPeXMM HEOBXOAMMO B PeXMME KOHPUIYPUPOBAHMUSA BbINOJHUTL KOMaHAY Sip

users.

SBC1000-[CONFIG]> sip users
Entering SBC SIP users mode.
SBC1000-[CONFIG]-SIP-USERS>

SIP USER NAME

Crpoka OJiMHOM HOo 63
CMMBOJIOB

Komanga MapameTp 3Ha4yeHune Oencrene
? lNoKa3aTb nepeyeHb JOCTYNHbIX KOMaHA,
add user [Oo6asutb HOBbIN SIP users:

3a4atb UmAa

3agatb ID ncnonbsyemoro SIP

user

SIP TRANSPORT ID 1-65535 TpaHcnopTa

edit user id PREFIX SIGN 0-65534 PesaktnpoBsaTtb user ¢ Bbi6opom o ID

edit user index PREFIX SIGN 1-65535 PenakTpoBaTh User ¢ BbIBOPOM Mo
NHAEKCy

exit BbIxoa, U3 f@aHHOMO NOAMEH!O
KOHOUIYpMpoBaHMA Ha YPOBEHD Bbllle

quit 3aBepLlunTb AaHHyto ceccuto CLI

remove user SIP USER INDEX 0-254 Y8anuTb user no MHAEeKcy

remove by id SIP USER ID 1-65535 Ypanute user no ID

show info

lMoKa3aTb CNUCOK BCex user

show sip
transport list

MoKa3aTb CNUCOK TPaHCNOPTOB

4.2.7.21 KoHguzypuposaHue SIP users

Ona nepexoga B [AOaHHbIM  peXuMm HeobxogMmMo B peume KoHOUrypupoBaHua crnunckos SIP
destination BbinonHUTbL KOMaHAYy edit user id <ID>unnedit user index <INDEX>, rge <ID>

M <INDEX> — |ID unun nHaekc peaaktMpyemoro user.

SBC1000-[CONFIG]-SIP-USERS> edit userid 1

Entering SBC SIP user edit mode.
SBC1000-[CONFIG]-SIP-USER-ID[1]>

SBC1000-[CONFIG]-SIP-USERS> edit user index 0
Entering SBC SIP user edit mode.
SBC1000-[CONFIG]-SIP-USER-INDEX[0]>

KomaHpa

MNapameTtp

3HayeHue

Hetictene

MoKasaTb nepeyeHb
[OCTYMNHbIX KOMaHZ,

exit

Bbixoa 13 AaHHOro
nogMeHto
KOHUryprMpoBaHUs Ha
YPOBEHb BbilLe

quit

3aBepLmnTb SaHHYIO
ceccuio CLI

set command line

CMDLINE

Crpoka

3agatb npasuna
pacLIMpPEeHHbIX HAaCTPOEK
npoTokona SIP

set convert flash

ON_OFF

on/off

BKNOUMTb M/IN BBIK/IHOUUTD
KoHBepTauutio Flash n3
RFC2833 B SIP INFO

set name

SIP USER NAME

CVIMBOJIOB

Crpoka OJaMHOM HO 63

3apatb uma SIP user
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set nat keep-alive KEEP ALIVE 0-65535 Bpemsa xpaHeHua
coegmHeHnuna 3a NAT, cek

set nat subscribers ON_OFF on/off BK/OYaET peum
"aboHeHTbl 33 NAT"

set preserve contact ON_OFF on/off BKknounTb Nepegavy

header KOHTaKTa 6e3 M3meHeHui

set preserve event ON_OFF on/off BKAHOYMTb ONUMIO

«lNepepasatb
Henoaaep1Baemblit event
6€e3 M3MEeHEeHUN»

set public ip

SIP PUBLIC_IP

AAA.BBB.CCC.DDD wmynm off

3apaTb Ny6AnYHbIN IP-
aapec nmbo off, ecan
HacTpoliKa He TpebyeTca

set radius profile id

RADIUS PROFILE ID

1-65535

Mpuesaszatb RADIUS-
npodunb

set radius profile
none

OtBasaTb RADIUS-npodunb

set redirection

REDIRECT TYPE

forbidden/transit/process

3agaTtb pexkum 06paboTkm

nepeagpecauum

set registration REG INTERVAL 60-65535 3afaTb A0ONYCTUMbIN

interval MHTEpBan
nepeperucTpaumm ans
no/sib3oBartenen, cek

set restrictions non- YCTaHOBUTb OrpaHUYeHne

registered deny-all BbI30BOB A/1A
He3aperncTpUpPoBaHHbIX
nonb3osaTenen — Bcé
3anpeLLeHo

set restrictions non- | MAXIMUM SESSIONS 1-65535 YCTaHOBUTb OrpaHuYeHne

registered maximum- BbI30BOB A4

sessions He3aperncTpMpoBaHHbIX
nonb3osaTenen —
MaKCUManbHOE YNCNo
ceccum

set restrictions non- YCTaHOBUTb OrpaHUYeHne

registered no- BbI30BOB A/1A

restriction He3aperncTpUpPOBaHHbIX
nonb3osaTenein — 6e3
orpaHuYyeHus

set restrictions YCTaHOBUTb OrpaHUYeHune

registered deny-all BbI30BOB A/19
3aperncTpuMpoBaHHbIX
nosnb3oBaTenen — BCé
3anpeLLeHo

set restrictions MAXIMUM SESSIONS 1-65535 YCTaHOBUTb OrpaHUYeHne

registered maximum- BbI3OBOB A4

sessions 3aperncTpmpoBaHHbIX
nosb3osaTtenen —
MaKCUManbHOE YNCNo
ceccum

set restrictions YCTaHOBUTb OrpaHunyeHne

registered no- BbI30BOB A4

restriction 3aperncTpUpPOBaHHbIX
nonb3osaTenein — 6e3
OrpaHUyeHus

set rtcp timeout TIMEOUT 10-300/0ff YCTaHOBUTb TamayT
oXnaanua RTCP ot
BCTPEYHOM CTOPOHbI.
off — oTknouNTL
oxmpaHune RTCP

set rtp-loss timeout TIMEOUT 10-300/0ff YCTaHOBUTb TamayT

oXunaanua RTP ot
BCTPEYHOM CTOPOHbI.
off — oTknouNTL
oXXupaaHue RTP
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set rtp-loss TIMEOUT MULTIPLIER 1-30 YCTaHOBUTb MHOXUTE/b

multiplier on hold oXnpaHua RTP B pexxume
on hold

set rtp-loss TIMEOUT MULTIPLIER 1-30 YCTaHOBUTb MHOXUTENb

multiplier silence- oxunganuna RTP B pexume

suppression noAas/IeHNA TULMHDI

set rule set id RULE SET ID 1-65535 HasHauuTs rule set

set rule set none YaanuTts rule set

set sdp asymmetrical ON_OFF on/off BKOUYMTB/BbIKNIOYNTL

payload-type onumio «PaspewnTb
acMMMeTpUYHble
AnHamunyeckue payload
type»

set sdp ON_OFF on/off BKOUYMTB/BbIKNIOYNTL

rfc3108 normalization

onumto «Hopmanusauus fax
sdp no rfc 3108»

set session-expires

SESSION EXPIRES OR OFF

90-64800/0ff

3anpawmuBaemblii nepuos,
KOHTPOJIA cCeccum no
RFC4028, ceKkyHAbl.

off — oTKAtOYaeT KOHTPO/Ib
ceccumn

set sip domain

SIP DOMAIN

Crpoka OJaMHOM HO 63
CUMBOJIOB

3apaTtb SIP-gomen, ¢
KOTOpbIM byaeT
npouvsseeHa perncrpauma

set sip header format

SIP HEADER FORMAT

full/compact

YcTtaHoBUTb dopmat
3aronoskos SIP:

full — nonHbIN dopmar;
compact — COKpaLLEHHbIN
dopmar

set sip transport

SIP_TRANSPORT ID

1-65535

HasHaunTb SIP transport

set STUN ip

SIP STUN IP

AAA.BBB.CCC.DDD

HasHaunTb IP-agpec STUN-
cepsepa

set STUN period

SIP _STUN PERIOD

1-1800 wmmm O

Ha3Hauntb HTepBan
mexagy 3anpocamu STUN

set STUN port

SIP STUN_ PORT

1-65535

HasHauntb nopt STUN-
cepsepa

set STUN use

ON_OFF

on/off

BKNHOUNUTL/BbIKOYNTD
onumio «Mcnonb3oBaTb
STUN»

set transit unknown
in NOTIFY

ON_OFF

on/off

BKNHOUYNTL/BbIKNIOYUTD
onuuto «Mepesasatb
napametpbl
HeM3BecTHOro auasnora 8
NOTIFY»

set transit unknown
in Replaces

ON_OFF

on/off

BKAHOUYNTL/BbIKNOYUTD
onuuto «Mepesasatb
napametpbl
HeM3BecTHOro auasnora 8
3aronoske Replaces»

set transport
protocol

SIP _TRANSPORT

UDP-only/
UDP-prefer/
TCP-prefer/
TCP-only

Ha3HaunTb TPAHCMOPTHbIN
NpPOTOKOAN:

UDP-only — tonbko UDP;
UDP-prefer — UDP/TCP ¢
npuoputetom UDP;
TCP-prefer — UDP/TCP ¢
npuoputetom TCP;
TCP-only — Tonbko TCP

set verify media
remote address

ON_OFF

on/off

BKAHOUMTL ONumio
KOHTpoAA IP 1 nopTta
MCTOYHUKa RTP

show info

Moka3aTb HAaCTPOWKM

show radius profile
list

MoKasaTb cnucokK
HacTpoeHHbix RADIUS-
npodunen
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show rule set list

MokasaTb cNMCcoK
HacTpoeHHbIX rule set

show sip transport
list

MoKasaTb CNMCoK
LOCTYnHbIX SIP-
TPaHCNOPTOB

4.2.7.22 Pexcum KoHgpu2ypuposaHusa npomokoaa SNMP

[na nepexofa B AaHHbIA PeXMM HeobX0AMMO B OOLLEM PeXMMe KOHOUIYPUPOBAHUA WU B peXRnme
KOHPUIYpMPOBaAHUSA CETU BbINOJHUTL KOMaHAy snmp.

SBC-[CONFIG]> snmp
Entering SNMP mode.

SBC-[CONFIG]-[NETWORK]-SNMP>

SBC-[CONFIG]-NETWORK> snmp
Entering SNMP mode.

SBC-[CONFIG]-[NETWORK]-SNMP> exit

Komanga MNapameTp 3HayeHune Oencrene
? MokasaTb nepeyeHb AOCTYMHbIX KOMaHA,
add <TYPE> trapsink/ [obasutb npasuio nepegaum SNMP-Tpanos:
trap2sink/
informsink TYPE — tin SNMP-coobLeHuns
<IP> IP-ampec B dopmare | |P — IP-agpec npuemHuKa Tpanos
AAA.BBB.CCC.DDD
<COMM> crpoka mo 31 COMM — naponb, coaepalmiica B Tpanax
CUMBOJIA
<PORT> 1-65535 PORT — UDP-nopT npvemHmKa Tpanos
config BosspaT B meHto Configuration
create user <LOGIN> crpoka mo 31 Co3zaTb NOAb30BaTENA (HA3HAYMTb IOTUH M Napob
CHUMBOJIa AnAa poctyna)
<PASSWD> naposs orT 8 mo 31
CrMBOJIa
exit BbIxoA, U3 L@aHHOMO NOAMEHI0 KOHOUIYPUPOBAHUA Ha
YpOBEHb BblIlLe
history MpocmoTp UCTopum BBEAEHHDBIX KOMAHA,
modify <IDX> 0-15 N3meHUTb Nnpasuno nepegayun SNMP-Tpanos
community (naponb, cogepkalmiica B Tpanax)
<COMM> crpoka mo 31
CrMBOJIa
modify ip <IDX> 0-15 N3meHUTb Nnpasuno nepegayun SNMP-Tpanos
(appec npremHuKa Tpanos)
<IP> IP-anpec B dopmMaTe
AAA.BBB.CCC.DDD
modify port <IDX> 0-15 N3meHUTb Nnpasuno nepegayun SNMP-Tpanos
(nopT NnpuemHuKa Tpanos)
<PORT> 1-65535
modify type <IDX> 0-15 N3meHnTb Npasuao nepeaayun SNMP-Tpanos
(Tvn SNMP-coobLeHus)
<TYPE> trapsink/
trap2sink/
informsink
quit 3aBepLmnTb AaHHyto ceccuto CLI
remove <IDX> 0-15 Yaanutb npasuno nepeaaydn SNMP-tpanos
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restart snmpd Yes/no MNepesanyctnte SNMP-knneHTa

ro <RO> CTpPOKa IJIMHOM IO YcTaHOBWTb Napo/ib Ha YTEHWE NapameTpoB
63 CHUMBOJIOB

rw <RW> CTpOKa MJIMHOM IO YCTaHOBWTb NAapOJib Ha YTEHWE M 3aNNCb NAPaAMETPOB
63 CHUMBOJIOB

show MokasaTtb KoHpUrypaumo SNMP

syscontact <SYSCONTACT> CTpoOka IJIMHOM IO YKa3aTb KOHTaKTHYO MHbOpMaL Mo
63 CMUMBOJIOB

syslocation <SYSLOC> CTpOKa MAJIMHOW 0 YKa3aTb MeCTO pacnosoXKeHUs ycTpoincTea
63 CMUMBOJIOB

sysname <SYSNAME> CTpoOka IJIMHOM IO YKa3aTb MmA yCTPOMCTBa
63 CMUMBOJIOB
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4.2.7.23 Pexcum KoHgpu2ypuposaHus napamempos switch

Ona nepexofa B AaHHbIA peskum® HEobXoAMMO B pexMme KOHPUIYpUpOoBaHWA BbINOJHUTb KOMaHAy

switch.

SBC-[CONFIG]> switch
Entering switch control mode.
SBC-[CONFIG]-[SWITCH]>

Komanga MNapameTp 3HayeHune Oeincreue
? [MokasaTb nepeyeHb JOCTYNHbIX KOMaHA,
802.1qg Mepexon, B pexxum koHobUrypauum 802.1q
apply mirroring no/yes MMpUMEHUTb HAaCTPOMKM 3epKaNUPOBaAHUA
settings
apply port no/yes MpYMeHNTb HAaCTPOMKN NOPTOB
settings
confirm MoAaTBepAnTbL HAaCTPOMKK 3epKanupoBaHua. Ecau s
mirroring TeYeHne O4HON MUHYTbI HACTPOMKHK He
settings NOATBEPXKAEHbI, TO OHM BEPHYTCA K Npeablaywmm
3HaYeHnAM
confirm port MoaTBepAnTb HAaCTPOMKKM NOPTOB. Ecn B TedeHune
settings OZLHOW MWHYTbI HACTPOMKWN He NOATBEPKAEHbI, TO
OHW BEPHYTCA K NpeblayLnm 3HaYeHUAM
exit BbIxog, U3 JaHHOrO NOAMEHI0 KOHGUTYPUPOBAHMA Ha
YPOBEHb Bbllle
history MpocmoTp UCTopun BBEAEHHbIX KOMaHJ,
LACP? Mepexopn B peXxum KOHPUrypMpoBaHMA NapameTpoB
LACP
QoS control Mepexon B peXxnm KOHOUIypMpoBaHUA NapameTpoB
QoS
quit 3aBepLmnTb AaHHyto ceccuto CLI
save mirroring CoxpaHuWUTb HaCTPOIKK 3epKannpoBaHusa bes
npuMeHeHuna
save vlan CoxpaHuTb HacTporku VLAN 6e3 npumeHeHUs
set mirroring <PORT> GE_PORTO (0) / HacTpouTb 3epKannpoBaHue NOpToB:
GE_PORT1 (1) /
GE_PORT2 (2) / PORT — t1n nopra
CPU (4) /
SFPO0 (6) / NAME — Ha3HayeHwue nopra:
SFP1(7) .
— Src_in — nopT UCTOYHUKA BXOALLMX NAaKETOB
<NAME> src in/ — KonupoBaTb Gpeirmbl, NPUHATbIE C AAaHHOTO
src out/ nopTa (MoPT-UCTOYHUK);
dst_in/
dst_out — Src_out — nNopTbl UCTOYHUKA UCXOAALLMX
nakeToB — KONUpPOBaTb Gperimbl,
nepefaHHble AaHHbIM NOPTOM (NopT-
WUCTOYHWK);
<ACT> on/off
— dst_in — nopT Ha3HayeHnA ANA BXOAALMX
NakeToB — MOPT-MPUEMHUK ONA
CKOMMPOBAHHbIX Gppeirtmos, NPUHATBIX
BbI6PaHHBLIMM MOPTAMU-UCTOYHUKAMMU;
— dst_out — nopT HazHaYeHMA ANA UCXOAALLNX
NaKeToB — MOPT-MPUEMHUK ANA
CKONMMPOBAHHbIX ppeinmoB, nepesaHHbIX
BbI6GPAHHBIMM NMOPTAMU-UCTOYHUKAMM
set port backup | <ON_ OFF> on/off BktounTh pesepsupoBaHue Dual Homing

! Tonbko ana SBC-1000.
2 B paHHoI1 Bepcum MO He noaaepskmBaeTca.
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<B_MASTER> GEiPORTO /GEiPORTl/ B_MASTER — ocHoBHoOl nopT
GE_PORT2/SFP0/SFP1
B SLAVE GE_PORTO/GE_PORT1/ | B_SLAVE — pe3epBHbIii nopT
GE_PORT2/SFPO/SFPL
PREEMPTION — BK/1104MTb/BbIKNHOYNTL BO3BPAT Ha
OCHOBHOW NOPT NPW ero BOCCTaHOBEHUU
set port <PORT> GE_PORTO0 (0) / HasHauutb VLAN ID Ha AaHHbIN nopT
default vlan id GE PORT1 (1) /
GE_PORT2 (2)/
CPU (4) /
SFPO (6) /
SEFP1(7)
<VLANID> 0-4095
set port egress <PORT> GE_PORTO0 (0) / HacTpouTb pexkum oTNpaBKM NaKeToB Ha JaHHOM
GE_PORT1 (1) / nopTy
GE PORT2 (2)/
CPU (4) /
SFPO (6) /
SEFP1(7)
<EGRESS> unmodified/ EGRESS— pexxmm oTnpaBKuM NaKkeToB:
untagged/
tagged/ — unmodified — nakeTbl NepeaatoTca AaHHbIM
double-tag nopTtom 6e3 usmeHeHu (T. e. B TOM Ke Buae, B
KaKOM NOCTYNUAWN Ha ApYroi nopt
KOMMyTaTopa);
— untagged — nakeTbl NepesaoTcsa SaHHbIM
nopTtom Bceraa 6es tera VLAN;
— tagged — nakeTbl NepeaatoTca AaHHbIM
noptom Bcerga ¢ terom VLAN;
— Double tag — nakeTbl NepesaoTca faHHbIM
noptom ¢ gsymsa teramm VLAN — ecamn
NPUHATbLIN NaKeT bl TETMPOBAHHBIM U C
oaHum Terom VLAN — ecnu npuHATbIN NakeT
6blN He TerMPOBaHHbIM.
set port ieee <PORT> GE_PORTO (0) / YCTaHOBUTb PEXKMUM KOHTPOIA NONYYEHHbIX
mode GE_PORT1 (1) / TernpoBaHHbIX NAaKeTOB A/1A JaHHOTO NopTa
GE PORT2 (2)/
CPU(4) /
SFPO (6) /
SEP1(7)
<IEEE> fallback/ IEEE-peXM1M KOHTPONA NaKeToB:
check/
secure — Fallback — ecnv yepes NOPT NPUHAT NaKeT C
Terom VLAN, 4na KOTOPOro ecTb 3anncu B
TabavLe MapLIpyTU3aLUMn, yKasaHHble B
3anucy aToi Tabaunubl, MHaYe gna Hero
NPUMEHAIOTCA NPaBMIa MapLIpyTU3aLnK,
YKa3aHHble B «egress» n «output»;
— Check — ecnu yepes nopt NpuHAT naket c VID,
[ON1A KOTOPOro ecTb 3anuch B Tabaunue
mapuwpyTtusaumum «802.1g», To OH Nonagaet
noa npasuaa MapLupyTM3aUum, yKasaHHble B
[AHHOM 3anucK 3ToM Tabaunubl, Aaxke eciu aToT
NnopT He ABNAETCA YNEHOM Ipynnbl ANA
paHHoro VID. MNpasuaa mappytmsauum,
yKa3aHHble B «egress» n «output» ans
[aHHOT0 NopTa, He MPUMEHAIOTCA;

lMoepaHuYyHble KoHMponneps! cecculi SBC

177




HELTEX

— Secure — ecnv Yepes nopTt NpuHAT nakert c VID,
AN KOTOPOro ecTb 3anuch B Tabamue
mapuwpyTtusaumum «802.1g», TO OH Nnonagaet
noA npasuaa MapLUpyTM3aLun, yKasaHHble B
[AHHOM 3anucK 3Toi Tabaunubl, MHaye
oTbpacbiBaetca. MpaBuaa mapLupyTMsaumm,
yKa3aHHble B «egress» n «output», ana
[AAHHOT0 NOpTa He NPUMEHAIOTCA

set port
LACP_trunk!

<PORT>

<LACP>

CPU/
GE_PORTO/
GE_PORT1/
GE_PORT2/
SFP0O/
SFP1

0-4

HasHauntb TpaHk LACP anAa ykaszaHHOro nopta

set port MAC
GE_PORTO

<MACADDR>

MAC-ampec B
dbopmaTe
XX XX XX : XX : XX : XX

3apatb MAC-agpec ana nopta

set port output

<PORT>

<P _DEST>

<ENABLE>

GE_PORTO/
GE_PORT1/
GE_PORT2/
CpPU/
SFPO/
SFP1

GE_PORTO/
GE_PORT1/
GE_PORT2/
CPU/
SFPO/
SFP1

on/off

YcTaHOBKa A0MYCTUMBbIX NOPTOB OTNPABKM MaKeToB:
PORT — HacTtpaunBaemblit nopt

P_DEST — ponyctMmble NOpTbl OTNPaBKU

set port speed

<SPEED>

<PORT>

1000M

100M (full-duplex/
half-duplex)

10M (full-duplex/
half-duplex)

auto

GE_PORTO0/GE_PORT1/
GE PORT2

YCTaHOBUTL pexxnm paboTbl NnopTa

set port vlan
enabling

<PORT>

<ENABLE>

CPU/
GE_PORTO/
GE_PORT1/
GE_PORT2/
SFPO/
SFP1
on/off

BkAtounTtb/oTKNOUMTL VLAN Ha gaHHOM nopTy

set port vlan
override

<PORT>

<OVER>

CPU/
GE_PORTO/
GE_PORT1/
GE_PORT2/
SFP0O/
SFP1

on/off

YcTaHoBUTb pexum nepeonpeaeneHna VLAN ID gna
[AHHOTO NopTa Ha CTaHAAPTHbIN

show mirror
settings

MoKa3aTb MapameTpbl 3epPKaMpPOBaHNA NOPTOB

show port
settings

MoKasaTb MapameTpbl HACTPOMKK NOPTOB

4.2.7.23.1 Pexxum KoHdurypuposaHua napametpos 802.1q

1 B paHHoI1 Bepcum MO He noaaepskmsaeTca.
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[na nepexofa B AaHHbIV PeXKMM HEOBXOAMMO B perKMME KOHOUTYPUPOBaHMA switch BbINOJHUTL KOMaHAY

802.1q.

SBC-[CONFIG]-[SWITCH]> 802.1q
Entering 802.1q_control mode.
SBC-[CONFIG]-[SWITCH]-[802.1q]>

KomaHga MNapameTp 3HauyeHune Jencreune
? MoKasaTb nepeyeHb JOCTYMHbIX KOMAHA,
add VTIU element <VID> 0-4095 [06aBuTb HOBbI anemeHT B VTU Tabanuy:
VID — naeHTtndmkatop VLAN
<PRIO> 0-7 PRIO — npuopuTtet 802.1p, HazHaYaeMbli NakeTam
B AaHHoM VLAN, ecnv napameTp OVER aktuseH(on)
<OVER> on/off OVER — nepenucatb npuopwutet 802.1p ans
naHHon VLAN (aa/Her)
unmodified/ PORT — peicTBuA, BbINOSHAEMbIE AAHHBIM NOPTOM
<GE_PORT0> untagged/ npu nepegaye NakeTa, UMeIOLLEro yKasaHHbIi VID:
tagged/

not member

unmodified/
untagged/
tagged/

not member

<GE_PORT1>

unmodified/
untagged/
tagged/

not member

<GE_PORT2>

Unmodified — nakeTbl nepenatoTcs 4aHHbIM
noptom 6e3 M3MeHeHui;

— Untagged — nakeTbl nepeaatoTca gaHHbIM
nopTom Bceraa 6es tera VLAN;

— Tagged — nakeTbl NepepaoTca AaHHbIM
noptom Bcerga c terom VLAN;

— Not member — nakeTbl ¢ yKa3aHHbIM VID He
nepegatTcA AaHHbIM MOPTOM, T. €. MOPT He

<CPUS Ei?g;;iéjd/ ABNAETCA YNEHOM 3TOM rpynnbl VLAN
tagged/
not member
unmodified/
<SFPO> untagged/
tagged/
not member
unmodified/
<SFP1> untagged/
tagged/
not member
apply <YES NO> yes/no MpumeHnTb HacTpoiku VTU
confirm MoaTBepanTb HacTpolikmn VTU. Ecnn B TeueHue
OAHOM MUHYTbI HACTPOWKM He NOATBEPKAEHDI, TO
OHW BEPHYTCA K NPeablAyLIMM 3HAYEHNAM
exit Mepexon U3 4aHHOrO NOAMEHIO KOHOUTYPUPOBAHUA
Ha YpOBEeHb Bbllle
QoS control Mepexop, B pexxum KoHoUrypauumn QoS
quit 3aBepLlmnTb AaHHyto ceccuto CLI
remove VTU <NUMBER> 0-4095 YAanuTte faHHbIN anemeHT VTU Tabanubl
element
save CoxpaHuTb HacTpolikn VTU 6e3 npumeHeHus
set VTU override <NUMBER> 0-4095 MepenucaTtb/He nepenucbisatb npuoputet 802.1p
ana paHHon VLAN (aa/Her)
<OVER> on/off
set VTU priority <NUMBER> 0-4095 YcTaHoBWTb NpuopuTeT 802.1p, HasHaYaembli
nakeTtam B gaHHoi VLAN, ecam napametp «set VTU
<PRIO> 0-7 override» akTuseH
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set VTU <NUMBER> 0-4095 HasHaunTb AencTens, BbINOAHAEMblE AaHHbIM
settings_CPU NOpTOM MpM Nepeaade naketa, UMEIOLLEro
<CPU> unmodified/ yKasaHHblii VID
untagged/
tagged/ — Unmodified — nakeTbl nepeaatoTcs AaHHbIM
not member .
- noptTom 6e3 U3MeHeHU;
— Untagged — nakeTbl NnepeatoTca AaHHbIM
noptom Bcerga 6e3 tera VLAN;
— Tagged — nakeTbl NepeaaoTca AaHHbIM
nopTtom Bceraa c Terom VLAN;
— Not member — nakeTbl ¢ yKa3aHHbIM VID He
nepegatoTcA AaHHbIM MOPTOM, T. €. MOPT He
ABNAETCA YneHom 3Toi rpynnbl VLAN
settings GE PORTO | <NUMBER> 0-4095 Ha3HauuTb AeiCcTBMSA, BbINOJHAEMbIE AaHHbIM
NnopToM Npu nepeaaye nakeTa, MMetloLero
<CPU> unmodified/ yKasaHHbIi VID:
untagged/
tagged/ — Unmodified — nakeTbl nepeaatoTca AaHHbIM
not member o
- noptom 6e3 usmeHeHWw;
— Untagged — nakeTbl nepegatoTca AaHHbIM
nopTom Bceraa 6es tera VLAN;
— Tagged — nakeTbl NepeaatoTca JaHHbIM
noptom Bcerga c terom VLAN;
— Not member — nakeTbl ¢ yKa3aHHbIM VID He
nepegatrTcA AaHHbIM MOPTOM, T. €. MOPT He
ABNAETCA YneHom 3tol rpynnbl VLAN
settings GE PORT1 | <NUMBER> 0-4095 .
- = HasHaunTb AeNCTBMA, BbINOHAEMbIE AaHHbIM
<CPU> unmodified/ NopTOM NpM nepeaave nakeTa, MMeloLEero
untagged/ yKasaHHbIi VID:
tagged/ U dified
not member nmodifie nakeTtbl Tepe,u,aloTca AaHHbIM
- noptTom 6e3 USMeHeHU;
— Untagged — nakeTbl NnepeatoTca AaHHbIM
noptom Bcerga 6e3 tera VLAN;
— Tagged — nakeTbl nepeaatoTca JaHHbIM
noptom Bcerga c terom VLAN;
— Not member — nakeTbl ¢ yKasaHHbIM VID He
nepegalTcA AaHHbIM MOPTOM, T. €. MOPT He
ABNAETCA YneHom ton rpynnbl VLAN
settings GE PORT2 | <NUMBER> 0-4095 .
- - HasHaunTb AeicTBMA, BbINONHAEMbIE AaHHbIM
<CPU> unmodified/ NopTOM NpM nepeaaye nNakeTa, MMeloLero
untagged/ yKasaHHblIi VID:
tagged/

not member

— Unmodified — nakeTbl nepeaatoTcsa gaHHbIM
nopTom 6e3 nsmeHeHui;

— Untagged — nakeTbl nepeaatoTca gaHHbIM
nopTom Bceraa 6es tera VLAN;

— Tagged — nakeTbl NepepaoTca AaHHbIM
noptom scerga c terom VLAN;

— Not member — nakeTbl c yKazaHHbIm VID He
nepegaroTcA AAaHHbIM NOPTOM, T. €. MOPT He
ABNAETCA YneHom 3Toi rpynnbl VLAN
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settings SFPO <NUMBER> 0-4095 HasHaunTb AencTens, BbINOAHAEMblE AaHHbIM
NopTOM NpK Nepeaaye nNakeTa, MMeloLero
<CPU> unmodified/ yKa3aHHbIM VID:
untagged/
tagged/ — Unmodified — nakeTbl nepeaatoTcsa faHHbIM
not member noptom 6e3 nsmeHeHni;

— Untagged — nakeTbl nepeaatoTca gaHHbIM
nopTom Bceraa 6es tera VLAN;

— Tagged — nakeTbl nepeaatoTca AaHHbIM
nopTom Bceraa c Terom VLAN;

— Not member — nakeTbl c yKazaHHbIm VID He
nepegarwoTcA AAaHHbIM NOPTOM, T. €. MOPT He
ABNAETCA YneHoMm 3Toi rpynnbl VLAN

settings SFP1 <NUMBER> 0-4095 HasHaunTb AENCTBUA, BbINONHAEMbIE AaHHbIM
NMopTOM NP Nepeaade Nakerta, MMeIoLLEero
<CPU> unmodified/ yKasaHHbIi VID:
untagged/
tagged/ — Unmodified — nakeTbl nepeaatoTcsa faHHbIM
not member noptom 6e3 nsmeHeHui;

— Untagged — nakeTbl NnepesaoTca AaHHbIM
noptom Bcerga 6e3 tera VLAN;

— Tagged — nakeTbl nepefatoTca AaHHbIM
nopTtom Bceraa c Terom VLAN;

— Not member — nakeTbl ¢ yKa3aHHbIM VID He
nepenarTca AaHHbIM NOPTOM, T. €. MOPT He
ABNAETCA YneHoMm 3Toi rpynnbl VLAN

show list MokasaTtb cnmMcoK anemeHToB B VTU Tabanue

show one <NUMBER> 0-4095 MoKasaTb MHPOPMALMIO O JaHHOM 3iemeHTe VTU
Tabamubl

show table Mokasatb VTU Tabanuy

4.2.7.23.2 Pexxum KoHPUrypmpoBaHua napameTtpos QoS

Ons nepexoga B AaHHbIM peMmM HeobxogMmo B pexume KoHdurypuposaHua switch mam 802.1q
BbINO/IHUTb KOMaHAY QoS_control.

SBC-[CONFIG]-[SWITCH]> QoS _control
Entering QoS_control mode.
SBC-[CONFIG]-[SWITCH]-[QoS]>

Komanga MapameTp 3Ha4yeHune Oencrene
? MokasaTb nepeyeHb AOCTYMHbIX KOMaHA,
802.1qg BepHyTbCA B pexkum KoHUrypmposaHua
napametpos 802.1q
apply <YES NO> yes/no MpumeHNTb HacTporikn QoS
confirm MoateepanTb HAcTpoikKu QOS. Ecnu B TeueHue

OAHOW MUHYTbI HACTPOMKM He NOATBEPKAEHDI,
TO OHM BEPHYTCA K NPeAblAyLLMM 3HAYEHUAM.

exit Mepexon U3 AaHHOTO NOAMEHIO
KOHOUIypMpOoBaHUA Ha YPOBEHb Bbille

quit 3aBepLlumnTb AaHHyto ceccuto CLI

save CoxpaHuTb HacTpolikn QoS 6e3 npumeHeHns

set PacnpenenvTb nakeTbl Mo oyepessam B

802.1p prio mapping 3aBUMCUMMOCTM OT npuopuTeTa 802.1p:
<PRIO> 0-7 PRIO — Homep npuopuTeTa 802.1p;
<QUEUE> 0-3

QUEUE — Homep ouepean
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set <PORT> GE_PORTO (0) / HasHauntb npuoputet 802.1p HETErMPOBAHHBIM
default VLAN_ priority GE_PORT1 (1) / nakeTam, MPUHATbIM JaHHbIM NOPTOM. Ec/in
GE_PORTZ2 (2) / naKeT yxe umeet npuoputet 802.1p ambo IP
CPU (4) / diffserv npuopuTet, To AaHHbIN NapameTp He
SFPO (6) / ncnonbsyetcs (default vlan priority He 6ygeT
SFPL(T7) NMPUMEHATLCA K NaKeTam, COAEPHKALLMM
<DEFPRIO> 0-7 3aro/I0BoK IP, B c/lyyae UCNO/b30BaHMA OLHOMO
13 pexxumos QoS: DSCP only, DSCP preferred,
802.1p preferred, a TakKe K yKe TerMpoBaHHbIM
naketam)
set Pacnpefenntb nakeTbl No o4epeasam B
diffserv_prio mapping 3aBMCMMOCTM OT NpuopuTeTa IP diffserv:
<NUMBER> *1 NUMBER — Homep npuopuTeTa IP diffserv;
<QUEUE> 0-3 QUEUE — Homep o4epeam
set egress limit <PORT> GE_PORTO (0) / BKNOUYUTB/BbIKNIOYNTL OFrpaHNYEHNA NOOCHI
GE_PORT1 (1) / NPONYCKaHWA ANA UCXOAALLEro C AaHHOTO nopTa
GE_PORT2 (2) / Tpaduka
CPU(4) /
SFPO (6) /
SEP1 (7)
<EGRLIM> on/off
set egress rate limit | <PORT> GE_PORTO (0) / YCTaHOBWTb OrpaHUYeHMe NOAOChI MPONYCKaHUA
GE_PORT1 (1) / (K6UT/C) ANA NCXOAALLETO C AaHHOTO NopTa
GE_PORT2 (2) / Tpaduka
CPU(4)/
SFPO (6) /
SEP1 (7)
<EGRRATE>
0-250000
set <PORT> GE PORTO (0) /
ingress limit mode GE PORTL (1) / YCTaHOBUTb PEXKMM OrpaHnyeHns TpaduKa,
GE PORT2 (2)/ NOCTyNatoLLero Ha AaHHbIA NopT
CPU(4) /
SFPO (6) /
SEPL (7) INGRMODE — peskum orpaHuyeHus:
<INGRMODE> off/ —  Off — HeT orpaHuyeHus;
all/
mult flood broad/ — all — orpaHuuymBaeTcs Becb TpaduK;
mult_broad/ — mult_flood_broad — orpaHnunsaetca
broad MHOroagpecHblit (multicast),
LUMpoKoBelaTenbHbIi (broadcast) n
NaBUHHbIN ogHoaapecHbil (flooded
unicast) Tpaduk;
— mult_broad — orpaHunumnBaeTca
MHOTOaPECHbIN U LUNMPOKOBELLATE/bHbIN
Tpaduk;
— broad — orpaHuunBaeTca To/bKO
LIMPOKOBeLLLaTebHbIN Tpaduk
set ingress rate <PORT> GE_PORTO (0) / YCTaHOBWTb OrpaHnYeHme NooChl MPONyCcKaHMA
prio_0/1/2/3 GE_PORT1 (1) / (K6KT/c) TpadwKa, NOCTYNAIOLLErO Ha AaHHbIN
GE_PORTZ2 (2) / NopT ANA HyNeBoii/nepBoii/BTOPOIt/TpeTbei
CPU (4) / ouepeam
SFPO (6) /
SEP1(7)
<INGPRIO> 0-250000
set QoS mode <PORT> GE_PORTO (0) / YCTaHOBUTL PEXMUM UCMOb30BaHMA QOS
GE PORT1 (1) /
GE_PORT2 (2) /
CPU(4) / QOSMODE — peXunm Ucnosib3oBaHua:
SFPO (6) /
SEP1(7)
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<QOSMODE> DSCP_only/ — DSCP only — pacnpenenaTb nakeTbl o
802.1p_only/ o4yepeasM TO/IbKO Ha OCHOBaHMK
DSCP_preferred/ npuopurerta IP diffsery;
802.1p preferred

— 802.1p only — pacnpegensaTtb NakeTbl N0
ouyepenAM TO/IbKO HAa OCHOBAHMUM
npuoputeTta 802.1p;

— DSCP preferred — pacnpenenatb NakeTbl
no oYepeasm Ha OCHOBaHUK
npuoputetos IP diffserv n 802.1p, npu
3TOM NPU HANNYMK 06OUX MPUOPUTETOB B
nakeTe, pacnpegeneHve no oyepesam
OCyLLecTBAAETCA Ha OCHOBaHuM IP
diffserv;

— 802.1p preferred — pacnpegenatb
nakeTbl N0 o4YepesAm Ha OCHOBAHMMU
npuopwutetos IP diffserv n 802.1p, npu
3TOM NPU HANNYMK 06OUX MPUOPUTETOB B
nakeTe, pacnpegeneHve no oyepesam
ocyuecTsanaeTca Ha ocHosaHuu 802.1p

set <PORT> GE_PORTO (0) / MepeHa3HaunTb Npuoputetbl 802.1p Ana
remapping_priority GE_PORT1 (1) / TEerMpoBaHHbIX NaKEeTOB:
GE_PORT2 (2) /
CPU(4)/ PORT — HacTpauBaemblii NoprT;
SFPO (6) /
SFPL(7) NUM — Tekyliee 3HaYeHne npuopuTeTa;
<NUM> 0-7
REMAP — HoBoOe 3HauyeHue
<REMAP> 0-7
show QOS <PORT> GE_PORTO (0) / MokasaTb napameTpbl KoHbUrypauum QoS ana
GE_PORT1 (1) / [aHHOro nopta
GE PORT2(2)/
CPU (4) /SFPO (6) /
SEFP1(7)

show QOS diffserv

MokasaTb NapameTpbl pacnpeseneHma NakeTos
no oyepeaAam B 3aBUCMMOCTU OT Npuopwuteta IP
diffserv

show QOS priomap

MoKasaTb NapameTpbl pacnpeaeneHnsa NakeTos
no oyepeasam B 3aBUCMMOCTM OT NpuopuTeTa
802.1p
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4.2.7.24 Pexcum KoHgpu2ypuposaHusa napamempos syslog

[na nepexofa B AaHHbIA peXumM HeobXxoAWMO B pexKMme KOHOUIypupoBaHWA BbINOMHUTL KOMaHAY
syslog.

SBC-[CONFIG]> syslog
Entering syslog mode.
SBC-[CONFIG]-SYSLOG>

Komanga MNapameTp 3HayeHune Oencrene
? Moka3aTb nepeyeHb AOCTYMHbIX KOMaHA,
authlog set IP IP-ampec B QopmaTe | YcTaHOBMTb agpec cepBepa 4/ OTMPaBKM
AAA.BBB.CCC.DDD coobleHuii syslog, a Takke pexxnum paboTbi
PORT 1-65535 on/off — BKNIOYUTL/BbIKIOYNUTL BeJeHME NIOTOB;
ONOFF off/on
local/remote — ecnu BbicTaBneHo B remote, TO
OTNPaBAATb IOTM Ha cepsep syslog
LOCREM local/remote
authlog show lMokasaTb TekyLMe NnapameTpbl BeAeHUA I0roB
config BosspaT B meHto Configuration
dispatcher DISPATCHER 0-99 BKAtouNTb BeJeHue TpaccupoBoK Dispatcher'a
exit Mepexon U3 4aHHOrO NOAMEHIO0 KOHOUTYPUPOBAHUA
Ha YpOBeHb Bbllle
manager MANAGER 0-99 Bk/ounTh BegeHue TpaccupoBok Manager'a
quit 3aBepLlmnTb AaHHyto ceccuto CLI
show MokasaTb MHPOPMaL MO 0 KOHUrypauum Syslog
start BKNOYNTB OTNPABKY AaHHbIX Ha syslog-cepsep
stop BbIKNOYNTL OTNPABKY AaHHbIX Ha Syslog-cepsep
userlog <IPADDR> IP-ampec B QopmaTe | BKAOYMTb BbIBOA UCTOPUMN BBEAEHHbIX KOMaHZ,
AAA.BBB.CCC.DDD IPADDR — IP-aapec syslog-cepsepa
<PORT> 1-65535 PORT — noprt Syslog-cepeepa
<MODE> off/standart/full MODE — ypoBeHb geTannsaunm }KypHana
BBEEHHbIX KOMaHJ;:
off — He dopmMpoBaTb }KypHan BBEAEHHbIX
KOMaHA;
standart — B coobuieHuAxX nepeaeTca Ha3BaHe
WN3MEHEHHOTO NapameTpa;
full — B coobuieHmnAx nepegaeTca Ha3BaHue
M3MEeHEHHOro NapameTpa M 3Ha4YeHWA napameTpa
[0 ¥ nocne usSMeHeHua
worker WORKER 0-99 BktounTh BegeHue Tpaccuposok Worker'a
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4.2.7.25 Pexcum KoHgpu2ypuposaHusa SBC Trunk

Ona nepexofa B AaHHbIA PEXUM HEOBXOAMMO B perKMMe KOHOUIYypUpPOBaHWUA BbINOJHUTL KOMaHAy

trunk.

SBC1000-[CONFIG]> trunk
Entering SBC trunk mode.
SBC1000-[CONFIG]-TRUNK>

KomaHga MNapameTp 3Ha4yeHue Oeincreue

? MokasaTb nepeyeHb AOCTYMHbIX KOMaHA,
add trunk [Oo6asutb HoBbIN SBC Trunk:

SBC_TRUNK_NAME Crpoxa IJMHOM WUma TpaHKa

oo 63 CUMBOJIOB
LOAD BALANCE MODE active-active/ Pexum 6anaHcpoBKM
B B active-backup

LOAD BALANCE TIMEOUT 5-65535 TanmayT 6anaHcMpoBKy, cex

exit Mepexoa U3 JaHHOTO NOAMEH!O
KOHOUTYPUPOBaHUA Ha YPOBEHb Bbllle

quit 3aBeplmnTb AaHHyto ceccuto CLI
remove by id SBC_TRUNK_ID 1-65535 YpanuTb destination Ha 3agaHHo
destination SBCisIPiDESTINATIONiPOS 1-10 no3nummn N3 TpaHka no ID
remove by id SBC_TRUNK_ID 1-65535 Ypanute SBC trunk no ero 1D
trunk
remove SBC_TRUNK_ INDEX 0-499 Ypanute destination Ha 3agaHHOM
destination SBC_SIP DESTINATION POS 1-10 Nno3uLMmn U3 TPaHKa Mo MHAEKCY
remove trunk SBC_TRUNK_ID 0-65534 Yaanute SBC trunk no nHaekcy
set by id SBC_TRUNK_ID 1-65535 HasHaunTb destination Ha 3agaHHOW
destination SBCisIPiDESTINATIONiPOS 1-10 no3nummn TpaHKy no ID

SBC SIP DESTINATION ID 1-65535
set by id load | SBC_TRUNK ID 1-65535 Ha3Hauntb no ID TpaHKa pexum

balance mode

LOAD BALANCE MODE

active-active/
active-backup

6anaHcMpoBKK

set by id load | SBC TRUNK ID 1-65535 HazHauuTtb no ID TpaHKa TalimayT
balance 6anaHCMpPOBKM, CEK

timeout LOAD BALANCE TIMEOUT 5-65535

set by id name | SBC_TRUNK ID 1-65535 HasHaunTb nmsa TpaHky no ero 1D

SBC_TRUNK_NAME

CTpoka IJIMHOM
0o 63 CHMMBOJIOB

set SBC_TRUNK_ INDEX 0-499 HasHauutb destination Ha 3agaHHoOW
destination SBC_SIP DESTINATION POS 1-10 No3nuUMK TPAHKY Mo MHAOEKCY

SBC SIP DESTINATION ID 1-65535
set load SBC TRUNK_ INDEX 0-65534 Ha3HaunTb No MHAEKCY TPaHKa pexum

balance mode

LOAD BALANCE MODE

active-active/
active-backup

6anaHcMpoBKK

set load SBC TRUNK_ INDEX 0-65534 HasHaunTb Mo MHAEKCY TPaHKa TanmayT
balance 6anaHCUpPOBKY, ceK

timeout LOAD BALANCE TIMEOUT 5-65535

set name SBC_TRUNK_ INDEX 0-65534 HasHaunTb MMA TPaHKY MO ero MHAEKCY

SBC TRUNK NAME

CTpoka IJIMHOM
0o 63 CUMBOJIOB

show info

MoKa3aTb HaCTPOWMKM

show sip MoKa3aTb CNUCOK A0CTYynHbIX SIP-
destination destination
list
swap by id SIP TRUNK ID 1-65535 MomeHATb mecTamu destination'sl Ha
destination FIRST SBC SIP DESTINATION_ POS 1-10 3aZlaHHbIX NO3MLMAX B YKazaHHOM trunk
SECOND SBC SIP DESTINATION POS | 1-10
swap SIP_TRUNK INDEX 0-499 MomeHATb destination'sl Ha 3aaHHbIX
destination FIRSTisBcisIPiDESTINATIONiPOS 1-10 no3mumaAx B yKkazaHHOM trunk
SECOND SBC SIP DESTINATION POS | 1-10
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4.2.7.26 KoHghuzcypuposaHue crnucKa 3anpewjéHHbIX KAUeHMCKUX npuaoxceHuii

[na nepexofa B AaHHbIN pPeXXMM HeOBX0AMMO B peXnme KOHOUTYPUPOBAHMA BbINONHUTL KOMaHAY user
agent.

SBC1000-[CONFIG]> user agent
Entering SBC user agent mode.
SBC1000-[CONFIG]-USER-AGENT>

KomaHaa

MNapameTtp

3HayeHue

Hetictene

MoKasaTb nepeyeHb JOCTYMNHbIX KOMaHZ,

add

USER_AGENT

scan/

crack/

flood/

kill/

sipcli/
sipvicious/
sipsak/
sundayddr/

iWar/

SIvVus/

Gulp/

sipv/

smap/
friendly-request/
VaxIPUserAgent/
VaxSIPUserAgent/
siparmyknife/
Test_ Agent/
SIPBomber/
Siprogue

[06aBuTb 04MH U3 NpenycTaHoBAeHHbIX User-Agent
B CMMCOK 610KMpyeMbIX

add other

USER_AGENT NAME

Crpoka He OJIMHHEee
31 cuMBOJa

[o6aButb cBOO Macky User-Agent B CMcoK

exit

Mepexopa, U3 LaHHOTO NOAMEHI0 KOHOUTYPUPOBAHUA
Ha ypOBeHb Bbllle

quit

3aBepLmnTb AaHHyto ceccuto CLI

user

remove by id

agent

USER_AGENT ID

1-65535

Ypanutb User-Agent 13 cnucka no ero ID

remove user
agent

USER_AGENT INDEX

0-65534

Ypanutb User-Agent 13 cnncka no ero MHAeKcy

show

MoKa3aTb CKOHGUIYPUPOBaAHHbIN CNCOK
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43 Hacrpoiika KommyTaTopa SBC-2000/SBC-3000

HacTpolika npon3BoAMTCA U3 pexXnma KOHPUrypupoBaHUsa KommyTaTopa.

SBC2000> config

Entering configuration mode.
SBC2000-[CONFIG]> switch
SBC2000-[CONFIG]-[SWITCH]>

43.1 Cmpykmypa Kommymamopa

MNpoueccop CPE

host-port 1

KommyTaTtop
SBC-2000

SBC-2000

A

front-port O front-port 1 combo combo MLEeBan naHenb
copper copper front-port 2 front-port 3
copper copper
combo combo
front-port 2 front-port 3
fiber fiber

KommyTtatop SBC-2000 nmeet nHTepdelicsl:
—  front-port — BHelwHMe ethernet-nopTbl KOMMYTaTOPa, KOTOPbIE BbIBEAEHbI HAa IULLEBYIO NAHE/b.
MpuHnmaemeole 3HaveHna: 0-3.
- noptbl 0 .. 1 — meaHble NOPTLI
- nopTbl 2 .. 3 — ONTUYECKME U MeAHblE KOMDO-NOPTbI.

— port-channel — rpynnbi arperauum LAG front-port uHTepdelicos KommyTaTopa, UCNOJb3YHOTCA B
cnyyae obbeamHeHUsA Heckonbkux front-port 8 LACP-rpynny.

MpnHnMmaemble 3HaveHUA: 1-4.

— host-port — BHyTpeHHWe nopTbl KommyTaTopa SBC-2000, npeaHasHayeHHble ANA CBA3U C
npoueccopom (CPU) SBC-2000.

MpuHUMaemble 3HaYeHuA: 0—2.

— host-channel — rpynna arperauum LAG host-channel nHtepdeicos kKommyTtatopa, 4aHHaA rpynna
BCerga akTusHa.
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MpnHnmaemoe 3HaveHue: 1.

— Sm-port — BHYTpeHHMe nopTbl KommyTtatopa SBC-2000, npeaHasHaveHHble ANA CBA3U C
cybmoaynamu SM-VP.

MpnHMmaemsole 3HaveHma: 0-5.

Mpoueccop CREN

KommyTatop
SBC-3000

SBC-3000

A

front-port1 front-port2 combo combo /MLEBAR NaHenb
copper copper front-port 3 front-port 4
copper copper
combo combo
front-port 3 front-port 4
fiber fiber

KommyTtatop SBC-3000 nmeet nHTepdelicsl:

— front-port — BHelwHKne ethernet-nopTbl KOMMyTaTOPa, KOTOPbIE BbIBEAEHbI HA IMLEBYIO NAHEb.
MpuHMMmaemsole 3HaveHua: 1-4.

- nopTbl 1 .. 2 — MmeAHble NOpPThbI;
- nopTbl 3 .. 4 — oNTMYECcKne U MedHble KOMBO-MNOopPTbI.

—  port-channel — rpynnbi arperauuu LAG front-port uHtepdelicos KommyTtaTopa, UCNONbL3YIOTCA B
cnyyae obbeamMHeHUsA Heckonbkux front-port 8 LACP-rpynny. NpuHuMaemble 3HadeHun: 1-4.

—  Cpu-port — BHYTPEHHMW NOPT KOMMyTaTopa Ana ynpasneHua SBC-3000. lMpuHMmMaemble
3Ha4veHuA: 1.
— host-port — BHyTpeHHMe nopTbl KommyTaTopa SBC-3000, npeaHasHayeHHble ANA CBA3U C

npoueccopom (CPU) SBC-3000. MpuHMmMmaemble 3HadyeHus: 1-2.

—  host-channel — rpynna arperaumu LAG host-channel uHTepdelicoB KommyTaTopa, AaHHadA rpynna
Bcerga akTmeHa. MpuHMMmaemoe 3HayeHue: 1.

— Sm-port — BHYTpeHHMe nopTbl KommyTtatopa SBC-3000, npeaHasHayeHHble AN1A CBA3U C
cybmoaynammu SM-VP. MpuHnumaemsble 3HayeHuA: 1-6.

Mpu paboTe ¢ KOMMYTaTOPOM WMCMOJIb3YeTCA 3HaYeHNe unit number, pasHoe 1.
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4.3.2 KomaHOsI ynipasneHus uHmepgelicamu kommymamopa SBC-2000/SBC-3000
Ons SBC-3000 HEO6XO4MMO YYMUTbIBATbL, YTO HYMepauusa NopToB bblna M3MeHeHa, HayanbHbIl front-port = 1.

interface

[aHHas KomaHZa NO3BOJISET NEPENTU B PEKUM KOHPUTYPUPOBaHUA MHTEpPdEicoB KomMyTaTopa SBC-
2000/SBC-3000.

CuHTaKcuc

interface <interface> <number>

MapameTpbl
<interface> — Tnn nHTepdeica:

— front-port — BHewHMe uHTepdelicbl KOMMYTaTOPa;
— host-channel — rpynnbl arperaummn LAG host-channel uHtepdeiicos KommyTtaTopa;
— port-channel — rpynnbl arperaunmn LAG BHeWHUX MHTepdENCOB KOMMYTATOPA;

<number> — Homep nopTa:

— pna front-port:  <unit/port>, rae

= unit — Homep moayna SBC-2000, Bcerga NpMHMMAET 3Ha4YeHUA 1;

=  port — Homep nopTa NpuHMmaeT 3HaveHua [0 .. 3] (uam 1 .. 4 ana SBC-3000);
— pnsa host-channel: 1;
— ana port-channel: [1 .. 4].

MapameTp <number> MOXKeT NpMHMMATbL 3HayeHue all 4na HacTpolikM cpasy Bcex NOPTOB OAHOMO TUMa
nHTepdelcos.

shutdown

JaHHOM KoMaHAoM OTKAoYaeTcAa KOHOUrypupyemblit MHTepdelic.
Ncnonb3oBaHuMe oTpuuaTenbHon popmbl KOMaHAbl BKAOYAET KOHOUTYpUpyeMbIi MHTepdelic.
CuHTaKcUuc

[no] shutdown

MapameTpbl
KomaHaa He coepKUT apryMeHTOB.

Mpumep

| SBC2000-[CONFIG]-[SWITCH]-[if]> shutdown

KoHourypupyemsbiit HTepdENC OTKAIOYEH.
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bridging to

[aHHOW KOMaHAOW yCTaHAaB/NIMBAETCS paspelleHne Ha nepeaady TpaduKa mexay uHtepdencamu.

Mcnonb3oBaHWe oTpuLaTenbHOM GopMbl KOMaHAbI YCTaHABAMBAET 3anNpeT Ha nepegady TpaduKka mexay
nHTepdericamu.

CuHTaKcuc

[no] bridging to <interface> <range>

MapameTpbl
<interface> — Tnn nHTepdeica:

—  cpu-port;

— front-port — BHewHwue uplink-nHTepdeicol;

— host-channel;

— host-port;

— port-channel — rpynnbl arperaymm LAG uplink-uHtepdeitcos;
—  sm-port;

<range> — Homep NopTa/NopPTOB, C KOTOPbIMM pa3peLleH obmeH TpaduKa:

—  ansa cpu-port: <1/0>, rae:
— ana front-port: <unit/port>, rae:

= unit — HOmep moayns, NPUMHUMAET 3HayeHue [1],

=  port — Homep nopTa, NpUHMMaeT 3Ha4veHus [0 .. 3];
— ans host-channel: [1];
—  ana host-port:

= unit — HOmep moayns, NPUHUMAET 3HayeHue [1],

=  port — Homep nopTa, NpUHMMaeT 3Ha4veHus [0 .. 2];
— pana port-channel: [0 .. 4];
— anasm-port: [0 .. 15].

= unit — HoMmep moaynA, NpMHUMAET 3HayeHue [1],

=  port — Homep nopTa, NPUHMMAET 3HayeHus [0 .. 5].

Mpumep

| SBC2000-[CONFIG]-[SWITCH]-[1if]> bridging to front-port all

flow-control

[laHHOW KOMaHAoW BKAHOHYAETCA/OTKAOYAETCA MEXaHM3M YrpaB/ieHna NOTOKOM nepeaayn aaHHbix (flow control)
Ha KoHdUrypmupyemom mHTepoeice. MexaHnsm flow control no3sonaeT KomneHcMpPOBaTb Pa3NUUNA B CKOPOCTU
nepegatyMka M npuvemHuKka. Ecnm obbem Tpaduka NpeBbiCUT onpeaeneHHblit YypoBeHb, NMPUEMHUK byaeT
nepegasaTb Kagpbl, MHPoOpMUpYOLWME NepesaTiuk O HeobXxoAMMOCTU yMeHblueHus obbema TpaduKa, Ans
CHUXKEHMA YUCNa MNOTepPAHHbIX NakeToB. [NAa peanusaumu AaHHOrO MexaHu3ma Heobxogumo, 4Tobbl Ha
yAaneHHOM YCTPOMCTBE TaKXKe NoaaepKunsanacb ata GyHKUUA.

CuHTaKcuc

flow-control <act>
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MapameTpbl
<act> — HasHa4yaemoe gencrtaue:

—  ON — BK/KOYUTb;
—  off — BbIKNOYUTD.

3HayeHue No YMONYAHUIO
off
Mpumep

|SBC2000—[CONFIG]—[SWITCH]—[if]> flow-control on

frame-types

KomaHaa no3BonsfeT Ha3HauYUTb ONpeseneHHble NpaBuaa NpMema nNakeTos AnAa nHTepdeica:
— NPUHUMaATb TErMPOBaHHbIE U HETErMPOBAHHbIE MAKEeTbI;
—  NPUHUMATb TONbKO NakeTbl ¢ Terom VLAN.

CuHTaKcUuc

frame-types <act>

MapameTpbl
<act> — Ha3Ha4yaemoe aelicTBue:
— all — npuHUMmaTb TErMpoBaHHbIE U HETETMPOBAHHbIE NAKETbI;
— tagged — npuHUMaTL TONbKO NakeTbl ¢ Terom VLAN.
3HayeHue No YMONYAHUIO
NPUHUMAIOTCA BCE NAKETbI (TErMpoBaHHbIE U HETErMPOBAHHbIE)

Mpumep

| SBC2000-[CONFIG]-[SWITCH]-[1f]> frame-types all

Ha KoHburyprpyembix nopTax paspelleH npuem HeTerMpoBaHHoOro Tpaduka.

speed

[JaHHOW KOMaHAOM yCTaHaB/IMBAETCA 3HAYEHNE CKOPOCTU ANA KoHPUrypmpyemoro nHtepdeiica.

KomaHaoi yctaHasanBaloTca caeayiolume pexxnmol: 10 Méut/c, 100M6ut/c, 1000 M6uT/c. MNMpu yctaHosKe 10
M6uT/c, 100M6u1T/Cc HEOBXOAMMO YKa3aTb pexMm paboTbl NpuemonepeaaTymKka: Aynaexc, Noayayniekxc.

CuHTaKcuc

speed <rate> [<mode>]

MapameTpbl
<rate> — 3HauyeHwue ckopocTtu: 10M; 100M; 1000 M6éuT/c;
<mode> — pexum paboTbl NpnemonepesaTymKa:

—  full-duplex — aynnekc;
— half-duplex — nonyaynnekc.
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Mpumep

| SBC2000- [CONFIG] - [SWITCH]-[if]> speed 10M full-duplex

YcTaHOB/IEH CKOPOCTHOM pexxnm uHtepderica 10M6ut/c, aynaekc.

speed auto

JaHHON KOMaHAOM yCTaHaBIMBAETCA 3HAYEHME CKOPOCTU A/19 KOHPUTYPUpPYEMOro nHTepdenca aBTomaTMyYecKu.
CuHTaKcuc

speed auto

MapameTpbl
KomaHaa He cofepKUT apryMeHTOB.

Mpumep

SBC2000-[CONFIG]-[SWITCH]-[1if]> speed auto

CKOpOCTb AnAa nopta 6YAET YCTaHaB/IMBATbCA aBTOMATUYECKN.

show interfaces configuration

JaHHOM KoMaHAOM OCcyLLecTBAAETCA NPOCMOTP KoHOUTypaunmn nHtepdencos kommytatopa SBC-2000.
CuHTaKcUuc

show interfaces configuration <interface> <number>

MapameTpbl
<interface> — Tnn nHTepdeica:

— front-port — BHewHwue uplink-uHTepdelicsbl;

— host-channel;

— host-port;

— port-channel — rpynnbl arperaumm LAG BHewwHuX uplink-nHTepdeincos;
- sm-port;

<number> — Homep nopTa:

— all — Bce nopTbl BbIGpaAHHOrO MHTEpPdENC];
—  ana front port: <unit/port>, rae:

= unit — HOmep moayns, NPUMHUMAET 3HadYeHusa [1],

=  port — Homep nopTa, NpUHMMaeT 3Ha4veHus [0 .. 3];
— ans host-channel: [1];
— ana host-port:

= unit — HOmep moayns, NPUHUMAET 3HayeHue [1],

=  port — HomMep nopTa, NpUHMMaeT 3Ha4veHus [0 .. 2];
— ana port-channel: [0 .. 4];
— anasm-port: [0 .. 15].

" unit — Homep MmoayAns, NPUHMMAET 3HaveHue [1],

" port — HoMep nopTa, NpMHMMaeT 3HadveHua [0 .. 5].
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Mpumep
SBC2000-[CONFIG]-[SWITCH]> show interfaces configuration front-port all
Port Duplex Speed Neg Flow Admin
control State
front-port 1/0 Full 10 Mbps Enabled Off Up
front-port 1/1 Full 10 Mbps Disabled Off Up
front-port 1/2 Full 10 Mbps Enabled Off Up
front-port 1/3 Full 10 Mbps Enabled off Up
SBC2000-[CONFIG]-[SWITCH]>

show interfaces status

[aHHaa KomaHaa No3BOAAET NPOCMOTPETb MHGOPMALLMIO O COCTOAHUN UHTepdeica, rpynnbl MHTepdencos.

CuHTaKcuc

show interfaces status <interface> <number>

MapameTpbl
<interface> — Tnn nHTepdeica:

— front-port — BHewHwue uplink-nHTepdeicol;

— host-channel;

— host-port;

— port-channel — rpynnbl arperaunmn LAG BHewHux uplink-nHtepdelicos;
- sm-port;

<number> — Homep noprTa:

— all — Bce nopTbl BbIBpaHHOro UHTEpdeiica;
— ansa front port: <unit/port>, rae:

" unit — Homep MoayAns, NPUHUMAET 3HaveHus [1],

" port — HoMep nopTa, NpMHMMaeT 3HadveHua [0 .. 3];
— pna host-channel: [1];
—  ana host-port:

= unit — HOmep moayns, NPUMHUMAET 3HayeHue [1],

=  port — HomMep nopTa, NpUHMMaeT 3Ha4veHus [0 .. 2];
— pana port-channel: [0 .. 4];
—  AnAa sm-port:

= unit — Homep moayns, NPUMHUMAET 3HayeHue [1],

=  port — Homep nopTa, NpUHMMaeT 3Ha4veHus [0 .. 5].

Mpumep
SBC2000-[CONFIG]-[SWITCH]> show interfaces status front-port all
Port Media Duplex Speed Neg Flow Link Back

control State

Pressure
front-port 1/0 N/A N/A N/A N/A N/A Down N/A
front-port 1/1 copper Full 10 Mbps Disabled Off Up Disabled
front-port 1/2 copper Full 100 Mbps Enabled Off Up Disabled
front-port 1/3 N/A N/A N/A N/A N/A Down N/A
SBC2000-[CONFIG]-[SWITCH]>
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show interfaces counters

[aHHas KomaHZa NO3BOJIAET MPOCMOTPETb CHETYMKM MHTEepdeiica K rpynnbl MHTepdeincos.

CuHTaKcuc

show interfaces counters <interface> <number>

MapameTpbl

<interface> — Tnn nHTepdeica:

- cpu-port;

— front-port — BHewHwue uplink-nHTepdeicol;

— host-channel;
— host-port;

— port-channel — rpynnbl arperaymm LAG uplink-nHtepdeitcos;

- sm-port;

<range> — Homep NopTa/NopPTOB, C KOTOPbIMM pa3peLleH obmeH TpadurKa:

—  ansa cpu-port: <1/0>, rae:

— ansa front-port: <unit/port>, raoe:

= unit — HOmep moayns, NPUMHUMAET 3HayeHue [1],
= port — Homep, nopTa NpuHMMaeT 3Ha4veHus [0 .. 3];

— ans host-channel: [1];
— ana host-port:

= unit — Homep, MoayNna, NPUHUMAET 3HadYeHue [1],
=  port — Homep nopTa, NpUHMMaeT 3Ha4veHus [0 .. 2];

— pana port-channel: [0 .. 4].
—  Ana sm-port:

" unit — HOMep moaynA, NpUHMMaeT 3HayeHue [1],
= port — Homep NopTa, NpUHMMaeT 3HaveHusa [0 .. 5].

Mpumep

SBC2000-[CONFIG]-[SWITCH]> show interfaces counters front-port

MAC MIB counters receive

all

Octets recv

Port UC recv
front-port 1/0 0
front-port 1/1 436940
front-port 1/2 1422764
front-port 1/3 0

MC sent

BC sent

65685375
210652881
0

Octets sent

front-port 1/0 0
front-port 1/1 455819
front-port 1/2 148842
front-port 1/3 0

96955149
17450454
0
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4.3.3 KomaHObI Hacmpoliku 2pynn azpe2ayuu

channel-group

JaHHoM KomaHaon gobasnstotcs MHTepdelicbl FRONT-PORT B rpynny arperauuu.

Ncnonb3oBaHue oTpuuatenbHoit ¢opmbl KomaHabl (no) yaanser wuHtepdeicbl FRONT-PORT wm3 rpynnbl
arperaumm.

CuHTaKcuc
channel-group <id> [force]
no channel-group
MapameTpbl

<id> — nopsaKoBbIli HOMep rPynnbl arperauymm, B KoTopyto byaeTt AobaBaeH NopT, NPUHUMAET 3HaYEeHUA
[1..4];

— [force] — Heobs3aTenbHbIN NapameTp, NPUHMMAET 3HAYEHMUE;
— force — o3HavaeT 6bITb COBMECTUMbIM C OCTa/IbHbIMM Y/1I@HaMU TPYNbI.

Mpumep

SBC2000-[CONFIG]-[SWITCH]-[1f]> channel-group 1

Bce nopTbl uplink 06beamHeHb! B rpynnbl 1.

lacp mode

JaHHaa KomaHaa no3sonsaer Bbl6paTb PEeEXUM arperatlmm KaHaioB:

— Passive — B 3TOM pexXmme KOMMYTATOp HE WMHULMUPYET cO34aHWe JIOTMYECKOro KaHasa, Ho
paccmaTpusaet BxogAawme naketol LACP;

— Active — B 3TOM pexume Heobxoaumo chopmMMpoBaTb arperMpoBaHHYD JIMHUIO CBA3SU WU
WHULMNPOBATb COr/1IacoBaHMe.

ObbeanHeHne NnHUIA cBaA3K GOPMUPYETCs, ecaun apyraa cTopoHa paboTtaet B pexkumax LACP active unm passive.

Ucnonb3oBaHue OTpMLI,aTEJ'IbHOVI d)OprI KOMaHAbl (no) YCTaHaB/IMBAET pPeXMM arperaymmn KaHaaosB no
YMOT4aHUIO.

CuHTaKcUuc
lacp mode <name>
no lacp mode
MapameTpbl
<name> — pexunm:
— active;
— passive.
3HayeHue No YMONYAHUIO
active

Mpumep

SBC2000-[CONFIG]-[SWITCH]-[1if]> lacp mode active

Ha HacTpanBaembix NOPTaX BKAOYEH PEXUM arperaunm KaHaaos «active».
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lacp port-priority

[JaHHOM KoMaHAOW ycTaHaB/MBAETCA NMPUOPUTET AN HAacTpamMBaemoro nopta. MpuopuTeT ycTaHaBAMBaeTcA B
AmanasoHe [1 .. 65535]. MpuopuTeT co 3HaYeHnem 1 cunTaeTcs HaMBbICLLUM.

Mcnonb3oBaHwme oTpuuaTenbHon Gopmbl KOMaHAbI (NO) yCcTaHAaBAMBAET 3HAaYEHME NPUOPUTETA NO YMOIYAHUIO.
CuHTaKcuc

lacp port-priority <priority>

no lacp port-priority
MapameTpbl

<priority> — npuopuTeT A4NA AaHHOro nopTa NPUHMMaeT 3HadveHus [0 .. 65535].
3HayeHue No YMONYAHUIO

ANA BCEX NOPTOB YCTaHOBAEH npuoputeTt 32768
KomaHAHbIN pexxum

INTERFACE FRONT-PORT
Mpumep

SBC2000-[CONFIG]-[SWITCH]-[1if]> lacp port-priority 256

Ha HacTpanBaembIx NopTax yCTaHOBAEH NpuopuTeT nopTa 256.

lacp rate

[JaHHOM KoMaHAoM 3aaeTcs MHTepPBan Nepeaadn ynpasaaoLWmMx nakeTos npotokona LACPDU.

Ncnonb3oBaHue oTpuuaTenbHON Gopmbl KOMaHZbl (NO) ycTaHaBAMBAET WMHTepPBan Mepefavu ynpaBaAtoLMX
naketos npotokosa LACPDU no ymonyanuto.

CuHTaKcUuc
lacp rate <rate>

no lacp rate

MapameTpbl
<rate> — uHTepBan nepegaum:
— fast — uHTepBan nepegaun 1 cekyHaa;
— slow — nHTepBan nepegaun 30 ceKyHA.
3HayeHue No YMONYAHUIO
1 cekyHaa (fast)
KomaHgHbli1 pexxum
INTERFACE FRONT-PORT
Mpumep

SBC2000-[CONFIG]-[SWITCH]-[1if]> lacp rate slow

YcTaHOBANEH MHTEpPBan nepegaym ynpasnarowmx naketos LACPDU B 30 cekyHa,
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4.3.4 KomaHOb! ynpaesneHusa uimepgpelicamu VLAN

pvid

,ﬂ,aHHOﬁ KOMaHAOI\;I YCTaHaB/IMBAETCA 3HAYEHNE VID no YMOIHaHNIO ONA NAaKEeTOB, MPUHMMAEMbIX MOPTOM.

Mpn NocTynneHun HeTermpoBaHHOro Maketa WAM nakeTta co 3HadveHnem VID B VLAN-Tere, pasHbim 0, nakety
npuceansaetcA 3HaveHue VID, pasHoe PVID.

CuHTaKcuc
pvid <num>MapameTpsl
<num> — ngeHTUPUKaunoHHbIn Homep VLAN nopta yctaHaBaMBaeTca B guanasoHe [1 .. 4094].
3HayeHue No YMONYaHUIO
PVID=1
KomaHAHbIN pexxum
INTERFACE FRONT-PORT
INTERFACE PORT-CHANNEL
Mpumep

| SBC-2000- [CONFIG]-[SWITCH]-[1if]> pvid 5

KoHourypupyemomy nopty HasHayeH PVID 5.
4.3.5 KomaHObl Hacmpoliku STP/RSTP

spanning-tree enable

JaHHoM KomaHaon PyHKums STP paspelleHa Ha KoHOUTYpupyemom nHTepderice.
Ncnonb3oBaHue oTpuuaTenbHon popmbl KomaHapl (no) 3anpewtaet STP Ha nHTepdelice.
CuHTaKcuc

[no] spanning-tree enable
MapameTpbl

KomaHaa He cofepsKUT apryMeHTOB.
KomaHgHbli1 pexxum

INTERFACE FRONT-PORT

INTERFACE PORT-CHANNEL
Mpumep

SBC2000-[CONFIG]-[SWITCH]-[1f]> spanning-tree enable

dyHKumAa STP BKAtoueHa gns Bcex front-port.
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spanning-tree pathcost

[JaHHOM KoMaHAoM Ansa KoHUrypupyemoro wHTepdeica ycTaHaBAMBAETCA LEHHOCTb NyTM Ana paboTsbl
npotokona STP.

Mcnonb3oBaHWe oTpuuaTenbHoi GopMbl KOMaHAbI (NO) yCTaHaBAMBaET 3HAYEHME LLEHHOCTU MyTH MO YMOJIYaHMIO.
Mo ymon4YaHUto ycTaHoBAEeHO 3HayYeHue 0.
CuHTaKcmuc
spanning-tree pathcost <pathcost>
no spanning-tree pathcost
MapameTpbl

<pathcost> — yeHHOCTb NyTH, NPUHUMaET 3Ha4YeHus [0..200000000].

3HaueHue No yMONYaHUIo
3Ha4YeHue LeHHoCcTU Nyt = 0
KomaHAHbIN pexxum
INTERFACE FRONT-PORT
INTERFACE PORT-CHANNEL
Mpumep

SBC2000-[CONFIG]-[SWITCH]-[1if]> spanning-tree pathcost 1

YcTaHoBAEHa UeHHOCTb nyTn 1.

spanning-tree priority

[aHHOW KOMaHAOW A1 KOHOUIYpUpPYyemMoro nopTa ycTaHaBAMBaETCA NPUOPUTET AN1A paboTbl NpoTokona STP.

Ncnonb3oBaHWe oTpuLatenbHo Gopmbl KOMaHAbl (NO) yCcTaHaBAMBaET NpuopuTeT Ana paboTbl npoTokona STP
no ymon4yaHuto. No ymonyaHuto yctaHoBAEHO 3HayYeHne 128.

CuHTaKcuc
spanning-tree priority <priority>
no spanning-tree priority
MapameTpbl
<priority> — npuopuTeT, NpUHMMaET 3Ha4yeHus KpaTHo 16 [0, 16, 32, 48, 64, 80, 96, 112, 128, 144, 160,
176, 192, 208, 224, 240].
3HayeHne No yMOoIYaHUIO
128
KomaHAHbIN pexxum
INTERFACE FRONT-PORT
INTERFACE PORT-CHANNEL
Mpumep

SBC2000-[CONFIG]-[SWITCH]-[1f]> spanning-tree priority 144

YcTaHoBneH npunoputet 144,
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spanning-tree admin-edge

,ﬂ,aHHOVI KOMaHAOﬁ YCTaHaB/IMBaeTCA TUN COegUNHEHUA KaK Edge-J'IVIHK B CTOPOHY XOCTa. B atom cnydae npu
NOOHATUN JINHKA Ha MHTepd)EI)‘ICE dBTOMATUYECKHM pa3peLllaeTca nepegaydya gaHHbIX.

Mcnonb3oBaHue oTpuLaTelbHOM GOpMbl KOMaHAbl (NO) BOCCTaHAB/AIMBAET 3HAYEHUA MO YMOTYAHUIO.
CuHTaKcuc

[no] spanning-tree admin-edge
MapameTpbl

KomaHaa He cofepsKUT apryMeHTOB.
3HayeHue No YMONYAHUIO

off
KomaHAHbIN pexxum

INTERFACE FRONT-PORT

INTERFACE PORT-CHANNEL
Mpumep

|SBC2000—[CONFIG]—[SWITCH]—[if]> spanning-tree admin-edge

[NA KOHPUTYpMpyemoro nopTa BKAOYEH TUN coeanHeHUs edge-TMHK.

spanning-tree admin-p2p

,ﬂ,aHHOVI KOMaHAOVI YCTaHaB/IMBAETCA TUN onpeaeneHna coegunHeHunA p2p.

Mcnonb3oBaHWe oTpuLaTenbHon Gopmbl KOMaHAbI (NO) yCTaHABAMBAET TUN ONpeaesieHnn coeanHeHun p2p no
YMOJ/IYaHMIO.

CuHTaKcuc

spanning-tree admin-p2p <type>
no spanning-tree admin-p2p

MapameTpbl
<type>—Tun onpegeneHna coeguHeHuA:

— auto — onpegeneHune NPoONCXoamT Ha ocHosaHuK BPDU;
— force-false — npuHyaAnTENBHO YCTAHOBUTD JIMHK KaK He p2p;
— force-true — npuHyaUTENBHO YCTAHOBUTbL JIMHK KaK p2p.

3HayeHue No YMONYAHUIO
onpeaeneHue TMNa coeguHeHna p2p NPOMCXoAnT Ha OcHoBaHMK BPDU
KomaHpgHbli1 pexxum

INTERFACE FRONT-PORT
INTERFACE PORT-CHANNEL

Mpumep

| SBC2000-[CONFIG]-[SWITCH]-[1f]> spanning-tree admin-p2p auto

Ons KoHpUrypmpyemoro nopra onpegeneHue Tuna coeguHeHusa p2p nponcxoguT Ha ocHoBaHuu BPDU.
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spanning-tree auto-edge

[aHHOW KOMaHAOoM yCTaHaB/NMBAETCA aBTOMATUYECKOEe onpegesieHne 6puaska Ha  KOHUrypupyemom
nHTepdelice.

Mcnonb3oBaHWe oTpuLaTeibHOM GopMbl KOMaHZAbI (NO) OTK/AOYaeT aBTOMATUYECKOE onpeaeneHne bpuasKa Ha
KOHUrypmpyemom nHtepdeice.

Mo ymonyaHuio GyHKLMA «aBTOMaTUYECKoe onpegeneHne bpuasKa» BKAOYEHa.
CuHTaKcmuc
[no] spanning-tree auto-edge
MapameTpbl
KomaHza He cofepsKuUT apryMeHTOB.
KomaHgHbIi pexxum

INTERFACE FRONT-PORT
INTERFACE PORT-CHANNEL

Mpumep

SBC2000-[CONFIG]-[SWITCH]-[1f]> spanning-tree auto-edge

dYHKUMA «aBTOMATUYECKOE onpeaeneHme bpuasKa» BKAOYEHa.
4.3.6 KomaHObl Hacmpoiiku MAC-mabauybi

mac-address-table aging-time

[aHHOl KoMaHAoM ycTaHaBAnBaeTcA Bpema *Ku3Hu MAC-agpeca B Tabaumue rnobanbHo.

Mcnonb3oBaHuWe oTpuuatensHoit ¢opmbl KomaHabl (no) ycTaHasnvBaeT Bpems XusHu MAC-agpeca no
YMOJ/TYaHMIO.

CuHTaKcUuc
[no] mac-address-table aging time <aging time>
no mac-address-table aging time

MapameTpbl

<aging time> — Bpems xu3HmM MAC-agpeca, npuHumaet 3HadeHus [10 .. 630] cekyHa,

3HayeHne No yMOo4YaHUIo
300 ceKyHpa,
KomaHAHbIN pexxum
CONFIG-SWITCH
Mpumep

SBC2000-[CONFIG]-[SWITCH]> mac-address-table aging-time 100
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show mac address-table count

[aHHas KomaHZa No3BOJISET MPOCMOTPETL KOAMYecTBO 3anuceit MAC-agpecoB Ha Bcex front-port uHTepdeiicax,
port-channel nntepdeiicax, slot-channel nHtepdeiicax.

CuHTaKcuc

show mac address-table count
MapameTpbl

KomaHaa He cofepsKuUT apryMeHTOB.
KomaHgHbli1 pexxum

CONFIG-SWITCH
Mpumep

SBC2000-[CONFIG]-[SWITCH]> show mac address-table count
17 valid mac entries

show mac address-table include/exclude interface

[aHHaa KomaHAa no3sosAeT npocmoTpeTb Tabanuy MAC-aapecos B COOTBETCTBUM C 3afaHHbIM UHTEpdencom.
CuHTaKcUuc

show mac address-table include/exclude interface <interface> <number>
MapameTpbl

<interface> — Tnn nHTepdeica:

— front-port — BHewHwue uplink-nHTepdeicol;
— host-channel;
— port-channel — rpynnbl arperaunmn LAG BHewHux uplink-nHtepdelicos;

<number> — Homep noprTa:

— all — Bce nopTbl BbIBpaHHOro UHTEpdeiica;
ana front port: <unit/port>, rae:
" unit — Homep MoayAns, NPUHUMAET 3HaveHus [1],
" port — HoMep nopTa, NpMHMMaeT 3HadveHua [0 .. 3];
ana host-channel: [1];
pns port-channel: [0 .. 4].

KomaHpgHbIi1 pexxum

CONFIG-SWITCH
4.3.7 KomaHObI 0a5a Hacmpoliku 3epKanupoeaHus nopmos

mirror <rx[tx> interface

[JaHHOW  KOMaHZOW  BK/OYAETCA  onepauMa  3epKa/MpoBaHWA  Ha  MOpTax KoMmyTatopa  Ans
BxoAdAllero/ucxoaaiero tpapuka.

3epKannpoBaHMe NOpPTOB NO3BOASAET KONMPOBATb TPAadUK, NAYLLMIA OT OAHOIO NopTa Ha APYroi, ANA BHEWHEero
aHanusa.

Mcnonb3oBaHue oTpuuaTenbHon Gopmbl KOMaHAbl (NO) BbIKAOYAET ONepaLmio 3epKainpoBaHuna.

lMoepaHuYyHble KoHMponneps! cecculi SBC 201



HELTEX

CuHTaKcuc

[no] mirror <rx|tx> interface <port> <num>
MapameTpbl
<rx|tx> — TMn Tpadmka:
— X — BXO4ALNNI;
- tX — ncxoaAwmm;
<port> — Tnn nHTepdeica:

— front-port — BHewHwue uplink-nHTepdeicol;
— host-channel — nHtepdeicobl ana nogkntoueHns nHTepdeiicHbIX Moayne;

— host-port;
— port-channel — nornyeckoe o6beanHeHMe BHelHUX uplink-MHTepdeicos;
—  sm-port;
<nuUmM> — TMOPAAKOBbLIA HOMep nopTa 3a4aHHOM Trpynnbl (MOXKHO YyKas3aTb HECKOJIbKO MOpTOB

nepeymcieHMem yepes «,» 160 AMana3oH NopPToB Yepes «-»):

— «all» — Bce nopTbl AaHHOW rpynnbi;

<interface> — t1n nHtepdeliica:

— front-port — BHewHwue uplink-uHTepdelicsbl;

— host-channel;

— host-port;

— port-channel — rpynnbl arperaumm LAG BHewwHux uplink-uHTepdeincos;
- sm-port;

<number> — Homep nopTa:

— all — Bce nopTbl BbIBpaHHOrO MHTEPdENC];
— ana front port: <unit/port>, rae:
—  unit — Homep moaynAa, NPUHMMaET 3HavyeHus [1],
— port — Homep nopTa, NpUHMMaeT 3HadveHus [0 .. 3];
— ans host-channel: [1];
—  ana host-port:
— unit — Homep moaynA, NpUHMMaET 3HayeHue [1],
—  port — Homep nopTa, NPUHUMaET 3HadeHus [0 .. 2];
— ana port-channel: [0 .. 4];
—  pna sm-port:
— unit — Homep MoaynA, NpUHMMaET 3HadeHue [1],
—  port — Homep nopTa, NPUHUMaeT 3HadeHus [0 .. 5].

KomaHgHblii pexxum
CONFIG-SWITCH
Mpumep

| SBC2000-[CONFIG]-[SWITCH]> mirror rx interface front-port 1/3

[na Bxogswero TpadurKa, nocTynatollero Ha nHtepodelicol front-port 1/3, BKAoueHa onepaums

«3epKasMpoBaHuaA NopToB». TpaduK KonmpyeTca ¢ NOpToB slot-port Ha NopPT-aHaAN3aTop, YCTaHOB/EHHbIN
KOMaHaHoM «mirror rx analyzer».
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mirror <rx[tx> analyzer

[aHHas KoMaHga No3BO/MSET YCTaHOBMTb MOPT, Ha KOTOpbIM 6yayT Ayb6aMpoBaTbcAa NakeTbl AN aHAAU3a,
BXxoaswero/vcxoaauero TpaduKa ¢ NopPToB, YCTaHOBAEHHbIX KOMaHA0M mirror rx port/ mirror tx port.

Mcnonb3oBaHne  oTpuuatenbHolr  popmbl  KomaHabl  (NO)  OTKAOYaeT  aHanuM3  nepegaBaemMoro
Bxogsluero/mcxogaiiero Tpapuka.

CuHTaKcuc

[no] mirror <rx|tx> analyzer <interface> <port>

MapameTpbl
<rx|tx> — T1n Tpadmka:

— X — BXO4ALNNI;
- tX — ncxoaAwmmn;

<interface> — Tun uHTepdeiica. B KayecTBe NoOpTa-aHa/M3aTopa MOTYT MCMNOAb30BaATbCA TOJIbKO
uHtepdelicol front-port, port-channel;

<port> — nopaaKoBsbIi HOMep nopTa rpynnsl front-port B popmate <unit/port>, rae:
—  ana front port: <unit/port>, rae:
= unit — HOmep moayns, NPUMHUMAET 3HadYeHusa [1],
= port — Homep nopTa, NPUHMMAET 3HadveHus [0 .. 3];
— ana port-channel: [0 .. 4].
KomaHgHbIii pexxum

CONFIG-SWITCH
Mpumep

|SBC2000—[CONFIG]—[SWITCH]> mirror rx analyzer front-port 1/2

[aHHble Ans BHewHero aHanusa 6yayt aybauposatbca Ha front-port 1/2 ¢ nopra/noptos, Ha
KOTOPOM/KOTOPbIX YCTaHOB/IEHa ONUMA «3EPKaNMPOBaHNE BXOAALLEro TpaduKa».

mirror add-tag

JaHHaa KomaHga gobasnser meTky 802.1g K aHanusmpyemomy TpaduKy. HacTpolika 3HauyeHua meTku (Tera)
BbIMO/IHAETCA KOMaHAHOM mirror <rx/tx> added-tag-config.

Ncnonb3oBaHuMe oTpuuaTenbHon popmbl KomaHapl (N0) yaanser Ter.

CuHTaKcuc
[no] mirror add-tag
MapameTpbl
KomaHza He cofiep»KuUT apryMeHToB.
KomaHAHbIN pexxum
CONFIG-SWITCH
Mpumep

SBC2000-[CONFIG]-[SWITCH]> mirror add-tag
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mirror <rx[tx> added-tag-config

[aHHas KomaHZa MNo3BONAET YCTAHOBUTb 3HAYeHWe METKWU, KOTOpoe MOXKHO [006aBUTb K aHann3Mpyemomy
Bxogsawemy/mcxoaaiiemy Tpaduky.

CuHTaKcuc
mirror <rx|tx> added-tag-config vlan <vid> [user-prio <user-prio>]
MapameTpbl
<vid> — naeHTudMKaumMoHHbIn Homep VLAN, npuHUMaeT 3HayeHus ot [1 .. 4094];
<user-prio> — npuoputeT COS, NpuHUMaeT 3Ha4veHus ot [0 .. 7].
KomaHpgHblii pexxum
CONFIG-SWITCH
Mpumep

SBC2000-[CONFIG]-[SWITCH]> mirror rx added-tag-config vlan 77 user-prio 5

mirror <rx|[tx> vian

KomaHpoit 3apaetca VLAN ID, KoTopbiii ByaeT MCNONb30BaTbCA B OnepaLun 3epKainpoBaHUA Npu nepeaade
Bxogslero/ncxogaiiero tpapuka.

CuHTaKcmc
[no] mirror <rx|tx> vlan <vid>
MapameTpbl
<rx|tx> — TMn Tpadmka:
— X — BXO4ALNNI;
- tx — ucxogawmi;
<vid> — naeHTndMKaunoHHbIn Homep VLAN, npuHUMaeT 3HadeHua [1..4094].
KomaHAHbIN pexxum
CONFIG-SWITCH
Mpumep

SBC2000-[CONFIG]-[SWITCH]> mirror rx vlan 56

4.3.8 KomaHObl 0na Hacmpoliku ¢pyHkyuu SELECTIVE Q-IN-Q

Ons BbiNnoNHeHWA o06WMXx HacTpoeK ¢yHKummn Selective Q-in-Q npegHasHayeH KOMaHAHbIN PEXUM
SELECTIVE Q-IN-Q COMMON. [1ns ycTaHOBKM crivcKa npaBun Selective Q-in-Q npeaHasHayeH KOMaHAHbIM peXum
SELECTIVE Q-IN-Q LIST.

®yHKuma SELECTIVE Q-IN-Q no3BoseT Ha OCHOBE CKOHOUTYPUPOBAHHbIX NPaBUA GUAbTPALMK NO HOMEPaAM
BHyTpeHHMx VLAN (Customer VLAN) npoussoantb aobasneHue BHelwiHero SPVLAN (Service Provider’s VLAN),
noameHsTb Customer VLAN, a TaKk»Ke 3anpeLatb NpoxoxaeHue Tpadumka.
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add-tag

[aHHOW KoMaHAOM f,06aBAAETCA BHELHAN MeTKa Ha OCHOBaHUWN BHYTPEHHEN.
Mcnonb3oBaHWe oTpuLaTenbHon Gopmbl KOMaHAbI (N0) yAaNAeT yCTaHOBAEHHOe NPaBuIo.

CuHTaKcunc

[no] add-tag svlan <s-vlan> cvlan <c-vlan>

MapameTpbl
<s-vlan> — Homep BHELHEN METKM, NPUHMMAET 3HaveHua [1..4095];

<c-vlan> — Homep/HOMepa BHYTPEHHEN METKM, NPUHUMAET 3HauyeHua 1-4094. Cnncok C-VLAN 3agaetca
yepes «,».

KomaHgHbli1 pexxum

SELECTIVE Q-IN-Q

overwrite-tag

JaHHoM KomaHaoM npounssoantca noameHa CVLAN B Tpebyemom HanpaBaeHUu.
Mcnonb3oBaHWe oTpuLaTenbHOM GOopMbl KOMaHAb! (NO) yAanAeT ycTaHOBAEHHOE NPaBuMo.
CuHTaKcUuc
[no] overwrite-tag new-vlan <new-vlan> old-vlan <old-vlan> <rule_direction>
MapameTpbl
<new-vlan> — HoBbIn Homep VLAN, npuHnumaeT 3HadeHus [1 ..4095];
<old-vlan> — Homep VLAN, KOTOPbIN HYXKHO NOAMEHUTb, MPUHMMAET 3Ha4YeHua [1 .. 4094];
<rule_direction> — HanpaBneHue TpaduKa:
— Ingress — Bxoaawmii;
— Egress — ncxogawmn.
KomaHgHbIi pexxum

SELECTIVE Q-IN-Q

remove

[JaHHOM KoMaHAoM NpPon3BOANTCS yaaneHue npasuaa Selective Q-in-Q no 3agaHHOMY HOMepy.
CuHTaKcUuc

remove <rule_index>

MapameTpbl
<rule_index> — Homep npaBuna, NpuUHMMaeT 3HadeHua [0 .. 511].
KomaHgHbIi pexxum

SELECTIVE Q-IN-Q
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clear

[JaHHOM KomaHaoM yaanatoTca Bce npasuaa Selective Q-in-Q.
CuHTakcuc

clear

MapameTpbl
KomaHga He copepKUT aprymMeHTOB.
KomaHgHbli1 pexxum

SELECTIVE Q-IN-Q

selective-qginq enable

JaHHOM KoMaHAoM Ha KoHbUrypupyemom nHTepdelice KommyTtaTopa SBC-2000 BrkAtovaeTcs pyHKLMA Selective
Q-in-Q. WcnonbsoBaHWe oTpuuaTeNbHOM ¢opmbl KomMaHAabl (No) oTKAlouaeT ¢yHKumto Selective Q-in-Q Ha
nHTepdelice.

CuHTaKcuc

[no] selective-qging enable
MapameTpbl

KomaHZaa He conepsKuUT apryMeHTOB.
KomaHAHbIN pexxum

INTERFACE FRONT-PORT

INTERFACE PORT-CHANNEL

selective-qing list

[JaHHON KomaHaol KoHdurypmpyemomy wuHTepdeicy kommyTtatopa SBC-2000 HasHayaeTca CAMCOK MpaBun
Selective Q-in-Q.

Mcnonb3oBaHWe oTpuLaTenbHon Gopmbl KOMaHAbI (NO) yAanAaeT NpuBA3KY.
CuHTaKcmc
selective-qging list <name>
no selective-ging list
MapameTpbl
<name> — ums cnucka npasun Selective Q-in-Q.
KomaHAHbIN pexxum
INTERFACE FRONT-PORT
INTERFACE PORT-CHANNEL

show interfaces selective-qing lists

aHHOM KOMaHAOM OCYLEeCTBASETCA MPOCMOTP MHbOPMaLMM O cocTosiHMM dyHKuMM “Selective Q-in-Q” Ha
Vit Ly p p pmaL, YHKLL,
nHTepdeiicax KommyTaTopa.

CuHTaKcuc

show interfaces selective-qinq lists
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4.3.9 Hacmpoiika npomokona DUAL HOMING

backup interface

JaHHOM KoMaHAOM YKa3bIBaeTCA pe3epBHbIN MHTepdENC, Ha KOTOPbIM ByAeT NPOMCXOANTb NepeKatYeHme Npm
noTepe CBA3N Ha OCHOBHOM. BK/toueHMe pe3epBMpPOBaHUA BO3MOMXKHO TOJIbKO Ha TeX UHTepdelicax, Ha KOTOpPbIX
oTkatoyeH npotokon SPANNING TREE.

Ncnonb3oBaHuMe oTpuuaTenbHon Gopmbl KOMaHAbl (NO) yoanaeT HaCTPOMKY C MHTepdeica.
CuHTaKcuc

[no] backup interface <INTERFACE> <INDEX> vlan <VLAN_ID_RANGE>
MapameTpbl

<INTERFACE> — t1n untepdeiica:

— front-port — BHelWwHWe nHTepdecsl;
— port-channel — rpynnbl arperaunmn LAG BHewHux uplink-nHtepdelicos;

<INDEX> — HOmep noprTa:

—  ana front port: <unit/port>, rae:
= unit — Homep nnatbl SBC-2000, NpyHMMAET 3Ha4YeHue [1];
=  port — Homep nopTa, NPUHMMAET 3HadyeHus [0 .. 3];

— ana port-channel: [1 .. 4];

<VLAN_ID_RANGE> — moxeT npMHMMaTb Cneayowme sHa4yeHus:

— [1..4094] — onpeaeneHHbii naeHTUdUKatTop VLAN (amanasoHa VLAN), ana Kotopoli Heob6xoaumo
BK/IIOYUTb PE3EPBUPOBAHME;
— Ignore — BKAOYUTL pe3epBUpoBaHUE He3aBUCMMO OT cyuecTayrowmx VLAN Ha nopTy.

KomaHgHbIi pexxum
INTERFACE FRONT-PORT
INTERFACE PORT-CHANNEL

Mpumep

FnobanbHoe pesepBupoBaHMNe

SBC2000-[CONFIG]-[SWITCH]-[1if]> no backup interface vlan ignore
SBC2000-[CONFIG]-[SWITCH]-[1if]> backup interface front-port 1/1 vlan ignore

PesepsupoBaHue B onpegeneHHon VLAN

SBC2000-[CONFIG]-[SWITCH]-[1if]> no backup interface vlan 10
SBC2000-[CONFIG]-[SWITCH]-[1f]> backup interface port-channel 1 vlan 10
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backup-interface mac-duplicate

[aHHOW KOMaHAOM YKa3bIBAETCA KOIMYECTBO KOMMUIA MAKETOB C OAHUM U Tem ke MAC-aapecom, KoTopble byayT
OTNpaBAEeHbl B aKTUBHBbIN MHTePdEIC NP NePEKTIOYEHNN.

Mcnonb3oBaHue oTpuLaTenbHon GopMbl KOMaHAbl (N0) BOCCTaHaBAMBAET 3HaYeHWe No ymoadaHuio (1 naker).

CuHTaKcuc

[no] backup-interface mac-duplicate <COUNT>

MapameTpbl

<COUNT> — Ko/IM4ecTBO KOMWi1 MaKeToB, MPUHUMAET 3HadeHue [1..4].

3HayeHue No YMONYAHUIO

1 nakert

KomaHgHbIi pexxum

CONFIG SWITCH

Mpumep

SBC2000-[CONFIG]-[SWITCH]> backup-interface mac-duplicate 4

backup-interface preemption

[aHHOW KOMaHAOW YyKasblBaeTcsi, YTO HeobXoAMMO OCYLLEeCTBAATb MNepeKkaoveHue Tpaduka Ha OCHOBHOM
nHTepdec Npmn BOCCTaHOBAEHWUM CBA3U. ECIM HACTPOEHO BOCCTaHOB/IEHNE OCHOBHOTO MHTepdelica Npu akTUBHOM
pe3epBHOM, TO TOr4a NPV NOAHATUM NIMHKA Ha OCHOBHOM MHTepdeiice, TpaduK byaeT nepekoueH Ha Hero.

Mcnonb3oBaHWe oTpuLaTenbHON Gopmbl KOMaHZAbI (N0) BOCCTaHaBNMBAET HACTPOMKY MO YMOYaHMIO.

CuHTaKcuc

[no] backup-interface preemption

MapameTpbl

KomaHpaa He COA4EPHKUT aprymeHTOB.

3HayeHue No YMONYAHUIO

HEPEKIIIOLIEHVIG OTK/NIKOYEHO.

KomaHgHbIi1 pexxum

CONFIG SWITCH

Mpumep

SBC2000-[CONFIG]-[SWITCH]> backup-interface preemption
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show interfaces backup

[aHHas KomaHZa No3BOJISET MPOCMOTPETb HACTPOMKM pe3epBUPOBaHUA UHTePdENCOoB.

CuHTaKcuc

show interfaces backup

MapameTpbl

KomaHza He cofepsKuUT apryMeHTOB.

KomaHgHbli1 pexxum

CONFIG SWITCH

Mpumep

SBC2000-[CONFIG]-[SWITCH]> show interfaces backup
Backup Interface Options:
Preemption is disabled.
MAC recovery packets rate 400 pps.
Recovery packets repeats count 1.

Backup Interface Pairs

VID Master Interface Backup Interface State
30 front-port 1/0 front-port 2/0 Master Up/Backup Standby
150 front-port 1/0 front-port 2/0 Master Up/Backup Standby

4.3.10 Hacmpoiika npomokona LLDP

lidp enable

JaHHOM KomaHaoM pa3pellaeTca pabota KOMMyTaTopa no npoTtokony LLDP.

Mcnonb3oBaHWe oTpuuaTesibHOM GpopmMbl KOMaHAb! (NO) 3anpeLaeT KOMMYTATOPY MCNOJIb30BaHME MPOTOKONA
LLDP.

CuHTaKcuc

[no] lldp enable

MapameTpbl

KomaHaa He cofepsKUT apryMeHTOB.
KomaHgHbli1 pexxum

CONFIG SWITCH
Mpumep

SBC2000-[CONFIG]-[SWITCH]> 1lldp enable
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lidp hold-multiplier

[aHHO KOMaHAoM 3aaeTcA BeIMUMHA BPEMEHW A5 NMPUHMMALOLLETO YCTPOCTBA, B TEYEHWE KOTOPOFO HYXKHO
yAepKunsatb NnpMHMUMaemsble naketbl LLDP nepeg nx copocom.

[aHHas BeAnuYMHa nepepaeTca Ha NpuUHMMaemyto cTopoHy B LLDP update naketax (naketax obHoBAeHuWs),
ABNAETCA KpaTHOCTblo Ana Tamepa LLDP (lldp timer). Takum ob6pasom, Bpema KusHu LLDP naketos
paccuntbiBaeTcs no popmyne TTL = min(65535, LLDP-Timer * LLDP-HoldMultiplier).

Mcnonb3oBaHWe oTpuLaTeNbHON GopMbl KOMaHAbI (NO) YCTaHABAMBAET 3HaUYEHME MO YMOIYAHWIO.
CuHTaKcmuc

lldp hold-multiplier <hold>

no lldp hold-multiplier

MapameTpbl

<hold> — Bpemsa, npuHMmaeT 3HavyeHue [2 .. 10] cekyHAbI.

3HaueHue No yMONYaHUIo

3HauyeHWe No YMONYAHUIO — 4 CEeKYHAbI.
KomaHAHbIN pexxum

CONFIG SWITCH
Mpumep

SBC2000-[CONFIG]-[SWITCH]> 1lldp hold-multiplier 5

lidp reinit

[JaHHOW KOMaHAOoM YyCTaHaB/AMBaeTCA MMHMMaNbHOe Bpemsa, KoTopoe LLDP-nopT 6yaer oskuaaTb nepep,
NOBTOPHOM UHMLMaNM3aumnen LLDP.

Mcnonb3oBaHWe oTpuLaTeNbHOM GopmMbl KOMaHAbI (NO) YCTaHABAMBAET 3HaYEHME MO YMOIYAHWIO.
CuHTaKcUuc

lldp reinit <reinit>

no lldp reinit
MapameTpbl

<reinit> — Bpemsa, npuHMUMaeT 3HadeHue [1 .. 10] cekyHA.

3HayeHne No yMOoYaHUIo

3Ha4yeHMe Mo YMONYAHUIO — 2 CEKYHAbI.
KomaHAHbIN pexxum

CONFIG SWITCH
Mpumep

SBC2000-[CONFIG]-[SWITCH]> 1lldp reinit 3
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lidp timer

JaHHOM KoMaHAoM onpeaenaeTcs, Kak YacTo YCTPOMCTBO byaeT oTnpasasTb 06HoBNeHMe MHbopmaummn LLDP.
Mcnonb3oBaHWe oTpuLaTeNbHOM GopMbl KOMaHAbI (NO) YCTaHABAMBAET 3HaYEHME MO YMOIYAHWIO.
CuHTaKcUuc
lldp timer <timer>
no lldp timer
MapameTpbl

<timer> — Bpems, NpMHUMaET 3HadyeHue [5..32768] cekyHa,.

3HayeHue No YMONYAHUIO

3Ha4yeHue no ymonyaHuto — 30 ceKkyHabl.
KomaHAHbIN pexxum

CONFIG SWITCH
Mpumep

SBC2000-[CONFIG]-[SWITCH]> 1lldp timer 60

lidp tx-delay

[JaHHON KOMaHAON YCTaHaBAMBAETCA 3aZep)KKa Mexay nocneaylowmmu nepegadamum naketos LLDP,
WHULMUPOBAHHbIMN M3MEHEHUAMM 3HAYEHWUIM WU CTATyCa B NOKaAbHbIX 6a3ax gaHHbIX MIB LLDP.

PekomeHayeTcs, 4Tobbl AaHHan 3a4epKKa Oblna meHblue, Yem 3HayYeHune 0.25* LLDP-Timer.
Ncnonb3oBaHuMe oTpuuaTenbHon Gopmbl KOMaHAbl (NO) yCTaHABAMBAET 3HAYEHUE MO YMOAYAHUIO.
CuHTakcuc

lldp tx-delay <txdelay>

no lldp tx-delay

MapameTpbl

<txdelay> — Bpems, npuHMmaeT 3HaueHue [1..8192] cekyHA.

3HayeHue No YMONYAHUIO

3Ha4yeHMe Mo YMONYAHUIO — 2 CEKYHAbI.
KomaHAHbIN pexxum

CONFIG SWITCH
Mpumep

SBC2000-[CONFIG]-[SWITCH]> 1lldp tx-delay 3
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lidp lidpdu

JaHHOM KoMaHAOW yCTaHaBAMBAETCA pernum 06paboTkm naketos LLDP, Korga npoTokon LLDP BbikAtOYEH.
Ncnonb3oBaHuMe oTpuuaTenbHon Gopmbl KoMaHAbl (NO) ycTaHaBAMBAET 3HaueHue no ymondanuto (filtering).
CuHTaKcUuc

lldp lldpdu [mode]

no lldp lldpdu

MapameTpbl
[mode] — pexum obpaboTkun naketos LLDP:

— filtering — yKasbiBaeT, yto LLDP-nakeTbl ¢unbTpytoTca, ecam npotokon LLDP BbikAtoyeH Ha
KOMMYTaTope;

— flooding — ykasbiBaeT, uyto LLDP-naKkeTbl nepepgatotca, ecam npotokon LLDP BbiKAtYeH Ha
KOMMmyTaTope.

KomaHgHbIi1 pexxum
CONFIG SWITCH
Mpumep

SBC2000-[CONFIG]-[SWITCH]> 1ldp lldpdu flooding

show lldp configuration

[aHHan KomaHaa no3sonseT npocmoTpeTb LLDP KoHpUrypauuio Bcex dnsnyecknx MHTepdencos ycTpomncTea nbo
3a4aHHbIX MHTepdelicos.

CuHTaKcuc

show lldp configuration [<interface>< number >]

MapameTpbl

OnunoHanbHble MapameTpbl, €C/IM UX ONYCTUTb, TO Ha Aucnael byaeT BbiBeaeHa MHGOPMaLMA NO BCEM
noprtam.

[interface] — Tmn nHTepdeiica:

— front-port — BHewHwue uplink-uHtepdelicsbl;
— port-channel — rpynnbl arperaumm LAG BHewwHux uplink-uHTepdeincos;

[number] — Homep nopTa (MOXKHO YKa3aTb HECKO/IbKO NOPTOB NepevncieHnem Yepes «,» 1Mbo yKasaTtb
[AManasoH NopToB Yepes «-»):

— ansa front port: <unit/port>, rae:
= unit — HOmep moayns, NPUHUMAET 3HadYeHusa [1],
= port — Homep nopTa NnpuHMMaeT 3HavyeHus [0 .. 3];
— pana port-channel: [0 .. 4].

3HayeHue No YMONYAHUIO
Ha aucnneit 6yaet BbiBefeHa MHGOPMaLUA NO BCEM NMOPTaM.
KomaHgHbIi pexxum

CONFIG SWITCH
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Mpumep

SBC2000-[CONFIG]-[SWITCH]> show 1ldp configuration

LLDP configuration

Interface Status Timer (sec) Hold multiplier Reinit delay (sec) Tx delay (sec)
front-port 1/0 transmit-receive 30 4 2 2
front-port 1/1 transmit-receive 30 4 2 2
front-port 1/2 transmit-receive 30 4 2 2
front-port 1/3 transmit-receive 30 4 2 2

show lldp neighbor

JaHHaa KomaHpa nossonAaer NPOCMOTPETb MchopN\au,mo O cocegHux YCTpOﬁCTBaX, Ha KOTOPbIX paﬁDTBET

npotokon LLDP.
CuHTaKcUuc
show lldp neighbor [<interface>< number >]

MapameTpbl

OnuMoHanbHble napameTpbl, eCanm X onyctutb, TO Ha AVICI'U'IEVI 6y,a,eT BblBEAEHA MHCI)OpMaLI,MFI no BCem

nopTam.
[interface] — Tmn nHTepdeiica:

— front-port — BHewHwue uplink-nHTepdeicol;

— port-channel — rpynnbl arperaunmn LAG BHewHux uplink-uHtepdelicos;

[number] — Homep NopTa (MOKHO YKa3aTb HECKOJIbKO MOPTOB NepeymcieHnem Yyepes «,» Mbo yKasaTb

[ManasoH NopToB Yepes «-»):

— ana front port: <unit/port>, rae:

"  unit — Homep moayAns, NPUHMUMAET 3HaveHus [1],

=  port — Homep nopTa, NpMHMMaeT 3HadeHus [0 .. 3];
— ana port-channel: [0 .. 4].

3HaueHue No YMOIYaHUIO
Ha aucnneit 6yaet BbiBegeHa MHGOPMALMA MO BCEM NOPTaM.
KomaHAHbIi pexxum

CONFIG SWITCH
Mpumep

SBC2000-[CONFIG]-[SWITCH]> show 1lldp neighbor

LLDP neighbors

SBC2000- [CONFIG] - [SWITCH]>

Interface Device ID Port ID
front-port 1/1 02:00:2a:00:07:15 gl5
front-port 1/2 02:00:04:88:7e: front-port 1/3

115/120
105/120
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show Ildp local

[JaHHaa KomaHaa No3BonseT NpocmoTpeTb LLDP-uHbopmauuio, KOTopyto aHOHCUPYET AaHHbII NOPT.
CuHTaKcuc

show Ildp local [<interface>< number >]
MapameTpbl

OnuMoHanbHble NapaMeTpbl, €C/IM UX ONYCTUTb, TO Ha Aucnaen byaeT BbiBegeHa MHPOPMaLUUs No BCEM
nopTam.

[interface] — Tmn nHTepdeiica:

— front-port — BHewHwue uplink-uHtepdelicsbl;
— port-channel — rpynnbl arperaumm LAG BHewwHux uplink-muHTepdeiicos;

[number] — Homep NopTa (MOKHO YKa3aTb HECKO/IbKO MOPTOB NepeymcieHnem Yepes «,» Mbo yKasaTb
AMnanasoH NopToB Yepes «-»):

— ana front port: <unit/port>, rae:
= unit — HOmMep moayns, NPUHUMAET 3HaYeHusa [1],
= port — Homep nopTa NnpuHMMaeT 3HavyeHus [0 .. 3];
— pana port-channel: [0 .. 4].

3HaueHue No YMOYaHUIO
Ha aucnneit 6yaet BbiBegeHa MHGOPMALMA MO BCEM NOPTaM.
KomaHAHbIi pexxum

CONFIG SWITCH
Mpumep

SBC2000-[CONFIG]-[SWITCH]> show 1lldp local

LLDP local TLVs

Interface Device ID Port ID TTL

front-port 1/1 02:00:04:88:7c:0a front-port 1/1 120

front-port 1/2 02:00:04:88:7c:0a front-port 1/2 120
show lldp statistics

JaHHaa KomaHza No3BoNsieT NPOCMOTPETb CTaTUCTUKY LLDP ana nntepdeiicos front-port, port-channel.
CuHTaKcunc

show lldp statistics [<interface>< number >]

MapameTpbl

OnuMoHanbHble NapaMeTpbl, €C/IM UX ONYCTUTb, TO Ha Aucnaen byaeT BobiBegeHa MHPOPMaLUUA No BCEM
nopTam.

[interface] — Tmn nHTepdeiica:

— front-port — BHewHwue uplink-uHtepdelicsbl;
— port-channel — rpynnbl arperaumm LAG BHewwHux uplink-uHTepdeincos;
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[number] — Homep NopTa (MOKHO YKa3aTb HECKOJIbKO MOPTOB NepeymcieHnem Yepes «,» Mbo yKasaTb

[ManasoH NopToB Yepes «-»):

—  ana front port: <unit/port>, rae:
= unit — HOmep moayns, NPUMHUMAET 3HadYeHusa [1],
=  port — Homep nopTa NpuHMMaeT 3HadeHus [0 .. 3];
— ana port-channel: [0 .. 4];
— pnsaslot-channel: [0 .. 15].
3HayeHue No YMONYaHUIO
Ha gucnnei 6yaet BbiBegeHa MHGOPMALLMS NO BCEM NMOPTaM.
KomaHgHbli1 pexxum

CONFIG SWITCH
Mpumep

SBC2000-[CONFIG]-[SWITCH]> show l1ldp statistics

Tables Last Change Time: 0:0:4:28
Tables Inserts: 3
Tables Deletes: 1
Tables Dropped: 0O
Tables Ageouts: 0

LLDP statistics

Interface Tx total Rx total Rx errors Rx discarded TLVs discarded TLVs unrecognized Agouts total

front-port 1/0 0 0 0 0 0 0 0

front-port 1/1 6134 6159 0 0 0 0 0

front-port 1/2 6141 6136 0 0 0 0 0

front-port 1/3 0 0 0 0 0 0 0
show lldp lidpdu

KomaHpaa cny»kut ans npocmoTpa cnocoba 06paboTku LLDPDU-nakeToB ana nHtepdencos, rae GyHKuma LLDP

OTKNIOYEHA.
CuHTaKcuc

show lldp lldpdu
MapameTpbl

KomaHza He cofiep»KUT apryMeHToB.
KomaHAHbIN pexxum

CONFIG SWITCH
Mpumep

SBC2000-[CONFIG]-[SWITCH]> show 1lldp lldpdu
Global: flooding
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4.3.11 Hacmpoiika QOS

gos default

[aHHOW KOMaHZoM yKasbiBaeTcs NpuWopMTeTHas ouyepedb, B KOTopyl OyayT nocTynatb nakeTbl 6e3
npeaycTaHOBAEHHbIX NpaBu. Ouepeab co 3Ha4YeHnem 7 cuntaeTtca Hanbosiee NPUOPUTETHON.

CuHTaKcuc

gos default <queue>

MapameTpbl

<queue> — HOMep NPUOPUTETHON ouepeam, NPUHNMAET 3HaueHua [0 .. 7].

3HayeHue No YMONYAHUIO

Mo ymon4aHuio ucnonbayetcs ovepeas 0.

KomaHgHbIi pexxum

CONFIG SWITCH

Mpumep

gos default 6

MNakeTsbl, AnA KOTOPbIX HE YCTAaHOB/IEHDbI APpyrmne npasusa, NnOCTynatoT B o4epenb C NPUOPUTETOM 6.

gos type

[aHHas KomaHAa No3BO/IAET YCTaHOBMTb MPaBKIo, Mo KOTOPOMy ByAeT OCyLecTBAATLCA BbI6OP NoAA NpuopUTeTa

ANnA nakeTta.

Ha ocHoBe YyCTaHOBJ/IEHHbIX MpPaBua B cucTeme OyaeT NPUHMMATLCA peleHue, No Kakomy meTogy byaer
OCYLLECTBAATLCA NpUopuTM3auma Tpaduka (IEEE 802.1p/DSCP).

B cucrteme pa3nnyaloT chegyrowme metoabl npnoputesaulmn Tpadwn(a:

CuHTaKcuc

Bce npuopuTeTbl paBHOMNPABHbI;

Bbi6op naketos no ctaHgapTy IEEE 802.1p;

Bbi6op naketoB TonbKo no IP ToS (Tun obcnyxunBanus) Ha 3 yposHe — nogaeprkka Differentiated
Services Codepoint (DSCP);

Bsaumogeiictene nmbo no 802.1p, nambo no DSCP/TOS.

qos type <type>

MapameTpbl

<type> — meTtog npuoputnsaunm Tpaduka:

0 — BCe NPMOpPUTETbI PaBHOMNPABHbI;

1 — Bbibop NakeToB To/1bKO No 802.1p (none Priority 8 802.1Q Tere);

2 — Bbl6op nakeTtoB TonbKO no DSCP/TOS (none Differentiated Services 3aronoska IP-nakera,
cTapluue 6 6urt);

3 — B3aumogeiictene ambo no 802.1p, ambo no DSCP/TOS.

3HaueHue no YMONYAHUIO

Mo ymon4YaHUio Bce NPUOPUTETbI PaBHOMNPABHbI.

KomaHpgHbli1 pexxum

CONFIG SWITCH

Mpumep
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gos type 2 |

Mpuoputusauma Tpadpuka byaeTt ocyecTsaAATbCA TobKo no DSCP/TOS.

qos map

[aHHOM KoMaHAOoM 3a4atloTCcA NapameTpbl 414 NPUOPUTETHOM odepeam:

— yKasbliBaeTcAa 3HadyeHune nons Differentiated Services 3aronoska IP naketa, ctapwue 6 6uT,
— 3HauyeHue nonsa Priority 8 802.1Q Tere.

Ha ocHoBe npaBuWA, YCTAaHOB/EHHbIX KOMaHAOMW (oS type, U 3afaHHbIX 3HaYeHWU NPUOPUTETA OCYLLECTBAAETCA
oTbOp NaKeToB B AaHHYIO NPUOPUTETHYIO oYepesp.

Mcnonb3oBaHue oTpuuaTenbHon ¢opmbl KOMaHZbl (NO) Mo3BOAAET yAanuTb 3anucb U3 Tabauubl HacTpoeK
oyepegei.

CuHTaKcuc

[no] gos map <type> <field values> to <queue>

MapameTpbl
<type> — meToz npuopuTU3aumnmn Tpaduka:

— 0 — no crtaHgapTty 802.1p (Mcnonb3yeTcs Ha 2 ypoBHe);
— 1 — no craHaapty DSCP/TOS (1cnonb3yetca Ha 3 ypoBHe);

<field values> — 3HauyeHMe nosa, NO KOTOPOMY OcCyllecTBAseTcA oTObop NakeToOB yCTaHaB/AMBaeTcA B
3aBMCMMOCTM OT <napameTpa 1> (3HayeHMA noneit BBOAATCA Yepes 3anATyto, MO0 KaK AnanasoH Yepes
«-»):
— ecnun <type> =0, To ycTaHaBAMBaeTcs 3Ha4yeHMe nona Priority 8 802.1Q Tere: [0 .. 7];
— ecqan <type> = 1, To ycrtaHaBAMBatoTca 3HadeHua nonen Differentiated Services 3aronoska IP-
naketa, ctapiluune 6 6uT. 3HauyeHue BeoamTca B 10-uHom popmarte: [0 .. 63];

<queue> — HOMep NPUOPUTETHOM ouepeam, NPUHUMAET 3HayeHua [0 .. 7].
KomaHAHbIi pexxum

CONFIG SWITCH
Mpumep

| gos map 0 7 7

Ons 7-0i npMopuUTETHOM oYepeam yKasaHo 3HaYeHne nons priority = 7 8 802.1Q Tere.

cntrset

[aHHOW KOMaHZOM OCyLWecTBASeTCA NpuBA3Ka COOpPLLMKA CTAaTUCTMKM ouyepeleil K odyepeaam C 3aZaHHbIMM
KpUTEPUAMMU.

CuHTaKcuc

cntrset <PORT> <UNIT> <SET> <VLAN> <QUEUE> <DROP PRECEDENCE>

MapameTpbl
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< PORT > — T1n nopTa Ansa noacyeta NPUHMMaeT 3HaYeHuUA:

all — Bce nopTsi;

cpu — CPU-nopr;

front-port — counting front-port;
host-port;

sm-port;

< UNIT > — nopsakoBbIii HOMep nopTa:

ONS CPU: NPUHUMAET 3HaYeHus [1];
ana front port: <unit/port>, rae:
= unit — HoMep moaynA, NPMHUMAET 3HayeHua [1];
=  port — Homep nopTa, NPUHMMAET 3HadyeHus [0 .. 3];
ana host-port: <unit/port>, rae:
= unit — HOmep moayns, NPUHUMAET 3HadYeHua [1];
=  port — HomMep nopTa, NpUHMMaeT 3Ha4veHus [0 .. 2];
ana sm-port: <unit/port>, rae:
= unit — HOmep moayns, NPUHUMAET 3HadYeHua [1];
=  port — Homep nopTa, NpUHMMaeT 3Ha4vyeHus [0 .. 5];
< SET > — Homep cHbopLUMKa CTaTUCTUKN, NPUHUMAET 3HaveHua [0 .. 1];
< VLAN > — naeHTMduMKaunmoHHbIn Homep VLAN, npuHUMaeT 3HadyeHusa [1
< QUEUE > — Homep ouepeamn, npuHMmaeT 3HaveHus [0 .. 7] nau all;
< DROP PRECEDENCE > — 3HaueHue drop precedence [0 .. 1] nau all.

KomaHgHbIi pexxum

CONFIG - SWITCH

Mpumep

.. 4094] nnum all;

cntrset sm-port 1/2 1 22 2 1

show cntrset

KomaHga gna npocmoTpa MHbopmaumm cboplumka ovepesen.

CuHTaKcuc

show cntrset <SET>

MapameTpbl

<SET> — Homep cyeTumKa [0 .. 1].

KomaHgHbIi pexxum

CONFIG — SWITCH
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show qos

[aHHas KomaHZa npeaHasHayeHa A1a MPOCMOTPA HasHaYeHHbIX oyepeaam npuoputetoB. Mo yMOSYaHUIO
npuoputeT oyepean paseH 0. 3HaueHue MpuopuTeTa ANIA OYEpeaM yCTaHaB/AMBaeTcA B guanasoHe [0 .. 7],
ouyepeab CO 3HAYEHNEM NpUopUTETa 7 cunTaeTca Hanbonee NPUOPUTETHOM.

CuHTaKcuc

show qos

MapameTpbl
KomaHga He cofepKUT aprymMeHTOB.
KomaHgHbli1 pexxum

CONFIG = SWITCH
4.3.12 KomaHObI pabomoi ¢ KoHgu2ypayueli

Y kommyTatopa SBC-2000 ecTb 2 TMNa KOHGUTYpaLUK:

— running-config — KoHbuUrypayma, Kotopas B AaHHbIM MOMEHT aKTUBHA Ha YCTPOMCTBE;
— candidate-config — KoHdUrypaums, B KOTOpyLo BHECEHbI Kakne-1nbo nsmeHeHus, running-config oHa
CTaHeT nocne ee NpuMeHeHUs KomaHaol apply.

MpocmoTp KoHpuUrypaumm

show running-config

CuHTaKcUuc

show running-config
MapameTpbl

KomaHga He copepKUT aprymeHTOB.
KomaHgHbIii pexxum

CONFIG - SWITCH

show candidate-config

CuHTaKcUuc

show candidate-config
MapameTpbl

KomaHga He coaepKUT aprymeHTOB.
KomaHgHbIi1 pexxum

CONFIG - SWITCH
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4.3.13 KomaHObI npumeHeHuUs u noomeepxcOeHuUsa KoOHgpu2ypayuu

Mocne BbINOSIHEHMA AEWUCTBUA NO KOHPUrypupoBaHUIO KommyTaTopa SBC-2000 HeobxoguMmo NpPUMEHUTb
KoHurypaumto (apply), 4Tobbl OHa CTaNa aKTUBHOW Ha YCTPOICTBE, M NoATBEPAUTL NpumeHeHue (confirm) gns
3aLUUTbI OT TOFO, YTO BHECEHHbIE U3MEHEHUSA CTa/IM NPUYMHOM NOTePM A0CTyNa A0 ycTpoincTBa. Ecam B TeveHme 60
CeK. He bbl10 BbINOIHEHO NOATBEPKAEHME, TO KOHOUIYpaLMA OTKaTbIBaeTCcA A0 npeablaywei running-config.
KomaHOa npumeHeHuUs KoHgu2ypayuu.
CuHTaKcuc

apply
MapameTpbl

KomaHga He cogepKuUT aprymeHTOB.
KomaHgHbIi pexxum

CONFIG — SWITCH

KomaHOa noomeepicoeHus.
CuHTaKcUuc
confirm
MapameTpbl
KomaHga He coaepKUT aprymeHTOB.
KomaHgHbIi1 pexxum

CONFIG — SWITCH
4.3.14 [Ipo4yue KOMaHObI

config

KomaHaa gns Bosepata B meHto Configuration.
CuHTaKcUuc

config
MapameTpbl

KomaHaa He cofepKUT apryMeHTOB.
KomaHgHbIi1 pexxum

CONFIG - SWITCH

exit

KomaHgaa BbixoZa U3 faHHOro NogMeHt0 KOHOUTYPUPOBaHMA Ha YPOBEHb BbiLLE.
CuHTakcuc
exit
MapameTpbl
KomaHaa He cogepKuT apryMeHTOB.
KomaHgHbIi pexxum

CONFIG — SWITCH
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history

KomaHaa npocmoTpa UCTOpun BBEAEHHbIX KOMaHA,
CuHTaKcUuc

history
MapameTpbl

KomaHaa He cofepKUT apryMeHTOB.
KomaHgHbIi pexxum

CONFIG — SWITCH
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NPUNOMEHUE A. PE3EPBHOE OBHOBJ/IEHUE BCTPOEHHOIO MO YCTPOMCTBA

B cnyyae, Korga He ypaetca obHoBuTb O uyepes web-koHbUrypaTop uMaM KoHconb (telnet, RS-232),
CyLLECTBYET BO3MOKHOCTb pe3epBHoro obHosneHus MO yepes RS-232.

[na Toro ytobbl 06HOBUTL BCTpoeHHoe MO ycTpolicTBa, HEOBXOANMbI CleAyOWME NPOrPaMmbi:

— nporpamma TepMmnHanos (Hanpumep, TERATERM);
— nporpamma TFTP-cepsepa.

MNocnenoBaTesIbHOCTb AENCTBUIM NPU OOHOBAEHUM YCTPOMCTBA:
1. MopgKkntoumnTbes K nopty Ethernet ycTpoitcTsa;
2. Moakntountb cKpeleHHbIM Kabenem Console-nopT komnbtoTepa K Console-nopTy yCTPONCTBA;
3. 3anycTnTb TEPMUHAbHYO NPOrpammy;

4. HacTtpouTb ckopocTb nepegayum 115200, popmat AaHHbIX 8 6UT, 6e3 napuTteTa, 1 6UT cTONOBbLIN,
6e3 ynpaB/iieHUs NOTOKOM;

5. 3anyctutb Ha KomnbtoTepe nporpammy TFTP-cepsepa M yKkasaTb nyTb K nanke smg_files, B Hel
co3aatb nanky smg2016, B Kotopyto nomectutb dannbl smg2016 kernel, smg2016_initrd 0na SBC-2000
(smg1016M_kernel, smg1016M _initrd 0sna SBC-1000) (KomnbioTep, Ha KOTopom 3anyuieH TFTP-server, u
YCTPOWCTBO A0JIXKHbI HAXOAUTBLCA B OAHOW CETH);

6. BKAOUYATb YCTPOMNCTBO M B OKHE TEPMMHANbHOW MPOrpamMmmbl OCTAaHOBWUTbL 3arpysky nytem
BBEeAEHMA KOMaHAabl “stop”:

Ona SBC-2000:

U-Boot 2011.12 (Nov 18 2013 - 12:56:19) Marvell version: 2012 Q4.0pl7

Init Switch of the board

Switch. Initialization

Switch. Initialization Ok, Vendor Id: 00001lab
Switch. Phy 4: id 0141-0dcO

Switch. Phy 5: id 0141-0dcO

Switch. Phy 6: id 0141-0dcO

Switch. Phy 7: id 0141-0dcO

Switch. QSGMII 0: 0a800050 = 00000001. Sync not ok
Switch. QSGMII 3: 0a803050 = 00000003. Sync ok
Switch: cpu link 0: 0000acOf. Sync not ok
Switch: cpu link 1: 0000acOf. Sync not ok
Switch: cpu link 2: 0000acOf. Sync not ok
Switch: cpu link 3: 0000acOf. Sync not ok

Net: egigal [PRIME]

Warning: failed to set MAC address

, egigal, egiga2, egiga3

Type 'stop' to stop autoboot: 3

SMG2016>>
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Ona SBC-1000:
U-Boot 2009.06 (Feb 09 2010 - 20:57:21)

CrUs AMCC PowerPC 460GT Rev. A at 800 MHz (PLB=200, OPB=100, EBC=100 MHz)
Security/Kasumi support
Bootstrap Option B - Boot ROM Location EBC (16 bits)
32 kB I-Cache 32 kB D-Cache
Board: <SBC-1000>v2 board, AMCC PPC460GT Glacier based, 2*PCIe, Rev. FF
I2C: ready
DRAM: 512 MB
SDRAM test phase 1:
SDRAM test phase 2:
SDRAM test passed. Ok!
FLASH: 64 MB
NAND: 128 MiB
DTT: 1 FAILED INIT
Net: ppc 4xx ethO, ppc 4xx ethl

Type run flash nfs to mount root filesystem over NFS

Autobooting in 3 seconds, press 'stop' for stop
=>

7. Beectn set ipaddr <IP-agpec ycTpoiictBa> <ENTER>;
Mpumep: set ipaddr 192.168.2.2

8. BBecTn set netmask <ceTeBasa MacKa ycTpoiicta> <ENTER>;
Mpumep: set netmask 255.255.255.0

9. BBectn set serverip <IP-agpec KomnbloTepa, Ha KOTOPOM 3anyuieH tftp cepsep> <ENTER>;
Mpumep: set serverip 192.168.2.5

10. [Ons SBC-1000 BBectimii si <ENTER> anna akTuBauumum ceteBoro uHTepdelica:

=> mii si

Init switch 0: ..Ok!
Init switch 1: ..Ok!
Init phy 1: ..Ok!

Init phy 2: ..0Ok!
=>

11. O6HoBWTb AApPO Linux KomaHaoh run flash kern:

Ona SBC-2000:
SMG2016>> run flash kern

TFTP from server 192.168.2.5; our IP address is 192.168.2.2

Filename ' smg2016/smg2016 kernel'.

Loading: #####4# 4444444444444 HHHHHHHHHHHHFHFRHHRHHRHHHHHHH A H S H A4S
iEa st E TSR EEEEEEEE L

done

Copy to Flash... done
SMG2016>>
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Ana SBC-1000:
=> run flash kern
About preceeding transfer (ethO):
- Sent packet number 0
- Received packet number O
- Handled packet number O
ENET Speed is 1000 Mbps - FULL duplex connection (EMACO)
Using ppc 4xx eth0 device
TETP from server 192.168.2.5; our IP address is 192.168.2.2
Filename ' smg/smgl016M kernel'.
Load address: 0x400000
Loading: ########H4H#HH4H4H4H4H#HHHHHHAHHEFAHAHHARARARARAREHEHEHEHEHEHSSSASA
G o
done
Bytes transferred = 1455525 (1635a5 hex)
Un-Protected 15 sectors

............... done

Erased 15 sectors

Copy to Flash... 9....8....7....6....5....4....3....2....1....done
=>

12. O6HoBWTb daitnosyto cuctemy komaHgaov run flash initrd:

Ona SBC-2000:
SMG2016>> run flash initrd

TFTP from server 192.168.2.5; our IP address is 192.168.2.2

Filename ' smg2016/smg2016 initrd'.

Loading: #######444#44444H4444HHHH4HHHEHHHFEHAHRSEHHRFEHAHHESEHRSEHHHSEHAS
sttt
sttt
sttt
FHHfH 44 S
FHHfH 44 S
FHefd4 A fda At A A A4 At A AR E A AR A A4
FHefd4 A fda At A A A4 At A AR E A AR A A4
FHefd4 A fEa At A A a4 At A A A A AR A4
FHHHH 44 A A A
FHHHH 44 A S A

FHAS AR HH
done
Eopy to Flash... done
SMG2016>>

Ona SBC-1000:

=> run flash initrd

Using ppc_4xx ethO device

TFTP from server 192.168.2.5; our IP address is 192.168.2.2

Filename ' smg/smgl016M initrd'.

Load address: 0x400000

Loading: #######444#4444 4444444444 HEHHHFEHHHRHEHHRHFEHHH LSS HHSEHHHSEHAS
FHefd4 A fd4 At A A A4 At A AR E A A A4
sttt
xS T AL A EEEEEEEE L EEEEEE R EE LR X
FHHHH 44 A A A
FHHfH 44 A A
sttt
sttt
FHHHH 44 A S A
FHHfH 44 E A A S
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xS EE L EEEEEEEE T EEE TR E R LR R XS
TS E TS E L EEE L

done

Bytes transferred = 25430113 (1840861 hex)

Erase Flash Sectors 56-183 in Bank # 2

Un-Protected 256 sectors

Erased 256 sectors

Copy to Flash... 9....8....7....6....5....4....3....2....1....done=>

13. 3anycTuTb YCTPOMCTBO KOMaHAOM run bootcmd.
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NMPUNOXEHUE B. MPUMEPbI HACTPOWKU SBC
1. Hacrpoiika SBC ansa SIP-aboHeHTOB
Cxema npmeHeHuUsA

VLAN 100 VLAN 100
192.168.20.120:5062 192.168.20.115:5060

Softswitch = B SIP-wnio3

VLAN 50 VLAN 50
192.168.16.65:5060 192.168.16.113:5061

Anroputm paborbl

ABGOHEHTCKMIA WN3 oTnpaBasetr coobuweHne Ha IP-agpec 192.168.20.120 nopt 5062, SBC-2000
nepecblnaeT AaHHbIM Tpaduk c IP-agpeca 192.168.16.113 nopT 5061 Ha agpec Softswitch 192.168.16.65 nopt
5060.

Mopapok KoHourypmuposaHua SBC

1. KoHdurypuposaHue uHTepdeicos (meHio KoHdurypauma wuHtepdeiico/CeteBble MHTepdelichbl,
pasgen 4.1.4.3).

A. Co3pgaTb UHTepodelic B HanpasaeHnn Softswitch.

MapameTpbl MHTepdeica: 192.168.16.113.

CeTeBoii uHTepdeiic 1

VA ceTn || 16.113 |

Mpodgwmne firewall | He euiBpan

Tun || Untagged -

Wenonezoeate DHCP | [

IP agpec | | 192.168.16.113

Macka ceTh | | 255.255.255.0

|
|
Broadcast | |
|

W3 ||

MonyunTe DNS aETOMATUYECKA

Monyunte NTP aBTOMATUYECKN

CepBHChl
Ynpaenexue uepesz Web | []
Ynpaenexue no Telnet | [[]
YnpaeneHwe no SSH | [
Wenonszoeate SMMP | [
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B. Co3gatb nHTepdelic B HanpaBaeHMM abOHEHTCKOrO W/to3a.

MapameTpbl MHTepdelica: 192.168.20.120.

CeTeBoil MHTepiheiic 2
MMA ceTn |20.120 |
Mpodmne firewall | He ewBpan
Tan || Untagged - |
Wcnonszoeats DHCP | [
IP agpec || 192.168.20.120 |
Macka ceTu || 255.255.255.0 |
Broadcast | |
LWnwo3 | |
Monyunte DNS aETOMATHYECKH
Monyunts NTP aBTOMAaTHYECKN
Cepaucnl
Ynpaenexue uepes Web | []
Ynpaenexuwe no Telnet | []
¥npaeneHwe no SSH | []
Wcnons3oBate SNMP | []

2. KondurypuposaHue megma gna SIP (meHio KoHdurypaumsa SBC/AuanasoH RTP noprtos, pasgen

4.1.3.6).

HeobxoamMmo 3aaaTb AnanasoHbl Mcnonb3yemblx ana RTP nopTtos.

NapameTps! UDP-nopTos gns nepeaauun RTP Tpadmka

Hauankxwit nopr @ | 24000
Konwuecteo noptos '€ | 1000
MpMMEHHTL

3. KoHdurypuposaHue SIP-tpaHcnopTta (meHtio KoHdurypaumua uHTtepdeiicos/SIP TpaHcnopT, pasgen

4.13.1).

A. [obaBuTtb SIP-TpaHCNOPT B HanpaBaeHUM abOHEHTCKOrO WAt03a.

MapameTpbl MHTEpPdEiCa:
cemesoli uHmepgpelic — 20.120;
nopm 01 cueHanuszayuu — 5062;
medua — 20.120.

ébmmn
WmA | [20.120_5062
MMﬂCETM; [1] 20.120 (bond1.100 192.168.20.120) =

ﬂopr% 5062

Cetesoil uHTEepdeic gns RTP . [1] 20,120 (bond1.100 192.168.20.120) =

MpUMeHUTE OTMEHUTE
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B. Jo6asuTb SIP-TpaHCNOPT B HanpaBaeHUK

Softswitch.
SIP transport 1
MapameTpbl MHTEPdENCa: Vin | |16.113_5061
cemesoli uHmepghelic — 16.113; ms cetw | | [2]16.113 (bond1.50 192.168.16.113) =
nopm 01 cueHanusayuu — 5061; | opr | 5061

medua — 16.113.
Ceresoit uHTepdeiic gna RTP | | [2] 16.113 (bond1.50 192.168.16.113) :

MpumMeHuTb OTMeHuTb
C. Tabnuua SIP-TpaHcnopTa 6yaeT MmeTb cneayowmii BUA;:
SIP TpancnopT
Ne | Wun I mR cetn [ WHTeppedc | nopr | CeTenoll wiTeppeiic Ana RTP
o 20.120_5062 20120 bond1.100 (192.168.20.120) 5062

20.120
bond1.100 (192.168.20.120)
1 16.113_5061 16113 bond1.50 (192.168.16.113) 5061 16.113
bond1.50 (192.168.16.113)

NobasnTo PefaKTuposars Ypanute

4. KoHourypuposaHue SIP-nonbsosatenei (meHtio KoHpurypauma SBC/SIP Users, pasgen 4.1.3.3).
A. Oob6asuTtb SIP Users.

B none «SIP mpaHcriopm» BbIGpaTb TPaHCNOPT B HanpasaeHnn aboHeHTa (20.120 50 62), echn aboHeHTbI
HaxopgaTca 3a NAT, yctaHoBUTb dnar «AboHeHmobl 3a NAT» 1 yKasaTb Bpemsa XpaHeHus coeguHeHmnsa Ha NAT.

ViR || pateway

SIP Tpakcnopt || [0] 20,120 5062 -
TpancnopTHesf npotokon @ | | UDP-anky -
DOPMAT JAON0RK0E SIP | | full -

Mpodune RADIUS | | He subpan -

MepeaBATE OHTAKT Ge3 naweHesna | [

TadfuayT oxmganns RTP-naretos, ¢ W [

TafuayT oxuganien RTP-nakeTol nocne
nomysgHuA Silence-Suppression (woxmreny) @

TaAMAYT 0RAAAHWA RTP-NAKETOR B PEnaise
yRepmaHwA aw308a (sendonly, inactive) (Msomatens)

Taitmayt ommanna RTCP-naxetos, ¢ W@

JanpAWNBARMEIA NEDNGT KOHTDOMA CRCtHN
(Session Expires, RFC 4028), ¢ W

SIP gomen
AboxenTel 2a NAT | [

BpeMA XPAHEHNA COBQMHEHNA HA NAT, C

OrpanHy HHCNE DAHORD ceccAd
® Ee3 orpaHnsima
or aammclpnwaamumwwdon MoNHOCTRO JANPETHTL
Makcumym | 0 CeCoHi

Be3 orpaHnweHun
OF HeIaperCTPUpoBaNHLX abowenTor | ) Mom0CTED JANPETHTE

Maxcumym CecoHi

Flule set | | Her -
il
Hoxeepruposars RFC2833 Rash s SIP INFO

PaspewnTs NEPEHANPARNEHWE
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B. Tabnuua SIP-nonb3oBaTtene byget UMeTb CieAyoLWnin BUA:

SIP Users
n.[ Wmn ‘ SIP Tp o pod P PTHBIHA NP [ NAT
[} gaweway 20.120_5062 He Beabpan UDP-only
AobaenTs PeAIKTHROBAT YAAAHTE

W_"""’““’""""'_ NAT.c | SPAowen | Ruleset |

5. KoHdurypmposanue SIP HanpasneHuii (meHto KoHurypauua SBC/SIP Destination, pasgen 4.1.3.2).

A. [o6asuTb SIP Destination.

B none «SIP mpaHcriopm» BbIbpaTb TPAaHCNOPT B HanpasaeHuu Softswitch (16.113 5061), B none «Remote

address» yKkasaTb IP-agpec Softswitch.

SIP destination 0

Wmn | | softswitch
SIP TpaKcnopT || [1)16.113 5061
Remote address || 192.168.16.65

TpancnopTHui npaToxon @ || UDP-only

DopMar zaronoexoe SIP | | full
AganTaumun

MNepegasars kouTakT Ge3 nameneqns | [

TaiMayT osmgaHnA RTP-naketos, ¢ '@

TaimayT oxngasma RTP-nakeTos noche
nonywennA Silence-Suppression (muosmTens) @
TamayT oangasun RTP-nakeTos 8 pesmme

yAepaHIA Bui308a (sendonly, inactive) (uHosuTens) '@

TanMayT oxmgaHuR RTCP-naketos, © L

JanpAMEAENEIA NEPHOS KOHTPOMA CECCHA
(Session Expires, RFC 4028),c '@

Mepuog nposepen palouero cepsepa, ¢
(nocne 3aBepweHMA NPEALAYLER TpaHIaKMH OPTIONS) @

Nepuog nposepss Hepabouero cepaepa, ¢
(MOENE 3aBSPWICHMA NPEALIAYILER TpaH AN DPTIONS) &

Ayrewtwprapn SBC

Nomx

Napons

PerucTpaea SIP trunk
Tiin perMcTpaLMe || Het

Mepuopg pemecTpaumn, ©
WA nonbaceatenaHomep
SIP-gomeH

® Ees OIPEHHUEHHA
HHUEHWE WICNa 0 MEHHBIX CRCTHA ; MOAHOCTER 3ANPETHTE
pe

" Mau‘cuu_.ru [i] CBCCHMR

Rule sef || Her

Omupmm
KoHsepTupoeats RFC2833 Flash g SIP INFO | [

Pazpewnts nepesanpasnese | [

B. Tabauua SIP-HanpaBneHui 6yaeT umeTb cnegyowmii BUa;:

[SIP Destination

L (L | SIP TpascnopT Remote address | ApanTaumn ] npoToKon | Rule set
o softswitch 16.113_S061 192.168.16.65 - UDP-onty
NoSanuTe PeakTHpoBaTL Yaanute
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6. KoHourypuposaHue Habopos npasun (meHio Kondurypauma SBC/Rule set, pasaen 4.1.3.5).

Co3patb Habop npasu, ykasaTb ero uma, 4obaBuTb NpaBuao B Habop. B none «Jelicmsue» BbibpaTh «Send
to destination», B none «SIP Destination» yKasaTb HanpaB/ieHWe, KOTopoe KoHurypmposanocb gnsa Softswitch.
BbicTaBuTb ycnosue «Bce», coxpaHUTb NpaBuao U Habop npasu.

Rule set

HacTpo#ks npasuna

Wma | |Rou

teRule0l

Oeictene | Send to destination

He nepspaeate diversion | |

MHTEpBan EpeMeHi patoTel

YU:MM-HY: MM

Yenoeua

v

v

v

v

e

\- Coxpanite _| | Otmenuts

7. MpuBA3Ka NpaBuaa K HanpasBaeHWto 1A abOHEHTOB.

A. 3aitTn B pasgen «SIP Users», BblbpaTb paHee co3gaHHOE HanpasfeHue M B nose «Rule set»
Bbl6paTb CO34aHHbIN Habop npaBu.

SIP user 0

(L] E;e‘:eiw-a.\r“

SIP tpasicnopr | [[0] 20120 5062

Rule set

|Her

TparenopTHei npotoxen ¥ | | UDP-only

SopwsT sarancexes SIF | [Full

Mpodbuns RADIUS | | He BaifipaH

MepenseaTe koHTaT Bez wameteHLA

TeibmayT comnarn RTP-naxetos, ¢ W

TamsyT cnasmA RTP-naxketos nocne
nenysesnA Silence-Suppression {MHoHmMTEN:) o

TafmayT oxnaHus RTP-NSKeTOR & pescaMe
yaesokasHuA Bxizoss (sendonly, inactive) (wroerens) W

TaiimayT cxusarnn RTCP-naxetos, ¢ W

Kostpone |P:Port wetounuks RTP

3EMPSLUMESSMEIA NEpW KOHTRONA CEctu
(Session Expires, RFC 4028), ¢ §

SIP nowmes

ABoresTe 38 NAT

BpemA xparaHuA cosquHeriA He NAT, ¢ | |

He ucnonsacesTs nogwesly SDP mode
ana npodpoca KNS wapes NAT

MAHUMENEHOS EPEMA DETUCTDELNM, © w1

B. Tabnuua SIP-nonb3soBaTtenei byget UMeTb CieAyoLWnNin BUA:

Ne Nms sIp n RADIUS 1iA Npo 33 NAT B SIP gomen Rule set
Ha NAT, ¢
o gateway 20.120_5062 He BriGpaH UDP-only - - to_softswitch
| OoGasute || PefaKTUpOBaTh l YoanuTe

8. [lnA npuMeHeHMs HaCTPOEeK COXPaHUTb KoHourypaumio Bo Flash (meHio Cepsuc/CoxpaHutb
KoHdwurypauumio Bo FLASH, pasgen 4.1.12).
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2. Hactpoiiku SBC ans SIP-TpaHKOB

Cxema npmeHeHusA

VLAN 100 VLAN 100
192.168.20.120:5067 192.168.20.99:5060

Softswitch TpaHKOBbLIM LWNKO3

AN 50 VLAN 50
192.168.16.65:5060 192.168.16.113:5065

' E SBC He aHanusupyert TMNbl TpaduKa (aboHeHTCKUM unum sip trunk), ana pasHoro Tpadpuka
Heo6X0AMMO UCNO0b30BaTb Pa3Hble NOPTbI.

MopaaoK KoHurypuposaHua SBC

1. KoHourypupoBaHue nHtepdeiicos.

MNoapobHee B pasaene 1 Hactpoiika SBC gna SIP-aboHeHTOB faHHOTO MNpUIoKeHUs.

2. KoHdurypuposaHune meana ana SIP.

MNoapobHee B pasaene 1 Hactpoiika SBC gna SIP-aboHeHTOB AaHHOro MNpunoxkeHus.

3. KoHourypuposarue SIP-TpaHcnopTa (MeHio Kondurypauua SBC/SIP TpaHcnoprt, pasgen 4.1.3.1).

A. [o6aButb SIP-TpaHCNOPT B HanpaB/ieHUN TPAHKOBOTO LUHO3a.

MapameTpbl MHTEPdENCa: SIP transport 0
cemesoli uHmepgpelic — 20.120; n | [20.120_5067
nopm 011 cueHanusayuu — 5067; WmeA cetw | | [2]20.120 (bond1.100 192.168.20.120) =
medua — 20.120.
Mopr | |5067
CeTeeoi wTepgeiic gna RTP | [2] 20.120 (bond1.100 192.168.20.120) =
MpUMeHUTD OTMEHHTD
B. Job6asuTb SIP-TpaHcnopT B HanpasaeHun Softswitch.
v SIP trans 1
MapameTpbl UHTepdelica: port
o o Wma | [16.113_5065
cemeeoli uHmepeetic — 16.113; ——
nopm ns cuzHanu3auUU — 5065,’ . WmA cetw | | [1]16.113 (bond1.50 192.168.16.113) =
medua — 16.113. _ Mopr | |5065

CeTegoil wHTepdeiic gna RTP | | [1]16.113 (bond1.50 192.168.16.113) =

MpuMeHHTL OTMEHHTL
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C. Tabnuua SIP-TpaHcnopTa 6yaeT MmeTb cnepyowmii BUA;:

SIP TpancnopT
[} 20.120_5067 20.120 bond1.100 (192.168.20.120) 5067

20.120
bondl.100 (192.168.20.120)

T 16.113_5065 [ 16113 bond1.50 (192.168.16.113) 5065 | 16113
bond1.50 (192.168.16.113)

Aobaente PefaxkTuposaTs YaanuTe

4. KoHdurypuposaHue SIP-HanpasneHunin (meHto Kondurypauma SBC/SIP Destination, pasgen 4.1.3.2).

A. [obasuTb SIP destination B HanpaBaeHUM TPAHKOBOTO WJ03a (none «Rule set» Ha AaHHOM 3Tane
3ano/HATb He TpebyeTcs).

SIP destination 0
Hum | | trunk_gateway
SIP Tpascnopt | | [0 20.120 S067 -

Remoie address | | 192.168.20.99

TpascnopTHEN NpoTORIN % || UDP-only e
(Dopmar 3aronoaxoe SIP | | full =

AfanTaupa | | - -

Mepegasare wouraxt Ges wawapenan | [

TaiuayT oxmganua RTP-naetos, ¢ @

TadiayT coagasmn R TP DT o0 nocm

NoMyuEHKA Silence-Suppression (MosmrTens)

TaAmayT oaMaaHRA RTP-NakeToR B pesmme

FREPEANUA B I08D (SEnonly, IRACHE) (MeIwT M) w

TaiMayT oxugannA RTCP-nakeron, ¢
SANPALMBIEMLIH NEPHO] EDHTPONA CECCHA I &

(Session Expires, RFC 4028), ¢ W

Mhepwo, Npombeps pABoWerD Copaepa, ¢

&0
{Nocne 3aEepwerHHA NpegsIyWeR TpaH3aH OPTIONS) W
Mepiog npoeepa Hepabowero cepaspa, © ™
(NOENE JABRPWEHHA NPEFLTYWER TpaHI A OPTIONS)
AyTeHTHMKALMA SBC
Narad
PO b
Parncipaipe SIP trunk
Tn pemcTpayme || Her -

MEPUOS PEMCTPALWN, ©

ViR nonbaneaTEnAHoMep

SIP-goMeR
% ey OIPAHAUEHMA
CHNpaHAHEHIE YACTA 0aHoBpeMeHHsE cecoui | L MonwocTeo 3aNPETHTE
Maxcumym | 0 CBCCH
Rulaset || Her bt
Onupis

KoHeepTHposaTs RFC2833 Flash & SIP INFO

PaspelwnTs neperanpane e
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B. fob6asuTb SIP destination B HanpasBneHun Softswitch (none «Rule set» Ha paHHOM 3Tane

3aMoNHATL He TpebyeTcaA).

[ saftswitch

SIP TpAHCHOpT

[ 11716.113 5065

Remote address

[192.168.16.65

| upP.onty

TpaHCNopTHLEIA Np wn 6
SopMaT 3aronoexoe SIP

[

Agantais

[-

Mepegasars HTAET §23 HIMEHEHIR

TaimayT oxmganus RTP-naetos, ¢ @

TaituayT oxwgaHIA RTP-NakeTos nocne
nompuerien Silence-Suppression (mHoxarens)

O

O

)q'n

TafuayT cumaann RTP-naxeTos & p
Be308a. . inactive) usouontens) &

FAFE b

TaimayT oxmgasns RTCP-nametos, ¢ ')

X0

JanpaiinEatuni NepHOE KOHTPOMR CHCHRN
(Session Expires, RFC 4028), ¢ '@

Mepuog s CEpB=pa. ©
[MOCNE JABEPLIHIA NPEALILER 'rpummml OPTIONS)

NepHaa NpoBEpi HEpalaoeers cepmepa, &
[nOCNE 33BEPIIEHAA NPeBER TPaHIaMM ORTIONS) &

mnpcrmpupm“m

MNepuog pemcTpayan, ¢

[0

KoHBEpTHPOEATE RFC2E33 Fash a SIP INFO

W nonsosatensHowep | | |
SIP-gowes || !
@Gﬂwun
OIPaNWUEHIE WA DRHOBP cecewit | O MonHocTwo 3anpeTuTs
O marcwwyu [0 ceccuit
Rule set| | Het x]

PaipewsTs NepeHanpasnesne

C. Tabnuua SIP-HanpaBneHuit byaet MMeTb caeayoLuni BUA;,

192.168.20.99

192.168.16.65
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5. KoHourypuposarue Habopos npasun (meHio Kondurypauma SBC/Rule set, pasaen 4.1.3.5).

Co3paTb gBa Habopa npasBua. B nepsom B none «SIP Destination» ykasaTb HanpaB/ieHWe, KoTopoe
KoHUrypuposanocb ans Softswitch. Bo BTopom yKasaTb HanpasieHMe Ha TPAHKOBbIN W03,

Rule set0
M to_softswitch |
[ Coxparwre | [ Ormenuts
Rules
‘ Ne | Wmsn |A¢ﬁcﬂm¢
o | RouteRule00 |Send to destination “[1] softswitch”
[ DoBaente || PenakTnposaTe ] [ Yoanute | * '
Rule set1
Wima |tu_trunk_gataway |
| Coxpanute || OTMenwTs
Rules
| Ne | ma |A¢i\|:m |
o | RouteRule01 |Send to destination "[0] trunk_gateway” |
| DOoBasute || PenaKTWpOEaTE J [ Yoanate | * '

6. MpuBA3aTb NPABMO K HaNPaBAEHUAM.

[na npuBA3KKM B HaCTPOIMKax HanpasnaeHua ana Softswitch B paspene «SIP Users» BbibpaTb Habop npasun,
y KOTOpOro B npasue, B nose «SIP destination» yka3aHO HanpaB/iieHNe Ha TPaHKOBbLIM W03, COOTBETCTBEHHO B
HacTpoWKax HanpaB/ieHWa A/1A TPAHKOBOrO LWJt03a BblbpaTb Apyroi Habop npaBw/, HamnpasAAlOWMI BCE Ha
Softswitch.

Tabnunua SIP-HanpasBneHuit byaet UMeTb cneayowmini BUA.:

Ne mn sIP ‘Remote address 1 TIpe Rule set
trunk_gateway 20.120_5067 192.168.20.99 - UDP-only t0_softswitch
1 softswitch 16.112_5065 192.168.16.65 - UDP-only to_trunk_gateway

=]

( Do6Gaeuts || PegakTuposaTe ] [ Yaanute

7. Ona npuMMeEHeHUsA HacTpoeK CoXpaHuTb KoHourypaumio Bo Flash (meHio Cepsuc/CoxpaHutb
KoHdurypauuio Bo FLASH, pasgen 4.1.12).
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NMPUNOXKEHUE B. OGECNEYEHUE ®YHKLUN PESEPBUPOBAHUA SBC

HaunHan c Bepcum 1.7.0, Ha SBC peanmsoBaHa PpyHKLMA pe3epBUpoBaHUNSA. [JaHHan GyHKLUUA aKTUBUpPYeTCA
aBTOMATMYECKN YCTAHOBKOW A0NONAHUTENbHOM AnueHsnm SBC-RESERVE. MpuHuMn paboTbl 3aKA0YaETCA B TOM,
4YTO pe3epsupyloLlee YCTPOMCTBO HaxoauTCA B cnalem pexkume (SLAVE), He HecA HUKAKUX QYHKLMI U He umesn
cBoero IP-agpeca B ceTn, NOoCToAHHO HabAtogaeT 3a OCHOBHbIM ycTponcTBom (MASTER) u, Kak Tonbko MASTER
BbIXOAUT U3 cTpos, SLAVE npuHumaeT Bce GyHKUMM Ha cebA, NONHOCTbIO 3aMeHsAs Bbiweglero ns ctpoa MASTER.
[Ona nonHoro aybnupoBaHuMa ¢yHKUMM pesepBupylollee YCTPOMCTBO MOCTOAHHO MOJy4aeT OT OCHOBHOIO
aKTyanbHyl KoHobUrypaumio, 6asy gaHHbIX abOHEHTOB M Apyrue, Heobxoanmsble ans pabotbl ¢ainbl. B cayyae
cmeHbl ctapwmHctea MASTER-SLAVE Bce ycTaHOBAEHHble BbI30Bbl pa3pyLlatoTCA, HOBble BbI30OBbl HayMHaeT
06pabaTbiBaTb YCTPOWMCTBO, KOTOPOE CTaI0 MACTEPOM.

/| Ana obecneyeHuii GyHKLMIA pe3epBMPOBaHNSA UCMNONB3YIOTCA TONLKO OAHOTUMHbBIE YCTpoiicTBa SBC-
. 2000 nn6o SBC-3000.

PaCCMOTpVIM CXeMbl NOAKNTHOYEHUA!

SBC (master)
NN
% .......
e T,

SWITCH

— |ocal link
-=== global link

: SWITCH
SBC (master) i (MES3124F

NS T

— local link
- global link

PucyHok 34 — Cxema pe3epBMpPOBaHNA OBYMA KOMMYTaTOPaMM B CTEKE
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Mpwn pesepBUpPOBaHMM Ha YCTPOMCTBE Bblgensetca 2 Tuna front-nopra, 3To NOKaNbHbIN U rnobanbHbIN. Ha
SBC-2000 nokanbHble nopTbl — 310 0 U 1, rnobanbHble — 2 1 3. Ha SBC-3000 noKanbHble nopTel — 310 1 1 2,
rnobanbHble — 3 1 4. HaumHas c Bepcum 1.10.9 noaBmaacb BO3MOMKHOCTb HAaCTPOUTb Kakoi 13 front-nopTos byget
JIOKanbHbIM, @ Kakol rnobanbHbiM. HacTpoikn nponssoaatcs B pasgene «Cetesaa noacmuctema» = «HacTpomku
front-nopTtoB ans pesepsuposaHus SBC».

Mpu coeanHEHUM YCTPOMCTB HEODOXOAMMA CBSA3b O4HOBPEMEHHO MO JIOKaZIbHOMY W FN06aNbHOMY JIMHKY.
Cxema pesepBupoBaHMA paboTaeT no npoTtokoay IPv6, B npouecce paboTbl ycTpolicTBa O0b6MeHMBatOTCA
KOHPUIypaUMOHHbIMU U APYTUMKU, HEOBXOAMMbIMU ANS NOAAEPKAHUA aKTyanbHOWU MHPopmaumm danamu. Ons
CBA3W MO NOKaNbHOMY /IMHKY mucnonb3yetca 4091 VLAN, no rnobanbHomy 4092 VLAN. B cnydyae paspbiBa no
JIOKaZIbHOMY IMHKY YCTPOMCTBa 06MeHMBatoTCA pabounmm dpatnamm no rnobanbHomMy NNHKY. Palinbl, cBA3aHHbIE
€ 6€30NacHOCTbIO (KNtouM ssh, CNIMCKM guHamM4Yeckoro 6paHgmayapa u T. 4.), nepefatoTcs TObKO Mo SIOKasbHOMY
JIMHKY, T. K. OH NOAK/IOYAETCA HAMPAMYIO MEXAY YCTPOMCTBAaMM M cumTaeTcs BesonacHbiMm. B cnyyae ecnm
NIOKaNbHbIA NUMHK NOAKNOYAETCA He Hanpamylo mexay SBC, a uepes3 Kakoe-TO yCTPOMCTBO, TO HeobxoaMmo
obecneunTb 6€30MNaCHOCTb APXUTEKTYPON CETH.

Mpu paspbiBe CBA3M NO O4HOMY M3 IMHKOB YCTPOMCTBO MHULIMMPYET aBapuio.

Ecan TpebyeTtca UsmeHUTb pexxum pabotbl front-nopToB € I0OKaNbHOro Ha rnobanbHbIN M HA060pPOT, TO
. HACTPOMKY HeobxoaMMO MeHATb Ha 0bounx ycTpoiicTBax (Beayweit (master) u Begomoi (slave) SBC).

Hanpumep, Tpebyetca cobpaTtb cxemMy ¢ pe3epBOM TaKMM 06pa3om, YTOObI IOKA/IbHbIM IMHK Obla Ha NopTax
2, 3 (ana SBC2000) nnm 3, 4 (ana SBC3000), a rnobanbHbiii Ha nopTax 0, 1 (ans SBC2000) unu 1, 2 (ans SBC3000).

[na 3Toro HEO6X0ANMO NOAKNOUMTLCA K NEPBOMY YCTPOMCTBY, MOMEHATL peXxnm paboTbl front-noptos ana
pe3epBa, COXPaHUTb KOHPUrypaumio. 3aTeM MOAKAYMTLCA KO BTOPOMY YCTPOMCTBY, TaKKe MOMEHATb PEXUM
paboTbl front-nopToB 414 pe3epBa U COXPaHUTb KOHUTypaLuio.

Mocne 3TOro MOMHO cobupaTb pe3epB MO WHCTPYKUMKM, KOTOpas npuBedeHa HuKe («Mopsaok
NOAKAOYEHUA U HACTPOWMKK pe3epBan).

MopaaoK NoAKAIOYEeHUA U HAaCTPOIKK pe3epBa

ByaeT paccMoTpeH c/iyyal NoAKAYEHUS K ABYM KommyTaTtopam MES B cteke (PucyHok 35). McxoaHoe
cocTosnHMe: aBe ogHoTUNHble SBC ¢ nueHsnen pesepsa, ABa KommyTtaTopa MES B cTeke. HacTpoiKa cTeka Ha
KOMMYTaTOpax NpOU3BOAUTCA COMIaCHO AOKYMEHTALUMN Ha KOMMYTATOpbI.

[ns Hayana cnegyeT HAacCTPOUTb NpoxoxKaeHue cny*KebHbix VLAN Ha KommyTaTopax. Ha nopTax, Kyaa 6yayt
noakntouyeHbl global anHkn SBC, cnegyeT paspewmnTtb npoxoxaeHne VLAN 4092. Mpu 3ToM NOpTbl A0MKHbI
nponycKkatb 1 npoune VLAN, HacTpoeHHble Ha SBC. Tak:Ke nopTbl, K KOTOpbIM 6yayT nogKkntoyateca SBC, cnegyet
06beanHuTb B port-channel. Utorosas cxema Ha 3TOM 3Tane byAeT BbIrAAETb TaK:

port-channel 1", )
: gi1/0/1 MES3124F
SBC crek D 1
gi1/0/2
port-channel 2.°" -+,
= gi2/0/1 MES3124F
SBC . : crek ID 2
— gi2/0/2

PucyHok 35 — Cxema ob6begmHeHuMa noptos B port-chanel
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Jdanee npounsBoanTca nogkntoueHme seayueit (master) SBC. Ha atom atane noaknatouatotcs TonbKo global
nuHKK. Mocne aToro SBC 3anyckaetcs B paboTy M cTaHOBUTCA Bedyllei (master). Cxema Ha 3Tom 3Tane byaet
BbIrNALETb TaK:

port-channel 17" *, 1/0/1 MES3124F
: - gl
SBC (master) global links : i crexio
. X gi1/0/2
port-channel 2."" -
. : gi2/0/1 MES3124F
sBC : : crek ID 2
- gi2/0/2

PucyHok 36 — Cxema nogkntoueHus seayueit SBC (master)

Mocne atoro K BeayLen (master) SBC local aimHKom nogxntoyaetca Begombiii (slave) SBC. Ha sTom atane
cnefyeT OoXKAaTbCA, MOKa YCTPOMCTBA He 0BHapyKaT ApYyr ApYra U He BKAYaTCA B paboTy Kak napa BeAOMbli-

Beaywmnin (cm. pasgen « MoHMTOpPUHr» = «Pe3eps»). Cxema Ha 3TOM 3Tane byAeT BbIrNAAETb TaK:

port-channel 1+ *.

- gi1/0/1 MES3124F
SBC (master) | globallinks S RESRIDA
P— gi1/0/2
local link
port-channel 2.°" +,
o - gi2/0/1 MES3124F
SBC (slave) Lo ek 10 2
- gi2/0/2

PucyHok 37 — Cxema nogkntoueHus segomoro SBC (slave)

MNocne TOro, Kak napa BeAoOMbl-Beaywnin bbina obpasoBaHa, MOXKHO nogkatountb global nMHKK Ha
BEA0MOE YCTPOWCTBO:

port-channel 1"+, )
— qi1/0/1 MES3124F
SBC (master) | global links . crek ID 1
— gi1/0/2
local link
port-channel 2."" -, p———
— gi2/0/1
SBC (slave) global links : B crex ID 2
2 gi2/0/2

PucyHok 38 — Cxema nogkntoueHus global links

CbopKa pe3epBa Ha 3TOM 3aBepLUAETCs. B MOHUTOpUHre cnepyeT ybeanTsea, uto obe SBC BuAAT apyr apyra
KaK Ha IOKa/IbHOM, TaK U Ha rNo6anbHOM JIMHKE.
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B cnyyae BO3HMKHOBEHWA NPO6JEM C YCTaHOB/JIEHMEM OTHOLIEHWI BeAyLMA-BEAOMbIA UM OTCYTCTBUA
BMAMMOCTM MO SIOKAIbHOMY M F106a/IbHOMY JIMHKAM CneayeT NPoBEPUTb NPaBUIbHOCTb BbIMOJIHEHUSA BCEX 3TAMNOB
HACTPOMKN.

OnpeaeneHue CTapLIMHCTBA
Mpun onpeaeneHnn Kto ns yctponcts byget MASTER nan SLAVE ncnonbsyeTtcs cneayroLlmnin anroputm:

— Ecam npu BKAKOYEHUM YCTPOIACTBA /IOKA/IbHbIE IMHKU HE aKTUBHbI, TO YCTpolcTBa cTaHoBMTCA MASTER.

— Ecnu npwm BKAOYEHWUK YCTPOIACTBA TN0BabHBIE IMHKM HE aKTUBHbI, TO YCTPOWCTBO cTaHoBUTCA SLAVE.

— Ecam B npouecce paboTtbl K ycTpoicTBy, KoTopoe naBasetca MASTER, noaknwoumtb SLAVE, TO
CTapLUMHCTBO HE U3SMEHUTCA.

— Ecnu B npouecce paboTbl K ycTpolicTBy, KoTopoe nAnsetca MASTER, noakntounte MASTER, TO
CTapLWMHCTBO ONPeAENNTCA HAa OCHOBE CEPUIAHOIO HOMEPA, Y KOO CepUiiHbI Homep bonblle, TOT CTaHeT
MASTER.

Bnok cxembl onpegeneHnA CTaplwmnHCTBa:

3anycK M HHULpaM3aLma

| 3anyck |

Y MeHs ecTb

- FLOAT

. Cocen ¥ ¥ WAN?
mactep? QO6paboTka O6paboTka
NOAKMIOYEHUS NOAKMIOYEHUSA
LAN WAN

- MASTER

A macTep?

y
| MASTER SLAVE

O6paboTKka nogxAtodeHNA MO rNob6anbHOMY AN TOKaNbHOMY IMHKY.
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OBpaboTka OBpaboTka
noAKNHYeHUs NOOKMIOYEHNA
LAN WAN

Hawnwn
cocena B
WAN?

keep-alive

Cocen
OoCTyNeH no
WAN?

Onpepenexue
CTApLUMHCTBA

[

%

A mactep?

| keeé—alive |
Cocen

LOCTYNEH no
LAN?

Cocen
[OCTYNeH no
WAN?

cocefa ecTe
WAN?

Y MeHA ecTb
WAN?

CweHa poneit j[¢——m— +

Y meHs ecTb
+ WAN? - — FLOAT

A mactep?

- MASTER

’,+
«' Mpu nogKnoueHUN yCTPOMCTBA K yiKe paboTtalowemy, Heobxogmumo oTkaouuTb Bce WAN AMHKK Ha
] noAKAloYaeMoM ycTpoiictee, nogkaounTtb LAN nnHK K pabotatowemy (MASTER) SBC, gomxkaaTtbca

cornacosaHusa, nogkaoumtb WAN nuHku K SLAVE, uHaue BHOBb NoAK/AlOuaemoe YCTPOMCTBO MOXKeT
onpepenutca Kak MASTER 1 nepepaTtb cBOM HeaKTyanbHble pabouune ¢ainbl.

Paboune dalinbl nepepatoTcs cpasy nocae noakntoveHma K MASTER, Kaxagblit pas nocne 3anucu
KoHoMrypaumm Ha flash, cnycta 10 cekyHA nocne Kaxaoro UsMeHeHUs KOHPUrypauum n nepmoamyeckm pas s 180
CeKyHa,

Cnucok nepegasaembix Gpannos:

— ¢aiin 3anmcaHoit Bo flash koHbUrypaumm;

— dalin Tekywen 3anyLweHHON KoHbUrypaumm;

—  KJ04YM ANA co3aaHma ssh-TyHHene;

— 6a3a AaHblX 3apPerucTpMpoBaHHbIX abOHEHTOB;

— ¢alinbl nonbsosatenei linux;

— ¢annbl naponen nonb3osatenen web-nHtepdeica n CLI;
— BCE CMUCKM afipecoB AMHAMUYeCcKoro bpaHamayapa;

—  KAo4M 1 cepTudmMKaTbl 4na npoTokona https.

B npouecce paboTbl N0Nb30BaTEb MOMKET 3alTH Ha web-nHTepdeiic SLAVE, ans sToro HeobxoaAnMmMo 3anTu

B 3aKNaAaKy « MOHUTOPUHI» = «Pe3epBMpOBaHNE» —> «OTKPbLITb Be6», 160 Mo cebiiKe:
http://192.168.0.100:8080/login, rae smecto 192.168.0.100 ssectu IP-agpec MASTER.
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Session Border Controller Kondurypatop © ABapuit uer.

MHdopmauma o cHcTeme

[) COR-sanucu

EHE MouTopKHr
j TenemeTpis
] rpachik sarpysku npoueccopa
j MoruTopir SFP moayneit

TeKy 6 12:49:21 GMT+6 2016

Bpema paboTel cHCTEMBI 20hour 25min 51sec

Iee BpEMA

MpuuuHa nocneaHei nepesarpysku Mo KOMaHAE nonb3oBaTens
Bepcua NO

|| MotuTopur front-nopToe koMmyTatopa 3aBofCKMe NapaMeTphi:

j ypHan asapuiinbix ¢OG6ITIA Monens
EHE Tpaccuposrm PeEuINg
|_] PCAP Tpaccupoeru CepuitHbii HoMep

MAC agpec

Nuuensnm:
SBC
SBC-RESERVE
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NMPUNOXEHUE T. YNIPABNIEHUE U MOHUTOPUHT MO NMNPOTOKOJ/TY SNMP

SBC noanep»KMBaetT MOHUTOPUHT U KOHPUrypupoBaHue npu nomolum npotokona SNMP (Simple Network
Management Protocol).

PeannsoBaHbl cnegytowme GyHKLUMN MOHUTOPUHTA:

cbop obLei MHdopmaumm 06 yCcTpoCTBE, MOKa3aHUAX 4ATYNKOB, yCTaHOBAEHHOM [M0;
coctosnHue SIP-uHTepdeincos;
cbop cratmcTukm SIP.

PeannsoBaHbl cneaytolme GyHKLMMW yNpaBAeHUA:

0b6HOBEHWE NPOrpaMMHOro obecnevyeHns yCTPOICTBa;
COXpaHeHue TekyLlen KoHpUrypauum;

nepesarpyska yCTpPoOMncTBa;

ynpasneHue SIP-aboHeHTaMu.

B Tabnnuax c onucaHuem OID B KoNOHKe “3anpockl” byaeT NpUHAT creayowmini dopmat onucaHms:

Get — 3HauyeHMe 06bEKTa MM AepeBa MOMKHO NpoYnTaTh, oTnpasmB GetRequest;

Set — 3HauyeHMe 06bEKTA MOMKHO YCTaHOBUTb, OTNPaBMB SetRequest (06paTMTe BHUMaHWe, Npu
yCTaHoBKe 3HayeHua Yepes SET K OID cneayet npusectu K suay “0O1D.0");

{} — nms obvekTa nnm OID;

N — B KOMaHAe MCNoNb3yeTCA YNCIOBOM NapameTp TMNa integer;

U — B KOMaHAge MCMOo/b3yeTcs YNCI0BOM NapameTp Tuna unsigned integer;

S — B KOMaHZe MCNoJIb3yeTcA CTPOKOBLIM MapameTp;

A — B KomaHge wucnonb3yetca IP-agpec (obpaTuTe BHMMAHME, HEKOTOPble KOMaHAbI,
NPUHMMAIOLLME KaK aprymeHT IP-agpec, MCNoNb3yoT CTPOKOBbLIN TUN AaHHbIX “s”).

Tabnunuya .1 — Mprmepbl KOMaHA,

OnucaHune 3anpoca KomaHaa
Get {} snmpwalk -v2c -c public -m +ELTEX-SBC Sip_sbc activeCallCount
Get {}.x snmpwalk -v2c -c public -m +ELTEX-SBC Sip_sbc pmExist.1
snmpwalk -v2c -c public -m +ELTEX-SBC Sip_sbc pmExist.2
nT.A
Set {} N snmpset -v2c -c public -m +ELTEX-SBC Sip_sbc \
sbcSyslogHistoryPort.0i 514
Set {} 1 snmpset -v2c -c private -m +ELTEX-SBC Sip_sbc sbcReboot.0 i 1
Set {} Ulll snmpset -v2c -c public -m +ELTEX-SBC Sip_sbc \
getGroupUserByID.O u 2
Set {} S snmpset -v2c -c private -m +ELTEX-SBC Sip_sbc \
sbcUpdateFw.0 s\
"smgl016m_firmware_sbc_1.9.0.51.bin 192.0.2.2"
Set {} "NULL"111l |snmpset-v2c -c private -m +ELTEX-SBC Sip_sbc \
getUserByNumber.0 s "NULL"
Set {} Alll snmpset -v2c -c private -m +ELTEX-SBC Sip_sbc \
sbcSyslogTracesAddress.0 a 192.0.2.44
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Mpumepbl BbINO/IHEHUA 3aNpPOCOB:

Huyke npuBeaéHHbIe 3anpocbl 3KBUBaNEHTHbI. Mpumep 3anpoca obbekTa sbcActiveCallsCount, KoTopbii
OTObOparKaeT YMC/IO TEKYLLMX BbI30BOB Ha SBC.

S snmpwalk -v2c -c public -m +ELTEX-SBC 192.0.2.1 sbcActiveCallCount
ELTEX-SBC::sbcActiveCallCount.0 = INTEGER: 22

S snmpwalk -v2c -c public -m +ELTEX-SBC 192.0.2.1 sbc.42.1

ELTEX-SBC::sbcActiveCallCount.0 = INTEGER: 22

S snmpwalk -v2c -c public -m +ELTEX-SBC 192.0.2.1 1.3.6.1.4.1.35265.1.49.42.1

ELTEX-SBC::sbcActiveCallCount.0 = INTEGER: 22

S snmpwalk -v2c -c public 192.0.2.1 1.3.6.1.4.1.35265.1.49.42.1
SNMPv2-SMI::enterprises.35265.1.49.42.1.0 = INTEGER: 22

Onwucanue OID us MIB ELTEX-SMG

Tabnuua .2 — O6uias HGopmaLUA N AATYUKK

Nma oID 3anpocbl OnucaHue
sbc 1.3.6.1.4.1.35265.1.49 Get {} KopHeBoli 06bekT ans aepesa OID
sbcDevName 1.3.6.1.4.1.35265.1.49.1 Get {} MmaA ycTpoictea
sbcDevType 1.3.6.1.4.1.35265.1.49.2 Get {} Tun ycTpoiicTsa
(scerma 49)
sbcFwVersion 1.3.6.1.4.1.35265.1.49.3 Get {} Bepcua MO
sbcUptime 1.3.6.1.4.1.35265.1.49.5 Get {} Bpems paboTbi MO
sbcUpdateFw 1.3.6.1.4.1.35265.1.49.25 Set {} S O6HoBneHue MO. Ana atoro cneagyet
coenatb 3anpoc Set ¢ napameTpamu
(pasaenutb npobenom):
- umsa ¢anna MO 6e3 npobenos;
- agpec TFTP-cepsepa
sbcReboot 1.3.6.1.4.1.35265.1.49.27 Set {} 1 Mepesarpyska obopyaoBaHua
sbcSave 1.3.6.1.4.1.35265.1.49.29 Set {} 1 CoxpaHeHue KoHdUrypaLumm
sbcFreeSpace 1.3.6.1.4.1.35265.1.49.32 Get {} CBob60oAHOE MECTO Ha BCTPOEHHOM
bnsw-namaTn
sbcFreeRam 1.3.6.1.4.1.35265.1.49.33 Get {} Konunuectso cBoboaHoM
onepaTMBHOM NamATH
sbcMonitoring 1.3.6.1.4.1.35265.1.49.35 Get {} OTobparkeHne JaT4NKOB
TemnepaTypbl U CKOPOCTU BpaLLeHuUA
BEHTUNATOPOB, KOPHEBOM 0O BEKT
sbcTemperaturel 1.3.6.1.4.1.35265.1.49.35.1 Get {} TemnepatypHbIi gaTumk 1
sbcTemperature2 1.3.6.1.4.1.35265.1.49.35.2 Get {} TemnepaTypHbIi AaTYMK 2
sbcFan0 1.3.6.1.4.1.35265.1.49.35.3 Get {} [JaTtunk obopoToB BeHTUAATOPA 1
sbcFanl 1.3.6.1.4.1.35265.1.49.35.4 Get {} [JaTtunk obopoToB BeHTUAATOPA 2
sbcFan2 1.3.6.1.4.1.35265.1.49.35.5 Get {} [JaTtunk obopoToBs BeHTUAATOPA 3
sbcFan3 1.3.6.1.4.1.35265.1.49.35.6 Get {} [atunk obopoTos BeHTUAATOpPA 4
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Nma OID 3anpocbl OnucaHue

sbcPowerModuleTable | 1.3.6.1.4.1.35265.1.49.36 Get {} MHpopmaLuma o cocTosiHMM 610KOB
NUTaHUA, KOPHEBOM OOBEKT.

Ona povepHmx o6beKToB
yKa3biBaeTca Homep bM: 1 nam 2

sbcPowerModuleEntry | 1.3.6.1.4.1.35265.1.49.36.1 Get {} cm. sbcPowerModuleTable

pmExist 1.3.6.1.4.1.35265.1.49.36.1.2.x Get {}.x YctaHosneH nu B
1 — ycTtaHoBAneH
2 — He yCTaHoOB/NEH

pmPower 1.3.6.1.4.1.35265.1.49.36.1.3.x Get {}.x MNoaaétca nn nuTaHue Ha bl
1 — nopaétca
2 — He nogaéTca

pmType 1.3.6.1.4.1.35265.1.49.36.1.4.x Get {}.x Tun yctaHoBaeHHoro BI
1 — PM48/12
2 — PM220/12

3 — PM220/12V
4 — PM150-220/12

sbcCpulLoadTable 1.3.6.1.4.1.35265.1.49.37 Get {} 3arpyska CPU, KopHeBOW 06bEKT.
MoKa3sblBaeT NPOLEHT 3arpy3Ku
npoueccopa no Tunam 3agad. Ans
[0YepHMX 06bEKTOB yKasblBaeTcA
HOMep npoveccopa:

sbc1016M — 1
sbc2016 — 1.4
sbcCpuloadEntry 1.3.6.1.4.1.35265.1.49.37.1 Get {} cm. sbcCpuloadTable
cpuUsr 1.3.6.1.4.1.35265.1.49.37.1.2.x Get {}.x % CPU, npuaoKeHnsa nosb3osaTtens
cpuSys 1.3.6.1.4.1.35265.1.49.37.1.3.x Get {}.x % CPU, npunoxkeHua agpa
cpuNic 1.3.6.1.4.1.35265.1.49.37.1.4.x Get {}.x % CPU, NpnAOKEHUA C USMEHEHHbIM
npuMopuTeTOM
cpuldle 1.3.6.1.4.1.35265.1.49.37.1.5.x Get {}.x % CPU, HaxoxAeHue B npocToe
cpulo 1.3.6.1.4.1.35265.1.49.37.1.6.x Get {}.x % CPU, onepauuu BBOAa-BblBOAA
cpulrg 1.3.6.1.4.1.35265.1.49.37.1.7 .x Get {}.x % CPU, o6paboTka annapaTHbIX
npepbiBaHUN
cpuSirq 1.3.6.1.4.1.35265.1.49.37.1.8.x Get {}.x % CPU, 06paboTKka nporpamMmHbIX
npepbiBaHUM
cpuUsage 1.3.6.1.4.1.35265.1.49.37.1.9.x Get {}.x % CPU, obLiee ncnonb3oBaHue
activeCallCount 1.3.6.1.4.1.35265.1.49.42.1 Get {} TekyLiee YNCI0 aKTUBHbIX BbI3OBOB
registrationCount 1.3.6.1.4.1.35265.1.49.42.2 Get {} TeKyLee Yncao pernctpaumi
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Tabnunua .3 — Hactpoliku syslog

Nma OoID 3anpocbl Onucanue
sbcSyslog 1.3.6.1.4.1.35265.1.49.34 Get {} HacTtpoiiku syslog, KopHeBOW 06beKT
sbcSyslogHistory 1.3.6.1.4.1.35265.1.49.34.2 Get {} HacTpoiku normposaHusa uctopmum
KOMaHA B syslog, KopHeBoON 06bEKT
sbcSyslogHistoryAddress 1.3.6.1.4.1.35265.1.49.34.2.1 Get {} IP-agpec cepBepa syslog ans npuéma
Set {} S NCTOPUMN KOMaHA,
sbcSyslogHistoryPort 1.3.6.1.4.1.35265.1.49.34.2.2 Get {} MopT cepBepa syslog ana npnéma
Set {} N MCTOPMM KOMaHZ,
sbcSyslogHistoryLVL 1.3.6.1.4.1.35265.1.49.34.2.3 Get YpoBeHb AeTanM3aumnm Ioros
Set {} N 0 — OTKANHOUYUTb NOTUPOBAHUE;
1 — cTaHOApPTHbLINK;
2 — MOJIHbIN
sbcSyslogHistoryRowStatus 1.3.6.1.4.1.35265.1.49.34.2.4 Get {} MpUMEHUTb U3MEHEeHMUA B
Set {} 1 JIOTUPOBAHUM UCTOPUM KOMAHJ,
sbcSyslogConfig 1.3.6.1.4.1.35265.1.49.34.3 Get {} HacTpoMKu cMcTeMHOro KypHana
sbcSyslogConfiglogsEnabled 1.3.6.1.4.1.35265.1.49.34.3.1 Get BKkntounTb BeaeHuMe 10ros
Set {} N 1 — BKAOUUTD;
2 — BbIK/IOYNTD
sbcSyslogConfigSendToServer [1.3.6.1.4.1.35265.1.49.34.3.2 Get {} OTnpaBaaTb COOOLLEHUA Ha cepBep
Set {} N syslog
1 — BKAOUUTD;
2 — BbIK/IOYUTD
sbcSyslogConfigAddress 1.3.6.1.4.1.35265.1.49.34.3.3 Get {} IP-agpec cepsepa syslog
Set {} S
sbcSyslogConfigPort 1.3.6.1.4.1.35265.1.49.34.3.4 Get {} MopT cepBepa syslog
Set {} N
sbcSyslogConfigRowStatus 1.3.6.1.4.1.35265.1.49.34.3.5 Get MPUMEHUTb U3MEHEHUSA B HACTPOMKAX
Set {} 1 CUCTEMHOTO XypHana

MpocmoTp MHd)OpMaLI,MM 0 3aperncTpmnpoBaHHbIX NOJib30BaTeNIAX

B onucaHun KomaHAabl Bbi3oBa yTuauT SNMP 6yayT npeacTaBfieHbl CAeAyOWMMU CKPUNTaMn Ans
KPaTKOCTU U HAarNAAHOCTU U3N0XKEHMUA:

Ckpunt swalk, peanusyowmin yteHme sHa4YeHUN:

#!/bin/bash

Jusr/bin/snmpwalk -v2c -c public -m +ELTEX-SBC 192.0.2.1 "s@"

CKpunT sset, peanunsytowmii yCTaHOBKY 3HaYEHU:

#!/bin/bash

/usr/bin/snmpset -v2c -c private -m +ELTEX-SBC 192.0.2.1 "$S@"

[na npocmoTpa TpebyeTca caenatb caeaytolme Wwarn:

1) C6pocuTb CcTaTyC NOMCKa;
2) 3apatb KpUTEPUKM NOUCKA (ONUMOHANBHO);
3) OTtobpa3nTtb MHOpMaUuio.
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Mpumep noucka aboHeHTa NO HOMepy

sset sbcSubResetSearch.0i 1 # cbpocuTb NOUCK

sset getSbcSubBySubstring.0 s 40012 # 3a4aTb KpUTEPUI

swalk tableOfSbcSubscribers # oTObpasnTb pesynbTaThbl
Pe3ynbrar:

ELTEX-SBC::subName.0 = STRING: 40012 @tau.domain:5060
ELTEX-SBC::subUserAgent.0 = STRING: TAU-72 build 2.13.1 sofia-sip/1.12.10
ELTEX-SBC::subUserAddr.0 = STRING: 192.0.2.32:5060
ELTEX-SBC::subContacts.0 = STRING: <sip:40012@192.0.2.32:5060>;expires=119
ELTEX-SBC::subRegAddr.0 = STRING: 192.0.1.22:5080

ELTEX-SBC::subSipUser.0 = STRING: Users with RTP in VLAN 609
ELTEX-SBC::subSipDest.0 = STRING: SMG

ELTEX-SBC::subBloked.0 = INTEGER: O

ELTEX-SBC::subRetries.0 = Gauge32: 0

ELTEX-SBC::subExpires.0 = Gauge32: 0

Tabnuua .4 — NpocmoTp MHPOPMALMKN O 3aPErncTPMPOBAHHbIX MO/Ib30BaTENAX

Nma oID 3anpocbl Onucanue
sbcSubSearchStatus 1.3.6.1.4.1.35265.1.49.44.1 Get {} CraTyc noucka no Kputepwuio.
Without search — nowck He
NPOU3BOAMUTCS;

Search by substring — pexum
MoMcKa No NoAcTPoKe

sbcSubResetSearch 1.3.6.1.4.1.35265.1.49.44.2 Set {} N Cbpoc noucka B coctoAaHne without
search. na cbpoca ycTaHOBUTb
ntoboe unMcnoBoe 3HayYeHme.

sbcSubCount 1.3.6.1.4.1.35265.1.49.44.3 Get {} ObLee YnCcNo 3aperncTPMPOBaAHHbIX
yepes SBC aboHeHTOB

getSbcSubBySubstring 1.3.6.1.4.1.35265.1.49.44.4 Get {} 3afaéT NoACTPOKY AN1A MOWCKa B

Set {} S CMUCKe perncrpaumnin u nepesoauT

NMOUCK B pexkum "search by
substring"

tableOfSbcSubscribers 1.3.6.1.4.1.35265.1.49.44.5 Get {} CnMCKOK 3apermcTpmpoBaHHbIX
aboHeHTOB.

B pexume "without search"
BbIBOAWUT BCEX aDOHEHTOB.

B pexkume "search by substring"
BbIBOAMT BCeX aDOHEHTOB, B
OMNUCaHWK KOTOPbIX BCTPeYaeTcs
3a/laHHas NOACTPOKa

subName 1.3.6.1.4.1.35265.1.49.44.5.1.2 Get {} Mmsa (SIP URI) aboHeHTa

subUserAgent 1.3.6.1.4.1.35265.1.49.44.5.1.3 Get {} User-Agent
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Nma oID 3anpocbl Onucanue

subUserAddr 1.3.6.1.4.1.35265.1.49.44.5.1.4 Get {} IP-agpec v nopT, OTKYAa
pernctpuposanca aboHeHT

subContacts 1.3.6.1.4.1.35265.1.49.44.5.1.5 Get {} KoHTaKTHbIM IP-agpec 1 nopT
aboHeHTa (M3 3aronosKka Contact)

subRegAddr 1.3.6.1.4.1.35265.1.49.44.5.1.6 Get {} Appec peructpatopa, ogobpesliero
perucTpaumio

subSipUser 1.3.6.1.4.1.35265.1.49.44.5.1.7 Get {} HanmeHosaHwume SIP Users, ¢
KOTOPOro 3aperncTpmMpoBasnca
aboHeHT

subSipDest 1.3.6.1.4.1.35265.1.49.44.5.1.8 Get {} HanmeHosaHme SIP Destination, co
CTOPOHbI KOTOpPOro Hbina ogobpeHa
perucTpaums

subBloked 1.3.6.1.4.1.35265.1.49.44.5.1.9 Get {} CraTtyc 610KMpOBKM aboHEeHTa

subRetries 1.3.6.1.4.1.35265.1.49.44.5.1.10 Get {} Konnyectso HeyAauHbIX NOMbITOK
gocTtyna

subExpires 1.3.6.1.4.1.35265.1.49.44.5.1.11 Get {} Bpems, yepes KOTopoe UCTEUET
perucTpaums

MpocmoTp ctatucTukm SIP
B onucaHun KomaHAabl Bbi3oBa yTuauT SNMP 6yayT npeacTaB/ieHbl CAeAyloWMMU CKpUNTamn ans
KPaTKOCTU M Harna4HOCTM U3/I0XKEHUA:
Ckpunt swalk, peannsyowmin 4teHmMe 3Ha4YeHUI:
#!/bin/bash
Jusr/bin/snmpwalk -v2c -c public -m +ELTEX-SBC 192.0.2.1 "s@"
CKpunT sset, peannsyowmin yCTaHOBKY 3HAYEHMIA:
#!/bin/bash
/usr/bin/snmpset -v2c -c private -m +ELTEX-SBC 192.0.2.1 "S@"
CTaTUCTMKa CrpynnupoBaHa B WeCTb rpynn no Tunam:
1. HakonutenbHble cyéTuynkm no SIP Users
2. MrHoBeHHble c4étumku no SIP Users
3. HakonutenbHble c4éTYMKKM no SIP Transport
4. MrHoBeHHble c4éTYmKmM no SIP Transport
5. HakonutenbHble cyéTynkn no SIP Destination

6. MrHoBeHHble cyéTumKK no SIP Destination

OID cuéTtumKa popmupyeTcs cneayrowmm obpasom:
1.3.6.1.4.1.35265.1.49.43 <TYPE>.1.<COUNTER>.<ID>, rae
TYPE — oAuH 13 WIeCTU TUNOB CYETUMKA;

COUNTER — naeHTUOMKATOpP CHETUMKA;

ID — naeHTMPUKaTOp 0OBEKTA, HA KOTOPbIM YKa3bIBAET CUETUMK.
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Y3HaTb AeHTUdUKaTop 06bEKTA MOXKHO U3 KoNoHKM ID B CLI. [1na 3TOro, HaxXo4ACb B peXMme peaakTmpo-

Mpumepbl:

BaHuA SIP destination, SIP users nawn SIP transport Hago gatb KomaHay show info. Bropoi cnoco6 — 3anpocutb
no SNMP cyétumk c COUNTER = 3 6e3 ykasaHus ID.

3anpoc uméH Bcex SIP Transport, 0bpaTuTe BHMMaHUE Ha TO, YTO B OTBETE C/ieaytoLan undpa nocie MmeHu,

swalk 1.3.6.1.4.1.35265.1.49.43.3.1.3

ELTEX-SBC::countStatTransportName.4 = STRING: 1.21 5068 rtp_69.121

ELTEX-SBC::countStatTransportName.5 = STRING: 118.164_5068

ELTEX-SBC::countStatTransportName.6 = STRING: user_0.21_5060_rtp_69 21

ELTEX-SBC::countStatTransportName.7 = STRING: user_0.21_5062
ELTEX-SBC::countStatTransportName.8 = STRING: trunk_1.21_5069
ELTEX-SBC::countStatTransportName.9 = STRING: trunk_0.21 5069
ELTEX-SBC::countStatTransportName.10 = STRING: 0.21_5066
ELTEX-SBC::countStatTransportName.12 = STRING: 2.21_5060
ELTEX-SBC::countStatTransportName.13 = STRING: 2.21_5065
ELTEX-SBC::countStatTransportName.14 = STRING: 2.21:5069
ELTEX-SBC::countStatTransportName.15 = STRING: 1.21_5061
ELTEX-SBC::countStatTransportName.16 = STRING: 172.30.0.1:5062
ELTEX-SBC::countStatTransportName.18 = STRING: test
ELTEX-SBC::countStatTransportName.19 = STRING: vlan609_dhcp

3anpocbl N0 CHETYMKaAM:

1.3.6.1.4.1.35265.1.49.43.3.1.9.20

TYPE = 3 — HakonuTenbHbIM c4éTumk no SIP Transport;

COUNTER =9 — Heypga4Hble BbI30Bbl, 3aBepLUEHHbIE SIP Kogamun 4xx;
ID = 20 — cuétumk no SIP Transport c uaeHTnpukatopom 20.
ELTEX-SBC::countStatTransportAnswSuccessCalls.20 = Gauge32: 21946
1.3.6.1.4.1.35265.1.49.43.5.1.408.14

TYPE = 3 — HaKkonuTenbHbIN c4ETYMK no SIP Destination;

COUNTER =408 — Heyaa4Hble BbI30BbI, 3aBepLléHHbIe SIP kogom 408;
ID = 14 — cuyéTumk no SIP Destination c naeHtudukatopom 14.

ELTEX-SBC::countStatDestUnansw408.14 = Gauge32: 33

3anpouweHHoro OID — naeHTUdUKATOP TPAHCNOPTa, KOTOPbIM MOXHO Aanee UCNOAb30BaTh B 3aNpocax:
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Tabnunuya .5 — MpocmoTp cTaTUCTUKK SIP

raoe CODE — oaHO 13 3HaYeHui:

400, 401, 402, 403, 404, 405, 406, 407,
408, 410, 413, 414, 415, 416, 420, 421,
422,423,480, 481, 482, 483, 484, 485,
486, 487, 488, 489, 490, 491, 493, 500,
501, 502, 503, 504, 505, 513, 580, 600,
603, 604, 606

1.3.6.1.4.1.35265.1.49.43.1.1.606

Nma oID 3anpocobl Onucanue
sbcCallStatistics 1.3.6.1.4.1.35265.1.49.43 Get {} Tabanua co Bcemun
c4Yétynkamm SIP
tableOfCallCountStatUsers 1.3.6.1.4.1.35265.1.49.43.1 Get {} Tabnuua co Bcemun
HaKoNUTENbHbIMM
cyétumkamm SIP Users
countStatUserindex 1.3.6.1.4.1.35265.1.49.43.1.1.2 Get {} MHpgekcob! SIP Users
countStatUserName 1.3.6.1.4.1.35265.1.49.43.1.1.3 Get {} HassaHua SIP Users
countStatUserElapsedTime 1.3.6.1.4.1.35265.1.49.43.1.1.4 Get {} Obuee BpeMa aKTUBHbIX
pa3rosopos
countStatUserIncCalls 1.3.6.1.4.1.35265.1.49.43.1.1.5 Get {} Yncno BxoasaLmx BbI3OBOB
countStatUserOutCallLegs 1.3.6.1.4.1.35265.1.49.43.1.1.6 Get {} Yucno ncxoaAawmx BbI3oBoB
countStatUserMsgRcv 1.3.6.1.4.1.35265.1.49.43.1.1.7 Get {} Yucno exoaamx SIP-
coobuweHumn
countStatUserMsgSend 1.3.6.1.4.1.35265.1.49.43.1.1.8 Get {} Yucno nexogawmx SIP-
coobueHum
countStatUserAnswSuccessCalls 1.3.6.1.4.1.35265.1.49.43.1.1.9 Get {} Yncno ycnewHo npuHATbIX
BbI30BOB
countStatUserAnswFinalErrCalls 1.3.6.1.4.1.35265.1.49.43.1.1.10 |Get {} Yncno OTKAOHEHHbIX
BbI30BOB
countStatUserUnanswOtherdxx 1.3.6.1.4.1.35265.1.49.43.1.1.11 |Get {} Yncno HeoTBEUYEHHbIX
BbI3OBOB C
SIP-kogamu 4xx
countStatUserUnanswOther5xx 1.3.6.1.4.1.35265.1.49.43.1.1.12 Get {} Yncno HeoTBEYEHHbIX
BbI3OBOB C
SIP-kogamm 5xx
countStatUserUnanswOther6bxx 1.3.6.1.4.1.35265.1.49.43.1.1.13 |Get {} Yncno HeoTBEYEHHbIX
BbI30BOB C
SIP-Kogamu 6xx
countStatUserUnanswOtherUndef 1.3.6.1.4.1.35265.1.49.43.1.1.14 |Get {} Yncno HeoTBEYEHHDIX
BbI3OBOB C
SIP-Kogamu, He
nonasLWMMK B gpyrue
CYETUYMKM
countStatUserRedirectCalls<CODE> 1.3.6.1.4.1.35265.1.49.43.1.1.300 |Get {} NHanBuayanbHble
raoe CODE — oaHO U3 3HaYeHui: CYETYMKM NO Kojam —
300, 301, 302, 305, 308 1.3.6.1.4.1.35265.1.49.43.1.1.308 4YMCNO NepeagpecoBaHHbIX
BbI30BOB (3aBepLueHbl SIP-
KoZamu 3xx)
countStatUserUnansw<CODE> 1.3.6.1.4.1.35265.1.49.43.1.1.400 |Get {} NHauBuayanbHble

CYETYMKM NO Kojam —
yncno nepeaspPecoBaHHbIX
BbI30BOB (3aBepLueHbl SIP-
KoZamu 4xx-6xx)
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Nma OID 3anpocobl Onucanue
tableOfCallPerSecStatUsers 1.3.6.1.4.1.35265.1.49.43.2 Get {} Tabnuua co Bcemun
MIHOBEHHbIMU CHETYMKAMM
SIP Users
perSecStatUserindex 1.3.6.1.4.1.35265.1.49.43.2.1.2 Get {} NHaekcol SIP Users
perSecStatUserName 1.3.6.1.4.1.35265.1.49.43.2.1.3 Get {} HaseaHus SIP Users
perSecStatUserElapsedTime 1.3.6.1.4.1.35265.1.49.43.2.1.4 Get {} Obuiee Bpema aKTUBHbIX
pa3rosopos
perSecStatUserIncCalls 1.3.6.1.4.1.35265.1.49.43.2.1.5 Get {} Yncno BxoAALMX BbISOBOB
perSecStatUserOutCallLegs 1.3.6.1.4.1.35265.1.49.43.2.1.6 Get {} Ymcno ncxoaaLmx BbiI3oBOB
perSecStatUserMsgRcv 1.3.6.1.4.1.35265.1.49.43.2.1.7 Get {} Yucno exopAamx SIP-
coobueHui
perSecStatUserMsgSend 1.3.6.1.4.1.35265.1.49.43.2.1.8 Get {} Yucno ncxogawmx SIP-
coobueHui
perSecStatUserAnswSuccessCalls 1.3.6.1.4.1.35265.1.49.43.2.1.9 Get {} Yncno ycnewHo npuHATbIX
BbI3OBOB
perSecStatUserAnswFinalErrCalls 1.3.6.1.4.1.35265.1.49.43.2.1.10 |Get {} YMCNo OTKAHOHEHHDIX
BbI3OBOB
perSecStatUserUnanswOther4dxx 1.3.6.1.4.1.35265.1.49.43.2.1.11 |Get {} Yncno HeoTBEYEHHbIX
BbI30BOB C SIP-Kogamm 4xx
perSecStatUserUnanswOther5xx 1.3.6.1.4.1.35265.1.49.43.2.1.12 |Get {} Yncno HeoTBEUYEHHbIX
BbI3OBOB C
SIP-kogamu 5xx
perSecStatUserUnanswOther6xx 1.3.6.1.4.1.35265.1.49.43.2.1.13 Get {} Yncno HeoTBEYEHHbIX
BbI3OBOB C
SIP-kogamum 6xx
perSecStatUserUnanswOtherUndef 1.3.6.1.4.1.35265.1.49.43.2.1.14 |Get {} Yncno HeoTBEUYEHHbIX
BbI3OBOB C
SIP-kogamu, He
nonaswuvmu B apyrue
CYETUMKM
perSecStatUserRedirectCalls<CODE> 1.3.6.1.4.1.35265.1.49.43.2.1.300 |Get {} NHavBuayanbHble
raoe CODE — oaHO U3 3HauYeHui: CYETYMKM NO Kojam —
300, 301, 302, 305, 308 1.3.6.1.4.1.35265.1.49.43.2.1.308 4YMCNI0 NepeapecoBaHHbIX
BbI30BOB (3aBepLueHbl SIP-
KoZamu 3xx)
perSecStatUserUnansw<CODE> 1.3.6.1.4.1.35265.1.49.43.2.1.400 |Get {} NHanenayanbHole
roe CODE — oAHO U3 3HaYeHUI: CYETYMKM MO KOJam —
400, 401, 402, 403, 404, 405, 406, 407, 1.3.6.1.4.1.35265.1.49.43.2.1.606 YMCNO NepeagpecoBaHHbIX
408, 410, 413, 414, 415, 416, 420, 421, BbI30BOB (3aBepLueHbl SIP-
422,423,480, 481, 482, 483, 484, 485, Kodamu 4xx-6xx)
486, 487, 488, 489, 490, 491, 493, 500,
501, 502, 503, 504, 505, 513, 580, 600,
603, 604, 606
tableOfCallCountStatTransport 1.3.6.1.4.1.35265.1.49.43.3 Get {} Tabauua co Bcemun
HaKoMUTe/IbHbIMMU
cyétymkamm SIP Transport
countStatTransportindex 1.3.6.1.4.1.35265.1.49.43.3.1.2 Get {} NHaekcobl SIP Transport
countStatTransportName 1.3.6.1.4.1.35265.1.49.43.3.1.3 Get {} HaseaHus SIP Transport
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Nma oID 3anpocobl Onucanue
countStatTransportElapsedTime 1.3.6.1.4.1.35265.1.49.43.3.1.4 Get {} Obuwee BpeMa aKTUBHbIX
pa3rosopos
countStatTransportincCalls 1.3.6.1.4.1.35265.1.49.43.3.1.5 Get {} Yncno BxoaALMX BbI3OBOB
countStatTransportOutCallLegs 1.3.6.1.4.1.35265.1.49.43.3.1.6 Get {} Yncno ncxogAawmx Bbi3oBoB
countStatTransportMsgRcv 1.3.6.1.4.1.35265.1.49.43.3.1.7 Get {} Yucno exogAamx SIP-
coobuieHuni
countStatTransportMsgSend 1.3.6.1.4.1.35265.1.49.43.3.1.8 Get {} Yucno nexogawmx SIP-
coobuieHui
countStatTransportAnswSuccessCalls 1.3.6.1.4.1.35265.1.49.43.3.1.9 Get {} Yncno ycnewHo npuUHATbIX
BbI3OBOB
countStatTransportAnswFinalErrCalls 1.3.6.1.4.1.35265.1.49.43.3.1.10 |Get {} Yncno OTKNOHEHHbIX
BbI30OBOB
countStatTransportUnanswOther4xx 1.3.6.1.4.1.35265.1.49.43.3.1.11 |Get {} Yncno HeoTBEUYEHHbIX
BbI3OBOB C
SIP-kogamu 4xx
countStatTransportUnanswOther5xx 1.3.6.1.4.1.35265.1.49.43.3.1.12 Get {} Yncno HeoTBEYEHHbIX
BbI3OBOB C
SIP-kogamm 5xx
countStatTransportUnanswOther6xx 1.3.6.1.4.1.35265.1.49.43.3.1.13 |Get {} Yncno HeoTBEUYEHHbIX
BbI3OBOB C
SIP-Kogamu 6xx
countStatTransportUnanswOtherUndef | 1.3.6.1.4.1.35265.1.49.43.3.1.14 |Get {} Ymcno HeoTBEYEHHbIX
BbI3OBOB C
SIP-Kogamu, He
nonaswuMmMu B Apyrue
CYETUYMKM
countStatTransportRedirectCalls<CODE> | 1.3.6.1.4.1.35265.1.49.43.3.1.300 |Get {} NHanBuayanbHble
raoe CODE — oaHO U3 3HauYeHui: CYETYMKM NO Kojam —
300, 301, 302, 305, 308 1.3.6.1.4.1.35265.1.49.43.3.1.308 4YMCNO NepeagpecoBaHHbIX
BbI30BOB (3aBepLueHbl SIP-
KoZamu 3xx)
countStatTransportUnansw<CODE> 1.3.6.1.4.1.35265.1.49.43.3.1.400 |Get {} NHanBuayanbHble
raoe CODE — oaHO 13 3HaYeHui: CYETYMKM NO Kojam —
400, 401, 402, 403, 404, 405, 406, 407, 1.3.6.1.4.1.35265.1.49.43.3.1.606 4YMCNI0 NepeapecoBaHHbIX
408, 410, 413, 414, 415, 416, 420, 421, BbI30BOB (3aBepLueHbl SIP-
422,423,480, 481, 482, 483, 484, 485, KoZamm 4xx-6xx)
486, 487, 488, 489, 490, 491, 493, 500,
501, 502, 503, 504, 505, 513, 580, 600,
603, 604, 606
tableOfCallPerSecStatTransport 1.3.6.1.4.1.35265.1.49.43.4 Get {} Tabnuua co Bcemun
MIHOBEHHbIMU CHETYMKAMM
SIP Transport
perSecStatTransportindex 1.3.6.1.4.1.35265.1.49.43.4.1.2 Get {} NHaekcol SIP Transport
perSecStatTransportName 1.3.6.1.4.1.35265.1.49.43.4.1.3 Get {} HassaHusa SIP Transport
perSecStatTransportElapsedTime 1.3.6.1.4.1.35265.1.49.43.4.1.4 Get {} Obuwee BpeMa aKTUBHbIX
pa3rosopos
perSecStatTransportincCalls 1.3.6.1.4.1.35265.1.49.43.4.1.5 Get {} Yncno BxoaALMX BbI3OBOB
perSecStatTransportOutCallLegs 1.3.6.1.4.1.35265.1.49.43.4.1.6 Get {} Yncno ncxogAaumx BbiI3oBoB
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Nma OID 3anpocobl Onucanue
perSecStatTransportMsgRcv 1.3.6.1.4.1.35265.1.49.43.4.1.7 Get {} Yucno exopAawmx SIP-
coobuieHui
perSecStatTransportMsgSend 1.3.6.1.4.1.35265.1.49.43.4.1.8 Get {} Yucno ncxogawmx SIP-
coobuieHui
perSecStatTransportAnswSuccessCalls 1.3.6.1.4.1.35265.1.49.43.4.1.9 Get {} Yncno ycnewHo npuHATbIX
BbI30OBOB
perSecStatTransportAnswFinalErrCalls 1.3.6.1.4.1.35265.1.49.43.4.1.10 |Get {} YMCNo OTKAHOHEHHDIX
BbI3OBOB
perSecStatTransportUnanswOtherdxx 1.3.6.1.4.1.35265.1.49.43.4.1.11 Get {} Yncno HeoTBEYEHHbIX
BbI3OBOB C
SIP-kogamm 4xx
perSecStatTransportUnanswOther5xx 1.3.6.1.4.1.35265.1.49.43.4.1.12 |Get {} Yncno HeoTBEUYEHHbIX
BbI3OBOB C
SIP-kogamu 5xx
perSecStatTransportUnanswOther6xx 1.3.6.1.4.1.35265.1.49.43.4.1.13 Get {} Yncno HeoTBEYEHHbIX
BbI3OBOB C
SIP-Kogamu 6xx
perSecStatTransportUnanswOtherUndef | 1.3.6.1.4.1.35265.1.49.43.4.1.14 |Get {} Yncno HeoTBEYEHHbIX
BbI3OBOB C
SIP-kogamu, He
nonaswvmu B apyrue
CYETUYMKM
perSecStatTransportRedirectCalls<CODE>| 1.3.6.1.4.1.35265.1.49.43.4.1.300 |Get {} NHavBuayanbHble
roe CODE — oAHO U3 3HaYeHUI: CYETYMKM MO KoJam —
300, 301, 302, 305, 308 1.3.6.1.4.1.35265.1.49.43.4.1.308 4YMCNI0 NepeaspecoBaHHbIX
BbI30BOB (3aBepLueHbl SIP-
KoZamu 3xx)
perSecStatTransportUnansw<CODE> 1.3.6.1.4.1.35265.1.49.43.4.1.400 |Get {} NHanBuayanbHble
roe CODE — oAHO U3 3HaYeHUI: CYETYMKM MO KoJam —
400, 401, 402, 403, 404, 405, 406, 407, 1.3.6.1.4.1.35265.1.49.43.4.1.606 YMCNO NepeagpecoBaHHbIX
408, 410, 413, 414, 415, 416, 420, 421, BbI30OBOB (3aBepLueHbl SIP-
422,423, 480, 481, 482, 483, 484, 485, Kodamu 4xx-6xx)
486, 487, 488, 489, 490, 491, 493, 500,
501, 502, 503, 504, 505, 513, 580, 600,
603, 604, 606
tableOfCallCountStatDest 1.3.6.1.4.1.35265.1.49.43.5 Get {} Tabnuua co Bcemun
HaKoMUTe/IbHbIMMU
cyétymkamm SIP Destination
countStatDestIndex 1.3.6.1.4.1.35265.1.49.43.5.1.2 Get {} MHaekeol SIP Destination
countStatDestName 1.3.6.1.4.1.35265.1.49.43.5.1.3 Get {} HaseaHus SIP Destination
countStatDestElapsedTime 1.3.6.1.4.1.35265.1.49.43.5.1.4 Get {} Obuiee Bpema aKTUBHbIX
pa3rosopos
countStatDestIncCalls 1.3.6.1.4.1.35265.1.49.43.5.1.5 Get {} Yncno BxoaALMX BbI3SOBOB
countStatDestOutCallLegs 1.3.6.1.4.1.35265.1.49.43.5.1.6 Get {} Yncno ncxogAawmx BbiI3oBOB
countStatDestMsgRcv 1.3.6.1.4.1.35265.1.49.43.5.1.7 Get {} Yucno sxogawmx SIP-
coobuieHui
countStatDestMsgSend 1.3.6.1.4.1.35265.1.49.43.5.1.8 Get {} Yucno ncxogawmx SIP-

coobueHui
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Nma oID 3anpocobl Onucanue
countStatDestAnswSuccessCalls 1.3.6.1.4.1.35265.1.49.43.5.1.9 Get {} Yncno ycnewHo npuHATbIX
BbI3OBOB
countStatDestAnswFinalErrCalls 1.3.6.1.4.1.35265.1.49.43.5.1.10 |Get {} Yncno OTKNOHEHHbIX
BbI30OBOB
countStatDestUnanswOther4xx 1.3.6.1.4.1.35265.1.49.43.5.1.11 |Get {} Yncno HeoTBEUYEHHbIX
BbI3OBOB C
SIP-kogamu 4xx
countStatDestUnanswOther5xx 1.3.6.1.4.1.35265.1.49.43.5.1.12 Get {} Yncno HeoTBEYEHHbIX
BbI3OBOB C
SIP-kogamu 5xx
countStatDestUnanswOther6xx 1.3.6.1.4.1.35265.1.49.43.5.1.13 |Get {} Yncno HeoTBEYEHHbIX
BbI3OBOB C
SIP-kogamm 6xx
countStatDestUnanswOtherUndef 1.3.6.1.4.1.35265.1.49.43.5.1.14 |Get {} Yncno HeoTBEYEHHDIX
BbI3OBOB C
SIP-Kogamu, He
nonaswuvmmu B apyrue
CYETUYMKM
countStatDestRedirectCalls<CODE> 1.3.6.1.4.1.35265.1.49.43.5.1.300 |Get {} NHanBuayanbHble
raoe CODE — oaHO 13 3HauYeHu: CYETYMKM NO Kojam —
300, 301, 302, 305, 308 1.3.6.1.4.1.35265.1.49.43.5.1.308 4YMCNO NepeagpecoBaHHbIX
BbI30OBOB (3aBepLueHbl SIP-
KoZamu 3xx)
countStatDestUnansw<CODE> 1.3.6.1.4.1.35265.1.49.43.5.1.400 |Get {} UHamBmnayanoHble
raoe CODE — oaHO 13 3HauYeHui: CYETYMKM NO Kojam —
400, 401, 402, 403, 404, 405, 406, 407, 1.3.6.1.4.1.35265.1.49.43.5.1.606 4YMCNIO NepeaspecoBaHHbIX
408, 410, 413, 414, 415, 416, 420, 421, BbI30BOB (3aBepLueHbl SIP-
422,423, 480, 481, 482, 483, 484, 485, KoZdamu 4xx-6xx)
486, 487, 488, 489, 490, 491, 493, 500,
501, 502, 503, 504, 505, 513, 580, 600,
603, 604, 606
tableOfCallPerSecStatDest 1.3.6.1.4.1.35265.1.49.43.6 Get {} Tabnuua co Bcemun
MIHOBEHHbIMU CHETYMKAMM
SIP Destination
perSecStatDestIndex 1.3.6.1.4.1.35265.1.49.43.6.1.2 Get {} MHaekcol SIP Destination
perSecStatDestName 1.3.6.1.4.1.35265.1.49.43.6.1.3 Get {} HassaHusa SIP Destination
perSecStatDestElapsedTime 1.3.6.1.4.1.35265.1.49.43.6.1.4 Get {} Obuwee BpeMa aKTUBHbIX
pa3rosopos
perSecStatDestIncCalls 1.3.6.1.4.1.35265.1.49.43.6.1.5 Get {} Yncno BxoaALMX BbI3SOBOB
perSecStatDestOutCallLegs 1.3.6.1.4.1.35265.1.49.43.6.1.6 Get {} Yncno ncxogAawmx BbiI3oBoB
perSecStatDestMsgRcv 1.3.6.1.4.1.35265.1.49.43.6.1.7 Get {} Yucno exopamx SIP-
coobuieHuni
perSecStatDestMsgSend 1.3.6.1.4.1.35265.1.49.43.6.1.8 Get {} Yucno nexogawmx SIP-
coobuieHui
perSecStatDestAnswSuccessCalls 1.3.6.1.4.1.35265.1.49.43.6.1.9 Get {} Yncno ycnewHo npuUHATbIX
BbI3OBOB
perSecStatDestAnswFinalErrCalls 1.3.6.1.4.1.35265.1.49.43.6.1.10 |Get {} Yncno OTKNOHEHHbIX

BbI30BOB
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Nma OID 3anpocobl Onucanue
perSecStatDestUnanswOtherdxx 1.3.6.1.4.1.35265.1.49.43.6.1.11 Get {} Yncno HeoTBEYEHHbIX
BbI3OBOB C
SIP-kogamm 4xx
perSecStatDestUnanswOther5xx 1.3.6.1.4.1.35265.1.49.43.6.1.12 |Get {} Yncno HeoTBEYEHHbIX
BbI3OBOB C
SIP-kogamm 5xx
perSecStatDestUnanswOther6xx 1.3.6.1.4.1.35265.1.49.43.6.1.13 Get {} Yncno HeoTBEYEHHbIX
BbI3OBOB C
SIP-Kogamu 6xx
perSecStatDestUnanswOtherUndef 1.3.6.1.4.1.35265.1.49.43.6.1.14 |Get {} Ymcno HeoTBEYEHHbIX
BbI3OBOB C
SIP-kogamu, He
nonaswuMmmu B Apyrue
CYETUMKM
perSecStatDestRedirectCalls<CODE> 1.3.6.1.4.1.35265.1.49.43.6.1.300 |Get {} NHanenayanbHoble
roe CODE — oAHO U3 3HaYeHUI: CYETYMKM MO KoJam —
300, 301, 302, 305, 308 1.3.6.1.4.1.35265.1.49.43.6.1.308 4YMCNO NepeagpecoBaHHbIX
BbI30BOB (3aBepLueHbl SIP-
KoZamu 3xx)
perSecStatDestUnansw<CODE> 1.3.6.1.4.1.35265.1.49.43.6.1.400 |Get {} NHanBuayanbHble
roe CODE — oAHO U3 3HaYeHUI: CYETYMKM MO KoJam —
400, 401, 402, 403, 404, 405, 406, 407, 1.3.6.1.4.1.35265.1.49.43.6.1.606 4YMCNO NepeagpecoBaHHbIX
408, 410, 413, 414, 415, 416, 420, 421, BbI30BOB (3aBepLueHbl SIP-
422,423,480, 481, 482, 483, 484, 485, Kogamm 4xx-6xx)
486, 487, 488, 489, 490, 491, 493, 500,
501, 502, 503, 504, 505, 513, 580, 600,
603, 604, 606

Tabnuua .6 — MoHutopuHr SIP-Destination

NUma oID 3anpocbl OnucaHue

sbcSipDestMonitor 1.3.6.1.4.1.35265.1.49.45 Get {} NHdopmauma o goctynHocTu SIP
Destination

sipDestMonitorCount 1.3.6.1.4.1.35265.1.49.45.1 Get {} Konunyectso HacTpoeHHbIx SIP
Destination

tableOfSbcSipDestMonitorEntry | 1.3.6.1.4.1.35265.1.49.45.2 Get {} Tabnunua HacTpoeHHbIx SIP
Destination

sipDestID 1.3.6.1.4.1.35265.1.49.45.2.1.2 |Get {} ID SIP Destination

sipDestName 1.3.6.1.4.1.35265.1.49.45.2.1.3 |Get {} Mms SIP Destination

sipDestUsed 1.3.6.1.4.1.35265.1.49.45.2.1.4 |Get {} Hannuue SIP-tpaHcnopTta y SIP
Destination (0 — oTcyTtcTByeT, 1 —
NpUCYTCTBYET)

sipDestCheckAvailable 1.3.6.1.4.1.35265.1.49.45.2.1.5 |Get {} KoHTponb SIP Destination no SIP
OPTIONS (0 — BbikaoUeH, 1 —
BK/IIOYEH)

sipDestAvailable 1.3.6.1.4.1.35265.1.49.45.2.1.6 |Get {} HdoctynHocTb SIP Destination no SIP
OPTIONS (0 — HepocTyneH, 1 —
[OCTyneH)

lMoepaHuYyHble KoHMponneps! cecculi SBC

253



HELTEX

Ycrapeswwue OID

HekoTtopble OID 6b11M U3MEHEHbI U B MOC/NEAYIOWMX Pen3ax CTapble BETKUM MOryT ObiTb yOaNeHbl UK
3aMeHeHbl HOBbIMM HA3Ha4YeHMAM. PeKomeHAyeTcs NepeHAcTPOUTb CUCTEMbl MOHUTOPWUHIA U CKPUNTbI Ha
ncnonb3osaHue Hosbix OID.

Tabnuua .7 — Ycrapeswwue OID

NUma oID 3anpocbl OnucaHue
sbcCpuload 1.3.6.1.4.1.35265.1.49.17 Get {} 3ameHéH Ha smgCpuloadTable
(1.3.6.1.4.1.35265.1.49.37)
sbcTopCpuUsr 1.3.6.1.4.1.35265.1.49.17.1.x Get {}.x 3ameHEéH Ha cpuUsr
(1.3.6.1.4.1.35265.1.49.37.1.2.X)
sbcTopCpuSys 1.3.6.1.4.1.35265.1.49.17.2.x Get {}.x 3ameHEéH Ha cpuSys
(1.3.6.1.4.1.35265.1.49.37.1.3.x)
sbcTopCpuNic 1.3.6.1.4.1.35265.1.49.17.3.x Get {}.x 3ameHéH Ha cpuNic
(1.3.6.1.4.1.35265.1.49.37.1.4.X)
sbcTopCpuldle 1.3.6.1.4.1.35265.1.49.17.4.x Get {}.x 3ameHEH Ha cpuldle
(1.3.6.1.4.1.35265.1.49.37.1.5.X)
sbcTopCpulo 1.3.6.1.4.1.35265.1.49.17.5.x Get {}.x 3ameHEH Ha cpulo
(1.3.6.1.4.1.35265.1.49.37.1.6.x)
sbcTopCpulrg 1.3.6.1.4.1.35265.1.49.17.6.x Get {}.x 3ameHéH Ha cpulrq
(1.3.6.1.4.1.35265.1.49.37.1.7..x)
sbcTopCpusSirg 1.3.6.1.4.1.35265.1.49.17.7.x Get {}.x 3ameHéH Ha cpusSirq

(1.3.6.1.4.1.35265.1.49.37.1.8.x)

sbcTopCpuUsage 1.3.6.1.4.1.35265.1.49.17.8.x Get {}.x 3ameHEH Ha cpuUsage
(1.3.6.1.4.1.35265.1.49.37.1.9.x)

Noapep:xka OID MIB-2 (1.3.6.1.2.1)

SBC nogpepkusaet cnegytowmne setkn MIB-2:

— system (1.3.6.1.2.1.1) — obwas nHbopmaums o CUCTEME;
— interfaces (1.3.6.1.2.1.2) — uHdopmaums o ceTeBbIX MHTepdencax;
— snmp (1.3.6.1.2.1.11) — nHdopmaums o pabote SNMP.
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NMPUNOXEHUE Ai. OTPAHUYEHUE PECYPCOB SBC

Mapametp SBC-3000 SBC-2000 SBC-1000 MpumeyaHue

pynn LACP 4 4 5

3anucew B Tabauue 802.1q NA NA 1024

CTaTM4YeCKUX MapLpyToB B Tabaunue 255 255 255

mapLwpyTm3aunm (cBmTy)

CeTeBbIxX UHTEpdENCOB 40 40 40 Ona SBC2000 n
SBC3000 BO3MOXKHO
paclmpeHue 8o
500 npu Haan4nm
nnyeHsum 500VNI

SIP-TpaHcnopToB 256 256 256 Lna SBC2000 n
SBC3000 BO3MOXKHO
paclmpeHue no
500 npu HaAnuum
nnyeHsum 500VNI

SIP Destination 256 256 256 Ona SBC2000 n
SBC3000 BO3MOXHO
paclmpeHue 8o
500 npu Haanuum
nunueHsmm 500VNI

SIP Users 256 256 256 Jns SBC2000 n
SBC3000 BO3MOXKHO
paclmpeHue 8o
500 npu Haan4nm
nnyeHsum 500VNI

SBC Trunk 256 256 256 Jnsa SBC2000 n
SBC3000 BO3MOXKHO
paclmpeHue no
500 npu Haanuum
nnyeHsum 500VNI

Rule set 1000 1000 512

Mpasun ana Kaxgoro Rule set B 1500 1500 1000 HeT orpaHnyeHuna

OTAENbHOCTH Ha Kaxapli
npodunb, ectb
TONIbKO 0bLiee
orpaHuyeHune

Mpasun Rule set ana yctpoiicrea 1500 1500 1000

MNopTtos ana RTP AMnanasoH ana AnanasoH ana AnanasoH ana

HavyanbHOro HayasbHOro nopra: HavyanbHOro
nopra: 10000-65535 nopra:

10000-65535

KON-BO NMOPTOB:

10000-65535

KO/1-BO NOPTOB: 1-32000 KOJ/1-BO NOPTOB:
1-32000 1-32000
SNMP trap 16 16 16
Appecos kKanenTos ansa VPN/PPTP 5 5 5 SBC BbICcTynaeTt B

cepsepa

PO/IN KNNEHTa -
VPN/pptp client

Appecos KnneHTos gna L2TP cepepa

SBC He moxeT
BbICTYNaTb Kak L2TP
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client, TonbKo Kak
cepsep

MNonb3osatenenn VPN/PPTP/L2TP 255 255 255
Monb3osateneit WEB-uHTedelica 10 10 10
(sknagka besonacHocTb/

YnpasneHue)

3anucei B 6enom cnucke Fail2ban ND ND ND
3anucei B YepHom cnimcke Fail2ban 16384 16384 8192
3anucei B cnucke 3a610KMPOBaH-HbIX 16384 16384 8192
Fail2ban

3anuceit B KypHane 3ab610KMpoBaH- 10000 10000 10000
HbIX agpecos

Mpodwuneir Firewall 32 32 32
Mpasun ans BeTok 1000 1000 1000
BXOAALLEro/McxoaaLero/TpaH3nTHOro

Tpaduka, B npoduse n Bcero gns

yCTpoiicTBa

3anucen B cnucke paspelueHHbIx IP- 255 255 255
aapecos ([OoCTyn K ynpaBAeHuto ¢

onpeaeneHHbIX aapecos)

Mpodwnneir RADIUS 32 32 32

NA — not applicable;
ND — not defined.
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TEXHUYECKAA NOAAEPXKA

Ona  nonyyeHUAs  TEXHUYECKOW  KOHCyNbTauMM MO BOMpPOCAamM  3KchayaTauum  obopyaoBaHUsA
000 «lMpegnpuatne «/ITEKC» Bbl MoXKeTe 06paTnTbca B CEPBUCHBIN LLEHTP KOMMAAHUMK:

dopma obpaTHol cBA3K Ha caiTe: http://eltex-co.ru/support/
Servicedesk: https://servicedesk.eltex-co.ru

Ha odunumanbHoOM caiite KOMMNaHUM Bbl MOXETe HaWTU TEXHUYECKYID AOKYMEHTALMIO U MporpammHoe
obecnevyeHne ana npoaykumm OO0 «Mpeanpuatne «INTEKC», obpaTutbca K 6ase 3HaHWI, OCTaBWUTb
MHTEPAKTUBHYIO 3a5IBKY WU/ MPOKOHCYNbTUPOBATLCA Y UHXKeHepoB CepBUCHOTO LEeHTpa.

OduumanbHbIA cant komnaHuu: http://eltex-co.ru/
Ba3a 3HaHwuit: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LleHTp 3arpy3ok: http://eltex-co.ru/support/downloads
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