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ECCM.CNNCOK N3MeHEeHWIA.

1T 113 - 2.0

Jo6GaBneHo

nogaepxka aboHeHTckmx VolP-wnto3os: TAU-16.1P, TAU-24.1P, TAU-36.1P, TAU-72.IP, TAU-32M.IP;
noaAepXka HoBbIX MoZenel cepBmCHbIX MappyTudatopos: ESR-30 FSTEC, ESR-3300, ESR-3300 FSTEC;
noaAepxka HoBbIX Mogenel kommyTtaropos: MES2410-08DP, MES2300-08 AC, MES3710P rev.B DC;
aBTOpu13auumsa nonb3oBaTeneil cuctemMsl ¢ nomollbio cepepa LDAP/Microsoft Active Directory;
HacTpoiika UHTepPBa/I0OB OGHOB/IEHUS Y XpaHEHUS ceccun Nosb30oBaTesns;

HacTpoiika napametpoB SSH, Telnet, SNMP Ha ycTpoiictBax ESR n WLC yepes rpacumyeckuii nHTepdelic
(Bknagka «CepBUCHI»);

oTnpaska push-yBegomneHunin no cobuITMAM 1 npobnemam;

HacTpoiika unbTpaLmn ysegomaeHnin: nob6asneHa BO3MOXHOCTb YKa3aHUsi B&XHOCTU COObITUI 1
npo6nem, No KoTopbiM ByAyT OTNPaBAATLCA yBeAOMIEHMA Ha e-mail u B telegram nonb3oBartens;
HacTpoiika nepuoga XxpaHeHUs yBe4OMIEHW;

BO3MOXXHOCTb CO34aHu1s npasuia reHepauun cobbiTUs Ha OCHOBE 3ajay;

nosne «OnucaHve ycTporcTBa» Ha CTpaHuLe ycTpoicTea. [lJaHHas nHgpopmaLmsa XpaHuTcs B cucteme u
He 3anucbIBaeTCA B KOH(IUIypauuio yCTponcTaa.

YnyduieHo

[BWKOK CcepBuca MOHUTOPUHTA:

* MNOBbILLEHA NPOM3BOANTENBHOCTL CUCTEMBI;

* nepepaboTtaHbl rpaduky;

* 06HOBNEHBI pa3gesibl HACTPOVKN NapamMeTpPOB MOHUTOPUHIE;
copTMpOBKa 06BLEKTOB AepeBa B aipaBUTHOM NOPSALAKE;

BO3MOXHOCTb CKaHWpOBaHWs ceTei ¢ mackoli /19 n Bbilwe npu fo6aBneHnn yCTPOMNCTB B CUCTEMY;,
N3MeHeHOo HavMeHoBaHne CSV-hali/ioB Npu BbIrpy3ke AaHHbIX U3 pa3nnyHbiX Tabnuy, nHTepdeiica;
BO3MOXHOCT NO/b30BATE/LCKOIO NHTepdeiica:

+ 06GHOBNEH MHTepelic BKnagkn «SLA» Ha cTpaHuLe YCTPOICTBa;

+ 06HOBNEH MHTepdelic BKNagkn «/IMLEH3MM» Ha CTPaHULE YCTPONCTBA,;

* 06HOB/IEH UHTEPIENC Co3aHnsA/pefakTpoBaHns Nosb3oBaresne;

+ 06HOBNEH MHTEepelic BKaakn «MOHUTOPUHI»/«apaMeTpbl» Ha cTpaHuLe «<HacTpolikmy,

+ 06HOBNEH MHTEpdelic Bkagknm «MOHUTOPUH»/«MIB» Ha cTpaHule «HacTpoiikny;

* 06HOBNEH MHTEPelic HaCTPOKM nHTerpaummn c LDAP;

* 06HOBNEH MHTEPEliC NPOCMOTPa METPUK, OTHOCALLMXCS K COObITUIO, Ha cTpaHuue «CobbITHAY;
fo6aBneHa BO3MOXHOCTb BK/IIOUEHUS/BbIK/TIOUYEHNS NOACBETKM CUHTaKcMca KOHurypaumm ycTpoincTs u
LWab/0HOB KOHGUTypauuii;

Ha Bknagky «CepBucbl» fobaBneHa kHonka «CobpaTb gaHHbley, KOTopas 3anyckaeTt 3aga4mn Ha coop ¢
YCTPOMCTBA fAaHHbIX, HEOOXOAUMbIX ANsi 0TO6PaXeHUS MHhopmaumy Ha BKNaake.

NcnpaBneHo

OLIM6BKa MHULMaM3aumm yCTPOCTB B cucteme yepes ZTP-meHexep;

npo6nema, NpMBOAALLASA K JTIOXHOMNOMOXUTENbHOMY pe3ynbraTy B 3agade «O6HOBUTb MHpopMaLuuio 06
nHTEepdencax,

HEKOPPEKTHOE OTKPbITME CTPaHUL, yCTPOMCTB pas/InyHbIX TUMOB NPV Nepexose K HAM CO CTpaHuLbI
GENERIC-ycTpolicTBa;

owmnbka NpocMoTpa cn1cka noasagad rpynnoBoii 3agayn;

owmnbka Banmgauun SNMPv3-nonb3oBaTesns, B UMEHU KOTOPOrO UCMNO/b3YeTCH HKHee NogYepKMBaHue,;
OLIM6Ka 0ToBpaxkeHUs rpacmkoB NHTEPHENCoB YCTPONCTB, A1 KOTOPbIX HET AAHHbIX.

B cBA3M C NEPeEXo0M Ha HOBbI ABMXOK MOHUTOPWHIa NoTepsiHa o6paTHasi COBMECTUMOCTb C
MeTpUuKamu, noslyyeHHbIMU B Bepcumn 1.13 1 60nee paHHunx. Co6bITHA, CO34aHHbIE MO TaKUM METPUKaM,
6yayT NOMEYEHbI Kak «yCTapeBLUME», a CCblsiKa B Nose «/ICTOYHUK AaHHbIX» — 3a6/10KMpoBaHa.



ECCM.CNNCOK N3MeHEeHWIA.

2 112 - 113

Jo6GaBneHo

noaaepxka HoBbix Mogenei kommyTtatopos: MES35001-08P DC, MES3500I1-10P DC, MES5400-24 rev.B,
MES5310-48, MES3300-48F;

ayTeHTMdmKaums nonb3oBaTteneli CUcTeMbl ¢ NOMOLLbLo cepBepa Active Directory;

XypHanMpoBaHue AeincTBuii Nonb3oBaTenei;

XXYpHaNMpoBaHue ayTeHTumKaumm nonb3osarenei;

NMPOCMOTP M ynpasfieHne ceccusiMy nosib3oBaTesieinl CUCTEMbI

nprem syslog-coobLLEeHN yCTPONCTB;

BO3MOXHOCTb CO34aHu1s npasuia reHepauumn cobbiTUs Ha OCHOBE Syslog-COO6LLEHNS, NOSTYYEHHOTO OT
YCTPOWCTBa;

06beNHEHNE CUCTEMHBIX TPYNN B rPynnbl 4OCTYNa;

NOAK/OYEHME K YCTPOWCTBY C MOMOLLIO 3MY/IATOpa TePMUHaNa;

CMUCTEMHbIE Ha3BaHWs YCTPOWCTB C BO3MOXHOCTbIO NX pefaKkTMpOoBaHus,

BO3MOXHOCTb OHOBPEMEHHOr0 3anycka 3aga4n Ha 06HOBNeHne Bcei nHdopMauun 06 ycTpoiicTee Ans
rpynnbl yCTPOWCTB;

BO3MOXXHOCTb HACTPOIKM BPEMEHHOIO Ananas3oHa A1 0ToO6paxeHns MHhopmaumm B BUKeTax
fawbopaa.

YnyJuieHo

06HOB/EH BHELWHWI BUA, push-yBefoMeHWI 0 3aBepLUEHUN NOb30BaTeIbCKUX 3a4aY;
fo6aBneHa BO3MOXHOCTb PYYHOrO onpeeneHns nepeMeHHbIX WwabnoHa KoHgurypauum ¢
ncnonb3oBaHmem cuHtakcuca YAML;
flo6aBneHa BO3MOXHOCTb BblfeNeHN HECKO/bKMX 3/1EMEHTOB Tab/MLbl C 3aaToi knasuweli Shift;
NMPOCMOTP Cnuncka cobbITUIA, KOTOPblE MHULMMPOBA/IN FreHepauuio 1 HopMasim3aumo Npobaemsl, 13
Tabnuubl npobnewm;
BO3MOXXHOCTW M0J1b30BaTeIbCKOro nHTepgeiica:

+ pob6aBneHa HaBUralMoHHasA Lernoyka;

* HOBbI MHTepdielic NnpocmoTpa Nogpo6HON MHhopMauun 06 nHTepdeince yCTponCTBa;

* 06HOBNEHA CTPYKTYpa MEHI0 CTpaHuLbl «HacTponkuy,

* 06HOBNEH MHTEPEeliC co3aaHuns/pefakTMpoBaHnsa ponei;

+ 06HOBNEH MHTEpPelic co3aaHns/pefakTMpoBaHns Nosb3oBaTene;

+ 06HOBNEH MHTephelic NnepcoHanbHON CTpaHULbl NONb30BaTeNs;

*+ B Tabnvubl o6aBeHbl HOBble BPEMEHHbIE Anana3oHbl BbIGOPKU AaHHbIX: «[locnegHve 6

mMecsueB» 1 «[locnegHuii roa».

NcnpaBneHo

owmnbka Bannaaumn IPv4-agpecoB B hopme fo6aBneHms yCTPONCTBa;
owwmnbka 06HapYyXeHNs1 YCTPOIMCTB B CETK NO npoTtokony SNMPv3;
HeKoppeKTHasi BbIGOpKa faHHbIX Tabnuy, Npu yctaHoBKE BPEMEHHOIO AnanasoHa «3Ta Hefdens».
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2.1 Matu 1.13.1
JoGaBneHo

* nopgAepXka HOBOWM Mogenu cepBucHoro mappyTtunsaropa: ESR-3200L;
* nogAepxka HoBbIX Mogeneit kommyTtartopos: MES2300D-24P rev.C1, MES2410-08DU, MES5300-48;
* noggepxka mapLupyrtusartopos cepun ME: ME2001, MEST00S.

WcnpaBneHo

* oWwMbKa npu 3arpyske gyobnvpyrowmxcsa gainos B kadectse obpasa MO un 3arpysumka;
* owmbka npu obHoBMeHUN MO ycTpolictBa ESR ¢ Bepcueli 1.24;

* owmbkKa npu nony4veHuun MO KOMMYTaTOPOB arperauuy;

* OWMOKa npu BbINOSIHEHMM 3a4a4mn Ha nepesarpy3ky SMG ycTpoiicTBa,;

+ hopmaT OTO6paXKeHNs1 BpeMeHM paboTbl YCTPOCTB B CTEKE;

+ hopmat nmenu MO gns yctpoiictea cepun MES5448/MES7048.

2.2 Matu1.13.2
NcnpaBneHo

* owmnbKa KoHdurypmposaHusa npasun firewall Ha ESR,;
*+ owmnbKa nogcyeta NNLEH3NIA NSt YCTPOWCTB B CTEKE;
* owmnbKa obHapyxeHusa yctpoicte MES2400/MES2424/MES2448 no npotokosty SNMPv3.

2.3 MNary1.13.3
Jo6GaBneHo
* nogdepxka HoBoi mogenu kommytatopoB: MES2424B rev.B AC.
YnyJuieHo
+ Ba/Mgaumsa napametpa «/IMMUT nakeToB/cek» B HACTpoikax npasua nap 30HbI 6e3onacHocTv Ha ESR.
NcnpaBneHo

* olmbKa Banuaaumm e-mail yueTHoli 3anvcu nonb3oBarens;
* eVHULbI n3mepeHns SLA-MeTpUK B pasaene co3aaHns npaBui reHepauumn cobbITUIA.

3 111 - 112

Jo6GaBneHo

* nogAepXka HoBbIX Mogeneii kommyTtaTtopoB: MES3400-48F, MES2300-24P rev.C1;

* 9KCMOPT AaHHbIX 13 Tabnuy B CSV-ghaiin;

* yBeJOM/IEHUS O 3aBepLUeHMN NONb30BaTeNIbCKNX 3a4a4 B Beb-uHTepdeiice;

* 3anyck 3agad 4ns nepesarpysku rpynnbl YCTPOUCTB;

* ayTeHTudpmkaumsa nosb3oBartenein cuctemsl Ha cepsepe LDAP;

* HacTpolika oTobpaxaeMbIX KOJTOHOK A1 BCEX TabnuL, 1 XXypHasios;

* BO3MOXHOCTb BblI6Opa MHOXeCTBa YCTPOWCTB 13 Tabnuubl CO BCEX CTPaHWL, narmHaropa.

YnyJuieHo

* MNOBbILLEHA NPOV3BOAUTENIbHOCTE MOHUTOPWHIA YCTPONCTB;
* BO3MOXHOCTW M0/1b30BaTE/IbCKOr0 NHTEpAIelica:
* HOBbIA MHTepdIelic HaBuraumm no rpynnam 1 ycTponcTesam CUCTEMbI;
+ 06HOBNEH MHTepdelic Ana ynpasneHus MO Ha ycTpolicTeax;
* 06HOBNEH MHTEPMEeC PUAbTPaLMKN XYPHAUTOB N0 BPEMEHM;
* 06HOB/IEH UHTEPIENC Co3aHMsA/pefakTUpoBaHns posei;
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+ 06HOBNEH MHTephelic co3gaHus npasus reHepauny coobITUn N Npodnewm;
pasgeneHune onepauun o6HoBneHus MO Ha oTaenbHble warn: 3arpyska Mo, nepeknioyexve MO,
nepesarpyska ycTpoICcTBa;
NMMNOPT YCTPONCTB AONONHEH PYHKUMEN CO34aHNA HeOoCTaloLWmMX rpynn;
noaAepXka HacTPOoKM poTauum Npobaem 1 cobbiTuil Yepes Be6-nHTepdeiic.

NcnpaBneHo

OLWKMOKN Ba/Maaumm NoNb30BaTeIbCKOro BBOAA NPV CO34aHnmn nosib3oBaTeneis;

HepaBHOMepHas MI0THOCTb TOYEK Ha rpadhukax MeTpuk (CKOppekTMpoBaHa arperaums AaHHbIX);
CKpbITME TpPanoB 1 yBeAOM/IEHWI U3 XXYPHaNO0B ANS YAa/IEHHbIX YCTPOICTB;

HEKOPPEKTHOE 0TOBpaXeHNe BPpEMEHHOW LKasbl AN BUAKETa-TMCTOrpaMmb|;

owmnbka Bo3Bpara npeablaywmx 3HavyeHnin napametpos SNMP B HacTpoiikax gocTyna K yCTPOWCTBY;
owmnbkn Banngaummn IP-agpeca yctpoiictea npu 4o6aBieHnn B CUCTEMY, EC/IM afpec HaXoAUTCH B CETU
oonbLuei, uem /24;

oWmnbKN Ba/IMaaumMm BBOAA NIOTMHA 1 Naposs Ha CTpaHuLE aBTopu3auun.
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3.1 Matu1.12.1
JoGaBneHo

* nogAepXka HOBOWM Moaeny KoHTponnepa 6ecnposogHoro goctyna: WLC-3200;

* nogAepXka HoOBOW moAenu cepBucHoro mapwpyTusartopa: ESR-3200 FSTEC;

* nogAepxka HoBbIX Mogenei kommyTtaropos: MES2300B-48, MES3300-48, MES2300DI-28;

* BO3MOXHOCTb HACTPOVKN MHTepBasia aBTOOOHOB/IEHNSA fepeBa 0ObEKTOB U ero OTK/IHUYEHME.

YnyduweHo

* MpW 06HOB/IEHUN N aBTOOBHOBEHUN AEePEBO 06BLEKTOB 60/bLUE He 6/I0KMPYETCA CIMHHEPOM, YTO
Nno3Bo/sieT CBOOOAHO paboTaTtb C 06beKTamMn BO BPeEMS npouecca 06HOB/EHUS,
+ pobasneHa coptmpoBka Tabnmubl «Cepsuchl»/«VRF» N0 Ha3BaHWO 1 ONUCAHNIO.

WcnpaBneHo

* OWMbBKa 06HapyXeHUsa yCTPONCTB B ceTh no npoTokosly SNMPV2 npu ykazaHum HECKOSIbKUX 3HAYEHUI
community;

+ cbpoc hunsTpauun Tabnuubl yCTPOUCTB B Criyvae yaaleHNss HECKOSIbKUX YCTPOMCTB U3 rpynnbl;

* owmbka yganexHus VRF,;

* OlMbKa N3MeHeHMs Ha3BaHWA Wab/ioHa KoHurypaumm;

* OlM6BKa NpUMeEHeHNs napamMeTpoB «TariMayT 3anpocoB» U «Ko/1M4ecTBO NOBTOPHbIX NOMbITOK» B
HacTpolikax onpoca cTaTtycoB YCTPOWCTB no npoTtokonam SNMP/TCP/ICMP;

* OoTOOpaxeHue rpadurkos o 3arpyxeHHocTn RAM ans yctpoiicts WLC n VESR;

* owwmnbKa onpefenexnua mogenn ycrpoiictea MES5448/MES7048 npy BK/TIOYEHHOM /10rMPOBaHUN KOMaHL,
SSH Ha kommyTaTope (logging cli-command).

3.2 Maru1.12.2
JoGaBneHo

* noaAepxka LwabnoHHOro KoHdurypmposaHus yctpoiicte WLC.
YnydueHo

+ ana naponsg agmmHuctparopa ECCM nogaepxaHbl Bce cnumosibl ASCII.
NcnpaBneHo

* MosIBUIAChb BO3MOXHOCTb MPOM3BOAMTL MUrpaLmio b, npy oTcyTCcTBUN MHGOOPMauun O NPOoLUMBKE Ha
KommyTtaropax MES;

* nNpo6nemsbl C onpegeneHnem mogenein kommytaropos MES53xx rev.C;

* yKasaHa MUHUMarbHas Bepcusi 4ocTyna K HacTpolikam firewall yctpoiictea ESR-15VF.
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3.3 Matu1.12.3

YnyduweHo

oTobpaxeHne nHopmMaLn 0 CUCTEMHON NNLEH3UN - fo6aBieHa gata 06HOBAEHMSA NIMLEH3VOHHOTO
Knoua.

3.4 Maru1.12.4

NcnpaBneHo

olwnbKa nogcyeTa MLUEH3UN ANsa PeBU3NOHHBLIX MES.

YnydueHo

A0NONHUTENbHASA BaiMaaums daiina cUCTEMHOW NNLEH3UN.

4 1.10 - 1.11

JoGaBneHo

nogAepxka BMpTyasibHoro mapupyrtmsaropa VESR;

nogaepXka HoBbIX MoAenel KOHTponnepoB 6ecnposogHoro goctyna: WLC-15, WLC-30;

nogaepxka HoBbIx Mogenei kommyTtatopos: MES5500-32, MES2448P, MES2328I

rev.C, MES2300-48P, MES2348B rev.D AC, MES5316A rev.C, MES5324A rev.C, MES 5332A rev.C,
MES5324A rev.C1, MES5316A rev.C1, MES2428P rev.A2 AC;

cbop 1 aHanNM3 MeTpuk ¢ 06opyLoBaHMA A1 CUCTEMbI PperncrTpanmm cobbiTuii

aHaIn3 noslyyaemblx Tpanos 419 CUCTEMbI perncTpauun cobbITui;

aHanIn3 XypHana cobbITuii 418 CUCTEMbBI perncrTpaumm npoonewm,

thyHKUMOHaN HacTpolikn chalipBona (6paHamayapa) Ha CEPBUCHBIX MapLUpyTM3aTopax U KOHTposiepax
6ecnpoBoAHOro JoCTyna;

nosib3oBaTtesibckast HacTpoka nopra A5 B3aMMOAencTBUA ¢ ycTpoinctsamu no SSH;

COXpaHeHune nocsefHX HacTpoeK U COCTOSHUA Tabnuu/cTpaHuy, B HTepdeiice n BO3MOXHOCTb
BEPHYTbLCA K HUM;

GOYHKUMA COXpaHEHNS KOHGMrypaumii ounsbTpoB AN NPeaHacTPOKn CNOXHbIX OMALTPOB U BLICTPOrO
NepekItYeHnsa Mexay HUMu;

NHTepenc ans 3arpyskn n npocmotpa MIB-paiinos ana o6padotkn SNMP-Tpanos OT yCTPOWCTB
CTOPOHHWX BEHO0POB;

BUKET Ha Aawbopae AN oTo6pakeHust XypHana cobbiTuii B Buge Tabnumubl, rmctorpammel 1 pie-chart;
hyHKUMOHaU /1 CaMOCTOATE/IbHOTO pefakTMpPoBaHMA OaHHbIX YYETHOM 3anncu Ha cTpaHuue
nosb3oBartesis;

KHOMKM BbICTPOro nepexoga Mexzay N3mMeHeHUAMN KOHUrypauuin npy nx cpaBHEHWY;

HacTpolika 0TOOpaxXeHNsA KONOHOK Tab/uLbl Ha CTpaHuue «3agadumn».

YnydueHo

BbINO/IHEH PehaKTOPUHI CUCTEMbI aBTOpM3aLMmn: NOAKNKYEHNE N aBTOPU3aLMA Nosb3oBaTene
BbINOTHAETCS Yepes3 OA4NH NOPT, OTCYTCTBYET HEOOXOAMMOCTb YETKO ONpeaensitb afpec, Ha KOTOPOM
pa6otaeT WEB;

O0GHOB/EH UHTEPMENC CTPaHWLbl YCTPONCTBA: MEHIO CAENMaHo 60/1ee KOMMNAaKTHbIM;

B MHTepdelic umnopTa yCTPoNCTB fobaBneHa (pyHKUMA reHepaLmmn HegoCcTatoLWwmx rpynm;

3anyck BCex 3agad A1 NoslyvyeHnsi aHHbIX C YCTPOMCTBAa peasin3oBaH C MOMOLLbI0 HaXXaTus Ha KHOMKY
«CUHXpPOHM3aLNs»;

B npoueanypy obHosneHus MO Ha ycTpolicTBax AobaBneHa AoNoHUTeNbHas nposepka sepcun MO
nepep nepesarpyskoi;

B CMCTEMY A06aBneHbl HA60PbI WAa6I0HOB N0 YMOYAHUIO ANs1 BbINO/HEHMSA TUNOBbLIX 3a4au
KOH(pUrypnpoBaHusi yCTPOWNCTB;

NPOTOKO/ 3arpy3kn 60/bLLINX KOHUIypauuin Ha mapLlupyTru3aTopbl 3ameHeH ¢ TFTP Ha SFTP/SCP;
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BbINO/IHEH PEPaKTOPUHI /IOrMPOBaHMA 3a4a4y: pa3BepHYTOE ONMcaHne 10roB., yy4lleHns nHTepdeica,
WHCTPYMEHTbI 3KCnopTa 1 hnnsTpaums no ypoBHSAM BaXKHOCTY,

pethakTOpMHI CUCTEMbI XpaHEHWST KOHGOUIypaLuii yCTPOMCTB: NOBbILEHA NPON3BOANTENbHOCTL U
CTabWIbHOCTL;

06HOB/IEH pa3aen HacTpolikn ZTP: uHTepgeic ctan 6on1ee 3proHOMUYHbLIM, 06aBIEHbI Ba/IMAaTOpPbI;
YNyullEeHbl MIHCTPYMEHTbI paboTbl C 3arpy)xaeMbiMy Ha YCTPONCTBA /IMLEH3NSAMN: A06aBNeEH c60p
[AaHHbIX 06 YCTaHOB/EHHbIX HAa YCTPOICTBAX NULEH3MAX, 0OHOBMEH NHTEPAIEC 3arpy3Kn NNLEH3NI B
cucTemy,

yNydLeHo oTobpaxeHne rpatrkoB METPUK: 0BGHOBNEH aNITOPUTM BbIGOPKM AaHHbLIX, AeTannsauns
rpadouka 3aBUCUT OT MHTEpBasia BbIGOPKM AaHHbIX;

GOYHKUMA yaaneHus rpynmn u3 cuctemMbl 4OMosIHEHA BO3MOXHOCTLIO PEKYPCUBHOIO YAa/1eHNUS BNOXEHHbIX
0ObEKTOB;

06HOB/IEH UHTEPAIENC CO3aaHNs NONb30BaTENS: Yy4lleHa 3proHOMMKa, USMEHEH BUIKET A/18 Bblbopa

rpynm;



ECCM.Cnuncok nameHeHuii.Naty 1.12.4

npouecc nHuumanusauum IP-gpabprki AON0MHEH BO3MOXHOCTBIO YKasaHUsi apeca Lwo3a no
YMO/TYaHWIO;

B HACTPOWiKM YYETHOI 3anuncy nosb3oBatens obasneH BblI6op A3blka 0TObpakeHust MHTepdelica 1
4acoBOro nosica.

NcnpaBneHo

npoBepka 1 06HOBNeHWE peno3nTopues Ha Astralinux 1.7 B ckpunTte compose-tools.sh (npo6nema
yctaHoBku docker-compose 1 conntrack);

Ba/mMgaumsa agpeca yganeHHon 6asbl aHHbIX, U3-3a KOTOPOU He yaaBasioCb UCMONb30BaTbh JOMEHHOE
nms, B ckpunte compose-tools.sh;

HeKoppeKkTHOe OTobpaeHre pa3pbiBOB Ha rpadukax MeTpurK: Tenepb, eC/iv ONpoc No Kakon-nmbo
npuyrHe 6blN OCTAHOB/IEH, 3TO OyAET ABHO OTOOpaxXaTbCsa Ha rpaduke;

co3faHune NuWwHMUX 63kanos KoOHurypaumii Ha yctpoincteax ESR;

noslydeHne KoHdpurypaumii ¢ yctporicte MES, co6paHHbIX B CTEKM OT 4 1 60/1ee IOHUTOB;

aNropuTM NPOBEPKN MOAE/NN YCTPOICTBA Nepes, BbINONIHEHMEM Ha HEM 3aay: pelleHa npobnema c
NOXHbIMY cpabaTbiBaHUAMN MPU UCMONb30BaHNM YUYETHbIX 3arnncei C HENOJTHbIM CMUCKOM pa3peLleHHbIX
KOMaHz,;

owmnbka 3anycka rpynnoBbix onepauuii Ha 6onee yem 20 yCTPOICTB;

0TO6pPaXeHNEe egUHNUL, N3MEPEHNIA Ha rpadkax METPUK.

10
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41 Matu1.11.1
JoGaBneHo

* nogAepxka HoBbIX Mogeneit kommyTtatopos: MES2300-24P AC, MES2300-24 DC;
* METPVKWN ANS OTC/EXUBAHUA U3MEHEHWIA CTaTyCOB AOCTYNHOCTU YCTPOMCTB.

YnyduweHo

* ONTUMM3NPOBAH MeXxaHn3M 3arpy3ku gaHHbix gasa rpacdmkos CPU Ha cTpaHuue yCTponcTBa;
* B KOHCTPYKTOpE COObITUIA peasim3oBaH NOMUCK COObITUI MO 061acTU NPUMEHEHUS,

* pacLuMpeH Cr1CcoK Npasu reHepauumn cobbITUiA U NPO6IEM, 3arpyXXeHHbIX N0 YMONYaHWIo;

* OTOOpaXeHVe BUOKETOB Ha Jalbopaax.

WUcnpaBneHo

* OWKnbBKa 06HapyXeHnsa yCTPONCTB B ceTh No npoTokosly SNMPV3;

* OWwmnbKa Mmurpaumm WaboHOB 1 KOHUrypaLmii yCTpOMCTB Npy 06HOBIEHUN C 6olee paHHUX BepCcuii
ECCM po 1.11;

* a/IropyvTM CPaBHEHWSA MOAE/N YCTPONCTBA CO CMUCKOM B JIMLEH3UW NPU PYYHOM Ao6GaBneHun
YCTPOWCTBA B CUCTEMY;

* Ba/IMAaLMs Npasu/ nap 30H 6e30MacHOCTU NPY UX CO34aHUN Yepes BKNaaKy ycTpoicTea «CepBurChI».

42 Mary1.11.2
NcnpaBneHo

* olmbKa nony4vyeHust KoHdurypaumm ¢ yctpoiictea MES2424P;

+ BNOKMpPOBKa KHOMKN «[anee» Nnpu pefakTMpoBaHuM YC0BUIA B MpaBu/iax reHepaumm coobbITuii;
* OlMbKa MuUrpaumm agaHHbIX YCTPOMCTB Npu 06HOBNEHUN ¢ 6onee paHHUX Bepcuin ECCM;

+ Ay6nmpoBaHue yBeAOoMIEHNS O HOpManu3auum npobemsl.

4.3 Mary1.11.3
Jo6GaBneHo

* nogaepXka HoBbIX Mogenei kommyTtatopos: MES2420-48P, MES3300-08F, MES3300-16F, MES3348F
rev.C, MES5410-48.

YnyJuieHo
+ ounsTpauma npasua reHepaumm cobbITUn MO TUNY YCTPOWCTB.
NcnpaBneHo

* B3aMMOZENCTBMNE CMCTEMbI N0 NPOTOKO/y SSH ¢ cepBUCHbIMK MapLupyTusatopamu ESR ans sepcuin NO
ycTpoiicTB 1.13.0 n cTapuie;

* anNropuTMm pacyéTa Konmyectsa npoodnem ansa sumpkera «CUETUMK NPoGem»;

*+ owwmbKa onpoca ycTpoincTs B ceTu no npotokosly SNMPV3 ¢ ayTeHTudmKaumeli 6e3 LwmdpoBaHus.

11
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519 - 1.10

Jo6GaBneHo

* noAAepxka HOBbIX MOAesein cepBUCHbIX MapLupyTusaTopos: ESR-15, ESR-15R, ESR-30;

* noaAepXka HoBbIX Mogenei kommyTtatopoB: MES2124, MES2300-24, MES2300-24F, MES2300B-24,
MES2300B-24F, MES2348B rev.C, MES2348P, MES3300-24, MES3300-24F, MES3348 rev.D,
MES3400-24, MES3400-24F, MES3400-48, MES3608I, MES3608IF, MES3710P;

+ 06CNnyXnBaHve KOMMYTaTOpPOB B CTEKE;

* BO3MOXHOCTb CO3,aH/S U HACTPONKN NONb30BaTeIbCKNX Aal60PA0B;

*+ OTnpaBKa yBefoM/IeHWI Yepe3 email/telegram-kaHanbl NpyY BO3HUKHOBEHWW NPO6GIewM;

* npuem n obpaboTka SNMP-TpanoB ycTpoiicTB.

YnyJuieHo

* PYy4HOI1 3anyck 3agaym Ha c6op LLDP-nHdopmaumm ycTpoiicTea;

* MOWUCK N (hnnbTpauns yCTpoMCTB Ha KapTax ceTu;

* B CKpUNT-UHCTANNIATOP [06aBNEHbI HOBblE ONUUKU A1 MOHUTOPUHIA COCTOSAHUA CUCTEMBI;
* nepepaboTaH nHTepdelic hunsbTpoB B Tabnuuyax;

* MexaHu3M AN5 B3aMMOAelnCcTBmMA ¢ ycTpoincTteamm no SSH;

* nepepaboTaH nHTepdeiic B pasaene «YCTPoncTBo» — «MOHUTOPUHI».

NcnpaBneHo

*+ owmnbKa onpegenexHua mogenn yctponcTs ansa MES2424P rev. C1 Ha npowwske 10.2.8;
+ paboTa c 3anaposieHHbIMK Knrvamu SSL-cepTndmkartos.

12
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6 1.8 - 1.9

Jo6GaBneHo

ObICTPbIV NOWCK YCTPOICTB 1 rpynn B MHTepdelice ECCM;

HaCTpOWKN NHTepBasIOB cOopa METPUK 1 Neprofa XpaHeHns AaHHbIX MOHUTOPUHIA B MHTepdelice
ECCM;

hyHKUMM NepenMeHoBaHnA 1 NepeMeLLeHns rpynn;

oTtobpaxeHune rpacpukos CPU/RAM/ROM + Tabnuua MHBeHTapHO! NHopMaL M Ha cTpaHuLe
YCTPOWCTBa;

noafepxka mapLipytmusartopos cepun ME: MES000, MESO00M, MES100, ME5100 rev.X, ME5200,
ME5200S;

noAZepXXKa MOHUTOPUHIA TpaHKOBbIX W/30B SMG (c Bepcueit npowwmekm oT 3.20.5.X

1 HoBee): SMG-1016M, SMG-2, SMG-200, SMG-2016, SMG-2016 rev.B, SMG-3016, SMG-3016 rev.B,
SMG-4, SMG-500.

YnyJuieHo

NoBbILIEHa NMPON3BOANTENTbHOCTb, NO/THOCTLIO 3aBePLUEH Nepexos Ha HOBbIN ABWMXXOK A5 coopa
Tenemetpumn no SNMP 1 onpoca AOCTYNHOCTWN YCTPONCTB;

4aCTUYHO BHEAPEHO MCNO/b30BaHMe HOBOrO MexaHn3ma /19 B3aMOAeNnCcTBuMA ¢ ycTpoincteamm no SSH;
npegcrtasneHne gaT n BpemeHun npmsegeHo k ctaHgapty NOCT NCO 8601-2001;

AopaboTaH nHTepdeinc agns Bbibopa rpynn Ha CTpaHuLe YCTPOICTB;

AopaboTaH nHTepdeic Ans Bbibopa AaT B pasaesne «YCTPOUCTBO» - «KMOHUTOPUHT»;

B CKpPUNT A5 3anycka fobasneHa yctaHoBka Docker B cuctemax Astra Linux n RedOS.

NcnpaBneHo

oLIM6Ka 06HapyxeHus yctpoincte no SNMP B criyyae n3meHeHUst napaMeTpoB AOCTyna K ycTpoiicTBam,
owwmnbka yganeHus IP-cbabpviku nocne yganeHus yCTponcTs;

OLLUMGKa OTKPLITUA KapT Nnocne yaasieHns yCTPOoCcTBa, OTMEYEHHOIO Ha KapTe;

oLIM6Ka Npv yaaneHnn yCTPoCTB, korga npu 3anycke ECCM ykasbiBancsa HeBanvaHbli TFTP-agpec;
oLIM6Ka npv fAobasneHnmn yCTPOCTBa C yka3zaHMeM HenpasuibHOW MOLENN.

13



ECCM.Cnuncok nameHenuin.Mary 1.11.3

/7 1.7 -5 1.8

Jo6GaBneHo

* noaAepXka HOBbIX MOAeNel cepBUCHbIX MapLupyTmdaTtopos: ESR-20 FSTEC, ESR-21 FSTEC, ESR-100
FSTEC, ESR-200 FSTEC, ESR-1000 FSTEC, ESR-1500 FSTEC, ESR-1511 FSTEC;

* nogjepxka HoBbIX Mogesnei kommyTaTopoB cepuii MES2300, MES2400, MES2448, MES3300,
MESS5300A;

* noggepxka npotokosna SNMPv3;

* MOAAEPXKKA MOHUTOPUHIA CTOPOHHETO 060PYA0BaHNS.

YnyJuieHo

* nepenucaH ABWXOK A1 coopa TeneMeTpun 1 onpoca AoCTYNHOCTU YCTPOICTB;

* B CKpUNT 414 3anycka Ao6as/ieHbl HACTPOKM A1 HACTPOWKK paboTbl C yaasleHHbIM cepBepom 6a3bl
[aHHbIX;

* 06HOBNEH MHTEpelic AN1a ynpaBneHus rpynnamMmn yCcTporcCTB.

NcnpaBneHo

* owmbKa npu aKkcrnopTe 60MbLLIOro KonnmyecTsa ycTpoiicTe (6onee 8000);
* OwmbKa onpegeneHns ctartyca AoctynHocTn yctpoincts MES ISS no SNMP.

14
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8 1.6 - 1.7

Jo6GaBneHo

* nogaepxka HoBblx Mogenein MES2424P, MES5400-24, MES5400-48;
* nogAepXka MOHUTOpUHra mogenein SMG:
SMG-1016M, SMG-2, SMG-200, SMG-2016, SMG-3016, SMG-4, SMG-500;
* VMHCTPYMEeHTbI o115 pabothbl ¢ IP-fabric: macTtep nHnymanvsaumm n nuHtepdeiic ynpasneHus;
* MEeHeXep NMLEH3NI ans yCTpoNCTB;
* nogaepxka pabotbl Be6-mHTepdelica cmctembl No npotokony HTTPS.

YnyJuieHo

+ 06HoBNeHue Bepcun PostgreSQL ¢ 12 Ha 14;

* npuBefeHne CTUNA PUNLTPOB AaHHbIX B Tabnmuax K eauHomy Buay;

* HacTpolika napameTpoB A0CTyna K yCTpoMNCTBaM OTAE/IbHO N0 NPOTOKONaM;

* HacTpoiika BpeMeHun oxngaHus oteeta no SNMP B pasgene o6Hapy>XeHnst yCTPOICTB.

NcnpaBneHo

* COPTMPOBKA CMMCKOB Ha3BaHWii MOAENen yCTPONCTB;

* OKMBKa NPMMEHEHNS KOHpUrypaLmii yCTPOIMCTB, coaepXalmx 3ansTyo npu nepeyncneHnm
napameTpoB;

« Ay6nupoBaHue 3anpocoB B BeG-MHTepdeiice.

15
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9 15- 1.6

Jo6GaBneHo

noaaepxka cemelicts yctpoiicts MES3700, MES1428, MES2400, MES2424, MES2448;
MeTKa «akTyasibHas Bepcusi MOy,

nogaepxka TFTP B ansible-moagynsx ana MES ROS 2.5, ROS 4+;

noaaepXka ncnonb3oBaHms WabnoHoB Jinja os1a rpynnoBoro KOHUrypupoBaHns yCTpOICTB.

YnyJuieHo

o6beuHeHve pa3fenos rpynmbl/yCTpoicTBa;

pasgeneHue koHdmrypauum Running/Draft + Backup;

B3anmogeincTteme TFTP-cepBepa co MHOTMMY KNMEHTamu;

OKHO CO3JaHus rpynnoBbIX onepauunin Tenepb 6/10KMPyeTCs BO BpeMS OXMAAHWUA OTBETa OT CepBepa;
npu aBapuiiHO OCTaHOBKe cepBuca BO BpeMs murpauuuy identity-provider goctyn k B/} 6onbLie He
6noknpyetcs;

YCTPOMCTBA C pasHbIMU PEBU3NSAMU 00bEAVHEHBI B O4HW TPYNMbl B INLEH3NSX;

yNyyLIEHO MacCcoBOe KOH(pUryprpoBaHue yCTPONCTB;

nonpasfieHa Ba/mgauns Mogenn-nnueH3nn B guasnore f4o6aBneHns yCTPONCTB -> aBTO0OOHapyXeHue.

NcnpaBneHo

HEBO3MOXHOCTb 3anyCTUTb eLle OA4HO rpynnoBoe 06HOBAEHUE NPK yXXe 3anyLLeHHOM rPynnoBOM
06HOBMEHWU;

n3mMeHeHue craryca SSH;

pasHblii PerncTp B Ha3BaHUSAX MPOTOKO/I0B B HACTPOKax AOCTyNa;

owmnbka onpeaenenns yctporictea MES5448;

own6Ka onpeaeneHns 3aaad, Co3aHHbIX Nosb30BaTeNIeM, OT/IMYHLIM OT eccm (NpPeayCTaHOB/IEHHBI
nosib30BaTesb);

ybpaHbl N0N0Ckl NPOKPYTKN U3 UHTepdheica kapT ceTels;

HenpasunobHaa cepus ansgd MES2411X AC. Cepusa nsmeHeHa Ha MES2448.

16
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10 1.4 - 1.5

Jo6GaBneHo

nogaepxka TFTP ansa pasgaymn paiinoB Ha ceTeBoe 060pya0BaHuE;

DHCP-cepsep;

ZTP-meHexep ANs UHULMann3aLmmn yCcTponcTs;

cbop AaHHbIX O CTPYKTYpe cetu no LLDP;

noaaepxka cemeiicts yctpoiicte MEST1xx, MES21xx, MES22xx, MES31xx;

BO3MOXHOCTb NPOBEPATL AOCTYMHOCTL CETEBOr0 060pyA0BaHNsA No yctaHosieHnio TCP-coegmHeHns
(nokasbiBaeT 60/1€€e BbICOKYO NPOV3BOAUTENBLHOCTL, YeM ICMP-npoBepku);

TpaccrpoBOYHbIE 3arosioBkM B http-oTBeThI cepBepa.

YnyJuieHo

yNyylleHns KapT CETU:
* OTOBGpaXKeHne NKOHOK YCTPOICTB B COOTBETCTBUN C TUNOM 060pyAOBaHMS,
* OTOOpaXeHue cTaTycOB CETEBOW AOCTYMNHOCTY;
* aBTOMaTM4eckoe NoCTPOeHNe CBA3e Mexay YCTPOoMCTBaMU OCHOBbIBasACb Ha AaHHbIX LLDP;
* BHeApeH (DYHKLMOHa «NoAKapT CETU», NO3BO/IAIOLLMIA MHKANCYIMPOBaTh C/IOXKHbIE CETEBbIE
CTPYKTYpbI;
* ynydweHo gob6aBneHne yCTponcTB Ha KapTy;
* ynyJlleH pyHKLUMOHaN N3MEHeHNA macluTaba KapTbl
* nepexop K CTpaHuLe yCTpoincTBa ¢ KapTbl CETY;
nepepaboTaH NoAxo4 K onpefesieHno CTaTycoB YCTPOWCTB: OTAE/IbHO 0TO6PaXKalTCs cTaTyc
06CNyX1MBaHNS YCTPOCTBA B CUCTEME U CTATyC CEeTeBOM AOCTYNHOCTM YCTPOWCTBa;
yBenMyeHa Nnpon3BoAnNTENIbHOCTb ONPOCYMKa CEeTeBO AOCTYNHOCTM YCTPOWCTB.

NcnpaBneHo

ynyudlleHa o4YncTKa ovepeam 3a4a4 Ha YCTponCcTBax OT 3aBUCLUMX 3aavy;

MCnpas/IeHO PacnosioXeHre KHOMOK NOATBEPXAEHMSA Y OTMEHbI AeCTBUA B HEKOTOPbIX Anasiorax;
06paboTka OLWMOKM MPY NOMbITKE 3KCNopTa 4EMO-NIULEH3UY;

ncnpasneHbl UMKINYeCcKne nafeHns cepeurca device-manager nocse nepesanycka;

ncnpasneHa 6nokvposka B/l npu HeycnewHol MurpaLmmn Bo BpeMs cTapTa cepBuUca;

ncnpassieHa ownbka npu MMnopTe 4J/IMHHLIX (haitioB CO CNNCKOM YCTPONCTB.
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11 1.3 - 1.4

Jo6GaBneHo

NMOUCK YCTPOICTB B CETU;

KapTbl ceTeil;

rpynnoBble onepauuy No KOHOUIYpPUPOBaHNIO YCTPOWCTB;
CKPUNT AN MHCTaINALUN 1 3anycka NpoekTa;

c6op MeTpuk paboTbl cepucoB (ans Prometheus).

YnyJuieHo

* onTuMmnsauuna BHeELWHEro snga un y,EI|06CTBa Mcnosib3oBaHnA (*)I/U'IprOB B Ta6n|/|u,ax;

CKpbITNe naponel‘/'l Ana goctyna K yCTpOVICTBaM 13 JZ10roB BbIMNO/THEHNA 3aad.

NcnpaBneHo

noAcyeT CBOOGOAHBIX /TMLEH3UIA Npy f06aBNEHNN YCTPOICTB;

npo6nema oTKpPbITUA rpactkoB MOHUTOPWHIA NPW eLLLe HE 3anO0/THEHHBIX JaHHbIX;
OLWMGKM NPy 06HOBNIEHUN TOKEHA aBTOPU3aLNK;

0TOGpPaXeHNe OTpMLATENBHON LKasbl X HA HEKOTOPbIX rpadiukax.

18
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12 1.2 - 1.3
Jo6GaBneHo

* nopaepxka yctpoincts MES5448/MES7048;

+ BKnagka «MHgopmaumsi» ¢ UHBEHTapPHbIMW AAaHHLIMW Ha CTPaHULLE YCTPOCTBA;
* pasgen «[epcoHanbHas cTpaHuua» ¢ MHopMauueli o NoNb30BaTerne;

* CNO/Mb30BaHNe MakpocoB ANs KoHdurypuposaHms MES.

YnyJuieHo

* yCcKopeHue cb6opa MHBEHTapHbIX gaHHbIX Mo SNMP npu go6asneHnn HOBbIX YCTPONCTB;

*+ OoTOGpaKeHWe rpynnbl yCTPOCTB B pasfesie YCTPONCTBa;

+ nepexog Ha Kotlin 1.4;

* aniropuTm paboTsl ¢ KoHUrypaunsamm ESR: yepHOBUMKM Nocne NpuMeHeHnss CoxXpaHsarTes B 6ase
[aHHbIX, & He yAansTCs.

NcnpaBneHo

* HEeKoTOpble Ha3BaHWA 3aro/I0BKOB B Tabnunuax;

+ coptuposka MO no sBepcusm;

*+ OTOOpaKeHWe LBETOBOrO cTaTyca YCTPOMCTB B pasgesnax «YCTponcTear u «Fpynmbi»;
* MOACYET TpUrrepoB B pasaene «CeoaHan nHpopmMaumsy;

* OLWKMOBKM NpY 0BHOB/EHNM CTaTyca YCTPONCTB.
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13 1.1 - 1.2

Jo6GaBneHo

nogaepxka yctpoiicts ESR3100 n cemeiicTB yctpoiictB MES23xx, MES33xx, MES35xXx,
MES36xx, MES5312, MES5324, MES53xXA;
NMMNOPT/3KCNOPT YCTPOINCTB B CUCTEMY.

YnyJuieHo

paboTa web-HTepeiica n cuctemsl aBTopusaummn Yepes ognH TCP-nopT (no ymonyaxuio nopt 80);
fo06aBneHa HacTpoiika s3blka 0TobpaxkeHnss HTepdpelica (ru/en);

aBToMaruyeckoe nNpoaseHne ceccum web npmn akTMBHOCTU B MHTepAelice;

TpaccupoBka owwmnb6ok ¢ backend Ha front;

nepepaboTaH nHTepgenc gobaBneHnsa yCTPONCTB B CUCTEMY;

nepepaboTaH MHTepdeiic HacTPOoikn fedonTHbIX (rNo6asbHbIX) NapaMeTPOB AOCTYNa K yCTpolicTBam;
fo6aBneH napcep UMeHu haiina gn1s aBToMaTuyeckoro 3anosiIHEHUS CepUn 1 BEpCUii Npu 3arpyske
channos MNO.

NcnpaBneHo

COPTMPOBKa rpachvkoB Ha CTPaHWLLE MOHUTOPUHIA YCTPOACTBA NO anhaBuTy;,

OLWMGKN pacCUHXPOHM3auMM aepeBa 06BEKTOB NPW yaa/IEHNN YCTPOICTB;

nponyck 3anycka 3agad nosiy4eHust KoHpUrypauum ycTpoiicTea nocsie ero Ao6aBeHus;
OLIMGKM NPV NOJTyYEHNUMN JI0TOB BbINOTHEHUS 3aau.
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14 1.0 - 1.1

Jo6GaBneHo

* cUCTEMa NIMLEH3MPOBAHMSA N0 KOMMYECTBY 06C/YXMBAEMbIX YCTPOUCTB;
* HacTpoiika MHAMBUAYabHbIX NapaMeTpoB 418 f0CTyna K yCTpoicTBam,;
* MexaHu3M gobaBneHnst YyCTPOCTB B CUCTEMY: NPV A06aBNEHNN YCTPOICTB SIBHO yKa3blBaeTcs TUM.

YnyduieHo

* noBbllLEHNE NPON3BOANTENIBHOCTN,
* ynyduleHnsa BHELWWHEro snaa.

NcnpaBneHo

*+ owwmnbKa npu yganeHun 6onee 100 ycTpoWnCTB;
* owmbKa npu nepexofe Ha BKNagky «pynnbi»;
*+ owmnbKa npu 06HOB/IEHWUY TPYNMbl YCTPONCTB.

& B Bepcumn 1.1 6bIn yaaneH yHKUMOHaN A1 aBTOMATMYECKOro novcka v o6asieHns yCTPoCTB.
Mcnonb3yemasi paHee KOHLUEeNUMs 6bl1a HECOBMECTMMA C NNLEH3MPOBAHNEM U UMeNa HU3KYH
NPOV3BOANTENBHOCTb. BbINI0 MPUHATO pelleHne NOTHOCTbLIO Nepeaenarb MexaHu3M 0GHapYyXXeHUs
YCTPOICTB, OH BYAET BK/OYEH B GMKaiLLne Bepcumn.

21



TEXHNYECKAA NMOAAEP>XKA

[ns nonyyeHns TEXHNYECKO KOHCY/IbTaummn No BONpocamM yCTaHOBKM 1 3KCMnyataunm CUcTeMmbl
ECCM BblI MOxeTe o6paTnTbCcs B CepBUCHbIV LEeHTP koMnaHnun ELTEX:

dopma obparHoin cBA3Mn Ha caiTe: htips://eltex-co.ru/support/

Servicedesk: hitps://servicedesk.eltex-co.ru/

MONHY0 TEXHUYECKYHO AOKYMEHTaUMI0 1 NPOorpaMmMHoOe obecrnevyeHne Bbl MOXETE HalTh Ha
odhmumanbHom caiite komnaHun: https://eltex-co.ru/
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