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CogeprKaHne U3MEHEHMA

Bepcua 7.6

09.2024

CuHxpoHu3auma c sepcueii M0 10.3.6.3
[ob6aeneHa nHdopmauma 06 yctponcteax MES3400-48F, MES2420B-24D

M3meHeHusA B pasgenax:

- 1.2.4 ®yHKLMYM TpeTbero ypoBHsA ceTesolt mogenun OSI
- 1.3 OCHOBHbIe TEXHUYECKNE XapaKTePUCTUKMN

- 1.4 KOHCTPYKTMBHOE UCNOAHEHNE

- 2.2 YcTaHOBKa ycTpoiictea MES3710P Ha DIN-peliky

Bepcua 7.5

06.2024

CuHxpoHM3aumsa ¢ sepcueli M0 10.3.6
[o6asneHa nHdopmauma o6 yctporicteax MES2410-08DP, MES2410-08DU,
MES3400I-24

Bepcna 7.4

03.2024

CuHxpoHM3aumsa ¢ Bepcueit MO 10.3.5

M3meHeHUsA B pasgenax:

- 1.2.4 ®yHKUMM TpeTbero ypoBHs ceteBon mogenm OSI
- 1.3 OCHOBHble TeXHUYECKNE XapaKTePUCTUKMN

- 2.2 YcTaHOBKa ycTpoiictea MES3710P Ha DIN-peliky

[ob6asneHbl pasaenoi:
- 4.14.3.3 HactpoWika npotokona Rapid-PVST+

Bepcna 7.3

11.2023

CuHXpoHM3auma c sepcuelt MO 10.3.4
[ob6asneHa nHdopmauma ob yctporictee MES2420-48P

MN3meHeHusa B pasgenax:

- 1.3 OCHOBHble TEXHUYECKME XapaKTEPUCTUKHM

- 1.4 KOHCTPYKTMBHOE UCNONAHEHNE

- 4.25 KoHowurypauma ACL (cnmMcku KoHTpoAs goctyna)

Bepcua 7.2

06.2023

CuHXpoHM3auma c sepcueli MO 10.3.3.1
[obasneHa nHpopmauma 06 yctponicteax MES3400-24, MES3400-24F,
MES3400-48.

N3meHeHwuA B pasgenax:
- 1.3 OCHOBHble TEXHUYECKME XapaKTEPUCTUKHM
- 1.4 KOHCTPYKTMBHOE UCMONHEHWE

Bepcua 7.1

06.2023

CuHxpoHu3auun ¢ sepcueli MO 10.3.3
[ob6asneHa nHdopmauma o6 yctporicteax MES2424FB, MES3710P.

M3meHeHusA B pasgenax:
- 1.3 OCHOBHble TEXHUYECKME XapaKTEPUCTUKHN
- 4.28.2 Hactpolika Virtual Router Redundancy Protocol (VRRP)

[ob6asneHbl pasaensi:

- 4.28.3 Hactpolika npoTtokona OSPFv2
- 4.28.4 HacTpolika npotokona OSPFv3
- 4.28.5 Hactpolika npoTtokona RIP

Bepcua 7.0

12.2022

CuHxpoHu3auma ¢ sepcueit MO 10.3.1

M3meHeHusA B pasgenax:
- 1.2.4 dyHKUMM TpeTbero ypoBHs ceteBoi mogenm OSI
- 1.3 OCHOBHble TeXHUYECKNE XapaKTepPUCTUKM

[ob6aBneHbl pasgensl:
- 4.28 KoHOuWrypaLma NpoTOKONI0B MapLIpyTU3aLLmm

Bepcusa 6.5

11.2022

CuHxpoHM3auma ¢ sepcueii MO 10.2.10
[ob6asneHa nHpopmauma o6 yctpoinctee MES2448P

N3meHeHwuA B pasgenax:

- 1.2.6 dyHKUMKM 0becneveHna 6e3onacHOCTH
- 1.3 OCHOBHble TeXHUYECKNE XapaKTePUCTUKM
- 4.22 dyHKumn DHCP Relay nocpegHuka

[ob6asneHbl pasgensi:
- 4.30.6 KomaHgpb! ana otnagkm npotokona DHCP
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Bepcus 6.4

10.2022

CuHXxpoHM3aumsa ¢ Bepcueit M0 10.2.9.4

Bepcus 6.3

08.2022

CuHXpoHM3aumsa ¢ Bepcueit MO 10.2.9

M3meHeHUsA B pasgenax:

- 4.4 KomaHapbl ynpaB/ieHUs CUCTEMOM

- 4.14.6 Hactpolika npoTtokona G.8032v2 (ERPS)
-4.17.5.1 Telnet, SSH

- 4.30.8 OTtnaaka ¢yHKumm DCS

Bepcus 6.2

06.2022

CuHXpoHM3auma c sepcueti MO 10.2.8.2
[o6asneHa nHdopmauma o6 yctporictee MES2424P.

M3meHeHUsA B pasgenax:

- 1.3 OCHOBHbIe TEXHUYECKNE XapaKTePUCTUKM

-4.17.1 MexaHusm AAA

-4.21.6 Hactpolika ¢pyHkummn MAC Address Notification

[ob6asneHbl pasaensi:
- 4.14.6 HacTpolika npoTokona G.8032v2 (ERPS)
-4.16.5 KoHdurypauma IGMP proxy

Bepcua 6.1

11.2021

CuHXpoHM3auma c Bepcueli MO 10.2.7.2

MN3meHeHusa B pasgenax:

- 4.13 HactpoWika IPv6-agpecaumm

- 4.18 ¥ypHan aBapwuit, npoTokon SYSLOG

- 4.21.8 Hactpoliika ¢yHKumm IPv6 RA Guard
-4.21.9 Hactpoliika ¢yHKumm IPv6 ND Inspection

Bepcua 6.0

10.2021

[ob6asneHa nHdopmauma o6 yctponctee MES2411X

Bepcna 5.9

10.2021

CuHXpoHM3auma c Bepcueit MO 10.2.7

M3meHeHusA B pasgenax:

- 4.3 HacTpoiKa MaKpOKOMaHA,

- 4.4 KomaHzabl ynpasaeHus cuctemom

- 4.16.1dyHKUMA nocpeaHnKa npotokona IGMP (IGMP Snooping)
-4.30.8 OTtnaaka ¢yHKumm DCS

- 4.30 Pexxum oTnagKkun

[ob6asneHbl pasgensi:
-4.21.7 NpoBepKa NOAAMHHOCTU KNWMEHTA Ha ocHoBe nopTa (cTaHaapT 802.1x)

Bepcuna 5.8

07.2021

CuHXpoHM3auma c sepcueli N0 10.2.6.3

Bepcua 5.7

05.2021

CuHxpoHM3aumsa ¢ sepcueit MO 10.2.6

MN3meHeHus B pasgenax:

-4.11 Fpynnbl arperaumm KaHanos — Link Aggregation Group (LAG)
- 4.12 HacTpoWika IPv4-agpecaumm

-4.21.8 HacTtpolika ¢oyHKumm IPv6 RA Guard

-4.17.4 Cnucku pgoctyna ACL gna ynpaBnaeHus yCTPOMUCTBOM
-4.21.6 Hactpoliika ¢pyHKkummn MAC Address Notification

- 4.14.2 MexaHu3m obHapyxeHus netenb (loopback-detection)

- 4.25 KoHourypauma ACL (cnnckmn KoHTponsa goctyna)

-4.27.1 Hactpolika QoS

[obaBneHbl pasgensl:
-4.21.9 Hactpoiika ¢yHKumm IPv6 ND Inspection

Bepcusa 5.6

03.2021

CuHxpoHM3auma ¢ sepcueli MO 10.2.5.2

Bepcua 5.5

11.2020

CuHxpoHM3auma ¢ sepcueit M0 10.2.5
[ob6asneHa nHdopmauma o6 yctporicteax MES2448 DC, MES2448B.

MN3meHeHus B pasgenax:

- 1.1 HasHayeHue

- 1.3 OCHOBHble TEXHMYECKME XapaKTEPUCTUKHM

- 1.4.1 BHeWHW BUA M ONMcaHne nepeaHel naHenn ycTpoucTs
- 1.4.2 3aaHAA 1 BEPXHAA NaHENU YCTPOMNCTB

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx
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- 1.5 KomnnekT nocTaBku

- 4.4 KomaHapl ynpaB/ieHUs cuctemom

- 4.8.1 Napametpbl Ethernet-nntepdeliicos, Port-Channel n Loopback-uHrep-
deiicos

- 4.8.2 HacTpolika VLAN 1 pexxnmoB KoMMyTaumn nHTepdencos

- 4.21.8 Hactpoiika ¢yHKumm IPv6 RA Guard

- 4.15 HacTpoika npotokona OAM

-4.16.1 ®yHKUMA NnocpegHMKa npoTtokona IGMP (IGMP Snooping)

-4.27.1 Hactpoiika QoS

- MpwunoxeHue B. Ouepeaun ans npuHumaemoro Ha CPU Tpaduka

Bepcua 5.4

10.2020

M3meHeHusA B pasaenax:

- 1.3 OCHOBHble TEXHMYECKME XapaKTEPUCTUKHN

- 4.4 KomaHapbl ynpaB/ieHUs CUCTEMOM

- 4.8.1 Napametpbl Ethernet-untepdeiicos, Port-Channel u Loopback-uHTep-
deiicos

- 4.8.2 Hactpoika VLAN 1 pexxMmoB KoMmmyTaLmm nHTepdericos

- 4.11 F'pynnbl arperaumn kaHanos — Link Aggregation Group (LAG)
- 4.21.8 Hactpoliika ¢yHKumm IPv6 RA Guard

-4.14.3.1 Hactpowka npoTtokona STP, RSTP

- 4.15 HacTpoika npotokona OAM

- 4.16.1 ®yHKUMA NnocpegHMKa npoTtokona IGMP (IGMP Snooping)
- 4.18 ¥ypHan aBapwuit, npoTokon SYSLOG

-4.21.6 Hactpoliika ¢yHkummn MAC Address Notification

-4.27.1 Hactpoiika QoS

Bepcna 5.3

08.2020

[ob6asneHa nHdopmauma ob yctporictee MES3708P.

MN3meHeHus B pasgenax:

- 1.3 OCHOBHble TEXHUYECKME XapaKTEPUCTUKHM

- 3.5.2.3 HacTpoliika napameTpos npotokona SNMP ans goctyna K ycTpoicray
- 4.4 KomaHabl ynpasaeHus cuctemon

- 4.8.1 Napametpbl Ethernet-untepdeiicos, Port-Channel u Loopback-uHtep-
deiicos

- 4.8.2 HacTpoiika VLAN 1 pexxnmoB KOMMYyTaumMn nHTepodeincos

-4.17.1 MexaHusm AAA

-4.17.3 Npotokon TACACS+

-4.21.2 KoHTponb npoTtokosia DHCP v onuua 82

-4.21.4 3awmTa IP-agpeca KanenTa (IP Source Guard)

[obaBneHbl pasaensbl:
- 4.3 HacTpolika MaKpOKOMaHz,

Bepcua 5.2

07.2020

M3meHeHusA B pasgenax:

- 3.5.2.2 HacTtpoiika ctatuyeckoro IP-agpeca, Macku NOACETM U LW/IO3a NO YMO-
YaHu1Io

- 3.5.2.3 HacTpoliika napameTpos npotokona SNMP ans goctyna K ycTpoictay
- 4.6.2 KomaHabl ana pabotol ¢ pannamm

- 4.8.2 HacTpoiika VLAN 1 pexxnmoB KOMMYyTaumMn nHTepdencos

-4.21.8 Hactpoliika ¢pyHKumm IPv6 RA Guard

- 4.15 Hactpoiika npotokosa OAM

-4.16.1 dyHKLMA NnocpesHMKa npoTokona IGMP (IGMP Snooping)

- 4.18 ¥ypHan aBapwuit, npoTokon SYSLOG

- 4.20.2 dneKkTponuTaHue no AMHuam Ethernet (PoE)

-4.21.3 DSLAM Controller Solution (DCS)

-4.21.4 3awmTa IP-agpeca kanenTa (IP Source Guard)

-4.27.1 Hactpoiika QoS

[obasneHbl pasgensi:
- MpwunoxeHwue . PacwmdpoBKa cnmcka npoLeccos

Bepcua 5.1

06.2020

Job6asneHa nHdpopmauma o6 yctpoicteax MES2424, MES2424B.

N3meHeHwuA B pasgenax:

- 1.3 OCHOBHble TeXHUYECKNE XapaKTePUCTUKM

- 1.4.1 BHeWHW BUA 1 onmcaHue nepeaHel NaHenn ycTpoucTs
- 4.6.3 KomaHAabl ANnA pe3epBUpoBaHUA KOHOUIypaumum

Bepcua 5.0

03.2020

M3meHeHun B pa3genax:

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx
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- 1.3 OCHOBHble TEXHUYECKME XapaKTEPUCTUKM

-3.5.2.1 3agaHue napons gns nonb3oBatena «admin» U co3gaHue HOBbIX NOJb-
30BaTenen

- 3.5.2.3 HacTtpoiika napameTtpos npotokona SNMP ansa goctyna K ycTpoincrey

- 4.4 KomaHapbl ynpaB/ieHUs CUCTEMOM

- 4.6.2 KomaHab! ana pabotsl ¢ pannamm

- 4.8.2 HacTpoiika VLAN 1 pexxnmoB KOMMyTaumn nHTepdencos

-4.17.1 MexaHusm AAA

- 4.30.4 XypHannpoBaHue OTNaZ404YHbIX COOBLLEHUI

[obasneHbl pasgensbl:
- 3.4 3arpy304Hoe MeHto
- MpwunoxkeHue B. Ouepeaun ans npuHumaemoro Ha CPU Tpaduka

Bepcua 4.5

12.2019

MN3meHeHus B pasgenax:

- 3.5.2 ba3oBas HacTpoiika KommyTaTopa

- 4.8.2 Hactpoiika VLAN 1 pexMmoB KoMmmyTaLmm nHTepdericos
- 4.9 Selective Q-in-Q

-4.20.1 AnarHocTMKa megHoro Kabens

-4.21.2 KoHTponb npotokona DHCP n onuma 82

Bepcua 4.4

11.2019

N3meHeHwuA B pasgenax:
-4.17.5.2 Hactpowka napameTpoB npoTtokona SNMP gna noctyna K yctponcTsy
- 4.20.2 dnekTponuTaHue no vHuam Ethernet (PoE)

Bepcna 4.3

10.2019

MN3meHeHus B pasgenax:

- 1.3 OCHOBHble TeXHUYECKNE XapaKTePUCTUKMN

- 4.4 KomaHapbl ynpaB/ieHUs CUCTEMOM

- 4.20.2 dnekTponuTaHue no mHuam Ethernet (PoE)
-4.21.3 DSLAM Controller Solution (DCS)

[ob6asneHbl pasaensi:

- 4.2 dunbTpaumsa coobLeHNn KomaHAHON CTPOKM

- 4.5 KomaHapl g8 HaCTPOMKM NapameTpoB 418 3a43aHWA Naposiein
- 4.6.3 KomaHap!l ANns pesepBuMpoBaHusa KoHdUrypaumum

- 4.30 Pexxum oTnagKkun

Bepcua 4.2

08.2019

MN3meHeHus B pasgenax:

- 3.5.2.3 HacTtpoiika napameTtpos npotokona SNMP ansa gocrtyna K ycTpoicTey
- 4.8.2 HacTpoiika VLAN 1 peXxnmoB KOMMYyTaumMn nHTepdeincos

- 4.16.1 ®yHKUMA NocpesHMKa npoTokona IGMP (IGMP Snooping)

-4.17.3 Npotokon TACACS+

-4.21.2 KoHTponb npotokona DHCP n onuma 82

Bepcua 4.1

06.2019

M3meHeHusA B pasaenax:
— Storm Control gna pasanyHoro Tpadumka (broadcast, multicast, unknown
unicast)

Bepcua 4.0

06.2019

MN3meHeHus B pasgenax:

— HayvanbHan HacTpoiKka KommyTaTopa

— HacTpoiika napameTtpos npotokona SNMP ana goctyna K ycTpoucTBy
— JneKkTponutaHue no anHuam Ethernet (PoE)

Bepcus 3.0

03.2019

[ob6asneHa nHdopmauma 06 yctponcteax cepmum MES2408x n MES2428P

[ob6asneHbl pasgensi:

— ABTOMaTMYeCKas HacTpoliKa NapameTpoB KOMMyTaTopa
(zero Touch Provisioning)

— Selective Q-in-Q

— Hactpolika IPv6-agpecauun

— HacTpoiika npotokona OAM

—MpoTtokon TACACS+

— DieKTponuTaHue no AMHuam Ethernet (PoE)
—MpoTtokon UDLD

— 3awwmTa IP-agpeca knuneHTa (IP Source Guard)

Bepcusa 2.0

01.2019

BTopas ny6avKauusa.

Bepcua 1.0

12.2018

Mepsan nybankaums.

Bepcua nporpammHoro obecneueHus 10.3.6.3

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx 5




HELTEX

COAEPAHUE

BBELLEHME ....conetieeiitee ettt ettt sttt e sttt e e ettt e e s sttt e e s eabt e e e s eabeeeesaabeeeeseabeteesaasaeeesaabaeaesssbeeessansaeessanee 10
1 ONMUCAHUE UBLETIUA ....eeiiiiieee ettt ettt ettt e s ettt e e ettt e e s sttt e e s sttt e e s sabtteessabteeessaseteessabaeeesssseeesannes 11
1.1 HBHAUEHME ...ttt ettt e e e ettt e e e e e e et bttt e e e s s e s bbbt e e e e e s eaannbeaeeeeeeseaannreneeeeeeesanan 11
1.2 DOYHKUMM KOMMYTATOP «euuvrrreeeeeesanauurereeeeesssssauserteeeesssssasseseeseesssssasmssseeesssssssansseseeeeessssssnssseeesesssnnns 12
1.2.1  BA30BDBIE PYHKLIMM ceeeeeriieeiiieeeeiiteeeeetteeesssteeessseeeesasseeeesaseaeessaseeeessaseseesssseeeesssssseessssseessnnes 12
1.2.2  OYHKUMKN NPY PABOTE C MAC-GLPECAMM ....evveeeeceriieeeeiieeeeeiteeeesstteeesssbeeeessseeeessseeeessasseeessnnes 12
1.2.3  ®OYHKUUM BTOPOTO YPOBHA CETEBOM MOLEM OSl..cciiiiiiiiiiiiiiieiiiiieeeeciieee e sveee e s sveee e 13
1.2.4 OYHKUNKN TPETLETO YPOBHA CETEBON MOLEM OS| ooiiiiiiiiiiiiiee ettt 14
1.2.5  DOYHKUMU QOS..ceiiiiiiiiiiieeee ettt ettt e e e e e ettt e e e e e s s s aabtteeeeeeseasassbetaeeeesssasnsnreaaeeens 15
1.2.6 OYHKUNN 06ECNEUEHMA BE3OMACHOCTM 1eviierrieeeiiiieeeeiieeeestteeesssreeeesssseeeesssseeeesssseeessssseeeessanes 15
1.2.7 OYHKUMM YNIPABAEHUA KOMMYTATOPOM ..oeeeriiireeeeeernnnnrereeeeesssssssnrtreesessssmsssmeseeeessssnssssesseees 15
1.2.8  [JONONHUTENBHDBIE DYHKLMM weeeeierrieeieiieeeestieeeestteesesssteeesssseaeessssseeessssseesssssesssssssssesssseseessnnes 17
1.3 OCHOBHbDIE TEXHUYECKMUE XAPAKTEPUCTUKM eeeeeeeeeeeeeeeeeeeeeeeeeeeeaeeaeeeeaasaaaaasaaasssssssssssasssssasasasasesasesesanns 17
1.4 KOHCTPYKTUBHOE MCTIOMTHEHME ...uieieeeeeeeeeeeeeeeeeeeeesessesesasssesssssasssssasssssssssssssssssssssssssssssessessssssesessssennnns 36
1.4.1 BHewWwHN BUA M ONUCAHNE NEPEAHEN NAHEN YCTPOMCTB ceeeeeeeeerriereeeeeeeinrrrrrreeesessssnnnenneees 37
1.4.2 3a4HAA Y BEPXHAA NMAHENM YCTPOMETB coeeeeeueriirreeeeeeeseiurrerreeeeesesansnsneresessssssssssnseessssssnnssssnneeees 50
1.4.3 BOKOBbBIE MAHE/IM YCTPOMCTBA .uuvvrrrreeeeeesaainurrnreeeseessasssnsreesssssssmsssesesessssmssssssneeesssssnsnssssnneeens 53
1.4.4 KoHcTpyKTMBHOE ncnonHeHme Kommytatopa MES3708P.......cccooevvviiiiiiiii, 54
1.4.5 CBETOBAA MHIOMKALMA..ccevtruiueeeeeeeeetttitiaeeeeeseretntnaeeseeesesssnnnsseessessssnnaesesessssssnnnaeeseesssssnnnnenseens 55
1.5 KOMMAEKT MOCTABKM .. oeeuiiittieeee e ettt ee e e e e et ee et e e e e e eaaanbeb e e e eee e e e s nnbe bt e eeeeseaansbeeteeeeesaaannreneaeaeseaannn 57
2 YCTAHOBKA VI TTIOARJTHOUEHMUE ......oeiiiiiiiieeiiiee ettt ettt ettt et e sttt e s st e s st e e e ssta e e e snbeaeesnnnneeesas 58
2.1 YCTQHOBKQ YCTPOMCTB B CTOMKY teeeeeeerurrrrrreeeesssasunresreeesssasassssesssesssssmasssssssssessssmssssnnsessssssmsssssssesssssanns 58
2.2 YctaHoBKa YCTPOMNCTBA MES3710P HA DIN-PEMKY..ceviieiiecciiiieieee e e ettt e e e e e e ecvrere e e e e e e e e snveareeeeeeeena 60
2.3 TIOAKNIOUEHUE MUTAIOLLEM CETM.ceeeeeruurrreeeeeeeeieiurrreeeeesesssesrssseesessssssissssssesesessssssssssesessssssssssssesesnnns 60
2.4 YCTAHOBKA M YAANEHMNE SFP-TPAHCUBEPOB....ccceieiieeeeeeieeeeeeeeeeeeeeeeeeeeeee e e e e e e e e e e e e 61
3 HAYAJIbHAA HACTPOMKA KOMMYTATOPA......oovveveeeteteeeeeteeesetesesesesessesasasasssssesesesasssesasesesesesesesesenes 63
3.1 TOPAUME KNABULLM.ccceeererereieieieeererereretereteteteteteteteteseteteteseeeterertteteteteteteteesteteteteseeteeeeeeeemeeeremeeeeeeeeeerene 63
3.2 HACTPOMKA TEPMUHAA weeeeiurreeeieuieeeeeiiteeeseutteeesasteeesssteeessasseeessssseeesssseeessssseesssssseessssssesessssseesssnsenes 63
3.3 BK/IIOUEHME YCTPOMCTBA eeeeurreeeiiurreeeeatreeesaseeeessseesessseessssssesssssssesesssssesessssssessssssessssssssessssssseessssseees 63
3.4 3aTPY30UHOE MEHHD.cceettttreiereiereretereretereretetetetetetetetetetetetetetetetetetetttetetttetttettttteteettetttmtemeeerememeeeeeeeereee 64
3.5 HacTPOMKA QYHKLMIA KOMMYTATOP@ .cuvreeereurreeerirreeeeareeeeasseeeesssseesssssseesssssssessssssessssssseeesssssesesssssenes 65
3.5.1 ABTOMAaTM4eCKas HacTpolKa napameTpoB KommyTaTopa (Zero Touch Provisioning) ........... 65
3.5.2 Ba30BaA HACTPOMKA KOMMYTATOPA .ueeeerrurrreeriurreeesssrreessansresesssseeesssssesssssssessssssesssssssssesssssessens 65
3.5.3 HacTpoiika NapamMeTPOB CUCTEMbI BE30MACHOCTU ....eeeeuureeeeeiuiieeeeirreeeeereeeeeeseeeeeenseeeeeasseeanas 67

4 YNPABJ/IEHUE YCTPONUCTBOM. UHTEPDENC KOMAHZLHOM CTPOKM ..o 69
4.1 BA3OBDBIE KOMAHIDI cevvvuuuneeeeerreerunieeeeeerressnnaeeeesssssssnnaasessssssssnnmaessessssssssnmeesesessssssnanesseesssssssnnseesesesenns 69
4.2 OunbTPaLMA COOBLLEHNI KOMAHAHOM CTPOKM ... .uviieeeiiieeeeitieeeeeitteeeeeisseeeeeasseeeeessseesessssaseesasasessanes 70
4.3 HaCTPOMKA MAKPOKOMABHL, ...ccceeeuurrrrreeeeeeeaassreeeeeeaseeaaasssesseesesssaassssessssessssmasssssssssessesnsnsssssssesssesnansnnes 71
4.4 KOMaHADb! YNPABNEHMA CUCTEMOM..ueereeeeeeieeurrerereeaeeeiaissreeseeaesessaasssesssseessssasssssssssessesaassssssssesssessnsssnns 72
4.5 KomaHApl AN HaCTPOMKM NAapaMeTPOoB A/1A 334aHNUA NMAPONIEM ..uvveeeeeeeeeecciirireeeeeeeeiiirrreeeeeeeeessnnnnns 76
4.6 PABOTA C DAMMAMM ..ceeiceiiieeeiiieeeeetieeeeectte e e e ettt e e eetteeeeeatteeeeeassseasaassssaeassseasaassseseaassaeeeaassaeesaassanasases 77
4.6.1 ONUCAHNE APTYMEHTOB KOMAAHL ...vvvvvvrrrrerernrerernsnrnsesnsnsesssesssesssssssssssssssssssssssssssssssnsssnsnsnsnsnsnnns 77
4.6.2 KomaHAbl 415 PABOTBI € PAMMAMY ....eeieiiiiieeeiiieeeeciree e eetee e estee e e eree e e earee e e snbaeeeentaeeesnsaeas 77
4.6.3 KomaHabl o115 pe3epBUPOBAHUA KOHPUIYPALMM ...evveeeeierieeeeiieeeerireeeesnreeeesnreeeessnseesessnsens 78
4.7 HaCTPOMKA CUCTEMHOTO BPEMEHM ...eeeeurveeeeetieeeeatreeesaitteeeesassseessssteeesssssseesssssssssssssesesssssssesssssnsessnnes 79
4.8 KoHourypauma MHTEPMDENCOB M VLAN .....cciiiiiie ettt et e e e e tte e e e e tte e e s eatae e e ebteeesebeneeeennes 81
4.8.1 Mapametpbl Ethernet-untepdeiicos, Port-Channel n Loopback-untepdeiicos .................... 81
4.8.2 Hactpolika VLAN 1 peKMMOB KOMMYTALUN UHTEPADEMCOB .....evveeeeerrreeeeirreeeenrreeeennreeeeenaneeas 84
Y= [=Tor V= @ L o T L O SO SRR 90
4.10 Storm Control gns pasnmyHoro Tpaduka (broadcast, multicast, unknown unicast) ...........ccoee..e 91
4.11 T'pynnbi arperaumnn kaHanos — Link Aggregation Group (LAG) .....ceveeeeciieeiecieee e eeree e 93

6 Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx



4.11.1 CraTnyecKue rpynnbl arPEralMM KAHAMOB cuuuuuuueereeeeeetruriieeeeeertttrunesesseesesssnniesseeessessmnsnssesesees 94
4.11.2 NMpoToKona arperaummt KAHANOB LACP ... 94
4.12 HACTPOMKA IPVA-QLPECALIMM ....veeeeeiieee ittt e eettee e e ettee e s s vt e e s sbteeessaateeessabteeessabteeessseeeessseneessnssenessnns 96
4. 13 HAaCTPOMKA IPVB-QPECALIMM ....vveeeeeiieeeeeitee e eeitee e e ettee e s ettt e e s sbaeeeesabtaeessabteeessabteeessaseeeessseneessassenessnns 97
A.13.1 TIPOTOKOT IPVB ..o 97
4.13.2 HAacTPOMKN MPOTOKONA IPVB ....cccceiiieiciiie ettt ettt e e e tte e et e e s e eabee e e e eatae e e e nbaee e e nres 97
4.14 HACTPOMKA MPOTOKOIIOB ..vveeeeeurrreeesrrreeeasreeesassssessaassseesanssssesssssssssssssssesssssssssssssssessassesessassssessassesessnns 99
4.14.1 HacTPOMKa NPOTOKONA ARP ...ccooeiiiiiiiiee ettt ettt e e e e ette e e e eatae e s e eabae e e s eabae e e e nbaeeeennrens 99
4.14.2 MexaHn3m obHapyeHua netesnb (loopback-detection) ......cccoecvveeieciieiicciiie e, 100
4.14.3 CemeictBo nNpoTokonoB STP (STP, RSTP, MSTP, RPVSTH) ...uviiiiiieeeciieee e 101
4.14.4 Hactpolika ¢yHKumm Layer 2 Protocol Tunneling (L2PT).ccvvveeieciieeecieee et 109
4.14.5 HacTpOMKa NPOTOKONA LLDP ...cceeiiieecieee ettt ettt e et e e e ebte e e s ebae e e e enaaeaeeaes 110
4.14.6 Hactpolika nPoToKoNa G.8032V2 (ERPS) ......eeiiiiiiiie ittt ettt e e e 114
4.15 HacTpoMKa NPOTOKOMA QA ....oiiiiiiiiie ettt citee e ettt e s ettt e e st e e e et e e e s sabaeeeensaeeeessaeeesnsaeeeennnseeean 117
4.16 TPYMMOBAA QI PECALIMA. . e s s s s e s ans 120
4.16.1 dyHKuma nocpegHuKa NpoToKona IGMP (IGMP SNOOPING) ..cccvveevveeeieeeciee e eeieeeieeesaee s 120
4.16.2 Mpasuna rpynnoBoi agpecaumn (multicast addressing) ......cccveeveeeeceeeciieccie e 125
4.16.3 MLD snooping — npOTOKON KOHTPO/1A MHOr0a4pecHOro TPAPUKA B IPV6 ......cccccvvveeevciieeennns 126
4.16.4 OYHKLMM OrpaHNYEHMA MUILICAST-TPADUKA ..ooeieiiiee it 128
4.16.5 KOHOUTYPAUMA IGIMIP PIOXY «vveeeieriieeiiiieeeeeitteeeeeitteeesesteeesssseeeessssseeesssssesessssessesssssesesssssesessans 129
4.17 DOYHKLNMN YTIPABITEHMA c.eeevvveeeeeeeeeiiuierteeeesssssaurtteeeeesssssssssasseeessssssssseeseesssssssssssseseessssssssssseesesssnssnnns 130
4.07.1 MEXAHMBM AAA . ...ttt ettt ettt e e et e e s sbt e e e e e bte e e e s bteee e s btaee e e bteeeeabteeeeaartaeeesaaraaeeans 130
4.17.2 TIPOTOKOS RADIUS ... .ttt ettt ettt ettt e e et e e st e e s sbte e e e sbteeessabteeesssstaeassnsraeassnns 133
4.17.3 TIPOTOKON TACACSH ..., 134
4.17.4 Cnunckm goctyna ACL gnsa yNpaBAEHUA YCTPOMCTBOM ....uuvrreeeeeeeeinrrrrrreeessssissssereeesssessnnsesneees 135
4.17.5 HacTpoiKa NPOTOKOIOB YMPABAEHMA ..eceeeeeuriiireeeeeeeeeintttrreeeeseesinsenneeseesssssssssseessessessnnssssnees 136
4.18 *ypHan aBapuit, MPOTOKO SYSLOG.....ccciiiiiciiiiieeeeeeeccitiere e e e e e esetetrreeesseessnbrareeeeessessnsrenneeseesenannns 140
4.19 3epKaMPOBAHNE (MOHUTOPUHTE) MOPTOB ..eeeeerreeeeeiurreeeeireeeeaasseeeaassseseessssesessssssesasssssesasssssessssseeens 142
4.20 PYHKLNN ONATHOCTUKU DUBUUECKOTO YPOBH . eeeeeeeeeeeeurrrrreeeeseeeiisesrreeesseesaasssseseessssssssssssesssessansnns 144
4.20.1 [ANArHOCTUKA MEAHOTO KADEIA.....uieiiiiiieeeeiiieeeeitieeeeeitteeeeeitteeeesetteeessasteeeesastesesesssesessnssesansnns 144
4.20.2 dneKTponuTaHMe Mo AMHUAM Ethernet (POE) ........ooooiiii ittt eree e 145
4.20.3 TIPOTOKOA UDLD ..., 146
4.20.4 [NArHOCTUKA ONTUUECKOTO TPAHCMBEP@ .ceeeieieeieeieieeeeieieeeeeeeeeeeeeeeeeeeeaeaeaeeeaeaeaeeeaaaaaaaaaaaaaaaaaaeas 147
4.21 OYHKLMMN 00ECNEUEHUNA BEIOMACHOCTM ..uvvvieeeeirieeeeirreeeeitreeesssseesssssseeessssesesssseesssssseeessssseeessssseess 147
4.21.1 OYHKLUMM 0BECNEUEHNS 3ALUNTBI MOPTOB ...uvveeeeetreeeerrrreeesrreeeesssreeessasseeessssseeesssssssesssseeessans 147
4.21.2 KoHTpo/ib NPOTOKO/IA DHCP M OMUMA 82 ... 149
4.21.3 DSLAM Controller SOIULION (DCS) vueeiiivuveiieiirieeieieeeeeeireeeeeeteeeeeeetveeeeeetreeeessreeeesnsreeessesreseesnns 151
4.21.4 3awmTa IP-agpeca KAMEHTA (IP SOUICE GUAN) .....ccoveeecieeeeieeeiie e eiee et cveeeetae e s beeeeareens 154
4.21.5 KoHTponb NpoToKoMa ARP (ARP INSPECLION) ..eiiveiiiieeeiiieeiee ettt et sveeetae e bee e earee e 156
4.21.6 Hactpoiika ¢oyHKumM MAC Address Notification ........cceeeeecieeiiiciicc e 157
4.21.7 MpoBepKa NOANMHHOCTM KAMEHTa Ha ocHoBe NopTa (CTaHAAPT 802.1X)....cccvveerreeereeenireenns 158
4.21.8 HacTpoiKa QYHKUMM IPVE RA GUAI......eiiiiiiieeieiiieecciieee et eere e e e evte e e e svte e e e sttaeessnraeeeeans 161
4.21.9 Hactpoiika GyHKUMM IPVE ND INSPECLION ....vviiiiiiiie ittt eaee e 163
4.22 OYHKUMN DHCP Relay MOCPEAHMKA ..vvereeeeeeeeiiiiiieeeeeeeecietieeeeeeeeesessseeeeeaesessnssassssesssesassssssssessennnsnes 165
4.23 KOHOUMYPAUMNA DHCP-COPBEPA. ... uuutriiiiieeiiieiiitiieeeeeeeseittteeeeeeeessessteeeeeaesessntsasesaeeesesasssssseeseessnnannns 167
4.24 KoHopurypauma PPPOE Intermediate AgENt..... ..ottt cvrree e e e e e 179
4.25 KoHourypauma ACL (CNUCKM KOHTPOA JOCTYMA) ccuveeeeeiirreeeeiireeeeearreeesaisseeesassseesasssesssssssesesssssseens 181
4.25.1 KoHOUIYpauma ACL HA BA3E IPVA .......cooi ittt ettt e e e e e brare e e e e e e e e nnraae s 183
4.25.2 KOHOUIYPAUMA ACL HA BA3E IPVB .....ceeiiieeeiiiieeee ettt e eecttree e e e e e e e nraae e e e e e e e e nneaae s 184
4.25.3 KoHOUIYpauma ACL Ha 6336 IMAC ......cooiieeiiiieeee ettt e e e cttree e e e e e e e e sraee e e e e e e e e sannenaees 185
4.26 KOHOUIypauma 3aLUNTBI OT DOS-ATAK .eeiiiiiiecciiiiieeeeeeecciiteeee e e e e esetarteeeeeeeessnrraseseeessessssssssesseeseanannes 187
4.27 KauecTBO OOCAYKUBAHMA — QUOS ... uviiiiiieeeieeiiiiiieeeeeeesecttteeeeeeeeesetssaeeeeaesessnstsseseeeesesassssseesessennnnnes 188
Ly A W & = Tou 1 oY1 - 1 O Lo SRR 188
4.28 KOHOMIypauma NPOTOKONOB MAPLUPYTUBALMM ..eeeeeurrreeeeerreeeeinrreeeeinsreeessssesessssssessssssssssssssssssssseees 194

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx 7



HELTEX

4.28.1 KOHPUIrypaumsa CTAaTUHECKON MAPLUPYTUSALMM .oceeurreeeeeerieeeeeireeeeerreeeeeaveeseesnseeesssnseeessnnsens 194
4.28.2 Hactpotika Virtual Router Redundancy Protocol (VRRP)......cccueeiiciiieeeciee et 195
4.28.3 HacTpoiKa NPOTOKOMA OSPFV2........uiiiiiiiie e cctiee ettt ettt e eette e e etae e e e erae e s eenbae e e e easaeeeenranas 196
4.28.4 HacTpoiKa NPOTOKOA OSPFV3 ... ..ttt ettt ettt e e e ette e s e erae e s eeatae e e e saraee e enraeas 202
4.28.5 HacTpoMKa MPOTOKOMA RIP ...ttt e ee e e e e e s 206

4.29 O6HOBNEHME NPOrpaMMHOro obecnedeHmA € CePBEPA TFTP ..o ciiiiicciieee et 209
4.29.1 Ob6HOBNEHME CUCTEMHOIO MPOrPAMMHOIO OBECTIEUEHMA oecvevieeeciieeeereee e ereee e e sreeeeenaveeas 209

4. .30 PEMKMM OTNIAZKM c.eeeeieiiiieeseeeeettttieeeeseeetaesat e s seeeeeetstaa s esseesaaesasa s saeeaetessaaaaaseeesaeesssannseeeeeeenssannnseees 210
4.30.1 KomaHAb!l OTNAAKN ONA UHTEPDEMCOB. ...uvereeeeeeeeiuirreeeeeeeeeriirsreeeeeeeeesasssssessesseessssssssesseseeaans 211
4.30.2 OTNAAKA VLAN. ..coii ittt ettt sttt et e e st e e e ssbe e e e s sabe e e e s sabeeesssabeeeesssbeeesennseeessnnseeessnnsenns 212
4.30.3 OT/1a4KA EtherNet-0ami ...t e e e e e e ra e e e e s e e e anbraaeeaaeeeenas 213
4.30.4 MypHanmMpoBaHME OTNALO0UHBIX COOOLLEHMM ...ueeireureeeeeriieeeeiiieeeesieeeessreeesssareeesssnreeessnnsenns 214
4.30.5 KomaHabl A1A OTNAAKN QYHKUMIA YIIPABAEHMS weeeeerrereeerieeeeeiieeessieeesssreeessssseeessssenesssnsens 215
4.30.6 KomaHabl ana otnaakm NPOTOKONA DHCP .......eeuvieiiiiiiiiiiiii e 216
4.30.7 OTNAAKA QYHKLUMU PPPOE-IA .....ooeiiieeeeeee ettt ettre e e e e s e et r e e e e s s e s anbraneeeeeeennas 217
4.30.8 OTNAAKA QYHKLMU DCS ..ottt e e e e e st e e e e e e s e s saaba e e e e e s s eesnnbeaneeeeeeeanan 217
4.30.9 OTNAAKA QYHKLMIA QOS .....iiiiieiieece e ettt e e e e e ssttree e e e e s e s eaabare e e e e e esssasbaaeeeeessesennsenneeeeesennas 218
4.30.10KomaHabl ana oTAaaKkM MPOTOKONA SNTP ...euviiiiiiiiiiiiiiiiiiiiitv e 218
4.30.11KomaHabl ANA OTAAAKM MPOTOKONA STP ..vvviiiiiiiiiiiiiiiiiiiieiiieiereieieieeerareeeeereeeraeeeaee—————— 219
4.30.12KomaHabl ana oTAaAKM MPOTOKONA LLDP ....ovvviiiiiiiiiiiiiiiiiiiiiiiiiiiiiii e 220
4.30.13KomaHap! ans oTnaakm OGYHKUMM IGIMP SNOOPINEG ..veeeeeeiieciiiiieeee e ecciittre e e eeeevrree e e e e 221
4.30.140TnagKa ANA POIT-ChANNE| ......vviiiiee e e e e e ebee e e e e e e e nreeas 222

/BR O NS10) ) =V V76 W LoToT o] o =T 1o [<Y i <Tot o o OSSR 223
4.30.160TnaaKa ana NPOTOKONA SNIMIP .....uiiiiiiiiiiiiiiieiiitieeiaa bbb aaaaaaaaaranaaeenees 224
4.30.17KomaHabl ana guarHoCTUKU NAPAMETPOB TCAM .....euviiiiiiiiiiiiiiieiiiiiiiei e 224
NPUNOMKEHME A. KOHCONMBHBIN KABESTB .....c.vvvieiieeetceteteetee ettt sttt ssste s st ssas s aenens 227
MPUNOXKEHME b. NOOAEPHKUBAEMDBIE SHAYEHUA ETHERTYPE.....coiiiiiiiiiiieee et eeeiirreee e e 228
MPUNOXKEHME B. OYEPEAM ANA NMPUHUMAEMOTO HA CPU TPADPUKA ..ottt eeeineeee e 229
MPUNOXKEHUE . PACLUN®OPOBKA CIMTUCKA TTIPOLLECCOB ...ttt iienee e e 230
TEXHUYECKAA TTOLLEPHKKA ...ttt ettt ettt ettt e sttt e s st e e sttt e s s bt e e e s aneeeesnneeeesannneeesannneeenan 232

8 Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx



D ELTEX

YC/TOBHbIE OBO3HAYEHUA

O603HauyeHue

OnucaHue

[]

B KBaapaTHbIX CKOBKax B KOMaHAHOWN CTPOKe yKa3blBaloTCA Heoba3aTe bHble
nmapameTpbl, HO MX BBOJ, NPeAoCTaB/AeT onpeAesieHHble A0MNONHUTENbHbIE
onumu.

{}

B purypHbix ckobKax B KOMaHAHOM CTPOKE YKa3blBalOTCA BO3MOKHble 0653a-
TeNlbHble napameTpbl. Heobxoanmo BbIbpaTb 0ANH U3 NapaMeTPoB.

«,»
«-»

JaHHble 3HaK1 B ONUCAaHNM KOMaHAbI MCNONb3YOTCA ONA YKa3aHUA ANana3o-
HOB.

«|»

[aHHbI 3HaK B ONMUCAHUM KOMaHAbl 0603HaYaeT «KUIn».

«/»

,ﬂ,aHHbIVI 3HaK B ONMUCaHne KoOMaHAbl YKa3blBa€T Ha 3Ha4Ye€HUE Mo YMO/TYaHUIO.

Kypcus Calibri

Kypcusom Calibri ykasbiBatoTca nepemeHHble UM napameTpbl, KOTopble HEO6-
XOAMMO 3aMEHWTb COOTBETCTBYHOLLMM C/IOBOM MW CTPOKOM.

Mony»XupHbI Kypcus

MonyXunpHbIM WPUDTOM BblgeNeHbI MPUMEYAHUA U NPeayNpeKaeHNs.

<lMonyxcupHoiii
Kypcue>

MoNyXMPHbIM KYPCUBOM B YI/I0BbIX CKOBKaX yKa3blBalOTCA Ha3BaHUA KAaBuLL
Ha KnaBuarype.

Courier New

MonyxupHbim Wpndtom Courier New 3anuncaHbl Npumepbl BBOAA KOMaHA,

Courier New|

Wpuoptom Courier New B pamKe C TEHbHO yKasaHbl pe3y/ibTaTbl BbIMOJAHEHUA
KOMaHz,

NMPUMEYAHUA U NPEOYNPEXRAEHUA

" [pumeyaHusa cogeprKaT BaXKHYI0 MHGOpMaL U0, COBETbI /I PEKOMEeHAaLMu No UCNOJIb-
30BaHMIO U HACTPOiiKe YCTPOMUCTBA.

1 MpepynpexaeHna nHGOPMUPYIOT NOb30BATENA O CUTYALUAX, KOTOPble MOTYT HaHeCTU
’ Bpeps, YCTPOMCTBY MM YeNoBeKYy, NPUBECTU K HEKOPPEKTHOM paboTe ycTpoiicTBa uamn no-
Tepe AaHHbIX.
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HELTEX

BBEAEHUE

B nocnegHue rogbl HabnogaeTca TeHAEHUMA K OCYLLECTB/IEHUIO MacCLUTabHbIX MPOEKTOB Mo
NOCTPOEHMIO CeTei CBA3M B COOTBETCTBUM ¢ KoHuenuuen NGN. OaHOM U3 OCHOBHbIX 3a4a4 NpU peannsauuu
KPYNHbIX MY/IbTUCEPBUCHBIX CETEN ABNAETCA CO34aHMe HaAeXKHbIX U  BbICOKOMPOM3BOAUTE/bHbIX
TPAHCNOPTHbIX CeTel, KOTopble ABAAIOTCA ONOPHLIMU B MHOTFOC/IOMHOW apXUTEKType ceTeit cieaylowero
MOKONEHMA.

ONna [OCTUMKEHMA BbICOKMX CKOPOCTEN LIMPOKO NMPUMEHSIOTCA TEXHO0MMK Nepegayun nHpopmaumm
Gigabit Ethernet (GE). MNepegaya uHPoOpMaUMKM Ha BbICOKMX CKOPOCTAX, OCOBEHHO B CETAX KPYMHOro
macwTaba, nogpasymesBaeT BbIOOP TaKOW TOMONOIMMU CETU, KOTOpas MO3BOJIAET TMOKO OCyLWecTBAATb
pacnpegeneHne BbICOKOCKOPOCTHbIX MOTOKOB.

KommyTatopb! cepuin MES14xx, MES24xx, MES34xx n MES3708P moryT ncnonb3oBaTbCA Ha CeTAX
KPYMHbIX NPeAnpUATUI U NPeanpUATUIA Manoro u cpegHero 6usHeca (SMB), B onepaTopckux cetax. OHK
obecneymBatoT BbICOKYHO MPOM3BOAUTENBHOCTb, TMOKOCTb, 6e30MacHOCTb, MHOrOypoBHEBOE KayecTBo
obcnykmnaHua (QoS).

MpombiwneHHble KommyTaTopbl MESS34001-24, MES3708P, MES3710P npegHasHavyeHbl A
OpPraH13aLLMKn 3aLLM-LLLEHHbBIX OTKA30yCTOMUYMBBIX CETElM Nnepesaym AaHHbIX HA 0ObeKTax, rae HeobxoamMmo
BbINONHEHWE TpeboBaHWII No obecrnevyeHUto YCTOMYMBOCTM K BO3LENCTBUAM PasNMYHOIO BUAA:
TEMNEePaTypPHbIM, MEXaHUYECKUM U APYTUM.

B HacToAWweM pyKOBOACTBE M3/0XKEHbI HAa3HAYEHNE, TEXHUYECKNE XapPaKTePUCTUKN, peKOMeH4auMUn
NO HayanbHOW HACTPOMKE, CUHTAKCUC KOMaHA AN KOHOUIypauuu, MOHMUTOPUHra M O0B6HOBAEHUSA
nporpammHoro obecrneyeHns KOMMyTaTopa.
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HELTEX

1 OMNUCAHUE U3JENUA

1.1 HasHaueHue

YctpoiictBa cepuit MES14xx n MES24xx ABNAOTCA ynpaBAAeMbIMM KOMMYTaTOpPamu, BbINOAHAO-
LLMMM CBOM KOMMYTALMOHHbIE GYHKLUUM HA KaHa/IbHOM M ceTeBOM YPOBHAX mozenu OSI.

CeteBble kKommyTaTopbl MES1428 nmetoT B cBOEM cocTase 24 aneKkTpuyeckmx nopta Fast Ethernet u
4 ontnyeckux nopta Gigabit Ethernet ana yctaHoBku SFP-TpaHcuBepos (Combo-nopThbl).

CeteBble KOmMmyTaTopbl MES2408X MMetoT B CBOEM COCTaBe 8 aneKTpmnyecknx noptos Gigabit Ethernet
n 2 ontuyeckmx nopta Gigabit Ethernet gns yctaHoBKK SFP-TpaHcuBepOB.

CeteBble KOomMmyTaTOpbl MES2411X mMmeloT B CBOEM COCTaBe 8 3neKkTpuyeckux noptos Gigabit
Ethernet 1 11 onTnyeckunx noptos TenGigabit Ethernet gns yctaHoBKU SFP+-TpaHCcMBEPOB.

CeteBble KommyTaTopbl MES2420B-24D nmetoT B cBoem cocTaBe 24 aneKTpudyeckux nopra 2,5 Gigabit
Ethernet 1 4 onTnyecknx nopta TenGigabit Ethernet ans yctaHoBku SFP+-TpaHcnBepoOB.

CeTteBble KOMMyTaTOpPbl MES2428x nmetoT B cBOEM cocTaBe 24 afieKTpmyecknx nopta Gigabit Ethernet
n 4 onTnyeckux nopta Gigabit Ethernet ana yctaHoBku SFP-TpaHcueepos (Combo-nopTsi).

CeteBble kKommyTaTopbl MES2424x, MES3400-24, MES3400I-24 wvmeloT B CBOEM cocTaBe 24
aNeKTpuyeckmx nopta Gigabit Ethernet n 4 ontuyecknx nopta TenGigabit Ethernet gnsa yctaHoBKM SFP+-
TPaHCMBEPOB.

CeTeBble KommyTaTtopbl MES2410-08DU, MES2410-08DP nmetoT B cBoOeM cOCTaBe 8 3NEKTPUYECKUX
noptos 2,5 Gigabit Ethernet n 2 ontuyeckmx noprta TenGigabit Ethernet gns ycraHoBKkKu SFP+-TpaHcMBepoOB.

CeteBble KommyTaTopbl MES2424FB umetoT B cBOEMm cocTase 24 onTuyeckux nopta Gigabit Ethernet
Ans yctaHoBKu SFP-TpaHcuBepoB M 4 onTuyeckux nopta TenGigabit Ethernet ans yctaHoBKM SFP+-
TPaHCUBEPOB.

CeTeBble KommyTaTopbl MES2420-48P, MES2448 DC, MES2448B, MES2448P nmetoT B CBOEM COCTaBe
48 anekTpmyeckux nopTtoB Gigabit Ethernet n 4 ontuyeckmx nopta TenGigabit Ethernet ana yctaHoBku SFP+-
TpaHCMBEPOB.

CeTeBble KommyTaTopbl MES3400-24F nmetoT B cBOEM cocTase 24 onTuyeckmx nopta Gigabit Ethernet
Ana yctaHoBKM SFP-TpaHcuBepoB M 4 onTtuyeckux nopTta TenGigabit Ethernet ans yctaHoBKM SFP+-
TPaHCUBEPOB.

CeteBble KommyTaTopbl MES3400-48 umetoT B CBOEM cocTaBe 48 aneKTpuuyeckux noptosB Gigabit
Ethernet 1 4 onTnyecknx nopta TenGigabit Ethernet ans yctaHoBKu SFP+-TpaHcnBepos.

CeteBble KommyTaTopbl MES3400-48F nmetoT B cBOEM cocTase 48 onTnyeckunx nopta Gigabit Ethernet
Ans yctaHoBku SFP-TpaHcuBepoB M 4 onTuyeckux nopta TenGigabit Ethernet gns yctaHoBku SFP+-
TPaHCUBEPOB.

CeTeBble KommyTaTopbl MES3708P umeloT B CBOEM cocTaBe 8 aneKTpuyeckux noptoB Gigabit
Ethernet 1 2 onTnyeckmx nopta Gigabit Ethernet gns ycraHoBku SFP-TpaHcnBepos.

CeteBble KommyTaTopbl MES3710P mMmeloT B CBOEM COCTaBe 8 3neKTpuyeckux noptoB Gigabit
Ethernet 1 4 onTnyecknx nopta Gigabit Ethernet gnsa yctaHoBku SFP-TpaHcuBepos.
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1.2 ®yHKUMM KOMMmyTaTOpa

1.2.1 ba3oesie pyHKYuu

B Tabanue 1 npuseseH cnncok 6a3oBbix GyHKUWUIA YCTPOMUCTB, OCTYMNHbIX ANA aAMUHUCTPUPOBAHUA.

Tabnunua 1 — basosble GyHKUUM yCTPOMCTBA

3awyuma om
6710KUposKuU oyepedu
(HOL)

B/OKMPOBKa BO3HMKAET B C/ly4anx Neperpyskn BbIXOAHbIX MOPTOB yCTPOMNCTBA Tpadu-
KOM OT HECKOJIbKMX BXOAHbIX MOPTOB. 9TO NPMBOAMT K 334€P*KKaM nepesaym AaHHbIX
W NoTepe NakeToB.

Mooddeprcka
ce8epx0aAUHHbIX Kadpoe
(Jumbo frames)

CnocobHOCTb NoAAEPKMBATL Nepesady CBEPXAAMHHBIX Kagpos, YTo MO3BOAAET Ne-
penaBaTh AaHHblE MEHbLIMM YMCIOM NAKETOB. ITO CHUMKAET 06BEM CNYKeBHOMN UH-
dopmauun, Bpema 06paboTKM 1 NepepbIBbI.

ynpaeneHue MOMOKOM
(IEEE 802.3X)

YnpasneHne NoTOKOM MO3BONAET COEAMHATb HU3KOCKOPOCTHOE YCTPOMCTBO C BbICO-
KOCKOPOCTHbIM. s NpeaoTBpalleHua nepenonHeHus bydepa HU3KOCKOPOCTHOE
YCTPOMCTBO MMEET BO3MOXKHOCTb OTNPaBAATb NakeT PAUSE, Tem cambim MHPopMUpya
BbICOKOCKOPOCTHOE YCTPOICTBO O HEOHX0AMMOCTU cAenaTb Nay3y npu nepegave na-
KeToB.

1.2.2 ®yHKyuu npu pabome ¢ MAC-adpecamu

B Tabnmue 2 npuseaeHbl GyHKLUMM yCTpOKMCTB Npu paboTte ¢ MAC-aapecamu.

Tabnumua 2 — PyHKunm paboTbl ¢ MAC-agpecamu

Tabauya MAC-adpecos

KommyTaTop coctaBaseT B NamaTi Tabauuy, B KOTOPOW yCTaHaBAMBAETCA COOTBET-
ctBue mexay MAC-agpecamu 1 y3namum NopToB KOMMYTaTopa.

Pexcum obyveHus

B otcyTtcTBMe 06y4eHUsA, AaHHbIe, MOCTyMNalWwmne Ha Kakon-1mbo nopTt, nepeaatoTcs
Ha BCe OCTa/ibHble NOPTbl KOMMYyTaTOPa. B pexxnme obydeHMss KOMMYTaToOp aHaAN3K-
pyeT Kaapbl 1, onpegenns MAC-agpec oTnpasuTeNs, 3aHOCUT ero B Tabimuy mapliu-
pytv3sauuun. Bnocneacteum kaap Ethernet, npeaHasHaueHHbI ans xocta, MAC-aapec
KOTOPOTO yXe ecTb B Tab/mLe, NepefaeTca TO/bKO Yepes yKasaHHbI 8 Tabauue nopr.

lMooddepxcka nepedayu
Ha Heckosbko MAC-
adpecos (MAC

[aHHasa ¢yHKUMA NO3BONAET YCTaHaBAMBaTb COEAMHEHUA «OAMH KO MHOTMM» U
«MHOrMe KO MHOrMm». Takum o06pasom, Kaap, afpecoBaHHbIi MHOroaapecHow
rpynne, nepeaaeTca Ha KaXKablil NOpT, BXOAALLMI B rpynny.

Multicast Support)
Asmomamuyeckoe
epemsa xpaHeHusa MAC- | Ecav ot ycTpoiictea c onpeseneHHbiM MAC-agpecom 3a onpeaeneHHbli nepuog, spe-
adpecos MEHW He MOCTYNalT NakeTbl, TO 3anNucb A4 AaHHOro agpeca ycTapesaeT U yganaeTtca.
(Automatic Aging for 3TO NO3BOAIAET NOAAEPKMBATL TAbANLY KOMMYTaLMM B aKTYa/IbHOM COCTOAHUM.
MAC Addresses)
CmamuyecKue 3anucu .
MAC CeTeBOoW KOMMYTATOp MO3BOJAET MO/b30BaTENO OMNpeaennTb CTaTUYecKkue 3anucu
. 3 cooTtBeTcTBMIA MAC-apecoB, KOTopble COXpaHATCA B Tabavue mapLupyTmaLmm.

(Static MAC Entries)
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1.2.3 ®yHKyuu emopozo yposHa cemesoli modenu OSI

B Tabnnue 3 npuseaeHbl PyHKUMN M 0cOBEHHOCTU BTOPOro YpoBHS (ypoBeHb 2 OSI).

Tabnunua 3 — OnncaHme GpyHKLUNIM BTOPOro ypoBHSA (yposeHb 2 OSI)

Peanuszauusa npotokona IGMP nossonsetr Ha ocHoBe WMHbOpPMaLMK, NOJYYEHHON
npv aHanuse cogepxumoro IGMP-nakeToB, onpeaennTb, Kakue yCTPOMCTBA B CETU

®yHkyua IGMP Snooping .

Y4acTBYIOT B Fpynnax MHOroaApecHoOm paccbl/ikM, U agpecoBaTb TpadumK Ha cooTeeT-

CTBYylOLLME NOPTHI.

. Peanusauus npoTtokona MLD no3BosseT ycTpoicTBY MUHUMU3NPOBATbL MHOMoa-

@®yHkyusa MLD Snooping al P yere y P A

pecHblli IPv6-Tpadumk.

dyHKUMA, No3BONAIOLLAA MepeHanpaBaaTb MHOFOagpecHbl TpaduK M3 OA4HOro
®yHKyusa MVR VLAN B pgpyryto Ha ocHoBaHuW IGMP-coobueHunit, 4To MO3BOJIAET YMEHbLNTb

Harpysky Ha uplink-nopTty. MpumeHsaeTca B peweHusax lll-play.

3awuma om «wmopma»
(Broadcast, multicast,
unknown unicast Storm
Control)

«LWTopm» — 3TO pasamHoKeHuMe broadcast-, multicast-, unknown unicast-naketos B
KaXXZOM y3/1e, KOTOpOe NPUBOAUT K TaBUHOOBPA3HOMY POCTY MX YMCIa U Napanu-
3yeT paboTy ceTn. KommyTaTopbl UMEIOT GpYHKLMIO, MO3BONAIOLLYIO OrPaHUYUTb CKO-
pocCTb Nepegaym MHOr0aAPECHbIX U LIMPOKOBELLATENbHbIX KaAPOB, NPUHATbIX U ne-
pesaHHbIX KOMMYTaTOPOM.

3epkanuposaHue
nopmoes
(Port Mirroring)

3epKanupoBaHue NOPTOB NO3BOAAET Ayb6AnpPoBaTh TPaduK HaboAaeMbIX NOPTOB,
nepecbiias BXogalwme n/Mam ucxodawme nakeTbl Ha KOHTPOAMPYIOWMIA nopT. Y
no/sib30BaTeNA KOMMYTaTopa €CTb BO3MOXHOCTb 334aTb KOHTPO/IUPYIOLNIA U KOH-
TpOAMpyemble MopPTbl M BbIbpaTh TMM TpaduKa (BXOAAWMI N/UAN NCXOAALLMIA), KO-
TOpbIN ByaeT nepeaaH Ha KOHTPOIMPYIOLLMIA NOPT.

Uzonayusa nopmos
(Protected ports)

[aHHaa yHKUMA NO3BONSET Ha3HauMTb NopTy ero uplink-nopT, Ha KoTopbiit 6es-
YCN0BHO ByZeT nepeHanpasasaTbCca BeCb Tpaduk, obecneunBas TeM CaMbiM U30N5-
LMIO C APYrMMM nopTamu (B npedenax o4HOro KOMMyTaTopa), HaXxoAALWMNXCA B 3TOM
e WwupokoselyatenbHom gomeHe (VLAN) B npegenax og4HOro KOMMyTaTopa.

Moddepxka npomokKona
STP (Spanning Tree
Protocol)

Spanning Tree Protocol — ceTeBoli NPOTOKOA, OCHOBHOW 3a4auyeit KOTOPOro ABASA-
eTca npuseaeHune cetn Ethernet ¢ M3BbITOUHLIMU COEANHEHUAMMN K APEBOBUAHOM
TOMOJIOrMK, UCKKOYatoLWEel netin. KommytaTopbl 06MeHMBaOTCA KOHOUTYPaLMOH-
HbIMW COOBLLEHNAMM, UCMOMb3YA Kadpbl creumansHoro ¢opmara, U BbIGOPOYHO
BKJ/IIOYAIOT M OTK/IKOYAIOT Nepeaady Ha nopTbl.

Moddepxcka npomokKona
RSTP

(IEEE 802.1w Rapid
spanning tree protocol)

Rapid (6bicTpbiit) STP (RSTP) — ABAAeTCA ycoBepLUEHCTBOBaHMEM NpoTokona STP, xa-
paKTepU3yeTca MeHbLUMM BPEMEHEM NMPUBEAEHMA CETU K APEBOBUAHOM TONOAOTUN
1 nmeeT 60/1ee BbICOKYH YCTOMYMBOCTD.

Moddepxcka npomoKona
ERPS (Ethernet Ring
Protection Switch)

MpoToKON NpefHa3HayYeH A/19 NOBbILWEHUA YCTOMYMBOCTM U HALEKHOCTU CEeTU Ne-
pefayv AaHHbIX, UMELOLLEN KOJbLEBYIO TOMOONMIO, 32 CYET CHUMKEHUS BpeMeHU

BOCCTaHOBJ/IEHUA CETU B C/lyYae aBapuu. Bpema BocCTaHOBAEHUSA He npesbiwaeT 1
CEKYHAbl, YTO CYLLECTBEHHO MeHbLUe BPeMeHM NepecTPoitKM ceT Npu NCNoab3o-

BaHMM NPOTOKO/IOB CeMeifcTBa spanning tree.

Moddepxka VLAN

VLAN — 370 rpynna nopToB KOMMYyTaTopa, 06pasyoLLmX O4HY LUIMPOKOBELLATENbHYHO
obnacTtb (aomeH). KommyTaTop noaaepmnBaeT pasindHble cpeacTsa Kaaccuduka-
LMK NAKEeTOB ANA onpeAeneHna ux NPMHAANEXKHOCTU K onpegeneHHoro VLAN.

Moddepxcka npomoKona
OAM

(Operation,
Administration and
Maintenance,

IEEE 802.3ah)

Ethernet OAM (Operation, Administration and Maintenance), IEEE 802.3ah — ¢pyHK-
LMW YPOBHA KaHafa nepefayn AaHHbIX, NpeacTasaatowme coboit NPoToKoA MOHU-
TOPWHra COCTOAHMA KaHana. B aTom npoTokone ans nepefayn MHGoOpmaLmm o co-
CTOSIHUM KaHana MexXay HenocpeacTBeHHO MNOAKAIOYEHHBIMU YCTPOMCTBAMM
Ethernet ncnonb3ytotca 610KM gaHHbIX NpoTokona OAM (OAMPDU). O6a ycTpoli-
CTBa A0/IKHbI Nogaep*mnsaTb cTaHaapT IEEE 802.3ah.

Moddepxka VLAN Ha
6asze nopmos
(Port-Based VLAN)

Pacnpepenenne no rpynnam VLAN BbinoaHAeTcA no BxogAawmm noptam. JaHHoe
pelleHre No3BOAET UCNOAb30BAThb Ha KaXA0M MOpPTy TONbKO oaHy rpynny VLAN.
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IModdepxka 802.1Q

IEEE 802.1Q — OTKpPbITbIV CTaHAAPT, KOTOPbIV ONMUCbIBAET NpoLeaypy TerMpoBaHus
Tpaduka ana nepefayn nHbopmauumn o npuHagaexHoctn Kk VLAN. Mo3ssonseT umc-
Nonb30BaTb HeckobKo rpynn VLAN Ha ogHOM nopTy.

Ob6veduHeHuUe KaHas08 €
ucnone3zoeaHuem LACP

MpoToKkon LACP obecneynBaeT aBToMaTMYeCKoe 0b6beaNHEHNE OTAENbHbIX CBA3EM
MEXAY ABYMA YCTPOMCTBAMK (KOMMYTAaTOp—KOMMYTAToOp WM KOMMyTaTop—cep-
BEp) B eAnHbIN KaHa nepeaayu AaHHbIX.

B npoToKo/ie NOCTOSIHHO onpesenaeTcs BO3MOXHOCTb 0O beANHEHNA KaHANOB, U B
C/lyyae OTKasa coegMHEHUs, BXOAALWEro B 06beAMHEHHbIN KaHas, ero Tpadmk aBTo-
MaTUYECKU NepepacnpesenseTcs No He OTKA3aBLWMM KOMMNOHEeHTaM obbeanHEH-
HOro KaHana.

Co3zdaHue 2pynn LAG

B ycTpoicTBax noanep:kmsaetca GyHKLMA CO34aHMA rPYNn KaHanos. Arperaums Ka-
Hanos (Link aggregation, trunking) nnam IEEE 802.3ad — TexHoNOrNA 06bEAUHEHMUSA
HECKOJIbKMX GU3NYECKMX KaHANO0B B OANH NOTMYECKUIA. ITO CNocobCTBYET HE TO/IbKO
YBE/IMYEHUIO MPOMYCKHON CMOCOBHOCTM MarucTpasibHbIX KaHa/loB KOMMyTaTop—
KOMMYTaToOp MW KOMMyTaTOp—cCepBep, HO MU NOBbILWEHUID UX HAAEXKHOCTU. Bo3-
MOKHbI TpM TUMNa 6anaHCMPOBKM — Ha ocHoBaHMM MAC-aapecoB, Ha OCHOBaHuM |P-
apecoB 1 Ha 0OCHOBaHWM nopTa (socket) HazHayeHus.

lpynna LAG cocTouT U3 NOpPTOB C O4MHAKOBOW CKOPOCTbIO, paboTatowmx B AynaeKc-
HOM perKnme.

Selective Q-in-Q

Mo3BonseT Ha3Ha4aTb BHewHMn VLAN SPVLAN (ServiceProvider's VLAN) Ha ocHoBe
CKOHOUIYPUPOBAHHbBIX Npasun GuUAbTPaALMM NO HomMepam BHyTpeHHux VLAN
(Customer VLAN). MpumeHeHune Selective Q-in-Q nossonser pasobpaTb Tpaduk
aboHeHTa Ha Heckonbko VLAN, nsameHuts meTky SPVLAN y naketa B oT4e/bHOM
y4yacTke ceTu.

1.2.4 ®yHKyuu mpemoezo ypoeHa cemesoii modenu OSI|

B Tabanue 4 npmseaeHbl GyHKUUN TPETbEro YPoBHSA (ypoBeHb 3 OSI).

Tabnuua 4 — OnucaHve GyHKUMI TpeTbero ypoBsHs (Layer 3)

CmamuyecKue IP-

AQMUHUCTPATOP KOMMYTaTOPa MMEET BO3MOMKHOCTb A06aBAATb U yAaNATb CTaTuye-
CKMe 3anucy B TabanLy MapLIpyTU3aLnu.

(Address Resolution
Protocol)

mapuwpymbsi
Kaueumei BootP u v . 6 P
. CTPOMCTBA CNOCOBHbLI  aBTOMATUYECKW MOAyYaTb -afipec no MpOTOKON
DHCP (Dynamic Host P 4 AP P y
. . BootP/DHCP.
Configuration Protocol)
lTpomokon ARP ARP — npoToKkon conoctasneHua IP-agpeca u dusmnyeckoro agpeca ycrpoicrea. Coot-

BeTCTBMUE YCTaHaB/IMBAETCA Ha OCHOBE aHa/In3a OTBETA OT y3/1a CETU, aApPeC y31a 3a-
npalwnBaeTCA B LULMPOKOBELLATE/IbHOM NaKeTe.

®yHkyusa IGMP proxy

IGMP Proxy — ¢yHKUMA YNpOLWEHHOW MapLllpyTU3auumM MHOroagpecHbIX AaHHbIX
mexay cetamu. Jns ynpaBaeHus maplpytusaumnein ncnonb3yetca npotokon IGMP.

lpomokon VRRP

Mpotokon VRRP npegHasHayeH Ana pes3epBnpoBaHMA MapLLpyTU3aTOPOB, BbINOAHA-
IOLLMX POAb LWO33 NO YMOIYaHMI0. ITO AOCTUraeTcA NyTém obbveamHeHus IP-uHtep-
deicoB rpynnbl MapLUpPyTU3aTOPOB B OAMH BUPTYa/bHbIA, KOTOPbIA ByaeT Ucnonb3o-
BaTbCA KaK LUK03 MO YMONHYaHMIO A/19 KOMMbIOTEPOB B CETH.

lpomokon OSPFv2

OSPF (Open Shortest Path First) — npoTokon AMHaMUYECKOM MapLIPYTM3aLLMKN, OCHO-
BaHHbIA Ha TEXHONOTUU OTCAEXKMBAHMA COCTOAHUA KaHana (link-state technology) u
NCMONb3YIOWMIACA ANA HAXOXKAEHWA KpaTyalLwero Nyt anroputm enkcTpbl. NpoTo-
kon OSPF npeactasnsetr coboit NpoTOKoN BHyTpeHHero wato3a (IGP). MpoTtokon
OSPFv2 pacnpocTpaHsieT MHGOopMaLmio 0 AOCTYNHbIX IPv4-maplupyTax mexay mapLu-
pyTM3aToOpamun 0LHON aBTOHOMHOW CUCTEMBI.

Mpomokon OSPFv3

MpoToKon gMHaMmuyecKkon mappytmsaumm OSPFv3 pacnpocTpaHsaeT MHpopmauuto o
[OCTYNHbIX IPV6-MaplupyTax Mexay MaplipyTusaTopamu OLHON aBTOHOMHOM cwu-
cTembl.
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lpomokon RIP

RIP (Routing Information Protocol) — npoTokon mapwpyTHOM UHbOPMaLMKU, OTHOCA-
WMIACA K BHYTPEHHMM MNPOTOKOMAM MapLpyTM3aLMnM AUCTAHUMOHHO-BEKTOPHOTO
™na.

1.2.5 ®yHKkyuu QoS

B Tabanue 5 npuBeaeHbl OCHOBHble GyHKLMM KadecTBa obcny:kmnsaHua (Quality of Service).

Tabnnua 5 — OcHoBHble QYHKLMM KayecTBa 06CyKUBAHMUSA

Moddepxka
npuopumemHeoix
oyepedeii

YCTPOWCTBO NoAAepNBaEeT NpruopmTesaLmio ncxoaawero TpadurKka no ovyepessam Ha
Kaxaom nopTty. PacnpegeneHune nakeToB No o4epesam MOXKET NPON3BOAUTLCA B pe-
3y/ibTaTe KnaccudurKaLmMm NakeToB Mo pasMyHbIM NOMAM B 3aro/10BKax NakeToB..

ModdepxKa Knacca
obcnyrcueaHus 802.1p

CraHgapT 802.1p cneunduumpyeT meToq yKasaHUsa NpMopuTeTa Kaapa M anroputm
MCMNO/Ib30BaHMA NpUOpUTETa B LeIAX CBOEBPEMEHHOW AO0CTaBKU YyBCTBUTENBHOTO K
BPEMEHHbIM 3aaep*KKam Tpadumka. CtaHgapT 802.1p onpeaensetr BOCEMb YPOBHEMN
npuopuTeToB. KOMMyTaTOpbl MOTyT MCNONb30BaTb 3HAYeHUe npuoputeta 802.1p gna
pacnpeaenieHna KagpoBs No NPUOPUTETHLIM ovepeaam.

1.2.6 ®PyHKYyuu obecneyeHus 6ezonacHocmu

Tabnuua 6 — PyHKUMKM obecneyeHns besonacHoCTH

DHCP snooping

PyHKUMA KOMMYTaTOpPa, NpeLHa3Ha4YeHHan 4J1A 3alunTbl OT aTak C UCMO/Ib30BAHNEM
npotokona DHCP. Ob6ecneumsaet ¢punbrpaunto DHCP-coobuieHMiA, NnocTynuBLINX C
HeHaAeXHblX NOPTOB MyTEM MOCTPOEHUA U NOALEPNKAHWUA Hasbl JAHHbBIX NPUBA3KK
DHCP (DHCP snooping binding database). DHCP snooping BbiNnonHAeT AencTeua
6paHaMayspa MeKay HeHaAeKHbIMKW NopTamu 1 cepsepamu DHCP.

Onyus 82 npomokKona
DHCP

Onuwus, KoTopas nossonsetr npouHbopmuposatb DHCP-cepBep 0 TOm, C KaKoro
DHCP-peTpaHcaaTopa 1 Yepes Kakoi NopT npuLen 3anpoc.

Mo ymonyaHuio KOMMYTATOp, UCNonb3yowmii dyHKLMo DHCP snooping, 06HapyKu-
BaeT u otbpacbiBaeT Ntob6oin DHCP-3anpoc coaepskalinin onuuio 82, KOTOPbIN OH MNo-
Ny4ynn yepes HeHagEéxHbIM (untrusted) nopr.

Dynamic ARP
Inspection (Protection)

dyHKUMA KOMMYTaTOpa, NpeAHasHavyeHHasa 415 3alMTbl OT aTak C UCMNO/b30BaHNEM
npoTtokona ARP. CoobLieHre, KOTOpOe NOCTYMNaeT C HeHaAeKHOro NopTa, Noasepra-
eTcsA NpoBepKe — cooTBeTcTBYeT v IP-agpec B Tene npuHaToro ARP-nakeTa IP-agpecy
oTnpasuTens.

Ecnv agpeca He coBnagaloT, TO KOMMYTaTOP OTBpPacbiBaeT NakerT.

L2 - 13— L4 ACL (Access
Control List)

Ha ocHoBe MHpOpMaLMK, coaepsKaLleica B 3arosioBKkax ypoBHen 2, 3 u 4, y aAMUHU-
CTpaTopa ecTb BO3MOMKHOCTb HacTpouTb 40 100 npasu, COrnacHo KOTOPbIM NakeT by-
net obpaboTtaH, NMbo oTbpoLleH.

IP Source address
Guard

®yHKUMA KOMMYTaTOpa, KOTopas orpaHuumBaeT IP-Tpaduk, PuabTpya ero Ha ocHoBa-
HUK TabMLbl cCOOTBETCTBUI 6a3bl aHHbIX NpuBsA3kn DHCP — DHCP snooping u ctaTu-
Yecku cKoHPUryprpoBaHHbIX IP-agpecos. PyHKLMA ncnonb3yeTca Ana 6opbbbl ¢ noa-
meHoit IP-agpecos.

1.2.7 ®yHKyuu ynpaeseHUs KOMMymamopom

Tabanua 7 — OcHOBHble GYHKLMM YNPaBAEHNA KOMMYTaTOPamMM

3azpy3ka u ebi2py3Ka
¢aiina Hacmpoliiku

MapameTpbl YCTPONCTB cOoXpaHAtoTCA B daiiie HaCTPOIMKKN, KOTOPbINA COAEPKUT AaH-
Hble KOHPUrypaLmMm KaKk BCEN CUCTEMbI B LLEIOM, TaK U ONpeaesieHHOro nopTa ycTpomn-
cTBa.

Mpomokon TFTP (Trivial
File Transfer Protocol)

MpoTtokon TFTP ncnonb3yerca a4na onepauuii 3anmcu u yteHma dainos. NpoTokon oc-
HOBaH Ha TpaHcNopTHOM npoTokone UDP.

YcTpoicTBa noanepKMBatoT 3arpysky U nepegady no gaHHomy npoTtokony ¢aiiios
HACTPOMKK U 06pa30B NpPorpaMmHoOro obecneyeHus.
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MpoTtokon SNMP ucnonbsyeTca ANA MOHUTOPUHIA M YNPaB/JEHUSA CETEBbIM YCTPOW-
lpomokon SNMP cTBOM. [1nA ynpaBaeHMa AOCTYNOM K CUCTEME OnpeaenaeTca CrUCOK 3anmcen coob-
LLLeCTBa, KarkAan U3 KOTOPbIX COAEPKUT NPUBUAETUM AOCTyNA.
YnpasneHue kommyTtatopamu nocpeactsom CLI ocywiectBnaeTca NOKanbHO Yepes no-
Uumepdpeiic cnenoBatesibHbIA NopT RS-232, inbo yganeHHo yepes Telnet. MHTepdeinc KomaHa-
KOMAHOHOU cmpoKu HOW CTPOKK KoHconu (CLI) sBafeTca NpomMbllWaAEHHbIM CTaHAapToM. MHTepnpeTaTop
(CLI) CLI npenocTaBnsieT CMMCOK KOMAHA U KAKOYEBbIX C/10B A1 MOMOLLM NO/Ib30BATENIO U
COKpaLLeHNto 06 bema BBOAMMbIX LaHHbIX.
syslog Syslog — npoToKon, obecneunBaowWwmii nepesady coobLLEeHNIn O NPOUCXOAALLNX B CU-
cTeme cobbITUAX, a TaKXKe yBefOMNEHUI 06 OlWIMBKax yaaNeHHbIM cepBepam.
SNTP Mpotokon SNTP — NPOTOKON CUHXPOHM3ALMN BPEMEHMN CETWU, FapaHTUPYET TOYHOCTb
(Simple Network Time CUHXPOHM3aLMKN BpEMEHWN CETEBOrO YCTPOMCTBA C CEPBEPOM A0 MUTUCEKYHAbI.
Protocol)
Traceroute Traceroute — cny»ebHan GyHKLMA, NpegHa3HauYeHHan 41A onpeseeHns MapLlpyTos
nepegayun AaHHbIX B IP-ceTax.
YnpaeneHue
AZMUHUCTPATOP MOXKET onpesennTb YPoBHU NPUBUAETUIA AOCTyNa ANA NONb30BaTe-
KOHMponupyemosim . . .
el yCTPOMCTBA U XapaKTEPUCTUKN AN1A KaXKAOr0 YPOBHA NpUBUAETrNI (TONbKO Ann
docmynom — ypoeHu o
. yTeHuA — 1 ypoBeHb, NOAHbIN AocTyn — 15 ypoBeHb).
npusuneauu
KommyTaTop crnocobeH ycTaHaBAMBaTb 3amnpeT AOCTyna K KakAomy uHTepdelicy
Brokupoexa ynpasnenus (SNMP, CLI). 3anpeT Mo¥eT 6bITb YCTAaHOB/MEH OTAENbHO A/A KaXKA0ro
- TMNa gocTyna:
unmepdpeiica e Telnet (CLI over Telnet Session);
ynpasneHus o SNMP;
e SSH.
JlokanbHas [ns nokanbHOM ayTeHTUOMKaALMKN NOALEPKUBAETCA XpaHeHUe naposei B 6ase gaH-
aymeHmuguKayus HbIX KOMMYTaTOpa.
bunempayus IP- Joctyn no SNMP pa3pelwaetca gnsa onpeaeneHHbix IP-agpecos, ABnsaowmxca vne-
adpecos 314 SNMP Hamn SNMP-coobuiecTsa.
DHCP-cepBep ocyLecTBAAET LLEeHTPAaAN30BaHHOE yrpaB/ieHNe CeTeBbIMU afpecamu
M COOTBETCTBYHOLWMMMN KOHOUTYPALMOHHBIMM NapaMeTpammn, aBTOMaTUYECKUN Npeso-
CTaBAAA UX KNNEHTaM.
®yHkyuu DHCP-
cepsepa ’ |  PyHKUMA noapeprKuBaeTca ToNbKo Ha moaenax MES2424, MES2424B,
. MES2424FB, MES2424P, MES2410-08DP, MES2410-08DU, MES2420-
48P, MES2420B-24D, MES2448, MES2448B, MES2448P, MES2411X,
MES3400-24, MES3400-24F, MES3400-48, MES3400-48F, MES3710P.
MpoTtokon RADIUS ucnonbsyetca ana ayteHTMdUKaUmm, aBTopusaumnm u yyerta. Cep-
Knuenm RADIUS Bep RADIUS ncnonb3yeT 6a3y AaHHbIX NOAb30BaTeNel, KOTOPan COAEPKUT AaHHble
NpPOBEPKM NOAJIMHHOCTM ANA KAaXA0ro nonb3oBaTena. KommyTtatopbl cogepat Kaum-
E€HTCKYo YacTb npoTokona RADIUS.
TACACS+ YCTpoNCcTBO NpesocTaBAAeT NoAAEPKKY NPOBEPKU NOAJMHHOCTU KAMEHTOB Nocpes-
. ctBom npoTtokona TACACS+. MpoTtokon TACACS+ obecneumBaeT LEHTPAIM30BAHHYIO
(Terminal Access .
Controller Access CVICTel\:Iy 6e30nacHOCTU A8 NPOBEPKM NONb30BaTesIel, NOAyYaloWMx AO0CTyn K
YCTPOMCTBY, @ TaK)Ke LEHTPA/NIM30BaHHYO CUCTEMY ynpaB/ieHUA npu cobaoaeHum
Control System) cosmectumocTtu ¢ RADIUS n gpyrumun npoueccamm NnpoBepKu NOAAUHHOCTU.
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D ELTEX

1.2.8 [onoaHumenvHbie hyHKYuUU

B Tabmue 8 npuBeaeHbl 4ONONHUTENbHbIE QYHKLMU YCTPOMCTBA.

Tabnunua 8 — [lononHuTeNbHbIE GYHKUUKM YCTPOMCTBA

BupmyansHoe CeTeBble KOMMYTATOPbl UMEIOT B CBOEM COCTaBe NPOrpaMMHble M annapaTHble cpes-
mecmupoeaHue Kabens | cTBa, NO3BOAAIOLME BbINONHATL GYHKLMM BUPTYyanbHOro Tectepa kabena — VCT. Te-
(VCT) CTep No3BOJIAET ONpeae/InTb COCTOHNUE MEAHOTO Kabens cBA3M.
JAuazHocmuka YCTPOMCTBO NO3BOIAET TECTUPOBATb ONTUYECKUI TPaHcKBep. Mpu TECTUPOBAHUM OT-
onmuyYyecKoz20 CNEXUBAIOTCA TAKMe MapamMeTpbl, KaK TOK M HanpsaXeHue nuTaHuA, TemnepaTypa
mpaHcusepa TpaHcuBepa. [na peanmsaumnn TpebyeTtcs nogaepikka sTux GyHKUUI B TpaHCcMBeEpE.
UDLD (Unidirectional MpPOTOKO/1 BTOPOro YPOBHSA, CO34aHHbIN 415 aBTOMaTUYECKOro 06HapYKeHMA NoTepu
Link Detection) [OBYXCTOPOHHEN KOMMYHUKALMM Ha ONTUYECKUX JIMHUAX CBA3W.
KommyTaTop 06/1343aeT BCeMU HEOOXOAMMbIMU XapaKTEPUCTUKAMU A5 paboTbl ¢
npotokonamu MMS, GOOSE, SV:
Coomeemcmeue e  Manas BennumHa 3agep*kkn GOOSE-coobuieHuna npu nepeaade;
e  YmeHue pacnosHaBatb Ethertype GOOSE-coobuieHus;
cmaHdapmy M3K P yp 9 . ’
61850 e  YmeHue paboTaTb C TErOM BUPTYasibHOM CETU U Terom npuopuTeTa IEEE
802.1Q GOOSE-coobuieHus;
e [lopaep:kka nepeaaym multicast-coobuieHunii U BO3MOMXKHOCTb paboThbl €
onpeaeneHHbIM cTaHaapTom M3K 61850 anana3oHom rpynn BeLaHus.

1.3 OcHOBHbIe TEXHUYECKMNE XapaKTepPUCTUKHU

OCHOBHble TEXHUYECKME NapamMeTpbl KOMMYTaTOPOB NpuBeaeHbl B Tabaumue 9.

Tabnunua 9 — OCHOBHblE TEXHUYECKUE XapPaKTEPUCTUKMU

0O6wme napameTpbl

24 x 10/100BASE-TX (RJ-45)

MES1428 4 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)

1 x KoHconbHbIM nopT RS-232 (RJ-45)

8 x 10/100/1000BASE-T (RJ-45)

NHTepdelichl

MEE;XSZB 2 x 100BASE-FX/1000BASE-X (SFP)
1 x KoHconbHbIN nopTt RS-232 (RJ-45)
8 x 10/100/1000BASE-T (RJ-45)
MES2408C 2 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)
1 x KoHconbHbIN nopTt RS-232 (RJ-45)
8 x 10/100/1000BASE-T (PoE/PoE+)
MES2408CP 2 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)

1 x KoHconbHbIN nopTt RS-232 (RJ-45)

MES2408IP DC1

8 x 10/100/1000BASE-T (PoE/PoE+)

MES2408P 2 x 100BASE-FX/1000BASE-X (SFP)
MES2408PL 1 x KoHconbHbIM nopT RS-232 (RJ-45)
MES3708P
8 x 10/100/1000BASE-T (PoE/PoE+)
MES3710P 4 x 100BASE-FX/1000BASE-X (SFP)
1 x KoHconbHbIM nopTt RS-232 (RJ-45)
MES2428 24 x 10/100/1000BASE-T (RJ-45)
MES24288 4 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)

1 x KoHconbHbIM nopTt RS-232 (RJ-45)
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24 x 10/100/1000BASE-T (RJ-45)

4 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)

MES2428T 1 x KoHconbHbI nopTt RS-232 (RJ-45)

4 napbl BXOAHbIX CyXMX KOHTaKTOB

24 x 10/100/1000BASE-T (PoE/PoE+)
MES2428P 4 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)

1 x KoHconbHbI nopTt RS-232 (RJ-45)
MES2424 24 x 10/100/1000BASE-T (RJ-45)
MES24248 4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)

1 x KoHconbHbI nopTt RS-232 (RJ-45)

24 x 100BASE-FX/1000BASE-X (SFP)
MES2424FB 4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)

1 x KoHconbHbI nopTt RS-232 (RJ-45)

24 x 10/100/1000BASE-T (PoE/PoE+)
MES2424P 4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)

1 x KoHconbHbI nopTt RS-232 (RJ-45)

MES2410-08DP

8 x 10/100/1000/2500BASE-T (PoE/PoE+)
2 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbI nopTt RS-232 (RJ-45)

MES2410-08DU

8 x 10/100/1000/2500BASE-T (PoE++)
2 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbI nopTt RS-232 (RJ-45)

MES2420B-24D

24 x 10/100/1000/2500BASE-T (RJ-45)
4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbI nopTt RS-232 (RJ-45)

MES2448 DC
MES2448B

48 x 10/100/1000BASE-T (RJ-45)
4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbI nopTt RS-232 (RJ-45)

MES2420-48P
MES2448P

48 x 10/100/1000BASE-T (PoE/PoE+)
4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbI nopTt RS-232 (RJ-45)

MES2411X

8 x 10/100/1000BASE-T (RJ-45)
11 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIM nopTt RS-232 (RJ-45)

MES3400-24

24 x 10/100/1000BASE-T (RJ-45)
4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbI nopT RS-232 (RJ-45)

MES3400I-24

24 x 10/100/1000BASE-T (RJ-45)

4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbI nopT RS-232 (RJ-45)
1xUSB2.0

MES3400-24F

24 x 1000BASE-X/100BASE-FX (SFP)
4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbI nopT RS-232 (RJ-45)

MES3400-48

48 x 10/100/1000BASE-T (RJ-45)
4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbI nopT RS-232 (RJ-45)

MES3400-48F

48 x 1000BASE-X/100BASE-FX (SFP)
4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIl nopTt RS-232 (RJ-45)

MES1428

12,8 réut/c
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MponyckHas cnocob-
HOCTb

MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES3708P

20 réut/c

MES3710P

24 1éut/c

MES2428

MES2428P
MES2428B
MES2428T

56 Iéut/c

MES2410-08DP
MES2410-08DU

79,8 réut/c

MES2424
MES24248B
MES2424FB
MES2424pP
MES3400-24
MES3400I-24
MES3400-24F

128 réwt/c

MES2420-48P
MES2448 DC
MES24488B
MES2448P
MES3400-48
MES3400-48F

176 réut/c

MES24208B-24D

200 reur/c

MES2411X

236 but/c

Mpownssogutens-
HOCTb Ha MaKeTax
AnvHON 64 6aiTal

MES1428

9 MPPS

MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES3708P

14,88 MPPS

MES3710P

17,8 MPPS

MES2428

MES2428P
MES2428B
MES2428T

41,658 MPPS

MES2410-08DP
MES2410-08DU

59,5 MPPS

1 3HaueHna yKasaHbl A8 0AHOCTOPOHHEN nepeaaymn
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MES2424
MES24248B
MES2424FB
MES2424pP
MES3400-24
MES3400I-24
MES3400-24F

95,2 MPPS

MES2420-48P
MES2448 DC
MES2448B
MES2448P
MES3400-48
MES3400-48F

130,95 MPPS

MES2420B-24D

148,8 MPPS

MES2411X

175,5 MPPS

O6bem bydepHol
namaTtu

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

512 K6awit

MES2424
MES2424B
MES2424FB
MES2424P
MES2410-08DP
MES2410-08DU

1,5 Mb6ainT

MES2420-48P
MES2420B-24D
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3710P
MES3400-24
MES34001-24
MES3400-24F
MES3400-48
MES3400-48F

2 Mbaut
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0O6bem 0O3Y
(DDR3)

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

256 Mbaunt

MES2424
MES24248B
MES2424FB
MES2424pP
MES2448 DC
MES24488B
MES2448P
MES2411X
MES3710P

512 Mb6aint

MES2410-08DP
MES2410-08DU
MES2420-48P
MES24208B-24D
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3400-48F

1 réaumr

O6bem N3y
(SPI Flash)

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES24288B
MES2428T
MES3708P

32 Mbaut

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx

21




HELTEX

MES2424
MES2424B
MES2424FB
MES2424pP
MES2410-08DP
MES2410-08DU
MES2420-48P
MES2420B-24D
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3400-24
MES34001-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

64 M6ant

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P 8192
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

MES2424

MES2424B
Tabnmua MAC- MES2424FB

agpecos MES2424P 16384

MES2410-08DP
MES2410-08DU

MES2420-48P
MES2420B-24D
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

32768

Konunyectso ARP-3anunceit 1000

Moppeprkka VLAN cornacHo 802.1Q ao 4094 aktuBHbIX VLAN
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KosimuecTBo rpynn
L2 Multicast
(IGMP snooping)

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

509

MES2424
MES24248B
MES2424FB
MES2424pP
MES2410-08DP
MES2410-08DU

1023

MES2420-48P
MES24208B-24D
MES2448 DC
MES24488B
MES2448P
MES2411X
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

4094

KonmuecTeo rpynn
L3 Multicast
(IGMP proxy)

MES2424
MES2424B
MES2424pP
MES2410-08DP
MES2410-08DU

512

MES2420-48P
MES2420B-24D
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

2048
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MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P 128 Ha ntoboe Konnyectso nHTepdelicos
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

MES2424

KonunyectBo npasun MES24248
P MES2424FB

- 1
MAC-based VLAN MES2424P 1024

MES2410-08DP
MES2410-08DU

MES2420-48P
MES24208B-24D
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

2048

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P 100"
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

KonnuecTeo npasun
Protocol-based VLAN

! lobaBneHne npaBmaa Ha Kax bl MOPT pacxodyeT annapaTHble pecypcbl obLiero nyna.
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MES2424
MES2424B
MES2424FB
MES2424pP
MES2410-08DP
MES2410-08DU
MES2420-48P
MES2420B-24D
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

8 Ha ntoboe KonnyecTso nHTepdencos

Konnuectso npasun
SQinQ

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

128 (ingress)/256 (egress)

MES2424
MES2424B
MES2424FB
MES2424pP
MES2410-08DP
MES2410-08DU

1024 (ingresst)/512 (egress)

MES2420-48P
MES2420B-24D
MES2448 DC
MES24488B
MES2448P
MES2411X
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

2048 (ingress?)/1024 (egress)

! Mac-based vlan 1 SQinQ ncnonb3ytoT obLwme annapaTHble pecypcbl.
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MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

MAC-381
IPv4/IPv6 — 219/128

MES2424
MES2424B
MES2424FB MAC -509
MES2424P IPv4/IPv6 — 384/192
MES2410-08DP
MES2410-08DU

Konnyectso npasun
ACL

MES2420-48P
MES2420B-24D
MES2448 DC
MES2448B
MES2448P
MES2411X MAC - 766
MES3400-24 IPv4/IPv6 — 640/320
MES34001-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

Konunyectso npasun ACL B ogHom ACL 1

MES2424
MES2424B
MES2424FB
MES2424pP
MES2410-08DP
MES2410-08DU

496

MES2420-48P
MES2420B-24D
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

KonunyectBo mapuu-
pytos L3 IPv4
Unicast

2048
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Konunyectso
mapupyTtos L3 IPve
Unicast

MES2424
MES24248B
MES2424FB
MES2424pP
MES2410-08DP
MES2410-08DU

124

MES2420-48P
MES2420B-24D
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

512

Konnyectso VRRP-
MapLpyTU3aTOpPOB

MES2424
MES24248B
MES2424FB
MES2424pP
MES2410-08DP
MES2410-08DU
MES2420-48P
MES24208B-24D
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

32

Konunyectso L3-uH-
Tepdeincos

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES24288B
MES2428T
MES3708P

20 vlan, go 5 IPv4-agpecos B Kaxgom vlan, go 300 IPv6 GUA cym-
MapHo ana Bcex vlan
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MES2424
MES24248B
MES2424FB
MES2424pP
MES2410-08DP
MES2410-08DU

20 vlan, po 5 IPv4-agpecoB B Kaxaom vlan, go 124 IPv6 GUA cym-
MapHo ana Bcex vlan

MES2420-48P
MES2420B-24D
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3400-24
MES34001-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

20 vlan, go 5 IPv4-agpecos B Kaxkgom vlan, no 512 IPv6 GUA cym-
MapHO ana Bcex vian

Konnuectso BupTyasnbHbix Loopback-uH-

TepodelicoB

10

Arperauma KaHanos
(LAG)

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

8 rpynn, Ao 8 noptos B ogHoM LAG

MES2424
MES2424B
MES2424FB
MES2424pP
MES2410-08DP
MES2410-08DU
MES2420-48P
MES2420B-24D
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

24 rpynnbl, 40 8 nopToB B ogHOM LAG

Konunyectso aksemnnaapos MSTP

64
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Konunuectso sksemnnapos RPVST+! 64

Konuuectso DHCP pool? 5

KonnuecTtso agpecos, BblaaBaeMbix

4096
DHCP-cepsepom?

Konnuectso ctatnyeckmx 3anuceit DHCP- | 512, skatoyas Bce ctaTUyecKue 3anmcu A 04HOro
cepBepa1 naeHTUPMKaTopa

npuopuTn3aLma Tpaduka, 8 yposHel
KauecTBo obcnykmnsaHua QoS 8 BbIXOAHbIX oYepeaen C pasHbIMU NPUOPUTETAMMU ANA KaXKAO0ro
nopTta

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P MaKCMMasibHbIN pa3mep naketos 10000 6ant
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

MES2424
CBepxa/nHHbIEe MES24248B
Kaapbl MES2424FB
(jumboframes) MES2424P
MES2410-08DP
MES2410-08DU
MES2420-48P
MES2420B-24D
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

MaKCMMasbHbli pasmep naketos 12288 6anT

1 dyHKuma noaaepunsaetca ToNbKO Ha mogdensx MES2424, MES2424B, MES2424FB, MES2424P, MES2410-08DP,
MES2410-08DU, MES2420-48P, MES2420B-24D, MES2448, MES2448B, MES2448P, MES2411X, MES3400-24,
MES3400-24F, MES3400-48, MES3400-48F, MES3710P.
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CooTBeTcTBME CTAHOAPTAM

IEEE 802.3 10BASE-T Ethernet

IEEE 802.3u 100BASE-T Fast Ethernet

IEEE 802.3ab 1000BASE-T Gigabit Ethernet

IEEE 802.3z Fiber Gigabit Ethernet

IEEE 802.3x Full Duplex, Flow Control

IEEE 802.3ad Link Aggregation (LACP)

IEEE 802.1p Traffic Class

IEEE 802.1q VLAN

IEEE 802.1v

IEEE 802.3ac

IEEE 802.1d Spanning Tree Protocol (STP)

IEEE 802.1w Rapid Spanning Tree Protocol (RSTP)

IEEE 802.1s Multiple Spanning Tree Protocol (MSTP)

IEEE 802.3af PoE, IEEE 802.3at PoE+ (Tonbko MES2408CP,
MES2408IP DC1, MES2408P, MES2408PL, MES2424P, MES2410-
08DP, MES2410-08DU, MES2428P, MES2420-48P, MES2448P,
MES3708P, MES3710P)

M3K 61850

YnpasneHue

NoKanbHoe ynpasneHue

Console

YpaneHHoe ynpasaeHmne

SNMP, Telnet, SSH, Web

dusnuyeckme xapakTepucTUKN U yCI0BUA OKpYKalowei cpeabl

MNCcTOYHMKM
nUTaHUA

MES2408C

MES2408CP ceTb nepemeHHoro Toka: 110-250 B, 50-60 Iy,
MES2408PL

MES2411X

MES2410-08DP CeTb nepemeHHoro Toka: 100240 B, 50-60 Iy,
MES3708P

MES2410-08DU CeTb NnepemeHHOro Toka: 200—-240 B, 50-60 I'y,
MES1428

MES2408 CeTb NnepemeHHoOro Toka: 110-250 B, 50-60 Iy,
MES2428 CeTb NOCTOAHHOrO TOKa: 18-72 B

MES2428T

MES2424 CeTb nepemeHHoro Toka: 100240 B, 50-60 Iy,

ceTb NOCTOAHHOIO TOKa: 18-72 B

MES2408IP DC1
MES2448 DC

ceTb NOCTOAHHOTIO TOKa: 36—72 B

MES2424p

CeTb NepeMeHHOro Toka: 176—264 B, 50-60 I'y,

MES2420-48P

CeTb nepemeHHoro Toka: 100—-240 B, 50-60 I'y,

CeTb NOCTOAHHOrO TOKa: 36-72 B

BapWaHTbl NUTAHUA:

- OAMH UCTOYHMK NUTAHMNA NOCTOSHHOIO UM NEPEMEHHOIO TOKa;

- ABA UCTOMHMKA NUTAaHWS MOCTOAHHOIO WM NEePEeMEHHOro ToKa C
BO3MOHOCTbIO ropaYeit 3ameHbl

MES2448P

CeTb NepeMeHHOro Toka: 176—264 B, 50-60 I'y,

BapuaHTbl NUTAHUA:

- OAMH UCTOYHMK NUTAHMNA NOCTOSHHOIO UM NEPEMEHHOIO TOKa;
- ABa UCTOYHMKA NMUTAHWUA NOCTOSSHHOIO UM NEePEeMEeHHOro ToKa C
BO3MOHOCTbO ropaYeit 3ameHbl

MES2408P

CeTb NepeMeHHOro Toka: 176—250 B, 50-60 I'y,
CeTb NOCTOAHHOTIO TOKa: 36—72 B

MES2428P

CeTb NepeMeHHOro Toka: 176—264 B, 50-60 I'y,
CeTb NOCTOAHHOTIO TOKa: 36—72 B
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MES3400-24
MES34001-24
MES3400-24F
MES3400-48
MES3400-48F

ceTb nepemeHHoro Toka: 100-240 B, 50-60 Iy,
CeTb NOCTOAHHOIO TOKa: 3672 B

CeTb NOCTOAHHOIO TOKa:

MES3710P C BK/ItOYEHHON PyHKUMnen PoE: 48-57 B
C BblKNtoYeHHOW ¢yHKUMel PoE: 18-57 B
ceTb nepemeHHoro Toka: 100-240 B, 50-60 Iy,
aKKymynAaTopHas 6atapes: 12 B DC
XapaKTepUCTMKM 3apsaLHOro YCTPOMUCTBA:
- TOK 3apsaga:
MES2408B 1,6+0.1 A — MES2408B, MES2424B, MES2428B;
MES2424B 1+0.1 A — MES2424FB, MES2420B-24D, MES2448B.
MES2424EB 1gf:0pﬂ5>+<;Hme CpabaTbiBaHUA PacUEnUTENA HArPy3KM
MES2428B T
MES2420B-24D - nopg\rosoe HanpsXeHWe UHAMKauUKM HM3Koro 3apaga — 11 B
MES2448B V CeueHue nposopga ana nogkntovyeHna AKb He me-
Hee 1,5 mm. [Ona MES2408B, MES2424B,
MES2428B pekomeHayetca ucnonb3osatb AKb
€MKOCTbl0 He meHee 12 Ah, gna MES2424FB,
MES2420B-24D, MES2448B peKkomeHAayeTca uc-
nonb3oBaTb AKb emKocTblo He meHee 9 Ah.
MES1428 AC
MES2408C 108t
MES1428 DC 11 BT
MES2408 AC 7 BT
MES2408 DC 8,6 BT
MES2408B 33 Bt
MES3708P 150 BT (c yueTtom Harpysku PoE)
MES2408CP 150 BT (c yueTom Harpysku PoE)
MES2408IP DC1 135 BT (c yuyeTom Harpysku PoE)
mgz;gggg AC 275 BT (c y4yeTom Harpysku PoE)
MES2408P DC 280 BT (c yueTom Harpysku PoE)
MaKcumabHas MES2408PL 80 BT (c yueTom Harpysku PoE)
notpebnsemas MES2428 18 Br
MOLLHOCTb MES2428T
MES2428B 45 Bt
MES2428P AC 420 BT (c y4ueTom Harpysku PoE)
MES2428P DC 450 BT (c yueTom Harpysku PoE)
MES2424 AC 25 BT
MES2424 DC 26 BT
MES2424B 49 Bt
MES2424FB 75 BT
MES2424P 420 BT (c yueTom Harpysku PoE)

MES2420-48P

1600 BT (c yueTom Harpysku PoE)

MES2420B-24D 60 BT
MES2448 DC 48 Bt
MES2448B 66 BT
MES2448P 820 BT (c yueTom Harpysku PoE)
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MES2410-08DP

275 BT (c y4yeTom Harpysku PoE)

MES2410-08DU

810 BT (c yueTtom Harpysku PoE)

MES2411X 35 BT
MES3400-24 37 Bt
MES3400I-24 32 Bt
MES3400-24F 55 BT
MES3400-48 52 Bt
MES3400-48F 105 Bt
MakcumanbHas
nortpebnsemas
MoLHOCTb 6e3 MES3710P 20 Bt
yyeTa Harpysku
PoE
MES2408B 7 Bt
MES2424B 25 Bt
Makcamanshas | yec)goarp 47 Br
nortpebnsemas
MOWHOCTb 683 | (oo 1oeg 20 BT
y4yéta 3apaga AKb
MES2420B-24D 45 Bt
MES2448B 48 Bt
MES2408CP
MES2408IP DC1 120 Bt
MES3708P
MES2408P
MES3710P 240 BT
MES2408PL 65 Bt
brogxeT PoE MES2424P .
MES2428P
MES2420-48P 1450 Bt
MES2448P 720 Bt
MES2410-08DP 240 Bt
MES2410-08DU 720 Bt
MES1428 AC 10 Bt
MES1428 DC 11 Bt
MES2408 AC 7 Bt
MES2408 DC 8,6 BT
MES2408B 11 Bt
MES2408C 10 Bt
MES2408CP 30 Bt
Tennosbize- MES2408IP DC1 15 BT
neHe MES2408P AC 35 BT
MES2408P ACW 30 Bt
MES2408P DC
MES3710P 40 BT
MES2408PL 15 Bt
MES2411X 35 BT
MES2424 AC 25 BTt
MES2424 DC 26 Bt
MES2424B 27 Bt
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MES2424FB 62 BT
MES2424pP 50 Bt
MES2428 18 Bt
MES2428B 23 Bt
MES2428P AC 50 Bt
MES2428P DC 80 Bt
MES2428T 18 Bt
MES2420-48P 160 Bt
MES2420B-24D 48 Bt
MES2448 DC 48 Bt
MES2448B 53 Br
MES2448P 100 Bt
MES2410-08DP 35Bt
MES2410-08DU 90 Bt
MES3708P 30 Bt
MES3400-24 37 Bt
MES3400I-24 32 Bt
MES3400-24F 55 Bt
MES3400-48 52 Bt
MES3400-48F 105 Bt
MES1428 AC
MES2408C
MES2408CP
MES2428 AC

AnnapaTtHas MES2428T AC

noaaeprKa MES2428P AC ecTb

Dying Gasp MES2424
MES2424pP

MES2410-08DP
MES24208B-24D
MES2448B
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MES1428 DC
MES2408
MES2408B
MES2408IP DC1
MES2408P
MES2408PL
MES2428 DC
MES2428T DC
MES2428B
MES2428P DC
MES24248B
MES2424FB
MES2420-48P
MES2448 DC
MES2448P
MES2411X
MES3708P
MES3710P
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3400-48F
MES2410-08DU

HeT

MES2420-48P

o1 -10 pgo +50 °C

MES2448P
MES1428
MES2408 DC
MES2408B
MES2408C
MES2408P
MES2408PL
mgz;jggp o1 -20 go +50 °C
MES2428B
MES2428P
MES2428T
MHtepsan MES2448 DC
paboumx MES2448B
Temneparyp MES2411X
MES2424 o1 -20 Ao +30°°C y
71 Mpwn akcnayaTauum yCcTpoiicTs Npu Temnepartype Bbiwwe
MES24248 V 45 °C Heo6X0AMMO UCNONb30BaTb MHAYCTPUAbHble SFP+
MES2424FB
TpaHcuBepbI.
o1 -20 po +50 °C
MES2408CP 2 Mpwu akcnayaTauum ycTpoicTs Npy Temneparype Bbiwe
MES2408P DC V 45 °C He0o6X0A4MMO MUCNO/b30BaTb UHAYCTPUANbHble SFP
TpaHcuBepbl.
MES2408 AC ot -20 go +60 °C
MES2408IP DC1
MES3400I-24 ot -40 go +60 °C
MES3708P
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MES3400-24
MES3400-24F
MES3400-48
MES3400-48F

o1 -10 po +45 °C

MES3710P

oT1 -40 po +70 °C

MES2410-08DP
MES2410-08DU
MES2420B-24D

oT1-15 po +50 °C

WHTepBan TemnepaTypbl XpaHeHUA

oT1 -40 po +70°C
(o1 -50 po +85 °C — ans MES3708P, MES3710P)

OTHOCUTE/IbHAs BNAXKHOCTb Npw
aKcnayaTaumu (6e3 obpasosaHuA
KOHAeHcaTa)

He 6onee 80 %
(He 6onee 90 % — ana MES3708P, ana MES3710P)

OTHOCUTEIbHAA BNAXKHOCTb Npw
XpaHeHuu (6e3 obpasoBaHuA
KOHAeHcaTa)

o1 10 % 00 95 %
(o015 % po 95 % — pna MES3710P)

MES1428
MES2408IP DC1
MES2408P
MES2428 430 x 44 x 178 mm
MES2428B
MES2428T
MES2408
MES2408B
MES2408C 310 x 44 x 177 mm
MES2408CP
MES2408PL
MES2428P AC 430 x 44 x 204 mm
MES2428P DC 430 x 44 x 305 mm
MES2424
MES2424B 430 x 44 x 203 mm
abapuTHble MES2411X
pasmepesl MES2424FB 430 x 44 x 243 mm
(L xBxT) MES2424P
MES2420B-24D 430 x 44 x 225 mm
MES2420-48P 440 x 44 x 490 mm
MES3708P 152 x 550 x 85 mm
MES3710P 85x 175 x 115 mm
MES2448 DC
MES2448B 440 x 44 x 280 mm
MES2448P 440 x 44 x 447 mm
MES2410-08DP
MES2410-08DU 430 x 44 x 243 mm
MES3400-24
MES3400-24F 430 x 44 x 275 mm
MES3400I-24 430 x 44 x 278 mm
MES3400-48
MES3400-48F 440 x 44 x 330 mm
MES1428 2,26 Kr
Macca MES2424 AC 2,44 kr
MES2424 DC 2,42 kr
MES2424B 2,54 kr
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MES2424FB 2,69 Kr
MES2424P 3,36 kr
MES2408 1,72 kr
MES2408B 1,78 kr
MES2408C
MES3710P L77 ke
MES2408CP 2,16 Kr
MES2408IP DC1 2,38 Kr
MES2408P 2,69 Kr
MES2408PL 1,9 kr
MES2428P 3,27 kr
MES2428
MES2428B 2,35 K
MES2428T 2,37 Kr
MES2420-48P 9,55 Kr
MES3708P 4,2 kr
MES2448 DC
MES2448B 3,98 kr
MES2448P 7,46 Kr
MES2410-08DP 3,48 kr
MES2410-08DU 3,74 kr
MES2420B-24D 3,16 kr
MES2411X 2,57 Kr
MES3400-24 4,63 kr
MES34001-24 5,2 Kr
MES3400-24F 4,69 Kr
MES3400-48 5,6 Kr
MES3400-48F 5,53 Kr
CpoOK cnyxo6bl He meHee 15 net
V Tun nutaHua YCTPOVICTBa onpeaenaeTca npu 3aKase.

1.4 KOHCTPYKTUBHOE UCNONIHEHUE

B faHHOM pa3sgene onNnUcaHoO KOHCTPYKTUBHOE UCNOIHEHUE yCTpOﬁCTB. MpeacrasneHsol M306pa>«eva
nepe,a,Heﬁ, 3aAHEI71 1 6OKOBbIX NaHesnel YCTpOﬁCTBa, OnuncaHbl pa3bembl, cBeTOANOAHbIE MHAONUKATOPbI U Op-
raHbl ynpasaeHuA.

Ethernet-kommyTtatopbl cepuit MES14xx, MES24xx, MES34xx BbINONHEHbI B META/I/IMYECKOM KOP-
nyce ¢ BO3MOXKHOCTbIO YCTaHOBKM B 19” KapKac, BbicoTa Kopnyca 1U.

MpomblwneHHbIn Ethernet-kommyTtatop MES3708P Bbino/sIHEH B METAN/IMYECKOM KOpPNyce C BO3-
MOKHOCTbIO MOABELIMBAHMA HA LITAHTY TO/WMHOM He 6osiee 8 mm. CTeneHb 3alumTbl Kopnyca IP55.

Ethernet-kommyTtaTtop MES3710P BbINOAIHEH B METAN/IMYECKOM Kopnyce ana KpenaeHua Ha DIN-
perry.
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1.4.1 BHewHuli sud u onucaHue nepeodHeli naHeau ycmpoiicme

BHelWwHMI BUA, nepeaHer naHenn ycTtponcts cepmm MES1428 nokasaH Ha pucyHke 1-2.

110-250 VAC 60/50Hz max 1A cuass 1 AELTeX Mes1428

(). 5 EEEE TR
Pl Tt ot

1 2 3 4 5 6 7

PucyHok 1 —lMepeaHasa naHenb MES1428 AC

AelTex mesiaze

=3 B R R R R e Ad

-

11 2 3 4 5 6 7

PucyHok 2 — NepeaHasa naHenb MES1428 DC

B Tabanue 10 npmBeneH nepeyeHb pasbemoBs, CBETOANOAHbIX MHAMKATOPOB U OPraHOB yNpaBAeHUs,
pacnofioXKeHHbIX Ha NepeaHelr NaHe M KOMMYTaTOPOB.

Tabnvua 10 — OnucaHMe pasbemoBs, MHAMKATOPOB M OPraHOB yNpaB/ieHUs nepeaHei naHean KOMMyTaTo-
pos cepmun MES1428

~110-250VAC, 60/50Hz max | Pasbem O/19 MOAKAOYEHMA K UCTOUHMKY 3S/1EKTPOMUTAHUA MepeMeHHOro

1 1A TOKa.
1.1 | ~18-72VAC, max 1A Pasbem ana noaKN0YEHNA K UCTOYHUKY 3/IEKTPONUTAHMA NOCTOAHHOIO TOKa.
Power MHAMKaTOp NUTaHMA YCTPOMCTBA.
2 Alarm MHanKaTop neperpesa.

KOHCONbHbIV NOPT AN5 NIOKANBbHOIO YNPaB/eHUA YCTPOUCTBOM.
PacnuHoBKa pasbema cneaytowan:

He ucnonbsyercs

He ucnosbsyetcs

RX

GND

GND

X

He ncnosb3yerca

He ucnonbsyercs

He ucnosbsyetcs

Pacnaiika KoHconbHOro Kabensa npusegeHa B MpunoxerHue A. KOHCONMbHbIN
Kabenb.

3 Console

OCoONOOULLPE WN R
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®yYHKLMOHaNbHaA KHOMKa A/1A nepesarpysku ycTpoicTea u cbpoca K 3aBoa-
CKMM HaCTpoOMKam:
- NPU HaXKaTUM Ha KHOMKY ANUTeNbHOCTbIO MeHee 10 ¢ npoucxoauT nepesa-

4 |F
rpy3Ka yCTpoicTBa;
- NPW Ha)KaTUW Ha KHOMKY A/auTenbHocTblo 6onee 10 ¢ nponcxogut cbpoc
HACTPOEK YCTPOMCTBA A0 3aBOACKOM KOHOUIrypauum.

5 | [1-24] MopTbl 10/100BASE-TX (RJ-45).

6 25, 26, 27, 28 Combo-nopTbl: noptbl 10/100/1000BASE-T (RJ-45).

Combo-nopTbl: CNOTbl ANA YCTAaHOBKM TpaHcmeeposB 1000BASE-X Combo.

7 25, 26, 27, 28 o
e LNK/SPD — cBeTOBasA MHAMKALMUA COCTOAHUA ONTUYECKUX UHTEPdECoB.

BHewHMI BUA nepeaHen naHenn yctponcts cepmm MES2408 nokasaH Ha pucyHkax 3—11.

110-250 VAC 60/50Hz max 0.5A . AELTEX MES2408

® T
| =
o =  Ejmpme

9 10
i i
| | |

1 2 3 4 5 6 7

PucyHok 3 —NepeaHasa naHenb MES2408 AC

A uisencs AELTEX MES2408

o I S i
& = EEEE e

2 4 U 8 L |

1 2.1 3 4 5 6 i

L
PucyHok 4 — MNepeaHaa naHens MES2408 DC

110-250 VAC 60/50Hz max 1A

PN 1 3 s 7 JuelTex Mesz4088
1.8 - 107100/ 100088561
- E[lﬁ Eljﬁllﬁ ﬁﬁﬁ ‘m R
pPower O
G |
T onsole

Alarm O 9 10

e e
T [ 8 ) s S s S0 S e [3oL[_J|os
L 2 4 6 8

=

- ® @

2 23 3 4 6 7

PucyHok 5 — lMepeaHaa naHeno MES2408B

110-250 YAC 60/50Hz max 0.5A LA s e 9 SVELTEX MES2408C
18

1 3 5 7

[ N M e W e Wi} 5110 101100/ 100ORASE T

@ 0 mﬁ or L00BASE-FX/ 1000BASEX
Console

B O . . 0
il i
@ Alarm O [ e g 5y S s oL Josm
2 4 & 8 IL

2 3 4 5 6 6.1 7.1

PucyHok 6 — lMepeaHaa naHenb MES2408C
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110-250 VAC 60/50Hz max 2A A s, 1 3 s 7 9 AELTex Mes2osce
¢ : D@D D@D Dm\j D@G mﬁ ;“D.Wl?x’lw-' P
OF 100BASE-FX/1000BASE-X
@ 0 1 ; oes 7 — 3 L) a0
) Power® OO 0OO o [~ © [0 Owx
@ o, g050 [ | (bca bed bl ol | P S g
lz 4 6 ﬁl 1 2 4 & 8 IL 011 _— ]

PucyHok 7 — NepeaHasa naHenb MES2408CP

AELTEX MEs24081P

cuass 1
A i
1.8 02,301 Poks

1 3 s 7
36-72VDC max 10A = =) B
-+ 9,10 1000ASE-FX/J000BASE-X
PoE Console

% = 53t (07 R
A L2 4 = e
2.|2 1|’> 3.1 4 f|3 6 7

PucyHok 8 — NepeaHaa nanenb MES24081P DC1

AELTEX MES2408P

176-250 VAC 60/50Hz max 24 B udiia 1 3 5 7
[ PoE Console
[} i 1357 — ¢ 10
g 2350 [ ¢ | o [ e
(am Oy ???? | [, o (LS e (N e (= Oseo
— T = = T = = . T

JuELTEX MES2408P
ot

Svoe 1 3 5 7
3672 VB mac 108 = [ N e U P e ] el
Alarm O T = [ e Sy e S S e )
I—l—l L2 3 5 3
2.2 5

~O O~
=Q0w 3

aQQu "™
=00

[
|

3 31 4

PucyHok 10 — NepeaHaa naHenbs MES2408P DC

110-250 VAC 60/50Hz max 1A A s . 5 s 7 AeLTex Mes2d08pL
T o] G )|
i nsole
® 5
= i3 [ [pm
1 2 3 3.1 4 5 6 7

PucyHok 11 — NepeaHAasa naHenbs MES2408PL

B Tabaunue 11 npuseaeH nepeyeHb Pa3bemMoB, CBETOAMOAHbIX MHANKATOPOB M OPraHOB yNpaBaeHus,
pacnonoXeHHbIX Ha nepegHeln naHenn KommyTtaTtopos cepun MES2408.

Tabnunua 11 — OnucaHWe pa3bemoB, MHAWUKATOPOB M OPraHOB YNpaB/ieHMA nepeaHei naHean KOMMYTaTo-
pos cepun MES2408
Ne | dnemeHT nepeagHeii naHenu OnucaHue

—_— ~
1 Knemma 3asemnenua = Knemma gns 3azemneHmA ycTpoucTea.

~110-250VAC, 60/50Hz max | Pa3bem Ans NOAKNOYEHWMA K UCTOUYHWUKY 3S/EKTPOMUTAHUA NepemMeHHOro
1A TOKa.
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21 | 18-72 VDC max 10A Pasbem ans nogKnoyeHMA K UCTOYHMKY 3S/1IEKTPOMUTAHUA MOCTOAHHOTO
TOKa.
2.2 | 36-72 VDC max 1A/10A Pasbem AnA NOAKNOYEHMA K UCTOYHUKY 3/1IEKTPOMUTAHUA MOCTOAHHOrO
TOKa.
2.3 | 12VDC max 2A Pasbem gns NogKNOUYEHMA K aKKYMYIATOPHON BaTapen.
Power NHAMKATOp NUTAHMA YCTPOMCTBA.
3 Alarm MHankaTop neperpesa.
Battery (ona MES2408B) NHAanKaTop paboTbl akKyMynaTopHoi H6aTapen.
3.1 | PoE1-8 NHankaTopbl coctoaHnAa PoE-nopTos.
KoHCONbHbIV NOPT A5 IOKANbHOIO YNPaB/EHUA YCTPOWCTBOM.
PacnuHoBKa pasbema cnegytowasn:
1 He uncnonb3yetca
2 He ucnonb3yeTcA
3 RX
4 GND
4 Console 5 GND
6 TX
7 He ucnonb3syetca
8 He ncnonbayeTca
Pacnaiika KoHconbHoro Kabena npueeaeHa B MNpunoxeHne A. KOHCO/bHbIN
Kabenb.
dDyHKLMOHaNbHAA KHONKA ANs Nepes3arpy3ku ycTponcTea n cbpoca K 3aBoa-
CKMM HaCTpoOMKam:
5 r - MPU HaXKaTUM Ha KHOMKY AnuTenbHOCTbio meHee 10 ¢ npoucxoauT nepesa-
rpy3Ka yCTpOWMCTBa;
- NPWU HaXaTUKM Ha KHOMKY AnutenbHocTbio 6onee 10 ¢ npoucxoaut cbpoc
HaCTPOEeK YCTPOMCTBa A0 3aBOACKOM KOHPUrypaumu.
6 [1-8] MopTbl 10/100/1000BASE-T (RJ-45).
6.1 |9, 10 Combo-nopTbl: nopTbl 10/100/1000BASE-T (RJ-45).
CNoTbl ANA YyCTAHOBKM ONTMYecKMx TpaHcueepoB 100BASE-FX/1000BASE-X
7 9, 10, LNK/SPD (SFP).
LNK/SPD — cBeTOBast MHAMKaLMNA COCTOAHUA ONTUHECKUX MHTEPENCOB.
Combo-nopTbl: cnoTbl ANA ycTaHoBKM TpaHcmeepoB 1000BASE-X Combo.
7.1 | 9,10, LNK/SPD P AR Y P P .
LNK/SPD — cBeToBas MHAMKALIMA COCTOAHUA ONTUYECKUX UHTEPDECOB.

BHewHM BUA nepeaHen naHenn yctponcts cepun MES2428 nokasaH Ha pucyHKax 12-17.

110-250 VAC 60/50Hz max 1A B s

|
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PucyHok 12 — NMepeaHaa naHenb MES2428 AC

40

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx




DHELTEX

£ distace 25 ” JVELTEX MEs2428

17 15 21 23
7 = X e =]
: i
Aarm O SO oo =]
|_I_I L 20 2 U

18

N —

2 - AELTEX MES24288

n<
]

BT
131

-
-
-
N

170-264 VAC 60/50Hz max 34

WMW

[-Tlelelelele)

AELTEX MES2428P
36-72VDC max 15A 124 - 10/100/1000BASET, 802, 3at Pol+
-4 25.28 - 10/100/10008ASE-T

[ETTe]]
=4
28
00
B
S—F—on

1.2 2

ELTEX MES2428T
T 1
TatataTatmra)

P o] Com] ] ] 1T
=
| S|
1 2

PucyHok 17 — MNepeaHaa naHenb MES2428T

B Ta6m4u,e 12 npmnseeaeH nepevyeHb pa3bemos, CBETOANOAHbBIX UHOAWKATOPOB U OpPraHOB ynpas/eHUA,

pacnonoXeHHbIX Ha NepegHeln naHean KommyTaTtopos cepun MES2428.

Tabnnuya 12 — OnucaHWe pasbemMoB, MHAWMKATOPOB M OPraHOB yNpaB/ieHMsA nepegHein naHean KOMMyTaTo-
pos cepun MES2428

~110-250VAC, 60/50Hz max

1 1A Pasbem gnAa NOAKNOYEHMA K UCTOYHWUKY 3S/IEKTPOMUTAHUA MEPEeMEHHOro
(170-264 VAC 60/50 Hz max | ToKa.
3A ana MES2428P)
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1.1 | 12VDC max 2A Pasbem gns NoAKNOYEeHUA K aKKymynaTopHou 6aTapeu.
18-72 VDC max 2A
1.2 | (36-72 VDC max 15A ann Paszbem Ana NoAKNOYEHNA K UCTOYHUKY 3/IEKTPONUTAHMA NOCTOAHHOIO TOKA.
MES2428P DC)
Power NHAMKaTOp NUTaHMA YCTPOMCTBA.
Alarm UHpuKaTop neperpesa.
2
PoE NHaukaTop paboTbl PoE.
Battery (ans MES2428B) NHamKaTop paboTbl akKymynsaTopHon baTapewu.
KoHCO/IbHbIM NOPT 415 IOKAIbHOTO YNpPaBAeHNA YCTPONCTBOM.
PacnnHoBKa pasbema cneayroLLan:
1 Hewucnonb3yetca
2 He ucnosb3yeTca
3 RX
4 GND
3 Console 5 GND
6 TX
7  He ucnonb3syetca
8 He ucnonb3syetca
Pacnalika KoHconbHOro Kabensa npueegeHa B MpunoskeHne A. KOHCObHbIN
Kabenb.
dyHKUMOHANbHAsA KHOMKa ANA nepesarpyskun yCcTpoicTBa M copoca K 3aBog-
CKMM HaCTpoMKam:
4 r - NPU HaXKaTUM HA KHOMKY A/INTeNbHOCTbI0 MmeHee 10 ¢ nponcxoauT nepesa-
rpy3Ka yCTPOWMCTBa;
- NPW Ha)KaTUKW Ha KHOMKY AauTenbHocTblo 6osee 10 ¢ npoucxoant cbpoc
HACTPOEK YCTPOMCTBA [0 3aBOACKOM KOHOUIypaLmu.
5 [1-24] MopTtbl 10/100/1000BASE-T (RJ-45).
6 25, 26, 27, 28 Combo-nopTbi: noptbl 10/100/1000BASE-T (RJ-45).
7 25 26, 27, 28, LNK, SPD Combo-nopTbl: CNOTbl ANs YCTAaHOBKM TPaHCUBEPOB 1OOOBASE-)U( Combo.
LNK/SPD — cBeToBas MHAMKALMA COCTOAHUA ONTUYECKMX MHTEPENCOB.
8 T1 4 napbl BXOAHbIX CyXMX KOHTaKTOB.

BHewHMIn BMA, nepeagHen naHenn yctpomncts MES2424 AC, MES2424 DC, MES2424B, MES2424P,
MES2420-48P, MES2448 DC, MES2448B, MES2448P, MES2411X, MES3400-24, MES3400-241, MES3400-48

NOKa3saH

Ha pUCyHKax 18-29.
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PucyHok 19 — NepeaHas naHenb MES2424 DC
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PucyHok 26 — MNepeaHaa naHenb MES2411X
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PucyHok 29 — NepeaHasa naHenb MES3400-48

B Tabavue 13 npuBeaeH nepeyeHb pasbeMoB, CBETOANOAHbIX MHAMKATOPOB W OPraHOB yrpaB/ieHus,
pPacnonoXeHHbIX Ha NepeaHen NaHenn kommyTtatopos MES2424 AC, MES2424 DC, MES2424B, MES2424P,
MES2420-48P, MES2448 DC, MES2448B, MES2448P, MES2411X, MES3400-24, MES34001-24, MES3400-48.

Tabanuya 13 — OnucaHue pasbemoB, MHAMKATOPOB W OPraHOB yrNpaB/ieHMA nepegHel NaHeM KOMMyTaTo-
pos MES2424 AC, MES2424 DC, MES2424B, MES2424P, MES2420-48P, MES2448 DC, MES2448B,
MES2448P, MES2411X, MES3400-24, MES3400I-24, MES3400-48

No dnemeHT nepepHei Onucanme
naHenu
1 ~110-250VAC, 60/50Hz max | Pasbem AN MOAKAOYEHUA K UCTOYHUKY SMEKTPOMUTAHUA NepemMeHHOoro
1A TOKa.
1.1 | ~18-72 VDC max 2A Paszbem ana NnogKNOYEHNA K UCTOYHUKY S1IEKTPONUTAHMA NOCTOAHHOIO TOKA.
1.2 | 12VvDC max 2A Pasbem gns NogKAOYEeHMA aKKYMYIATOPHOM HGaTapeun.
Power NHAWKaTOp NUTAHMA YCTPOMCTBA.
PS1 (ana MES2448P) NHAWKaTOp cOCTOAHUA NepBoro 610Ka NUTaHKUA.
PS2 (ana MES2448P) NHAMKATOP COCTOSAHWUA BTOPOro 6/10Ka NUTaHUA.
Status (ans MES2420-48P) MHAaMKaTop cTaTyca yCTpoMCTBa.
2 Alarm UHOuKaTop neperpesa.
Master NHauKaTop pexuma paboTbl ycTpoiicTBa (BeayLmil/seaombiii).
Fan NHAanKaTop paboTbl BEHTUIATOPOB.
RPS NHOMKaTOp pe3epBHOro 3/1eKTPONUTaHUA.
Battery (an7 MES2424B, NHamKaTop paboTbl akKymynsTopHon baTapeu.
MES2448B)
3 Unit ID NHAnKaTop HOMepa YCTPOMCTBA B CTEKE.
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KOHCONbHbIV NOPT AN5 NOKANbHOO YNPaB/eHUs YCTPOUCTBOM.
PacnuHoBKa pasbema cneayrowan:
1 Hewucnonb3yeTtca
2 He ucnonb3lyetca
3 RX
4 GND
4 Console 5 GND
6 TX
7  He ucnonbsyetca
8  He ucnonb3syetca
Pacnaiika KoHconbHoro Kabensa npusegeHa B MNMpunoxerHne A. KOHCONbHbBIN
Kabenb.
PyHKLMOHaNbHAA KHOMKA A/1A Nepe3arpysku yCTpoicTea 1 cbpoca K 3aBoa-
CKMM HACTpOMKam:
5 r - NPW HaXKaTUKM Ha KHOMKY AAnTeNbHOCTbio MeHee 10 ¢ nponcxoauT nepesa-
rpy3Ka yCTpOWMCTBa;
- MPM Ha)KaTUM Ha KHOMKY AautesnbHocTbio 6osiee 10 ¢ npouncxoant copoc
HaCTPOEK YCTPOMCTBA 4,0 3aBOACKON KOHbUTypauuu.
6 [1-8], [1-24], [1-48] MopTbl 10/100/1000BASE-T (RJ-45).
7 [XG1 - XG4], [XG1 — XG11] CnoTbl ANA ycTaHOBKM TpaHcueepoB 1000BASE-X (SFP)/10GBASE-R (SFP+).
8 usB USB-noprT.

BHewHMM BMA, NnepegHei naHenu yctporcts MES2424FB, MES3400-24F, MES3400-48F nokasaH Ha
pucyHKax 30—-32.
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PucyHok 32 — NepeaHasa naHenb MES3400-48F
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Tabauua 14 — OnucaHue pasbemoB, MHAMKATOPOB W OPraHOB YNPaB/eHNa nepeaHelt NaHem KOMMyTaTo-
pos MES2424FB, MES3400-24F, MES3400-48F

Ne

dnemeHT nepeaHeit
naHenu

OnucaHue

~110-250V AC, 50-60 Hz

Pasbem Ana nogKAYeHMA K UCTOYHWUKY 3/1IEKTPONUTAHMA NEepemeHHOro
TOKa.

12v DC

Pasbem gna noaKNO4YEHUA aKKyMynAaToOpHoW 6aTapen 12V.

Power

MHAMKaTOp NMUTaHMA YCTPOCTBA.

Alarm

MHAMKaTop aBapuu.

Master

MHAaMKaTop pexkmma paboTbl yCTpoiicTBa (Beaylumit/Begombiii).

Battery (ons MES2424FB)

MHanKaTop paboTbl akkymynaTopHol 6atapen.

Fan

MHAanKaTop paboTbl BEHTUNATOPOB.

RPS

NHAMKaTOp pe3epBHOrO 3N1EKTPONUTAHMA.

UnitID

MHamKaTop HOMepa yCTPOICTBA B CTEKe.

Console

KoHCO/bHbIV NOPT ANA IOKANBHOTO YNPaBAEHWUA YCTPOMCTBOM.
PacnnHoBKa pasbema cneayroLLan:

He ncnosb3yerca

He ncnosb3yerca

RX

GND

GND

X

He ncnonb3yerca

He ncnonb3yerca

Pacnalika KoHcoNbHOro Kabensa npueeneHa B MpunoxkeHme A. KOHCObHbIN
Kabenb.

coONO UL WN PR

dYHKLMOHaNbHAA KHOMKa ANA NepesarpysKku ycTpoicTea 1 cbpoca K 3aBo-
ACKMM HacTpOMKam:

- NPVY Ha)KaTWUM Ha KHOMKY A4/MTEeNbHOCTbI0O MeHee 10 ¢ nponcxoanT nepe-
3arpysKa ycTponcTBa;

- MPW HaXKaTUM HA KHOMKY A/mTenbHocTbio 6oee 10 ¢ npoucxogut cbpoc
HaCTPOEeK yCTPOWCTBA A0 3aBOACKOMN KoHOUrypaumm.

[1-24], [1-48]

CnoTbl ANA YCTAaHOBKM ONTUYECKUX TpaHcnesepos 100BASE-FX/1000BASE-X
(SFP).

[XG1-XG4]

CnoTbl ana ycTaHoBKM TpaHcnsepos 1000BASE-X (SFP)/10GBASE-R (SFP+).

BHewHMI BMA, NnepegHNx naHenel yctponcts MES2410-08DP, MES2410-08DU nokasaH Ha pUCyHKax
33-34.

2 34 5 6 7
PucyHok 33 — NepeaHas naHenb MES2410-08DP
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PucyHok 34 — MepeaHaa naHenb MES2410-08DU

Tabanua 15 — OnuncaHMe pasbemoB, MHAMKATOPOB W OPraHOB YNpPaB/eHNa nepeaHel NaHean KOMMYTaTo-
pos MES2410-08DP n MES2410-08DU

dnemeHT nepeaHeit

Ne OnucaHue
naHenm
100-240 V AC, 50-60 Hz
1 (ana MES2410-08DP) Pasbem ana nogKknwyeHMAa K UCTOYHMKY 31EKTPONUTAHMA MNepemMeHHOro
200-240 V AC, 50-60 Hz TOKa.
(ans MES2410-08DU)
2 UnitID MHAMKaTOp HOMepa YCTPOMCTBA B CTEKE.
Power MHAMKaTOp NUTaHMA YCTPOMCTBA.
Alarm NHankaTop aBapuu.
3
Master NHAanKaTop pexxnma paboTbl yCTpoicTea (BeayLmii/Beaombiii).
PoE NHankaTop paboTbl PoE.
®YHKUMOHaIbHasA KHOMKa A/1A Nepe3arpy3ku ycTponcTea u cbpoca K 3aBoa-
CKMM HaCTpoOMKam:
4 . - MPY HAXKaTMUM Ha KHOMKY AMTeNbHOCTbio meHee 10 ¢ nponcxoanT nepe-

3arpysKka yCcTpoWCTBa;
- MPU HAXKaTUM Ha KHOMKY A/mTensHocTbio 6oaee 10 ¢ npoucxoaut cbpoc
HaCTPOEK YCTPOMCTBa 40 3aBOACKOMN KOHdUrypaumu.

KOHCONbHbIV NOPT ANA NOKANBbHOMO YNPaBAEHUA YCTPONCTBOM.
PacnuHoBKa pa3bema cnegytowan:

9  He ucnonb3syetca

10 He ncnonb3yeTcA

11 RX

12 GND

13 GND

14 TX

15 He ucnonb3yeTtca

16 He ucnonb3yeTca

17 He ucnonb3yeTca

Pacnaiika KoHcobHOrO Kabena npuseaeHa B NPUAOKEHUM A.

5 Console

6 |[1-8] MopTbl 10/100/1000/2500BASE-T (RI-45).

7 [XG1, XG2] CnoTbl ANA ycTaHOBKM TpaHcueepoB 1000BASE-X (SFP)/10GBASE-R (SFP+).
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BHewHW BUA nepeaHen naHenn yctponcrtsa MES2420B-24D nokasaH Ha pucyHKe 35.

PucyHok 35 —lNepeaHasa naHenbo MES2420B-24D

Tabaunuya 16 — OnucaHWe pasbeMoB, MHANMKATOPOB M OPraHOB yNpaBAeHUA nepeaHen NaHeanm KOMMyTa-
Topa MES2420B-24D

Ne

dnemeHT nepeaHeit
naHenm

OnucaHue

100-240 V AC, 50-60 Hz

Pasbem Ana nogKNtYeHMA K UCTOYHWUKY 3SNEKTPONUTAHMA NEepemMeHHOro
TOKa.

1.1

12VDC max 2A

Pasbem 1A NoAKAOYEHUA aKKYMYNATOPHOM 6aTapeu.

Power

MHAMKaTOp NMTaHMA YCTPOMCTBA.

Alarm

NHauKaTop neperpesa.

Master

MHAanKaTop pexkmma paboTbl ycTpoiicTea (Beaylumit/segombii).

Battery

MHanKaTop paboTbl akkymynaTopHol 6atapen.

Unit ID

MHamnKaTop HOMepa yCTPOICTBa B CTEKe.

Console

KOHCO/bHbIN NOPT A1 JIOKa/IbHOTO YNPaBAEHUA YCTPONCTBOM.
PacnuHoBKa pasbema cnegytolasn:

He Ucnonb3yerca

He Ucnonb3yerca

RX

GND

GND

TX

He Ucnonb3yerca

He Ucnonb3yerca

Pacnaika KOHCONbLHOrO Kabena NpueegeHa B NPUAOKEHUU A.

PN U A WN R

PyHKLMOHaNbHAA KHOMKA ANA Nepesarpysku ycTpoictea U cbpoca K 3aBoa-
CKMM HaCTpoMKam:

- NPW Ha*KaTUM Ha KHOMKY A/ NTENbHOCTbI0 MeHee 10 ¢ npoucxoamT nepesa-
rpy3Ka yCcTpoICTBa;

- NPW Ha)KaTUKW Ha KHOMKY A/auTenbHocTblo 6osee 10 ¢ npovcxoant cbpoc
HACTPOEK YCTPOMCTBA A0 3aBOACKOMN KOHpUrypaumm.

[1-24]

MopTbl 10/100/1000/2500BASE-T (RJ-45).

[XG1 - XG4]

CnoTbl aNa ycTaHoBKM TpaHcneepos 1000BASE-X (SFP)/10GBASE-R (SFP+).
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BHewWwHM BUA NnepegHel naHenn ycrponctea cepmm MES3710P nokasaH Ha pucyHke 36.

(=1
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QO Temp u
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Cansale

1.8 - 10/100/1000BASE-T PoE+
9..12 - 100BASE-FX / 1000BASE-X

PucyHok 36 — MNepepHaa naHens MES3710P

Tabnnuya 17 — OnucaHue pasbemoB, MHANKATOPOB M OPraHOB yrnpaBaeHna nepegHeln naHenm MES3710P

Ne dnemeHT ne 7
sl OnucaHue
naHenm
1 [1-8] Moptbl 10/100/1000BASE-T (RJ-45).
2 [1-8] CseToBanA MHAMKauUmMA PoE.
CnoTbl ANA YCTAaHOBKM ONTUYECKUX TPAHCUBEPOB
3 9, 10, 11, 12, LNK/SPD 100BASE-FX/1000BASE-X (SFP).
LNK/SPD — cBeTOBast MHAMKaLMNA COCTOAHUA ONTUHECKUX MHTEPENCOB.
PWR1, PWR2 MHAMKaTopbl MUTAHUA YCTPOMCTBA.
4 Alarm MHAauKaTop aBapuu.
Temp MHanKaTop Temnepatypsl.
dyHKLMOHaNbHAA KHOMKa A1a nepesarpysku ycTpoincTea u cbpoca K 3a-
BOACKMM HACTPOMKaM:
5 r - MPM HAXKATUM HA KHOMKY ANMTeNbHOCTbI0 MeHee 10 ¢. npoucxoauT ne-
pesarpyska ycTpoWcTBa;
- NPU Ha¥aTUM Ha KHOMKY AAnTenbHOCTblo 6osnee 10 c. npoucxogut
cbpoC HacTpoeK YCTPOMCTBA A0 3aBOACKON KOHUrypaumm.

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx
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6 Console

KoHCObHbIM NOPT 415 IOKANIbHOTO YNPaBAeHWUA YCTPONCTBOM.
PacnnHoBKa pa3bema cneayroLian:

He Mcnosb3yeTca

He ncnosb3yerca

RX

GND

GND

TX

He ncnosb3yerca

He ncnosb3yerca

Pacnalika KoHco/ibHOro Kabena npuseaeHa B MNpunoxerHne A. KoHcob-
Hblli Kabenb.

coNO UL b WN K

1.4.2 3a0HAA u 8epxHAA naHenu ycmpoliicme

BHewHWn BMA 3agHein naHenn kommytatopoB MES14xx, MES24x, MES34xx (BepxHel ana 3710P)

NPUBEAEH Ha PUCYHKAX HUXKeE.

BELTEX M"Mﬁ

B0E L0 0N000D0A0TOECON0CO®R00 [IHI!!!IIII]IIII]I][II

PucyHok 37 — 3agHaa naHenb MES1428, MES2428, MES2428T, MES2428B, MES2408IP DC1, MES2408P,

MES2424 n MES2424B
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PucyHok 39 — 3aaHAaa naHenb MES2424P, MES2428P, MES2420B-24D
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PucyHok 40 — 3aaHAa naHenb MES2448 DC
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PucyHok 41 — 3aagHAaa naHenb MES2448B

100-240 ¥ AC 50-60 Hz
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PucyHok 46 — 3agHaa naHenb MES3400-24, MES3400I1-24, MES3400-48, MES3400-48F
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PucyHok 48 — 3aaHAaa naHenb MES2410-08DP, MES2410-08DU

B Tabnmuax 18 u 19 npusBeaeH nepeyeHb Pa3bemoB, PACMONOKEHHbIX HA 3a4HEN NaHeAn KoMmy-
TaToOpPOB.

Tabnnua 18 — OnucaHuWe pa3beMoB 3agHen naHenu KommyTtatopos MES1428, MES2428, MES2428T,
MES2428B, MES2408IP DC1, MES2408P, MES2424 n MES2424B

Ne dnemeHT 3agHel naHenm OnucaHue

—r o
1 Knemma 3aszemnenua = Knemma gnqa 3aszemneHuns yCTpoucCTBa.

Tabanua 19 — OnucaHWe pa3beMoB 3agHen naHenu KommyTtatopa MES2424FB, MES2424P, MES2428P,
MES2448 DC, MES2448B, MES2448P, MES2410-08DP, MES2410-08DU, MES2420-48P, MES2420B-24D,
MES2411X, MES3400-24, MES3400I-24, MES3400-24F, MES3400-48, MES3400-48F

Ne dnemeHT 3agHel naHenu OnucaHue

1 BeHTUNATOPbI 415 OXNAXKAEHUA YCTPOMCTBA.
[ — )

2 Knemma 3asemnenna = Knemma gna 3asemneHuna yCcTpomucTea.

Pasbem ANA NOAKNIOYEHUA K UCTOYHUKY INEKTPOMUTAHUA MNOCTOAHHOrO
TOKa.

3 36-72V DC

~110-250VAC, 60/50Hz max Pasbem 4148 NOAKNOYEHUA K UCTOYHMKY INEKTPOMUTAaHUA NepemeHHOoro

1A TOKa.
4.1 12VDC max 5A Pasbem gnsa noakntodeHUA akkymynatTopHon baTapee.
5 CAOTbI 4N19 YCTaHOBKM 610- Cnot ans ycTaHoBKW pe3epBHOro 610Ka nutaHma AC unm DC.
6 KOB NUTaHnA CNoT ANA YCTaHOBKM OCHOBHOTO 610Ka nutanua AC nam DC.
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BHewWHMI BUA, BepxHe NaHenn kKommyTtaTopa MES3710P npuBeaeH Ha pucyHKe 49.

s
PWR1

NC-COM-NO)
Dry contact

PucyHok 49 — BepxHAaa naHenb MES3710P

B Tabnmue 20 npuseaeH nepeyeHb PasbeMOB, PACMOJIOKEHHbIX Ha BEPXHEN MaHEe/IM KOMMYTaTopa
MES3710P.

Tabnmua 20 — OnuncaHue pasbemMoB BEPXHEN NaHeim KommyTtaTopa MES3710P

Ne dnemeHT 3agHel naHenun OnucaHue
—_—r “
1 Knemma 3azemneHuns = Knemma gns 3a3emneHuns ycTponcTea.
Pasbembl g1 NOAKNOYEHUA K UCTOYHUKAM 3/1EKTPONUTAHUA NOCTO-
2 48 (45~ 57) VDC AZIA oA P
AHHOTO TOKa.
3 12VDC max 5A PeneliHbIN BbIXO4, aBapuitHon curHanmsaummn: 1 A 24 V DC.

1.4.3 bokosble naHenu ycmpolicmea
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PucyHok 50 — NpaBasa 6okoBas naHenb Ethernet-kommyTaTopos
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PucyHok 51 — Jlesasa 6oKkoBan naHenb Ethernet-kommyTtaTopos

Ha 60KOBbIX MaHenAx ycTpPoMCTBa PacroNoXKeHbl BEHTUNALMOHHbIE PELLIETKMN, KOTopble CAyXKaT Ann
oTBOZa Tensia. He 3akpbiBaliTe BEHTUNAUMOHHbIE OTBEPCTUA MOCTOPOHHUMM NpeameTamu. ITO MOXKET
NPUBECTU K NeperpeBy KOMMOHEHTOB YCTPOMCTBA M BbI3BaTb HapylweHWs B ero paboTte. PekomeHzaumm no
YCTaHOBKe YCTPOMCTBa PacMo/oKeHbl B pa3gene «YCTaHOBKa U NOAKAOUEeHNe».
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1.4.4 KoHcmpykmueHoe ucronHeHue Kommymamopa MES3708P

B AaHHOM pasgene onncaHo KOHCTPYKTUBHOE ucnonHeHue Ethernet-kommyTtaTtopa MES3708P.

YCTPOMCTBO COCTOUT U3 OCHOBHOM NAaTbl, NAaTbl 6/10Ka NUTaHUA U MoAyNen 3almTbl nopToB Ethernet
10/100/1000BASE-T oT nepeHanps»KeHuit. MaaTtbl pacnofoXeHbl B MeTaNIMYecKkom Kopnyce.

[nAa KpenneHua YyCTPOMCTBA Ha Kopmyce MpeayCMOTPEH MeTa//IMYeckuin KpioK. Kpenaenue
NOABECHOE, Ha LWTaHry TONLWMHOM He 6onee 8 mm. MoaKntoueHUe MUTAHUSA U CeTeBbIX MHTepdelicoB
NPOM3BOAMTCA K pa3bemMam, PacnosIoKeHHbIM BHYTPU Koprnyca. BbiBo4 NpoOBOAOB Hapy»Ky BbINOJHAETCA
yepes npeaHasHayYeHHble 410 3TOr0 OTBEPCTMA B Kopnyce.

Ha puncyHKe 52 noKa3aHbl OCHOBHblE KOMMOHEHTbI U paszbembl MES3708P.

9 1

PucyHok 52 — OCHOBHble KOMMNOHEHTbI M pazbembl MES3708P
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B Tabnnue 20 npuBeaeHO onncaHMe OCHOBHbIX KOMMNOHEHTOB U pasbemos MES3708P.

Tabnnuya 21 — OnncaHMe OCHOBHbIX KOMMNOHEHTOB U pasbemos MES3708P

Ne OnucaHue

1 Pasbembl ANA YCTaHOBKM ONTUYECKUX TpaHcuBepos 100BASE-FX/1000BASE-X (SFP).
2 OcHoBHasn nnaTta yCTPOMCTBa.

3 Mnata 6n10Ka NUTaHKA.

4 Pasbem Ana NOAKNIOYEHUA K UCTOYHUKY S/1EKTPONUTAHUA NePeMEHHOro ToKa.

5 Pasbembl AN NoAKAoYeHMA moaynei 3awmTbl nopTtos Ethernet 10/100/1000BASE-T oT nepeHanpsasKeHni.
6 Mogaynu 3awmTbl noptos Ethernet 10/100/1000BASE-T oT nepeHanpsKeHuiA.

7 Knemma gns 3a3emneHunn ycTpoicTea.

8 Pasbembl AnA NOAKAOYEHUA YCTPOMCTB oKanbHOM ceTu Ethernet.

9 lepmoBBOA, 41a Kabens aNeKTponuTaHus.

10 | l'epmoBBOA A8 MeAHbIX U ONTUYECKUX Kabenel nokanbHoW ceTn Ethernet.

11 | Pasbem ana NOAKNAIOUYEHMNA K KOHCOIN YCTPOMCTBA Yepe3 uHTepdeinc RS-232.

1.4.5 Ceemoseas uHOuKayus

CocrosaHue nHtepodeiicos Ethernet nHauumpyetca asyma ceetoamoaHbiMu MHAnKaTtopamu, LINK/ACT
3e/ieHoro ugeta n SPEED aHTapHOro useta. PacnonoXeHne cBeToanoa08 NOKA3aHO Ha pUCyHKax 53-55.

1 Ok
() sPD

PucyHoK 53 — BHewwHWI BUA, 0aMHapHoro pasbema SFP/SFP+

FH

LINK/ACT  SPEED

PucyHOK 54 — BHelwHWI1 BUA, caBOEHHOro pasbema SFP/SFP+

LINK/ACT SPEED
|
T

PucyHok 55 — BHelwHui1 BMA pa3bema RJ-45

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx 55




DELTEX

Tabanua 22 — CeeToBan MHAMKaumA coctoaHuA Ethernet-noptos 10/100/1000BASE-T

CsBeyeHue MHANKaTopa

CsBeyeHue MHANKaTopa

CoctosHue uHtepdeiica Ethernet

100 M6wurT/c.

SPEED LINK/ACT
BbikntoueH BbikntoueH MopT BbIKAOYEH MAN COeANHEHNE He YCTAaHOB/IEHO.
YcTaHOB/IEHO coeanHeHne Ha ckopoctn 10 M6éut/c nam
BbikntoueH [opuUT NOCTOAHHO

[opuT nocToAHHO

[opuUT NOCTOAHHO

YcTaHOBIEHO coeamHeHne Ha ckopocTi 1000 M6uT/c.

X

Mwuranune

MpoeT nepegaya AaHHbIX.

_'

abnuua 23 — CeeToBanA UH

AuKauma coctoaHna XG-nopTos

CsBeyeHue MHANKaTopa

CsBeyeHue MHANKaTopa

CoctosiHue uHtepdeiica Ethernet

SPEED LINK/ACT
BbIkntoueH BbIktoyeH MopT BbIKAIOYEH UK COEAUHEHNE HEe YCTaHOBJ/IEHO.
BbikntoueH lopuT NOCTOAHHO YcTaHoBMEHO coeanHeHue Ha ckopoctu 1 Féut/c.

rOpVIT NOCTOAHHO

rOpVIT NOCTOAHHO

YcTaHOB/IEHO coeanHeHme Ha ckopocTum 10 Féut/c.

X

Mwuranune

NpeT nepeaaya AaHHbIX.

CuctemHble uUHAMKaTopbl (Power, Alarm) chaysaT gns onpeaeneHua CoCcToAHWS pPaboTbl y3/10B
KommyTaTtopos cepum MES14xx, MES24xx, MES34xx.

Tabnunuya 24 — CeeToBasA MHAMKALMA CUCTEMHbBIX MHOMKATOPOB

HasBaHue DyHKUMA -
CocTrosiHue HaMKaTopa CocTofHuMe yCTPOMUCTBA
MHAMKaTOopa MHAMKKaTopa
BbikntoueH MnTaHne BbIKAIOYEHO.
. MuTaHne BKAOYEHO, HOpPMasbHaA
3eneHbli, ropuT NOCTOAHHO o
paboTa ycTpoWncTsa.
. CamoTecTMpoBaHWe yCTPOMCTBA Npwm
CoctoaHune 3eneHbin, mepuaet
Power crapte (POST).
WUCTOYHMKOB MUTAHUA
OTcyTCTBME NEPBMYHONO NUTaHMUA
. OCHOBHOIO MCTOYHMKA (NpW NUTAHWUK
KpacHbIn, ropuT NOCTOAHHO N
YCTPOICTBA OT pe3epBHOro UCTOYHMKA)
WM aBapusa BTOPUYHOIO MCTOYHMKA.
Alarm CocTosiHMe BbikntoueH HopmanbHan paboTta ycTponcTsa.
ycTpolicTBa KpacHbIi, roput noctosHHO | MNeperpes uav aBapus BEHTUAATOPOB.
o MopgKkntoyeH notpebutens PoE (roput
NHamKaTop 3eneHbli, ropuT NOCTOAHHO .
WMHAMKATOP, COOTBETCTBYHOLWMI NOPTY).
PoE coctoaHua PoE- "
nopToB KpacHbli, ropuT noctoaHHO | OwunbKa PoE Ha nopTy.
BbikntoueH MNotpebutens POE He nogKatoyeH.
Mpu3Hak BeayLero
Master yCTPOICTBa Npwm BbIkntoueH Pexkum cTeKMpoBaHua He nogaepKaH.
paborTe B cTeke
WHauKaTop 3eneHblin, roput noctoaHHo! | AKB noakntodeHa.
Battery COoCTOAHMA KpacHblii, roput noctoaHHo | Huskuii yposeHb 3apsaaa AKB.
AKKYMYNATOPHOWN
6aTapewu BbikntoyeH?! AKB oTKkntoyeHa.
. Pe3epBHbIN MCTOYHMK NOAKAIOYEH U
3eneHbliA, rOpUT NOCTOAHHO
Pexxnm paboTbl paboTaeT HopmasbHO.
RPS pe3epBHOro uc- OTcyTCTBME NEPBUYHOTO NUTAHMA
TOYHUKA NUTaAHMA KpacHbIi1, ropuUT NOCTOAHHO | Pe3epBHOrO MCTOUMHUKA UK ero
HeMncnpasHOCTb.

! Mpu nogkntoueHnn AKB BO3MOXHA 3aepKa CMeHbl MHAMKALUKN 40 5 MUHYT
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BbikntoueH Pe3epBHbIN UCTOYHMK HE NOAKIOYEH.

FAN

3eneHbli, FOpUT NOCTOAHHO | BeHTMAATOpbl paboTaloT HOPMaibHO.
NHamKaTop paboTol ,ToP pel P P

BEHTUIATOPOB .
KpacHbli1, rOpuT NOCTOAHHO | HeucnpaBHOCTb BEHTUAATOPA.

\%

Ecan nngukartop Alarm n uHgukatop PoE ogHOBpeMeHHO ropAT KPacHbIM LiBETOM, — 3TO
CUrHaNU3UpPyeT 0 KpUTUYeckoi owmnbke PoE.

1.5 KomnaeKT noctaBkKku

B 6a308BbIi KOMMIEKT MOCTAaBKU BXOAAT:

Ethernet-kommyTaTtop;

KomnneKkT kpeneska B cTonKy (kpome MES3708P, MES3710P);

WHyp nutaHusa EepoBunka-Cl3, 1.8m (Tonbko ans MES2408C, MES2408CP, MES2408PL,
MES2428B, MES2408B, MES2420B-24D, MES1428 AC, MES2408 AC, MES2428 AC, MES2428T
AC, MES2408P AC, MES2428P AC, MES2410-08DP, MES2410-08DU, MES2424 AC, MES2424P,
MES2424B, MES2424FB, MES2448B, MES2411X);

LWHyp nutaHma MNBC 2x1.5, 2m (Tonbko ana moaenein MES2408IP DC1, MES1428 DC, MES2408
DC, MES2424B, MES2424FB, MES2428 DC, MES2428T DC, MES2408P DC, MES2428P DC,
MES2424 DC, MES2448 DC, MES3710P);

CbemHble KnemmHble Konogku (1 Pos. — 1 wr., 2 Pos. — 2 wr.) (TonbKo ana MES3710P)
MamATKa 0 AOKYMEHTALMN;

CeptnduKaTt/aeKknapaums COOTBETCTBMS;

Macnoprt.

Mo 3aKa3y NnokynatenAa B KOMNAEKT NOCTAaBKM OMUMOHAIbHO MOTYT 6bITb BKHOYEHDI:

PykoBoacTBO no aKkcnayaTauum Ha CD-gucke;

Mogaynb nuTaHua PM160-220/12 (ans MES3400-24, MES34001-24, MES3400-24F, MES3400-
48, MES3400-48F) nnn PM380-220/56 (ana MES2448P);

WHyp nutaHusa EBposuika-C13, 1.8m (B cnyyae KOmMNeKTauum moaynem nutanusa PM160-
220/12 nan PM380-220/56);

Moaynb nutaHua PM100-48/12 (ana MES3400-24, MES34001-24, MES3400-24F, MES3400-48,
MES3400-48F);

WHyp nuTanua NBC 2x1.5, 2m (B cydae KOMNeKTauumM moaynem nutaHua PM100-48/12);
KoHconbHbIN Kabenb;

SFP/SFP+ TpaHcuBepbl.
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2 YCTAHOBKA U NOAKNIOYEHUE

B AaHHOM pa3gene onucaHbl NpoLeaypbl YCTaHOBKM 060pyA0BaHUA B CTOMKY M NOAKNOYEHUSA K NN-
Taloulen cetu.

2.1 YcTaHOBKa YCTPOMCTB B CTOMKY

B KOMNNEKT NOCTaBKM YCTPOMCTB BXOAAT KPOHLWTENWHbI 419 YCTAHOBKM B CTOMKY M BUHTbI 414 Kpene-
HWMA KPOHLWITEMHOB K KOPMYCY YCTPOWCTB. Ha KPOHLITEeMHaX pacno/ioKeHbl LWECTb KPENEKHbIX OTBEPCTUIA ANS
pa3sHbIX BapMaHTOB KPEMNJIEHWUSA, YTO NO3BOJIAET PEry/MPOBaTb PACCTOAHME MeXAY nepeaHer naHenbilo U
ABepLuein cepepHoro wKkada (pucyHkM 56-57). [na yCTaHOBKU KPOHLITEMHOB BbibepuTe OAMH U3 BapuaH-
TOB Kpen/eHus:

PucyHoK 57 — BapuaHT KpenneHus KpoHwTeiHos N2
1. BblbepuTe He0bXx0AMMbIE NONOXKEHME KPOHLUTEHA, NOKA3aHHbIE HA PUCYHKaX Bbiwe. CoB-
MecTuTE BblbpaHHble YeTblpe OTBEPCTUA 15 BUHTOB HA KPOHLUTEMHE C TAKMMM Ke OTBEPCTU-
AMM Ha BOKoBOM NaHenun ycTporcTea. C NOMOLLBIO OTBEPTKM MPUKPENUTE KPOHLITENH BUH-

TaMM K KOpmycy.
2. MosTopwuTe wWwar 1 gns BTOPOro KPOHLUTEMNHa.
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3. CoBMecTUTe OTBEPCTUS KPOHLITEMHOB C OTBEPCTUAMM Ha NepeaHUX BEPTUKAAbHbIX HAaMNpaB-
NAOLWMX CTOMKK (PUCYHOK 58). Mcnonb3yiiTe oTBEpCTUA B HanpaBAAoWMX Ha OAHOM YPOBHe
C 06eunx CTOPOH CTOMKM, A1A TOro YTObbl YCTPOMCTBO pacnosiarasoch ropmsoHTansHo. C no-
MOLLLbHO OTBEPTKM NPUKPENUTE YCTPOMCTBO K CTOMKE BUHTaMM.

PucyHoK 58 — YcTaHOBKa yCTpOIACTBA B CTOMKY

Ha pucyHke 59 npuseneH npumep pasmelteHna kommytatopos MES14xx, MES24xx n MES34xx B
CTOlKe.

' 1
o MES14xx/MES24xx N1 (o]
(] KabenbHblin opraHainsep o
o|  MES14xxMES24xx N2 o
(o] KabenbHblin opraHainsep o
o|  MES14x</MES24xx N3 o
(] KabenbHbIi opraHaiiaep (o]
(o] 7 MES14xx/MES24xx N4 (o)
o KabenbHhblin opraHaiaep o]
(o] B MES14xx/MES24xx N5 (o)
(o] KabenbHhblin opraHainaep (o]

PucyHok 59 — PaameuieHmne kommyTtaTopoB MES14xx, MES24xx n MES34xx B cToliKe
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’ ‘ He 3aKpbiBaliTe BEHTUNALMOHHDbIE OTBEPCTUA, @ TaKKe BEHTUIATOPbI, PACNoOIOXKEeHHbIe Ha
e 3aAHel naHenun, NOCTOPOHHUMU MpeaMmeTamMmu BO M3belkaHuMe neperpeBa KOMMNOHEHTOB
KOMMYTaTOpa M HapyLlueHuA ero paborTbl.

2.2 YcraHoBKa yctpoiictea MES3710P Ha DIN-peiiky

Ycrpoiicteo MES3710P ycraHaBiMBaeTcA BePTUKa/IbHO, TaK Kak 60KoBble naHenun obecne-
4YMBAIOT TEMJIOOTBOA,

.‘

Ons yctaHoBKM ycTpoiictBa Ha DIN-peliky:

1. HaKnoHWTb Kopnyc YyCTPOMCTBA BEPXHEN YacTbto OT ceBA U NPUNOKMUTL KPenneHne Ha 3a4-
Hel naHenu K DIN-peiKke Tak, 4TobObl €€ BEPXHAA KPOMKa OKa3aslacb 3a NPOBOJIOYHOM Npy-
KUHOM.

2. HapaBuTb Ha KOPMYC YCTPOICTBA CBEPXY.

3. He cHMMman gaBneHus, NPUXKaTb HUMKHIOK YacTb Kopnyca ycTpoictea K DIN-peiike go 3a-
LLeSIKMBAHMA.

Ona nemoHTarka ycrpoicraa ¢ DIN-peiiku:

1. HapaBwuTb Ha KOpPNyc yCTPOICTBA CBEPXY.
2. He cHMman gaBneHus, NOTAHYTb HUMKHIOK YacTb YCTPOMCTBA Ha cebs.
3. MpunoaHsas Kopnyc, CHATb ycTponcteo ¢ DIN-peiiku.

2.3 TMopKntouyeHue nNUTaloLLein cetTm

1. Mpexpae, 4em K ycTpoictay ByaeT NoAKAOYEHa NUTAOLWAA CeTb, HEOBXOAMMO 3a3eMIUTb
KOpnyc yCTpOMCTBa. 3a3zemneHne HeobxoAMMO BbINONHATb U30/IMPOBAHHBLIM MHOTOXW/b-
HbIM NPOBOAOM. YCTPOMCTBO 3a3eMNIEHNA U CEYEHME 3a3EMALOLLEr0 NPOBOAA A0/IKHbI CO-
oTBeTCcTBOBaTb TpeboBaHUAMM MY,

' MoakntoueHne [0MKHO OCYLLLEeCTBAATHCA KBa.I'IMd)MLI,MPOBaHHbIM cneyunanancTtom.
-

2. Ecnv npepnonaraetcs NOAKAIOYEHME KOMMbIOTEPA MAM MHOTO 060opyA0BaHUA K KOHCO/b-
HOMY MOPTY KOMMYyTaTopa, 3TO 060PYA0BAHME TAKKE AO/TKHO ObITb HAAEKHO 3a3eM/IEHO.

3. TMNogKntounTe K yCTPOMCTBY Kabenb NUTaHUA. B 3aBUCMMOCTM OT KOMMNJIEKTALMM YCTPOMCTBA,
NUTaHWE MOKET OCYLLECTBAATLCA OT CETM NepemeHHOro ToKa, B0 OT CeTU MOCTOSHHOTO
TOKa. Mpn NOAKNOUYEHNM CeTU NePeMEHHOTr0o TOKa CeyeT UCMO/b30BaTb Kabeb, BXOAALLNIA
B KOMMAEKT YCTPOMICTBA. 1A NOAKAOUYEHNA K CETM NOCTOAHHOIO TOKA MCMONb3yiTe NPOBOA,
ceyeHnem He meHee 1 Mm>.

Bo u3bexkaHMe BO3HMKHOBEHUA KOPOTKOrO 3aMblKaHWUA MNPU TMOAKAIOUYEHUM K CeTU
NOCTOAHHOIO TOKa PEKOMEHAYETCA NPOU3BECTU 3a4UCTKY NPOBOAA HA AJIMHY 9 MM.

.‘
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’ ‘ Llenb NUTaHUA NOCTOAHHbIM TOKOM A0J/13KHA COAEPIKATb YCTPOCTBO OTK/IIOUEHUA NMUTAHUA C
ral | $usnueckum pasbeguHeHMemM coeanmHeHUn (BbIKlOYaTeNb, Ppa3bem, KOHTAKTOp, aBTOMaTH-
YeCKuii BbiKAoYaTenb U T.N.).
4. BKAlO4YMTE NUTaHMe ycTpoicTBa U ybeantech B OTCYTCTBUM aBapuii NO COCTOAHMIO MHAMKATO-
pOB Ha nepeaHel NaHenun.

/",-f‘ Ona noaknoueHna K MES3708P nuTtaioweit ceTm HeO6X04MMO CHATb KPbILWKY YCTPOMCTBA,
OTKpPYTUB OTBEPTKOM 18 BUHTOB, PacnoONOKEHHbIX N0 KPasam.

2.4 YcraHoBKa u yganeHue SFP-tpaHcuBepos

YcTaHOBKa ONTUYECKUX Mop,yneﬁ MOXeT NponsBoanTbCa KaK Npu BbliKJIlOYEHHOM, TaK U NpU
BK/IIOYEHHOM YCTpOﬁCTBe.

PekomeHpayeTtca pasgenbHoe nogKkatovyeHne SFP-tpaHcMeepa M onTUYECKOro naTty-Kopaa B
cnor.

1. BcrasbTe BepxHUit SFP-moaynb B C/IOT OTKPbLITON YacTbio pasbema BHU3, @ HUXKHWI SFP-mo-
OYyNb OTKPbLITOM YaCcTblo pasbema BBEPX.

PucyHok 60 — YcTtaHoBKa SFP-TpaHcmBepos

2. HagasuTe Ha Mmogynb. Korga oH BCTAaHET Ha MECTO, Bbl YC/bILIWTE XapaKTEPHbIN LYK,

PucyHok 61 — YcTtaHoBneHHble SFP-TpaHcuBepb!
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AnA yaaneHua TpaHcusepa:

1. OTKpoiiTe 3aLLenKy moayns.

PucyHok 62 — OTKpbITMe 3awenku SFP-tpaHcueepos

2. W3Bnekute moaynb U3 caoTa.

PucyHok 63 — U3BneveHune SFP-TpaHcuBepoB
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3 HAYAJNIbHAA HACTPOMKA KOMMYTATOPA

3.1 Tlopauue Knasuwm

CoueTaHue KnasuLl OnucaHue
Ctrl+A BepHyTbcA K HaYany CTPOKM.
Ctrl+E BepHyTbCA K KOHLLY CTPOKM.
Ctrl+F MpoaBMHYTLCA BNepea Ha O4MH CUMBOA.
Ctrl+B MpoaBUHYTLCA HA3a4 HAa OAUH CUMBOI.
Ctrl+D YaanuTb AaHHbIN CUMBOJI.
Ctrl+U,X Yaanntb Ha4yano CTPOKM 40 CMMBOAA.
Ctrl+K Ypanutb KOHew, CTPOKKM NOc/ie CMMBOAA.
Ctrl+w Ypanutb npegblayliee cnoso.
Ctrl+T MepemecTuTb NpeablAyLNin CUMBO.
Ctrl+P MepenTn K NpeablayLLen CTPOKe B UCTOPUN KOMaHA,
Ctrl+N MepenTn K ceayloLLei CTPOKE B UCTOPUMN KOMAHA.
Ctrl+Z BosspaT K KopHeBomy pexummy CLI.

3.2 HacrtpoWKka TepmuHana

Ha KomnbloTepe 3anycTuTb Nporpammy amynauum tepmuHana (HyperTerminal, TeraTerm, Minicom)

M nponssectn cnegyrwouwme HaCTpOVIKMI

Bbl6paTb COOTBETCTBVIOLLI,MVI I'IOCI'Ieﬂ,OBaTe}'IbeIﬁ nopT;

—  YCTaHOBWUTb CKOPOCTb Nepeaaun aaHHbIX — 115200 604;

— 3apaTtb GpopMaT AaHHbIX: 8 BUT AaHHbIX, 1 cTONOBbIN BUT, 6e3 KOHTPOIA YETHOCTY;

—  OTK/JIKOYUTb annapaTHOe U NporpaMmmHoe ynpasaeHme NoTOKOM AaHHbIX;

— 33daTb peXxum smynauum TepmuHana VT100 (MHoOrMe TepmMuHaibHble MNPOrPamMMmbl
NCNONb3YIOT AaHHbIA PEXMM IMYNALMM TEPMUHAA B KAYECTBE PEKMMA MO YMONYAHUIO).

3.3 BKAlueHMe ycTpoiicTBa

YCTaHOBUTb COegUHEHNE KOHCONN KOMMYTaTopa (I'IOpT «console») C pa3bemom nocnenoBatesibHoOro
MHTepd>el7|ca KOMMNbKOTEPQA, HA KOTOPOM YCTaHOBJ/IEHO NpOorpammHoe obecneyeHune IMYyNAUNN TEPMUHANA.

BKAtOUNTb  yCTpOMCTBO. TpM  KakAOM  BKAHOYEHWMM KOMMyTaTopa

3anyCckaeTca npouecc

WHWUMANM3ALMM YCTPOWCTBA, NOC/NE KOTOpPOM HeobxoAMMO MNpoWTH npouesypy aBTopu3auuu gas

AanbHenwen paboTbl C KOMMYTAaTOPOM:

ISS login:admin
Password: ***** (admin)
console#

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx 63




HELTEX

3.4 3arpy3o4yHoe MeHIo

Onsa Bxoda B 3arpy3o4yHoe MeHlo cneayeT NoAKAUUTLCS K YCTPOUCTBY Yepes uHTepdenc RS-232,
nepesarpysutb YCTPOMCTBO M BBECTM Maposib 4/1A 3arPy304YHOrO0 MEHK B TeyeHMe 3-Xx CeKyHa nocse
NofABJEHUNA CTPOK:

U-Boot 2011.12.(2.1.5.67086) (Feb 18 2019 - 06:43:17)

CPU:500MHz LXB:200MHz MEM:300MHz

DRAM: 256 MB

SPI-F: 1x32 MB

Loading 65536B env. variables from offset 0x110000
chip index= 23

Switch Model: MES2428 board (Port Count: 28)

hhkrkhkhkhk kA hkk A hhkhhkhkrhkhkhkhhkhhkrhkhkhkhhkrhkhkhkhkhkhkkrhkkhkhkhkrkhkxkkx

Now External 8218B

hhkrkhkhkhk kA hkk A hhkhkhkhkrhkhkhkhhkhhkrhkhkhhkrhkhkhkhkrhkkhkrhkkhkhhkhkxkk*x

Now Internal PHY

hhkrkhkhkhk kA hkk A hhkhkhhkrhkhkhkhhkhhkrhkhkhkhhkrhkhkhkhkrhkkhkrhkkhkhkkhkxkkx

Now External 8218B

Ak hkhkhkhkkhhhkhrkhkhhkhkhhhkhrkhkhkhkhkhkdhhkhhkrhkhkhrkhkhkhhkrhkhkhkhkhkdhkrkrkkhx
Now External 8214FC

Net: Net Initialization Skipped

Autobootin 3 seconds..

l I'Iaponb OT 3arpy3o4yHoOro MmeH nNo ymona4aHuio gna scex YCTpOﬁCTB «eltex».
tadRCl

Bua 3arpy3o4HOro meHio:

Startup Menu

[1] Restore Factory Defaults

[2] Boot password

[3] Password Recovery Procedure

[4] Image menu

[5] Serial bandwidth

Enter your choice or press 'ESC' to exit:

Tabnuua 25 — OyHKLMM MHTepdelica 3arpy304HOro MeHHo

PyHKYuA OnucaHue
Restore Factory Defaults BocCTaHOBUTL 3aBOACKME HACTPOMKM.
Boot password MN3meHeHWe Napona Ha 3arpy304HOE MeHHO.

Password Pecovery Procedure BocctaHoBNeHMe yTpayeHHoro napons. Mpu cnepyrowein 3a-
rpyske ocHosHoro MO nosb3oBaTesnb cpa3y NONALET B PEXUM
Privileged EXEC 6e3 BBOAa napons.

Image menu BblbpaTb aKTUBHbIN 06pa3 cuctemHoro MO. Ecav HOBbLIN 3arpy-
KeHHbI ¢ainn cuctemHoro MO He BblIbpaH AKTUBHbLIM, TO
YCTPOWCTBO BbIMOJIHUT 3arpy3Ky C UCMO/b30BaHUEM TEKYLLEro
aKTMBHOro obpasa.

Image menu
[1] Show current image —npocmoTp aKTUBHOTO C0Ta C 06pasom
no;
[2] Set current image —BbI6Op aKTMBHOTO c/1I0Ta cucTemHoro Mo;
[3] Back.

Serial bandwidth Bbibop ckopocTu nocnenoBaTeNlbHOTO MHTepdeiica.

[ns BbIXoAa M3 3arpy304HOro MeHI0 U NPOOJIKEHMA 3arpy3KM ocHOBHOro obpasa MO HeobxoaMMO
HaxkaTb <Esc>.

’ \ Ecnu B TedueHUe 1 MUHYTbI He BbiIBpaH HU OAWH U3 NYHKTOB MEHI0, 3arpy3Ka yCTpoicTBa Npo-
i BONXNTCA.
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3.5 HacTpoiika ¢pyHKUMII KoOmMMmyTaTopa

PYHKUMM NO HaYaNbHOMY KOHPUIYPUPOBAHMIO YCTPOMCTBA MOXKHO Pa3gennTb Ha ABa TMNaA:

— basoBas HacTpoMKa — BK/OYaeT B ceba onpeaeneHne 6a3oBbix GYHKUUI KOHPUIypauum u
HACTPOMKY ANHAMMYeCKNX IP-agpecos.

— HacTtpoitka napameTpoB cuctembl 6€30MacCHOCTM — BKJ/IOYAET YNpaB/JeHWEe CUCTEMOW
6e30MacHOCTM Ha ocHoBe MexaHM3ma AAA (Authentication, Authorization, Accounting).

/7 Mpu nepesarpyske yCcTPOMUCTBa BCe HECOXPaHEHHbIe AaHHble byayT yTepaHbl. A coxpaHe-
HUA N106bIX BHECEHHbIX U3MEHEHU B HaCTPOMKY KOMMYTaTopa UCNONb3yeTca caeayoLas
KomaHpa:

console# write startup-config

3.5.1 AsmomamuuecKkaa Hacmpolika napamempoe Kommymamopa
(Zero Touch Provisioning)
B uenax aBTOMAaTM3auUMKM yNpaBaeHUs KOMMYTaTOPOM Ha ycTpolcTBe nogaepaHa ¢yHKumsa ZTP
(Zero Touch Provisioning). JaHHaa GyHKLUMA NO3BOASET NOAYYUTb HACTPOMKY HEKOTOPbIX onuuii ot DHCP-

cepBepa Ha 3Tane nogKk/al4YeHns ycTpoiictea. Mo ymonyaHuio ZTP BKAOYEH aBTOMATUUYECKM.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

BunAa 3anpoca KoOMaHAHOWM CTPOKM pexxunma rnobanbHom KoHOUrypaumm:

console (config) #

Tabnnuya 26 — KomaHAabl pexkmma rnobanbHoM KoHpUrypaumum
Komanda 3HayeHue/3HayeHue no Neiicmeue
YMOAYAHUIO
ztp enable BkntounTb paboty PyHKuMm ZTP.
V Mo ymonyaHuio ZTP noaaepuBaer nepeaayy on-
uumii 43, 66, 67. Nogonuuu ans 43 onuum:
-/BKAOYEHO, 3anycKaeTcs -1-image
BHayasie CTapTa NPOLUMBKM -2 —bootfile
- 3 — config-file
- 4 — tftpserver
ztp disable OTKNOUNTb paboTy dyHKumm ZTP.

3.5.2 bas3osasa Hacmpolika Kommymamopd

[na Hayana KOHPUrypaumm ycTpoicTea HeobXo4MMO NOAKAUMTL YCTPOMCTBO K KOMNbIOTEPY Yepes
nocaeaoBaTebHbIA NOPT. 3aNyCcTUTb HAa KOMMNbIOTEPE NPOrPaMmy SMyAALUN TEPMUHANA COTNIACHO MYHKTY
3.2 «HacTpoiika TepMUHaNa».

Bo BpemaA Haya/IbHOM HACTPOMKM MOXKHO onpenenntb MHTepdelic, KoTopbln byaeT MCNONb30BaTLCS
ANA NOAKAOYEHUA K YCTPOWUCTBY YAaNEHHO.

basosan HaCTpOﬁKa BK/IlOYaeT cheaytoulee:

1. 3apaHue naposa ans nonbsosatens «adminy» (c yposHem npusunernii — 15).
2. Co3paHue HOBbIX NONb30BATENEN.

3. Hactpoiika ctaTuueckoro IP-agpeca, Macku NnogceTv U Wk03a No yMoa4aHuto.
4. HacTtpolika napameTpoB npoTtokosia SNMP.
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3.5.2.1 3adaHue naponsa 08 nonv3oeamensa «admin» u co30aHue HoabIxX Nnosab3zosamesneii

DOna obecneueHns 3alMLLEHHOrO BXO4a B cCUCTEMY HEOBX0AMMO Ha3HAUYMTb Napoab NPUBHU-
e nermposaHHOMY nonb3osartesnto «admin»,

Mmsa nonb3oBatens W Naposib BBOAUTCA MpPU  BXOAE B CUCTEMY BO BpPeMs CeaHCOB
aAMUHUCTPUPOBAHMA yCTponcTBa. [aa co34aHMsA HOBOMO MoJib30BaTesIn CUCTEMbI UM HACTPOMKK Ntoboro
M3 NapaMeTpPoB — UMEHW NO/Ib30BaTENS, MAP0A, YPOBHA NMPUBUIETUIN, UCNOb3YIOTCA KOMaHAbI:

console# configure terminal
console (config) # username name password password privilege {I1-15}

V YpoBeHb npuBuaeruii ¢ 1 no 14 paspeluaer goCTyn K YCTPOUCTBY, HO 3anpeLuaeT HaCTPOMKY.
YpoBeHb npuBuaeruii 15 paspeluaer Kak 40CTyn, TaK M HAaCTPOIKY yCTpoiicTBa.

Mpumep KoMaHA ANA 3a4aHKA Noab3osaTento «admin» napona «Eltex_1» 1 co3gaHma nonb3osatens
«operator» c naponem «Pass_2» u ypoBHem npusunernii 1:

console# configure terminal

console (config) # username admin password Eltex 1

console (config) # username operator password Pass 2 privilege I
console (config)# exit

console#
/‘ UHbopmauma 0 NOKaNbHBIX YYETHbIX 3anUcAX XPaHUTCA B 3HEProHe3aBUCUMOI NamATU U
MOXeT bbITb ounLeHa KomaHaou 'delete startup-config'.
' ' Heobxogumo 6paTb B KaBblUKM MMEHA YUETHbIX 3anuceil U Napoan, cogeprKaline cnewcum-
N BOJIbI.

3.5.2.2 Hacmpoiika cmamuyeckozo IP-adpeca, macku nodcemu U wt03d 1o yMoa4YaHuo

Ona BO3MOMKHOCTU yNpaBAeHUs KOMMYTAaTOPOM M3 CeTM HeobXxoauMmo HasHauuTb ycTponctey |P-
afpec, Macky NoAcCeTU U, B Clyvae yrnpaB/eHUsa M3 APYroi CeTu, W03 No YMONYaHuto. IP-agapec MOXKHO
HasHauuTb uHTepdeiicy VLAN (no ymonuaHuio Ha uHtepderice VLAN 1 HasHaueH IP-aapec 192.168.1.239,
macka 255.255.255.0). IP-agpec wnwo3a A0/XKEeH NpUHaANeaTb K TOW e NOACeTW, YTo U OAMH u3 |P-
UHTepdelncoB ycTpoiicTea.

V IP-agpec 192.168.1.239 cywecTByeT A0 TeX Nop, NOKa Ha Nt0b6om uHTepdeince cTaTUHecKu
munn no DHCP He co3paH apyroii IP-agpec. Mpu atom Ha interface vlan 1 agonKeH 6bITb BKALO-
yeH dhcp-KnueHr.

V‘ Mpu ypaneHnm Bcex IP-agpecoB KommyTaTopa AOCTYN K Hemy 6yaeTt ocywectBnaTbea no IP-

agpecy 192.168.1.239/24. Mpu atom Ha interface vlan 1 gonxeH 6biTb BKAtoueH dhcp-knu-
€HT.

[Mpumep KomaHO HacmpolKu IP-adpeca 0s89 uHmepgpetica VLAN 1

MapameTpbl MHTEpdeEiica:

IP-adpec, HazHauyaemblil 019 uHmepdgpetica VLAN 1 —192.168.16.144
Macka nodcemu — 255.255.255.0
IP-adpec wro3a no-ymonyaHuto —192.168.1.1

console# configure terminal
console (config)# interface vlan I
console (config-if)# ip address 192.168.16.144 255.255.255.0

66 Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx



HELTEX

console (config-if) # exit
console (confiqg) #ip route 0.0.0.0 0.0.0.0 192.168.16.1

[nsa Toro utobbl yoeanTsca, UTo agpec 6bin HasHayYeH MHTepdElicy, BBeAMTE KOMaHAY:

console# show ip interface

vlanl is up, line protocol is up
Internet Address is 192.168.16.144/24
Broadcast Address 192.168.16.255
Vlan counters disabled

3.5.2.3 Hacmpoiika napamempoe npomokoaa SNMP dna docmyna K ycmpoiicmey

KommyTaTopbl NO3BOASAIOT HAaCTpOUTb paboTy npotokona SNMP ana yaaneHHOro MOHUTOPUHIA U
yNpaBJ/iEHNs YCTPOMCTBOM. YCTPOCTBO NOAAEPKMUBAET NPOTOKOoNbI Bepcuiit SNMPv1, SNMPv2, SNMPv3.

Ona BO3MOXKHOCTU aAMUHUCTPUPOBAHNA YCTPOMCTBA nocpeacTsom npotokona SNMP, Heobxogmmo
€034aTb X0TA 6bl 04HY CTPOKY coobLLecTBa.

B KayectBe npumepa byaem wucnonb3osatb Bepcuto snmpv2c. Cospgaamm nonb3osatens USER,
npuHagnexauwero rpynne GROUP. [aHHbIi nonb3oBaTesib JOMKEH MMETb BO3MOMKHOCTb MCMNOJ/b30BaTh
community NETMAN, Kotopoii npucBoum uHaekc 1. Fpynne GROUP 6yaer paspeweH AocTyn Ha
yTeHue/3anucb/nonyyeHne snmp-trap No o6beEKTaM, NPUHAANrEXKALLMM Viewiso. O6beKTbl, 418 KOTOPbIX
pa3pelleHa OTNpaBKa TPanoBs, AO/IKHbI NMpUHaAiexaTb Ter-nucty TAG, oTnpaBaATbCA Ha TPynny aapecos
ADDR, B KoTOpyto BXxoauT IP-agpec 192.168.1.1. NMapameTpbl oTNpaBKM yKa3biatoTcA B targetparam TRAPS,
onpeaensaemom and nonb3osatena USER.

console (config
console (config

( #snmp user USER

(
console (config

(

(

(

#snmp community index I name NETMAN security USER

#snmp group GROUP user USER security-model vZc

#snmp access GROUP vZ2c read iso write iso notify iso
console (config) #snmp view iso 1 included

console (config) #snmp targetaddr ADDR param TRAPS 192.168.1.1 taglist TAG
console (config) #snmp targetparams TRAPS user USER security-model vZc
message-processing vZc

console (config) #snmp notify USER tag TAG type Trap

console (config

~— - ~— ~— ~—

3.5.3 Hacmpoiika napamempos cucmemsi 6e3onacHocmu

Ona obecneyeHnsa 6e30MaCHOCTU CUCTEMbI MCMOAb3yeTCs MexaHusm AAA (ayTeHTUdUKaLms,
aBTOpM3aLms, yyeT). Ans wmudpoBaHMA SAaHHbIX UCNOb3yeTca mexaHu3m SSH.

— Authentication (ayTeHTUdMKauusa) — conocTaBAeHME 3anpoca CyLLecTBYLWEeNn YYETHOM
3anucy B cucteme 6€30MacHoCTH.

— Authorization (aBTopu3aLMs, TPOBEPKa YPOBHA AOCTYNa) — COMNOCTaB/eHNE YYETHOM 3anucu
B cucTeme (npowealiein ayTeHTUOUKALMIO) U onpesesiEHHbIX MOJHOMOYUIA.

— Accounting (y4€T) — cnexeHue 3a noTpebaeHMemM pecypcos No/b30BaTe/IeM.

[Ipy MCHOJILBOBAHMM HaCTPOEK yCTPOMCTBAa IO yMOJIYaHMIO MMs IIOJib30BaTessa — admin,
naposi — admin.
/' Nonb3oBatenb no ymonyaHuio (admin/admin) cywectsyer o Tex nop, Noka He co3aaH Aio-
6011 apyroii nonb3oBaTenb ¢ ypoBHeM npusuaeruin 15.
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V Bceraa f0/1KeH cyw,ecTBOBaTb N0/1b30BaTe b C YypOoBHEM Npusuaeruin 15.

3.5.3.1 Hacmpoliika docmyna do cepeepoe RADIUS u TACACS+

[ns ncnono3osaHuma Radius u TACACS+ cepBepoB HEOHXOAMMO BbINONHUTL CAEAYIOLLNE HACTPOMKK
Ha KOMMyTaTope:

— HactpouTtb IP-agpec cepsepa;

— HacTpouTb KAtoy focTyna, 3a4aHHbli AN HacTpanBaemoro cepeepa (Mpy Haauumm).

[Mpumep KomaHO 018 Hacmpoliku RADIUS u TACACS+ cepsepos:

console# configure terminal
console (config) # radius-server host 192.168.16.3 key KEY
console (config) # tacacs-server host 192.168.16.3 key KEY

3.5.3.2 Hacmpoliika AAA 05 pa3HbIX NPOMOKO108 ynpaeneHus
HactpouTtb cnucok AAA no ymonyaHuto. Cnncok AAA No yMONYaHUIO NPMMEHAETCA KO BCEM JIMHUAM

(console, telnet, SSH), ecaun gna yKasaHHON AMHMM He yKa3aHO MHOTO. B npuBeAeHHOM Npumepe 4aa TUHUM
console gocTyn 6ygeT ocywecTBAATLCA TONbKO Yepes NoKaAbHYH 6a3y AaHHbIX.

Mpumep KomaHO 0718 Hacmpoliku AAA:

console (config)# aaa authentication default radius tacacs local
console (config)# aaa authentication user-defined cons local
console (config)# line console

console (config-line)# aaa authentication login cons

console (config-line)# aaa authentication enable cons
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4 YNPABJIEHUE YCTPOMCTBOM. UHTEP®ENC KOMAHAHOW CTPOKMU

Ona KoHPUrypauumn HacTPOEK KOMMYTATOPA UCMOJb3YETC HECKOIbKO PEXKUMOB. B KaXKa0oM pexxnme
OOCTyrneH onpeaeneHHblii CMMCOK KOMaHZ. BBoa cMMBONA «?» CAYXKUT gns nNpocmoTpa Habopa KomaHg,
OOCTYMHbIX B KaXKA0M U3 PEXUMOB.

[na nepexoda M3 04HOTO peXxuma B APYroi MCNoAb3ykTCA cneumanbHble KoMaHgbl. MepeyeHb
CYLLLECTBYIOLLMX PEXMMOB U KOMaH/, BXOAa B PEXKMM:

KomaHOAHbili pexcum (EXEC), naHHbIV peXumM AOCTyrNeH cpasy Nnocse ycnewHom 3arpy3kn KommyTa-
TOpa 1 BBOAA MMEHM No/ib30BaTeNs 1 Napons (a8 HeNpPUBMUAErMPOBaHHOIO Nosib3osaTens). NpurnaweHune
CUCTEMbI B 3TOM PEXMME COCTOMT U3 MMeHM ycTpolicTBa (host name) u cumsona “>”.

console>

MpusuneaupoeaHHbIli KOMAHOHBIL pexcum (privileged EXEC), naHHbI pexKMM AOCTyNeH cpasy no-
C/e ycrewHoM 3arpy3kM KoMmyTaTopa, BBOAa MMEHM MoJib30BaTenNn U napons. MpurnaleHne cuctemol B
3TOM peXkume COCTOUT U3 MMeHU ycTpolicTBa (host name) u cumsona “#”.

console#

Pexcum 2no6anwvHoli KoHpu2ypayuu (global configuration), naHHbIN peXxum npegHasHayYeH anq 3a-
OaHMA 06LWMX HacTpoeK KommyTaTopa. KomaHab! pexnma rnobanbHOM KOHGUTypaumm AOCTYNHbI U3 io-
60ro nogpexunuma KoHPUrypaumun. Bxog B perknm ocyLLecTBNfeTCA KOMaHAON configure terminal.

console# configure terminal
console (config) #

Pexcum KoHgpuzypayuu mepmunHana (line configuration), paHHbIN pexxMm npeaHas3HaYeH A/1a KOH-
durypaumm, ceasaHHoOM ¢ paboTon TepmMUHaANa. Bxoa B perrMm OCYLLECTBAAETCA U3 PeXMMa r1obanbHoM
KOHUrypaumm KomaHaon line console.

console (config)# line console
console (config-line) #

4.1 ba3oBble KOMaHAbI

KomaHOb! pexcuma EXEC

3anpoc KoMaHAHOM CTpoKK B pexkume EXEC umeet cnegytowmii Bua;

console>

Tabnnua 27 — basoBble KOMaHAbI, AOCTYMHble B pexume EXEC

Komanda 3HayeHue/3HayeHue eiicmeue
Mo ymon4aHuio
enable [priv] priv: (1..15)/15 MepekNoUnTLCS B NPUBUAETMPOBAHHDBIN PEXUM (€CN 3HaYEeHne
He yKa3aHo — TO YpoBeHb npusuneruit 15).
logout - 3aBeplueHuWe TeKyLLel CecCMmU U CMeHa No/b30BaTesNs.
exit - 3aKpbITb aKTUBHYIO TEPMUHA/IBHYIO CECCUIO.
help 3anpoc cnpaBo4YHoOW MHPopmauum o paboTe mHTepdelica Ko-
i MaHAHOW CTPOKM
show privilege - Moka3aTb ypoBeHb NPUBUAETUIA TEKYLLETO NO/b30BaTENS.
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KomaHObi pexcuma Privileged EXEC

3anpoc KOMaHAHOM CTPOKK UMEET cneayoLnii Bua;
console#

Tabaunuya 28 — basoBble KOMaHAbI, AOCTYNHbIe B perkmume Privileged EXEC

3Ha4yeHue/3HayeHue "
KomaHOoa / Aelicmeue
no ymoa4YaHuro
disable [priv] priv: (1, 7, 15)/1 BepHyTbCA B HOPMasbHbIV PEXUM U3 NPUBUNETMPOBAHHOIO.
configure terminal - MNepeiTn B perKUm KOHOUTypaLmm.

KomaHObI, docmynHbie 80 8CexX PeXUMax KoOHgu2ypayuu

3anpoc KOMaHAHOMN CTPOKN UMEET OZIMH U3 CAeAyIoLLNX BUAO0B:
console#
console (config) #

console (config-line) #

Tabanua 29 — ba3oBble KOMaHAbI, OCTYMNHbIE BO BCEX PEXKMMAX KOHOUTYpaumum

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymMoaA4YaHuto

exit i BbIliTM 13 ntoboro pexkmma KoHdUrypaLum Ha ypoBeHb Bbllle B
nepapxum komang, CLI.

end i BbIiTK 13 Nt06OTO peknma KoOHPUrypaumm B KOMaHAHbIN pexum
(Privileged EXEC).

do ) BbINO/MIHUTL KOMaHAY KoMmaHaHoro ypoBHA (EXEC) us noboro pe-
KUMa KOHPUrypaLumm.

help - BbiBecTv cnpaBKy MO UCMONb3yeMbIM KOMaHAaAM.

4.2 dunbTpauma coobweHM KOMaHAHOM CTPOKMU

dunbTpauma coobLLeHNt No3BoNAET yMEHbWNTL 06beM 0TobparkaemblxX 4aHHbIX B OTBET Ha 3aMnpoch!
no/sib3oBaTena U obaerymTb NOUCK HeobxoamMmol nHpopmauun. aa dunbTpauumn Tpebyerca Aob6aBuTb B
KOHeLl, KOMaHZHOIN CTPOKM CMMBOJ « |» M MCMONb30BaTb OAHY M3 ONUMIA GUABLTPALMK, NEPEUNCNEHHDBIX B
Tabanue 30. dunbtpauma paboTaeT ToNbKO AN show-KomaHa.

KomaHObI pexcuma Privileged EXEC

3anpoc KOMaHAHOM CTPOKN UMeET CeayowWwnii BUA:

console#

Tabnunua 30 — basoBble KOMaHAbI, AOCTYNHbIe B perkume Privileged EXEC

3HaveHue/3Ha4eHue "
KomaHoa / Aeilicmeue
1o ymon4yaruro
grep - BbIBECTU BCE CTPOKM, coAeprraLume WwabnoH.
grep-v - BbiBeCcTU BCce CTPOKU, He coaepXKalime WabnoH.

BblBECTM BCe CTPOKM, COAEpPHKaLLMe PeryaspHble BblpaXKeHus:

. — COOTBETCTBYET JI06OMY OTAE/NbHOMY CUMBOJY;

* — npeaplayLwmnin cumson cootserctayet O unu 6onee pas;

A — cooTBeTcTBYeT Npobeny B Hauyane CTPoKM;

grep -c "regexp" - \b — cooTBeTtcTByeT Npobeny B KOHUE Cl0Ba;

[] — BbIBOAWT BCE CTPOKM, B KOTOPbIX COAEPHKATCA CMMBOJIbI U3
KBaApaTHbIX CKOBOK;

\ — UrHopupyeT CMMBOA, CNeayIoLMiA 33 PeryaapHbIM Bbipaxe-
Huem.
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4.3 HacTpoiika MaKpoOKOMaHA,

[aHHan GyHKLMA NO3BOSIAET CO34aBaTbh YHUDMLMPOBaAHHbIE HABOPbI KOMaHL — MaKpPOCbl, KOTOpble
MOKHO BMNOC/NeACTBUN MPUMEHATb B NpoLecce KOHPUrypaumm. MakcrumasnbHOe KOIMYecTBO MaKpoCoB —
15.

KomaHOb! pexcuma 2106aa6HOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexRnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabnnuya 31 — KomaHabl pexkmma rnobanbHol KoHpUrypaumm

3Ha4yeHue/3HayeH
KomaHoa ue no Aelicmeue
YMOAYAHUIO
macro name word Co34aTb HOBbIN HAbop KOMaHA, eCN HABOP C TAKUM UMEHEM
cyliecTByeT — nepesanucatb ero. Habop KomaHg BBOAUTCA NO-
CTPOYHO. 3aKOHUYMTb MAKPOC MOXKHO C MOMOLLbI CMMBOAA
word: (1..32) “»
@”. MakcumanbHaa aaMHa makpoca — 510 cumBonos. B tene
cMmeonos MaKpOoCa MOXKHO WMCMO/b30BaTb 0 TPEX NEPEMEHHbIX B KOH-
burypauum.
no macro name word Y8anuTb yKasaHHbIA Makpoc.
macro apply word MpPUMEHUTb YKa3aHHbIN MaKpoc.
[patternl valuel] [pattern2 word: (1..32) - pattern — wabnoH, cocToAWMIN U3 06BABNEHUA, HAaNpUMep
value?] [pattern3 value3] CMMBOOB cumsona "%", n nepemeHHoM, HanmcaHHbIX CIMTHO;
- value — nepemeHHas KoHbUrypauuu.
macro trace word 0OTO06pa3sunTb NpoLLecc BbINOJHEHNA MaKpoca.
[patternl valuel] [pattern2 word: (1..32) - pattern — WwabnoH, cocToAWMIA U3 0OBABNEHUA, HAaNpUMep
value?] [pattern3 value3] CMMBO/10B cumsona "%", n nepemeHHoM, HanmcaHHbIX CIMTHO;
- value — nepemeHHas KoHbUrypauuu.

KomaHObI pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnua 32 — KomaHabl pexkmuma EXEC

Komanda 3Ha4yeHue/3Ha4yeHue Neiicmeue
no ymMmoa4YaHuro

macro apply word MpUMEHUTb YKa3aHHbIM MaKpoC.
[patternl valuel] [pattern2 word: (1..32) - pattern — wabnoH, cocToAMIA U3 06 BABNEHUA, HANPUMEP
value2] [pattern3 value3] CMMBO/1I0B cumsona "%", n nepemeHHOM, HanMcaHHbIX CIMTHO;

- value — nepemeHHas KOHGUrypauum.
macro trace word 0OT06pa3sunTbL NpoLecc BbINOJHEHNA MaKpoca.
[patternl valuel] [pattern2 word: (1..32) - pattern — wabnoH, cocToAWMI N3 06BABNEHUS, HANPUMEP
value2] [pattern3 value3] CMMBOOB cumsona "%", n nepemeHHOM, HanMcaHHbIX CIMTHO;

- value — nepemeHHas KOHGUrypauum.
show macro OTo6pasnTb nNapameTpbl HACTPOEHHbIX MaKpPOCOB Ha

) yCTpoWcTae.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

Bupa 3anpoca KOMaHAHOM CTPOKU perknuma KoHUrypaumnm nHtepoeiica:

console (config-if) #
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Tabnunua 33 — KomaHabl perknuma KoHourypaumm nHtepdelica

KomaHda

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

macro apply word

MPUMEHMUTb YKa3aHHbIN MaKpoc.

[patternl valuel] [pattern2 word: (1..32) - pattern — wab0OH, COCTOALMMN U3 0OBABNEHUSA, HANPUMEP
value2] [pattern3 value3] CMMBO/I0OB cumBsonia "%", u nepemeHHo, HanucaHHbIX CIMTHO;

- value — nepemeHHas KoHbUrypauuu.
macro trace word OT06pasnTb NpoLLece BbINOJHEHUA MaKpoca.
[patternl valuel] [pattern2 word: (1..32) - pattern — WwabnoH, cOCTOALWMI U3 06BABNAEHMSA, HANpUMepP
value2] [pattern3 value3] CMMBO/I0B cumBonia "%", n nepemeHHoM, HanucaHHbIX CIMTHO;

- value — nepemeHHas KoHbUrypauuu.

lpumep UCNoaAb308AHUS MAKPOKOMAHO:

console (config) #fmacro name 1234

ymon4yaHuro

Enter macro commands, one per line. End with symbol '@'.
conf t
interface gi0/%1
switchport mode access
switchport access vlan %2
description %3
@
console#macro apply 1234 %1 6 %2 10 %3 "giO0/6"
4.4 KomaHAbl ynpaBaeHUA CUCTEMOM
KomaHOs! pexcuma EXEC
Buza 3anpoca KomaHAHOM CTPOKM pexxnma EXEC:
console>
Tabnunua 34 — KomaHabl ynpaBneHus cuctemomn B pexkmme EXEC
3HayeHue/3Ha4yeHue no »
KomaHoa / Aeiicmeue

ping {A.B.C.D | host | ipv6
AAAA::BBBB} [size size]
[count count] [timeout
timeout]

host: (1..158) cumBonos;

size: (36..2080)/64 6aiiT;
count: (0..10)/3;
timeout: (1..100)

KomaHga cnykut ansa nepegadmn 3anpocos (ICMP Echo-Request)
npoTtokona ICMP yka3zaHHOMY y31y CeTu, a TaKXKe ANA KOHTpoAnA
noctynatowmx oteetos (ICMP Echo-Reply).

- A.B.C.D — IPv4-agpec y3na cetu;

- AAAA::BBBB — IPv6-agpec y3na ceTy;

- host — poMeHHOe MMA y3na ceTy;

- Size — pasmep NakeTa AN OTNPABKM, KOANYECTBO HaNT B NakeTe;
- count — KONMYeCTBO NaKeToB ANA Nepesayu;

- timeout — Bpema OXKuUAaHUA OTBETa Ha 3anpoc.

traceroute {A.B.C.D | host |
ipvé AAAA::BBBB} [size size]
[ttl tt/] [count count]
[timeout timeout]

host: (1..63) cumBon0B;
size: (64..1518)/64 6aitr;
ttl: (1..255)/30;
count: (1..10)/3;
timeout: (1..60)/3 c

OnpeaeneHne maplpyTa TpaduKa 40 y3/1a HAa3HAYEHUA.
- A.B.C.D — IPv4-agpec y3na cetu;
- AAAA::BBBB — IPv6-agpec y3na ceTu;
- host — poMeHHOe UMSA y3a ceTu;
- Size — pasmep NakeTa ANs OTNPABKMU, KOANYECTBO HaNT B NakeTe;
- tt/ — MaKcMManbHOE KOIMYECTBO Y4acTKOB B MapLIpyTe;
- count — KONWYECTBO MOMbITOK MepeAayn MakeTa Ha KarKaom
y4yacTKe;
- timeout — BpemMa 0XuzaHuA 0TBeTa Ha 3anpoc.
V‘ OnucaHue oWwKn60K NpyU BbINOJIHEHMU KOMAHA U pe3y/ib-

show users

TaToB NpMBEAEHO B Tabaunue 36.
OT06pasnTb MHGOPMaLMIO O NONb30BaATENAX, UCNONb3YIOWMX pe-
CypCbl yCTpOWCTBa.

show system information

BbiBOA, cMCTEMHON MHPOPMALUN.

show nvram

OT06pasnTb MHPOpPMaLMto 06 YyCTPOMCTBE B SHEPrOHE3aBMCUMOW
NamaTu.
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show tech-support BblBOZ KOMAHZAbI NpeacTaBaaeT coboi KombMHaLMIO BbIBOAOB
nepeYncaeHHbIX HUXKE KOMaHA:

- show clock

- show system information

- show bootvar

- show running-config

- show ip interface

- show ip route

- show ipv6 interface

- show spanning-tree

- show etherchannel summary

- show etherchannel load-balance
- show interfaces status

- show interfaces counters

- show interfaces utilization

- show interfaces

- show ip arp

- - show env all

- show mac-address-table count summary
- show fiber-ports optical-transceiver
- show cpu rate limit

- show errdisable interfaces

- show vlan

- show ip igmp snooping groups

- show ip igmp snooping forward

- show ip igmp snooping mrouter
- show ipv6 mld snooping groups

- show ipv6 mld snooping forward
- show ipv6 mld snooping mrouter
- show logging

- show logging filename-one

- show logging filename-two

- show logging filename-three

- show users

- debug show tcam

KomaHOowbi pexcuma Privileged EXEC

3anpoc KomaHAHOM cTpoKu B pexume Privileged EXEC nmeeT cneayrowmii BuAa;
console#

Tabnunua 35 — KomaHabl ynpasieHua cuctemon B pexknume Privileged EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymon4aHuro
reload - KomaHga cny»kut gas nepesanycka ycTponcTea.
reload at hh:mm:ss [day month] hh: (0..23);
mm:(0..59);
ss: (0..59); YcTaHOBKa BpeMeHM nepesarpysku ycTpoincTea.
day: (1...31);
month: (1..12)
reload in {hours minutes} hours: (0..168); YcTaHOBKa BpeMeHMU, Yepes KOTopoe NpoM30onaeT nepesarpyska
minutes: (0..59) yCTpOMCTBA.
reload cancel - OTMeHa OT/IOXKEHHOW nepesarpysku.
show reload - MpocmMoTp BpemeHK, Ha KOTOpoe Ha3HavYeHa nepesa-rpyskxa.
show env {CPU} - MOHUTOPUHT yTUAN3aumm CPU.
show env {tasks} - MoHUTOPUHT yTUAn3aumm CPU no npoueccam.
show env {RAM} - MOHUTOPUHT yTUAn3aumm RAM.
show env {temperature} - MOHUTOPUHT TepmogaTUMKa.
show env {flash} - MoHuTopuHr flash-namaTu.
show env {power} - MOHUTOPUHT NUTaHuUA u AKB.
show env {all} - MOHUTOPUHT BCEX MAPAMETPOB OKPYKEHMA.

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx 73



HELTEX

show env {dry-contacts}

MOHUTOPUHT TEKYLLLErO COCTOAHUA CYXUX KOHTAKTOB.

show env {fan}

MOHUTOPUHT COCTOAHWA BEHTUATOPOB.

show env {fan thresholds}

OT106pasnTb TabamLy ¢ AONYCTUMBIMKU CKOPOCTAMM BPaLLEHUA
BEHTUNATOPOB.

telnet {A.B.C.D | host |
AAAA::BBBB |
AAAA::BBBB%interface} [-| name]

host: (1..63) cumBosios

OTkpbiTve TELNET-ceccumn gns y3na cetu.
- A.B.C.D — IPv4-apgpec y3na cetu;

- AAAA::BBBB — IPv6-agpec y3na cetn

- interface - uHTepodeiic;

- name — Uma Nosib3oBaTens.

show telnet-client

OTo6pasunTb cTaTyc KaneHTa Telnet n KoIMYECTBO aKTUBHbIX cec-
cui.

ssh [@] {A.B.C.D | AAAA::BBBB |
AAAA::BBBB%interface} [-l name]
[-1]-2] [-C] [-v] [command]

OTKpbITMe SSH-ceccnmn gns y3na cetu.

- A.B.C.D — IPv4-appec y3na cetu;

- AAAA::BBBB — IPv6-agpec y3na cetn

- interface — nHTepdelic;

- name — UmA Nosb30BaTens;

- 1 —-wucnonb3oBaTb TONbKO SSH Bepcum 1;

- 2 —ncnonb30BaThb TONLKO SSH Bepcum 2;

- C—3anpocuTb CKaTue AaHHbIX;

-V —noapobHo oTobparkaTh NPoLLeCcC NOAKNOYEHUSA;

- command — KomaHZa, BbinoaHAeman Ha SSH-cepsepe.

show ssh-client

OTo6pa3unTb cTaTyc KaAMeHTa SSH 1M KonnMuecTBO aKTUBHBIX cec-
cUi.

create ssl crypto key rsa [1024 |
2048]

CreHepupoBaTb NPUBATHbIN KAtoY ana SSL-cepBepa Ha Kommy-
TaTope.

create ssl cert-req algo rsa sn
[string]

CreHepupoBaTb 3aMNpocC Ha cepTUPUKAT OT KOMMYTATOPa.

create ssl server-cert

BKAOUUTL peXXMM BBOAA cepTUdMKaTa.

Mpw BbINOAHEHMN KOMAHAbl traceroute MOTYT I'IpOMBOﬁTM OUJM6KVI, onucaHue oWnboK npmneeaeHo

B Tabanue 36.

Tabnunua 36 — OWKBKM NPU BbINONHEHUN KOMaHAbl traceroute

Cumeon owubku OnucaHue
* TalimayT npu NonbITKe Nepeaayn nakeTa.
? HewnssecTHbIV TMN NaKeTa.
A AZMWHUCTPATUBHO HeaocTyneH. O6bIMHO NPOUCXOANUT NpU BAOKMPOBAHUM UCXOLALLENO
TpaduKa no npasunam B Tabauue gocryna ACL.
F TpebyeTca pparmeHTauma n yctaHoBKa 6utos DF.
H Y3en ceTm HeQOCTyNeH.
N CeTb HeaoOCTYyMHa.
P MpoToKOAN HeJoCTyNeH.
Q NCTOYHMK NnoaaBieH.
R MUcTekno Bpemsa NOBTOPHOM cOopKku pparmeHTa.
S OwunbKa ncxogaLLero mapLpyTa.
U MopT HegocTyneH.

KomaHObI pexcuma 2106as1bHOU KOHpuU2ypayuu

3anpoc KoOMaHAHOM CTPOKM B peknume rnobasbHoM KOHOUrypaLmMm MMeeT ceayowmn BuAa,:

console (config) #

Tabnunua 37 — KomaHAabl ynpaBaeHUs CUCTEMON B pexume r1obanbHOM KOHPUrypaumum

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuo

Aeiicmeue

hostname name

KomaHaa CNYXUT ONA 3aaHNA CETEBONr0O UMEHU yCTpOﬁCTBa.
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no hostname name: (1..128) .
BepHyTb ceTeBOe MMsA YCTPOMCTBA B 3HAYEHWUE MO YMOHAHUIO.
CMMBOOB/-
system location name name:(1..255) .
3apaTb MHGOPMALMIO O MECTOMO/OKEHUN YCTPOWCTBA.
CMMBO/IOB
system contact name name:(1..255) 3afaTb KOHTaKTHY0 MHGOPMaLIMIO YCTPOICTBA
CMMBO/I0B A v pmaumio yctp '
system description name name:(1..255) .
3apaTb onucaHMe ycTpowcTea
CMMBO/I0B
cpu rate limit queue queue YCTaHOBUTb OrPaHUYEHNE CKOPOCTH BXOAALLMX KaapoB (frame) gna
maxrate pps onpeneneHHon oyepean
- pps — NAKeTOB B CEKYHAY.
V Peanusyet ¢pyHKuuio CoPP (Control plane protection).
queue: (1-8)

cpu-rate limit queue queue
maxrate 128

-pps: 1..2000/128

V PacnpepeneHue ouepegeii ana npuHuMmaemoro tpadpuka
Ha CPU npusepeHo B NMpunoxxeHue B. Ouepeau ansa npu-
Humaemoro Ha CPU Tpaduka.

BOCCTaHOBWTL 3Ha4YeHWe pps NO YMOAYAHUIO 418 ONpeaeseHHOM
oyepeam.

reset-button {enable | disable
| reset-only}

- enable — npun HaxkaTnm KHONKK F ganTtenbHocTbio meHee 10 ce-
KyHZ, MPOUCXOAMUT Nepesarpyska yCTponCTBa; Npu HaXKaTum Ha
KHOMKy 6onee 10 cekyHA, NpomcxoauT cbpoc yCcTpoiicTBa Ao 3a-

-/enable o
BOACKOW KOHbUTrypauuu;
- disable — KHonKa F oTKNto4eHa (He pearMpyeT Ha HaxkaTue);
- reset-only — TonbKO nepesarpyska.
set telnet-client enable Bkntounte paboty TELNET-knmeHTa.
- - -/BK/IIOYEHO
set telnet-client disable BbikntounTb paboty TELNET-KnuneHTa.
set ip http enable
phttp Bkntounts HTTP-cepBep Ha ycTpoicTse.
-/BKAtOYEHO
set ip http disable BbikntounTb HTTP-cepBep Ha ycTpolicTse.
HasHauuTb nopT, npocaywmsaembli HTTP-cepsepom.
ip http port port 80 Tpebyetca nepe3anyck HTTP-cepBepa Ana npumeHeHuUA
e Hactpoiiku.
set ssh-client enable BkntounTb paboTy SSH-KAneHTa.
-/BKAtOYEHO

set ssh-client disable

BbIkNtounTb paboty SSH-KnneHTa.

env dying-gasp enable

env dying-gasp disable

-/BbIK/IIOYEHO

BKAtounTb O0TNpaBKy coobuieHnit dying gasp.
V TonbKo gna yctpoiictea MES2448B.

V Mpwu BKAKOYEHMM OTNPaBKKU cooblieHui dying-gasp BbiK-
nrovaerca moHutopuHr AKB.

BbIKNtOUMTL OTNPaBKy coobuieHnin dying gasp.

env battery monitor enable

env battery monitor disable

-/BKNOYEHO

Bkatountb moHMUTOPUHT AKB.
V TonbKo gna ycrpoiictea MES2448B.

Mpu BKkAOYeHUU moHuTopuHra AKB Bbikntovaertca ortn-
V paBKa coobweHuit dying-gasp.

BbIKNtOUNTb MOHUTOPUHT AKB.

env maximum CPU threshold

percentage:1-100/100

HaCTpOMTb nornmposaHMe O npesbllWeHUN 3a4aHHOrN0 B NPOLUEHTaXxX

percentage nopora ytunmsauum CPU.
env maximum RAM threshold percentage:1-100/100 HactpouTb norvposaHve o NpeBbileHMN 334aHHOrO B NPOLEeHTax
percentage nopora ytunusauum RAM.

env maximum flash threshold
percentage

percentage:1-100/100

HacTpouTtb N0rMpoBaHMe O MpeBbIEHUN 33aHHOTO B MPOLEHTaxX
nopora ytunusaumu flash.

banner exec [string]

no banner exec

-/BbIK/IIOYEHO

HacTpouTtb npuseTcTBME ANA HEABTOPU3OBAHHBIX MOJb30BaTeNeN
NPV NOAKIOYEHNN K KOMMYTaTOpPY.

string — TeKCT NpUBETCTBUA AANHON A0 256 cumBONOB.

Mpu BBOAE KOMaHAbl 6€3 mapameTpa string NpPUBETCTBUE MONKET
nmetb aavHy o 1023 cumsonos. BBog npmBeTcTBMA NpepbiBaeTca
C nomolbio cumsona "'@".

Ypanutb npuseTcTeme A/1Aa HeaBTOPMU30BaAHHbIX nosb3oBaTenen.
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banner login [string]

no banner login

-/BbIK/IOYEHO

HacTpouTb npuseTcTBUE A4 NONb30BaTe/Iei Noc/e aBTopU3aL .

string — TEKCT NPUBETCTBUA AJ/IMHON A0 256 cMMBO/IOB.

Mpu BBOAE KOMaHAbl 6e3 napameTpa string NpuUBETCTBUE MOXKET
nmeTb aanHy o 1023 cumeonos. BBog NnpuBeTCTBUA NpepbiBaeTcs
C NOMOLLBIO cMmBOa "@".

Yaanute npuBeTCTBME 415 aBTOPU30BAHHBIX NO/Ib30BaTENEN.

logging events reload

no logging events reload

-/BKAOYEHO

BKAtOUNTbL OTMPaBKy snmp Tpanos 1 syslog coobieHnii npu nepe-
3arpysKe ycTpomncTea no KomaHae «reload» nav yepes SNMP.

BbIK/IIOYUMTbL OTNPABKY SNMp Tpanos U syslog coobuieHnii npu nepe-
3arpysKe ycTpouncTea No KomaHge «reload» nav yepes SNMP.

ip http secure server

no ip http secure server

-/BbIK/IOYEHO

BkntounTtb HTTPS-cepBep Ha ycTpoicTtse.

OTkntounTb HTTPS-cepBep Ha ycTpoiicTBe.

Tabanua 38 — KomaHgb! pexknma Privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue
no yMmon4aHuo

Aelicmeue

clear cpu rate limit counters

OQuNCTUTbL cYeTUYUKM rate limit Ha CPU.

show cpu rate limit

OTobparkeHne cyeTymKkos rate limit Ha CPU.

set cli pagination on

BKAOUYNTBL NOCTPAHWUYHBIN BbIBOA, KOHOUTYpaLuu.

set cli prompt off

— -/on .
set cli pagination off OTKAOUUTB NOCTPAHWUYHbIN BbIBOL KOHOUIYpaLnu.
. BKAOYNTL MOATBEPXKAEHME Mepen BbINOAHEHMEM HEKOTOPbIX KO-
set cli prompt on ATBEPIKA pea P
MaHA,
-/on

OTK/IOUYNUTb NOATBEPKAEHME Nepes, BbINOJIHEHMEM HEKOTOPbLIX KO-
MaHa,.

4.5 KomaHapl AnA HAaCTPOMKMU NapaMeTpoB ANA 3a4aHUA Naponen

JaHHbIN pasgen npegHasHayeH 41A HaCTPOMKKM 3aaHNA Naposielt Ana Nonb3oBaTenei.

KomaHObI pexcuma 2a06anab6HolU KOHpuU2ypayuu

3anpoc KOMaHAHOW CTPOKU B PEXKUME rN106anbHOM KOHPUIYpaLMM MMEET Cleayowmnin BUa;:

console (config) #

Tabanua 39 — KomaHgbl ynpaBaeHUs CMCTEMON B pexnme rnobanbHoi KoHoUrypaumum

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

password validate char
[lowercase | numbers |
symbols | uppercase]

no password validate

-/BbIKNIOYEHO

BKAOUMTb MEXaHM3M NPOBEPKM Naponei.

- lowercase — naponb f0MXKeEH COAEPHKaTb CUMBO/Ibl HUMKHETO peru-
CTpa;

- numbers — Naponb JOMKEH COAepKaTb XOTA 6bl 04HY LUdpYy;

- symbols — naponb f0NXKeEH coXeprKaTb XoTA 6bl 0ANH CUMBOJI;

- uppercase — Naposib AO/IKEH COAEPIKaTb CUMBO/IbI BEPXHEro pe-
rmcrpa.

OTKNOUUTL MEXaHWU3M NPOBEPKU Naponei.

password validate length
length

no password validate

length: (0..20)/0

3apgatb MUWHUMANbHYO A/INHY NaponA.

YCTaHOBUTb 3HaYeHuMe no YMONYaHUIO.

3anpoc KomaHaHoOM cTpoku B pexmme Privileged EXEC nmeeT cneaytowmin sua;

console#

Tabnnua 40 — KomaHabl gns paboTbl ¢ pannamm B pexkmume Privileged EXEC

KomaHoa

3HayeHue/3HayeHue
no ymoa4aHuro

Aelicmeue

show password validate rules

MpocmoTp TeKyLel HaCTPOMKM MexaHM3Ma NPOBEPKM Naponei.
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4.6 Pab6orta c ¢painamm

4.6.1 OnucaHue ap2ymeHmMoe KOMaHO

Mpu ocyuwecTeneHmn onepaumin Hag dannamm, B KayecTBe apryMeHTOB KOMaHA, BbICTyMNatoT ajapeca

URL -

onpeaenuTeIn MeCTOHaxOXAeHna pecypca.

onepaumax, npuseaeHo B Tabauue 41.

OnucaHue KAn4veBbIX CNOB, NUCNONIb3yeMblX B

Tabnmua 41 — CNUCcoK KNtoYEBbIX C/I0B U UX ONUCaHWe

Knrouesoe cnoso

OnucaHue

flash://

McxopHbi agpec nav agpec mecta HasHayeHWA AnA SHepProHe3aBUCMMOW NamAaTU. dHeproHesaBu-
CcMMan NamATb UCMOb3YeTca No ymondaHuio, ecamn agpec URL onpeaeneH 6e3 npedukca (npedpuk-
camu asaatotcs: flash:, tftp:, scp:...).

running-config

Parin TekyLen KoHPUrypaumm.

startup-config

daiin nepBoHaYanbHOM KOHUTypaLum.

active-image

®aiin ¢ akTMBHbIM 06pasom.

inactive-image

dain c HeakTUBHbIM 06pa3om.

tftp://

MUcxoaHbIM agpec nav agpec mecTta HasHaveHus ans TFTP-cepsepa.
CuHTakcuc: tftp://host/[directory]/ filename.

- host — IPv4-agpec unu ceteBoe MMsA yCTPOICTBA;

- directory — kaTanor;

- filename — ums daiina.

usb://

UcxoaHbIv agpec nav agpec mecta HasHavyeHua ana USB-HakonuTtens.
Cuntakcuc: ush://[directory]/ filename.

- directory — kaTanor;

- filename — ums ¢aiina.

logging

dainn c nctopmeit KomaHa,

4.6.2 KomaHObI s pabomei ¢ paiinamu

3anpoc KomaHgHoM cTpoKu B pexume Privileged EXEC nmeeT cneayrowmin Bua;

console#

Tabnnua 42 — KomaHabl ans pabotbl ¢ painamm B pexkume Privileged EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aeiicmeue

copy source_url
destination_url image

copy startup-config
destination_url

copy source_url boot

source_url: (1..160)
CMMBOJIOB;
destination_url: (1..160)
CMMBOJI0B

KonvposaHue ¢aiina U3 MecTonoNoKeHNA UCTOUHWKA B MeCTomMo-
NOXeHue Ha3HauyeHun.

- source_url — mecTononoxexue konvpyemoro daiina;

- destination_url —appec mecTa Ha3HauyeHuMs, Kyaa daitn byaer cko-
NYpPOBaH.

CoxpaHeHue nepBoHayYanbHOW KOHbUrypaLumm Ha cepsepe.

KonmposaHMe d)aﬁna Ha4a/IbHOro 3arpys4ymka n3 mectononoxeHua
UCTOYHUKa B CUCTEMY.

dir [flash:path | dir_name]

OT06pa3nTb CNMCOK ¢alinoB B yKazaHHOM KaTasiore.

more [flash:path | file_name]

OTobpasunTb coaepkmnmoe daina.

pwd

OT06pasnTb NyTb A0 TEKYLLEWN AUPEKTOPUN.

cd [flash:path | dir_name]

M3MEHUTb AUPEKTOPUIO Ha YKa3aHHYIO.

mkdir [flash:path | dir_name]

Co3patb AUNPEKTOPUIO C YKa3aHHbIM Ha3BaHUEM.

rmdir [flash:path | dir_name]

YAanuTb AMPEKTOPUIO C YKAa3aHHbIM Ha3BaHWEM.

erase [flash_url]

Ynanute daiin

erase startup-config

Ypanute daitn nepBoHa4yanbHOM KOHPUIypaLmm.

erase nvram:

CHpocuTh A0 AepOoNTHON IHEProHe3aBUCUMYIO NAMATD.

erase flash:/LogDir/filename

Ypanute dain 3anmcu aBapunHbIX M OTIa404HbIX COOBLLEHNNA.

boot system inactive

3arpysunTbcs C HeakTUBHOro obpasa MoO.
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boot system active - 3arpysuTbca ¢ akTMBHOro obpasa MNO.

delete startup-config Yaanutb Gainn nepBoHavanbHON KOHPUTypaLMM BMeCTE C O4UCTKOM
i rnobanbHbIX HACTPOEK NVram U yaaseHnemM Nosib3oBaTesnei.

show running-config OTo6pasnTb coaepkumoe daina  Tekywein KoHUrypaumm

[interface {fastethernet fa_port: (0/1..24); (running-config).

fa_port | gigabitethernet gi_port: (0/1..48); - interface — KoHPUrypauma nHTepdelicoB KommyTaTopa - pusnye-

gi_port | two_port: (0/1..8); CKUX UHTepdelicos, rpynn nHtepdelicos (port-channel), VLAN-uH-

twopointfivegigabitethernet te_port: (0/1..11); Tepdeiicos, nHTepdeiica 3amblKaHuUA Ha cebs;

two_port | group: (1..24); - igs —IGMP snooping;

tengigabitethernet te_port | vlan: (2..4094); - la —link-aggregation;

port-channel group | vlan module: (igs, la, stp..) - stp — spanning-tree.

vlan_id][module]

show startup-config OTob6pasnTb cogeprumoe ¢alina nepBoHaAYaNbHOW KOHoUrypa-
i .

show bootvar MokasaTb akTMBHbIA ¢ain cuctemHoro MO, KOTOpbIA YCTPOMCTBO
i 3arpysKaet npu 3anycke.

write {startup-config | url} CoXpaHWTb TEKYLLYIO KOHPUIYpauwmto B balin nepBOHaYaibHOM KOH-
i burypauum.

replace running-config 3ameHuTb running-config kKoHouUrypaumei us danna.

[flash:path] i

clear running-config - OUUCTUTL TEKYLLYIO KOHOUrypaumio (running-config).

diff [flash:path] [flash:path] - CpaBHUTb ABe KOHOUTIypauuu.

Cepsep TFTP He moKeT 6bITb agpecom UCTOYHUKOM U a4 pPecom HasHa4YeHUA aNA OAHOM
radB KOMaHAbl KONUPOBaHUA.

MpOoCMOTpP aKTMBHOIO M HEAKTUBHOIO 06pasa AoCTyneH u3 u-boot. 117 3TOro B KOMaHAHOM CTPOKE U-
boot Heobxoanmo BBecTU:
MES2428# bootimg print
KomaHaa gns cmeHbl akTuBHOro obpasa us u-boot:

MES24284# bootimg inactive

KomaHpga «bootimg inactive» npumeHsertca 6e3 oXxnpgaHua noATBepPXKAEHUA.

R

Mpu 3arpy3Kke ¢aiina KoHUrypaumm c yaaneHHoro cepsepa B «startup-config» B Hauane
daitna Heobxogumo A06aBUTb CTPOKY C CUMBOIOM «I».
®aitn KoHpUrypaumm JonxKeH umeTtb paclumpeHume «.conf».

R

4.6.3 KomaHObI 0017 pe3epsuposaHuUa KOHGU2ypayuu

B gaHHOM pasaene onucaHbl KOMaHAbl, NO3BOAAIOLLIME PE3epPBUPOBaTL KOHOUIYpaUMIO Ha cepaep.
[na pe3epBUpoOBaHMA KOHPUTYpaLMM HEOBXOAMMO YKa3aTb agpec cepeepa.

KomaHObI pexcuma 2106anab6Hol KOHpuU2ypayuu

Bua 3anpoca KOMaHAHOW CTPOKM B peXknume rnobasnbHon KoHbUrypaumm:
console (config) #

Tabnunua 43 — KomaHabl pexknma rnobanbHoM KoOHGUrypaumm

3HavyeHue/3HavyeHue o
KomaHoa / Aelicmeue
o ymon4yaHuro
backup server dest_url YKasaTb agpec cepsepa, Ha KOTopbli ByaeT Npon3BoAUTLCA pe-
3epBupoBaHune KoHourypaumm. Ctpoka B popmaTte
- «tftp:/ /XXX XXX XXX XXX ».
no backup server Ypanutb agpec cepsepa.

78 Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx



HELTEX

backup path path

no backup path

YKasaTb NyTb pacrnonoxeHus daina Ha cepBepe ¢ npeduKcom
nmeHu dpaiina. Mpu coxpaHeHnn K npeduKkcy byaet gobasneHa Te-
Kylias aarta u spems B dopmarte rrrrmmaa44mmcc.

YAanuTe NyTb ANA pe3epBUPOBaHUA.

backup auto

no backup auto

BK/HOYMTL aBTOMATUYECKOE pe3epBMpOoBaHMe KOHOUTypaL .

BbIK/IOYNTL aBTOMATUYECKOE Pe3epBMpPOBaHME KOHUTYpaLMK.

backup history enable

no backup history enable

BK/IIOYNTb COXPaHEHWE UCTOPUN PE3EPBHbIX KOMWIA.

BbIKNOUYNTb COXpaHEeHWe NCTOPUN pe3epBHbIX KOMWN.

backup time-period timer

no backup time-period

timer:
(1..35791394)/720 mu-

YKazaTb NMPOMEKYTOK BPeMeHW, No UCTedyeHun Kotoporo bypeT
OCYLULECTBNATLCA aBTOMATMHYECKOE pe3epBupoBaHMe KoHduUrypa-
L.

HYT

YCTaHOBUTb 3HaYeHME N0 YMONYAHMUIO.

backup write-memory

no backup write-memory

-/BbIKNIOYEHO

Bk/toyeHne pe3epBMPOBAHMA KOHOUIypauuu npu coxXpaHeHuu
nosib3osaTtesem KoHpurypaumm Ha flash-Hakonutens.

YCTaHOBUTb 3HaAYeHMe No YMONYaHUIO.

KomaHObI pexcuma Privileged EXEC

3anpoc KomaHAHOM cTpoKu B pexxume Privileged EXEC nmeeT cneayrowmii BuAa;

console#

Tabnunua 44 — KomaHabl pexkmma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4YaHuo

Aelicmeue

backup running-config

Co34aTb pe3epBHYH KOMUIO KOHUIypaLmio Ha cepBepe.

4.7 HacTpoiiKa CUCTEMHOrO BpeMeHMU

/ Mo ymonuaHMI0O aBTOMaTUYECKUIA Nepexos Ha NleTHee BPeMsA OCYLLECTBAAETCA B COOTBET-
cTBUM co cTaHAapTamu CLUA u EBponbl. B KoHduUrypauum moryTt 6biTb 3aaaHbl Nto6ble gata
1 Bpemsa ANna nepexoAa Ha ieTHee Bpema U o6paTHo.

KomaHOwb1 pexcuma Privileged EXEC

3anpoc KomaHAHOM cTpoKu B pexxkume Privileged EXEC nmeeT cneayrowmii BuAa;

console#

Tabnunua 45 — KomaHabl HACTPOMKM CUCTEMHOTO BpemeHu B pexkume Privileged EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
Mo ymon4aHuio
clock set hh:mm:ss day month hh: (0..23); Py4Has ycTaHOBKa CUCTEMHOrO BPEMEHM (KOMaHAa AOCTynHa
year mm: (0..59); TOMIbKO ANsA NPUBMAEIMPOBAHHOTO No/b30BaTeNs).
ss: (0..59); - hh —vacbl, mm — MUHYTBI, SS — CEKYHAbI;
day: (1..31); - day — peHb; month — mecau; year — roa.
month: (Jan..Dec);
year: (2000..2037)

KomaHOb! pexcuma EXEC

3anpoc KoMaHAHOM CTpoKK B pexkume EXEC umeet cnepytowmii Bua;

console#
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Tabnunua 46 — KomaHabl perkuma Privileged EXEC

KomaHoa 3HavyeHue/3Ha4yeHue Aelicmeue
no ymon4yaHuro
show clock - MoKas3aTb cUCTEMHOE Bpemsa 1 Aary.
show clock properties - OTo6pasnTb CBOKCTBA.

KomaHObI pexcuma 2106aabHOU KOHGPU2ypayuu

3anpoc KOMaHAHOW CTPOKM B PEXKMUME 1106aNbHON KOHPUTYpaLMM UMEET cieayowmnii Bua;

console (config) #

Tabnunua 47 — CNMCOK KOMaHA, 419 HacTPOMKM CUCTEMHOIO BpeMEHU B pexkMme rnobasbHol KoHoUrypa-

Yy

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

clock time source ntp

no clock time source

YctaHoBuTb SNTP-cepBep MCTOYHMKOM CUHXPOHWU3ALMKN BPEMEHMU
ONA YyCTPOMUCTBa.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

clock utc-offset utc

no clock utc-offset

utc: (+00:00..+14:00)

YCTaHOBWTb YacoBOE CMeLLeHMe OTHOCUTENbHO HY/1eBOTO Mepuam-
aHa.

YCTaHOBUTb 3HAYEHME Mo YMO/T4aHUIO.

KomaHObI pexcuma KoHguaypauuu SNTP

[na nepexona B pexxunm KoHourypaumm SNTP Heob6XoAMMO UCNONb30BaTb KOMaHAY:

console (config) #sntp

3anpoc KOMaHAHOM CTPOKK B pexxmnme KoHdurypauum nHtepdeica umeeT cneayowmii Bua,:

console (config-sntp) #

Tabanua 48 — CNMCOK KOMaHA AN HAaCTPOMKM CUCTEMHOTO BPEMEHM B PEXKMME KOHUrypaLmmu sntp

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aeiicmeue

set sntp unicast-server auto-
discovery enabled

set sntp unicast-server auto-
discovery disabled

-/disabled

BKntoumMTb aBTOMaTM4Yeckuit nonck SNTP-cepsepa B pexkmme
unicast.

BbIKNOUNTb aBTOMaTUYECKMA Nouck SNTP-cepBepa B pexkume
unicast.

ipv6 | host} ip_addr [priority

udp_port]

set sntp unicast-server {ipv4 |

priority] [version version] [port

no sntp unicast-server {ipv4 |
ipv6} ip_addr

MosKeT 6bITb 334aHO 40
4 cepBepoB
priority: (1..15);
port: (1025..36564);
version: (3..4);
host: (1..63) cumeonos

YKasaTb ip-agpec SNTP-cepsepa.

Ypanutb ip-agpec SNTP-cepBepa.

set sntp client enable

set sntp client disable

-/disabled

BkntounTtb paboTy SNTP-KknmeHTa.

BbikntounTb paboty SNTP-kAneHTa.

set sntp client addressing-
mode unicast

-/unicast

YKa3zaTb pexxum pabotbl SNTP-KkameHTa.

key key md5 parametrs

set sntp client authentication-

key: (0..65535)

YCTaHOBUTb KAtoY ayTeHTUdMKaumm ana SNTP-kiveHTa.

set sntp client clock-format
{ampm | hours}

-/hours

YcTaHOBUTL popmart yacos gnst SNTP.

set sntp client port port_num

port_num: (123, 1025-
65535)

YcraHosutb UDP-nopt ansa SNTP-kauneHTa.

set sntp client time-zone zone

zone: (+00:00 to
+14:00)

3a4aTtb 3HaYeHWe YacoBOro nonca.

set sntp client version version

version: (v1,,v4)

3agaTb Bepcuio NpoTokoia ana pabotbl SNTP-kaneHTa.
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Tabnuua 49 — KomaHabl pexkmma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuio

Aelicmeue

show sntp statistics

MokasaTtb cTaTUCTUKy npoTokona SNTP.

show sntp status

MokasaTtb cTaTyc npoTokona SNTP.

KomaHOb1 pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKKM B pexume Privileged EXEC:

console#

[Mpumep Hacmpoliku SNTP-kaueHma 011 cepsepa 192.168.1.1:

console (config)# sntp

console (config-sntp)# set sntp client enabled
console (config-sntp)# set sntp client addressing-mode unicast

console (config-sntp)# exit

(
(
(
console (config-sntp)# set sntp unicast-server ipv4 192.168.1.1
(
(

console (config) #clock time source ntp

4.8 KoHdurypaumusa nntepoeiicos n VLAN

4.8.1 [Mapamempeoi Ethernet-unmepdgelicos, Port-Channel u Loopback-unmepdgelicos

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanasoHa uHmepgelicos)

console# configure terminal
console (config) # interface { fastethernet fa port | gigabitethernet
gi port | twopointfivegigabitethernet two port | tengigabitethernet

te port | port-channel group |

console (config-if) #

range (..} | loopback loopback id }

[aHHbIA pexnm JOCTyneH U3 pexkuma KoHOUrypaumm 1 npefHasHavyeH Aaa 3afaHuA NapamMeTpos
KOHdUrypaumm uHTepdeiica (nopta KoMmyTaTtopa WAM Tpynnbl MOPTOB, paboTaloWuUx B pexume
pasaeneHus Harpysku) ainbo ananasoHa nHTepdencos.

Bblibop MHTepdeica ocyLWwecTBAAETCA NPU NOMOLLM KOMaHA, NpuBeAEHHbIX B Tabanue 50:

Tabnunua 50 — KomaHabl Bbibopa uHTepdelica ana MES14xx, MES24xx, MES37xx

KomaHoa

Ha3HauyeHue

interface fastethernet fa_port

[na HacTpolikn nHtepdelicos Fast Ethernet.

interface gigabitethernet gi_port

[na HacTpoikn 1G-uHTepdeiicos.

interface twopointfivegigabitethernet two_port

[na HacTponku 2,5G-nHTepdeicos.

Interface tengigabitethernet te_port

[na HacTpoikn 10G-nHTepdelicos.

interface port-channel group

[lna HacTpoiKu rpynn KaHanos.

interface loopback /oopback_id

[na HacTpoIKM BUPTYanbHbIX MHTEpPdencos.

roe:

— fa_port — nopagkosblit Homep 100MB-mHTepdeiica, 3agaetca B suae: 0/1;

— gi_port — nopaaKkoBbin Homep 1G-uHTepdeiica, 3agaetca B suae: 0/1;

— two_port — nopsakosblit Homep 2,5G-nHTepdelica, 3agaetca B suge: 0/1;

— te_port — nopagxosblii Homep 10G-nHTepdeliica, 3agaetca B suae 0/1;

— group — nopsAKoBbIA HOMep rpynnbl, obLee KOAMYECTBO cornacHo Tabamue 9 (cTpoKa «Arperaums

KaHanos (LAG)»);
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— loopback_id — nopsakoBbIi HOMep BUPTYyabHOIo MHTepdelica, obliee KOANYECTBO COrNacHo Tab-
nmue 9 (ctpoka «Konnuectso BupTyanbHbix Loopback-uHtepdeiicosy).

KomaHgbl, BBeAEHHble B pexume KoHoOUrypaumm wuHtepdeica, NPUMEHAIOTCA K BblbpaHHOMY
nHTepdelicy.

Tabaunuya 51 — KomaHabl perkmuma KoHourypaumm nHtepdelricos Ethernet u Port-Channel

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

shutdown

no shutdown

-/BKAIOYEHO

BbIKNOUNTE  KOHOUTYpUpyembiii (Ethernet,

channel).

MHTepodelic port-

BKNHOUMTL KOHPUTYPUPYEMbBIA MHTEPDENC.

description description

description: (1..128)

[Oob6asutb onucaHue nHtepoeiica (Ethernet, port-channel).

— cMMBONOB/HET
no description onucanmsa YaanuTb onuncaHue uHtepdeiica.
speed mode mode: (10, 100, 1000, 3apaTb CKOPOCTb Nepeaaun aaHHbIX (Ethernet).
no speed 10000) YCTaHOBMUTb 3HAUEHUE MO YMOJIHAHWIO.

duplex mode

no duplex

mode: (full, half)/full

3ajaTb pexum aynaekca uHtepdelica (nosHoaynaeKcHoe coeau-
HeHue, NoayaynaeKkcHoe coegnHeHme, Ethernet).

YCTaHOBUTb 3HaAYeHMe No YMONYaHUIO.

negotiation [capl
[cap2...cap5]]

no negotiation

cap: (10f, 10h, 100f,
100h, 1000f)

Y/

Bk/toYaeT aBTOCOrnacoBaHWe ANA CKOPOCTU M AyNAeKca Ha HacT-
pavBaeMom mHTepoeice. MOXKHO yKasaTb onpeaesneHHble COBMe-
CTMMOCTM NapameTpa aBTOCOr/iacoBaHuA. Ecnm napameTpbl He 3a-
AaHbl, TO NOAAEPKMBAIOTCA BCE COBMECTUMOCTY.
ABTOCOrN1acoBaHUe HaCTPanBaAETCA TONIbKO Ha UHTepdeil-
cax Ethernet.

BblKNtOYaeT aBTOCOr/IacOBaHWE AN CKOPOCTM WM Aynaekca Ha
HacTpanBaemom MHTepoeiice.

flowcontrol on

flowcontrol off

mode: (on, off)/off

3apatb pexum ynpasneHua notokom flowcontrol (BkatounTb, OT-
KNOYUTb MK aBTOCOrNacoBaHue). AsTocornacosaHue flowcontrol
paboTaeT TONbKO B C/yyae, €CIM PEXMM aBTOCOr1acoBaHUA
negotiation BK/AlOYeH Ha HacTpauaemom uHTepdeice (Ethernet,
port-channel).

OTKNIOUNTD pPeXunm ynpaBsieHUA NOTOKOM.

media-type { force-fiber |
force-copper | prefer-fiber }

-/prefer-fiber

Bbl6op TMNa KOMBO-MOpPTa B KA4eCTBE OCHOBHOMO HOCUTENA.

- force-fiber — pa3spelweHa aKTMBHOCTb TONILKO ONTMYECKOM YacTu
KOMbO-MopTa;

- force-cooper — paspelieHa aKTMBHOCTb TO/IbKO MEAHOM 4YacTu
KOMb0-MopTa;

- prefer-fiber — npenmyLLeCcTBO ONTUYECKOTO SINHKA.

mtu size YCTaHOBUTL 3HaYeHMe maximum transmission unit (MTU) ans uH-
Tepodelica
- size — pasmep nakema (Koauvecmeo 6alim 8 nakeme)
’ KomaHga goctynHa TonbKo gns ycrpoiicte MES2424,
e | MES2424B, MES2424FB, MES2424P, MES2448, MES2448B,
MES2448P, MES2410-08DP, MES2410-08DU, MES2420-
size: (128..12288)/ 48P, MES2420B-24D, MES2411X, MES3400-24, MES3400-
12288 6aiit 24F, MES3400-48, MES3400-48F, MES3710P.
' Ecnam Ethernet-untepdeliic Bxogut B coctas Port-Channel,
H TO Ha HeM HeNb3A U3SMEHATb 3HayeHue MTU.
’ DedontHoe 3HaueHne MTU ana Ethernet u Port-Channel
H uHTepdeiicoB paBHO 3HAYEHUIO 33JaHHOMY KOMaH-
Aol system mtu B pexxume rnobanbHoii KOHPUrypauuu.
no mtu YCTaHOBWUTb 3HaYEHME MO YMOYAHUIO.
MapameTp HACTPOMKM ANA NAapPaMEeTPOB rX-4acT¥ ONTUYECKMX UH-
Tepdelicos.
hardware serdes rx leq value
value: 0-31/8 ! KomaHaa AocTynHa TonbKo anna ycrpoiicts MES2424.

no hardware serdes rx leq

BepHyTb HAaCTPOMKM NO YMONYAHMUIO NapPamMeTPOB rx-4acTu onTuye-
CKUX UHTepdeincos.
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KomaHObI pexcuma 2106aa6Hol KoOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKUME r106anbHOM KOHPUTypaLmm:

console (config) #

Tabnnuya 52 — KomaHabl pexkmma rnobanbHol KoHpUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

errdisable recovery interval
interval

no errdisable recovery
interval

interval: (30..86400)/300

YCTaHOBWUTb BPEMEHHOM MHTEpBan AN aBTOMaTUYECKOro
NOBTOPHOro BKAloYeHUA WHTepdelica. MNpu cmeHe uHTep-
Bana Tailimep o6HOBAseTCcA AnA Bcex 3ab6/0KMPOBaHHbLIX
MOPTOB, Ha KOTOPbIX BK/NOYEHO aBTOCOr/1acoBaHue.
YCTaHOBWTb 3HaYEHME MO YMONYAHMIO.

errdisable recovery cause
{storm-control|loopback-
detection | udid | port-se-
curity}

no errdisable recovery
cause {storm-control | loop-
back-detection | udid

| port-security}

-/3anpelueHo

BK/IOUMTL aBTOMATUYECKYHO aKTUBALMIO MHTepdelica nocne
€ro OTK/II0YEHUA B CIEAYIOLLMX CYYAnX:

- loopback-detection — o6Hapy:keHue netens;

- udld — akTMBaums 3awmTol UDLD;

- storm-control — WxpoKoBeLaTebHbIN WTOPM;

- port-security — HapyweHue 6e3onacHocTn gas port
security.

YCTaHOBUTb 3HAYEHMeE Mo YMO/I4aHUIO.

system mtu size

no system mtu

size: (128..10000)/10000 6ait
size: (128..12288)/12288 6aiit
(Tonbko ana MES2424,
MES2424B, MES2424FB,
MES2424P, MES2448,
MES2448B, MES2448P,
MES2410-08DP, MES2410-
08DU, MES2420-48P,
MES2420B-24D, MES2411X,
MES3400-24, MES3400-24F,
MES3400-48, MES3400-48F,
MES3710P)

YCTaHOBWTb 3HaYeHWe CMCTEMHOro maximum transmission
unit (MTU)

- Size — pa3amep naketa (KoanMyecTBo 6alT B Nakere).
YCTaHOBUTb 3HAYEHME NO YMONYAHMUIO.

default interface [range]
{fastethernet fa_port | giga-
bitethernet gi port | two-

fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);

Cbpoc HacTpoek uHTepdelica am rpynnbl MHTEPPENCOB Ha
3HaYeHuA, YCTaHOB/IEHHbIE MO YMONYAHMIO.
' Bo Bpems BbINONHEHUA KOMaHAbI MHTepdeiic by-

pointfivegigabitethernet te_port: (0/1..11); - BeT OTK/IOUEeH.
two_port | tengigabitether- _rl'oou | (1 24) !
net te_port | port-channel vlagn idr)"(l "4092‘)_
group | vlan vian_id | loop- - ’
back loopback id } loopback_id: (1..10)
KomaHOob! percuma EXEC
BunAa 3anpoca KomaHAHOM CTPOKM B pexxknume EXEC:
console#
Tabnunua 53 — KomaHabl pexkuma EXEC
3HayeHue/3HavyeHue "
KomaHoa / Aelicmeue

no ymosn4aHuro

clear counters

C6poc CTaTUCTMKKM AN BCeX UHTepdeiicos.
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clear counters { fastethernet
fa_port | gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group }

fa_port: (0/1..24); Cbpoc cTaTucTnKKM ansa nHtepdelica.

gi_port: (0/1..48);

two_port: (0/1..8);

te_port: (0/1..11);
group: (1..24)

show interfaces { fastethernet
fa_port | gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet

MoKa3aTb CBOAHYIO MHGOPMALIMIO O COCTOSHUK, HACTPOIKE U CTaTU-

fa_port: (0/1..24); CTuKe nopra

gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11);

te_port | port-channel group } group: (1..24)

show interfaces status - MoKa3aTb COCTOSIHME BCEX MHTEPdENCOoB.
show interfaces description - MNMoKas3aTb onncaHuA BCeX MHTepPdencos.
show interfaces counters - MoKasaTb CTaTUCTUKY A1A BCeX MHTepdeicos.

show interfaces counters {
fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group |
vlan vian_id }

fa_port: (0/1..24); MoKasaTb CTaTUCTUKY ANA MHTepdeiica.

gi_port: (0/1..48);

two_port: (0/1..8);

te_port: (0/1..11);
group: (1..24);
vlan: (1..4094)

show errdisable interfaces {
fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te port}

MoKasaTb NPUYMHY OTK/OYEHMA NOPTa, FPYnnbl NOPTOB, 3a6/10KU-

fa_port: (0/1..24); pOBaHHbIE MOPTHI.

gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11)

show errdisable recovery MoKasaTb HAaCTPOMKM AN aBTOMATUYECKON NOBTOPHOM aKTUBAL MK
nopra.

set interface active {
fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port }

fa_port: (0/1..24); AKTMBMpPOBaTb MHTepdeic nocne errdisable.

gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11)

show interfaces utilization {
fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port } {interval interval}

MoKasaTb CTaTUCTMKY MO Harpyske gna uHTepdelica.

f : 1..24);
a_port: (0/1..24); - Interval — uHTEpBan B CEKYHAAX.

gi_port: (0/1..48);

two_port: (0/1..8);

te_port: (0/1..11);
interval: (5, 60, 300) cek

4.8.2 Hacmpoiika VLAN u pexcumos kommymauyuu uHmepdgeiicoe

KomaHObI pexcuma 2106anabHol KoOHpuU2ypayuu

Buza 3anpoca KOMaHAHOM CTPOKM B peXXume rnobasbHon KoHoUrypaumm:

console (config) #

Tabnunua 54 — KomaHzabl perknuma rnobanbHoM KoHpUrypaumm

3Ha4yeHue/3HayeHue ”
KomaHoa / Aeilicmeue
o ymMoa4YaHuto
vlan vian_id vlan_id: (2..4094) MepeiTn B pexnm KoHOUIrypupoBaHuUAa yKasaHHoro VLAN
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map protocol {ip | other}
{enet-v2 | licOther | snap} pro-
tocols-group group-id

no map protocol {ip | other}
{enet-v2| licOther | snap}

group-id:
(1..2147483647)/-

HacTpouTb rpynny nNpoTOKo/0B, NO KOTOpbiM OyaeT npousso-
AMTbCA KnaccudurKauma Kaapos. B oaHy rpynny mMoxHo obbeau-
HUTb HECKO/IbKO MPOTOKO/I0B, YKa3blBaA A8 HUX OOUH U TOT e
Group ID. Homep nNpoToKona MOXHO BbI6GpaTb M3 CNMCKA npes-
YCTaHOB/IEHHbIX 3HAYEHUIN UM 3a4aTb BPYUHYIO Yepes napameTtp
other B popmate XX:XX. PacnonokeHune nons c HOMeEPOM NpoTo-
KOJ1a 3aBUCUT OT TUNa L2-3aros10BKa 1 MHKaNCcynaumm:

- enet-v2 — kagp c 3aronoskom Ethernet I, npotokon onpepens-
etca no noato EtherType. Mpu Hannumm VLAN-Teros Bbibupaertca
camblit nocnegHuin EtherType, ¢ Hanbonblwmm odpdceTom.

- llcOther — kagp ¢opmata RFC1042 (IEEE 802). [iByx6alTHbIN HO-
mep npoTtokona cootsetcTByeT nonam DSAP:SSAP B8 LLC-3aro-
NOBKe.

- snap — Kaap c LLC/SNAP-uHkancynsumein. Homep npotokona co-
oTBeTcTBYeT nosto Protocol ID B8 SNAP-3aronoeke.

Ypanset protocol-group ¢ KommyTaTopa.

map mac {host | mac-address
mask} macs-group group-id

group-id:
(1..2147483647)/-

HacTtpouTb gnanason MAC-agpecos, no KoTopbim byaeT npomsBo-
OUTbCA Knaccudpukauma. Ans pasHbix MAC-agpecoB MOXKHO Bbl-
6paTb OAHY M Ty XKe rpynny.

no map mac {host | mac-ad-
dress}

Ypanutb ykasaHHbit MAC-agpec n3 macs-group.

shutdown garp

no shutdown garp

-/BbIKNOYEHO

OTKAouNTb paboTy moayns GARP Ha ycTpoiicTse.
l [DaHHasa KomaHpa oTKAwuaeT paboty moayna GARP c
H 6e3B03BpaTHbIM yAaNeHUEeM BCEX HacTpoeK 610Ka
GARP.

BkatounTte moayib npotokona GARP.
DOna pa6otbl moayna GARP pesepsupyerca 15 M6aiit
. onepaTMBHOMN NAMATU.

gvrp enable

gvrp disable

BKkntoumTb npoTokon GVRP rnobanbHo.

-/BbIKNIOYEHO

BbIkntounTb Npotokon GVRP rnobanbHo.

voice vlan id vian_id

no voice vlan id

YctaHoBUTb naeHTuomkatop VLAN ana Voice VLAN

vlan_id:(1..4094)

Ypanute naeHtnouratop VLAN gns Voice VLAN

voice vlan oui-table {add
oui | remove oui}
[descriprion word]

word:(1..32)
CMMBO/I0B

PaspewunTtb pegakTnposatb Tabanyy OUI.
- oui — neps.ble 3 6anTa MAC-agpeca;
- word — onucaHue oui.

KomaHObl pexcuma kKoHgpuaypayuu VLAN (duanasoH VLAN o8)

console# configure terminal
console (config)# vlan 1,3,7
console (config-vlan-range) #

Tabnunua 55 — KomaHabl pexkmma KoHourypauum VLAN

KomaHda

3HayeHue/3HayeHue
Mo yMmoA4YaHuio

Aelicmeue

vlan active

AkTMBMpOBaThb Vlan uau rpynny vlian’os.

set unicast-mac learning
{enable | disable}

set unicast-mac learning
default

BK/110UNTb/BbIKNIOUYUTL U3yuyeHne MAC-aapecos ansa VLAN.

YCTaHOBUTb 3HaYeHMe N0 YMOJTHAHUIO.

KomaHObI pexcuma KoHguaypauuu uHmepgpelica (QuanaszoHa uHmepgelicos) Ethernet, uHmep-

gelica epynnsl nopmos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm uHTepdelica Ethernet, uHtepdelica

rpynnbl NOPTOB:

console# configure terminal
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console (config)# interface { fastethernet fa port | gigabitethernet

gi port |
te port |

twopointfivegigabitethernet two port |
port-channel group}

console (config-if) #

tengigabitethernet

[aHHbI peXknm A0CTyneH 13 pexmma KoHourypauum 1 npegHasHavyeH Aas 3a4aHuA napameTpos

KOHduUrypaummn nutepoeiica.

MopT MoXKeT paboTaTb B YETbIPEX PEKMMAX:

— access — uHTepdelic AocTyna — HeTErMpPOBaHHbIM HTepdeiic ana ogHoro VLAN;

— trunk — nHTepdeic, NpMHUMaOLWNI TO/IbKO TErMPOBaHHbIN TpaduK, 38 UCKAOYEHNEM O4-
Horo VLAN, KoTopblli MOXKET ObITb 406aB/IeH C NOMOLLbIO KOMaHAbl switchport trunk
native vlan;

— general — nHTepodeiic c nonHo noaaepkko 802.1q, NPUHMMAET KaK TErMPOBAHHbIN, TaK U
HeTerMpoBaHHbI TpadUK;

Tabaunua 56 — KomaHabl perkmuma KoHourypaumm nHtepdelica Ethernet

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

switchport mode {access
|trunk | general}

no switchport mode

mode: (access, trunk,
general)/general

3agaTtb pexkmum paboTbl nopta B VLAN.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

switchport access vlan vian_id

no switchport access vlan

vlan_id: (1..4094)/1

[ob6asutb VLAN ana untepderica goctyna.
- vlan_id —vaeHTUdUKaLMOHHBbI Homep VLAN.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

switchport dotlq tunnel

MepeBecTn NoOpT B pexum paboTbl ¢ BHewHMM VLAN-Terom. Ko-
MaHAa Ucnosb3yeTca ANa HAacTPOMKKM dyHKLMKM Q-in-Q.

switchport trunk native vian
vlan_id

no switchport trunk native
vlan

vlan_id: (1..4094)/1

Job6asutb Homep VLAN B Kayectse Default VLAN ana gaHHoro uH-
Tepoelica. Becb HeTermMpoBaHHbIl TpaduK, NOCTYNAIOWMIA HA OaH-
HbIV NOpPT, onpeaensercs B AaHHbIN VLAN.

- vlan_id — wpeHTndMKaunoHHbI Homep VLAN.

YCTaHOBUTb 3HaYeHue no YMON4YaHULO.

switchport general allowed
vlan add vian_list [untagged]

switchport general allowed
vlan remove vian_list

vlan_list: (2..4094)

[o6asutb cnmcok VLAN gna nntepdeiica.

- vlan_list — cnucok VLAN ID. inanasoH VLAN MoKHO 3a4aTb nepe-
yncneHmem 4yepes 3anATYIO MAM YKa3aTb Ha4ya/lbHOE U KOHeYHoe
3HayeHuna AuManasoHa Yepes aepuc "-".

Ypanutb cnucok VLAN gns untepdeliica.

switchport general pvid
vlan_id

no switchport general pvid

vlan_id: (1..4094)/1 -
ecnu yctaHosneH VLAN
no YyMOAYaHUIO

HOob6asutb naeHtuounkatop VLAN nopta (PVID) 41 OCHOBHOMO WH-
Tepodelica.
- vlan_id — wpeHTndmKaunoHHbIi Homep VLAN nopra.

YCTaHOBUTb 3HaYeHMe N0 YMOYAHWUIO.

switchport ingress-filter

BkntounTb GUNbTpaLMIO BXOAALLMX NAaKETOB HA OCHOBE NPUCBOEH-
Horo um 3HauyeHus VLAN ID. Echm punbTpaums BKAOYEHA, U NaKeT

|untaggedAndPrioritytagged}

-/dunbTpauma He BxoauT B rpynny VLAN ¢ npucBoeHHbIM nakeTy 3HavyeHnem VLAN
BK/IHOYEHA ID, To naKeT oT6pacbiBaeTcs.
no switchport ingress-filter BbIKMOUNTD GUNBTPALLMIO BXOAALLMX MAKETOB HA OCHOBE NMPUCBOEH-
HOro um 3HayeHuna VLAN ID.
switchport acceptable-frame- - untaggedAndPrioritytagged — Ha nopTy pa3spewaercs npuem
type {tagged | all Jall TO/IbKO HETErMpoBaHHbIX Kaapos (frame);

- tagged — TONIbKO TErMPOBAHHBIX;
- all — nobbix Kagpos (frame).

switchport forbidden vlan add
vlan_list

switchport forbidden vian
remove vian_list

vlan_list: (2..4094,
all)/sce VLAN
paspeLueHbl NopTy

3anpetutb gobasBneHne yKasaHHbix VLAN-nopTy.

- vlan_list — cnucok VLAN ID. AunanasoH VLAN MOXKHO 3a4aTb nepe-
YMC/IeHUEM Yepes3 3anATYI0 WAW YKas3aTb Haya/bHOE U KOHEeYHoe
3HayeHuna AuManasoHa Yepes gepuc "-".

PaspewnTb gobasneHue ykasaHHbIx VLAN-nopTy.
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switchport forbidden default-
vlan

no switchport forbidden
default-vlan

Mo ymonyaHuio
UYNIEHCTBO B AedONTHOM
VLAN paspelueHo

3anpetutb gobasneHune gedontHoro VLAN-nopry.

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

switchport protected

no switchport protected

MepeBecTy NOPT B PEXKMUM U30ALUM BHYTPU rPynMbl NOPTOB.

BoccTtaHOBUTb 3HAYEHWE N0 YMONYAHUIO.

port-isolation { fastethernet
fa_port | gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group }

fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11);
group: (1..24)

Co3aaTb UM NepesanncaTh CyLWEeCTBYIOLWMIA CMMCOK NOPTOB Ha YKa-
3aHHbIN HOBbIM.

port-isolation {add | remove} {
fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet

fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11);

[06aB1Tb yKasaHHble MOPTbI K y¥Ke CYLLeCTBYHOLWEMY CMUCKY MK
YAaNUTb CMUCOK.

te_port | port-channel group} group: (1..24)

switchport default-vlan tagged YCcTaHOBWTL NOPT Kak Ternpytowmii 8 gepontHom VLAN.

no switchport default-vlan - YCTaHOBWTb 3HaYEHME NO YMOHAHUIO.

tagged

switchport map protocols- group_id: HasHauuTb VLAN ID naketam, nonagatowmm B ykasaHHyto Group ID

group group-id vlan vian-id

no switchport map protocols-
group group-id

(1..2147483647);
vlan_id: (1..4094)/no
ymonyanuto PBV
BKJIKOYEH Ha BCex
noprax

Ha 3TOM nopTy. Pa3Hble NOPTbI O4HOM U TOM e rPynMnbl MOTYT COOT-
BETCTBOBATb pa3Hbim VLAN.

BbikntounTb PBV Ha nopry.

switchport map macs-group
group-id vlan vian-id

no switchport map macs-
group group-id

vlan_id: (1..4094)/-
group-id:
(1..2147483647)]-

OcyluecTBUTb Ha3HaveHuWe vian-id ana macs-group.

OTMeHUTb Ha3HayeHue vlan-id gns macs-group.

gvrp enable

gvrp disable

-/BbIKNIOYEHO

BkntounTtb npoTtokon GVRP Ha nHTepdeiice.

BbIkntounTb NpoTokon GVRP Ha uHTepodelice.

vlan restricted enable

vlan restricted disable

-/BbIK/IIOYEHO

BkntounTb 3anpet Ha u3yyeHue vlan-aTpubyToB, NONYYEHHbIX OT
npoTtokona GVRP, Ha nHTepdeiice.

BbIKNOUMTbL 3anNpeT Ha M3yvyeHue vlan-aTpmubyToB, NOAYYEHHbIX OT
npoTtokona GVRP, Ha nHTepdeiice.

set garp timer {join | leave |
leaveall}

join: msec/200
leave: msec/600
leaveall: msec/10000

YcTaHOBUTb 3HaveHuA Tamepos GVRP Ha nHTtepdeiice.

switchport unicast-mac
learning enable

BkntounTb nsyyeHne MAC-aapecoB Ha UHTepdelice.

- - -/BKNtOYEHO
switchport unicast-mac .
. . Bbikntountb n3yvyeHne MAC-agpecos Ha nHTepdelice.

learning disable

switchport egress-filter BkatoyaeT ¢uabTpaumio mcxoaawmx Kagpos (frame) Ha ocHose
NpPUCBOEHHOro MM 3HadYeHuaA VLAN ID. Eciv ¢unbTpaLuma BKIOYEH],
M NaKeT He BXOAMT B rpynny paspeLlleHHblx Ha nHTepdeiice VLAN ID,

-/BKNKOYEHO TO NaKeT oTbpacbiBaeTcA.

no switchport egress-filter

BbIKNOUUTL GUAbTPaLMIO UcxoaALMX Kagpos (frame) Ha ocHose
npucsoeHHoro um 3HavyeHna VLAN ID.

switchport egress TPID-type
{portbased | vlanbased}

3apgatb TPID anda ncxogawmx Kagpos.

switchport voice vlan [vian_id]

no switchport voice vlan

vlan_id: (1..4094)

Bknatountb Voice VLAN gns noprta.
- vlan_id — yctaHoBuTb uaeHtudukatop VLAN gna nopra.

OTkntoumTb Voice VLAN gna nopTa.

voice vlan authentication
bypass

no voice vlan authentication
bypass

-/BbIK/IOYEHO

Paspewntb Tpaduky Voice VLAN UrHop1poBaTb ayTeHTUDUKALUIO
802.1x.

3anpetutb Tpaduky Voice VLAN urHopuposaTtb ayTeHTUdMKaLMIO
802.1x.
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.‘

Mpu coBmecTHOM paboTe port-isolation u port-protected gonxHo cobaoaarbca npasuno:
ANA 3aWMLEHHOrO ingress NopTa, B CNUCKe paspeLlléHHbIX, KOMaHAabl port-—

isolation, He moXeT 6bITb A4PYroro 3aWMLWEHHOro nopTa. 3To nogpasymesaeTt
BO3MOXHOCTb A,eN1aTb 3alULLEHHBIMM egress NopTbl B U30AALUU UM ingress NopT, HO He
ingress u egress NopTbl 04HOBPEMEHHO.

Mpumep HacTpolikn Q-in-Q c gobasneHnem meTkm 99 VLAN:

console#configure terminal
console (config)# interface gi 0/1
console (config-if)# switchport mode access
console (config-if) # switchport access vlan 99

console (config) # interface gi 0/2

(
(
console (config-if) # switchport dotlqg tunnel
(
(

console (config-if)# switchport mode trunk

’ KnueHTtckuia nopt gna pabotbl Q-in-Q o6a3arenbHO A0AXKEH BbITb B pexxume access.
L )

KomaHObI pexcuma 2106anab6HolU KOHpuU2ypayuu

Buz 3anpoca KOMaHAHOM CTPOKM B peXnume rnobanbHoN KoHOUrypaumm:

console (config) #

Tabnuua 57 — KomaHabl pexxnma rnobanbHoN KoHPUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

mac-address-table static
unicast mac_add vlan vian_id
interface [fastethernet fa_port
| gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port] status [deleteOnRe-
set | deleteOnTimeout | per-
manent | secure]

no mac-address-table static
unicast mac_add vlan vian_id

vlan_id: (1..4094);
fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11)

[o6asunTb ncxoaHbIi MAC-agpec B Tabnunuy.

- Permanent — gaHHbii MAC-aspec ocTaetca B Tabiumue agpeca-
LM Nocsie NepeKkntoYeHuns ctatyca nHtepdeiica;

- Deleteonreset — gaHHbIV agpec yaanuTca nocie nepesarpysku
YCTPOMCTBA;

- Deleteontimeout — gaHHbIV agpec yaanutca no Tanm-ayry.

Yaoanute MAC-agpec us Tabaunupl.

KomaHObi pexcuma Privileged EXEC

Bupa 3anpoca KomaHAHOM CTPpoKM pexkmma Privileged EXEC:

console#

Tabnunua 58 — KomaHabl pexkuma Privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

show mac-address-table
address mac_addr [interface
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port |
tengigabitethernet te_port }]

fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11)

MpocmoTp Bcer Tabamubl MAC-agpecos.

show mac-address-table count

MoKa3aTb Ko/iMyecTBo 3anucei B Tabanue MAC-agpecos.
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show mac-address-table count
summary

MoKasaTb CyMMapHYHO CTaTUCTUKY no Tabauue MAC-agpecos.

show mac-address-table
dynamic unicast [vlan vian_id]
[address mac_add] [interface
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port |
tengigabitethernet te_port }]

vlan_id: (1..4094);
fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11)

MokasaTb Tabanuy ¢ AMHamuyeckumm MAC-agpecamm.

clear mac-address-table
dynamic [interface
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port |
tengigabitethernet te_port }]
[vlan vian_id]

vlan_id: (1..4094);
fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11)

Y8anuTb AMHamuyeckue 3anucu M3 Tabamubl MAC-agpecos.

show mac-address-table
secure

MokasaTtb Tabanuy ¢ 3awmiieHHbIMM MAC-agpecamu.

show mac-address-table
secure recovery-file

MokaszaTtb Tabanuy ¢ 3awmieHHbiMM MAC-agpecamu, KoTopble co-
XPaHATCA NpU NepesarpyskKe.

show mac-address-table
secure [vlan vian_id] [address
mac_add] [interface
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}]

vlan_id: (1..4094);
fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11)

MokasaTtb Tabanuy c¢ 3awmweHHbiIMM MAC-agpecamun ana yKasaH-
Horo nHtepdeiica.

show mac-address-table ad-
dress mac_add [interface
{fastethernet fa_port | giga-
bitethernet gi_port | two-
pointfivegigabitethernet
two_port | tengigabitether-
net te_port}]

fa_port: (0/1..24);
gi_port: (0/1..48);

two_port: (0/1..8);
te_port: (0/1..11

MokasaTtb Tabanuy MAC-agpecoB a4na yKkasaHHOro nHtepdelica.

clear mac-address-table secure
[interface

{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port |

tengigabitethernet te_port} ]

fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11)

Yaanutb 3awmiieHHble MAC-agpeca 13 Tabaunubl Ha MHTepdeiice.

show mac-address-table static
unicast [vlan vian_id] [address
mac_add] [interface
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}]

vlan_id: (1..4094);
fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11)

MokasaTtb Tabanuy co ctatnyeckumn MAC-agpecamu.

show mac-address-table [vlan
vlan_id] [address mac_add]
[interface {fastethernet
fa_port | gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}]

vlan_id: (1..4094);
fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11)

MNokasaTtb Tabanuy MAC-agpecoB ansa ykasaHHoro VLAN.
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show garp timer [port
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}]

vlan_id: (1..4094);
fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11)
group: (1..24)

OT06pa3unTb 3HaYeHun Talimepos GVRP Ha nHTepdeliicax.

show gvrp statistics [port
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}]

fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11)
group: (1..24)

OT06pa3nTb CTaTUCTUKY NpoToKoa GVRP.

clear garp counters{all | port
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}]

fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11)
group: (1..24)

OuncTUTb CTAaTUCTUKY NpoToKona GARP.

show vlan

MokasaTtb MHbopmauuio o Bcex VLAN.

show vlan id vian_id

vlan_id: (1..4094)

Moka3aTb MHPOPMaLUIo MO KOHKpeTHoMy VLAN.

show vlan protocols-group

Moka3aTb MHGOPMALMIO O HACTPOEHHBIX FPYMMNAxX U NPOTOKO/IaX.

show protocol-vlan

MokasaTtb nHpopmaumto o VLAN, cOOTBETCTBYIOLWMX rPynnam npo-
TOKO/10B Ha pa3HbIX NOpTax.

KomaHOwb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perknuma EXEC:

console#

Tabnuua 59 — KomaHab! pexxknma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show interfaces switchport {
fastethernet fa_port|
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}

fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11)

Moka3aTb KOHdUrypaLmMio NopTa, rPynnbl NOPTOB.

4.9 Selective Q-in-Q

JaHHaa ¢yHKUMA NO3BONSET Ha OCHOBE CKOHOUIYPUPOBAHHbIX NPaBua GUALTPALUKM NO HOMEpam
BHyTpeHHMX VLAN (Customer VLAN) npousBoauTtb aobasneHune BHewHero SPVLAN (Service Provider’s
VLAN), nogmeHsTb Customer VLAN.

[nA ycTpoiicTBa co34aeTcA CNMCOK NPaBW, Ha OCHOBaHMM KOTOpbIX byaeT obpabaTbiBaTbea TpaduK.

Bupa, 3anpoca KOMaHAHOM CTPOKM peXkMma KOHpUrypaumm nHtepoeiica KoHPuUrypaumm:

console# configure terminal
console (config) # interface{fastethernet fa port | gigabitethernet gi port | gi
tengigabitethernet te port| port-channel group|range({..}}

console (config-if) #
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Tabnnua 60 — KomaHabl pexkuma KoHourypauum nHtepdelica (amanasoHa nHtepodeicos) Ethernet

3HayeHue/3HayeHue

KomaHda Aelicmeue

o ymoa4aHuro
selective-qinq list ingress Co3paTtb NpaBMIo, Ha OCHOBAaHUM KOTOPOTO BHELIHAA MeTKa
override-vlan vian_id [ingress- vlan_id: (1..4094) ingress_vlan_id Bxopawero naketa 6yaeTt sameHATbcA Ha vlan_id.
vlan ingress_vlan_id] ingress_vlan_id:
no selective-qing list ingress (1..4094) Ypanutb yKasaHHoe npasunio selective qing ans Bxogawmx nake-
[ingress-vlan vian_id] TOB.
selective-ging list egress Co3paTb NpaBMIO, HA OCHOBAHMM KOTOPOTO BHELIHAA MeTKa
override-vlan vian_id ingress- vlan_id(1..4094); ingress_vlan_id ncxoaswero nakeTa 6yaet 3ameHATbCA Ha vian_id.
vlan ingress_vlan_id ingress_vlan_id:
no selective-qing list egress (1..4094) YpanuTb cnucok npasun selective ging An1a ncxoAALwMX NaKeToB.
[ingress-vlan vian_id]
selective-qinq list ingress add- .

vlan_id: (1..4094); Co3aaTb NpaBwuiIo, Ha OCHOBAHUM KOTOPOro Ans TpaduKa ¢ BHeLU-

vlan vlan_id [ingress-vlan

. ) Hel meTkoW ingress_vlan_id 6ypeT nobasnatbca metka ¢ vlan_id.
ingress_vian_id] -~ —

ingress_vlan_id:

no selective-qginq list ingress YpanuTb ykasaHHoe npasuao selective ging ana exogawmx nake-

' X (1..4094)
[ingress-vlan vian_id] TOB.
selective-qinq list ingress Co3paTtb NpaBu/Io, Ha OCHOBaHMM KOTOPOTO TPadUK C BHELLHEN MeT-
{deny | permit} [ingress-vlan Kol ingress_vlan_id nponyckaetcs 6e3 uameHeHUi unun oTbpacsl-
ingress_vlan_id] BaeTcA. Ecam ingress_vlan_id He yKka3aH, To NponycKaTbCa UK OT-
bpacbiBaTbcs byaeT Becb TpaduK.
vlan_id (1..4094); - deny — 3anpeLaeT NPOXoOXKAEHME NAKETOB C YKAa3aHOMN BHeLLHeN
ingress_vlan_id: METKOM;
(1..4094) - permit — paspeLuaeT NPOXOXKAEHNE NAKETOB C YKa3aHHON BHeL-
HeW MeTKOM.
no selective-qing list ingress YpanuTb ykasaHHoe npasuao selective ging ana exogAawmx nake-
[ingress-vlan ingress_vlan_id] TOB.

KomaHObI pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 61 — KomaHabl pexkuma EXEC

3Ha4yeHue/3HayeHue

Aelicmeue
o yMon4aHuo

KomaHda

show selective-ginq OTobpa3unTb cnucok npasun selective sqing.
[fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group]

4.10 Storm Control gna pasanyHoro Tpaduka (broadcast, multicast, unknown
unicast)

«lUTopm» BO3HMKaeT BCAeaCTBME 4Ype3mMepHOro KoJmyecTsa broadcast-, multicast-, unknown
unicast-coo6u.|,eHm71, OAHOBpPeEMEHHO NepegaBaemblX MO CETU Yepe3 OAUNH NOPT, YTO NPUBOAUT K NEPErpPy3Ke
pecypcoB ceTu U NOABAEHUIO 3a4epXKeK. «LLITopm» MOXKeT BO3HUKHYTb MPU HAANYNKU «3aKONbLLOBAHHbBIX»
cermeHToB B ceTu Ethernet.

KOMMYTaTOP namepAaeTr CKOPOCTb MNPUHMMaAeEMOro wnpoKosewaTesbHOro, MHOroagpecHoro wu
Hen3BeCTHOro oaHoagpecHoro Tpad)MKa Ana nopToB C BKAKOYEHHbIM KOHTPOJIEM LLUMPOKOBELLATENIBHOTO
«wTopma» n OT6paCbIBaeT NaKeTbl, €C/IN CKOPOCTb NpeBbIAET 3a4aHHOE MAaKCUMa/IbHOE 3HAa4YEHUE.
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KomaHObI pexcuma 210b6aabHol KOHGuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B peXKMMe rnobanbHOM KoHUrypaumm:

console (confiqg) #

Tabnunua 62 — KomaHabl perknma rnobanbHo KoHpUrypaumm

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuro

Aelicmeue

storm-control mode {kbps |
pps}

-/pps

YcTaHoBUTb rN06anbHO Kakune eanHNULLbI U3MepeHnsa HeobXxoa4MmMo
MCNONb30BaTb.

- pps — 06bem TpaduKa NaKeTOB B CEKYHAY;

- kbps — 06bem TpadumKa K6UT B CEKYHAY.

KomaHObI pexcuma KoHgpu2ypayuu uHmepgetica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKU B pexnume KoHoburypauum uHtepdelica Ethernet, nntepoeiica

rpynnbl NOPTOB:

console (config-if) #

Tabaunuya 63 — KomaHabl perkmuma KoHourypaumm nHtepdeiica Ethernet

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

storm-control multicast level
{pps | kbps}

no storm-control multicast
level {pps | kbps}

pps: (1..262142);
kbps: (16..4194272)

BKtOUNTL KOHTPO/Ib MHOFOaAPEeCcHOro TpaduKa:
- pps — 06bem TpaduKa NAKETOB B CEKYHAY;
- kbps — o6bem TpadumKka KOUT B cekyHAay.

BbIKNOUMTL KOHTPOJIb MHOTOAAPECcHOro TpaduKa.

storm-control dif level {pps |
kbps}

no storm-control dif level
{pps | kbps}

pps: (1..262142);
kbps: (16..4194272)

BK/IOYMTb KOHTPO/Ib HEM3BECTHOMO OZHOAAPECHOro TpaduKa.
- pps — 06bem TpaduKa NAKeTOB B CEKYHAY;
- kbps — o6bem TpadurKa KOUT B ceKyHAY.

BbIKNOYUTL KOHTPO/Ib OAHOAAPECHOrO TpaduKa.

storm-control broadcast level
{pps | kbps}

no storm-control broadcast
level {pps | kbps}

pps: (1..262142);
kbps: (16..4194272)

BK/IIOUMTb KOHTPOb LUMPOKOBELLaTeNbHOrO TpaduKa.
- pps — 06bem TpaduKa NAKETOB B CEKYHAY;
- kbps — o6bem TpadurKa KOUT B ceKyHAY.

BbIKNOYNTb KOHTPOIb LWMpOKoBeLLaTeNIbHOIo Tpad)MKa.

storm-control {multicast | dlf |
broadcast} action {shutdown |
trap | trap-and-shutdown}

no storm-control {multicast |
dIf | broadcast} action

HasHauuTb aeicTeme, BbINOAHAEMOE NPY NPEBbILWEHUM 334aHHOIO
NMmuUTa 06bema MHOroagpPecHoro, HeM3BeCTHOro 04HOaAPECHOro
WU WMpPOKoBeLLaTebHoro Tpaduka. Npu obHapyKeHUn npesblie-
HWA 334aHHOTO IMMUTA UHTEPOENC MOXKET BbITb OTKAIOYEH
(shutdown), otnpasneH SNMP-trap (trap) uam moryT 6biTb BbINOA-
HeHbl 06a fgeicteua (trap-and-shutdown).

OTmeHuUTb AeVICTBMe npu o6Hapy>+<eva| MHOroagpecHoro, Hems-
BECTHOIro oAHOa4pecHOro nam WwmupokosewaTenbHoOro Tpad)MKa.

KomaHOwb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM perknuma EXEC:

console#
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Tabnuua 64 — KomaHabl pexkmma EXEC

Komanoa 3HayeHue/3Ha4yeHue Neiicmeue
o ymon4aHuro
show interface [fastethernet Moka3aTb KOH$UrypaLmio GyHKLMN KOHTPONA LMPOKOBELLLATE Nb-
fa_port | gigabitethernet fa_port: (0/1..24); HOTO «LWTOPMa» A/A YKazaHHOro nopTa, MM6O BCEX MOPTOB.
gi_port | gi_port: (0/1..48);
twopointfivegigabitethernet two_port: (0/1..8);
two_port | tengigabitethernet te_port: (0/1..11);
te_port | port-channel group] group: (1..24)

storm-control

show storm-control - OTOB6parKaeT TEKYLLYIO HACTPOMKY EAMHUL USMEPEHUS.

4.11 Tpynnbi arperayumn KaHanos — Link Aggregation Group (LAG)

KommyTaTopbl obecneuynsaloT NogaepXKy rpynn arperaumm KaHanos LAG B KonMyecTBe COrnacHoO
Tabnnue 9 (ctpoKa «Arperauus kaHanos (LAG)»). Kaxaas rpynna nopToB A0NXKHA COCTOATb U3 UHTepdelicos
Ethernet c ogMHaKoBOI CKOPOCTbIO, paboTatoWwmx B AynaeKCHOM pexmme. O6begmMHeHWe NOPTOB B rpynny
yBE/IMUMBAET MPOMYCKHYIO CNoCOBHOCTb KaHajfa MeKay B3aMMOAENCTBYIOWUMN YCTPOUCTBAMU U
MOBbILWAET OTKAa30yCTOMYMBOCTb. [pynna NnopToB ABAAETCA AN KOMMYTaToOpa O4HMM IOTMYECKMM NMOPTOM.

YCcTpoWcTBO NoadeprKMBaeT ABa peXmma paboTbl rpynnbl NOPTOB — CTAaTMYECKaA rpynna u rpynna,
paborTatowas no npotokony LACP. PaboTta no npotokosny LACP onucaHa B COOTBETCTBYIOLIEM pa3gene
KOHUrypauum.

/ Ecau gna nntepdeiica nponsseaeHbl HACTPOMKKU, TO ANa Ao6aBneHUA ero B rpynny cneayer
BEPHYTb HAaCTPOMKU NO YMONIHAHMUIO.

[obasneHne nHTepdeicos B rpynny arperauymn KaHanoB AOCTYNHO TONbKO B peXKMMe KOHOUrypaumum
nHTepdelica Ethernet.

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHPurypaumnm nHtepdelica Ethernet:

console (config-if) #

Tabnnua 65 — KomaHabl pexkmma KoHourypauum nHtepdelica Ethernet

3HavyeHue/3HayeHue "
KomaHoa / Aelicmeue
o ymon4aHuio

channel-group group mode {on [o6asuntb Ethernet-uHTepdeiic B rpynny nopTos.
| active | passive} - On — po6aBnUTb MHTEpdENC B CTaTUHECKYIO Fpynny NOPTOB;
- Active — o6aBuUTb MHTepdeENiC B rpynny NOpToB, paboTaroLLmx
no npotokonay LACP, npu atom otnpaska PDU ocyLliectenaerca
BCeraa;

group: (1..24); - Passive — no6aBnTb nHTepdeiic B rpynny nopTos, paboTatoumx
mode: (on, active, no npotokony LACP, npu sTtom otnpaska PDU ocyuiectsasetca

passive) TO/IbKO B TOM C/ly4ae, ecam ycTpoictso nonyyaet PDU ot cocep-

Hero ycTpoWucTBa.

l Ecnu 3HaueHne MTU ana Ethernet n Port-Channel un-
- TepdeiicoB oTanuaoTcAa, To 406aBUTb AAHHbIM
Ethernet-uHtepdeiic B rpynny nopToB Henb3A.

no channel-group Yaanutb Ethernet-nHtepdeiic n3 rpynnbl NOpTOB.

KomaHObI pexcuma 210b6aabHol KOHGuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKU perknuma rnobanbHoOM KOHGUIypauum:

console# configure terminal
console (config) #
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Tabnnuya 66 — KomaHabl pexkmma rnobanbHol KoHpUrypaumm

3HayeHue/3Ha4yeHue
no ymon4yaHuro

KomaHoa Aelicmeue

shutdown port-channel o
OTKAtOUNTL paboTy moayns port-channel Ha ycTpoiicTse.

I [laHHaA KOMaHAa oTKAoYaeT paboTy moayns port-

o channel c 6e3B03BpaTHbIM yAaneHUem BCex HaCTPoeK
-/BKAOYEHO
6n0Ka LAG.

no shutdown port-channel BkntounTb paboty mogynsa port-channel Ha ycTpolicTse.
port-channel load-balance 3afaTb MexaHu3m 6anaHCMpPOBKM Harpysku ana ctpaternn ECMP
{src-dest-mac-ip | src-dest-mac W ANA PYNnbl arpernpoBaHHbIX MOPTOB.
| src-dest-ip | - src-dest-mac-ip — mexaHu3m 6anaHCUPOBKM OCHOBbIBAETCA Ha
src-dest-mac-ip-port | MAC-agpece v IP-agpece NCTOYHUKA M NoAyyaTens;
dest-mac | dest-ip | src-mac - src-dest-mac — mexaHu3m 6anaHCMPOBKM OCHOBbIBAETCA Ha
src-ip} MAC-agpece UCTOYHMKA M Noy4vaTens;

- src-dest-ip — mexaH1M3m H6anaHcMpoBKM OCHOBbLIBaeTCA Ha IP-aa-
pece UCTOYHMKA U NoayyaTens;

- src-dest-mac-ip-port — mexaHn3m 6anaHCUPOBKM OCHOBbLIBA-
-/src-dest-mac etca Ha MAC-agpece, IP-agpece NCTOYHUKaA M nony4vaTensa, a
Takke TCP-nopTe Ha3HayeHus;

- dest-mac — mexaHn3m HanaHcMpPoBKM OCHOBbIBaeTcA Ha MAC-
agpece nonyyatens;

- dest-ip — mexaHM3m 6anaHCUMPOBKM OCHOBbLIBaeTcA Ha IP-aa-
pece nonyyaTens;

- Src-mac — mexaHu3m 6anaHcMpPoBKK ocHOBbIBaeTcA Ha MAC-
aapece UCTOYHMKa;

- src-ip — mexaHm3m 6anaHCMpPOBKM OCHOBbIBaeTcA Ha IP-agpece

MCTOYHMKA.

set port-channel enable BkatounTb paboTy LAG rnobanbHo Ha KommyTaTope.
set port-channel disable BbIkntounTb paboTy LAG rnobanbHO Ha KommyTaTope.
set port-channel independent- -/OTKNIOYEHO BKNHOUMTb aBTOHOMHbIN pesknm paboTbl LAG.

mode enable

set port-channel independent- BbIK/IIOUNTb aBTOHOMHbIN pexkum paboTsbl LAG.

mode disable

’ Ha ycrpoitctBax MES2424 u MES2448 Bbl6paHHbIA anroputm 6a1aHCUPOBKU

= 6yaet paboTtatb TONbKO AnA TpaduKa ¢ 0byyeHHbIM agpecom B MAC-Tabauue.
Ecnn MAC-agpec HasHavyeHuA TpaduKa OTCyTCTBYeT B Tabauue, 6anaHcnpoBka
6yaer NnpousBoAUTLCA NO METOAAM:
— L2-Tpaduk - src-dest-mac;
— L3-tpaduk(IPv4/IPv6) — src-dest-ip.

4.11.1 Cmamuyeckue 2pynnol azpe2ayuu KaHan0e

CDYHKLI,MEﬁ CTaThdecKkux rpynn LAG asnaetca OG'bEAI/IHEHI/Ie HECKOJIbKUX d)I/I3VI‘-IECKVIX KaHa/10B B O4UH,
YTO NO3BOJIAET YBE/INYNTb NPONYCKHYIO CNOCOBHOCTb KaHana U NOBbICUTb ero OTKa30yCTOl\;1‘-IMBOCTb. Ona
CTaTUYECKUX rpynn NpUopmnUTeT MCNOJ1Ib30BaHNA KaHA/10B B O6'bep,MHeHHOM ny4ykKke He 3a4aeTCA.

DAna BknoueHna paboTbl MHTepdeiica B cOcTaBe CTaTUHECKOM rpynnbl UCNOb3yiATe KOMaHAY
channel-group {group} mode on B pexxume KoH$Urypauum cooTseTcTByIOLLEro MHTepdeiica.

4.11.2 lpomokKon azpez2ayuu KaHanoe LACP

dyHKumelt npoToKona Link Aggregation Control Protocol (LACP) sBnsieTca 06beAilHEHNE HECKONBKNX
dM3nYEeCKMX KaHaNoB B OAMH. ArperMpoBaHMe KaHa/lioB WMCMOAb3yeTca ANS YBE/NMYEHUS MPOMNyCKHOM
CNocobHOCTM KaHana M MoBbIWEHUA €ro O0TKasoycTonumsocTu. LACP nossonseT nepeaaBatb Tpaduk no
06begMHEHHbBIM KaHanam B COOTBETCTBMM C 3aaHHbIMU MPUOPUTETAMMU.
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v

uMHTepdeinca.

KomaHObI pexcuma 2a06ana6Hol KOHgu2ypayuu

Dna BKAloueHUa paboTbi

Bupg, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobasnbHoM KOHPUrypaLumm:

console (config) #

Tabnunuya 67 — KomaHabl pexkmma rnobanbHoM KoHpUrypaumum

uHtepdeiica no nporokony LACP wucnonb3yitte KomaHay
channel-group {group} mode active/passive B pexxnme KOHPUrypaumm coOTBETCTBYIOLLErO

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

lacp system-priority value

no lacp system-priority

value: (0..65535)/1

YCTaHOBUTb NPUOPUTET CUCTEMDbI.

YCTaHOBUTb 3HAYEHMe Nno YMO/I4aHUIO.

lacp system-identifier
mac_addr

no lacp system-identifier

YcTaHoBuUTb id yyacTHMKa lacp.

Yaanutb id yyacTtHuKa lacp.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHPuUrypaumnm nHtepdelrica Ethernet:

console (config-if) #

Tabnvua 68 — KomaHabl pexkmuma KoHpurypaumm uHtepoderica Ethernet

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

lacp timeout {long | short}

no lacp timeout

-/long

YCTaHOBUTb aAMUHUCTPATUBHbIV TaliMayT npoTokosa LACP:
- long — pnuTtenbHoe Bpema TalimayTa;
- short — manoe Bpems TalimayTa.

YCTaHOBUTb 3HAYEHME MO YMONYAHMIO.

lacp port-priority value

no lacp port-priority

value: (1..65535)/1

YcTaHoBUTb NpuopuTeT nHTEpdelica Ethernet.

YCTaHOBUTb 3HAYEHME MO YMOYAHUIO.

KomaHOwb! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 69 — KomaHabl pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
Mo yMoA4YaHuo

Aelicmeue

show lacp {port_chanel_id}
{neighbor [detail]| counters}

MokaszaTtb MHPopmauuio o npoTtokone LACP.

show etherchannel summary

MpocmoTp Hpopmauum o LAG.

show etherchannel detail

MpocmoTp nogpobHoi nHdopmaumm o LAG.

show etherchannel load-
balance

MpocmoTp anroputma 6anaHcuposku LAG.

show etherchannel protocol

MpocmoTp npoTtokona LAG.

show etherchannel port

MpocmoTp MHPopmauum o nopTtax B coctase LAG.

show etherchannel port-
channel

MpocmoTp Hpopmauum o LAG.
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MNpumep HacTPOMKMU:

console (config)# set port-channel enable
console (config) # interface port-channel I

console (config-if) #

no shutdown
exit

console (config) # interface range gi 0/1-2
console (config-if-range)# no shutdown
console (config-if-range) # channel-group I mode active

(
(
(
console (config-if) #
(
(
(

4.12 HacrtpoiKa IPv4-agpecauum

B gaHHOM pa3gene onnCaHbl KOMaHAbl ON1A HaCTpOD’IKM CTaTU4eCKMUX napametTpos IP—a,u,pecau,MM,
TaKUX KaK IP—ap,pec, MacCKa noaceTu, Wa3 no YMON4aHULO.

KomaHObI pexcuma KoHgu2ypauuu uHmepgpetica VLAN

Bupa 3anpoca KOMaHAHOM CTPOKM B perknme KoHourypaumm nutepdeinca VLAN:

console (config-if) #

Tabnunua 70 — KomaHabl perknuma KoHourypaumm nHtepdeiica

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip address ip_address
{ip_mask

|prefix_length} [secondary
{ip_address {in_mask

| prefix_length} }]

no ip address [ip_address]

HasHaueHune 3agaHHOMY UHTepdelicy IP-agpeca 1 Macku noaceTu.
- secondary — no3Bo/IAET HACTPOUTL AOMNONAHUTENbHbIE IPV4-
agpeca Ha Tekywwmit interface vlan. nsa HacTpoliku TpebyeTca
Ha/Mume ocHosHoro IPv4-agpeca Ha uHTepdelice.

Ypnanenue IP-aapeca uHtepdelica.

ip management outer-vlan
vlan_id

no ip management outer-vlan

vlan_id: (1...4094)

BktoyeHne 0bpaboTkm QinQ-TpadmKa ynpasneHus Ha CPU. MNapa-
meTp vlan-id HasHavaeT BHewwHW Ter 802.1Q.

l Dna KoppeKTHo paboTbl GyHKLUKN Heo6XoAMMO Hanu-

- ymne akTuBHoro vlan_id Ha KommyTaTope. Npu aTom one-
paTuBHoe coctoaHue interface vlan, Ha KoTopom HacTpaunBaeTca
GYHKUMA, LOMKHO 6bITb up.

' [aHHble HACTPOWKKU BbIMOJIHAIOTCA HA UHTepdeice C-

H VLAN.

BbikntoyeHne 06paboTkm QinQ-Tpaduka ynpasneHus Ha CPU.

ip address dhcp [client-id
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port

| tengigabitethernet te_port |
vlan vian_id}] [hostname
name]

no ip address dhcp

vlan_id: (1-4094);
fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11);
name: (1..32) cumBona

Monyuyerue IP-agpeca ot DHCP-cepsepa. YcTaHOBKa onuuii 12 1
61.

3anpet ncnonb3osaHuA npotokona DHCP gna nonyyeHus IP-
agpeca ot DHCP-cepsepa.

ip dhcp client vendor-
specific string

string:(1..256)/moaens

YcTaHOBWUTb 3HaYeHne onuum 60.

no ip dhcp client vendor- KOMMyTaTopa YCTaHOBWTb 3HaYeHUe No YMOIYAHUIO.
specific
Mo-ymonuaHuto, untepoeiicol Vlan Haxoaarca B coctosHum Admin down. Mpusectu B co-
. croaHue Admin Up ux moxHo komaHgoi no shutdown.
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Mpumep HacTpoikmn obpaboTkm Tpadumka c S-vlan 10, C-vlan 20 Ha CPU:

console#

console (config) # interface wvlan 20
console (config-vlan)# ip management outer-vlan 10

KomaHOb1 pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHON CTPOKKM B pexume privileged EXEC:

console#

Tabnnua 71 — KomaHgbl pexkmuma privileged EXEC

3Ha4yeHue/3HayeHue

Aelicmeue
110 yMOYAHUIO

KomaHda

renew dhcp vlan vlan_id

vian_id: (1..4094) OTtnpasuTb 3anpoc K DHCP-cepBepy Ha o6HoBNEeHMe IP-agpeca.

show ip interface vlan vian_id

MoKasaTb KoHdUrypaumio IP-agpecauun 418 yKasaHHOIo UHTep-

vlan_id: (1..4094) devica

4.13 HacTtpoiiKa IPv6-agpecauum

4.13.1 Npomokon IPv6

KommyTaTopbl noaaepKMBatoT paboTy no npoTokony IPv6, 4To ABnseTcA 601bLNM NPEUMYLLLECTBOM,
T.K. NpoToKoA IPv6 paspaboTaH gns Toro, 4Tobbl B 6yAyLLemM NOJHOCTbIO 3aMEHUTb agpecaLmio NPoToKoAa
IPv4. Mo cpaBHeHuto ¢ IPv4 npoTokon IPv6 umeeT pacluMpeHHOe agpecHoe npocTpaHcTBo — 128 6uT BmecTo
32. Agpec IPv6 npegcTtasnneT coboit 8 6/10K0B, pasaefieHHbIX 4BOETOYMEM, B KarKaom 6n1oKke 16 6ur,
3aNCaHHbIX B BUAE YeTblpex WeCTHaguaTepuyHbiX ymncen.

Momumo yBennyeHMA aApPecHOro MNPOCTPaHCTBA NPOTOKOA IPv6 mmeeT uepapxmyeckyto cxemy
afpecaunn, obecrneumBaeT arperauyio MapLUpyTOB, YNnpowaeT Tabavuy MaplpyTMsauuu, npu 3TOom
3 PeKTMBHOCTb PabOTbl MapLLPYTM3aTOPA NOBLILLAETCA 33 CHET MEXaHM3Ma OOHapyKeHMA COCeAHUX Y310B.

Y

v

Ecnu 3HayeHue rpynnbl MM HECKONbKUX rpynn Nnoapaa B agpece nporokona IPvé pasHo Hynto
— 0000, TO pMaHHble Trpynnbl MoOryT ObiTb onyweHbl. Hanpumep, agpec
FE40:0000:0000:0000:0000:0000:AD21:FE43 moxeT 6biTb cCOKpaleH go FE40::AD21:FE43. Co-
KpaleHUIo He moryT 6biTb No4BePrHyThl 2 pasaesieHHble Hy/1eBble rpynnbl U3-3a BOSHUKHO-
BeHuA HeogHo3HauHocTU. CoKpalaetca caman 6obluasn HyseBas rpynna.

EUI-64 — at0 npeHtudukarop, cosgaHHblii Ha 6ase MAC-appeca uHtepdeiica, ABnatoWMACA
64 mnapgwummn 6utamm IPvb-agpeca. MAC-agpec pa3buBaerca Ha ABe 4actTm no 24 6ura,
MeXpay Kotopbimu aobasnserca KoHcTaHTa FFFE.

4.13.2 Hacmpoliku npomokKona IPve

KomaHObI pexcuma 2a06asab6Hol KoOHgu2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexkmnma rnobanbHOM KOHGUrypaumm:

console (config) #
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Tabnunua 72 — KomaHabl perkuma rnobanbHo KoHGUrypaumm

KomaHda

3HayeHue/3HayeHue
o ymon4aHuro

Aelicmeue

ipv6 unicast-routing

no ipv6 unicast-routing

-/BKIOYEHO

BK/IIOUMTL MapLLIpYTU3aLMI0 MEXAY ipv6-npedukcamm.

OTKNOUUTD MapLLPYTU3ALMIO MEXAY ipVE-npedurkcamm.

ipv6 neighbor ipv6_address
vlan vian_id MAC-address

no ipv6 neighbor ipv6_address
vlan vian_id MAC-address

ipv6_address:
XXXX:: XXXX;
vlan_id: (0...4094);
MAC-address:
XX XXX XX XX XX/ -

Co3paTb cTaTUYecKyto 3anuck ipvb neighbor.

Y4anuTb CTaTMYecKyto 3anuch ipvé neighbor.

ipv6 route ipv6_address prefix-
length {vlan vian_id |
next_hop_ipv6_address}
[administrative_distance]
[{unicast | anycast}] | next-
hop-ipv6-address}

no ipv6 route ipv6_address
prefix-length {vlan vian_id |
next_hop_ipv6_address}
[administrative_distance]
[unicast | anycast]

ipv6_address:
XXXX:XXXX;
prefix-length: (0-128);
vlan_id: (1..4094);

next_hop_ipv6_address:

XXXX:: XXXX:
administrative_distance:

(1-255)

HacTpouTb CTaTMUYECKUIA MapLIPYT A0 YKa3aHHOro ipve-npedukca.

Y[anuTb CTaTUYECKUI MapLipyT A0 YKa3aHHOro npedukca.

KomaHObI pexcuma KoHgu2ypauuu uHmepgetica VLAN

Buz 3anpoca KOMaHAHOM CTPOKM B pexnme KoHUrypaumm nutepoeica VLAN:

console (config-if) #

Tabnvua 73 — KomaHabl pexkuma KoHburypaumm nHtepoeiica

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ipv6 enable

no ipv6 enable

-/BbIKNtOYEHO

BkatounTb paboTy npoTokona IPv6 Ha nHTepdeiice. leHepupyeT
ipv6 link-local agpec Ha gaHHOM nHTepdelice.

OTKNtoUNTL paboTy NpoToKona IPv6 Ha nHTepdeiice.

ipv6 address ipv6_address
prefix-length link-local cga

no ipv6 address ipv6_address
prefix-length link-loca

ipv6_address:
XXXX::XXXX;
prefix-length: (0-128)

YctaHoBuUTb ipv6 link-local agpec Ha aaHHOM nHTepdeiice.

Yaanuts ipv6 link-local agpec Ha faHHOM MHTepdeiice.

ipv6 address ipv6_address
prefix-length [unicast |
anycast | eui64]

no ipv6 address ipv6_address
prefix-length [unicast | anycast
| eui6d]

ipv6_address:
XXXX::XXXX;
prefix-length: (0-128)/-

HacTpouTb yKasaHHbIV ipv6-aapec Ha nHTepdeiice.
- eui64 — ucnonb3osaTb anroputm EUI-64 ana reHepaumm agpeca.

YaanuTb yKasaHHbIi agpec ¢ uHtepderica.

KomaHObI pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM perknuma EXEC:

console#

Tabnnua 74 — KomaHapl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
10 yMOA4YaHUIo

Aelicmeue

show ipv6 interface [vlan
vian]

OT06pPa3nTb COCTOAHME U HAaCTPOMKU IPV6-nHTepdelicos.

show ipv6 route
[connected | static |
summary | ipv6-prefix]

OT06pasnTb Tabanuy maplupyTusaunv ans IPve.
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show ipv6 traffic [interface
vlan {vlan-id/vfi-id}] [hc]

OT06pasnTb CTAaTUCTUKY MO MPUHATLIM U OTMNPABAEHHbIM
IPv6-nakeTtam.

4.14 HacTpoiiKa NpOTOKON0B

4.14.1 Hacmpolika npomoKosaa ARP

ARP (Address Resolution Protocol — npoTokon paspelweHuns aapecoB) — NPOTOKON KaHa/bHOro
YPOBHS, BbINONHAWMIA yHKUMIO onpegeneHna MAC-agpeca Ha OCHOBaHMM COAEeprKaLLLerocs B 3anpoce

IP-agpeca.

KomaHObI pexcuma 2a06ana6HolU KOHguU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKK B pexknume r1ob6asibHOMN KoHdUrypaumm:

console (config) #

Tabnunua 75 — KomaHabl pexkmuma rnobanbHo KoHPUrypaumnm

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

arp ip_addr hw_addr [vlan
vlan_id]

no arp ip_addr

dopmar ip_addr:
A.B.C.D;
dopmat hw_address:
H.H.H
H:H:H:H:H:H
H-H-H-H-H-H;
vlan_id: (1..4094)

[06aBuTb cTaTUUeckyto 3anucb cootsetcTaus IP- u MAC-agpecos
B Tabanuy ARP ana ykasaHHoi VLAN.

- ip_address — IP-agpec;

- hw_address — MAC-agpec.

Ypanutb cTaTMYecKyto 3anucb cootseTtcTauaA IP- n MAC-agpecos
13 Tabaunubl ARP ansa ykasaHHoro B KomaHgae IP-agpeca.

arp gratuitous interval seconds

no arp gratuitous interval

seconds:
(15..86400)/150 cekyHa,

YCTaHOBWTbL MHTEPBAN MEXKAY OTNPaBKoM gratuitous arp cooblue-
HUN.

YCTaHOBUTb 3HAYEHME MO YMOJIHAHUIO.

arp timeout seconds

no arp timeout

seconds: (30..86400)
ceK

HacTpouTb Bpems }KU3HW SUHaMUYECKUX 3anuceli B Tabanue ARP
(cek).

YCTaHOBUTb 3HAYEHME MO YMOYAHMIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgetica VLAN

Bupa 3anpoca KOMaHAHOM CTPOKU B perxnume KoHdurypaumm nutepdeinca VLAN:

console (config-if) #

Tabnunua 76 — KomaHabl pexkuma KoHourypauum uHtepdelica

no ip arp gratuitous periodic

3HavyeHue/3HavyeHue .
KomaHda / Aelicmeue
no ymoa4YaHuro
ip arp gratuitous periodic BKAOUMTB OTMNpPaBKy gratuitous arp-coobLLeHn.
-/BKNIOYEHO

BbIKNOUMTL OTNPABKY gratuitous arp-coobLeHui.

KomaHOwbi pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM cTPOKK B pexume Privileged EXEC:

console#
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Tabnunua 77 — KomaHabl perkuma Privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

show ip arp [ip-address
ip_address] [mac-address
mac_addres] [vlan vian_id]

dopmar ip_address:
A.B.C.D
dopmaT mac_address:
H.H.H nan H:H:H:H:H:H
nnun H-H-H-H-H-H;
vlan: (1..4094)

MokasaTtb 3anucu ARP-Tabanupl: Bce 3anucu, puabTp no IP-agpecy;
dunbTp no MAC-aapecy; duabTp No MHTepdecy.

- ip_address — IP-agpec;

- mac_address — MAC-agpec.

show ip arp statistics

MoKasaTb TEKYLLYH CTaTUCTUKY MPOTOKONA arp.

clearip arp

YaanuTb Bce AMHamu4yeckmne sanucu 3 ARP-tabanubl.

4.14.2 MexaHu3m obHapyxceHusa nemens (loopback-detection)

[aHHbIN MexaHW3M N03BOAET YCTOMCTBY OTC/IEKMBATb 3aK0/1bLLOBAHHbIE NOPTbI. [1eTns Ha nopTy 06-
HapyXMBaeTcA MNyTeM OTCbIIKM KOMMYyTaTopom Kaapa (frame) c MAC-agpecom nopta KommyTaTopa B nose
Source MAC v wupoKoBeLaTebHbIM (N0 yMon4aHuio) agpecom B nosie Destination MAC.

KomaHObI pexcuma 2n06as1bHoU KOHpuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKM B pPeXKMME rNo6anbHOM KOHPUIypaLmm:

console (config) #

Tabanua 78 — KomaHgbl pexknuma rnobanbHoi KoHoUrypaumm

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

shutdown loopback-detection

no shutdown loopback-
detection

-/BKAKOYEHO

OTkAtounTb paboTy moayns loopback-detection Ha ycTpolicTse.

’ DaHHas KomaHga oTKA4aeT paboty mogynsa loopback-

L detection ¢ 6e3803BpaTHbIM yAaNeHMEM BCEX HACTPOEK
6n0Ka LBD.

BkntounTb paboty moayna loopback-detection Ha ycTpolicTse.

loopback-detection enable

loopback-detection disable

-/BbIKNIOYEHO

BKAOUMTL MeXaHU3M 06Hapy)KeHMﬂ neTenb ANA KOMMYTATOpPa.

BoccTaHOBUTb 3HaYEeHME N0 YMONYAHUIO.

loopback-detection interval
seconds

seconds: (1..60)/30

YcTaHoBUTL MHTepBan mexay loopback-kagpamu.
- seconds — UHTepBan BpemeHn mexay LBD-kagpamu.

mac_address

CEeKYH
no loopback-detection interval YHA BocCCTaHOBUTbL 3HaYeHWe No YMONYaHUIO.
loopback-detection Onpegenntb MAC-agpec HazHauyeHus, ykasaHHbIn B LDB-Kkagpe.
destination-address - [ffff A fFFf:ff Mo ymonuyaHuio MAC-agpec HasHaYeHUA WMPOKOBELLA-

Y

TeNbHbIN.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanaszoHa uHmepagelicos) Ethernet, uHmep-

gelica epynnsl nopmos

Bua, 3anpoca KomMaHAHOW CTPOKM B pexume KoHourypaumum mHtepdeiica Ethernet, nnrtepdeitca

rpynnbl NOPTOB:

console# configure terminal
console (config) # interface { fastethernet fa port | gigabitethernet

gi port | twopointfivegigabitethernet two port |
| port-channel group}

te port

console (config-if) #

tengigabitethernet

Tabnunua 79 — KomaHabl perknuma KoHourypaumm nHtepdelica Ethernet

KomaHoa

3HayeHue/3HavyeHue
no ymoan4aHuro

Aelicmeue

loopback-detection enable

-/BbIKNIOYEHO

BKIOUMTb MeXaHU3M 06Hapy)KeHMﬂ neTesib Ha NopTy.
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| loopback-detection disable | BoCCTaHOBWTL 3HAYEHME MO YMOYAHMIO.

KomaHObl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnuya 80 — KomaHabl pexkmma EXEC

3Ha4yeHue/3HayeHue
o ymon4YaHuro

KomaHoa Aelicmeue

show loopback-detection
[fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port | statistics]

fa_port: (0/1..24); OTob6pa3unTb cocTosHne mexaHM3Ma loopback-detection.

gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11)

debug loopback-detection [all BKAOUMTbL OTNpaBKy coobuieHmnit no cobbitnam loopback-detec-
| buffer-alloc | control | -/OTKNOHYEHO tion.
critical | pkt-dump | pkt-flow ]

4.14.3 Cemeiicmeo npomokonoe STP (STP, RSTP, MSTP, RPVST+)

OcHoBHoOW 3agavei npotoKkosa STP (Spanning Tree Protocol) aBnsetca npuseaeHue cetn Ethernet c
MHOXEeCTBEHHbIMW CBA3AMM K APEBOBMAHON TOMONOrMKN, UCKAOYAIOWEN LMKAbI NakeToB. KommyTaTopbl
06MeHMBalOTCA KOHPUIYPALUMOHHBIMU COOBLLEHMAMM, UCMONb3YA Kagpbl chneunanbHoro dopmarta, U
BbIOOPOYHO BK/IOYALOT M OTKKOYAOT Nepeaayy Ha NopTol.

Rapid (6bicTpbiii) STP (RSTP) ABnseTca ycoBepllIeHCTBOBaHMEM MNPOTOKona STP, xapakTepusyetcs
MEHbLUMM BpEeMeHeM MpPUBELEHUA CeTM K [PEBOBUMAHOW TOMOMOTUM U umeeT 6osee BbICOKYHO
YCTOMYNBOCTbD.

Mpotokon Multiple STP (MSTP) sBndetcA Haubonee coBpemeHHOW peanusaumein STP,
nogaeprkmpatoweir mcnonb3osaHme VLAN. MSTP npegnonaraer KoHourypauuio Heobxogmmoro
KOJIMYECTBA SK3eMMNASPOB CBA3YIOWEro AepeBa (spanning tree) BHe 3aBUCMMOCTM OT Yncna rpynn VLAN Ha
KommyTaTope. Kaxablii aK3eMnaap MOKeT cogepaTb HeckonbKo rpynn VLAN. HegocTtaTkom npoToKona
MSTP aBnsieTca To, YTO Ha BCEX KOMMYyTATOpax, B3anmogencreyrowmx no MSTP, gonxKHbl O6bITb 04MHAKOBO
CKOHUrypupoBsaHbl rpynnbl VLAN.

V MaKcmmanbHO aonycTtumoe Koam4yectso aksemnaapos MSTP — 64.

4.14.3.1 Hacmpoiika npomokona STP, RSTP

KomaHObI pexcuma 2a0baabHol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHOM KoOHOUrypaumm:

console (config) #

1 dyHKuMA noadepuBaeTca TONbKO Ha mogenax MES2424, MES2424B, MES2424FB, MES2424P, MES2420-48P,
MES2420B-24D, MES2448, MES2448B, MES2448P, MES2411X, MES3400-24, MES3400-24F, MES3400-48, MES3400-
48F, MES3710P.
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Tabnunua 81 — KomaHabl perknma rinobanbHoM KoHpUrypaumm

KomaHda

3Ha4yeHue/3HayeHue
no yMmon4aHuio

Aelicmeue

shutdown spanning-tree

OTKAoYNUTL paboTy moayna STP Ha ycTpoiicTae.
[aHHas KomaHga oTKA4YaeT paboty mogynsa STP ¢ 6es-

. BO3BPaTHbIM yAaneHueMm Bcex HacTpoek 6noka STP.
-/BKntosieno l Mogaynb STP BKAlOYaeTcA KOMaHAo spanning-tree.

.
spanning-tree /BKMioUeHO Pa3spewntb NCNosb30BaHME KOMMYTAaTOPOM NpoTokoaa STP.
no spanning-tree 3anpeTnTb MCNOab30BaHME KOMMYTAaTOPOM NpoTokoaa STP.
spanning-tree mode { rst | YCTaHOBUTb peXxMm paboTbl NpoTokoia STP:
mst | rapid-pvst} - rst — |IEEE 802.1W Rapid Spanning Tree Protocol;

-/MSTP - mst — |EEE 802.1S Multiple Spanning Tree Protocol;

no spanning-tree mode

- rapid-pvst — Rapid Per-Vlan Spanning Tree Protocol.

YCTaHOBUTb 3HAYEHMe Mo YMOI4aHUIO.

spanning-tree forward-time
seconds

no spanning-tree
forward-time

seconds: (4..30)/15 cek

YCTaHOBWUTb MHTEPBAN BPEMEHM, 3aTPAYMBAEMbI Ha NPOCAYLUMBA-
HWEe M U3yyeHWe COCTOAHWIA Nepes NepekNtoYeHUemM B COCTOSHWE
nepegayu.

YCTaHOBWTb 3HaYeHMe N0 YMOYAHUIO.

spanning-tree hello-time
seconds

no spanning-tree hello-time

seconds: (1..2)/2 cek

YCTaHOBWTb MHTEPBA/ BPEMEHM MEXAY Nepefadyamu LMPOKOoBeLLa-
TeNbHbIX coobuieHmni «Hello» K B3aMmogencTBYOWMM KOMMYTaTO-
pam.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHWIO.

spanning-tree max-age
seconds

no spanning-tree max-age

seconds: (6..40)/20 cek

YCTaHOBUTb BpeEMA XKU3HK cBA3ytowero gepesa STP.

YCTaHOBUTb 3HAYEHMe No YMOI4aHUIO.

spanning-tree priority
prior_val

no spanning-tree priority

prior_val:
(0..61440)/32768

HacTpouTb npuopuTeT ycTpolicTea B cBssytolem aepese STP.
3HayeHune npuopuTeTa AONKHO 6bITb KpaTHO 4096.

YCTaHOBWTb 3HaYeHMEe N0 YMOIYAHUIO.

spanning-tree pathcost
dynamic [lag-speed]

no spanning-tree pathcost

-/BbIK/IIOYEHO

BKAtOUNTL AMHAMMYecKoe onpeseneHme LeHHOCTU NyTy.
- lag-speed — onpeaeneHne LEeHHOCTM NyTM ByAeT BbIYMCAATHCA
npu nameHeHmm ckopoctu LAG.

YCTaHOBWTb 3HaYeHMEe N0 YMOIYAHWIO.

spanning-tree pathcost
method {long|short}

YcTaHOBUTbL MeToZ onpeaeneHusa LLeHHOCTU NyTH.
- long — 3HavyeHMe ueHHOCTU B granasoHe 1..200000000;

-/long - short — 3HayeHue LeHHOCTU B AMana3oHe 1..65535.
no spanning-tree pathcost YCTaHOBWTb 3HAaYEHME MO YMOIHAHUIO.
method
spanning-tree compatibility Bepcua coemectumoctun STP.
mst | rst | st
{ | | stp} -/BKNtOYEHO

no spanning-tree
compatibility

YCTaHOBUTb 3HaYeHMe N0 YMOHYAHWIO.

spanning-tree flush-
indication-threshold value

no spanning-tree flush-
indication-threshold

value: (0..65535)

MNoporosoe kKoanyectso TCN BPDU, npu KoTopom 3anyckaeTcs Tai-
Mep, KOTopbIl paBeH 3HaveHuto flush-interval.

YCTaHOBUTb 3HaYeHMe N0 YMOHYAHWIO.

spanning-tree flush-interval
interval

no spanning-tree flush-
interval

interval: (0..500)/0

YCTaHOBUTb 3HaYeHWe MHTepBana, Moc/ie KOTOporo npou3onaér
ounctka MAC-Tabnumubl nocne nonyyeHusa TCN BPDU.

YCTaHOBUTb 3HaYeHMe N0 YMOJTHAHWUIO.

spanning-tree transmit
hold-count count

no spanning-tree transmit
hold-count

count: (1..10)/6

370 3HaYeHMe YKa3biBaeT MaKCMMa/IbHOE KO/IMYECTBO MaKeToB, Ko-
Topble MOryT 6biTb OTNpPaB/ieHbl B 33a4aHHbIN MHTEPBAN BPEMEHM
hello-time.

YCTaHOBUTb 3HaYeHMe MO YMOJIHaHUIO.

Mpu 3agaHun STP napameTpos forward-time, hello-time, max-age Heo6xogumo BbiNo/NHEHUE
e ycnosua: 2*(Forward-Delay - 1) >= Max-Age >= 2*(Hello-Time + 1).
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KomaHObI pexcuma KoHgu2ypayuu uHmepagelica Ethernet, uHmepdgelica 2pynmnsl Nopmos

Bua 3anpoca KOMaHAHOW CTPOKU B pexume KoHoburypaumm mHtepdeinca Ethernet, nntepdeitca
rpynnbl NOPTOB:

console (config-if)#

Tabnunua 82 — KomaHabl pexkmma KoHourypauum uitepdelica Ethernet, rpynnsi noptos

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

spanning-tree disable

3anpetutb paboTy NpoTokona STP Ha KOHGUrypupyemMom UHTep-
deiice.

-/paspeLweHo
no spanning-tree disable /pasp Pa3spewntb paboTy npotokona STP Ha KOHUIypUpyeMom UHTep-
deiice.
spanning-tree cost cost cost: YCTaHOBUTb LLEHHOCTb NYTU Yepes AaHHbIV MHTepdeic.
) - oSt — LEHHOCTb NyTH.
. (1..200000000)/cm. 4 YT
no spanning-tree cost TabnuLy 83 YCTaHOBWUTb 3HayeHWe, OMNpeaesiemoe Ha OCHOBAHWW CKOPOCTU

nopTta M MeToga onpeaeneHna LeHHOCTU NyTH, cM.Tabanuy 83

spanning-tree port-priority
priority

no spanning-tree port-priority

priority: (0..240)/128

YcTaHOBUTbL NpUopuUTET MHTEpPdeica B cBasytlollem aepese STP.

V 3HaueHue NpuopuTeTa AONKHO 6bITb KPaTHO 16.

YCTaHOBWTb 3HaYe€HMe N0 YMOIYAHWIO.

spanning-tree portfast

no spanning-tree portfast

BK/OUNTL PEXKMM, B KOTOPOM NOPT NPY NOAHATUM HA HEM JIMHKA
Cpasy CTaHOBWTCA B COCTOAHMUE Mepeaayu, He AOXMUIAAACh UcTeye-
HUA Talimepa.

BbIKNOUNTL peXMM MOMEHTA/IbHOIO nepexoAa B COCTOAHME nepe-
341 N0 NOAHATUIO KIUHKa».

spanning-tree loop-guard

no spanning-tree loop-guard

-/3anpeleHo

Pa3pelnTb Ha MHTepdelice LONONHUTENbHYIO 3aLLMTY OT NeTenb. B
cnyyae, ecnn uHTepdeinc HaxoaUTCa B COCTOSAAHUM, OTJIMYHOM OT
Designated u npu aTom nepecTaeT nonyyatb BPDU, nHtepdeiic 610-
Kupyertcs.

3anpeTuTb AONONHUTENbHYIO 3alWLMNTY OT BOSHUKHOBEHUA NeTeNb.

spanning-tree guard {root |
loop | none}

no spanning-tree guard

-/vcnonb3oBaHune
rnobanbHoOM HaCcTPOIKK

BKNOUMTDL 3aWUTY KKOPHA» ANA BCEX CBA3YIOLWMX AepeBbeB STP Bbli-
6paHHOro nopra.

- root — 3anpeLaet uHTepdelicy bbiTb KOPHEBLIM NOPTOM KOMMY-
TaTopa;

- loop — BK/tOYaET Ha UHTepdence AONONHUTENbHYIO 3aLUUTY OT
netenb. B cnyyae, ecnu nHtepdeinc HaxoanTCs B COCTOAHUMU, OTINY-
Hom ot Designated n npu aTom nepectaer nosay4yato BPDU, uHTep-
devic bnokupyertcs;

- none — oTKAto4YaeT Bce Guard-pyHKUMM Ha nHTepdeiice.

Mcnonb3oBath r106a/bHY0 HAaCTPOWMKY.

spanning-tree bpduguard
{enable [admin-down |
disable-discarding] | disable |
none}

no spanning-tree bpduguard

-/BbIK/IIOYEHO

PaspewnTb 3aLWmMTy, BbIKAIOYAOLWYHO MHTEpdEC Npu Nnpuéme nake-
TO08 BPDU.

3anpeTuTtb 3aWUTY, BbIKAHOYAOLWYO MHTEpdENC Npy Nnpuéme nake-
TO08 BPDU.

spanning-tree link-type
{point-to-point | shared}

no spanning-tree link-type

-/pna pynnexkcHoro
nopTa «TOYKa-TOYKa,
AN NONYAYNNEKCHOro

— «Pa3BEeTB/IEHHbIN»

YctaHoBuTb NnpoTokon RSTP B nepepatolee coctoaHue un onpeae-
NTb TUN CBA3W AN BbIGPAHHOrO nopra:

- point-to-point — TouKa-TouKa;

- shared — pa3BeTBNEHHDIN.

YCTaHOBWTb 3HaYEHMEe N0 YMOYAHWIO.

spanning-tree restricted-tcn

no spanning-tree restricted-tcn

-/BbIK/IIOYEHO

3anpeTtutb npuem BPDU ¢ ¢pnarom TCN.

Paspewnts npuem BPDU ¢ pnarom TCN.

spanning-tree bpdufilter

3anpetutb/paspewmnTb Npuém n nepegadyy STP BDPU Ha uHTep-

{disable | enable } -/disabled deiice.

no spanning-tree bpdufilter YCTaHOBWTb 3HAYEHME MO YMOHAHUIO.

spanning-tree auto-edge BK/1lOYMTb aBTOMATMYECKOE onpefeneHne KNMEHTCKUX NOPTOB.
no spanning-tree auto-edge /Brni04EHO BbIK/IOYMTL aBTOMATMYECKOE onpeaeneHne KAMeHTCKUX NoPTOB.
spanning-tree {bpdu-receive | /BKAtoMEHO BK/IIOUNTL pexunm npréma m/mnm nepesaum Ha uHtepdeiice.

bpdu-transmit} enable
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spanning-tree {bpdu-receive |
bpdu-transmit} disable

BbIKOUMTL pexkUM Npuéma u/unm nepesfaum Ha uHTepodeiice.

spanning-tree pseudoRootld
priority priority mac-address
mac_add

no spanning-tree
pseudoRootld

priority: (0..61440)

HacTpouTb npuoputeT ana pseudoRoot Ha MHTepdeiice.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

spanning-tree {restricted-role
| restricted-tcn}

no spanning-tree {restricted-
role | restricted-tcn}

BKAtouMTb Ha MHTepdelice GYHKLUMIO 3aWmTbl OT aTak.

OTKNOYNTb Ha UHTepdelice GYHKLUMIO 3aLMTbI OT aTak.

Tabnnua 83 — CToMMOCTb NYyTK, YCTaHOBNEHHAA MO YMOYaHUIO (spanning-tree cost)

Unmepdeiic Melrzsz onpedeneHus yeHHocmu S:;’y::tu

10M 2000000 100

100M 200000 19

1G 20000 4

10G 2000 2

LAG 10M 999900 56

LAG 100M 99900 12

LAG 1G 9900 3

LAG 10G 900 2

/' CTOMMOCTb NYTU ANA rPynnbl KaHaN0B No meToAy long no ymonuaHutio onpegensercs
AeneHnem CToMMocTn uHtepdeiica Ha KoaMYecTBO IMHKOB B rpynne -100. 3HaueHue
cost ana LAG npuBeAeHO C Y4ETOM UNeHCTBA B HEM 2 Ppu3nueckux nHrepdencos.

KomaHObi pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma Privileged EXEC:

console#

Tabnunua 84 — KomaHabl perkmma Privileged EXEC

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

show spanning-tree interface
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port| port-channel group}
[bpduguard | cost | detail |
inconsistency | portfast |
priority | restricted-role |
restricted-tcn | rootcost |
state | stats]

fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11);
group: (1..24)

MoKa3aTb cocToaHWe npoTokona STP Ha nHTepdeiice.

show spanning-tree detail

MoKasaTb Noapo6HY MHPOPMALMIO O HACTPOIMKaX NPOTOKONA
STP.

show spanning-tree active
[detail]

Moka3aTb HGOPMALMIO O COCTOAHUM O HAcTpoMKax STP Ha aKkTuB-
HbIX MOPTaXx.
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show spanning-tree bridge

[address | detail | forward-
time| hello-time | id | max-
age | priority | protocol]

OTob6pa3unTb HacTpoiku STP Ha bridge.

show spanning-tree pathcost
method

0OT06pa3sunTb MHPOPMaLMIO O MeTOAE onpeaeneHnUs CTOMMOCTU
nyTu.

show spanning-tree root
[address| cost | detail |
forward-time | id | max-ege |
port | priority]

OTo6pa3unTb MHGopmaLmio o root B Tonosorum STP.

show spanning-tree summary

OTO06pa3sunTb COCTOAHME NPOTOKONA STP OTHOCUTENIbHO UHTEPdENt-
COB.

4.14.3.2 Hacmpolika npomokona MSTP

KomaHObI pexcuma 2a06anab6HolU KOHguU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM peXnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabanuya 85 — KomaHabl pexkmma rnobanbHoM KoHpUrypaumm

KomaHda

3HayeHue/3HayeHue
Mo yMoM4YaHuo

Aelicmeue

spanning-tree mst instance_id
priority priority

no spanning-tree mst
instance_id priority

instance_id: (1..63);
priority:
(0..61440)/32768

YCTaHOBWTb NPUOPUTET AN1A AAaHHOrO KOMMYTaTopa nepes, ocTab-
HbIMM, UCNO/B3YIOLWMMM 06K SK3emnnap MSTP.

- instance_id — ak3emnnap MST;

- priority — npuopuTeT KOMMyTaTOpa.

V 3HaueHuMe NnpuopuTeTa A0/MKHO 6bITb KpaTHO 4096.

YCTaHOBUTb 3HaYeHMe N0 YMOYAHUIO.

spanning-tree mst instance_id
flush-indication-
threshold threshold

instance_id: (1..63);
threshold: (0..65535)/0

YctaHoBuTb noporosoe 3HavyeHne TCN BPDU ana aksemnnsapa MST,
npv KOTOPOM 3anycKaeTcs Takimep.

spanning-tree mst max-hops
hop_count

no spanning-tree mst
max-hops

hop_count: (6..40)/20

YCTaHOBUTb MaKCUMasibHOE KOJIMYECTBO TPAH3UTHbIX Y4aCTKOB ANA
naketa BPDU, Heobxoanmbix aaa GopMmMpoBaHUA AepeBa U yaep-
YKaHusA MHGOPMaLMKM O ero CTPoeHMU. ECiv NakeT y»Ke npoLlen mak-
CMMa/IbHOE KOIMYECTBO TPAH3UTHbIX YYACTKOB, TO Ha caeaylowem
y4yacTke OH oTbpacbiBaeTca.

- hop_count — maKcMmasibHOE KOIMYECTBO TPAH3UTHbIX Y4aCTKOB
ans naketa BPDU.

YCTaHOBUTb 3HaYeHMe N0 YMOHYAHWIO.

spanning-tree mst
configuration

Bxopg, B pexkum KoHdurypauum npotokona MSTP.

KomaHObI pexcuma KoHgu2ypayuu npomokoada MSTP

Bupa 3anpoca KOMaHAHOM CTPOKK B pexnume KoHdurypaumm npotokona MSTP:

console# configure terminal

console
console

(config) # spanning-tree mst configuration
(config-mst) #

Tabnnuya 86 — KomaHabl pexkMma KoHourypaumm npotokona MSTP

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

instance instance_id vlan
vlan_range

instance_id:(1..63);
vlan_range: (1..4094)

Co3paTb COOTBETCTBME MENXKAY IK3eMNnaapom npoTokona MSTP un
rpynnamu VLAN.

- instance-id — npeHTMdMKaTOp 3K3emniApa NpoTokoia MSTP;

- vlan-range — Homep rpynnbl VLAN.
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no instance instance_id vlan

Yaanutb COOTBETCTBME MeXAy dK3emnaapom npoTtokona MSTP u

vlan_range rpynnamm VLAN.

name string 3agaTb MMA KoHpUrypaumm MST.
string: (1..32) cumBona | - string — vma KoHourypauum MST.

no name Ypanute umsa KoHourypaumm MST.

revision value

no revision

value: (0..65535)/0

3afaTb HoMep peBu3nm KoHbuUrypaumm MST.
- value — Homep peBunsnn KoHdurypauum MST.

YCTaHOBWTb 3HaYeHue No ymondaHuio (value).

exit

BbixoZ M3 perkuMma KoHourypaumm npotokona MSTP c coxpaHe-
HUEM KoHoUrypaumm.

KomaHObI pexcuma KoHguaypayuu uHmepdgetica Ethernet, uHmepdgelica epynnsi nopmos

Bua 3anpoca KOMaHAHOM CTPOKWM B pexume KoHourypauum uHtepdeiica Ethernet, nHTepdeiica

rpynnbl NOPTOB:

console (config-if) #

Tabnnua 87 — KomaHapl pexkxuma KoHourypauum nHtepdeiica Ethernet, rpynnbi noptos

KomaHoa

3Ha4yeHue/3HayeHue
no ymoa4yaHuro

Aelicmeue

spanning-tree guard root

no spanning-tree guard

-/3almMTa BbIK/IOYEHa

BKAIOYMTDb 3aLUUTY KKOPHA» A/1A BCEX CBA3YIOLWMX AepeBbeB STP BblI-
6paHHOro nopta. [aHHaa 3awmTa 3anpewaet uHTepdency bbiTb
KOPHEBbIM MOPTOM KOMMYyTaTopa.

YCTaHOBUTb 3Ha4YeHMe N0 YMOIYAHMUIO.

port-priority priority

spanning-tree mst instance_id

no spanning-tree mst
instance_id port-priority

instance_id: (1..63);
priority: (0..240)/128

YcTaHOBUTbL NpuopuTeT MHTepdelica B aksemnasape MSTP.
- instance-id — vaeHTUduKaTop sK3emnaspa npotokona MSTP;
- priority — npuopuTeT nHTepdelica.

V 3HaueHue NpuopuUTeTa AONXKHO 6bITb KPaTHO 16.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

cost cost

spanning-tree mst instance_id

no spanning-tree mst
instance_id cost

instance_id: (1..63);
cost: (1..200000000)

YCTaHOBUTb LLEHHOCTb NyTW Yepe3 BblGpaHHbIM WHTepdeinc anA
onpeaeneHHOro sksemnasapa npotokoaa MSTP.

- instance-id — naeHTUOUKATOP 3K3emMNAApa NpoTokona MSTP.

- cOSt — LLleHHOCTb NyTW.

YCTaHOBUTb 3HayeHue, onpeaensiemMoe Ha OCHOBAHUM CKOPOCTU
nopTa U MeToAa onpeaeneHns LeHHOCTU NyTu, cMm. Tabauuy 83.

spanning-tree port-priority
priority

no spanning-tree port-priority

priority: (0..240)/128

YCcTaHOBUTbL NpuopuTeT MHTepdelica B KOPHEBOM CBA3YOLWEM Ae-
pese MSTP.

V 3HaueHMe NpUoOpUTETa AONXKHO 6bITb KPaTHO 16.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

spanning-tree mst instance_id
pseudoRootid priority priority
mac-address mac_add

no spanning-tree mst
instance_id pseudoRootid

instance_id: (1..63);
priority: (0..240)/128

YcTaHoBUTb NpuopuTeT pseudoroot B aksemnnspe MSTP.

YCTaHOBUTb 3HaYeHMe N0 YMONHYAHWUIO.

spanning-tree mst instance_id
guard {root/none}

instance_id: (1..63);
-/none

BKAOYUTBL MM OTKNKOUUTL spanning-tree Root Guard B yKazaHHOM
ak3emnaape MST.

KomaHObi pexcuma Privileged EXEC

Bupa 3anpoca KomaHAHOM CTPpoKM pexkmma Privileged EXEC:

console#
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Tabnuua 88 — KomaHabl pexkmma Privileged EXEC

KomaHoa 3HavyeHue/3Ha4yeHue no Aelicmeue
YMOAYAHUIO

show spanning-tree Mokas3aTb KoHbMUrypaumto npoTokona STP.
interface {fastethernet fa_port |
gigabitethernet gi_port |

twopointfivegigabitethernet fa_port: (0/1..24);
two_port | gi_port: (0/1..48);
tengigabitethernet te_port two_port: (0/1..8);
| port-channel group} te_port: (0/1..11);
[bpduguard | cost | detail | group: (1..24)

inconsistency | portfast | priority
| restricted-role | restricted-tcn |
rootcost | state | stats]

show spanning-tree mst
instance_id [detail]

Moka3satb noapo6Hyto MHGOoPMaLUIO O

i id: (1.. .
instance_id: (1..63) HacTpolke npoTokona STP.

show spanning-tree mst MokasaTb MHPOPMALMIO O CKOHOUIYPUPOBAHHbIX
configuration aksemnnapax MSTP.
clear spanning-tree mst OumncTKa cyeTynkos STP.

Instance_id: (1..63);
fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11);
group: (1..24)

instance_id counters {interface
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port| port-channel group}}

4.14.3.3 Hacmpolika npomokona Rapid-PVST+ 1

Bcero nogpep:kaHo 64 RPVST-uHctaHca. NMpu aTom HyneBon ncnonb3yeTca ANA BCex
VLAN, B kKoTopbix oTKAto4YeH RPVST. Kaxxgomy VLAN c BkatoyeHHbIm RPVST
coorseTcTByeT oaguH RPVST-UHcTaHC.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu
BunAa 3anpoca KOMaHAHOW CTPOKM pexunma rnobanbHOn KoHbUrypaumm:

console (config) #

Tabnuua 89 — KomaHab! pexxkmma rnobanbHON KoHGUrypaumm

Komanda 3HayeHue/3HayeHue Neiicmeue
Mo ymMmoa4aHuro
spanning-tree vlan vian BkntounTb STP B BbIBpaHHOM vian.
vlan: (1..4094) -vlan — Homep VLAN.
no spanning-tree vlan vian i BbikntounTb STP B BbIGpaHHOM vian.

KomaHObl pexcuma KoHgpuaypayuu VLAN (duanasoH VLAN’ 08)

console# configure terminal
console (config)# vlan 1,3,7
console (config-vlan-range)#

1 ®dyHKUMA noanepuBaeTca TONbKO Ha mogensx MES2424, MES2424B, MES2424FB, MES2424P, MES2410-08DP,
MES2410-08DU, MES2420-48P, MES2420B-24D, MES2448, MES2448B, MES2448P, MES2411X, MES3400-24,
MES34001-24, MES3400-24F, MES3400-48, MES3400-48F, MES3710P.
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Tabnnuya 90 — KomaHabl pexkmma KoHourypaumm VLAN

3HayeHue/3HayeHue
no ymon4aHuro

KomaHoa

Aelicmeue

spanning-tree forward-time

d
seconds seconds: (4..30)/15 cek

no spanning-tree forward-time

YCTaHOBUTb MHTEPBA/I BPEMEHM, 3aTPayuMBaemMblii Ha NPOC/yLLNBA-
HWEe U U3yYeHWe COCTOAHMI Nepes NepektoYeHNeM B COCTOAHME
nepegauu.

YCTaHOBWUTb 3HAYEeHME NO YMONYaHUIO.

spanning-tree hello-time sec-

d.
onas seconds: (1..10)/2 cek

no spanning-tree hello-time

YCTaHOBWUTbL MHTEPBaN BPEMEHU MEXAY Nepefadyamu LMpPOoKoBe-
waTenbHbIX coobuieHunii «Hello» K B3aumoaencTByoWwmMM KOMMY-
TaToOpam.

YCTaHOBWUTb 3HaYEeHME N0 YMONYAHWUIO.

spanning-tree max-age sec-
onds seconds: (6..40)/20 cek
no spanning-tree max-age

YCTaHOBUTL BpemA XU3HU cBA3ytowero aepesa STP.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

spanning-tree priority prior_val
P & P ¥ prior_ prior_val:

(0..61440)/32768

no spanning-tree priority

HacTpouTb npuopuTeT ycTpoiicTBa B cBA3ytoLem aepese STP.
3HayeHue NpuopuTeTa A0XKHO 6bITb KpaTHO 4096.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

spanning-tree hold-count
count

count: (1..10)/6

no spanning-tree hold-count

ITOo 3HaYeHMe YKa3biBaeT MaKCMMaibHOE KOJIMYECTBO NAKETOB, KO-
TOpble MOryT ObiTb OTNPaB/EHbl B 3aZ@HHbIA MHTEPBANA BPeMEHMU
hello-time.

YCTaHOBUTb 3HaAYeHMe no YMONYaHUIO.

! Mpu 3agaHum STP napametpos forward-time, hello-time, max-age Heo6xoanmo BbiNnoAHeHUe
o ycnosusa: 2*(Forward-Delay - 1) >= Max-Age >= 2*(Hello-Time + 1).

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, uHmepagelica 2pynnsi NopmMos

Bug, 3anpoca KOMaHAHOW CTPOKM B pexunme KoHourypauum mHtepdeiica Ethernet, nHtepodeiica

rpynnbl NOPTOB:

console (config-if) #

Tabanua 91 — KomaHgbl pexknma KoHpurypaumm nHtepderica Ethernet, rpynnel noptos

3HayeHue/3HayeHue
110 YyMOAYAHUIO

KomaHoa

Aelicmeue

spanning-tree vlan vlan cost

cost:
cost

(1..200000000)/cm.
Tabauuy 83;
vlan: (1..4094)

no spanning-tree vlan vian cost

YCTaHOBWTb LLEHHOCTb NYTK Yepes AaHHblIi MHTepdeiic.
- COSt — LeHHOCTb MyTH;
-vlan — Homep VLAN.

YCTaHOBUTbL 3HauyeHue, onpeaensiemoe Ha OCHOBAaHWM CKOPOCTU
nopTa M MeToAa onpeaeneHns LeHHOCTM NyTH, cm.Tabanuy 83.

spanning-tree vlan v/an port-

riority priorit
P yp 4 priority: (0..240)/128;

vlan: (1..4094)

no spanning-tree vlan vian
port--priority

YCcTaHOBUTb NMpUOPUTET MHTEpdElica B cBA3yIoLLEM Aepese STP.
- vlan — Homep VLAN.

V 3HauyeHMe npuopuTeTa AOMKHO 6bITb KPaTHO 16.

YCTaHOBUTb 3HaYeHuMe no YMON4YaHUIO.

KomaHObi pexcuma Privileged EXEC

Bupa 3anpoca KomaHAHOM CTPpoKM pexkmma Privileged EXEC:

console#
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Tabnuua 92 — KomaHabl pexkmma Privileged EXEC

KomaHoa 3Ha4yeHue/3Ha4yeHue no ymonya- Aelicmeue
HUo
show spanning-tree vlan vian MokasaTb KoHUrypaumto npotokona RPVST B
[{active | blockedports}] [detail] KOHKPETHOM BNaHe.
- vlan — Homep VLAN;
- active — oTo6paKeHNe aKTUBHbIE UHTEP-
vlan: (1..4094) deiicsl;
- blockedports — oTob6parkeHune 3ab10KkMpoBa-
Hble nHTepdelichbl;
- detail — noapobHaa nHGopmauusa.
show spanning-tree inter- MokasaTb KoHodUrypaumuto npoTtokona RPVST B
face {fastethernet fa_port | giga- vlan: (1..4094); KOHKPETHOM B/laHe Ha UHTepodeiice.

bitethernet gi_port | twopoint-
fivegigabitethernet two_port |
tengigabitethernet te_port

| port-channel group}

fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11);

- vlan — Homep VLAN;

- active — oTobpakeHue aKTUBHbIE UHTEP-
deiicbl;

- blockedports — oTo6paxkeHne 3ab1okupoBsa-

[{active | blockedports}] [detail] group: (1..24) Hble MHTepdeichbl;
- detail — nogpo6bHas nHpopmaums.
show spanning-tree vlan vian
pathco:t-metﬁod v vlan: (1..4094) MNokasaTb KoHUrypaumto pathcost.
sh.ow spanning-tree vlan vian vian: (1..4094) MokasaTb KOHUIrypaLMIo TEKYLLETO KOMMYTa-
bridge Topa.
::::v spanning-tree vlan vian vian: (1..4094) Tﬂ:::aaTb KOHPUrypaL Mo KOPHEBOFO KOMMYyTa-

4.14.4 Hacmpoiika ¢pyHkyuu Layer 2 Protocol Tunneling (L2PT)

®yHKuusa Layer 2 Protocol Tunneling (L2PT) no3sonseT nponyckaTb CayXebHble NaKeTbl pas/INyHbIX

L2-npoTokosioB (PDU) yepes ceTb NpoBaiiaepa, 4To NO3BOAET «MPO3PaYHO» CBA3ATb KNMEHTCKMUE CETMEHTbI
cetu.

L2PT wmHkancyampyet PDU Ha rpaHMYHOM KOMMyTaTope, nepesaeT MX Ha LPYro rpaHWYHbIN
KOMMYTaTOp, KOTOPbI OXUAAET CreunanbHble MHKANCYIMPOBaHHbIE Kaapbl, @ 3aTeM AeKancyampyeT ux,
YTO NO3BOAAET NO/b30BaTENAM NepeaaBaTb MHGOPMALMIO 2-T0 YPOBHA Yepes ceTb NpoBanaepa.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexmnma rnobanbHoOM KOHGUrypaumm:

console (config) #

Tabanuya 93 — KomaHabl pexkmma rnobanbHoM KoHpUrypaumum

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeilicmeue

lacp-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:d4

YCTaHOBUTb agpec HasHauYeHUsa 419 MHKaNCyIMpPOBaHHbIX Kaapos
(frame) cooTBeTcTBYIOWErO NPOTOKONA.

stp-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:d0

YCTaHOBWTb afpec HasHauYeHUs A9 MHKaNCyIMPOBaHHbIX KapoB
(frame) cooTBeTcTBYIOWErO NPOTOKONA.

lldp-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:d8

YCTaHOBWTb afpec Ha3HauYeHUs A9 MHKaNCyMPOBaHHbIX KapoB
(frame) cooTBeTCTBYIOLLErO NPOTOKONA.

isis-l11-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:dc

YCTaHOBUTb agpec HasHaYeHUs A1 MHKanCyMpPOBaHHbIX Kagpos
(frame) cooTBeTCTBYIOLLErO NPOTOKONA.

isis-12-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:dd

YCTaHOBWTb afpec HasHauYeHWUs A9 MHKaNCyMPOBaHHbIX KaLpoB
(frame) cooTBeTcTBYIOWErO NPOTOKONA.

vtp-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:e0

YCTaHOBWTb afpec HasHauYeHUsa A9 MHKaNCyIMPOBaHHbIX KaLpoB
(frame) cooTBeTcTBYIOLLErO NPOTOKONA.
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ospf-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:el

YCTaHOBUTb aApec HasHayYeHua 4/ MHKaMNCYy/IMPOBaHHbIX Kaapos
(frame) cooTBeTCTBYIOLLErO NPOTOKONA.

rip-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:e2

YCTaHOBUTb aApec HasHayYeHa A4/1A MHKaMNCY/IMPOBaHHbIX Kaapos
(frame) cooTBeTcTBYHOLLETO NPOTOKOAA.

fctl-12-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:de

YCTaHOBWUTb afpec Ha3HaYeHWa ANA UHKaNCY/IMPOBaHHbIX KaapoB
(frame) cooTBeTcTBYHOLLETO NPOTOKOAA.

igmp-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:db

YCTaHOBUTb aApec HasHayYeHWUsa A/1A UHKaMCY/IMPOBaHHbIX Kaapos
(frame) cooTBeTCTBYIOLLETO NPOTOKONA.

vrrp-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:e3

YCTaHOBUTb aApec HasHayYeHWUsa A/1A UHKaMCY/IMPOBaHHbIX Kaapos
(frame) cooTBeTcTBYOLLETO NPOTOKOA.

KomaHObI pexcuma KoHgpu2ypayuu uHmepgeticos Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKM B perknme KoHodurypaumm nutepdencos Ethernet:

console (config-if) #

Tabanua 94 — KomaHgbl pexnuma KoHpurypaumm nHtepoericos Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
no yMmoa4aHuo

Aelicmeue

12protocol-tunnel {stp | lacp |
lidp | isis-I1 | isis-12 | fctl |
ospf | rip | vtp | igmp | vrrp}

no I2protocol-tunnel {stp |
lacp | lldp | isis-I11 | isis-12 |
fctl | ospf | rip | vtp | igmp |
vrrp}

-/BbIK/IIOYEHO

BKAKOUUTBL pexxnum nHkancynaumm PDU.

BbIkMt0UNTb pexkum nHkancynaumm PDU.

Mpu BKAOYEHUU HKancynsauuu ana VTP uHKancyampoBaTtbca 6yaer BcA rpynna npoToKo-
. nos ¢ MAC-agpecamu HasHauyeHusa 01:00:0C:CC:CC:CC.

KomaHObi pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma Privileged EXEC:

console#

Tabnunua 95 — KomaHabl pexkuma Privileged EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show I2protocol-tunnel
[interface {fastethernet
fa_port | gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port port-channel group}] |
[summary] | [vlan vian_id]

fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11);
vlan_id: (1..4094);
group: (1..24)

OT06pasnTb KoHdUrypaumio L2PT cymmapHO v Mo OTAENbHbIM WUH-
Tepoeiicam.

show I2protocol tunnel-mac-
address

OT06pasunTb agpeca HasHaYeHNA AN MHKANCYIMPOBAHHbIX KaApoB
(frame).

4.14.5 Hacmpolika npomokKona LLDP

OcHoBHOM ¢yHKumMen npotoKosa Link Layer Discovery Protocol (LLDP) sagnsetca obmeH mexay

CEeTeBbIMM YCTPOMCTBAMM O CBOEM COCTOAHUM U XapaKTepucTMKax. MHbopmauma, cobpaHHas nocpeacTsom
npotokona LLDP, HakananBaeTcs B yCTPOMUCTBAX U MOXKET ObITb 3aMpoLUeHa YNPaBAAOLLMM KOMMNbIOTEPOM
no npotokony SNMP. Takum ob6bpasom, Ha OCHOBaHMWU cobpaHHOM WHOPMALMM, Ha YNpPaABAAIOLWEM
KOMMbIOTEPE MOXKET BbITb CMOAEANPOBAHA TOMNOIOMUSA CETU.
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KommyTaTopbl NOAAEPKMBAOT Nepedady Kak CTaHAAPTHbIX MapamMeTpoB, TaK U OMUMOHANbHbIX,

TaKUX KaK:

— MM YCTPOICTBA M ero onucaHue;
—  MMA NOpTa U ero onucaHue;
—  uHdbopmauma o MAC/PHY;

- UT.A.

KomaHObI pexcuma 2a06an6Hol KOHgpu2ypayuu

BunAa 3anpoca KoOMaHAHOM CTPOKM pexnma rnobanbHOM KOHOUIypaumm:

console (config) #

Tabanuya 96 — KomaHabl pexkmma rnobanbHoM KoHpUrypaumum

KomaHda

3HayeHue/3HayeHue

no ymosn4aHuro

Aelicmeue

shutdown lidp

no shutdown lidp

-/BKNIOYEHO

OTKAtounTbL paboTy moayns LLDP Ha ycTpolicTBe.
JaHHaa KomaHAa oTKAloYaeT paboty moaynsa LLDP ¢
. 6e3803BpaTHbIM yAaneHMem Bcex HacTpoek 610Ka
LLDP.

BKatounTb paboty moayns LLDP Ha ycTpolicTse.

set lidp enable

set lidp disable

-/BbIK/IIOYEHO

PaspewmnTs KOMMyTaTOpPYy MCNONb30BaHWe NpoToKkona LLDP.

3anpeTnTb KOMMYTaTOpPYy MCNOAb30BaHWe NPoToKona LLDP.

set lldp-med enable

set lldp-med disable

-/BbIK/IIOYEHO

Bkntountb otnpasky LLDP-MED.

OTKntounTb oTNpasky LLDP-MED.

lidp lldpdu filtering

set lldp version {v1 | v2} -/vl 3apaTtb Bepcuto npoTtokona LLDP.
lldp mac_address YKkazatb MAC-agpec, Ha KoTopbiit ByayT otcbinatecs lldp-Kkagpol.
- lldp-Kagpbl Tak ke 6yayT Ay6AampoBaTbea Ha cTaHAapTHbIN MAC-ag-
pec.
lidp lldpdu flooding Jfiltering YCTaHOBUTb pexxum dpuabTpaumm naketos LLDP BPDU.

YCTaHOBWTb 3HAYeHue no YMOI4aHUIO.

lidp chassis-id-subtype
{chassis-comp string | if-alias |
if-name | local string | nw-
addr | port-comp string}

lldp chassis-id-subtype mac-
addr

string: (1..255)
CUMBO/IOB;
-/mac-address

3apaTb chassis-id-subtype gna lldp-kagpa.

BepHyTb K 3HAaYeHUIO N0 YMONYaHUIO.

lidp reinitialization-delay
delay

delay: (1..10)/2

YCTaHOBUTb 3a4epXKKy MOBTOPHOW WMHMLMANU3aumu (Bpems 3a-
OEPXKKMU, BbiNosHAemoe LLDP ana noBTOPHON MHMUMANU3aLmMM Ha
ntobom nHTepdelice).
V Y106bl OTMEHUTb HACTPOIKY Heo6X0AMMO BbICTaBUTb
3Ha4YeHUe No YMONYaHMIO.

lldp transmit-interval interval

interval: (5-32768)/30

YcTaHOBWTbL MHTepBan nepeaauu lldp-kagpos.
/| UTo6bl OTMEHUTb HACTPOiKYy Heob6XoAMMO BbICTaBUTbL
3HauYeHne No YMONYAHMIO.

lldp notification-interval
seconds

seconds: (5-3600)/5

YCTaHOBUTb MaKCMMasibHYH CKOpoCTb nepegauu lldp-kagpos.
Seconds — nepuog BpemeHun B TeYeHNM KOTOPOro YCTPOMCTBO MO-
JKEeT 0TNpaBuTb He Bonee ogHoro Kagpa (frame).
V YT106bl OTMEHUTb HACTPONKY HEeobXxoAUMO BbICTaBUTb
3HauYeHne No YMONYAHMIO.

lidp tx-delay value

value: (8192)/2

YCTaHOBUTb MUHUMANIbHYIO OAUTENBHOCTb 3a4EPMKKU, MeXay no-
cnepoBaTtenbHbIMKU Kagpamu LLDP.
YTo6bl OTMEHUTb HACTPOIKY HeobXxoAMMO BbICTaBUTb
V 3HaYeHUe No YMOHaHMUIO.

lidp txCreditMax value

YcTaHOBUTb 3HaveHue Credit Max (MakcMmManbHOe KOANYecTso no-

value: (1..10) cnepoBatenbHbix LLDPDU, KoTopblie moryT 6biTb NepeaaHbl B /to-
60e Bpems).
lidp txFastInit value value: (1.8) YCTaHOBWTb YMCNO NAKeToB, KOTopoe byayT OTNpaBAATbCA B ne-

puog fast init.
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KomaHObI pexcuma KoHgpua2ypayuu uHmepageticos Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKM B perknme KoHdurypaumm nutepdencos Ethernet:

console (config-if) #

Tabaunuya 97 — KomaHzabl perkmuma KoHourypaumm nHtepdeiica Ethernet

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aeiicmeue

lldp dest-mac mac_address

no lidp dest-mac
mac_address

-/BbIK/IIOYEHO

3agatb MAC-agpec, Ha KoTopbl byayT oTcbinaTteea lldp-Kagpsbl.

Yaoanute MAC-agpec, Ha KoTopbliit 6yayT oTcbinaTtbces lldp-kagpsi.

lidp transmit [mac-address
mac_addr]

no lidp transmit [mac-
address mac_addr]

-/BKOYEHO

Paspewaet nepegayy naketoB no npoTtokony LLDP Ha uHTep-
deiice.

3anpeTnTtb Nepepadvyy nNaketoB No NpoTokony LLDP Ha uHTep-
deiice.

lldp med-app-type type
{none | vlan {untagged|
vlan-id vian_id}} {priority
priority | dscp dscp}

no lldp med-app-type type

type: (guestVoice, guestVi-
oceSignaling, softPhone-
Voice, streamingVideo, vid-
eoconferencing, voice,
voiceSignaling);
vlan_id: (1..4094);
priority: (0-7);
dscp: (0-63)

HasHaunTb npasuno network-policy sgaHHoOMy uHTepdelicy.

Ypanutb npasuno.

lldp med-location {civic-
location | coordinate-
location | elin-location}
location-id {coordinate
civic_address_data |
elin_data}

no lildp med-location {civic-
location | coordinate-
location | elin-location}

-/BbIK/IIOYEHO

3a4aTb MEeCTONOI0KeHNe YyCTPOoICTBa ANA NpoTokona LLDP (3Ha-
YeHue napametpa location npotokona LLDP MED).

- coordinate — agpec B cucTeMe KOOPAUHAT;

- civic_address_data — agmMHUCTPaTMBHBIN aApec YyCTPOMUCTBA;

- elin_data — agpec 8 popmarte, onpegeneHHom ANSI/TIA 1057.

Ypanutb MecTonosioxKeHume.

lidp med-tlv-select {ex-
power-via-mdi | inventory-
management | location-id |
med-capability | network-
policy}

no lidp med-tlv-select {ex-
power-via-mdi | inventory-
management | location-id |
med-capability | network-
policy}

-/BbIK/IIOYEHO

CroHourypuposaTb TLV LLDP-MED Ha gaHHoMm uHTepdeiice.

Ypanutb HacTpoiky TLV LLDP-MED Ha nHTepdelice.

lldp notification {mis-
configuration | remote-
table-chg} [mac-address
mac_addr]

no lidp notification

BKAtOUNTL OTNPaBKy Tpanos no cobbiTmam LLDP.

OTKNOYUTL OTNPaABKY Tpanos no cobbiTuam LLDP.

lidp port-id-subtype
{if-alias, if-name, mac-addr,

string: (1..255);

3apaTb ID Port Subtype ans kagpa LLDP.

no lidp receive [mac-address
mac_addr]

local string} -/ if-name
no lldp port-id-subtype YCTaHOBWTb 3HaYEHME MO YMOIHAHUIO.
lidp receive [mac-address PaspewnTtb nHTEpdeElicy npuHMmaTb Kagpbl LLDP.
mac_addr]
-/BKAOYEHO

3anpetuTb UHTEpPdEcy NPUHMMATL Kaapbl LLDP.

lidp tlv-select basic-tlv t/v_list

no lldp tlv-select basic-tlv

tlv_list: (port-descr, sys-
capab, sys-descr, sys-name)

Onpefenntb Kakne 6asosble onuumoHanbHble TLV-nons 6yayt
BKJIKOYEHbI YCTPOMCTBOM B Nepegasaembiii LLDP-naker.

YCTaHOBWTb 3HaYE€HME N0 YMOIYAHWUIO.

lidp tlv-select {dot1tlv |
dot3tlv} tiv_list

no lidp tlv-select {dot1tlv |
dot3tlv}

tlv_list: (link-aggregation,
macphy-config, max-
framesize)

OnpeaennTb Kakue cneyunasnbHble onuuoHanbHble TLV-nona 6y-
OYT BK/IIOYEHbI YCTPOMUCTBOM B nepenasaemblit LLDP-nakerT.

YCTaHOBUTb 3HAYeHue no YMO/IHaHUIO.
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V Maketbl LLDP, npuHATble Yyepes3 rpynny NOpToB, 3aNOMUHAIOTCA UHAUBUAYANIbHO NOPTaMuU
rpynnbl, NPUHABWMMMU coobweHusa. LLDP oTnpasnseT pasniMyHble cOOBLEHUA HA KaXKAbli
nopT rpynnbl.

/ PaboTta npotoKona LLDP He 3aBUCUT OT COCTOAHUA NpoToKona STP Ha nopTy, nakeTbl LLDP oT-
NpaBAfATCA U NPUHUMAIOTCA HA 3a6/10KMPOBaHHbIX NPOTOKO/IOM STP-nopTax.

KomaHOwbi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHON CTPOKKM pexnma Privileged EXEC:
console#

Tabanua 98 — KomaHgbl pexkmma Privileged EXEC

3HavyeHue/3Ha4yeHue .
KomaHoa / Aelicmesue
no ymoa4aHuro
show lldp local MNokasaTtb LLDP-nHdpopmaumio, KOTOPYH aHOHCUMPYIOT MNOPTbI.
[gigabitethernet gi_port |
twopointfivegigabitethernet -
two_port | tengigabitethernet
te_port] [mgmt-addr]
show lldp neighbors [detail] i MNMokas3aTb MHPOPMaLMIO O COCEAHMX YCTPOMUCTBAX, Ha KOTOPbIX pa-
60TaeT npoTokon LLDP.
show lldp statistics - MokasaTb cTaTucTUKy LLDP.
Tabnnua 99 — OnucaHue pesynbTaTos
Mone OnucaHue
Timer OnpeaenserT, Kak 4acTo ycTpoicTeo wneT LLDP-o6HoBNEHMA.

Onpeaenset BeanuunHy spemenu (TTL, Time-To-Live) Ans npuHMMalOLLEro YCTPOMCTBa,
Hold Multiplier B TEYEHME KOTOPOTO HYXKHO YAEPKMBATb NPpMHMMAeMble nakeTbl LLDP nepep, nx copo-
com: TTL = Timer * Hold Multiplier.

Onpeaenaet MMHUMA/IbHOE BPEMSA, B TEHEHWE KOTOPOro NopT 6yp,eT OXnaaTb nepen

Reinit delay nocbinKol cnepytowero LLDP-coobueHus.

Tx delay OnpepenseT 3a4eprKKy mexay nocvne,u,yrou.l,wmm nepegayamu LLDP-Kagpos, MHULUK-
POBaHHbIX U3MEHEHUAMMW 3HAYEeHN NnMbo cTaTyca.

Port Homep nopra.

State Pexxum paboTbl nopTa AnsA npoTtokosa LLDP.

TLV-onuuu, KoTopble nepeaatoTca
Bo3MOXHble 3HavyeHus:

PD — Onucanue nopta;

SN — CuctemHoe nms;

SD — OnuncaHue cuctemsl;

SC — BO3MOKHOCTM CUCTEMDI.

Optional TLVs

Address AZpec ycTpoincTBa, KoTopbli nepeaaeTtcs B LLDP-coobueHumax.

Notifications YKasblBaeT, paspeLleHbl nau 3anpeweHbl ysegomneHusa LLDP.
Tabanya 100 — OnucaHue pesynbTaTos

Mone OnucaHue

Port Homep noprta.

Device ID Mmsa nnn MAC-agpec coceHero ycTpoicraa.

Port ID NaeHTudUKaTop NopTa coceHero ycTpoicTaa.

System name CucTeMHOE UMA YCTPOKCTBA.
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Capabilities

[aHHoe none onucbiBaeT TMN yCcTpoiiCTBa:

B — Mocr (Bridge);

R — MapuwpyTtunsatop (Router);

W — TouKa goctyna WI-FI (WLAN Access Point);
T-TenedoH (Telephone);

D — DOCSIS-ycTtporictso (DOCSIS cable device);
H — CeTeBoe ycTpolicTBo (Host);

r — NosToputens (Repeater);

O — Tun HeunssecrteH (Other).

System description

OnucaHuWe cocefHero ycTpoicTea

Port description

OnucaHune nopTa coceagHero ycTpoicTBa

Management address

Appec ynpasneHus ycTponcTBom.

Auto-negotiation support

Onpepgenset, NOAAEPKMBAETCA /I aBTOMATUMYECKOE OnpeaesieHne pexnma rnopra.

Auto-negotiation status

OnpegenseTt, BKAOYEHA AV MOAAEPIKKA aBTOMATUYECKOTO OMNpeseneHns pexmma
nopra.

Auto-negotiation
Advertised Capabilities

Onpepenset pexumbl, nogaepxnsaemble pyHKLMEN aBTOMATUHECKOTO onpeaeneHuns
nopTa.

Operational MAU type

Pabounini MAU-TUN ycTpoicTaa.

Mpumep HacTpoikm TLV-onumit Ha nHtepodeiice Gigabitethernet 0/1:

console (config) # set 1lldp enable
console (config) # interface gigabitethernet 0/1

(
(
console (config-if
console (config-if
console (config-if
console (config-if
console (config-if
console (config-if
console (config-if
console (config-if
console (config-if
console (config-if

)# 1lldp
1lldp
1lldp
1lldp
1lldp
1lldp
1lldp
1lldp
1lldp

) #
) #
) #
) #
) #
) #
) #
) #
)# 1lldp

tlv-select
tlv-select
tlv-select
tlv-select
tlv-select
tlv-select
tlv-select
tlv-select
tlv-select
tlv-select

basic-tlv
basic-tlv
basic-tlv
basic-tlv
basic-tlv
dotltlv
dotltlv
dot3tlv
dot3tlv
dot3tlv

4.14.6 Hacmpolika npomokKona G.8032v2 (ERPS)

port-descr

sys-name

sys-descr

sys-capab

mgmt-addr ipv4 10.0.0.1

port-vlan-id
protocol-vlan-id all
macphy-config
link-aggregation
max-framesize

MpoTtokon ERPS (Ethernet Ring Protection Switching) npegHasHauyeH gna NoBbIWEHMUA YCTONYMBOCTH
W HaZeXHOCTU CeTV nepefayun AaHHbIX, UMEOLLE KOMbLEBYO TOMOIOMMIO, 32 CYET CHUXKEHUA BPEMEHMU
BOCCTAaHOB/IEHMA CETM B C/ydyae aBapuu. Bpemsa BOCCTaHOB/eHMA He npeBbiwaeT 1 CeKyHAabl, YTO Cylue-
CTBEHHO MEHbLUE BPEMEHMW NePECTPOMNKM CETU NPU MCMOIb30BAHNN NPOTOKO/IOB CEMENCTBA spanning tree.

¥

ERPS noppep)aH TonbKo Ha mopgenax MES2424, MES2424B, MES2424FB, MES2424P,
MES2448, WMES2448B, MES2448P, MES2410-08DP,

MES2410-08DU, MES2420-48P,

MES2420B-24D, MES2411X, MES3400-24, MES34001-24, MES3400-24F, MES3400-48,
MES3400-48F, MES3710P.

KomaHObI pexcuma 210b6anabHol KOHuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKU perknma rnobanbHoOn KOHGUrypaunm:

console (config) #
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Tabnmua 101 — KomaHapl pexmma

rnobanbHoOn KOHPUrypaumm

KomaHoa

3HayeHue/3HayeHue no
YMOMYAHUIO

Aeiicmeue

shutdown aps ring

no shutdown aps ring

-/BbIKNOYEHO

OTKntountb paboty moaynsa ERPS Ha ycTpoii-
cTBE.
[aHHaA KomaHAa oTKAloYaeT paboty
.’ moayna ERPS c 6e3Bo3BpaTHbIM yaa-
NeHuem Bcex HacTpoek 6noka ERPS.

Paspewuntb paboty moayna ERPS Ha ycTpoit-
cTse.

aps ring enable

no aps ring enable

-/BbIKNOYEHO

Pa3pewwnTb paboTy npotokona ERPS.

3anpetutb paboTy npoTokona ERPS.

aps ring vlan-group-manager {erps |
mstp}

-/mstp

Bblbop MeHeaKepa rpynnuMpoBKu vian.

aps ring group ring_id

no aps ring group ring_id

ring_id: (1..4294967295)

Cospatb ERPS-KkonbLO.

Ypanutb ERPS-konbLO.

aps group name name ring group
ring_id

name: (1..35) cumBonos
ring_id: (1..4294967295)

3a4aTb UMA KOJbLy.

aps ring notification enable

no aps ring notification enable

-/BKNOYEHO

BKAtounTb cobbiTMA paboTbl Konbua ERPS.

OTKNtOUUTL CObbITMA paboTbl Konbua ERPS.

aps ring map vlan-group vian-group-id
{add | remove} vian_list

no aps ring vlan-group vian-group-id

vlan-group-id: (0..64)
vlan_list: (1..4094)

Co3sgatb vlan-rpynny ¢ pobasneHue
yaaneHuvem vlan.

nnn

Ypanutb vian-rpynny.

aps ring proprietaryClearFS {enable |
disable}

-/BKNOYEHO

N3MEeHUTb peXxmnm BOCCTaHOBAEHUA KO/bLLa NpU
ounctke forced switch.

KomaHObI pexcuma KoHgu2ypayuu npomokonaa ERPS

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexxnume KoHuUrypaumm konoua ERPS:

console# configure terminal

console
console

(config) # aps ring group 1
(config-ring) #

Tabnnua 102 — KomaHabl pexkuma KoHpurypauum konbua ERPS:

3HayeHue/3HayeHue o

KomaHoa Aelicmeue
YMOYAHUIO
aps clear Yaanutb HacTpoikn force/manual switch.
! Tonbko gns sepcum v2.
aps compatible version {v1 | v2} A2 BbibOp peskMma COBMECTUMOCTM C  ApYyrvmu

BepcMAMKM nNpoTokoaa G.8032.

aps force {gigabitethernet gi_port |
twopointfivegigabitethernet two_port
| tengigabitethernet te_port | port-
channel po}

no aps force

gi_port: (0/1..48);

two_port: (0/1..8);

te_port: (0/1..11);
po: (1..24);
-/BbIK/OYEH

Bkntountb pexkum force switch ¢ 6n0kmposKoit
YKa3aHHOro nopra.

OTkAtounTb pexkum force switch.

! TonbKo ana sepcum vl.

aps manual {gigabitethernet gi_port |
twopointfivegigabitethernet two_port
| tengigabitethernet te_port | port-
channel po}

no aps manual

gi_port: (0/1..48);

two_port: (0/1..8);

te_port: (0/1..11);
po: (1..24);
/BblKIOYEH

BkatounTb pexkum manual switch ¢ 610kmMposKoit
YKa3aHHOro nopra.

BbIkntounTb pexkum manual switch ¢ 610Kknpos.-
KOW yKasaHHOro nopra.

! TonbKo ana sepcum vl.
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aps main ring id ring-id

ring-id: (1..4294967295)

YKasaTb OCHOBHOE KOJ/IbLO A4/ AaHHOro nog-
Ko/bLa.

aps map vlan-group vian-group-id

vlan-group-id: (0..64)

MpueasaTtb vlan-rpynny K KonbLy.

’ Tonbko ansa pexxuma service-based.
o

aps neighbor {gigabitethernet gi_port
| twopointfivegigabitethernet
two_port | tengigabitethernet te_port
| port-channel po}

no aps neighbor

gi_port: (0/1..48);

two_port: (0/1..8);

te_port: (0/1..11);
po: (1..24);
/OTKAOYEHO

HacTpouTb ponb coceaa gaa rpl-nopra.

C6pocuTb ponb rpl-nopTa.

aps owner {gigabitethernet gi_port |
twopointfivegigabitethernet two_port
| tengigabitethernet te_port | port-
channel po}

no aps owner

gi_port: (0/1..48);

two_port: (0/1..8);

te_port: (0/1..11);
po: (1..24);
/OTKAOYEHO

HacTpouTb ponb Bnagensua rpl-nopra.

C6pocuTb poab rpl-nopTa.

aps propagate-tc [status {enable |
disable} | ring-ids ring_id]

no aps propagate-tc

ring_id: (1..4294967295)
/OTKNOYEHO

BKAOYMTL OTNpaBKy curHana ouunctkm MAC-
TabAnupbl B OCHOBHOE KOJbLLO MPU NepecTpoeHnmn
nogKosnbLa.

OTKNIOUUTL OTNPaBKY CurHana ounctkm MAC-
TabAnupbl B OCHOBHOE KOJbLLO MPU NepecTpoeHnmn
nogKonbLa.

aps protection-type {port-based |
service-based}

-/port-based

MN3MeHUTb TMN 3aWnTbl KoAbLA

- port-based — PaboTaeT ToNbKO C HyneBoW
vlan-rpynnoi;

- service-based — Mcnonb3yeTca ¢ KOHKPETHbIMM
vlan-rpynnamm.

aps revert Bbibop pexvma paboTbl KobLa.
-/BKAOYEHO
no aps revert
aps subring-without-virtualchannel . OtkntounTh virtualchannel B paboTe ¢ sub-ring.
. -/disable
{enable | disable}
aps group active AKTMBaLMA KOAbLA.
no aps group active -/OTKNOYEHO OTKAtOYEeHME KonbLa.

aps timers guard value {hours |
milliseconds | minutes | seconds}

value (0..24) yacos
(0..86400000) mc
(0..1440) munyT
(0..86400) cekyHz /500 mc

YcTaHOBKa Taimepa 610KMpytoLLero yctapesLwime
R-APS coobuieHus.

aps timers hold-off value {hours |
milliseconds | minutes | seconds}

value (0..24) yacos
(0..86400000) mc
(0..1440) munyT
(0..86400) cekyHg, /0 mc

YcTaHoBKa Taﬁmepa 3a4epXKKNU peakumn Kom-
MYTaTOpPa Ha U3MeHeHUe B COCTOAHUMN.

aps timers periodic value {hours |
milliseconds | minutes | seconds}

value (0..24) yacos
(0..86400000) mc
(0..1440) munyT
(0..86400) cexkyHa /5000 mc

YcTaHOBKa MHTepBana nepegaym RAPS pdu.

aps timers wtb value {hours |
milliseconds | minutes | seconds}

value (0..24) yacos
(0..86400000) mc
(0..1440) muHyT
(0..86400) cekyHa /5500 mc

YcTaHOBKa Taiimepa 3a4epiKKM MOCAe OYMCTKM
coctosaHua force/manual switch.

aps timers wtr value {hours |
milliseconds | minutes | seconds}

Value (0..24) yacos
(0..86400000) mc
(0..1440) munyT
(0..86400) cexkyHz, /300 ¢

YcTaHOBKa Talimepa, KOTOPbI 3amnyckaeTca Ha
RPL Owner kommyTaTope B revertive-pexxmme.
Mcnonb3yetca AnAa nNpefoTBPALLLEHMA  YACTbIX
3aLMTHBIX NEepeK/loYeHUIn U3-3a CUrHaNoB O
HenCcnpaBHOCTAX.

aps working level /eve/

no aps working level

level: (0..7)/0

HacTtpoiika ypoBHs Maintenance domain (MD).

Yaanutb gomeH Maintenance domain (MD).

aps working west {gigabitethernet
gi_port | twopointfivegigabitethernet
two_port | tengigabitethernet te_port
| port-channel po} east
{gigabitethernet gi_port |
twopointfivegigabitethernet two_port

gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11);
po: (1..24);
vlan-id: (1..4094)

Hactpoitka west, east MopToB € yKasaHuem
cnykebHoro vlan (R-APS VLAN). B nepsyto
oyepefb 3a4aeTcA west-nopT, 3aTem east-nopr.
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| tengigabitethernet te port | port-
channel po} vlan vian-id

KomaHOb1 pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOW CTPOKK pexxkunma Privileged EXEC:

console#

Tabnnua 103 — KomaHgb! pexxuma Privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

show aps ring

BbiBoa MHbopmaummn 06 obuwem coctosHumn ERPS
M COCTOAHWUM BCEX HACTPOEHHbIX KONeLl,.

show aps ring configuration

BbiBOA MHPOPMaLMK O KOHOUTYpaLMK KoNbLA.

show aps ring global info

BbiBOA MHOOPMaUuK o cocTosHMM moayna ERPS.

show aps ring group ring id

id: (1..4294967295)

BbiBOA MHPOPMALMM O COCTOAHUU KOHKPETHOrO
KO/bLia.

show aps ring statistics

BbiBOA, CTAaTUCTUKM 15 BCEX KOJIbL,EBbLIX MOPTOB.

show aps ring timers

BbiBOA MHOOPMaUuK o Bcex Taiimepax ERPS.

show aps ring vlan-group {vian-group-
id}

vlan-group-id: (0..64)

BbiBoa MHOOpMauuu o vian B vlan-rpynne.

[pumep Hacmpoliku ERPS

HacTtpouTb KonbLo ¢ naeHTMdmKaTopom 1. [1na npoxoxaeHns cnykebHoro erps-Tpaduka B KOAbLLE UCMOJb-
3yetca vlan 1000 (r-aps vlan), vlan 1-999 3awmuieHHble (protected) go6asneHsi 8 1 vian-rpynny. MNoptte0/1
ABnseTca west-noptom, east-nopt te0/2, rpl-owner te0/1.

console (config) #vlan 2-1000

console (config-vlan) #vlan active
console (config-vlan) #exit

console (config) #no shutdown aps ring

console (config) #aps ring
console (config) #aps ring
console (config) #aps ring
console (config-ring) #aps
console (config-ring) #aps
tengigabitethernet 0/2 vl
console (config-ring) #aps
console (config-ring) #aps
console (config-ring) #aps
console (config-ring) #aps

(
(
(
(
console (config) #aps ring enable
(
(
(
(

vlan-group-manager erps

map vlan-group 1 add 1-1000

group 1

working level 1

working west tengigabitethernet 0/1 east
an 1000

owner tengigabitethernet 0/1
protection-type service-based

map vlan-group 1

group active

4.15 Hacrpoiika npotokona OAM

Ethernet OAM (Operation, Adm

inistration and Maintenance), |IEEE 802.3ah — ¢yHKUMK ypOBHSA

KaHafa nepefayu OaHHbIX NPeACTaBAAOT COOOM MPOTOKO/A MOHUTOPWMHIA COCTOAHMA KaHana. B atom
NPOTOKO/1e ANA Nepefaydn MHPOPMALMKN O COCTOAHMUM KaHana Mexay HenocpeaCcTBEHHO NOAKAOYEHHbIMU
yctpoiicteamu Ethernet mcnonbsytotca 610KM gaHHbIX npotokona OAM (OAMPDU). O6a ycTtpolicTBa
OO0/IXKHbI noaaep*kneatb ctaHaapT IEEE 802.3ah.
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KomaHObI pexcuma KoHgu2ypayuu uHmepagelicos Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKM B perknme KoHodurypaumm nutepdencos Ethernet:

console (config-if) #

v

Hactpoiika Ethernet OAM TpebyeTca ana oTnpaBKu snmp-trap no cobbituto Dying Gasp.

Tabnnuya 104 — KomaHabl pexkmma KoHpurypauum nHtepdelica Ethernet

KomaHda

3HayeHue/3HayeHue
o ymon4YaHuro

Aeiicmeue

shutdown ethernet-oam

OTknountb paboty moayna Ethernet OAM Ha ycTpolicTBe.
[aHHaA KomaHAa OoTKAtouYaeT paboty moayna Ethernet

-/BKOYEHO ! OAM c 6e3B03BpaTHbIM yAa/NeHUEM BCEX HACTPOeK
6n10Kka OAM.
no shutdown ethernet-oam Bkntountb paboty mogynsa Ethernet OAM Ha ycTpolicTse.
shutdown fault-management OTKAounTb paboTy moaynsa Fault-management Ha ycTpoiicTse.
[aHHaA KoMaHAa oTKjlovaeT pabory mogynsa Fault-
I management ¢ 6e3803BpaTHbIM yAaseHneM BCeX Hac-
-/BKNKOYEHO -

no shutdown fault-
management

Tpoek 6s10Kka Fault-management.

BkntoumTb paboty moayna Fault-management Ha ycTpoiicTse.

ethernet-oam enable

ethernet-oam disable

-/BbIK/NOYEHO

PaspewunTb paboty OAM.

3anpetutb paboty OAM.

ethernet oam link-monitor
frame threshold count

no ethernet-oam link-monitor
frame threshold

count: (1..900)/1

YCTaHOBWUTbL MOPOr KO/AMYecTBa OWWMOOK 3a yKasaHHbIN nepuop,
(nepnog, ycTaHaBanBaeTca KomaHgoi ethernet oam link-monitor
frame window).

BoccTaHOBUTL 3HaYeHWe N0 YMOHAHMUIO.

ethernet-oam link-monitor
frame window window

no ethernet-oam link-monitor
frame window

window: (10..600)/100 mc

YCTaHOBUTb BPEMEHHOW NMPOMENKYTOK AJ/1A NMoACcYeTa KOMYecTsa
OowKnbOoK.

BoccTaHOBUTb 3HaYEeHME N0 YMONYAHUIO.

ethernet-oam link-monitor
frame-period threshold count

no ethernet-oam link-monitor
frame-period threshold

count: (1..900)/1

YcTaHoBUTL nopor gna cobbitna «frame-period» (nepuog ycta-
HaBAuMBaeTcA KomaHgol ethernet-oam link-monitor frame-pe-
riod window).

BoccTaHOBUTb 3HaYeHMe N0 YMONYAHUIO.

ethernet-oam link-monitor
frame-period window window

no ethernet-oam link-monitor
frame-period window

window:
(Oxffff../123456..)

YCTaHOBWUTb BPEMEHHOM NPOMEXYTOK Ana cobbitna «frame-
period».

BoccTaHOBUTb 3HaYeHME N0 YMONYAHUIO.

ethernet oam link-monitor
frame-sec-summary threshold
count

no ethernet-oam link-monitor
frame-sec-summary threshold

count: (1..900)/1

YCcTaHOBWUTb Nopor ana cobbitua «frame-sec-summary» (nepuop,
ycTaHaBAuBaetca KomaHgoi Ethernet-oam link-monitor frame-
sec-summary window), B cekyHzax.

BoccTaHOBUTL 3HaYeHWe N0 YMOYAHMUIO.

ethernet-oam link-monitor
frame-sec-summary window
window

window: (100..9000)/100

YCTaHOBWUTb BPEMEHHOM NPOMEKYTOK Ana cobbitna «frame-sec-
summary».

no ethernet-oam link-monitor me BoccTaHOBWTL 3HaYeHME N0 YMONYAHMIO.

frame-seconds window

ethernet-oam mode YCTaHOBUTL pexkum paboTbl npoTokona OAM:
{active|passive} Jactive - active — kommyTaTOp NocTtosHHO oTnpasasaeTr OAM PDU;

- passive — KOMMyTaTop HauyMHaeT otnpasnaTe OAM PDU TonbKo
npu Haanumm OAM PDU co BCTpeYHOW CTOPOHbI.

ethernet oam
remote-loopback {deny |
disable | enable | permit}

-/BbIK/IOYEHO

KomaHaa ana ynpasneHus noagep:kon GyHKLMKM 3aBopoTa Tpa-
duka.

- deny — urHopupyet KomaHgbl loopback;

- disable — 610kupyeT loopback;

- enable — BkatoYaeT KOHTpoAb Ana loopback;

- permit — BKAtoyaeT 06paboTKy loopback.
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ethernet-oam uni-directional BKOUMTb QYHKUMIO OBHAPYKEHUSA OOHOHAMNpPaB/IEHHbIX CBA3EW
detection Ha 6a3e npoToKkona Ethernet OAM.
no ethernet-oam -/BbIKNIOYEHO BoccTaHaBNMBaAET 3HAUEHME MO YMOMYAHMUIO.

uni-directional detection

ethernet-oam uni-directional Onpegenntb peakuuio KomMmyTaTopa Ha OZAHOHanpaBAEHHYO
detection action CBA3b:
{log| errdisable} - log — 3anucob B XypHan;
| - errdisable — nepesog nopta B coctosHue «error-disable», 3a-
/log NUCb B XyPHan 1 oTnpaska SNMP trap.
no ethernet-oam BoccTaHOBUTbL 3Ha4YeHWE NO YMOAYaHUIO.
uni-directional detection
action
ethernet-oam uni-directional BK/IOUNTD arpeccUBHbIV PeXnM onpepesieHna ofHOHanpaBaeH-
detection agressive HoW cBA3K. Ecam oT coceHero ycTpoicTBa NnepecTaoT NpUxXoauTb
Ethernet OAM-coobueHNs — IMHK NOMeYaeTCcs Kak 04HOHANpPaB-
-/BbIKNOYEHO NIEHHbIN.
no ethernet-oam BocCTaHOBUTH 3HaYeHME NO YMONYAHUIO.
uni-directional detection
aggressive
ethernet oam uni-directional YCTaHOBWUTb BPeMEHHOM UHTepBan ANa onpeaeneHnsa Tuna ceasm
detection discovery-time time Ha nopry.
no ethernet-oam time: (5..300)/5 cek BoccTaHOBUTL 3HaUYeHME NO YMOHAHUIO.

uni-directional detection
discovery-time

KomaHObI pexcuma 2a06ana6HolU KOHpuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabnnua 105 — KomaHabl pexuma rnobanbHomn KoHduUrypaumm

3HaveHue/3HayeHue .
KomaHoa / Aelicmeue
o ymMmon4aHuro
set ethernet-oam .
-/disable Bkatountb/BbikNounTE OAM B cucTeme.

{enable|disable}

set ethernet-oam oui oui oui: (aa:aa:aa) 3agatb OUI ana OAM.

KomaHOwbl pexcuma Privileged EXEC

Bce KomaHAbl AOCTYMHbI 41A NPUBUAETMPOBAHHOrO Nob3oBaTens. Bua 3anpoca KOMaHAHOM CTPOKM
perknma Privileged EXEC:

console#

Tabnnuya 106 — KomaHgb! pexkuma Privileged EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4aHuro
show port ethernet-oam - OT106pasnTb MHGOPMALIMIO O TEKYLLLEM COCTOSHUKU 0am.
show port ethernet-oam 0OT06pasnTb MHPOPMALMIO O TEKYLLEM COCTOSHWW 0am AAsi KOH-
{fastethernet fa_port | fa_port: (0/1..24); KpeTHoro nHTepdeiica.
gigabitethernet gi_port | gi_port: (0/1..48);
twopointfivegigabitethernet two_port: (0/1..8);
two_port | tengigabitethernet te_port: (0/1..11).
te_port}
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show port ethernet-oam OT06pasunTb COCTOAHUE COCEACTBYIOLLEN KOHbUIypaLmu.
[fastethernet fa_port | fa_port: (0/1..24);

gigabitethernet gi_port | gi_port: (0/1..48);

twopointfivegigabitethernet two_port: (0/1..8);

two_port | tengigabitethernet te_port: (0/1..11).

te_port] neighbor

show port ethernet-oam 0OT06pasuTb ctatuctuky OAM ana nHTepdencos/KOHKPETHOMO MH-
[fastethernet fa_port | Tepdelica.

gigabitethernet gi_port | fa_port: (0/1..24);

twopointfivegigabitethernet gi_port: (0/1..48);

two_port | two_port: (0/1..8);

twopointfivegigabitethernet te_port: (0/1..11).

two_port |tengigabitethernet
te_port] statistics

show port ethernet-oam{ OT06pa3nTb OAM HacTpoOIKKM NopTa.
fastethernet fa_port | fa_port: (0/1..24);

gigabitethernet gi_port | gi_port: (0/1..48);

twopointfivegigabitethernet two_port: (0/1..8);

two_port | tengigabitethernet te_port: (0/1..11).

te_port } event-notifications

show ethernet-oam global OT06pa3unTb rnobasbHble HAaCTPOMKKM 61oka OAM.
information i

Mpumep HacTpolikun Ethernet OAM:

console (config)# set ethernet-oam enable
console (config) # interface gigabitethernet 0/I
console (config-if) # ethernet-oam enable

4.16 NpynnoBas agpecaumsa

4.16.1 ®dyHKyusa nocpedHuka npomokona IGMP (IGMP Snooping)

OyHKumnAa IGMP Snooping ncnonb3yeTtcs B CeTAX rpynnoBon paccbiikm. OcHOBHOM 3agadvent IGMP
Snooping ABnAeTCA NpefocTaBNeHME MHOroagpecHoro TpaduKa TONbKO A/1A Tex MNopToB, KOTOpble
3anpocuau ero.

« Moapep:kusBatoTca Bepcuun npotokona IGMP — IGMPv1, IGMPv2, IGMPv3.
' | ®dyHKuuma rpynnosoii dunbtpaumm «bridge multicast filtering» BkatouyeHa no ymonuaHuio.
L

PacnosHaBaHMe NOPTOB, K KOTOPbIM MOAKAOYEHbI MHOMOaApecHbIe MapLIPYTU3aTOPbl, OCHOBAHO Ha
cneayoumnx cobbITUaAX:

— IGMP-3anpocbl NPUHATLI HA NOPTY;

— nakeTbl npoTokona Protocol Independent Multicast (PIM/PIMv2) npuHATbI Ha NOPTY;

— MakKeTbl MPOTOKO/1Ia MHOroaapecHon mapwpyTtmnsaumm Distance Vector Multicast Routing Protocol
(DVMRP) npuHATbI Ha NOPTY;

— nakeTbl npoTtokona MRDISC npuHATLI Ha NopTy;

— nakeTbl npoTokosa Multicast Open Shortest Path First (MOSPF) npuHATbI Ha nopTy.

KomaHObI pexcuma 2106aabHoU KOHpuU2ypayuu

Buza 3anpoca KoMaHAHOW CTPOKM penma riobanbHoM KoHbUrypauum:

console (config) #
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Tabnmua 107 — KomaHabl pexmma rnobanbHom KoHpurypaumm

KomaHda

3HayeHue/3Ha4yeHue
no yMmoA4aHuo

Aeiicmeue

shutdown snooping

no shutdown snooping

-/BKAOYEHO

OTKAtounTb paboTy moayns IGMP/MLD Snooping Ha ycTpoiicTee.
' [OaHHaAa KomaHpa oTKAouyaeT pabory moayna
= IGMP/MLD Snooping ¢ 6e3B03BpaTHbIM yAaneHnem

BCeX HacTpoeK 6saoka IGMP/MLD Snooping.

BksitounTtb paboty mogyns IGMP/MLD Snooping Ha ycTpoiicTse.

ip igmp snooping

no ip igmp snooping

-/BbIK/IIOYEHO

Paspewntb ucnonbsosaHme ¢pyHKumm IGMP Snooping KommyTa-
TOpOM.

3anpeTutb ncnosib3oBaHue pyHKLuMM IGMP Snooping KommyTaTo-
pom.

ip igmp snooping vlan vian_id

no ip igmp snooping vlan
vlan_id

vlan_id: (1..4094)/8bI-
K/IlO4EHO

Paspewntb ncnonbsosaHue ¢pyHkumm IGMP Snooping KommyTa-
TOpOM AN AaHHOro uHTepderica VLAN.
-vlan_id — naeHTUOUKaUMOHHBIA Homep VLAN.

3anpeTutb ncnosib3oBaHue ¢yHKLUMM IGMP Snooping KommyTaTo-
pom ans gaHHoro uHtepderica VLAN.

snooping authentication

no snooping authentication

-/BbIK/OYEHO

BkntounTb aBTOpMsaymto IGMP join rnobansHo.

BbIkntounTb aBTopm3aumtio IGMP join rnobanbHo.

snooping authentication
cache-time timeout

no snooping authentication
cache-time

timeout: (20-10000)
/600

HacTtpouTb TaimayT ana cache-tabanupl IGMP-aBTopusanmm.

BepHyTb 3HaYeHWe No yMmoa4YaHuio.

ip igmp snooping vlan vian_id
mrouter {fastethernet fa_port
| gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port port-channel group}

no ip igmp snooping vlan
vlan_id mrouter interface {
fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port port-channel group}

fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11);
group: (1..24);

OnpeaennTb MOPT, K KOTOPOMY MOAK/OYEH MapLIpyTU3aTop
MHOTroaZpecHom paccblikmM ans 3agaHHoro VLAN.
- vlan_id — vaeHTMdPMKaumoHHbIn Homep VLAN.

YKa3aTb, 4TO K NOPTY HE NOAKOYEH MApLLIPYTU3aTOP MHOroasa-
pecHoi pacchbiNKu.

ip igmp snooping vlan vian_id
fast-leave

no ip igmp snooping vlan
vlan_id fast-leave

vlan_id: (1..4094);
-/BbIK/IIOYEHO

BkntounTb npouecc IGMP Snooping Immediate-Leave Ha Tekywiemn
VLAN. O3HayaeT, 4To NOPT A0/IKEH ObITb HEMeAeHHO yaaneH u3
rpynnbl IGMP nocne nonyyeHuns coobuieHmsa IGMP leave.

OTkntounTb npouecc IGMP Snooping Immediate-Leave Ha Teky-
wei VLAN.

ip igmp snooping vlan vian_id
replace source-ip ip_addr

vlan_id: (1..4094)/sbI-

BK/1lOUMTL NOAMEHY KOMMYTAaTOPOM apeca MCTOYHUKA Ha 3aJaH-
Hbll IP-agpec B nakeTax IGMP-report B ykasaHHOm VLAN.
- ip_addr — IP-agpec, KoTopbili ByaeT ncnonb3oBaTbCa ANa NoA-
MeHbI.

MoameHa Ha 3aAaHHbIN agpec ANA TPAH3UTHOrO Tpa-

! ¢puKa NPoMCXo4UT NPU BKAIOYEHHOM ip igmp snooping.

KIOHEHO MoameHa Ha 3agaHHbI agpec anAa TpaduKa, ucxoas-
wero ¢ CPU KommyTaTopa, — Npu BKAIOYEHHOM ip igmp
snooping u ip igmp snooping proxy-reporting.

no ip igmp snooping vlan BbIKNOUMTL NOAMEHY KOMMYTAaTOPOM afpeca MCTOYHMKA Ha 3a-
vlan_id replace source-ip AaHHbIN IP-agpec B nakeTax IGMP-report.
ip igmp snooping group-query- YCTaHOBUTb MHTEpBan BPEeMEHU B CeKyHAaX, nocne KOToporo
interval value YCTPOMCTBO OTNPaBAAET group-query Ha mrouter.

value: (2..5)

ip igmp snooping group-query-
interval

YCTaHOBUTb 3HaYeHMe MO YMOJTHAHUIO.

ip igmp snooping port-purge-
interval value

no ip igmp snooping port-
purge-interval

value: (130..1225)

YCTaHOBUTb MHTEPBA/I BPEMEHM B CEKYHAAX, MO UCTEYEHMM KOTO-
poro mrouter yaansetcs, ecam He nosydyaeT IGMP reports.

OTKNOYUTb HACTPOIKY.

ip igmp snooping query-
forward all-ports

-/non-router

BKAIOUMTL OTNPaBKY query BO BCe MOPTbI.
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ip igmp snooping query-
forward non-router

BK/IOUNTb OTNPABKY query B non-router-nopTbl.

ip igmp snooping report-
suppression-interval value

no ip igmp snooping report-
suppression-interval

value: (1..25)/5

3agaTb MHTEpBan (B ceKyHAZax), gna Kotoporo IGMPv2 report ans
OZHOW 1 TOM Ke rpynnbl He byayT nepeHanpas/ieHbl.

YCTaHOBWUTb 3HAYEHME NO YMON4aHUIO.

ip igmp snooping retry-count
value

no ip igmp snooping retry-
count

value: (1..5)

MakcumanbHoe KoNMYecTBo query, OTHOCALMXCA K rpynne, oT-
npas/ieHHbIX Ha mrouter.

OTK/IHOUUTb HAaCTPOIKY.

ip igmp snooping send-query
enable

ip igmp snooping send-query
disable

PaspewnTb Nepegady query-nakeTos Ha yCTPOMCTBE.

3anpeTuTb Nepegayy query-nakeToB Ha YCTPOWCTBE.

learning age-timer interval

ip igmp snooping source-only

no ip igmp snooping source-
only learning age-timer

interval: (130..1225)

YCTaHOBWUTb MHTEPBa (B CEKyHAAX), NOCAe KOTOPOro NopT yaana-
etca, ecnm IGMP reports He nony4yeHbl.

OTKOUNUTL Talimep.

ip igmp snooping filter

no ip igmp snooping filter

-/BbIKNOYEHO

PaspewunTb ucnonb3oBaHue ¢yHKUMn dunbTpaumm IGMP Ha UH-
Tepodelicax.

3anpeTuTb ncnonb3oBaHue GpyHKUUI dunbTpaunn IGMP Ha WH-
Tepdelicax.

ing

ip igmp snooping proxy-report-

porting

no ip igmp snooping proxy-re-

-/BbIKNOYEHO

BKAHOUMTL NPOKCMpOBaHME KaneHTCKmMx IGMP-3anpocos, a TakKe
camocTosATenbHoe GOPMUPOBAHME 3aMNpPOCOB B C/ly4ae HAaCTPOIMKM
cTtatnyeckux IGMP-rpynn.

OTKAOYNTL NPOKCUpPOBaHME KnneHTCKnX IGMP-3anpocos, a Tak-
e camocTonTesnbHoe GopmMUMpoBaHMeE 3anpocoB B CAy4Yae HacT-
poliku ctatuyeckux IGMP-rpynn.

KomaHObI pexcuma KoHgpuaypayuu VLAN (duanasoH VLAN 08)

console# configure terminal

console
console

(config)# vlan 1,3,7
(config-vlan-range) #

Tabnunua 108 — KomaHabl pexxmma KoHourypauum VLAN

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip igmp snooping replace
source-ip ip_addr

BKAOUMTb MOAMEHY KOMMYTaTOpOM agpeca MCTOYHMKA Ha 3a-
OaHHbI IP-agpec B nakeTax IGMP-report.
-ip_addr — IP-appec, KoTopblii ByaeT UCNoAb30BaTbCA AA NOA-
MeHbI
MoameHa Ha 3apaHHbI agpec ANA TPAH3UTHOrO Tpa-
! $uKa npoucxoauT NpPU  BKAIOYEHHOM ip igmp
snooping. NoameHa Ha 3apaHHbIA agpec AnNA Tpa-
¢uKa, ucxogawero ¢ CPU kommyratopa, — npm BK/IO-
YeHHOM ip igmp snooping u ip igmp snooping proxy-
reporting.

no ip igmp snooping replace
source-ip

BbIKNIOUNTL NOAMEHY KOMMYTAaTOPOM afpeca UCTOYHWUKA Ha 3a-
OaHHbIM IP-agpec B naketax IGMP-report.

ip igmp snooping cos cos

YcTaHoBUTL 3HaYeHue 802.1p ana IGMP-nakeTos, KoTopble 6y-
OYT UCMO/Ib30BaTbCA KOMMYTAaTOPOM Ha UHTepdelice VLAN.

ip igmp snooping

no ip igmp snooping cos cos: (0..7)/- Ypanaet 3HaueHne metkn 802.1p ana IGMP-nakeToB Ha UHTEp-
delice VLAN.

ip igmp snooping version {v1 | YcTaHOBUTL Bepcuto npoTtokona IGMP 8 VLAN.

v2 | v3} -/v3

YCTaHOBWUTb 3HaYeHMe No YMONYaHUIO.

ip igmp snooping fast-leave

no ip igmp snooping fast-leave

-/BbIK/IIOYEHO

BkntouaeT pyHKumio fast-leave gns VLAN.

BbikntoyaeT pyHKuMio fast-leave gnsa VLAN.

ip igmp snooping max-
response-code value

value: (0..255)

YCTaHOBWUTb MaKCMMaibHOE Bpems OTBETa Ha 3anpoc, 3ajatoLLe-
ecsl B Kode, rae of4Ha eAMHMUA KoAa paBHa O4HON AecATou ce-
KyHAbI.
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no ip igmp snooping max-
response-code

YCTaHOBUTb 3HaYeHMe Mo YMOJTHAHUIO.

ip igmp snooping mrouter
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}

[time-out time]

no ip igmp snooping mrouter-
port {fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}

fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11);
time: (60..600)

CTaTuyeckn HaCcTpomuTb NOPTbl MmapwpyTnusatopa ana VLAN.
- time-out — MHTepBan OXMAAHUA A0 OYMCTKM NOPTA MAPLIPYTH-
3aTopa ana nHtepdelica VLAN.

Yaanutb yKasaHHble NOpTbl Mapwpytmnsatopa ana VLAN.

ip igmp snooping mrouter-port
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port } version {v1 | v2 | v3}

no ip igmp snooping mrouter
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port} version

fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11)

HacTtpouTb Bepcuto IGMP gna nopta mapwpytmsatopa ana VLAN.
-vl — IGMP snooping Version 1;
-v2 — IGMP snooping Version 2;
-v3 — IGMP snooping Version 3.

YCTaHOBWTb BEPCUIO NO YMONYAHUIO.

ip igmp snooping multicast-vlan
profile index

no ip igmp snooping multicast-
vlan profile

index: (1..4294967295)

MpwueasaTb multicast-npodunb ¢ 3agaHHbIM HAEKCOM K VLAN.

Ypanutb npmeAsKky K VLAN.

ip igmp snooping querier

no ip igmp snooping querier

-/BbIK/IIOYEHO

BkntounTb Nnoanep KKy Bblgayuun 3anpocoBs igmp-query KommyTa-
Topom BO VLAN.

BbIKNOUMTb NOAAEPHKKY BblAAYM 3aMPOCOB igMp-query KommyTa-
Topom BO VLAN.

ip igmp snooping query-interval
interval

no ip igmp snooping query-
interval

interval:
(60..600)/BbIKAIOYEHO

YcTaHOBUTb TaﬁmayT, NoO KOTOPOMY CUCTEMA OTNPABAAET OCHOB-
Hbl€ 3anpocCbl BCEM YHaCTHUKaM rpynnbl MHOI'Oa,CI,peCHOl‘;I nepe-
Aa4yn OnAa NpoBepKU X aKTUBHOCTU.

YCTaHOBUTb 3HAYEHME MO YMOJIHAHUIO.

ip igmp snooping sparse-mode
enable

ip igmp snooping sparse-mode
disable

-/BbIKNIOYEHO

BKOUMTL pexknm GUAbTPaLMKU He3aperncTpMpoBaHHOIO Tpa-
¢uka B VLAN.

OTKNIOUYNUTD PeXRUM GUAbTPALMKN HEe3aPerncTpMpPoOBaHHOMO Tpa-
¢uKa B VLAN.

ip igmp snooping static-group
ip_addr [ports ports]

no ip igmp snooping static-
group ip_addr

Co3patb CTaTUYECKYHO 3annCb B Ta6/w|u,e rpynnoeofz’l agpecauunn.

YAanuTb cTaTMYecKyto 3anucb M3 Tabauubl rpynmnosoit agpeca-
.

ip igmp snooping blocked-
router {fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port port-channel group}

no ip igmp snooping blocked-
router {fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port port-channel group}

fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11);
group: (1..24)

BKntounTb oT6pacbiBaHMe Query Ha MHTepdeiice.

BbIkntounTb 0T6packiBaHne Query Ha uHTepdelice.
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KomaHObI pexcuma KoHgpu2ypayuu uHmepaelica (QuanasoHa uHmepgelicos) Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKM peXkMma KoHpUrypaumnm nHtepdeiica:

console (config-if) #

Tabnnuya 109 — KomaHabl pexkmma KoHpurypauum nHitepdelica Ethernet

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuro

Aelicmeue

switchport multicast-tv vlan
vlan_id [tagged]

no switchport multicast-tv vian

vlan_id: (1..4094)

Bkntountb nepeHanpasneHne IGMP-3anpocoB M3 KAMEHTCKUX
Vlan B Multicast Vlan u mynbTuKactoBoro Tpaduka B KIMEHTCKNE
Vlan B HeTermposaHHOM BUAE.

- tagged — BkntounTb nepeHanpasneHne IGMP-3anpocos us Kau-
eHTcKux Vlan B Multicast Vlan n mynbTukactoBoro Tpadmka B Kau-
eHTcKue Vlan ana nHtepdeiica B TerMpoBaHHOM BUAE.

Bbikntountb nepeHanpasneHne IGMP-3anpocoB C K/IMEHTCKMX
Vlan B Multicast Vlan u mynbTuKactoBoro Tpaduka B KAIMEHTCKNE
Vlan gna nHtepdeliica B pexxume «access».

ip igmp snooping limit groups

limit

no ip igmp snooping limit

-/BbIK/IOYEHO

YCTaHOBUTbL OrpaHUYEHME NO KOAMYECTBY Fpynn Ha uHTepdelice.
Ana paboTtbl TpebyeTca KomaHpa ip igmp snooping
e filter.

CHATb orpaHu4yeHMe Ha Konm4yecTBso rpynn.

ip igmp snooping filter-
profileld filter-id

no ip igmp snooping filter-
profileld

-/BbIK/IIOYEHO

BkntounTb dpuabTpaumio no filter-id Ha nHtepdeiice.

OTKAUNTL dunbTpauuto no filter-id Ha nHTepdelice.

ip igmp snooping leavemode
{exp-hosttrack | fastleave |
normalleave}

-/normalleave

YcTaHOBUTL pexkum leave Ha MHTepdeiice.

- exp-hosttrack — c oTchexxunaeHue xocTos;

- fastleave — ypaneHue cpasy nocne nonyyexue leave;

- normalleave — pexxvm No ymonyaHuio.

[Ona paboTbl TpebyeTca KomaHAa snooping leave-process config-
level port.

ip igmp snooping trusted

no ip igmp snooping trusted

-/BbIK/OYEHO

BrkntounTb pexkum gosepus IGMP Snooping Ha HTepdeiice.

Ha poBepeHHbIl MHTepdEeNC He pacnpoCTPaHAETCS AeNCTBUE KO-
MaHg, ip igmp snooping proxy-reporting v ip igmp snooping
replace source-ip.

BbIKNOUNTL peXkMm aosepus Ha MHTepdelice.

ip igmp snooping authentica-
tion radius [required]

no ip igmp snooping
authentication

-/BbIK/IIOYEHO

BkatounTb IGMP-aBTOpU3aLmio Ha MHTepdeiice.
- required — 3anpetuTb 06paboTKy IGMP join npu HegocTynHO-
ctn RADIUS-cepBepa.

BepHyTb 3Ha4YeHne No ymoa4aHuio.

ip igmp snooping
authentication forward-first

no ip igmp snooping
authentication forward-first

-/BbIK/IOYEHO

Bkntountb onumto forward-first, npu kotopoii IGMP join 6yayT 06-
pabaTbiBaTbCA Nepea Ux aBTopusaLmeit Ha cepsepe.

BepHyTb 3HaUeHWe NO YMONYAHMIO.

ip igmp sn authentication
exception mcast profile profile

no ip igmp sn authentication
exception mcast profile

MpueAsaTtb multicast-npoduns gns IGMP-aBTOpM3aUUN Ha MH-
Tepdelic.

BepHyTb 3HaYeHWe Mo YMONYaHUIO.

[Mpumep HaCMpPOoUKU MOONUCKU HO cmamuyYeckue 2pynnbi

console# configure terminal
console (config)# wvlan 10

console (config-vlan) #

console
console

(
(
(
(

vlan active
config-vlan)# ip igmp snooping static-group 232.0.0.1
config)# ip igmp snooping

console (config)# ip igmp snooping proxy-reporting
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[Mpumep Hacmpoliku MVR

B npumepe gigabitethernet 0/1 - mrouter-port, fastethernet 0/1 - kaneHTCKMUn nopT

console (config)# wvlan 10,100
console (config-vlan)# vlan active
console (config-vlan) # exit

console (config) # ip mcast profile I

console (config-profile)# permit

console (config-profile)# range 232.0.0.1 232.0.0.5

console (config-profile)# profile active

console (config-profile)# exit

console (config) # snooping multicast-forwarding-mode ip

console (config)# ip igmp snooping
console (config) #

console (config)# wvlan 100

ip igmp snooping vlan 100
ip igmp snooping multicast-vlan enable

console (config-vlan)# ip igmp snooping multicast-vlan profile 1
console (config) # interface gigabitethernet 0/I
console (config-if) # switchport mode trunk

console (config-if)# exit

console (config)# interface fastethernet 0/1

(

(

(

(

(

(

(

(

(

(
console (config) #

(

(

(

(

(

(

(
console (config-if) #
console (config-if) #
console (config-if) #
console (config-if) #

exit

KomaHOb1 pexcuma EXEC

switchport mode access
switchport access vlan 10
switchport multicast-tv vlan 100

Bce KOMaHAb! AOCTYNHbI TONBKO 417 NPUBUAETMPOBAHHOIO NOJIb30BaTENA.

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnvua 110 — Komanapl pexknuma EXEC

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ip igmp snooping mrouter

MoKa3aTb MHPOpPMaLUio 06 U3yyeH-
HbIX MHOTOaZPECHbIX MapLLpyT13a-
TOpax B yKa3aHHow rpynne VLAN.

show ip igmp snooping groups

MokasaTb MHGopMaumio 06 nsyyeH-
HbIX ~ MHOrOagpecHbIX  rpynnax,
y4yacTBYIOLWMX B rpynnosoi pac-
CcblsKe.

clear ip igmp snooping groups [vlan vian-id]

vlan_id: (1..4094)

Ounctute Tabnuuy rpynn MOAHO-
CTbtO UM B yKazaHHoM VLAN.

show ip igmp snooping authentication cache

[interface {fastethernet_fa_port_| gigabitethernet gi_port |
twopointfivegigabitethernet two_port |

tengigabitethernet te_port | port-channel group}]

fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11);
group: (1..24)

MpocmoTp cache-tabnanupl IGMP-

aBToOpU3aLun.

4.16.2 Mpasuna 2pynnosoli adpecayuu (multicast addressing)

[aHHbIN Knacc KomaHg npegHasHadeH 444 3a4aHWA MpaBwuA rpynnoBoi agpecauun B CeTU Ha

KaHa/IbHOM U ceTeBOM YpPoBHAX moaenn OSI.
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KomaHObI pexcuma 210b6aabHol KOHGuU2ypayuu

Buza 3anpoca KOMaHAHOWM CTPOKM peXxnma rnobanbHom KoOHPUrypaumu:

console (config) #

Tabaunuya 111 — KomaHAabl pexkmma rnobanbHoi KoHpUrypaumm

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4YaHuro

Aelicmeue

ip igmp snooping multicast-
vlan enable

ip igmp snooping multicast-
vlan disable

-/BbIK/IIOYEHO

BKNOUUTL PYHKLMIO TPYNnoBoin GuabTpaymm.

BbIKNtOUNTb GYHKLUMIO FPYNNOBOM GUAbTPaALUK.

snooping multicast-
forwarding-mode ip

HacTpauBaeT perkmum 06paboTkm multicast-tpaduka no IP-agpecy.
B saHHOM pexXume yactb multicast-tpadpmka nepexsatbl-

snooping leave-process config-
level vlan

-/mac . BaeTcA ycTpoiicteom Ha CPU.
snooping multicast- HactpauBaet pexum obpaboTkm multicast-tpadpuka no MAC-aa-
forwarding-mode mac pecy.
snooping leave-process config- OnpegpenseT ypoBeHb KOHUrypaLmm mexaHnamos 06paboTku oT-
level port _lan nycka (KoHdurypauum Ha ocHose VLAN 1M Ha OCHOBE NopTa).

YCTaHOBWTb 3HaYeHMe N0 YMOAYAHWUIO.

snooping report-process
config-level all-ports

snooping report-process
config-level non-router-ports

-/non-router-ports

YKa3blBaeT Ha Kaknx noptax obpabatbiBatoTca nosnyyeHHole IGMP
report ot xocta. IGMP report moryT o6pabaTbiBaTbCcA Ha BCEX MOp-
Tax UKW Ha NopTax, KOTopble He ABAAOTCA mrouter-nopTamu.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHUIO.

4.16.3 MLD snooping — npomoKos1 KOHMpPoAa MHO20a0pecHo20 mpaguka e IPvé

MLD snooping — MeXaHM3M MHOroaApecHoOl PacCbIKM COOBLLEHUI, MO3BOAAIOWMNA MUHUMU-
3MpoBaTb MHOTOa4PECHbIN TpaduK B IPV6-ceTax.

v/

KomaHObI pexcuma 2a0b6aab6Hol KOHuU2ypayuu

B TeKyuwieii Bepcum MO He nogaepuBaerca Ha moaenax MES2448B, MES2411X, MES3710P.

Buza 3anpoca KOMaHAHOW CTPOKM peXxmnma rnobanbHoM KoHpUrypaumu:

console (config) #

Tabnunua 112 — KomaHabl rnobanbHOro pesknma KoHoburypaumm

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

ipvé mid snooping

no ipvé mld snooping

-/BbIK/IIOYEHO

Bkatountb MLD snooping.

OTkAtounTb MLD Ssnooping.

ipvé mid snooping group-
query-interval interval

no ipvé mld snooping group-
query-interval

interval: (2..5)/2

YCTaHOBWTb TaliMayT, MO KOTOPOMY CMCTEMA OTMPABAAET OCHOBHbIE
guery-3anpocsl.

YCTaHOBUTb 3Ha4YeHME N0 YMOIYAHMUIO.

ipvé6 mld snooping mrouter-
time-out time

no ipvé mld snooping mrouter-
time-out

time: (60..600)

YCTaHOBUTb BPEMA OXXMAAHMA OYUCTKM MOPTa OTCAEXMUBAIOLLEro
mapLpyTtusatopa MLD, nocne KOTOporo nopT yaanaerca, ecav He
nosy4yeHbl controlpackets mapwpyTtmusatopom MLD.

YCTaHOBUTb 3Ha4YeHME N0 YMOHAHMUIO.

ipvé mld snooping port-purge-
interval interval

interval:
(130..1225)/260

3a4aTb HTEPBAN BPEMEHWN OYUCTKM MOpPTa oTcaexnsaHna MLD, no-
cne KoToporo nopt yganaetca, ecam MLD-reports He nosyyeHsbl.
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no ipv6 mid snooping port-
purge-interval

YCTaHOBUTb 3HAYeHne no YMO/IHaHUIO.

ipvé mld snooping proxy-
reporting

no ipvé mid snooping proxy-
reporting

-/BbIK/IOYEHO

BKAtoOUnTL PYHKLMIO proxy-report Ha ycTponcTse.

BbIKNtOUMTb GYHKLNIO proxy-report Ha yCTpoiicTBe.

ipvé mld snooping report-
forward {all-ports | router-
ports}

no ipvé mld snooping report-
forward

-/router-ports

YKasatb HanpasneHue IGMP report: Bo Bce noptbl VLAN wnaun
TONbKO Ha NOPTbI poyTepa.

YCTaHOBWTb 3HaYeHMe N0 YMOJTHAHUIO.

ipvé mld snooping report-
suppression-interval interval

no ipvé mld snooping report-
suppression-interval

interval: (1..25)

YCTaHOBWTbL BPEMEHHOW MHTEpPBas 3anpeTa nepegayn MLDvSnoop-
ing-reports, B Te4eHNe KOToporo coobueHus otyetoB MLDv1 He 6y-
AyT NepeHanpaBiATbCA Ha MOPTbl MaplupyTU3aTopa A/1A TOW Ke
rpynnol.

YCTaHOBWTb 3HaYeHMe N0 YMOAYAHUIO.

ipvé mld snooping retry-count
interval

no ipvé mld snooping retry-
count

interval: (1..5)/2

YCTaHOBUTb MaKCMMa/IbHOE KOIMYECTBO rPynnoBbIX 3aNpocos, OT-
npaBAseMbIX Ha MOPT NP Noay4yeHumn coobuweHna MLDv1.

YCTaHOBUTb 3HAYEHMe Nno YMOI4aHUIO.

ipvé mld snooping send-query
enable

ipvé mld snooping send-query
disable

-/disable

BkntounTb PpyHKUMIO Nepesayn 3anpocos MLD npu nsmeHeHun To-
nosaoruu.

BbIKNOUMTb GYHKLMIO Nepegaun 3anpocos MLD npu nameHeHum
Tonosnornu.

KomaHObl pexcuma KoHgpuaypayuu VLAN (duanasoH VLAN o8)

console# configure terminal
console (config)# vlan 1,3,7
console (config-vlan-range) #

Tabnunua 113 — KomaHabl pexmuma KoHpurypauum VLAN

KomaHda

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

Aelicmeue

ipvé mld snooping mrouter {
fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}

No ipv6 mld snooping mrouter
{ fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port }

fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11)

MpuBA3aTb NOPT OTCAEXKMBatOLWero mappytusatopa MLD k VLAN.

Yaanutb NOpT OTCAeXMBatoWwero maplpyrtusatopa MLD ns VLAN.

ipvé mld snooping version {v1
| v2}

ipvé mld snooping version

-/v2

Hactpoutb Bepcuto otcnexkmsaHua MLD B VLAN.
-vl — MLD snooping Version 1;
-v2 — MLD snooping Version 2.

YCTaHOBUTb 3HaYeHue no YMO/I4aHUIO.

KomaHOwbl pexcuma EXEC

Bce KomaHAap! AOCTYNHbI TO/IbKO AN1A NPUBUNETMPOBAHHOIO NOJ1b30BaTeNA.

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#
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Tabnunua 114 — KomaHabl pexkmma EXEC

Komanoa 3HayeHue/3Ha4yeHue Leiicmeue
no ymoa4aHuro
show ipv6 mld snooping global - OT06pa3unTb rnobasnbHble HacTpokn MLD.
show ipv6 mid snooping vlan ) OT106pasnTb nHbopmaumio o KoHdUrypaummu MSD-snooping ans
vlan_id naHHou VLAN.

4.16.4 ®yHKkyuu ozpaHuveHusa multicast-mpaguka

®yHKUMKM orpaHuyeHma multicast-tpaduka ncnonbsytoTcs ana yaobHOM HAcTPOMKM orpaHuMyeHus
NpoCcMOoTpa onpeaeneHHbIX Fpynn MHOroaApecHOM PacchIKM.

KomaHObI pexcuma 2n106anbHol KoOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM peknma rnobanbHOM KOHPUrypaLmm:

console (config) #

Tabnunuya 115 — KomaHabl pexkmma rnobanbHoi KoHurypaumm

Komanda 3HayeHue/3HayeHue no Neiicmeue
ymMon4aHuio
ip mcast profile index index: (1..4294967295); Co3pgaTb multicast-npodunb n nepenTn B perkMm ero KoHGU-
[description] description: (1..128) rypupoBaHus.
no ip mcast profile index CcMmBONOB Yaanute multicast-npodune.

KomaHObI pexcuma KoHgu2ypayuu multicast-npoguns

Buz 3anpoca KoMaHAHOM CTPOKM B pexnume KoHdurypaumm multicast-npoduna:

console (config-profile) #

Tabnuua 116 — KomaHapl pexkuma KoHpurypaumm multicast-npoouna

3Ha4yeHue/3HayeHue

Komanda OnucaHue
Mo yMoA4YaHuto
range first_group_ip 3apaTb AMana3oH aApecoB-UCTOYHMKOB multicast-Tpaduka.
last_group_ip Ecnun 3apaTb TONbKO OAMH afpec, OH CTaHeT eANHCTBEHHbIM UC-
- TOYHUKOM MYNIbTMKACTa.
no range first_group_ip Yoanutb AManasoH afpecoB-UcTOYHUKOB multicast-Tpaduka.
last_group_ip
permit B cnyyae HecooTBETCTBMA OAHOMY M3 3a[aHHbIX [Mana3oHoB,
-/deny IGMP-report 6yayT nponyckaTbca.
deny B cnyyae HecooTBETCTBMA OAHOMY M3 3a[aHHbIX [Mamna3oHoB,
IGMP-report 6yayT oTbpacbiBaTbCA.
profile active AKTMBMpPOBaTb paboTy npopuns.
no profile active ) [eaktnsnposatb paboty npoduna.

KomaHObI pexcuma KoHguzaypayuu VLAN

Buza 3anpoca KoMaHAHOWM CTPOKM B pexxnume KoHurypaumm VLAN:

console (config-vlan) #

Tabnunua 117 — KomaHabl pexxmma KoHourypauum VLAN

3HayeHue/3Ha4yeHue
KomaHoa / OnucaHue
no ymon4aHuro

ip igmp snooping multicast-
vlan profile profile

index: (1.. 4294967295) MpuBA3aTb YKasaHHbIA Npoduab K VLAN.
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4.16.5 Korngpuzypayusa IGMP proxy

PyHKUMA MHoroagpecHo mapwpytusaumm IGMP Proxy npegHasHavyeHa ANnA peanusauumu
YNPOLLEHHOW MApLIPYTU3aLMN MHOTOALPECHDbIX AaHHbIX MEXAY CETAMM, YNPaBAAEMOM HA OCHOBaHUMU
npoTtokona IGMP. C nomouibto IGMP Proxy ycTponcTBa, He HaxoAalmecs B O4HOM CeTU C cepBepom
MHOT0a4pPeCHON PacCbIIKM, UMEIOT BO3MOXKHOCTb MOAKAHYATECA K MHOFOQAPECHbIM FPYNNam.

MapLpyTm3auma OCyLLeCcTBAAETCA Mexay WHTepdeincom Bbiwectosawen cetn (uplink) u
nHTepdelricamm Huxectoawmx ceteli (downlink). Mpu aTom Ha uplink-nHTEpdeiice kKommyTaTop BegeT
cebs Kak 0bbIYHbIV NoslyYaTeslb MHOroagpecHoro TpaduKka (multicast client) u popmmpyeTt cobcTBEHHBIE
coobueHns npotokona IGMP. Ha untepdeiicax downlink kKommyTtatop BbiCTynaeT B KayecTBe cepsepa
MHOTr0agpecHOM paccblikn 1 obpabaTbiBaeT coobeHmaA NpoTokoaa IGMP oT ycTpoicTs, NOAKNOUYEHHbIX
K 3TUM MHTepdencam.

' dyHKUMA noapep)KUBaeTcsl TONbKO Ha mogenax MES2424, MES2424B, MES2424FB,

e MES2424P, MES2410-08DP, MES2410-08DU, MES2448, MES2448B, MES2448P, MES2411X,
MES3400-24, MES34001-24, MES3400-24F, MES3400-48, MES3400-48F, MES3710P.

KomaHObI pexcuma 2a06anab6Hol KoOHguU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHoOM KOHPUrypaLmm:

console (config) #

Tabnnua 118 — KomaHab! pexuma rnobanbHoi KoHduUrypaumm

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

KomaHoa Aeiicmeue

set ip igmp enable Bkntounts moaynb IGMP rnobansHo.

-/BbIK/OYEHO

set ip igmp disable BbikntounTb mogynb IGMP rnobanbHo.

ip igmp proxy-service Bkntountb dpyHKuMo IGMP proxy rno6anbHo.

-/BbIK/OYEHO

no ip igmp proxy-service BbikntounTb GyHKUMIO IGMP proxy rnobanbHo.

KomaHObI pexcuma KoHguypayuu uHmepgeticos VLAN

Bupg 3anpoca KOMaHAHOM CTPOKU B pexnume KoHpurypaummn nHtepdencos VLAN:

console (config-if) #

Tabnnua 119 — KomaHgb! pexkuma KoHdurypaumm nntepoeiicos VLAN

3HayeHue/3HayeHue no
YMOMYAHUIO

KomaHoa Aelicmeue

set ip igmp enable

-/BbIKNOYEHO

set ip igmp disable

BKkatounts moaynb IGMP Ha uHTepdelice. UHTepdeic
nosyyaet posb Downstream ansa ¢yHkumm IGMP proxy.

Bbikntountb moaynb IGMP Ha nHTepdeiice.

ip igmp-proxy mrouter

-/BbIK/IOYEHO

no ip igmp-proxy mrouter

Onpepenntb ponb Upstream ana uHtepdeiica IGMP
proxy.

Y6patb posnb Upstream c nHtepoeiica.

ip igmp-proxy mrouter-version
version

version (1..3)/3

YcTtaHoBuTb Bepcuto IGMP Ha Upstream-uHtepodeiice.

ip igmp-proxy mrouter-time-out
timeout

timeout (60...600)c/125

YCcTaHOBWTL Taiimep mrouter purge, nNocie UCTe4YeHus
KoToporo Bepcua IGMP Ha Upstream-unHtepdelice cme-
HUTCA Ha CKOHPUIypUpOBaHHYIO KOMaHAOW ip igmp-
proxy mrouter-version. Talimep nepesanycKkaeTca Kax-
Abli pa3 nocne noayyeHna Query Ha Upstream-
MHTepoenc.

ip igmp immediate-leave

-/BbIKNOYEHO

Bkntountb dyHKumo IGMP fast-leave Ha Downstream-
MHTepodeiice.
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no Ip igmp immediate-leave

Bbikntountb pyHKUMO IGMP fast-leave Ha Downstream-
uHTepdelice.

ip igmp explicit-tracking

no ip igmp explicit-tracking

-/BbIK/IIOYEHO

BKAOUNTE  OYHKLMIO OTCAEXKMBAHWUA KAMEHTOB ANA
6bICTPOro yAaneHua NoAnuCcKM npu nonydyeHun IGMP
leave Ha Downstream-uHTepdeiice.

BbIKNOUNTD PYHKLUUIO OTCNENKMBAHUA KAMEHTOB ANA
6bICTPOro yAaneHua NoAnucKu npu nonydeHun IGMP
leave Ha Downstream-uHTepdeiice.

Ip igmp query-interval interval

no Ip igmp query-interval

interval (30...31744)c/125c¢

YcTaHOBUTL MHTepBan otnpaBkn IGMP General Query
Ha Downstream-uHTepodeiice.

BepHyTb nHTepBan otnpasku IGMP General Query Ha
Downstream-uHtepdeiice No ymonyaHutio.

ip igmp last-member-query-
interval value

no ip igmp last-member-query-
interval

value (1-255 )mc/10 mc

YcTaHOBUTb 3HaYeHue B Mc last-member-query-interval
B coobuweHuax IGMP group specific query.

BepHyTb 3HaueHue last-member-query-interval B coo6-
weHmax IGMP group specific query no ymonyaHnuio.

ip igmp query-max-response-time
value

no ip igmp query-max-response-
time

value (1-255) mc/100 mc

YCTaHOBWUTb 3HayeHWe max-response-time B coo60ue-
Huax IGMP general query.

BepHyTb 3HaueHWe max-response-time B coobLieHUAX
IGMP general query no ymonyaHuto.

ip igmp robustness robustness

no ip igmp robustness

robustness (2..7)/2

YCTaHOBWTb 3HaYeHWe napameTa ycronumsoctn IGMP.

BepHyTb 3HauyeHue ycTonunsocTn IGMP no ymonyaHuio.

KomaHObi pexcuma Privileged EXEC

Buz 3anpoca KomaHAHOM CTPOKM pexxnma Privileged EXEC:

console#

Tabnnua 120 — KomaHab! pexuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

show ip igmp-proxy mrouter [vlan
vlan-id ]

vlan-id: (1..4094)/-

MpocmoTp nHdopmaumm o6 Uplink-uHtepdericax.

show ip igmp-proxy forwarding-
database [vlanvian-id | group

vlan-id: (1..4094)
group-ip: multicast ip-

MpocmoTp MHPOPMaLMKM O MOAyYaeMbIX rpynnax u
HaAUYMU NOAMUCOK ANA HUX.

group-ip | source source-ip] address
source-ip: unicast ip-
address/-
show ip igmp global-config / MpocmoTp MHPopMaLmm o rnobanbHOM COCTOSHUN MO-
o nyns IGMP v ¢yHKumnmn IGMP proxy.
show ip igmp groups / MpocmoTp MHPOPMaLMM 06 aKTUBHbIX NOAMWUCKAX Ha

rpynnol.

show ip igmp interface [vlan vian-
id]

vlan-id: (1..4094)/-

MpocmoTp MHbopmauum o coctoaHumn moaynsa IGMP Ha
nHTepoercax.

show ip igmp statistics [vlan vian-
id]

vlan-id: (1..4094)/-

MpocmoTp cTatucTukM moayna IGMP Ha uHTepdeicax.

4.17 PyHKUMM ynpaBneHuUA

4.17.1 MexaHu3m AAA

Ona obecneyeHns 6e30MaCHOCTM CUCTEMbI MCMOAb3yeTCcA MexaHuam AAA (ayTeHTUUKaums,

aBTOpPM3aLMA, yUeT).

— Authentication (ayTeHTUdUKauusa) — conoctaBneHMe 3anpoca CyLLecTBYIOLLEN YYETHON 3a-
nucu B cucteme 6e3onacHocTu.
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— Authorization (aBTopu3auua, NpoBepKa ypoBHSA A0CTyNa) — COMNOCTaB/IeHNE YYETHOM 3anucu
B cMcTeme (npowealiei ayTeHTUOUKALMIO) U onpesenEHHbIX MOJTHOMOUYNNA.
— Accounting (y4éT) — cnekeHue 3a noTpebseHnem pecypcoB No/b30BaTeIEM.

Ons wndpoBaHUA faHHbIX UCNONb3YeTCA MexaHu3m SSH.

KomaHObl pexcuma 2106aa6HOU KOHU2ypayuu

Bupg, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHoM KOHPUIypaLmm:

console (config) #

Tabnunua 121 — KomaHabl pexmma rnobanbHoi KoHdurypaumm

KomaHoa

3HayeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

enable password [level
level] password

no enable [level /evel]
password

level: (1..15)/1;
password: (5..20)
CMMBO/10B

YCTaHOBWUTb Naposib 41 KOHTPOA U3MEHEHUA NpUBUIerMin ao-
CTyna nonb3oBaTeneu.
- level — ypoBeHb npuswuneruis;
- password — naponeb.
BKntouatowmii B ceba cnewcMmBosibl naponb Tpebyerca
e YKa3biBaTb B KaBblYKaXx.

YAanuTb Naposib ANA COOTBETCTBYHOLWErO YPOBHA NPUBUIETUA.

username name password
password [privilege level]

no username name

name: (1..20) cumBoNOB;
password: (5..20)
CMMBO/I0B;
level: (1..15)

[o6aBuTb Nonb3oBaTeNA B IOKaNbHYIO 633y AaHHBbIX.
- level — ypoBeHb npuswuneruis;
- password — naposnb;
Bknatouyatowmii B ceba cneucumsonbl naponb Tpebyetca
e yKasbiBaTb B KaBbl4Kax.
- hame — MMs NoNb30BaTeNS.

Ypaanutb nonb3osaTens u3 NIOKaNbHoM 6a3sbl AOaHHbIX.

aaa authorization
command /evel tacacs
[local]

no aaa authorization
command level

level: (1..15)/BbiKNto4EHO

PaspelnTb aBTOPU3aLMIO KOMAH/, NONb30BaTeNEN.
- level — ypoBeHb npusumnernini nonbsosarteneu.

V B TeKyuwien Bepcum MO npu N0KanbHOM aBTOpU3aL UM
paspeLueHbl BCe KOMaHAbl.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

aaa authentication mode
{chain | break}

-/break

YCTaHOBWTb aIfFOPUTM OMPOCa METOA0B ayTeHTUUKALMMN.

- chain — nocne HeygayHOM NONLITKM ayTeHTUdMKALMK NO
nepBoMy MeTOAY B CIMCKe C/ieyeT NonbiTKa ayTeHTUdUKa-

LK MO CAeaytoLlemy MeToay B LLEMOYKE;

- break — nocne HeyaauHoW ayTeHTUPUKALUM MO NEPBOMY Me-
TOAy npouecc ayTeHTUdUKaLUM OCTaHaBAMBaeTCA. AyTeHTUOU-
Kauua no cnegylowemy metogy A0MNyCTMMA TONbKO B CyYae He-
BO3MOXXHOCTU ayTEHTUOMKALLMM NO NpeablayLiemy MeToay.

aaa authentication default
{[local | radius | tacacs |
none]}

-/local

HacTtpoutb uenesble cepsepbl AAA oA cnvcKa ayTeHTUdUKaummn
Nno YMONYaHUIO.

aaa authentication user-
defined /ist {[local | radius
| default | none]}

no aaa authentication list
list

list: (3..32) cumsonos/-

HacTpouTb N0nb30BaTENbCKUIA CMMCOK CEPBEPOB A/ ayTEHTU-
dukaumm.

Y4anuTb N0Nb30BaTE/IbCKUIA CMINUCOK CEPBEPOB A/1A ayTeHTUdU-
Kauuu. CNUCOK HeNb3A yaananuTb, eCAN OH MPUBA3AH K TepMU-
Hany.

ip http authentication
login list

no ip http authentication
login

list: (3..32)
cumsonos/default

3afaTb CNUCOK C MeToA4aMmM ayTeHTUdMKaL MK NPU BXoAe Yepes
web.

YCTaHOBUTb 3HaYeHMe nNo YMON4YaHUIO.

aaa authentication dotlx
default {group radius |
local}

-/local

YcTaHOBUTL 6a3y AaHHbIX, K KOTOPOI HY}KHO obpalLaTbca npu
ayTeHTUdMKaLmm KaneHTa dotlx.
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no aaa authentication
dotlx default

YCTaHOBWTb 3HaYeHMe MO YMOJIHAHUIO.

Tabnunua 122 — AtpubyTbl co0bLEeHNI BeaeHuMA yyeTa npoTokona RADIUS ansa ceccuin ynpaBneHun

Hanauyue Haau4ue
ampubyma e | ampubyma s
Ampubym pudy pudy OnucaHue
coobweHuu coobweHuu
Start Stop
User-Name (1) Ectb Ectb NaeHTMdUKauma noab3osaTtens.
IP-agpec KommyTaTopa, KOTOPbIN UCNONb3yeTcs
NAS-IP-Address (4) EcTb Ectb Ap < y. P P ¥
ans ceccuin ¢ Radius-cepsepom.
Mpown3BonbHOe 3Ha4YeHWe, BKIOYEHHOE BO BCE CO-
Class (25) EcTb EcTb P .
0bLLEeHMA yYeTa ceccui.
. IP-agpec KommyTaTopa, UCNOAb3yeMbld ANS cec-
Called-Station-ID (30) EcTb EcTb vp,p v P ¥ A
CWIA ynpaBneHus.
Calling-Station-ID (31) EcTb EcTb IP-appec nosnb3oBatens.
Acct-Session-ID (44) Ectb Ectb YHWUKaNbHbIA MAEHTUPUKATOP yyeTa.
. YKa3blBaeT MeToA, N0 KOTOPOMY K/MEHT AO/KEH
Acct-Authentic (45) EcTb EcTb A poMy A
6bITb ayTEHTUPULMPOBAH.
. . MoKasbiBaeT, KaK 4ONTo NoJsib3oBaTesnb 6bia Noa-
Acct-Session-Time (46) Het EcTb A A
KNHOYEH K cucTeme.
Acct-Terminate-Cause (49) | Het Ectb MpuunHa 3aKkpbITUA ceccuu.

Tabanuya 123 — AtpubyTbl

cooblieHnit BegeHua ydyeTa npotokona RADIUS ans ceccuin 802.1x

Hanauyue Haau4ue
ampubyma e | ampubyma s
Ampubym pudy pudy onucaHue
coobweHuu coobweHuu
Start Stop
User-Name (1) Ectb Ectb NaeHTMduKauma nonb3osartens.
IP-agpec KommyTaTopa, KOTOPbIA UCMOAb3yeTcA
NAS-IP-Address (4) EcTb Ectb AP . y. P P y
ana ceccuit ¢ Radius-cepsepom.
MopT KOMMyTaTopa, Ha KOTOPOM MOAKNHOUMACA
NAS-Port (5) Ectb Ectb P y P P A
nonb3oBaTeb.
Mpon3BonbHOE 3HAa4YeHWe, BKAOYEHHOE BO BCE CO-
Class (25) EcTb EcTb P N
obLeHMA yyeTa ceccuii.
Called-Station-ID (30) EcTb EcTb IP-aapec KommyTaTopa.
Calling-Station-ID (31) EcTb EcTb IP-appec nonb3oBatens.
Acct-Session-ID (44) EcTb EcTb YHWUKaNbHbIW MAEHTUPUKATOP yyeTa.
. YKa3blBaeT MeToZ, No KOTOPOMY KAMEHT LO/IKEH
Acct-Authentic (45) Ectb Ectb A poMy A
6bITb ayTEHTUPULMPOBAH.
. . Moka3sblBaeT, KaK A0Aro Nosb3oBaTeNb bbin Noa-
Acct-Session-Time (46) Het EcTb A A
K/IIOYEH K cucTeme.
Acct-Terminate-Cause (49) | Het EcTb MpuunHa 3aKkpbITUA ceccuu.
Nas-Port-Type (61) Ectb EcTb [ToKa3bIBaeT TN NopTa KANEHTa.
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Tabnnua 124 — AtpubyTbl coobuieHnit Radius-cepsepa gna ceccuin dotlx

Ampubym

OnucaHue

Session-Timeout

ATpnbYT ycTaHaB/IMBaET 3HAYEeHWe Talimepa 414 peayTeHTUDMKaLMK, ecam
Ha nHTepderice npucyTcTeyeT HacTpoika dotlx reauthentication.
MpuHMmatoTca 3HavyeHuAa ot 1 go 65535:

- Npu nonyyeHun aTpmbyTa session-timeout, pasHoe 0, AelcTBYOWME 3HA-
YeHus Talimepa He U3MEHATCS, aTpubyT ByAeT NPOUrHOPUPOBaAH;

- Npy nofyYeHnmn 3HayeHnA bonbwe 65535, Taimep peayteHTUdMKaumm by-
heT usmeHéH o 65535.

Termination-Action

OnpepenseTt nencrene, BbINOJHAEMOE KOMMYTAaTOPOM NPU UCTEYEHUN
Session-Timeout:

- Npu nony4yeHun atpmubyta Termination-Action paBHoe 0, akTMBHble dotlx
ceccun ByayT OTK/OYEHDI;

- Npy Noay4yeHun atpmbyTa co 3HaveHnem 1, byaeT 3anpolleHa NOBTOpHan
aBTopm3auma nocpeacTsom radius-request.

KomaHObI pexcuma KoHgu2ypayuu mepmMmuHand

Bug, 3anpoca KOMaHAHOM CTPOKM B peXXUMe KOHPUrypaLmm TepMmnHana:

console# configure terminal
console (config)# line {console | telnet | ssh}

console (config-line) #

Tabnnua 125 — KomaHabl perkMma KoHUrypaumm TepmuHana

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aelicmeue

aaa authentication login /ist

no aaa authentication login

list: (3..32)
cumsosnos/default

3a4aTb CNUCOK C MeToAaMM ayTeHTUdMKaLMK Npuy BXOAE ANA
KoHconu, Telnet, SSH.

YCTaHOBUTb 3HAYEeHME N0 YMOHYAHWUIO.

aaa authentication enable /ist

no aaa authentication enable

list: (3..32)
cumsosnos/default

3a4aTb CNUCOK C MeToAaMM ayTeHTUUKaLUM NPY NOBbILLEHUM
YPOBHSA NpuBuaernii gaa koHconu, Telnet, SSH.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

aaa authorization command
{tacacs | local}

no aaa authorization
command

-/BbIK/IIOYEHO

PaspewunTb aBTOPU3aLLMIO KOMAHZ ANA KoHconu, Telnet, SSH.

YCTaHOBUTb 3HAYEHME N0 YMOHYAHWUIO.

4.17.2 lMpomokon RADIUS

Mpotokon RADIUS ucnonb3yetca ana ayreHTuduKaumm, astopmsaumm m yyeta. Cepsep RADIUS
ncnonb3yet 6asy AaHHbIX NOJIb30BATENEN, KOTOPas COAEPKWUT AAHHbIE MPOBEPKM MOANMHHOCTM ANA
Kakgoro nonb3osBatens. TakMum o6pasom, ucnonb3oBaHMe npoTtokona RADIUS obecneunsaet
OOMONHUTEIbHYIO 3aWUTY NPU AOCTYME K pecypcam CeTH, a TaKKe Npu A0CTyne K CaMoMy KOMMYTaTopy.

KomaHObI pexcuma 2a06asab6Hol KoOHpu2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHol KoHGUrypaummu:

console (config) #
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Tabnnua 126 — KomaHabl pexuma rnobanbHoi KoHduUrypaumm

3HayeHue/3Ha4yeHue
no ymon4yaHuro

KomaHoa Aelicmeue

[06aBUTb yKa3aHHbIMA cepBep B CMMCOK Mcnosab3dyembix RADIUS-
cepBeposB.

- ip_address — IPv4 nnu IPv6-agpec RADIUS-cepBepa;

- hostname — ceteBoe nma RADIUS-cepBepa;

- timeout — MHTepBan oxnaaHuA oTBeTa OT cepBepa;

- retries — KoainyecTBO NONbITOK Noncka RADIUS-cepsepa;

- secret_key — kntou ans ayteHTMdMKaumm n wmdposaHus BCero
obmeHa aaHHbimuM RADIUS;

- primary — onpegenseT gaHHbiii RADIUS-cepBep Kak Haubonee
NPUOPUTETHbLIN;

hostname: (1..158)
CMMBOJIOB;
(0..65535)/1813;
timeout: (1..30) cek;
retries: (1..15);
secret_key: (0..128)

radius-server host
{ipv4-address | ipv6-address |
hostname} [timeout timeout]
[retransmit retries] [key
secret_key] [primary] [usage
typel

CMMBO/OB;
- usage — Tmn ucnosab3oBaHua RADIUS-cepsepa.
type: (dotlx, enable, . .
: K B cnyyae oTcyTcTBMA B KOMaHAe napameTpos timeout u retries ana
igmp, login)

paHHoro RADIUS-cepBepa MCNOJIb3yHOTCA 3HAYEHUA MO ymoJYa-
HUIO.

no radius-server host
{ipv4-address | ipv6-address |
hostname}

Y[anuTb yKasaHHbIV cepsep U3 cnucka ncnosb3yemoix RADIUS-
cepBepos.

KomaHObI pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOW cTPoKM B pexxkume Privileged EXEC:

console#

Tabnunua 127 — KomaHgb! pexxuma Privileged EXEC

Komanda 3HavyeHue/3Ha4yeHue Neiicmeue
no ymMoa4YaHuto
show radius server OTo6pasnTb napameTpbl HacTpolikm RADIUS-cepBepoB (KomaHaa
i [OCTYMHa TONbKO A/19 NPUBUIErMPOBAHHbIX NOAb30BaTENEN).
show radius statistics OT06pasmnTb CTaTUCTUKY NpoToKona Radius, nHbopmaLmio o nonb-

3oBaTensx, koHdurypaumuio RADIUS-cepBepa.

4.17.3 lMpomokon TACACS+

Mpotokon TACACS+ obecneumBaeT LEHTPANN30BaHHYO cUCTeMy 6e30MacHOCTM ANA MPOBEPKU
nonb3oBaTenen, NOAyYaoLWMX AOCTYN K YCTPOMUCTBY, NP STOM NoaaepmBaa coBmectMmocTb ¢ RADIUS u
ApYyrumum npoueccamu npoBepku noganHHoctn. TACACS+ npefocTaBaseT cnenyrolme cnyKobl:

— Authentication (nposepka nodsauHHocmu). ObecneymBaeTca BO Bpems BXO4a B CUCTEMY MO
MMeHaM MoJib3oBaTesIel U onpeseneHHbIM Nob30BaTeIAMMU NAPOIAM.

— Authorization (aemopusayus). ObecneuvBaeTca BO Bpemsa Bxoda B cucTemy. [locne
3aBeplleHns ceaHca MPOBEPKM MOANMHHOCTM 3anyCcKaeTcA CeaHC aBTopu3auun C
NCMNO/Ib30BaHNEM MPOBEPEHHOr0 MMEHM NOJ/b30BaTenn, TaKXKe CepBepoM MpoBepAloTCA
npuBUIErMU NOJb30BaTENA.

KomaHObI pexcuma 2106a71bHOU KOHpuU2ypayuu

Bupa 3anpoca KOMaHAHOM CTPOKM B perknme rnobanbHo KoHOUrypaumm:

console (config) #
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Tabnnua 128 — KomaHAapl pexkmma rnobanbHon KoHGUrypaumm

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuo

Aelicmeue

tacacs-server host

{ip_address | hostname}
[single-connection] [port port]
[timeout timeout] [key
secret_key]

no tacacs-server host
{ip_address| hostname}

hostname: (1..63)
CUMBO/IOB;
port: (0..65535)/49;
timeout: (1..30) cek;
secret_key: (0..128)
CUMBO/I0B

[06aBUTb yKasaHHbI CepBep B CMKUCOK Mcnosb3yembix TACACS
cepBepos.

- ip_address — IP-appec TACACS-cepBepa;

- hostname — ceteBoe numa TACACS-cepBepa;

- single-connection — B KaXAblll MOMEHT BpemMeHW UMeTb He
6onblie ogHOro coeanHeHnn ans obmeHa gaHHbimu ¢ TACACS-cep-
BEPOM;

- port — Homep nopTa A41a obmeHa gaHHbimu ¢ TACACS-cepBepom;
- timeout — HTepBaN OXWAaHNA OTBETa OT CepBepa;

- secret_key — Knouy gns ayTeHTUOUKaumm u wndposaHmaA Bcero ob-
meHa gaHHbimu TACACS;

Mpwn HacTpolike cepBepa: «tacacs-serverhost ip_address key se-
cret_key» aBToMaTU4YeCKM BKIOYaeTca accounting.

YAanuTb yKasaHHbIA cepBep M3 cnucka ucnosibdyembix TACACS-
cepBepos.

tacacs-server retransmit
number

no tacacs-server retransmit

number: (1..5)/2

YKa3aTb Ko/M4YecTBO akTMBHbIX TACACS-cepBepoB, K KOTOpbIM by-
AeT nooyepefHO MNOAKNOYMTLCA KAMEHT, B C/Ay4yae HeyaayHoMn
ayTeHTMdUKaLMK.

Y[anuTb HaCTPOWKY.

tacacs use-server address
{ip_address | hostname}

no tacacs use-server

BbibpaTb cepBep U3 Tabaunubl cepsepos A Tacacs-KaueHTa.

OTMEHUTb CNONb30BaHWE 33aHHOIO cepBepa.

tacacs authentication type
{ascii | pap }

-/pap

OnpegenvTb MeTos ayTeHTUGMKaLMM C NOMOLLbHO tacacs.

tacacs attributes port {console
| ssh | telnet} identifer

no tacacs attributes port
{console | ssh | telnet}

identifer (1..255)
CUMBO/10B/1L1a6IOHBI
%n %%

YcTaHOBUTL aTpmnbyTa port B popmaTte cBob6oAHOMN CTPOKKU onpese-
NEeHHOM nonb3oBaTesieM. BO3MOXHO Mcnosib3oBaHMe LWABNOHOB.
- %N — HOMep IMHWM, COOTBETCTBYIOLWMI BbIBOAY KOMaHAbl show
users;

-%% — cumson %.

YCTaHOBUTb 3HAYEHUA MO YMO4aHUIO.

KomaHObl pexcuma Privileged EXEC

Buna 3anpoca KomaHAHOM CTPOKKM B pexxume Privileged EXEC:

console#

Tabnnuya 129 — KomaHgb! pexkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
Mo yMmoA4YaHuio

Aeiicmeue

show tacacs

OTobpasnTb napameTpbl HacTpoliku TACACS-cepBepoB, MeToz
ayTeHTUdMKaALMM M CTaTUCTUKY NPOTOKONA (KOMaHAa AOCTynHa
TONBbKO A/1A NMPUBUIETMPOBAHHbIX NMO/b30BaTENEN).

4.17.4 Cnucku docmyna ACL 0aa ynpaeneHusa ycmpolicmeom

B ISS nopgaeprkmBaeTca GuUnbTpaumua ynpasaatowero Tpaduka ¢ NOMOLLbIO CMUCKA aBTOPMU30BAHHbIX
IP-meHenkepos (IP Authorized Managers). B ¢unbTpe MOXHO 3a4aTb agpec UAM NoACETb UCTOUYHUKA,
VLAN, nHtepdeinc n cnyxoy, c KoTopblx byaeT paspelleHo ynpaBieHe yCTPOUCTBOM.

KomaHObI pexcuma 2a06asab6Hol KoOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKU perknuma rnobanbHoOM KOHGUIypauum:

console (config) #
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Tabanua 130 — KomaHab! pexuma rnobanbHoi KoHduUrypaumm

3HavyeHue/3Ha4yeHue .
KomaHoa / Aelicmeue
10 yMon4aHuio
authorized-manager ip- OrpaHuYnTb ynpaB/ieHne YCTPOMCTBOM MO 3adaHHOMY uib-
source {ipv4_addr [mask | / TPy AocTyna.

ipv4_prefix] | ipv6_addr
[ipve_prefix]} [interface
interface_list] [vlan vian_list]
[ service snmp | telnet | http
| https | ssh]

no authorized-manager ip- OTMEeHWTb OrpaHuYeHre Ha ynpaB/ieHne yCTPOMCTBOM.
source {ipv4_addr [mask| /
ipv4_prefix] | ipv6_addr
[ipve_prefix]}

ipv4_prefix: (0..32);
ipv6_prefix: (1..128)
vlan_id: (1..4094)

Ha ycTpoiicTBe MOXHO cCKOHUrypupoBaTb He 6osblue 100 npasua. Mo ymoayaHuio, ecnm
He 3aZ,aHO HU O4HO NPaBUO, YNPaBAeHUE YCTPOMCTBOM AOCTYNHO C N11060ro UCTOUYHUKA.

’ | TMocne yKasaHuaA xoTAa 6bl ogHoro npasuna authorized-manager gna scex ycrpoiicrs,
b KOTopble UCKAIOUYEHbI NpaBuiom, byaeT aeictBoBaTb Npasuao deny any any.

KomaHObi pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma Privileged EXEC:

console#

Tabnuua 131 — Komanapl pexkmuma Privileged EXEC

3HavyeHue/3Ha4yeHue "
KomaHoa / Aelicmeue
no ymMoa4YaHuro
show authorized-managers [ip- MoKasaTb CNUCKKN AOCTyNa ANA yNpaBAeHus.
source ip_addr]

4.17.5 Hacmpolika npomoKoso8e ynpaeneHus

4.17.5.1 Telnet, SSH

[aHHble KOMaHAbl npeaHasHayeHbl A8 HACTPOMKM CepBepoB AOCTyna Aaa  ynpasaeHua
KommyTaTtopom. MNoaaeprkka cepseposB TELNET n SSH kommyTtaTopom no3sonsaeTt yaaneHHo NoAKAYaATbCA
K HEMY A1 MOHUTOPWUHTIA U KoHOUrypaumm. KoHdurypmposaHue yctpoiictea vepes Telnet Ha ycTpoiicTee
pa3peLleHo No YMOYaHuIo.

KomaHObI pexcuma 2106anabHol KoOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM pekuma rnobasbHOM KOHPUrypaumm:

console (config) #

Tabnnua 132 — KomaHapl pexxkmma rnobanbHon KoOHGUrypaumm

3HayeHue/3Ha4yeHue "
KomaHoa / Aelicmeue
no ymoa4YaHuro

ssh enable PaspewnTb yaaneHHoe KOHPUrypnpoBaHMe yCTPOMCTBA Yepes

SSH.
- -/BKAtOYEHO -

ssh disable 3anpetTuTb yaaseHHoe KOHPUrypupoBaHMe YCTPOMCTBA yepes

SSH.
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ssh server-address ip_addr port
port

port: (1..65535)

3apatb IP-appec SSH-cepsepa u TCP-nopT, ncnonb3yembiit SSH-
cepBepom.

ip ssh mac [hmac-md5 | hmac-

Bbi6paTb TMN ayTeHTUMKALMM NO NpoToKony SSH.

no ip ssh auth-type

shai] -/hmac-shal

ip ssh cipher [3des-cbc | aes128- BbibpaTh Wndp ayteHTUdUKaLMM No NpoToKoay SSH.

cbc | aes128-ctr | aes192-chc

aeslIBZ-ctr | aesZI56-cbc | ! +/3des-cbe

aes256-ctr | des-chc | all]

ip ssh kex [all | dh-group- BbIbpaTh anropntm obmeHa Knro4amu no Nnpotokony SSH.

exchange-shal | dh-group- Jall

exchange-sha256 | dh-group1-

shal | dh-group14-shal]

crypto key generate rsa ) CreHepupoBaTb Napy Katouelrt RSA —4acTHbIM U NyBAUYHBIV A5
SSH-cepswuca.

feature telnet PaspewnTtb KoHUTypnpoBaHue ycTpoicTaa Yepes Telnet.

no feature telnet /Briokerio 3anpeTutb KOHOUIypMpOBaHUe ycTpolicTea Yepes Telnet.

ip ssh authorized-key 3apatb Koy ssh-aBTopursaumm, npu NOMOLLM KOTOPOro MOXKHO
YCTAHOBWTb 3aLUMLLEHHOE COeAMHEHMeE.

no ip ssh authorized-key i Yaanutb Kntoy ssh-asTopusaumm.

ip ssh auth-type {password | 3afatb NocneaoBaTeNlbHOCTb METOAOB ayTeHTUdMKALMM no

publickey} - /password ssh.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

KomaHOwbl pexcuma EXEC

KomaHabl AaHHOro pasaena AOCTYMHbl TONbKO A5 NPUBUAETMPOBAHHbIX NOb30BaTeNei.

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 133 — KomaHab! pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

MokaszaTtb KoHduUrypauuto SSH-cepBepa, a TakKe aKTUBHbIE BXO-

show ip ssh ) Asawme SSH-ceccuu.

show telnet server - OT06pa3uTb cTaTyc cepsepa Telnet.

sh ip ssh authorized-keys - OT06pa3nTb CKOHOUIYPUPOBAHHbBIE KLOUMU.

4.17.5.2 Hacmpoiika napamempoe npomokosaa SNMP dna docmyna K ycmpolicmey

SNMP — TexHo/n0rMsA, NpusBaHHas obecneynTtb ynpaBaeHMEe U KOHTPOJIb Hag, yCTpoWcTBaMu U
NPUNOKEHUAMM B CETU CBA3M NyTém obmeHa ynpasasatowel uHPopmMaumeinn mexay areHTamm,
PacrnoNOXKEHHbIMU HA CEeTEBbIX YCTPOMCTBAX, M MeHeAKepamM, HaXOAAWMMUCA Ha CTaHUMAX
ynpasneHua. SNMP onpeaenseT ceTb Kak COBOKYMHOCTb CETEBbIX YNPABAAIOLWMNX CTAHLMI U 31€MEeHTOB
CeTu (rnaBHble MaLUMHbI, W/03bl U MapLPYTU3ATOPbI, TEPMUHA/IbHbIE CEPBEPDI), KOTOPbIE COBMECTHO
obecneymBaloT aAMUHUCTPATMBHbIE CBA3M MENKAY CETEBbIMM YNPABAAOWMMM CTAHLUAMMU U CETEBLIMMU
areHTamu.

KommyTaTopbl NO3BOASAIOT HAaCTPOUTb paboTy npotokona SNMP gns yaaneHHoro MOHMTOPUHIA U
ynpaB/aeHua yCTPOMUCTBOM. YCTPOMCTBO NoaaepKnBaeT npoTtoKobl Bepcnit SNMPv1, SNMPv2, SNMPv3.

[NA BO3MOXKHOCTU agMUHUCTPUPOBAHNA YCTPOICTBA NOCPEACTBOM NpoToKosa SNMP, Heobxoanmo
co34aTb XOTA 6bl 0AHY CTPOKY coobluecTsa.
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KomaHObI pexcuma 2106aabHol KoHpuU2ypayuu

Buza 3anpoca KOMaHAHOWM CTPOKM peXxnma rnobanbHom KoOHPUrypaumu:

console (config) #

Tabaunuya 134 — KomaHabl pexkmma rnobanbHoi KoHdurypaumm

KomaHda

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aeiicmeue

snmp notify notify_name tag
tag_name type {trap |
inform}

no snmp notify notify_name

notify_name: (1..32)
CUMBOAA;
tag_name: (1..32) cumBona
-/BbIK/IIOYEHO

AKTMBMPOBATb OTNPaBKY TPanos no cobbitnio login/logout.

OTKNOUYUTB OTMPABKY Tpanos no cobbiTuio login/logout.

snmp-server enable traps
dry-contacts

no snmp-server enable traps
dry-contacts

-/BbIK/IIOYEHO

AKTMBMPOBATb OTNPABKY TPANoOB No CO6bITUIO 3amblKaHWUA/ pas-
MbIKaHMA CyXMX KOHTAKTOB.

OTK/IIO4UTB OTMPABKY TPanos Mo cobbITUIO 3aMblKaHmsa/
Pa3MbIKaHWUA CyXMX KOHTAKTOB.

snmp enable traps coldstart

AKTMBMPOBATL OTMPABKY TPanoB Mo cobbITUIO YKecTKol’ nepe-
3arpysKku.

no snmp enable traps /BKniovero OTKNOYNUTbL OTNPABKY TPanoB No cobbITUIO ‘KecTKoi’ nepesa-
coldstart TPY3KU.
snmp enable traps warmstart AKTMBMPOBATb OTMPABKY TPANoB Mo cobbITUIO Nepe3arpysku
no komaHge ‘reload’.
-/BKIOYEHO

no snmp enable traps
warmstart

OTKAOUYUTB OTNPABKY TPAMNoB Mo cobbiTMIO Nepesarpysku no
KomaHge ‘reload’.

snmp user user_name [auth
{md5 | sha} [encrypted]
passwd [priv {DES |
AES_CFB128 [encrypted]
passwd | None}]] {EnginelD
EnginelD}

no snmp user name

user_name: (1..32)
CMMBO/I0B

Co3sgatb SNMP-nonb3osarens.
- auth — HacTpolika anropuTma ayTeHTUOUKaUmK;
- priv — HacTpoiKa wndposBaHus;
- EnginelD — ngeHtnduratop SNMP-ycTpolicTea
Bkntoualowyee B ceba cneucMmBonbl user_name
H TpebyeTca yKa3biBaTb B KaBbl4Kax.

Ypanute SNMP-nonb3osartens.

snmp community index

index name

[encrypted] name security
user_name [context

name] [transporttag
TransportTagldentifier |
none] [contextengineid
ContextEnginelD] [ip_address]

no snmp community index
index

index: (1..32) cumBonoB;
user_name: (1..32) cumso-
nos;
TransportTagldentifier:
(1..255) cumBonios
ip_address A.B.C.D

MpuBsA3aTb COO6LLECTBO C 334aHHLIM MHAEKCOM K paHee co-
34,aHHOMY MO/Ib30BaTEN!O.
YTo6bl paspewnTts Mcnonb3osaHue N060ro CrewmanbHoro
CMMBO/IA B Ha3BaHWUM M MHAEKCE COOBLLECTBA, YKaXKUTE ero B
[ABOWMHbIX KaBbluKkax. Ecin Ha3BaHWe M nHAeKc coobliecTsa co-
[AepKaT ToNbKo ByKBbI M LMdpPbI, TOrAa ABONHbIE KaBblYKK He
HY>KHbI.

Bkatouatouuee B ceba cnewcMmBobl community Tpe-

H 6yeTcA yKasblBaTb B KaBblYKaX.

Yaanute SNMP-coobLuecTBo € yKazaHHbIM MHAEKCOM.

snmp group group_name user
user_name security-model
{v1 | v2c |v3}

no snmp group group_name
user user_name security-
model {v1 | v2c |v3}

user_name: (1..32)
CMMBONOB;
group_name: (1..32)
CMMBO/IOB

Co3sgatb SNMP-rpynny nav tabanuy cootsetctauii SNMP-
nosb3osatenei n npasua o6o3peHnin SNMP.

Yaanute SNMP-rpynny.

snmp access group_name {v1
| v2c |v3}{auth | noauth |
priv}} [read view | none]
[write view | none] [notify
view | none] [context
context)]

Nno snmp access group_name
{v1 | v2c |v3 {auth | noauth |
priv}}[context <string(32)>]

group_name: (1..32) cum-
BOJIOB;
view: (1..32) cumB0ONOB;
context: (1..32) cumsosios

Pazpewunts SNMP-rpynne goctyn Ha YTeHue, 3anNncb U OT-
npaBKy SNMpP-TPanoB No o6bekTam, NpUHagAEeKaLUM
read/write/notify-view.

3anpetnute SNMP-rpynne 40OCTyn Ha YTeHMe, 3anucb M OT-
NpaBKy SNMpP-TPanNoB No 06bekTam, NPUHaLIEKALLUM
read/write/notify-view.
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snmp view view_nameOID
{included | excluded}
snmp view view_name
OIDTree [mask OIDMask]
{included | excluded}

snmp view view_name OID

view_name: (1..32)
CMMBO/I0B

Co3aaTb UK pepakTMpPoBaThb NpaBuao obosperusa ans SNMP-
paspeLuatoLLee NPaBuIo 60 OrpaHNYMBatOLLEE CepBepy-
obo3peBaTento goctyn K OID.

- OID — vaeHTUdMKaTOpa obekTa MIB, npeacTBAEHHbIV B BUAE
pepesa ASN.1

- included — OID BKkntoueHa B NpaBuIo gns 0603peBaHuns;

- excluded — OID uckntoyeHa B NpaBuao ana 0603peBaHus.

Yaanutb npasuno o06o3peHmnsa gna SNMP.

snmp targetaddr targetAddr
param targetParamIP_addr
taglist taglist

snmp targetaddr target_ad-
dress param param_name
{ucast_addr | IP6Address |
dns_host_name} [timeout
seconds] [retries rRe-
try_Ccount] [taglist tag_Iden-
tifier | none] [port port_num-
ber]

no snmp targetaddr
targetAddr

target_addr: (1..32) cumBo-
N0B;

param_name: (1..32) cum-
BOJIOB;

taglist: (1..255) cumBonoB
seconds:

(1..1500) cumBonos;
retry_count:

(1..3) cumsonos;
port_number:
(1..65535) cumBonos;
tag_ldentifier: (1..255)
CMMBOOB

Co3gaTb rpynny aApecos, Ha KoTopble ByayT OTNPaBAATLCA
Tpanbl COrIacHO MapameTpam Ter-imcra.

YpanuTe rpynny agpecos, Ha KoTopble 6yayT oTNPaBAATLCA
Tpanbl COrIacHO MapameTpam Ter-iucra.

snmp targetparams tar-
get_param user user_name
param security-model {v1 |
v2c | v3 {auth | noauth |
priv}} message-processing
{v1 | v2c | v3} [filterprofile-
name profile_name]

no snmp targetparams
target_param

user_name: (1..32)
CUMBO/IOB;
target_param: (1..32)
CUMBOJIOB;
profile_name: (1..32)

YKasaTb NapameTpbl OTNPaBKW TParos, onpeaensemble nosb-
30Baenem.

Yaanutb napameTpbl OTAPaBKKU TPanos, onpegenaemble NOJb-
30Baenem.

4.17.5.3 KomaHOblI KOHhuypayuu mepmuHand

KomaHZabl KOHOUrypaumum TepMUHaNA CAYKaT AN HAaCTPOMKM NapameTpoB paboTbl TePMUHANOB.

KomaHObI pexcuma 2a0baab6Hol KOHuU2ypayuu

BunAa 3anpoca KoOMaHAHOM CTPOKM pexxmnma rnobanbHom KOHOUrypaumm:

console (config) #

Tabnnua 135 — KomaHgb! pexuma rnobanbHoi KoHduUrypaumm

3HayeHue/3HayeHue .
KomaHda Aelicmeue
no yMmon4aHuo
line console - Bxopn, B perknm COOTBETCTBYIOLLErO TEPMUHANA.
line telnet - Bxop, B pexMm cOOTBETCTBYIOLWEro TepMUHana.

line ssh

Bxof, B pexMm coOTBETCTBYIOLWEro TepMnHana.

KomaHObI pexcuma KoHgu2ypayuu mepmuHana

Bupg, 3anpoca KOMaHAHOM CTPOKM B pPeXXMME KOHPUTrypaLmm TepMmnHana:

console# configure terminal

console (config)# line {console |

console (config-line) #

telnet |

ssh}
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Tabnunua 136 — KomaHAabl pexxmma KoHbUrypauum TepmuHana

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

exec-timeout seconds

no exec-timeout

seconds:
(1..18000)/1800 cek

3a,ﬂ,aTb WUHTEpBan, B Te4HeHNe KOTOpPOoro CUCTeMa OXMaaeT eBoaa
OT nonb3osatena. Ecnv B TedyeHne AaHHOIO MHTEpPBasia NONb30-
BaTe/lb HUWYero He BBOAUT, TO KOHCO/1b OTKNKOYaEeTCA.

YCTaHOBWTb 3HaYeHMe N0 YMOYAHUIO.

speed {4800 | 9600 | 19200 |
38400 | 57600 | 115200}

(4800, 9600, 19200,
38400, 57600, 115200)/
115200 6ut/c

YCTaHOBWUTb CKOPOCTb Nepefayu Ans NocnefoBaTeNbHOrO WH-
Tepdelica.

KomaHOwbi pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma EXEC:

console#

Tabnunua 137 — KomaHzabl pexkmma EXEC

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show line exec-timeout

MNoKa3aTb 3HaYeHUA napameTpa exec-timeout ANnAa BCeEX TEPMU-
HaNoB.

show line exec-timeout
current

MoKasaTb 3HaueHMA NapameTpa exec-timeout gna TekyLuen cec-
cuu.

4.18 ypHan aBapwuii, npoTtoKon SYSLOG

CUCTeMHble KypHasibl MO3BOASAIOT BECTU UCTOPUIO COBLITMIA, NPOU3OLLEALLIMX HA YCTPOWCTBE, @ TaKKe

KOHTPO/IMPOBaTb NpousoLweawme cobbiTus B peasbHOM BpemeHU. B }ypHan 3aHocATCA cobbITUA BOCbMM
TUMOB: Ype3BblyaiHble, CUrHaAbl TPEBOIN, KPUTUHECKME U HE KPUTUYECKME OWNBKKU, npedynpeskaeHus,
yBegomeHus, MHGOPMALMOHHbIE M OTNAL0UHbIE.

KomaHObI pexcuma 2a0baab6Hol KOHuU2ypayuu

Buz 3anpoca KoMaHAHOM CTPOKM B peXxume rnobasbHon KoHbUrypaumm:

console (confiqg) #

Tabnnua 138 — KomaHabl pexkmma rnobanbHoi KoHdurypaumm

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

logging on

no logging on

—/perMCTpa LUnA BKNKOYEHA

BK/IIOUMTL perncTpaLmio oTaagouHbIX cooblieHmit u coobuye-
HUI 06 owmnbKax.

BbIK/HOYMTb PErncTpaumio oT1aA0uHbIX coobLLeHmMi 1 cooblue-
HUI 06 owmnbKax.
72 TMpu BbIKNIOYEHHOW perncTpaumm oT1agouHble c006-

logging-server facility
{facility} severity {severity}
{ipv4 | ipv6 | host}

host: (1..63) cumBonos,
facility:(localO...local7),

weHna u coobuweHns o6 owmnbkax 6yayT nepeaa-
BaTbCA HA KOHCOb.

BkntounTb nepepavy aBapuiHbIX U OTNAA0YHBIX COODLEHMN

Ha yaaneHHbIn SYSLOG-cepsep.

- ip_address — IPv4- nnu IPv6-agpec SYSLOG-cepsepa;

ip_address severity:(0...7), Ecam KomaHpa BBeAeHa 6e3 yKasaHua facility, To
ipv4_address A.B.C.D, V 6yAeT MCNoNb30BaH TEKYLLUIA HAaCTPOEHHbIN
ipv6_address: facility.
XXX XX XXX /- Ecnn KomaHaa BBegeHa 6e3 ykasaHusa severity, To
6yAyT yKasaHbl Bce severity, kpome debugging.
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no logging-server facility
{facility} severity {severity}
{ipv4 | ipv6} ip_address

Yaanutb BbI6paHHbI cepeep 13 CNMCKa UCMO/b3yeMbIX
SYSLOG-cepBeposB.
Ecnv KomaHaa BBegeHa 6e3 ykasaHnus facility, To
6yaeTt ykasaH Tekywmii facility.
Ecam KomaHga BeeaeHa 6e3 ykasaHua severity, TO
6yAyT MCNONb30BaHbI BCe severity, BKAOYan
debugging.

logging console

no logging console

-/BKAIOYEHO

BKOUNTB Nepesayy aBapuiiHbIX MW OTNAL0UHbIX COOBLLEHWI
Ha KOHCO/b.

BbIKNOUNTL Nepesady aBapuUiiHbIX UM OTNAA0YHbIX coobLe-
HUM Ha KOHCONb.

logging buffered size

no logging buffered

size: (1..200)50

M3MEHUTb KONIMYECTBO COOBLLEHWNIA, 3aNOMMHAEMbIX BO BHYT-
peHHem 6ydepe. HoBoe 3HauyeHue pasmepa bydepa npume-
HWTCA Nocae nepesarpysKkun ycTponcTea.

YCTaHOBUTb 3HaYeHME N0 YMOYAHMUIO.

syslog file {1 | 2 | 3} filename

filename: (1..32)/-

Co3patb palin 3anmncy aBapuiHbIX U OTAA40UYHbIX COOBLLEHMNA.

no logging-file [facility]
[severity] file {1 | 2 | 3}

logging-file [facility] [severity]
file{1|2] 3}

facility:(localO...local7),
severity:(0...7)

BbIKNOUNTL Nepesady aBapuiHbIX UM OTAAA0UHBIX coobLe-
HWI B dain KypHana.
Ecam KomaHaa BBegeHa 6e3 ykasanua facility, To 6y-
BeT yKasaH Tekywun facility.
Ecan KomaHAa BBegeHa 6e3 yKasaHua severity, To
6yAyT ucnonb3oBaHbI Bee severity, Bkatoyaa debugging.

BKAtOUMTL Nepesady aBapuiHbIX UAW OTAL04HBIX COObLLEHMN
BblIBPaHHOTO YPOBHSA BaXKHOCTM B yKa3aHHbIN daiin )KypHana.
Ecam KomaHaa BBegeHa 6e3 ykasanua facility, To 6y-
AeT yKasaH Tekywuii facility.
Ecam KomaHpa BBeAeHa 6e3 ykasaHusA severity, TO
6yayT ucnosb3oBaHbl Bee severity, Kpome debugging.

logging severity severity

no logging severity

severity:(0...7)/6

3apatb YpOBE€Hb NOrMpPoBaHUA.

YCTaHOBUTb 3HAYEeHME N0 YMOHAHWUIO.

logging facility facility

no logging facility

facility:(localO...local7)/local0

3agatb KaTeropuio noru poBaHMA.

YCTaHOBUTb 3HaYeHMe NO YMOYAHMUIO.

syslog localstorage

no syslog localstorage

-/BKAOYEHO

AKTMBMPOBATbL OTNPABKY aBaPUMHbIX UM COOBLLEHNIN HA CKOH-
durypmpoBaHHble palinibl 3anucum.

YCTaHOBUTb 3HaYeHMe N0 YMOAYAHMUIO.

logging hostname-format [
hostname | ip | ipv6 | string
string ]

no logging hostname-format

string: (1..128)
-/HeT

3apaTb NapameTp, KOTOPbIN ByAeT NCNob30BaTbCA B KayecTse
naeHTudmkaTopa xocta B SYSLOG-coobLieHmsax.

Mcnonb3osaTtb 3HaYeHWe no YMONYaHULO.

Kaxkpoe cooblieHmne nmeeT CBOI ypoBeHb BarKHOCTU. B Tabaunue 139 npmseaeHbl TUMbl COOBLLEHNA
B nopAaKe ybbiBaHNA NX BaXKHOCTU.

Tabnnua 139 — Tunbl Ba*KHOCTN COOBLLLEHWUI

BaxcHocmo Tun eaxHocmu OnucaHue
coobweHuli coobweHuli
0 YpesBblyaiiHble B cucteme npowusoLna Kputuyeckan ownbka, cuctema moxet pabotaTtb He-
(emergencies) npaBubHO.
CurHanbl Tpesoru
1 (alerts) Heobxoanmo HemeaneHHOE BMELLATeIbCTBO B CUCTEMY.
Kputunyeckne
2 " B cucTteme npounsowna Kputnyeckas owmnbKa.
(critical)
3 OwunbouHble (errors) B cucTteme npousowwna owmnbKa.
MpeaynpexaexHna
4 . MpepynpexxaeHue, HeaBapuiiHoe cooblueHue.
(warnings) peaynpexa ) p L
YsegomneHusa "
5 L YBegomneHue cuctembl, HeaBapuinHoe coobuieHue.
(notifications)
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NHdopmaLMOHHbIe

6 . bop .u, NHPpopMaumoHHbIe COOBLWEHUA CUCTEMDI.
(informational)

7 OTnapoyHble OTnapoUHble CO0bLLEeHMA, NPeaoCTaBAAIT NOAb30BaTe N0 MHGOPMALMIO aNA
(debugging) KOPPEKTHOM HAaCTPOMKM CUCTEMDI.

Mpumep HacTpoliku logging-file:

Co3gagum NoKanbHbIA aitn ¢ nmeHem sll, Kypa 6yayT 3anmMcbiBaTbCA COBLITUA C Ba)KHOCTbIO OT
ypesBblYalHbIX A0 MHPOPMALMOHHBIX.

console (config) # syslog file 1 slI
console (config)# logging-file file 1

Mpumep HacTpoiiku logging-server:

YKaxem agpec syslog-cepsepa, Kyaa 6yayT oTnpaBaaTbCA COOOLEHNA O COOBITUAX C BAaXKHOCTbIO OT
YypesBblYalHbIX 40 MUHGOPMALMOHHDIX.

console (config)# logging-server ipv4 192.168.1.1

KomaHObi pexcuma Privileged EXEC

Buz 3anpoca KomaHAHOM cTpPoKM B pexxkume Privileged EXEC:

console#

Tabaunuya 140 — KomaHga pexuma Privileged EXEC ana npocmoTpa daiina *KypHana

3HayeHue/3HayeHue

KomaHoa Aelicmeue
o ymMmon4aHuro
clear logs - Ypanutb Bce coobLueHnsa U3 BHyTpeHHero bydepa.
show logging-file - OTO6pPa3nTb HACTPOMKM IOTMPOBAHUSA B SIOKa/IbHble palinibl.

show logging file file_name OT106pa3mnTb COCTOAHME }KypPHaNa, aBapuitHble U 0TNaA04YHble CO06-

file_name: (1..3) o
LLLeHUs, 3anuncaHHble B paiine.

show logging-servers - OT06pasunTb HACTPOMKK aNA yaanéHHbIxX logging-cepsepos.

4.19 3epkanupoBaHue (MOHUTOPUHI) NOPTOB

®YHKUMA 3epKaNMpPOoBaHMA MOPTOB MpeAHasHayYeHa A7 KOHTPOJIA ceTeBOoro TpaduKa nytem
NepecblUIKU KONWUiA BXOAAWMX U/UAN UCXOAALLMX NAKETOB C OAHOMO MAM HECKOJ/IbKUX KOHTPOAUPYEMBbIX
NOPTOB HA OAWMH KOHTPOJIMPYIOLWMIA NOPT.

BO3MOXKHO 3epKanupoBaHue Jlo60ro KoauuyectBa WUHTepdeiicoB. OTCyTCTBUE MNOTEpPb
' rapaHTUpyeTCcs, ec/IM NPONYCKHaA cCNocobHOCTb MHTepdeiica HasHaYeHUs He npesbiweHa. Mpu
MCNo/sib30BaHUM PU3NYECKUX NeTesIb HA KOMMYTaTope 3epKaMpoBaTbcA 6yaeT ToNbKO O4HA
Konua Kagpa (frame), ecan 3amkHyTble MHTepdelicbl npuHaanexar ogHomy VLAN.

K KOHTpo/IMpyloLwemy MOPTy MPUMEHSIOTCA CAeaytoLmMe OrpaHUYeHuns:

— TopT He MOKeT 6bITb KOHTPOIMPYIOWMUM U KOHTPOIMPYEMbIM MOPTOM OAHOBPEMEHHO;
—  IP-uHTepdelic LoNKeH OTCYTCTBOBATL A4/1A 3TOTO NOpPTa;

K KOHTpO/IMpyeMbIM NOPTaM NPUMEHSAIOTCA CAeayolme orpaHuYeHns:

— TopT He MOKeT 6bITb KOHTPONNPYIOWUM U KOHTPOIMPYEMbIM NOPTOM OZLHOBPEMEHHO.
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KomaHObI pexcuma 2106aa6Hol KoOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMUME r106anbHOM KOHPUTypaLmm:

console (config) #

Tabnnua 141 — KomaHabl pexuma rnobanbHomn KoHduUrypaumm

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

monitor session session_id
destination interface
[fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port]

no monitor session session_id
destination

fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11);
session_id: (1..4)

YKasaTb 3epKanunpyroLwuii nopT Ansa BbI6paHHOM CeCCUM MOHUTO-
pwvHra.
DYHKLMUA MOHUTOPUHIa MOXKeT 6bITb HACTPOEHA Ha YeTbl-
V PEX nopTax o4HOBPEMEHHO.

BbIKMOUNTL QYHKLMIO MOHMTOPUHIA Ha HaAcTPaMBaeMOM MHTep-
delice.

monitor session session_id
destination remote vlan
vian_id

no monitor session session_id
destination remote vlan
vian_id

vlan_id: (1..4094);
session_id: (1..4)

YKasaTb cnyebHbiin vlan gna 3epkanvposaHua TpaduKka c 3afaH-
Horo pedaekTop-nopTa AN BbibpaHHOM ceccum.
- remote vlan — cayxebHbii vlan ana sepkannposaHua TpaduKa

BbIKNHOUYNTL GYHKLMIO MOHUTOPMHIA Ha HAacTpauBaeMoOM UHTEp-
delice.

monitor session session_id
source interface [fastethernet
fa_port | gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port] [rx | tx | both]

no monitor session session_id
source interface [fastethernet
fa_port | gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port]

fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11);
session_id: (1..4)

[06aBUTb yKa3aHHbIM 3epKannpyemblii NOpPT 415 BbIOpaHHOM ceccunm
MOHUTOPUHra.

- X — KOMMPOBaTb NaKeTbl MPUHATbIE KOHTPOAUPYEMbBIM MOPTOM;

- tX — KOMMPOBaTb NaKeTbl, NepefaHHble KOHTPOANPYEMbIM NOPTOM;
- both — KonMpoBaTb Bce NakeTbl C KOHTPOANPYEMOTO NOpPTa.

Bbikntountb d)yHKLI,VIIO MOHUTOPUHIa Ha HaCTpanBaeMoM UHTep-
delice.

monitor session session_id
source remote vlan vian_id

no monitor session session_id
source remote vlan vian_id

vlan_id: (1..4094);
session_id: (1..4)

YKazatb vlan, c KoToporo byaeT 3epkannposaTtbcsa TpaduK ¢ 3a4aH-
Horo pedneKkTop-nopTa gns BblbpaHHOM ceccuu. Mpu 3Tom cam vlan
6yaeT cHAT.

BbIKNOUNTL GYHKLMIO MOHUTOPUHIA Ha HAaCTPaMBaeMOM MHTEp-
delice.

KomaHOb! pexcuma EXEC

3anpoc KoMmaHAHOW CTPOKM B pexxkunme EXEC nmeet cneayowmin Bua;

console>

Tabnnua 142 — KomaHabl, AoCTynHble B pexume EXEC

KomaHoa

3Ha4yeHue/3HayeHue
Mo ymoa4YaHuro

Aelicmeue

show monitor session
session_id

session_id: (1..4)

BbiBecTM MHbOPMaLMIO NO CKOHOUIYPUPOBAHHOM CECCUU MOHUTO-
puHra.

[pumepbl 8b1M0AHEHUS KOMAHO

console# configure terminal
console (config)# monitor session 2 destination interface gigabitethernet

0/1
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BbIBECTU MHDOPMALMIO MO KOHTPOAMPYIOLWMM Y KOHTPOMPYEMbIM NMOPTaM.

console# show monitor session 2

Mirroring is globally Enabled.
Session : 2

Source Ports

Rx : None

Tx : None

Both : None
Destination Ports : Gi0/1
Session Status : Inactive

4.20 PYHKUMM ANATHOCTUKU PU3UUYECKOTO YPOBHA

CeTeBble KOMMYyTaTOpbl COAEP*KaT annapaTHble M NPOrpamMmmHble CpeacTBa ANA AMArHOCTUKM
dusnyeckux nHTepdeincos U AMHMUN cBA3KN. B nepeyeHb TecTMpyemMbix NapameTpoB BXOAAT C/ieaytolme:

Ona anekTpnyecknx nHTepdencos:
— JJ/IMHa Kabens;

paccToAHMe A0 MecTa HEMCNPaBHOCTM — 06PbIBa MM 3aMblKaHUA.

Onsa onTnyeckux nHtepdeicos 1G:
—  NapameTpbl NUTAHUA — HaMNpPAXKEHUE U TOK;

—  BbIXOAHasA ONTUYECKAA MOLLHOCTb;
—  ONTMYEecKas MOLLHOCTb Ha npueme.

4.20.1 QuazHocmuka medHo20 Kabensa

KomaHOowbl pexcuma EXEC

3anpoc KomaHAHOM CTPOKK B pexunme EXEC nmeet cneaytowmii Bua;

console#

Tabnnua 143 — KomaHapbl ANArHOCTUKM MeZIHOTO Kabens

Komanda 3HayeHue/3Ha4yeHue leiicmeue
o yMmon4YaHuio
test cable-diagnostics BbINONHWTL BUPTYanbHOE TECTUPOBAHWUE Kabens ANA yKasaHHOrO WH-
fastethernet fa_port | fa_port: (0/1..24); Tepdeiica
gigabitethernet gi_port | gi_port: (0/1..48);
twopointfivegigabitethernet two_port: (0/1..8);
two_port | tengigabitethernet te_port: (0/1..11)
te_port]

/ Mpu nonyyeHun coobweHunsa 'Fail to get cable test result for port Gi0/X. Status: 3'

pekomeHayeTca nposeputb media-type wuHTepdelica M coctoaHue uHTepdeiica Ha
YBOAaNeHHO CTOpOoHe.

144 Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx




HELTEX

4.20.2 3nekmponumanHue no auHuam Ethernet (PoE)

Mogenn kKommyTtatopoB MES2408CP, MES2408IP DC1, MES2408P, MES2408PL, MES2424P,
MES2428P, MES2448P, MES2410-08DP, MES2410-08DU, MES3708P, MES3710P nofaepKMBatoOT 3/1€KTPO-
nuTaHMe ycTpoicTe no auHum Ethernet B cootseTctBUMM ¢ pekomeHaaumamn IEEE 802.3af (PoE) wn IEEE
802.3at (PoE+). Tun pacnnHOBKK A.

KommyTtatopbl MES2408PL xapakTepusyoTca MeHbLINM B1o4KEeTOM MOLLIHOCTU, OTHOCUTENIbHO ApY-
rmx.

KomaHObI pexcuma 2a06an6HolU KOHguU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHom KoHUrypaumm:

console (config) #

Tabnunua 144 — KomaHabl pexkmma rnobanbHoi KoHdurypaumm

3HayeHue/ 3HayeHue »
KomaHoa Aelicmeue
10 yMon4aHuio
set poe enable BKNOUUTL 31eKTponuMTaHmMe no anHuam Ethernet.
set poe disable BbIKNOUNTb 3n1EeKTpOoNUTaHWe No NMHuAam Ethernet.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (Quana3oHa uHmepgelicos) Ethernet

Bupg 3anpoca KOMaHAHOM CTPOKU perknMma KOHpUrypaumnm nHtepoeiica:

console (config-if) #

Tabnunua 145 —KomaHabl perknma KoHourypaumm nHtepdeica Ethernet

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
power inline auto Paspewuntb paboTy npotokona PoE-ycTpoicts Ha nHTepdeiice n
Jaut BK/IKOYAET NnoAayvy 3/1eKTPoNUTaHna Ha nHTepdeiic.
power inline never auto 3anpetutb paboTy npoTtokona obHapyxeHua POE-ycTpoWcTB Ha
MHTepdeice N OTKAOYAET NOAAYY 3NEKTPONUTAHUA
power inline priority {critical | 3apaTb npuopuTeT nHTepdeiica POE npu ynpaBaeHMmM snekTponu-
high | low} TaHueMm.
- critical — ycTaHaBAMBaeT HauBbICWWIA NPUOPUTET SNEKTPONMUTA-
Jlow HWA. DNEKTPONUTaHME NOPTOB C TaKUM NpuoputeTom ByaeT npe-
KpalaTbCca B MOCNEAHIO ouyepeab NpWU Neperpyske CUCTeMbl
PoE;
- high — ycTaHaBavBaeT BbICOKUI NPUOPUTET INEKTPONUTAHUSA;
- low — ycTaHaBAMBaET HU3KUI NPUOPUTET INEKTPONUTAHUA.
power inline limit-mode {class BbIbpaTb peXxnm orpaHUYeHUa MOLLHOCTM.
| user-defined wattage} - class — IMMUT MmaKkcmanbHoW NoTpebaemoit MOLWHOCTH onpe-
wattage: (200..31200) | AenAeTca KNaccom MOAKNIOYAEMOro YCTPOWCTBa;
munnueatt/ class - user-defined — AMMUT MaKkcMManbHOM NOTPebGAAEMOM MOLLHO-
CTW BbICTaBNAETCA BPYYHYIO, € warom 200 mBT.
no power inline limit-mode BbI6paTb pexkMm Mo yMoYaHuio.

KomaHOb! pexcuma EXEC

3anpoc KomaHAHOM CTpoKK B pexkume EXEC umeet cnegytowmii Bua;

console#
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Tabnunua 146 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuwo

Aelicmeue

show power inline
[gigabitethernet gi_port]

gi_port: (0/1..8)

OTO6pPa3nTb COCTOSAHME 3NIEKTPONUTAHUA UHTEPPENCOB, MOAAEPKU-
BalOLWKUX NUTAHME NO NnHUK POE.

show power detail

OT06pasunTb 06LLY0 MHPOPMALMIO NO COCTOAHUIO POE 1 cocTosHUIO
MCTOYHUKA.

show power inline
consumption

OTO6pa3snTb XapaKTEPUCTUKM NOTPEBNEHMA MOLWHOCTM, TOKa M
HanpsXeHus.

4.20.3 lpomokon UDLD

UDLD (Unidirectional Link Detection) — 3To NnpoTOKON BTOPOro YPOBHSA CO34aHHbIN ANA aBTOMaTUYe-
CKOro o6HapyeHusa NoTepU ABYXCTOPOHHEN KOMMYHMKALLMM Ha ONTUYECKUX IMHUAX CBA3MK.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (Ouana3oHa uHmepgelicos) Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKM peXkMma KOHPUrypaumm nHtepoeliica:

console (config-if) #

Tabnuua 147 — KomaHabl pexkmma KoHpurypaumm nHtepoeliica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

ethernet-oam uni-directional
detection

no ethernet-oam uni-
directional detection

-/BbIK/OYEHO

Bkatountb ANArHOCTUKY COCTOAHUA ONTUYECKUI INHUIA.

BbiknounTb ANArHOCTUKY COCTOAHUA ONTUYECKUI INHUIA.

ethernet-oam uni-directional
detection aggressive

no ethernet-oam uni-
directional detection
aggressive

-/BbIK/OYEHO

BKAOUUTB arpeccuBHbIl pexkum, npu kotopom TLV oTnpasnseTca
B 06OM cnyyae, Aaxke eciv OHa He 6blaa NoslydyeHa oT yaaneH-
HOTO YCTPOWCTBA.

BbIKNOUNTL arpeccuBHbIM pexxum, npu Kotopom TLV oTnpasns-
etca B tobom cnyyae, farke ecnn oHa He Hblia nonyeHa ot yaa-
JIEHHOTO YCTPOMCTBA.

ethernet-oam uni-directional
detection discovery-time time

no ethernet-oam uni-
directional detection
discovery-time

time: (5..300)/5

BbicTaBUTH Taiimep, Mo KOTopomy ByaeT NpoucxoauTb onpeaene-
HMe TEeKYLLLEero COCTOAHUA INHKA.
YCTaHOBWUTb 3HAYEHME MO YMOYAHUIO.

ethernet-oam uni-directional
detection action {errdisable |
log}

no ethernet-oam uni-
directional detection action

-/log

BblbpaTb pexxnm paboTbl npoTokona UDLD.

- errdisable — nepegava TpaduKa 6A0KMpPYETCA NPU OTCYTCTBUM
npvema BOAHOM U3 HanNpaB/IeHUI B KaHane;

- log — coobueHne o 610KMPOBKE NOABAAETCA B XKypHase.

YCTaHOBUTb 3HaYeHMe N0 YMONYAHWUIO.

KomaHObI pexcuma EXEC

3anpoc KomaHAHoOM cTPpoKK B pexkmume EXEC nmeeT cneayrowmin BuA;

console>
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Tabnunua 148 — KomaHapbl

pexkuma EXEC

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

show port ethernet-oam uni-
directional detection

OT06pasnTb COCTOAHME ONTUYECKOTO JINHKA.

4.20.4 [luaezHOoCMuUKa onmu4yecKko20 mpaHcueepa

q)YHKLI,Mﬂ ANArHOCTUKMN NOo3BOJIAET OUEHUTb TeKyuwee COCToOAHME ONTUYEeCKOro TpaHCUBEpPaA U

ONTUYECKOMN NUHUU CBA3MU.

Bo3moxKeH aBTOMaTUYECKWUi

KOHTPO/Ib COCTOAHUA JNIMHUI  cBA3MN.

[na 3toro KommyTaTop

nepuoamnyeckn onpawmsaeT MapameTpbl ONTUYECKUX MHTepdencoB M CpPaBHMBAET MX C NOPOroBbIMM
3HaYEeHNAMM, 334aHHbLIMW NPOU3BOAUTENAMM TpaHCMBEPOB. MpKu Bbixode NapameTpoB 3a AOMNYCTUMble
npegenbl KoMmyTaTop GopMUpPYeT NpeaynpexKaatoLme 1 aBapuiiHble COobLLEHMS.

KomaHOb1 pexcuma EXEC

3anpoc KOMaHAHOM CTPOKKM B pexkume EXEC umeet cnegytowmii Bua;

console#

Tabnvua 149 — KomaHabl ANAarHOCTUKM ONTMYECKOTO TPaHCUBepa

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show fiber-ports
optical-transceiver [ {
fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}]

OT06pasnTb pe3yabTaTbl ANArHOCTUKM ONTUYECKOTO TpaHcuBepa.

Tabanuya 150 — MapameTpbl ANArHOCTUKM ONTUYECKOTo TpaHCcMBepa

Mapamemp 3HayeHue
Temp TemnepaTypa TpaHcuBepa.
Voltage HanpsarkeHue nuTaHMA TpaHcuBepa.
Current OTKNOHEHMe TOKa Ha nepegave.
Output Power BbIxoAHaA MOLLHOCTb Ha nepegaye (MBT).
Input Power BxogHas MOLWHOCTb Ha npueme (MBT).
LOS MNoTepsa curHana.

3Ha4yeHuA pPe3ynbTaTtoB ANArHOCTUKWN:

N/A — HegoCTYNHO,

N/S — He noaaepunsBaercs.

4.21 ®yHKummn obecneueHnn 6esonacHoCcTH

4.21.1 ®yHKyuu obecneyeHua 3auUmoi NOPMoe

C uenbto nosbiweHMA 6e30MacHOCTM B KOMMYTaTOpe CyLLECTBYET BO3MOMHOCTb HaCTPOUTb KaKoW-
nMbo nopT TakK, uyTobbl AOCTYN K KOMMYTATOPy 4epe3 3TOT MOPT NPeaocTaBAsNCA TONbKO 3aAaHHbIM
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ycTporicTBam. PyHKLMA 3alLMTbl NTOPTOB OCHOBAHA Ha onpeaeneHnn MAC-agpecoB, KOTOPbIM paspeluaeTcs
poctyn. MAC-agpeca mMoryT 6blTb HacTPOEHbI BPYYHYHO WAWM U3yYeHbl KOMMyTaTopoM. lMocne mlyyeHus
HEODOXOAMMbIX afpecoB NOPT creayeT 3abNOKMPOBaTb, 3alUMTMB €ro OT MOCTYMNAEHWMA MaKeToB C
HeunsydyeHHbIMW MAC-agpecamun. Takum obpasom, Koraa 3ab1oKMPOBaHHbIN NOPT NosiyyaeT naket, u MAC-
aapec UCTOYHMKA NaKeTa He CBA3aH C 3TUM MOPTOM, aKTUBU3MPYETCA MEXAHM3M 3aLMTbl, B 3aBUCUMOCTU OT
KOTOPOro MOFyT 6bITb MPUHATLI CAeayloWwme Mepbl: HECAHKLMOHUPOBAHHbIE MaKeTbl, MOCTynawlme Ha
3a6/10KMpPOBaHHbI NOPT, NepecbliatoTcA, oTbpackiBatoTca, MO0 Ke NOPT, NPUHABLLNIA NAKET, OTKAOYAETCA.
dyHKumna 6esonacHoctn Locked Port no3BondeT COXpaHUTb CAMCOK M3y4deHHbIx MAC-agpecoB B daine
KOHUrypaunm, Takum o6pasom, sTOT CIMCOK MOXKHO BOCCTAaHOBUTb NOC/IE Nepe3arpys3KM yCTPonCTaa.

/ Cyuwiecrsyet orpaHuyeHue Ha Konnyectso MAC-aapecos, KOTOpoe MOXKeT U3y4nTb NOpT, UC-
NONb3YyOLWNI GYHKLMUIO 3aLLUTDI.

KomaHObI pexcuma KoHgu2ypauuu uHmepgpelica (duanasoHa uHmepgelicos) Ethernet, uHmep-
gelica epynnel nopmos

Buza 3anpoca KOMaHAHOMN CTPOKW B pexnme KoHourypauum uHtepdelica Ethernet, nntepdeiica
rpynnbl NOPTOB:

console (config-if) #

Tabnunua 151 — KomaHabl pexkmma KoHpurypauum untepdeliica Ethernet, rpynnsi uHTepdelicos

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no ymoa4aHuro
switchport port-security ena- BkntounTtb GyHKLMIO 3aWnThl Ha MHTepdeice. baokupyeT GyHK-
ble LMIO M3y4EHMA HOBbIX aZpecoB ana nHtepoeiica. MakeTbl ¢ He-
-/BbIKAOYEHO n3yyeHHbIMM MAC-agpecamm CTOYHMKa OTOPAChIBAIOTCA.
no switchport port-security en- OTKNOUYNTL PYHKLMIO 3aLUNTbI HA HTepdelice.
able
switchport port-security mac- 3af4aTb MaKCMManbHOE KONMYECTBO afpecoB, KOTOPOe MOMKET
limit MN3y4uTb MOPT.
limit: (0..8192)/1
no switchport port-security YCTaHOBWTb 3HaYeHME N0 YMOYAHMIO.
mac-limit
switchport port-security mode 3a4aTb peXnm orpaHuyeHmsa nsydenns MAC-agpecos gns HacTpa-
{max-addresses | lock | se- nBaemoro uHtepdeiica.
cure-delete-on-reset | secure- - max-addresses — yganser Tekylme AUHAMUYECKU M3yyeHHble
permanent} afpeca, cBasaHHble ¢ nHTepdeiicom. PaspelueHo M3yYeHne Mak-
CMMasIbHOTO KO/IMYEeCTBa aApecoB Ha nopTy. [loBTOpHOE U3ydyeHune
W CTapeHue paspeLleHbl.
- lock — coxpaHseT B paiin Tekywme AMHAMUYECKN U3YYEHHbIe aj-
peca, cBA3aHHble C MHTepdeincom u 3anpeLiaet obydeHne HoBbIM
afpecam v CTapeHme yKe U3yYeHHbIX agpecos.
- secure-delete-on-reset — yaanseT Tekywue AMHAMUYECKU U3y-
-/lock YeHHble agpeca, CBA3aHHble C MHTepdeicom. PaspelueHo M3yye-
HMe MaKCMManbHOro KoAMYecTsa aApecos Ha nopTty. MosTopHoe
M3yyeHue 1 CTapeHue 3anpeLleHbl. Agpeca CoOXpaHaloTca 40 nepe-
3arpysku.
- secure-permanent — yaanseT TeKyliMe AMHAMUYECKU U3y4yeH-
Hble agpeca, CBA3aHHble C MHTepdelicom. PaspelleHo ulydeHune
MaKCMMaIbHOro KoAMYecTsa agpecos Ha nopTy. MosTopHoe n3y-
YyeHue U cTapeHue 3anpelueHbl. Agpeca COXpaHATCA Npu nepe-
3arpyske.
no switchport port-security YCTaHOBUTb 3HAYEHME MO YMONYAHMIO.
mode
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switchport port-security viola- 3a4aTb peKMM pearMpoBaHuA NP HapylweHnn 6esonacHoCTH.
tion [restrict | protect | dis- - restrict — B 4aHHOM peKMMe Npu HapyLleHUn 6e3onacHoOCTH oT-
card-shutdown] npasnsetcsa SYSLOG-coobueHune Ha SYSLOG-cepsep.
- protect — B JaHHOM peXKMMe OMOBeLeHUA O HapylweHun bes-
-/protect OnacHoCcTU HeT. Bknwouyaet nepexsat MAC-agpecos, KoOTopble

O0/IXHbI B6bITb 0T6pOLWeHbI, Ha CPU, nocne yero MAC-agpeca no-
MeyatoTcA Kak 3abs0KMpoBaHHbIe M OTOPACLIBAOTCA B TeYeHUM
aging-time;

- discard-shutdown — B gaHHOM peKnme Kagpbl C HEU3YUYEeHHbI-
mn MAC-agpecamu UCTOYHMKA OTOPacbIBAOTCA, MOPT OTKAOYa-
etca.

4.21.2 Konmpone npomokona DHCP u onyusa 82

DHCP (Dynamic Host Configuration Protocol) — ceTeBoi NpPOTOKOA, MO3BOAIOWMUNA KANEHTY MO
3anpocy nonyyatb IP-agpec u apyrue Tpebyemble napameTpsbl, Heobxogumble ansa pabotsl B cetn TCP/IP.

MpoTokon DHCP moeT Mcnonb30oBaTbCA 3/10YMbILWAEHHUKAMM 1A COBEPLUEHWUA aTaK Ha YCTPOWCTBO,
KaK CO CTOpPOHbI KaueHTa, 3actaBnaa DHCP-cepsep BblaaTbh BCe AOCTYMHble agpeca, TaK U CO CTOPOHbI
cepBepa, NyTem ero nogmeHsbl. MporpammHoe obecneyeHne KOMMyTaTopa NO3BOAAET 06EeCNeYnTb 3aLmTy
YCTPOMCTBA OT aTak C UCNosb3oBaHMeM npoTokosa DHCP, ana yero npumeHseTca GyHKUMA KOHTpoAA
npotokona DHCP — DHCP snooping.

YcTpoictBo cnocobHo oTcaexkmBatb noasneHne DHCP-cepBepoB B ceTu, paspewlas ux
MCMOJIb30BaHWE TO/IbKO Ha «A0BEPEHHbIX» MHTEpPdENCax, a TaKKe KOHTPO/IMPOBATb AOCTYN KJAMEHTOB K
DHCP-cepBepam no Tabaumue CoOoTBETCTBUN.

Onuma 82 npotokosa DHCP (option 82) ucnonbsyetca gns Toro, 4tobbl NpomHbopmmnposaTs DHCP-
cepBep 0 ToM, OT Kakoro DHCP-peTpaHcnsaTopa (Relay Agent) 1 yepes Kakol ero nopT 6bi1 Noay4YeH 3anpoc.
MpumeHseTca ANA yCTaHOBNEHUA COOTBETCTBUI IP-aapecoB 1 NOPTOB KOMMYTATOPA, a TaKKe ANA 3aLUThbI
OT aTak C ucnonb3oBaHMem npoTtokona DHCP. Onums 82 npepctasndetr cobot AOMNOAHUTENbHYIO
MHbOPMaUMIO (MMA YyCTPOKMCTBa, HOMepP MnopTa), AobaBnseMylo KOMMYTaTOPOM, KOTopbli paboTaeT B
pexknme DHCP Relay areHTa, B Buae DHCP-3anpoca, NpuUHATOro oT KAneHTa. Ha ocCHOoBaHWKM AaHHOM onuuuy,
DHCP-cepsep BbigensieT |IP-agpec (ananasoH IP-agpecoB) u gpyrve napameTpbl NMOpTy KOMmyTaTopa.
Monyuns Heobxogmmble gaHHble oT cepBepa, DHCP Relay areHT BbiaenseT IP-agpec KAUEHTY, a TaKxkKe
nepegaer emy apyrue HeobxoamMmble NnapameTpbl.

Tabnunua 152 — dopmart noneit onuum 82

Mone lepedasaemas uHgpopmayusa

MmA xocTa ycTpoKcTBa.

cTpoka Buaa eth <stacked/slotid/interfaceid>:<vlan>

MocnegHWMn 6aT — HOMep NOPTA, K KOTOPOMY NOAK/IIOYEHO YCTPOMCTBO, OTNpaBasAloLLee
dhcp-3anpoc.

Circuit ID

Enterprise number — 0089c1

D
Remote agent | MAC-agpec ycTponcTsa.

’ . [Ana KoppeKTHoii pa6oTtbl ¢pyHKuumM DHCP Snooping Bce ucnonbsyemble DHCP-cepBepbl

. BOJMKHbI ObITb NOAKAKOYEHbl K «AO0BEPEHHbIM» MOPTaM KommyTtaTtopa. Ans ao6asneHus
nopTa B CMUCOK «A,0BepPeHHbIX» UCNONb3YIOTCA KOMaHAbl port-security-state trusted, set port-
role uplink B pexxume KoHdurypauum uHtepdeiica. Ana obecneyeHna 6e3onacHoOCTU Bce
OCTa/ibHble NOPTbl KOMMYTAaTOPA A0/3KHbI 6bITb «HeA0BEepPEeHHbIMUY.

KomaHObI pexcuma 2a06asnab6Hol KoOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKU perknuma rnobanbHoOM KOHGUIypauum:

console (config) #
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Tabnunua 153 — KomaHabl pexkmma rnobanbHoi KoHdurypaumm

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuwo

Aelicmeue

ip {dhcp| dhcpv6} snooping

no ip {dhcp| dhcpv6}
snooping

-/BbIK/IIOYEHO

PaspewmnTb KOMMYTaTOPY KOHTPOIMPOBaHMe npoTokosna DHCP.

3anpeTnTb KOMMYTATOPY KOHTPOAMpPOBaHUe npoTtokona DHCP.

ip {dhcp| dhcpv6} snooping
vlan vian_id

no ip {dhcp| dhcpv6}
snooping vlan vian_id

vlan_id:
(1..4094)/BbIKNIO4EHO

Paspewuntb KOHTpOAMpoBaHMe npotokona DHCP B npepenax yka-
3aHHoro VLAN.

3anpeTnTb KOHTpPoAMpoBaHMe npoTokona DHCP B npeaenax yka-
3aHHoro VLAN.

ip dhcp snooping verify mac-
address

Bkntounts Bepuopukaymo MAC-agpeca knmeHta u MAC-agpeca mc-
TOYHUKa, NnpuHATOro 8 DHCP-nakeTe Ha «HeA0BEPEHHbIX» NOPTaXx.

no ip dhcp snooping verify -/BKNIOYEHO Bbikntountb Bepudmkaumio MAC-agpeca kanenta 1 MAC-agpeca

mac-address WCTOYHMKA, NpuHAToro B DHCP-nakeTe Ha «HeA0BepeHHbIX» Nop-
Tax.

ip binding port-down action OnpenenvTb peakumo KOMMyTaTopa Ha NageHue nHtepdeliica:

{clear|retain} Jretain - retain — coxpaHaeT 3anuncu B Tabmue Npy NageHuu.

- clear — ypansert Bce AMHaMMYeECKMe 3aNnUCK, CO34aHHble aA
ynasuwero nHtepdelica.

KomaHObi pexcuma Privileged EXEC

Buz 3anpoca KomaHAHOM CTPOKM pexxnma Privileged EXEC:

console#

Tabanua 154 — KomaHgb! pexunma Privileged EXEC

KomaHda

3Ha4yeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

show ip {dhcp | dhcpv6}
snooping

OTo6pasunTb cooTBETCTBUA U3 daitna (6asbl) KOHTPOASA NPOTOKOANA
DHCP.

show ip dhcp snooping global

OT106pa3unTb rnobanbHyto HacTponky DHCP Snooping.

show {ip | ipv6} binding

Moka3aTb Bce cooTBETCTBUA U3 daiina (6a3bl) KOHTPONA NPOTOKONA
DHCP.

clear {ipv4 | ipv6} binding
[mac_addr vian_id]

vlan_id: (1..4094)

Ounctntb cooTseTcTBuUA U3 daina (6asbl) KOHTPOAA NPOTOKONA
DHCP.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanaszoHa uHmepgetlicos) Ethernet, uHmep-

¢elica 2pynnsl nopmos

Bua, 3anpoca KoMaHAHOW CTPOKM B pexume KoHourypaumm mHtepdeiica Ethernet, nntepdeica

rpynnbl NOPTOB:

console (config-if) #

Tabnnuya 155 — KomaHabl pexkmma KoHourypauum uHtepdelica Ethernet, rpynnsl uHtepdelicos

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

ip binding limit /imit

no ip binding limit

limit (0..1024)

BkatounTb orpaHudeHme konmyectsa DHCP-kaneHTOB Ha nopTy.

BbIKNtOUNTb OrpaHmnyeHune konnyectsa DHCP-knneHToB Ha
nopry.

YcTaHOBNEHHOe orpaHuyeHue no Koauudectsy DHCP-kKaneHTOoB 6yaeT pacnpocTpaHATbCA
TONbKO HA HOBble 3anucu. PekomeHayeTcs nepea HACTPOMKOW OFrpaHUYEHUA OYUCTUTD
Tabanuy knmentoB DHCP snooping.
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4.21.3 DSLAM Controller Solution (DCS)

C nomolblo AaHHON (YHKUMM HACcTpauBaloTcA 3HauyeHuAa UAeHTUPUKATOPOB WHTepdenca w
peTpaHcaAaTopa npu KoHourypuposaHmum DHCP snooping, DHCPv6 snooping n PPPoE Intermediate Agent.
Circuit-id — naeHTudumkatop uMHTepdelica, ¢ KOTOporo npuwen 3anpoc, remote-id — nageHTndPuKaTop
peTpaHcaATOpPa, C KOTOPOro npuiesn 3anpoc.

Mpu BKAtoYeHUN GYHKLMK Ha UHTepdelice circuit-id n remote-id 6yayT BcTaBaAaTbeA Bo Bcex VLAN, Ha
KoTopblIx BKAto4eH DHCPv4/v6 snooping, DHCP Relay, PPPoE-IA. Mpu BkatoueHnn B VLAN circuit-id u remote-
id 6yayT BcTaBnATbCA TO/IbKO B AaHHOM VLAN Ha Bcex UHTepdelicax.

KomaHObI pexcuma 2a06an6Hol KOHgu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexknma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabnnua 156 — KomaHab! pexuma rnobanbHoi KoHduUrypaumm

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

dcs information option [dhcp |
dhcpv6 | pppoe-ia | dhcp-
relay] enable

dcs information option [dhcp |
dhcpvé | pppoe-ia] disable

-/BbIKNOYEHO

BkntounTb gobasneHume circuit-id + remote-id ana scex onuuii (1.e.
dhcp | dhcpv6 | pppoe-ia | dhcp-relay) anbo 3agaTb KOHKPETHbIN
NPOTOKOAN ANA BCTaBKMU remote-id u circuit-id.

BbIknounTb gobaBneHue remote-id u circuit-id.

dcs agent-circuit-id user-
defined {dhcp | dhcpvé |
pppoe-ia | dhcp-relay}
identifier

no dcs agent-circuit-id user-
defined {dhcp | dhcpvé |
pppoe-ia | dhcp-relay}

identifier (1..63)
cumBonoB/wabaoH
%h%i%V

YcTaHOBUTD circuit-id B dopmate cBob6oAHOM CTPOKK, onpeaeneH-
HOW nosb3oBaTenem. Bo3amoXKHO Mcnoab3oBaHKe WabioHoB..

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

dcs agent-circuit-id format-
type {dhcp | dhcpv6 | pppoe-
ia | dhcp-relay} [identifier-
string] identifier option format
[delimiter delimiter]

no dcs agent-circuit-id format-
type {dhcp | dhcpvé | pppoe-
ia | dhcp-relay}

identifier (1..48)
cumBoioB/dopmar spv,
pasgenutens std,
identifier NULL

HacTpowuTs circuit-id cornacHo pekomeHgaums TR-101.
NpeHTnduKaTtop:

- identifier — nponsBosbHanA cTpoka 6e3 wabaoHOoB.
dopmar:

- pv —Homep nopta u VLAN;

- Sp — HOMep CN10Ta M NopTa;

- sv—Homep cnota u VLAN;

- SpV — Homep cnoTa, nopta u VLAN.

Paspenutenu:
-comma-"“";
-dot-"“";

- hash — “#”;

- semi-colon - “;”;
-slash-“/”;

- space—“";

- std — “slot:port/vlan”.

YCTaHOBUTb 3HaYeHuMe no YMONYaHUIO.
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dcs agent-circuit-id suboption-
type {dhcpv4 | dhcpvé |
pppoe-ia | dhcp4-relay} {tr-
101 | user-defined} [binary]
[add-subtypes]

no dcs agent-circuit-id
suboption-type {dhcpv4 |
dhcpv6 | pppoe-ia | dhcpa-
relay}

-/tr-101

YcTaHOBUTbL popmar circuit-id.

dopmartbl:

- tr-101 — gobasneHue circuit-id B dopmate cornacHo pekomeHaa-
umam TR-101

- user-defined — no6asnenne circuit-id B ¢opmate cBobogHoOM
CTPOKM C BO3MOXHOCTbIO MCMO/Ib30BaHMA LWAbAOHOB.
JononHutenbHble NnapameTpbl:

- binary — gaHHbIN napameTp yKasbiBaeT, YTO YNC/I0BbIE LWABOHbI
byayT npeobpasosaHbl B popmat HEX.

- add-subtypes — faHHbI NapamMeTp yKa3biBaeT, YTO B UAEHTUDU-
KaTop 6ygeTt nobasneH JONONHUTENbHbLIM NoATUN (2X-6aiToBbIN
ana DHCPv4 n PPPoE u 4x-6aiitoBbit ansa DHCPv6), B KoTopom
onpegenserca ¢opmaT cTpokm (ASCII-0x01, HEX-0x00) n anvHa
naeHtndukatopa.

YCTaHOBWUTb 3HAYeHME NO YMOI4aHUIO.

dcs remote-agent-id user-
defined {dhcp | dhcpvé |
pppoe-ia | dhcp-relay}
identifer

no dcs remote-agent-id user-
defined {dhcp | dhcpvé6 |
pppoe-ia | dhcp-relay}

identifer (1..63)
CMMBO10B/11a61I0H %M

YcTaHoBUTbL remote-id B dopmaTte cBO60OAHOM CTPOKU, Onpesenéx-
HOM nosb3oBaTesem. BO3MOXKHO MCNO/Ib30BaHMeE LWaboHOB.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

dcs remote-agent-id
suboption-type {dhcpv4 |
dhcpv6 | pppoe-ia | dhcpa-
relay} user-defined [binary]
[add-subtypes]

no dcs remote-agent-id
suboption-type {dhcpv4 |
dhcpv6 | pppoe-ia | dhcpa-
relay}

-/user-defined

YcTaHoBUTbL popmat remote-id

PopmarTbl:

- user-defined — go6asneHne remote-id B popmate cBoboaHOM
CTPOKM C BO3MOXKHOCTbIO MCMO/Ib30BaHMA LWABNOHOB.
JononHutenbHble napameTpbl:

- binary — faHHbIN napameTp yKa3blBaEeT, YTO YNCNOBbIE LWABNOHDI
b6yayT npeobpasosaHbl B popmat HEX.

- add-subtypes — faHHbIV NapamMeTp yKasbiBaeT, YTO B UAEHTUDU-
KaTop byget nobasneH JONONHUTENbHbIA NoATUN (2x-6ailToBbIN
ana DHCPv4 n PPPoE u 4x-6aiiToBbii gns DHCPv6), B KoTopom
onpepgensetca ¢opmat cTpokm (ASCII-0x01, HEX-0x00) u gavHa
naeHtndukartopa.

YCTaHOBUTb 3HaYeHue no YMO4YaHUIO.

Tabnunuya 157 — LLabnoHbl, fOCTYMNHbIE AN HAcTpolKu user-defined naeHtndukatopos

LWabnoH OnucaHue
%a IP-agpec. JaHHbIV WabnoH MoKeT bbiTb NpeobpasosaH B popmat HEX. ECTb BO3MOMKHOCTb YKa3aTb HOMep
VLAN c IP-agpecom (Hanpumep, VLAN 2: %a2).
%h Mmsa ycTpoicTea.
%p KopoTkoe ums nopra, Hanpumep, gi1/0/1.
%P [nuHHOE Ma nopTa, Hanpumep, gigabitethernet 1/0/1.
%t Tun nopta, Hanpumep, gigabitethernet.
%m MAC-agpec nopta B popmate H-H-H-H-H-H-H. JaHHbI wabnoH moxKeT 6biTb NpeobpasosaH B popmat HEX.
%M MAC-agpec cuctembl B popmate H-H-H-H-H-H-H. JaHHbIN WwabaoH moxKHO npeobpasosaTtb B popmat HEX.
%u Homep toHuTa. [laHHbli WabaoH MoeT bbiTb NpeobpasosaH B dopmat HEX.
%s Homep cnota. JaHHbIl WwWabnoH moxeT 6bITb NpeobpasosaH B popmaTt HEX.
%i ifindex nopta. [laHHbIN WabaoH MoXKeT bbiTb NpeobpasosaH B popmat HEX.
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%cC MAC-agpec aboHeHTcKoro ycTpolictea B dopmate H-H-H-H-H-H-H. JaHHbIi WwabaoH moxeT 6biTb Npeobpa-
30BaH B popmat HEX.

%V NaeHTndmkaTop VLAN. [aHHbil WwabnoH moxeT bbiTb NpeobpasoBaH B popmat HEX.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bupg, 3anpoca KOMaHAHOM CTPOKM B pexkMme KoHdurypauumn nHtepdeliica Ethernet:

console (config-if)#

Tabnunua 158 — KomaHgb! pexxuma KoHdpurypaumm nutepoeiica Ethernet

KomaHoa

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

dcs agent-circuit-identifer
circuit_id

no dcs agent-circuit-identifer

circuit_id: (1..63)
CMMBONOB/WwabnoH
%h%i%v

YcTaHoBUTDL circuit-id B popmaTte cBoboAHOW CTPOKM, onpeae-
NéHHoW Nnoib3oBaTesieM. BOo3MOXKHO Mcnoib3oBaHMe WabaoHoB.
[aHHaA HacTpoWKa MMeeT NPUMOPUTET Nepes aHaA0rMYHOM Fo-
H6anbHOW HacTpoikon popmara circuit-id.

YCTaHOBUTb 3HaYE€HMA MO YMOYAHUIO.

dcs remote-agent-identifier
remote_id

no dcs remote-agent-identifier

remote_id: (1..63)
cumBosioB/wabnoH %m

YcraHoBUTb remote-id B popmate cBo6OAHOM CTPOKMK, onpeae-
NéHHoW Nnoib3oBaTesieM. BO3MOXKHO Mcnoib3oBaHMe WabaoHoB.
[aHHaA HacTpoWKa MMeeT NPUMOPUTET Nepes aHaA0rMYHOM Fo-
6anbHOW HacTpoKoi dopmaTa remote-id.

YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

dcs information option {dhcp |
dhcpvé | pppoe-ia | dhcp-
relay} enable

dcs information option {dhcp |
dhcpv6 | pppoe-ia} disable

-/BbIK/IIOYEHO

BkntounTb gobasneHue circuit-id + remote-id ana KOHKpPeTHOro
npoToKona.

V BcTaBKa circuit-id/remote-id gonkHa 6bITb OTKAIOYEHA
rno6anbHo.

BbIkntountb fob6aBneHne remote-id u circuit-id 4ns KOHKpETHOro
npoToKona.

KomaHObI pexcuma KoHguaypayuu uHmepaetica L2Vian

BuAa 3anpoca KOMaHAHOM CTPOKM:

console (config-vlan) #

Tabnuua 159 — KomaHapl pexkuma KoHourypaumm nntepderica L2Vian

KomaHoa

3HayeHue/3HayeHue o

ymon4yaHuro

Aelicmeue

dcs information option {dhcp |
dhcpvé | pppoe-ia | dhcp-
relay} enable

dcs information option {dhcp |
dhcpv6 | pppoe-ia} disable

-/BbIKAOYEHO

BkntoumTb gobaBneHue circuit-id + remote-id gnsa KoHKpeT-
HOro NpPoTOKOAa.

V BcraBKa circuit-id/remote-id gonkHa 6biTb OT-
KntoueHa rnobanbHo.

BbikntounTb gobasneHne remote-id u circuit-id ana KoH-
KpeTHoro NpoToKona.

KomaHOwbi pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console#
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Tabnnuya 160 — KomaHgb! pexunma Privileged EXEC

Komanda 3HayeHue/3Ha4yeHue Leiicmeue
no ymon4aHuro
show dcs-port-config OTO6pPa3nTb TEKYLLYIO KOHOUTYpaLM0 AEHTMHUKATOPOB remote-
[interface fastethernet fa_port fa_port: (0/1..24); id u circuit-id ana nHTepdeiicos.
| gigabitethernet gi_port | gi_port: (0/1..48);
twopointfivegigabitethernet two_port: (0/1..8);
two_port | tengigabitethernet te_port: (0/1..11);
te_port] vlan_id: (1..4094)
[vlan vian_id]
show dcs-global-config ) OTO06pa3sunTb robanbHYI KOHOUIYpaLMIO MAEHTUGMKATOPA Circuit-
id.

Mpumep Hactpoiikm DHCP Snooping Bo VLAN10 c¢ HacTponkoi DCS-onuuii Ha uHTepdeice
Gigabitethernet 0/13.

console (config) # interface gigabitethernet 0/10

console (config-if) # port-security-state trusted

console (config-if)# set port-role uplink

console (config-if) # switchport mode trunk

console (config-if) # exit

console (config) # ip dhcp snooping

console (config)# vlan 10

console (config-vlan)# ip dhcp snooping

console (config) # interface gigabitethernet 0/13

console (config-if) # switchport general allowed vlan add 10 untagged

console (config-if) # switchport general pvid 10

console (config-if) # dcs remote-agent-identifier enable
( ) # dcs agent-circuit-identifier "3%v %p Sh"
( ) # dcs remote-agent-identifier "3M"

console (config-if
console (config-if

Mpumep HacTpoliku DHCP Snooping Bo VLAN10 c HacTpoikoi DCS-onuunii gna Bcex MHTepdencos B
¢dopmate HEX.

config)# !

config)# interface gigabitethernet 0/10
config-if)# port-security-state trusted
config-if)# set port-role uplink

console
console
console
console

console
console
console

config) # interface gigabitethernet 0/13
config-if)# switchport general allowed vlan add 10 untagged
config-if)# switchport general pvid 10

(
(
(
(
console (config-if) # switchport mode trunk
console (config-if) # exit
console (config)# ip dhcp snooping
console (config)# dcs remote-agent-id suboption-type dhcpv4 user-defined binary
console (config)# dcs agent-circuit-id suboption-type dhcpv4 user-defined binary
console (config)# dcs agent-circuit-id user-defined "$%idv"
console (config)# dcs remote-agent-id user-defined "3M"
console (config)# !
console (config)# wvlan 10
console (config-vlan)# ip dhcp snooping
console (config-vlan)# !
(
(
(

4.21.4 3awuma IP-adpeca knueHma (IP Source Guard)

®dyHKuMA 3awmTbl IP-agpeca (IP Source Guard) npegHasHayeHa ana puabTpaumm TpaduKa, NPUHATOrO
c uHTepdelica, Ha ocHoBaHMM Tabanubl cootBeTcTBUM DHCP snooping n ctaTuyeckux cooTseTcTBuid IP
Source Guard. Takum obpasom, IP Source Guard no3BosseT 60poTbca ¢ nogmeHom IP-agpecoB B nakeTax.
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/ MocKkonbky PyHKUMA KOHTPONA 3awuTbl IP-agpeca ucnonb3yet TabanLbl COOTBETCTBUIA
DHCP snooping, umeeTt CMbIC/1 UCNO/Ib30BaTb AaHHYI0 PYHKUUIO, NpeaBapUTeIbHO

HacTpous u Bkatouns DHCP snooping.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

BuAa 3anpoca KOMaHAHOWN CTPOKM:

console (config-if) #

Tabnnuya 161 — KomaHgbl pexxuma KoHdurypaunm nntepdeiica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

{ip | ipv6} verify source port-
security

no {ip | ipv6} verify source
port-security

-/BbIK/IOYEHO

Bkntountb  dyHKUMIO 3awmuTbl  IP-uHTepdeiica ana
nopta. Mocne BKAOYEHUS Ha UHTepdelice Bce 3anucu
B Tabauue IP Binding yctaHasamsatotcs B8 TCAM B Ka-
YyecTBe pa3peLuatoLLero npasuna.

KomaHga ypanset 3anucu ns TCAM u oTKAKOYaeT OT-
6pacbiBaHue IP-nakeToB Ha NopTy.

KomaHObI pexcuma KoHguaypauuu uHmepaetica L2Vlan

BuAa 3anpoca KOMaHAHOM CTPOKM:

console (config-vlan) #

Tabnnua 162 — KomaHgb! pexxuma KoHdpurypaumm nntepdeiica L2Vian

KomaHoa

3HayeHue/3HayeHue no

YMOAYAHUIO

Aelicmeue

{ip | ipv6} verify source port-
security

no {ip | ipv6} verify source
port-security

-/BbIK/OYEHO

BKAounTb  GyHKUMIO 3awmTbl  IP/IPV6-uHTEpdeitica ana
VLAN. Mocne BKAOYEHUA HA UHTepdeice BCe 3anmcK B Tab-
nuue IP Binding yctaHasnusatotcs 8 TCAM B KayecTBe pas-
peluatoLLero npasuna.

KomaHga yaanset 3anucy u3 TCAM u oTktovaeT oTbpachl-
BaHwue IP/IPv6-naketos 8o VLAN.

KomaHOwb1 pexcuma Privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perkmma Privileged EXEC:

console#

Tabnnua 163 — KomaHabl pexkuma Privileged EXEC

KomaHoa

3HayeHue/3HayeHue
Mo ymon4YaHuro

Aelicmeue

show {ip | ipv6} verify source
[interface { fastethernet |
gigabitethernet |
twopointfivegigabitethernet |
tengigabitethernet} interface |
vlan [vian-id]]

OT06pasunTb HacTpolikm IP/IPv6 source Guard Ha uHTepdelicax.

show running-config ip-source-
guard

0OT06pa3nTb KoOHPUrypaumo moaynsa IP source Guard.
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4.21.5 KoHmponb npomokona ARP (ARP Inspection)

®dyHKuMA KoHTpons npoTtokona ARP (ARP Inspection) npegHasHayeHa Ansa 3alWmTbl OT aTak C
nucnonb3oBaHMem npotokona ARP (Hanpumep, ARP-spoofing — nepexsat ARP-Tpadwuka). KoHTponb
npoTokona ARP ocyliecTBnseTca Ha OCHOBE CTaTMYeCcKuUx cooTeeTcTBui IP- n MAC-agpecoB, 3aaHHbIX ANs
rpynnbl VLAN.

’ ' MopT, ckoHPUryprUpoBaHHbIN «HegoBepeHHbIM» anA ¢yHKumu ARP Inspection, gonkeH
< TaK}Ke 6bITb «HeaoBepeHHbIM» ana yHKuun DHCP snooping nam coorsercreue MAC-agpeca
1 IP-agpeca anA 3TOro NopTa AONXKHO 6bITb CKOHPUIYPUMPOBAHO CTaTUUYECKU. MHaue AaHHbIA
nopT He 6yaeT oTBeyaTtb Ha 3anpocbl ARP.

V [Ana HeHapeXXHbIX NOPTOB BbINO/HAIOTCA NPOBEPKU cooTBeTcTBUiM IP- 1 MAC-aapecos.

KomaHObI pexcuma 2106as1bHoU KOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM pekmuma rnobanbHOM KOHPUrypaLmm:

console (config) #

Tabnunua 164 — KomaHabl pexkmma rnobanbHoi KoHUrypaumm

3HayeHue/3HayeHue »
Aelicmeue

Mo yMoAYaHuto

ip arp inspection enable BKAOUMTbL KOHTPOb NpoTokona ARP (dyHKumMio ARP Inspection).
-/BbIKIOYEHO

ip arp inspection disable BbIKNHOUYNTL KOHTPOAbL NpoToKoia ARP (pyHKumio ARP Inspection).
ip arp inspection vlan vian_id PaspewunTb NpoBepKy npoTtokona ARP, ocHoBaHHyto Ha 6ase cooT-

vlan_id: (1..4094)/ BeTcTBuit DHCP snooping, B BbiI6paHHoM rpynne VLAN.
no ip arp inspection vlan BbIK/IlO4EHO 3anpeTuTb NPoBepKY NPoTOKo1a ARP, ocHOBaHHYto Ha 6a3e cooTBeT-
vlan_id cteuii DHCP snooping, B BbibpaHHo rpynne VLAN.
ip arp inspection validate MpepoctaBuTb cneunduyHbie NPOBEPKN A1 KOHTPOAS MPOTOKONA
{dstmac | dstmac-ipaddr | ARP.
ipaddr |srcmac | srcmac- - srcmac: ns ARP-3anpocoB 1 OTBETOB NPOBEPAETCA COOTBETCTBUE
dstmac | srcmac-dstmac- MAC-agpeca B 3aronoBke Ethernet MAC-agpecy MCTOYHMKA B CO-
ipaddr | srcmac-ipaddr} OepPXUMOM npoTokona ARP.

- - dstmac: Ana ARP-otBeToB nposepsetca cootsetcTBue MAC-aa-
peca B 3aronoske Ethernet MAC-agpecy HasHa4YeHUs B COAEPKU-
MOM npoTokona ARP.

- ipaddr: MposepseTca cogepxnmoe ARP-naketa Ha Hanuume He-
KOppeKTHbIX IP-agpecos.

no ip arp inspection validate 3anpeTuTb cneumduUHble NPOBEPKMN A1 KOHTPONA NpoTokona ARP.

KomaHOwbi pexcuma EXEC

Buza 3anpoca KomaHAHOM cTPOKKM pexxunma EXEC:

console#

Tabnunuya 165 — KomaHabl pexkmma EXEC

KomaHda 3HayeHue/3Ha4yeHue Aeiicmeue
no yMoaYaHuro
show ip arp inspection globals i OTO6pPa3nUTb CUCTEMHYIO KOHOUTypaumio GyHKUMU KoHTposs ARP
NpoTOKONa.
;:/3‘: iiZ]arp inspection vlan vian_id: (1..4094) OTobpasunTb cnmucok VLAN, Ha KoTopbix akTuBeH ARP Inspection.
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show ip arp inspection
statistics [global | interface

{ fastethernet | gigabitethernet
| twopointfivegigabitethernet

| tengigabitethernet} interface

| vlan vian_id]

vlan_id: (1..4094)

MoKasaTb CTaTUCTMKY ANA CAeAyloWMX TUMOB MaKeToB, KOTopble
6111 06paboTaHbl Npu NomoLwm GyHKLMK ARP:

- nepefaHHble naketbl (forwarded);

- noTepAHHbIe NakeTbl (dropped);

- owmnbkKm B IP/MAC (IP/MAC Failures).

clear ip arp inspection statistics
[global | vlan vian_id]

vlan_id: (1..4094)

OunCTUTL CTAaTUCTUKY KOHTPOAA npoTokona ARP Inspection.

4.21.6 Hacmpolika ¢pyHkyuu MAC Address Notification

®yHKuua MAC Address Notification nossonseT otTcnexumBaTb NOABNEHME U UCYE3HOBEHME aKTUBHOTO
060pyaoBaHUA Ha CeTU MNyTemM COXpaHeHusa wuctopum usydeHna MAC-agpecos. Mpu o6HapyKeHUK
M3MeHEeHU B cocTaBe M3yyeHHbix MAC-agpecoB KOMMYTATOp COXpaHseT nHdopmauuto B Tabavue wu
ussewaer o6 3ToM C MNOMOLLBbIO coobLWeHU npoTtokona SNMP. ®yHKUMA MMeeT HacTpamBaemble
napameTpbl — r1ybuHa UCTOPUM O COBBLITUAX U MUHUMANbHBIN MHTEPBAN OTNPaBKM coobweHnini. Cepsuc
MAC Address Notification oTKAHOYEH NO YMONYAHUIO M MOXKET BbITb HAaCTPOEH BbIBOPOYHO ANS OTAENbHbIX

NopTOB KOMMYTaTOPa.

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU B pexknume r1ob6asibHON KoHdUrypaumm:

console (config) #

Tabnuua 166 — KomaHapl pexkmma rnobanbHom KoHdUrypaumm

KomaHoa

3HayeHue/ 3HayeHue
110 yMOAYAHUIO

Aelicmeue

mac-address-table notification
change

no mac-address-table
notification change

-/BbIK/OYEHO

KomaHaa npefHasHayeHa a1 rnobanbHoro ynpaeneHmsa GyHk-
ument MAC notification. KomaHnaa paspeluaeT permcrpauumio co-
6bITMI gobasneHus n yganenna MAC-agpecos 13 Tabaumu, Kom-
MyTaTopa ¥ OTNPaBKy YBEAOMIEHUSA O COBbITUAX.

[ns paboTbl GyHKUMM HEOBXOAMMO AOMOMHUTENbHO paspe-
LaTb reHepaLmio yBeAOMAEHUIN HA UHTepdelicax (CMm. HUXKe).

Bbikntountb pyHKUMo MAC notification rnobanbHo M 0TMEHUTb
COOTBETCTBYHOLME HACTPOMKM Ha BCEX MHTepdelcax.

mac-address-table notification
change interval value

no mac-address-table
notification change interval

value: (0..604800)/1

MaKcHMManbHbI NPOMENKYTOK BPEMEHW MeAy OTnpaBKammu
SNMP-yBegomneHunin. Ecan 3HauyeHWe MWHTepBasa BpPEMEHMU
paeHo 0, TO reHepauua yBegoMIeHMI U coXxpaHeHue cobbITuit
B UCTOPUIO ByAET OCYLLEeCcTBAATLCA HEMEeAIeHHO NO Mepe BO3-
HUKHOBEHUA COObITUIA 006 WM3MEHEHUM COCTOSIHMA Tabauubl
MAC-agpecos. Ecnv 3HayeHne uHTepBana sBpemenm 6onblue 0,
TO YCTPOMCTBO ByAeT HaKanAnBaTb CobbITUA 06 USMEHEHUM Co-
cToaHusa Tabauubl MAC-agpecos B TedyeHMe 3TOro BpemeHHu, a
3aTeM OTNpPaBAATb yBegomneHusa npoTtokona SNMP u coxpa-
HATb COBbITUA B UCTOPUN.

BoccTaHOBWTL 3HaYEHME MO YMOAYaHMIO.

mac-address-table notification
change history value

no mac-address-table
notification change history

value: (0..500)/1

KomaHaa 3afaeT makcMmasibHoe KOMyecTso cobbiTnit 06 13-
MeHeHuM cocTosiHua Tabanubl MAC-aapecos, KOTOpoe coxpa-
HAETCA B UCTOPUU. EC/IM yCTaHOBNEH pasmep UCTOPUU PaBHbIi
0, To cobbiTMA He coxpaHatoTca. Mpu nepenonHeHun bydepa
MCTOPUM HOBOE COBbITHE MOMELLAETCA Ha MeCTO Camoro cTa-
poro.

BoccTtaHOBUTb 3HAYEHWE N0 YMONYAHUIO.

logging events mac-address-
table change

table change

no logging events mac-address-

-/BbIK/IIOYEHO

BKtOUNTL OTNPaBKY TPanos B syslog 0 cobbITUAX U3yYeHUa nnm
vaanenns MAC-agpecos.

BbIKNOYMTb OTNPABKY Tpanos B syslog o0 cobbITMAX U3yyeHun
mnu yaanenma MAC-agpecos.
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mac-address-table notification
flapping

BkntoumTb oTcnexkunsaHne MAC Flapping.

-/BKAOYEHO -
no mac-address-table Bbikntountb otcnexkmsanme MAC Flapping.
notification flapping
logging events mac-address- Bkntountb nornposaHune MAC Flapping.
table flapping
- -/BKAIOYEHO -
no logging events mac-address- Bbikntountb normposaHne MAC Flapping.
table flapping
snmp-server enable traps BKIOUNTD reHepauMmio yBeLOMAEHWU Npu 610KMPOBKe nopTa
errdisable {storm- no cobbiTnam:
control | loopback-detection| - loopback-detection — 06HapyxeHue neTenb;
udid} - udld — akTnBauus 3awmtsl UDLD;
-/BKAOYEHO - storm-control — WypoKoBeLw,aTeIbHbIN LITOPM.

no snmp-server enable traps
errdisable { storm-

control | loopback-
detection|udid}

OTKNOYNUTb reHepaLmio YBeLOMAEHUI Ha MHTepdeice.

KomaHObI pexcuma KoHgpu2ypayuu uHmepgetica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnanua 167 — KomaHabl perkuma KoHourypaumm nitepdeiica Ethernet

KomaHda

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aeiicmeue

snmp trap mac-address-table
change [learnt | removed]

change [learnt | removed]

no snmp trap mac-address-table

-/BbIK/IIOYEHO

BKNOUUTL reHepaumio yBeOOMIEHUI HA KaXKAOM MHTep-
device 0 cobbITUAX U3MEeHeHUA cocTosHuA MAC-agpecos.

- learnt — ysegomnenus o6 nsyyeHnn MAC-aapecos;

- removed — yBegomneHus ob yaaneHun MAC-agpecos.

OTKNOYUTL reHepauuio yBegoMAeHNI Ha uHTepdeice.

KomaHObi pexcuma Privileged EXEC

Buz 3anpoca KomaHAHOM cTpoKM B pexxkume Privileged EXEC:

console#

Tabnnua 168 — KomaHgb! pexxkuma Privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aeiicmeue

show mac-address-table
notification change history

OTOb6parkeHne Bcex yBeAOMAEHUI 06 U3MEHEHUM COCTOA-
HuUA MAC-afpecoB, COXPaHEHHBIX B UCTOPUM.

show snmp-server traps

MpocmoTp cobbITUIA, NPU KOTOPbIX FeHepUpPYLOTCA Tpanbl.

4.21.7 lMpoeepKa nodAUHHOCMU KaueHma Ha ocHoee nopma (cmaHdapm 802.1x)

AyTeHTUdMKauua Ha

OCHOBe

CTaHAapPTa

802.1x obecneuvBaeT nNpPOBEPKY MNOAJAMHHOCTU

nosib3oBaTesiell KOMMYTaTOPa Yepe3 BHELLHUWI cepBep Ha OCHOBE NOPTA, K KOTOPOMY MOAK/OYEH KAUEHT.
Tonbko ayTeHTUPUUMPOBAHHbBIE M aBTOPM30BAHHbLIE MOMb30BATENM CMOFYT NepeaaBaTb U MPUHUMATb
OaHHble. MpoBepKa NOAJMHHOCTM NONb30BaTeNen NOPTOB BbiNonHAeTcA cepsepom RADIUS nocpeactesom

npotokona EAP (Extensible Authentication Protocol).
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KomaHObI pexcuma 2106aa6Hol KoOHGuU2ypayuu

Bupg, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobanbHoOM KOHPUrypaLmm:

console (config) #

Tabnnua 169 — KomaHabl pexkmma rnobanbHo KoHUrypaumm

3HayeHue/3HayeHue
no yMmoA4aHuo

KomaHda

Aelicmeue

shutdown dotlx

BbikntounTb Moaynb dotlx.

-/BKAIOYEHO
no shutdown dot1x

BkntounTts moaynb dotlx.

dotlx system-auth-control

BK/IIOUNTL pexknm ayTeHTUudUKaumm 802.1x Ha KoMmyTaTope.

no dotlx system-auth- -/BbIKNIOYEHO

control

BbIKNOUNTL pexknm ayTeHTudUKaumm 802.1x Ha KommyTaTope.

KomaHObI pexcuma KoHguypayuu uHmepageltica Ethernet

BuAa 3anpoca KoMaHAHOM CTPOKM B pexunume KoHPurypaumnm nntepdeiica Ethernet:

console (config-if) #

Tabnvua 170 — KomaHabl pexkuma KoHpurypaumm nHtepoeiica Ethernet

3HayeHue/3HayeHue no

KomaHoa Aelicmeue
YMOMYAHUIO
dotlx host-mode {multi-host PaspewunTb HanMumMe HECKONIbKUX KIMEHTOB Ha aBTOPU3MPOBaAH-
multi-session . Hom nopTy dotlx:
I } -/multi-host Ty

- multi-host — HeCKO/IbKO KNMEHTOB;
- multi-session — Hecko/1bKo ceccuit.

dotlx max-req number

number: (1..10)/2

no dotlx max-req

YCTaHOBUTb MAKCUMaJIbHOE YMC/I0 MOMbITOK nepegayu 3anpo-
COB NPOTOKO/1a EAP-KI’IVIGHTV nepen HOBbIM 3anNyCKOM npouecca
npoBepKn NOANNHHOCTU.

YCTaHOBUTb 3HaYeHue No YMONYaHULO.

dotlx port-control {auto |
force-authorized | force-
unauthorized}

-/force-authorized

no dotlx port-control

HactpouTb ayteHTMdUKaumio 802.1X Ha nHTepdeiice.
PaspewunTb py4yHOI KOHTPOb 338 COCTOAHMEM aBTOPM3aL MU
nopra.

- auto — ncnonbzosaTb 802.1X A U3MEHEHUA COCTOAHUA Kn-
eHTa MeXAay aBTOPU30BaHHbIM U HEABTOPM30BaAHHbIM;

- force-authorized — BbikntoyaTh ayTeHTUOUKaALMIO 802.1X Ha
uHTepodelice. Mepexoa nopTta B aBTOPU30BAHHOE COCTOAHME He3
ayTeHTUdUKaLmK;

- force-unauthorized — nepesog nopta B HeaBTOpU30BaHHOE
cocTosHWe. UrHopMpytoTCA BCe NONbITKM ayTeHTUUKALMKU KAK-
€HTa, KOMMYTaTOp He NPeAoCTaBAAET CepBUC ayTeHTUUKaLMK
AN 3TOro nopra.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

dotlx auth-method {802.1x |
mac}

-/802.1x + mac

no dotlx auth-method

Bblbop meTona ayTeHTUGUKaumu:

- mac — BKKOYaET ayTeHTUMKALMIO, OCHOBaHHYO Ha MAC-aa-
pecax;

- 802.1x — BK/ItOYaET ayTeHTUPMKaLMIO, OCHOBAHHYO Ha 802.1x.

YCTaHOBUTb 3HaYeHue no YMOANYaHUIO.

dotlx reauth-max number
number: (1..10)/2

no dotlx reauth-max

3a4aTb MaKCMManbHoOe KOIMYEeCTBO MOMbITOK aBTOPU3aUuuun ana
KNneHTa.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

dotlx reauthentication
-/BbIKNOYEHO

no dotlx reauthentication

BKIOUNTB NEPUOLMYECKME NOBTOPHbIE MPOBEPKU
NoA/IMHHOCTU (NepeayTeHTUdUKALMIO) KAKeHTa.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.
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dotlx timeout quiet-period
sec

no dotlx timeout quiet-
period

sec: (0..65535)/60

YCTaHOBWTb Neproga, B TeYEHME KOTOPOro KOMMYTaTOP OCTaeTcA
B COCTOSIHUM MO/IYaHUA NOC/IE HEYAAaUYHOW NPOBEPKMU NOA/NH-
HOCTH.

B TeyeHue Nnepmnoaa MoYaHMA KOMMYTATOP He MPUHUMAET U
He MHULMMPYET HUKAKUX ayTEHTUOUKALMOHHBIX COOBLLEHWA.

YCTaHOBWUTb 3HAYeHUE NO YMOIHaHUIO.

dotlx timeout reauth-period
sec

no dotlx timeout reauth-
period

sec: (1..65535)/3600

YKa3zaTb MPOMENKYTOK BPEMEHM, MO UCTEYEHUUN KOTOPOTO KOM-
MyTaTop NonpobyeT peayTeEHTUPULMPOBATL KANEHTA.

YCTaHOBUTb 3HAYeHUE NO YMO/IHaHUIO.

dotlx timeout server-timeout
sec

no dotlx timeout server-
timeout

sec: (1..65535)/30

YCTaHOBWTb NEPUOA, B TEYEHNE KOTOPOrO KOMMYTATOP OXMK-
[laeT oTBeTa OT cepBepa ayTeHTUUKALMUMU.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHWIO.

dotlx timeout supp-timeout
sec

no dotlx timeout supp-
timeout

sec: (1..65535)/30

YCcTaHOBUTbL Nepuoa Mexay NOBTOPHbIMUK NepeAadyamu 3anpo-
coB NpoTokona EAP-KnneHTy.

YCTaHOBUTb 3HAYEHMe Nno YMOI4aHUIO.

dotlx timeout tx-period sec

no dotlx timeout tx-period

sec: (1..65535)/30

YKa3aTb NPOMEXKYTOK BPEMEHM, B TEYEHME KOTOPOTro KOMMYyTa-
Top oxuaaert oTeeta Ha EAP-3anpoc/Kaap naeHTMouKaumm ot
KNNEHTa.

YCTaHOBUTb 3HAYEHMe Nno YMOI4aHUIO.

dotlx guest-vlan vian_id

no dotlx guest-vlan

vlan_id: (1..4094)/
BbIK/TKOYEHO

Onpepgenutb roctesyto VLAN.
OTKpbIBAEeT HEaBTOPM30BAHHbIM NO/Ib30BaTENAM UHTEpdElica
aoctyn K rocteoit VLAN.

YCTaHOBUTb 3HaYeHMe N0 YMOIYaHUIO.

dotlx unauthenticated-vian
vian

no dotlx unauthenticated-
vlan

vlan_id: (1..4094)/
BbIK/OYEHO

OnpepennTtb HesaperncTpmposaHHyto VLAN.
OTKpbIBaeT nosb3oBaTensm nHtepdeica goctyn Kk VLAN, ecnm
cepBep ayTeHTUPUKaL MM HeJoCTyneH.

YCTaHOBUTb 3HAYEHME Mo YMO/I4aHUIO.

dotlx radius-attributes vlan
[optional]

no dotlx radius-attributes
vlan

-/BbIK/OYEHO

BkntounTb 06paboTKy onumm Tunnel-Private-Group-ID (81) B co-
o6ueHunax RADIUS-cepsepa.

- optional — paspewunTb ayTeHTUOUKALMIO KANEHTA, eCn B CO06-
weHuax RADIUS-cepsepa otsycteyeT onuua Tunnel-Private-
Group-ID (81).

BbIkntounTb 06paboTky onumm Tunnel-Private-Group-ID (81) B
coobueHunax RADIUS-cepsepa.

dotlx local-database
username password password
permission {allow | deny}
[auth-timeout] [interface in-
terface-typel]

no dotlx local-database
username

username: (1..20)
CUMBOJIOB;
password: (1..20)
CMMBO/IOB;
auth-timeout: (1-7200)

[06aBUTb B N0KaNbHYO 633y AaHHbIX MHGOPMALMIO O
nonb3osaTene.

Ypanutb MHd)OpMaLI‘MIO 0 Nonb3oBaTene U3 10KanbHol 6asbl
AaHHbIX.

KomaHOwb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM perkmuma EXEC:

console#
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Tabnuua 171 — KomaHap! pexkuma EXEC

KomaHoa

3HavyeHue/3HavyeHue

no ymos4aHuro

Aelicmeue

dotlx re-authenticate
interface {fastethernet fa_port
| gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}

fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11)

OCyLecTBUTb BPYYHYH NOBTOPHYIO NPOBEPKY NOA/MHHOCTU YKa-
3aHHOro NopTa B KOMaHAe.

show dotlx

MokasaTtb KoHoUrypaumio dotlx.

show dot1x all

MokasaTtb KoHpUrypaumio dotlx gns Bcex MHTepdeiicos.

show dot1x interface
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}

fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11)

MokasaTb HacTpoliKkM npoTokona 802.1x Ha nHTepdelice.

show dotlx mac-info [address
mac]

mac_address:
(aa:aa:aa:aa:aa:aa)

Moka3aTb NnapameTpbl ceccun dotlx no Bcem mac-agpecam uau
No KOHKPETHOMY Mac-agpecy.

show dotlx mac-statistics
[address mac]

mac_address:
(aa:aa:aa:aa:aa:aa)

MokasaTb NnapameTpbl ceccum dotlx No nopTam UamM No KOHKpeT-
HOMY mac-agpecy.

show dot1x statistics interface
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}

fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11)

MokasaTb cTaTUCTUKY 0bmeHa nakeTamu dotlx Ha nHTepdelice.

[Mpumep 8KAOYEHUS pexrcuma aymeHmugukayuu 802.1x Ha Kommymamope

Ucnonb3osaTb RADIUS-cepBep ana npoBepKn NogMHHOCTU KANMEHTOB Ha MHTepdencax IEEE 802.1X. Ansa 8
nHTepdelica Ethernet ncnonbsoBatb pexxum ayteHTdUKaumm 802.1x.

console# configure terminal
console (config)# dotlx system-auth-control

console (config)# aaa authentication dotlx default group radius
console (config) # interface gigabitethernet 0/8

console (config-if)# dotlx port-control auto

4.21.8 Hacmpolika ¢pyHkyuu IPv6 RA Guard

®yHKumMA IPv6 RA Guard npeaocTtaBnseT 3allMTy OT aTaK, OCHOBaHHbIX Ha paccblike noaae/bHbiX na-
KeToB Router Advertisement, paspeluasn OTCbIIKY COOBLLEHUI TONBbKO C A0BEPEHHbIX MOPTOB.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobanbHOro KoOHOUrypnpoBaHua:

console (config) #
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Tabnnua 172 — KomaHabl pexkmma rnobasbHOro KoHGMrypmposaHus

3HayeHue/3Ha4yeHue no

no shutdown ipv6 snooping

KomaHoa Aelicmeue
YMOAYAHUIO
shutdown ipv6 snooping OTKAounTb paboty moayns IPv6 RA Guard Ha ycTpolicTBe.
' JaHHaa KomaHAa oTKAoYaeT paboty mogyns IPve
H RA Guard c 6e3Bo3BpaTHbIM yganeHuem BCeX
-/BKAOYEHO

HacTpoek 6n0Ka IPv6 RA Guard.

BkntounTb paboty mogyns IPve RA Guard Ha ycTpoiicTse.

ipv6 nd ra-guard enable

no ipv6 nd ra-guard enable

-/BbIK/IIOYEHO

PaspewnTs KOMMYTaTOpy KOHTPO/IMPOBaHWE MOCPEACTBOM
dyHKumMK IPv6 RA Guard.

BbikntoueHue pyHkumm IPv6 RA Guard.

ipv6 nd ra-guard policy pol-
icy_id

no ipv6 nd ra-guard policy
policy_id

policy_id: (1..65535)

Co3gatb 1 ckoHdurypmposaTs policy IPv6 RA Guard.

Ypanuts policy IPv6 RA Guard.

ipv6 rag-acl-list ac-
cess_list_num seq se-
gmac_addr

no ipv6 rag-acl-list ac-
cess_list_num seq se-
gmac_addr

access_list_num:
(1..65535);
seq: (1..100)

Co3gaTb 3anuck B cnucke goctyna RA Guard Ha ocHose link
layer agpeca.

YpanuTb 3anucb B cnucke goctyna RA Guard.

ipv6 rag-prefix-list list_id seq
seq prefix

no ipv6 rag-prefix-list list_id
seq seq [prefix]

prefix: (2000::1/64)

Co3gatb 3anumcb B cnucke goctyna RA Guard Ha ocHoBe |IPv6-
npedukca.

YpanuTe 3anucb B cnucke goctyna RA Guard.

ipv6 rag-src-ipv6-list ac-
cess_list_num [seq seq]
src_ipvé_link-local_address

no ipv6 rag-src-ipvé-list ac-
cess_list_num [seq seq]
src_ipvé_link-local_address

access_list_num:
(1..65535);
seq: (1..100)

Co3gaTb 3anuch B cnucke goctyna RA Guard Ha ocHose link-
local IPv6-aapeca.

YpanuTe 3anucb B cnncke goctyna RA Guard.

KomaHObI pexcuma 2106aa6H020 KoOHpu2ypuposaHus policy IPv6 RA Guard

Bua 3anpoca KoMaHAHOM CTPOKM pexnma KoHourypmposaHus policy IPv6 RA Guard:

console (config-rag) #

Tabnuua 173 — KomaHapl pexkmma KoHourypuposaHusa policy IPv6 RA Guard

3HayeHue/3Ha4yeHue no

dium | high | none}

KomaHoa Aelicmeue
YMOAYAHUIO
device-role {host | router} Bblbop pexnma paboTbl nopTa.
/host - host — 610KMpoBKa Bcex BXxoaawmx RA-coobeHni;
- router — punbTpauns RA-coobueHmin B COOTBETCTBUM C
HaCTPOEHHbIMW MPaBUNAMMU.
other-config flag {on | off | Ynpasnatb O-6utom B RA-co0bLLEHUAX.
-/none
none}
managed-config flag{on | off Ynpasnate M-6utom 8 RA-COOBLLEHUAX.
-/none
| none}
router-preference {low | me- /none Ynpasnatb nonem router-preference 8 RA-coobLieHusx.

match rag-acl-list ac/_num

no match rag-acl-list

acl_num: (1..100)

OcyuwectBuTb NpMBsA3Ky acl K policy IPv6 RA Guard.

Yaanute npueasky acl K policy IPv6 RA Guard.

match rag-prefix-list pre-
fix_id

no match rag-prefix-list

prefix_id: (1..100)

OcyuwectBuTb PpuabTpaumto coobuwerHnin IPv6 RA Guard no-
npeduKcy.

Yaanutb dunbtpaumio no npedukcy IPv6 RA Guard.

match rag-src-ipv6-list
ipv6_prefix_id

ipve_prefix_id: (1..100)

OcyuwectBuTb ¢unbTpaumto coobuweHunit IPv6 RA Guard no
IPv6-npeduKcy.
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no match rag-src-ipv6-list Yoanute dpunbtpaumto coobuweHunit IPvé RA Guard no IPv6-
npeduKcy.

KomaHObI pexcuma KoHguaypuposaHus uHmepgpelica Ethernet

BuA 3anpoca KoOMaHAHOM CTPOKM pexmnma KoHOUIypnpoBaHUAa nHTepdelica:
console (config-if) #

Tabnnua 174 — KomaHgbl pexxuma KoHpurypuposaHua nHtepoeica Ethernet

3HaveHue/3HavyeHue no ”
KomaHoa / Aelicmeue
YMOAMYAHUIO
ipv6 nd ra-guard PaspewmnTb KomMyTaTopy KOHTpoAnpoBaHue GyHKuum IPv6 RA
-/BbIK/IIOYEHO Guard Ha uHTepodeiice.

no ipv6 nd ra-guard BbIkNtounTb dyHKUMO IPv6 RA Guard Ha nHTepdeiice.

ipv6 nd ra-guard trust- [06aBuTb NOPT B CNUCOK JOBEPEHHDIX.

state trusted Mo ymonyaHuio Bce NopTbl

ipv6 nd ra-guard trust- asaalTCa untrusted Ypanute nopt us trusted-list.

state untrusted

ipv6 nd ra-guard attach- MpuBA3aTb CKOHOUTYpUpoBaHHbIM policy IPv6 RA Guard K uH-

policy policy_id vlan {add | policy_id: (1..65535); Tepoeicy.

remove | none} vian_list] vlan_list: (1..4094)

no ipv6 nd ra-guard attach- Ypanuts policy IPv6 RA Guard Ha nHtepdelice.

policy policy_id
KomaHOs! pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM cTPOKK B pexxume Privileged EXEC:
console#
Tabnnua 175 — KomaHgbl pexkuma Privileged EXEC
3HayeHue/3HavyeHue "
KomaHda / Aeiicmeue
no ymoa4aHuro
show ipv6 nd ra-guard MokasaTb HacTpoiikmn IPv6 RA Guard Ha nHTpedeicax.

[interface fastethernet
fa_port | gigabitethernet
gi_port | -
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group]

show ipv6 nd ra-guard policy MoKa3aTb HacTpoikK noantuk IPvé RA Guard.

[policy. id] policy_id: (1..65535)

show ipv6 nd ra-guard global - MoKasaTb rnobanbHble HacTpoliku IPv6 RA Guard.

4.21.9 Hacmpolika ¢pyHkyuu IPv6 ND Inspection
®dyHKUMA IPv6 ND Inspection npeaoctaBaseT 3almMTy OT aTaK, OCHOBAHHbIX Ha PacCbl/IKe NOAAENbHbIX
Neighbor Advertisement, paspelias OTCbI/IKY COOBLLEHNI TONLKO C A0BEPEHHbIX NOPTOB AN NPU COOTBET-

CTBUU NaAKeETa HaCTpOEHHOﬁ NONNTUKE.

KomaHObI pexcuma 271060s16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobasibHOro KOHGUIypupoBaHus:

console (config) #

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx 163



HELTEX

Tabnnua 176 — KomaHabl pexkmma rnobasbHOro KoHGUrypmpoBaHus

3HayeHue/3Ha4yeHue no

KomaHoa Aelicmeue
YMOAYAHUIO
shutdown ipv6 snooping OTKAouNTb paboty moaynsa IPvé ND inspection Ha ycTpoit-
cTBe.
[aHHasa KomaHaa oTkAlouyaeT paboty moaynsa IPve
-/BKIOYEHO ’ RA Guard u IPv6 ND Inspection ¢ 6e3803BpaTHbIM
o yAaneHuem Bcex HacTpoek 610Ka IPv6 RA Guard u

no shutdown ipv6 snooping

IPv6 ND Inspection.

BkntounTb paboty mogyns IPvé ND Guard Ha ycTpolicTse.

ipv6 nd inspection

no ipv6 nd inspection

-/BbIK/IIOYEHO

BkntoumTb pyHKUMto IPv6 ND Inspection.

BbikntoueHue ¢pyHkumio IPv6 ND Inspection.

ipvé nd inspection policy
policy_id

no ipv6 nd inspection policy
policy_id

policy_id: (1..65535)

Co3gatb 1 ckoHdurypmposaTts policy IPv6 ND Inspection.

Ypanuts policy IPv6 ND Inspection.

ipv6 nd inspection src-addr-
acl src-addr-acl_num [seq
seq] prefix/prefix-len

no ipv6 nd inspection src-
addr-acl src-addr-acl_num
[seq seq] prefix/prefix-len

src-addr-acl_num:
(1..65535);
seq: (1..100)

Co3pgatb 3anucb B cnucke goctyna ND Inspection Ha ocHoBa-
Huu src ipve-prefix B 3aronoske IPv6.

Yaanutb 3anuck B cnucke goctyna ND Inspection Ha ocHoBa-
Huu src ipve-prefix B 3aronoske IPv6.

ipv6 nd inspection tgt-addr-
acl tgt-addr-acl_num [seq
seq] prefix/prefix-len

no ipv6 nd inspection tgt-
addr-acl tgt-addr-acl_num
[seq seq] prefix/prefix-len

tgt-addr-acl_num:
(1..65535);
seq: (1..100)

Co3patb 3anucb B cnucke goctyna ND Inspection Ha ocHoBa-
Huu target ipv6-addr B 3aronoske ICMPv6.

Ypanutb 3anucb B cnucke goctyna ND Inspection Ha ocHoBa-
HuM target ipv6-addr B 3aronoske ICMPv6.

ipvé nd inspection tgt-mac-
acl tgt-mac-acl_num [seq
seq] prefix/prefix-len

no ipv6 nd inspection tgt-
mac-acl tgt-mac-acl_num
[seq seq] prefix/prefix-len

tgt-mac-acl_num:
(1..65535);
seq: (1..100)

Co3pgatb 3anucb B cnvcke goctyna ND Inspection Ha ocHoBa-
HuW target mac-addr B 3aronoske ICMPV6.

Ypanutb 3anucb B cnucke goctyna ND Inspection Ha ocHoBa-
HuW target mac-addr B 3aronoske ICMPV6.

KomaHObI pexcuma KoHgu2ypuposaHus policy IPv6 ND Inspection

Buza 3anpoca KOMaHAHOM CTPOKM peXnma KoHOUrypmpoBaHus policy IPv6 ND Inspection:

console (config-ndi) #

Tabnunua 177 — KomaHabl pexkmma KoHpurypuposaHuma policy IPv6 ND Inspection

3HayeHue/3Ha4yeHue no

KomaHda Aelicmeue
YMOMYAHUIO
override-flag {on | off | Onpegenutb 3HauyeHue dnara override B NA-coobLLeHMAX.
none} -/none
router-flag {on | off | none} -/none OnpeaennTb 3HauyeHue dnara router 8 NA-coobLLeHUAX.
solicited-flag {on | off | ~/none OnpeaennTb 3Ha4yeHue dnara solicited 8 NA-coobLieHunx.

none}

match src-addr-acl src-addr-
acl_num

no match src-addr-acl src-
addr-acl_num

src-addr-acl_num:
(1..65535)

OcyuiectsuTb Npmeasky src-addr-acl k policy IPv6 ND Inspec-
tion.

Yaanutb npusasky src-addr-acl k policy IPvé ND Inspection.

match tgt-addr-acl tgt-addr-
acl_num

no match tgt-addr-acl tgt-
addr-acl_num

tgt-addr-acl_num:
(1..65535)

OcyuwectBuTb NpueA3sKy tgt-addr-acl K policy IPv6 ND Inspec-
tion.

Ypanute npusasky tgt-addr-acl Kk policy IPv6 ND Inspection.

match tgt-mac-acl tgt-mac-
acl_num

tgt-mac-acl_num:
(1..65535)

OcyuiectsuTb NpuBAsKy tgt-mac-acl K policy IPv6 ND Inspec-
tion.
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no match tgt-mac-acl tgt-

mac-list_num

Yaanutb npueasky tgt-mac-acl k policy IPv6 ND Inspection.

KomaHObI pexcuma KoHguaypuposaHus uHmepgpelica Ethernet

BuA 3anpoca KoMaHAHOM CTPOKM pexxmnma KoHOUIyprpoBaHUA nHTepdelica:

console

(config-if) #

Tabnnuya 178 — KomaHgbl pexuma KoHpurypuposaHua nHtepoeica Ethernet

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

ipv6 nd inspection

no ipv6 nd inspection

-/BbIK/IIOYEHO

BkntoumTb PpyHKUMIo IPv6 ND Inspection Ha nHTepdelice.

Bbikntountb dyHKUMo IPv6 ND Inspection Ha uHTepdelice.

ipv6 nd inspection trust-
state trusted

ipv6 nd inspection trust-
state untrusted

Mo ymon4aHuto Bce NopTbl
asaalTCcA untrusted

[06aB1Tb MOPT B CMINCOK AOBEPEHHbIX.

Y4anuTb NOPT 13 CNMUCKA LOBEPEHHDIX.

ipv6 nd inspection attach-
policy policy_id

no ipv6 nd inspection at-
tach-policy policy_id

policy_id: (1..65535)

MpuBA3aTb ckoHOUrypupoBaHHbIi policy IPv6 ND Inspection K
MHTepoency.

MonutuKa He moxeT 6bITb NpUBA3aHa K MHTepdeiicy,
e HaxoAALEeMYCA B CNUCKe A0BEPEHHbIX NOPTOB.

Yaanutb policy IPv6 ND Inspection ¢ nHtepdeiica.

KomaHObI pexcuma Privileged EXEC

BuAa 3anpoca KoMmaHAHOM CTPOKK B pexume Privileged EXEC:

console#

Tabnnua 179 — KomaHgb! pexuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

Aeiicmeue

show ipv6 nd inspection
[interface fastethernet
fa_port | gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group ]

MoKa3aTb HacTpoliku IPv6 ND Inspection Ha nHTpedelicax.

show ipv6 nd inspection policy
[policy_id]

policy_id: (1..65535)

MoKasaTtb HacTpolikm noantuk IPv6 ND Inspection.

show ipv6 nd inspection src-

src-addr-acl_num:

Mokasatb HacTpoliku IPv6 ND Inspection src-addr-acl.

addr-acl [src-addr-acl_num] (1..65535)
show ipv6 nd inspection tgt- tgt-addr-acl_num: MokasaTb HacTpolikun IPv6 ND Inspection tgt-addr-acl.
addr-acl [tgt-addr-acl_num] (1..65535)
show ipv6 nd inspection tgt- tgt-mac-acl_num: MokasaTtb HacTpoliku IPv6 ND Inspection tgt-mac-acl.
mac-acl [tgt-mac-acl_num] (1..65535)

show ipv6 nd inspection global

MokasaTtb rnobanbHble HacTpoliku IPv6 ND Inspection.

4.22 ®dyHKkumu DHCP Relay nocpeagHuka

KommyTaTtopbl nogaep*xkunsatoT ¢yHKumMm DHCP Relay areHTa. 3agauyeit DHCP Relay areHTta siBnsetcs
nepeaaya DHCP-nakeToB OT KAMEHTa K cepBepy M obpaTHO B cnyydae, ecnm DHCP-cepBep HaxoauTca B 04HOM
CETH, a KAWeHT B apyron. Opyroi ¢dyHKumMeln ansetca gobasneHue A0MNOAHUTENbHbIX onuuii B DHCP-
3anpocbl KANEeHTa (Hanpumep, onuun 82).
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MpuHumn pabotbl DHCP Relay areHTa Ha KOMmMyTaTope: KOMMyTaTOp NPUHMMAET OoT KaneHta DHCP-
3anpocbl, NnepeaaeT 3TW 3aNpPOCbl CEPBEPY OT UMEHU KNMEHTa (0CTaBAAA B 3amnpoce onunun ¢ Tpebyembimu
KAMEHTOM MapamMeTpaMm W, B 3aBUCMMOCTM OT KOHOUrypaumm, nobasnssa cson onumu). Moayyums oTeeT oT
cepBepa, KOMMyTaToOp NepeaaeT ero KANEHTY.

KomaHObI pexcuma 2a06ana6HolU KOHu2ypayuu

Buz 3anpoca KOMaHAHOM CTPOKM peXxnma rnobanbHom KoOHPUrypaumu:

console (config) #

Tabaunuya 180 — KomaHAabl pexkmma rnobanbHoM KoHUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip dhcp relay

no ip dhcp relay

-/BbIK/IIOYEHO

BKkatounTb PpyHKUMo DHCP Relay areHTa Ha KommyTaTope.
Ecnn DHCP Relay BkatoueH rn106anbHO, HO He BKOYEH Ha
otgenbHbix VLAN, To Relay 6yaeTt paboTaTh Ha BCcex aKTUB-

HbiX VLAN.

Bbikntountb pyHKUMio DHCP Relay areHTa Ha KommyTaTtope.

ip dhcp relay server ip_add
[source-port src_port]
[destination-port dst_port]

no ip dhcp relay server ip_add

src_port: (1..65535);
dst_port: (1..65535);
MoskeT 6bITb 3a4aHO A0
NATU cepsepos

3apatb IP-aapec goctynHoro DHCP-cepsepa ana DHCP Relay
areHTa.

Yaanutb IP-agpec us cnucka DHCP-cepsepos ans DHCP Relay
areHTa.

KomaHObI pexcuma kKoHguaypauyuu VLAN

Bupa, 3anpoca KOMaHAHOM CTPOKM B perknme KoHourypaumm VLAN:

console (config-vlan) #

Tabnunua 181 — KomaHabl pexkmma KoHourypauum VLAN

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip dhcp relay

no ip dhcp relay

-/BbIK/IOYEHO

Bkatountb PyHKumMto DHCP Relay areHTa ans KoHourypupyemoro
VLAN.

Bblkntountb ¢yHKUmMio DHCP Relay areHTa gna KoHoUrypupyemoro
VLAN.

KomaHOwbl pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM pexkmuma EXEC:

console#

Tabnunua 182 — KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/3HayeHue
no ymoa4YaHuro

Aelicmeue

show ip dhcp relay information
{fastethernet fa_port | giga-
bitethernet gi_port | two-
pointfivegigabitethernet
two_port | tengigabitethernet
te_port | vlan vian}

fa_port: (0/1..24);

gi_port: (0/1..28);

te_port: (0/1..6);
vlan: (1..4094)

OT06pasnTb KoHoUrypaumio HactpoeHHoW ¢yHKkuum DHCP Relay
areHTa 4N KOMMYTaTopa M OTAENbHO A1A UHTepdeincos, a TakKe
CMWUCOK AOCTYMHbIX CEPBEPOB.

show dhcp server

OTO6pPasnTb CNUCOK AOCTYMHbIX CEPBEPOB.
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4.23 KoHdurypaumua DHCP-cepBepa

l DYHKUMA noaaep:KUBaeTca TONbKO Ha mogenax MES2424, MES2424B, MES2424FB,

o MES2424P, MES2410-08DP, MES2410-08DU, MES2448, MES2448B, MES2448P, MES2420-

48P, MES2420B-24D, MES2411X, MES3400-24, MES34001-24, MES3400-24F, MES3400-48,
MES3400-48F, MES3710P.

DHCP-cepBep ocyuiectBaseT LEHTPaM30BaHHOE ynpaB/ieHMe ceTeBbiMM agpecamun M COOTBET-
CTBYIOLLMMM KOHPUTYPALMOHHBIMM NapameTpammu, aBTOMATUYECKU NPeAoCTaBnAa UX KAMEHTam. ITo
Nno3BosfieT U3bexkaTb PyYHON HACTPOMKM YCTPOIACTB CETU U YMEHbLUAET KOJIMYECTBO OLIMOOK.

Ethernet-kommyTaTopbl MOryT paboTaTb Kak DHCP-KnueHT (nonyyeHune cobcreeHHoro IP-agpeca ot
cepsepa DHCP), Tak n Kak DHCP-cepBep. B cnyyae ecnn DHCP-cepBep OTKAOYEH, TO KOMMYTATOP MOMKET
pabotatb c DHCP Relay.

KoHourypuposaHue onumii DHCP-cepBepa BO3MOXKHO Kak U3 pexuma r/106asibHOM KOHpUIypauum,
TaK M 13 pexxnma KoHourypuposaHma DHCP-nyna agpecos. B pexume koHPurypmposaHua DHCP-nyna aa-
pecoB ecTb BO3MOKHOCTb HAaCTpamBaTb CTaTUYECKUE 3aMUCK.

V Mpu oaHOBpemeHHOI HacTpoiike 3HaueHuit onuuii DHCP-cepBepa B pexkume rnobanbHoii
KoHdurypaumm, pexkume KoHpurypuposaHua DHCP-nyna agpecoB u HacTpoiike host-
3anuceit Bbiaava onuuii 6yaeT ocyLecTBNIATLCA B COOTBETCTBMU CO C/ieAyIoWwMUm npuopure-
TOM:
1. Hactpoiika cratnuecKoii 3anucm.
2. Hactpoiika gna pool.
3. Fob6anbHasa HacTpoiiKa.

KomaHObI pexcuma 2a06ana6Hol KoOHguU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxnma rnobanbHoM KoOHbUrypaumm:
console (config) #

Tabnnua 183 — KomaHabl pexuma rnobanbHomn KoHduUrypaumm

3Ha4yeHue/3HayeHue

Aelicmeue
110 yMOAYAHUIO

KomaHda

ip dhcp server BkntoueHue oyHKunn DHCP-cepBepa Ha KommyTaTope.
no ip dhcp server

ip dhcp pool {number}
[name]

-/BbIK/IOYEHO
BbikntoyeHue pyHKummM DHCP-cepBepa Ha KOMMyTaTope.

Boitn B pexkmm KoHourypaumm DHCP-nyna apgpecos DHCP-
cepsepa.

- number — Homep DHCP-nyna aapecos;

number: (1..2147483647) | - name —vuma DHCP-nyna aapecos.
name: (1..64) cumBonos
’ MaKcumanbHo gonyctumoe Koaudectso DHCP pool

= yKasaHo B TabnuueTabamua 9 9.

no ip dhcp pool {number}

ip dhcp server excluded-
address low_address
[high_address]

Yaanutb DHCP-nyn ¢ 3agaHHbIM MMEHEM.

Yka3satb IP-agpec, kotopbie DHCP-cepBep He ByaeT Ha3HauaTb
ana DHCP-knueHTOB.

- low-address — HavanbHbIl IP-aapec aManasoHa;

- - high-address — KoHeuHbIV IP-agpec ananasoHa.

Ypanute IP-agpec U3 CNUCKa UCKIIOYEHUI 418 Ha3HAYeHWA ero
DHCP-knneHTam.

no ip dhcp server
excluded-address low_ad-
dress [high_address]

ip dhcp server bootfile name

filename: (1..64)
CMMBOJI0B

YKazaTtb umsa ¢aina, UCnoib3yemoro A58 HauyasibHOM 3arpysKku
DHCP-KknueHTa.
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no ip dhcp server bootfile

YCTaHOBWTb 3HaYeHMe N0 YMOJIHAHUIO.

ip dhcp server default-router
ip_address_list

no ip dhcp server default-
router

Mo ymonyaHuto cnmucok
MapLUPyTU3aTOPOB He
onpegeneH

OnpeaenvTb CNUCOK MapLIPyTM3aTOPOB MO YMOMYaHWUIO AnA
DHCP-knueHTa:
- ip_address_list — cnucok IP-agpecoB mapwpyTM3aTopoB, Mo-
JKET cogepiKaTtb 40 8 3anucei, pasaeneHHoix npobenom.
IP-agpec maplupyTM3aTopa AoKeH 6biTb B TOW Xe
H NOACETH, YTO U KAUEHT.

YCTaHOBWUTb 3HAYeHME No YMOI4aHUIO.

ip dhcp server dns-server
ip_address_list

no ip dhcp server dns-server

Mo ymonyaHuto cnmucok
DNS-cepsepoB He
onpegeneH

Onpegenntb cnucok DNS-cepBepoB, A4OCTYNHbIX ANA KIUEHTOB
DHCP.

- ip_address_list — cnucok IP-agpecoB DNS-cepBepoB, MOXKeT
copepKaTtb A0 8 3anucei, pasgeneHHoix npobenom.

YCTaHOBWUTb 3HAYeHME NO YMOI4aHUIO.

ip dhcp server domain-name
domain

no ip dhcp server domain-
name

domain: (1..128)
CMMBO/10B

Onpepenntb gomeHHoe nma gna DHCP-knneHTOB.

YCTaHOBWTb 3HaYeHMe MO YMOIYaHUIO.

ip dhcp server netbios-name-
server jp_address_list

no ip dhcp server netbios-
name-server

Mo ymonyaHuio cnncok
WINS-cepBepoB He
onpeaeneH

Onpegenutb cnncok WINS-cepsepoB, AOCTYMHbIX ONA KAUEH-
T0B DHCP.

- ip_address_list — cnucok IP-agpecoB WINS-cepBepoB, MOXeT
cofep:KaTb 0 8 3anucen, pasaeneHHbIx npobenom.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

ip dhcp server netbios-node-
type {b-node | p-node | m-
node [ h-node}

no ip dhcp server netbios-
node-type

Mo ymonyaHuio TMN y3na
NetBIOS He onpeneneH

Onpeaenntb TN y3na NetBIOS Microsoft gns kaneHtos DHCP:
- b-node — WMpoKoBeLaTeNbHbIN;

- p-node — TOUYKa-TOUKa;

- m-node — KOMBUMHUPOBaHHbIN;

- h-node — rMbpuaHbIN.

YCTaHOBUTb 3HAYEHMeE Mo YMOI4aHUIO.

ip dhcp server next-server
ip_address

no ip dhcp server next-server

Mcnonb3oBatb ana ykasaHua DHCP-kaneHTy agpeca cepsepa
(kak npaBuno, TFTP-cepBepa), C KOTOPOro A0/IKEH BbITb NONY-
YeH 3arpy3ouHblv dpann.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

ip dhcp server ntp-server
ip_address_list

no ip dhcp server ntp-server

o ymonyaHuio cnmucok
cepBepoB He onpegeneH

OnpenennTb CNUCOK CEPBEPOB BPEMEHU, LOCTYMHbIX AN KAW-
eHToB DHCP.

- ip_address_list — cnucok IP-aapecoB cepBepoB BpeMeHU, Mo-
JKET coaep:KaTb A0 8 3anuceit, pasaeneHHbix npobesom.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

ip dhcp server sip-server
{domain domain_name_list |
ip ip_address_list}

no ip dhcp server sip-server

Mo ymonyaHuio cnncok
SIP-cepBepoB He
onpegeneH

Onpepenntb cnmucok SIP-cepsepoB, AOCTYMHbIX ANA KIMEHTOB
DHCP.

- domain_name_list — cnNCOK fLOMeHHbIX UmeH SIP-cepBepos,
MOMKET coAepKaTb A0 2 3anucei, pasgeneHHbix npobenom.
MaKcumanbHasa aanHa cTpoku — 125 cumsonos.

- ip_address_list —cnvcok IP-agpecos SIP-cepBepoB, MOXeT co-
AepaTb A0 8 3anucei, pasaeneHHbix npobenom.

YCTaHOBUTb 3HaYeHMe MO YMOJIHaHUIO.

ip dhcp server vendor-specific
ascii_string

no ip dhcp server vendor-
specific

ascii_string: (1..128)
CMMBOJ/IOB

OnpefenvTb COOTBETCTBME MEXAY ONpeAseHHbIMU ONUMAMU
DHCP ¢ KOHKpeTHbIM BEHA0POM.

YCTaHOBUTb 3HaYeHMe Mo YMOJIHaHUIO.

ip dhcp server option code
{boolean bool_val | ascii
ascii_string | ip ip_address_list
| hex hex_string | none}

no ip dhcp server option code

code: (0..255);
bool_val: (true, false);
ascii_string: (1..160)
CMMBOJI0B

Hactpoutb onumn DHCP-cepsepa.

- code — kog onuyn DHCP-cepBepa;

- bool_val — nornyeckoe 3HayeHue;

- ascii_string — ctpoka B ¢popmate ASCII;

- ip_address_list — cnucok IP-aapecoB (B HEKOTOPbIX Cayyasnx
MOKeT cofeprKaTb 40 8 3anuceit);

- hex_string — cTpoKa B 16-om ¢popmare.

Ypanntb onunun gns DHCP-cepsepa.
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ip dhcp server offer-reuse

time .
time: (1..120) cekyHa,

no ip dhcp server offer-reuse

3apatb Bpemsa, B TedyeHne kotoporo DHCP-cepsep oxuaaet
DHCP REQUEST oT KaneHTa, npexge 4em NoBTOPHO OTNpPaBUTb
OFFER.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

ip dhcp server ping-packets

-/BbIK/IIOYEHO

no ip dhcp server ping-packets

Bkntountb nepepady ICMP-3anpocoB Ha HasHavaemblit |P-
afpec, 4Tobbl NPOBEPUTDL 3aHATOCTb adpeca, Npexae Yem OH
6yaeT HazHayeH DHCP-kauneHTy.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypayuu nyaa DHCP-cepsepa

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHpurypaumnm nyna DHCP-cepsepa:

console# configure

console (config)# ip dhcp pool 1 test

console (config-dhcp) #

Tabnnua 184 — KomaHabl pexmuma KoHpUrypaumm

3Ha4yeHue/3HayeHue
no ymon4yaHuro

KomaHoa

Aelicmeue

network low_address {ip_mask
|prefix_length} high_address |
network_number

no network

3a4aTb AMana3oH BblAaBaeMbiX agpecoB A8 YKa3aHHOro
DHCP-nyna.

- network_number — IP-aapec Homepa noaceTtu;

- low_address — HayanbHbIl IP-aapec Anana3oHa aapecos;
- high_address — KoHeuHbIN IP-agpec gMana3oHa agpecos;
- mask — macKa noacetu.

Ypanutb ananasoH agpecos DHCP-nyna.

lease {days [hours [minutes]] |
infinite}

-/1 peHb

no lease

Bpema apeHabl IP-agpeca, KoTopoe HasHavyeHo oT DHCP.
- infinite — Bpemsa apeHAabl He OrpaHNYeHo;

- days — KO/IMYeCTBO AHEl;

- hours — KOIN4ECTBO 4acoB;

- minutes — KONNYECTBO MUHYT.

YCTaHOBUTb 3HAYEHME Mo YMOI4aHUIO.

excluded-address low_address
high_address

no excluded-address
low_address high_address

YKasatb IP-agpeca, kotopble DHCP-cepsep He byaeT HasHa-
yatb gna DHCP-knueHTOB.

- low-address — HayanbHbIN IP-agpec g1ManasoHa;

- high-address — KoHeuHbIN IP-agpec AnanasoHa.

Ypanutb IP-agpeca ns cnucka UCKAOYEHUA A1A Ha3HauyeHus
ero DHCP-knneHTtam.

bootfile filename
f filename: (1..64)

CMMBOJ1I0B

no bootfile

YKazaTtb uMa daiinia, UCNonb3yemMoro A1 Ha4aNbHOM 3arpy3Kku
DHCP-knueHTa.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

default-router ip_address_list

Mo ymon4YaHu1Io CNUCOoK
MapLIpyTU3aTOPOB He
onpegeneH

no default-router

OnpeaennTb CNUCOK MapLUPYTU3aTOPOB MO YMOAYaHWUIO ANA
DHCP-knueHTa:
- ip_address_list — cnnucok IP-agpecos mapLipyT1M3aTopos,
MOXKeT cofepKaTb A0 8 3anucel, pasfesieHHbix Npobesom.
| IP-apgpec mapLipyTUsaTopa A0MKeH 6bITb B TOI XKe
e NOACETH, YTO U K/INEHT.

YCTaHOBUTb 3Ha4YeHMe N0 YMOHYAHWIO.

dns-server ip_address_list
Mo ymonyaHuto cnncok
DNS-cepBepoB He
onpegneneH

no dns-server

Onpegenntb cnucok DNS-cepBepoB, AOCTYNHbIX ANA KAWEH-
ToB DHCP.

- ip_address_list — cnucok IP-agpecos DNS-cepBepoB, MOXKeT
cofep:KaTtb A0 8 3anucelt, passeneHHbix npobesom.

YCTaHOBUTb 3HAYeHue no YMOI4aHUIO.

ip name-server {ipv4 | ipv6}
ipv4_server_address

no ip name-server {ipv4 |
ipv6} ipv4_server_address

Onpegenntb IPv4/IPv6-agpeca gna poctynHbix DNS-cepse-
pos.

Ypanntb IP-agpec DNS-cepBepa 13 cnmcka gOCTYMNHbIX.

domain-name domain

no domain-name

domain: (1..128)
CMMBOJI0B

Onpepenntb gomeHHoe nma gna DHCP-KknneHTOB.

YCTaHOBUTb 3HAYeHue no YMOI4aHUIO.
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netbios-name-server
ip_address_list

no netbios-name-server

Mo ymonyaHutio cnncok
WINS-cepBepoB He
onpepgeneH

Onpepenntb cnncok WINS-cepsepoB, AOCTYMHbIX ANA KANEH-
Tos DHCP.

- ip_address_list — cnucok IP-appecos WINS-cepsepos, moeT
cofeprKaTb A0 8 3anucel, passeneHHbix Npobesom.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

netbios-node-type {b-node | p-
node | m-node | h-node}

no netbios-node-type

Mo ymonuanuio Tmn y3na
NetBIOS He onpeaeneH

Onpegenutb TN y3na NetBIOS Microsoft ansa knmentos DHCP:
- b-node — lWMpOKoBeLWaTeNbHbIN;

- p-node — TO4Ka-TOUKa;

- m-node — KOMBUHNPOBAHHbI;

- h-node — rMbpuaHbIi.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

next-server ip_address

no next-server

Mcnonb3osaTb Ana ykasaHua DHCP-KknneHTy agpeca cepsepa
(kaKk npaBuno, TFTP-cepBepa), C KOTOPOro A0/IXKeEH HbITb NONY-
YeH 3arpy3oyHbli dana.

YCTaHOBUTb 3HaYeHMe N0 YMOAYAHMUIO.

ntp-server ip_address_list

no ntp-server

Mo ymonyaHuio cnmucok
cepBepoB He onpejeneH

OnpeaennTb CNUCOK CEPBEPOB BPEMEHM, JOCTYMHbIX AN K/K-
eHTos DHCP.

- ip_address_list —cnncok IP-aapecoB cepBepoB BpeMeEHU, MO-
YKET coaepKaTtb A0 8 3anuncei, pasaeneHHbix npobenom.

YCTaHOBUTb 3HaYeHMe N0 YMOAYAHMUIO.

sip-server {domain
domain_name_list | ip
ip_address_list}

no sip-server

Mo ymonyaHuio cnmucok
SIP-cepBepoB He
onpegeneH

Onpegenutb cnucos SIP-cepBepoB, AOCTYMHbIX A1A KIMEHTOB
DHCP.

-domain_name_list — cnUCoK OoMeHHbIX UMeH SIP-cepBe-posB,
MOMET CofepaTb A0 2 3anucel, pasaeneHHblXx Npobenom.
MakcrmanbHaa ganHa CTPOKN — 125 cMmBONOB.

- ip_address_list — cnucok IP-agpecos SIP-cepsepos, moxeT
cofep:KaTb 0 8 3anucen, pasaeneHHbIx npobenom.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

vendor-specific ascii_string

ascii_string: (1..128)

Onpefenntb COOTBETCTBME MEXAY OnpeAeneHHbIMU Oonuu-
AMU DHCP ¢ KOHKpeTHbIM BEHA0POM.

hex_string | none}

no option code

bool_val: (true, false);
ascii_string: (1..160)
C“MBO/IOB

CMMBONOB - ascii_string — cTpoka B ¢opmarte ASCII.
vendor-specific YCTaHOBWUTb 3HAYEHMeE MO YMOYAHUIO.
option code {boolean HactpowuTb onunn DHCP-cepBepa.
bool_val | ascii ascii_string | ip - code — ko onuun DHCP-cepBepa;
ip_address_list | hex code: (0..255); - bool_val — nornyeckoe 3HayeHue;

- ascii_string — cTpoka B ¢opmarte ASCII;

- ip_address_list — cnucok IP-agpecoB (B HEKOTOPbIX CNy4yasnx
MOMET CoepKaThb A0 8 3anucelt);

- hex_string — cTpoka B 16-om dopmare.

Ypanutb onumun ana DHCP-cepsepa.

utilization threshold
percentage

no utilization threshold

percentage: (0..100);
-/75 npoueHToB

3afaTb 3HaYeHMe B NPoLEeHTax, Npy KoTopom ByaeT creHepu-
poBaHo cooblyeHMe O 3anosIHEHMM Nyaa A0 YKasaHHbIX rpa-
HULL.

YCTaHOBUTb 3HaYeHuMe no YMONYaHUIO.

[pumepbl UCnon6308aHUA KOMAHO

Hactpoute DHCP-nyn ¢ umeHem test u ykasatb gna DHCP-knneHToB: umAa gomeHa — test.ru, wnto3
no ymon4daHuio — 192.168.45.1 n DNS-cepsep —192.168.45.112.

console#

console# configure terminal
console (config)# interface vlan I

console
console
console
console
console
console
console
console

o~ e~~~ o~~~ —~

config-if)# ip address 192.168.45.1 255.255.255.0
config-if)# exit
config)# ip dhcp server
config)# ip dhecp pool 1 test

dhcp-config) # network 192.168.45.0 255.255.255.0
dhcp-config) # domain-name test.ru

dhcp-config) # dns-server 192.168.45.112
dhcp-config) # default-router 192.168.45.1
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console (dhcp-config) # host hardware-address aa:bb:cc:dd:ee:ff ip
192.168.45.250

console (dhcp-config)# host hardware-address aa:bb:cc:dd:ee:ff ntp-server
192.168.45.254

console (dhcp-config)# host hardware-address aa:bb:cc:dd:ee:ff dns-server
192.168.45.113

[Mpumepsbl HacmpoUKu onyuli

HacTtpoutb DHCP-nyn ¢ nmeHem test n ykasatb ana DHCP-knneHTOB cnegytowme onumu: option 3 -
192.168.45.1, option 12 - hostname_test, option 15 - test.ru, option 19 - True.

console#

console# configure terminal

console (config) # interface vlan I

console (config-if)# ip address 192.168.45.1 255.255.255.0
console (config-if)# exit

console (config) # ip dhcp server

console (config)# ip dhcp pool 1 test

console (dhcp-config)# network 192.168.45.0 255.255.255.0
console (dhcp-config)# option 3 ip 192.168.45.1

console (dhcp-config)# option 12 hex 686f73746e616d65574657374
console (dhcp-confiqg) #

console (dhcp-confiqg) #

option 15 ascii test.ru
option 19 boolean

V B npumepe 3HaueHune onuum 12 nepeseseHo u3 ascii B hex.

KomaHObI pexcuma KoHguaypauuu cmamuyecKkux 3anuceli DHCP-cepgsepa

Bupg, 3anpoca KOMaHAHOM CTPOKM B pexxmme KoHdurypauum nyna DHCP-cepsepa:
console# configure

console (config)# ip dhecp pool 1 test

console (config-dhcp) #

Tabnnua 185 — KomaHabl pexkuma rnobanbHomn KoHduUrypaumm

3HayeHue/3Ha4yeHue ”
KomaHoa / Aelicmeue
o YyMOAYAHUIO
host client-identifier hex 3apaThb ip-agpec ANA YCTPOWCTBA € YKa3aHHbIM MAEHTUUKa-
hex_string ip ip_address TOpOM.
. - hex_string —naeHTUOUKATOP KANEHT], NPeACTaBAAOLWNIA CO-
hex_string: (1..156) "
- 6011 hex-cTpoky;
CUMBOJI0B . .
- ip_address — IP-agpec, HasHavaemblit KnneHTy DHCP-cepse-
pa.
no host client-identifier hex YpanuTb CTaTUYECKYH0 3anucb, COOTBETCTBYIOWLYIO KAWUEHTY C
hex_string ip YyKa3aHHbIM MaeHTUdMKATOpOM.
host client-identifier hex Co3zaTb CTAaTMYECKYH 3anucb ANA K/AMEHTa C YKa3aHHbIM
hex_string bootfile filename naeHTnduKaTopom.
. - hex_string — naeHTMOUKATOP KNNEHTA, NPeACTaBAAIOLMMA
hex_string: (1..156) o .
coboii hex-cTpoky;
CMMBO/I0B; . o
. - filename — HanmeHoBaHwWe 3arpy3oyHoro ¢aiina.
filename: (1..64)
no host client-identifier hex YAanuTb CTaTUYECKYo 3anucb, COOTBETCTBYHOLYIO KANEHTY C
hex_string bootfile YyKa3aHHbIM MAeHTUMKATOPOM.
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host client-identifier hex
hex_string default-router
ip_address_list

no host client-identifier hex
hex_string default-router

hex_string: (1..156)
C“MBO/I0B

OnpeaennTb CNUCOK MapLIPYTU3aTOPOB NO YMOAYaHUIO A4

yKasaHHoro knaneHta DHCP-cepsepa:

- hex_string — vaeHTUdUKATOP KANEHTA, NPEACTABAAOLLNIA

coboit hex-cTpoKy;

- ip_address_list — cnnucok IP-agpecoB mapLpyTU3aTopoBs, Mo-

JKET cogepaTb A0 8 3anuceit, pasgeneHHbix npobenom.
IP-agpec maplupyTM3aTopa A0NKeH 6bITb B TOM Ke

e NOACETH, YTO U K/INEHT.

YAanuTb CTaTUYECKYH0 3anNnCb, COOTBETCTBYHOLLYIO KIMEHTY C
YKa3aHHbIM UAeHTUbUKATOPOM.

host client-identifier hex
hex_string dns-server ip_ad-
dress_list

no host client-identifier hex
hex_string dns-server

hex_string: (1..156)
CYMBO/I0B

Onpegaenntb cnncok DNS-cepBepoB, AOCTYNHbIX 417 CTaTUYe-
CKOM 3anuncK € yKa3aHHbIM MAEHTUPUKATOPOM.

- hex_string — naeHTUdUKaTOP KANEHTA, NPEACTABAAOLLNIA
coboit hex-cTpoKy;

- ip_address_list — cnnucok IP-agpecoB mapLupyTU3aTopoB, Mo-
XKeT cofepKaTtb A0 8 3anuceit, pasaeneHHbix npobesom.

Y4anuTb CTaTUYECKYHO 3anucb, COOTBETCTBYHOLLYIO KAUEHTY C
YKa3aHHbIM UAEeHTUOUKATOPOM.

host client-identifier hex
hex_string domain-name do-
main

no host client-identifier hex
hex_string domain-name

hex_string: (1..156)
CUMBO/IOB;
domain: (1..128) cumso-
noe

OnpeaenvTb LOMEHHOE UMSA A/ CTaTUYECKOM 3aMncucK C yKa-
3aHHbIM UAEHTUDUKATOPOM.

- hex_string — naeHTMGUKATOP KNMEHTa, NpeacTaBAAWMIA
coboit hex-cTpoKy.

Y4anuTb CTaTUYECKYHO 3annCb, COOTBETCTBYHOLLYIO KAUEHTY C
YKa3aHHbIM UAEeHTUOUKATOPOM.

host client-identifier hex
hex_string netbios-name-
server jp_address_list

no host client-identifier hex
hex_string netbios-name-
server

hex_string: (1..156) cum-
BO/IOB

Onpepenntb cnncok WINS-cepsepos, A/1s cTaTU4ECKOM 3a-
MUCKU C yKa3aHHbIM MAEeHTUGUKATOPOM.

- hex_string — naeHTUOUKATOP KANEHTA, NPeACTaBAAOLWMI
coboit hex-cTpoKy;

- ip_address_list — cnucok IP-agpecos WINS-cepsepoB, mo-
JKET coaep:KaTb A0 8 3anuceit, pasaeneHHbix npobesom.

YAanuTb CTaTMYECKYHO 3anncb, COOTBETCTBYIOLLYIO KAUEHTY C
YKa3aHHbIM UAEHTUPUKATOPOM.

host client-identifier hex
hex_string netbios-node-type
{b-node | p-node | m-node |
h-node}

no host client-identifier hex
hex_string netbios-node-type

hex_string: (1..156)
C“MBO/I0B

Onpegenntb TN y3na NetBIOS Microsoft gna TaTuueckoli 3a-
MUCK C YKa3aHHbIM MAEHTUPUKATOPOM:

- b-node — WMpPOKOBELATENbHbIN;

- p-node — TOYKa-TOUKa;

- m-node — KOMBUMHUPOBaHHbI;

- h-node — rMbpuaHbIN.

- hex_string — naeHTMOUKATOP KAMEHTa,
coboli hex-cTpoky.

npeacTaBAstowmin

YAanuTb CTaTUYECKYHO 3aM1Cb, COOTBETCTBYIOLLYIO K/IMEHTY C
YKa3aHHbIM UAeHTUOUKATOPOM.

host client-identifier hex
hex_string next-server ip_ad-
dress

no host client-identifier hex
hex_string next-server

hex_string: (1..156)
CMMBOJIOB

OnpeaenuTb AN CTaTUYECKOM 3aMMCK C YKa3aHHbIM MAEHTU-
¢duKkaTtoopm agpeca cepsepa (Kak npasuno, TFTP-cepsepa), ¢
KOTOPOro A0/1KeH ObITb NOMyYeH 3arpy304HbIi dain.

- hex_string — naeHTUOUKATOP KNWEHTa, NPeaCcTaBAAOWMI
coboli hex-cTpoky.

YAanuTb CTaTUYECKYHO 3aMucb, COOTBETCTBYIOLLYIO K/UEHTY C
YKa3aHHbIM UAEHTUOUKATOPOM.

host client-identifier hex
hex_string ntp-server ip_ad-
dress_list

no host client-identifier hex
hex_string ntp-server

hex_string: (1..156)
CYMBO/I0B

OnpegnenseT CNMCOK CepBEPOB BPEMEHMU, A CTaTUYECKOW
3anucK ¢ yKasaHHbIM UAeHTUdUKATOPOM.

- ip_address_list — cnucok IP-agpecos cepBepoB BpEMEHMU,
MOMET Coflep}KaThb A0 8 3anunceli, pasaeneHHbIX npobenom;
- hex_string — vaeHTUdUKATOP KAMEHTA, NPeACTaBAAOLLMIA
coboit hex-cTpoKy.

YanuTb CTaTUYECKYHO 3anuncb, COOTBETCTBYHOLLYIO KAUEHTY C
YKa3aHHbIM UAEHTUDUKATOPOM.
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host client-identifier hex
hex_string sip-server {domain
domain_name_list | ip ip_ad-
dress_list}

no host client-identifier hex
hex_string sip-server

hex_string: (1..156)
CMMBOJI0B

Onpegenutb cnucos SIP-cepBepoB, A4OCTYNHbIX A1A cTaTuye-
CKOW 3aMM1CcK C YKa3aHHbIM MAEHTUOUKATOPOM.

- hex_string — naeHTMdUKaTOP KAMEHTa, NpeacTaBAAOWMI
coboit hex-cTpoky;

- domain_name_list — cnucok AomeHHbIX MMmeH SIP-cepsepos,
MOXKeT cogeprKaTb A0 2 3anucei, pasgeneHHblx Npobaom.
MaKcmanbHaa AanHa CTpoku 125 cumsonos.

- ip_address_list — cnucok IP-agpecos SIP-cepsepos, moxeT
cofepKaTb A0 8 3anucei, pasaeneHHbix npobenom.

YAanuTb CTaTUYECKYIO 3aMuncb, COOTBETCTBYIOLLYIO KANEHTY C
YKa3aHHbIM MAEHTUOUKATOPOM.

host client-identifier hex
hex_string option code {bool-
ean bool_val | ascii
ascii_string | ip ip_ad-
dress_list | hex op-
tion_hex_string | none}

no host client-identifier hex
hex_string option code

code: (0..255);
bool_val: (true, false);
ascii_string: (1..160)
CMMBOJIOB;
option_hex_string:
(1..128) cumBonos;
hex_string: (1..156)
CUMBOJI0B

OnpeaennTb yKasaHHble ONLMU A1A CTAaTUYECKOW 3anucu ¢
3a/laHHbIM UAEHTUDUKATOPOM.

- hex_string — naeHTUdUKaATOP KANEHTA, NPEACTaBAAOLLNNA
coboit hex-cTpoky;

- code — kop, onunn DHCP-cepsepa;

- bool_val — nornyeckoe 3Ha4yeHue;

- ascii_string — cTpoka B popmate ASCII;

- ip_address_list — cnucok IP-agpecoB (B HEKOTOPbIX CAy4anx
MOMKET coaepKaTb A0 8 3anucei);

- option_hex_string — cTpoka B 16-om ¢popmare.

YAanuTb CTaTUYECKYHO 3anuncb, COOTBETCTBYIOLLYIO KANEHTY C
yKa3aHHbIM UAeHTUGMKATOPOM.

no host client-identifier
hex hex_string

hex_string: (1..156)
CMMBO/10B

YAanutb Bce ONUMM HasHaYeHHble A1A CTaTUYECKOM 3anucK ¢
yKa3aHHbIM MAeHTUGMKATOPOM.

host client-identifier ascii
ascii_string ip ip_address

no host client-identifier ascii
ascii_string ip

ascii_string: (1..128)
CMMBOJ/I0B

Co34aTb CTaTMYECKYHO 3aNNUCb ANA KNMEHTA C YKa3aHHbIM
MAEHTUPMKATOPOM.

- ascii_string — naeHTUPUKATOP KNMEHTa, NPeaCcTaBNAOLWMIA
coboWi ascii-cTpoky;

- ip_address — IP-agpec, HazHayaembli KaneHTy DHCP-cep-
Bepa.

Ypoanutb CTAaTUYeCKYH 3anMUuCb, COOTBETCTBYIOLLYHO KAUEHTY C
YKa3aHHbIM M,D,eHTMdJMKaTOpOM.

host client-identifier ascii
ascii_string bootfile filename

no host client-identifier ascii
ascii_string bootfile

ascii_string: (1..128)
CUMBO/I0B;
filename: (1..64)

Co3faTb CTaTUYECKYl 3anucb A1A K/AMEHTA C YKasaHHbIM
naeHTuduKaTopom.

- ascii_string — naeHTMPUKATOP KNMEHTA, NPeaCcTaBNAOLWMI
cobolt ascii-CTpoky;

- filename — HanmeHoBaHWe 3arpy3oyHoro daina.

Ypanutb CTAaTUYECKYH 3anUCb, COOTBETCTBYIOLLYHO KAUEHTY C
YKa3aHHbIM M,D,eHTMC'JMKaTOpOM.

host client-identifier ascii
ascii_string default-router
ip_address_list

no host client-identifier ascii
ascii_string default-router

ascii_string: (1..128)
CMMBOJIOB

OnpenenuTb CNMCOK MapLUPYTU3aTOPOB A/1A CTaTUYECKOW 3a-
NUCYK C YKa3aHHbIM yaeHTUdUKaTopom.
- ascii_string — naeHTUPUKATOP KNNEHTA, NpeacTaBAAOWMI
cobolt ascii-CTpoky;
- ip_address_list — cnucok IP-agpecoB mapLpyTM3aTopos, 40-
CTynHbIX KAneHTy DHCP-cepsepa. MoxeT cogepaTtb Ao 8 3a-
nucem.

IP-agpec mapLupyTU3aTopa AOMKEH BbITb B TOW XKe

e NoACeTH, YTO U KIINEHT.

YAanuTb CTaTUUYECKYHO 3anucb, COOTBETCTBYIOLLYIO KIMEHTY C
YKa3aHHbIM UAeHTUbUKATOPOM.

host client-identifier ascii
ascii_string dns-server ip_ad-
dress_list

no host client-identifier hex
ascii_string dns-server

ascii_string: (1..128)
CMMBO/IOB

Onpegenutb cnncok DNS-cepsepoB, AOCTYMHbIX 4NA CTaTU4e-
CKOW 3anm1cK € yKasaHHbIM MAEHTUOUKATOPOM.

- ip_address_list — cnucok IP-agpecos DNS-cepsepoB, MOXeT
cofepKaTb A0 8 3anucel, pasgeneHHbix npobenom;

- ascii_string — naeHTUdUKATOP KAMEHTa, NPeACTaBAAOLLMA
coboVi ascii-cTpoKy.

YAanuTb CTaTUYECKYLo 3aMucb, COOTBETCTBYIOLLYIO KINEHTY C
YKa3aHHbIM MAEeHTUGUKATOPOM.

host client-identifier ascii
ascii_string domain-name do-
main

ascii_string: (1..128)
CMMBOJIOB;
domain: (1..128)
CMMBO/IOB

OnpefenuTb JOMEHHOE UMA A8 CTaTUYECKOoW 3amncucK C yka-
3aHHbIM UAEHTUDUKATOPOM.

- ascii_string — nAeHTUOMKATOP KNMEHTa, NPefCcTaBAAOWMNI
coboli ascii-cTpoKy.
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no host client-identifier ascii
ascii_string domain-name

YanuTb CTaTUYECKYIO 3annCb, COOTBETCTBYHIOLLYIO KAUEHTY C
YKa3aHHbIM UAEeHTUOUKATOPOM.

host client-identifier ascii
ascii_string netbios-name-
server ip_address_list

no host client-identifier ascii
ascii_string netbios-name-
server

ascii_string: (1..128)
CYMBO/I0B

Onpeaenntb cnncok WINS-cepBepos, o1a cTaTUYECKOM 3a-

MUCKU C YKa3aHHbIM MAeHTUGUKATOpOM.

- ascii_string — naeHTUGUKaTOP KANEHTA, NPeACTaBAAOWM I
coboli ascii-cTpoKy;

- ip_address_list — cnucok IP-agpecos WINS-cepeepoB, Mmo-

XKeT cofepKaTtb A0 8 3anuceit, pasaeneHHbix npobesom.

YAanuTb CTaTUYECKYH0 3anucb, COOTBETCTBYIOLLYIO KJMEHTY C
YKa3aHHbIM UAEHTUPUKATOPOM.

host client-identifier ascii
ascii_string netbios-node-type
{b-node | p-node | m-node |
h-node}

no host client-identifier ascii
ascii_string netbios-node-type

ascii_string: (1..128)
CMMBO/IOB

Onpegenntb TMn y3na NetBIOS Microsoft ans Tatnyeckom 3a-
MUCKU C YKa3aHHbIM MAeHTUGUKATOpOM:

- b-node — WMpPOKOBELWATENbHbIN;

- p-node — TOUYKa-TOUKa;

- m-node — KOMBUMHUPOBaHHbIN;

- h-node — rMbpuaHbIi.

- ascii_string — naeHTMOUKATOP KNMEHTa, NPeaCcTaBAOLWMIA
cobolt ascii-cTpoky.

Y4anuTb CTaTUYECKYHO 3anucb, COOTBETCTBYHOLLYIO KAUEHTY C
YKa3aHHbIM UAEHTUOUKATOPOM.

host client-identifier ascii
ascii_string next-server ip_ad-
dress

no host client-identifier ascii
ascii_string next-server

ascii_string: (1..128)
CUMBO/I0B

OnpepenvTb g5 CTaTUYCKOM 3aNnCK C YKa3aHHbIM UAEHTU-
durKaToOpM agpeca cepsepa (Kak npasuno, TFTP-cepsepa), ¢
KOTOPOro A0/KeH 6bITb NOMyYeH 3arpy304HbIi dain.

- ascii_string — naeHTMOUKATOP KNMEHTa, NPeaCcTaBAOWMIA
coboli ascii-cTpoKy.

YanuTb CTaTUYECKYHO 3anucb, COOTBETCTBYHOLLYIO KAUEHTY C
YKa3aHHbIM UAEHTUOUKATOPOM.

host client-identifier ascii
ascii_string ntp-server ip_ad-
dress_list

no host client-identifier ascii
ascii_string ntp-server

ascii_string: (1..128)
CYMBO/I0B

OnpeaennTb CNUCOK CEPBEPOB BPEMEHM, ANA CTaTUHECKOW
3anucK € yKasaHHbIM NAEHTUGUKATOPOM.

- ip_address_list — cnncok IP-agpecos cepBepoB BpeMEHMU,
MOMKET coaeprKaTb A0 8 3anucel, pasgefieHHbix npobesnom;
- ascii_string — naeHTMoUKaTOP KNMEeHTa, NPeaCcTaBNAOLWMIA
coboli ascii-cTpoKy.

Y[anuTb CTaTUYECKYIO 3anncb, COOTBETCTBYIOLLYIO KAUEHTY C
YKa3aHHbIM NAEHTUGUKATOPOM.

host client-identifier ascii
ascii_string sip-server {do-
main domain_name_list |
ip ip_address_list}

ascii_string: (1..128)

Onpepgenutb cnmucos SIP-cepBepoB, AOCTYNHbIX ANA CTaTU4Ye-
CKOWM 3anucu € yKasaHHbIM aeHTUdGUKaTopom.

- asccii_string — naeHTUGUKATOP KANEHTA, NPeacTaBAAOLWMNA
coboli ascii-cTpoKy;

- domain_name_list — cnucok JoMeHHbIX UMeH SIP-cepsepos,
MOKET COAEepKaTb A0 2 3anucel, pasaefieHHbIx npobesiom.

cMMBO/NI0B MaKcumanbHasa aanHa CTpokn — 125 cumsonos.

- ip_address_list — cnucok IP-agpecos SIP-cepBepoB, MOXKeT

copepKaTtb 0 8 3anucei, pasgeneHHoix npobenom.
no host client-identifier ascii YAanuTb CTaTUYECKYI0 3annCb, COOTBETCTBYIOLLYIO KAWEHTY C
ascii_string sip-server yKa3aHHbIM UAEHTUUKATOPOM.
host client-identifier ascii OnpeaennTb yKasaHHbIe ONuMu AN CTaTUYECKOM 3aMmcK C
asccii_string option 334aHHbIM NAEHTUDUKATOPOM.

code: (0..255);

code {boolean bool_val | ascii
option_ascii_string | ip ip_ad-
dress_list | hex hex_string |
none}

no host client-identifier ascii
ascii_string option code

bool_val: (true, false);
option_ascii_string:
(1..160)
CYMBOJIOB;
hex_string: (1..128)
CYMBOJIOB;
ascii_string: (1..128)
CYMBO/I0B

- ascii_string — naeHTMOUKATOP KNMEHTa, NPeaCcTaBAOLWMI
coboli ascii-cTpoky;

- code — kog, onuun DHCP-cepBepa;

- bool_val — nornyeckoe 3HayeHue;

- option_ascii_string — cTpoKa B ¢opmate ASCII;

- ip_address_list — cnncok IP-agpecos (B HEKOTOPbIX CNy4Yanx
MOXKET COAEePMKaTb A0 8 3anucen);

- hex_string — cTpoKa B 16-om ¢popmare.

YAanuTb CTaTUYECKYHO 3aMucb, COOTBETCTBYIOLLYIO K/UEHTY C
YKa3aHHbIM UAEHTUOUKATOPOM.

no host client-identifier ascii
ascii_string

ascii_string: (1..128)
CUMBOJI0B

YpanuTb BCe ONuuK, HazHayeHHble ANA CTAaTUYECKOM 3anucK ¢
YKa3aHHbIM UAEHTUOUKATOPOM.
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host hardware-address
mac_address ip ip_address

no host hardware-address
mac_address ip

Co34aTb CTaTUYECKYHO 3aNuUCb ANA KNIMEHTa C YKa3aHHbIM
NAeHTUPUKaTopom.

- mac_address — naeHTUOUKATOP KIMEHTa, NPeACTaBAAOLWMI
coboit MAC-agpec ycTpoicTBa;

- ip_address — IP-appec, HazHa4Yaemblit KnneHTy DHCP-cep-
Bepa.

YAanuTb CTaTUYECKYO 3anucb, COOTBETCTBYIOLLYIO K/MEHTY C
YKa3aHHbIM MAEHTUOUKATOPOM.

host hardware-address
mac_address bootfile file-
name

no host hardware-address
mac_address bootfile

filename: (1..64)

Co34aTb CTaTUYECKYHO 3aNnUCb A1A KNWMEHTA C YKa3aHHbIM
naeHTuduKkaTopom.

- mac_address — naeHTUOUKATOP KMEHTa, NpeACcTaBAAOLWMI
coboit MAC-agpec ycTpoMncTBa;

- filename — HanmeHoBaHWe 3arpy3o4yHoro ¢aina.

YAanuTb CTaTUYECKYO 3anucb, COOTBETCTBYIOLLYIO KNEHTY C
YKa3aHHbIM UAeHTUGUKATOPOM.

host hardware-address
mac_address default-router
ip_address_list

no host hardware-address
mac_address default-router

OnpegenuTb CNUCOK MapLUPYTU3aTOPOB A/1A CTaTUYECKOW 3a-
NUCK C YKa3aHHbIM yaeHTUdUKaTopom.
- mac_address — naeHTUOUKATOP KIMEHTa, NPeacTaBAAoLWMIA
coboit MAC-agpec ycTpoMCTBa;
- ip_address_list — cnucok IP-agpecos mapLpyTM3aTopos, 40-
CTynHbIX KAneHTy DHCP-cepBepa. MoeT cogepaTtb 40 8 3a-
nucen.

IP-apgpec mapLupyTU3aTOpa AOMKEH ObITb B TOM XKe

e NOACETH, YTO U KAUEHT.

Y[anuTb CTaTUYECKYHO 3aMuCb, COOTBETCTBYIOLLYIO K/IMEHTY C
YKa3aHHbIM NAEeHTUGUKATOPOM.

host hardware-address
mac_address dns-server ip_ad-
dress_list

no host hardware-address
mac_address dns-server

Onpegenutb cnncok DNS-cepsepoB, AOCTYMHbIX 4NA CTaTU4e-
CKOM 3aMM1CH C YKa3aHHbIM MAEHTUPUKATOPOM.

- ip_address_list — cnucok IP-agpecoe DNS-cepBepoB, MOXKeT
cofepKaTb A0 8 3anucel, pasaeneHHbix npobenom;

- mac_address — naeHTUOUKATOP KIMEHTa, NPeACTaBAAOWMI
coboit MAC-agpec ycTpoicTsa.

Y[anuTb CTaTUYECKYHO 3aMucb, COOTBETCTBYIOLLYIO KANEHTY C
yKa3aHHbIM UAEeHTUGMKATOPOM.

host hardware-address
mac_address domain-
name domain

no host hardware-address
mac_address domain-name

domain: (1..128)
CUMBOJI0B

OnpegennTtb LOMEHHOE UMA 418 CTaTUYECKOM 3amnncH C yKa-
3aHHbIM MAEHTUOUKATOPOM.

- mac_address — naeHTUOUKATOP KIMEHTa, NPeACTaBAAOW MmN
coboit MAC-agpec ycTpoicTsa.

YAanuTb CTaTUYECKYIO 3aMUCb, COOTBETCTBYIOLLYIO KIMEHTY C
YyKa3aHHbIM UAeHTUGUMKATOPOM.

host hardware-address
mac_address netbios-name-
server jp_address_list

no host hardware-address
mac_address netbios-name-
server

Onpeaenntb cnnucok WINS-cepsepoB, 41 cTaTUYECKOM 3a-
NUCK C YKa3aHHbIM MAEHTUPUKATOPOM.

- mac_address — naeHTUOUKATOP KIMEHTa, NPeACcTaBAAoW MM
coboit MAC-agpec ycTpoMncTBa;

- ip_address_list —cnucok IP-agpecos WINS-cepsepoB, MOXKeT
copepKaTb 40 8 3anuceit, pasgeneHHbiX npobenom.

Y[anuTb CTaTUYECKYHO 3aMUCb, COOTBETCTBYIOLLYIO K/IMEHTY C
YKa3aHHbIM UAeHTUbUKATOPOM.

host hardware-address
mac_address netbios-node-
type {b-node | p-node | m-
node | h-node}

no host hardware-address
mac_address netbios-node-

type

Onpegenutb TMN y3na NetBIOS Microsoft ana cratmyeckoi
3aMMCK C YKa3aHHbIM UAEHTUPUKATOPOM:

- b-node — lWWMpPOKOBELLATENbHBI;

- p-node — TO4YKa-TOUKa;

- m-node — KOMBUHMPOBAHHbIW;

- h-node — rnbpuaHbINA.

- mac_address — naeHTUOUKATOP KNMEHTa, NPeACTaBAAOLWMIA
coboit MAC-agpec ycTpoiicTsa.

Y[anuTb CTaTUYECKYHO 3aMuCb, COOTBETCTBYIOLLYIO K/IMEHTY C
YKa3aHHbIM MaeHTUdUKaTopom.
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host hardware-address
mac_address next-server
ip_address

no host hardware-address
mac_address next-server

OnpenenuTb ANA CTaTUYECKOM 3aMUCK € YKa3aHHbIM UAEHTU-
¢duKaTopom agpeca cepsepa (Kak npasuno, TFTP-cepsepa), ¢
KOTOPOro A0/IXKEH BbITb MOMYYEH 3arpy304HbIi daiin.

- mac_address — ngeHTUOMKATOP KAMEHTa, NPeaCcTaBAAOLWMIA
coboit MAC-agpec ycTpoicTaa.

YAanuTb CTaTUYECKYH0 3anucb, COOTBETCTBYHIOLLYIO KUEHTY C
YKa3aHHbIM UAEHTUPUKATOPOM.

host hardware-address
mac_address ntp-server ip_ad-
dress_list

no hardware-address mac_ad-
dress ntp-server

OnpeaenvTb CNUCOK CEepPBEPOB BPEMEHW A1 CTaTUYECKOM 3a-
MUCKU C yKa3aHHbIM MAEHTUGUKATOPOM.

- ip_address_list — cnucok IP-aapecoB cepBepoB BpEMEHH,
MOMKET COAEPNKATb A0 8 3anuncei, pasaeneHHbix npobesom;

- mac_address — ngeHTUOUKATOP KAMEHTa, NPeACTaBAAOLLMIA
coboit MAC-agpec ycTpoicTaa.

YanuTb CTaTUYECKYIO 3annCb, COOTBETCTBYHIOLLYIO KNUEHTY C
YKa3aHHbIM UAEeHTUOUKATOPOM.

host hardware-address
mac_address sip-server {do-
main domain_name_list |

ip ip_address_list}

no host hardware-address
mac_address sip-server

OnpegenuTb cnmucok SIP-cepsepos, AOCTYNHbIX 4NA cTaTU4e-
CKOM 3anuncK € yKasaHHbIM AeHTUdGUKaTopom.

- mac_address — ngeHTUOUKATOP KAMEHTa, NPeACTABAAIOLLMNA
coboit MAC-agpec ycTponcTsaa;

- domain_name_list — cncoK AOMeHHbIX UMeH SIP-cepBepos,
MOMKET COAEPMKATb A0 2 3anucei, pasaeneHHbix npobesom.
MaKkcmanbHaa ganHa CTPoKn — 125 cumeonos;

- ip_address_list — cnucok IP-appecos SIP-cepsepos, moxkeT
coAeprKaTb A0 8 3anucei, pasgeneHHbIx npobenom.

YAanuTb CTaTUYECKYHO 3anNnCb, COOTBETCTBYHOLLYIO KIMEHTY C
YKa3aHHbIM NaeHTUGUKATOPOM.

host hardware-address
mac_address option

code {boolean bool_val | ascii
ascii_string | ip ip_ad-
dress_list | hex hex_string |
none}

no host hardware-address
mac_address option code

code: (0..255);
bool_val: (true, false);
ascii_string: (1..160)
CUMBO/IOB;
hex_string: (1..128)
CUMBOJI0B

OnpefennTb YKasaHHble ONuuMu A1A CTaTUYEecKon 3anmcu ¢
3aZaHHbIM NAEHTUDUKATOPOM.

- mac_address — ngeHTMPUKATOP KAMEHTa, NPeACTABAAIOLLMIA
coboit MAC-aapec ycTponcTaa;

- code — kog, onuun DHCP-cepBepa;

- bool_val — nornyeckoe 3HayeHue;

- ascii_string — ctpoka B dopmate ASCII;

- ip_address_list — cnucok IP-agpecos (B HEKOTOPbIX Cy4Yanx
MOMKET COAEPNKaTb A0 8 3anucen);

- option_hex_string — cTpoKa B 16-om ¢popmare.

Ypanutb CTaTUYECKYI 3aNUnUCb, COOTBETCTBYIOLLYIO KIUEHTY C
YKa3aHHbIM VI,EI,eHTMdJVIKaTOpOM.

no host hardware-address
mac_address

YpanuTb Bce ONUMM, Ha3HaYeHHble AaA CTaTUYeCcKoM 3anncm ¢
YKa3aHHbIM NAEHTUGUKATOPOM.

host interface {gigabitethernet
gi_port | twopointfivegiga-
bitethernet two_port | tengi-
gabitethernet te_port | port-
channel group} ip ip_address

no host interface {giga-
bitethernet gi_port | two-
pointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel

group} ip

gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11);
group: (1..24);
ip_address:
A.B.C.D

Co3AaTb CTaTUYECKYIO 3annCb A KAMEHTA C YKa3aHHbIM
naeHtTndrKaTopom.

- ip_address — IP-agpec, HazHayaemblit KnneHTy DHCP-cep-
Bepa.

YAanuTb CTaTUYECKYHO 3aMUCb, COOTBETCTBYIOLLYIO KMEHTY C
YKa3aHHbIM UAEHTUOUKATOPOM.

host interface {gigabitethernet
gi_port | twopointfivegiga-
bitethernet two_port | tengi-
gabitethernet te_port | port-
channel group} bootfile file-
name

no host interface {giga-
bitethernet gi_port | two-
pointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}
bootfile

gi_port: (0/1..48);

two_port: (0/1..8);

te_port: (0/1..11);
group: (1..24)

Co3AaTb CTaTUYECKYIO 3aMUCh ANA KAMEHTA C YKa3aHHbIM
naeHTUGUKATOPOM.
- filename — HaumeHoBaHwWe 3arpy3oyHoro daina.

YAanuTb CTaTUUYECKYIO 3aMUCb, COOTBETCTBYIOLLYIO KNNEHTY C
YKa3aHHbIM UAEHTUOUKATOPOM.
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host interface {gigabitethernet
gi_port | twopointfivegiga-
bitethernet two_port | tengi-
gabitethernet te_port | port-
channel group} default-router
ip_address_list

no host interface {giga-
bitethernet gi_port | two-
pointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}
default-router

gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11);
group: (1..24);
ip_address_list:
Al1.B1.C1.D1...
A8.B8.C8.D8

OnpeaenuTb CNMCOK MapLLIPYTM3aTOPOB AN CTaTUYECKOM 3a-
NUCU C YKa3aHHbIM yaeHTUdUKaTopom.
- ip_address_list — cnucok IP-agpecoB mapwpyT1M3aTopos, 40-
CTynHbIX KAneHTty DHCP-cepsepa. MoxeT cogep»aTtb Ao 8 3a-
nucen.
IP-apgpec mapLupyTU3aTopa A0MKEH ObiTb B TON XKe
e NOACETH, YTO U KIUEHT.

YAanuTb CTaTUYECKYIO 3aMUCb, COOTBETCTBYIOLLYIO KMEHTY C
YKa3aHHbIM MAEHTUOUKATOPOM.

host interface {gigabitethernet
gi_port | twopointfivegiga-
bitethernet two_port | two-
pointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}
dns-server jp_address_list

no host interface {giga-
bitethernet gi_port | two-
pointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}
dns-server

gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11);
group: (1..24);
ip_address_list:
Al1.B1.C1.D1...
A8.B8.C8.D8

Onpegenutb cnncok DNS-cepsepoB, AOCTYNHbIX 4NA CTaTU4e-
CKOW 3anmncK ¢ yKasaHHbIM aeHTUdUKaTopom.

- ip_address_list — cnucok IP-agpecoe DNS-cepBepoB, MOXKeT
cofepKaTb Ao 8 3anuncen, pasgeneHHbix npobenom;

- mac_address — naeHTUOUKATOP KIMEHTA, NPeACTaBAAOWMI
coboni MAC-agpec ycTpoicTaa.

Y[anuTb CTaTUYECKYIO 3aMWCb, COOTBETCTBYIOLLYIO KIUEHTY C
YKa3aHHbIM NAEHTUGUKATOPOM.

host interface {gigabitethernet
gi_port | twopointfivegiga-
bitethernet two_port | tengi-
gabitethernet te_port | port-
channel group} domain-

name domain

no host interface {giga-
bitethernet gi_port | two-
pointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}
domain-name

gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11);
group: (1..24);
domain: (1..128)
CMMBO/I0B

Onpefenntb JOMEHHOE UMA AJ1A CTAaTUYECKOM 3aMnncK C yKa-
3aHHbBIM UAEHTUPUKATOPOM.

Ypanutb CTAaTUYECKYH 3aNnCb, COOTBETCTBYHOLYH K/IMEHTY C
YKa3aHHbIM MAEHTM¢MK3TODOM.

host interface {gigabitethernet
gi_port | twopointfivegiga-
bitethernet two_port | tengi-
gabitethernet te_port | port-
channel group} netbios-name-
server jp_address_list

no host interface {giga-
bitethernet gi_port | two-
pointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}
netbios-name-server

gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11);
group: (1..24);
ip_address_list:
A1.B1.C1.D1 ...
A8.B8.C8.D8

Onpegenntb cnnucok WINS-cepBepoB, o5 CTaTUYECKOW 3a-
NMUCK C YKa3aHHbIM MAEHTUPUKATOPOM.

- ip_address_list — cnucok IP-agpecos WINS-cepsepoB, mo-
YKET coaepKaTtb A0 8 3anuncei, pasaeneHHbix npobenom.

YanuTb CTaTUYECKYHO 3aMUCh, COOTBETCTBYHOLLYIO KUEHTY C
YKa3aHHbIM UAEeHTUGUKATOPOM.

host interface {gigabitethernet
gi_port | twopointfivegiga-
bitethernet two_port | tengi-
gabitethernet te_port | port-
channel group} netbios-node-
type {b-node | p-node | m-
node | h-node}

no host interface {giga-
bitethernet gi_port | two-
pointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}
netbios-node-type

gi_port: (0/1..48);

two_port: (0/1..8);

te_port: (0/1..11);
group: (1..24)

Onpegenutb TMN y3na NetBIOS Microsoft ansa cratnyeckon
3aMMCH C YKa3aHHbIM UAEHTUPUKATOPOM:

- b-node — lWWMpPOKOBELLATENbHDI;

- p-node — TO4YKa-TOUKa;

- m-node — KOMBUHMPOBAHHbIW;

- h-node — rnbpuaHbINA.

Y[anuTb CTaTUYECKYIO 3aMnCb, COOTBETCTBYIOLLYIO KAUEHTY C
YKa3aHHbIM MaeHTUbUKATOpOM.
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host interface {gigabitethernet
gi_port | twopointfivegiga-
bitethernet two_port | tengi-
gabitethernet te_port | port-
channel group} next-server
ip_address

no host interface {giga-
bitethernet gi_port | two-
pointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel

group} next-server

gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11);
group: (1..24);
ip_address:
A.B.C.D

OnpeaenvTb AN CTaTUYECKOM 3aMMCK C YKa3aHHbIM UAEHTU-
¢duKaTtopom agpeca cepsepa (Kak npasuno, TFTP-cepsepa), ¢
KOTOPOro A0/IKEH BbITb NONYyYEH 3arpy304HbIi daiin.

YAanuTb CTaTUYECKYIO 3aMUCh, COOTBETCTBYIOLLYHO K/IMEHTY C
YKa3aHHbIM UAEeHTUOUKATOPOM.

host interface {gigabitethernet
gi_port | twopointfivegiga-
bitethernet two_port | tengi-
gabitethernet te_port | port-
channel group} ntp-server
ip_address_list

no interface {gigabitethernet
gi_port | twopointfivegiga-
bitethernet two_port | tengi-
gabitethernet te_port | port-
channel group} ntp-server

gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11);
group: (1..24);
ip_address_list:
Al1.B1.C1.D1...
A8.B8.C8.D8

OnpeaenvTb CNUCOK CepBEPOB BPEMEHM AN CTaTUYECKOo 3a-
MUCK C YKa3aHHbIM UAEHTUGUKATOPOM.

- ip_address_list — cnucok IP-aapecoB cepBepoB BpEMEHH,
MOMKET coaeprKaTb A0 8 3anucel, pasgefieHHbix npobesiom.

YAanuTb CTaTUYECKYIO 3aMMCb, COOTBETCTBYIOLLYIO KIMEHTY C
YKa3aHHbIM UAEHTUDUKATOPOM.

host interface {gigabitethernet
gi_port | twopointfivegiga-
bitethernet two_port | tengi-
gabitethernet te_port | port-
channel group} sip-server {do-
main domain_name_list |

ip ip_address_list}

no interface {gigabitethernet
gi_port | twopointfivegiga-
bitethernet two_port | tengi-
gabitethernet te_port | port-
channel group} sip-server

gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11);
group: (1..24);
p_address_list:
Al1.B1.C1.D1...
A8.B8.C8.D8

Onpepenntb cnncok SIP-cepeepoB, AOCTYNHbIX A/1A CTaTU4e-
CKOM 3anNunCK C YKa3aHHbIM UAEHTUPUKATOPOM.

- domain_name_list — cnUcoK AOMEHHbIX MMeH SIP-cepBepos,
MOMKET COAEepPKaTb 40 2 3anucel, pasgefieHHbIx npobesiom.
MaKkcumanbHasa aanHa CTpoku — 125 cumBonos;

- ip_address_list — cnucok IP-aapecos SIP-cepsepoB, MoKeT
copepKaTtb 40 8 3anucei, pasgeneHHbix npobenom.

Y4anuTb CTaTUUYECKYIO 3aMUCb, COOTBETCTBYIOLLYIO KANEHTY C
YKa3aHHbIM UAEHTUDUKATOPOM.

host interface {gigabitethernet
gi_port | twopointfivegiga-
bitethernet two_port | tengi-
gabitethernet te_port | port-
channel group} option

code {boolean bool_val | ascii
ascii_string | ip ip_ad-
dress_list | hex hex_string |
none}

no host interface {giga-
bitethernet gi_port | two-
pointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}
option code

gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11);
group: (1..24);
code: (0..255);
bool_val: (true, false);
ascii_string: (1..160)
CUMBO/IOB;
hex_string: (1..128)
CUMBOIOB

OnpefennTb YKasaHHble OnuuMu 41a cTaTUYecKom 3anmcu ¢
3a4,aHHbIM MAEHTUOUKATOPOM.

- code — kog onuyun DHCP-cepBepa;

- bool_val — nornyeckoe 3HayeHue;

- ascii_string — cTpoka B ¢opmate ASCII;

- ip_address_list — cnncok IP-agpecos (B HEKOTOPbIX CNyYanx
MOKEeT cofepKaTb 0 8 3anuceit);

- option_hex_string — cTpoKa B 16-om ¢popmarTe.

YAanuTb CTaTUYECKYHO 3aMuCb, COOTBETCTBYIOLLYIO KUEHTY C
YKa3aHHbIM UAEHTUOUKATOPOM.

no host interface {giga-
bitethernet gi_port | two-
pointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}

gi_port: (0/1..48);

two_port: (0/1..8);

te_port: (0/1..11);
group: (1..24)

YpanuTb BCce onNuumM, HasHayeHHble ANa CTaTUYecKol 3anucu
C YKa3aHHbIM UAEHTUGUKATOPOM.

MNpu 3agaHuu Client ID B popmare ASCIl ybegutecb, uto DHCP-KnueHT otnpasnsert Client ID ¢

e Hardware Type B nepBom 6aiiTe, COOTBETCTBYIOLWMIA 3a8aHHOMY dopmarTy.

[pumep Hacmpoliku cmamu4eckol 3anucu

HasHauuTb ycTpolictey ¢ MAC-agpecom aa:bb:cc:dd:ee:ff ip-agpec — 192.168.45.250, cepsep Bpe-
meHn —192.168.45.254 n DNS-cepsep —192.168.45.113
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console#

console# configure terminal

console (config) # interface vlan I

console (config-if)# ip address 192.168.45.1 255.255.255.0

console (config-if) # exit

console (config) # ip dhcp server

console (config)# ip dhcp pool 1 test

console (dhcp-config) # network 192.168.45.0 255.255.255.0

console (dhcp-config) # host hardware-ad-

dress aa:bb:cc:dd:ee:ff ip 192.168.45.250

console (dhcp-config)# host hardware-address aa:bb:cc:dd:ee:ff ntp-
server 192.168.45.254

console (dhcp-config) # host hardware-address aa:bb:cc:dd:ee:ff dns-
server 192.168.45.113

KomaHObl pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKM pexxnma Privileged EXEC:

console#

Tabnunua 186 — KomaHabl pexkmuma Privileged EXEC

Komanda 3HavyeHue/3Ha4yeHue Neiicmeue
o yMOAYAHUIO
clear ip dhcp server binding Yaanutb 3anucu 13 Tabaumubl cootBeTcTBMA GU3MYECKMX agpe-
[ip_address] - COB U agpecoB, BblaaHHbIX ¢ nyna DHCP-cepsepom:
- ip_address — IP-agpec, HazHa4YeHHbIn DHCP-cepsepom.
clear ip dhcp server statistics - Y8anuTb CTaTUCTUCTUKM paboTbl DHCP-cepBepa.
show ip dhcp server binding MNpocmoTpeTb IP-agpeca, KOTopble COMOCTaBAEHbl C ¢pU3nYe-
- CKMMM aZpecamm KAWEHTOB, a TaKXKe BPems apeHapl, cnocob
Ha3HayeHuA u coctoaHue IP-aapecos
show ip dhcp server MNpocmoTpeTsb nHGopmaumio o KoHdurypaumm DHCP-cepsepa.
information i
show ip dhcp server pools MpocmoTpeTb MHGopMaLMIo O rNobanbHbIX HacTpoiika DHCP-
- cepBepa, a TaKKe 0 CO3AAaHHbIX Nyax U cylecTsytowmx host-
3anucsax.
show ip dhcp server statistics - MpocmoTpeTb ctatuctnuky DHCP-cepBsepa.

4.24 KoHdurypauua PPPoE Intermediate Agent

®dyHKumnsa PPPOE IA peannsoBaHa B COOTBETCTBMMU C TpeboBaHMAMM fokymeHTa DSL Forum TR-101 m
npefHasHavyeHa 411 UCNOAb30BaHMA Ha KOMMYTATopax, paboTaloLwmx Ha ypoBHe AoCTyna.

®YHKUMA NO3BOAAET AOMNOAHATL NakeTbl PPPOE Discovery nHdopmaumeit, xapakTepusytoLen nHtep-
delic goctyna. 310 HeobxoaAMMO Ans MAeHTUOUKALMKN NOMb30BaATENbCKOrO UHTepdeica Ha cepBepe Ao-
ctyna (BRAS, Broadband Remote Access Server). YnpaBneHue nepexsaTtom 1 obpaboTkoli naketos PPPoE
Active Discovery ocylectsiseTcsa rnobanbHO ANs BCEro YCTPOWCTBA M BbIDOPOYHO A1 KaKAOro MHTEp-
delica.

Peanusaums ¢pyHKkunm PPPOE IA npeaocTaBnseT A4ONONAHUTENbHbIE BO3MOMKHOCTU KOHTPOAA cooblie-
HMM NPOTOKONA MNYyTEM Ha3HaYeHUA AOBEPEHHbIX MHTepdEencos.

KomaHObI pexcuma 2106asab6Hol KoOHpuU2ypayuu

BunA 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHoOM KoOHOUIypaumm:

console (config) #
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Tabnnua 187 — KomaHab! pexuma rnobanbHoi KoHduUrypaumm

3Ha4yeHue/3HayeHue "
KomaHoa / Aelicmeue
no ymoa4aHuro
shutdown pppoe OTKAtOUNTL paboTy moayns pppoe intermediate-agent Ha
intermediate-agent yCTpOMCTBE.

| [laHHaA KomaHAa oTKAtouYaeT paboTy moaynsa pppoe

- - i i -

/BKOYEHO intermediate-agent ¢ 6e3Bo3BpaTHbIM yaaneHuem Bcex
HacTpoek 6n0Ka PPPOE IA.

timeout range

no shutdown pppoe BktounTtb paboTy moayns pppoe intermediate-agent Ha
intermediate-agent yCTpOMCTBE.
pppoe-ia snooping [N06anbHO BKAOUYUTb KOHTPOJIb GyHKLUMKM PPPOE IA.
- - -/BbIKAOYEHO
no pppoe-ia snooping BbIK/IOUNTL KOHTPOIb GYyHKLUMK PPPOE IA.
pppoe-ia snooping session 3agaTtb TalmayT gns paboTbl yHKUMKM PPPOE IA.

pppoe-ia snooping session

range: (0..600)/300 OTKAOUUTb TalimayT ana paboTbl GyHKUuMM PPPOE IA.

timeout 0
pppoe pass-through BkntouyeHne KomaHAbl 3acTasnseT PPPoE-nakeTbl npoxoauTb Yepes
KOMMYTaTOp KaK HeM3BecTHbI L2-Tpaduk, u aenaet ux "HeBnaum-
mbimun" ana IP ACL.
-/BbIKNOYEHO
no pppoe pass-through BKAIOYMTb MapCUHT MHKaNCcynMpoBaHHbIX B PPPoE-nakeTax L3-3aro-

N0BKOB, Npasuna IP ACL HaunHatoT paboTaTb A8 MHKANCyIMPOBaH-
HbIX NaKeToB.

ey

DAna koppekTHoii pabotbl pyHKUMK PPPOE Intermediate Agent Bce ucnonboayemoie PPPoE-cep-
Bepa A0/KHbl 6bITb NOAKAIOUYEHDbI K «A0BEPEHHbBIM» NOPTaM KOMMyTaTopa. Ana gobasneHuns
nopTa B CMUCOK «A0BEpPEeHHbIX» UCNO/Ib3YIOTCA KOMaHAbI port-security-state trusted, set port-
role uplink B pexxume KoHdurypauum uHtepdeiica. Ona obecneyeHna 6e3onacHoCcTU Bce
OCTa/ibHble NOPTbl KOMMYTaTOpPa AO/XKHbI ObITb «He40BEePEeHHbIMMUY.

KomaHab! pexxnma kKoHpurypaumm VLAN (ananasod VLAN’os)

console# configure terminal
console (config) # vlan
console (config-vlan) #

Tabnnua 188 — KomaHabl pexkuma KoHdpurypaumm nHtepdelrica L2Vlan

3HavyeHue/3HavyeHue .
KomaHoa / Aelicmeue
no yMmona4YaHuro
pppoe-ia snooping BKkntouMTb KOHTpOb PyHKUMM PPPOE |A B npesenax ykasaHHOro
VLAN.
- - -/BbIKNIOYEHO
no pppoe-ia snooping BbIK/MIOYUNTb KOHTPOJIb GYHKLUMK PPPOE IA B Nnpeaenax ykasaH-
Horo VLAN.

Mpumep HacTponkn PPPoE IA B VLAN1O c HacTpoiikoi DCS-onumin Ha nHTepdelice

Gigabitethernet0/13.

console (config) #pppoe-ia snooping

console (config) #pppoe passthrough

console (config) #decs information option enable

console (config) #vlan 10

console (config-vlan) #pppoe-ia snooping

console (config-vlan) #exit

console (config) #interface gigabitethernet 0/13

console (config-if) #switchport general allowed vlan add 10 untagged
console (config-if) #switchport general pvid 10

console (config-if) #decs agent-circuit-identifier "8v $%p &h"
console (config-if) #dcs remote-agent-identifier "3M"
console (config-if) #exit

console (config) #interface gigabitethernet 0/24

console (config-if) #switchport general allowed vlan add 10
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console (config-if) #port-security-state trusted
console (config-if) #set port-role uplink
console (config-if) #fexit

4.25 KoHdurypauua ACL (cnucku KoHTpona goctyna)

ACL (Access Control List — cnncok KoHTpona goctyna) — Tabauua, KoTopas onpeaenseTt npasuia
dunbTpaumm BXxoAALWero U ncxogauwero Tpaduka Ha OCHOBaHWUM NepeaBaeMblX B MakeTax NPOTOKO/OB,
TCP/UDP noprtos, IP-agpecos nan MAC-agpecos.

Ha paHHbIN momeHT peanmsauma ACL TakoBa: Kaxabii ACL coaep»kuT TonbKo 1 npaBuno. Heckonbko
ACL MOKHO npmBA3aTb K ogHOMY MHTepdeicy. Mopagok oTpaboTkM NpaBma onpeaensaeTca No NPUOPUTETY
npasuna, ykasaHHomy B ACL, npu paseHcTBe npnopmntetoB — no Homepy ACL.

ACL aBTOMATMYECKM CHUMaETCA ¢ MHTepdeinca npmu USMEHEHUU B HEM NpaBuIa.

KomaHgbl Ans co3fgaHus W pefakTMpoBaHua cnvckoB ACL gocTynHbl B pexkume rnobanbHoM
KOHUrypauum.

KomaHObI pexcuma 2a0baab6HoU KOHuU2ypayuu

KomaHAHasa cTpoKa B pexkume rnobanbHoin KoHOUIypaLumm nMmeeT Bua;
console (config)#

Tabnunua 189 — KomaHabl Ana co3aaHma n KoHourypaumm cnuckos ACL

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

ip access-list standart
access_list_num [description
description]

no ip access-list standart
access_list_num

access_list_num:
(1..1000);
description: (1..128)
CMMBO/IOB

Co3patb cTaHAapTHbIN cnncok ACL.

YaanuTb CTaHOApTHbIN cnncok ACL.

ip access-list extended
access_list_num [description
description]

no ip access-list extended
access_list_num

ipv6 access-list extended
access_list_num [description
description]

no ipv6 access-list extended
access_list_num

access_list_num:
(1001..65535);
description: (1..128)
CMMBOJIOB

Co34aTb HOBbIM paclwmMpeHHbIn cnncok ACL ans agpecaunm IPva n
BOWMTU B PEXMM €ro KOHOUrypaumm (ecam cnmcok ¢ AaHHbIM Mme-
HeM elle He co34aH), 1Mb0 BOITM B peMm KoHdUrypauumn paHee
CO3,aHHOrO CMUCKa.

YaanuTb pacwmpeHHbin cnucok ACL ana agpecaumm IPv4,

Co3paTtb HOBbIV paclmpeHHbIn cnncok ACL ana agpecauum IPvé m
BOMTM B PEXUM €ro KoHdUrypauum (ecnm cnncok ¢ AaHHbIM nme-
HeM elle He co34aH), IM6o BOMTM B peMm KOoHdUrypauumn paHee
CO34aHHOrO CMMCKa.

YaanuTb pacwmpeHHbin cnucok ACL ana agpecaumm IPv6.

mac access-list extended
access_list_num [description
description]

no mac access-list extended
mac_access_list_num

mac_ access_list_num:
(1..65535);
description: (1..128)
CMMBOJIOB

Co3patb HoBbIV cnvcoK ACL Ha 6a3e MAC-aapecaumm u BOUTU B pe-
MM ero KoHdurypauum (ecam cnmcok ¢ AaHHbIM UMEHEM elle He
co34aH), "Mb60 BOWTU B PEXMM KOHPUIrypaLmm paHee co3gaHHOroO
cnucka.

Yaanutb cnucok ACL Ha 6a3ze MAC-aapecaumm.

user-defined offset offset_id {
12 | ethtype | I3 | 14 } value

offset_id: (1..4);
value: (0..255)

HacTpouTb cmeleHme B 6aiiTax OTHOCUTENBHO BbIOpaHHOM CTapTo-
BOM NO3MUMK. 3HaYEHME U MacKa, ncnosb3yemble Ana GuUnbTpaLmm,
3apatoTca Yyepes napametpbl ACL-npasu.

- 12 — Hauyano naketa (Destination MAC address);

- ethtype — Ethertype (camblit BHyTpeHHMI, Npn Haan4dmm VLAN-Te-
ros);

- 13 — L3-3aronoBok;

- 14 — L4-3aronoBok.
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no user-defined offset Y[anuTe cMelleHMe OTHOCUTE/NIbHO BbliOpaHHOM CTapTOBOWM NO3u-
offset_id Luu.

Ona Toro 4ytobbl aKTMBM3MpoBaTb cnncok ACL, HeobxogMmo cBA3aTb €ro c WHTepdeincom.
NHTepdelicom, NCNONb3YIOLWMUM CMTMCOK, MOXKET bbITb Nb60 nHTepdeic Ethernet, Ainbo rpynna noptos. Ha
OaHHbIN MOMEHT NoAAep KMBAETCA TONIbKO BXOAALLEE HamnpaBieHUe Ha uHTepdelicax (in).

KomaHObI pexcuma KoHgpu2ypayuu uHmepgelica Ethernet, VLAN

KomaHaHan cTpoka B pexkume KoHouUrypauum nHtepdeiica Ethernet nmeet sua;
console (config-if) #

KomaHaHana cTpoka B perknume KoHourypauum nutepdenca VLAN umeet sna;:
console (config-vlan) #

Tabnunuya 190 — KomaHaa HasHayeHus cnncka ACL-mHTepdeincy

3HayeHue/3HayeHue "
KomaHoa / Aelicmeue
o ymMmon4aHuro

ip access-group B HacTpoikax onpeaenéHHoro pusmyeckoro nHTepdeica KomaHaa
access_list_num in access_list_num: NPWBA3bIBAET YKa3aHHbIN CIUCOK K AaHHOMY MHTepdeicy.

no ip access-group (1..65535) YaanuTb CNUcoK ¢ uHTepodelica.

access_list_num in

mac access-group B HacTpoiKax onpenenéHHoro GpmMsnMyeckoro nHTepdpenca KomaHaa
access_list_num in access_list_num: NPUBA3bIBAET YKa3aHHbIN Mac-CNNCOK K JaHHOMY UHTepdelicy.

no mac access-group (1..65535) YpanuTb CNUCOK C HTepdeiica.

access_list_num in

ipv6 access-group B HacTpoikax onpeaenéHHoro pusmyeckoro nHTepdeinca KomaHaa
access_list_num in . NPUBA3bIBAET YKa3aHHbIN CMIUCOK K @HHOMY MHTepdeicy.

- access_list_num: -

no ipv6 access-group (1001‘ 65_535) YAanuTb CnCoK ¢ uHTepodelica.

access_list_num in b
KomaHOosl pexcuma Privileged EXEC

KomaHgHasA cTpoKa B pexxkume Privileged EXEC umeeTt Bua;:
console#
Tabnunua 191 — KomaHabl pexkmma EXEC ana cnmuckos ACL
3HayeHue/3HavyeHue .
KomaHda / Aeiicmeue
no ymoa4YaHuro

show access-lists access_list_num: (1- MoKa3saTtb cnuckn ACL, co3gaHHble Ha KOMMyTaTope.
[access_list_num] 65535) cumBona

show running-config acl - MokasaTtb 610K KomaHa ACL B KOHOUTYpaLMK YCTPOICTBA.

show access-group [interface MokasaTtb cnucku ACL, npuBasaHHble K MHTepdeicy.

{ fastethernet | gigabitether-
net | twopointfivegiga- -
bitethernet | tengigabitether-
net} interface | vlan [vlan-id]]

clear {ip | mac} access-list {ac- C6poCcKTb CTaTUCTMKY NaKeToB Nonaswwmnx nog npasuno ACL
cess_list_num} packet-count
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4.25.1 Kongpuzypayusa ACL Ha 6a3e IPv4

B gaHHOM pasgene npusegeHbl 3HAaYEHUA U ONUCAHUA OCHOBHbIX MAPAMETPOB, UCMOAb3YEMbIX B
coCTaBe KOMaHA, HacTpoMKM cnmnckoB ACL, ocHOBaHHbIX Ha agpecaumn IPvd. Co3gaHue M BXO4, B PEXUM
pefaktnposaHma cnuckoB ACL, OCHOBaHHbIX Ha agpecaunm IPv4, ocyuwiecTBaseTca No KOMaHAe:

ip access-list {extended |

standart} access-l1ist num.

Tabnuua 192 — KomaHabl, ucnosibayemble ans Hactponkm ACL-cnuckos Ha ocHoBe IP-agpecauunm

KomaHda

3HavyeHue

Aelicmeue

permit protocol {any | source host}
{any | destination} [parametr]

[priority]

priority: (1-255)/1

[o6aBuTb paspeluatoLLyto

3anucb Gpunb-

Tpauuu AN npotokona. lMakeTbl, oTBEYa-
owme ycnosuam sanucu, byayt obpaba-

TbIBaTbCA KOMMYTaTOPOM.

deny protocol {any | source host}
{any | destination} [parametr]

priority: (1-255)/1

[o6aBuTb 3anpeLiaroLyto

3anucb ¢unb-

Tpauuu 4ns Npotokona. MakeTbl, oTBEYa-

[priority]

loLLMeE YyCNOBUAM 3anuncu, byayt 610Kkupo-
BaTbCA KOMMYTaTOPOM.

Tabnmua 193 — OcHOBHblE NapaMeTpbl, UCNO/Ib3YEMbIE B KOMaHAAX

Mapamemp 3HavyeHue Aelicmeue
permit [Oevicteue ‘paspewnTs’ Co3patb paspewatollee npasuao ¢punbTpauum B cnmcke ACL.
deny [OewcTteue ‘3anpeTuTs’ Co3pgatb 3anpewatoulee npasuno ¢punbTpaymm B cnmcke ACL.
protocol Mone npegHasHayeHo ANA yKasaHWA NPOTOKOAA (MK Bcex NpoTo-
KO/I0B), Ha OCHOBE KOTOPOro byaeT ocyliecTBaseTcs puabTpaumsa.
MpoTokon Mpwv BbIBOpe NPOTOKOa BO3MOXHbI CieaytoLme BapmaHTbl: icmp,
ip, tcp, udp, ipv6, ipv6:icmp, ospf, pim,Anbo uncnosoe 3HayeHue
npoTokona, B gnanasoHe (0 — 255).
[na cooTBeTCTBMA N1060MY NPOTOKOAY UCMOIb3YyeTcA 3HaYeHue |P.
source Aapec UCTOYHMKA Onpepenset IP-agpec UCTOYHMKA NaKeTa.

source_mask

Macka agpeca NCTOYHUKA

Macka, npumeHaemasa K IP-agpecy uctouyHuka naketa. Macka
onpeaenser 6utbl IP-agpeca, KoTopble HEOBXOAMMO UIHOPUPO-
BaTb. B 3HauUeHWa urHopupyembix 6UTOB AOMKHbI ObITb 3aNMcaHbI
eguHuubl. Hanpumep, ncnonb3ya macky, MOXKHO onpeaenvTb ana
npasuna ¢unbTpaumm IP-cetb. Y1066 £O06ABUTL B NPaBUIO PUb-
Tpauum IP-cetb 195.165.0.0, He0H6X0AMMO 334aTb 3HAYEHME MACKK
255.255.0.0, TO ecTb, cornacHo AaHHOM macke, nepsble 16 6uT IP-
aapeca byayT UrHopMpoBaTbCA.

destination

Appec HasHayeHuA

Onpepensert IP-agpec HazHavyeHMA NakeTa.

destination_mask

Macka agpeca Ha3HayeHuA

BuToBas macka, npumeHsemas K IP-agpecy HasHayeHMA naketa.
Macka onpegensaet 6uTbl IP-agpeca, KoTopble He06X0AMMO UFHO-
pvpoBaTb. B 3HaYeHUA UrHOpPUpPYyeMbIX BUTOB JOMKHbI BbITb 3anu-
CaHbl eAuHUUbl. Macka MCMo/b3yeTca aHa/loTMYHO Macke
source_mask.

vlan NpeHTudumkatop VLAN Onpegenset VLAN, ana Kotoporo byaet npuMeHATLCA NPaBuo.

dscp Mone DSCP & saronoske L3 Onpep,e/lﬂeT 3HayeHue DSCP-nons diffserv. BoamoxHble Koabl co-
obuweHuit nons dscp: (0 —63).

priority Mpuoputet IP Onpegaenset npuoputeT IP-Tpaduka: (0-7).

message_type

Tun coobuweHunn
npoTtokonsa ICMP

Tun coobuieHnit npotokona ICMP, ncnonbayemblit ans dunbTpa-
umm ICMP-nakeToB. YMcnoBoe 3HayeHMe TMna cooblueHus, B gua-
nasoHe (0 — 255).

message_code

Koga coobuieHnsa npoTokona
ICMP

Kopg, coobennit npotokona ICMP, ncnonbsyemoiit ans dunbtpa-
umMm  ICMP-naketoB. Bo3moskHble Kogbl co06LUeHUI nona
icmp_code: (0 — 255).

destination_port

UDP/TCP-nopT Ha3Ha4yeHus

source_port

UDP/TCP-nopT MCTOYHMKA

Bo3morkHble 3HaYeHus nonsa TCP/UDP-noprTa: eq, gt, host, It,range.

priority

MpuopwuTteT 3anucu

MHAeKc 3aZaeT NoNoXKEeHWe NPaBuaa B CMUCKe M ero NpuopuTeT.
Yem meHblle UHAOEKC — TeM MpuopuTeTHee npasuio. [AuanasoH
A0NYCTUMbIX 3Ha4YeHu (1..255).
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optional parametr OnuMoHanbHblE NapameTpbl NPU KOHOUIYPUPOBAHMM CNIUCKA [0-
cTyna:

- tos — ¢unbTpayma no banty ToS;

- traffic-class — dunbTpauma no sHavenuto Traffic Class;

- user-defined — dunbTpauua no User-defined bytes;
OnumMoHanbHbIM napameTp | - sub-action — gononHuTenbHoe aevictene Hag TpaduKom;

- packet-count — BK/lOUYEHME CETYMKA A/1A NAKETOB, MONAAAOLLUX
nog, npasuao epuabTpaumm B cnncke ACL.

[JocTynHble gononHutensHble genctena — modify-vlan (u3smeHe-
Hue VLAN) u nested-vlan (mno6aBneHne gononHuMTenbHoro Tera
VLAN).

/ B ctaHpapTHbIX ip ACL BO3MOKHa puabTpaumua ToNbKO No npedpukcam, B pacwumpeHHbix ACL
— N0 AONO/IHUTE/IbHBIM NapameTpam.

' Mocne Toro, Kak nto6oi ACL 6yaeT npussasaH K uHtepdeiicy, ans atoro uHTepdpeiica npume-
V HUTCA npaBuao implicit deny any any.

4.25.2 KoHepueypayusa ACL Ha 6a3e IPv6

B maHHOM pa3sgene npusefeHbl 3HAYEHUA U OMUCAHMA OCHOBHbIX NMAaPaMeTPOB, UCMOJb3yeMblX B
COCTaBe KoMaHZ HacTpolku cnmckos ACL, ocHOBaHHbIX Ha agpecauunn IPv6.

Co3paHue u BXo4 B peXum pegakTuposaHmAa cnuckoB ACL, ocHOBaHHbIX Ha agpecauun |IPv6,
OCYLLECTBNIAETCA NO KOMaHAe:

ipvé access-list extended apvé access-list.

Tabnunua 194 — KomaHabl, Ucnosiblyemble ana HacTpolikn ACL-cnnckos Ha ocHoBe IP-agpecaunn
KomaHoa 3HavyeHue Aelicmeue

permit protocol {any|source host} [06aBuTb paspeluatolyto 3anucb Gub-
{any|destination} [parametr] Tpaumu ans npotokona. MakeTbl, oTBeYa-

priority: (1-255)/1

[priority] fowme ycnosuam sanucu, byayt obpaba-
TbIBaTbCSA KOMMYTaTOPOM.
deny protocol {any|source host} [ob6asuTb 3anpelLatowyto 3anucb Guab-

TpauMu ans npoTtokosa. MakeTbl, oTBeYa-
foLLMe YCI0BUSAM 3anncu, byayT 610Knpo-
BaTbCA KOMMYTaTOPOM.

{any| destination} [parametr]

[priority] priority: (1-255)/1

Tabanua 195 — OcHoOBHble NapaMeTpbl, UICNO/b3yeMble B KOMaHAaX

Mapamemp 3Ha4yeHue Aelicmeue

permit [Oelicteue ‘paspelunts’ Co3pgaTb pa3spelatouiee npasuao ¢punbtpaumm B cnmcke ACL.

deny [Jeiicteue ‘3anpetutn’ Co3gaTb 3anpeujatouee npasuno ¢uabtpaumm B cnncke ACL.

protocol Mone npegHasHavyeHo ANA YKazaHMA NPOTOKoNa (Mau BCcex NpoTo-
MDOTOKON KO/I0B), HA OCHOBE KOTOpOro ByaeT ocyuecTsaseTca GuabTpaums.

P Mpu BbIGOPE NPOTOKOA BO3MOXKHbI CieAytoLme BapuaHTbl: icmp,
tcp, udp, ipvé.
source AApec UCTOYHMKA OnpegenuTtb IP-agpec ncTouHnKa nakera.
destination Appec HasHayeHuA Onpegenutb IP-agpec Ha3HauyeHMA NakeTa.

OnpeaennTb 3HadyeHne DSCP-nons diffserv. BoamoxkHble Koapl co-
obuweHwnii nons dscp: (0 — 63).

dscp Mone DSCP B 3aronoske L3

Tun coobuweHuii npotokona ICMP, ncnonbsyemoii gns uabTpa-
umm ICMP-naKkeToB. Y1cnosoe 3HauyeHue TMna cooblueHus, B Ana-
nasoHe (0 — 255).

message_type
ge_typ Tun coobuieHuns npoToKkona

ICMP

Kopg, coobueHunii npotokona ICMP, ncnonssyemoli gns puabtpa-
umm  ICMP-nakeToB. Bo3moXKHble Kogbl coO06LlEeHMIA nons
icmp_code: (0 — 255).

message_code
Koz cooblueHnsa npoTokona

ICMP
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destination_port UDP/TCP-nopT Ha3Ha4yeHns | Bo3moskHble 3HaueHus nona TCP/UDP-noprTa: eq, gt, host, It,range.
source_port UDP/TCP-nopT MCTOYHMKA
priority MNHpeKc 3afaeT NonoxKeHne npasuaa B CNUCKE M ero NpUOpUTET.
MpuopwuTteT 3anucu Yem meHblle MHAEKC — Tem npuopuTeTHee npasuno. [lnanasoH
A0NYyCTUMbIX 3HadyeHui (1..255).
optional parametr OnuuoHasbHble NapameTpbl NPU KOHPUIYPUPOBaAHUM CNUCKa [0-
cTyna:
OnuuoHanbHbIv NnapameTtp | - traffic-class — ¢unbTpauua no sHaueHuto Traffic Class;
- packet-count — BKatOUEHUWE CETYUMKA ANA NAKETOB, NONAAaoLMUX
nog, npasuno ¢puabTpaumm B cnmcke ACL.
/“ MNocne Toro, Kak nto6oit ACL 6yaet npuBAsaH K uHTepdeicy, ana aToro uHTepdeiica npume-
HuTCcA npasuno implicit deny any any.

4.25.3 KoHngpucypayus ACL Ha 6a3ze MAC

B gaHHOM pasgene npuBedeHbl 3HAYEHMA U ONUCAHUA OCHOBHbIX NMAPAMETPOB, MCMOb3yEMbIX B
COCTaBe KOMaHZA HacTponkm cnmnckos ACL, ocHoBaHHbIX Ha MAC-agpecauuu.

CosgaHue n BXo4, B peXum pepaktmpoBaHma cnuckosB ACL, ocHoBaHHbIx Ha MAC-agpecauumn,
OCYLLECTB/IAETCA NO KOMaHAe: mac access-list extended access-list num.

Tabnunua 196 — KomaHgbl, ucnonb3yemble ans Hactpoiikn ACL-cnnckoB Ha ocHoBe MAC-agpecaumm

KomaHda

Aelicmeue

permit {any | host source source_ mask} {any | host
destination destination_ mask} [encaptype value |
etype_list ] [priority priority] [parametr]

[06aBuTb paspeluatoLLyto 3anncb ounbTpaumu. MakeTol, oTee-
yalowme ycaoBuam 3anucu, byayt obpabatbiBaTbCA KOMMYTa-
TOpOM.

deny {any | host source source_ mask} {any | host
destination destination_ mask} [encaptype value |
etype_list ] [priority priority] [parametr]

[o6aBuTb 3anpeLLatolyto 3anucb ouabTpaumn. MNakertol, otee-
yalowme ycnosuam sanmcu, byayt 610KMPOBaTLCA KOMMYTATO-
pom.

Tabanua 197 — OCHOBHblE NapamMeTpbl, CNOJIb3yemble B KOMaHAaX

Mapamemp 3HavyeHue Aelicmeue
permit [ewcTteue paspewmnTb Co3patb paspelatolee npasuao ¢punbTpaumm B cnmcke ACL.
deny [JelicTBue 3anpeTuTb Co3aaTb 3anpelyatolee npasuno dpunbTpaymm B cnncke ACL.
source Appec oTnpasutens Onpepenser MAC-agpec UCTOYHMKA NaKeTa.

source_mask

ButoBas macka,
npumeHaemasn Kk MAC-
apecy MCTOYHWUKa NakeTa

Macka onpegenset 6utbl MAC-agpeca, KoTopble HEOBX0ANMO UTr-
HOPMPOBATb. B 3HaUYeHWA THOPUpPYyeMbIX BUTOB AOMKHbI ObITb 3a-
nucaHbl eguHULbL. Hanpyumep, UCnonb3ya MacKy, MOXHO onpege-
NUTb ANA npasuna ¢puabTpaumm amanasoHa MAC-agpecos. YTobbl
[06aBuTb B NpaBmno ¢punbTpauumn sce MAC-agpeca, HauMHaloLWm-
ecsa Ha 00:00:02:AA.xx.xX, HeObXOAMMO 33a4aTb 3HAYEHME MACKM
FF:FF:FF:FF:00:00, TO ecTb, cornacHo AaHHOW Mmacke, nepsble 16
61T MAC-agpeca 6yayT He BaXKHbl A1a aHanM3a.

destination

Aapec HasHayeHna

Onpeaensetr MAC-agpec HasHa4YeHUs nakeTa.

destination_ mask

ButoBas macka,
npumeHseman Kk MAC-
ajpecy HazHayeHuA nakeTa

Macka onpegenset 6uTbl MAC-agpeca, KoTopble He06X04UMO Ur-
HOpUPOBaTb. B 3HaUeHMA UrHOpUPyeMbIX BUTOB AOMKHbI BbITb 3a-
nucaHbl eauMHMUbl. Macka ucnonb3yeTcA aHasorMYyHO Macke
source_ mask.

vian

vlan_id: (0..4095)

MNoacetb VLAN ¢dunbTpyembix NakeTos.

cvlan-priority

cvlan_priority: (0..7)

Knacc o6cnykuBaHus GuUAbTpyembix NaKkeTos.

encaptype

value: (1..65535)

Tun encaptype a1a GUNbTPyembix NaKeToB.

priority

MHaekc npasuna

MHaekc npaBuia B Tabanue, Yem MeHbLLe HAEKC — TeM NpUopu-
TeTHee npasuno 1-255.
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optional parameter

OnuMoHanbHbIN NapameTp

OnuMOHaNbHblE NMapamMeTpbl NPU KOHOUIYPUPOBAHMM CNINCKA A0-
cTyna:

- user-defined — dunbTpauua no User-defined bytes;

- sub-action — gononHuTeNbHOE AelcTBUE Hag TPadUKoMm;

- redirect — nepeHanpaBAATb NAaKeT, NONABLUMI NOA NPaBUO;

- packet-count — BKIOUUTL CYETUMK A1 MAKETOB, MONAAAOLLNX
nog, npasuao uabtpaumm B cnncke ACL.

[JocTynHble gononHutensHble genctena — modify-vlan (u3smeHe-
Hue VLAN), nested-vlan (mno6aBneHve [ONONAHWUTENBHOrO Terau
VLAN) n modify-cvlan (ao6aBneHne BHyTpeHHero Tera VLAN)

V ‘ Mocne Toro, Kak no6oit ACL 6yaeT npusasaH K uHtepdeiicy, ana atoro uHTepdeiica npume-

HuTcA npasuao implicit deny any any.

Mpumep HacTponku dunbtpaumm padi/pado yepes User-defined offset:

console
console

(
(

config)# user-defined offset 1 ethtype 0
config) # mac access-list extended !

console (config-ext-macl) # deny 00:00:00:00:00:01 ff:ff:ff:£f£:££:00 any
user-defined offsetl 0x8863 Oxffff

console (config-ext-macl) # !
console (config) # interface gigabitethernet 0/I
console (config-if) # mac access-group I in

Ona npoxoxAaeHus OCTalbHbIX MNaKeToB Ha UWHTepdelice Tpebyetca pobasutb BTOpOoM ACL,
paspeLlatoLLnii NPoXoXKAeHMe NakeTos, He nonajatolmx nog npasuno ¢unbtpauum padi/pado:

console (config)# mac access-list extended 2
console (config-ext-macl) # permit any any

console (config) # interface gigabitethernet 0/1

(
(
console (config-ext-macl) # ex
(
(

console (config-if) # mac access-group 2 in

Mpumep dunbTpaumm no src/dst IP, src/dst port, tos uepes User-defined offset:

console (config) # user-defined offset 1 ethtype 0

console (config) # ip access-list extended 1010

console (config-ext-nacl)# deny udp 1.1.0.0 255.255.0.0 gt 5000 2.2.2.0
255.255.255.0 1t 7000 traffic-class 0Oxe(0 sub-action modify-vlan 2 user-
defined offsetl 0x8864 Oxffff
console (config-ext-nacl)# !
console (config) # interface gigabitethernet 0/1
console (config-if) # ip access-group 1010 in

[nA nNpoxoxKAeHWUA OCTaNnbHbIX NaKeToB Ha WHTepdeiice Tpebyetca pobasutb BTOpOK ACL,
paspeLualoLmil NPOXoXKAeHME NaKeToB, He NoMNagatowWwmx nog npasuao duastpaumm padi/pado:

console (config)# mac access-list extended 2
console (config-ext-macl) # permit any any

console (config) # interface gigabitethernet 0/1

(
(
console (config-ext-macl) # ex
(
(

console (config-if) # mac access-group 2 in
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4.26 KoHdurypauma sawmtbl ot DOS-arak

,ﬂ,aHHblﬁ 610K KOMaHA No3BONAET 6I'IOKMpOBaTb HEKOTOpble PACNPOCTPaHEHHbIE K/1aCCbl DoS-aTak.

KomaHOb! pexcuma 2106aa6HOU KOHU2ypayuu

BunA 3anpoca KOMaHAHOWM CTPOKM pexnma rnobanbHOM KOHOUIypaumm:
console (confiqg) #

Tabanua 198 — KomaHgbl pexkuma rnobanbHoi KoHdurypaumm

3HayeHue/3HayeHue .
KomaHoa Aelicmeue
no ymon4aHuio

MepeiTn B pexmnm KOHOUTYPUPOBAHUA MOAYNS, OTBEYAIOLLErO 33

firewall -/BKNKOYEHO
byHKLMOHan 3awuTbl oT DoS-aTak.

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-firewall) #

Tabnnua 199 — KomaHgb! pexkuma KoHdpurypaummn eyHKumoHana firewall

3HayeHue/3HayeHue .
KomaHoa Aelicmeue
no ymon4yaHuro

enable BKAtounTb nogaep Ky 3awmtbl oT DOS-aTak.

- -/BKAKOYEHO
disable BbIKNOUMTb NOAAEPMKKY 3alWmTbl oT DOS-aTak.
ip tcp inspection syn-fin BkAtounTb 0bHapykeHue syn-fin-naketos.
enable -/BKAOYEHO
no ip tcp inspection syn-fin BbIkntounTb 06HapyxeHue syn-fin-naketos.

ip tcp inspection
timeout <sec>

YcTaHoBUTb Talimep 610KMpoBKK syn-fin-nakeTos.
sec: (1..65535)/1 P posru sy

ip tcp limit syn-flag enable BKAtOUNTL OrpaHnyeHne ckopocTu ans Bxogauiero TCP-Tpaduka ¢
¢dnarom SYN.

- — - -/BbIKNOYEHO

ip tcp limit syn-flag disable BbIKNOUNTb OrpaHMYeHne ckopocTun gns exogsauwero TCP-TpaduKa
¢ dnarom SYN.

notification interval <sec> YCTaHOBUTb BpeMEHHOW MHTepBan mexay SYSLOG-coobuieHnamm
0 MNpeBbIWEeHUN orpaHuyeHns sxogawero TCP-tpaduka c pnarom

sec: (1..3600)/1

SYN.

no notification interval YCTaHOBUWTb 3HAYEHME MO YMOIHYaHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

Bupa 3anpoca KOMaHAHOM CTPOKU perknMma KOHpUrypaumnm nHtepdeiica:

console (config-if) #

Tabnunua 200 — KomaHabl pexkuma KoHpurypaumnm nHtepdeiica

3HayeHue/3Ha4yeHue .
KomaHoa Aelicmeue
0 yMon4YaHuo

ip tcp limit syn-flag <value> YCTaHOBUTbL 3HaYyeHne cKopocTn ans exogsuwero TCP-Tpaduka ¢

¢dnarom SYN Ha uHTepodeiice.
value: (1-262143) pps/

100
no ip tcp limit syn-flag BbikntounTb orpaHudeHune ckopoctu ana Bxogawero TCP-tpa-

¢duka c pnarom SYN Ha nHTepdelice.
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KomaHOb! pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma EXEC:
console#

Tabnnua 201 — KomaHapl pexkuma EXEC

3HayeHue/3Ha4yeHue .
KomaHoa Aelicmeue
no ymon4aHuro
Show running-config firewall - OTo6pa3mnTb HacTpoiky moayns firewall.
show firewall stats OTO6pa3nTb CTaTUCTUKY NO NaKeTam, 06paboTaHHbIMU MOAYNEM
firewall.
show firewall tcp-syn-limit OTO6pPa3snTb TEKyLMEe HACTPOMKM OrPaHUYEHUs CKOPOCTU ANs

Bxoasawero TCP-Tpaduka c dnarom SYN.

4.27 KauectBo o6cnykmusaHusa — QoS

Mo ymonyaHUIo Ha BCEX MOPTAaX KOMMYyTaTopa MCMNONb3yeTCA OpraHu3auma odepegm MakeTos Mo
meTtoay FIFO: nepsbiii npuwen — nepsbiit ywén (First In — First Out). Bo Bpemsa MHTEHCMBHOW nepeaayu
TpaduKa Npu UCNOSb30BaHMMU JAHHOMO METOAA MOFYT BO3HUKHYTb NPob6iembl, NOCKO/bKY YCTPOMCTBOM
WUTHOPUPYIOTCA BCE MNakeTbl, He Bouwegwune B b6ydep odepean FIFO, M COOTBETCTBEHHO TepPAOTCA
6e3B03BpaTHO. Pelwaet gaHHyto npobnemy meTton, OpraHUsylOWMiA odepean no npuoputety TpaduKa.
MexaHuam QoS (Quality of service — KauyecTBo 06CNyXKMBaHWA), peann3oBaHHbIA B KOMMYyTaTopax,
No3BONSET OPraHM30BaTb BOCEMb OYepeaer NPUopmUTETa NAKETOB B 3aBUCMMOCTU OT TUNA NepesaBaemMblIxX
OaHHbIX.

4.27.1 Hacmpolika QoS

KomaHObI pexcuma 2106anabHol KoOHpuU2ypayuu

Buz, 3anpoca KOMaHAHOMN CTPOKM peskuma rnobanbHON KoHpUrypaumm:
console (confiqg) #

Tabnunua 202 — KomaHabl pexkmma rnobanbHol KoHdUrypaumm

3Ha4yeHue/3HayeHue .
KomaHoa Aelicmeue
no ymoa4YaHuro
class-map class_map_num 1. Co3patb CNMCOK KpuTepues Knaccudukaumm Tpadumka.
class_map_num: 2. BoiiTK B pemMm pegakTMpOBaHMA CNNCKa KpUTepues Kaaccudu-
(1..65535) Kaumm Tpaduka.
no class-map class_map_num YpanuTe CNMCcoK KpuTepmes KnaccuduKaumm tpaduka.
policy-map policy_map_num 1. Cosgatb cTpaTeruio Knaccupmkaumm Tpaduka.
. 2. BoliTM B pexuMM pefaKkTUPOBaHUA CTpaTerMm KnaccuduKaumm
policy_map_num:
- - TpaduKa.
- (1..65535)
no policy-map Y4anute npasuao Knaccudukauum tpadmka.
policy_map_num
scheduler sched_num OnpeaennTb anropnt™ paboTbl NNaHMPOBLLMKA Ha MHTepdeiice.

- strict-priority — cTporas oyepefib, UMeEeT HauBbICLLUIA NPUOPUTET;
- strict-wrr — oyepesb MO MexaHW3My WIT, UMEIOLWAA NPUopUTET

interface {fastethernet

:(0/1..24);
fa_port | gigabitethernet fa_port: (0/1..24);

gi_port: (0/1..48);

gl_porl: | o two, port: (0/1..8); BblLUe OYepeam wWrr;
twopointfivegigabitethernet te_port: (0/1..11); - Wrr — o4epesb, 06pabaTbiBaOWANACA MO MEXAHU3MY WIT;
two_port | —port: e - fa/gi/te_port — ncxoanawmin nHtepdeiic.

group: (1..24);

tengigabitethernet te_port | sched_num: (1..65535)

port-channel group} sched-
algo {strict-priority | wrr}
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no scheduler sched_num
interface {fastethernet
fa_port | gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port | port-channel
group}

YAanuTb HaCTPOMKM NAAHUPOBLUMKA.

queue queue_num interface
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port |
tengigabitethernet te_port

| port-channel group}
[scheduler sched_num]
weight weight

fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11);
group: (1..24);
queue_num: (1..8);
weight: (1..127);
sched_num: (1..65535)

3apaTb HOMEpP M BeC ovepeam ana ucxoasallero nHTepoeica.

queue-map regn-priority
{ipDscp dscp_map | vlanPri
cos_map} queue-id queue_id

no queue-map regn-priority
{ipDscp dscp_map | vlanPri
cos_map}

dscp_map: (0..63);
cas_map: (0..7);
queue_id: (1..8)

Onpeaenntb Tpaduk c meTkoit CoS/DSCP B ouepeap.

OTMeHUTb onpeaeneHune Tpaduka B ovepesp.

qos interface {fastethernet
fa_port | gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port |
tengigabitethernet te_port |
port-channel group} def-
user-priority priority

fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11);
Priority: (0..7)/0

YKaszaTb ouepesb ona uHTepoelica, Npu ycaoBUM OTCYTCTBUA METOK
CoS/DSCP y BxoAALWMX NaKeTOB.

logging service cpu rate-limit
[queue]

no logging service cpu rate-
limit [queue]

-/BbIKNIOYEHO

BKNIOUMTbL OTNPaBKY TPanos O NpesblileHWUn nopora cpu-rate-limit
B syslog.

YCTaHOBUTb 3HAYEHME MO YMONYAHMIO.

snmp-server enable traps cpu
rate-limit [queue]

no snmp-server enable traps
cpu rate-limit [queue]

-/BbIK/IIOYEHO

BKkntounTtb reHepauuto yBe,D,OMHEHVIl;i npu npesblilleHNn 3Ha4eHnA
cpu-rate-limit.

OTKNOUNUTL FreHepaLmio yBegoMIeHMA Ha YCTPOMCTBe.

KomaHObI pexcuma KoHgu2ypayuu VLAN

Bupa 3anpoca KOMaHAHOM CTPOKU B pexnume KoHdurypaumm VLAN:

console (config-vlan) #

Tabnunua 203 — KomaHabl pexkuma KoHdurypaumm VLAN

KomaHda

no ymosn4aHurw

3HayeHue/3HayeHue

OnucaHue

gos cos egress cos_default

cos_default: (0..7)/0

NO Os COos egress

YcTaHaBoBUTb 3HaYeHKne CoS ans nopta (CoS, npumeHsaemblit ans
BCEro HeTerMpoBaHHOro TpaduKa, NPOXOAALLEro Yepes WMHTEp-
delic).

YCTaHOBUTb 3HAYeHue no YMOI4aHUIO.

KomaHObI pexcuma KoHguypayuu uHmepagelica Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-if)#
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Tabnnuya 204 — KomaHabl pexkmma KoHpurypauum nHtepdelica Ethernet

KomaHda

3HayeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

gos trust {cos | dscp | cos-dscp
| none}

no qos trust

-/BbIKOYEHO

YCTaHOBUTb pPeXnM J0BepuA KoMMyTaTopa B 6asoBom pe-
*ume QoS (CoS mnnm DSCP).

- COS — YCTaHaB/MBAET KNaccMbUKaLMIO BXOAALLMX NAaKETOB
no 3HavyeHmnam CoS. [1na HeTermpoBaHHbIX MAKETOB UCNO/b-
3yeTca 3Ha4yeHune CoS no ymonyaHutio.

- dscp — ycTaHaBAMBaET KnaccudUKaLMIO BXOAALLMX MaKe-
TOB Nno 3HavyeHuam DSCP.

- cos-dscp — ycTaHaBAMBAET KNacCUPUKALMIO BXOAALLMX Na-
KeToB no 3HadyeHuAam DSCP gna IP-nakeToB 1 No 3Ha4YeHUAM
CoS ana He IP-nakeToB.

YCTaHOBWUTb 3HAYEHUA NO YMOI4aHUIO.

gos map regen-priority
{vlanPri | ipDscp} enable

no gos map regen-priority
{vlanPri | ipDscp} enable

-/BbIKNOYEHO

- VlanPri — pa3pewunTb yCTaHOBUTb Ha UCXOAALLEM UHTEp-
delice 3HayeHne CoS B NaKeTax COrNACHO HACTPOEHHOMY
BHYTPEHHEMY NPUOPUTETY.

- ipDscp — paspelmnTb U3MepUTeNto NepemapKMpoBbliBaTb
TpaduK COrnacHoO HaCTPOEHHOMY asropUTMy.

OTMEHUTb HACTPOWKM NepemMapKUPOBKM TpaduKa Ha Ucxo-
aawem nHtepdeiice.

gos def-vlanPri source {inner-
vlanPri/none/user-pri}

no qos def-vlanPri source

-/none

YcTaHaBAMBaEeT UCTOYHUK svlan-priority npu ncnosnb3osa-
HuM DotlQ tunnel ana Bxogsuwero Tpaduka Ha WHTep-
deiice.

- inner-vlanPri — konupyeT cvlan-priority B svlan-priority;
- user-pri — 3HayeHue svlan-priority 6epetca ns qos inter-
face {fastethernet/gigabitethenet/twopointfivegiga-
bitethernet/tengigabitethernet/port-channel port} def-
user-priority priority;

- none — 3HayeHue No ymon4aHuio, svlan-priority = 0.

Bo3BpalaeTca 3HayeHue no YMONYaHUIO.

KomaHObI pexcuma pedaKkmupo8aHus CUCKA Kpumepues KAaccudukayuu mpaguxa

Bung 3anpoca KOME]H,CI,HOVI CTPOKU pexXnmMa peadakTUpoBaHUA CNUCKa KpUTepUes K/'IaCCM(bVIKaU,MM

TpaduKa:

console# configure terminal
console (config) # class-map class-map-name
console (config-cls-map) #

Tabanua 205 — KomaHAbl perkMma pegakTMpoBaHUA CUCKA KpuTepumes Knaccudukaummn Tpaduka

KomaHda

3Ha4yeHue/3HayeHue
Mo yMmoA4YaHuo

Aeiicmeue

match access-group {ip-access-
list | mac-access-list } ac/_num

acl_num: (0..65535)

[o6aBuTb Kputepmuit knaccuduraumm Tpaduka. Onpesenser npa-
Buna dbunbTpauum Tpaduka no cnncky ACL ana knaccudurkaumm.

set class class_num

no set class class_num

AKTMBMpPOBATb Knacc.

class_num: (1..65535)

OTKAoUUTL pPaboTy Knacca.

set class class_num regen-
priority priority group-name
name

priority: (0..7);
name: (1..31) cumBonos

3afaTb BHYTPEHHWI NPUOPUTET A1 YKa3aHHOIO Kiacca.

KomaHObI pexcuma pedakmupo8aHua cmpameauu Kaaccugukauuu mpaguxka

Bua 3anpoca KOMaHAHOM CTPOKM pexXnma pegakTMpoBaHMA CTpaTernm KnaccuduKkaumm Tpapuka:

console# configure terminal
console (config)# policy-map policy-map-name
console (config-ply-map) #
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Tabanua 206 — KomaHabl pexxuma peaakTMpoBaHuMA CTpaTernm Knaccudbukaumm tpadmka

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

set policy class class_num
default-priority-type {vlanPri
new_cos_map | ipDscp
new_dscp_map}

class_num: (0..65535);
new_cos_map: (0..7);
new_dscp_map: (0..63)

YCTaHOBUTb HOBOE 3HAaYEHUE METKMN ANA NakeTa.

set meter meter

no set meter

YCTaHOBUTb OrpaHMYEHUE A1 CKOPOCTM MOTOKa COrMacHO HacTpo-
eHHOMY aNropuTmy.

Y[anuTb orpaHuyeHve Aas CKOPOCTU NOTOKa COrAacHO HACTPOEH-
HOMY anropuTmy.

KomaHObI pexcuma 2a06ana6HolU KOHguU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexknma rnobanbHoOM KOHPUIypaLmm:

console (config) #

Tabnunua 207 — KomaHabl pexkuma rnobanbHoin KoHduUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

meter meter

no meter meter

meter: (1..255)

Co3gaTb M3MepuTeNb OrpaHUYeHWUs CKOPOCTU ANA MCXOAALLEro
TpadukKa.

Ypanutb M3mMepuTeNb OrpaHUYEHUA CKOPOCTU A/1A UCXOAALLEro
Tpaduka.

KomaHObI pexcuma KoHguaypauuu usmepumens 02paHUYEHUS CKopocmu 0718 8x00au4e20 mpa-

UKa

Buna 3anpoca KOMaHAHOM CTPOKM B pexkume KOHPUrypaumnm:

console (config-meter) #

Tabnnua 208 — KomaHAabl pexruma KoHpUrypaumm

nameputena orpaHnN4eHmA CKOpoCctn

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

meter-type avgRate cir
{cir_value} mode {bytes |
packets}

YCTaHOBWTb OrpaHMYeHne CKOPOCTU A1 UcXoaalLero TpadmKa co-
rnacHo anroputmy avgRate (leaky bucket).

meter-type srTCM cir
{cir_value} cbs {cbs_value} ebs
{ebs_value} mode {bytes |
packets} [color-aware]

YCTaHOBUTb OrPaHUYEHNE CKOPOCTU A/1A UCXOAALLEro TpaduKa co-
rnacHo anroputmy single rate — Three Color Marker (rfc2697).
Color-aware — BK/toyaeT aHanm3 DSCP npu aHanuse obbema Tpa-
oduKa.
NMopaepusaerca Tonbko Ha MES2424, MES24248B,

V MES2424FB, MES2424P, MES2410-08DP, MES2410-
08DU, MES2448, MES2448B, MES2448P, MES2420-48P,
MES2420B-24D, MES2411X, MES3400-24, MES3400I-24,
MES3400-24F, MES3400-48, MES3400-48F, MES3710P.

meter-type trTCM cir
{cir_value} cbs {cbs_value} eir
{eir_value} ebs {ebs_value}
mode {bytes | packets} [color-
aware]

YCTaHOBUTb OFPaHNYEHNE CKOPOCTU ANA UCXOAALLLero TpaduKa co-
rnacHo anroputmy two rate — Three Color Marker (rfc2698).
Color-aware — Bk/itoyaet aHanus DSCP npu aHanu3e obbema Tpa-
duKa.
Mopaepusaetca Toabko Ha MES2424, MES24248B,
V MES2424FB, MES2424P, MES2410-08DP, MES2410-
08DU, MES2448, MES2448B, MES2448P, MES2420-48P,
MES2420B-24D, MES2411X, MES3400-24, MES3400I-24,

MES3400-24F, MES3400-48, MES3400-48F, MES3710P.
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’ ‘ Dna KoppeKTHoU paboTbl M3mepurtena ¢ aaroputmamm sr-TCM m tr-TCM Tpebyetca ycTaHo-
radt BUTb Ha Ucxogalem uHTepdeiice KomaHay qos map regen-priority ipDscp enable.

KomaHOwb! pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKKM pexxnma EXEC:

console#

Tabnnua 209 — KomaHapl pexxkuma EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

show qos global info

OT06pa3unTb rNobasbHble HACTPOWKK (OS.

show qos def-user-priority
[fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group]

MoKas3aTb B KaKyt oyepenb onpeaeneHbl UHTepEnco.

show queue-map[fastethernet
fa_port | gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group]

OT1o6pa3unTb mannuHr CoS n DSCP no ymonuyaHuto.

show qos trust

MPOCMOTP TEKYLUMX HACTPOEK JOBEPUA METKAM COS 1 dscp.

show qos queue-stats
[interface gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port]

gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11)

OTO06pa3mnTb CTaTUCTMKY QOS.
NopaepxusBaerca Tonbko Ha MES2424, MES2424B,
MES2424FB, MES2424P, MES2410-08DP, MES2410-
08DU, MES2448B.

Mprmep NPUMEHEHUS CEePBUCHOMN NONNTUKMK:

Ona Tpaduka, umetowrero DSCP 8, meHaeTtca VLAN Ha 100, p-bit meHseTcsa Ha 7, dscp meHsieTcaA Ha 63,
CKOPOCTb NOTOKa orpaHuMymnBaeTcs 8o 512 kbps.

console (config)# ip access-list extended 1008
console (config-ext-nacl)# permit ip any any traffic-class 8 sub-action mod-

ify-vlan 100

console (config-ext-nacl)# !
console (config) # interface gigabitethernet 0/6

console (config-if) # gos trust cos

console (config-if) # switchport mode trunk
console (config-if) # ip access-group 1008 in
console (config-if)# !
console (config) # interface gigabitethernet 0/7

console (config-if) # switchport mode trunk

console (config-if) # gqos map regen-priority-type vlanPri enable

console (config)# class-map 1008
console (config-cls-map)# match access-group ip-access-list 1008

console (config-cls-map)# set class 1008 regen-priority 7 group-name Q0S
console (config-cls-map)# !
console (config) # meter 10
console (config-meter) # meter-type avgRate cir 512 kbps
console (config-meter) # !

console (config) # policy-map 1008

(
(
(
(
(
(
(
(
console (config-if)# !
(
(
(
(
(
(
(
(
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console (config-ply-map) # set policy class 1008 default-priority-type ipDscp
63

KomaHObl pexcuma KoHguaypauuu udmepdgelica (OuanaszoHa uHmepgetlicos) Ethernet, uHmep-
¢elica 2pynnbl NoOpmos

Bug, 3anpoca KOMaHAHOW CTPOKM B pexume KoHourypauumn uHtepdeiica Ethernet, nHtepdelica
rpynnbl NOPTOB:

console (config-if)#

Tabanuya 210 — KomaHgb! pexkuma KoHpurypaumum nntepoeiica Ethernet, rpynnel uHTepdelicos

3HayeHue/3Ha4yeHue

KomaHoa Aeiicmeue
o yMOAYAaHUIO
rate-limit input rate rate: (16..4194288) YCTaHOBUTb OrpaHMYEeHUEe CKOPOCTU A/1a BXogALero Tpaduka.
no rate-limit input kbps YCTaHOBUTb 3HAYEeHME N0 YMOAYAHMUIO.
rate-limit output rate YCTaHOBUTb OrpaHUYEHUE CKOPOCTU A8 UCXOAALLEro TpaduKa.
rate: (16..4194288) V 3HaueHue rate 40MKHO 6bITb KPaTHO 16.
kbps

no rate-limit output YCTaHOBWUTb 3HAUYEHWE MO YMOYAHUIO.

Mpymep HacTPOMKM orpaHNYeHnn ckopoctu nopta GigabitEthernet 0/4:

console# configure terminal

console (config)# vlan 10

console (config-vlan)# wvlan active

console (config-vlan)# !

console (config) # interface gigabitethernet 0/4
console (config-if)# switchport mode access
console (config-if)# switchport access vlan 10
console (config-if) # rate-limit input 512
console (config-if) # rate-limit output 512

Mpumep HacTpoikmn QOS:

HacTpouTb NNaHMPOBLLMK MO aAropUTMYy WIT 41a ncxogauero nHtepdeiica fad/1. Pacnpeaennts Tpa-
¢uK cornacHo nonto CoS B ovepean 1-4. HazHauMTb BeC wrr gna oyepenen CoOrnacHo HoMepy ovyepeau.
Ouepenpb 5 06bABUTL NPUOPUTETHOMN.

console (config) # scheduler 10 interface fastethernet 0/1 sched-algo wrr
console (config) # scheduler 20 interface fastethernet 0/1 sched-algo
strict-priority

console (config queue
console (config queue

( ) # interface fastethernet 0/1 scheduler 10 weight
( ) #
console (config)# queue
( ) #
( ) #

interface fastethernet 0/1 scheduler 10 weight
interface fastethernet 0/1 scheduler 10 weight
interface fastethernet 0/1 scheduler 10 weight
interface fastethernet 0/1 scheduler 10

N W =

console (config queue
console (config queue

G WN =

console (config) # queue-map regn-priority vlanPri 1 queue-id
console (config) # queue-map regn-priority vlanPri 2 queue-id
console (config) # queue-map regn-priority vlanPri 3 queue-id
console (config) # queue-map regn-priority vlanPri 4 queue-id
console (config) # queue-map regn-priority vlanPri 5 queue-id

G W N =
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4.28 KoHdurypauma NnpoToKON0B MapLUpyTU3aLumn

AnnapaTtHaA mapLlupyTU3aLmAa NoAAEePKMBAETCA TONbKO Ha moaenax MES2424, MES2424B,
MES2424FB, MES2424P, MES2410-08DP, MIES2410-08DU, MES2448, MES2448B, MES2448P,
MES2420-48P, MES2420B-24D, MES2411X, MES3400-24, MES3400-24F, MES3400-48,
MES3400-48F, MES3710P.

.‘

4.28.1 KoHepucypayua cmamu4yeckoli mapwpymu3sayuu
CtaTnyeckana mapLlpyTm3aumsa — BMA, MapLUpyTM3aLmumn, Npu KOTOPO MapLLpyTbl YKa3blBatoTCcA B AB-
HOM BMAe Npu KOHPUrypaumm maplpytmsatopa. Bca mapwpyTtmsauma npu aTom npomcxoamt 6e3 yyactusa

KaKuX-MB0o NPOTOKO0B MapLLpPyTM3aL M.

KomaHObI pexcuma 2n06aabHoU KOHguU2ypayuu

Buz 3anpoca KOMaHAHOM CTPOKM peXxnma rnobanbHoM KoOHPUrypaumu:
console (config) #

Tabnnua 211 — KomaHabl pexkuma KoHpurypaumum untepdeiica Ethernet, rpynnsl uHtepdelicos

Komanda 3Ha4yeHue/3HayeHue Leiicmeue
o ymon4aHuio
ip route prefix {ip_mask Co34aTb CTaTUYECKOE NPABM/IO MApLIPYTU3aL UK.
| prefix_length} {gateway - prefix — ceTb HasHayeHuA (Hanpumep, 172.7.0.0);
- mask — macka cetu (B GopmaTe 4eCATUYHOMN CUCTEMBI CYMCe-
HUA);
- gateway — W03 ANA JOCTYNa K CETU Ha3HaYeHus;
prefix_length: (0..32); | - distance — Bec mapwpyTa;
distance (1..255)/1 - vlan_id — 3apaértca B TOM Cnyyae, ecav CeTb HasHaYeHMA Hanps-
vlan_id: (1..4094) myto (directly) noakntoueHa K MHTepdeiicy, COOTBETCTBYHOLLEMY
vlan_id.
no ip route [all | prefix YAanuTb NpaBuao 13 Tabaunubl CTaTUYECKO MapLIpyTU3aLUK.
{io_mask |prefix_length} [gate- - all — ypanuTb Bce npaBuia U3 TabanLbl CTaTUYECKON MapLIPYyTU-
way]] 3aumu.

KomaHOwb! pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxunma EXEC:

console#
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Tabnuua 212 — KomaHabl pexkmma EXEC
3HayeHue/3Ha4yeHue

Komanda Aelicmesue
no yMmon4aHuro
show ip route [prefix [mask] | MoKasaTb TabauLy MapLIpyTM3aLuK, yA0BAETBOPAIOLLYIO 3a4aH-
connected | details | failed | HbIM KpUTEpUAM.
static | summary] - prefix — ceTb Ha3HauyeHus;
- mask — macka cetu (B popmaTe LecATUYHON CUCTEMbI CYMCe-

HuA);

- connected — NOAK/OYEHHBIM MApPLLPYT, TO €CTb MapLLPYT,B35-

- TbIli C HENOCPEACTBEHHO NOAKAOYEHHOTO U GYHKLMOHMPYOLWEro
MHTepoeica;

- details — geTannsmposaHHaa uHpopmauus;

- failed — mapwpyTbl, ycTaHOB/IEHHbIE C OWMBKamK;

- static — cTaTMyecKnit mapLupyT, NPONUCAHHBIN B Tabaunue mapLu-
pyTusaumu;

- summary — obLLee KOMYECTBO MapLLpPYTOB.

4.28.2 Hacmpoiika Virtual Router Redundancy Protocol (VRRP)

' | OYHKUMA noaaepHUBaeTca TOMbKO Ha mogenax MES2424, MES2424B, MES2424FB,

N MES2424P, MES2410-08DP, MES2410-08DU, MES2448, MES2448B, MES2448P, MES2420-
48P, MES2420B-24D, MES2411X, MES3400-24, MES34001-24, MES3400-24F, MES3400-48,
MES3400-48F, MES3710P.

Mpotokon VRRP npegHasHavyeH gna pesepBMPOBAHUMA MApLUPYTU3aTOPOB, BbINOAHAIOWMX POJb
LUO3a N0 YMOIYAHUIO. ITO AocTUraeTca nyTém obbeanHeHus IP-nHTepdeincos rpynnbl MmapLlpyTM3aTopoB
B OAMH BUPTYasibHbIA, KOTOPbIN BYAET MCNONb30BATLCA KaK LUHO3 N0 YMOYaHMIO A1 KOMMbIOTEPOB B CETH.
Ha KaHa/nbHOM ypoBHe pe3sepsupyemble MHTepdelicbl nmetoT MAC-agpec 00:00:5E:00:01:XX, rae XX — Ho-
mep rpynnbl VRRP (VRID).

ToNbKO OANH M3 GU3MYECKUX MAPLLPYTU3ATOPOB MOMKET BbINONHATE MapLUpyTU3aLMio TpadrKa Ha BUPTY-
anbHom IP-uHTepdeice (VRRP master), ocTasnibHble MapLipyTM3aTopsbI B rpynmne npeaHasHavyeHbl 411 pesep-
BupoBaHusa (VRRP backup). Beibop VRRP master npoucxogmT B cootBetcTBumn ¢ RFC 5798. Ecnum Tekywwmii
master cTaHOBUTCA HeOCTYNHbIM — BbIGOp master'a nosTopsieTcA. HamMBbICWINI NPUOPUTET UMEET MapLL-
pyTu3aTop ¢ cobcTBeHHbIM IP-aapecom, coBnagatolmm ¢ BUPTYaabHbIM. B cnyyae gocTynHOCTM OH Beerga
ctaHosuTcA VRRP master. MakcumansHoe konundectso VRRP-npoueccos — 32.

KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

Bua, 3anpoca KomaHAHOW CTPOKM pexkmma rinobanbHon KoHdurypaumm:
console (confiqg) #

Tabnunua 213 — KomaHabl pexkuma rnobanbHoi KoHduUrypaumm

3HayeHue/3Ha4eHue "
KomaHoa / Aeilicmeue
o ymon4aHuro

vrrp enable Bkntountb VRRP rnobansHo.

-/BbIK/NIOYEHO Dns Toro uto6bl VRRP 3apaboTan Ha uHTepdeiicax,

HY»XHO BKAunTb VRRP rnobanbHo.

no vrrp enable YaanuTb Npasuio 13 Tabauupbl CTaTUYECKO MapLIpyTU3aLLMK.
vrrp version {v2 | v3} -/v2 3apgatb Bepcuio VRRP.
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KomaHObI pexcuma KoHgu2ypayuu uHmepagpeticos VLAN

Buza 3anpoca KoMaHAHOM CTPOKM B pexnme KoHdurypaumm nutepoeicos VLAN:

console (config-if) #

Tabaunuya 214 — KomaHgbl pexkmma KoHpurypaumumn nntepoeric VLAN

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuwo

Aelicmeue

vrrp vrid ipv4 ip_address

no vrrp vrid ipv4 [ip_address]

vrid: (1..255)/-

Onpegenntb IPv4-agpec VRRP-mapLipyTmusaTopa.

Yanutb BUPTyasbHbIA MapLipyTU3aTop vrid Ha AaHHOM YCTPOM-
cTBe.

vrrp vrid accept-mode {enable
| disable}

vrid: (1..255)/
BbIK/IOYEHO

enable — BKNOUMTL pexkum, B KoTopom VR-aapec byaeT otBevatb
Ha ICMP-3anpocbl M NpMHUMATb 3anNpPOCbl Ha MNOAKAKOYEHMe Mo
Telnet n SSH;

disable — BbIK/IOYMTb AaHHbIV PEXUM.

vrrp vrid preempt

vrid: (1..255)/

BKAtounUTb perknum, npu KoTopom backup-mappyTtunsatop c bonee
BbICOKUM MpUOPUTETOM OyAeT NbiTaTbCA MepexsaTUTb Ha cebn
ponb master y Tekyllero master-maplpytmusaTopa ¢ 6onee HuU3-
KUM NPUOPUTETOM.

MapLpyTusaTop, KOTopblii ABAAeTcA Bnagenbuem IP-

no vrrp vrid priority

priority: (1..254)/
255 ana snagensua IP-
agpeca, 100 gna

BRNIO4EHO V appeca maplupyTusaTtopa, 6yaer nepexsaTbiBaTb Ha
ceba ponb master He3aBUCUMO OT HACTPOEK AAHHOI KO-
MaHpAbI.
no vrrp vrid preempt BbIKNOUNTL PEXUM NPEEeMCTBEHHOCTH.
vrrp vrid priority priority vrid: (1..255); HasHauutb npuoputet VRRP-mapwpyTtusatopa.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

OCTaNbHbIX
vrrp vrid timer {seconds| msec seconds: (1..255); OnpeaenvTb MHTEPBAN MeXAy aHOHCaMWM master-mapLlupyTusa-
milliseconds} milliseconds: Topa.
no vrrp vrid timer (10..255000)/ YCTaHOBMWTb 3HaY€HME MO YMOIYAHUIO.
1cek

KomaHOowb! pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKK pexxnma EXEC:

console#

Tabnunuya 215 — KomaHabl pexkmma EXEC

KomaHda

3Ha4yeHue/3HayeHue
Mo yMoA4YaHuo

Aelicmeue

show vrrp [detail | statistics |
interface vlan vian_id | vrid
[detail | statistics]]

vrid: (1..255)/-

MpocmoTpeTb KPaTKylo AW AeTasnbHylo MHGOPMaLMIO AnA BCeX
MM OAHOrO HAaCTPOEHHOTO BUPTYaibHOro mapLupyTtusatopa VRRP.
- detail — npocmoTp aetanbHo MHbOPMaLMK;

- statistics — npocmoTp 06LLel cTaTUCTURMN.

4.28.3 Hacmpoliika npomokosaa OSPFv2

OSPF (Open Shortest Path First) — npoTokon AMHaMMUYeCcKoi MaplupyTU3aLMKM, OCHOBAHHbIN Ha
TEXHONOMMU OTCNEXKMBAHUA cocTosHUA KaHana (link-state technology) n ncnonb3yoWMnCa Ana Haxox-
OeHUs KpaTyanwero nyty anroputm Oenkctpbl. NMpoTtokon OSPF npeacTtaBaset coboil NpoTOKON BHYT-
peHHero wnto3a (IGP). Mpotokon OSPF pacnpocTpaHsaeT MHPOPMaLMIO O AOCTYMHbIX MapLLPpyTax MexKay

MapLpyTU3aTopamm 0AHON aBTOHOMHOM CUCTEMBI.
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KomaHObI pexcuma 2n06asnabHol KoHgpu2ypayuu 049 OSPFv2

Bupg, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobanbHoOM KOHPUrypaLmm:

console (config) #

Tabnunua 216 — KomaHab! pexuma rnobanbHoi KoHourypaumm OSPFv2

3HaveHue/3Ha4yeHue "
KomaHoa / Aeiicmeue
no ymoa4YaHuro
router ospf -/- 3aliTu B perkum KoHdurypaumm npouecca OSPFv2.

KomaHObI pexcuma npoyecca OSPFv2

Bug, 3anpoca KOMaHAHOM CTPOKM B pexmMme KoHdurypauum npouecca OSPFv2:

console (config-router) #

Tabnunua 217 — KomaHabl pexkuma KoHdurypaumm npouecca OSPFv2

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aeiicmeue

shutdown

no shutdown

-/BbIK/IIOYEH

BbikntounTtb OSPF-npouecc.

V Mo ymonuaHuio OSPF-npouecc BbIK/IOYEH.

Bkatounte OSPF-npouecc.

distance dist

no distance

dist: (1..255)/110

YCTaHOBUTb aMUHUCTPATUBHYIO AncTaHumio ana OSPF.

YCTaHOBUTb 3HAYEHME N0 YMOUYAHMUIO.

default-information origi-
nate always [metric metric]
[metric-type {1 | 2}]

no default-information
originate always [metric
metric] [metric-type {1 |2}]

metric: (1..16777214)/20

BK/OYNTb QHOHCMpPOBAHME LWO3a MO YMONYAHULIO, BHE
33aBMCMMOCTM OT TOTO 33aH /1N OH CTaTUYECKMM MapLLpy-
TOM W/ He 3a4aH.

YCTaHOBUTb 3HAYEHME MO YMOIYAHMIO.
B cnyyae yKkasaHusA napameTpa BEpPHYTb ero 3HauyeHue no
YMONYAHMIO.

set nssa asbr-default-route
translator {enable | disa-
ble}

-/BbIK/IIOYEHO

BKAOUYNTE MW BBLIKAOYUTD TPAHCAALMIO MapLlipyTta no
yMon4yaHuto (yctaHoBuTb P-6uT) B NSSA Ha ASBR, KoTo-
pbiii He ABnAeTcs ABR.
[onHo 6biTb BK/AKOYEHO AHOHCUPOBaHMWE
V MapupyTta no ymonuanuio (default-information
originate always).

redistribute connected
[metric metric] [metric-
type {1 2}]

no redistribute connected
[metric]

metric: (1..16777214)/20

PaspelwnTb aHOHCMPOBaAHKMeE connected-mapLpyTos:

- metric-type 1 — ycTaHOBUTb TUMN UMMNOPTUPYEMbIX MApPLL-
pyTOB Kak external-1;

- metric-type 2 — yCTaHOBMTb TUM MMMNOPTUPYEMbIX MapLU-
pyTOB Kak external-2;

- metric — 3HayeHWe METPUKU AN MMMNOPTUPYEMbIX
MapLLpPYTOB.

3anpeTuTb aHOHCUpoBaHWe connected-mapwpyTos. B
C/lyyae yKasaHWA mapameTpa BepHYTb ero 3HadyeHue no
YMONYAHMIO.

redistribute static [metric
metric] [metric-type {1 |

2}]

no redistribute static
[metric]

metric: (1..16777214)/20

Pa3spelwnTb aHOHCUPOBAHUE CTAaTUYECKMX MAPLUPYTOB:

- metric-type 1 — ycTaHOBUTb TUMN UMMNOPTUPYEMbIX MApPLL-
pyTOB Kak external-1;

- metric-type 2 — yCTaHOBMTb TUM MMMNOPTUPYEMbIX MapLU-
pyTOB Kak external-2;

- metric — 3HaYeHME METPUKU ANA UMNOPTUPYEMbIX
MapLLpPYTOB.

3anpeTuTb aHOHCUPOBAHME CTAaTUYECKUX MaplupyTos. B
c/lydae yKasaHusA napameTpa BepHyTb ero 3HauyeHue no
YMONYaHUIO.

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx

197



HELTEX

redistribute rip [metric
metric] [metric-type {1 |

2}]

no redistribute rip [metric]

metric: (1..16777214)/20

Pa3spelwntb aHOHCHMpPOBaHME MapLLIPYTOB, NOYYEHHbIX NO
npoTokony RIP:

- metric-type 1 —ycTaHOBUTL TN UMNOPTUPYEMbBIX MapLL-
pyTOB Kak external-1;

- metric-type 2 — ycTaHOBUTb TN UMNOPTUPYEMbIX MapLL-
pyTOB Kak external-2;

- metric — 3Ha4YeHe MEeTPUKM 414 UMMOPTUPYEMBIX
MapLIPYTOB.

3anpeTnTb aHOHCMPOBAHME MAPLLPYTOB, NMOYY4EHHbIX NO
npoTokony RIP. B cnyyae ykasaHuA nmapameTpa BepHYTb
€ro 3HayeHune No yMONYaHUIO.

redistribute bgp [metric
metric] [metric-type {1 |

2}]

no redistribute bgp
[metric]

metric: (1..16777214)/20

Pa3spewnTb aHOHCMpPOBaHWE MaApPLLIPYTOB, NOYYEHHbIX NO
npotokony BGP:

- metric-type 1 —ycTaHOBUTb TUN MMMNOPTUPYEMBbIX MapLL-
pyTOB Kak external-1;

- metric-type 2 — ycTaHOBUTb TN UMNOPTUPYEMbIX MapLL-
pyTOB Kak external-2;

- metric — 3HaYeHMe METPUKM ANA UMNOPTUPYEMBbIX
MapLIPyTOB.

3anpeTnTb aHOHCMPOBAHWE MApPLLPYTOB, NMONYYEHHbIX NO
npotokony BGP. B cnyyae ykasaHuA napameTtpa BEPHYTb
€ro 3HayeHne No YMONYaHUIO.

redistribute all
[metric metric] [metric-
type {1 ] 2}]

no redistribute all [metric]

metric: (1..16777214)/20

Pa3pewnTb aHOHCUPOBAHWE MapLIPYTOB, MOAYYEHHbIX NO
BCEM MOAAEPKMBAEMbBIM MPOTOKO/IAM MAPLIPYTU3aLLUK:
- metric-type 1 —ycTaHOBUTb TUMN MMMNOPTUPYEMBIX MapLL-
pyTOB Kak external-1;

- metric-type 2 — yCTaHOBUTb TUN UMMOPTUPYEMBIX
MapLIpyTOB Kak external-2;

- metric — 3HaYeHUe METPUKM AN UMNOPTUPYEMBbIX
MapLIPYyTOB.

3anpeTuTb aHOHCUMPOBaHME MAPLLIPYTOB, MOMYYEHHbIX MO
BCEM MNOAAEPKMBAEMbIM NPOTOKONAM MapLIPYTU3aLUK.
B cnyyae yKasaHWA napameTpa BepHYTb ero 3HauyeHue no
YMO/IYaHMIO.

compatible rfc1583

no compatible rfc1583

-/BKNIOYEHO

BkntounTtb coBmectumocTb ¢ RFC 1583.

BbIkNtouMTb coBmecTumocTb ¢ RFC 1583.

router-id A.B.C.D

no router-id

A.B.C.D: npeHtudmkatop
mapLpyTusaTopa B pop-
mare IPv4-agpeca

YCcTaHOBUTb MAEHTUOUKATOP MapLUpPYTU3aTOPa, KOTOPbIN
YHUKaNbHO MAEHTUGMUMPYET MapLIpyTM3aTop B npege-
Nlax 04HOW aBTOHOMHOW CUCTEMBbI.

YCTaHOBUTb 3HAYEHME Mo YMOI4YaHUIO.

network ip_addr area
A.B.C.D

no network ip_addr

A.B.C.D: ngeHtnduratop
30Hbl B dopmare IPv4-aa-
peca

Bkntounte OSPF Ha IP-uHTepdeiice.

Ypanutb IP-agpec uHTepodeiica.

area A.B.C.D stub [no-sum-
mary]

no area A.B.C.D stub
[no-summary]

A.B.C.D: ngeHtnduratop
30HbI B popmarte IPv4-ag-
peca

YCTaHOBWTb ANA YKa3aHHOWM 30HbI TUn stub. 30Ha — coBo-
KYMHOCTb CETEl M MapLIPYTU3aTOPOB, UMEIOLLMX OAVH U
TOT e uaeHTuduKaTop.

- no-summary — He OTNPaBAATL MHPOPMALMIO O CYMMU-
POBaHHbIX BHELHUX MapLUpyTaXx.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

area A.B.C.D nssa [no-sum-
mary]
[default-information-origi-
nate [metric metric] [met-
ric-type {1 | 2}]]

no area A.B.C.D nssa [no-
summary]

A.B.C.D: npeHtnduratop
30HbI B popmarte IPv4-ag-
peca;
metric: (1..16777214)/20

YCTaHOBWTb 415 YKa3aHHOW 30HbI TUN NSSA.

- no-summary — He OTNpPaBAATb UHGOPMALMIO O CYMMU-
POBaHHbIX BHELWHUX MapLupyTax BHYTPb NSSA-30HbI;

- default-information-originate — Bk104MTb aHOHCKpPO-
BaHMe W33 N0 YMONYAHMIO, BHE 3aBUCMMOCTU OT TOrO
3aZlaH /1 OH CTaTUYECKMM MapLUPYTOM WK He 3aJaH;

- metric-type 1 — ycTaHOBWTb TUN MapLUpyTa NO yMONYa-
HUIO KaK external-1;

- metric-type 2 — ycTaHOBWTb TN MapLUpyTa NO yMOaYa-
HUIO KaK external-2;

- metric — 3Ha4YeHne MeTPUKM 1A aHOHCUPYEMOTO
MapLipyTa.

YCTaHOBWTb 3HAYEHWE MO YMONYaHWI0. B cnyyae ykasaHua
napameTpa BEPHYTb €ro 3Ha4YeHWe No YMOIYaHuIo0.
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[default-information-
originate]

area A.B.C.D default-cost
metric

no area A.B.C.D default-
cost

A.B.C.D: naeHTndukatop
30HbI B popmare IPv4-ap-
peca;
metric: (1..16777215)/20

YCTaHOBWUTb METPUKY A LW/I03a MO YMOYAHWUIO B aHOH-
cax ans 30H stub n NSSA.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

area A.B.C.D range

ip_addr prefix_length {sum-
mary | Type7} [advertise |
not-advertise]

no area A.B.C.D range
ip_addr prefix_length

A.B.C.D: uaeHTnduKatop
30HbI B popmare IPv4-ag-
peca;

BbINONHUTE CYMMMPOBAHME MapPLLPYTOB, MOMNAAAOLLMNX
noJ, yKa3aHHbIM AManasoH.

- summary — 411 MeX30Ha/bHbIX MaplpyToB (LSA Tun-
3);

- Type7 — Ana BHewWHUX mapwpyTtos n3 NSSA B maru-
CTPa/IbHYO 30HY;

- advertise — 06bABUTb YKa3aHHbIN MapLLPYT;

- not-advertise — He 06bABNATL YKa3aHHbIN MapLIpPYT.

YpanuTe CcymmMrMpoBaHUE MapLupyToB ansa gaHHo OSPF-
30HbI.

area A.B.C.D translation-
role {always | candidate}

no area A.B.C.D transla-
tion-role

A.B.C.D: naeHTndukatop
30HbI B popmare IPv4-ag-
peca

YcTaHOBUTL ponb TpaHcnAaTopa B NSSA-30He.

- always — TpaHcampoBaTb Becerga LSA tun-7 B LSA tmn-5;
- candidate — yyacTBoBaTb B npotiecce Bbibopa TpaHCAA-
Topa.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

area A.B.C.D stability-inter-
val sec

no area A.B.C.D stability-in-
terval

sec: (0..2147483647)/40 ce-
KYHA,

Mepuog ctabuansaumm B CEKyHAax, AN TPaHCAATOpa B
NSSA.

YCTaHOBUTb 3HAYeHMe No YMONYaHUIO.

area A.B.C.D virtual-link
E.F.G.H [dead-interval
dead]

[hello-interval hello]
[retransmit-interval ret]

no area A.B.C.D virtual-link
E.F.G.H

A.B.C.D: naeHTndukatop
30HbI B popmarte IPv4-ap-
peca;

E.F.G.H: ugeHtnodumkatop
MapLIpyTU3aTOpa HasHaue-
Hua B dopmarte IPv4-aa-
peca;
dead:(1..65535)/40 cekyHa;
hello: (1..65535)/10 cekyHa,
ret: (1..3600)/5 cekyHA,

Co3aaTb BUPTYaNbHOE COEAMHEHUE MEXKAY MArucTpasb-
HOWM M HEMArnuCcTPanbHOM 30HaMU, MeXAY KOTOPbIMU NPU-
CYTCTBYET Apyrasa HemarmcTpasbHan 30Ha.

- dead-interval — yka3satb dead-uHTepBan;

- hello-interval — ykasaTb hello-uHTepsan;

- retransmit-interval — ykasaTb UHTepBan meay nNosTop-
HbIMW Nepeadamu.

Y[anuTb BUPTyanbHOE CoefMHeHMe.

passive-interface {default |
loopback /loopback | vlan
vlan_id}

no passive-interface {de-
fault | loopback /oopback |
vlan vian_id}

loopback: (0..100);
vlan_id: (1..4094)/disabled

3anpetntb IP-uHTEpdelicy obMeHWBaTbCA MNPOTOKO/b-
HbIMU COOBLLEHUAMM C COCEAAMMU Yepe3 yKa3aHHbIe UH-
Tepoelicol.

- default — 3anpeTnTb ANs BCcex MHTepdencos.

PaspewunTb IP-MHTepdeiicy 0bMeHMBATLCA NPOTOKO/b-
HbIMU COOBLLEHUAMM C COCEAAMMU Yepe3 yKa3aHHbIe UH-
Tepdelicol.

neighbor ip_addr

no neighbor ip_addr

ip_addr: A.B.C.D

3apatb Bpy4Hyto OSPF-cocepa.

Ypannte OSPF-coceaa.

redist-config ip_addr pre-
fix_length [metric-type
{asExttypel | asExttype2}]
[metric-value metric]

no redist-config ip_addr
prefix_length

metric: (1..16777215)/20

YCTaHOBWUTbL MapameTpbl PeaucTpubyumm Aaa BHELWHUX
MapLLpYyTOB.

- ip_addr — IP-agpec ceTn HasHayeHus;

- prefix_length — IP-macka ceTu;

- metric-type asExttypel — ycTaHOBWUTb TN MapLLIpyTa ex-
ternal-1;

- metric-type asExttype2 — ycTaHOBWUTb TN MapLLIpyTa ex-
ternal-2;

- metric-value — yCTaHOBUTb 3HaYEHNE METPUKM.

YpanuTb yCTaHOB/NEHHble MNapameTpbl peaucTpubyumm
[ANA 33aHHOTO MapLUpyTa.

summary-external ip_addr
prefix_length [advertise |
allowAll | denyAll | not-
advertise]

[translation {disabled |
enabled}]

-/OTKAO4YEHO

BbINO/IHUTL CYMMMpPOBaHWE BHELLIHUX MapLUPYTOB.

- ip_addr — IP-agpec ceTu;

- prefix_length — IP-macka ceTu;

- advertise — cymMMpOBaHHbI MapLpyT o6bABAAETCA B
LSA T1n-5; ecnm Tun 30Hbl NSSA, TO MapwpyT He 06bAB-
naetcs;

- allowAll — cymmunpoBaHHbI MaplwpyT obbABAseTcsa B
LSA Tmn-5; ecam tin 30Hbl NSSA, TO MapwpyT 06baBas-
etca B LSA tun-7;
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- denyAll — cymmnpOBaHHbIN MapwpyT He obbABAAETCS;
- not-advertise — cymMMpPOBaHHbI MapLIpPyT He 06BbABAA-
etcs B LSA TMn-5; ecam Tmn 30HbI NSSA, To MapLipyT 06b-
anaetca 8 LSA tun-7;

- translation disabled — He ycTaHaBnuBaTb P-6UT B reHe-
pupyembix LSA tun-7;

- translation enabled — yctaHoBUTb P-6UT B reHepupye-
mbIx LSA Tun-7.

no summary-external BbIKNOUMTb CYMMMPOBAHUE BHELLHNX MApLLPYTOB.

ip_addr prefix_length

capability opaque BKkntounTb NnoaneprKky opaque LSA.

-/OTKAIOYEHO

no capability opaque BbIkNtoUMTb NOAAEPKKY opaque LSA.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica VLAN 0aa OSPFv2

Buz 3anpoca KOMaHAHOM CTPOKM:
console (config-if) #

Tabnunuya 218 — KomaHabl pexkmma KoHpurypauum nHtepoeiica VLAN ana OSPFv2

KomaHoa 3HaveHue/3HavyeHue no Aelicmeue
yMon4YaHuro
ip ospf network BbibpaTtb TMN ceTun:
{broadcast | non- - broadcast — wunpokoBselaTenbHasa CeTb C MHOXKECTBEH-
broadcast | point-to- HbIM 4,OCTYMNOM;
multipoint | point-to- - non-broadcast — HelunpoKoBeLLaTeNbHan ceTb, B AaH-
point} -/broadcast HOM C/ly4ae agpeca CoCeaHNX MapLLIPyTU3aToOpPoB

no ip ospf network

HaCTPaMBaloTCA BPYUHYIO;
- point-to-multipoint — mHoroToueuHas ceTb;
- point-to-point — ceTb «TOYKa-TOYKa».

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

ip ospf cost cost

no ip ospf cost

cost: (1..65535)/10

YCTaHOBUTb METPUKY COCTOAHWA KaHaa, KoTopan ABAA-
eTCA YC/I0BHbIM NOKasaTtenem "cToMmocTn" nepecbinku
[OaHHbIX NO KaHany.

YCTaHOBUTb 3HAYEHME MO YMOI4YaHUIO.

ip ospf dead-interval
sec

no ip ospf dead-inter-
val

sec: (1..65535)/40 cekyHpa,

YCTaHOBWUTb MHTEPBA/N BPEMEHU B CEKYHAAX, MO UCTeYe-
HWK KoTOporo coces byaeT cuMTaTbCA HEAKTUBHbIM,. ITOT
WHTEPBaN [O0/KeH OblTb KpaTHbIM 3HauveHuto hello-
interval. Kak npasuno, dead-interval paseH 4 uHTepBa-
nam otnpasku hello-naketos.

YCTaHOBUTb 3HAYEHME Mo YMO4aHUIO.

ip ospf hello-interval
sec

no ip ospf hello-inter-
val

sec: (1..65535)/10 cerkyHa,

YCTaHOBUTb MHTEPBAN BPEMEHW B CEKYHAAX, MO UcTeye-
HWW KOTOPOro MapLUPYTU3aTOP OTNPaBASAET CAeaytoLLmi
hello-naket c nHTepdeiica.

YCTaHOBWTb 3HaYeHMe Mo YMOJIHaHUIO.

ip ospf mtu-ignore

no ip ospf mtu-ignore

-/BbIKNIOYEHO

OTKkAtouMTL NpoBepky MTU npu ycTaHOBAEHUM cocen-
cTBa.

YCTaHOBWTb 3HaYeHMe N0 YMOJIHaHUIO.

ip ospf priority prior

no ip ospf priority

prior: (0..255)/1

YCTaHOBWTb NPMOPMUTET MapPLLPYTMU3aTOPa, KOTOPBbIN UC-
nonb3yetcsa gna sbibopa DR v BDR.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

ip ospf poll-interval sec

no ip ospf poll-interval

sec: (1..2147483647)/120 ce-
KyHA,

YCcTaHOBUTb Nepuog, mexay nocbinkoi hello-naketos
[NA HeaKTMBHOro non-broadcast cocepa.

YCTaHOBUTb 3HaYeHMe N0 YMOJIHaHUIO.

ip ospf retransmit-in-
terval sec

no ip ospf retransmit-
interval

sec: (1..3600)/5 cekyHpa,

YCTaHOBUTb MHTEPBAN BPEMEHU B CEKYHAAX, MO UcTeye-
HWW KOTOPOro MapLUpPyTU3aTOP NMOBTOPHO OTNPABUT Na-
KeT, Ha KOTOPbII He NOYYMA NOATBEPKAEHNA O NOayYe-
HUK (Hanpumep, DatabaseDescription- nau
LinkStateRequest-nakeTb!).

YCTaHOBUTb 3HaYeHMe Mo YMOJIHaHUIO.
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ip ospf transmit-delay
sec

no ip ospf transmit-de-
lay

sec: (1..3600)/1 cekyHg,

YCTaHOBUTb NPUMEPHOEe BpemMs B CEKyHAaX, Heobxoam-
MOe 4/1A Nepesayn NakeTa CoCTOSHUA KaHana.

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

ip ospf demand-circuit

no ip ospf demand-cir-
cuit

-/BbIK/IIOYEHO

BkntounTb nogasneHue otnpasku hello-coobuweHunin (gna
MHTepdeicoB TMNa point-to-point u point-to-multipoint
1 nepuoanyeckmx obHosneHuin LSA).

YCTaHOBWUTb 3HAYeHME No YMO/I4aHUIO.

ip ospf authentication
{message-digest | null
| sha-1 | sha-224 |
sha-256 | sha-384 |
sha-512 | simple}

no ip ospf
authentication

-/BbIK/IIOYEHO

Bkntountb OSPF-ayTeHTUGUKAUMIO M 3a4aTb €€ TUN.

- message-digest — ncnonb3soBatb WnpposaHne MDS5;

- null — He ucnonb30BaTb ayTeHTUDUKALMIO;

- sha-1 — ncnonb3osaTb WnpposaHune SHA-1;

- sha-224 — ncnonb3osatb wWnpposaHme SHA-1;

- sha-256 — ucnosb3oBaTb WKdppoBaHme SHA-256;

- sha-384 — ucnonb3osaTb wWndpposaHme SHA-384;

- sha-512 — ncnonb3osatb wnpposaHme SHA-512;

- simple — He ncnosnb3oBaTh WKdpoBaHMe (Napoab nepe-
[aeTcsa B OTKPbITOM BUAE).

BbikntounTb OSPF-ayTeHTUOMKauuiO.

ip ospf authentication-
key simple_password

no ip ospf authentica-
tion-key

simple_password: (1..64) cum-
BOJIOB

YCTaHOBWTb Naposib, KOTOPbIW NpeAHa3HaYeH ans npo-
cToro Tvna ayteHTUdMKauun (nepegaya napons B oT-
KpbITOM BMAE).

Ypaanutb naponb.

ip ospf message-di-
gest-key key_id {md5 |
sha-1 | sha-224 | sha-
256 | sha-384 | sha-

[06aBUTb KNtoy ayTeHTUDUKALUN.

- key_id — npeHTMdUKaTOp KNKOY3;

- md5 — wudposaTb KAty anroputmom MD5;

- sha-1 — wudposatb Koy anroputmom SHA-1;

no ip ospf key

key_id [start-accept |
start-generate | stop-
accept | stop-gener-

ate]

mon: (Jan..Dec);
year: (2000..2100);
hh: (00..23);
mm: (00..59)

512} string . - sha-224 — wndposatb Kntoy anroputmom SHA-224;
key_id (0..255) ]
string (1..64) - sha-256 — wnposaTthb Koy anroputmom SHA-256;
- sha-384 — wudposaTtb Kntoy anroputmom SHA-384;
- sha-512 — wu¢posaTtb Kntoy anroputmom SHA-512;
- string — naponb.
no ip ospf message-di- YAanuTb KNtoY ayTeHTUOMKALMM.
gest-key key _id
ip ospf key YCTaHOBWTbL NapamMeTpbl /1A KAtoYa ayTeHTUPUKALNN.
key_id {start-accept | - start-accept — 3aaTb Bpems, Ha4MHaA C KOTOPOro Aeit-
start-generate | stop- CTBYET K/ItOY Ha NPUEM;
accept | stop-gener- - start-generate — 3aaTb BpemMs, Ha4YMHasA C KOTOPOro
ate} dd-mon- key_id (0..255); OENCTBYET KNtoY Ha nepegady;
year,hh:mm dd (01..31); - stop-accept — 3a4aTb Bpems, 4,0 KOTOPOro AelcTeyeT

K104 Ha NPUEM;
- stop-generate — 3a4aTb Bpems, 0 KOTOPOro AencTeyeT
KNIOY Ha nepeaauvy.

CHpocHTb NapameTpbl AN Koua ayTeHTUOUKALMK.

KomaHOb! pexcuma privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK B pexxkume privileged EXEC:

console#

Tabnnua 219 — Komangb! pexkuma privileged EXEC ana OSPFv2

KomaHoa

3HayeHue/3HayeHue no
YMOMYAHUIO

Aeiicmeue

show ip ospf

OT06pasunTb KoHdUrypaumuio OSPF.

show ip ospf neighbor

OT06pasunTb MHPopmaumto 06 OSPF-cocepsx.
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show ip ospf route

OT06pasunTb Tabanuy mapwpyTtmnsaumm OSPF.

show ip ospf interface
[vlan vian_id]

vlan_id: (1..4094)

OT06pa3sunTb KoHPUrypaumto OSPF-uHTepdeiicos.
- vlan — ansa KoHKpeTHoro nHtepdetica VLAN.

show ip ospf virtual-links

OT06pasunTb NapameTpbl U TEKYLLEE COCTOAHME BUPTY-
aNbHbIX JIMHKOB.

show ip ospf database
[adv-router A.B.C.D | self-
originate]

A.B.C.D: IP-agpec

OTo6pa3mnTb cocTossHMe 6a3bl gaHHbIX NpoToKosia OSPF.
- adv-router — 419 KOHKPETHOrO MapLIPyTM3aTopa;
- self-originate — nna noKkanbHOro maplupyT1saTopa.

show ip ospf database
{asbr-summary | external |
network | nssa-external |
summary | opaque-area |
opaque-as | opaque-link |
router} [A.B.C.D | adv-
router A.B.C.D | self-
originate]

A.B.C.D: IP-appec

OT06pa3smnTb cocTosiHMe H6asbl AaHHbIX NpoToKkona OSPF,
TO/IbKO, ANA onpeAenéHHbix Tunos LSA:
- asbr-summary — gna LSA tTun-4;

- external — gns LSA TMn-5 1 tnn-7;

- network — ana LSA tnn-2;

- nssa-external — gns LSA tun-7;

- summary — gna LSA tun-3;

- opaque-area — gnqa LSA tmn-10;

- opaque-as — gna LSA tun-11;

- opaque-link — gna LSA Tun-9;

- router — gnAa LSA tmn-1.

show ip ospf database
database-summary

OT06pa3nTb 06Uy CTAaTUCTUKY A1A 6a3bl AaHHbIX
OSPF.

show ip ospf area_id data-
base

area_id: nupeHtndukatop
30HbI

OT06pa3unTb cocTosHMe H6a3bl faHHbIX NpoToKosa OSPF
Ana onpenenéHHomn 30HbI.

show ip ospf border-rout-
ers

OTO6pa3smnTb CNNCOK NOrPaHMYHbIX MapLLPYTU3aTOPOB.

show ip ospf {summary-ad-
dress | area-range}

OTO6pasnTb CYMMUPOBaHHbIE MAPLUPYTbI:
- summary-address — gns LSA Tun-5 n Tun-7;
- area-range — gna LSA tun-3.

4.28.4 Hacmpoliika npomokosaa OSPFv3

KomaHObI pexcuma 2n06anabHol KoHpu2ypayuu 049 OSPFv3

Bua 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHom KOHPUrypaumm:

console (config) #

Tabnunua 220 — KomaHabl pexkmuma rnobanbHoil KoHdurypaumm OSPFv3

3HavyeHue/3HavyeHue .
KomaHda / Aelicmeue
no ymoa4YaHuro
ipv6 router ospf -/- 3aliTn B perkMm KoHdurypaumm npouecca OSPFv3.

KomaHObI pexcuma npouyecca OSPFv3

Bua 3anpoca KOMaHAHOM CTPOKM B perkmme KoHduUrypaumm npouecca OSPFv3:

console (config-router) #

Tabnunua 221 — KomaHabl pexkmma KoHourypauum npouecca OSPFv3

no shutdown

KomaHoa 3HavyeHue/3HayeHue no Aelicmeue
YMOAYAHUIO
shutdown Bbikntountb OSPF-npouecc.
-/BbiKkNIOYeH V Mo ymonyaHuto OSPF-npouecc BbIK/IOYEH.

BkntounTtb OSPF-npouecc.

nssa asbr default-route-
translator

no nssa asbr default-route-
translator

-/BbIK/IIOYEHO

BK/IIOUMTb TPAHCAALMIO MapLUpyTa MO yMOAYaHuio (ycTa-
HOBUTb P-6uT) B NSSA Ha ASBR, KOTOpbIn He sBnseTca
ABR.

YCTaHOBUTb 3HaYeHMe N0 YMOJIHAHUIO.
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redistribute connected

no redistribute connected

-/BbIKNOYEHO

Pa3pelwnTb aHOHCUPOBAHME connected-mapLipyTos.

3anpeTuTb aHOHCMpPOBaHWe connected-mMapLUpPyTOB.

redistribute static

no redistribute static

-/BbIK/IOYEHO

Pa3pelunTs aHOHCMPOBaHME CTaTUYECKUX MaPLLPYTOB.

3anpeTuTb aHOHCUPOBAHME CTaTUYECKMX MaPLLPYTOB.

redistribute bgp

no redistribute bgp

-/BbIKNOYEHO

PaspelwmnTb aHOHCUMPOBAHWE MaPLUPYTOB, NOYYEHHbIX
no npotokony BGP.

3anpeTuTb aHOHCMPOBaHWE MapLLPYTOB, NOYYEHHbIX MO
npotokony BGP.

router-id {A.B.C.D | auto}

A.B.C.D: naeHTndukatop
MapLpyTusaTtopa B pop-
marte IPv4-agpeca/auto

YCTaHOBUTb MAEHTUDUKATOP MapLUpyTM3aTOpa, KOTOPbIN
YHWKaNbHO MAeHTUOUUMpPYeT MapLipyTM3aTop B npege-
Nax o4HON aBTOHOMHOW CUCTEMbI:

- A.B.C.D — 3apaTb naeHTMdMKaTOp BPYYHYIO;

- auto — B KayecTBe router-id 6yayT ncnonb3oBaHbI No-
cnepHue vetbipe 6aita 6asosoro MAC-agpeca KommyTa-
Topa.

area A.B.C.D stub [no-sum-
mary]

no area A.B.C.D stub

A.B.C.D: naeHTndukatop
30HbI B popmare IPv4-ag-
peca

YCTaHOBWTb A/1A YKa3aHHOM 30HbI TUN stub. 30Ha — coBo-
KYMHOCTb CETeM U MapLIPYTM3aTOPOB, UMEIOLMX O4MH U
TOT e uaeHTUdMKaTop.

- No-summary — He OTNPaBAATbL UHGOPMALMIO O CyMMU-
POBaHHbIX BHELIHUX MapLUpyTax.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

area A.B.C.D nssa [no-sum-
mary]

no area A.B.C.D nssa

A.B.C.D: naeHTnduKatop
30HbI B popmare IPv4-ag-
peca

YCTaHOBUTb A5 YKa3aHHOW 30HbI TUN NSSA.
- no-summary — He OTNPaBAATb UHPOPMALMIO O CYMMMU-
POBaHHbIX BHELUHUX MapLUpyTaXx.

YCTaHOBUTL 3HAUEHME MO YMOIYaHUI0. B ciyyae yKasaHus
napameTpa BEPHYTb ero 3Ha4eHMe N0 YMOYAHUIO.

area A.B.C.D default-metric
cost

no area A.B.C.D default-
metric

A.B.C.D: naeHTndukatop
30HbI B popmare |Pv4-ag-
peca;
cost: (1..16777215)/20

YCTaHOBUTb LEHY A4/ W33 MO YMOAYAHUIO B aHOHCaX
ona 30H stub 1 NSSA.

YCTaHOBUTb 3HaAYeHMe no YMO4YaHUIO.

area A.B.C.D default-metric
type {1 | 2}

no area A.B.C.D default-
metric type

A.B.C.D: ngeHtTuopuxaTtop
30Hbl B popmare IPv4-aa-
peca

YCTaHOBWTb TMN ANA MaplipyTa no ymonyaHuio B NSSA:
- type 1 —Tnn external-1;
- type 2 — Tun external-2.

YCTaHOBUTL TUN A1A MapLpyTa MO YMOAYAHUIO KaK
external-1.

area A.B.C.D range
ip_addr prefix_length [ad-
vertise | not-advertise]
{summary | Type7}

A.B.C.D: uaeHtndukatop
30HbI B popmare IPv4-ap-

BbIMOAHUTL CyMMMpPOBaHME MapLLPYTOB, MONaAatoLLMX
noJ, yKasaHHbI AManas3oH.

- summary — 18 MeX30HabHbIX MapLwpyToB (LSA tmn-
3);

- Type7 — ana BHewHUX mapLupyTos 13 NSSA B maru-
CTPasibHYIO 30HY;

peca - advertise — 06bABUTL YKa3aHHbIA MapLUpyT;

- not-advertise — He 06BABNATL YKa3aHHbIN MapLIpyT.
no area A.B.C.D range YpanuTe cymMMMpOBaHME MapLpyToB s aaHHou OSPF-
ip_addr prefix_length {sum- 30HbI.
mary | Type7}
area A.B.C.D summary-pre- BbINOAHUTL CyMMMPOBAHME BHELIHUX MapLLPYTOB.
fix ip_addr pre- - ip_addr — 1P-appec ceTty;
fix_length [advertise | al- - prefix_length — IP-macka cetu;
lowAll | denyAll | not-ad- - advertise — cymMMnpOBaHHbIN MapwpyT 0bbaABAseTCs B
vertise] LSA TMn-7 ana NSSA; He 06bABAAETCA ec/iv TpaHCNALMA
[translation {disabled | NPOUCXOANT U3 MArncTpanbHol 30Hbl B NSSA;
enabled}] - allowAll — npaBnno NnpumeHaeTcs, TONbKO, CO CTOPOHbI

MarucTpasbHOM 30HbI; CYMMUPOBAHHbIN MapLupyT 06b-

AsnAetca B LSA TMN-7, ecnm TpaHCAALMA NPOUCXOANT U3

-/OTKAOYEHO

MarncTpanbHoi 30Hbl B NSSA;

- denyAll — npaBMa0O NPUMEHAETCA TONbKO CO CTOPOHbI
MarucTpasbHOM 30HbI; CYMMUPOBAHHbIN MapLUPYT He
obbasnseTca;

- not-advertise — cymMM1pOBaHHbIM MapwpyT He 06bAB-
naerca B NSSA; ob6basnsetca B LSA TMn-7 ecnm TpaHcns-
LMA NPONCXOAMUT U3 MarucTpasbHom 30Hbl B NSSA;

- translation disabled — He ycTaHaBnMBaTL P-6UT B reHe-
pupyembix LSA Tmn-7;
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no area A.B.C.D summary-
prefix ip_addr prefix_length

- translation enabled — yctaHoBUTL P-6UT B reHepupye-
mbix LSA Tun-7.

BbIKNOYMTb CYMMMNPOBAHME BHELLHUX MapLUYTOB.

area A.B.C.D translation-
role {always | candidate}

no area A.B.C.D transla-
tion-role

A.B.C.D: upeHtnduratop
30HbI B popmarte IPv4-ag-
pec

YcTaHOBUTb ponb TpaHcnATopa B NSSA 30He.

- always — TpaHcamMpoBath Beerga LSA tun-7 B LSA tmn-5;
- candidate — yuacTBOBaTb B Npouecce BbIbopa TpaHCAsA-
Topa.

YCTaHOBUTb 3HaYeHMe N0 YMOJHAHUIO.

area A.B.C.D stability-inter-
val sec

no area A.B.C.D stability-in-
terval

sec: (1..65535)/40 cekyHg,

Mepuogn ctabunusaumm B CeKyHAaX, A8 TPAHCAATOPA B
NSSA.

YCTaHOBWUTb 3HAYeHME NO YMOI4aHUIO.

area A.B.C.D virtual-link
E.F.G.H index [dead-inter-
val dead]

[hello-interval hello]
[retransmit-interval ret]
[transmit-delay delay]

no area A.B.C.D virtual-link
E.F.G.H

A.B.C.D: naeHtndukatop
30HbI B popmarte IPv4-ag-
peca;

E.F.G.H: ngeHtudMKaTop
MapLLpyTU3aTopa HasHaye-
Hua B dopmare IPv4-aa-
peca;
index: (1..2147483647);
dead:(1..65535)/40 cekyHa;
hello: (1..65535)/10 cekyHz,
ret: (1..1800)/5 cekyHa;
delay: (1..1800)/1 cekyHaa

Co3A4aTb BUPTYaNbHOE COEANHEHNE MEXAY MArUCTPasb-
HOM MU HEMarncTpaabHOM 30HaMU, MEXAY KOTOPbIMU
NPUCYTCTBYET ApYyraa HEMarucTpasnbHan 30Ha.

- index — yKa3aTb MHAEKC, KOTopbIl ByaeT naeHTUbULM-
poBaTb AAHHbIV BUPTyabHbl KaHan;

- dead-interval — ykasaTtb dead-uHTepBan;

- hello-interval — yka3satb hello-uHTepsan;

- retransmit-interval — ykasatb MHTepBan mexay no-
BTOPHbIMW Nepeaavamu;

- transmit-delay — yka3aTb npumepHoe Bpems nepesayn
nakeTa B CeTW.

YpanuTb BUPTYasibHOE coeguHeHue.

passive-interface

no passive-interface

-/BbIK/IIOYEHO

3anpetutb ans scex IP-uHTepdeiicos, cosaaHHbIX nocae
BBOAA AAHHOW KOMaHAbl, 06MeHMBaTbCA MPOTOKO/Ib-
HbIMM COOBLLEHUAMM C COCEAAMM.

YCTaHOBUTb 3HAYEHME Mo YMOI4YaHUIO.

redist-config ip_addr pre-
fix_length [metric-value
metric] [metric-type
{asExttypel | asExttype2}]

no redist-config ip_addr
prefix_length

metric: (1..16777215)/20

YCTaHOBWTbL NapameTpbl PeamucTpnbyumumn o BHELHNX
MapLIpyTOB.

- ip_addr — IP-agpec ceTu HasHayYeHus;

- prefix_length — IP-macKa cetu;

- metric-value — ycTaHOBUTb 3HAYEHUE METPUKK;

- metric-type asExttypel — ycTaHOBWTbL TMN MapLipyTa
external-1;

- metric-type asExttype2 — ycTaHOBWUTb TMM MapLUpyTa
external-2.

Y[anuTb yCcTaHOBNEHHble MapameTpbl peaucTpubyumm
ANA 33JaHHOr0 MapLupyTa.

KomaHObI pexcuma KoHgu2ypayuu uHmepagpetica VLAN 0aa OSPFv3

Bua 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnnua 222 — KomaHgbl pexkmma KoHpurypauum nHtepderica VLAN ana OSPFv3

KomaHoa

3HayeHue/3HayeHue no

YyMOMYAaHUO

Aelicmeue

ipv6 ospf area A.B.C.D
no ipv6 ospf

A.B.C.D: uaeHTUdUKaTOp 30HbLI B

¢dopmarte IPv4-agpeca

Bkntountb OSPFv3 Ha MHTepdeiice.

Bbikntountb OSPFV3 Ha nHTepodeiice.

ipv6 ospf network
{broadcast | non-
broadcast | point-to-
multipoint | point-to-
point}

no ipv6 ospf network

-/broadcast

BbibpaTh TN ceTu:

- broadcast — WwnpokoBseLaTenbHan ceTb C MHOXECTBEH-
HbIM JOCTYNOM;

- non-broadcast — HeluMpoKoBeLLaTeibHas ceTb, B AaH-
HOM cNyyae agpeca CoCeaHNX MapLLIPyTU3aTOPOB HacTpa-
MBalOTCA BPYYHY!IO;

- point-to-multipoint — mHoroTo4euyHas ceTb;

- point-to-point — ceTb «TOYKa-TOYKa».

YCTaHOBUTb 3HAYeHUe no YMOI4YaHUIO.
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ipv6 ospf neighbor
link_local_addr

no ipv6 ospf neighbor
link_local_addr

-/He 3agaH

[o6aBuTb cTaTUYECKOro coceaa:
- link_local_addr — ykasatb IPv6 link-local agpec cocega.

Ypanutb CTaTUYeCcKoro coceaa.

ipv6 ospf cost cost

cost: (1..65535)/10

no ipv6 ospf cost

YCTaHOBUTb METPUKY COCTOAIHWA KaHaa, KoTopas ABAsA-
€TCs YC/I0BHbIM MOKa3aTesiem "cToumocTun" nepecbiiku
AaHHbIX N0 KaHany.

YCTaHOBUTb 3HAYeHUE NO YMO/I4aHUIO.

ipv6 ospf dead-interval
sec

sec: (1..65535)/40 cekyHa,

no ipv6 ospf dead-in-

YCTaHOBUTb MHTEPBAN BPEMEHM B CEKYHAAX, MO UCTEYEHUM
KOTOporo cocep, byaet cUMTaTbCA HEAKTUBHLIM. DTOT MH-
TepBan O0/KeH ObiTb KpaTHbIM 3HayeHuto hello-interval.
Kak npasuno, dead-interval paseH 4 uHTepBanam OT-
npasku hello-nakeTos.

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

sec: (1..65535)/10 cekyHg,

no ipv6 ospf hello-in-
terval

terval
ipv6 ospf hello-interval YCTaHOBUTb MHTEPBAN BPEMEHW B CEKYHAAX, NO UCTeYe-
sec HUWM KOTOPOTrO MApPLLPYTM3aTOP OTNPABAAET CeAyoWmin

hello-naket c nHtepdelica.

YCTaHOBUTb 3HAYEHMeE Mo YMO4aHUIO.

ipv6 ospf mtu-ignore
no ipv6 ospf mtu-ig-

-/BbIK/IIOYEHO

OTKAOYMTL NpoBepKy MTU npu ycTaHOBNEHMMU COCeACTBa.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

-/BbIK/IOYEHO

no ipv6 ospf passive-
interface

nore
ipv6 ospf passive- 3anpeTtutb IP-nHTEpdEicy 0bmeHMBaATLCA NPOTOKO/Ib-
interface HbIMM COOBLLEHUAMM C COCEAAMM Yepe3 AAHHbIN UHTEP-

deiic.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

ipv6 ospf priority prior
prior: (1..255)/1

no ipv6 ospf priority

YCTaHOBWTbL NPUOPUTET MapLLPYyTU3aTOPa, KOTOPbIN UC-
nonb3yetca Ana sblbopa DR v BDR.

YCTaHOBUTb 3HAYEHME Mo YMOI4YaHUIO.

ipv6 ospf poll-interval

YcTaHOBUTb Nepuog mexay nocbiikoi hello-naketos gna

sec: (1..1800)/5 cekyHg,

no ipv6 ospf retrans-

sec. : sec: (1..65535)/120 cexyHa HeaKTMBHOro non-broadcast cocega.

no ipv6 ospf poll-inter- YCTaHOBWTb 3HaY€HME NO YMOYAHUIO.

val

ipv6 ospf retransmit- YCTaHOBWTbL MHTEPBAN BPEMEHW B CEKYHAAX, MO UCTeYe-
interval sec HUW KOTOPOTrO MApPLLPYTM3aTOP NOBTOPHO OTNPABUT NaKeT,

Ha KOTOprﬁ He NoAy4Ynn noarsepxKaeHna o Nnoay4eHUu.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

-/BbIKAOYEHO

no ipv6 ospf demand-
circuit

mit-interval

ipv6 ospf transmit-de- YCTaHOBWTbL NPMMEPHOE BPEMS B CEKYHAAX, Heobxogumoe
Iay.sec : sec: (1..1800)/1 cexyHa ANA Nepefayn naketa COCTOAHUA KaHana.

no ipv6 ospf transmit- YCTaHOBWTb 3HaYeHME NO YMOYAHUIO.

delay

ipv6 ospf demand- BkntounTtb nopasneHue otnpasku hello-coobuweHunit (gna
circuit nHTepdeiicos TMNa point-to-point 1 point-to-multipoint) n

nepuoanYecknx obHosneHnin LSA.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

KomaHObi pexcuma privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK B pexxkume privileged EXEC:

console#

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx

205



HELTEX

Tabnunua 223 — KomaHabl pexumma privileged EXEC gnst OSPFv3

KomaHda

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aeiicmeue

show ipv6 ospf

OT06pasunTb KoHdUrypauuio OSPF.

show ipv6 ospf area
A.B.C.D database

A.B.C.D: naeHTndukatop
30HbI B popmare IPv4-ag-
peca

OT06pa3unTb cocTossHMe 6a3bl aHHbIX KOHKPETHOM
30HbI.

show ipv6 ospf border-
routers

OTO6pPasnTb CNNCOK NOrPaHUYHbIX MapLLPYTU3aTOPOB.

show ipv6 ospf database
[as-external | inter-prefix |
inter-router | intra-prefix |
link | network | nssa |
router] [HEX] [detail]

OTob6pa3unTb cocTosiHMe 6a3bl gaHHbIX NpoToKoia OSPF:
- as-external — gns LSA tMn-5 u Tun-7;

- inter-prefix — gna LSA tun-3;

- inter-router — ana LSA tun-4;

- intra-prefix — gna LSA tun-9;

- link — gna LSA tTmn-8;

- network — ana LSA tmn-2;

- nssa — gna LSA tun-7;

- router — ana LSA tun-1;

- HEX — oTo6pa3utb nHdopmaumio B 16-om BuaE;

- detail — oTo6pasunTb getanbHyo MHGOPMaLMO 06
LSA.

show ipv6 ospf interface
[vlan vian_id]

vlan_id: (1..4094)

OTo6pa3unTb KoHdUrypauuto OSPF-uHtepdelicos.
- vlan — ana KoHkpeTHoro nHtepdeiica VLAN.

show ipv6 ospf neighbor

OT06pa3unTb nHPopmaumio 06 OSPF-cocegsax.

show ipv6 ospf packet-
stats vlan vian_id

vlan_id: (1..4094)

OT06pa3MTb CTAaTUCTUKY NO NaKeTam.

show ipv6 ospf redist-con-
fig

OT06pa3nTb KOHUrypauuto peamcTpmbyumnn.

show ipv6 ospf route

OTo6pa3unTb Tabanuy mapwpyTtusaumm OSPF.

show ipv6 ospf virtual-links

OTO6pasnTb NapaMeTpbl U TEKYLLLEE COCTOSHUE BUPTY-
aNbHbIX IMHKOB.

4.28.5 Hacmpolika npomokKona RIP

RIP — (Routing Information Protocol) npoTtokon mappyTHol MHPOPMaLMK, OTHOCALLMIACA K BHYT-

PEHHUM NPOTOKOJ1IaM MapLWpPyTU3aLnn AUMCTaHULMOHHO-BEKTOPHOIO Thna.

KomaHObI pexcuma 2a0baab6Hol KOHuU2ypayuu

Buza 3anpoca KOMaHAHOM CTPOKM peXxnma rnobanbHoM KoOHPUrypaumu:

console (confiqg) #

Tabnnua 224 — KomaHabl pexkmma rnobanbHoi KoHdurypaumm

3Ha4yeHue/3HayeHue ”
KomaHda / Aeilicmeue
no ymoa4aHuro
router rip -/- 3aiiTv B pexxum KoHburypaumm npouiecca RIP.

KomaHOsl pexcuma npouecca RIP

Buza 3anpoca KoMaHAHOW CTPOKM B pexnme KoHdUrypaumm npouecca RIP:

console (config-router) #

Tabnunua 225 — KomaHabl pexkmma KoHourypaumm npouecca RIP

KomaHda

YMOAYaHUO

3HayeHue/3HayeHue no

Aelicmeue

auto-summary {disable | enable}

-/BbIKNOYEHO

YCTaHOBWUTb aBTOMaTUYECKOE CYMMMUPOBAHME Mo
Knaccy cetu:
- enable — BKAOUUTD;
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- disable — BbIKAOYNTL.

default-metric

no default-metric

metric: (1..16)/3

YCTaHOBWUTb 3HaYEHWE METPUKM MO YMONYAHUIO ANA
MapLLPYTOB, MO/lYYEHHbIX U3 APYr1X NPOTOKO/IOB.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

distance distance

no distance

distance: (1..255)/121

YCTaHOBUTb aAMUHUCTPATUBHYIO ANCTaHLMIO ANA
mapuwpyTos RIP.

YCTaHOBWUTb 3HaYeHME N0 YMOIYAHMUIO.

network ip_addr [unnum vilan
vlan_id]

no network ip_addr [unnum vilan
vlan_id]

ip_addr:A.B.C.D
vlan_id: (1..4094)

Bkntoumtb RIP Ha IP-uHTepdelice.

- unnum — RIP 6yzeT BKAlOUYEH Ha MHTepdeiice, Ha Ko-
Topom He 3agaH IP-agpec, u RIP-coobuieHuna byayT oT-
NpaBAATbCA OT agpeca ip_addr.

Bbikntountb RIP Ha IP-uHTepdelice.

output-delay

no output-delay

-/BbIK/IOYEHO

BKOUYNTL 3aZePKKY Mexay nakeTamu RIP-coobuye-
HUIA.

BbIKNOUNTb 3aePKKY Mmexay naketamu RIP-coobuye-
HUIA.

passive-interface {gigabitether-
net gi_port | twopointfivegiga-
bitethernet two_port | tengiga-
bitethernet te_port | vlan
vlan_id}

no passive-interface {giga-
bitethernet gi_port | twopoint-
fivegigabitethernet two_port |
tengigabitethernet te_port | vlan
vlan_id}

gi_port: (0/1..48);

two_port: (0/1..8);

te_port: (0/1..11);
vlan_id: (1..4094)/disabled

3anpetutb IP-nuHTEpdeiicy nocblnate U NpuHMMmaThb RIP-
coobuieHus.

PaspewunTsb IP-MHTepdeiicy nocbinatb U NPUHUMATD
RIP-coobuwienus.

redistribute connected

no redistribute connected

-/BbIKNOYEHO

PaspelwnTb aHOHCMPOBaHMeE connected-mapLpyTos.

3anpeTuTb aHOHCMpPOBaHWe connected-mMapLUpyTOB.

redistribute static

no redistribute static

-/BbIK/IIOYEHO

Pa3pelunTb aHOHCMPOBaHME CTaTUYECKUX MapLLPYTOB.

3anpeTuTb aHOHCUPOBaHME CTaTUHECKMX MapLLPYTOB.

redistribute ospf

no redistribute ospf

-/BbIKNIOYEHO

PaspewnTb aHOHCMPOBaHNE MapPLLPYTOB, NONYYEHHbIX
no npotokoay OSPF.

3anpeTnTb aHOHCMPOBAHME MaPLLPYTOB, MONYYEHHbIX
no npotokoay OSPF.

redistribute bgp

no redistribute bgp

-/BbIK/IIOYEHO

PaspelnTb aHOHCUMPOBAHNE MaPLLPYTOB, MOJYYEHHbIX
no npotokony BGP.

3anpeTuTb aHOHCMPOBaAHNE MapPLLPYTOB, MONYYEHHbIX
no npotokoay BGP.

redistribute all

no redistribute all

-/BbIK/IIOYEHO

Pa3peLLlMTb AHOHCMpPOBaHME MapLlpyToB U3 BCEX NOA-
AepXnBaemMblX MPOTOKO/10B.

3anpeTuTb aHOHCUPOBAHWE MapLLPYTOB W13 BCEX MNOA-
[epPKMBAEMbIX MPOTOKO/IOB.

security {maximum | minimum}

no security

-/maximum

YCcTaHOBWUTb YpOBeHb 6e3onacHoCTy:

- maximum — RIPv1-nakeTbl 6yayT MTHOPUPOBATLCA,
KOrga BK/OYEHa ayTeHTUPUKaLMA;

- minimum — RIPv1-nakeTbl 6yayT NpMHUMATLCS,
JaxKe ecnn ayTeHTUGUKaLMA BKAKOYEHA.

YCTaHOBUTb 3HaYeHue nNo YMONYaHUIO.

version {1 [2] | 2 [1] | none}

no version

-/N0 YMONYaHMIO YCTAHOB-
neHbl v 1 n 2 Bepcum

YcraHoBuTb Bepcuio RIP:

-1 —RIPvl;

-2 — RIPv2;

- none — He nocbinaTb RIP-coobuieHus.

YCTaHOBUTb 3HaYeHue nNo YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepagpetica VLAN

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-if)#
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Tabnunua 226 — KomaHabl pexxmma KoHourypauum nHtepdeiica VLAN

KomaHda

3HayeHue/3Ha4yeHue no ymonya-
HUK

Aelicmeue

ip rip default route in-
stall

no ip rip default route
install

-/BbIK/IIOYEHO

YCTaHOBUWTH LWAKO3 MO YMOYaHWIO B Tabanuy mapLu-
pyTM3auunn, ecam oH npucyTcteyet B RIP-coobuie-
HUAX.

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

ip rip default route
originate metric

no ip rip default route
originate

metric (1..15)

BK/1104MTb 06bAB/IEHME LWHO3a MO YMONYAHUIO:
- metric — MeTpuKa ANa MapLupyTa No YMOYAHUIO.

BbIKNtoUnTb 06BABNEHME WAtO3a NO YMONYaHUIO.

ip rip receive version
{112]1] 2[1] | none}

no ip rip receive ver-
sion

-/No yMon4aHuio ycTaHoBAeHbl M 11 2
BepcUn

YctaHoBuTb Bepcuio RIP ana npuHMmaembix nake-
TOB:

-1—RIPv];

-2 —RIPv2;

- none — He nocbinatb RIP-coobLeHus.

YCTaHOBUTb 3HAYEHMeE Mo YMOI4aHUIO.

ip rip send version {1
[2] | 2[1] | none}

YctaHosuTb Bepcuio RIP gnAa otnpasnaembix nake-
TOB:

no ip rip summary-ad-
dress ip_addr pre-
fix_length

-/No yMon4aHuio yctaHoBAeHbl M 1 1 2 -1 —RIPvl;
Bepcun -2 — RIPv2;
- none — He nocbiatb RIP-coobLeHus.
no ip rip send version YCTaHOBWTb 3HaYEHME NO YMOYAHUIO.
ip rip split-horizon BKAouMTb paclenseHne ropmsoHTa.
[poisson] JaKnioueHo - poisson — peBepcmsvHo 06bABNATL CETU, MPUHATbIE
Ha TeKyLeM UHTepderice Kak HeJOCTUKMMbIE.
no ip rip split-horizon BbIKNOUNTb pacLienneHne ropnsoHTa.
ip rip summary-ad- BbINOAHUTL CyMMMPOBaAHME MapLLPYTOB.
dress ip_addr pre- - ip_addr — IP-agpec ceTn HasHaYeHus;
fix_length / - prefix_length — IP-macka ceTtu.

BbIKNHOYMTb CYyMMUPOBAHME MaPLLIPYTOB.

ip rip timers basic up-
date invalid garbage

no ip rip timers basic

update (10..3600)/30 cekyHg;
invalid (30..500)/180 cekyHz;
garbage (120..180)/120 ceKkyHa,

YCTaHOBUTb 3HaYeHMA TaNMepoB.

- update — UHTEpBaN MeXAy OTnpasieHnem o6HoB-
NeHnit;

- invalid — wHTepBan, Nnocsie KOTOPOro MapLUpyTbl
6yAyT NomeyeHbl Kak HegOCTUKMMbIE, €C/TIU OHU He
06HOBAANNCD;

- garbage — WHTepBan, NOC/Ne KOTOPOro MAapPLLPYTbI
6yAyT yaaneHbl, eciv oHW He 06HOBAANNCH.

YCTaHOBWTb 3HaY€HMA MO YMONYAHUIO.

ip rip auth-type {md5
| sha-1 | sha-256 |
sha-384 | sha-512 |
text key string}

no ip rip
authentication

-/BbIK/IIOYEHO

BKkntounTb RIP-ayTeHTUGUMKAUMIO M 334aTb €€ Tun.
- md5 — ncnonb3osatb WudposaHme MD5;

- sha-1 — ucnonbsosatb wWndposarHue SHA-1;

- sha-256 — ncnonb3oBath WnppoBaHue SHA-256;
- sha-384 — ncnonb3oBatb WnpposaHue SHA-384;
- sha-512 — ucnonb3osatb wWndpposaHme SHA-512;
- text key — He ucnonb3osatb WndposaHue (na-
ponb nepenaéTcs B OTKPLITOM BUAE);

- string — naponb.

BbikntounTb RIP-ayTeHTUdMKaLMIO.

ip rip authentication
key-id key_id key
string

no ip rip authentica-
tion key-id key_id

key_id (0..255);
string (1..16) cumBonoB

[06aBuTb Kato4 ayTeHTUdUKaL M.
- key_id — naeHTUdMKaTOp KNtoYa;
- string — naponb.

YAanutb KAtou.

ip rip key-id
key_id {start-accept |
start-generate | stop-

key_id (0..255);
year: (2000..2100);
mon: (01..12);
dd (01..31);

YcTaHOBWTbL NapaMeTpbl A1A KAtoda ayTeHTudumKa-
Lmn.

- start-accept — 3a4aTb Bpemsa, HauMHaA C KOTOPOro
OENCTBYET KoY Ha NPUEM;
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accept | stop-gener-
ate} year-mon-
dd,hh:mm:ss

hh: (00..23);
mm: (00..59);
ss: (00..59)

- start-generate — 3agaTb Bpemsa, HaUMHaAA C KOTO-
poro AeNCTBYET KAtoY Ha nepeaayy;

- stop-accept — 3azaTb Bpems, 0 KOTOPOro AeNn-
CTBYET K/t0Y Ha NpUEM;

- stop-generate — 332aTb BpemMs, 4,0 KOTOPOTO AeW-
CTBYET KJ/tOY Ha nepejavy;

- year-mon-dd,hh:mm:ss — pata v Bpems, 3Ha4eHune
no ymon4aHuio ans start-accept u start-generate:
2000-01-01,00:00:00.

KomaHObl pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKKM B pexume privileged EXEC:

console#

Tabnuua 227 — KomaHapl pexkmuma privileged EXEC

KomaHda

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

show ip rip authentication

0OT06pa3nTb MHPOPMaLMIO O ayTEHTUPUKALUN.

show ip rip database
[ip_addr prefix_length]

OT06pa3nTb 6a3y AaHHbIX.
- ip_addr — IP-agpec cetu;
- prefix_length — IP-macKa ceTu.

show ip rip peerinfo

0OT06pa3nTb MHPOPMaLMIO O coceasX.

show ip rip statistics

OT106pa3snTb 06LLYH CTaTUCTUKY U CTAaTUCTUKY NO UHTEpP-
deticam.

4.29 O6HoBnEeHMe NporpammHoro obecneyeHus c cepsepa TFTP

.‘

Cepsep TFTP aonKeH 6biTb 3anyLLEeH M HAaCTPOEH Ha KOMNbloTepe, ¢ KoToporo byaer 3arpy-
»KaTbcA nporpammHoe obecneueHune. Cepeep AOMKEH MMETb paspeLlleHue Ha uTeHue daid-

JI0B HauyaNbHOro 3arpysumka u/mnm cuctemuoro NO. Komnblotep ¢ 3anyweHHbIMm TFTP-cep-
BEPOM A0/1KeH 6bITb A0CTYNEH AN KOMMYTaTopa (MOXKHO NPOKOHTPO/IMPOBATD, BbINONHUB
Ha KOMmyTaTope KomaHay ping A.B.C.D, rge A.B.C.D — IP-agpec KomnbioTepa).

O6HoBneHue nporpammHoro obecneyeHua moxert OCyLiecCTBNATLCA TOJ/IbKO npusuiaernpo-
BaHHbIM NOJib30BaTe/NIeM.

O6HoBNeHMe nporpamHoro obecneueHna ¢ USB-HakonuTenss BO3MOXKHO TOJIbKO ANA YCT-
poicTs ¢ Haanunem USB-nopra.

4.29.1 Ob6HoBMEHUe cucmeMHO020 Npo2pamMmMHo20 obecrneyeHus

3arpysKa ycTpoicTBa ocyuiecTsaseTca U3 ¢daiina cUCTeMHOro nporpammHoro obecneyenus (M0),
KOTOPbIA XpaHuTcA BO Gnsw-namaAtu. MNpu obHoBNeHUM HOBbIM ¢dann cuctemHoro MO coxpaHseTca B
CNeumnanbHO BblgeneHHoW obnacti namatu. lNpu 3arpyske yCTPOMCTBO 3anycKaeT aKTMBHbIN daiin

cuctemHoro MO.

Mpoueaypa o6HoBAeHMA MO:

CKkonunpoBaTb HOBbIN dana NporpaMmMmHoro obecrneyeHns Ha YCTPOMUCTBO B BblAeieHHY0 ob6aacTb na-

mATN. PopmaTt KOMaHAbI:

console# copy tftp://tftp ip address/[directory]/filename image
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Nnu KomaHgon:
console# firmware upgrade tftp://tftp_ip_address/[directory]/filename
Mpumep KomaHabl ana 3arpyskm MO yepes sftp:

console# copy
sftp://username:password@Tftp ip address//[directory]/filename image

Mpumep KomaHAabl gna 3arpysku MNO ¢ USB-HakonuTens:

console# copy usb://[directory]/filename image

Hosas BepcuAa NnporpammHoOro obecneyeHUs CTaHET aKTUBHOM nocne nepe3arpyskn KommyrtaTtopa.

[na npocMoTpa AlaHHbIX O BEPCUAX NPOrpPamMMHOro obecneyeHmsa U UX akTMBHOCTU BBeAMTE KOMaHay
show bootvar:

console# show bootvar

4.30 Pexkum otnapku

PeXum OTNaZKu MO3BONSAET CHUMMaTb LOMNOJHUTENIbHYIO AMArHOCTUYECKYD WH$opmauumio ¢
YCTPOWMCTBa.

KomaHObI pexcuma 2a0b6aabHol KOHuU2ypayuu

Bua 3anpoca KOoMaHAHOW CTPOKM peXknma rnobanbHo KoOHPUrypauuu:
console (confiqg) #

Tabnunua 228 — KomaHabl pexkmma rnobanbHol KoHdurypaumm

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
o YyMO/YAHUIO
debug iss enable { init-shut | BKAOUMTb reHepaLmio OTAa40UYHbIX COOBLLEHNI AN KOHKPETHOro
management-trc | data-path- 6710Ka CUCTEMHOTO MOAYNA iSS.
trc | cntrl-plane-trc | dump-
trc | os-resource-trc | all-fail} /disable
debug iss disable { init-shut | BbIKNOYNTL FreHepaunto OTNAA0UHbIX COOBLWEHUI ANA KOHKpeT-
management-trc | data-path- Horo 6710Ka CUCTEMHOTO MOAYAA iss.
trc| cntrl-plane-trc | dump-
trc | os-resource-trc | all-fail}
KomaHOb! pexcuma EXEC
Buza 3anpoca KomaHAHOM CTPOKKM pexxunma EXEC:
console#
Tabnunuya 229 — KomaHabl pexxkmma EXEC
Komanda 3HayeHue/3HayeHue Neiicmeue
no ymMoaA4YaHuto
no debug all - OTKNOYNTL BbIBOA, BCEX OTNIAA0UHbIX COOBLEHMN.
dump sockets - MPOCMOTpP BCEX COKETOB B CUCTEME.
dump mem Jocation [len byte] location: (1..0xffffffff); OTO6pasnTb COAEPKMMOro NamaTM M3 3agaHHOM obnact na-
byte: (1..256) MATK.
dump {task | sem | que} name MoKasaTb Aetanu 3agauu, odepeam uam cemadopa npu npuceoe-
[name] - HUM UMEHU TacKa.
- name — Ha3BaHMWe Tacka.
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debug test mem alloc bytes

Bblaenuntb 610Ka NamaATU € 334aHHbIM B HaiiTax pasmepom.

debug test mem free

bytes: (1..4294967295)

OcB060AMTb BblAENEHHbI 60K NamATH.

debug show sensor
temprerature index

index: (0..3)

OT06pasnTb 3HaUEHMA AaT4MKa TemnepaTypbl.

KomaHOowbl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console#

Tabnuua 230 — KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/3HavyeHue
0 yMon4YaHuo

Aelicmeue

debug np module { all | aps |
cfa | eth | fwl | igs | ip | iss |
isspi | 12app | la | mau | mids
| mstp | pnac | qosx | rstp |
tcam | vct | vlan } [level {all |
errors | general | polling}]

no debug np module { all | aps
| cfa | eth | fwl | igs | ip | iss |
isspi | 12app | la | mau | mids
| mstp | pnac | qosx | rstp |
tcam | vct | vlan}

BKAOUMTD reHepaumio OT/1af04HbIX coobuenunin gna NPAPI ans
YKa3aHHOro moayns.

BbIK/HOUNTb reHepaLmio 0T1ag04HbIX coobueHnin ana NPAPI ans
YKa3aHHOro moayns.

debug show vlan np port
[fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port

| tengigabitethernet te_port |
port-channel group]

fa_port: (0/1..24);
gi_port:(0/1..48);
two_port: (0/1..8);.
te_port: (0/1..11);
group: (1..24)

OT06pa3nTb KoHPUrypaumto nopta NPAPI.

debug show ip arp np
interfaces

OT06pa3unTb aepeso uHTepdelicos ARP B NPAPI.

4.30.1 KomaHObI omaadku 01a uHmepgeiicos

[aHHbIN peXnm OTNaAKM YCTaHaBAMBAET TPACCUPOBKMU O1A MHTEPdENcoB ANA YKa3aHHOTO YPOBHA

severity.

KomaHOobl pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#

Tabnunua 231 — KomaHabl pexkuma EXEC

KomaHoa

3HayeHue/3Ha4yeHue
o ymon4arHuro

Aelicmeue

debug interface all severity

no debug interface all

severity: (0..7)/-

BKOUNTL reHepaLmio 0TNaL04HbIX COOBLLEHNIA ANA BCEX BUAO0B
TPaCcCUpPOBOK.

BbIK/IIOYNTb reHepaumIo 0T1af0uHbIX CO0BLEHMIA aNa MHTepdein-
coB.

debug interface arp-pkt-dump
severity

no debug interface arp-pkt-
dump

severity: (0..7)/-

BKkAtounTb TpaccupoBku gamna naketos ARP.

BbIkntounTb TpaccmpoBku aamna naketos ARP.
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debug interface buffer severity

no debug interface buffer

severity: (0..7)/-

BKNIOUUTbL FreHEPaLMI0 OTNaA0UHbIX COOBLLEHWNI AN NAaKETHOro
bydepa.

BbIK/IIOYMTb reHepaLmio 0TNaA404HbIX COOBLLEHMI A1A NaKeTHOro
bydepa.

debug interface enet-pkt-
dump severity

no debug interface enet-pkt-
dump

severity: (0..7)/-

BKntounTb TpaccuposKku gamna naketos Ethernet.

BbIK/MOYMTbL TPACCUPOBKM gamna nakeTos Ethernet.

debug interface fail-all severity

no debug interface fail-all

severity: (0..7)/-

BK/IIOUMTL reHepaLmio OTAaA04UHbIX COOBLEHWNI NPU BO3HUKHO-
BEHUW BCEX BUAO0B COOEB, BK/IOYASA BaMAALMIO NAKETOB.

BbIK/IIOYMTb reHepaLmio 0TAaL0UHbIX COOBLLEHMIA NPY BO3HUKHO-
BeHuM cboes.

debug interface ip-pkt-dump
severity

no debug interface ip-pkt-
dump

severity: (0..7)/-

BKAOUMTbL TpaccMpoBKM gamna nakeTtos IP.

BbIKNHOUYMTL TPACCUPOBKMU gamna nakeTtos IP.

debug interface os severity

no debug interface os

severity: (0..7)/-

leHeprpoBaTb 0TNag0uHbIe coobLeHna aaa pecypcos OC.

BbIK/IHOUMTb reHepaLmio OTaL04YHbIX COOBLLEHMI AN pecypcoB
OC.

debug interface track severity

no debug interface track

severity: (0..7)/-

BKNOUUTL reHepaL Mo OTAa04HbIX COOBLLEHUI CAEXKEHNA UH-
Tepdelica.

BbIKNOUNTb reHepaLMIo OTNAL04UHbIX COOOLLEHWNN CEKEHUA UH-
Tepdelica.

debug interface trc-error
severity

no debug interface trc-error

severity: (0..7)/-

BK/IIOUMTL reHepaLmio OT1aL04HbIX COOBLLEHMI OLINMBOK MHTEp-
deiicos.

BbIK/OYMTb reHepaLmio OTAaL04HbIX COOBLLEHNI OLMBOK NH-
Tepdelicos.

4.30.2 Omnadka VLAN

KomaHOowb! pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKK pexxnma EXEC:

console#

Tabnuua 232 — KomaHgpl pexkmma EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

debug vlan all-debug

no debug vlan all-debug

BKNlOUMTL reHepaumio Bcex OTNAAO0YHbLIX COObBLEeHWI moayna
VLAN.

BbIKNIOUMTbL reHepaLMio Bcex OTAaA0uHbIX coobLeHnit moayna
VLAN.

debug vlan all-module

no debug vlan all-module

BKAOUNTL reHepauumio OTAaf0uHbIX COOBLEHMI, Kacatowmxca
npuopuTteTa, U3bbITOYHOCTH, Nepeaadun TpaduKa.

BbIKNIOUUTL reHepaLmio 0TNaf04HbIX COOBLLEeHMI, KacatoLwmxes
npuopuTeTa, n3bbITOMHOCTH, Nepesayn Tpaduka.

debug vilan buffer

no debug vlan buffer

BKNOUMTL reHepaumto oTaafouHbIX coobueHuii bydepos vian.

BbIKNHOUYMTL reHepaL Mo 0T1aA04HbIX coobLieHnin bydepos vian.

debug vlan ctpl

no debug vlan ctpl

BKAOUNTL reHepauuio OTNAZ04YHbIX COOBLLEHUI ynpasieHun
vlan.

BbIKNOYMTL FreHepauuio OTAaA04HbIX COOBLLEHUI ynpaBaeHun
vlan.

debug vlan data

no debug vlan data

BKAOUNTL reHepaumio OTNaA04YHbIX COoObLEeHnn obmeHa AaH-
HbIMM vlan.

BbIK/IOYMTL reHepaumio OTNa404HbIX CO0BLEeHNn obmeHa aaH-
HbimM vlan.
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debug vlan dump

no debug vlan dump

BKAOUNUTB reHepaLmio 0T1ag0uHbIX COOBLEHNIA 3aXBaTa NakeTos
vlan.

BbIKNOUYNTL reHepaumio 0TAaL04HbIX COObLLEeHNIA 3axBaTa Nake-
ToB vlan.

debug vlan failall

no debug vlan failall

BKAOYNUTL TEeHepauuio OTNafZ0uYHbIX coobueHMit 06 olwmnbKax
vlan.

BbIK/IIOUNTL FreHepaumio oTAaZouYHbIX coobuweHnin 06 owmnbkax
vlan.

debug vlan fwd

no debug vian fwd

BKNHOUNTb reHepaLmio OTNaf04HbIX COObLLIeHMI Nnepeaayun Tpa-
duka vlan.

BbIK/IOYMTb reHepaLmio OT/Ia404HbIX COObLLIEHMI Nepeaaum Tpa-
¢duka vlan.

debug vlan global

no debug vlan global

BK/IIOUNTb FreHEpaLmio OTNIa04HbIX COOBLEHUI rnobanbHO No
moaynto vlan

BbIKNIOUNTL TeHepaLuio 0T1aA0uHbIX CO0bLeHNI r1obanbHO No
moaynto vlan

debug vlan initshut

no debug vlan initshut

BKAOUNTB reHepaumio OTNaf04HbIX COOBLLEHMIT U3MEHEHUA CO-
cToAHMA moayAns vian.

BbIK/NOYNTL reHepaumIo 0T1aL04HbIX COOBLWEHWN U3MEHEHUA CO-
cToAHMA moayns vian.

debug vlan mgmt

no debug vlan mgmt

BKNIOUMTL reHepaumio OTNAAO0YHbIX COODOLLEHMI ynpaBneHus
vlan.

BbIKNOUNTL reHepaLMilo OTNAA0YHbIX COOBLLEHUI ynpaBaeHus
vlan.

debug vlan os

no debug vlan os

BKNOUMTDL reHepaLmio OTN1af0uHbIX COODLLEHMI ANA pecypcos
moayna vlan, kpome bydepos.

BbIK/IOYNTL FreHepaumio 0TNaf0UHbIX COOBLLEHNI ana pecypcoB
moayns vlan, kpome 6ydepos.

debug vlan priority

no debug vlan priority

BKAOUMTL FreHepaLuio OTNad0uHbIX COOBLEHMIM NMpUopPUTETOB
vlan.

BbIK/IOYMTbL reHepaLmio OTAa40UHbIX COOBLLEHNI NpUOPUTETOB
vlan.

debug vlan redundancy

no debug vlan redundancy

BKNIOUMTDL reHepauuio OTNaA04HbIX COOBLEHUIA U3ObITOYHOCTU
vlan.

BbIK/MIOYNTL reHepaLmio OTAaL04HbIX COOBLLEHMI M3OBITOYHOCTH
vlan.

debug garp

no debug garp

-/BbIK/OYEHO

BkatounTb oTnagKky npotokona GARP.

BbikntounTb oTnaaky npotokona GARP.

4.30.3 Omnadka Ethernet-oam

KomaHOwbl pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexuma EXEC:

console#

Tabnunua 233 — KomaHabl pexkuma EXEC

KomaHoa

3HayeHue/3Ha4yeHue
0 yMon4YaHuo

Aelicmeue

debug ethernet-oam all

no debug ethernet-oam all

BK/IlOUMTb reHepaumio BCex OT/1Iaf04HbIX COOGLLI,eHVIVI eoam.

BbikntounTb reHepauuto BCcex 0Tnago4HbIX COO6LLI,eHVII7I eoam.

debug ethernet-oam buffer

no debug ethernet-oam buffer

BKAtouMTb reHepaumto coobuweHnii bydepos eoam.

BbIK/MOUNTB reHepaLmio coobleHnit bydpepos eoam.

debug ethernet-oam config

no debug ethernet-oam config

BK/OUMTL reHepaLmio coobLLeHUit KoHUrypaumm eoam.

BbIKOUMTL reHepaLuio coobLieHnit KoHduUrypaumm eoam.

debug ethernet-oam ctrl

BKIOUNTL reHepauuto coobLLeHuit ynpasieHms eoam.
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no debug ethernet-oam ctrl

BbIK/NOUMTL reHepaLmio coobLleHui ynpasieHmsa eoam.

debug ethernet-oam discovery

no debug ethernet-oam
discovery

BKAtoUNTL reHepauuio coobuieHui npouecca obHapyKeHus co-
cepei eoam.

BbIK/NOUMTb reHepaumto coobLueHmnit npouecca 06HapyKeHus co-
cepei eoam.

debug ethernet-oam failure

no debug ethernet-oam failure

BKAtounTb reHepaymio coobuieHnin owmnbok eoam.

BbIKNOUNTb reHepaunio coobLieHunii ownmbok eoam.

debug ethernet-oam func-
entry

no debug ethernet-oam func-
entry

BK/IIOUMTL reHepaLmio coobLieHnii BXoaa B GyHKLMKM eoam.

BbIK/NOYNTb reHepaLmio coobLLeHni BXo4a B GYHKLMKM eoam.

debug ethernet-oam func-exit

no debug ethernet-oam func-
exit

BKOUYNTL reHepaumnio coobueHmnit Bbixoaa us GyHKLMI eoam.

BbIKNOUYMTb reHepaumio coobLLeHUN BbIXoAa U3 GYHKLMIA eoam.

debug ethernet-oam init

no debug ethernet-oam init

BKNOUMTL reHepaumio COOBLLEHUIA U3MEHEHUS COCTOAHUA MO-
ayns eoam.

BbIKNtOUNTb reHepaL Mo COOBLWEHNN U3MEHEHUS COCTOAHUA MO-
ayna eoam.

debug ethernet-oam Im

no debug ethernet-oam Im

BKkntounTb reHepaymio coobuieHnit link-monitor eoam.

BbIKNOUMTb reHepaumio coobuieHuit link-monitor eoam.

debug ethernet-oam loopback

no debug ethernet-oam
loopback

BKkntounTb reHepaymto coobuieHnin remote-loopback eoam.

BbIKNOUNTb reHepaumio coobuieHunii remote-loopback eoam.

debug ethernet-oam mux-
parser

no debug ethernet-oam mux-
parser

BKNOUUTL reHepauuto coobLLeHMIA COCTOAHMI MUX-parser eoam.

BbIKNOUMTb TEHEpaLMto COODOLEHUN COCTOAHUIA Mmux-parser
eoam.

debug ethernet-oam pkt

no debug ethernet-oam pkt

BKNtouMTb reHepaumto coobueHnn AnA nakeTa eoam.

BbIK/HOYMTb reHepaLmio CoobLLeHNit 4NA NakeTa eoam.

debug ethernet-oam
redundancy

no debug ethernet-oam
redundancy

BKNOUMTL reHepaumto coobLeHnin M36bITOYHOCTM eoam.

BbIKNOUNTb reHepaunio coobLLeHni 3bbITOYHOCTU eoam.

debug ethernet-oam resource

no debug ethernet-oam
resource

BKNOUUTL reHepaLmto coobLLEHMI ANA PecypcoB eoam, Kpome
bydepos.

BbIKNOUNTb reHepaLmio CoobLLEHMI Ans pecypcoB eoam, Kpome
bydepos.

debug ethernet-oam rfi

no debug ethernet-oam rfi

BK/IlOUMTbL reHepaunio coobLueHUt yaaneHHOro obHapysKeHus
aBapuit eoam.

BbIKNIOUUTL reHepaLmio coobLLeHNI yaaneHHoro o6HapyKeHus
aBapuit eoam.

debug ethernet-oam var-
regresp

no debug ethernet-oam var-
reqresp

BKAOUNTL reHepauuio coobuieHnid ana 3HaYeHUn 3anpocoB-0T-
BETOB eoam.

BbIKNtOUNTL reHepauuto COOﬁUJ,eHMVI AnAa 3HaYeHuw 3anpocoB-0T-
BETOB €0am.

4.30.4 MypHanuposaHue omaaodo4YHbix coobweHuli

C nomowpo JaHHOro 6210Ka KOMaHA, HaCTpPanBalTCA MapaMeTpbl BeAeHUA XYpHa/sa OT/NaAKU B
cncreme.

HasBaHue ypHana coaepKuT B cebe aaty ero co3gaHus Ha flash.

KomaHOb! pexcuma 2nobasnbHoU KOHpuU2ypayuu

Buza 3anpoca KoMaHAHOW CTPOKM pexkmnma rnobanbHol KoOHPUrypaumu:
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console (config) #

Tabnnua 234 — KomaHgbl pexuma rnobanbHoi KoHduUrypaumm

Komanda 3HayeHue/3HayeHue Neiicmeue
110 yMOM4YaHUIo
debug-logging { console | file MepeHanpaBuTb BbIBOA, OT/NIa04YHbIX COOBLEHUI B KOHKPETHOe
| buffered-file} pacnonoeHue.
console — B TepMUHaN KOHCONK;
file — B oTaenbHbIN dain Ha flash;
buffered-file — B oTaenbHbIN 6ydep, npu uciepnaHum pecypca by-
depa — B dpaitn Ha flash.
no debug-logging YCTaHOBUTb 3HAYEHME MO YMONYAHMUIO.
debug-logging log-path YcTaHOBUTb pacnonoxeHue daina, B KOTOPbIM 3anucbiBatoTca de-
{flash_url} flash:/LogDir/Debug/ bug-coobuenna.
no debug-logging log-path YCTaHOBUTb 3HaYEHME NO YMONYAHUIO.
’ ‘ UHPopmaumna o debug-logging log-path xpaHutca B ¢paine nvram. [insa Bo3BpaTta AUPEKTO-
e pum no ymonuyaHuto Tpebyetca ucnonb3osaTb KomaHay no debug-logging log-path naun
delete startup.
’ ‘ Mpu ucnonb3zoBaHum KomaHgbl clear logs debug file ctupaeTtca Bce cogepkumoe gupeKkTo-
H pun, B KOTOpoi Haxogatca $ainbl KypHanos. PekomeHayeTca UCNONb30BaTbh OTAE/NbHYIO

OVUPEKTOPUIO UIN AUPEKTOPUIO MO YMONUAHUIO A1 XPaHEHUA }KYPHANoB Bo usbexaHue no-
Tepu KOHPUrypaLoHHbIX ¢paiinos.

’ ‘ Bo3mo)XHa coBmecTHasa pabota KomaHpg debug-logging console u debug-logging {file |
. buffered-file}

KomaHOb! pexcuma EXEC

Bupa 3anpoca KomaHAHOM CTPOKK pexunma EXEC:
console#

Tabnuua 235 — Komanapl pexkuma EXEC
Komanda 3HayeHue/3HayeHue Neiicmeue
110 yMOAYAHUIO

clear logs debug file OuncTUTL cogepnmoe gupektopun ¢ debug-dpannamu.

4.30.5 KomaHObI 0518 omaadku pyHKYuli ynpasneHus

KomaHObl pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:
console#

Tabnnua 236 — KomaHgb! pexkmuma EXEC

Komanoa 3HayeHue/3HavyeHue Lleiicmeue
no yMo/aYaHuro
debug radius {all | errors | BKNHOUMTb reHepaumto OTAa40uHbIX CO0BLEHMIA AN NPOTOKONA
events | packets | responses | RADIUS.
timers} -/BbIK/IIOYEHO
no debug radius BbIKNOUYNTb reHepaLLmio OTIaA04HbIX COOBLEHNI aNa NPOTOKONA
RADIUS.
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debug tacacs {all | dumprx |
dumptx | errors | info}

no debug tacacs

-/BbIKNOYEHO

BK/IIOUMTb reHepaLmio OTIaZl04YHbIX COOBLLEeHWI AN NpoToKoAa
TACACS.

BbIK/MOUUTb reHepaLmio 0TAaA04HbIX COOBLLEHMI 414 MPOTOKO1A
TACACS.

debug ssh {all | duffer | ctrl |
data | dump | mgmt| resource
| server | shut}

no debug ssh {all | duffer | ctrl
| data | dump | mgmt |
resource | server | shut}

-/BbIKNOYEHO

BKOUYNTL reHepaumio 0TNaL0uHbIX coobuieHuni ana SSH.

BbIKNHOUYNTL reHepaLmio OT1af04HbIX coobLeHni ana SSH.

debug terminal take

no debug terminal take

-/BbIKOYEHO

BKtOUYNTL BbIBOZ, OTN1IaA404HbIX COOBLLEHMIA B TEKYLLEN
SSH-/Telnet-ceccuu.

BbIKNIOUMTb BbIBOZ, OT/1aA04UHbIX COOBLLEHMIA B TEKYLLEN
SSH-/Telnet-ceccuu.

4.30.6 KomaHObI 0n5 omnadKku npomokona DHCP

KomaHgabl faHHOro 6710Ka BKAOYAKOT oTc/exunsaHme moaynsa DHCP.

KomaHOwbi pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKKM perkmuma EXEC:

console#

Tabnunua 237 — KomaHabl pexxkmma EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

debug ip dhcp snooping {all |
critical | entry | exit | debug |
fail}

no debug ip dhcp snooping {all
| critical | entry | exit | debug
| fail}

-/BbIKNIOYEHO

BKAOUUTL reHepaumio coobuieHnin otnagkm oyHKkumm DHCP
Snooping.

BbIKNOUYUTb reHepaumio cooblieHunii othagkm ¢yHkumm DHCP
Snooping.

debug ip dhcp client all

no debug ip dhcp client all

-/BbIKNIOYEHO

BKAtOUNTL reHepaumio Bcex coobLeHnit othagkm dyHkumm DHCP
client.

BbIKNOUMTb FeHepauuto BCEX COOOLLEHWI OTNaaKku ¢yHKUMM
DHCP client.

debug ip dhcp client {bind |
errors | event | packets}

no debug ip dhcp client {bind |
errors | event | packets}

-/BbIKNIOYEHO

BKNOUUTL reHepauuio BbI6OPOUYHbIX COOBLEHNIN OTNaaKM PYHK-
umm DHCP client.

BbIK/MOUMTL reHepaumio BblI6OPOUHbIX COOBLLEHUIA OTAaAKM
¢dyHKumm DHCP client.

debug ip dhcp relay {all |
errors}

no debug ip dhcp relay {all |
errors}

-/BbIKNIOYEHO

BKNtoUNTL reHepaumio cooblieHnii otnagkm ¢yHkuum DHCP re-
lay:

- all — Bce oTnagoyHble coobuleHUs;

- errors — 0TN1afl04Hble coobLeHUn nNpu owmnbKax.

BbIKNHOUNTb reHepaLmio coobleHuii otnagku dyHkumm DHCP re-
lay.

debug ip dhcp server {all |
bind | arrors | events | linkage
| packets}

no debug ip dhcp server {all |
bind | arrors | events | linkage
| packets}

-/BbIKNIOYEHO

BKNtOUNTL reHepaunto BbIBOPOYHbIX COOBLLEHUI OTNAAKN PYHK-
unm DHCP server.

BbIK/MOUUTL reHepaumio BblI6OPOUHbIX COOBLLEHUIA OTAafAKM
¢dyHKummn DHCP server.

debug show ip dhcp np
interfaces

MokaszaTtb KoHOUrypaumio GYHKUUN KOHTPOAA npoTokona DHCP.
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4.30.7 Omaadka ¢pyHkyuu PPPoE-IA

KomaHOowb! pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnuua 238 — KomaHabl pexkmma EXEC

KomaHoa

3HavyeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

debug pppoe intermediate-
agent all

no debug pppoe intermediate-
agent

BK/OYMTB reHepaumio Bcex OTIaA04HbIX coobLieHnin PPPoE-IA.

BbIKNOUNTL reHepaLmio BCeX OTIaf04HbIX co0bLeHnin PPPOE-IA.

debug pppoe intermediate-
agent entry

no debug pppoe intermediate-
agent

BKAHOUMTL reHepaL Mo OTIaA04HbIX COObLEHNI 0 BXoae B QYHK-
unm PPPOE-IA.

BbIK/NOUNTL reHepaLmio BCeX OTIaf04HbIX co0bLeHnin PPPOE-IA.

debug pppoe intermediate-
agent exit

no debug pppoe intermediate-
agent

BKAOUNTbL FeHepauutio OTNaZ0YHbIX COOBLEHUI O Bbixoge U3
dyHKumMin PPPOE-IA.

BbIKNOUNTL reHepaLmio BCeX OTIaf04HbIX co0bLeHnin PPPOE-IA.

debug pppoe intermediate-
agent fail

no debug pppoe intermediate-
agent

BKNOUMTbL reHepaumio OT/NagouYHbIX coobueHnint 06 owmnbkax
PPPoOE-IA.

BbIK/OUNTb reHepaLmio BCeX OT/1af04HbIX co0bLeHnit PPPOE-IA.

debug pppoe intermediate-
agent pkt

no debug pppoe intermediate-
agent

BKAlOUMTb reHepauMio OTNafO04HbIX COObBLWEeHWM O nakeTtax
PPPoOE-IA.

BbIKNOUNTL reHepaLmio BCex 0TAag04HbIX coobuweHnin PPPOE-IA.

4.30.8 Omnadka pyHKyuu DCS

KomaHOwbl pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 239 — KomaHgb! pexkuma EXEC

Komanda 3HayeHue/3HayeHue eiicmeue
no ymMmoa4YaHuro
debug dcs all BKOYNTL reHepaumio Bcex 0T1aA04HbIX coobLeHnit dcs.
no debug dcs i BbIKNHOUYNTL reHepaLmio BCex 0TAaf04HbIX cO0bLweHM dcs.
debug dcs entry BKOUMTb reHepaumio OTIaA04HbIX COObLEeHNI 0 BXoae B QyHK-
- umm dcs.
no debug dcs BbIKNHOUNTL reHepaL Mo BCex 0TAaf04HbIX CO0bLweHuM dcs.
debug dcs exit BKNIOUMTbL reHepauuto OTNaZouYHbIX COObLLEHMI O Bbixoge M3
- dyHKLMIA dcs.
no debug dcs BbIKNHOUNTL reHepaL Mo BCex 0TNaf04HbIX CO0bLweHM dcs.
debug dcs fail BKNHOUMTb reHepaLmio 0T1a404HbIX coobueHnin 06 owmnbKkax dcs.
no debug dcs i BbIKNOUYNTL reHepaL Mo BCex 0TNaf04HbIX CO0bLweHmM dcs.
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4.30.9 Omnadka pyHkyulii QoS

KomaHOwbi pexcuma EXEC

Bua 3anpoca KomaHAHOM cTPOKKM pexxunma EXEC:

console#

Tabnunua 240 — KomaHabl pexkmma EXEC

no debug gos ctrl

Komanda 3HayeHue/3Ha4yeHue Leiicmeue
no ymon4aHuro
debug qos buffer BKNOUUTL reHepauuio OTAafouHbIX cooblieHuii ana bydepos
QoS.
no debug qos buffer i BbIKNOUMTb reHepauuio OTNaA04HbIX cooblieHunit ana bydepos
QosS.
debug qos ctrl BKNOUMTL reHepauuio 0T1a04HbIX COOBLEHUI ANA ynpaBieHus

QosS.

BbIKNOUYUTb reHepaunio OTAaf04uHbIX COObLEHUI Ans ynpase-
Hua QoS.

debug qos dump

no debug qos dump

BK/IIOUMTL reHepaLLmio 0T1aL04HbIX CO0bLLEeHMI No nakeTam QoS.

BbIkntounTb reHepauuto OT/1ag04HbIX COO6LLI,eHl/Il71 MO NakKeTam
QosS.

debug qos failall

no debug qos failall

BKAOUMUTL reHepauuio OTNaf04YHbIX COOBLLIEHMI MO owKnbKam
QosS.

BbIKNtOUMTb reHepaLmio OTNAA04HbIX COOOLEHMI NO OWnbKam
QosS.

debug qos init-shut

no debug qos init-shut

BKNOUMTL reHepaumio OTNaA04HbIX COOBLWEHUI NO U3MEHEHUIO
cocToaHma moaynsa QoS.

BbIKNOYUNTL reHepaLLMio OTN3A04HbIX COOBLLEHNI MO USMEHEHUIO
cocrosaHma moayna QoS.

debug gos mgmt

no debug qos mgmt

BKNtOUNTL reHepaLLmio OTNaA04HbIX COOBLLEHUIA ANA ynpaBieHnn
QosS.

BbIKNOUMTb reHepaLnio OTAaL04HbIX COObLLEHMI Ans ynpaBe-
Hua QoS.

debug gos os

no debug qos os

BKNIOUUTL reHepauuio OTNaA0uHbIX COObLEeHUI ana pecypcos
QoS, kpome bydepos.

BbIKNOUNTb reHepaLmio OTIaA04HbIX COODOLWEHUN ANA pecypcos
QoS, kpome bydepos.

debug show gqos meters

OT06pa3nTb MHGOPMALMIO O KOJIMYECTBE BblAEIEHHbIX U CBOOOA-
Hbix QoS Meters.

4.30.10 KomaHOblI 018 omaadku npomokoaa SNTP

KomaHgbl gaHHOro 6/10Ka N03BOIAKOT CHUMATb AOMNONTHUTENbHYIO ANArHOCTUYECKYHO MHd)OpMaLI,M roana npo-

ToKkona SNTP.

KomaHObI pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM perknuma EXEC:

console#

Tabnnua 241 — KomaHapl pexkuma EXEC

KomaHoa

3HayeHue/3Ha4yeHue
o ymon4aHuio

Aeiicmeue

debugsntp {all | all-fail | buff |
control | data-path | init-shut
| mgmt| resource}

-/BbIK/IOYEHO

BKtOUYNTL reHepaumio OTNaL0uHbIX coobleHna 610Kka SNTP.
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no debugsntp {all | all-fail |
buff | control | data-path |
init-shut | mgmt| resource}

BbIKNHOUYNTL reHepaLmio OT1aA04HbIX coobLeHna 6aoka SNTP.

4.30.11 KomaHObI 019 omaadku npomokona STP

KomaHabl gaHHOro 6/10Kka NO3BO/IAKT CHMMATb AONO/THUTENIbHYIO ANArHOCTUYECKYIHO VIHd)OpMaLI,VII-O ana

npoTtokona STP.

KomaHOowbl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnuya 242 — KomaHgb! pexkmuma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

debug spanning-tree global

no debug spanning-tree global

-/BbIK/IIOYEHO

BKNOUMTD reHepaumto oTaaf0uHbIX COObLEHMI AN NPOTOKOA
STP rno6anbHo.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

debug spanning-tree all

no debug spanning-tree all

-/BbIK/OYEHO

BKNHOUMTL reHepaL Mo BCex OT1af04uHbIX COObLLEeHMI a5 NpoTo-
Kona STP.

YCTaHOBUTb 3HaAYeHMe No YMONYaHUIO.

debug spanning-tree errors

no debug spanning-tree errors

-/BbIK/OYEHO

BKNOUMTL reHepauuio coobLLeHnit oTnagKkM ana npotokona STP
018 AUArHOCTUKM OWKBOK.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

debug spanning-tree init-shut

no debug spanning-tree init-
shut

-/BbIK/IIOYEHO

BKNOUMTL reHepauuio cooblLeHnit oTaagkM ana npoTtokona STP
Ana init u shutdown. 3Ta TpaccupoBKa reHepupyeTca Npu Heyaau-
HOM UAN YCNELWHOW MHULMAAN3aLUMM UAW 3aKpbITUKM moayna STP.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

debug spanning-tree
management

no debug spanning-tree
management

-/BbIK/IIOYEHO

BKAOUYUTDL reHepaumio COOBLWEHNI OTNAAKM NpU ynpaBaeHUn
npoTokonom STP. OTnagouHble COOBLEHUA TeHEPUPYIOTCA KaxK-
bl pas, Koraa Bbl HAaCTpamBaeTe Kakne-nmbo dyHkumm STP.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

debug spanning-tree memory

no debug spanning-tree
memory

-/BbIKOYEHO

BK/AOYUTbL FreHepaumio OTNPaBKM OTAAL0UHbIX COOBLEHUI npu
Hey4auyHOM U1 ycreLwHoMm BblaeneHnn namaTtv ana STP-npouecca.

YCTaHOBUTb 3HaYeHME N0 YMONYAHWUIO.

debug spanning-tree bpdu

no debug spanning-tree bpdu

-/BbIK/IIOYEHO

BKAOYUTL reHepaumto coobLeHnit oTnaaku aAna npotokona STP
npv HeyAa4YHOM M yCrelwHom npuveme, nepegade n obpabotke
naketos BPDU.

YCTaHOBUTb 3HaYeHuMe no YMONYaHUIO.

debug spanning-tree events

no debug spanning-tree events

-/BbIKAOYEHO

BKAOUMTL reHepaL Mo coobLweHuin oTAagKu ans cobbITUiA KOHPU-
rypauum npotokona STP. CoobuieHna reHepupytoTca npu
HacTpoWke GpyHKumii STP.

YCTaHOBUTb 3HaYeHMEe N0 YMONHYAHWUIO.

debug spanning-tree timers

no debug spanning-tree timers

-/BbIKOYEHO

BKkAOUKUTL reHepauuio coobLeHWUA OTNafKM MPU HeyaauHOM,
yCnewHoM 3anycke, Npy OCTaHOBKE MUK Mepe3anycke TaiMepos
npoTtokona STP.

YCTaHOBUTb 3HaYeHME N0 YMONYAHWUIO.

debug spanning-tree {port-
info-state-machine | port-
receive-state-machine | port-
role-selection-state-machine |
port-transmit-state-machine }

-/BbIK/IIOYEHO

BKOUNTD reHepaLmio coobLieHnl 0TAaAKM ANA NOPTOB, 3a4ei-
CTBOBAHHbIX B NOCTpoeHun aepesa STP.
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no debug spanning-tree {port-
info-state-machine | port-
receive-state-machine | port-
role-selection-state-machine |
port-transmit-state-machine|
pseudolnfo-state-machine}

YCTaHOBUTb 3HaYeHMe N0 YMOJTHAHUIO.

debug spanning-tree
redundancy

no debug spanning-tree
redundancy

-/BbIKNOYEHO

BK/IlOUMTL reHepaumio coobLieHnii OTNaLKM B Pe3epBHOM y3ne
STP npw BbINONHEHUW PE3ePBHOMO KONMPOBAHUA MHOOPMALUM O
KOHOUrypauum oT akTUBHOTO y3/1a.

YCTaHOBWTb 3HaYeHMe N0 YMOJTHAHUIO.

debug spanning-tree sem-
variables

no debug spanning-tree

-/BbIK/IOYEHO

BKAtOUNTL reHepaumio coobuieHuii oTnaakv ana npotokona STP
npv HeyAa4YHOM M YCNEeLWHOM CO34aHUM U yaaneHme cemadopa.

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

debug show spanning-tree
port-state { fastethernet
fa_port | gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}

OT06pa3nTb STP-COCTOAHMA MOpPTa BO BCEX CYLLECTBYHOLMX WH-
CTaHcax.

debug show spanning-tree
vlan-mapping [instance]

instance: (0..63)

OT1o6pa3snTtb mannuHr VLAN no nHcTaHcam. Ecam ykasaH onumo-
Ha/NbHbIM NapameTp instance, To BbIBOAUTCA MannuHI TONbKO ANA
3TOro MHCTaHca.

debug spanning-tree bridge-
detection-state-machine

-/BbIK/IIOYEHO

BK/IIOUMTL OT/Ial0YHbIE COOBLEHNA 419 MeXaHM3Ma ObHapyKe-
HUA cocepen.

debug spanning-tree topology-
change-state-machine

-/BbIKNOYEHO

BK/IIOUMTL OT/Ial04YHbIE COOBLEHNA 419 MeXaHM3Ma ObHapyKe-
HWA U3MEHEHWIA TONONOTUM.

4.30.12 KomaHOvbl 0158 omaadku npomokona LLDP

KomaHgbl gaHHOro 610Ka NO3BONAOT CHMUMATb AONONHUTENIbHYKO ONArHOCTUYECKYHO VIHd)OpMaLl,VIlO

4nA npoTtokona LLDP.

KomaHOwb! pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKKM pexxunma EXEC:

console#

Tabnunuya 243 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 YyMOAYAHUIO

Aelicmeue

debug lidp all

no debug lidp all

-/BbIK/IOYEHO

BK/IOUMTL reHepaL Mo BCex OT1ag04uHbIX COObLLIEHMI Ans NPOTO-
Kona LLDP.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

debug lidp all-fail

no debug lidp all-fail

-/BbIK/IOYEHO

BKNIOUMTL reHepauuio coobLeHni oTaaaKku ans npotokona LLDP
ONA ANArHOCTUKM OLWKBOK.

YCTaHOBUTb 3HaYeHMe MO YMOJTHAHUIO.

220

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx




HELTEX

debug lldp {buf | critical | ctrl
| data-path | init-shut | mgmt
| pkt-dump | redundancy |
resourve}

no debug lidp {buf | critical |
ctrl | data-path | init-shut |
mgmt. | pkt-dump |
redundancy | resourve}

-/BbIK/IIOYEHO

BK/NOYNUTbL TeHepaumio BbIGOPOUYHbIX OTNALOYHbIX COOBLLEHWUIA
npotokona LLDP.

- buf — oThagouHble coobleHUs, cBsA3aHHble ¢ bydepom LLDP;

- critical — oTnago4Hble COOBLLEHNA KPUTUUECKOTO YPOBHS;

- ctrl — oTnapouHble coobleHnn npu cboe Npu UIMeHeHUU Uam
nony4yeHunn 3anucei LLDP;

- data-path — oTnagouHble coobuieHuns, Kacatolwmecs nyT1 nepe-
[3a4M Uav nosyyeHua 3anucen LLDP;

- init-shut — oThago4Hble coobLeHMA NpY HeyAa4YHOW HULMANK-
3auuMmn 1 BblKIOYeHUM moayna LLDP;

- mgmt — oTnafouYHble cooblieHua npu cboe B KoHbUTypauum
nobow u3 dyHkumit LLDP;

- pkt-dump — oTraf0uHbIE COOBLLEHNA AA TPACCUPOBKM AAaMMOB
NaKeTos.;

- resource — OT/1aZl04Hble cO0bLWEeHNs, CBA3AHHbIE C pecypcamm
OC. 3Ta TpaccMpoBKa reHepupyeTca npu cboe B ouepeanax coob-
LWEHN.

YCTaHOBUTb 3HaYeHME N0 YMOHAHMUIO.

debug lidp tlvall

no debug lidp tlv all

-/BbIK/IIOYEHO

leHepunpoBaTb OTNaA04YHbIE COObLEHNs gna Bcex TLV-onuuii.

YCTaHOBUTb 3HaAYeHMe no YMONYaHUIO.

debug lidp tlv {chassis-id |
inventory-management | lag |
mac-phy | max-frame | med-
capability | mgmt-addr |
mgmt-vid | network-policy |
port-vlan | ppvlan | proto-id |
pwr-mdi | sys-capab | sys-
descr | sys-name | ttl | vid-
digest | vlan-name}

no debug lidp tlv

-/BbIK/IIOYEHO

leHepupoBaTb OTNAL04HbIE COODLLEHUA ANA BbIBOPOYHBIX PYHK-
umi TLV-onuui.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

4.30.13 KomaHObI 018 omaadku ¢pyHkyuu IGMP Snooping

KomaHabl faHHoro 6/10Ka No3BOIAKT CHUMATb AOMOAHUTENbHYIO AMArHOCTUYECKYH0 MHPOPMALMIO

Ana npotokona IGMP.

KomaHOowb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#

Tabnunua 244 — KomaHabl pexkuma EXEC

KomaHoa

3HayeHue/3HayeHue
o ymon4arHuro

Aelicmeue

debug ip igmp snooping all

no debug ip igmp snooping all

-/BbIKOYEHO

BKIOUNTB reHepaLmio Bcex OTNaA0UHbIX COOBLWeHNI Ana GyHK-
umn IGMP Snooping.

YCTaHOBUTb 3Ha4YeHME N0 YMOIHAHMUIO.

debug ip igmp snooping {entry
| exit}

no debug ip igmp snooping
{entry | exit}

-/BbIK/IIOYEHO

BKAOYUTL reHepauumio OTNafo4YHbIX COOBLLEHU AnAa AmarHo-
CTUKM BX0Aa-Bbixoaa B pyHKumMto IGMP Snooping.

YCTaHOBUTbL 3HaYeHue no YMON4YaHUIO.

debug ip igmp snooping fwd

no debug ip igmp snooping
fwd

-/BbIK/IIOYEHO

BKOUUTB reHepaLmio 0T1aA404HbIX COOOLWEHNI B cnyyae nepec-
CblIKK 6a3bl gaHHbIX IGMP.

YCTaHOBUTb 3Ha4YeHME NO YMOIYAHMUIO.
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debug ip igmp snooping grp

no debug ip igmp snooping grp

-/BbIKNOYEHO

BK/IIOUNTL reHepaLmio 0T1aA04HbIX COOBLLEHMIA, B Cyyae 3aaen-
cTBOBaHMA MHPopmaumm o IGMP-rpynnax.

YCTaHOBUTb 3HaYeHMEe N0 YMONYAHUIO.

debug ip igmp snooping init

no debug ip igmp snooping init

-/BbIKIOYEHO

BK/IlOUMTL reHepaumio coobLieHnsa no cobbiTUAM MHULMaNU3a-
umu u shutdown, nHpopmauma 3aHocuTca B dpain.

YCTaHOBWUTb 3HAYeHUE NO YMO/THaHUIO.

debug ip igmp snooping {mgmt
| redundancy | resourses|
vlan | src}

no debug ip igmp snooping
mgmt

-/BbIKNOYEHO

BKAtOUNTL reHepauuto BbIGOPOYHbIX OTNALO0YHbIX COODLLEHWI
ana eyHkuum IGMP Snooping.

YCTaHOBUTb 3HaYeHMe N0 YMONYAHWUIO.

debug ip igmp snooping pkt

no debug ip igmp snooping pkt

-/BbIKOYEHO

BKNOUNTL reHepauuio OT1aA04HbIX COOBLLEHNI NPU BO3HUKHO-
BEHUM OWINBKM Npu Nnepegaye uam npueme naketos IGMP.

YCTaHOBUTb 3HAYeHUE NO YMO/THaHUIO.

debug ip igmp snooping qry

no debug ip igmp snooping qry

-/BbIKNIOYEHO

BKntounTb reHepaumio NakeToB NpW OTNPaABKE UAN MOAYYEHUU
query-naketos IGMP.

YCTaHOBWTb 3HaYeHMe N0 YMOAYAHMUIO.

debug ip igmp snooping tmr

no debug ip igmp snooping tmr

-/BbIKNOYEHO

BKAtOUNTL reHepaLmio NaKeToB B TeX C/ly4anx, KOraa 3afaencrso-
BaHbl Tamepbl.

YCTaHOBWTb 3HaYeHMe N0 YMOAYAHMUIO.

debug ip igmp snooping trace
{all | data-path | ctrl-path | Rx
| Tx}

no debug ip igmp snooping
trace {all | data-path | ctrl-
path | Rx | Tx}

-/BbIKNOYEHO

BKNOUMUTL reHepaumio OTNAAO0YHbIX COODOLWEHUMIA Ana AnarHo-
CTUKM TPACCUPOBOK, CBA3AHHbIX C NpOoTOKo/IOM IGMP.

- all — BKAOUNTL reHepaLMio BCeX OT/Ia404HbIX COOBLLEHNI;

- RX — BK/IOUYUTb reHepaLmio OT1Ia404HbIX COOBLWEHNIN AN Tpac-
CUPOBKM NPUHMMAEMbIX MAKETOB;

- TX — BK/IOUYUTL FreHepaLmio OT1aA04HbIX COObLLEeHUIA ana Tpac-
CUPOBKM NepesaBaeMblX NAKETOB;

- ctrl-path — BK/1lOYNTL reHepaumio OTNaA0UHbIX COOBLLEHWI NpK
NPOXOXKAEHUM KOHTPONbHOM yrnpasasatowen MHGopmaumm;

- data-path — BKNOUUTL reHepaLMio OTNaZL0YHbIX COODLLEHNN
Npv NPOXOXKAEHUN MYbTUKACT-TpadUKa.

YCTaHOBUTb 3HAYEHME MO YMONYAHMUIO.

4.30.14 Omaadka 0ns port-channel

KomaHOwb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM perkmuma EXEC:

console#

Tabnunua 245 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

debug lacp all

no debug lacp all

BK/OUNTL reHepaumio Bcex 0T1aA04HbIX cooblieHnina ansa LACP.

BbIK/MIOYNTL reHepaLmio BCeX OTIaf04uHbIX coobueHninsa ansa LACP.

debug lacp buffer

no debug lacp buffer

BK/OUUTL reHepaumio oTaagouHbIX coobeHuii no bydepam LACP.

BbIK/MIIOYNTb TFeHepaunio OTNafoYHbIX coobuweHnin no bydepam
LACP.

debug lacp data

no debug lacp data

BK/OYNTB reHepaLmio 0T1aA04HbIX CO0bLLEHMIT 0bMeHa AaHHbIMM
LACP.

BbIKNOYNTL reHepaumio OTNAA0YHbIX COObWEeHMI obmeHa pAaH-
HbiMmu LACP.

debug lacp events

no debug lacp events

BKAOUMTL reHepaumio OTNa404YHbIX COOBLEHMI Mo cobbITUAM
LACP.

BbIK/IOYNTL FeHEepaLuMio OTNaA04YHbIX COOBLLEHNA no cobbiTuam
LACP.
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debug lacp failall

no debug lacp failall

BKtOUNTL reHepaLmio 0TAaA04HbIX Co0bLeHn no owmnbkam LACP.

BbIKNOYMTL FeHepauuio OTNafo04YHbIX COOBWEeHU no ownbrkam
LACP.

debug lacp init-shutdown

no debug lacp init-shutdown

BKNOUUTL reHepaLmio 0T1a404HbIX COOOLLEHNI M3MEHEHMA COCTO-
aHunAa LACP.

BbIKNOUMTb reHepaumio OTNaZ04uYHbIX COODOLEHNI U3MEHEHUA CO-
cTtoAaHuAa LACP.

debug lacp mgmt

no debug lacp mgmt

BK/IIOUMTb reHepaLmio 0TNa404HbIX COOBLIEHNIA NO YNPaBAAIOLWLMM
coobueHuam LACP.

BbIK/IOUMTL FeHepaumio OTNaA0uHbIX COObLLIeHMI MO ynpaBasto-
wmm coobuweHmnam LACP.

debug lacp os

no debug lacp os

BKNOUMTL reHepaumio 0T1ag04uHbIX coobuweHnin no pecypcam LACP,
nckaoyan bydepbl.

BbIK/NIOUMTL TeHepauuio OTNafL04YHbIX COOBLEHMIt Mo pecypcam
LACP, nckntouas byoepbl.

debug lacp packet

no debug lacp packet

BKNOUUTL reHepaL Mo 0T1aA04HbIX coobweHnin no naketam LACP.

BbIKNIOUMTL reHepauuio OTNaf04HbIX COOBLEHW Mo nakeTam
LACP.

KomaHOb! pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnuya 246 — KomaHgb! pexkmuma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

debug etherchannel all

no debug etherchannel all

BKNOUUTL reHepaLmio BCex OTNIaA04HbIX coobuweHnin ana LAG.

BbIKNOUMTb reHepaLmio BCeX OTNaL04HbIX CO0bLeHnI ana LAG.

debug etherchannel detail

no debug etherchannel detail

BK/IIOUMTL reHepaumio noapobHbIX 0TAALO0UHbIX COObLEeHNI ans
LAG.

BbIK/OYMTb reHepaLmio NoAPOBHbIX OTAAL0UHBIX COOBLLEHMI ann
LAG.

debug etherchannel error

no debug etherchannel error

BKNOUUTL reHepaumto oTAaf0uHbIX coobLeHMii 06 owmnbkax LAG.

BbIKNOUNTb reHepaLmilo OTNaZLOYHbIX CO0bLWeHMn 06 owmnbKax
LAG.

debug etherchannel event

no debug etherchannel event

BKAtOUNTL reHepaLLmio 0TNaL04HbIX CO0bLLEHUI No cobbiTuAM LAG.

BbIKNOUNTb reHepaLmio OTNALOYHbIX COODOLEHUI No cobbITUAM
LAG.

debug etherchannel idb

no debug etherchannel idb

BK/IIOUMTL reHepaumio OTNaf04HbIX COOBLLEHMI NO AeCKpUNTOpam
nHTepodeiicos LAG.

BbIK/MOYMTL reHepaumio OTN1a40uHbIX COOBLLEHNI NO AEeCKPUNTO-
pam nHTepoeiicos LAG.

4.30.15 Omanaodka loopback-detection

KomaHOowbl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx

223




HELTEX

Tabnunua 247 — KomaHabl pexxkmma EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMon4aHuio

Aelicmeue

debug loopback-detection all

no debug loopback-detection
all

BKNOUMTL reHepaLmio Bcex OTN1ag0uHbIX coobuieHnin LBD.

BbIKNHOUYMTL reHepaLmio BCex 0TNaf04uHbIX coobuieHmi LBD.

debug loopback-detection
buffer-alloc

no debug loopback-detection
buffer-alloc

BKNOUMTL reHepauuio OTAafouHbIX cooblieHuii ana bydepos
LBD.

BbIKNOYMTb reHepauuio OTNaA0uHbIX cooblieHuii ana bydepos
LBD.

debug loopback-detection
control

no debug loopback-detection
control

BK/IIOUMTL reHepauMio OTNAfO0YHbIX COOBLEHUI ynpaBieHus
LBD.

BbIK/NOUNTL FEHEpaLMIO OTNAZ0UYHbIX COOBLLEHWUI ynpaBieHus
LBD.

debug loopback-detection pkt-
dump

no debug loopback-detection
pkt-dump

BKAIOUMTL reHepaLuio 0Taf04HbIX COObLLEHMI 3aXBaTa NakeToB
LBD.

BbIKNOUYUTb reHepaLmio OTNaA04HbIX COOBLLIEHMIA 3axBaTa NakKe-
TO08B LBD.

debug loopback-detection pkt-
flow

no debug loopback-detection
pkt-flow

BK/IIOUMTL FeHepaumio OTNAZ0YHbIX COOBLEHUI MOTOKOB Tpa-
¢uka LBD.

BbIKNtOUMTb reHepaumio 0T1af0uHbIX COObLLEHMI NOTOKOB Tpa-
¢uKka LBD.

4.30.16 Omnadka 0aa npomokona SNMP

KomaHOowb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM perkmuma EXEC:

console#

Tabnunua 248 — KomaHabl pexkmma EXEC

KomaHda

3HavyeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

debug snmp

no debug snmp

BKNOUUTL reHepaumio Bcex oTN1aa0uHbIX coobueHnin ana SNMP.

BbIKNIOUMTL reHepaumio BCeX OT/IAaf0YHbIX COOBLEeHU ans
SNMP.

4.30.17 KomaHOvblI 8aa duazHocmuKu napamempos TCAM

KomaHgbl gaHHoOro 6210Ka NO3BONAOT CHMUMATb AONO/THUTENIbHYIO ANArHOCTUYECKYHO MHd)OpMaLI,VIIO

ana TCAM.

KomaHOwb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM perknuma EXEC:

console#

Tabnunua 249 — KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aeiicmeue

debug show tcam

OT106pasunTb MHPopmaumio o TCAM.

debug show tcam domains

OT06pa3sunTb nHPopmaumio o gomeHax TCAM.

debug show tcam block
block_index [all]

OT06pasunTb nHdopmaumio o 610ke TCAM 1 gonycTUMble 3aMUCH.
- block_index — ntaekc 6noka TCAM. block_id: (0..11);
- all — nevaTb Bcex 3anucen, BKAOYan HegonycTUmble.
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debug show tcam entry
entry_index

OTo6pasnTb MHPopmaumio o 3anucn TCAM u ee nonen.
- entry_index — nHaekc 3anucn TCAM; entry_id:(0..1535);

debug show tcam entry
allocated

OTo6pasnTb MHGOPMALMIO O 3ape3epBMPOBaAHHbLIX U UCMO/b30-
BaHHbIX 3anucax TCAM n o nx BnagenbLax.

debug show tcam portmask

OTo6pasunTb Tabaunuy macok noptos TCAM.

debug set tcam entry entry_id
field f_type data f_data mask
f_mask

debug unset tcam entry
entry_id field f_type

entry_id: (0..1535);
f_type: (0..114);
f_data: (0..65535);
f_mask: (0..65535)

YKa3zaTb T1n nona TCAM.

CrepeTb AaHHble NOAA yKa3aHHoro entry_id.

debug set tcam entry entry_id
enable

BKkntoumTb paboTy 3anucu TCAM c 3agaHHbIM entry_id.

- entry_id: (0..1535) -

debug set tcam entry entry_id BbIkMouNTb paboTy 3anmcn TCAM c 3aaHHbIM entry_id.
disable
debug set tcam entry entry_id entry_id: (0..1535) MNepemecTnTb yKasaHHyto 3anncb TCAM B Ha3HaYyeHHy!o.
move move {number number}
debug set tcam entry entry_id YcTaHOBUTL geictere drop 418 NakeTos, KOTOPbIE HE NOMaan H1
action drop [ withdraw ] entry._id: (0..1535) nog, ogHo Npasuno.
debug unset tcam entry OTKNOUYNUTD AeNCTBME YaaNeHuUs.
entry_id action drop
debug set tcam entry entry_id MepeHanpaBUTb MakeTbl, NONajatolimMe NoL NPasBuIO C yKasaH-
action redirect { port_number HbIMm entry_id B 3agaHHbIM NOpT Uam Ha LINY.
| cpu} entry_id: (0..1535)
debug set tcam entry entry_id OTK/IIOYUTb NepeHanpas/ieHne NaKeTos.
action redirect
debug set tcam entry entry_id [06aBUTb BHYTPEHHW TET K NakeTam, nonagatowmm nog TCAM-
action inner-tag assign { vlan- 3anunchb € yKasaHHbIM enter_id.
id | shift | shift-from-outer-tag .
| inner-pvid } assigned_val entry_id: {0..1535)
debug unset tcam entry Y[anuTe BHYTPEHHUI Ter.
entry_id action inner-tag assign
debug set tcam entry entry_id YCTaHOBWUTb AeiCTBME BHYTPeHHero Tera ¢popmMaTMpoBaHua Ana
action inner-tag format { none 3anucm TCAM.
| untag | tag | keep } - none — He BbINOJIHATb HUKAKOE AeiCTBUE;

- untag — yA4anuTb BHYTPEHHWIA Ter;

entry_id: (0..1535) - tag — BCTaBUTb BHYTPEHHUI TeT;

- keep — coxpaHuTb coaepKMMoe Tera.
debug unset tcam entry YpanuTb aencteune Tera.
entry_id action inner-tag
format
debug set tcam entry entry_id [06aBunTb BHELHWIA Ter K NakeTam, nonagatowmm nog TCAM-3a-
action outer-tag assign { vlan- NUCb C YKasaHHbIM enter_id.
id | shift | shift-from-inner-tag
| outer-pvid } assigned_val entry_id: (0..1535)
debug unset tcam entry YAanuTb BHELWHWI Ter ¢ NakeToB C 3afaHHbIM entry_id 3anucu
entry_id action outer-tag TCAM.
assign
debug set tcam entry entry_id YCTaHOBUTL AeicTBME BHELWHero Tera ¢opmaTMpoBaHua gns 3a-
action outer-tag format { none nucu TCAM.
| untag | tag | keep } - none — He BbINOJ/IHATb HUKAKoe AeicTBue;

- untag — yanuTb BHELWHWI Ter;

entry_id: (0..1535) - tag — BCTaBUTb BHELLHWIA Ter;

- keep — coxpaHuTb cogepskumoe Tera.
debug unset tcam entry Ypanutb aencreue Tera.
entry_id action outer-tag
format
debug set tcam entry entry_id [06aBUTb BHYTPEHHMIA UK BHewWwHMI TPID K yKasaHHOM 3anucu
action {inner-tpid inner-tpid | TCAM.
outer-tpid outer-tpid} entry_id: (0..1535)

debug set tcam entry entry_id
action {inner-tpid | outer-tpid}

YpanuTe BHYTPEHHUA MAM BHewHUn TPID K yKasaHHOM 3anucu
TCAM
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debug set tcam entry entry_id
action remark { inner-user-pri
| other-user-pri | dscp | ip-
precedence | copy-ipri-to-opri
| copy-opri-to-ipri | keep-
inner-pri | keep-outer-pri }
rem_val

debug set tcam entry entry_id
action remark

entry_id: (0..1535)

HactpouTb nepesanucb napameTpos QoS A/19 yKasaHHOW 3anucu
TCAM.

- copy-ipri-to-opri — ckonnpoBaTb NPUOPUTET U3 BHYTPEHHETO
Tera BO BHeLUHUN;

- copy-opri-to-ipri — ckonnpoBaTb NPUOPUTET U3 BHELLHEro Tera
BO BHYTPEHHUIA;

- dscp — nepesanucatb none DSCP B 3aronoske IP;

- inner-user-pri — nepe3sanucatb npuoputeT 802.1p BO BHYTpEH-
Hui Ter VLAN;

- ip-precedence — nepesanucatb nose ToS B 3arosioBke IP;

- keep-inner-pri — coxpaHuTb NPMOPUTET BHYTPEHHETO Tera;

- keep-outer-pri — coxpaH1UTb NPMOPUTET BHELLHErO Tera;

- outer-user-pri — nepesanucaTb npuoputeT 802.1p BO BHELLHEM
Tere VLAN.

Yaanutb nepesanucb napameTpos QoS AnA yKasaHHOW 3anucu
TCAM.

debug show tcam applications

OTo6pa3unTb 06wyto nHpopmaumto o TCAM.

debug show tcam range

OT06pa3nTb TabAnLy CpaBHEHUs AManasoHa.

debug show tcam udb

Moka3saTb Tabanuy Bbibopa none (cmeweHuns UDB).
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NPUNOXEHUE A. KOHCO/IbHbINA KABE/1b

W@ G| W G

6) () () (9

RJ-45 DB-9

PucyHok A.1 = MoaxntoueHne KOHCOIbHOTO Kabens
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NMPUNOXEHUE b. NOAAEPXUBAEMbIE 3HAYEHUA ETHERTYPE

Tabnunuya b.1 — NoaaepkmBaemble 3HaveHus EtherType

0x22DF 0x8145 0x889e 0x88cb 0x88e0 0x88f4 0x8808 0x881d 0x8832 0x8847
0x22EO0 0x8146 0x88a8 0x88cc 0x88e1l 0x88f5 0x8809 0x881e 0x8833 0x8848
0x22E1 0x8147 0x88ab 0x88cd 0x88e2 0x88f6 0x880a 0x881f 0x8834 0x8849
0x22E2 0x8203 0x88ad 0x88ce 0x88e3 0x88f7 0x880b 0x8820 0x8835 0x884A
0x22E3 0x8204 0x88af 0x88cf 0x88e4 0x88f8 0x880c 0x8822 0x8836 0x884B
0x22E6 0x8205 0x88b4 0x88d0 0x88e5 0x88f9 0x880d 0x8824 0x8837 0x884C
0x22E8 0x86DD 0x88b5 0x88d1 0x88e6 0x88fa 0x880f 0x8825 0x8838 0x884D
0x22EC 0x86DF 0x88b6 0x88d2 0x88e7 0x88fb 0x8810 0x8826 0x8839 0x884E
0x22ED 0x885b 0x88b7 0x88d3 0x88e8 0x88fc 0x8811 0x8827 0x883A Ox884F
Ox22EE 0x885c 0x88b8 0x88d4 0x88e9 0x88fd 0x8812 0x8828 0x883B 0x8850
Ox22EF 0x8869 0x88b9 0x88d5 0x88ea 0x88fe 0x8813 0x8829 0x883C 0x8851
0x22F0 0x886b 0x88ba 0x88d6 0x88eb 0x88ff 0x8814 0x882A 0x883D 0x8852
0x22F1 0x8881 0x88bf 0x88d7 0x88ec 0x8800 0x8815 0x882B O0x883E 0x9999
0x22F2 0x888b 0x88c4 0x88d8 0x88ed 0x8801 0x8816 0x882C O0x883F 0x9c40
0x22F3 0x888d 0x88cb 0x88d9 0x88ee 0x8803 0x8817 0x882D 0x8840

0x22F4 0x888e 0x88c7 0x88db 0x88ef 0x8804 0x8819 0x882E 0x8841

0x0800 0x8895 0x88c8 0x88dc 0x88f0 0x8805 0x881a 0x882F 0x8842

0x8086 0x8896 0x88c9 0x88dd 0x88f1 0x8806 0x881b 0x8830 0x8844

0x8100 0x889b 0x88ca 0x88de 0x88f2 0x8807 0x881c 0x8831 0x8846

228 Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx




HELTEX

NMPUNOKEHUE B. OYEPEAU ANA NPUHUMAEMOIO HA CPU TPA®UKA

Tabnuua B.1 - PacnpeaeneHune odyepegeit ana npuHumaemoro Ha CPU Tpadumka ana MES1428, MES2428,

MES2408, MES3708P

Cepesuc Homep ouyepedu

DHCP relay, Firewall (yBegomneHue o Hayane aTaku), L2PT,EOAM 1
Port Security (yBegomneHue o NpeBbIEHNUN OTPAHUYEHWNSA), HE3APErUCTPUPOBAHHbIN 2
mynbTuKacTt(pexkum IP based IGMP/MLD snooping)

DHCP client, DHCPv4/v6 snooping, IPv6 NDP 3
ARP, PPPOE IA 4
EAPOL, IGMP/MLD snooping 5
Tpaduk c MAC DA KommyTaTopa 6
3ape3epBnpoBaHO 7
BPDU,LBD, Slow Protocol(LACP) 8

Tabnuua B.2 - PacnpeaeneHne odepegeit ana npuHnmaemoro Ha CPU Tpaduka gna MES2424, MES2424B,
MES2424P, MES2410-08DP, MES2410-08DU, MES2448, MES2448B, MES2448P, MES2420-48P, MES2420B-
24D, MES2411X, MES3400-24, MES3400I-24, MES3400-24F, MES3400-48, MES3400-48F, MES3710P

Cepsuc Homep ouyepedu
Mpounii Tpaduk 1
Firewall (ysegomneHue o Havane ataku) 2
HesapernuctpuposaHHbIi MynbTuKacT (8 pexxume IP based IGMP/MLD) 7
Port Security (yBeaomneHue o npesbllLEHNN OrpaHNYeHns) 8
DHCP Client/Snooping 12
PPPoE IA Snooping 12
DHCP Server/Relay 15
EAPOL 16
L2 Protocol Tunneling 16
LLDP 18
OAM 20
IPv6 ND Inspection 21
ARP Inspection 22
IGMP/MLD Snooping 24
MNaketbl ¢ MAC DA kommyTaTopa 25
Slow protocols (LACP) 30
BPDU 31
Loopback detection 31
Stacking 32
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NPUNOMEHUE I. PACLLULM®POBKA CIMUCKA NMPOLLECCOB

HasBaHue OnwucaHue
TMR# YnpasneHue Taimepamu
PKTT Mepuoanyeckas oTnpaBKa NaKeToB (ceiyac He UCNOb3yeTcA, NoaAepPKUBAET TONbKO Heart Beat)
VemT O6paboTka cobbITUiM cTeKa (ceiyac He Cnonb3yeTcs)
SMT SYSLOG
CFA MepBoHayanbHaa 06paboTKa NaKeToB, MOHUTOPUHT COCTOAHMA NOPTOB
IPDB YnpasneHue 6a3oit IP Binding (gns ARP Inspection u IP Source Guard)
L2DS DHCP Snooping
BOXF MoHUTOpUHr coctoaHna SFP
ERRD Errdisable
ELMT MoHuTopuHr noptos ana Ethernet OAM
EOAT OcHoBHoW notok Ethernet OAM
FMGT Ethernet OAM Fault Management, 06paboTka cobbITUit B annapaTHOM OKPYKeHUMU
AST STP
PIf IEEE 802.1x
LaTT LAG, LACP
CNMT MAC Notification
VLAN OcHoBHol noTok moayns VLAN
FDBP CuHXpOHM3aLuma ¢ annapaTtHo MAC-Tabauuei
SnpT IGMP/MLD Snooping
QoS OcHoBHo noTok mogynsa QoS
SMGT MOHUTOPMHF annapaTHoro okpyeHus (RAM, FLASH, BEHTUAATOPbI, UCTOYHUKM NUTAHUA U Npoyee)
CPUU MoHuTopuHr ytnamnsaummn CPU
BAKP ABTOCOXpaHeHWe KoHduUrypaumm
RT6 MapuwpyTtunsauma IPv6
IP6 ObpaboTka IPv6-nakeToB
PNG6 Ping v6
RTM Mapuwpytmsauma IPv4
IPFW ObpaboTka IPv4-nakeTos
uDP O6paboTka UDP-nakeToB
ARP ObpaboTka ARP-nakeToB
PNG Ping v4
SLT YnpasneHue cokeTamun
SAT Cepsep SNMP
TCP ObpaboTka TCP-nakeToB
RAD Knnent RADIUS
TACT Knnent TACACS
DHRL DHCP Relay
DHC MpoTokon knneHta DHCP
DCS MpocnywmnsaHue coketa ana knmeHta DHCP
PIA PPPoE Intermediate Agent
L2SN IPv6 RA Guard
CLIC CLI
CTS Cepep TELNET
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SSH Cepsep SSH

LLDP LLDP

LBD Loopback Detection

LOGF JlormpoBaHue 0TAaA04HbIX COOBLLEHMIA

SNT SNTP

STOC Storm Control

HWPK M3mepeHue yTunmsauumm nopTos

MSR Ynpasnexune patnamm KoHUrypaumm, 3arpysKka/ebirpyska ¢painnos, o6HoBeHME NPOLIMBKU
C[200-999] BpemeHHbI NoToK A4 06paboTKM oTAeNbHOrO NnoakatoueHns no TELNET/SSH
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TEXHUYECKAA NOAAEPXKKA

Ona  nonydyeHua TEXHWYECKOW KOHCYNbTaLuMM MO BOMpOCaM 3Kchayatauum obopyaoBaHuA
000 «MNpeanpusatne «3JITEKC» Bbl moxkeTe 06paTuTbc B CepBUCHbIN LEHTP KOMNAHUK:

dopma obpaTHol cBA3K Ha caiTe: https://eltex-co.ru/support/
Servicedesk: https://servicedesk.eltex-co.ru

Ha Oq)MLI,MBIIbHOM canTe KOMNaHWKU Bbl MoXKeTe HaNTK TEXHUNYECKYIO AOKYMEHTALUMIO U NpOorpaMmmHoe

obecneveHune ana npoaykummn 000 «Mpegnpuatne «3J/ITEKC», 0bpaTnTbca K 6ase 3HAHUN MAN OCTaBUTb
WHTEPaKTUBHYIO 3aABKY.

OdurumanbHbIi cant KomnaHun: https://eltex-co.ru/
ba3a 3HaHwuit: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LieHTp 3arpy3ok: https://eltex-co.ru/support/downloads
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