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ECCM.Quick Start. PykoBoAcTBO Mo GbICTPOW HACTpoWike.

® YcraHoBka 1 3anyck cuctembl ECCM noapo6HO onucaHbl B IHCTPYKLAY M0 YCTAHOBKE 1 3aryCKy.

1 Hauasno pabotbl

[nsa Hayana paboTbl HEO6X0AMMO MOAKNHYNTLCA K BEG-MHTEpdeicy cnuctembl. OTKpoiiTe 6paysep 1 B
afpecHO CTpoke BBegUTE:

http://<ECCM_ADDRESS> (nnu https://<ECCM_ADDRESS> npu ucnonb3oBaHum HTTPS),
rne <ECCM_ADDRESS> — azpec cepsepa ECCM B Balueli ceT (370 MOXET 6bIThb IP-agpec nnm oMeHHoe ums,
ecnn y Bac HacTpoeH DNS).

OTKpOeTCsi CTpaHMLa aBTopr3aLyu:

ECCM.PASSPORT

J1oruH

Maponb

BonTm

BBeauTe NorvH 1 Nnaposb AN BXofda B CUCTEMY B COOTBETCTBYHLLME MOMS U HAXMUTE KHOMKY "Bodmu”.

© Mo ymonuaHuio ncnonb3yeTcs N0rvH 'eccm’, naposs ‘'ecem’.


https://docs.eltex-co.ru/pages/viewpage.action?pageId=542805015

2 VIMnopT nuueH3sumn

ECCM.Quick Start. PykoBoACTBO Mo GbICTPOI HACTPOIIKeE.

© nMocne ycTtaHOBKM crCTEMA NPEAOCTABIAET GECCPOUHYIO AEMO-IMLEH3MNI0 Ha 1 YCTPOIICTBO Kaaoii
mMoZenu. 18 Toro 4tobbl pabotarb CO MHOXECTBOM YCTPOWCTB OA4HOW MOAeNu, Heo6XoaAMMO
YCTaHOBUTb COOTBETCTBYIOLLYIO JINLIEH3NIO.
Mo BonpocamM NpPUoGpEeTEHNS NTMLEH3NIA 1 060PYyA0BaHNA obpaTtuTech B KoMmmepyeckunini otgen ELTEX
no tenedony: +7 383 274-10-01, noute: eltex@eltex-co.ru NM60 3akaxmTe 3BOHOK C caiTa: hitp://eltex-

Co.ru.

UT06bI YyCTAHOBMUTL /INLIEH3UIO B CUCTEMY, BbliOEpUTE pasaen “Hacmpodlku”, nepelignte Ha Bknagky “/luyeH3ust”
N HOXXMUTE KHOMKY “MMnopmuposams”.

EccmE E.

P H. i =
J acTpoiiku » Cuctema »  JluueHsus - 3
.—h e LTe x p = SuperAdmin =
BY  Csonwan uHbopmauma Cuctema ~ W] ¥ Wmnopruposars
&~ Mpo6nembl Hoctyn AKTUBHaA NULEH3uA
IJ Kaprbicetn Mone3csatenn u ponu Tun: Classic
@ cen ID:0
AsTopusauma
— W3parens: demo
m no
PesepsHoe Konuposakie Product ID: demo
9, LWabnowsi
. Nuenans [ata napanua:
G VH1UManisaUua yCTporcTs Nara ncrevenns: beccpouHo
XKypHanupoBsaune
B 3agaum ypHanp OGHOBNEHHE JIMLEHIMOHHOTO KIlloya: —
B Coborrus MoHMTOPUHT ~ Mopenm: 171
A Yeenomnenun MapameTpi
1, . .
© Tpanel Mpasina resepauyi coGermui Mogens Ao6aBneko yeTpoRcTE: Beero
@ Noru
MpaBuna redepalum npobnem ESR10 0 1
£ Hactpoiku
MIB ESR-100 0 1
Yeegomnenus ESR-100 FSTEC 0 1
JMueHanK Ha yeTpoicTBa ESR-1000 0 1

B oTKpbIBLLEMCS ANA/I0rOBOM OKHE BblbepuTe doain ¢ IMUeH3nel, Nocne Yero OTKPOEeTCA OKHO CpaBHEHUS
TEKyLen NMUEH3MN 1 BblBpaHHOR. HaxkmuTe KHoMKy “MpuMeHums”; »MNoOpTUPOBaHHas IMUEH3USA ByaeT
ycTaHoB/eHa. Ecnv nuueH3unsa yctapena unn He nogaepxmsaeT paboTy Bcex f006aBNEeHHbIX B CUCTEMY
YCTPOWCTB, Npv ee NpuMeHeHnn 6yaet oTobpaxeHa owwmnobka.

MPUMEHWUTL HOBYIO IULIEH3MIO

AKTHBHasA nuueHsua

Tun: Classic
ID:0

Wzpatens: demo
Product ID: demo
Jara uspanua: —

Jara ucteyeHun: beccpouHo

06HoBNEHUE JIULEH3NOHHOIO KNoYa: —

BbibpaH dann: dev-license-ELM-classic-unlim-to-2024-06-15.lic

Hoeas nuueHsus

Tun: Classic

ID: 0

Waparens: Eltex

Product ID: ECMC0000666

[Dara uspanua: 2024-02-23 20:53:20
[arta ucteyenun: beccpouo

OBHOBNEHWE NULEH3WOHHOTO KNkoya: 2024-06-06 07:00:00

Mopenu: 171 Mopenu: 167
Mopens [DofaeneHo yeTpoicTs Beero Mopenn No6aeneHo ycTpoicTe Bcero
ESR-10 0 1 ESR-10 0 50000
ESR-100 0 1 ESR-100 0 50000
OTMEHUTL MpumennTs



mailto:eltex@eltex-co.ru
http://eltex-co.ru
http://eltex-co.ru

ECCM.Quick Start. PykoBoACTBO Mo GbICTPOI HACTPOIIKeE.

3 CospgaHuve rpynnbl

Mpynnbl NpeAcTaBnstoT coboii Tormyeckoe 06beANHEHNE YCTPOICTB. Mpynnbl He06XoANMbI AN ao6aBneHns/
aAMUHNUCTPUPOBAHUSI U MOHUTOPMHIa 060PY0BaHUS.

[na co3gaHus rpynnbl nepeianTte B pasgen "Cems”, B aepeBe 06bEKTOB BbiGepuTe poanTenbCKyto rpynny,

HaXXMUTe Ha KHOMKy Ao6aBneHnst o6bekta + 1 BbiGepuTe onumio "ZJo6asums epynny'. B OTKPbIBLUEMCS OKHE
BBEAMTE MMSA TPynnbl U BbIbepute eé Tun, Noc/e Yero HaxxMmTe KHonky "Cozdams".

ECCM
.’—¥ Cetb nycto

o  +

A- 06aBuUTb rpynn!
Q. Mowck.. A - pynny
Co3zpaTb BIIOXEHHYIO rpynmny
0 o )

& Coszgatb rpynny MOXHO B KOpHeBoii rpynne ECCM, nycToii rpynne unv B rpynne, KoTopasi CoAepXuT
rpynnbl. B rpynne, koTopasi CoiepXuT YCTPOIACTBa, 1 B rpynne Tuna "IP-habprka” cozgats HOBYHO
rpynny Henb3s.

Co3paHHble rpynnbl 6yayT 0TO6paKeHbl B AEPEBE.

Q Mowuck...

BB eccm
0O Ipynna 1
L. Ipynna 2

(3 noarpynna 1




ECCM.Quick Start. PykoBoAcTBO no 6bICTpoli HacTpolike.[lobaBneHune ycTpolicTea

4 PaboTa c ycTpomnctBamm

4.1 [dob6aBneHue ycTpoicTea
[ns no6asneHnsa ycTpoincTea B CUCTEMY:

1. Mepengute B pasgen “Cems”;
2. B pepeBe 06BLEKTOB HAXMUTE HA Ha3BaHWe rpynbl, B KOTOPYK HEO6X0AMMO [,06aBUTL YCTPONCTBO/

YCTPOMNCTBA;
& [106aBNTb YCTPOCTBO MOXHO B MYCTYHO rpynny Wau B rpynny ¢ yCTPoncTBamMMm.

3. HaxmwuTe Ha kHonky T B flepeBe v BbiGepuTe onumio "Jobasums ycmpolicmsa'. [lanee no6asbTe
YCTPOWCTBa B CUCTEMY OAHUM U3 CNOCOBGOB:
Cnocob 1. B okHe gob6aBneHnst yCTpoCTB Ha BKnagke “Py4dHoe dobasneHue” Beeagnte IP-agpec
YCTPOICTBA, BbIbEpUTE Er0 MOAESb, NPU HEOOBXOANMOCTM N3MEHUTE HAa3BaHME YCTPOICTBA, C KOTOPbIM
OHO GyAeT oTob6paxaTbCsi B cucteme. HaxmuTe Ha KHOMKy [Jo6asums”, pacnoNOXEHHYH B HUXHE
4yacTu OKHa.

Ho6aeuTk ycTpoiicTBa

Pyunoe pobaenenune O6Hapyxenue

@ * YT0BbI BOBABUTE OJHO YCTPOMCTBO - BeTaebTe IP-agpec 8 none IP.
« YT06bl ROGABUTH HECKONbBKO YCTPOWCTE 3@ OAWH pas - BCTaBbTe cnucok IP-afpecoB, pa3aeneHHbix npobenom, B none IP.

+ [o6aBuTb
IP-appec Mojens(Kon-8o NMLUEeH3uRA) Haasanme Craryc Henctene
192.168.0.1 ESR-10 Gateway OK i
10.10.10.70 MES1124 10.10.10.70_MES1124 OK i

OTMeHHTL Ho6aenTs




ECCM.Quick Start. PykoBoACTBO Mo 6bICTPOI HacTpoiike.lobasneHne ycTpolicTea

Cnocob 2. B okHe fo6aBneHns yCTponcTB Ha Bknagke “ObHapyxeHue” MOXHO 0OHapYXuTb
BK/IIOYEHHbIE B CETb YCTpoicTBa no npotokony SNMP. [1ns aToro ykaxuTe Avana3oH novncka un
HaXXMUTE KHOMKY “MMouck”. Bbibepute 13 cnncka HaleHHbIX YCTPONCTB Te, KOTOpble HEO6X0AMMO
[06aBUTb B CUCTEMY, U3MEHUTE NX Ha3BaHWUe (EC/IM HEOBXOAMMO) 1 HAXXMUTE Ha KHONKY “Jo6asums”.

Jo6aenTb yCTpoOWCTBa

PyuHoe nobaBnenue O6Hapymenune

IuanasoH * Bepcua SNMP * Mopt SNMP * TaiiMayT 0EHaPYKEHUA YETPORCTE, MC *

100.110.0.0/24 Vv2C > 161 1000

public

Communities *

Mouck

B BuibpaTh Bee (Beero HaigeHo 34)

ESR-10 - HaigeHo ycTporcTe 1, 3apesepBMpoBaHo NMUeH3MA 1, nocTynHo nuueHswid 50000

IP-appec Mopenb MpoussoauTent CepHAHBIA HoMep MAC-appec Bepcun MO Cratyc Ha3BaHue

100.110.0.130 ESR-10 Eltex NP05004783 aB:f9:4b:ac:67:96 1.23.x build 109 0K 100.110.0.130_ESR-10

ESR-1000 - HaitfeHo ycTpoAcTB 8, 3ape3epBUpOBaHO NKLEH3KIA 0, focTynHo nuueH3wii 50000

-] IP-appec Mopens MponssoanTent CepHiHbIA HoMep MAC-agpec Bepcwa M0 Cratyc HazBaHue

a 100.110.0.1 ESR-1000 Eltex NP01000252 a8:f9:4b:aa:20:20 1.17.4 build 1 oK 100.110.0.1_ESR-1000

O 100.110.0.102 ESR-1000 Eltex NP01000233 a8:f9:4b:aa:1d:c0 1.11.70 build 2 oK 100.110.0.102_ESR-1000

O 100.110.0127 ESR-1000 Eltex NP0O1000622 aB:f9:4b:aa:50:3b 1.11.6 build 1 oK 100.110.0.127_ESR-1000

m 1NN 11A N 147 cen 1nnn Chav MDATANNATD A0 Al a8 B0 111 10 haild 2 nw ARAA A4A A4 s mAR aRAR
OTMEHHTE LobaBuTb




ECCM.Quick Start. PykoBOZICTBO M0 6bICTPOI HacTpoiike.Jlo6as/ieHne ycTpoiicTea

[ob6aBneHHble ycTpoicTea byayT oTobpaxaTbcs B Tabnvue ycTpoincTs B pasaene "Cems":

ECCM EccmE.E.
ey ~ SuperAdmin
Q rouek DY Cefg”,j:;‘“" Ha3Banie 1P-anpec A xoeTa MAC-apec Cepin Mopens Bepeus M0 OGenykuBaHwe  [LOCTYMHOCTD fpynna  MpoGnembi
o (0)
8 EccM 100.110.0.130_ESR- 1.23.x build eccm/
i O 116  NP0S004783 1100.130 | 100.110.0130 ESRIO-TEST  aB:f9:4biac67:96 ESR-Ix ESR-10 23 Brioveno ICMP [ SNMP | ssH | geem/ 0
= E s 0 [ [ssi] g5t
_ r &= Mpynna2 100.110.1.123_SMG- ECCM-SMG- ) g g ecem/
- O s viFoosoo2 100N 100.110.1.123 SECM e0:d9:e3:df:88:3d  SMG-1016 SMG-1016M 32235441 Binioweno R sive ESTI=
|- @ 100.110.0.130_E5R10 nne 2
|- & 100.110.1.121_MES21240 100.110.1.127_ ECCM_ EEEEEEE
Q O 11e EseBo0002  poetiod! 100101127 FEEMe 0 e0:09:63:26:07.00 MESS30A MESS5316A  6635[2  Brnwouero ICMP | SNMP e, 0
|- & 100110.1.122_£5R200 et
| &5 100110.1.123_SMG-1016( 100.110.1.126_ ECCM_. ot bepean MESTHOUMES24x0/ ecom/
& O 113 Essrossaer (o000 10010126 RN ceIda2bet6dd MEarmns MES2428AC  1035(3]  Binioveno ICMP | SNMP e, 0
a |- & 100.110.1.124_MES21240 woou nes
[~ B 1001101125 MES23248 [ 112 EsD1006313  MRDIOLIZS 1001101120 MESM24P.  coSdaRTe 7:c) MES2424 MESZA2P 10353 Buwosewo %ﬂfaz 0
5] | € 100.110.1.126_MES2428_ T revC_AC2 -
|- © 1001101127 MESSS16A [ 111 Esseozaser 010125 100101125 SEM 0 easaoasenasn MeoiooyMESIIAS [“Q]ESBMBAC 4022701]  Brniovero IE;_;["':"“ 0
a [~ € 100.110.1.128_ME5200 — =
100.110.1.124_ ECCM_ o MEST1xx/MES2 130/ ecem/
® - 1001101129 MES2424F [0 110 ESID00084S  yrenioaiiae 1001101124 yreomy gy aBf9dbBee00 Eas) MES2124MAC 1.148.14  Brniouero icMp [sNMe [ssH | EEL, 0
& O 109 ES1D000356 ;A“E“S'zlgmﬂé 100moaaz1 SEN L aBr9dnBesaco Mo UMESIIAY yeyioamac 114812 Brnioveno I‘f;_;r"':"“ 0
o O 108 Metooootos  MEOI101128- 100110.1.128 ECCM_MES200 e4:5a:d4de:15:80 MES200 MES200 38046  Brnoueno ICMP | SNMP e, 0
O 107 NPisot1091  00M10T122.ESR 400 110.1.122 ECCMESR200 co9da270:afd8 ESR100/200 ESR-200 1.236build 9. Bronioseno ICMP | SNMP goem/ 0
200 - o Tpynna 2
SnemenTos HacTpaHkue 10 ¥ 1-10m317 P
‘ v
» <« CBepHyTb NaHeNb

YTo6bl NPOCMOTPETbL AeTa/lbHY0 MHGOpMaLMio 06 YCTPOMCTBE, HAXXMUTE Ha CTPOKY C €ro Ha3BaHVEM B
Tabnuue Ha cTpaHuue "Cems" nnu BblibepnTe YCTPOMCTBO B AepeBe 06beKToB. OTKpoeTCs cTpaHuua
"Ycmpolicmso":

ECCM Mpynna 2 100.110.1.1 s
TPy Ty 100.110..122 Wrpopmauns Superadmin
LH _ 100.110.1.122_ESR-200
=0 & . s B i Wudopmaums L rd IoF e |- =) . ;
Q
s MoHMTOPHHT ~
Q rowek
o
- e Merpukit + Skenopruposars OnucaHue ycTpoiicTBa | /' Pepaxtuposate
® Er &= Tpynna 1 B
= - &= Mpynna2 Tpanst Cepuiiuiii Homep NP15011091
— & 100.110.0.130_ESR-10 3anaun
LN |- @ 100.110.1.121_MES2124M Mopene ESR-200
(— & 100.110.1.122_ESR-200
Codermna - CPU utilization
o |- &5 100.110.1.123_SMG-10160 1P-agpec 1001101122
— € 100.110.1.124_MES2124M
=] po6nemb! en
|- & 100.110.1.125_MFS23248. i xoeta ECOMESR 200 < CPUutilization 5 seconds (all cores) CPU utilization 1 minute (all cores) cPUUtiz >
— 100.110.1.126_MES2428_4
E b Tlorw MpounssognTens Eltex 100
a — % 100.110.1.127_MES5316A
o |- €100110.1.128.ME5200 Wurepaericsi NAC-anpec cc0da270:afd8 80
@ L~ € 100.110.1.129_MES2424P_
@ SLa CraTyc obcnyxueaHna Bknrouero 60
& ipaanekise - Bepena N0 1.23.6 build 9 %0
Kordurypauuu Bepcus sarpysunka 20
Cepaucs Bpems paboTs! 0
13:20 13:30 13:40 13:50 14:00 14:10
Ynpasnenue M0 Onucanme Eltex ESR-200 Service Router 1.23. build 9 o o
(date 27/05/2024 time 19:20:10) CPU core 0 CPU core 1 CPU core 2 CPUcore3
MapameTpel A KoHTakTb!
a s afMuHUCTpaTopa 414, 4 floor
Aectyn AnnapaTHas Bepcus vl RAM
M MecTononoxenne
OHWTOPHHT ychoHcTBa server_room
! r . ANN4 1A An 1 aanae v
» <« CBepHyTb NaHenb




ECCM.Quick Start. PykoBoACTBO Mo 6bICTPOI HACTPOKe.MOHUTOPUHT YCTPOICTBA

4.2 MOHUTOPUHT YCTPONCTBA

CucTtema nogaepxmeaeT co6op METPUK 1 NapaMeTpoB ycTpoicTea no npotokosly SNMP. MHopmaumsa 06

non

YCTPOICTBE NpeAcTaB/ieHa B pasaenax MeHw "ViHghopmayusi”, "MoHumopuHa" Ha cTpaHuLe yCTpoicTea.

4.2.1 CrtaTycCbl 4OCTYNHOCTU

B npouecce pabotel ECCM nponsBoagMT onpoc ycTpoictea no npotokosam ICMP, SNMP n SSH. CrtaTtycbl
[OCTYMHOCTM YCTPOMCTBA OTOOpaXatoTCA Ha CTpaHuLe YCTpoicTBa U B Tabnuue ycTpoincTe B pasgene "Cems":

100.110.1.122_ESR-200
suye SR

Crartyc goctynHocTu no SNMP: DOWN.
YcTpoicTBo HepocTynHo ana ECCM no SNMP

[MocnepHas npoeepka: 2024-05-29 18:53:45

Ecnu okHO € Ha3BaHMEM NPOTOKO/1a OKpaLLEeHO B KpacHbI LBET, 3TO 03HAYaEeT, YTO A0 YCTPOMCTBA HET AocTyna
no AaHHOMY MPOTOKOsy. EC/in B 3eneHbli — JOCTYN eCTb.

B npvBeaeHHOM Bbille nNpumepe A0 YCTPOoCTBa HeT aocTyna no npotokony SNMP, Ho ecTb goctyn rno ICMP n
SSH.

® B03MOXHblE NPUUMHBLI HEOCTYNHOCTK ycTpoiicTea (cTatyc goctynHocTn DOWN):

+ HeKoppekTHO HACTPOEHbI NapaMeTpbl AocTyna K ycTpoicTey B ECCM (o151 HaCTpoiiku
napameTpoB A0CTyna obpatuTech K pasaeny "HacTtpoiika napamMeTpoB AocTyna" AaHHOro
PYKOBOACTBA);

+ Mpo6nembl Ha YCTPOICTBE: HEKOPPEKTHO HAcTpoeHbl napameTpsl AocTyna (SSH, SNMP),
YCTPOIACTBO BbIK/HOUYEHO;

* Mpobnemsbl ceTn n ap.

® OTKMUMTL ONPOC YCTPOIICTBA MO NPOTOKO/TY, & TAKXKE HACTPOUTL NEPUOANYHOCTL ONpoca v Apyrue
napameTpbl MOHUTOPUHIa CTaTyCcOB AOCTYNHOCTU KOHKPETHOIO YCTPOMCTBA MOXHO B KApTOUKe
"Ctarycbl AOCTYNHOCTX" Ha cTpaHuue "YcTpoicTeo” — "Tlapametpbl” — "MoOHUTOPUHT".
N3meHeHne rnobasibHbIX HACTPOEK ONpoca CTaTycoB AOCTYMNHOCTU BCEX YCTPOICTB, 406aBNEHHbIX B
CUCTEMY, OCYLLIECTBISIETCS Yepe3 KapTouky "CTaTycbl 4OCTYMNHOCTK" HA CcTpaHuue "HacTtporikn” -
"MoHuTOpuHr" - "MapameTpbl’ — "MOHUTOPUHT YCTPONCTB".

4.2.2 CocTosiHMe yCTpolicTBa

CocTosiHMe ycTpoicTBa 0TObpaxaeT LBET MKOHKM YCTPOICTBa B AepeBe 0O0bEKTOB:

LiBeT MKOHKU OnucaHue

CwuHwid YCTpOWNCTBO AOCTYMHO A1 paboThbl B CUCTEME

Cepblii YCTPOWCTBO €LLE HE CUHXPOHMU3MPOBAHO


https://docs.eltex-co.ru/pages/viewpage.action?pageId=542805033
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ECCM.Quick Start. PykoBoACTBO N0 GbICTPOIi HAacTpolike.MOHUTOPVHT YyCTpolicTBa
LiBeT MKOHKMN OnucaHue

@ TéMHo-cepblit YCTpoiicTBO He o6CyxunBaeTcs (3a6/10KMPOBaHO B cUCTEME)
e KpacHbiii YCTpOWNCTBO HEAOCTYMHO

[ OpaHxeBblit Ha ycTpoiicTBe 06HapYyXeHbI NPo6IeMbl

UTo6bI NOCMOTPETL KPaTKyto MHGhopMaLMio 06 YCTPOIACTBE, a Takke y3HaTb BPEMSI MOC/IeiHE NPOBEPKU Ero
CTaTycOB [OCTYMHOCTW, HABeAMTE KypCop Ha MKOHKY YCTpOICTBa:

] |— L 100.110.1.122_ESR-200

CepwuiaHblin Homep: NP15011091
IP-agpec: 100.110.1.122
MAC-agpec: cc:9d:a2:70:af:d8
Mopensb: ESR-200

Mma xocta: ECCM-ESR-200

OnucaHue ycTpoicTia: CTolika 4, MecTo 2

: lMocnepHas NpoBepka AOCTYMHOCTH:
SSH - 2024-10-18 17:08:20
ICMP - 2024-10-18 17:51:04
SNMP - 2024-10-18 17:51:16

Ha ycTpoiicTBRe 06HapyXeHbl Npo6nembl
KonuyecTBo Nnpo6nem Ha ycTpoiicTee: 1
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ECCM.Quick Start. PykoBoAcTBO Mo 6bICTPOiI HAacTpoike.MOHUTOPUHT yCTpolicTBa

4.2.3 TpocMOTp MHBEHTapHOW MHhopmauum

HBeHTapHas MHhopMaLMsa YCTPOICTBa pacnosiokeHa Ha CTpaHuLLe YCTPOCTBa B pasfene MeH

“Unhbopmayus”. KHonka "Skcropmuposams” NO3BONSET BbIrPY3nUTb MHBEHTAPHY MHOPMaLU0 YCTPOCTBA B

CSV-chaiin.

UT06bl 06HOBUTbL MHDOPMaLMI0 06 YCTPOCTBE, HAXXMUTE Ha KHOMNKY "CUHXPOHU3UpoBamsb":

Wudopmauma

MoHWUTOpUHT

MeTpuku

Tpanel

3apaum

CoBbiTna

Mpo6nembl

Norn

NHTepdeics

SLA

YnpaBnexune

Koudwmrypauun

Cepeucbl

Ynpaeneuue N0

MapameTpbi

JocTyn

MOHMTOPKUHI

100.110.1.122_ESR-200 ~

[1cmp ['snme [ ssk | &

4 3kcnopTuposath

CepuiHbLIA HoMep
Mopenb

IP-appec

Wma xocTa
MpoussoguTens
MAC-agpec

CtaTyc oBcnyuBaHua
Bepcwma MO

Bepcms sarpysynka
Bpems paboTbl
OnucaHue

KoHTaKTbl agMWHWCTpaTopa
AnnapaTHan Bepcus

MecTononoxeHue ycTpoiicTea

NP15011091

ESR-200

100.110.1.122

ECCM-ESR-200

Eltex

cc:9d:a2:70:af.d8

BrntoyeHo

1.23.6 build 9

4 days, 0:40:13.55

Eltex ESR-200 Service Router 1.23. build 9 (date
27/05/2024 time 19:20:10)

414, 4 floor

11

server_room

() Cuuxponnamposats -

Co3faTh 3a4aYY HA 0GHOBNEHUE BCER UHDOPMALMK 08

yCTpoiicTRE
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ECCM.Quick Start. PykoBoACTBO M0 ObICTPON HacTpolike.MOHUTOPUHT YCTPONCTBA

[n1s 06HOBNEHUA onpefenieHHOro TMna uHopMaLmMm HaxXMUTe Ha MKOHKY ¥ cripasa OT KHOIMKK
"CuHXpoHu3uposamb" v BblbepuTE B CNMCKE TUM AaHHbIX, KOTOPbIA HEOBX0AMMO 3anpoCUTb C YCTPOCTBA U
OOHOBUTbL B CUCTEME:

(») Cunxpoumsmposarts -

06Wwan nHGopmaLuma
CP!' Lop

WHTepdeicel

¢ Kondurypayma

Cratychl
4

no

a—
1

® Mo ymonuaHmio MHBEHTapHas MHGYOPMAaLIMA 06HOB/IAETCA CUCTEMOI aBTOMATUYECKY pa3 B yac,
nocpegcTeom otnpaskv SNMP-3anpoca Ha ycTpoiicTBo. OTKNHOUNTL CO0P MHBEHTAPHOI MHhopMaLmm
NN U3MEHUTb Neprog, onpoca A5 KOHKPETHOIo YCTPOMCTBA MOXHO B KapToyke "VIHTepBasibl onpoca
SNMP-meTpuk" Ha cTpaHuue "YcTpolicTBo" — "MapameTpbl” - "MOHUTOPUHT".
N3meHeHne rnobasibHbIX HACTPOEK ONpOca UHBEHTAPHON MHADOPMAaLMKN BCEX YCTPOICTB, A06aBNEHHbIX
B CUCTEMY, OCYLLECTBASETCA Yepe3 KapTouky "MIHTepBasbl onpoca SNMP-meTpuK' Ha cTpaHuue
"HacTtpoiikn" - "MoHuTopuHr" - "Mapametpbl” — "MOHUTOPUHT YCTPONCTB".
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ECCM.Quick Start. PykoBoACTBO M0 ObICTPON HacTpolike.MOHUTOPUHT YCTPONCTBA

4.2.4 T1poCMOTP [AaHHbIX MOHUTOPUHIa

7151 NPOCMOTPAa METPUK YCTPOICTBa BbibepuTe pasaen MeHio "MoHumopuHe" — "Mempuku" .
y il

Unbopmauma 100.110.1.122_ESR-200

») CMHXpOHW3NPOBaTL - [52) Tepmunan -
W] @
MOHUTOPHHI G
Q
MeTpurku
Tpank! Ha3Banme
3apaun CPU utilization 5 seconds (all cores)
CobbITHA CPU utilization 1 minute (all cores)
Mpo6nemel CPU utilization 5 minutes (all cores)
TNoru RAM utilization
Wutepdeics Availability status: SNMP
SLA Ping time: SNMP

¥npasneHue -~ Availability status: ICMP

KoHdurypaumu Ping time: ICMP

CepBuchl Availability status: SSH

Ynpasnexue M0 Ping time: SSH
MapameTpbl - ONeMEHTOB Ha cTpaHuue 10 -10u398 P |
HocTtyn

MoHUTOpPUHT

Ha cTpaHuLe oTobpaxaeTcs Tabsmua MeTPUK YCTPOCTBA. [Mpy HaXaTuK Ha Ha3BaHNe METPUKN OTKPOETCS eé
rpacpuk. Ha rpadorke MOXHO HaCTPOUTbL BPEMEHHOI Anana3oH BbIGOPKM 1 Nepuog, 06HOBNEHUS AaHHbIX.

Mo/HbI CNMCOK TUMOB COBMPAEMbIX AaHHbIX 3aBUCUT OT KOHKPETHOIO YCTPOICTBA U ero KOHdurypauuii,
HanpMmep OT KO/IMYECTBA MMEIOLLIMXCA MPOLLECCOPHbIX AAEP UM CKOHUIYPMPOBAHHBIX CYLLIHOCTENR. Takke
[U1S1 BCEX YCTPOICTB OCYLLECTBASIETCS MOHUTOPUHI 0BLUMX METPUK, Hanpumep A0CTYNHOCTb no ICMP.

© bonee noapobHas UHGopMaLmsa 06 3TOM 1 APYrvx pasaenax Be6-uHrepdelica cucTeMbl yrnpasieHus
JAOCTynHa B PyKoBo/ICTBE N0/b30BaTenNs.
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ECCM.Quick Start. PykoBoACTBO M0 ObICTPON HacTpolike.MOHUTOPUHT YCTPONCTBA

4.2.5 TpocmoTp nHpopmauun 06 nHtepdencax

[JaHHble MOHMTOPUHIa MHTEPIECOB YCTPOICTBA OTOGpaxatoTcs B pasaene "MoHumopuHa" —
“Vinmepdpelicbl” Ha cTpaHULE YCTPOICTBA.

O6HapyxeHne NHTepdeicoB NPOUCXOANT aBTOMATUYECKM pa3 B 5 MUHYT 1 BK/IKOYEHO MO yMOYaHuio. Ans
PYYHOrO 3anycka 06HOBMEHMS HaXKMUTE Ha KHOMKY "CUHXpPOHU3UpOBamb" N B OTKPbIBLLEMCS CMCKE Bbibepute
"iHmepgbelicbi".

OG6HOBNEHME METPUK MHTEPENCOB N0 YMOTYAHUIO BbIK/TOYEHO. 15 uX 06HOBNEHNSA HEOOXOAUMO BK/IIOUNUTD
OnpocC Ha cTpaHuue robasibHbIX HACTPoeK MOHUTOpUHra: "Hactpoikn”' — "MonutopuHr” — "Tapametpbl” -
"MOHUTOPUHT YCTPONCTB" NIMBO Ha CTPaHULEe NepCoHasIbHbIX HACTPOEK YCTPOMCTBA: "YCTPONCTBO" —
"MapameTpbl" - "MOHUTOPUHT" .

CurcTeMHbIN cTatyc uHTepderica "YTepsiH' MOXeT NpUHUMaTh 3HaYeHUs:

* "YTepsaH" — uHTepdeic 6b11 06HAPYXEH Ha YCTPOUCTBE, HO NOC/eAHANA npoueaypa 0bHapyXeHus
MHTepdelicoB ero He Hawna (MHTepdelic 6biN yaaneH), npyu 3ToM UHpopMaLysa 0 MeTpUKax
nHTepdeica NpoJo/MKaeT XPaHUTbCA B 6a3e faHHbIX CUCTEMbI

+ "AKTUBEH" — MHTepeliCc CyLLecTByeT Ha YCTPOMCTBE 1 onpalunBaeTcs CUCTEMON;

WHdopmauma 100.110.1.122_ESR-200 »
o

C;DCHHXPOHHSHpOBﬁTb - [55) Tepmunan -

MoHMTOPHHT =

= O =
MeTpuku =8 =

Tpansi Bce AKTMBEH YTepau
3apaum Ha3Bakke Onucarme Admin Status Oper Status YTepAH CKopocTe
CobbiTus gigabitethernet 1/0/1 UPLINK to MES2124M (100.110.1.121) up up AKTUBEH 1Gb/s
Mpo6nemsbl gigabitethernet 1/0/2 up DOWN AKTUBEH 0b/s

Noru gigabitethernet 1/0/2.100 upP DOWN YTepsaH 0b/s

WnTepdeiics gigabitethernet 1/0/3 up DOWN AxTuBeH 0b/s

SLA gigabitethernet 1/0/4 up DOWN AKTUBEH 0b/s
¥Ynpaenenve A gigabitethernet 1/0/5 up DOWN AKTUBEH 0Ob/s
KoHdurypauumn gigabitethernet 1/0/6 test up DOWN AKTUBEH 0b/s
Cepenchl gigabitethernet 1/0/7 up DOWN AKTUBEH 0b/s
Ynpasnenue MO gigabitethernet 1/0/8 up DOWN AKTUBEH 0b/s
MNapameTphi v bridge 1 test-bridgel up DOWN AkTuBEH 0b/s

port-channel 1 up DOWN AKTUBEH 0b/s

s nonyyeHust 6onee noapo6Hoit MHopmauum 06 MHTepecyoLemM nHTepdelice (cocTosiHMe, rpadvki No
nepefaHHOMY/NPUHSATOMY TpadiuKy, NakeTam 1 omnbKam) HaXXMUTE Ha ero HasBaHue B Tabnuue
NHTEpPdIENCoB.
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ECCM.Quick Start. PykoBoACTBO M0 ObICTPON HacTpolike.MOHUTOPUHT YCTPONCTBA

4.2.6 [MpocmoTp XypHasia 3agau

B pasgene "MoHumopuHa" - "3ada4u” npegcTtaBneHa Tabnuua ¢ 3agavamu, BbiNosHAEMbIMU B cUCTEME. B
Tab/mue OTpaxeHbl CrieayroLLMe napameTpbl: cTaTyc 3ajaum, ee T, aBTop, Nog3ajgayu, aara 1 Bpems
c034aHus, 3anycka 1 3aBepLUeHNs 3a4aun.

Mpu oTo6paXkeHn Tabnuubl 3a4a4 BCe NoA3ajaymn CKpbITbl: 0TOOPaXaEeTCs TO/IbKO PpoAMTeNbCKasn 3ajava
WHTErpasibHbIM cTaTycoM. [1ns NpocMoTpa noasagay HaXMuTe Ha KHOMKY “Mokazame” B cTon6ue "Modsadaqyu”.

[nsi npocmoTpa XypHana (fora) BbINOSIHEHNS 334a4M HAXXMKUTE Ha CCbINKy "Omkpbims /102" B cTon6ue "/lo2".

Mikbopisua LO0IIIONI22RES R 200N () Cusaxpormanposare | + B Tepmunan |
W]
MOHUTOPHHI ~
EEE I 3 (O Mocnegume 7 el () 5m ~

MeTpuku —
Tpansi @ Cncremuble Monb3oBaTtenbckue B npouecce Oxupaunue C owwmbKoi

3apaum [ Craryc Tvn Onucatine AsTOp [aTa c03AaHHA [Diata sanycka QDlaTa 3aBepuIeHNA Tor Nonzanaun
CobbiTua 95 ® 06HOBUTL 06LLYH HHOPMAaLIMIO o6 yeTpoicTBe YetpoiicTeo: "ESR-200: 100.110.1.122" ecem 2024-05-28 16:00:17 OTKpbITb Nor

Mpo6nembl 94 @ Mony4uTb KOHOUrypaLUio YctpoiicTso: "ESR-200: 100.110.1.122" eccm 2024-05-28 16:00:16 2024-05-28 16:00:18 OTKpbITL Nor

Jloru 83 @ Mony4uts MO YetpoiicTso: "ESR-200: 100.110.1.122" System  2024-05-28 15:52:48 2024-05-28 15:53:08 2024-05-28 15:53:12 OTKDbIT NOT

Wutepdeicel 82 @ MonyuuTs KoHdUrypaLmo YctpoiicTso: "ESR-200: 100.110.1.122" System  2024-05-28 15:52:48 2024-05-28 15:52:58 2024-05-28 15:53:02 OTKpbITL NoT

SLA 1 @ Q6HOBUTS BCHO MHGOPMaLMo 0f ycTpolicTee YctpoiicTeo: "ESR-200; 100.110.1.122" System  2024-05-28 15:32:23 2024-05-28 15:32:24 2024-05-28 15:33:22 MNokasate
Ynpaenexue ~ a cTp: 10 v

Kondurypauumn

CepBucbl

Ynpasnexue N0
MapameTps
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ECCM.Quick Start. PykoBoAcCTBO N0 6bICTPOI HacTpolike.HacTpolika napameTpoB AocTyna

4.3 HacTtpoiika napaMeTpoB AocTtyna

Mo ymonuyaHuo st 4OCTyna K yCTPOCTBY MCMNOJb3YETCS HAacef0BaHNne robasibHbIX (418 BCE cucTembl)
napameTpoB A0CTyNa, KOTOpble MOXHO U3MEeHUTb B pasgene "Hactpoikn' — "Cuctema’ — "[octyn'”.

[lna nepeonpefeneHnsi napameTpoB AOCTYNa KOHKPETHOTO YCTPONCTBA NepeianTe B pasfes MeHHo
"'Mapamemps!” Ha BKNaaky ‘Jocmyn", Bbibepute pexum "Onpedesiums"” B HyXXHOM 6/10ke HaCTPOeK AocTyna u
YKaXuTe HOBble napameTpbl. B pexume "Onpedesums” cuctema Ucnosb3yeT napaMmeTpbl BbiIbpaHHOro 6/10ka
HacTpOeK A0CTyna Ha CTpaHuLEe BMECTO rN06anbHbIX.

WHbopmauus 100.110.1.122_ESR-200 ~

») CHHXpOHH3MpOBaThL - [32) Tepmunan -
O ®
MoHuTopHHr G
MeTpuku SSH 9, Onpepenuts & HacneposaHo
Tpansi A nons3oeatens Mapons * Nopr
admin e = 22
3apaum
CobbrTus SNMP 9, Onpepenute & HacneposaHo
MpoGneme: Mopr Bepcun SNMP mmunity
161 v2e ~  public
TNoru
VinTepdeiice! MpHMeHnTL CépocuTh
SLA
YnpaBneHue L
KoHdurypaumu
CepBuchbl
Ynpasnenwe M0
MapameTpbi G

Ooctyn

MoHuTopHHT
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ECCM.Quick Start. PykoBoAcTBO No 6bICTpoON HacTpolike.O6HoBAeHMe MO ycTpoicTea

4.4 O6HoBneHue MO ycTporicTea

MepelignTe B pa3aen MeHt "YnpasneHue" - “YnpasneHue NO” Ha cTpaHMLe YCTPONCTBa. B oTKpbIBLUEACS
Tabnuue otobpasmTcsa cnncok MO, KOTopoe 3arpyXeHo Ha YCTPOMCTBO.

WHbopmauua 100.110.1.122_ESR-200 ~»
o

Q}Cuuxpowawpoaam - =) Tepmunan -

MokutopuHr ~

R | O O0GuosursN0 @ Nepexnounts N0 & 30s ~
MeTpukm —_—

Tpansi Obpas Crary Bepcus M0 Hara sarpysku AxugHo nocne mepesarpyski
Japauu 1 HeaxTusHo 1.23.3 build 6 2024-04-0417:06:33
CobbiTa 2 AxTneHo 1.23.4 build 36 2024-04-0418:27:12 v
Mpo6nembl
Toru
Wntepdeitcel
SLA
Ynpaenexne »
KoHurypauuu
Cepamcel
Ynpaeneuue 10

MapameTpbl

© [ns nonyuenus akTyanbHOM nHpopMaumy o MO yCTPoCTBa HAXKMUTE KHOMKY "10" B MEHIO KHOTMKY
"CuxpoHu3uposams" nnn KHonky "CuHxpoHu3uposams".

[nsa o6HoBNeHns MO ycTpoilcTBa HaXXMUTE KHOMKY "O6HoBuUMb MO": OTKPOETCA OKHO MacTepa 06HOBEHNS.
Hwxe npvBefeHo onucaHue Lwaros Mmacrepa.

o Bui6op MO 9 MNapamepbl 3agaqu o MpuMeHnTL

3arpysutb

HazeaHue daiina Bepcus M0 BepcuA 3arpyzumka BepcuA 3arpyaunka x-loader Onucanme AKTYanbHOCTE

@ test_fw_esr100_3 1.18.8 build 3 test_fw_esr100_3 v

OTMeHUTb [anee

1. Bbi6op MO. Ha atom Lware TpebyeTtca 3arpy3ntb HoBoe MO nnu BblbpaTtb MO 13 yxe 3arpy>XeHHoro B
cucTemy.
+ 3arpyska MO. [1nsa 3arpy3ku MO HaxXMuTe Ha KHOMKY "3agpy3ums": 0TKpoeTcs hopmMa 3arpy3ku
MO. B oTKpbIBLLENCA (DOPME HaXXMUTE KHOMKY “Bbibepume dalis 0" n BbibepuTe thainn ans
3arpy3skun. Cuctema aBToMaTMyeckun onpeaenut Bepcuto BbibpaHHoro MO 1 ceputo yCTpoiicTBa.
Mpn HeobxogumocTy ycTaHoBuTe donar “Coesiams akmyasibHbiM 10" 1 3an0HUTL None
“OnucaHue”. flanee HaXXMUTe KHOMKY “3azpy3ums”.
+ Bbi6op MO. B tabnuuye goctynHoro MO BbiGepuTe MO Tpebyemoii BepCcrum U HaOXXMUTE KHOMKY
"Nanee".
2. NapameTpbl 3agaun. Ha aTom Lware TpebyeTca yCTaHOBUTL NapamMeTpbl CO34aBaemMoi 3aga4m Ha
06HoB/IeHMe MMO.
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ECCM.Quick Start. PykoBoAcTBO No 6bICTPOW HacTpoiike.PaboTa ¢ KoHdurypauumein ycTpoicTea

3. MNpumeHnTb. Ha 3TOM Ware 6yaeT oTobpaxarbCcs CBOAHAA MHhopMaLums No co3gaBaemolt 3agade Ha
o6HoBNeHune MO. HaxmuTe kHOMKy "MpumMeHums" ans 3anycka 3ajayun. 3a ee BbINOSIHEHUEM MOXHO
cneavTb B pasgene "3adaqu”.

& Mpw Bbibope cepuii MES14xx/MES24xx/MES3708, MES2424, MES2448/MES3400-xx/MES3710,
MES5448/MES7048 6yneT Heo6xoauMOo AOMOHUTESTbHO [06aBUTL 3arpy3ynk U ykasaTtb ero Bepculio.
Mpw BbIGOPE cepuii ME2001/MES000/MES100/ME5200 BbI60p 3arpy3unkos U-boot/X-loader
ONUMOHAsIEH.

4.5 PaboTa C KoH(hurypaumein ycTpomncTea

WHTepdpelic ans npocMoTpa 1 ynpasnieHusi KOH(UIypaumsMm yCTpoiicTBa PpacnonoxXeH B pas3fenie MeHo
"YnpasneHue" - "KoHghueypayuu" Ha CTpaHuULEe YCTpOoCTBa.

® [Ona yctpoiicte SMG pasgen "KoHgpuzypayuu" oTCyTCTBYET. [aHHbIi TUM YCTPOICTB HACTpanMBaeTcs C
NoMoLL b0 BEG-KOHGUrypaTopa. KHonka ans nepexoa B Be6-KOH(pMrypaTop pacrnonoxeHa B BepXHei
yactu cTpaHuupl SMG-ycTpoiicTBa.

B cucteme cyLecTBYHOT TpU TUNa KOHpUrypawuum yCTponicTB:

*+ AKTyasibHasi — NoCnefHss NoslyYeHHas C YCTPOcTBa KoHurypaums (Bcerga otobpaxaeTcs NnepBoil B
Tabnuue KoHdurypauuii);

*+ YepHoBuk/Makpoc — KoHMrypaLms, NoAroToB/IeHHAs 415 3arpy3ku Ha yCTPOWCTBO;

+ Pe3epBHas Konus — pe3epBHas KONMs KOHGUrypawmm ¢ ycTpoiicTea. B cnyyae cMeHbl TekyLel
KOHGoUrypaumm Ha HOBYIO el HasHavaeTcs Tvn "Pe3epBHas Konus', a HoBoi — "AkTyasibHas".

[Nsi CMHXpOHM3auMn KOHUrypauum yCTponcTBa HaXXMUTE Ha KHOMKY “Tlosryyums KoHgbuzypayuro". Mpouecc
CUHXPOHM3aL/MK 3anyCcKkaeTcsl B aBTOMaTMYECKOM PeXMMeE pas B Yac, a Takxe B clyvyae f06aB/1eHns HOBOrO
YCTPOWCTBA B CUCTEMY.

® VHTepBan NonyyeHns KOHGUIrypaLmm ¢ yCcTpoicTea HacTpanBaeTcs B KapTouke "MIHTepBan nonyyeHns
KOHoUrypaumm ycTpoicTea" Ha cTpaHuLle
"HacTpoiikn" — "MoHuTopuHr" — "Mapametpbl’ — "MapameTpbl 3agay”.
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ECCM.Quick Start. PykoBoACTBO M0 6bICTPOI HacTpoiike.PaboTa ¢ KoHdurypaumeli ycTpoictea

4.5.1 lMpocmoTp KoHdurypauum

[ns npocMoTpa KoOHgMrypawumm ycTpoicTea BbiGepuTe B Tab/MLE MHTEPECYHOLLYI0 KOHUrypaLuuio, nocnie Yero
OHa CTaHET AOCTYMHa B PeXMe NPOCMOTPa B OKHE, PacnosiIOKEHHOM crnpasa OT TabnuLbl.

— MNony4uTk KOHHrypaumio

Configuration fetched by task id 357

OnucaHue

Configuration fetched by task id 357

Configuration fetched by task id 30

1-2m32

Mdopmaumn 100.110.1.122_ESR-200 »
&
MoHUTOpHHT -
MeTpurku -_T,—: Q -+ Co3paTtb YepHOBMK
Tpansi
[0 AxryancHas 2024-10-1417:27:22 System
3apaumn
O T [laTa coapaHmMa ABTOD
CobbiTua ©
[0 YepHosuk 2024-10-15 09:46:59 eccm
Mpo6nems!
[J PesepsHan konus 2024-10-14 10:43:33 System
TNorn
3nemeHTOB Ha cTpanmue 10
WHTepdeicel
SLA
¥Ynpaenenue o
KoHdurypauum
CepBucbl
Ynpasnewnue N0
MapameTpbl o
JNoctyn
MoHUTOpUHT

C;)Chuxpnuhaupoﬁarh - [55) Tepmunan -

#' Pepaxtuposars ¥ Cxauarb

1  #!/usr/bin/clish

2 #232

3 #1.23.6

4 #27/85/2024

5 #19:20:10

6  hostname ECCM-ESR-200

7

8 ip vrf vrfl

9 description "1111"

10 exit

11 ip vrf vrf2

12 description "222"

13 exit

14

15  syslog sequence-numbers

16

17 syslog host eccml_litv

18 remote-address 100.110.2.6
19 severity info

20 exit

21

22 username dlitvinov

23 password encrypted $6$4akx4.vjDsX1d0Zr$IqDzG6z!
24 privilege 15

25  exit

26

27 no spanning-tree

28

29 bridge 1

30 description "test-bridgel"
31 enable

32 exit

33

34  interface port-channel 1

35 mode switchport

36 exit

37 interface gigabitethernet 1/0/1
38 description "UPLINK to MES2124M (160.110.1.121
39 ip firewall disable

<>

UT06bl CPaBHUTL KOH(IUIYpaLMOHHbIE (daiifibl OAHOMO YCTPOICTBA MeXAy CO6OM, BbibepuTe (OTMETLTE
rasioukamm) ABe KoHdUrypauum B Tabnmue 1 HaXMuUTe KHonKy "CpasHums".

® B cucteme nogaepxaHa BO3MOXHOCTb CPABHEHS KOHGIMIypaLmm ABYX YCTPOWCTB. JaHHbIii
dhyHKUMOHaN noagpo6Ho onncaH B pasaene "CpasHeHve koHurypalmin yetpoiicte" PykoBoacTea

nosib3oBaresis.
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ECCM.Quick Start. PykoBoAcTBO No 6bICTPOW HacTpoiike.PaboTa ¢ KoHdurypauumein ycTpoicTea

4.5.2 PepaktupoBaHue KoHdurypaumm

Mpouecc KoHUryprposaHus otimyaetcsa s ycrpoincts TAU/WLC/ESR/ME n MES. Yctpoiictea TAU/WLC/
ESR/ME nprMMeHSAT 1y OTK/IOHAOT KOHJIUIypauumio LiennMkom, B To BpemMs kak MES npuMeHsIoT oTaernbHble
n3MeHeHus cpasy. B cBA3u ¢ atum, npu padote ¢ TAU/WLC/ESR/ME co3patotcs "yepHOBUKN
KOHdMrypauumn', cogepxatime nosHy KoHurypaumo ycTpoiictea, a 4ns MES ncnonbsytorcs "Makpochbl',
cogepxaline To/IbKo HeobXoANMble N3MEHEHUS.

[ns pefakTnpoBaHns CyLLECTBYHOLLIE KOHUIypaumm oTKpoliTe BKNaaky “KoHgbueypayuu” Ha cTpaHuue
YCTPOWCTBAa, BbibepuTe B TabnuLe KOHGUrypawmio, KOTopyto He06X0AMMO U3MEHUTb, N HAXKMUTE KHOMKY
“Pedakmuposamb”: OTKPOETCS pefaKkTop KOHUrypavLumii.

B penaktope KoHburypauwmii nponsseante HeOOX0AMMbIE N3MEHEHNS Y HROKMUTE KHOMKY:

*+ “CoxpaHumb” — ecnu HeobxoAMMO TO/IbKO COXPaHWUTb U3MEHEHHYIO KOH(MIypaumio, HO He MPUMEHSTb
ee Ha yCTpoKcTBO. HoBas KOHburypaumsa/makpoc 6yaeT coxpaHeHa ¢ Tunom "YepHosuk' nnm "Makpoc”,

* “CoxpaHums u MpumeHums” (ana TAU/WLC/ESR/ME)/“CoxpaHums u 3anycmums” (anst MES) — ecnm
Heo6xoAVMO NPUMEHUTL KOH(IUTYPaLLMIO Cpasy Xe Noc/ie BHECEHUS U3MEHEHMWIA.

Ecnu 6b1n BbIGpaH BapmaHT TO/IbKO C COXpaHeHneM, To A/15 NPYMEHEHNSA HOBOWN KOHIUrypauum BblbepuTe ee
13 Crncka 1 HaxmuTe KHonky "TlpumeHums” (ans TAU/WLC/ESR/ME) unun “3anycmums” (ons MES).
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ECCM.Quick Start. PykoBoAcTBO No 6bICTPOW HacTpoiike.PaboTa ¢ KoHdurypauumein ycTpoicTea

4.5.2.1 [lMpumep KoHgu2ypuposaHusi Mapwpymusamopa ESR
Myctb B ECCM po6asneH mapLupyTtusatop ESR co cnegytoLleii KoHgurypaumei:

hostname ESR-TEST-10

syslog max-files 10
syslog file-size 10000
syslog cli-commands

username techsupport
password encrypted $6$n22HpZ8qlQzycF
exit

domain lookup enable
domain name-server 1.1.1.1

security zone trusted
exit

security zone untrusted
exit

interface gigabitethernet 1/0/1
security-zone untrusted
ip firewall disable
ip address 100.110.0.130/23
exit

snmp-server
snmp-server location "Eltex-NSK4"
snmp-server community "public" ro
snmp-server community "private" rw

ip route 0.0.0.0/0 100.110.0.1

ip telnet server
ip ssh server

clock timezone gmt +7
ntp enable

ntp server 10.10.5.50
exit
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ECCM.Quick Start. PykoBoAcTBO No 6bICTPOW HacTpoiike.PaboTa ¢ KoHdurypauumein ycTpoicTea

3agava:

+ Job6aBuTb onucaHune nHtepdelica "gigabitethernet 1/0/1%;
* N3meHuTb NnapameTp "snmp-server location”;
* Ypanutb nonb3oBartens "techsupport”.

ANroputm AeicTBUNA:

1.
2
3.
4

. B OTKpbIBLUIEMCSI OKHE pefakTopa BHECUTE HEOOGXOANMbIE U3MEHEHNS:

5. Haxmute kHonky "CoxpaHume u MpumeHums". INMocne nponsBefeHHbIX AeCTBMIA ByaeT co3gaHa 3ajaqva
"MPUMEHNTb KOHhUrypaumio®, ctatyc KOToOpoli MOXHO OTC/exmBaTb B pasgene "MoHumopuHa" - "3adauyu”,

MepelignTe Ha BKNaaky "KoHghueypayuu" Ha CTpaHuLe YCTPONCTBa;

. HaxxmuTe kHonky “MMosyyums KoHgueypayuro” ons NnonyvyeHns akTyasibHOW KOHUIypaLwum yCTpoicTBa;

Bbligennte "AkTyanbHy" KOHUrypaumo B Tabnmue KoHhurypaumii n HaxxmmTe KHOMKy "Pedakmuposams”,

hostname ESR-TEST-10

syslog max-files 10
syslog file-size 10000
syslog cli-commands

domain lookup enable
domain name-server 1.1.1.1

security zone trusted
exit

security zone untrusted
exit

interface gigabitethernet 1/0/1
description "UPLink"
security-zone untrusted
ip firewall disable
ip address 100.110.0.130/23

exit

snmp-server
snmp-server location "Room-444"
snmp-server community "public" ro
snmp-server community "private" rw

ip route 0.0.0.0/0 100.110.0.1

ip telnet server
ip ssh server

clock timezone gmt +7
ntp enable

ntp server 10.10.5.50
exit

6. [Nocne 3aBepLUeHna 3a4a4n Ha NPUMeHeHVe KOHUrypauumn ctapas KoHdurypauusa 6yaeT otobpaxarbcs ¢

TUNoM "Pe3epBHas konus" B Tabnuue KoHurypauuii, a HoBas KOHpurypaumsa — ¢ Tunom "AktyasibHas".
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ECCM.Quick Start. PykoBoAcTBO No 6bICTPOW HacTpoiike.PaboTa ¢ KoHdurypauumein ycTpoicTea

4.5.2.2 TMpumep KoHuaypuposaHusi kommymamopa MES

Myctb B ECCM po6asneH kommyTatop MES co cnepytowein koHdurypaumei:

no spanning-tree

|
vlan database

vlan 20

exit

!

interface vlan 20

name OfficeNet

exit

!

hostname MES2324P

|

enable password level 15 encrypted 5baa6le4c9b93f3f0682250b6cf8331b7ee68fd8
|

username admin password encrypted 5baa61e4c9b93f3f0682250b6cf8331b7ee68fd8 privilege 15
|

ip ssh server

|
snmp-server server
encrypted snmp-server community hXKI/nU2kUzgKGixTrnUEJk2X9/GnPd4ihiuEf9vIco= ro view Default
encrypted snmp-server community 502f0coreE59RGZehVQFBLTUClcrZ1HxxBXSx3yu8I0= rw view Default
|
interface gigabitethernetl/0/1

description PC

switchport mode access vlan 20
exit

!
interface gigabitethernetl/0/11

description to_office_network

switchport mode trunk

switchport trunk allowed vlan add 20
exit

!

|

end

3apaua:

+ Oo6asutb VLAN 1000;
+ Paspewwmtb Tpadumky VLAN 1000 npoxoamTb yepes nopt "gigabitethernet1/0/11".

Anroputm geicTBUiA:
1. MepeiignTe Ha BKNagky "KoHgbucypayuu" Ha CTpaHuLe yCTPOCTBa;
2. Haxxmute kHonky ‘Mlosiydums KoHgbu2ypayuro" fnis NonyvYeHns aktyasbHOM KOHUrypaumum yCTponcTea,

3. Bbigenute "AkTyasibHy0" KOHDUrypaLmio B Tabnuue KoHUrypauuin u Haxmmnte KHonky "Pedakmuposams”,
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ECCM.Quick Start. PykoBoAcTBO No 6bICTPOW HacTpoiike.PaboTa ¢ KoHdurypauumein ycTpoicTea

4. B OTKpPbIBLLEMCS OKHE pefakTopa BHecuTe HeO6XO,£I,I/IMbIe N3MEeHEHUA:

vlan database
vlan 1000
exit
!
interface vlan 1000
name TestNet
exit
!
interface gigabitethernetl/0/11
switchport trunk allowed vlan add 1000
exit

5. HaxxmuTe kHonky "CoxpaHums u 3anycmums". Tlocne npov3BefeHHbIX AeCTBWI ByaeT co3aaHa 3ajada
"MpUMEeHNTb KOHhUrypaumio®, cTaTtyc KOTOPO MOXHO OTC/eXuBaTb Ha Bknagke "3adaqyu’;

6. [Nocne 3aBepLUeHna 3a4a4m Ha NPUMEHeHVe KOHUrypauun ctapas KoHdurypauusa yaeT otobpaxarbcs ¢
TUNoM "Pe3epBHas konus" B Tabnuue KoHurypauuii, a HoBas KOHpurypaumsa — ¢ Tunom "AktyasibHas".

4.5.2.2.1 KoHchurypupoBaHue kommyTtaropos cepur MES5448/MES7048

Y kommyTatopos cepunt MES5448/MES7048 ecTb napamMeTpbl, KOTOPblE KOHUTYPUPYIOTCA BHE pexnma
KOHGpurypauumm (exec):

« vlan

* hostname
+ serviceport
+ ssh

* telnet

[na KOHUrypupoBaHVa NapamMeTpPoB MHTEPECOB 1 NPOYMX MPOTOKO/I0B BBEAMTE B LUAGI0OH/MaKpoC
KOHchurypaumm komaHgy "configure”.

® nMonHas gokymeHnTauusa MES5448/7048 gocTtynHa no cebinke: MES5448, MES7048. PyKoBOACTBO M0
3KcnyaTalum.
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ECCM.Quick Start. PykoBoAcTBO No 6bICTPOW HacTpoiike.PaboTa ¢ KoHdurypauumein ycTpoicTea

Mpumep
Myctb B ECCM po6asneH kommyTtatop MES7048 co cnepytoweli kKoHpurypaumeii:

serviceport protocol none

serviceport ip 192.168.79.60 255.255.240.0 192.168.64.1
vlan database

exit

ip ssh server enable
configure

reset-button reload-only
stack

member 1 4

exit

switch 1 priority 1

slot 1/0 3

set slot power 1/0

no set slot disable 1/0
username "admin" password 4fble35787dec level 15 encrypted

line console
exit

line telnet
exit

line ssh

exit

!

snmp-server community "private" rw
snmp-server community "public" ro
router rip

exit

router ospf

router-id 172.17.5.252

exit

ipv6e router ospf

exit

exit

3apava:

* HasHauutb ycTpoiicTBy hostname;
« No6asuTb vlan 4000;
+ Paspewmntb Tpadumky VLAN 4000 npoxoauTsb Yyepes nopt 1/0/1.

AnropuTtm geicTBUiA:
1. MepeiignTe Ha BKNagky "KoHghucypayuu" Ha CTpaHuULEe YCTPOCTBa;
2. Haxxmute kHomky “Mosydums KoHgbu2ypayuro" fnis NonyyYeHns aktyasbHOM KOHUrypaumum yCTponcTBea;

3. HaxxmuTe Ha kHonky "Co30amb makpoc”;
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ECCM.Quick Start. PykoBoAcTBO No 6bICTPOW HacTpoiike.PaboTa ¢ KoHdurypauumein ycTpoicTea

4. B OTKPbIBLLEMCA OKHE pefaKTopa BHECUTe HGO6XOAI/IMbIe N3MEHEHNA:

hostname "MES7048_TEST" <--- pexum "configure" He TpebyeTcs
vlan database

vlan 4000

vlan routing 4000 1

exit

configure <--- HWXe cneaywT KomaHabl pexuma "configure"

interface 1/0/1

no shutdown

vlan participation include 4000
vlan tagging 4000

exit

exit

5. HaxxmuTe kHOMKy "CoxpaHums u 3anycmums". Flocne npoun3BeAeHHbIX AelCTBUI ByaeT co3gaHa 3agaya
"MpUMeHNTb KOHGIUIypaumio", ctaTtyc KOTOPOI MOXHO OTC/eXnBaTb Ha Bknaake "3adaqu”

6. Mocne 3aBepLUeHNs 3a4a4m Ha NPYMeHeHe KoHdurypauum ctapasi KoHcurypaums 6yaeTt otobpaxkarbes ¢
TMnom "Pe3epBHas konus" B Tabnuvue KoHdurypauuii, a HoBast KOHdmrypauus — ¢ Tunom "AktyanbHas".

4.5.2.3 Tlpumep KoHguaypuposaHusi Mapwpymusamopa ME

Myctb B ECCM po6asneH mapwpyTtusarop ME co cnegytowein KoHdurypaumeii:

hostname R79

interface mgmt 0/fmcO/1
ipv4 address 192.168.17.79/23
vrf mgmt-intf

exit

vrf mgmt-intf
rd 0:0
exit

router static
vrf mgmt-intf
address-family 1ipv4 unicast
destination 0.0.0.0/0 192.168.16.1
exit
exit
exit
exit

telnet server vrf mgmt-intf
exit

ssh server vrf mgmt-intf
exit
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3apaua:

+ HacTtpouTtb ycTpoiicTBo ans pa6otbl no SNMP;
* Ykasartb agpec NTP-cepsepa.

Anroputm geicTBUiA:

1. MepeiignTe Ha BKNagky "KoHgbucypayuu" Ha CTpaHuLe yCTPOCTBa;

2. Haxxmute kHonky “Mosydums KoHghu2ypayuro" onis NonyvYeHns aktyasbHOM KOHUrypaumum yCTponcTBea;

3. Bbigenute "AkTyasibHy0" KOHDUrypaLmio B Tabnuue KoHUrypauuin u Haxmmnte KHonky "Pedakmuposams”,
4

.B OTKPbIBLLEMCA OKHE peaaktopa BHECUTE HeO6XO,EIII/IMbIe N3MEHEHNA:

hostname R79

interface mgmt 0/fmcO/1
ipv4 address 192.168.17.79/23
vrf mgmt-intf

exit

vrf mgmt-intf
rd 0:0
exit

router static
vrf mgmt-intf
address-family 1ipv4 unicast
destination 0.0.0.0/0 192.168.16.1
exit
exit
exit
exit

telnet server vrf mgmt-intf
exit

ssh server vrf mgmt-intf
exit
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# BNOK HOBbIX HacTpoek

snmp server
snmp server
snmp server

community

sysContact "Ivanov Ivan"
sysLocation "Novosibirsk"
vrf mgmt-intf

label eltex-ro

community-name public

exit

user eltex-ro
authentication access auth
authentication algorithm md5
authentication key password

exit
exit

ntp vrf mgmt-intf
server 192.168.16.113

exit
exit

clock timezone gmt 7

5. HaxxmuTte kHonKy "CoxpaHume u lMpumeHums". Tlocne npon3BeAeHHbIX AeNCTBUIA ByaeT co3aaHa 3ajava
"MpYMEeHNTb KOHhMrypaumi', cTaTtyc KOTOPO MOXHO OTC/IEeXMBaTb Ha BKNaake "3adaqyu’;

6. Mocne 3aBepLUEHUs 3a4a4M HA NPUMEHEHNE KOH(UTypaLummn cTapast KoHdurypaums 6yaet otobpaxarbes ¢

TMnom "Pe3epBHas konusa" B Tabnvue KoHurypauuia, a HoBasi KOHdurypauusa — ¢ Tunom "AktyasnbHas".

4.5.2.4 Tlpumep KoHguzypuposaHusi KoHmporsinepa WLC

MycTb B ECCM po6asneH koHTponnep WLC co cneaytoleii KoHdurypaumeii (B npumepe KoHdurypaums

oTOGpaXeHa YacTUYHO):
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radius-server local
nas local
key ascii-text encrypted 8CB5107EA7005AFF
network 127.0.0.1/32
exit
virtual-server default
enable
exit
enable
exit
radius-server host 127.0.0.1
key ascii-text encrypted 8CB5107EA7005AFF
exit
aaa radius-profile default_radius
radius-server host 127.0.0.1
exit

vlan 3
force-up
exit

interface gigabitethernet 1/0/1
mode switchport
exit
bridge 1
vlan 1
ip firewall disable
ip address 192.168.1.1/24
no spanning-tree
enable
exit

snmp-server
snmp-server community public ro

softgre-controller
nas-ip-address 127.0.0.1
data-tunnel configuration wlc
aaa radius-profile default_radius
keepalive-disable
service-vlan add 3
enable

exit

wlc
outside-address 192.168.1.1
service-activator
aps join auto
exit
ap-location default-location
mode tunnel
ap-profile default-ap
ssid-profile default-ssid
exit
enable
exit
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ip ssh server

3agaua:

+ HasHauutb ycTpoiicTBy hostname;
* BbIKOYUTL snmp-server;
+ HacTtpouTb HoBbIi ssid-profile.

ANroputm AeiicTBUIA:
1. MepeiignTe Ha BKNagky "KoHgbucypayuu" Ha CTpaHuue yCTPOUCTBa;
2. Haxxmute kHoMKy ‘Mlosiydums KoHghu2ypayuro" onis NonyvYeHns aktyasibHOW KOHUrypaumum yCTpoincTBea,

3. Boigenute "AkTyasibHyH" KOHGUrypauuio B Tabnvue KoHurypauuin n Haxxmmte KHomnky "Pedakmuposams”;
4. B OTKpPbIBLLEMCSH OKHE pefakTopa BHECUTE HEOOX0ANMbIE N3MEHEHNS:

30



ECCM.Quick Start. PykoBoACTBO M0 6bICTPOI HacTpoiike.PaboTa ¢ KoHdurypaumeli ycTpoictea

hostname WLC_floor2

radius-server local
nas local
key ascii-text encrypted 8CB5107EA7005AFF
network 127.0.0.1/32
exit
virtual-server default
enable
exit
enable
exit
radius-server host 127.0.0.1
key ascii-text encrypted 8CB5107EA7005AFF
exit
aaa radius-profile default_radius
radius-server host 127.0.0.1
exit

vlan 3
force-up
exit

interface gigabitethernet 1/0/1
mode switchport
exit
bridge 1
vlan 1
ip firewall disable
ip address 192.168.1.1/24
no spanning-tree
enable
exit

snmp-server community public ro

softgre-controller
nas-ip-address 127.0.0.1
data-tunnel configuration wlc
aaa radius-profile default_radius
keepalive-disable
service-vlan add 3
enable

exit

wlc
outside-address 192.168.1.1
service-activator
aps join auto
exit
ap-location default-location
mode tunnel
ap-profile default-ap
ssid-profile default-ssid
exit
ssid-profile test_ssid
ssid test_ssid
vlan-id 3
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security-mode WPA2
key-wpa ascii-text encrypted CDE65039E5591FA3
band 5g
enable
exit

enable
exit

ip ssh server

5. Haxmute kHonky "CoxpaHums u lMpumeHums". Focne nponsBefeHHbIX AeCTBUIN OyAeT co3faHa 3ajadva
"MPUMEHNTb KOHPUrypaumio®, ctatyc KOTOpoli MOXHO OTC/exuBaTb B pasgene "MoHumopuHa" - "3adauu”,

6. MNocne 3aBepLlueHns 3aga4un ctapas KoHdurypauns 6yaet otobpaxarbcsa B Tabnvue KoHurypaumuin ¢ Tunom
"Pe3epBHas konus', a HoBass — ¢ TUNom "AkTyanbHas".

Anroputm ageiictBuii gna pa6otbl yepes Web-koHdurypatop:
1. MepelignuTe Ha CTpaHuLy YCTPOICTBa;

2. HaxxmuTe kHONKy "Web-koHgbucypamop", pacnonoXeHHy0 B BEPXHEN YacTu CTpaHuLpbl, Nocie Yero
aBTOMaTU4ecKkn OTKPOETCH HOBas BKNajka c Be6-uHTepeiicom KoHurypatopa ycTponcTaa:

100.110.1.52_WLC-30 »
o

(») CHHXpOHM3MpOBaTb v GD Web-koHpurypaTtop B2 Tepmunan v
-

Mepexon 8 Web-koHdurypaTop ycTpoiicTea

3. B okHe aBTOpM3aLMKN BBEAUTE NIOTVH U Naposb A/1st 4OCTYNa K YCTPOWCTBY:

HELTEX

Log in to WLC-30

User

Enter user name

Password

Enter password Q

4.B OTKpPbIBLLEMCA OKHE npounssegnTe H606XO,£I,I/IMbIe HaCTDOVIKM.
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4.5.2.5 TlMpumep koHuaypuposaHus VolP-wmo3a TAU
Myctb B ECCM po6asneH VolP-wnto3 TAU co criegytoLlein KoHurypaumei:

network

ntp enable

ntp interval 60

ntp address 192.168.11.1
ntp timezone 7

vlanl broadcast 100.110.1.255
vlanl ipaddr 100.110.1.131
vlanl netmask 255.255.254.0
vlanl vid 1000

vlanl enable

snmp enable

telnet

control vlanl

exit

passwd admin encrypted:8F7F9F9D976G5B97
devname ECCM-TAU-72
timer duration 20
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3agava:
+ [lo6aBuTb onucaHue nHTepdetrica "vlan1;
* N3meHuTb Nnapametp "ntp address”,;
* YpanuTtb nonb3oBartens "admin”.

ANroputm AeicTBUNA:

1. MepeiignTe Ha BKnagky "KoHguaypayuu" Ha CTpaHMLUEe YCTPOINCTBa;

2. HaxxmuTe kHonky “MMosyyums KoHghueypayuro" ons NonyvyeHns akTyasibHOW KOHUrypaLuum yCTpoicTBa;

3. Bbigenute "AkTyanbHy" KOHUrypaumio B Tabnuue KOHUrypauuin n Haxxmmnte KHonky "Pedakmuposams”,
4

. B OTKpbIBLUIEMCSI OKHE pefakTopa BHECUTE HEOOGXOANMbIE U3MEHEHNS:

network

ntp enable

ntp interval 60

ntp address 192.168.11.2

ntp timezone 7

vlanl broadcast 100.110.1.255
vlanl ipaddr 100.110.1.131
vlanl netmask 255.255.254.0
vlanl vid 1000

vlanl enable

vlanl description "Main Network"
snmp enable

telnet

control vlanl

exit

devname ECCM-TAU-72
timer duration 20

5. Haxmute kHonky "CoxpaHums u lMpumeHums". INocne nponsBefeHHbIX AeACTBUI ByAeT co3faHa 3ajadva
"MPUMEHNTb KOHhUrypaumio®, ctatyc KOToOpoli MOXHO OTC/exmBaTb B pasgene "MoHumopuHa" - "3adauyu”,

6. MNocne 3aBepLUeHns 3agaun ctapas KoHdurypauns 6yaet otobpaxarbcs B Tabnvue KoHurypaumuin ¢ Tunom
"Pe3epBHas konus", a HoBass — ¢ TUMNOM "AKTyasibHas".

Anroputm genctBuii gna paéotbl yepe3 Web-koHcurypartop:
1. MepelignTe Ha CcTpaHuLy YCTPOICTBa;

2. HaxxmuTe KHONKy "Web-koHgbucypamop", pacnonoXeHHy B BEPXHEN YacTu CTpaHuLpbl, Noce Yero
aBTOMaTUYeCKN OTKPOETCSA HOBas BKMagka ¢ Be6-MHTepdheincom KoHurypaTopa ycTpoiicTea:

100.110.1.131_TAU-72.IP_rev.D_AC /'
o

(») CMHXPOHU3NPOBaTb v (o] Web-K?_HwarypaTop ) Tepmunan v

Mepexop B Web-koHdurypaTop ycTpoiicTBa

3. B okHe aBTOpM3aLMM BBEAUTE NIOTVIH 1 Naposb AN AOCTyna K YyCTPONCTBY:

TAU-72.1P rev.D WEB configurator

Username | |

Password: | |

|Login|

4. B OTKpbIBLUEMCSI OKHE NpOoV3BeaNTe HEOOXOANMbIE HACTPOWIKN.
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4.5.2.6 [lpumep KoHgu2ypuposaHuUsi mpaHkoso20 w/ito3a SMG
Myctb B ECCM po6aBneH TpaHKoBblIl W3 SMG.
3apava:
+ CKOHGMrypupoBaTtb YCTPOICTBO.
ANroputm AencTBuUiA:
1. MepelignTe Ha CTpaHULy YyCTPOICTBa;

2. HaxxmuTe kHonky "Web-koHghuaypamop”, pacnonoXeHHyo B BEPXHER YacTu CTpaHuLbl, NOC/1e Yero
aBTOMaTn4yeckn OTKPOETCA HOBas BKNajka ¢ Be6-uHTepeicom KoHurypaTtopa ycTponcTaa:

100.110.1.123_SMG-1016M »
o

(b) CUHXPOHU3UPOBaTb v C—DWeb-lﬁoHdmrypaTop (=) Tepmunan v

Mepexon B Web-koHdurypaTop ycTpoiicTea

3. B okHe aBTOpM3aLMmM BBEAUTE IOTVH 1 Naposb AN AOCTyna K YyCTPONCTBY:

Signaling & Media Gateway

Username |
Password| |

Language\: English ~ \

| Login \

4.B OTKPbIBLLEMCA OKHE npounssegnTe HeO6XO,£I,I/IMbIe HaCTDOMKM.
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4.5.3 Co3pgaHve WwabnoHa KoHurypaumm

LLla6noHbl NpeacTaBnsiT coboi nocnegosarenibHoCTb CLI-koMaHz ANst BHECEHUSI 3MEHEHWI B
KOHpurypauuo o6opyoBaHns. AT KomaHabl 6yAyT NPUMEHATLCA K 060pyA0BaHMIO B TOM BUAE U B TOM
nocnefoBaTe/lbHOCTH, B KOTOPOW OHW 3anucaHbl B LWab/ioHe.

[ns co3paHusa wabnoHa nepeigute Ha cTpannly “LLia6s10Hbl” n HaXXMUTE KHOMKY “Co3dams”. B OTKpbIBLUEMCS
[VanioroBoM OKHe BBeAuTe Ha3BaHue wabnoHa B COOTBETCTBYIOLLEE Nosie, Heo6XoAMble KOMaH/b!
KOHUrypupoBaHusa B 0611acTb peaakropa n HaxmunTe KHonky “Co3dams”. HoBbIli lWa6/10H NOSIBATCS B CNUCKE
LWa610HOB:

[ ] EccmE.E.
AELTEX  watnonm we EREE g
BS  Csopman uHQopmauns -
= O + Cosgats /' Peaaktuposats. <> 0
2a- Mpo6nemsi ) . —
1 # pool name - npowssonsHoe ums dhcp-nyna, B koTopom T[] 6yayT nonyuats agpeca.
O Ha3ssaHue ABTOp  O6HOBNEHO Coapato 2
0 Kaprsi cet (© 3 # ap_network_address - ajpec ceTW, B KOTOPOW HAaXOLATCA TOYKM LOCTYNa.
2024-10-14 2024-10-14 4 # Hanpumep, 10.24.0.0
® cen O 11 default ESR_hostname system {05508 T0as08 N
6 # ap_network prefix - npedukc ceTW, B KOTOPOM HaxXOMATCA TOYKM ANOCTYNa.
= no ] 12 default ESR.NTP system 202410-14 20241014 7 # Hanpumep, NS Macku 255.255.255.0 Mpegukc GyneT pased 24
10:13:05 10:13:05 8
LWa6oHor 20241014 20241014 9 #ap first address ip - nepswii IP agpec w3 guanasona agpecos,
S 013 defaull ESRDNS SYSIeM 30:13.05 10:13:05 10 # BbaBaeMix Mo DHCP Touka LocTyna
- 11
Wnmnupnanusaums ycTpoiceTe .
& u v yCTp 014 defoull ESR_SNMPY2 oystem 20241014 20261014 12 # ap last_address ip - nocnepwuii IP agpec W3 AWanasowa appecos,
g s - g 13 # BLaBaeMix Mo DHCP ToukaM nocTyna
anaumn 1
2024-10-14 2024-10-14
[ 15 default ESR_SNMPY3 system 704505 10:13:05 15  # ap_radius_password - napons, KoTOpsii McnonesywoT TO npu obpauerun
) Cobuitua 16 # « RADIUS cepsepy WLC mns enterprise aBTopu3aumu mons3osatencii
[0 16  default_ESR_add_syslog_remote_server system %8%10%14 %g%?olgm 17 . B
Q YBefoMneHns S - 18 # wlc_ip - IP WLC, Ha koTopuit OynyT obpawatecs T npu padete c WLC,
default_ESR_add_syslog_system_journ 20241014 20241014 1 # W Ha KkoTopeil Tl OGYRYT CTPOMTs TyHHenu GRE
" a7 system
©@ Tpanol al 10:13:05 10:13:05 20
21  # mode_tunnel - BKJKYEHME PEXMME TYHHENMPOBAHWA KIMEHTCKOrO Tpaduka
— 2024-10-14 2024-10-14 # B : true/false, true - M
Torm [ 18 default ESR_banners system 202410 20280 i; 03MoKHbie 3Hauerna: true/false, B pesume Lrue - TyHHENUpOBaHME BKMOUEHO, KO(
B g . 24 # BKnouaem DHCP cepsep
& Hacrporkn [J19  default ESR users system 20241014 e 25 ip dhep-server
26 # Cospaem nyn DHCP pna T[
20241014 20241014 27 ip dhcp-server pool {{pool name}}
20  default WLC_ap_pool system 75” 5 -
o L & 10:13:06 10:13.06 28 network {{ap_network_address}}/{{ap_network_prefix}}
29 address-range {{ap _first address ip}}-{{ap_last address ip}}
3nemMenTOB Ha CTpakMLe 10 v 20u3 36 1K < > I 30 default-router {{ap_router ip}}
31 dns-server {{wlc_ip}}
32 option 42 ip-address {{wlc_ip}}
33 vendor-specific
34 # Yxassisaem IP agpec WLC, wepes roTopsii T[] gonkna ynpasnstbcs c WLC
35 suboption 15 ascii-text "https://{{wlc_ip}}:8043"
36 {% if mode_tunnel == "true" %}
37 # Yxaswsaem IP WLC, kyna T[] LonXHa nocTpouTs GRE TyHHens
38 suboption 12 ascii-text "{{wlc ip}}"
39 {% endif %}
a0 exit
41 exit
20241114 07:00:00
<« CBepHyTb NaHeNb

4.5.3.1 TlMpumepsb! wabsioHOB KOHhu2ypayuu

LLlabnoH ansa cosgaHns HOBOro napamerpa "snmp community":

snmp-server community {{ community }} {{ mode }}

LLlabnoH ana nameHeHns onucaHus n IP-agpeca nHtepdeinica gigabitethernet:

interface gigabitethernet {{ intf }}
description {{ description }}
ip address {{ address }}

B npvBeneHHbIX Bbille npuMepax napameTpbl {{ community }}, {{ mode }}, {{ intf }},

{{ description }} n {{ address }} SIBAAOTCSA NEPEMEHHbIMU, 3HAYEHMS KOTOPbIX 334al0TCS HA BTOPOM
Lware mactepa KoHdurypupoaHusi (6onee noapo6Ho B pasgene 'TprveHeHre wabnoHa KoHgurypawymn

" HACTOSAILLErO PyKOBOACTBA).

® Bonee noapobHOE onmcaHne NepemMeHHbIX 1 YNpasBAAoLmMX KOHCTPYKLIMIA, KOTOPbIE MOTYT 6bITb
CMosIb30BaHbI B LA60Hax, NpeacTaBneHo B pasgene "LLa6noHnzatop’ PyKoBoACTBa NoMb30BaTeNs.
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4.5.4 TlpuMeHeHue Wwab/oHa KoHurypaumm

[ns Toro 4TO6bLI NPUMEHNTL WABGM0H KOHPUIypaLmMmn Ha YCTPOMCTBO UM HECKOMBKO YCTPOICTB, NepeinanTe B
pasgen "Cems". YCTaHOBUTE ra/1I04KM HANPOTWB OL4HOIO UM HECKOIbKMX YCTPONCTB 13 Tabnmupl, Mocne Yero
HaXXmMuUTe Ha KHOMNKy "BbinosiHums". lanee Bbibepute onuuto "KoHghueypuposams": OTKPOETCSH OKHO MacTepa
HacTpOIkn. Hxe NnpvBeAeHo onucaHue LwaroB MacTtepa.

1. BblGOp wabnoHa: Ha JaHHOM Lare HeobxoAMMo Bbl6paTh Wab/ioH KOHUrypaumm, KoTopblii 6yaeT
3arpy>eH Ha BblbpaHHble YCTPOWCTBa;

2. 3anosiHeHWe nepeMeHHbIX: Ha JaHHOM Luare OTKpoeTcs (hopMa, B KOTOPOI HEOBXOAMMO yKasaTb 3Ha4YeHne
ANS KaXKA0M HanAeHHOM B LWaboHe Nob30BaTe/IbCKO NepeMeHHO; 34eCh XXe MOXHO MOCMOTPETb peHaep
L1ab/1oHa;

o BoiGop watnoHa o 3anonHeHne NepemeHHbIX e YcTaHoBKa pacnucasmns
3anonHWTe NepeMeHHble WabnoHa (7]
Wa6nou Penpep
description
3HEuEHHE NepeMeHHOH * 1 interface gigabitethernet {{ intf }}
2 description {{ description }}

DESCRIPTION STATIC - 3 ip address {{ address }}

intf

3HaueHWe nepemMeHHoN *

1/0/1 STATIC -

address

3HaJyeHHe nepemMeHHOH *

10.10.10.10 STATIC -
o Boibop wabnoHa e 3anonHeHne nepemMeHHbIX e YcTaHoBKa pacnucaHmns
3anonHuWTe NnepeMeHHble WabnoHa (7]

LWa6nou Penpep
description
3HaUSHME NepEMEHHO * 1 interface gigabitethernet 1/0/1
2 description DESCRIPTION

DESCRIPTION STATIC — ~ 3 ip address 10.10.10.10

intf

3HaueHWe NepeMeHHON *

1/0/1 STATIC -

address

3HayeHHe NepeMeHHoN *

10.10.10.10 STATIC -

3. YctaHOBKa pacnucaHus: Ha JaHHOM Liare MOXHO HaCTpOMTb BPeMS Havasia 3aauv 1 cTpaTermio
o6HoBNeHus (6onee Noapo6HO B pasgene "YcrtaHoska pacnvcardust’ PyKoBOACTBaA Nosib3oBarens);

4. MPUMEHNTb: Ha AaHHOM LUare Ha sKkpaHe 0TOO6paxXarTCsl BCe paHee yKasaHHble napamMeTpbl pacnmcaHus,
BblGpaHHbIi LWabnoH 1 CNMCOK YCTPOMCTB. KNUK No yCTPOMCTBY B Tab/umLe OTKPOET BO BKazake "PeHoep”
BapunaHT KOHhurypaumm, KOTopblii 6yaeT NPUMEHEH K AaHHOMY YCTPOICTBY. Moce HaxaTusi Ha KHOMKY
"MpumeHums" 6yaeT co3gaHa 3a4ava, BbINO/IHEHNE KOTOPOI HAYHETCS B Yka3aHHOe B Lware 3 BpeMsi.
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5 Co3gaHve npaswia reHepauny cobbITuiA

MpaBuna reHepauun cobbITuiA NpegHa3Ha4YeHbl AN co34aHMsa CObbITUIA B cucTeMe. B kauyecTBe NCTOYHUKOB
[laHHbIX 4719 perncTpaymm cobbiTuii ncnonbaytotca 3agaun, SNMP-Tpanbl, 10rM n METPUKK

YCTPOICTB. MNpaBuna npeacTaBnsitoT co60oi rpynnbl YC/10BUiA, 06 beANHAEMbIX C MOMOLLbH NTOTMYECKMX
onepatopos "N" nnn "NNN". Kaxgoe otaensHoe ycrioBue, B CBOK O4Yepefb, COCTOUT U3 3/ieMeHTa AaHHbIX,
oneparopa CpaBHEHWSI U NOPOroBOro 3HayeHus. B cnyyae nonyyeHms Tpana unm nora cuctema npoBoanT
NPOBEPKY COOTBETCTBUSA MMEIOLLMMCS NpaBuiaM: ec/iv 06HapyXXeHo, YTo Tparn/nor COOTBETCTBYET Npasusy,
cucTeMa co3gaet cobbITme B XXypHasie. AHaNorMYHbIM 06pa3om paboTaeT 06HapyXXeHne cobbITUiA No
METPUKaM 1 3a4a4am, C TEM OT/INYNEM, YTO METPUKM COBUPAIOTCS HEMOCPEACTBEHHO CUCTEMOIA, @ 3a4a4un —
€034al0TCS B HE.

3apava:

Cospgatb ABa npasuia reHepauumn cobbiTuid 4518 Bcex MapLupyTusatopoB ESR ¢ ypoBHeM BaxkHOCTH
"Kputnyeckoe" n HasBaHuaMM "esr interface linkDown" n "esr interface linkUp", koTopble 6yayT cpa6arbiBarth,
ecnn cuctema 3apernctpupyet Tpansl "linkDown" n "linkUp".

PewieHune:

1. OTKpoWiTe cTpaHuuy "Hacmpolku" - "MoHumopuHe" — "lpasuna eeHepayuu cobbimul" N HaXXMUTE KHOMKY

"Co30amb". OTKPOETCA OKHO CO34aHusA npasuia reHepaummn coobITUA.
2. Cospaiite npasuno esr interface linkDown. 3anonHuTe cnepyowye pasgensb:

1. Pasgen "OnucaHue".
+ B none "HasgaHue npasusa" BBeguTe Ha3BaHue npasuna "esr interface linkDown",
+ B nosne "BaxHocmsb" BbibepuTe 3HavyeHne "Kpumudeckoe";
2. Paspen "Tun 0aHHbIX":
+ B none "Tun ycmpoticmsa" yctaHosute "ESR";
+ B none "Tumn daHHbIX" BblbepuTe 3HaveHune "Tpan",
* B none "9s1emeHm O0aHHbIX" BblbepuTe "linkDown".
3. Paspgen "O6nacmb npumeHeHust".
* HaXXMUTe KHOMKy "ZJo6asums 2pyny" N B OTKPbIBLUEMCS AMasiore BbibeprTe KOPHEBYIO rpynny
"ECCM",
4. Paspgen "Ycnosusi 2ceHepayuu npobiem"
+ B none "Mpynnosoe ycsosue" Bbibepute 3HaveHne "U"
* B 6/10Ke yC/10BKSA 3amnoiHMUTe NoJis:
+ B none "3s1emeHm OaHHbIX" BbloepuTe 3HauyeHue "ifOperStatus”,
+ B nosne "®yHkKyusi cpasHeHuUs" BbibepuTe 3HavyeHune "PasHo",
+ B none "Mopoeosoe 3HadyeHue" Beegmte "2".
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Co3zpaTb NpaBuU/IO reHepaLum cobbITHi

® MNpeasapuTenbHbIA NPOCMOTP

“  Onucanune

e npasuna * BaHooTs *

. Bknto4MTh Npasuno
esr interface linkDown KpuThueckoe - . P

“ Tun gaHHbIX
n ycrpoitcrea * — JnemenT anHsix

D Pearvposark Ha nojlyuerue Tpana 6es ycnoeuit
ESR ~  Tpan ~  linkDown ) F Iy p: yi

“  06nacTb NPUMeHeHUA

eccm

+ OnucaHne anemMeHTa AaHHbIX

“ Ycnoeus reHepauumn cobbiTUA

Fpynnosae yenosme *
4] ~ -+ No6aeute rpynny -+ [o6aBuTE ycnosue
SnemenT garHsi DyukunR cpasHenmn * Nopoerasoe suavenme *

ifOperStatus ~ PasHo - 2

Wl YaamuTe yenosme

OTMeHUTE Cozpatb

3. HaxxmuTe Ha kHonky "Co3damb".

4. AHanornyHbIM 06pas3oM cosgaiite npasBuno esr interface linkUp. 3anonHuTe cneayowye pasaensi:

1. Pasgen "OnucaHue”.
+ B none "HasgaHue npasusa" BBeauTe Ha3BaHue npasuna "esr interface linkUp";
+ B nosne "BaxHocmsb" BbibepuTe 3HavyeHne "Kpumudeckoe";

2. Paspen "O6nacmb npumeHeHust".
* HaXXMUTEe KHOMKy "ZJo6asums 2pynny" n B OTKPbIBLUEMCS AMasiore BbibeprTe KOPHEBYIO rpynny
"ECCM",
3. Paspgen "Bbibepume mun 0aHHbIX":
« B none "Tun ycmpoticmsa" yctaHosute "ESR";
+ B none "Tumn 0aHHbIX" BblbepuTe 3HaveHune "Tpan",
+ B none "9s1emeHm daHHbIX" BblbepuTe "linkUp".
4. Paspgen "Ycnosusi eceHepayuu npobsem":

« B none "Mpynnosoe ycsosue" Bblbepute 3HaveHne "M’

* B 6/10Ke yc/10BKSA 3amnoHMUTe NoJs:
+ B none "3s1emeHm 0aHHbIX" BbloepuTe 3HauveHue "ifOperStatus”,
+ B nose "®yHkKyusi cpasHeHUs" BbibepuTe 3HavyeHne "PasHo",
+ B none "Mopozosoe 3HadeHue" Beegmte "1"
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CozpaTb NpaBU/IO reHepaLum cobbITU @ MpeRsapHTensHsIi NPOCMTD

“~  Onucanue

npasuna —
esr interface linkUp Kpvudeckoe - @ Brroumts npasune

“ TUn AaHHbIX

n ycTpo#cTea * Tun g X NEMEHT QaHHBIX
. PearnposaTb Ha NofyyeHue Tpana 6ea ycnosuit
ESR ~ Tpan ¥  linkDown A P y P y

“~ 06nacTb NPUMEHeHNA

eccm

~ OnucaHWe anemeHTa flaHHbIX

“  Ycnoeuwa reHepayumn cobbITHiA

Ipynnosoe ycnosme *
n ¥ 4 [o6aeutk rpynny - [lo6aBUTk ycnosue

BnEMEHT AaHHEIX DyukuAR cpagHenn * Moporaaoe skavekme *

ifOperStatus ~ PasHo > 1 iyuanmbycnoewe

OTMeHUTH Cozpatb

5. Haxmute Ha kHonky "Co3damsb".

BbiBOA:

1. Ecnu ot Kakoro-nm6o yctpoictea ESR, Haxogswerocs nog ynpasneHnem ECCM, 6yaet npuHat SNMP-
Tpan "linkDown" c napameTtpom "ifOperStatus” paBHbIM "2", TO B Tabnmue Ha cTpaHuue "Cobbimus”
oTob6pasnTCcs cobbITUE C METKOI "esr interface linkDown", creHepupoBaHHOE B COOTBETCTBUN C
HacTpOeHHbIM NpaBwsiom "esr interface linkDown".

2. Ecnn ot kakoro-nn6o yctporictea ESR, Haxogsuwerocs nog ynpasnenvem ECCM, 6yaet npyHat SNMP-
Tpan "linkUp" ¢ napameTpom "ifOperStatus" pasHbim "1", T0 B Tabnuue Ha cTpaHuue "Cobbimus”
oTob6pasnTCcs cobbITNE C METKOI "esr interface linkUp", creHepupoBaHHOE B COOTBETCTBUM C
HaCTpOeHHbIM NpaBw/iom "esr interface linkUp".

[aHHble cobbITUSA Takke OyAyT OTPaXeHbl HA CTpaHMLE KOHKPETHOrO YCTpoiicTBa B pasaene "MoHUTopuHr" —
"CobbITna"

® Bonee noapobHas HGOpMaLVMsa 0 paboTe C NpaBuIaMmn reHepauumn CobbITWiA AOCTYNHA B pasgene
"HacTpoiikn" — "MoHuTopuHr" — "lMpaBunna reHepaumn cobbiTnin' PykoBoacTBa NonbL3oBaTens.
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ECCM.Quick Start. PykoBoAcTBO No 6bICTPOW HacTpoiike.PaboTa ¢ KoHdurypauumein ycTpoicTea

6 Co3pgaHune npasuna reHepauum Npodaem

MpaBwna reHepaumn Npobaem HeOBXOAUMbI 4151 CO34aHMA NPo6eM YCTPOCTB B cucteMe. MexaHu3m
06HapyeHus NpobaemM OCHOBaH Ha NOACYETE KO/IMYECTBA COObITUIA, 3aperMcTpYpoBaHHbIX 3a ONpeaesieHHble
NpoMeXyTKn BpeMeHW. MpaBuia npeacTaBnsoT coboli rpynnbl YC0BUIA, 06beANHAEMbIX C MOMOLLbH
nornyecknx onepatopos "U" nnn "NNN". Kaxgoe otaenbHOe yCnoBre, B CBOK o4epepb, COCTOMT U3 yKasaHus
KOHKPETHOro COo6bITKSA, onepaTopa CpaBHEHMUS 1 NOPOrOBOro 3HaY€HNsi BO3HUKHOBEHMS 3TOT0 COObITUA. 1A
BCEro npaBuna 3afaeTcsa MHTEPBas1 BPEMEHMU, B TEYEHNE KOTOPOro NPOUCX0AWUT aHa/IM3 AaHHOW npobnemsl. B
pamMKax npasuia Takke MOXHO 3a[aTb YC/10BME HOpMaM3aLuuy NpPo6neMsbI, BbINMO/IHEHME KOTOPOTro GyaeT
aBTOMATMYECKM 3aKpblBaTb CO34aHHYH Npobriemy.

& [1na co3paHus npaBuia reHepaumm npo6em Heo6xoAMMOo, YTOGbI B CUCTEME CYLLLEECTBOBASIO XOTSI Obl
OflHO NpPaBW/I0 reHepaunmn CoobITUIA.

3apava:

MycTb B cMCTEME CO34aHbl ABa npaBuia reHepauny cobbituii — "esr interface linkDown" n "esr interface
linkUp". Hy)XHO co3gaTb npaBu/io reHepaumm npobsiem ¢ ypoBHEM BaXXHOCTU "KpuTuyeckoe" n HassaHuem "esr
interface status down", koTopoe 6yaeTt cpabatbiBaTh, ecnin cobbiTue "esr interface linkDown" 661510
3aperncTpypoBaHoO OA4MH UK 6osee pas B TedeHne S MUHYT. Takke co3faTb Npasu/io HopMasm3aumm
npo6aembl, KOTOPOE aBTOMATUYECKN 3aKPOET CO34aHHY0 Npobsiemy, ecnim cobbiTue "esr interface linkUp" 6b110
3aperncTpupoBaHoO OA4MH UK 6osee pas B TeHEHNE S5 MUHYT.

PewieHune:

1. OTKpoliTe cTpaHuuy "Hacmpolku" - "MoHumopuHa" - "lMpasusa eaeHepayuu npobsem" n HaXXMUTEe KHOMKY
"Cozdams". OTKpoeTCcAa Anasnor co3gaHus npasuna reHepaunm npooaem.

2. 3anoniHnTe creayowye pasaenbi:

« Pasgen "OnucaHue™.
+ B none "HasgaHue npasusia" BBeguTe Ha3BaHue npasuna "esr interface status down”,
* B nosne "BaxHocmsb" yCTaHOBUTE YPOBEHb BaXKHOCTU "Kpumuyeckoe”,
+ B none "Mlhmepsan" 3apaiite nitepsan 300 cek.;
* HaXMUTE Ha nepek/yaress "Asmomamuyeckasi Hopmaausayus", YTobbl BKOUNTL €rO;
« Pasgen "Ycnosus 2eHepayuu rnpobsiem”:
+ B none "Mpynnosoe ycsosue" yctTaHoBUTE 3HavyeHue "M
* HaXMUTE Ha KHOMKY "Bbibpamsb rpasusio cobbimusi" n B OTKPbIBLUEMCS Anasiore BbibepuTe
npasuno "esr interface linkDown";
+ B nosne "®yHkyusi cpasHeHus" Bbibepute "bosble usiu pasHo";
*+ B none "Mopozosoe 3Ha4eHue" Beegute "1"
« Pasgen "Ycnosusi Hopmasiusayuu npobaem”:
+ B none "Mpynnosoe ycsosue" yctaHoBUTE 3HavyeHue "M
* HaXMUTE Ha KHOMKY "Bbibpamb rpasusio cobbimusi" N B OTKPbIBLUEMCS Anasiore BbibepuTe
npasuno "esr interface linkUp";
+ B nosne "®yHkyusi cpasHeHus" Bbibepute "bosibwe uau pasHo";
+ B none "Mopozosoe 3HadeHue" Beegute "1".
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CoszpaTtb NpaBuUNIO reHepaLum I'IpOGJ"IEM @ IpeaBapuTenbHbIf NPOCMOTP

~  Onucanue

npaswna BawwocTs *

esr interface status down Kputnyeckoe - . BintounTs npaeuno

MrTepsan, cex

Onucatne 300 @ AsTomaTieckas HopMan3aLms

“  Ycnoeus reHepaLuu npobnem

TpyAnogoe ycroene *
[ - + [o6asurs rpynny -+ No6asuts ycnosue

DyHKUHA CpasHERMA * Maporosoe 3kasekie *

Bonblue WnK paBHo hd 1

esr interface linkDown 'i' Ypanutb ycnosue

“~  Ycnoeus HOPManuaauuu npobnem

TpyAnosoe yenosie *
[ > + [o6asurs rpynny ~+ [o6asuts ycnosue

DyHKUMA CRAEHERMA * Moporogoe suavenme *

Bonblue unu pasHo - 1

esr interface linkUp B Ynanuts ycnosue

OTMEHUTL Co3paTb

3. HaxxmuTe kHonky "Co3damsb”.
BbiBopg:

Ecnvn ogHo nnu 6onee cobbiTuin "esr interface linkDown" 6ynyT 3adMKCMpPOBaHbl CUCTEMOL 3@ YCTAHOB/IEHHBII
nutepsan B 300 cekyHA, TO B Tabnumue Ha cTpaHuue "Mpobsemsi” NosiBUTCA Npobiema ¢ MeTKoi "esr interface
status down', creHeprpoBaHHas B COOTBETCTBMM C HACTPOEHHbIM BbilLle npasuioM. [laHHas npobnema 6yaet
aBTOMAaTMYECKM 3aKpbiTa CUCTEMON B C/ly4ae, ec/im cpaboTaeT yCc/10Bre HopMam3aLuumn npobeMbl, a UMEHHO
€C/I1 3a ycTaHoB/eHHbI HTepBan B 300 cekyH 6yaeT 3achmkcmpoBaHo ogHO nnv 6onee cobbiTuii "esr
interface linkUp".

® Bonee noapobHas MHGOpMaLMA 0 paboTe C Npasuiamy reHepauuy Npo6em AoCTynHa B pasaene
"HacTpoiikn" — "MoHuTopuHr" — "lMpaBuna reHepauuy npobnem” PykoBoacTea nNonb3oBaTens.
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/ Co3paHue KapTbl ceTu

KapTa ceTn — 3To Nornko-rpadmko-cxeMaTmiyeckoe npeacTaBieHne B3auMoAeRCTBIUA CETEBbIX YCTPOCTB.
[JaHHbI pasaen No3BosseT ONpeaensTh CBA3b YCTPOCTB B paMKax OfHOI rpynnbl U OCYLLECTBNSATb
MOHWUTOPUHT AOCTYMNHOCTM YCTPOCTB Ha KapTe. Huke NpuBeAEHbI LWarn co3haHns KapTbl CETU:

1. OTKpoliTe cTpaHuuy “Kapmbel cemu” n HaxxmuTe KHonky “Co3dams”. OTKpOeTcs pefakTop KapTbl CEeTH;
2. BeBegute Ha3BaHue KapTbl B none “HassaHue” n BbibepuTe rpynny yCTPONCTB Ans AobasneHvs B none
“Npynna”,

3. Haxxmute kHonky “[Job6asums ycmpolicmsa”. B OTKpbIBLUEMCS OKHE BblbepuTe Heobxoaumble s
OTOBpaxXeHus Ha KapTe YCTPOICTBa 1 HaXXMUTE “Bbibpamsb”. Y3en ycTpoicTBa 0To6pa3nTcs Ha KapTe;

4. ins no6aBneHnsi CBA3M Mexay y3namun HaBeauTe Kypcop Ha O4HO U3 YCTPOIACTB, LLEKHUTE NIEBO KHOMKOA
MbILLUW Ha NOSIBUBLUYIOCS Ha YCTPOWCTBE TOUKY Y, yAEPXMBas Mbllb, NEPEHECUTE €€ HA BTOPOE YCTPOICTBO;

5. B OTKpPbIBLLUEMCS OKHE BblGOpa MHTEPECOB NOAKNIOUEHMS BbliGEpUTE NHTEPAIEChI, Yepe3 KOTopble
YCTpPOiiCcTBa cBsi3aHbl (EC/IM Ha yCTPOICTBax akTveeH LLDP, To cBsi3n Mexay ycTpolicTBaMu Ha kapTe 6yayT
MOCTPOEHbI aBTOMAaTUYECKN);

6. Haxxmute kHonky “CoxpaHums”.

[ns npocmoTpa KapTbl CETU OTKPOTe cTpaHuuy “Kapmbl cemu” v KNMMKHUTE Ha ee Ha3BaHue B Tabnuue.

» _ - EccmE. E.
._‘.eLTeX Kaptbicetu » kapta-1 » MoHuTOpPUHT ru —— =)

B3 Ceoawan uHdopmauus KapTa-1 /' Penakrupoars Q

Mpo6nembl
KapTbl cetn

Cetp ECCM_MES23248 05
ICMP SNMP  SSH LD I
no
G ECORLNES2I20. [Ny ECCM_MES2124M
77 e L e
LLiaénoHbl ICMP. SNMP  SSH ICMP SNMP SSH
. 5758

WH1uManuzaums ycTpoicTe 3109)
3agaun

CobbiTns ECCM_MES200
ICMP SNMP SSH

> 0O, a k

YBeaoMneHna
(o

@

Tpano!
ECCM-SMG-1016M
Noru
A Mpofinemsi: 1 ECCM_MESS5316A

e [y svie ESTET ECCM_MES2428 e
- i — ICMP  SNMP  SsH
HacTtpoikun = ICMP  SNMP  SSH

&

&

50 CLxl

ECCN-ESR-200
ICMP SNMP  SSH
ECCM-WLC-30

ICMP SNMP SSH

202406-06 07:00:00

« CBepHyTb NaHenb

© bonee noapobHas MHdopMauus o paboTe ¢ kKapTamu 4oCTynHa B pasgene "Kaptel cetn” PykoBogcTsa
nonb3oBaTens.
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8 Co3paHue nosb3oBartens

[nsa co3gaHmsa HOBOW yYETHOW 3annucu Nosb3oBaTtesisa cMcTeMbl 3aianTte B pasgen “Hacmpolku" - "Cucmema”
- "lMonb3osamesu u posau”, nepengnte Ha BKNaaky “fosib3osamesiu” n HaXXMuTe KHomnky “Co3dams”.
OTkpoeTcsa chopma co3faHns Nob30BaTeNs.

Mpwn co3gaHumn JoCcTyneH BbIGOP BMAA NOMb30BATENS: /TOKa/IbHBIV Nosb3oBatens nian LDAP-nonb3oBatens.

© bonee noapobHas MHGoOpMaLMs 0 HACTPOIKax aBTopusaLmy JOCTyrNHa B pasgene "Asmopusayus”
PykoBoAacTBa Nosib3oBaTesisi.

® WHcTpyKumMs No HacTpoiike uHTerpaumm ¢ LDAP f0CTynHA MO CCbIKe "VIHCTPYKLMSA N0 HACTPOKE
nHterpauun c LDAP/MSAD".

B oTkpbiBLIEiics chopme 3anonHuTe obs3aTtenbHble nonsi (0603HaUeHbl 3Be3404KO0IM) 1 BbiGepuTe rpynrbl

YCTPOWCTB 1 CUCTEMHbIX 0OBEKTOB, K KOTOPbIM NO/b30BaTe N0 6yAeT NnpeaocTaBneH AoCTyn. s Bbibopa
rpynnbl 4OCTyNa HaXXMUTE Ha KHOMKy "Job6asums", pacnonoXeHHY B HXHel YacTi hopMbl, MOCNe Yero
yKaXuTe rpynny n HaxmuTe “Boibpams”.

Mocne 3anosiHeHns Bcex 06s3aTenbHbix noneii B popme "Cozdame rosib308amesisi" HaXXMUTE KHOMKY
"Co30amsb", pacnonoXeHHy BHN3Y DOPMbI.
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9 CospaHue ponu

Cuctema poneli Nno3BoNSIET ITMOKO HACTpPauBaTh NPUBUIEMMI NOMb30BATENEN, ONpeaenstoLLme X YPOBEHb
[0CTyNa K pas/inyHbIM pasgenam n yHKUMOHasly CUCTEMBI.

© bonee noapobHas UHGOPMAaLMSA O NPUBUIETUAX AOCTYNHA B pasgene "Tabniuua npusuierii
" PykoBogcTBa nosb3oBaresisi.

Mo ymonuaHuto B cuctemy fo6aB/ieHo Tpu Ponu:

1. SuperAdmin — ponb gn1a ynpasneHus cuctemoin ECCM. MpuBnnernun: ynpasneHve nosb3oBaTesnisimm,
ponsMu. YnpasrieHue rnobasibHbIMM HACTPOKamm AoCTyna K ycTpolicTBam. Takke AOCTYMNHbI BCe
BO3MOXHOCTM, NPefoCcTaB/IeHHbIe APYTUM POSSM;

2. Administrator — ponb Ans cneymanncToBs, OCYLLECTBASALWMX HACTPOIKY 060pyaoBaHus. MNpusnnermu:
ynpasneHne o6opyaoBaHvem (BBOZ/BbIBOJ, YCTPOCTB B paboTy, KOHhUrypaLus, 06HOB/EHNE,
nepesarpyska), yrnpasneHue rpynnamum yCcTponcTB. Takke A0CTYMNHbI BO3MOXHOCTU, NPeAoCTaBNEHHbIe
Onepatopy;

3. Operator — ponb 4515 OCYyLLECTBNEHNS MOHUTOPWHra paboTbl 06opyaoBaHuA. MNpuBuIerun: NPOCMoTp
[aHHbIX MOHUTOPMHra (COCTOSIHME YCTPOICTB, CTAaTUCTMKA, aBapun, OTYETHI).

[nsa co3gaHmsa HOBOW ponu 3anguTe B pasgen “Hacmpodku" - "Cucmema” — "Nosib3osamesu u poau”,
nepeiiguTe Ha BKnagky “Posu” n Haxmute kHomnky “Co3dams”. OTKpoeTcsa hopma co3gaHus ponu. B
OTKPbIBLUEWCS (DOPME 3anofiHUTe TpebyeMble NONSA U OTMETLTE NPUBUETN, KOTOPbIE ByAyT AOCTYMHbI HOBOWA
ponu. lNMocne 3anonHeHns o06s13aTernbHbIX Nonein B popme "Cozdame po/ib" HaxXMuTe KHOMNKy “Co3damsb”,
pacnonoXeHHyH BHU3Y DOPMbI.
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TEXHNYECKAA NMOAAEP>XKA

[ns nonyyeHns TEXHNYECKO KOHCY/IbTaummn No BONpocamM yCTaHOBKM 1 3KCMnyataunm CUcTeMmbl
ECCM BblI MOxeTe o6paTnTbCcs B CepBUCHbIV LEeHTP koMnaHnun ELTEX:

dopma obparHoin cBA3Mn Ha caiTe: htips://eltex-co.ru/support/

Servicedesk: hitps://servicedesk.eltex-co.ru/

MONHY0 TEXHUYECKYHO AOKYMEHTaUMI0 1 NPOorpaMmMHoOe obecrnevyeHne Bbl MOXETE HalTh Ha
odhmumanbHom caiite komnaHun: https://eltex-co.ru/
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