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Bepcua aokymeHTa

JAlaTa BbinycKa

CopaeprkaHue usmeHeHui

Bepcusa 1.32

01.11.2024

U3meHeHuA B pasaenax:

2.1 HasHayeHue

2.3 OCHOBHblE TEXHUYECKNE XapaKTepUCTUKHU

3.2.3 YcraHoBKa ycrpoiicte MES35001-08P, MES35001-10P Ha DIN-peitky
2.4.4 CeBeTOBaA UHAUKALMUA

5.7 HacTpoiika cuctTeMHOro BpemeHu

5.19.1 MexaHusm AAA

5.19.2 Mporokon RADIUS

5.19.3 NMpotokon TACACS+

5.19.7 Hactpoiika gocrtyna

5.20 XypHan aBapwuii, npotokon SYSLOG

5.30.4 Hactpoiika npotokona BGP (Border Gateway Protocol)
5.30.5 Hacrpoiika npoTtokona IS-1S

5.30.6 Hactpoiika Route-Map

5.31 KoHdurypauma VXLAN

[No6aBneHo onucaHue mogeneii kKommyrtatopos MES2300-24F,
MES35001-08P

Bepcua 1.31

12.08.2024

[o6aBneHbl pasaensi:

3.2.3 YcraHoBKa ycTpoiictea MES35001-10P Ha DIN-peiiky
5.23.1 inarHocTMKa megHoro Kabens

4.5.1.2 PaclumpeHHas HaCTPpOMKa YPOBHA A0CTyNa

5.23.1 luarHocTMKa megHoro Kabens

5.24.3 Hactpoiika ¢pyHkumun MAC Address Notification

U3meHeHusa B paspenax:

2.1 HasHauyeHue

2.2.8 flononHuTenbHble GYHKLUN

2.3 OCHOBHbIe TeXHUYECKUEe XapaKTepuUCTUKn

2.4.4 CeeToBaA MHQUKauma

4.4 Pexxum paboTbl KOMMYyTaTOpa

5.8 KoHdurypaumua BpeMmeHHbIX UHTepBanoB time-rang

5.9.4 Hacrpoiika uHtepdeiica IP

5.11.3 Hacrpoiika TexHonoruu Multi-Switch Link Aggregation Group
(MLAG)

5.12 Hacrpoiika IPv4-agpecauun

5.15.5.1 Hactpoiika npoTtokona STP, RSTP

5.19.4 MpoTokon ynpasneHus cetbto (SNMP)

5.29.1 Hacrpoiika QoS

5.30.4 Hactpoiika npotoKkona BGP (Border Gateway Protocol)
5.30.6 Hactpoiika Route-Map

[o6aBneHo onucaHve mogeneit kKommyrtatopos MES2300B-24,

MES2300DI-28, MES2300D-24P, MES35001-10P, MES3300-48F, MES5310-48

Bepcua 1.30

21.05.2024

N3meHeHus B paspaenax:

2.4.4 CBeToBaA UHAUKAUMUA

5.9.1 Napamertpbl Ethernet-uHtepdeiicos, Port-Channel un Loopback-
UHTepdeiicos

Bepcua 1.29

18.04.2024

fAo6asneH pasgen:
5.24.7 ®dyHKumoHan First Hop Security

U3meHeHunA B pasaenax:

5.9.3 Hacrpoiika Private VLAN

5.19.1 MexaHusm AAA

5.30.3 Hacrtpoiika npoTtokona OSPF, OSPFv3
5.31 KoHdurypauua VXLAN

fAo6asneHo onucaHue mogeneii Kommytatopos MES2300-24P,
MES2300B-24F, MES3300-08F, MES3300-16F

Bepcua 1.28

15.03.2024

[o6aBneHo onucaHMe mogenn Kommyratopa MES5410-48

Bepcusa 1.27

29.02.2024

CuHXpoHu3auma c Bepcuei N0 6.6.2.9

Bepcusa 1.26

15.12.2023

U3meHeHuA B pasaenax:

5.11.2 NMpoTtokon arperaummn KaHanos LACP

5.14.1 NMpotokon IPv6

5.30.1 KoHurypauma ctaTUuecKon mapLupytTusaumm
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5.30.4 Hactpoiika npotokona BGP (Border Gateway Protocol)
5.30.10 Hactpoiika Virtual Router Redundancy Protocol (VRRP)

fo6aBneHo onucaHue mogenet Kommytatopos MES2300-48P,
MES2300B-48, MES3300-48

Bepcua 1.25

09.10.2023

fo6aBneHo onucaHmne mogeneii kommyratopos MES2300-24, MES3300-24

Bepcua 1.24

07.09.2023

M3meHeHuA B pa3penax:
2.3 OCHOBHble TEXHUYECKUE XapaKTepPUCTUKHU
5.30.10 Hacrpoiika Virtual Router Redundancy Protocol (VRRP)

Bepcusa 1.23

26.07.2023

U3meHeHus B paspenax:

2.2.3 ®dyHKLUM BTOPOro YpOBHA ceTeBo moaenu 0S|

5.4 KomaHabl ynpaBneHus cucTemoit

5.10 Storm Control gna pasanuHoro Tpaduka (broadcast, multicast, un-
known unicast)

5.15.5.2 Hactpoiika npotokona MISTP

5.17.5 Radius-aBTopusauusa sanpocos IGMP

5.18.1 MpoTtokon PIM

5.24.3 KoHTponb npotokona DHCP u onuus 82

5.29.1 Hactpoiika QoS

5.30.3 Hactpoiika npotoKona OSPF, OSPFv3

5.30.12 KoHdurypaumsa supTyanbHoii obnactu mapwpytusauum (VRF lite)

[o6asneHo onucaHne mogeneii Kommyratopos MES3300-24F

Bepcua 1.22

7.04.2023

N3meHeHun B pasgenax:
5.15.5 CemelicTBo npoToKonos STP (STP, RSTP, MSTP), PVSTP+, RPVSTP+
5.19.7 Hactpoiika goctyna

Bepcua 1.21

10.03.2023

[o6asneHbl pasaenst:
5.18.2 ®yHKuma PIM Snooping

U3meHeHus B paspgenax:

2.3 OCHOBHbIe TeXHUYECKNEe XapaKTepuUCTUKn

4.4 Pexkum paboTbl KOMMYTaTOpa

5.15.2 Hactpoiika npotoKona ARP

5.16 Voice VLAN

5.17.1 ®yHKuma nocpeaHuKa nporokona IGMP (IGMP Snooping)
5.18.1 NMpotokon PIM

5.18.4 ®dyHKuua IGMP Proxy

5.19.7.1 Telnet, SSH

5.24.2 MpoBepKa NOAJIMHHOCTU K/IMEHTa Ha OCHOBe nopTa (cTaH[apT
802.1x)

5.30.1 KoHurypaums ctaTuuecKoi mapLupyTmsaumm

5.30.3 Hacrpoiika npotoKona OSPF, OSPFv3

5.30.10 Hacrtpoiika Virtual Router Redundancy Protocol (VRRP)

5.30.12 KoHdurypauma BupTyanbHoii o6nactn mapwpyrtusauum (VRF Iite)
5.31 KoHdwurypauua VXLAN

Bepcua 1.20

11.11.2022

U3meHeHUA B paspgenax:
5.9.1 Napamertpbl Ethernet-uHtepdeiicos, Port-Channel u Loopback-uH-
Tepdeiicos

Bepcusa 1.19

30.09.2022

U3meHeHus B pasgenax:
5.15.5.1 Hactpoiika npotokona STP, RSTP
5.30.1 KoHdurypaums ctaTUuecKo mapLupyTmMsaumm

Bepcna 1.18

29.07.2022

fAo6asneHbl pasaensi:
5.31 KoHpurypauua VXLAN

U3meHeHusA B pasgenax:

2.3 OCHOBHbIE TeXHUYECKUE XapaKTEPUCTUKN
2.4 KOHCTPYKTUBHOE UCNO/IHEHUE

5.15.5.1 Hactpoiika npotokona STP, RSTP
5.18.1 NMpotokon PIM

fo6aBneHo onucaHmne mogeneii kKommyratopos MES5400-24, MES5400-48

Bepcus 1.18

05.03.2022

fo6asneHbl pasaensbi:

5.15.8 Hacrtpoiika ¢pyHKumm Flex-link

5.11.3 Hacrtpoiika TexHonoruu Multi-Switch Link Aggregation Group
(MLAG)
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5.24 IP Service Level Agreements (IP SLA)

U3meHeHus B paspenax:
5.11 Mpynnbi arperaumm KaHanos — Link Aggregation Group (LAG)
5.12 Hacrpoiika IPv4-agpecaunmn

Bepcua 1.17

31.01.2022

[o6aBneHbl pasgenni:
5.15.8 Hacrtpoiika ¢pyHKuum Flex-link
5.15.9 Hacrtpoiika ¢pyHKuum Layer 2 Protocol Tunneling (L2PT)

U3meHeHus B paspenax:

4.3 3arpy3o4yHoe MeHIo

5.9.2 Hactpoiika VLAN 1 peXXMmoB KOMMyTaLuuu nHTepdeincos
5.17.1 dyHKUMA nocpegHUKa npoTtokona IGMP (IGMP Snooping)
5.21 3epKanmMpoBaHue (MOHUTOPUHT) NOPTOB

5.29.1 Hactpoiika

6.1 MeHto Startup

Bepcusa 1.16

18.06.2021

N3meHeHus B paspenax:

2.3 OCHOBHbIe TeXHUYECKNEe XapaKTepuUCTUKU

5.12 Hacrpoiika IPv4-agpecauun

5.15.5 CemelicTBo npoToKonos STP (STP, RSTP, MSTP)

Bepcua 1.15

09.02.2021

[o6aBneHbl pasaensi:

5.6.3 KomaHpab! ana pesepsupoBaHuA KOHpUrypauumn

5.17.4 ®yHKumMAa orpaHuyeHua multicast-tpadpuka

5.17.5 RADIUS-aBTopm3auua sanpocos IGMP

5.30.6 Hactpoiika Route-Map

5.30.7 Hactpoiika Prefix-List

5.30.9 banaHcupoBKa Harpy3ku Equal-Cost Multi-Path (ECMP)

U3meHeHusa B paspenax:

2.2.3 GyHKUUKU BTOPOro YPOBHA ceTeBo mogenu OSI

2.3 OCHOBHbIe TeXHUYECKNEe XapaKTepPUCTUKH

2.4.4 CeBeToBaA UHAUKaUMUA

4.5.1 ba3oBas HacTpoiKa KOMMyTaTopa

4.5.2 HacTpoiika napameTpoB cuctembl 6e3onacHocTu

5.4 KomaHAbl ynpaBaeHusa cuctemoii

5.6.2 KomaHgbl ana pabotbi ¢ paitnamm

5.9.1 Napamertpbl Ethernet-uHtepdeiicos, Port-Channel u Loopback-uH-
Tepdeiicos

5.9.2 Hactpoiika VLAN 1 peXXMmoB KOMMYyTaLuu MHTepdeincos
5.10 Storm Control gna pasnuuHoro Tpaduka (broadcast, multicast, un-
known unicast)

5.15.1 Hacrpoiika npotokosna DNS — cuctembl AOMEHHbIX UMEH
5.15.5 CemeiictBo npoTtoKonos STP (STP, RSTP, MSTP)

5.17.1 dyHKUMA nocpeaHUKa npoTtokona IGMP (IGMP Snooping)
5.19.1 MexaHusm AAA

5.20 }KypHan aBapwmii, npoToKon SYSLOG

5.24.1 ®dyHKuMM obecneyeHunn 3aWwmTbl NOPTOB
5.29.2Cratuctnka QoS

5.30.3 Hacrtpoiika npotokosa OSPF, OSPFv3

Bepcua 1.14

24.11.2020

U3meHeHus B pasgenax:

2.3 OCHOBHble TeXHUYECKNEe XapaKTepPUCTUKH
5.6.2 KomaHgbl ana pabotbl ¢ paitnamm

5.26 KoHpurypauua DHCP-cepsepa

Bepcua 1.13

12.06.2020

[o6aBneHbl pa3gensi:
5.30.8 HacTpoiika cBA3KK Katoueit

U3meHeHunA B pasaenax:

2.2 dyHKLUMM KOMMyTaTOpa

2.3 OCHOBHble TeXHUYECKUEe XapaKTepPUCTUKH
5.1 ba3oBble KOMaHAbI

5.9 KoHourypauusa unrepdeiicos u VLAN
5.17 I'pynnoBas agpecauusa

5.19 ®dyHKUUM ynpaBaeHUA

Bepcua 1.12

20.11.2019

U3meHeHus B pasgenax:
2.3 OCHOBHbIE TeXHUYECKNEe XapaKTepPUCTUKU

Bepcma 1.11

15.10.2019

U3meHeHuA B pasaenax:
5.11 Mpynnbi arperauum KaHanos — Link Aggregation Group (LAG)
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5.19.4 MpoTokon ynpasneHus cetbio (SNMP)

Bepcusa 1.10

20.05.2019

fAo6asneHo onucaHue mogeneii kKommytatopos MES5316A, MES5324A,
MES5332A

Bepcua nporpamm-
Horo obecneyeHuns

6.6.5

Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5410-48, MES5500-32
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YC/TOBHbIE OBO3HAYEHUA

O603HaueHue OnwucaHue
B KBaZpaTHbIX CKOBKax B KOMAHAHOM CTPOKE YKa3blBAOTCA HeobA3aTebHble
[1 nmapameTpbl, HO MUX BBOJA, NPenoCTaBAAET ONpeAefieHHble A0MNONHUTENbHbIE
onuuu.
0 B ¢u1rypHbix CKOBKax B KOMAHAHOW CTPOKE YKa3blBAOTCA BO3MOXKHble 06A3a-
TesibHble NapameTpbl. Heobxoanmo BbibpaTh 0ANH U3 NapameTpoB.
«,» [JaHHble 3HAaKKU B ONMCAHUM KOMaHZAbl UCNONb3YIOTCA ANA YKAa3aHWA AManaso-
«» HOB.
«|» [JaHHbIN 3HaK B ONMCaHMM KOMaHAbl 0603HAYaeT KUANY.,
«f» JaHHbIN 3HaK B onNncaHWe KOMaHAbl YKa3blBAeT Ha 3HAa4YEeHME NO YMOJIYaHMIO.
K Calibri Kypcmneom Calibri ykasbiBatoTca nepemeHHble Uan napameTpbl, KOTopble He0b-
ypcue Calibri o
XOAMMO 3aMeHUTb COOTBETCTBYHOLLMM C/IOBOM WU/IU CTPOKOIA.
MNonyKupHobiii Mony*KMpPHbIM WPUPTOM BblAeNIEHbI MTPUMEYAHUA U NPeaynperKaeHNS.
<lMonyxcupHoliii MonyXMpPHbIM KYpPCUBOM B YrNOBbIX CKOBKax yKa3blBAlOTCA Ha3BaHMA KNaBuULL
Kypcue> Ha K/laBuaType.
Courier New MNony*unpHbim LWpndtom Courier New 3anmcaHbl Npumepbl BBOAA KOMAHA,
. Wpundtom Courier New B pamke € TEHbIO YKa3aHbl pPe3y/ibTaTbl BbINOJHEHUS
KOMaHZ,

MpumeyaHua 1 npegynpexaeHus

30BaHMIO U HACTPOIiKe YCTPOUCTBA.

MpeaynpexaeHna MHGOPMUPYIOT NONb30BATENA O CUTYALMAX, KOTOPble MOTYT HAaHECTH
Bpeps, YCTPOMCTBY MM YeNoBeKy, NPUBECTU K HEKOPPEKTHOM paboTe ycTpoiicTBa uamn no-

/f‘ MpumeyaHua coaepKaTt BaXKHYHO MHd)OpMaLI,MIO, coBeTbl I pekomeHaauuun no ncnosb-
L]

Tepe AaHHbIX.
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HELTEX

1 BBEAEHMUE

B nocnegHue ropbl Habaopaetca TEHOEHUMA K OCYLLECTBAEHUIO MACWTAbHbIX MPOEKTOB NO
NMOCTPOEHMUIO ceTel CBA3U B COOTBETCTBMU € KoHuUenuunen NGN. OaHol M3 OCHOBHbIX 3a4a4 Npu peaansauum
KPYMHbIX MY/AbTUCEPBUCHDBIX CETEN ABAAETCA CO34aHME HALEXKHbIX U BbICOKOMPOU3BOAUTENBbHBIX
TPAHCMNOPTHbIX CETEN, KOTOPblE ABAAKTCA ONMOPHLIMW B MHOTOCNOMHOW apXUTEKTYpPE CETEN CAeayloLLero
NOKoNEeHUA.

MNepepgaya wMHPoOpmaUMM Ha BOMbLIMX CKOPOCTAX, OCOBEHHO B CeTAX KPynHOro maciuTtaba,
noapa3symeBaeT BbI6GOpP TaKo TOMONOTMKN CETU, KOTOPaA NO3BOMAET MTMBKO OCYLIECTBAATL pacrnpeaeneHune
BbICOKOCKOPOCTHbIX NOTOKOB.

KommyTtatopbl cepun MES2300, MES3300, MES53xxA, MES5310-48, MES5400-xx, MES5410-48,
MES5500-32 MoryT MCMONb30BATLCS HA CETAX KPYMHbIX NPeAnpUATUIA U NPeanpuaATUIA MANoro U cpeaHero
6usHeca (SMB), B onepaTopckux ceTax. OHM obecneymBaloT BbICOKYIO MPOWU3BOAUTENIbHOCTb, TMOKOCTD,
6€e30MacHOCTb, MHOFOYPOBHEBOE KauyecTBO 06C/yKmBaHUA (QoS).

Kommytatopbel MES5400-24, MES5400-48, MES5310-48, MES5410-48, MES5500-32 otseuvatoT
TpeboBaHMAM LEHTPOB 06paboTKkmM AaHHbIX K Top-of-Rack n End-of-Row-kommyTtatopam u TpeboBaHMAM
onepatopoB K 06OpPyAOBaHUIO ceTel arperaumm M MarncTpasbHbIX ceTeit, obecneymBas BbICOKYHO
NPOW3BOAUTENBHOCTb M SKOHOMMUYECKN 3DEKTUBHOE peLLEHUE.

MpomblwneHHble kKommyTaTtopbl MES35001-08P, MES35001-10P u MES2300DI-28 npeaHasHa4veHbl
ONA  OpraHM3auMmM  3alUMLLEHHbIX OTKA30YCTOMUMBLIX CeTell nepefayum JAaHHbIX Ha ObbekTax, rae
Heobxo4MMO BbINOAHEHME TpeboBaHWA MO obecneyeHUto YCTOMYMBOCTM K BO3AEWUCTBUAM Pa3INYHOIO
BMAA: TEMNEPATYPHbIM, MEXaHWUYECKUM, BUBpaLmK 1 ap.

B HacToAleM pyKoOBOACTBE M3/10XEHbl Ha3HauYeHne, TeXHUYECKMEe XapaKTepUCTUKN, peKoMmeHaaummn
Nno HayasibHOM HaCTpOVIKe, CMHTAKCNC KOMaHA4 AnA KOHd)MpraLI,MM, MOHUTOPUHIA ¢ obHoBNEHUA
nporpammHoro obecneyeHus KOMMYTATOpPOB.
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2 OINUCAHUE U3AENUNA

2.1 HasHauyeHue

KommyTtatopbl MES5400-24, MES5400-48, MES5410-48, MES5500-32 — 3T0 BbICOKONPOU3BOAUTENb-
Hble YCTPOWCTBA, NpeAHa3HaYeHHble 419 UCNONb30BaHUSA B LieHTpax 06paboTkun aaHHbIX (LOJ) B KayecTse
Top-of-Rack naun End-of-Row KommyTaTOpOB, a TakkKe B CETAX arperauym U MarucTpasibHbiX CETSAX onepaTo-
pOB CBA3N.

KommyTaTtopbl MES5400-24, MES5400-48 ocHalueHbl MHTepdeiicamn 1000BASE-X/10GBASE-R u
40GBASE-R/100GBASE-R. B pexume pacuienneHma HG-uHTepdeica nogaepsknsaetca paboTta Ha CKOPOCTAX
1réut/c, 10 Féut/c n 25 rut/c. Pexkum pacuienneHns no3soaseT pacenmTs Ao 6 HG-uHTepdeiicos, 4to B
cymme paet 24 TWE-untepdeical.

KommyTtatop MES5410-48 ocHaleH uHTepdeincamm 10GBASE-R/25GBASE-R n  40GBASE-R/
100GBASE-R. B pexxkunme pacuienneHmsa HG-uHtepdeica nogaepunsaerca pabota Ha ckopoctax 1 Féut/c,
10 F6ut/c 1 25 Feut/c. Pexnm pacuienneHns no3sonseT paclienutb ao 6 HG-uHTepdelicos, 4To B cymme
paet 24 TWE-untepdeiica.

KommyTaTtop MES5500-32 ocHalleH MHTepdeiicammu 10GBASE-R n 40GBASE-R/100GBASE-R. B pe-
XUMe pacwenneHns HG-untepdeiica nogaep>kmsaetca paborta Ha ckopoctax 1 M6ut/c, 10 réut/c n 25
r6ut/c. Pexxum paclienneHumsa nossonset pacenntsb g0 30 HG-uHTepdeicos, yto B cymme aaet 120 TWE-
UHTepoelicos.

MopTbl KOMMYTaTOpPOB MoAAepKMBaloT paboTy Ha ckopocTax 1 I6ut/c (SFP), 10 réut/c (SFP+),
25 I'éut/c (SFP28), 40 Iéut/c (QSFP+) 1 100 r6ut/c (QSFP28). HebnoKkupyemana KOMMYTaLMOHHaA MmaTpuLa
No3BOAAET OCYLWECTBAATb KOPPEKTHYIO 06paboTKy NaKeToB MPU MAKCMMasbHOM HarpysKe, COXpaHAaa npwu
3TOM MMHMUMabHbIE U NPEeACKa3yemble 3aePKKM ANa BCeX TUNOB TpaduKa.

KoMmyTaTopbl MMEKT BO3MOXHOCTb MCMOJIb30BaHUA cxem BeHTunAauum Front-to-Back mn Back-to-
Front?, uto obecneunsaet 3GpdHEKTUBHOE OXNAXKAEHNE NPU UCNONb30BAHMUM YCTPOWUCTB B YCIOBUAX COBpe-
MeHHbIX LLOJ, ¢ pasHbIMU cUCTEMaMM OXNaXKaEHUA.

OTKa30yCTOMYMBOCTb YCTPOMCTB 0becneuynBaeTcs pe3epBUpPOBaHMEM UCTOUYHUKOB NUTaHua (1+1) u
NPUMEHEHNEM CMEHHbIX MoAy/1eit BEHTUAALMU. KOMMYTaTOpbl MMEHT BO3MOXKHOCTb ropAYei 3ameHbl Mo-
Aynen NUTaHWUA U BEHTUAALMOHHBIX Moaynei, obecneunsan becnepeboliHoe GyHKLMOHMPOBAHWE CeTU
onepaTopa.

KommyTaTtopbl arperaunu cepmin MES2300, MES3300, MES53XXA — 3TO BbICOKONPOU3BOAUTE/IbHbIE
YCTPOMCTBA, OCHAlWeHHble WHTepdencamm 10GBASE-R, 1000BASE-X ¥ npegHasHayeHHble Ana
MCNONIb30BaHUA B OMEPATOPCKUX CETAX B KayecTBe YCTPOWCTB arperauum u B HeBONbLUMX LEHTpax
06paboTkK AaHHbIX (LLOA4).

MopTbl ycTpoicTBa noaaepusatoT paboTy Ha ckopoctax 1 Iéut/c (SFP), 10 réut/c (SFP+), uto
obecneymBaeT rMbGKOCTb B UCMO/Ib30BaHUM M BOSMOXKHOCTb NMOCTENEHHOMO nepexosa Ha 6onee BbICOKME
CKOPOCTM Mepefayv AaHHbIX. HebnokuMpyemas KOMMyTaUMOHHAA MaTpuua MO3BOJIAET OCYLLEeCTBAATb

! ina mopsenn MES5400-24 B pexume paclienneHnsa AoCTynHbl nHtepdeicol HG3-HG6. Aaa moaenn MES5400-24
rev.B faHHOro orpaHMyeHuns Her.

2 KommyTaTopbl MES5410-48 1 MES5500-32 BO3MOKHbI B BYX UCMIOAHEHMAX: C BeHTUAALMeN Front-to-Back nan Back-
to-Front.
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KOPPEeKTHyto 06paboTKy NaKeToB MPU MaKCMMaibHbIX Harpyskax, COXpPaHAasa Mpu 3TOM MWHUMa/bHbIE U
npeackasyemble 3a4epXKN Ha BCcex TMnax Tpaduka.

OTKa30yCTOMYMBOCTb YCTPOICTB 0becrneymnBaeTcs pes3epBMpPoOBaHMEM UCTOYHUKOB NUTaHua (1+1) u
NPUMEHEHMEM CMEHHbIX MOAy/el BeHTUAALMM. KOMMyTaTopbl MMEIOT BO3MOMHOCTb ropsyeit 3ameHbl
MoAynen NUTaHuA U BEHTUIALMOHHBIX Moaynein, obecneynsan becnepeboitHoe GyHKUMOHUPOBAHNE CETU
onepaTopa.

HoBoe nokoneHne kKommyTaTopos gocrtyna cepum MES2300 ocylecTBaseT NoAKAOYEHNE KOHEYHbIX
Nnonb3oBaTesiell K CeTU KPYMHbIX NPeanpuaTuii, npeanpuatMin Mmanoro u cpeagHero busHeca u K cetam
onepaTtopoB CBA3M C nomoulblo UHTepdericos 1G/10G. Kommytatopbl MES2300 Takke MoryT
MCMNO/1Ib30BaTbCA B ONEPATOPCKMUX CETAX B KA4YeCTBE KOMMYTAaTOPOB YPOBHSA arperaunm uam TpaHCnopTHbIX
KOMMYTaTOpPOB.

MopTbl YCTPOWCTB NogaepuBatoT paboTy Ha ckopocTax 1 Iéut/c n 10 réut/c, uto obecneumsaet
rTMOKOCTb B MCMOJIb30BAaHWMM M BO3MOXKHOCTb MOCTEMEHHOIO Nepexoga Ha 6osiee BbICOKME CKOPOCTU
nepefaun AaHHbiX. Hebnoknpyemas KOMMyTaLMOHHAA MATpULA NO3BOIAET OCYLLECTBAATb KOPPEKTHYIO
o6pa60TKy NaKeToB NP MaKCUMaJIbHbIX Harpy3Kax, CoOXxpaHAAa npu aTOM MUHUMaAJIbHble U NpeacKa3dyemble
334€ePKKM Ha BCeX TMNAxX TpaduKa.

MpomblwneHHble KommyTaTtopbl MES35001-10P, MES35001-08P n MES2300DI-28 npeaHasHa4veHbl
ONA OpraHU3aLMmM 3alMLWEHHbBIX OTKA30YCTOMUMBBIX CETEN Mepeaayn AaHHbIX HAa 06beKTax, rae Heobxo-

OMMO BbINOJIHEHWE TpeboBaHMI NO YCTOMUYMBOCTM K BO3AEUCTBUAM PA3/IMYHOIO BUAA TEMMEPATYPHbLIM U
MeXaHMYeCKMM BO3AENCTBUAM, BUBpauum u gp.

2.2 ®yYHKUMM KOMMYTaATOpaA

2.2.1 basosble hyHKYUU
B Tabnnue 1 npuBeaeH cnMcok 6a3oBbix GyHKUWUI YCTPOMUCTB, 4OCTYNHbIX ANA aAMUHUCTPUPOBAHUSA.

Tabnnua 1 — basoBble yHKUUM YCTPOMCTBA

3awyuma om B/OKMPOBKa BO3HUKAET B C/ly4anx Neperpysku BbIXOAHbIX MOPTOB yCTPOMCTBA Tpadu-
610KUpoBKuU o4Yepedu KOM OT HECKO/IbKMX BXOAHbIX MOPTOB. ITO NPUBOAMT K 3a4ePKKam nepesayun SaHHbIX
(HOL) M noTtepe NakeTos.

Moddepxka CnocobHocTb NoaaepxuBaTh Nepenady CBepXA/IMHHbIX KaapoB, YTo NO3BOJIAET Me-
€8epx0aUHHbIX KAOPOB8 | pefaBaTb AaHHblE MEHbLIMM YACNOM NAKeTOB. ITO CHUXKAET 06bem CNyKebHOW UH-
(Jumbo frames) dopmaunm, Bpems 06paboTKM 1 NepepbIBbI.

YnpasseHne NOTOKOM MO3BOJIAET COeANHATb HU3KOCKOPOCTHOE YCTPOMCTBO C BbICO-
KOCKOPOCTHbIM. 1N NpeaoTBpalleHns nepenoiHeHus bydepa HU3KOCKOPOCTHOE

YnpaeneHue nomokom .
YCTPOWMCTBO MMEET BO3MOXKHOCTb OTNpaBaATb nakeT PAUSE, Tem cambim MHbopmuMpys

(IEEE 802.3X) BbICOKOCKOPOCTHOE YCTPOWCTBO O HEOBX0AMMOCTU caenaTb naysy npu nepegaye na-
KeToB.
KommyTaTop noaaepkvsaetr obbeguMHeHMEe HECKOJIbKUX YCTPOMCTB B CTeK. B aTom
C/lyyae KOMMYTaTOPbl PACCMaTPMBAIOTCA KaK eanHOE YCTPOMCTBO C 06LLMMM HACTPO-
Paboma e cmeke Kamu. BO3MOKHbI AB€ TONONOTMM NOCTPOEHUA CTEKA — KONbLO M LenoyKa. MNpu atom
ycmpoiicme napameTpbl NOPTOB BCEX YCTPOWCTB, BKAKOYEHHBIX B CTEK MOXHO 3a4aTb C KOMMYTa-

Topa, paboTatoLLero B pexume «mactep». CTeKMpoBaHMe yCTPONCTB NO3BOAAET CHU-
3UTb TPYAOEMKOCTb YNPaBAeHUs CETbIO.
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2.2.2 ®yHKyuu npu pabome c MAC-adpecamu

B Tabsmue 2 npuseaeHbl GYHKLUMM yCTPOCTB Npu paboTte ¢ MAC-aapecamu.

Tabnnuya 2 — PyHKuMKM paboTbl ¢ MAC-agpecamm

Tabauya MAC-adpecos

KommyTaTop coctaBaseT B namati Tab/vuy, B KOTOPOW yCTaHaB/AMBAETCA COOTBET-
cTBMe mexay MAC-agpecamu 1 y3namu NopToB KOMMyTaTopa.

Pexcum obyyeHus

B oTcyTcTBME 06YyUYEHMA AaHHbIE, NOCTYMNaloLWMe Ha Kakon-nMbo NopT, nepesatoTca Ha
BCe OCTa/ibHble MOPTbl KOMMYyTaTOpPa. B pexxume 0byueHna KOMMyTaToOp aHaAM3npyeT
Kagapeol n, onpesenns MAC-agpec oTnpaBuTens, 3aHOCUT ero B Tabanuy KommyTauuu.
Bnocneacteum kagp Ethernet, npegHasHauveHHbI ana xocta, MAC-agpec KoToporo
yKe ecTb B Tabsvue, nepegaeTca TO/IbKO Yepes yKasaHHbIl B Tabauue nopr.

Moddepicka nepedayu
Ha HecKonbKo MAC-

[aHHasa ¢yHKUMA NO3BONSAET YCTaHaB/AMBATb COEAUHEHUA KOOUH KO MHOTUM» U
«MHOTME KO MHOTMM». Takum 06pa3om, Kagp, aApecoBaHHbI MHOroagpecHol

adpecos (MAC . o
. rpynne, nepeAaeTca Ha KaXabl NOPT, BXOAALLUI B rpynny.
Multicast Support)
Asmomamu4ecKoe
epemsa xpaHeHua MAC- | Ecav ot ycTpoiictea c onpefeneHHbM MAC-agpecom 3a onpeaeneHHbli nepuog, spe-
adpecos MEHW He MOCTYyNaloT NaKeTbl, TO 3anNucb ANA AaHHOTO agpeca yctapesaeT M yganaeTtcs.
(Automatic Aging for 3T0 NO3BONSET NOALEPKMBATL TADAMLLY KOMMYTALMUW B aKTYalbHOM COCTOAHUMU.
MAC Addresses)
CmamuuyecKue 3anucu C .
. eTeBoOl KOMMYyTaTop MO3BOAAET MO/b30BaTeNto OnpeaenuTb CTaTUYeckue 3anucu
MAC (Static MAC amvraTop PeA
Entries) cooTtBeTcTBUIA MAC-aApecoB, KOTOpble COXPaHATCA B TabvLe KoMmMyTauuu.
ntries,

2.2.3 ®yHKyuu emopozo ypoeHa cemesoli modenu OSI

B Tabnunue 3 npmBeaeHbl GyHKLMM U 0COBEHHOCTU BTOPOro ypoBHA (yposeHb 2 OSI).

Tabnunua 3 — OnncaHme GpyHKUMIM BTOpOro ypoBHSA (yposeHb 2 OSI)

Peanusauus npotokona IGMP no3sonset Ha ocHOBe MHbOPMALUKU, NONYYEHHOM
npv aHanuse cogepxumoro IGMP-nakeToB, onpegennTb, Kakme yCTPOMCTBA B CETH

®yHkyusa IGMP Snooping o
Y4YacTBYIOT B rpynnax MHOroaZpecHOM paccbl/iIKK1, 1 agpecoBaTb TPapuK Ha cooTBeT-
CTBYlOLLME NOPTbI.
. Peanusauua npotokona MLD no3BosAeT ycTPONCTBY MUHUMMU3UPOBATb MHOroaa-
@®yHkyusa MLD Snooping 4 P yerp y P A

pecHbliit IPv6-Tpadumk.

3awuma om «wmopma»
(Broadcast, multicast,
unknown unicast Storm
Control)

«LTopm» — 3TO pasmHoXKeHue broadcast-, multicast-, unknown unicast-nakeTtos B
KaXK4OM y3/1€e, KOTOpOe NPMBOAMT K IAaBUHOOBPA3HOMY POCTY MX YMCNa M Napanu-
3yeT paboTy ceTn. KommyTaTopbl UMEIOT GYHKLMIO, MO3BONAIOLLYIO OFPaHUYUTD CKO-
pocCTb Nepesaym MHOroaPECHbIX U LMPOKOBELLATENbHbIX KaAPOB, NPUHATbLIX U Ne-
pefaHHbIX KOMMYTaTOPOM.

3epkanuposaHue
nopmos
(Port Mirroring)

3epKanmposaHue NopToe no3soaseT aybanposaTb TpadumK HabAlO4aEMbIX MOPTOB,
nepecblian Bxogawme n/Mam ucxoaawme nNakeTbl Ha KOHTPOAUPYIOWMI nopT. Y
No/b30BaTeNA KOMMYTaTOPa €CTb BO3MOXHOCTb 3a4aTb KOHTPOAMPYIOLWMIA U KOH-
TpoaMpyemble NOpTbl U BbIBpaTb TMN TpadMKa (BXOAAWMA U/UAN NCXOAALLNN), KO-
TOpbIN OyaeT nepeaaH Ha KOHTPOIMPYIOLLMIA NOPT.

U3zonayua nopmos
(Protected ports)

[aHHasa OyHKUMA NO3BONAET HAa3HauYUTb NopTy ero uplink-nopT, Ha KOTopbIN Ges-
ycnoBHO 6yaeT nepeHanpaBasaTbCA BeCb TpaduK, obecneymsan Tem cambim U30/1A-
LMIO C APYrMMK NopTamu (B Npegenax o4HOro KOMMYTaToPa), HAXO4ALMXCA B 3TOM
e wupokosewaTesbHom gomeHe (VLAN) B npeaenax o4HOro KommyTaTopa.
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Private VLAN Edge

[JaHHaa dyHKUMA NO3BONAET U30/IMPOBATL FPYNNY NOPTOB (B Npesenax o4HOro Kom-
MyTaTopa), HaXo4AWMXCA B OGHOM LUIMPOKOBELLATE/IbHOM AOMEHEe MeXKay cobold,
Nno3BoAA NPY 3TOM 06MeH TPapUKOM C APYTMMM NOPTaMM, HAXOAALMMMUCA B 3TOM
K€ LWMPOKOBEL,ATENbHOM SOMEHE, HO HEMPUHAAIEKALLMMM K 3TOM rpynne.

Private VLAN (light
version)

ObecneunBaeT U30NALMUIO MEXAY YCTPOMCTBAMM, HAXOLALLMMUCA B OLHOM LUMPO-
KOBeLLaTeIbHOM JOMEHE, B Npeaenax Bcei L2-ceTn. Peasin3oBaHbl TOIbKO ABa pe-
MMa paboTbl nopTa Promiscuous u Isolated (Isolated-nopTbl He MoryT o6meHu-
BaTbCA APYr C APYrom).

Moddepxcka npomokKona
STP (Spanning Tree
Protocol)

Spanning Tree Protocol — ceTeBolt NPOTOKO/, OCHOBHOM 3aJ4ayelt KOTOPOro ABAA-
etca npusegeHme cetu Ethernet ¢ M36bITOYHBIMKU COEAUHEHUAMM K APEBOBUAHOM
TOMONOTNK, UCKAOYatoLLeln neTan. KommyTaTopbl 0BMEHNBAOTCA KOHOUTYPaLMOH-
HbIMWU COOBLLEHMAMM, UCNONb3YA Kaapbl cneumnanbHoro ¢opmaTa, U BbIBOPOUYHO
BKJIIOYAIOT M OTK/IIOYAIOT nepeaayy Ha nopTbl.

Moddepxcka npomoKona
RSTP

(IEEE 802.1w Rapid
spanning tree protocol)

Rapid (6bicTpbin) STP (RSTP) — aBnsieTcA ycoBepLUeHCTBOBaHWEM NpoToKoa STP, xa-
paKTepusyeTcs MeHbLINMM BPEMEHEM NPUBELEHUA CETU K APEBOBUAHOM TONONAOMMM
1 UMeeT 6o/iee BbICOKYH YCTOMYMBOCTD.

lpomokon ERPS
(Ethernet Ring Protection
Switching)

MpoToKOA NpeaHasHayYeH AN NOBbIWEHMA YCTOMYMBOCTU U HALEKHOCTU CETU ne-
peAaun AaHHbIX, MMeloLLE KONbLEBYIO TOMOJIOMUIO, 3@ CYET CHUNKEHUA BPEMEHMU
BOCCTaHOB/IEHWA CETU B C/ly4ae aBapuu. Bpems BOCCTaHOBAEHWA He npesbiwaet 1
CeKYHAbl, YTO CYLLECTBEHHO MEHbLUE BPEMEHMW NEPECTPOMKM CETU NPU CNO/b30Ba-
HWW NPOTOKO/I0B CEMEICTBA spanning tree.

Moddepxcka VLAN

VLAN —3T0 rpynna nopToB KOMMYTaTopa, 06pasyoLLMX O4HY LUIMPOKOBELLATENbHYIO
obnactb (momeH). KommyTaTop noaaepuBaeT pasanyHble CpeacTsa Kaaccuduka-
LMM NaKeToOB A/18 onpeseneHns ux NnpuHagNeKHoCcT K onpegeneHHom VLAN.

Moddepxcka npomokKona
OAM (Operation,
Administration, and
Maintenance, IEEE

Ethernet OAM (Operation, Administration, and Maintenance), |IEEE 802.3ah —
bYHKUMM YpOBHA KaHana nepegayv AaHHbIX MNpeacTaBAAloT coboit MpoToKon
MOHUTOPUHIA COCTOAHMA KaHana. B aTom npoToKkone ana nepegayv uHpopmaumm o
COCTOAHUW KaHana MeXay HenocpeacTBEeHHO NOAKAOYEHHbIMM YCTPOMCTBaMM
Ethernet ncnonb3ytotca 610KM gaHHbIX NpoTokona OAM (OAMPDU). O6a ycTpoii-

802.3ah) CTBa A0/IKHbI NogaepkneaTb cTaHaapT IEEE 802.3ah.

Mpotokon peructpaunmn GARP VLAN obecneumBaeT AuvHamuuyeckoe paobasne-
Moddeprcka GVRP (GARP | nue/ypanenve rpynn VLAN Ha nopTax KommyTaTopa. EC/M BK/OYEH MPOTOKOA
VLAN) GVRP, kommyTaTOp onpesenseT, a 3aTeM pacnpocTpaHAEeT AaHHble O NPUHAANEX-

HocTK K VLAN Ha BCce nopTbl, ABASOLWMECA YACTbtO aKTUBHOM TOMOIOTUM.

Moddepxka VLAN
Ha 6a3ze nopmoe
(Port-Based VLAN)

Pacnpepenenue no rpynnam VLAN BbinonHAeTcA No BxodAawmm noptam. [aHHoe
pelleHve No3BONAET UCMO/b30BaTb Ha KaXKA0M NOpTy TONbKO oaHy rpynny VLAN.

Moddepxka 802.1Q

IEEE 802.1Q — OTKpPbITbIN CTAaHAAPT, KOTOPbI ONKUCLIBAET Npoueaypy TermpoBaHua
TpadumKa ana nepegayum nHbopmaumm o npuHagnexHoctn kK VLAN. MossonseT uc-
Nno/sb30BaTb HecKosibKo rpynn VLAN Ha ogHOM nopTy.

O6veduHeHUe KaHAN08
c ucnono3oeaHuem LACP

MpoTokon LACP obecneynBaeT aBTomaTuyeckoe ob6benHEHNE OTAE/bHbIX CBA3EN
MeXay ABYMS YCTPOMCTBaMW (KOMMYTaTOP—KOMMYTaTOp WM KOMMyTaTop—cep-
Bep) B eAUHbIN KaHan nepefayn AaHHbIX.

B npoToKo/ie NOCTOSAHHO onpeAenaeTcs BO3MOXHOCTb 06begMHEHNA KaHaoB, U B
C/lyyae OTKasa CoegUHeHUs, BXoAALEero B 06beAMHEHHbI KaHan, ero Tpaduk aBTo-
MaTUYECKN nepepacnpesensieTcs no He OTKa3aBLWMM KOMMOHEeHTaM obbeanHeH-
HOrO KaHana.
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B ycTpoicTBax noaaepkmeaetca GyHKLMA CO34aHMA rPYNN KaHanoB. Arperaums Ka-
Hanos (Link aggregation, trunking) nnu IEEE 802.3ad — TexHosorMa ob6beanHeHUs
HECKONbKMX QU3NYECKUX KaHasoBa B OAWMH NOrMYecKui. 3To cnocobeTByeT He
TONbKO YBE/IMYEHUIO MPOMYCKHOM CNOCOBHOCTN MArncTPanbHbIX KaHA/I0B KOMMYTA-
Co3daHue epynn LAG TOP-KOMMYTaTOP UM KOMMYTATOP-CEPBEP, HO M NOBBILLEHUIO X HAAEXKHOCTH. Bo3-
MOKHbI TPM TMNa 6anaHCMPOBKM — Ha ocHoBaHMKM MAC-agpecos, Ha ocHoBaHuM |P-
afipecoB M Ha ocHOBaHWK NopTa (socket) HazHayeHwus.

lpynna LAG coCTOMT U3 NOPTOB C 04MHAKOBOW CKOPOCTbIO, paboTatoLwmx B AynieKc-
HOM pexunme.

MpepoctaBaseT BO3MOXHOCTb AEHTUPUUMPOBATL F0J10COBOM TPadUK HA OCHOBaA-
Hum OUI (Organizationally Unique Identifier — nepsble 24 6uta MAC-agpeca). Ecnm
Moddepxcka Auto Voice B MAC-Tabnnue kommyTaTopa npucytcreyet MAC-agpec ¢ OUl ronocoBoro wto3a
VLAN unn xe IP-tenedoHa, To AaHHbIN NOPT aBTOMaTMYeckn aobasnsetca B voice vian
(naeHTMOMKaumMa no npotokony SIP unum ke no MAC-agpecy nonydyatena He nog-
AepyKuBaeTca).

2.2.4 ®yHKyuu mpemeoe2o yposHsa cemeeoii modenu OSI
B Tabnnue 4 npuseaeHbl pyHKLMN TPeTbero ypoBHa (yposeHb 3 OSI).

Tabnnua 4 — OnucaHme GpyHKLUUIN TpeTbero yposHaA (Layer 3)

Knuenmeoi BootP

u DHCP YctpoictBa cnocobHbl aBTOMatTUYeckM nony4datb |P-agpec no  npoTokony
(Dynamic Host BootP/DHCP.
Configuration Protocol)
Cmamuyeckue AZMMHUCTPATOP KOMMYTATOPa UMeEET BO3MOXKHOCTb A06aBAATb U yAanaTb cTaTuye-
[P-Mapwpymbl CKMe 3anucu B Tabanuy mapLipytmsaumm.
Mpomokon ARP ARP — npoTokon conocTtasaeHus IP-agpeca n ¢pusmnyeckoro agpeca yctponcrea. CooT-
(Address Resolution BETCTBME YCTaHAB/MBAETCA Ha OCHOBE aHa/sM3a OTBETA OT y3/1a CeTu, agpec y3na 3a-
Protocol) NpPaLnBaAEeTCs B LUMPOKOBELLATEIbHOM NAKeTe.
MpoTok MHaMMUYECKON MapLIPyTU3aLLMK, KOTOPbIW N AeT MapLlpyTnsaTopam
Mpomoxon RIP go OKOAM AWHA ecKo ;p pyTM3aLmMmn, KOTOPbI NO3BOAAET MapLUpyTM3aTopa
. , 06HOBIATL MAPLUPYTHYIO MHDOPMALLMIO, MOTyYas ee OT COCEAHUX MapLIPYTU3aTOPOB.
(Routing Information PUIPYTHY pmati Y A PPy P
Protocol) B 33a4M NpOTOKONA BXOAMUT onpesefieHne onTUMAIbHOro MapLipyTa Ha OCHOBAHUMU
rotoco [AaHHbIX O KOZIMYECTBE NPOMEKYTOUHbIX Y3/10B.
IGMP Proxy — ¢®yHKUMA YNpOLWEHHOW MapLpyTU3auumM MHOTOagpPecHbIX AaHHbIX
®yHKyus IGMP Proxy y — ¢yHKumMA ynpouy pwpyT3aL, ap a
mexay cetamu. [1na ynpasaeHna mapipytusaumen ncnonbsyetca npotokon IGMP.
MpOTOKOA AMHAMMUYECKON MapLlupyTU3aL MM, OCHOBAHHbIA Ha TEXHO/IOTUM OTCAENKM-
BaHWsA cocTosiHMA KaHana (link-state technology) n ncnonb3yowmii Ana HaxoxKaeHus
lpomokon OSPF KpaTyanwero nytm anropmutm [eikctpsl. Mpotokon OSPF pacnpoctpaHAeT nHbopma-
LMI0 O AOCTYMHbIX MapLpyTax MeXay MapLpyTU3aTopaMm ogHOW aBTOHOMHOM Cu-
cTembl.

BGP (Border Gateway Protocol — npoToKoA rpaHMYHOrO WA03a) ABAAETCA NPOTOKO-
lpomokon BGP JIOM MapLpyTU3aummn Mexay aBTOHOMHbIMK cuctemamu (AS). MapLupyTmsaTopbl 06-
MEHMBATCA MHbOPMaLMelt 0O MapLIPYTax K CETAM Ha3HauyeHus.

MpoTtokon VRRP npegHasHavyeH gna pesepBMpOBaHUA MAPLLIPYTU3ATOPOB, BbINOJIHA-
OLLMX POAb LWKO3a MO YMOYaHUI0. ITO JOCTUraeTcsa NyTém obbeguHeHusa IP-nHTep-
¢delicoB rpynnbl MapLLpPyTU3aTOPOB B OAWH BUPTYasibHbIN, KOTOPbIV ByAeT Mcnosb3o-
BATbCA KaK LW/I03 MO YMONYaHUIO A/19 KOMMbIOTEPOB B CETU.

lpomokon VRRP
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PIM-npoToKkon mHoroagpecHon maplupytmsaumm ans IP-ceten, co3aaHHbIn ans pe-
WweHua npobaem rpynnoBoii mapuwpyTtusaumun. PIM 6asmpyetca Ha TpaguULMOHHbIX
MapLpYyTHbIX NpoTokosax (Hanpumep, Border Gateway Protocol), Bmecto Toro,

lpomokon PIM yTobbl CO3a4aBaTb COBCTBEHHYIO ceTeByto Tonosoruto. PIM ucnonbsyeT unicast-tab-
VLY MapLIpyTM3aumm gna nposepku RPF. 3Ta npoBepKa BbINOMHAETCA MapLIpyTU3a-
Topamu, 4Tobbl ybeauTbea, YTO nepegadya MHoOroagpecHoro Tpaduka BbINOAHAETCA
no nytn 6e3 netens.
MpoToKon ana obmeHa HbopmaLmeit 06 UCTOUHMKAX MYIbTUKACTA MEX as3nny-
lpomokon MSDP P A bopmay y Y P

Hbimu RP B8 PIM.

2.2.5 ®yHkyuu QoS

B Tabanue 5 npuBeaeHbl OCHOBHble GyHKLUMM KayecTBa obcnykmnsanua (Quality of Service).

Tabnmua 5 — OcHOBHble PpYHKUUM KayecTBa 0O6CYKMBaAHMUA

Mododepxka
npuopumemHeoix
oyepedeii

YCTPOICTBO NoAAEPKMBAET NMPUOPUTU3ALMIO UCXOAALLEr0 TPpadUKa No ouepesam Ha
Kax4om nopTty. PacnpegeneHune nakeTosB No oYepeasm MOXKET NPOU3BOAMTLCA B pe-
3y/ibTaTe KnaccudurKaLmMm NakeTos Mo PasMYHbIM NOMAM B 3aro/10BKax NaKkeTos..

ModdepxKa Knacca
obcnyrcueaHusa 802.1p

CraHgapT 802.1p cneunduumpyeT meToq yKasaHUsa NpMopuTeTa Kagpa M anroputm
MCNO/Ib30BaHMA NpPUOpUTETA B LeIAX CBOEBPEMEHHOW AO0CTAaBKU YyBCTBUTE/NbHOTO K
BPEMEHHbIM 3agep>KKam Tpadumka. CtaHgapT 802.1p onpeaenseT BOCEMb YPOBHEN
npuopuTeToB. KOMMyTaTOpbl MOTYyT MCNONb30BaTb 3HAYeHUe npruoputeta 802.1p gnA
pacnpeaenieHna Kagpos No NPUOPUTETHLIM ovepeaam.

2.2.6 ®yHKyuu obecneyeHusa 6ezonacHocmu

Tabnnua 6 — PyHKUMKM obecneyeHmn 6e3onacHOCTH

DHCP snooping

PyHKUMA KOMMYTATOpPa, NpeLHa3Ha4YeHHas 4/1a 3alnTbl OT aTak C MCNO/Ib30BaHUEM
npotokona DHCP. O6ecneunsaet ¢puabrpaumto DHCP-coobuieHMiA, NocTynmBLINX C
HeHaZeXHbIX MOPTOB MyTEM MOCTPOEHMA U NoaLepXKaHua 6a3bl AaHHbIX NPUBA3KK
DHCP (DHCP snooping binding database). DHCP snooping BbinonHseT Aencrsua
6paHaMayspa MeKay HeHaAeKHbIMKW NopTamu 1 cepeepamu DHCP.

Onyusa 82 npomokKona
DHCP

Onuwua, KoTopas nossonsetr npouHbopmuposatb DHCP-cepsep o Tom, € Kakoro
DHCP-peTpaHcaaTopa 1 Yepes Kakoi NopT npuLien 3anpoc.

Mo ymoi4aHMIO KOMMyTaTop, Mcnob3yowmin dyHKumnio DHCP snooping, o6HapyKu-
BaeT 1 oTbpacbiBaeT Atoboi DHCP-3anpoc, coaeprKamii onumio 82, KOTOpbI OH No-
Nly4nn yepes HeHaaéxHbll (untrusted) nopr.

UDP relay

MepeHanpasneHue wnpokoselLaTesbHoro UDP-TpadumKa Ha yKasaHHbIn IP-agpec.

®yHkyuu DHCP-
cepsepa

DHCP-cepBep ocywecTsaseT LeHTPaAn30BaHHOE yrnpaBaeHMe CeTeBbiMM agpecamm
N COOTBETCTBYHOLLMMU KOHOUTYPALMOHHBbIMM NapameTpammu, aBTOMAaTUYECKU Npeso-
CTaBNASA UX KAMEHTaM.

IP Source address guard

PyHKUMA KOMMYTaTOpa, KOTopasa orpaHuumneaeT IP-Tpadumk, dunbTpya ero Ha OCHOBa-
HUKU TabaMLUbl cooTBeTCTBUI 6a3bl AaHHbIX NpuBA3Kkn DHCP — DHCP snooping 1 ctaTn-
YeCcKU CKOHOUTrypupoBaHHbIX IP-agpecos. PyHKLMA ncnonbayeTca ana 6opbbbl ¢ nog-
meHoit IP-agpecos.
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Dynamic ARP
Inspection (Protection)

PyHKUMA KOMMYyTaTOpa, NpefHa3Ha4YeHHaA 414 3alUnUTbl OT aTaK C UCNO/b30BaHUEM
npoTokona ARP. CoobuieHure, KOTOpoe NOCTynaeT ¢ HeHaAeXHoro nopTa, noasepra-
eTcA npoBepke — cooTBeTcTBYeT A IP-agpec B Tene npuHAToro ARP-coobuieHua
IP-appecy otnpasuTens. Ecnv agpeca He coBnafatoT, TO KOMMyTaTop oTbpacbiBaeT
naker.

L2 -13-1L4 ACL (Access
Control List)

Ha ocHoBe MHbOPMaLIMK, COAEPIKALLENCA B 3ar010BKax ypoBHen 2, 3 1 4, y aAMUHK-
CTpaTopa ecTb BO3MOXHOCTb HACTPOWUTb MpaBWa, COrMacHO KOTOpPbIM NakeT Byaer
obpaboTtaH nmbo oTHpoLeH.

Time-Based ACL

Mo3BonseT CKOHPUIYpUpPOBaTb BPEMEHHbIE PAMKU, B TEYEHME KOTOPbIX AaHHbIN ACL
b6yneT felcTBoBaTh.

nooaAUHHOCMU Ha
ocHoee nopma (802.1x)

Moddepika OcHoBHasnA GyHKUMA 6OKUPOBKM — NOBLICUTL 6E30MaCHOCTb CETU, NPeaOoCTaBAAa A0-
30a6/10KUPOBAHHBIX CTYyN K NOPTY KOMMYyTaTopa TO/IbKO ANA YCTPOMCTB, umetowmnx MAC-aapeca, 3akpen-
nopmos NIeHHbIe 33 3TUM NOPTOM.

lposepka Mposepka noganHHoctu IEEE 802.1x npeactaBaseT coboi mexaHM3m KOHTPOAA 40-

CTyna K pecypcam uyepes BHewWHui cepsep. Npoweawe NpoBepKy NoAAMHHOCTH
Mo/Ib30BaTe/IM NOYHatoT AOCTYN K pecypcam BbIGpaHHOM ceTu.

2.2.7 ®yHKYuUU ynpasseHus KOMmMymamopom

Tabnnua 7 — OcHOBHble GYHKLMM YPaBAEHNA KOMMYTaTOPamM

3azpy3Ka u ebi2py3ka
¢gaiina Hacmpoliiku

MapameTpbl YCTPOMCTB COXpaHAOTCA B Galiie HaCTPOIMKN, KOTOPbIMA COAEPKUT AaH-
Hble KOHPUIypaLuMK KaK BCE CUCTEMbI B LLEJIOM, TaK U Onpeae/ieHHOro NopTa ycTpoi-
cTBa.

Mpomokon TFTP (Trivial
File Transfer Protocol)

MpoTtokon TFTP ncnonb3yerca aAna onepaumi 3anmcu u yteHuma ¢ainos. NpoTokon oc-
HOBAH Ha TpaHcNopTHOM npoToKoae UDP.

YCcTpoincTBa NoaaepKMBatT 3arpysKky U nepegady no AaHHOMY NpoTokoay dainos
HaCTPOMKKN M 06pa3oB NporpammHoro obecneyeHus.

Mpomokon SCP (Secure
Copy)

MpoTtoKkon SCP ncnonb3yetca Ana onepauumii 3anucu 1 YteHma dainos. MpoTokon oc-
HOBAH Ha ceTeBOM NpoToKosne SSH.

YcTpoicTBa nogaep:K1BatoT 3arpysky U nepegady no AaHHOMy npoTokony daiinos
HaCTPOMKKN M 06pa3oB NporpammHoro obecneyeHus.

YoaneHHoiii
MoHumopuHz (RMON)

YaaneHHbli MoHMTOPUHT (RMON) — cpefcTBO MOHUTOPUHIA KOMMbIOTEPHDBIX CeTel,
pacwupeHne SNMP. CoBmecTMMble YCTPOMCTBA NO3BOAAIT COBUPATL AMarHOCTMYe-
CKMe AaHHble C MOMOLLbIO CTaHUMK ynpasaeHus cetbto. RMON — 3To cTaHZapTHasA
6a3a MIB, B KOTOpPOI onpegeneHbl TEKYLLAA M NpeablayLan cTaTUCTMKa yposHa MAC
1 06BbEKTbI YyNPaBAEHUA, NPELOCTaBAAIOWME AaHHbIE B PeasibHOM BPEMEHMU.

lpomokon SNMP

Mpotokon SNMP ucnonbsyeTca s MOHUTOPMHIA U YNPaBAEHUA CETEBbIM YCTPOW-
cTBoM. [1na ynpasaeHna AOCTYNOM K CUCTEMe onpenenaeTca CNUCcokK 3anmcein coob-
LLLeCTBa, KaXaan 13 KOTOPbIX COAEPKUT NPUBUAETUM AOCTYNa.

Unmepdpeiic
KOMAHOHOU cmpoKu
(CLI)

YnpasneHne kommyTaTopamu nocpeactsom CLI ocylecTBaseTcA NOKaNAbHO yepes no-
cnepoBatenbHbl nopT RS-232, nnbo yaaneHHo yepes Telnet, SSH. UHTepdeiic Ko-
MaHZHOM CTPOKM KoHconu (CLI) ABnAeTca NpoMbIWNEHHbIM CTaHAAPTOM. MHTepnpe-
TaTtop CLI NnpeaocTaBAser CNMCOK KOMaHZA, U K/YeBblX C/108 A1 MOMOLLM NOAb30Ba-
TeJ/I0 M COKPaLLEHNIO 06bema BBOAMMbIX AAHHbIX.

Syslog — npoToKo, obecneymBatowmii nepeaady coobLLEHNA O NPOUCXOLALLMX B CU-

Syslog o

cTemMe cobbITUAX, a TaKKe yBeAOM/IEHMI 06 OWMBKax yaaNeHHbIM CEPBEPAM.
SNTP Mpotokon SNTP — NnpOTOKON CUHXPOHU3ALUKN BPEMEHMU CETU, FaPaHTUPYET TOYHOCTb
(Simple Network Time CUHXPOHM3aLMN BPEMEHWN CETEBOIO YCTPOICTBA C CEPBEPOM A0 MUNNUCEKYHAbI.
Protocol)

Traceroute — cnyxebHas pyHKUMA, NpegHa3HAYeHHaA 414 onpeaesieHMa MapLIpyToB
Traceroute y $yHKUMA, Npea A peq, pipy

nepeaayun AaHHbIX B IP-ceTax.

Ethernet-kommymamopeol cepuli
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YnpaeneHue A .
MWHUCTPATOP MOXKET ONpeaeInTb YPOBHU NPUBUAETUIA AOCTyNa ANA NONb30BaTe-
KOHMponaupyemoim 'D'v E) P PeA yp P AocTyna A .
Nlei YCTPOICTBA U XapaKTePUCTUKN AN1A KaKAOro YpPOBHA NpuBUAernin (Tonbko gnan
docmynom — ypoeHu .
. yTeHus — 1 ypoBeHb, MNOHbIN A0CTyNn — 15 ypoBeHb).
npusunea2uu
KommyTaTop cnocobeH ycTaHaBAMBaTb 3anpeT AOCTyna K KarKaomy uHTepdeicy
BroKupoexa ynpasneHuns (SNMP, CLI). 3anpeT MoKeT bbiTb YCTAaHOB/EH OTAE/IbHO A5 Ka*KAoro
unmepeeiica TMna gocryna:
P Telnet (CLI over Telnet Session);
ynpaenenua Secure Shell (CLI over SSH);
SNMP.
JloKanbHasa [na nokanbHOM ayTeHTUDUKALMM NOAAEPKMBAETCA XpaHeHUe Naponei B 6ase faH-
aymeHmudguKayus HbIX KOMMyTaTOpa.
Qunempayus IP- LJoctyn no SNMP paspewaetca ana onpegeneHHbix |IP-aapecos, ABAAKOWMXCA Yne-
adpecoe 013 SNMP Hamu SNMP-coobuiecTsa.
Mpotokon RADIUS ucnonbsyetca ana ayteHTMdMKaLmMm, aBTopmsaumm m yyeta. Cep-
Bep RADIUS ucnonb3yet 6a3y AaHHbIX NOJ/b30BaTee, KOTOpaA COAEPKUT AaHHble
Knuenm RADIUS P Y VA P AP A
NPOBEPKU NOAJAMHHOCTU ANA KaXKA0ro nosib3osatend. KommytaTopbl cogepkat Kam-
E€HTCKY0 YacTb npoTokoaa RADIUS.
TACACS+ YCTpONCTBO NpeaocTaBnAeT NoAaepKKy NPOBEPKU MOAJMHHOCTU KNMEHTOB Nocpea-
. ctBom npoTtoKkona TACACS+. Mpotokon TACACS+ obecneymnBaeT LEeHTPaIM30BaHHYO
(Terminal Access cuctemy 6e30nacHOCTM A1 MPOBEPKM NOoJb30BaTesel, MNojyyatowmx AoCTyn K
Controller Access o ’
YCTPOMCTBY, @ TAKXKe LeHTPA/IM30BaHHYI0 CUCTEMY YynpasaeHua npu cobatogeHun
Control System)
cosmectumocTtn ¢ RADIUS n gpyrumun npoueccamm NpoBepKu NOSJAUHHOCTU.
PyHKLMA cepBepa SSH no3sonAeT KAMeHTy SSH yCcTaHOBUTL € YCTPOMCTBOM 3aLUMLLEH-
Cepsep SSH YHKL, psep Y Yy ycTp wmuy
HOe coeAuHeHMe A1A yNPaBAeHUA UM.
Mododepxka [aHHas dyHKUMA NpeaocTaBaseT BO3MOXKHOCTb CO34aBaTb MaKpPOKOMaHAbI, npea-
MOKPOKOMAHO cTasnsawowme coboli Habop KOMaHZA, Y NPUMEHATL UX A8 KOHPUTYPaLLMM YCTPOMCTBA.

2.2.8 /[lononHumenobHble pyHKyUU
B Tabnnue 8 npuBeaeHbl AONONHUTENbHbIE GYHKLMKN YCTPOICTBA.

Tabnuua 8 — [lonosHMTeNbHblE GYHKLUMM YCTPOCTBA

HAuazHocmuka YCTpOKCTBO NO3BO/IAET TECTUPOBATb ONTUYECKMI TpaHcuBep. Mpu TecTMpoBaHUm OT-
onmu4yecKkoz20 CNEKMBAIOTCA TaKMe MapameTpbl, KaK TOK M HanpsyKeHue NuTaHua, TemnepaTypa
mpaHcueepa TpaHcusepa. [ina peanusauum Tpebyetca nogaepikka aTux GyHKUMI B TpaHCUBEpE.

[aHHbIi MexaHW3M NOo3BOAET KOMMYTATOPY CHM3WUTL dHepronoTpebaeHune 3a cyeT
OTK/IIOYEHMA HEAKTUBHBIX 3/IEKTPUHECKMX MOPTOB.

Green Ethernet

KommyTaTop 06/1a4aeT BceEMU HEOBXOAMMbBIMUM XapaKTepUCTUKamMu gns paboTbl ¢
npotokonamu MMS, GOOSE, SV:

- Manas BennunHa 3agepxkn GOOSE-coobueHna npu nepeaaye;

Coomeemcmeue
cmandapmy MIK - YmeHue pacnosHasaTb Ethertype GOOSE-coobuieHus;
61850 - YmeHue paboTaTb C TErom BUPTyasibHOM CeTn U Terom npuopuTteta IEEE 802.1Q

GOOSE-coobuieHuns;

- Nopaep»KKa nepegaym multicast-coobu,eHnit 1 BO3MOXKHOCTb paboTbl c onpeaeneH-
HbIM cTaHgapTom M3K 61850 grMana3oHOM rpynn BeLaHKWA.
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2.3 OcCHOBHbIe TeXHUYEeCKUue XapaKTepUCTUKU

OCHOBHble TEXHMYECKME NAapaMeTPbl KOMMYTaTOPOB NpMUBeAEHbI B Tabauue 9.

Ta6IIVILI,a 9 — OCHOBHble TEXHUYECKME XapaKTepucTtnkm

O6wue napameTpbl

NHTepdeichl

MES2300-24

24 x 10/100/1000BASE-T
4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIN nopT RS-232 (RJ-45)

MES2300B-24

24 x 10/100/1000BASE-T
4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbI nopT RS-232 (RJ-45)

MES2300-24F

20 x 1000BASE-X/100BASE-FX (SFP)

4 x 10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)

1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES2300B-24F

20 x 1000BASE-X/100BASE-FX (SFP)

4 x 10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)

1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES2300-24P

24 x 10/100/1000BASE-T (RJ-45) PoE/PoE+
4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES2300D-24P

24 x 10/100/1000BASE-T (RJ-45) PoE/PoE+
4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES2300DI-28

24 x 10/100/1000BASE-T

4 x 10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1 x KoHconbHbIM nopT RS-232 (RJ-45)

1xUSB 2.0

MES2300-48P

48 x 10/100/1000BASE-T PoE/PoE+
4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES2300B-48

48 x 10/100/1000BASE-T
4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIN nopT RS-232 (RJ-45)

MES3300-08F

4 x 1000BASE-X/100BASE-FX (SFP)

4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)

4 x 10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1 x KoHconbHbIM nopT RS-232 (RJ-45)

1 x 10/100/1000BASE-T (OOB)

MES3300-16F

12 x 1000BASE-X/100BASE-FX (SFP)

4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)

4 x 10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1 x KoHconbHbIM nopT RS-232 (RJ-45)

1 x 10/100/1000BASE-T (OOB)

MES3300-24

24 x 10/100/1000BASE-T

4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x 10/100/1000BASE-T (OOB)

1 x KoHconbHbIM nopTt RS-232 (RJ-45)
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MES3300-24F

20 x 1000BASE-X/100BASE-FX (SFP)

4 x 10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)

1 x 10/100/1000BASE-T (OOB)

1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES3300-48

48 x 10/100/1000BASE-T

4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x 10/100/1000BASE-T (OOB)

1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES3300-48F

48 x 1000BASE-X/100BASE-FX (SFP)
4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbI nopT RS-232 (RJ-45)

MES35001-08P

8 x 10/100/1000BASE-T PoE/PoE+ (RJ-45)

2 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (RJ-
45/SFP) Combo

1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES35001-10P

8 x 10/100/1000BASE-T PoE/PoE+ (RJ-45)
4 x 100BASE-FX/1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES5312

1 x 10/100/1000BASE-T (OOB)
12 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES5316A

1 x 10/100/1000BASE-T (OOB)

16 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (RJ-45)
1xUSB2.0

MES5324A

1 x 10/100/1000BASE-T (OOB)

24 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (RJ-45)
1xUSB2.0

MES5332A

1 x 10/100/1000BASE-T (OOB)

32 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbI nopT RS-232 (RJ-45)
1xUSB2.0

MES5310-48

1 x 10/100/1000BASE-T (OOB)

48 x 1000BASE-X (SFP)/10GBASE-R (SFP+)

6 x 40GBASE-R4 (QSFP+)/100GBASE-R4 (QSFP28)
1 x KoHconbHbIN nopT RS-232 (RJ-45)

1xUSB 2.0

MES5400-24

1 x 10/100/1000BASE-T (OOB)

24 x 1000BASE-X (SFP)/10GBASE-R (SFP+)

6 x 40GBASE-R4 (QSFP+)/100GBASE-R4 (QSFP28)
1 x KoHconbHbIN nopT RS-232 (RJ-45)

1xUSB 2.0

MES5400-48

1 x 10/100/1000BASE-T (OOB)

48 x 1000BASE-X (SFP)/10GBASE-R (SFP+)

6 x 40GBASE-R4 (QSFP+)/100GBASE-R4 (QSFP28)
1 x KoHconbHbIN nopT RS-232 (RJ-45)

1xUSB 2.0
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MES5410-48

1 x 10/100/1000BASE-T (OOB)

48 x 1000BASE-X (SFP)/10GBASE-R (SFP+)/25GBASE-R
(SFP28)

6 x 40GBASE-R4 (QSFP+)/100GBASE-R4 (QSFP28)

1 x KoHconbHbIM nopT RS-232 (RJ-45)

1xUSB 2.0

MES5500-32

1 x 10/100/1000BASE-T (OOB)

2 x 10GBASE-R (SFP+)

32 x 40GBASE-R4 (QSFP+)/100GBASE-R4 (QSFP28)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

1xUSB 2.0

CkopocTb nepeaavn AaHHbIX

OnTunyeckme nHTepdelicol 1/10/25/100 rémt/c
dneKTpuyeckme nHTepodeiicol 10/100/1000 M6éuT/c

MES2300DI-28 56 [6uT/c

MES3300-08F 96 6uT/c

MES3300-16F 112 T6ut/c

MES2300-24

MES23008B-24

MES2300-24F

MES2300B-24F

MES2300D-24P 128 F6ut/c

MES2300-24P

MES3300-24

MES3300-24F

MES2300-48P

MES2300B-48

MES3300-48 176 F6ut/c
MponyckHaa cnocobHOCTb MES3300-48F

MES35001-08P 20 r6ut/c

MES3500I-10P 24 T6ut/c

MES5312 240 réut/c

MES5316A 320 r6ut/c

MES5324A 480 T6uT/C

MES5332A 640 r6uT/c

MES5400-24 1,68 T6uT/c

MES5310-48

MES5400-48 2,16 Tour/c

MES5410-48 3,6 T6uT/c

MES5500-32 6,4 TouT/C

MES2300DI-28 41,6 MPPS
MpownssoguTensHocTs Ha na- | MES3300-08F 71,4 MPPS
KeTax AnmHOI 64 Gaitra MES3300-16F 88,3 MPPS

MES2300-24P 94,49 MPPS

! 3HaueHna yKasaHbl A8 OAHOCTOPOHHEN nepeaayn.
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MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300D-24P
MES3300-24
MES3300-24F

95,2 MPPS

MES2300-48P
MES2300B-48
MES3300-48

MES3300-48F

130,95 MPPS

MES35001-08P

14,8 MPPS

MES35001-10P

17,8 MPPS

MES5312

178 MPPS

MES5316A
MES5324A
MES5332A

238 MPPS

MES5310-48

1028,5 MPPS

MES5400-24

878,3 MPPS

MES5400-48

1041,5 MPPS

MES5410-48

2467 MPPS

MES5500-32

1995 MPPS

O6bem bydepHo namaTu

MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES35001-08P
MES35001-10P

1,5 Mb6awnt

MES5312

2 Mbant

MES2300-48P
MES2300B-48
MES3300-48
MES3300-48F
MES5316A
MES5324A
MES5332A

3 Mb6aut

MES5310-48
MES5400-24
MES5400-48

12 M6ant

MES5410-48
MES5500-32

24 M6ant
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MES5312
MES5316A 1 r6ant!
MES5324A
MES5332A

O6bem 03Y (DDR3)

MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48 2 T6ait
MES3300-24
MES3300-08F
O6vem O3Y (DDR4) MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P

MES5310-48
MES5400-24
MES5400-48 8 rbant
MES5410-48
MES5500-32

MES2300-24
MES2300-24P
MES2300-24F
MES2300B-24F
MES2300-48P
MES2300B-48
MES3300-24
MES3300-24F
O6bem M3Y (NAND Flash) MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P

512 M6aut

MES5312

MES5316A
MES5324A
MES5332A

1réant

MES5310-48
MES5400-24
MES5400-48 8 bant
MES5410-48
MES5500-32

O6bem M3Y (embedded
ussD)

! O6bém 0O3Y pgna mopeneir MES5316A rev.C, MES5324A rev.C, MES5332A rev.C, MES5316A rev.Cl,
MES5324A rev.C1 — 2 I'6auT.
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MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300-48P
MES2300B-48
MES2300DI-28 16384
MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P

Tabnnua MAC-agpecos

MES5312

MES5316A
MES5324A
MES5332A

32768

MES5310-48

MES5400-24 65536

MES5400-48 262144

MES5410-48

1 2
MES5500-32 131072%/262144

MES2300-243
MES2300B-243
MES2300-24F3
MES2300B-24F3
MES2300-24P3 2039
MES2300D-24P3
MES2300DI-283
MES2300-483
MES2300B-483

MES3300-243

Konunyectso ARP-3anucem MES3300-08F3
MES3300-16F3
MES3300-24F3
MES3300-483

MES3300-48F3
MES35001-08P3
MES35001-10P3

4087

MES53124

MES5316A*
MES5324A%
MES5332A%

8183

! MaKkcMmanbHoe 3HauYeHne ONA pexnma pacnpeseneHms cucTemHblx pecypcos mid-13-mid-12.

2 MaKkcumanbHOe 3HauYeHue A1 pexnma pacnpeaeneHmnsa CUCTEMHbIX pecypcos min-13-max-12.

3 lna kaxporo xocta B ARP-Tabamnue cosgaeTca 3anmch B TabanLe MapLipyTM3aLmu.

4 Ona Kaxporo xocta B ARP-Tabnuue cosgaetca AOMNONHWTENbHAA 3anucb B Tabauue KommyTauuu. Konmyectso
ARP-3anucelt ¢ yctaHoBneHHOW nuueHsnen EVPN ana MES5312, MES5316A, MES5324A, MES5332A — 6135, ana
MES5400-24 — 30711, gna MES5400-48 — 129015, ana MES5310-48 — 30647, ana MES5410-48, MES5500-32: 63479
ana pexkuma mid-13-mid-12, 96247 ana pexkuma min-13-max-12.
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MES5310-48* 32695
MES5400-24* 32759
MES5400-48* 131063

_A84
MES5410-48 655271/983042

MES5500-32*

Noppep»xka VLAN

CornacHo 802.1Q a0 4094 aktusHbIX VLAN

Konnuectso rpynn L2
Multicast (IGMP snooping)

MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

2048

MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES5310-48
MES5312
MES5316A
MES5324A
MES5332A
MES5400-24
MES5400-48

4092

MES5410-48
MES5500-32

2046

Konnuectso npasua SQinQ

MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

988 (ingress), 988 (egress)

MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES5312
MES5316A
MES5324A
MES5332A
MES5310-48
MES5400-24
MES5400-48

1320 (ingress), 1320 (egress)
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Konunyectso npasun
MAC ACL

MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

1966

MES35001-08P
MES35001-10P

2999

MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F

3000

MES5312

6072

MES5316A
MES5324A
MES5332A

3000

MES5310-48
MES5400-24

6063

MES5400-48

10737

MES5410-48
MES5500-32

4577

Konunyectso npasun
IPv4/IPve ACL

MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

1975/988

MES35001-08P
MES35001-10P

2999/1499

MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES5316A
MES5324A
MES5332A

2999/1500

MES5312

6072/3049

MES5310-48
MES5400-24

6063/3035

MES5400-48

10737/5367

MES5410-48
MES5500-32

4577/2288
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MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P 2048
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

MES3300-24
MES3300-24F
MES3300-48
Konnuyectso ACL MES3300-48F
MES35001-08P 3072
MES35001-10P
MES5316A
MES5324A
MES5332A

MES5312

MES5310-48
MES5400-24 6144
MES5410-48
MES5500-32

MES5400-48 12288

Konnuyectso npasun ACL B ogHom ACL 512

MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F

MES2300-24P igi’g :EX:

MES2300D-24P

MES2300DI-28

MES2300-48P

MES2300B-48

MES3300-24

MES3300-08F

MES3300-16F 13278 IPv4
Konnyectso mapwpyTtos L3 MES3300-24F 3316 IPv6
Unicast? MES3300-48

MES3300-48F

MES35001-08P 13280 IPv4

MES35001-10P 3317 IPv6

MES5312

MES5316A 16286 IPv4

MES5324A 4070 IPv6

MES5332A

MES5400-24 32669 IPv4

MES5400-48 8165 IPv6

32707 IPv4
MES5310-48 8165 IPV6

! MapuwpyTbl IPv4/IPv6 Unicast/Multicast ncnonbsytot obLime annapaTtHble pecypcbl.
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MES5410-48 292000%/16000 IPv4
MES5500-32 73000'/4000° IPv6

MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

2029 IPv4
505 IPv6

MES3300-24

MES3300-08F
MES3300-16F 4087 IPv4
MES3300-24F 1642 IPv6
MES3300-48

Konnuectso mapuipyTos L3 MES3300-48F

Multicast (IGMP Proxy, PIM)3

MES35001-08P 4087 IPv4
MES35001-10P 1657 IPv6

MES5312
MES5316A 8143 IPv4
MES5324A 2033 IPv6
MES5332A

16335 IPv4

MES5310-48 4079 IPV6

MES5400-24 16324 IPv4
MES5400-48 4079 IPv6

MES5410-48 146000%/8000° IPv4
MES5500-32 36500%/2000° IPv6

MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300B-48 255
MES3300-24
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P

Konunyectso
VRRP-mapupyTt1saTopos

! MaKkcMmanbHoe 3HauYeHne ONA pexmnma pacnpeseneHna CUcTemMHblx pecypcos mid-13-mid-12.
2 MaKcuMmanbHoe 3HauYeHue A/1A peXxnma pacnpeaeneHmsa CUCTEMHbIX pecypcos min-13-max-12.
3 MapuwpyTbl IPv4/IPv6 Unicast/Multicast ucnonb3ytot obuime annapatHble pecypcsbl.

4 MaKcumanbHoe 3HaueHne A peskuma pacnpeaeneHns cucTeMHbix pecypcos mid-13-mid-I12.
> MaKcrmanbHoe 3HauYeHne AN peXnma pacnpeseneHnsa CMcTEMHbIX pecypcos min-13-max-12.
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MES5312
MES5316A
MES5324A
MES5332A
MES5310-48
MES5400-24
MES5400-48
MES5410-48
MES5500-32

127

MaKkcumanbHoe KoNn4ecTso
ECMP-mapwpyToB

MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48
MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P

MES5312
MES5316A
MES5324A
MES5332A
MES5310-48
MES5400-24
MES5400-48
MES5410-48
MES5500-32

64

Konunuectso VRF

MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES5312
MES5316A
MES5324A
MES5332A

16 (BkAtoyan VRF no ymonyaHuto)
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MES5310-48
MES5400-24
MES5400-48
MES5410-48
MES5500-32

251 (Bkatoyan VRF no ymonyaHuio)

Konunuectso
L3-uHTepodeicos

MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

2032

MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES5312
MES5316A
MES5324A
MES5332A
MES5310-48
MES5400-24
MES5400-48
MES5410-48
MES5500-32

2050

VXLAN

MES5312

MES5316A
MES5324A
MES5332A

2094

MaKcumanbHoe Konm4ecTso

MES5410-48

4083

MES5310-48
MES5400-24
MES5400-48
MES5500-32

4093

Konnuectso BupTyanbHbix Loopback-nHtepdeiicos

64
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Arperaumsa KaHanos (LAG)

MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48
MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P

32 rpynnbl, A0 8 NOPTOB B KaXKA0M

MES5312
MES5316A
MES5324A
MES5332A
MES5310-48
MES5400-24
MES5400-48
MES5410-48
MES5500-32

128 rpynn, 40 8 NOPTOB B KaxKA0M

Konnyectso aksemnaapos MSTP

64

Konnyectso ak3emnaapos PVST

64

Konnuectso DHCP pool

16

KauecTBo o6cnyxuBaHma QoS

8 BbIXOAHbIX ouYepeaeit ANa Kaxaoro nopra

Ceepxa/iMHHbIE Kaapbl (jumbo frames)

MakcumanbHbIn pasmep naketos 10240 6aiT

CreknpoBaHue

[o 8 ycTpoiicts (kpome MES35001-08P, MES35001-10P)

CooTBeTcTBME CTaH4ApTaM

IEEE 802.3ab 1000BASE-T Gigabit Ethernet

IEEE 802.3z Fiber Gigabit Ethernet

IEEE 802.3x Full Duplex, Flow Control

IEEE 802.3ad Link Aggregation (LACP)

IEEE 802.1p Traffic Class

IEEE 802.1g VLAN

IEEE 802.1v

IEEE 802.3 ac

IEEE 802.1d Spanning Tree Protocol (STP)

IEEE 802.1w Rapid Spanning Tree Protocol (RSTP)
IEEE 802.1s Multiple Spanning Tree Protocol (MSTP)
IEEE 802.1x Authentication

M3K 61850

YnpasneHue

JNokanbHoe ynpasnexHue

Console

YpaneHHoe ynpaBneHue

SNMP, Telnet, SSH, web
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du3nyecKkne XapaKTepPUCTUKM U YCI0BUA OKpYIKatoLel cpeabl

MCTOYHMKM NUTaHNA

MES2300DI-28
MES2300-48P
MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES5312
MES5316A
MES5324A
MES5332A
MES5310-48
MES5400-24
MES5410-48
MES5500-32

CeTb NnepemeHHOro Toka: 100-240 B, 50-60 I'y,

CeTb NOCTOAHHOIO TOKa: 36—72 B

BapuaHTbl NUTaHMA:

- OAVH UCTOYHUK NUTaHWUA MOCTOAHHOINO UAN NepeMeHHOro
TOKaQ;

- IB@ UCTOYHWMKA MUTAHWUA MOCTOAHHOIO WW NEepPemMeHHOro
TOKa C BO3MOXKHOCTbH ropayeit 3aMeHbl.

MES2300B-24
MES2300B-24F
MES2300B-48

CeTb NnepemeHHoOro Toka: 100-240 B, 50-60 I'y,
CeTb NOCTOAHHOrO TOKa: 12 B
XapaKTepUCTMKM 3apALHOro YCTPOMUCTBA:
- TOK 3apaga:
1+0.1 A — MES2300B-48.
- HanpsaxeHue cpabaTblBaHWA pacuennTens Harpyskm —
10-10,5 B;
- MOPOroBoe HanpAXKeHMe MHANKALLWM HU3KOro 3apaga —
11B.
/. CeueHue npoBoga gna nogKnoyeHnsa AKb He meHee
V 1,5 mm. Ana MES2300B-48 pekomeHAyeTcA UCNOb-
30BaTb AKB emKoOCTblo He meHee 9 Ah.

CeTb NnepemeHHOro Toka: 176-264 B, 50-60 I'y,
CeTb NOCTOAHHOrO TOKa: 36—72 B
BapunaHTbl NUTaHuA:

MES5400-48 - OANH UCTOYHWUK NUTAHMUA MOCTOAHHOrO MW NepemeHHoro
TOKa;
- iBa UCTOYHMKA MUTAHUA NOCTOAHHONO WAN NepemeHHOro
TOKa C BO3MOXHOCTbIO ropsAYei 3ameHbl.
CeTb nepemeHHoro Toka: 100-240 B, 50-60 I

MES2300-24 P ’ 4

CeTb NOCTOAHHOIO TOKa: 36—72 B

MES2300-24F

CeTb NOCTOAHHOrO TOKa: 36—72 B

MES2300-24P

CeTb NnepemeHHOro Toka: 200-240 B, 50-60 I'y,

MES2300D-24P

CeTb nepemeHHoOro Toka: 200-240 B, 50-60 I'y,

BapunaHTbl NnnuTaHmA:

- O4MH UCTOYHMK NUTAHMA NEPEMEHHOIO TOKa;

- 4BA UCTOYHWUKA NUTAHMA NEPEMEHHOrNO TOKA C BO3MOXHO-
CTblO ropaYet 3ameHbl.

MES35001-08P
MES35001-10P

CeTb NOCTOSAHHOTO TOKa:
C BK/ItOYEHHOM ¢yHKumen PoE: 45-57 B;
C OTKAtoYeHHOM pyHKumel PoE: 20-57 B

MoTpebnseman MOLHOCTb

MES2300-24

He 6onee 20 Bt

MES2300-24F

He 6onee 35 BT

MES2300B-24

He 6onee 50 BT

MES2300-24P

He 6onee 445 BT (c y4éTtom Harpysku PoE)

MES2300D-24P

He 6onee 850 BT (c yuéTtom Harpysku PoE)
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MES2300DI-28

He 6onee 31 Bt

MES2300-48P

He 6onee 1600 BT (c yuéTom Harpysku PoE)

MES2300B-24F
MES2300B-48

He 6onee 55 BT

MES3300-24

He 6onee 33 Bt

MES3300-08F

He 6onee 29 BT

MES3300-16F

He 6onee 37 Bt

MES3300-24F

He 6onee 45 Bt

MES3300-48

He 6onee 45 BT

MES3300-48F

He 6onee 89 BT

MES35001-08P
MES35001-10P

He 6onee 270 BT (c yuéTom Harpysku PoE)

MES5312 He 6onee 25 Bt
MES5316A He 6onee 58 BT
MES5324A He 6onee 73 Bt
MES5332A He 6onee 85 Bt
MES5310-48 He 6onee 170 Bt
MES5400-24 He 6onee 150 BT
MES5400-48 He 6onee 170 Bt
MES5410-48 He 6onee 360 BT
MES5500-32 He 6onee 400 BT
MES2300B-24 24 Bt

MoTpebnseman MOLWHOCTb

6e3 yyeta 3apsga AKB MES23008B-24F 40 BT
MES2300B-48
MES2300-24P 380 Bt
MES2300D-24P 720 Bt

Boppket Pok MES2300-48P 1450 Bt
vesssooiaop | 240°"
MES2300-24 20 Bt
MES2300B-24 27 Bt
MES2300-24F 35 BT
MES2300-24P 65 BT
MES2300D-24P 130 Bt

TennosbigeneHme MES2300DI-28 31Bt
MES2300-48P 150 Bt
veszoopas | P
MES3300-24 33 Bt
MES3300-08F 29 Bt
MES3300-16F 37 Bt
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MES3300-24F

BeHTunaumnA

MES3300-48 45 Br
MES3300-48F 89 BT
vesssooaop | 0P
MES5312 25 BT
MES5316A 58 BT
MES5324A 73 BT
MES5332A 85 BT
MES5310-48 170 BT
MES5400-24 150 BT
MES5400-48 170 BT
MES5410-48 360 BT
MES5500-32 400 BT
MES2300-24

Front-to-Back

MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48
MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES5312
MES5316A
MES5324A
MES5332A
MES5310-48
MES5400-24
MES5400-48

Front-to-Back/
Back-to-Front

MES5410-48
MES5500-32

NHTepBan paboumnx
TemnepaTyp

MES2300-24
MES2300B-24
MES2300D-24P
MES2300B-48
MES2300-24P

OT1-20 go +50 °C

MES2300-24F
MES2300B-24F

OT1-20 go +65 °C

MES2300DI-28

OT1-40 go +60 °C

MES2300-48P

OT1-10 go +50 °C
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MES35001-08P
MES35001-10P

OT1-40 po +70 °C

MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES5312
MES5316A
MES5324A
MES5332A

OT1-10 po +45 °C

MES5310-48
MES5400-24
MES5400-48
MES5410-48
MES5500-32

O10 go +45 °C

MHTepBan TemnepaTypbl XpaHeHMA

NHTepBan Temnepatypbl XpaHeHusa ot -50 ao +70 °C (ot -50
8o +85 °C ana MES35001-08P n MES35001-10P)

/' Mepepn nepBbiM BKAIOYEHUEM NOCAE XPAaHEHUA NpU

V Temnepatype meHbwewn, yem -20 °C, unm npu 6onb-

wen, yem +50 °C, TpebyeTtca Bblaep>KaTb KOMMYyTa-

TOp NPU KOMHATHOI TemnepaType He MeHee YeTbl-

péx yacos.

OTHOCKTEIbHAA BNAXKHOCTb NPU IKCNAyaTaLmm
(6e3 obpaszoBaHNs KOHAEHCaTa)

He 6onee 80 % (oTr 5 pmo 95% pns MES35001-08P u

MES35001-10P)

OTHOCUTENbHAsA BNAXKHOCTb MPU XpaHeHUK
(be3 obpasoBaHMA KOHAEHCaTa)

Or 10 go 95 % (otr 5 mo 95% pnsa MES35001-08P un

MES35001-10P)

MES2300-24

430 x 44 x 204 mm

MES2300B-24

430 x 44 x 158 mm

MES2300-24F
MES2300B-24F

430 x 44 x 305 mm

MES2300-24P

430 x 44 x 203 mm

MES2300D-24P

440 x 44 x 425 mm

MES2300-48P

440 x 44 x 490 mm

MES2300B-48

440 x 44 x 280 mm

430 x 44 x 330 mm

MES3300-24
I'a6apMTHb|e pa3mepbl MES2300DI-28
(WxBxT) MES3300-08F

MES3300-16F
MES3300-24F

430 x 44 x 305 mm

MES3300-48
MES3300-48F

440 x 44 x 330 mm

MES35001-08P

85x152 x 115 mm

MES35001-10P

85x 175 x 115 mm

MES5312

430 x 44 x 230 mm

MES5316A
MES5324A
MES5332A

430 x 44 x 275 mm
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MES5400-24 440 x 44 x 321 mm
mgiz;gjﬁ 440 x 44 x 447 mm
MES5410-48 440 x 44 x 536 mm
MES5500-32 440 x 44 x 534 mm
MES2300-24 2,94 kr
MES2300B-24 2,79 Kr
MES2300-24F 4,03 Kr
MES2300B-24F 4,08 kr
MES2300-24P 3,2 kr
MES2300D-24P 6, 85 Kkr
MES2300DI-28 4,95 Kkr
MES2300-48P 9,98 Kr
MES2300B-48 4,1 kr
MES3300-24 5,13 Kr
MES3300-08F 4,64 kr
MES3300-16F 4,89 Kr
MES3300-24F 5,04 kr
Macca

MES3300-48 5,67 Kr
MES3300-48F 5,68 Kr
MES35001-08P 1,4 kr
MES35001-10P 1,76 kr

MES5312 3,8 Kr

MES5316A 3,6 Kr

MES5324A 3,7 Kr

MES5332A 3,8 Kr
MES5310-48 8,7 Kr
MES5400-24 6,36 Kr
MES5400-48 8,7 Kr
MES5410-48 12,1 kr
MES5500-32 11,8 kr

CpoK cy»Kbbl

He meHee 15 net

V' Tun NUTaHUA YCTPOCTBa onpegenseTca Npu 3aKase.
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2.4 KOHCTPYKTUBHOE UCNONHEHUe

B naHHOM pa3gene onuUcaHo KOHCTPYKTUBHOE UCMOJIHEHME YCTPOCTB. MpeactaBaeHbl N306paxkeHus
nepeaHemn, 3agHeit 1 6OKOBbLIX NaHeNen yCTPOMCTBA, ONUCAHbI Pa3bemMbl, CBETOANOAHbIE MHANKATOPbI U Op-
raHbl ynpasaeHums.

Ethernet-kommyTtaTtopbl MES2300-24, MES2300B-24, MES2300-24F, MES2300B-24F, MES2300-24P,
MES2300D-24P, MES2300DI-28, MES2300-48P, MES2300B-48, MES3300-24, MES3300-08F, MES3300-16F,
MES3300-24F, MES3300-48, MES3300-48F, MES3500I-08P, MES35001-10P, MES5310-48, MES5312,
MES5316A, MES5324A, MES5332A, MES5400-24, MES5400-48, MES5410-48, MES5500-32 BbINO/IHEHbI B
MeTaNIMYecKoM KOpnyce C BO3MOXKHOCTbIO YCTaHOBKM B 19” KapKac, BbicoTa Kopnyca 1U.

Ethernet-kommyTaTopbl MES35001-08P 1 MES35001-10P BbINOAHEHbI B METANANMYECKOM KOphyce
ans kpenneHna Ha DIN-peliry.

2.4.1 BHewHuii 8ud u onucaHue nepedHeli naHenu ycmpolicmea
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PucyHok 4 — MepeaHaa naHenb MES2300-24F
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PucyHok 9 — NepeaHas naHeno MES2300D-24P
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PucyHok 11 — NepeaHAasa naHens MES2300B-48
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PucyHok 18 — NepeaHas naHenb MES5312
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PucyHok 20 — MNepeaHas naHenb MES5324A
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PucyHok 21 — NepeaHAs naHenb MES5332A
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PucyHok 24 — NepeaHas naHenb MES5400-48
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PucyHok 26 — NepeaHAasa naHenb MES5500-32

B Ta6m4u,e 10 npmueeaeH nepevyeHb pa3bemos, CBETOANOAHbLIX UHOANKATOPOB U OPraHoOB ynpas/1eHUA,
PaCnNoO/I0XKEHHbIX Ha I'IEpELI,HEﬁ naHe/In KOMMYTaTOpPOB.

Tabnunuya 10 — OnucaHne pa3beMoB, MHANKATOPOB M OPraHoOB ynpaBaeHuUa nepeaHel naHenn MES2300-24,
MES2300B-24, MES2300-24F, MES2300B-24F, MES2300-24P, MES2300D-24P, MES2300DI-28, MES2300-
48P, MES2300B-48, MES3300-24, MES3300-08F, MES3300-16F, MES3300-24F, MES3300-48, MES3300-48F,
MES5310-48, MES5312, MES5316A, MES5324A, MES5332A, MES5400-24, MES5400-48, MES5410-48,
MES5500-32

No dnemeHT nepeaHel naHenm OnucaHue
Unit ID NHANKaTop HOMepa YCTPOMCTBA B CTEKE.
Power NHAMKaTOp NUTaHMA YCTPOMCTBA.
1 Master MHAanKaTop peskmma paboTbl yCTpoiicTBa (Beaylumit/segombii).
Fan NHauKaTop paboTbl BEHTUAATOPOB.
RPS NHAMKATOp pe3epBHOro 3/1eKTPOMNUTAHMA.

®YHKLMOHaNbHAA KHOMKa ANA nepesarpys3kun ycTporncTea u cbpoca K 3a-
BOACKMM HACTPOMKaMm:

3arpyska ycTpoWcTBa;
- NPV Ha*KaTUK Ha KHOMKY AnuTenbHocTbio 6onee 10 ¢ nponcxogut cbpoc
HACTPOEK YCTPOMCTBA A0 3aBOACKOM KOHpUrypaumm.

- NPVY Ha)KaTUM Ha KHOMKY ANUTeNbHOCTbIO MeHee 10 ¢ npoucxoaut nepe-

KOHCO/IbHbIM NOPT ANA IOKANBHOIO YNPaBAEHUA YCTPOUCTBOM.
PacnnHoBKa pasbema cneayroLlan:

1 He ncnonb3yeTca

2 He ucnonb3yerca

3 RX

4 GND

5 GND

6 TX

7 He ucnonb3syeTca

8 He ucnonb3syetca

PacnaiKka KoHcosibHOro Kabens npuseaeHa B pasgene «lpunoxeHue b.
KoHCObHbIN Kabenby.

3 Console
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MopT (out-of-band) 10/100/1000BASE-T (RJ-45) ana yaaneHHoro ynpasne-
4 00B HUA YCTPOMUCTBOM.
YnpaBneHne OCyLLeCTBAAETCA MO CEeTH, PasAe/ibHO C KaHaloM nepesayn
OaHHbIX.
[1-12] MES5312
[1-16] MES5316A
[1-24] MES5324A
[1-32] MES5332A
[1-24] MES5400-24
MES5310-48
[1-48] MES5400-48
5 [XG1-XG2] MES5500-32 Cnotbl gna yctaHoBKM TpaHcueepos 10G SFP+/1G SFP.
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300-48P
MES2300B-48
(XG1-XG4] MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES5316A
MES5324A
6 | o MES5332A USB-nopr.
MES5400-24
MES5500-32
MES5310-48
MES5400-24
[HG1-HGS6] 55400
7 [HG1-HG32] MES5400-48 CnoTbl ana yctaHoBKM TpaHcusepos 40G QSFP+/100G QSFP28.
MES5410-48
MES5500-32
MES2300-24F
[1-20] MES2300B-24F
MES3300-24F
8 [1-4] MES3300-08F CnoTbl ana ycTaHoBKM TpaHcnsepos 1000BASE-X/100BASE-FX (SFP).
[1-12] MES3300-16F
[1-48] MES3300-48F
[5-8] MES3300-08F
[13-16] MES3300-16F
9 4 nopra 10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo.
MES2300-24F
[21-24] MES2300B-24F
MES3300-24F
MES2300-24
MES2300B-24
10 | [1-24] MES2300DI-28 MopTbl 10/100/1000BASE-T.
MES3300-24
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100-240V AC MES2300-24 Pazbem Ana NOAKNIOYEHUNA K UCTOYHUKY S/IEKTPONUTAHUA NepemMeHHOro
50-60 Hz MES2300B-24F | TOKa.

H 36-72 VDC MES2300-24 Pasbem AnAa NOOKAOYEHMA K UCTOMHWUKY SNEKTPONUTAHMA NOCTOAHHOMO

MES2300-24F TOKa.

[1-24] MES2300-24P

12 MES2300D-24P | nopre 10/100/1000BASE-T (RJ-45) PoE/PoE+.
[1-48] MES2300-48P

13 | [1-48] MES5410-48 CnoTbl pna ycTaHoBKM TpaHcueepoB 1G SFP/10G SFP+/25G SFP28.

14 | 12V DC MES2300B-24F Knemmbl gns NOAKNIOYEHUA aKKYMYIATOPHOM H6aTapen 12 B.

15 200-240 V AC MES2300B-24 Paszbem AnAa NOAKNKOYEHNA K UCTOYHUKY 31EKTPONUTAHUA NepPeMEHHOro
50-60 Hz MES2300-24P TOKa.

16 | Link/Speed MES2300DI-28 CBeToBanA MHAMKALUMA COCTOAHUA ONTUYECKUX NHTepdencos.

— WIES35001-10P
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1.8 - 10/100/1000BASE-T PoE+
9..12 - 100BASE-FX / 1000BASE-X

PucyHok 27 — NepeaHasa naHens MES35001-08P
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PucyHok 28 — NepeaHas naHeno MES3500I1-10P

B Tabanue HMXKe NpuBeseH NnepeyeHb Pa3beMoB, CBETOAMOAHbIX MHANKATOPOB M OPraHOB YNpaBaeHus,
pPacnoNoXeHHbIX Ha nepeaHen naHean kommyTtatopos MES35001-08P n MES35001-10P.
Tabnanuya 11 — OnucaHue pasbemoB, MHOMKATOPOB M OPraHOB YMpaBAeHUA nepeaHen naHenu

MES3500I1-08P, MES35001-10P

Ne dnemeHT nepesHeln naHenm

OnucaHue

®yYHKUMOHaNbHAA KHOMKa AN nepe3arpysku yCcTponcTea M cbpoca K 3a-
BOACKMM HaCTpOMKam:

- NPW Ha*KaTUK Ha KHOMKY A/INTENbHOCTbIO MeHee 10 ¢ npoucxoauT nepe-
3arpysKa ycTpoWncTBa;

- NPV Ha¥aTUW Ha KHOMKy AnuTenbHocTbio 6onee 10 ¢ nponcxoanT cbpoc
HaCTPOEK YCTPOICTBa A0 3aBOACKON KOHPUIypaLuu.

2 Console

KOHCONbHbI NOPT ANA NOKANBbHOIO YNpPaB/ieHNa YCTPONCTBOM.

PWR1, PWR2 NHAMKaTOpbl NUTAHWUA YCTPOICTBA.
3 Alarm NHOnKaTop aBapuu.
Temp MHAanKaTop TemnepaTtypbl.
4 [1-8] CseToBasn MHAMKauua PoE.
5 [1-8] MopTbl 10/100/1000BASE-T PoE/PoE+ (RJ-45).
6 [9-12] MES35001-10P | MopTbl 100BASE-FX/1000BASE-X (SFP).
7 [9-10] MES35001-08P | MopTbl 10/100/1000BASE-T/100BASE-FX/1000BASE-X (RJ-45/SFP) Combo
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BHeWwHMN BUA BepxHel naHenn KommytaTopoB MES35001-08P u MES3500I-10P npuBeaeH Ha
PUCYHKE HUXKe.

Dry contact

PucyHok 29 — BepxHaa naHenb MES35001-08P n MES3500I1-10P

Tabnanua 12 — OnucaHWe pasbemMoB, MHAMKATOPOB M OPraHOB YNpaB/ieHWA BEPXHEN MaHenu
MES3500I1-08P n MES3500I-10P

Ne dnemeHT nepegHen naHenm OnucaHue
1 == Knemma ana 3azemaeHuns ycTpomncTaa.
Pasbembl 417 NOAKAOYEHNA K UCTOYHUKAM 371€KTPONUTAHUA NOCTOAHHOMO
2 | PWR1, PWR2 ANATOA P
TOKa.
3 Dry contact PeneWHbIli BbIxog, aBapuiiHOW curHanmsaumm: 1 A, 24 B DC.

2.4.2 3a0HAaa naHenb ycmpolicmea

BHewHMN BMA, 3aaHer naHenn kKommyTtatopos MES2300-24, MES2300B-24, MES2300-24F,
MES2300B-24F, MES2300-24P, MES2300D-24P, MES2300DI-28, MES2300-48P, MES2300B-48, MES3300-
24, MES3300-08F, MES3300-16F, MES3300-24F, MES3300-48, MES3300-48F, MES3500I1-08P, MES3500lI-
10P, MES5312, MES5316A, MES5324A, MES5332A, MES5310-48, MES5400-24, MES5400-48, MES5410-48,
MES5500-32 npuBeaeH Ha PUCYHKaX HUXKeE.

—

PucyHok 30 — 3agHaa naHenb MES2300-24, MES2300B-24
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PucyHok 33 —3aaHAaa naHenb MES2300D-24P
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PucyHoK 36 —3aaHAaa naHenb MES2300B-48
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PucyHok 41 — 3agHaa naHenb MES3300-48, MES3300-48F
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PucyHok 46 — 3agHaa naHenb MES5400-24
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PucyHok 47 — 3agHaa naHenb MES5400-48
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PucyHok 48 — 3agHaa naHenb MES5410-48
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PucyHok 49 — 3agHaa naHenb MES5500-32

B Tabnvue 13 npuBepeH nepeveHb Pa3beMOB, PACMONOMKEHHbIX Ha 33aAHeil NaHenn KOMMYTaTopoB
MES2300-24, MES2300B-24, @ MES2300-24F,  MES2300B-24F, = MES2300-24P, @ MES2300D-24P,
MES2300DI-28, MES2300-48P, MES2300B-48, MES3300-24, MES3300-08F, MES3300-16F, MES3300-24F,
MES3300-48, MES3300-48F, MES3500I1-08P, MES35001-10P, MES5312, MES5316A, MES5324A, MES5332A,
MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32.

Tabnnua 13 — OnucaHMe pasbeMOB 3afHel NaHenn KommytatopoB MES2300-24, MES2300B-24,
MES2300-24F, MES2300B-24F, MES2300-24P, MES2300D-24P, MES2300DI-28, MES2300-48P,
MES2300B-48, MES3300-24, MES3300-08F, MES3300-16F, MES3300-24F, MES3300-48, MES3300-48F,
MES35001-08P, MES35001-10P, MES5312, MES5316A, MES5324A, MES5332A, MES5310-48, MES5400-24,
MES5400-48, MES5410-48, MES5500-32

Neo D/IeMeHT 3a4Hel naHenu OnucaHue
—_— o
1 Knemma 3azemneHuna = Knemma ana 3azemneHuns ycTpomncTaa.
2 BeHTUNATOPDI BeHTUNATOPBI ANA OXNAXKAEHUA YCTPOUCTBA.
3 CNoTbl ANA ycTaHOBKM 6n0Kkos | C/1OT ANA YCTaHOBKM pesepBHOro 6/10ka nuTaHma AC uam DC.
4 nuTaHuA CNnoT 4NA ycTaHOBKM OCHOBHOrO 610Ka nutaHna AC uam DC.
5 Console KoHCO/IbHbIM NOPT 4N1A OKANBHOIO YNPaBAEHUA YCTPOUCTBOM.
-of- 10/100/1 BASE- - -
MES5310-48 }T;)E;’ﬂ(o::]: (j)fﬁl:;j:::n 0/100/1000BASE-T (RJ-45) ana ypaaneHHoro ynpas
6 00B MES5410-48 yn aBnyerle oc E(.:TBnﬂeTCFl no ceTu, pasAeNbHO C KaHa/loM nepeaayn
MES5400-48 P yi » P33A pea
OaHHbIX.
7 oL USB-nopr.
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o MES35001-08P | KpoHwWTelH 4na yCTaHOBKK ycTpoiicTBa Ha DIN-peitky.
8 | Kpowwredh | \;es3s001-10p

2.4.3 bokoeble naHenu ycmpolicmea

00C000000000000000E000000000 o
QO0000000O000C0CO0DO0CEO000 ‘
CO0000000euoUCo000GDOODIONOD
Seloleelc el el Y IO e ©
OOU00000URGE8EH U0 EHOT

G OUUUGBecCetepesoacoasnoesEs 0

0000000000 o
DL, ®
A000000000
CO00000000
q:q OQ0 Q000 ° ® ® ®
PucyHok 51 — J/lesasa 6okoBan naHenb MES2300-24F
® @ o
e @@ ® ° F])
PucyHok 52 — NpaBas 6okosan naHenb MES2300-24F
® o ® ®
® ° ® ®
PucyHok 53 — JleBas 60KoBan naHenb MES2300B-24F
@® o o
® ® ° o ®
PucyHok 54 — JleBas 60KoBan naHenb MES2300D-24P
o o
° Y
PucyHok 55 — J/leBas 6okoBan naHenb MES2300DI-28
o o] o [ 3] =} ] o <] o @&
9 ! o e o [} -] 9 o @ |@

PucyHokK 56 — flesaa 6okoBas naHens MES2300-48P
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PucyHok 59 — Jlesaa 60okoBan naHenb MES3300-08F
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PucyHok 60 — Jlesaa 60koBan naHenb MES3300-16F
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PucyHok 61 — Jlesaa 60KkoBan naHenb MES3300-24F
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PucyHok 62 — JleBas 60KkoBan naHenb MES3300-48
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PucyHok 64 — NpaBasa 6okosas naHenb MES5316A, MES5324A, MES5332A
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PucyHoK 65 — Jlesaa 6okoBas naHenb MES5312
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PucyHok 66 — JleBaa 60KkoBaa naHenb MES5310-48
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PucyHok 67 — Nlesaa 6okosas naHenb MES5400-24, MES5400-48
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PucyHok 68 — NpaBasa 6okoBas naHenb MES5400-24, MES5400-48
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PucyHok 70 — NMpaBas 60KkoBaa naHenb MES5500-32

Ha 60KoBbIX NnaHenax yCTpOﬁCTBa pacnonoXxeHbl BEHTUNALUMOHHbIE pPEeLlEeTKN, KOTOPble CAyXaT OANA
oTBoga Tenna. He 3aKprBal71Te BEHTUNAUNOHHbIE OTBEPCTNA MOCTOPOHHMMU NpeaMeTamMM. OTO0 MoXKeT
npunuBecTn K neperpesy KOMMNOHEHTOB yCTpOI\;ICTBa M Bbi3BATb HapyLweHNA B ero pa60Te. PekomeHpgaunm no
YCTaHOBKe yCTpOVICTBa pacrnonoxeHbl B pasgene «YCTaHOBKA U NOAKIOYEHUNE Y.
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2.4.4 Ceemoeasn uHOUKayusa

CoctoaHue wuHTepdeicoB Ethernet agna mogenen MES2300-24, MES3300-24, MES3300-24F,
MES5312, MES53xxA, MES5400-xx, MES5410-48 nHnanunpyetca ABYMA CBETOAMOAHbIMU UHAMKATOPaMHU,
LINK/ACT 3eneHoro useta u SPEED aHTapHOro ugeTa. PacnonoskeHume CBETOAMOA0B NMOKA3aHO Ha PUCYHKaX
HUXe.

Link @ O Speed

T T

]

PucyHok 71 — BHewHuWI BUA, 0aMHapHOro pasbema SFP/SFP+

o ]

LINK/ACT SPEED

PucyHOK 72 — BHellUHKI1 BUA cABOEHHOro pasbema SFP/SFP+/SFP28

LINK/ACT SPEED

PucyHok 73 — BHewHW BMA pasbema RJ-45

LINK/ACT ~ SPEED

00 AV 00O

PucyHok 74 — BHewHM BMA pasbema QSFP+ n QSFP28 ana MES5400-xx, MES5410-48

Ona  mopenn MES5500-32 coctoaHne wuHTepdelicoB QSFP28 uHanuMpyeTca 4YeTblpbmaA
CBETOANOAHBIMU MHANKATOPAMMU 3€/1€HOT0 U AHTAPHOIO LBETOB: AaHHble MHAMKATOPbI MOTYT NPUHUMATD
Kak ponb LINK, Tak n SPEED, ux coctosiHua onucaHbl B Tabanuax 19, 20, 21. AnA KaxKAoro pexkmma paboTsbl
nopta WMHAMKATOPbl MMEIT pas/inyHoe HasHauyeHwe. Beuay storo B Tabauuax 19, 20, 21 paHHble
WHAMKATOPbI OyAyT NPOHYMEepPOBaHbl Kak «MHAMKATOP 1», KMHAMKATOP 2%, KMHOMKATOP 3», KMHAUKATOP 4».
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CoctoaHMe uHTepdencos XG-nopToB MHAMULUPYETCA ABYMA CBETOAMOAHbIMU WHAMKATOPamMM,
LINK/ACT 3eneHoro useta 1 SPEED aHTapHOro uBseta. Pacnosio)eHne cBETOAMOA0B NOKa3aHOo Ha PUCYHKax

HUXxe.

WHaukatop 2

WHaukaTtop 3

Wupukarop 1 Nuamkatop 4
el — QO O O —jpmes

WMHaukaTtop 1

WMugukaTtop 4

WHpaukatop 2 i - WHaukatop 3
OO0O0O0

PucyHokK 75 — BHewHMI Bug, pasbema QSFP+ 1 QSFP28 ans MES5500-32

Tabnunua 14 — CBeToBan MHAMKALMA COCTOAHMA NHTepdeicoB QSFP28

BbikntoueH

BbikntoueH

MopT BbIKNOYEH MW COeANHEHNE HE YCTaHOBAEHO.

BbikntoueH

[opwuT nocTtoAHHO

YcTaHOB/IEHO coeanHeHue Ha ckopocTtu 40 Meut/c.

FopnT NnocToAHHO

FopuT NnocToAHHO

YcTaHoBEHO coeAnHeHne Ha ckopocTu 100 Meut/c.

X

Mwuranune

MaeT nepepaya AaHHbIX.

Tabnunua 15 — CeBeToBan MHAMKaLMA COCTOAHMUA MHTepdeicoB SFP28

BbikntoueH

BbikntoueH

MopT BbIKNOYEH MW COEANHEHNE HE YCTaHOBAEHO.

BbikntoueH

FopnT NnocToAHHO

YcTaHoBEHO coeanHeHne Ha ckopocTu 10 réut/c.

lopwuT nocTtoAHHO

lopuT noctoAHHO

YcTaHOB/IEHO coeAnHeHMe Ha ckopocTu 25 Feut/c.

X

Mwuranune

MpoeT nepepaya gaHHbIX.

Tabnnua 16 — CBeToBan MHAMKaLMA COCTOSHUA UHTepdencos SFP+

BbikntoueH

BbikntoueH

MopT BbIKNOYEH MW COeANHEHUE He YCTAaHOBAEHO.

BbikntoueH

[opuT nocToAHHO

YcTaHOB/IEHO coeAnHeHne Ha ckopoctu 1 Iéut/c.

[opuT NOCTOAHHO

[opuT NOCTOAHHO

YcTaHOBEHO coeanHeHne Ha ckopoctu 10 réut/c.

X

Mwuranune

NpeT nepeaaya AaHHbIX.
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Tabnuua 17 — CBeToBasA MHAMKALMA COCTOSHMA MHTepdelicos SFP

BbikntoueH

BbikntoueH

MopT BbIKNOYEH MW COeANHEHUE HE YCTaHOBEHO.

BbikntoueH

[opuT NnocToAHHO

YcTaHoB/IeHO coeanHeHne Ha ckopocTy 100 Méut/c.

lopuT nocToAHHO

lopuT nocToAHHO

YcTaHOB/IEHO coeanHeHne Ha ckopoctu 1 Méut/c.

X

MwuraHune

MpoeT nepepava gaHHbIX.

Tabanua 18 — CeeToBasa HANKaUMA coctosHua Ethernet-noptos 10/100/1000BASE-T

BbikntoueH

BbikntoueH

MopT BbIKNOYEH UKW COeANHEHUE HEe YCTaHOBAEHO.

BbikntoueH

FopnT NnocToAHHO

YCTaHOB/MIEHO coeamHeHue Ha ckopoctn 10 M6ut/c
nnan 100 M6uT/c.

FopnT nocToAHHO

FopnT nocToAHHO

YcTaHoOB/EHO coeanHeHne Ha ckopocti 1000 M6éut/c.

X

Mwuranune

MpoeT nepepaya gaHHbIX.

Tabnunua 19 — CeeToBan MHAMKaLMA cocTosHUA UHTepdelicoB QSFP28 ans MES5500-32

MopT BbIKAKOYEH WU COEOMHEHME He
BbikntoueH BbikntoueH BbikntoueH BbikntoyeH

YCTaHOB/EHO.
loput loput loput

YCTaHOB/IEHO COeAMHEeHUEe Ha CKOpOCTH
NOCTOAHHO NOCTOAHHO NOCTOAHHO BbikntoyeH 40 r6ut/c
3e/leHbIm AHTAPHbIM AHTAPHbIM ’
lfoput lfoput loput lfoput

YCTaHOB/NIEHO COeAMHEeHUEe Ha CKOpOCTH
NOCTOAHHO NOCTOAHHO NOCTOAHHO NOCTOAHHO

100 réwmr/c.
3e/IeHbIm AHTAPHbIM AHTAPHbIM AHTAPHbIM
MwuraHne X X X NpoeT nepepava gaHHbIX.

Tabnnua 20 — CeeToBas MHAMKAUMA cocToAHUA MHTepdelicoB QSFP28 ana MES5500-32 B pexume paciien-

NeHunA

MopT BbIKAOYEH WAM cOoeguHeHUe He
BbikntoueH BbikntoueH BbikntoueH BbikntoueH

YCTaHOB/EHO.
foput Foput foput lfoput

YcTaHOB/NIEHO coeaMHeHMne Ha CKOpOCTH
NOCTOAHHO NOCTOAHHO NOCTOAAHHO NOCTOAHHO 1 T6mT/c
3e/1eHbIM 3e/1eHbIM 3e/1eHbIM 3e/IeHbIM ’
loput loput loput lfoput

YcTaHOB/NIEHO coeaMHeHMne Ha CKOpOCTH
NOCTOAHHO NOCTOAHHO NOCTOSIHHO NOCTOAHHO 10 F6ut/c
3e/1eHbIM 3e/1eHbIM 3e/1eHbIM 3e/1eHbIM ’
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loput loput loput loput
YCTaHOBNEHO cOoeAMHEHNE Ha CKOPOCTU
NOCTOAHHO NOCTOAHHO NOCTOAHHO NOCTOAHHO 25 [6uT/c
3e/IeHbIM 3e/IeHbIM 3e/IeHbIM 3eNeHbim ’
MwuraHune MwuraHune MwuraHune MwuraHune MpoeT nepepaya gaHHbIX.

Tabnuua 21 — CeeToBas MHAUKaUMA cocTosHUA nHTepdeinco SFP+ ana MES5500-32

CeeyeHue uHOUKamopa
LINK/ACT

CeeyeHue UHOUKamopa

SPEED CocmosHue uHmepdgelica Ethernet

BbikntoueH BbikntoueH MopT BbIKNOYEH MW COeANHEHUE HE YCTaHOBEHO.

[opuT NOCTOAHHO [opuT NnocToAHHO YcTaHoBEHO coeanHeHne Ha ckopocTu 10 Méut/c.

X Mwuranue MaoeT nepepava gaHHbIX.

NHuankatop Unit ID (1-8) cnyxuT ana obo3HauyeHWss HOmepa YCTpohCTBa B cTeKe. CuUCTemHble
nHamkatopbl (Power, Master, Fan, RPS) cnyxaT ana onpeaeneHmsa coCToAHMUA paboTbl Y3108 KOMMYTaTOPOB.

Tabnnuya 22 — CeBeToBaA MHAMKALMA CUCTEMHbIX MHAWKATOPOB

Ha3eaHue DyHKYUA »
CocmosHue uHOUKamopa CocmosaHue ycmpolicmea
uHOukamopa uHOukamopa
BbikntoveH MnTaHMe BbIKAOYEHO.
o MuTaHWe BKAOYEHO, HOPMa/bHaA
3eneHbliA, ropuT NOCTOAHHO o
paboTa ycTpolicTea.
MES5312
OpaH:KeBblit MES5316A
P MES5324A
MES5332A
MES2300B-24F
CoctoaHue MES2300-24P
Power MCTOYHMKOB MES3300-24 OTcyTCTBME NEPBUYHOrO NUTAHUA
nuUTaHuA MES3300-08F OCHOBHOIO UCTOYHMKA (NpW NUTaHWUU
MES3300-16F YCTPOICTBa OT Pe3epBHOro MCTOUYHMKA)
KpacHbiit MES3300-24F MM aBapuA BTOPUYHOIO MCTOYHUKA.
: MES3300-48
MES3300-48F
MES5400-24
MES5400-48
MES5410-48
MES5500-32
Mpu3Hak . YCTPOWMCTBO SIBAAETCA K MACTEPOM»
3eneHbli, ropuT NOCTOAHHO
Master BeayLiero CTeKa.
yCTpOICTBa Npu YCTPOICTBO He ABNAETCA «KMacTeEpPoOM»
BbikntoyeH
paboTte B cTeke B CTEKe.
3eneHbln,
ropuT Bce BHyTpeHHMe cucTembl paboTatoT B
P LUTAaTHOM peXKume.
WhavkaTop NOCTOSAAHHO
MES2300-24P BO3MOXXHaA HeEUCNpPaBHOCTb
Status COCTOAHMA .
cTpolicTea MES2300-48P KpacHbin, BEHTMIATOPOB, BbICOKaA Temnepartypa
yerp roput Ha OAHOM W13 TEPMOLATYMKOB.
NOCTOAHHO Ownbku PoE (TonbKo ans
MES2300-48P).
CocTosAHue 3eneHbli, ropuT NOCTOAHHO Bce BEHTUAATOPbI UCNPABHbI.
Fan BEHTMNATOPA . OTKas ogHoro unu bonee
KpacHbli, ropuT NOCTOAHHO
oxnaxaeHus BEHTUIATOPOB.
Pe abo Pe3epBHbIi UCTO o) toye
RPS MM paboTel 3eneHbli, ropuT NOCTOAHHO PEHDIV MCTOUHMK NOAKIOHEH 1
pe3epBHOro paboTaeT HOpMasbHO.
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MCTOYHMKA OTcyTCTBME NEPBUYHOIO NUTAHMA
nUTaHMA KpacHbli1, ropuUT NOCTOAHHO pe3epBHOro UCTOYHUKA UK ero
HEeNCNpPaBHOCTb.
BbikntoyeH Pe3epBHbIN UCTOYHUK HE MOAK/IOYEH.
3eneHbli
ropuT ! MogKkntoyeH notpebutens PoE xoTa 6bl
PoE B O4VH NopT.
NOCTOAHHO
KpacHbliit
CocroaHue PoE MES2300-24P r: e ’ Asapus PoE (nopT B cocToaHuMm
P neperpysku, rnobanbHas aBapusa PoE).
NOCTOAHHO
BbikntoueH MNoTpebutenu PoE He NOAKOYEHDI.
3eneHbli,
ropuT BNOK NUTaHWA NOAKOYEH M 3aNUTaH,
€CTb BbIXOAHOM TOK C 6/10Ka NUTaHuA.
pPS1 CocTosAHune bnokKa NOCTOAHHO
. MES2300-48P "
nuTaHma Main KpacHbin, BNOK NUTaHWA yCTaHOBAEH, HO
roput OTCYTCTBYET BXOAHOE HanpaxeHue/
NOCTOAHHO HET BbIXOAHOrO TOKa € 6/10Ka NUTaHuA.
3eneHbli,
ropuT BNOK NUTaHWA NOAKNOYEH M 3aNUTaH,
CocTosAHKne bnoKa P €CTb BbIXOAHOM TOK C 6/10Ka NUTaHuA.
pPS2 NOCTOAHHO
nUTaHMA MES2300-48P =
KpacHbin, BNOK NUTaHWA yCTaHOB/EH, HO
Redudant
ropur OTCYTCTBYET BXOAHOE HanpsxeHune/
NOCTOAHHO HET BbIXOAHOrO TOKa ¢ 6/10Ka NUTaHuA.
3eneHbli,
roput MopaHo nutaHue Ha BBoa PWR1.
PWR1 UnamkaTopsl MocToAHHO
COCTOAHUA BbikntoueH MutaHue Ha BBog PWR1 He nogaHo.
nuTanua 3eneHblit,
ycTpouncrea ropur MopaHo nuTaHune Ha BBoa PWR2.
PWR2 NOCTOAHHO
BbikntoueH MutaHue Ha BBog PWR2 He noaaHo.
KpacHbin
r:pMT ! InobanbHas aBapus PoE-KoHTponepa
He oTBeyvaeT PoE-KoHTponnep).
Alarm NHankatop MES35001-08P | nocrosHHo ( poazep)
asapuu MES35001-10P
BbikntoueH HopmanbHana paboTa ycTpoiicTaa.
KpacHbin,
NHanKaTop ropur Meperpes ycTponcTea.
Temp TemnepaTypsbl NOCTOAHHO
BbikntoueH HopmanbHan paboTa, neperpesa Her.
3eneHbli
- ! MoakntoueH notpebutens PoE B
NHamKaTopbl COOTBETCTBYHOLWMIA NOPT.
PoE A P NOCTOAHHO yiow P
cocToAHmA PoE
MNoTpebutens PoE He nogKkntoyeH B
BbikntoueH N
COOTBETCTBYIOLUIM MOPT.

Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5410-48, MES5500-32
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2.5 KomnneKt nocraBku

B 6a30BbIii KOMMNAEKT NOCTAaBKM BXO4AT:

— Ethernet-kommyTatop;

— KomnnekKT Kpenexa B CTOMKY;

— WHyp nuTaHua EBpoBuaka-C13, 1.8m (Tonbko ana MES2300-24, MES2300B-24F, MES2300-24P,
MES2300B-48);

— WHyp nutanua MBC 2x1.5, 2m (Tonbko gns MES2300B-24F, MES2300B-48, MES35001-08P,
MES3500I-10P);

— Pa3bem KabenbHol yactm 2EDGK-5.08-02P-14-00AH — 2 wr. (Tonbko ana MES35001-08P,
MES3500I-10P);

— Pasbem KabenbHoi yactn 2EDGK-5.08-03P-14-00AH — 1 wrT. (Tonbko ana MES35001-08P,
MES3500I1-10P);

— MamAaTKa 0 AOKYyMeHTaumu;

— CepTudurKaT COOTBETCTBUS;

— MNacnopr.

Mo 3aKa3y NoKynaTenA B KOMM/IEKT MOCTAaBKM OMUMOHANbHO MOTYT 6bITb BK/HOYEHbI:

— PykoBoacTtBo no skcnayatauum Ha CD-gucke;

— KoHconbHbIN Kabenb;

—  Mogaynb nutanmna PM160-220/12 (ana MES3300-08F, MES3300-16F, MES3300-24, MES3300-24F,
MES3300-48, MES5312, ana cepun MES53xxA, MES5400-24);

— Mogaynb nutaHusa PM350-220/12 (gna MES5400-48);

—  Moaynb nutaHma PM600-220/12 (ana MES5410-48, MES5500-32);

— Mogaynb nutaHma PM950-220/56 (ans MES2300-48P);

— WHyp nwuTaHua EBpoBunka-C13, 1.8m (B c/Ayyae KOMNAEKTAUUMM MOAY/EM MNUTAHUA
PM160-220/12, PM350-220/12, PM600-220/12 nnn PM950-220/56);

—  Mogaynb nutaHma PM100-48/12 (ana MES3300-08F, MES3300-16F, MES3300-24, MES3300-24F,
MES3300-48, MES5312, ans cepun MES53xxA);

— Mogaynb nutaHua PM160-48/12 (ans MES5400-24);

—  Mogaynb nutaHusa PM350-48/12 (ans MES5400-48);

—  Moaynb nutaHmua PM600-48/12 (ana MES5410-48, MES5500-32);

—  Moaynb nutaHua PM950-48/56 (ana MES2300-48P);

—  LWHyp nuTaHua NBC (B cnyvae KOMNAeKTaLMM mogynem nutaHusa PM100-48/12, PM160-48/12,
PM350-48/12, PM600-48/12 unn PM950-48/56);

— SFP/SFP+/SFP28/QSFP+/QSFP28 TpaHcuBepbl.
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3 YCTAHOBKA U NOAKNIOYEHUE

B ngaHHOM pasaene onucaHbl NpoLeaypbl YCTaHOBKM 060pyA0BaHMA B CTOMKY M NOAKAOUYEHUSA K NK-
Talowen cetu.

3.1 KpenneHue KpOHLWTEAHOB

B KOMNAEKT NOCTaBKW YCTPOMCTBA BXOAAT KPOHLUTENHbI A5 YCTAHOBKM B CTOMKY M BUHTbI A41A Kpen-
JNIEHUA KPOHLUTEMHOB K KOpNycy YCTPOoMCTBA. Ha KpOHLITEMHAX PAcnoN0XKEHbI LIECTb KPeneKHbIX OTBEPCTUIM
A5 Pa3HbIX BAPUAHTOB KPEMJIEHMA, YTO NO3BOJIAET PEryIMPOBATb PACCTOAHME MeXAY nepeaHel NaHe N bto
W aBepuei cepBepHoro WwKada (pucyHkn 73—75). s yCTaHOBKM KPOHLWTENHOB BbibepuUTe OAUH U3 Bapu-
aHTOB KpenneHusa:

PucyHoK 77 — BapuaHT KpenaeHua KpoHWwTenHoB No2

1. CoBmecTuTe BblbpaHHble YeTblpe OTBEPCTUA A1 BUHTOB Ha KPOHLUTEMHE C TAKMMU }Ke OTBep-
CTUAMKM Ha BOKOBOW NMaHen yCTPOICTBa.

2. CnomoLLblo OTBEPTKM NPUKPENUTE KPOHLUTEMH BUHTAMM K KOPMYyCy.

3. MosTopuTe geicTeus 1, 2 Ans BTOPOro KpoHLWTENHa.
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PucyHoK 78 — BapuaHT KpenneHua KpoHwTenHos ana MES5410-48, MES5500-32

Ons petaneit KpoHWTeMHA NpeaycMOTPEHO HECKOJIbKO MOJIOKEHUIA, 3aBUCALUMX OT TNyOUHbI
NCNosib3yeMon CTOMKU. MuHMManbHasa rnybuHa, Ha KOTOPYH PacCyMTaH KPOHWTENMH — 537.5 mm,
MaKcumanbHaa — 787.5 mm.

1. BbibepuTte HeobxoaMMOe nonoxeHne agetann 1 (aBa BapmaHTa nonoxeHus). CoemecTute ye-
Tblpe OTBEPCTUA HA AeTann 1 ¢ YeTblpbMA OTBEPCTUAMM Ha BOKOBOW NaHenu yctpoicTea. C
NMOMOLLbIO OTBEPTKU NPUKPENUTE AeTaslb KPOHLWTENHA BUHTAMM K KOopnycy.

2. BblbepuTe HEObX0AMMOE NONOXKEHME AeTanum 2 (4,Ba BapmaHTa nosoxeHus). CoBmectute Bo-
CeMb OTBEPCTUIA Ha AEeTann 2 C BOCEMbIO OTBEPCTUAMM HA BOKOBOM NaHenwu ycTpoiictea. C
NMOMOLLbIO OTBEPTKU NPUKPENUTE AeTaslb KPOHLITENHA BUHTAMM K KOpMycy.

3. BblbepuTe HeObX0AMMOE NONOXKEHME AeTanu 3 (Y4eTbipe BapmaHTa noioxeHus). Coemectute
TPW OTBEPCTUA HA AETanMn 3 C TAKMMM Ke BbIOPaHHbIMU OTBEPCTUAMM Ha aeTann 4. C nomo-
b0 OTBEPTKU COEAUHUTE AETaNN BUHTAMM C BHYTPEHHEW CTOPOHbI KPOHLWITEMHA, 3aKpy4m-
BaA TOJIbKO KpaHWe BUHTHI.

4. MNostopute warn 1-4 c apyroit 6GOKOBOWM NaHENbIO YCTPOMCTBA.

5. [anee npou3BoAUTCA YCTaHOBKa YCTPOWCTBA B CTOMKY (CcM. pa3gen 3.2).
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3.2 YcTaHOBKa YCTPOICTBA B CTOMKY

3.2.1 YcmaHoeka ycmpoiicme MES2300-xx, MES3300-xx, MES5312, MES53xxA,
MES5400-xx

[nAa yCTaHOBKM YCTPOICTBA B CTOMKY:

1. Mpunoxute ycTpoCTBO K BEPTUKA/IbHBIM HAMPaBAAIOLLMM CTOMKM.

2. CoBMeCTUTE OTBEPCTMA KPOHLWITENHOB C OTBEPCTUAMM Ha HaNpaBAAOWMX CTOMKK. Mcnonb-
3yliTe OTBEPCTMA B HaNpaBAAOWMX HA OAHOM YpPOBHe C 0H6enx CTOPOH CTOMKM, ANA TOro

4yTObbI YCTPOMCTBO PaACcno/iarasocb ropn3oHTasbHO.
3. C nomoLlbto OTBEPTKU MPUKPENNTE KOMMYTATOP K CTOMKE BUHTAMMU.

\Wﬁﬁﬁﬁﬁﬁﬁ

ﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁ/

PuUcyHOK 79 — YcTaHOBKa YCTPOICTBA B CTOMKY

3.2.1 YcmaHoeka ycmpoiicme MES5410-48, MES5500-32

[Ona yctaHoBKM ycTpoiictB MES5410-48, MES5500-32 B CTOIKY:

3aduKcnpyiite getanb 4 Ha HanpaBAAIOLWEN CTOMKU C NOMOLLbIO BUHTOB.

BcTaBbTe YCTPOMCTBO B CTOMKY, MCMOJIb3YA AeTaslb 3 KaK HAaNpaBAAoLLYHO.
3aduKcnpyiite getanb 1 Ha HanpasBAAOLWEN CTONKN.

Mcnonb3ysa oTBepTRY, 3aPUKCUPYITE LEHTPAJIbHbIN BUHT, cCOegUHAOWMI aeTanm 2 u 3.

PwnpE
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PucyHok 80 — YcTaHOBKa yCTpoiicTBa ME55500-32 B CTOMKY

3.2.2 PasmeweHUe KOMMymamopos 8 cmoiike

Ha pucyHKe HUKe NpuBeaeH Npumep pasmeLleHms KommyTtaTopos MES5312 B cToitke.

o MES-5312 N1 o
o KabenbHbiii opraHaiisep o
o] MES-5312 N2 o
(o] KabenbHblit opraHaiiaep o
o MES-5312 N3 °
o KabenbHbiii opraHansep o
o MEsssizna °
(o] KabenbHbiit opraHaiisep o]
o] MES-5312 N5 )
o KabenbHblii opraHaiisep o

PucyHok 81 — PasmelieHne KommyTtaTopoB MES5312 B cToiKe
I AHaNOrMYHO NPOUCXOAUT pa3mell,eHMe OCTa/IbHbIX KOMMYTAaTOPOB B CTOMKE.
’1 He 3akpbiBaiiTe BEHTUNALMOHHDbIE OTBEPCTUSA, A TaK}Ke BEHTUIATOPDbI, PaCNON0MKeHHble Ha
-

3aAHel NnaHenu, NOCTOPOHHUMMU NpeamMeTamu Bo M3bexkaHue neperpesa KOMMNOHEHTOB KOM-
MyTaTopa M HapyLweHuA ero paboTbl.
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3.2.3 YcmaHoeka ycmpolicme MES35001-08P, MES3500I-10P Ha DIN-peliky

Ycrpoiicresa MES35001-08P, MES35001-10P ycTaHaBAMBaeTcA BepPTUKANbHO, TaK KaK 60Ko-
e Bble NaHenu ob6ecneynBaloT TENJI00TBOA.

[ns yctaHoBKK ycTpolicTBa Ha DIN-peliky:

1. HaKnoHWUTb Kopnyc yCTpoMCTBa BEpPXHEN YacTbio oT ceba M npunoxutb K DIN-pelike Tak,
YTOObI €€ BEPXHAA KPOMKA OKa3anacb 32 NPOBO/IOYHON NPYKUHON.

2. HapasuTb Ha KOPMNYyC YCTPOMCTBA CBEPXY.

3. He cHMMas gaBneHus, NpUXKaTb HUMKHIOK YacTb Kopnyca ycTpoiictea K DIN-peike go 3a-
LLeIKUBaAHMA.

Ona pemoHTaxKa yctponctea ¢ DIN-peiiku:

1. HapaBuTb Ha KOpMycC YCTPOMCTBA CBEPXY.
2. He cHMMaA faBneHua, NOTAHYTb HUMKHIOK YacTb YCTPOMCTBA Ha cebs.
3. [MpunoaHAas Kopnyc, CHATb ycTporcTBo ¢ DIN-peliku.
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3.3 YcraHOBKa moayneu NnUTaHuA

KommyTtaTtop moxKeT paboTaTb C OAHUM UM ABYMA MOAYAAMM NUTAHUA. YCTAaHOBKA BTOPOro Moay s
NUTaHWA HeobxoaMMa B C/y4ae MCMNO/b30BaHUA YCTPOMCTBA B YCAOBUAX, TPEOYOWMX MNOBbILEHHOM

HaZleXHOCTH.

MecTa gns yCTaHOBKM MoOAyNeN MUTAHUA C SNEKTPUYECKOM TOYKM 3pPeHUA pPaBHOLEHHbI. C TOYKM
3peHMA UCNONb30BaHMA YCTPOMCTBA, MOAY/Ib MUTAHMA, HAXOAALWMIACA BANXKE K KPato, CYNTAETCA OCHOBHbIM,
6MKe K LLeHTPY — pe3epBHbIM. Mogynm NUTaHMA MOTyT YCTaHaB/IMBATLCA M U3BEKATbCA 6e3 BbIK/OYEHUS
ycTpoicTea. [pu  yCTaHOBKE WAM  U3BAEYEHUW [AOMOJIHUTE/IBHOrO MOAYASA MNUTAHUMA KOoMMyTaTop

npoaonxaet paboty 6e3 nepesanycka.

’ ' Mepea 06cny>KMBaHMEM U3AENNA, PEMOHTOM UAN APYFMMM aHANOTUUHBIMU AEeNCTBUAMM OT-
e K/IlOUMTE U3genmne ot BCeX UCTOYHMKOB NUTaHUA.
. BAOKU NUTaHKUA A0NKHbI 6bITb BCTaBNEHbI B KOMMYTaTOp A0 ynopa. Mpu nogkaoueHnn 6.10-
’ KoB nutaHua PM600-48/12, PM600-220/12, PM950-48/56, PM950-220/56 pomxeH 6biTb
-

C/IbllLUEH WeN4yoK.

PucyHok 82 — YcTaHOBKa moaynel nuTaHuA

CoctosiHMe Moaynel MUTaHUSA MOXKET ObiTb NMPOBEPEHO MO MHAMKAUMM Ha NepeaHeir naHenm
KommyTaTopa (cm. pasgen 2.4.4) uav no OmMarHoCTMKe, OOCTYMHOM yepe3 MHTepdeicbl ynpasieHus

KOMMYTaTOPOM.

UHauKauma asapum moayna NnUTaHUA MOXKeT 6bITb BbI3BaHA HE TO/IbKO OTKA3oMm mopayna, Ho
ol n OTCyTCTBMEM NepBUYHOIo NUTaHuA.

3.4 NopknoueHue NUTAIOLWEN CETU

1. Mpexae 4em K yCTpOMCTBY ByZeT NoAK/IYEeHa NUTAlOLWAs ceTb, HEOOXOAMMO 3a3eM/IUTb
KOpMyC YCTPOMCTBA. 3a3em/ieHne HeobXoAMMO BbIMOJHATL M30/IMPOBAHHBIM MHOTFOXW/Tb-
HbIM MPOBOAOM. YCTPOCTBO 3a3E€M/IEHNA U CeYeHMe 3a3eMANAIOLLErO NPOBOAA AOXKHbI CO-

OTBETCTBOBaTL TpeboBaHMam Y.
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’ MoaknoueHUe [0MKHO OCYLLLEeCTBAATLCA KBaIWIdJMLI,VIpOBaHHbIM cneynannctom.
-

2. Ecav npeanonaraeTcA NOAKNIOYEHME KOMMbIOTEPA MAM MHOTO 0BOPYAOBaHUA K KOHCOAb-
HOMY NMOPTY KOMMYTATOPa, 3TO 060PYyA0BaHUE TaKKe AOMKHO ObITb HALEKHO 3a3eM/IEHO.

3. MNopkntoumTe K yCTPOMCTBY Kabenb NUTaHMA. B 3aBUCMMOCTM OT KOMMJ/IEKTALUMN YCTPOMCTBA,
NMUTaHME MOXKET OCYLLLECTBNATLCA OT CETU NEPEMEHHOTO TOKa IMB0 OT CETU NOCTOAHHOTO TOKa.
Mpn NOAKNIOYEHUN CETU NMEPEMEHHOro TOKa CleAyeT MCMO/Ib30BaTb Kabenb, BXOAALLMIA B
KOMNAEKT yCcTponcTea. MNMpu NOAKAIOYEHMM K CETU NMOCTOAHHOFO TOKa MCMO/b3yiTe NPOBOA,
ceyeHrem He meHee 1 Mm% 1 cobntoaaiTe NONAPHOCTb, YKa3aHHYIO Ha 6/10Ke NUTaHuA.

Bo usbekaHue BO3HMKHOBEHMUA KOPOTKOrO 3aMblKaHUA NPU NOAKAIOYEHUU K CETU NOCTOAH-
HOro TOKa PEKOMEeHAYEeTCA NPOU3BECTU 3a4UCTKY NPOBOAA HA A/IMHY 9 MM.

.‘

Llenb NnUTaHMA NOCTOAHHbIM TOKOM A,0/1XKHa copgepiKaTtb YCTPOVICTBO OTK/IIO4YEHUA NUTaHUA C
¢M3VI‘-IECKMM pa3beguHeHnem coeguHeHua (BbIKl"O‘-IaTEHb, pa3bem, KOHTAKTOpP, aBTOMATU-
YeCcKuii BbiKAloYaTe b U T.0.).

.‘

4. BKAOYMTE NUTaHMeE YCTPOMNCTBA U ybeanTech B OTCYTCTBMM aBapuid NO COCTOSHUIO MHAMKATO-
pOB Ha NepeaHen naHenw.

3.5 YcraHoBKa u yganeHue SFP-TpaHcuBepos

TonbKo gna MES5500-32: Bo u3berxkaHue noBpeXxAeHUA yCTPOMCTBA NPU OAHOBPEMEHHOM
ucnonb3oBaHuu noptoB XG1 n XG2 Heob6xoaMMO 1cnonb3oBaTb SFP+ TpaHcuBepbl ¢ TUNOM
pasbema LC unun SFP+ Direct Attached Cable (DAC).

.‘

/I' YcTaHOBKa ONTUYECKUX MOAynEﬁ MOXeT NPpon3BoaAnUTbCA KaK Npu BbIK/IIOYEHHOM, TaK U NpU
BK/IIOYEHHOM yCTpOﬁCTBe.

1. BcTaBbTe BepxHuit SFP-moaynb B CIOT OTKPbITOM YacTbto pa3bema BHU3, @ HUXKHNI SFP-mo-
OyNb OTKPLITOM YacTblO pa3bema BBEPX.

PucyHok 83 — YcraHoBKa SFP-TpaHcmBepos
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PucyHok 84 —YcTtaHoBneHHble SFP-TpaHcuBepbl

[na yapaneHus TpaHcueepa:

1. OTKpoiiTe 3alenky moayna.

PucyHok 85 — OTKpbITHe 3awenkn SFP-TpaHcnsepos

2. W3BnekuTe Mmogynb U3 cNoTa.

PucyHok 86 — N3BneveHune SFP-TpaHcmBepos
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4 HAYA/NIbHAA HACTPOMKA KOMMYTATOPA

4.1 HacTpoiiKa TepMmuUHana

Ha KomnbtloTepe 3anycTuTb Nporpammy amyaaumm tepmuHana (HyperTerminal, TeraTerm, Minicom)
N NPOU3BECTMU CAeayroLme HaCTPOMKM:

— BblbpaTb COOTBETCTBYIOLWMI NOCAeA0BaTENbHbINA NOPT;

—  YCTaHOBWUTb CKOPOCTb Nepeaayn aaHHbix — 115200 604;

—  3agaTtb GOpMaT AaHHbIX: 8 BUT AaHHbIX, 1 CTONOBbLIM 6UT, 6€3 KOHTPONA YETHOCTY;

—  OTK/KOYUTb annapaTHoe 1 NPorpammHoe yrnpasaeHMe NOTOKOM AaHHbIX;

— 334aTb pPeXMM 3myaAaumu TepmmHana VT100 (MHorme TepMWHanbHble MPOrpPaMmbl
NCNONb3YIOT AaHHbIA PEXMM IMYNALMM TEPMMHANA B KAYECTBE PEKMMA MO YMONYAHUIO).

4.2 BKAloueHUe yCTpoucTea
YcTaHOBUTb coegnHeHne KOHCO/IM KOMMYTATopa (I‘IOpT «console») C pa3bemom nocnenosatesibHoOro

MHTepdDEVICH KOMMNbOTEPQA, HA KOTOPOM YCTAaHOB/1IEHO NMNPOrpaMmmMHoe obecneyeHune IMYyNAUnUnN TEPMUHANA.

BKAouUTb  ycTpoicTBo. [pM  KaXkOoM BK/AIOYEHMM KOMMyTaTopa 3anyckaetcs npoueaypa
«TeCTMPOBAHMA CUCTEMbI Npu BKAtoYeHUM» (POST), KoTopaa no3sonseT onpeaennTb paboTocnocobHOCTb
YCTPOICTBA Nepes 3arpy3Koit UCNOHAEMOM NPorpammbl B onepaTMBHYO namaTs (O3Y).

OTtobparkeHune xoaa BbinosiHeHUA npoueaypbl POST Ha KommyTaTopax MES5312:

BootROM 1.43
Booting from SPI flash

General initialization - Version: 1.0.0

Serdes initialization - Version: 1.0.2

PEX: pexIdx 0, detected no link

PEX: pexIdx 0, detected no link

PEX: pexIdx 0, detected no link

DDR3 Training Sequence - Ver TIP-1.55.0

DDR3 Training Sequence - Switching XBAR Window to FastPath Window
DDR3 Training Sequence - Ended Successfully

BootROM: Image checksum verification PASSED

ROS Booton: Jun 13 2018 17:16:12 ver. 1.0
Press x to choose XMODEM...
Booting from SPI flash

Tuned RAM to 512M

Running UBOOT...

U-Boot 2013.01 (Jun 22 2018 - 10:36:009)

Loading system/images/active-image
Uncompressing Linux... done, booting the kernel.

Autoboot in 2 seconds - press RETURN or Esc. to abort and enter prom.

Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5410-48, MES5500-32 67




HELTEX

CnycTa gBe cekyHAbl Noc/e 3aBeplieHna npoueaypbl POST HauMHaeTcs aBTo3arpysKa nporpaMmHoOro
obecneyeHna KommyTatopa. [aA BbINOAHEHMA chneuManbHbIX Npoueayp UCnoab3yeTca meHto Startup,
BOMTM B KOTOPOE MOXHO, MpepBaB 3arpysKy Haxkatmem Knasuwwu <Esc> wnu <Enter> B TeyeHue 3TOro
BPEMEHMU.

Mocne ycnewHoM 3arpy3kM KOMMyTaTopa MOABUTCA CUCTEMHOE MpurialeHne WHTepdenca
KOMaHAHoM cTpoku CLI.

>lcli

Console baud-rate auto detection is enabled, press Enter twice to complete the
detection process

User Name:
Detected speed: 115200

User Name:admin
Password: ***x** (admin)

console#

/':f' [ns 6bicTpOro Bbi30Ba CNPaBKU O A0CTYMHbIX KOMaHAaX UCNONb3YiTe KOMBMHALMIO KNaBuULL
- <Shift>n <?>.

4.3 3arpy3o4yHoe MeHIo

[na BxoAa B 3arpy3ovHoe MeHIo c/iedyeT NOAKAUUTLCA K YCTPOMCTBY Yepes nHTepdelic RS-232,
nepesarpysuTb YCTPOMCTBO U B TeYeHMe ABYX CeKyHA noc/e 3aseplueHns npoueaypbl POST HaxaTb «ESC»
mnn «<ENTER»:

U-Boot 2013.01 (Jul 05 2021 - 13:21:16) Eltex version: 2014 T3.0 eng dropvét 6.2.2

Loading system/images/active-image
Uncompressing Linux... done, booting the kernel.

Autoboot in 2 seconds - press RETURN or Esc. to abort and enter prom.

Bupg, 3arpy3o4yHoro meHto:

Startup Menu

[1] Image menu

[2] Restore Factory Defaults

[3] Boot password

[4] Password Recovery Procedure

[5] Back

Enter your choice or press 'ESC' to exit:

Tabnnua 23 — GyHKUMKN MHTepdeica 3arpy304HOro MeHIo

dyHKyua OnucaHue
Image menu BbibpaTb akTMBHbIM 06pa3za cuctemHoro MO.
Restore Factory Defaults BoccTtaHOBUTb 3aBOACKME HAaCTPOMKM.
Boot password YcTaHoBUTL/YyAannTb Naposib Ha bootrom.
Password Recovery Procedure COpOoCUTb HAaCTPOMKM ayTEHTUPUKALUM.
Back MpoAoMKNTb 3arpy3Ky.
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4.4 Pexunm paboTbl KOMMyTaTOpa

KommyTatopsbl cepuit MES2300-xx, MES3300-xx, MES5312, MES53xxA, MES5400-xx, MES5410-48,
MES5500-32 paboTaloT B peXxume cTekmposaHma’.

CteK OYHKLMOHMPYET KaK eaMHOoe YCTPOMCTBO U MOXKET 06beanHATL A0 8 KOMMYTaTOPOB OAHOMN U
TOM e MoJenun, UMeroLLUX ceayolne poau, onpeaensaemble UX NOpPAAKOBbIMU HoMepamu (UID):

— Master (UID ycTpoiictBa 1 Unm 2), ¢ HEro NpouCXoauT ynpaB/ieHne BCEMU YCTPOMCTBaMU B
CTeKe.

— Backup (UID yctpoiictBa 1 uam 2) — ycTpomncTBO, noaumnHaAmoweecs master. Jybnvpyet Bce
HAaCTPOMKMK, W, B C/lyd4ae BbIXOAa YNpasBAAlOLWEro yCcTpohcTBa M3 cTpos, bepeT Ha cebs
bYHKLMN yNpaBAEHMA CTEKOM.

— Slave (UID ycTtpolicTs oT 3 go 8) — ycTpoicTea, nog4ymHsatoweeca master. He moxkeT paboTtaTtb
B aBTOHOMHOM peXxxunme (ecam oTcyTcTByeT master).

Ona KoppeKkTHOM paboTbl cTeka Heobxogum xoTa 6bl O4UH IOHUT C ponbio master  oguH
IOHUT ¢ ponbio backup.

.-

/’ UHTepdeiicbl B pexxume CTEKMPOBAHUA PaboTaloT TO/IbKO HAa MAaKCUMAJIbHO CKOPOCTU UH-
Tepdeiica.

B pexunme CTEKMpPOBAHMA A8 CUHXPOHM3aUMM KommyTaTopbl MES2300-24, MES3300-24,
MES3300-24F, MES5312, MES5316A, MES5316A rev.C, MES5316A rev.C1, MES5324A, MES5324A rev.C,
MES5324A rev.C1l, MES5332A, MES5332A rev.C ncnonbsytot XG-noptbl, a kKommyTtatopbl MES5400-24,
MES5400-48, MES5410-48, MES5500-32 ncnonb3ytoT HG-nopTbl. [1py 3TOM yKa3aHHble NOPTbI HE Y4acTBYIOT
B nepegaye AaHHbIX. BO3MOXHO CTEKMPOBAHME KOMMYTATOPOB TOJIbKO OAHOW MOAENM U C TEM XKe
KO/IMYeCcTBOM MOPTOB, K Npumepy, cTekmpytotca apyr ¢ apyrom MES5316A n MES5316A. CreknpoBaTtb
KommyTaTtopbl MES53xxA ¢ kommyTtatopamm MES53xxA rev.C n MES53xxA rev.C1 HEBO3MOMKHO BBUAY
annapaTHbIX Pas3AnMynii 3TUX MOAENEN YCTPOMUCTB. BO3MOXKHbI ABE TOMOJIOMMU CUHXPOHU3IMPYHOLLMXCA
YCTPOMCTB — KO/bLEeBaa M /AWHelHad. PekomeHayeTca MCMNO/b30BaTb KO/bLEBYIO TOMONOIMIO ANA
NOBbILEHMA OTKAa30yCTOMYMBOCTU CTEKA.

Mo YMOYaHUIO KOMMYTATOP ABNAETCA MaCTeEpPOM, BCe NMOPTbl y4aCTBYHOT B Nnepeaye AaHHbIX.

V’ Noapep:kaHa npoueaypa aBToob6HoBAeHUA HA Bepcuuio MO ¢ Master-kommyTtatopa npu
[06aBNEHNN HOBbIX OHUTOB B Y)Ke CYLLLeCTBYIOLLUIA CTEK.
V Ona kommyratopos MES2300/3300 paboTta cTeka u3 4-8 IOHUTOB NoaAep>KaHa C BepcUn
6.6.3.8.

! dyHKumoHan NSF (Non-Stop Forwarding) 6yaeTt peannsosaH opueHTHposoyHo B8 2Q2025.
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Tabnauua 24 — MaTpuua ctekuposaHusa ana MES2300-xx/MES3300-xx

487-00€€SIN

817-00€€SIN

dvZ-00€€SIN

vZ-00€ESIN

49T-00€€SIN

480-00€€SIN

d8t-00€C¢SIN

817-900€ZSIN

d¢-00€CSIN

4vZ-900€CSIN

vZ-00€ZSIN

vZ-00€ZSIN

4vZ-900€CSIN

dv¢-00€¢SIN

8-900€CSIN

d8t-00€¢SIN

480-00€€S3IN

49T-00€€SIN

vZ-00€€SIN

1v¢-00€ESIN

'’

,

4

7

'
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817-00€€SIN

4817-00€€SIN

Tabnnua 25 — MaTtpuua ctekmpoBaHma gna MES53xxA

J'AdM
VZEESSIN

VZEESSIN

1J°A3J4
VY¥ZESSIN

J'Ad
V¥ZESSIN

VPZESSIN

TJ'A3M
VITESSIN

J'Aa1
VITESSIN

VITESSIN

VITESSIN

J'Aal
VITESSIIN

1J°A3l
VITESSIN

VPZeSSIN

J'A3l
VrZESSIIN

1J°A3l
VZeESSIN

VZEESSIN

J'A3l
VZEESSAN
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Tabnuua 26 — MaTtpuua ctekmposaHua ana MES5400-xx, MES5500-32
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Hacmpoﬁka CMeKuUpoBaHUA Kommymamopos
3anpoc KOMaHAHOM CTPOKM MMeeT cneayroLmnii Bua;
console (config) #
Tabnnua 27 — basoBblie KOMaHAbI
3HaveHue/3HayeHue o
KomaHda / Aelicmeue

no ymosn4aHurw

stack configuration links te
te_port | hu hu_port

HasHauaeT nHTepdencbl A CUHXPOHU3ALMKM PaboTbl KOMMYyTa-
Topa B cTeKe. MMHMMaNbHOE KONNYEeCTBO — 2, MaKCMMasibHoe
—2.

stack configuration unit-id
unit_id

unit_id: (1..8,
auto)/auto

HasHayaeT Homep ycTpoKcTBa «unit-id» NOKaIbHOMY YCTPOMCTBY
(Ha KoTopom BbINONAHEHa KoMaHAa). CMeHa Homepa yCTpoicTBa
npoun3onaéT nocae nepesarpyskyM KOMmyTaTopa.

no stack configuration

YpaneHune HacTpoeK CTeKa.

stack unit unit_id

unit_id: (1..8, all)

Mepexos, K KOHGUIYPUPOBAHUIO OHWTA B CTEKe.

[pumep

e 06beanHUTb B CTEK gBa KommyTaTopa MES5312. HazHauMTb BTOPbIM FOHUTOM, MCNOAb30BaTb UH-

Tepoelicbl tel-2 B KauecTBe CTEKUPYIOLLMX.

console#config

console (config) #stack configuration unit-id 2 links tel-2

console (config) #
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KomaHObi pexcuma Privileged EXEC

3anpoc KOMaHAHOM CTPOKM MMeeT cneayoLwmii Bua,
console#

Tabnunua 28 — basoBble KOMaHAbl, OCTYMNHblE B perxnume EXEC

3HayeHue/3Ha4yeHue ”
KomaHoa / Aelicmeue
no ymosn4aHuro
show stack - OTobparkaeT MHGopMauuto 06 yCTPOICTBaX, BXOAALLMX B CTEK.
show stack configuration OTob6parkaeT MHGOPMaLMIO O CTEKUPYIOLWUX UHTepdElicax OHU-
TOB B CTEKe.
show stack links [details] ) PacwupeHHoe oTobparkeHne MHGOPMaLMM O CTEKUPYHOLLUNX UH-
Tepdelicax
o [Ipymep ncnonb3oBaHuA KomaHabl show stack links:
console# show stack links
Topology is Chain
Unit Id Active Links Neighbor Links Operational Down/Standby
Link Speed Links
1 tel/0/1 te2/0/2 10G tel/0/2
2 te2/0/2 tel/0/1 10G te2/0/1

YcTpoiicTBa ¢ oguHaKosbiMu ugeHtudukatopamm «Unit ID» He moryT paboTtatb B ogHOM
e CTeke.

4.5 HacTpoiKa pyHKLUA KOMMyTaTopa

®YHKUMM NO HaYyaIbHOMY KOHPUIYPUPOBAHUIO YCTPOMCTBA MOXKHO pasaennTb Ha ABa Tuna.

— basoBas HacTpoiMKa — BK/OYaeT B ceba onpeaeneHne 6a3oBbix GYyHKUUI KOHPUTYpaLmm n
HACTPOMKY ANMHAMMYECKUX IP-agpecos.

— HacTtpoitka napameTpoB cuctembl 6€30MacHOCTM — BK/IOYAET YNpaB/ieHWE CUCTEMOW
6e3onacHOCTU Ha ocHoBe mexaHn3ama AAA (Authentication, Authorization, Accounting).

/ Mpwu nepesarpysKe ycTPOICTBA BCe HECOXpaHEHHbIe AaHHble byayT yTepaHbl. Ana coxpaHe-
HUA N106bIX BHECEHHDbIX U3MEHEHUW B HACTPOIMKY KOMMYTaToOpa UCNob3yeTca ceaytowan
KOMaHpga:

console# write

4.5.1 ba3osasa Hacmpolika Kommymamopd

[na Havana KoHOUrypaunum ycTpomncTea HeObXo0AMMO NOAKAOUNTL YCTPOMCTBO K KOMMbIOTEPY Yepes
nocnenoBaTeNbHbl NOPT. 3aNyCTUTb Ha KOMMbIOTEPE NPOrPAMMYy SMYAALUN TEPMUHANA COTNACHO MYHKTY
4.1 «HacTpoiKa TepMmMHana».

Bo BpemaA Haya/IbHOM HACTPOMKM MOXKHO onpenenntb MHTepdelic, KoTopbin byaeT MCNONb30BaTLCS
ANA NOAKMOYEHUA K YCTPOWCTBY YAa/eHHO.
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ba3oBaa HacTpoWMKa BKAOYAET cneaytoulee:

1. 3apaHue naposa ans nonbsosatens «adminy» (c yposBHem npusunernii — 15).
Co3paHue HOBbIX No/ib30BaTeNne.
HacTtpolika cTaTuyeckoro IP-agpeca, Macku NOACETM U LWAO33 NO YMOYAHUIO.
MonyyeHune IP-agpeca ot cepsepa DHCP.
HacTpoiika napameTtpoB npotokona SNMP.

vk wnN

4.5.1.1 3adaHue napona 014 none3osamesns «admin» u co30aHue Ho8bIX NMosns3osamerel

Ona obecneyeHunA 3aWMLLEHHOrO BX0OAa B CUCTEMY He06X0AMMO HA3HAUMTb NAPO/Ib NPUBU-
e NlerpoBaHHOMY noJsb3oBaTento «adminy».

MMA nonb3oBaTens W naposb BBOAUTCA MNpuM BXOoA4e B CUCTEMYy BO BPEMA CEaHCoB
afAMWUHUCTPUPOBAHMA yCTpoicTBa. [NA CO34aHNA HOBOrO NO/Ib30BaTENA CUCTEMbI UM HACTPOWKK Ntoboro
13 NapameTpoB — UMEHM M0/1b30BaTENA, NapPOAs, YPOBHA NMPUBUNETMIA, UCMO/b3YHOTCA KOMaHAbI:

console# configure
console (config)# username name password password privilege {1-15}

/’- YpoBeHb npusunernii 1 paspeluaer gOCTyn K yCTPOICTBY, HO 3anpeLyaeT HacTPoiiky. Ypo-
BeHb npuBuaernii 15 paspeLuaer Kak A0CTyn, Tak U HACTPOMNKY YCTPOUCTBA.

Mpumep KoMaHg, Ana 3ag4aHus noab3osartesnto «admin» naponsa «eltex» 1 cosaaHua nosnb3osaTtens
«operator» c naponem «pass» 1 ypoBHem npusuaernin 1:

console# configure

console (config) # username admin password eltex

console (config) # username operator password pass privilege 1
console (config)# exit

console#

4.5.1.2 PacwupeHHaa Hacmpolika yposHsa docmyna

Ha ycTpoicTBe cyliecTByeT BO3MOXKHOCTb pacnpeaeneHuns npas nosb3osBaTtenel B 3aBUCMMOCTHU OT
YPOBHA NPUBWUAETMIA, Ha KOTOPOM KaKAbli M3 nosb3osaTenelt 6biln co3gaH. KOHKPETHOMY YPOBHIO
npuBMAErnii NpucBanBaeTca Habop KoMaHA, KOTOPbIE MOTYT BbIMOAHATLCA MO/1b30BATENAMM C YPOBHEM HE
HUKe 3aZaHHOrO.

’ ' KommyTtatop noaaeprKMBaeT cucTemMy HacnegoBaHuMA Habopa KomaHg oT 6onee HU3KMX
N YPOBHe npuBuneruii.

’ ' Mpusunernn BbICTPAMBAIOTCA TOJIbKO A1 KOHKPETHO 3aAaHHOoro y3na. Kaxkayio KomaHay
N Heo6X0AMMO NPONUCbIBaTb ABHO, HE UCMO/Ib3yA COKPaLLeHHble GopMbl.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

3anpoc KoMaHAHOW CTPOKM B pekmnme rnobanbHoro KOHGUrypmMpoBaHUsa MMeEET cleayowmnin Bua;

console (config) #

74 Ethernet-kommymamopsi cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5410-48, MES5500-32



A ELTEX

Tabanua 29 — KomaHabl ANA HAaCTPOMKM paclUMPEHHOro A40CTyna

KomaHda

3HayeHue/3Ha4yeHue
no yMmoA4YaHuio

Aelicmeue

privilege context level
command

no privilege context level
command

level: (1..15);
/ypoBeHb NpusUaernii
KOoMaHA perknma EXEC
— 1, BCex oCcTanbHbIX

KomaHg — 15

MpucBavBaeT yKa3aHHOMY YPOBHIO NPUBUAEINA 3aaHHYIO KO-
MaHay.

- context — peXxum paboTbl KOMAHAHOMN CTPOKY;

- level — ypoBeHb nNpuBWAErnii, Ha KoTopom byaeT AoCTynHa
HacTpanBaemas KOMaHAa;

- command — KomaHAa.

YanseT 4OCTYN K KOMaHAE C YPOBHsA, Ha KOTOPOM KOMaHAa 6bina
paspelueHa.

Mpumep HacTpoikmn Habopa KoMmaHA oA Noab3osaTens «admin» ¢ 4 ypoBHemM npusuaeruii n Habopa
KOMaHA, Ans nosb3oBatens «user» ¢ 10 ypoBHeEM NnpuBUaErni:

console# configure
console (config) # username admin password passl privilege 4
username user password passZ privilege 10

console (config) #
console (config)
console (config)
console (config)
console (config)

+H H H H

privilege
privilege
privilege
privilege

exec 4 configure terminal
exec 4 show running-config
config 10 vlan database
config-vlan 10 vlan

Tenepb ANA NOKaNbHbIX NOJb30BaTeNEN, Yell YypoBeHb NPUBUAEMMIA Bbllle MAW paBeH 4, CTaHeT
AOCTyneH BbiBOg, KomaHabl show running-config, Ho He 6yaeT pgocTynHa HacTpoika vlan. [Ona
NnoNb3oBaTeNei, ypOBEHb NMPUBUAETUI KOTOPbIX cooTBeTcTBYeT 10 U Bbiwe, ByaeT AOCTYNHA HAcTPoliKa U
vlan, v BbiBog KomaHabl show running-config.

4.5.1.3 Hacmpolika cmamuyeckozo IP-adpeca, macku nodcemu U Wwist03d 1o yMoa4YaHuio

[Ons BO3MOMKHOCTU ynpaBieHUss KOMMYyTaTOPOM M3 CeTM HeobxoaAMMO HasHauuTb ycTponcTey IP-
afpec, MacKy nNoaceTu U, B Cy4ae ynpaBaeHUA U3 APYroW CeTu, W3 No ymondaHuto. IP-agpec MOXKHO
HasHauuTb obomy uHTepdeicy — VLAN, dusmyeckomy nopTty, rpynne noptoB (Mo yMONYaHMIO Ha
nHtepdelice VLAN 1 HasHaueH IP-agpec 192.168.1.239, macka 255.255.255.0). IP-agpec wnio3a QOMKeH
NpUHagNeKaTb K TON Ke NoaCceT, YTo U o04nH U3 IP-nHTepdeincos ycTpoicTaa.

V’- B cnyyae ecam IP-aapec HacTpanBaetca gna uHTepdeiica ¢pusnyecKkoro nopta Uamn rpynnbl

: nopToB., 3TOT uHTepdeic yaanaetca us rpynnbl VLAN, KOTOpOii OH NpuHagnexan.

V‘ IP-appec 192.168.1.239 cywiecTByeT A0 Tex Nop, NOKa Ha ntobom uMHTepdeiice cTaTUuecKu
uam no DHCP He co3aaH apyroii IP-agpec.

V’- Mpu yganeHun Bcex IP-agpecoB KommyTaTopa A0CTYN K Hemy 6yaeT ocyw,ecTBnaTbca no IP-
appecy 192.168.1.239/24.

e [Ipumep KOoMaHA HacTponku IP-agpeca ans nHtepdeiica VLAN 1.

MapameTpbl MHTEpPdeElica:

IP-adpec, HazHayaembili 0na uHmepegpelica VLAN 1 —192.168.16.144
Macka nodcemu — 255.255.255.0
IP-adpec winro3a no ymon4varuro —192.168.16.1

console# configure
console (config) # interface vlan !

console (config-if)# ip address 192.168.16.144 /24
console (config-if) # exit
console (config) # ip default-gateway 192.168.16.1

console

(
(
(
console (config) # exit
#
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[Ona Toro 4tobbl YoeanTbes, YTo agpec bbia HazHavyeH uHTepdelicy, BBeaUTe KoMaHay:

console# show ip interface vlan 1

IP Address I/F I/F Status Type Directed Prec Redirect Status
admin/oper Broadcast
192.168.16.144/24 wvlan 1 UP/DOWN Static disable No enable Valid

4.5.1.4  [Nony4eHue IP-adpeca om cepsepa DHCP

Ona nonyyeHuna IP-agpeca moXKeT umcnonb3oBatbca npotokon DHCP, B cnyyae ecan B cetu
npucytcteyeT cepep DHCP. IP-agpec ot cepsepa DHCP moxHo nosyyats Yepes ntobon nHtepderic — VLAN,
du13MYeCcKMIA NOpT, rpynny NOPTOB.

V Mo ymonuaHuio DHCP-KnAneHT BKAOYEH Ha uHTepodeiice VLAN 1.

Mpumep HacTPOKK, NpeaHa3HAaYeHHOW AN1A NoJlyYeHua AnHammndeckoro IP-agpeca ot DHCP-cepBepa
Ha nHTepdeice vlan 1:

console# configure

console (config) # interface vlan I
console (config-if)# ip address dhcp
console (config-if) # exit

console#

[na Toro utobbl yoeanTbea, Uto agpec bbin HasHaYeH UHTepPdENCY, BBEAMUTE KOMaHAY:

console# show ip interface vlan I

IP Address I/F I/F Status Type Directed Prec Redirect Status
admin/oper Broadcast
10.10.10.3/24 vlan 1 UP/UP DHCP disable No enable Valid

4.5.1.5 Hacmpolika napamempos npomokona SNMP 0aa docmyna K ycmpolicmsy

YCTPOMCTBO COAEPIKUT BCTPOEHHbIM areHT SNMP 1 nogaeprkuBaeT Bepcum npotokona vl/v2c/v3.
AreHT SNMP noggaep»umBaeT Habop cTaHAAPTHbIX NepemeHHbIXx MIB.

[Na BO3MOMKHOCTM aAMUHUCTPUPOBAHMA YCTPOICTBA NOCPeACTBOM NpoTokoia SNMP Heobxoanmo
co34aTb XOTA 6bl 0AHY CTPOKY coobliectsa. KoMmyTaTopbl NOAAEPKMBAOT TPY TUMA CTPOK coobLiecTsa:

— ro-—onpegenaeTt OCTYM TO/IbKO Ha YTeHWeE;
— rw-—onpegenaert 4OCTyN HAa YTEHME W 3aMNuCb;
— su-—onpegenaet goctyn SNMP-agmnHucTpaTopa;

Hanbonee pacnpocTpaHeHO MCMo/ib3oBaHWE CTPOK coobluiecTBa public — ¢ goctynom TonbKO Ans
yTeHusa obbektoB MIB U private — ¢ gocTynom Ha yYTeHuMe U nsmeHeHue obbvektoB MIB. [na Kaxaoro
coobuiecTBa MOXHO 3a4aTb IP-agpec cTaHUUKM ynpasaeHus.

Mpumep co3gaHua coobluecTBa private ¢ AOCTYNOM Ha YTeHWe U 3anucb M IP-agpecom cTaHuum
ynpasneHna 192.168.16.44:

console# configure
console (config)# snmp-server server
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console (config)# snmp-server community private rw 192.168.16.44
console (config)# exit
console#

[na npocmoTpa co3gaHHbIX CTPOK coobluecTBa n HacTpoek SNMP ncnosib3yeTca KomaHaa:

console# show snmp

SNMP is enabled.

SNMP traps Source IPv4 interface:
SNMP informs Source IPv4 interface:
SNMP traps Source IPv6 interface:
SNMP informs Source IPv6 interface:

Traps are enabled.
Authentication-failure trap is enabled.

Version 1,2 notifications
Target Address Type Community Version Udp Filter To Retries

Version 3 notifications
Target Address Type Username Security Udp Filter To Retries
Level Port name Sec

System Contact:
System Location:

Community-String Community-Access View name IP address Mask
private read write Default 192.168.16.1
44
Community-String Group name IP address Mask Version Type

4.5.2 Hacmpolika napamempos cucmemsl bezonacHocmu

Ona obecneyeHns 6e30MACHOCTU CUCTEMbI MCMOAb3yeTcs MexaHusm AAA (ayTeHTUdUKaLms,

aBTOpU3aumA, yyeT). Ans WwndpoBaHMA AaHHBIX UCNOIb3YeTCA MexaHu3m SSH.

— Authentication (ayTeHTUdMKauuMsA) — conocTaBAeHME 3anpoca CyLLecTBYoWen y4ETHOMN

3anuncu B cucteme 6€30MacHoOCTM.

— Authorization (aBTopM3aumMa, NPOBEPKa YPOBHA A0OCTyNa) — CONOCTaB/eHNe YYETHOM 3anucu

B cucTeme (Npoluealuei ayTeHTUdMKaLMIO) M onpeaeNEHHbIX NONHOMOYMIA.
— Accounting (y4€T) — cnexxeHue 3a notpebsieHnMem pecypcos Noab3oBaTeiemM.

MpY MCNONb30BaHUM HACTPOEK YCTPOMCTBA MO YMOAYAHUIO UMSA NoJsib3oBaTensa — admin, naponb —
admin. Maponb Ha3HayaeTcs Nonb3oBaTeseM. B cnyyae eciM naposib yTpayeH, MOXKHO Mepesarpysutb
YCTPOMCTBO M Yepes cepuiiHbIi NOPT NpepBaTb 3arpy3Ky, HaxKae Knasuwy <Esc> unun <Enter> B TeyeHue
nepBebiX ABYX CEKYHA Noc/ae NosABAeHUA cooblueHnn aBTo3arpysku. OTKpoeTca meHio Startup, B KOTOpom

HY»KHO 3anNyCcTUTb NpoLeaypy BoccTaHoBAeHUA napona ([2] Password Recovery Procedure).

V Monb3osaTtenb no ymonuauuio (admin/admin) cywecteyeT 40 Tex nop, NOKa He CO34aH Nio-
60i1 ppyroii nonb3osaTtenb C ypoBHeM npusunerui 15.
V' Mpu ypaneHnn Bcex co3aaHHbIX Noab3oBaTenei ¢ 15 ypoBHem npuBuaernii 4octyn K Kom-
myTaTopy byaeT ocyecTBAATbLCA NOA Nosb3oBaTesnem Nno ymonyanuio (admin/admin).
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Ona obecneyeHuns nepBOHaqaanoﬁ 6e3onacHocTH Nnapo/ib B CUCTeMe MOXHO 3a4aTb ANA CePBUCOB:

— KoHconb (noakntoueHme yepes cepuinHbIn NopT);
— Telnet;
— SSH.

4.5.2.1 YcmaHo8Ka naposs 0415 KOHCOAU

config)# aaa authentication login default line
config) # aaa authentication enable default line
config) # line console

config-line) # login authentication default
config-line)# enable authentication default
config-line) # password console

console
console
console
console
console
console

—~ o~~~

B oTBeT Ha NpuraalleHne BBECTU Napo/ib BO BPEMSA PErMcTpaLiMm B YCTPOMCTBE Yepes CeaHC KOHCOMM
BBEAWTE Napob — console.

4.5.2.2 YcmaHosKa napons 0ns Telnet

console (config)
console (config)
console (config)# ip telnet server

( # aaa authentication login default line
( #

(
console (config)# line telnet
(

(

(

aaa authentication enable default line

console (config-line)# login authentication default
console (config-line)# enable authentication default
console (config-line)# password telnet

B oTBeT Ha NpuraaweHMe BBECTU Napo/ib BO BPEMA PErnCTpaLLMM B YCTPOWCTBE Yepes ceaHc Telnet
BBeguTe naposb — telnet.

4.5.2.3 YcmaHoska napons onsa SSH

console (config)# aaa authentication login default line
console (config) # aaa authentication enable default line
console (config)# ip ssh server

console (config)# line ssh

console (config-line)# login authentication default
console (config-line)# enable authentication default
console (config-line)# password ssh

B oTBeT Ha nmpuraaleHne BBECTM Napo/ib BO BPems Perncrpaumm B yCTPOMCTBe yepes ceaHc SSH
BBeguTe Naposb — ssh.

4.5.3 Hacmpoliika 6aHHepa

[na ynobcTBa aKCnyaTaumm yCTPoOCTBa MOXKHO 3a4aTb 6aHHep — cooblieHne, cogepkallee ntobyio
nHdopmaumto. Hanpumep:

console (config) # banner exec;

Role: Core switch
Location: Objedineniya 9, str.
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5 YNPABJEHUE YCTPOMCTBOM. UHTEP®ENC KOMAHAHOM CTPOKMU

Ona KoHPUrypauumn HacTPOEK KOMMYTATOPA UCMOJIb3YETCH HECKOIbKO PEXKMMOB. B KaXKaoM pexnme
OOCTyrneH onpeaeneHHbl CNMCOK KOMaHA. BBoA cMMBONA «?» CAYXKUT gns NpocmoTpa Habopa KomaHg,
OOCTYTMHbIX B KaXK40M U3 PEXUMOB.

[na nepexoda M3 04HOTO peXxuma B APYroi MCNoNb3ykoTCA cneumanbHble KoMaHgbl. MepedeHb
CYLLLECTBYIOLLMX PEXMMOB U KOMaH/, BXOAa B PEXKMM:

KomaHOHbili pexcum (EXEC), naHHbIN pexXum AOCTyNeH cpasy nocne ycnewHon 3arpy3skm KommyTa-
TOpa M BBOAA MMEHM NOb30BaTENS U NapoAs (418 HENPUBMAETMPOBAHHOTO NoAb30BaTens). MNpurnawexne
CUCTEMbI B 3TOM PEXMME COCTOMT U3 MMeHn ycTpoiicTBa (host name) u cumsona “>”.

console>

Mpuesune2uposaHHbiii KOMaHOHbIl pexcum (Privileged EXEC), naHHbIN pesxknm AOCTyNeH cpasy no-
C/e ycrewHoM 3arpy3kM KoMmyTaTopa, BBOAa MMEHU MoJib30BaTeNn U napons. MpurnaleHne cuctemol B
3TOM peXume COCTOUT U3 MMeHU ycTpolicTBa (host name) u cumsona “#”.

console#

Pexcum 2nobanwvHoli KoHpu2ypayuu (global configuration), naHHbIN peXxum npegHasHayYeH anq 3a-
OaHMA 06LWMX HacTpoeK KommyTaTopa. KomaHab! pexxnma rnobanbHOM KOHOUTypaumm AOCTYNHbI U3 to-
60ro nogpexunuma KoHdUrypaumun. Bxog B perknm ocyLLecTBAseTCcA KOMaHAON configure.

console# configure
console (confiqg) #

Pexcum KoHgpuzypayuu mepmuHana (line configuration), paHHbli pexxMm npeaHasHayveH aa KoH-
¢burypaumm, ceasaHHoM ¢ paboToin TepmuHana. Bxoa B perMm OcyLLecTBAAETCA U3 pexmnma rnobanbHom

KOHbUrypaumu.

console (config)# line {console | telnet | ssh}
console (config-line) #

5.1 ba3oBble KOMaHAbI

KomaHOwbl pexcuma EXEC

3anpoc KoMaHAHOM CTpoKK B pexkume EXEC umeet cnegytowmii Bua;
console>

Tabnunua 30 — ba3oBble KOMaHAbl, AOCTYMNHbIE B pexxume EXEC

Komanda 3HayeHue/3HayeHue eiicmeue
no ymon4aHuio

enable [priv] priv: (1..15)/15 MepekNoUnTLCA B NPUBUAETUPOBAHHDBIN PEXMUM (€CAN 3HAYEHNe
He yKa3aHo — TO ypoBeHb npusuaerunii 15).

login - 3aBeplueHue TeKyLLel CecCMMU U CMeHa No/b30BaTeNs.

exit - 3aKpbITb aKTUBHYIO TEPMUHAJIBHYIO CECCUIO.

help 3anpoc cnpaBo4YHOW MHPopmaummn o paboTe mHTepdelica Ko-

i MaHAHOW CTPOKM

show history i MoKa3aTb UCTOPUIO KOMaHJ, BBEAEHHbBIX B TEKYLLEN TEPMUHANb-

HOM ceccum.
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show privilege

MoKasaTb ypoBEHb NPUBUAETUIA TEKYLLETO NOAb30BATENS.

terminal history

terminal no history

-/dYHKLMA BKAKOYEHA

BKAOUNTL OYHKLMIO COXPAHEHUA UCTOPUM BBEAEHHbIX KOMaHA,
018 TeKyLLeN TEPMUHANIBHOW CECCUU.

OTKNIOUNTD PYHKLMIO COXPAHEHWUA UCTOPUM BBEAEHHbIX KOMaHA,
018 TEKyLLEeN TEPMUHAbHOW CECCUU.

terminal history size size

terminal no history size

size: (10..207)/10

N3meHUTb pasmep Bydepa UCTOPUM BBEAEHHbIX KOMaHZ ANA Te-
KYLLLEM TePMUHANBbHOWN Ceccuu.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

terminal datadump

terminal no datadump

-/BblBOA, KOMaHA,
pasgenseTca no
CTpaHuLam

OTo6pa3unTb BbiBOA KOMaHA 6e3 pa3geneHuns Ha cTpaHuubl (pas-
OeneHune BbIBOAA CNPaBKM NO CTPAHMLAM OCYLLECTBAAETCA CTPO-
Koi: More: <space>, Quit: g or CTRL+Z, One line: <return>).

YCTaHOBUTb 3HaYeHME N0 YMOYAHWUIO.

terminal prompt

terminal no prompt

-/dYHKLMA BKAKOYEHA

BKOUNTL NOATBEPKAEHNE Nepes, BbINONHEHNEM HEKOTOPbIX KO-
MaHA,

OTKNIOUNTb MNOATBEPNKAEHME Nepes, BbiMOJHEHWEM HEKOTOPbIX
KOMaHa,

show banner [login | exec]

OTobparkaeT KOHOUTYpaLnto 6aHHEPOB.

KomaHOb1 pexcuma Privileged EXEC

3anpoc KOMaHAHOW CTPOKM UMEET c/ieaytoLmnin BUA,

console#

Tabnunua 31 — basoBble KoMaHAbl, 4OCTYMNHblE B pexxume Privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

disable [priv]

priv: (1, 7, 15)/1

BepHyTbcs B KOMaHAHbIN pexkum (EXEC) n3 npMBmaerMpoBaHHoro
KomaHAHoro pexuma (Privileged EXEC).

configure[terminal]

MepeliTn B pexmMm KoHOUrypaumm.

debug-mode

MepeiTu B peXKMUM OTNALKM.

KomaHObI, 0ocmyrnHbie 80 8CeX PeXUMax KOHGdu2ypayuu

3anpoc KoOMaHAHOW CTPOKM MMEeT OAMH M3 CleayoLLmMX BUAOB:

console#
console (config) #

console (config-line) #

Tabnuua 32 — ba3oBble KOMaHAbI, AOCTYMHbIE BO BCEX PEXMMaX KOHbUrypaumm

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro

exit BbIliTv M3 n06Oro pexkmma KoOHPUrypaLmm Ha ypoBeHb Bbllle B
i nepapxumn komang, CLI.

end BbIliTV U3 nt06Oro pexkMma KoHOUrypauum B KOMaHAHbIN peXrum
i (Privileged EXEC).

do BbINONHUTL KOMaHAY KomaHgHoro yposHa (EXEC) 3 ntoboro pe-
i KMMa KOHOUrypaumu.

help - BbIBOAWT CNpaBKy NO UCMONb3yeMbIM KOMaHAAM.
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KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

3anpoc KOMaHAHOM CTPOKM MMeeT cneayoLwmii Bua;

console (confiqg) #

Tabnunua 33 — basoBble KOMaHAbl, 4OCTYMHbIE B peXXnme KoHdUrypaumm

3HayeHue/3Ha4yeHue
no ymon4aHuwo

KomaHda

Aelicmeue

banner exec d message_text d

3apath TeKcT cooblieHma exec (Npumep: No/b30BaTe b YCMNELHO
BOLUE/ B CUCTEMY) U BK/IIOYMTL BbIBOZ, Ha 9KPaH.

- d — pasgenutens;

- message_text — TeKcT coobueHuna (B cTpoke go 510 cumBonoB,
ob6uiee 2000 cnmBoioB).

no banner exec

YpanuTb TeKCT coobeHuns exec.

banner login d message_text d

3apaTtb TeKCT coobuweHuna login (MHPopmaunoHHoe coobuieHme,
KoTopoe oTobparkaeTca nepes BBOAOM MMEHM Mo/b30BaTena u
napoAs), U BKAOYMTb BbIBOA, HA SKPaH.

- d — pasgenvtens;

- message_text — TeKcT coobueHua (B cTpoke 4o 510 cumBonOoB,
obuee 2000 cumBosioB).

no banner login

YpanuTb TeKCT coobuienus login.

KomaHObI pexcuma KoHgu2ypayuu mepmuHand

3anpoc KOMaHOHOW CTPOKM B PEXKMME KOHPUIypaLMM TEPMUHANA UMEET CeayoLWmi BUA;:

console (config-line)#

Tabnnua 34 — ba3oBble KOMaHAbI, OCTYMHbIE B PeXXMMe KOHOUTypaLmMm TepMmUHana

3HayeHue/3HayeHue »
KomaHoa Aelicmeue
110 yMOAYAHUIO
history BKNtOUNTL GYHKLMIO COXPAHEHUA NCTOPUMN BBEAEHHbIX KOMAHA,
- -/dYHKLMA BKAKOYEH]
no history BbIKNt0UMTb GYHKLMIO COXPAaHEHWA NCTOPUUN BBEAEHHbIX KOMAHA,

history size size
no history size

size: (10..207)/10

MN3meHnTb pasmep Bydepa UCTOPUM BBEAEHHbIX KOMaHA,

YCTaHOBWTb 3HaYeHue no YMO4YaHUIO.

exec-timeout timeout timeout: (0..65535)/10

MUHYT

no exec-timeout

3a4aTb TaMM-ayT TEKYLLEN TEPMUHANBHOM CECCUN B MUHYTaX.

YCTaHOBWTb 3HaYeHue no YMO4aHUIO.

5.2 ®unbTpauyma coobuieHnii KOMaHAHOM CTPOKKU

dunbTpauma coobLLeHNA N03BOAAET YMEHbLINTL 06bem 0TOBpaKaeMbiX AaHHbIX B OTBET Ha 3anpochl
nonb3oBaTena M 0baerynTb NOUCK HEOBX0ANMON MHbOoPMaLMK. Ans dunbTpaunm MHGopmaumn Tpebyercs
[06aBUTb B KOHel, KOMaHAHOM CTPOKM CMMBOA «|» M MCNOAb30BaTb OAHY M3 ONuUMA dUAbTPaLMM,

nepevYncneHHbIX B Taﬁnmu,e.

Tabnunua 35 — KomaHabl perkmnma rnobanbHomM KoOHGUrypauum

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

Memoo

Aeilicmeue

begin pattern

include pattern
exclude pattern

Nwet nepsoe coBnageHune c WwabnoHom B Hayane CTPOKMK U BbIBO-
AOUT BCe CTPOKU 3a Hew.

BbIBOAUT BCE CTPOKM, cofeprKalime WwabnoH.

BblBOAMT BCE CTPOKM, He cogepsKalume WwabaoH.
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5.3 HacTpoiika MaKpoKOMaHg,

[daHHan dyHKUMA No3BONSET co3haBaTh YHUPUUMPOBAHHbIE HABOPbl KOMaHA — MaKpPOCbl, KOTopble
MOKHO BMOC/NeACTBUMN MPUMEHSATD B NPOLLECCE KOHDUTYpaL K.

KomaHObI pexcuma 2a06an6Hol KoOHgu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabanua 36 — KomaHab! perkmma rnobanbHom KOHGUrypauum

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aeiicmeue

macro name word

no macro name word

word: (1..32) cumBonos

Co3paeT HOBbI HAboOp KOMaHA, ec/iv Habop C TAKUM UMEHEM CY-
LLecTByeT — nepesanucbiBaeT ero. Habop KomaHa BBOAMTCA MO-
CTPOYHO. 3aKOHUYMTb MaKPOC MOMKHO C NMOMOLLbIO cMmBona “@”.
MakcmmanbHaa gavMHa makpoca — 510 cumsonos.

Ypanset yKasaHHbI MaKkpoc.

macro global apply word

word: (1..32) cumBonos

MpymeHAeT yKa3aHHbI MaKpoc.

macro global trace word

word: (1..32) cumBonos

MpoBepseT yKasaHHbI MaKpOC Ha BaANAHOCTb.

macro global description word

no macro global description

word: (1..160)
CMMBO/IOB

Co34a€eT CTPOKY-AECKPUNTOP rNobanbHOro makpoca.

YpanseT CTpOKy-AeCKpMnTop.

KomaHOb1 pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console>

Tabnuua 37 — KomaHabl pexnma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

macro apply word

macro trace word

word: (1..32) cumBonos

MpumeHAeT yKasaHHbI MaKpoc.

MpoBepseT yKasaHHbIM MaKpOC Ha BaIMAHOCTb.

show parser macro [{brief |
description [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel
group}] | name word}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
word: (1..32) cumsonos

Oto6parkaeT NapameTpbl HACTPOEHHbIX MAaKPOCOB Ha YCTPOCTBE.

82 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5410-48, MES5500-32




HELTEX

KomaHObI pexcuma KoHgu2ypayuu uHmepagelica

BuAa 3anpoca KoMaHAHOM CTPOKM pexnma KoHdurypaumm nHtepoeica:

console (config-if) #

Tabnnua 38 — KomaHabl pexknma KoHburypaumm nHtepdeitca

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

macro apply word

word: (1..32) cumBonoB

MprMeHAEeT yKasaHHbI MmaKpoc.

macro trace word

word: (1..32) cumsonos

MpoBepseT ykasaHHbI MaKpPOC Ha BaNIMAHOCTb.

macro description word

word: (1..160)

no macro description

CMMBOJIOB

YcTaHaBMBaET CTPOKY-AECKPUNTOP MaKpoca.

Ypanaet cTpoKy-A4ecKkpunTop.

5.4 KomaHpabl ynpaBieHUsa CUCTeMom

KomaHOobl pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perknma EXEC:

console>

Tabnumua 39 — KomaHapl ynpaBaeHusa cuctemon B pexknume EXEC

KomaHda

3HayeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

ping [ip] {A.B.C.D | host} [vrf
vrf_name] [size size] [count
count] [timeout timeout]
[source A.B.C.D]

vrf_name: (1..32) cumBona;
host: (1..158) cumBonos;
size: (64..1518)/64 6aiT;
count: (0..65535)/4;
timeout: (50..65535)/2000
Mc

KomaHga cnyuT ans nepegadmn 3anpocos (ICMP Echo-Request)
npotokona ICMP ykaszaHHOMY y31y CeTU, @ TaKXKe ANA KOHTpoAnsa
noctynatowmx oteeTtos (ICMP Echo-Reply).

- vrf_name — ums BUpTyanbHOM 061aCTM MapLLpyTU3aLNK;

- A.B.C.D — IPv4-agpec y3na cetu;

- host — pomeHHOe UMS y3na ceTu;

- Size — pa3mep NakeTa A/19 OTNPaBKK, KONMYECTBO HalT B NaKeTe;
- count — KONMYECTBO NaKeToB ANA Nepesayn;

- timeout — Bpema 0XMAaHMA OTBETa Ha 3anpoc.

ping ipv6 {A.B.C.D.E.F | host}
[size size] [count count]
[timeout timeout] [source
A.B.C.D.E.F]

host: (1..158) cumBonos;
size: (68..1518)/68 6aiT;
count: (0..65535)/4;
timeout: (50..65535)/2000
MC

KomaHga cnyuT ans nepegaym 3anpocos (ICMP Echo-Request)
npotokona ICMP yKkaszaHHOMY y3/1y ceTu, a TaKXKe ANA KOHTpoAaA
noctynatowmx oteetos (ICMP Echo-Reply).

- A.B.C.D.E.F — IPv6-appec y3na cetu;

- host — pomeHHOE UMA y31a ceTu;

- Size — pa3mep NakeTa ANs OTNPaBKKU, KOAMYECTBO BalT B NakeTe;
- count — KONMYeCTBO NaKeToB ANA nepenauu;

- timeout — BpemMa 0XKMAaHWA OTBETa Ha 3anpoc.

traceroute ip {A.B.C.D | host}
[vrf vrf_name] [size size] [ttl
ttl] [count count] [timeout
timeout] [source ip_address]

vrf_name: (1..32) cumBona;
host: (1..158) cumBonOB;
size: (64..1518)/64 6aitr;
ttl: (1..255)/30;
count: (1..10)/3;
timeout: (1..60)/3 c;

OnpegeneHne mapLupyTa TpaduKa A0 y31a HazHAYeHUA.
- vrf_name — ums BUPTyasbHON 06NaCTU MapLUPyTU3aLUK;
- A.B.C.D —IPv4-agpec y3na cetu.
- host — pomeHHOe UMA y3na ceTu;
- Size — pa3amep nakeTa A/19 OTNPaBKKU, KONMYECTBO HalT B NakeTe;
- tt/ — MaKcMMmanibHOE KONMYECTBO Y4acTKOB B MapLUpYTe;
-count — KONMYeCTBO MOMbITOK Mepefayn MakeTa Ha KaXKaom
yyacTke;
- timeout — Bpema 0XunAaHUA oTBeTa Ha 3anpoc;
- IP_address — |P-agpec uHTepdeiica KommyTaTopa, MCNob3lye-
MblIVi 417 Nepefayv NaKkeTos;

OnucaHue ownU60K NPU BbINONHEHWUM KOMAHA U pe3ynb-
V TaToOB NpuBeAeHo B Tabanuax 41, 42.

Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5410-48, MES5500-32

83



HELTEX

traceroute ipv6

{A.B.C.D.E.F | host} [size size]
[ttl tt/] [count count]
[timeout timeout] [source
ip_address]

host: (1..158) cumBonosB;
size: (66..1518)/66 baiT;
ttl: (1..255)/30;
count: (1..10)/3;
timeout: (1..60) /3 ¢;

OnpepeneHve mapLipyTa TpapuKa A0 y3na HasHaveHuA.
- A.B.C.D.E.F — IPv6-appec y3na cetu.
- host — pomeHHOe UMA y3na ceTu;
- Size — pa3mep NakeTa A4/19 OTPaBKK, KONMYECTBO HalT B NaKeTe;
- tt/ — maKcMmanbHOe KOIMYEeCTBO Y4aCTKOB B MapLUpyTe;
- count — KONMYeCTBO MOMbITOK Mepefayn naketa Ha Kaxgom
yyacTke;
- timeout — Bpema 0XXnaaHMA OTBETa Ha 3anpoc;
- IP_address — IP-appec uHTepderica KommyTaTtopa, UCNoJib3ye-
MbIVi 419 Nepefayv NaKkeTos.
OnucaHue oWwn60K NpU BbINOHEHMN KOMaHA, U pesy/b-
V TaToB NpuBeAeHo B Tabaunuax 41, 42.

telnet {A.B.C.D | host} [port]
[keyword1...]

host: (1..158) cumBonos;
port: (1..65535)/23

OTkpbiTe TELNET-ceccun ansa ysna cetu.
- A.B.C.D — IPv4-apgpec y3na cetu;
- host — pomeHHOe UMSA y3na ceTu;
- port — TCP-nopT, no KoTopomy paboTaeT cnyxba Telnet;
- keyword — knto4yeBoe cnoso.
OnucaHue cneumanbHbix KomaHa Telnet U Knouesbix
V CNoB NpuBeaeHo B Tabauuax 43, 44.

ssh {A.B.C.D | host} [port]
[keyword1...]

host: (1..158) cumBonoB;
port: (1..65535)/22;

OTKpbiTHe SSH-ceccumn ana ysna cetu.

- A.B.C.D — IPv4-agpec y3na cetu;

- host — LOMeHHOE UMSA y3N1a ceTu;

- port — TCP-nopT, no KoTopomy paboTaet cnyxb6a SSH;
- keyword — kntoyeBoe cnoso.

V OnucaHue KnloveBbiX C0B NpuseAeHo B Tabauue 44.

resume [connection]

connection:
(1..5)/nocnegHss
YyCTaHOB/IEHHan ceccus

MepekntoyeHne Ha ApYryto ycTaHoBAeHHYto Telnet-ceccuio.
- connection — HoMep ycTaHOB/IEHHOM telnet-ceccuum.

show users [accounts]

OTob6parkeHne MHOOPMaLMM O MO/Ib30BATENAX, MCMOAb3YIOLMX
pecypcbl ycTpoicTBa.

show sessions

OTobpaxkeHne nHGopMaLMM 06 OTKPbITbIX CECCUAX K YAANEHHbBIM
yCTpoMcTBam.

show system

BbiBOA cvcTeMHON MHbOPMaL MK,

show system id [unit unit]

OTobpakeHne cepuinHOro Homepa ycTponCTBa.

unit: (1..8)/- . o
- unit — HoMep yCTPOWCTBa B CTEKe.
show system [unit unit] unit: (1..8)/- OTo.6pa>KeHv1e CMCTe{\‘AHOﬁ MHPOPMaLUKM KoMMyTaTopa.
- unit — HoMep yCTPOWCTBa B CTEKeE.
show system fans [unit unit] unit: (1..8)/- OTo§pameHme VIH(bOEMaLI,VIVI 0 COCTOSIHUW BEHTUNATOPOB.
- unit — HoMep yCTPOWCTBa B CTEKeE.
show system power-supply - OTobpaxkeHne MHOPMaLUMN O COCTOAHUN UCTOYHUKOB NUTAHUA.
show system sensors - OTobpaxkeHne MHGOpMaLUKM TeMNepaTypPHbIX AAaTYNKOB.
show version OTobparkeHne TERYLLEN BEPCUN CUCTEMHOTO NPOrPaMMHOTo obec-
) neyeHMa yCTPoiiCTBa.
show hardware version - OTobpaxkaeT MHbopmaLmto 06 annapaTHoOM BEpCUKN NAaTbl
show system router OTobparkeHne pasmepa M 3aHATOCTU annapaTHbIX TabauL, ycTpoi-
resources cTBa (MapLupyTM3auun, cocesiein, MHTepdencos).
show system tcam utilization OTob6parkeHune 3arpysku pecypcoB namatn TCAM (onpefeneHHo
[unit unit] unit: (1..8)/- agpecyemasn namsaTb).

- unit — HOMep YCTPOICTBA B CTeKe.

show tasks utilization

OTO6parkeHne ypoBHs 3arpy3Ku pecypcoB LeHTPaIbHOro npoLec-
copa KOMMyTaTOpa 4/1A KaX40ro CMCTEMHOro npoLecca.
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show tech-support [config |
memory]

Y

OTobparkeHne nHoopmauum ob ycTpoicTee, Heobxoammon ann
HayaNbHOM ANArHOCTMKM Npobaem.

BbiBO4 KOMaHAbI NpeacTaBaseT coboit KombuHauuo
BbIBOAOB NepPeyYnCNeHHbIX HUXKe KOMaHA:

show clock

show system

show version

show bootvar

show running-config

show ip interface

show ipv6 interface

show spanning-tree active
show stack

show stack configuration

show stack links details

show interfaces status

show interfaces counters

show interfaces utilization
show interfaces te1/0/xx

show fiber-ports optical-transceiver
show interfaces channel-group
show cpu utilization

show cpu input-rate detailed
show tasks utilization

show mac address-table count
show arp

show errdisable interfaces
show vlan

show ip igmp snooping groups
show ip igmp snooping mrouter
show ipv6 mld snooping groups
show ipvé mid snooping mrouter
show logging file

show logging

show users

show sessions

show system router resource
show system tcam utilization

show system forwarding

OT06pa3nTb TEKYLINIA, yCTaHABNMBAEMbIM NOC/E Nepe3arpy3kn n

resources - [OCTyMHble A1A UCMNOb30BaHUA PEXUMbI pacnpeseneHuns anna-
paTHbIX pecypcos.
KOMaHAa «show sessions» 0T06pa)KHET BCe yAaJieHHble COoeAUHEHUA TOJIbKO U3 'reKyu.l,eﬁ
radl ceccuun. AaHHaﬂ KOMaHAa ucnojsib3dyerca cneayrowmm 06pa30M:

BbINONHUTL MNOAKAIOYEHUE K YAANEHHOMY YCTPOMCTBY C KOmMMyTaTopa c

nomoulbto Telnet nnm SSH;

BepHyTbCA B POAMUTENbCKYIO ceccuio (Ha KommyrtaTtop). AnA 3TOro HaKaTb

KombuHauuio Knasuw <Ctrl+Shift+6>,

OTNYCTUTb M HaXKaTb <xX> (MKc).

Mpou3ohAET nepexos B POAUTENLCKYIO CECCUID;

BbInonHUTL KomaHAy «show sessions». B Tabnunue AonKHbI NPUCYTCTBOBATb BCe
ucxopAwMe coeANHEHUA B TEKYLLLEN CecCcuu;

DOna Toro uto6bl BEepPHYTbCA K CECCUM YAANEHHOro ycTpoiicTBa, Heobxogumo
BbINONHUTb KOMaHAy «resume N», rae N — Homep coeauHEHUA U3 BbiBOAA

KomaHAabl «show sessions».
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KomaHOwbi pexcuma Privileged EXEC

3anpoc KomaHAHoM cTpoku B pexume Privileged EXEC umeeT cnegytowmii sua;:
console#

Tabnunuya 40 — KomaHabl ynpaBneHus cuctemon B pexkmme Privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue

Aelicmeue
10 yMoAYaHuto

reload [unit unit_id]

KomaHaa cnyKuT ana nepesanycka ycTponcTaa.

unit_id: (1..8)/- L o
- unit_id — Homep ycTpoiCTBa B CTEKe.

reload in {minutes | hh:mm}

minutes: (1..999);
hh: (0..23), mm: (0..59).

YcTaHOBKa NPOMEXKYTKA BPEMEHM, Yepe3 KOTopbl npousonger
OT/I0XKEeHHanA nepesarpysKka ycTpoucTaa.

reload at hh:mm

hh: (0..23), mm: (0..59). | YcTaHOBKa BpemMeHM nepesarpysku ycTpoicTaa.

reload cancel

- OTmeHa OT/NI0KeHHOro nepesanycka.

boot password password

YcTaHoBKa napos Ha bootrom.

no boot password

YpaneHue napons Ha bootrom.

show cpu utilization

OTo6paskeHne CTaTUCTUKM MO YPOBHIO 3arpy3KuM Pecypcos LieH-
TpanbHOro npoteccopa.

show cpu input rate

OTobparkeHUe CTaTUCTUKM MO CKOPOCTU BXOAALLMX Kagpos, obpa-
6aTbiBaeMbIX NPOLLECCOPOM.

show cpu input-rate detailed

OTO6parkeHne CTaTUCTUKM MO CKOPOCTU BXOAALLMX KaapoBs, obpa-
6aTbiBaeMbIX NPOLLECCOPOM MO TUMNY TpaduKa.

show cpu thresholds

- OTobparkeHne cn1cka HacTpoeHHbIX noporos gas CPU.

show memory thresholds

- OTobparkeHWe cN1cKa HacTPOEHHbIX Noporos aasa RAM.

show sensor thresholds

- OTob6parkeHune Cn1cKa Noporos 418 SaTYMKOB.

show storage thresholds

- OTobparkeHWe cn1cKka Noporos A5 pa3fenoB YCTPOUCTB.

show storage devices

- OTobparkeHne 3HayeHnt obbema 1 ceoboaHoi namaTtu M3Y.

e [lpMMmep MCMO/Ib30BAaHMA KOMaHAbI traceroute:

console# traceroute ip eltex.com

Tracing the route to eltex.com
Type Esc to abort.
1 gateway.eltex (192.168.1.101) 0 msec 0 msec 0 msec

2 eltexsrv (192.168.0.1) 0 msec 0 msec 0 msec
3 * *x  *

(148.21.11.69) form , 30 hops max,

18 byte packets

Ta6nv|u,a 41 — OnucaHue pe3ynbTaToB BbINO/HEHMA KOMaHAbI traceroute

lMone OnucaHue

1 MopaaKoBbIi HOMEP MapLLPYTM3aTopa B MyTH K YKasaHHOMY Y37y CeTu.

gateway.eltex CeTeBOE MMSA 3TOrO MapLipyTM3aTopa.

192.168.1.101 IP-agpec 3Toro mapLipyTtusatopa.

0 msec 0 msec 0 msec

ana Ka)KAOVI nonbITKN Nepeaadn nakera.

Bpems, 3a KOTopoe nakeT 6bin NepesaH M BepHYACA OT MapLipyTusaTopa. YKasbiBaeTcs

Mpw BbINOIHEHUN KOMaHAbI traceroute moryT I'IpOM30171TM OLLIM6KVI, onucaHue onboK npmneeaeHo B

Tabnunue 42.

Tabnunua 42 — OMBKM NpU BbINOJHEHUM KOMaHAb! traceroute

Cumeon owubKu OnucaHue

* Talim-ayT Npu NonbITKe Nepesaym naketa.
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? HeunsBecTHbIM TN NakeTa.

A AZLMUHUCTPATUBHO HepocTyneH. O6bIYHO NponcxoanT npu 6J10KMPOBAHNKN UCXOLALLETO
Tpaduka no npasuaam B Tabanue poctyna ACL.

F TpebyeTcs pparmeHTaums n yctaHoBka 6umTos DF.

H Y3en cetm HeAOCTyNeH.

N CeTb HegOCTyNHa.

P MpoToKon HegoCTyNeH.

Q NCTOYHMK nogasneH.

R NcTekno Bpems NoBTOpHOM cbopKM PparmeHTa.

S OwnbKa ncxoaallLero mapLupyTa.

U MopT HepocTyneH.

MporpammHoe obecneyeHne Telnet KommyTaTOpOB NoOAAEpP)KMBAET CheuMnasibHble KOMaHAbl —
OYHKLMN KOHTPOAA TepMMHana. [na BXxo4a B PeKMM CreumnasbHbIX KOMaHg BO Bpems akTuBHoM Telnet-
Ceccumn Ucnosbayercsa KombunHauma knasmw <Ctrl+shift+6>.

Tabnuua 43 — CneumanbHble KomaHabl Telnet

CneyuanbHas KOMaHOa Ha3HayeHue
A b Mepepatb no telnet paspbiB coeguHeHUs.
AN C Mepeaatb no telnet npepbiBaHne npouecca (IP).
AN h Mepeaatb no telnet yaaneHme cumsona (EC).
AN o Mepepatb no telnet npeKkpauieHune sbisoga (AO).
ANt Mepeaatb no telnet coobuweHne «Are You There?» (AYT) ANA KOHTPOAA NOAKNOYEHMSA.
ANy Mepepaatb no telnet ctupanue ctpoku (EL).
AN X Bo3BpaT B peKMM KOMaHAHOM CTPOKMU.

TaK*Ke BO3MOXHO UCMNO/Ib30BaHME A0NOAHUTENbHbIX OHLI,Mﬁ npun OTKPbITUNA Telnet- n SSH-ceccuit:

Tabnnua 44 — Knrouesble cnoBa, UCNoib3yemble Npu oTKpbITUK Telnet- n SSH-ceccuit

Onyus OnucaHue
/echo JlokanbHo BKAtOYaeT GpyHKLMIO echo (NoaasaeHWe BbIBOAA Ha KOHCO/b).
/password OnpegenAet naponb gna sxoga Ha SSH-cepsep.
/quiet He gonycKkaeT BbIBOA, BCEX COODLLEHMI NporpaMmMHoro obecneveHus Telnet.

/source-interface

OnpegensieT MHTepdenCc-MCTOYHMK.

Bkntoyaet 06paboTKy NOTOKa, KOTOPbIM paspellaeT HesawmuweHHoe TCP-coeamHeHune
6e3 KOHTpoAA nocnegosatenbHocTen Telnet. MoTokoBoe coeanHeHne He obpabaTbiBaeT

/stream Telnet-onumm n MoXKeT UCNONB30BATHCA A7 NOAKAOYEHMA K MOPTAM, Ha KOTOPbIX 3any-
weHbl nporpammsl KonuposBaHua UNIX-to-UNIX (UUCP) nubo gpyrve npoToKObI, He B-
naowmecs Telnet-npoTokonamm.

Juser OnpegenAaeTt uma Nonb3oBaTena gnda Bxoga Ha SSH-cepsep.

KomaHObI pexcuma 2a06asab6Hol KoOHpuU2ypayuu

3anpoc KOMaHAHOM CTPOKM B pexkume rnobanbHo KOHOUTYpaLMn MMeeT CaeayoLnin Bua;

console (config) #
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Tabnunua 45 — KomaHabl ynpaBaeHns CUCTEMON B pexkmme rnobanbHoM KOHGUrypaumum

3HayeHue/3HayeHue .
KomaHda Aelicmeue
no ymoa4YaHuro

hosthame name name: (1..160) KomaHga cnyxut gns 3agaHua ceTeBoro MMeHM yCTpoCTBa.

no hostname CMMBO/I0B/- BepHyTb ceTeBOe MMsA YCTPOMCTBA B 3HAYEHWE MO YMOYAHUIO.

service tasks-utilization PaspewnTb ycTponCcTBy NPOrpamMmmHO U3MEPATb YPOBEHb 3arpy3ku
pecypcoB LEeHTPaNbHOro NpoLeccopa KOMMyTaTopa 41A KaxK4oro
CUCTEMHOrO npoLiecca.

- — -/BKNIOYEHO —

no service tasks-utilization 3anpeTuTb YCTPOWMCTBY MPOrPaMMHO M3MEPATb YPOBEHb 3arpy3ku
pecypcoB LEeHTPaNbHOro NPoLLeccopa KOMMyTaTopa A1A KaK4oro
CUCTEMHOrO npoLiecca.

service cpu-utilization PaspewnTb ycTpoincTBy NPOrpamMmmHO M3MepATb YPOBEHb 3arpy3Ku
pPecypcoB LLEHTPaAbHOro NpoLeccopa KOMMyTaTopa.

- — -/BKNIOYEHO —

no service cpu-utilization 3anpeTuTb YCTPOWMCTBY MPOrPaMMHO M3MEPATb YPOBEHb 3arpy3Ku
pPecypcoB LLEHTPaAbHOro NpoL,eccopa KOMMyTaTopa.

service cpu-input-rate PaspewnTb ycTPOMCTBY NPOrpaMMHO M3MEPATb CKOPOCTb BXOASA-
LLMX KagpoB, 06pabaTbiBaeMblxX LLEHTPAIbHbIM NPOLECCOPOM KOM-
myTaTopa.

-/BKAtOYEHO

no service cpu-input-rate

3anpeTuTb YCTPOMCTBY MPOrPaMMHO U3MEPATL CKOPOCTb BXOAALLMX
Kagpos, 0bpabaTbiBaeMbIX LLEHTPAIbHBIM NPOLLECCOPOM KOMMYTa-
Topa.

service cpu-rate-limits traffic
pps

no service cpu-rate-limits

traffic

traffic: (http, telnet,
ssh, snmp, ip, link-local,
arp, arp-inspection,
stp-bpdu, routing,
ip-options,other-bpdu,
dhcp-snooping,
igmp-snooping,
mld-snooping, sflow,
ace, ip-error, other,
vrrp, multicast-routing,
multicast-rpf-fail, tcp-

YcTtaHoBKa Ha CPU orpaHuyeHMa CKOPOCTU BXOOALLMX Kagapos Ana
onpeaeneHHoro Tuna Tpadpuka.
- pps — NaKeTOB B CEKYHAY.

V Peanusyet ¢pyHKuuio CoPP (Control plane protection).

BoccTaHaB/MBaEeT 3HaYeHWe pps MO YMONYAHUIO ANA OnpeseneH-
Horo TpaduKa.

syn);
pps: 8..2048

service password-recovery Pa3pelnTb BOCCTAaHOBAEHWE MApO/A 4Yepes 3arpy3o4HOe MEHH

«password recovery procedure» ¢ coxpaHeHWem KoHdurypaumu.
no service password-recovery /enabled PaspewnTb BOCCTaHOB/IEHWE MApPONsA 4Yepe3 3arpy3ouHoe MeHHo

«password recovery procedure» c yaaneHMem KoHUrypauuu.
link-flap prevention enable BkAtounTb NpesoTepaleHme daannuHra AMHKa.
link-flap prevention disable /enabled OTKNOYUTL NpeaoTBpaLleHne GaannuHra MHKa.
service mirror-configuration Co3paaBaTb pe3epBHYO KONWIO TeKyLwel KoHdUrypauuu.
no service -/enabled OTK/IOYMTb KONMPOBaHWE TeKylLei KOHGUrypauum.
mirror-configuration
cpu threshold index index inter- index: 3agaTtb nopor ans 3arpysku CPU.

val relation value [flap-interval
flap_interval] [severity level]
[notify {enable | disable}] [re-
covery-notify {enable | disa-
ble}]

no cpu threshold index index

(0..4294967295);
interval: (5sec, 1min,
5min);
relation: (greater-than,
greater-or-equal, less-
than, less-or-equal,
equal-to, not-equal-to);
value: (0..100) npoueH-
TOB;
flap_interval:
(0..100)/0 npoueHTOB;
severity: (emerg, alert,
crit, err, warning, no-
tice, info, debug)/alert

- index — NPoOW3BO/IbHBIN MHAEKC NOPOra;

- interval — nHTepBan nsmepeHua 3arpysku CPU. 3HayeHue 3a-
rpy3sku CPU 3a 3TOT MHTepBan byaeT cpaBHMBATLCA C NOPOroBbIM;
- relation — oTHowWweHWe mexay 3arpy3skoii CPU 1 noporosbim 3Ha-
YeHnem, Heobxoanmoe ana cpabaTbiBaHMA NOPOra;

- value — 3Ha4eHWe Nopora;

- flap_interval — 3HaueHue, onpepenstoLee MOMEHT BOCCTAHOB-
NleHna nopora nocne cpabatbiBaHUS;

- severity — ypOBeHb BaX*HOCTW TPanos A/1a 3TOro nopora;

- notify — BKAOYaeT/oTKNIOYAET OTNPABKY Tpanos o cpabaTbisa-
HWUK nopora;

- recovery-notify — Bk/t0o4aeT/0TKAIOYaET OTNPABKY TPANos O BOC-
CTaHOBNEHMM NOpora.

Ypanutb nopor ¢ 3agaHHbIM UHAEKCOM.
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memory threshold index in-
dex relation value [flap-in-
terval flap_interval] [sever-
ity level] [notify {enable |
disable}] [recovery-notify
{enable | disable}]

no memory threshold index
index

index:
(0..4294967295);
relation: (greater-than,
greater-or-equal, less-
than, less-or-equal,

equal-to, not-equal-to);
value: (0..100) npoueH-

TOB;

flap_interval:

(0..100)/0 npoueHTOB;
severity: (emerg, alert,
crit, err, warning, no-
tice, info, debug)/alert

3agatb nopor ans obvema ceobogHoM namaTv RAM.

- index — NPoOW3BO/IbHbLIV MHAEKC NOPOra;

- relation — oTHOWeEHME MeXKay 06beMom cBOBOAHON NamMATU U
NoporosbiM 3HayeHnem, Heobxogumoe ans cpabaTbliBaHMA NO-
pora;

- value — 3HayeHWe Nopora;

- flap_interval — 3HaueHuWe, onpeaenstoLee MOMEHT BOCCTAHOB-
NeHuns nopora nocse cpabaTbiBaHuMs;

- severity — ypoBeHb BaXHOCTU TPanos A1 3TOro nopora;

- notify — BK/lOYaeT/OTKNOYAET OTNPABKY TPanoB o cpabaTbiBa-
HWW Nopora;

- recovery-notify — BK/lOuaeT/oTK/lO4aeT OTNPaBKY TPAnoB O BOC-
CTaHOB/IEHMM Nopora.

Y4anuTb NOpor ¢ 3afaHHbIM UHAEKCOM.

sensor threshold fan
fan_num unit-id unit_id in-
dex index relation value
[flap-interval flap_interval]
[severity level] [notify {ena-
ble | disable}] [recovery-
notify {enable | disable}]

no sensor threshold fan
fan_num unit-id unit_id in-
dex index

fan_num: (1..63);
unit_id: (1..8);
index:
(0..4294967295);
relation: (greater-than,
greater-or-equal, less-
than, less-or-equal,
equal-to, not-equal-to);
value: (0..1000000000)
060p0oTOB/MUH;
flap_interval:
(0..1000000000)/0
060pOTOB/MUH;
severity: (emerg, alert,
crit, err, warning, no-
tice, info, debug)/alert

3apaTb Nopor ANA AaTYMKa CKOPOCTU BPaLLEHUA BEHTUAATOPA.

- fan_num — Homep BEHTUAATOPA;

- unit_id — Homep IOHWUTA, Ha KOTOPOM HAXOLMUTCA BEHTUNATOP;

- index — NPOU3BO/IbHbIN MHAEKC NOPOra;

- relation — OTHOLIEHWE MeXAY CKOPOCTbIO BPALLLEHUA BEHTUANA-
TOpa M NOPOroBbIM 3HaYeHMEM, Heobxoanmoe i cpabaTbiBaHUA
nopora;

- value — 3Ha4yeHue Nopora;

- flap_interval — 3HayeHue, onpegenatoLLee MOMEHT BOCCTaHOB-
NleHnsA nopora nocne cpabaTbiBaHusA;

- severity — ypOBeHb Ba)*XHOCTU TPanoB A/1a 3TOro nopora;

- notify — BK/loYaeT/OTKNOYAET OTNPABKY TPanos o cpabaTbiBa-
HWKW Nopora;

- recovery-notify — Bk/il0o4aeT/0TKAOYaeT OTNPABKY TPanos O BOC-
CTQHOBNEHMM Nopora.

YAanuTb NOPOr € 3aaHHbIM UHAEKCOM ANA BeHTUAATOpa fan_num
Ha IOHUTe unit_id.

sensor threshold thermal-

sensor sensor_num unit-id

unit_id index index relation
value [flap-interval flap_in-
terval] [severity level] [no-

tify {enable | disable}] [re-

covery-notify {enable | dis-
able}]

no sensor threshold ther-
mal-sensor sensor_num
unit-id unit_id index index

sensor_num: (1..63);
unit_id: (1..8);
index:
(0..4294967295);
relation: (greater-than,
greater-or-equal, less-
than, less-or-equal,
equal-to, not-equal-to);
value: (-1000000000..
1000000000) °C;
flap_interval:
(0..1000000000)/0 °C;
severity: (emerg, alert,
crit, err, warning, no-
tice, info, debug)/alert

3afaTb Nopor ANs AaTyMKa TeMNepaTypbl.

- §ensor_num — HoMep TepMOAATUMKa;

- unit_id — Homep IOHWUTA, Ha KOTOPOM HAXO4MUTCA TEPMOLATUMK;

- index — NPOW3BO/bHBIN MHAEKC NOPOra;

- relation — OTHOLWWEHME MEXKAY TEMMNEPATYPON U NOPOrOBbIM 3Ha-
yeHnem, Heobxoaumoe ana cpabaTbiBaHWUA NOPOra;

- value — 3Ha4yeHue nopora;

- flap_interval — 3Ha4YeHue, onpeaenstoLLee MOMEHT BOCCTAaHOB-
NleHnA nopora nocne cpabatbiBaHUA;

- severity — ypOBeHb Ba)*XHOCTU TPanoB A/1a 3TOro nopora;

- notify — BkAtoYaeT/oTK/IIOYAET OTNPABKY TPanos o cpabaTbisa-
HWUW Nopora;

- recovery-notify — BK/louaeT/oTKAO4aET OTNPABKY TPanoB o BOC-
CTaHOBNEHMM NOpora.

YAanuTb Nopor ¢ 3a4aHHbIM UHAEKCOM A4 TepmogaTymKa sen-
SOr_num Ha toHuUTe unit_id.

storage threshold index in-
dex interval relation value
[flap-interval flap_interval]
[severity level] [notify {ena-
ble | disable}] [recovery-
notify {enable | disable}]

no storage threshold index
index

index:
(0..4294967295);
relation: (greater-than,
greater-or-equal, less-
than, less-or-equal,
equal-to, not-equal-to);
value: (0..100) npoueH-
TOB;
interval: (0..100)/0
NPOLEHTOB;
severity: (emerg, alert,
crit, err, warning, no-
tice, info, debug)/alert;

3apaTb nopor ana o6bema cBobogHOM NamaTh Ha N3Y.

- index — Npoun3BO/IbHbINA MHAEKC NOPOra;

- relation — oTHOWeEHMeE mexKay o6bema cBOOOAHOM NamATU U Mo-
pPOroBbIM 3HaYeHnem, Heobxoanmoe A cpabaTtbiBaHWA NOPOra;

- value — 3HayeHuWe nopora;

- flap_interval — 3HaueHune, onpeaenstoLee MOMEHT BOCCTAHOB-
NleHnA nopora nocne cpabaTbiBaHUA;

- severity — ypOBeHb Ba’KHOCTU TPanos A/ 3TOro nopora;

- notify — BK/IlOYaeT/OTKNIO4aET OTNPaBKY Tpanos o cpabaTbiBa-
HWUW nopora;

- recovery-notify — BK/louaeT/oTK/lO4aET OTNPABKY TPanos O BOC-
CTaHOBNEHMM nopora.

Y4anunTb Nopor ¢ 3a4aHHbIM UHAEKCOM.

Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5410-48, MES5500-32 89




HELTEX

reset-button {enable | disable
| reset-only}

-/enable

HacTpoiika peakuumn KommyTaTopa Ha HaxaTie KHOMKM F.

- enable — npu HaXaTK Ha KHOMKY A/MTEeNbHOCTbIO MeHee 10 cek,
NpoOUCXoAuT nepesarpyska yCTPOMCTBA; NPU HaXXaTUM Ha KHOMKY
anvTenbHocTblo 6onee 10 cek, npoucxoamT cbpoc ycTpoicTea 40
3aBOACKOM KOHPUrypaLumm;

- disable — He pearupoBaTb (0TKNtOUYEHA);

- reset-only — To/1bKO Nepesarpyska.

system forwarding resources
mode {mid-I3-mid-12 | min-I3-
max-12}

mode:
mid-13-mid-I2,
min-13-max-12/
mid-13-mid-I2

YcTaHOBUTb
mid-13-mid-12:
- 06bvem Tabanubl MAC po 128K agpecos;
- 06bem Tabanupl FIB go 288K mappyTos;
- 06bem Tabanupl ARP go 64K 3anucei.
min-13-max-12:
- 06bvem Tabanubl MAC po 256K agpecos;
- 06bem Tabanupl FIB ao 16K mappyTos;
- 06bem Tabanupl ARP go 96K 3anucei.
’ | KomaHaa noapep)xaHa Tonbko Ha MES5410-48 wu
H MES5500-32.

pexum pacnpegeneHus  annapaTtHbiX  Pecypcos

I | Hactpoiika BCTYNUT B cUNy TOJ/IbKO NOCNE nepe3arpys3ku
H ycTpoicTBa.

no system forwarding
resources

YCTaHOBUTb PEXMM pacnpeseneHns annapaTHbIX PecypcoB Mo
YMOIYaHUIO.

5.5 KomaHpgbl 4NA HACTPOMUKM NapamMeTPOoB ANA 3a4aHUA naponei

[aHHbIN KOMMNIEKC KOMaHA NpeAHasHaYeH Ans 3a4aHMA MUHUMANbHOM CNIOXKHOCTU Napoif, a TaKke
ONA 334aHMA BPEeMEHMU AeNCTBMA Napons.

KomaHObI pexcuma 2a06anab6Hol KoOHpuU2ypayuu

3anpoc KOMaHAHOM CTPOKM B pexxume rnobanbHo KOHOUTYpaLMN MMeET CAeayioLWnin BUA,;

console (config) #

Tabauua 46 — KomaHabl ynpaBaeHWsA CUCTEMOM B perKMMe rnobanbHOM KOHUrypaLmm

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aelicmeue

passwords aging age

no passwords aging

age: (0..365)/180 aHei

3apaet Bpems KM3HWU naponei. Mo UcTeYeHUM 3a[aHHOrO CpPOKa
6yaeT NpeaNoXeHo CMeHUTb Naposb. 3HadeHue 0 roBOpUT O TOM,
YTO BpEMS WU3HM Naposelt He 3a4aHo.

BoccTaHaBnvMBaeT 3HavYeHMe No YMOTHAHUIO.

passwords complexity enable

no passwords complexity
enable

-/BbIK/IOYEHO

BkatouaeT orpaHuyeHue Ha dopmat napons.

BbIkntouaeT orpaHuyeHve Ha dopmat napons.

passwords complexity
min-classes value

no passwords complexity
min-classes

value: (0..4)/3

BKAlouaeT orpaHuyeHue, 3ajatoliee MUHUMaNbHOE KOJIMYECTBO
K/1IaCCOB CMMBOJIOB (CTPOYHble ByKBbI, 3arnaBHble ByKBbl, LMPbI,
CUMBO/bI).

BoccTaHaBnvBaeT 3HayeHue no YMONYaHUIO.

passwords complexity
min-length value

no passwords complexity
min-length

value: (0..64)/8

BkitouvaeT orpaHMyeHne Ha MMHMMAJIbHYIO AJIMHY NaponA.

BoccTaHaBivMBaeT 3HavYeHMe No YMOTHAHMUIO.

passwords complexity
no-repeat number

no passwords complexity
no-repeat

number: (0..16)/3

Bkntouvaet OorpaHunyeHue, 3adaroulee MakCMMaslbHOE KO/IMYecCTBO
nocnenoBaTe/ibHO NOBTOPAKOLWMXCA CUMBO/1IOB B HOBOM Mapone.

BocctaHaBnvBaeT 3HayeHue no YMONYaHUIO.
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passwords complexity 3anpewwaeT Npu CMeHe Naposif UCMOJ/Ib30BaTb B KayecTse HOBOrO
not-current CTapbii.
- -/enabled —
no passwords complexity PaspeluaeT MCNONb30BaTh CTapblii Naposib MPU CMEHE.
not-current
passwords complexity 3anpeLaeT UCMNO/b30BaTh B KAa4eCTBe Napo/isa UMA Noab30oBaTe N .
not-username
- -/enabled
no passwords complexity PaspeluaeT UCNo/1b30BaTb B KAaYeCTBE Naposis UMA NoJib30BaTens.
not-username
passwords lockout value 3afaeT orpaHMYeHMe Ha KOIMYECTBO HEBEPHbIX MOMbITOK BXOAA Ha
| KommyTaTop. Mocne nocnegHein HenpaBM/IbHOM MOMbITKA BBECTM
value:
napoAb nosib3oBaTens 610KMpyeTcA.
(1..5)/BbIKNtOYEHO
no passwords lockout BbIK/NIOYAET OrpaHMYeHNEe Ha KOJIMHYECTBO HEBEPHBIX MOMbITOK BXO-
aa.

Tabnnua 47 — KomaHabl ynpasneHus cuctemon B pexkmme Privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue

Aelicmeue
10 yMOAYAHUIO

show passwords configuration

- OTo6parkaeT MHGopmaumio 06 orpaHMYEHUAX Ha NAPOM.

set username name active

Pa36iokupyeT nonb3osaTens, 3ab610KMPOBAHHOTO Mocie Heyaau-

name: (1..20) cumBosioB
HbIX MOMbITOK BXOA4a HAa KOMMYyTaTOp.

5.6 Pab6ora c paitnamm

5.6.1 OnucaHue apeaymeHmos KOMAaHO

Mpu ocylecTBNeHNN onepaunin Hag, dalinamu, B KauecTBe apryMeHTOB KOMaH/, BbICTynatoT agpeca
URL — onpegenutenn MecTOHaxoxaeHua pecypca. OnucaHuWe KAYEBbLIX CA0B, WCNO/b3yembiX B
onepaumax, npuseaeHo B Tabaunue 48.

Tabnumua 48 — CNUCOK KAKOYEBbIX CIOB U UX ONMcaHue

Knrouesoe cnoso

OnucaHue

flash://

McxoaHbIV afpec v afpec MecTa HasHaueHus A SHEPTrOHE3aBUCUMOM NaMATU. IHeproHesasu-
CUMasn NamATb UCNOb3YeTCs NO ymonyaHuto, ecam agpec URL onpenener 6e3 npedukca (npeduk-
camu asnstotca: flash:, tftp:, scp:...).

running-config

Paiin TekyLen KOHOUrypaumm.

mirror-config

Konusa dalina Tekyliein KoHourypaumm.

startup-config

®aiin nepBoHa4YanbHON KOHbUIypauuu.

active-image

daiin c akTMBHbIM 0bpasom.

inactive-image

daiin c HeaKTMBHLIM 06pasoMm.

tftp://

UcxopHbI agpec unv agpec mecta HasHadyeHua ana TFTP-cepsepa.
CuHTakcuc: tftp://host/[directory/] filename vrf name.

- host — IPv4-agpec unm ceTeBoe MMs yCTPOMCTBA;

- directory — KaTanor;

- filename — vma daiina;

- name — Ha3BaHwue vrf.

V Ecam vrf He ucnonbsyeTca, KomaHay vrf name Mo}Ho He YKa3blBaTb.

scp://

McxoaHblvi agpec nnm agpec Mecta HasHayeHus ans SSH-cepsepa.
CuHTakcuc: scp://[username[:password]@]host/[directory/] filename
- username — UMA Nonb30BaTeNs;

- password — naponb NoNb30BaTeNs;

- host — IPv4-agpec unm ceTeBoe MMA yCTPOMCTBA;

- directory — KaTanor;

- filename — vims daiina.

logging

daiin c uctopreit KomaHa,
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5.6.2 KomaHObI 0na pabomei ¢ halinamu

3anpoc KomaHAHoM cTpoku B pexmme Privileged EXEC umeeT cnegytowmii sua;:

console#

Tabnunua 49 — KomaHabl ans pabotbl ¢ dannamm B pexkmme Privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aeiicmeue

copy source_url
destination_url

copy source_url
running-config

copy running-config
destination_url

copy startup-config
destination_url

source_url: (1..160)
CMMBOJIOB;
destination_url: (1..160)
CMMBOJIOB;

KonuposaHue ¢aitna ns MectonosioxKeHns UCTOYHUKA B MECTOMNo-
NOXKEeHWe HasHavyeHus.

- source_url — mecTononoxKeHune Konvpyemoro ¢aiina;

- destination_url — appec mecTa Ha3Ha4yeHus, Kyaa daiin byaeT cko-
nMpoBaH.

KonupoBsaHue dalina KoHoUrypauum c cepBepa B TEKYLLYHO KOHOK-
rypaumio.

CoxpaHeHue TeKyLLei KoHbUrypauum Ha cepeepe.

CoxpaHeHwue nepBoHavYanbHOM KOHUrypaLmm Ha cepsepe.

copy running-config
startup-config

CoxpaHeHwue TeKyLel KoHPUrypaumm B nepBoHayasbHy0 KOHOUry-
pauuto.

copy running-config file

CoxpaHeHue TeKyuwielh KOHOUrypauuum B 3a[aHHbIA pe3epBHbIA
daiin KoHduUrypaumm.

copy startup-config file

CoxpaHeHWe NepBOHaYaIbHOM KOHPUIypaLMKM B 3a4aHHbIV pe3epB-
Hbli1 dan KoHbUrypauuu.

boot config source_url

KonupoBsaHue daiina KoHdurypauum c cepsepa B ¢alin nepsoHa-
YanbHOM KOHOUTypauum.

dir [flash:path | dir_name]

OTobparkaeT cn1coK $aiioB B YKazaHHOM KaTasiore.

more {flash:file |
startup-config |
running-config |
mirror-config | active-image
| inactive-image | logging |

file}

file: (1..160) cumsonos

OTobpaxkaeT cogepxumoe danna.

- startup-config — oTobparkaeT coaepxunmoe daina nepsoHavanb-
HOW KoHUrypaumu;

- running-config — otobparkaet cogeprkumoe daina TekyLLen KoH-
durypauum;

- flash: — oTob6pakaet palinbl ¢ Ppnew-namaTi ycTpomncTea;

- mirror-config — otobpakaer cogepxumoe daina TeKywen KoH-
durypaumum ¢ 3epkana;

- active-image — otTobpakaeT Bepcuto Tekyuiero ¢alina obpasa MNO.
- inactive-image — otobparkaeT Bepcuio HeaKTuBHOro ¢darina ob-
pa3a MO0.

- logging — oTobpaxkaeT cogepkunmoe daina xKypHana.

- file — uma daina.

.’ ®aiinbl otobpakartca B popmare ASCII.

delete ur/

Ypanenue ¢aiina.

delete startup-config

Ypanenus ¢aiina nepBoHayabHOW KOHOUTypauuu.

boot system source_url

KonupoBsaHue daitna MO c cepBepa B HEaKTUBHY 061acTb NamaATH
Ha mecTo pe3sepsHoro MO.

boot system inactive-image

3arpysuTbCca ¢ HeakTUBHOrO 0bpasa MO.
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show {startup-config |
running-config} [brief |
detailed | interfaces
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | oob | port-channel
group | vlan vian_id | tunnel
tunnel_id | loopback
loopback_id}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);

vlan_id: (1..4094);
tunnel_id: (1..16);
loopback_id: (1..64)

OTobpakaeT cogeprkumoe daiina nepBoHa4yabHON KOHGUTYpaLUm
(startup-config) unu Tekywei KoHpurypaumm (running-config).

- interfaces — KoHdUrypauus nHTepdeicos KommyTaTopa - pusnye-
CKux MHTepdeicos, rpynn uHtepdeiicos (port-channel), VLAN-uH-
Tepdeiicos, oob-nopTta, UHTepdelica 3aMblkaHUA Ha cebs, TyHHe-
nen.

Cnepytowme onuum JOCTYNHbI NPU BbiBOAE TeKyLlel KoHoUrypa-
uuu:

- brief — BbIBOA, KOHUTYpaLMKM 6€3 ABOUYHBIX AaHHbIX, HANPUMED,
SSH u SSL kntouen.

- detailed — BbIBOA KOHOUIYpALUK C BKNHOYEHUEM ABOMYHbIX AaH-
HbIX

show bootvar

MoKa3blBaeT aKTUBHbIN dalin cuctemHoro MO, KOTOPbI YCTPONCTBO
3arpyykaeT npu 3anycke.

write [memory]

CoxpaHeHue TeKylwen KoHourypauum B daiin nepBOHaYasbHOM
KOHUrypaumm.

boot license source_url

3arpysuTb Ha yCTPOICTBO dana ANLEHIUN.

delete license [ word |

YpanuTb ¢ yCTPOMCTBA BCE YCTaHOB/EHHble Gailbl IMLEH3IUNA.
- word — yKa3aTb Uma ¢alina AMUEH3UKU, KOTOPbIN A0NXKEH ObiTb
yaaneH.

rename url new_url

url, new_url: (1..160)
CMMBOJI0B

MN3meHeHne umenu daiina.
- url — Terywee uma daina;
- new-url — HoBoe nmsa danna.

’ | Cepep TFTP He MOKeT 6biTb agpPecomM MCTOYHMKOM M aAPEcOM Ha3HauyeHUsa ANA OAHOW

vl

KOMaHAbl KONUpPOBaHUA.

[pumepbl UC016308AHUA KOMAHO

e  Ypaanutb ¢pann test U3 sSHEProHE3aBUCMMON NAMATU:

console# delete flash:test

Delete flash:test?

[confirm]

Pe3ynbTaT BbINONHEHUA KOMAHAbI: MOCAEe NOATBEPKAEHUA dalin byaeT yaaneH.

5.6.3 KomaHObI 0518 pe3epsupoeaHus KOHguz2ypayuu

B paHHOM pasgene onucaHbl KOMaHAabl, NpefHas’HayeHHble ANnA HaCTpOﬁKM pe3epBnpoBaHNA

KOHdUrypaLmm no TaiMmepy MAN NPU COXpaHeHUN TeKyLen KoHPurypaumm Ha flash-Hakonutene.

KomaHObI pexcuma 2a06aab6Hol KOHGuU2ypayuu

3anpoc KOMaHAHOM CTPOKM B pexkume rnobasbHon KoHOUrypaumum MMeeT cieyoLWnin BUA:
console (config) #

Tabnnuya 50 — KomaHabl ynpaBaeHus cucteMom B pexkmme rnobanbHol KoHpurypaumm

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

backup server server YKa3zaHue cepBepa, Ha KOTopbIli 6yaeT NponM3BoAUTLCA pesep-
BUpOBaHMe KoHOUrypauun. CTpoka B popmaTte
«tftp://XXX XXX XXX XXX» nnan

«scp://[[username][:[password]]@]host»

server: (1..22) cum-
BO/IOB

no backup server YpaneHue cepsepa 415 pe3epBUMpPOBaHUS.

backup path path YKasaHue nyTu pacnonoxkeHua ¢aina Ha cepsepe n npeduKkca
path: (1..128) cum- daiina. Mpu coxpaHeHnn K npedukcy byaer fo06aBNATLCA TEKY-
BO/I0B Wwan AaTta v Bpema B popmate rrrrmmaay4mmec.
no backup path YaaneHue nytv gns pesepBupoBaHma.

Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5410-48, MES5500-32 93



HELTEX

backup history enable / BKNHOUMTbL COXpaHEHUE UCTOPUM Pe3epPBHbIX KOMUIA.
-/BbIKOYEHO
no backup history enable OTK/IOYUTL COXPAHEHME UCTOPUMN Pe3epPBHbIX KOMUNA.
backup time-period timer " YKaszaHue NpomexKyTKa BpeMeHU, NO UCTEeYEHUN KOToporo by-
imer:
[eT OCYLLLeCTBAATLCA aBTOMATUYECKOe pe3epBUPOBaHME KOHOU-
(1..35791394)/720
rypauum.
- - MMH
no backup time-period BoccTaHaB/MBaEeT 3HaYeHMeE N0 YMONYAHUIO
backup auto BkatoyeHMe aBTOMATUYECKOro pe3epBUMPOBAHUA KOHUrypa-
-/BbIK/IOYEHO TR
no backup auto YCcTaHOBKa 3HaYeHMA N0 YMONYAHUIO.
backup write-memory Bk/toueHne pesepBUpoBaHNA KOHOUTYpPaLMKU NPU COXPAHEHUM
-/BbIKNOYEHO nosib3oBaTenem KoHpurypaumm Ha flash-Hakonutens.
no backup write-memory YcTaHOBKa 3HaY€HUA N0 YMONYaHUIO.

Tabnunua 51 — KomaHabl ynpaBneHus cuctemon B pexkmme Privileged EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymon4aHuio
show backup ) OTobparkaeT MHGOPMALMIO O HAaCTPOIKax pe3epBMPOBaHUA KOH-
durypauum
show backup history ) OTobparkaeT UCTOPMIO YCMELLHO COXPAaHEHHbIX HA cepBep KOHPU-
rypauum.

5.6.4 KomaHOblI 019 asmomamu4yecko2o0 06HosneHUA U KOHgu2ypayuu

[pouyecc asmomamu4eckoz2o 0b6Ho8neHUA

KommyTaTop 3anycKkaeT npouecc aBToMaTuyeckoro obHosneHus, 6asmpytowmiica Ha DHCP, ecam oH
BK/OYEH W umA TeKkcToBoro ¢anna (DHCP-onuma 43, 125), copepkawero mmsa obpasa MO, 6bino
npegocrtasneHo cepsepom DHCP.

Mpouecc aBTomaTUyecKoro 06HOBNEHNA COCTOUT M3 cnegyrowmx asTanos:

1. KommyTaTop 3arpyKaeT TeKCTOBbIN $pain U ynTaeT us Hero nmsa daina obpasa MO Ha TFTP-cep-
Bepe;

2. KommyTaTtop ckaumBaeT nepsbiit 610K (512 6aliT) obpasa MO c TFTP-cepBepa, B KOTOPOM CO-
aepxutca sepcma lMO;

3. KommyTaTop cpaBHUBaeT Bepcuto dpaina obpasa MNO, nonyyeHHoro ¢ TFTP-cepBepa, c Bepcuei
aKTMBHOro obpasa MO KommyTaTopa. Ecnm oHM oTAMYatoTCA, KOMMYTATOP 3arpy»Kaet ob6pas Mo
¢ TFTP-cepBepa BMeCTo HeakTMBHOro obpasa MO KommyTaTopa U AenaeT AaHHblit 06pas akTmB-
HbIM;

4. Ecnv o6pas MO 6bin 3arpyKeH, To KOMMYTaToOp NepesarpyrkaeTcs.

[Mpouyecc asmomamu4ecko20 KOHGU2YPUPOBAHUSA

KommyTaTop 3anmycKaeT NpoLecc aBTOMaTUYECKOro KOHPUrypupoBaHus, basupytowmiica Ha DHCP,
NP BbINOJIHEHUN CEAYHOLWMX YCIOBUIA:

— B KOHOUIrypauuu paspelleHo aBTOMaTMYeCKoe KOHOUIypupoBaHue;

— otBer DHCP-cepBepa coaepxut IP-agpec TFTP-cepsepa (DHCP-onuma 66) u uma daiina
KoHourypaumm (DHCP-onuma 67) B popmate ASCIL.

’ MonyuyeHHbIN paitn KoHPUrypaumum gobasnseTca K TeKywei (running) KoHpurypauum.
-
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KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

3anpoc KOMaHAHOM CTPOKM B pexkmme rnobanbHoOM KOHPUTypauum MMeeT caeayowmii Bua,:

console (confiqg) #

Tabnnua 52 — KomaHabl ynpaBaeHWs CUCTEMOM B perKMMe rNob6anbHOM KOHPUrypaLmm

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

boot host auto-config

BK/loueHMe aBTOMATMYECKOM KoHdUrypauuu, H6asupytolleiica Ha
DHCP.

no boot host auto-update

- -/BKAtOYEHO — —
no boot host auto-config BbIKNtOUEHME aBTOMATUYECKOM KoHbUrypauum, basmpyoLleics Ha
DHCP.
boot host auto-update Bk/itoueHne aBTOMaTtMyeckoro obHosneHus MO, Hasupytouierocs
Ha DHCP.
-/BKAtOYEHO

BblIKAtOueHMe aBToMaTnyeckoro o6HosneHua MO, 6asupytolieroca
Ha DHCP.

KomaHObl pexcuma Privileged EXEC

3anpoc KomaHgHOM cTpoKK B pexume Privileged EXEC nmeeT cneayrowmin Bua;

console#

Tabnunua 53 — KomaHabl ynpaBneHus cuctemomn B pexkmme Privileged EXEC

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

show boot

MPOCMOTP HAcTPOEK aBTOMaTUYECKOro 06HOBAEHUA U KOHdUrypa-
umu.

o [lpumep KoHPurypaumm ISC DHCP Server:

option image-filename code 125 = {
unsigned integer 32,

35265 (Eltex)
#data-len.

#fenterprise-number.

VoeHTUOMKaTOP NPOM3BOOMUTEJNIsI, BCeIIa paBeH

unsigned integer 8, InuHa BCexX IaHHBIX OILMUMA.
option-data + 2.

unsigned integer 8, #sub-option-code.

unsigned integer 8,

text

Kon nomonuwum,

#sub-option-data.
obpaza IO
}i

host mes2124-test {
hardware ethernet a8:£f9:4b:85:a2:00;
filename "mesXXX-test.cfg";

banna,
next-server 192.168.1.3; #IP-ampec
fixed-address 192.168.1.36; #IP-ampec

PaBHa OJMHE CTPOKM sub-—

BCeTrzma paBeH 1
#sub-option-len. [nmHa cTpoku sub-option-data
VMg TexCcTOBOTO OGania,

comepxamero mM4Aa

#mac-ampec koMMyTaTopa
#rMsa KOHQUIYypaLMM KOMMyTaTopa
option image-filename 35265 18 1 16 "mesXXX-401.

ros"; #1IMS TEKCTOBOTO
comepxamero mMmsa obpasa IO
TFTP cepsepa

KOMMyTaTopa
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5.7 HacTpoiKa CUCTEMHOro BpeMeHHU

/ Mo ymonuyaHuio aBTOMaTUYECKUIA nepexos Ha NieTHee Bpems OCYLLEeCTBAAETCA B COOTBET-
cTBUM co ctaHgapTamu CLLUA n Esponbl. B KoHdUrypauum moryT 6biTb 3agaHbl tobble pgaTta
M Bpema ANA nepexoaa Ha JieTHee Bpems U obpaTHo.

KomaHObi pexcuma Privileged EXEC

3anpoc KomaHaHoM cTpoku B pexume Privileged EXEC umeeT cnegytowmii sua;:

console#

Tabnunua 54 — KomaHabl HACTPOMKM CUCTEMHOTO BpeMeHU B pexxume Privileged EXEC

month: (Jan..Dec);
year: (2000..2037)

Komanda 3Ha4yeHue/3Ha4yeHue Neiicmeue
o ymMmon4aHuio
clock set hh:mm:ss day month hh: (0..23); PyyHasa ycTaHOBKa CMCTEMHOro BpemeHW (KOmMaHAa A[OoCTynHa
year mm: (0..59); TONIbKO ANA NPUBUAETMPOBAHHOIO NO/b30BaTENSA).
clock set hh:mm:ss month day ss: (0..59); - hh —4acbl, MM — MUHYTbI, SS — CEKYHAbI;
year day: (1..31); - day — peHb; month — mecsu,; year — rop,

show sntp configuration
[ vrf {vrf_name | all}]

vrf_name:(1..32)
C“MBO/I0B

MokasbiBaeT KoHGUrypauuio npotokosa SNTP.
- vrf_name — vma BUPTYaNbHOM 061acTU MapLIpyTU3ALUM.

show sntp status
[ vrf {vrf_name | all}]

vrf_name:(1..32)
CUMBOJI0B

Moka3biBaeT cTaTyc npoTtokoaa SNTP.
- vrf_name — vma BUPTYanbHOM 061acTn MmapLipyTnsaumm

KomaHOwbl pexcuma EXEC

3anpoc KoMaHgHOW CTPOKK B pexxkmnme EXEC umeeT cneayowmin Bua;

console>

Tabnunua 55 — KomaHAbl HACTPOMKKM CUCTEMHOTO BpeMeHU B pexxnme EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show clock

show clock detail

lNoKa3biBaeT cuctemHoe Bpema u gaty.

JonoaHutenbHo 0T06pa>+(aeT napameTpbl 4aCcoBOro noAca u nepe-
X04a Ha netHee Bpema.

KomaHObI pexcuma 2a06asab6Hol KoOHpuU2ypayuu

3anpoc KOMaHAHOM CTPOKM B pexknume rnobanbHoM KOHPUIypauum MMeeT cneayowmii Bua;

console (config) #

Tabanua 56 — CNMCoK KomaHA, AN1A HAaCTPOMKN CUCTEMHOTO BPEMEHU B pPeXKmnme rnobanbHoi KoHdMrypauum

KomaHda

3HayeHue/3HayeHue
Mo yMoA4YaHuo

Aelicmeue

clock source {sntp | browser}

no clock source {sntp |
browser}

-/BHELHWUIA UCTOUHUK
He ucnonb3yetcs

Mcnonb3oBaHWe BHELWHEro NCTOYHUKA A1 YCTaHOBKU CUCTEMHOIO
BPpEMEHMN.

3anpeu.|,aeT MCNONb30BaHNE BHeELWHero NCTOYHUKa ONA yCTaHOBKU
CUCTEMHOIO BpeEMEHMN.
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clock timezone zone
hours_offset [minutes
minutes_offset]

no clock timezone

zone: (1..4) cumsonos/
HeT onmncaHus 30HbI;
hours_offset:
(-12..+13)/0;
minutes_offset:
(0..59)/0;

YcTaHaBAMBAET 3HAYeHMe YacoBOro nosca.

- zone — cnoBo, chopMMpoBaHHOE U3 NepBbiX BYKB ClOBOCOYETa-
HMA, KOTOPOE OHO 3aMeHSAET (onucaHme 30HbI);

- hours-offset —yacoBoe cmelLLeHNe OTHOCUTENBHO HY/IEBOTO MEPU-
anana UTGC;

- minutes-offset — MMHYTHOE CMeLl,eHNe OTHOCUTENIbHO HY/1IeBOTO
mepuamaHa UTC.

YcTaHaBAMBaAET 3HaUYeHWe No YMONYaHUIO.

clock summer-time zone date
date month year hh:mm date
month year hh:mm [offset]

clock summer-time zone date
month date year hh:mm month
date year hh:mm [offset]

clock summer-time zone
recurring {usa | eu | {first |
last | week} day month hh:mm
{first | last | week} day month
hh:mm} [offset]

no clock summer-time

zone: (1..4) cumsona/
HeT OnNncaHuaA 30HbI;
date: (1..31);
month: (Jan..Dec);
year: (2000 ..2037);
hh: (0..23);
mm: (0..59);
week: (1-5);
day: (sun..sat);
offset: (1..1440)/60
MWH;
Mo ymon4yaHuo
nepexog, Ha feTHee
BpeMS BbIK/OYEH

3apaeT faty M Bpema 418 aBTOMAaTUYECKOro nepexoga Ha seTtHee
Bpems 1 BO3BpaTa 0b6paTHO (414 onpeaeneHHoro roga).

MepBbiM B KOMaHAE YKa3bIBAaETCA ONUCAHME 30HbI, BTOPbIM BpeEMSs
014 Nepexona Ha nNeTHee BPpems 1 TPeTbUM BPeEMA A/1A BO3BpaTa.

- zone — cnoBo, chpopmMMpoBaHHOE U3 NepBbiX BYKB CNOBOCOYETa-
HWS, KOTOPOE OHO 3aMeHsEeT (ONncaHue 30Hbl);

- date —uncno;

- month — mecsu;

- year —rop;

- hh —y4acbl, mm — MUHYTbI;

- offset — KONNYECTBO MUHYT, f,O0HaBAAEMbIX NPU NEepexoae Ha feT-
Hee Bpems.

3afaeT Aaty U Bpems 418 aBTOMATUYECKOro nepexosa Ha JeTHee
BpeMsA 1 BO3BPaTa 06paTHO B PEXKMME EXKETOLHO.

- zone — cnoBo, cPOpPMMpPOBaAHHOE U3 MepBbiX BYKB CNOBOCOYETA-
HWA, KOTOPOE OHO 3aMeHseT (onMcaHue 30Hbl);

- usa — yCTaHOBMTb NPaBWIA Nepexosa Ha SIeTHee Bpems, UCMO/b-
3yemble B CLUA (nepexop, BO BTOpOe BOCKpeceHbe mapTa, 0bpaTHO
B NMepBOe BOCKpeceHbe HOADGpA, B 2 Yaca yTpa MO MeCTHOMY Bpe-
MeHMU);

- eu — yCTaHOBMUTb NPaBu/Ia Nepexoaa Ha ieTHee Bpems, UCMNOo/b3y-
emble EBpocoto3om (nepexos B nociegHee BOCKPECEHbe MapTa,
06paTHO B NocnegHee BOCKpeceHbe OKTAbPA, B 1 yac yTpa no MNpux-
Budy);

- hh —4acbl, mm — MUHYTbI;

- week — Hepena mecaua;

- day — peHb Hepenw;

- month — mecsu;

- offset — KonnuecTBo A06aBAAEMbIX MUHYT NPU Nepexone Ha NneT-
Hee Bpems.

OTK/IlOYaeT aBTOMaTUYECKUIA nepexoj Ha neTHee spema.

(1..4294967295);
Mo ymon4yaHuio

sntp authentication-key number: YcTaHaBAMBAET K/OY MPOBEPKU MNOAJMHHOCTA A1A MNPOTOKONa
number md>5 value (1..4294967295); SNTP.
encrypted sntp value: (1..32) - number — Homep KAtoua;
authentication-key number CMMBOJI0OB; - value — 3HaYeHne KNoua;
md5 value Mo ymonyaHutio - encrypted — 3a4aTb 3HaYeHWe KNtoYa B 3aWMdpPoOBaHHOM BUAE.
no sntp authentication-key nposepka Ypanaer KN4y NpoBepKu NOANMHHOCTM ans npotokoaa SNTP.
number noa/IMHHOCTN
OTKNOYEHa
sntp authenticate -/npoeepka TpebyeT NpoBepKy NOAANHHOCTM AN NOAYYEHUsA MHPOPMaLUKN OT
NOANIMHHOCTU He NTP-cepBepos.
no sntp authenticate TpebyeTca YcTaHaBAMBaeT 3Ha4YeHne No yMOYaHUIo.
sntp trusted-key key_number key_number: OcyuiecTBasET NPOBEPKY NOAJMHHOCTU CUCTEMBI, OT KOTOPOM CUH-

XpoHU3upyeTca c nomoupto SNTP no 3agaHHOMY Katouy.
- key_number — Homep Kntova.

no sntp anycast client enable

no sntp trusted-key npoBepKa YcTaHaBAMBAET 3HAaYEHME MO YMOMYAHMIO.
key_number NoA/IMHHOCTKN
OTK/OYEHa
sntp broadcast client enable PaspewaeT paboTy wupokosewaTenbHbix SNTP-KnMeHTOB.
both | ipv4 | ipv6
{ | ipv4 | ip }, -/3anpeLyeHo
no sntp broadcast client YcTaHaBAMBAET 3HAaYEHME MO YMOMYAHMIO.
enable
sntp anycast client enable Paspewaet paboty SNTP-KivMeHTam, MoALEPKMBAOLMM METOL
both | ipv4 | ipv6 ACCbIIKM NAKeToB, NO3BOAIOWMI NOCLINATL AaHHblE BAMNKaN-
{ | ipva | ipv6} /sanpeuero p \ wy it

LIemy YCTPOMCTBY M3 rpynmnbl NOay4YaTeneu.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.
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sntp client enable
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group
| oob | vlan vian_id}

no sntp client enable
{gigabitethernet gi_port |
tengigabitethernet te_port |

gi_port: (1..8/0/1..48);
te_port: (1..32);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id (1..4094)

Paspewaet paboty SNTP-KivMeHTam, MoALeprKMBAOLMM METoZ
PaCcCbINIKM MaKeToB, MO3BOAOWMIA NOCbILNATL AaHHble BaAMNKaW-
Lemy YCTPOMCTBY U3 FPynnbl NOy4aTeNeN, a TaKXKe LMPOKOBeLLa-
TeNbHbIM SNTP-KAMeHTam ans BblbpaHHOro MHTEpdelica.

- noppobHoe onncaHne MHTepHENCOB U3N0KEHO B pasaene «KoH-
durypaumsa nHTepdpencos».

YcTaHaBAMBaET 3HauYeHWe No YMONYaHUIO.

twentyfivegigabitethernet /3anpelyeHo

twe_port |

hundredgigabitethernet

hu_port | port-channel group

| oob | vlan vian_id}

sntp unicast client enable PaspewaeT paboTy ogHoaapecHbix SNTP-KANEHTOB.

no sntp unicast client enable -/3anpeuieo YCTaHaBAMBAET 3HAYEHME NO YMONYAHUIO.

sntp unicast client poll PaspelsaeT nocnegoBaTenbHbI ONPOC 3a4aHHbIX OA4HOALPECHbIX
-/3anpeuweHo SNTP-cepBepoB.

no sntp unicast client poll

YcTaHaBAMBaeT 3HAYeHue no YMONYaHUIO.

sntp server {ipv4_address |
ipv6_address |
ipv6_link_local_address%{vian
{integer} | ch {integer} | isatap
{integer} |
{physical_port_name}} |
hostname} [poll] [key keyid]

[ vrf vrf_name]

no sntp server {ipv4_address |
ipv6_address |
ipv6_link_local_address%{vian
{integer} | ch {integer} | isatap
{integer} |
{physical_port_name}} |
hostname} [ vrf vrf_name]

hostname: (1..158)
CUMBO/IOB;
keyid: (1..4294967295);
vrf_name: (1..32)
CUMBOJI0B

3apaet agpec SNTP-cepsepa.

- ipv4_address — IPv4-appec y3na ceTv;

- ipv6_address — |Pv6-agpec y3na ceTu;

- ipv6z-address — IPv6z-agpec y3na cetu gna ping.

dopmat agpeca ipv6_link_local_address%interface_name:
ipv6_link local_address — nokanbHbI IPVv6 agpec KaHana;
interface_name — numa ucxogsiero nHTepdeiica 3agaerca B cne-
aytowem popmarte: vian {integer} | ch {integer} | isatap {integer}
| {physical_port_name}

- hostname — pomeHHOe MMA y31a ceTw;

- poll — BkAtouaeT onpoc;

- keyid — voeHTUdUKaTOP KNtoYa;

- vrf_name — uma BUPTYyanbHOM 061aCT MapLLIPYTU3ALLUW.

YpaneHue cepsepa us cnucka NTP-cepsepos.

sntp source-interface

{ gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group
| loopback loopback_id |
tunnel tn_port | vlan

vlan_id | oob} [ vrf vrf_name]

no sntp source-interface

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
loopback_id: (1..64)
tn_port: (1..16);
group: (1..128);
vlan_id: (1..4094)
vrf_name: (1..32)
CMMBOJI0B/BbIK/IOYEHO

Onpegenset IP-uHtepdeiic UCTouHUKa ana naketos NTP IPv4.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

sntp source-interface-ipvé

{ gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group
| loopback loopback_id |
tunnel tn_port | vlan
vlan_id}

no sntp source-interface-
ipvé

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
loopback_id: (1..64)
tn_port: (1..16);
group: (1..128);
vlan_id: (1..4094)
/BbIKNIOYEHO

OnpegenseT IPv6-uHTEpdENC UCTOUYHMKA anst nakeToB NTP IPv6.

YcTaHaBAMBaeT 3HaYeHne o YMONYaHUIO.
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clock dhcp timezone

-/3anpeLyeHo
no clock dhcp timezone /3anpews

PaspeluaeT nosyyeHne TakMxX AaHHbIX KaK YacoBOW NOAC U NeTHee
Bpemsa oT DHCP-cepsepa.

3anpeLyaeT NoayvyeHMA TaKMX JaHHbIX KaK YaCcoBOWM NOAC M NeTHee
Bpemsa oT DHCP-cepsepa.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

3anpoc KOMaHAHOW CTPOKM B pPeXMME KOHPUTYpaLMK MHTepdelica MMeeT cieayowmin Bua,;

console (config-if) #

Tabanua 57 — CNUCOK KOMaHA, 418 HAaCTPOMKN CUCTEMHOIO BPEMEHM B peXnume KOHOUTypaummn nHtepdenca

3HayeHue/3HayeHue

KomaHda
o ymon4aHuio

Aelicmeue

sntp client enable

-/3anpeleHo

no sntp client enable

Paspewaet paboty SNTP-KAMEHTY, KOTOPbIV NOAAEPKUBAET METOL,
PaCcCbIIKM MAKeToB, NO3BONAIOWMIA NOCLIIATL AaHHbIE YCTPOWCTBY
6MKaiwemy 13 rpynnbl NoayYaTesiei, a TakKe WNPOKOoBeLaTe b
HoMy SNTP-KnueHTy Ha HacTpamBaemom uHTepdeice (Ethernet,
port-channel, VLAN).

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

[pumepbl 8b1NMN0AHEHUS KOMAHO

e OT06pasnTb CUCTEMHOE BPEMs, AaTy U AaHHbIE MO YaCOBOM 30HE:

console# show clock detail

15:29:08 PDT (UTC-7) Jun 17 2009
Time source is SNTP

Time zone:
Acronym is PST
Offset is UTC-8

Summertime:
Acronym is PDT
Recurring every year.

Begins at first Sunday of April at 2:00.

CraTyc npouecca CMHXPOHM3aUMM BpemMeHN O0TOBPaXKaeTca C NOMOLLbIO AOMNOAHUTENbHO CUMBOAA

nepeg sHavyeHnem BpemMmeHu.

[pumep:

*¥15:29:08 PDT(UTC-7) Jun 17 2009

MCI'IOﬂb3YI-OTCﬂ cnegywouimne ob03HayeHuA:

— TOuKa (.) 03HauaeT, YTo Bpemsa AOCTOBEPHO, HO HET CUHXPOHMU3aLMK C cepBepom SNTP;
—  OTCYTCTBME CMMBOJIa O3HAYAET, YTO BPEMSA LOCTOBEPHO U CUHXPOHU3ALMA €CTb;
— 3Be3g04Ka (*) o3HayaeT, UTo Bpems HeJoCTOBEPHO.

e 334aTb AaTy M BpeMsA Ha CUCTeMHbIX Yacax: 7 mapTa 2009 roga, 13:32

console# clock set 13:32:00 7 Mar 2009
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e OTO06pasnTb cTaTyc npoTtokona SNTP:

console# show sntp status

Unicast servers:

Server
Source
Stratum
Status
Last Response
Offset
Delay

Anycast server:

Broadcast:

Clock is synchronized,

stratum 3,

10.10.10.1
Static
3

up

10:37:38.0 UTC Jun 22 2016
1040.1794181 mSec

0 mSec

reference is 10.10.10.1,

unicast

B npumepe Bblle CUCTEMHOE BPeEMA CUMHXPOHM3MpOoBaHO OT cepeepa 10.10.10.1, nocnegHuit oTeeT
nonyyeH B 10:37:38, HecoBnageHne CUCTEMHOIO BPEMEHM C BpemeHeMm Ha cepsepe coctasmno 1.04 c.

5.8 KoH¢urypaumusa BpemeHHbIX MHTepBanos time-range

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMUME r106anbHOM KOHPUIypaLmm:

console (config) #

Tabnuua 58 — KomaHabl pexnma rnobanbHo KoHOUrypaLmm

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

HAelicmeue

time-range time_name

no time-range time_name

time_name:
(0..32) cumBona

CospaHue time-range 1 BXo4, B PeXUM KOHOUrypaLMM BpeMeHHbIX
WHTEepBasos.
- time_name — umsa npoduna HacTpoek time-range.

YaanuTb BpeMeHHOM MHTepBa.

KomaHObI pextuma KoHgu2ypayuu s8pemMeHHbIX UHMepsasnos

console# configure
console (config) # time-range range name
console (config-time-range) #

Tabanua 59 — KomaHabl pexkuma KoHOUrypaumm BpemMeHHOro nHTepBeana

month: (jan..dec);
year: (2000..2097)

Komanda 3HayeHue/3HayeHue Leiicmeue
Mo ymMmoa4aHuro
absolute {end | start} hh:mm hh: (0..23); 3apaTb Havyano U (MAK) KoHel, BpeMeHHOro MHTepsana B ¢popmare:
date month year mm: (0..59); Yyac: MUHYTa AeHb MecsL, rof.
no absolute {end | start} date: (1..31); YanuTb BPEMEHHOI MHTEpBa.

periodic list hh:mm to hh:mm
{all | weekday}

no periodic list hh:mm to
hh:mm {all | weekday}

hh: (0..23);
mm: (0..59);
weekday: (mon...sun)

3afaTb BPEMEHHOM MHTEPBas B TeYEHNE OLHOTO U3 fHEW Heaenun unm
KaKkAOoro AHA Hepenu.

Yaanutb BpeMeHHOM uHTepsain.
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periodic weekday hh:mm to hh: (0.23): 3apaTb BpEMEHHOI MHTepBan B TEYEHUE Heaenu.
weekday hh:mm :(0..23);

—— mm: (0..59); —
no periodic weekday hh:mm to YAanuTb BpeMeHHOM UHTepBan.

kday:
weekday hh:mm weekday: (mon...sun)

KomaHObI pexcuma KoHgu2ypayuu uHmepgelicos Ethernet u Port-Channel

Bua 3anpoca KOMaHAHOW CTPOKM B PeXUME KOHOUTYpaLMm UHTepdencoB:
console (config-if) #

Tabanuya 60 — KomaHabl perxknma KoHourypaumm nHtepdeicos Ethernet n Port-Channel

Komanoa 3HayeHue/3HayeHue Nleiicmeue
no ymoa4YaHuro
operation time time_name 3apaTtb time-range, onpeaenstowmnii BpEMEHHON UHTepBas, B KOTO-
time_name: (0..32) pom uHTepdeic byaet HaxoauTca B coctosHum Up.
cuMBONa - time_name — nms npodpuna HacTpoek time-range.
no operation time Y8anuTb BpemMeHHON nHTepBsan.

5.9 KoHdwurypauua unrepoeiicos n VLAN

5.9.1 Mapamempeol Ethernet-unmepdpelicos, Port-Channel u Loopback-
uHmepgelicoe

KomaHObI pexcuma KoHgpu2ypayuu uHmepgelica (QuanasoHa uHmepgelicos)

console# configure

console (config)# interface {gigabitethernet gi port | tengigabitethernet
te port | twentyfivegigabitethernet twe port | hundredgigabitethernet

hu port | oob | port-channel group | range {..} | loopback loopback id }
console (config-if) #

[aHHbIN pekMm A0CTyneH U3 pexkMma KoHOUrypauum u npegHasHadeH Aaa 3afaHua napameTpos
KOHdUrypaumm uHTepdeiica (nopTa KommyTatopa WAM rpynnbl NOpPTOB, paboTalowmx B peKume
pasaeneHus Harpysku) ainbo guanasoHa MHTepdencos.

Bbibop MHTepdeica ocyLWwecTBASETCA NPU NOMOLLM KOMaHA U3 Tabanubl HUXKe.

Tabnnuya 61 — KomaHabl Bbibopa MHTepdenca gns KOMMYTaTOpOB

KomaHOoa HasHnayeHue
interface gigabitethernet gi_port [na HacTponikn 1G-uHTepdericos.
interface tengigabitethernet te_port Onsa HacTpoiikm 10G-uHTepdeincos.
interface twentyfivegigabitethernet twe_port [ns HacTpoliku 25G-uHTepdeincos.
interface hundredgigabitethernet hu_port [nsa HacTpolikm 100G-uHTepdelicos.
interface port-channel group [nA HaCTPOMKK rpynn KaHanos..
interface oob [na HacTpoiKku uHTepderica ynpasneHua (MHTepdenc ynpasneHus
NPUCYTCTBYET HE Ha BCEX KOMMYTaTOpax).
interface loopback /oopback_id [ns HacTPoOIKM BUPTYanbHbIX MHTEPdENCoB.
roe:

— group — NnopsAKOBbIA HOMep rpynnbl, 0bLlee KoNMUYecTBo cornacHo Tabamue 9 (cTtpoka «Arperaums
KaHanos (LAG)»);

— gi_port—nopaaKosbiit Homep 1G-nHTepdeliica, 3agaercs 8 suae: 1..8/0/1..48;

— te_port — nopaaKosbiit Homep 10G-uHTepdeiica, 3apaetca s suge: 1..8/0/1..48;
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— twe_port — nopaaKosblit Homep 25G-uHTepdeiica, 3agaetca 8 suge: 1..8/0/1..120;

—  hu_port — nopaakosbii Homep 100G-nHTepdeiica, 3apaetca 8 suae: 1..8/0/1..32;

— loopback_id — nopasakoBblit HOMep BUPTYanbHOro MHTepdelica, obLiee KOMYECTBO COrNacHo Tab-
nvue 9 (cTpoka «Konnuectso BupTyanbHbix Loopback-nHtepdericos»).

3anucb nHtepdeiica

1..8/0/1..N

HOMEp YCTPOMCTBA B CTEKE Homep c/ioTa Homep UHTepdeiica

KomaHapl, BBeAEHHble B perume KoHPUrypaumm wuHTepdelica, NPUMEHAIOTCA K BblbpaHHOMY
nHTepdelicy.

HuKe npuBeaeHbl KOMaHAbl ANA BXOAA B PEXKMM HacTpoWKku gecatoro Ethernet-uHtepdeiica nep-
BOTO YCTPOWCTBA B CTEKE M BXO43 B PEKMM HACTPOMKM rpynnbl KaHanos 1.

console# configure

console (config) # interface tengigabitethernet 1/0/10
console (config-if) #

console# configure

console (config) # interface hundredgigabitethernet 1/0/10
console (config-if) #

console# configure

console (config) # interface port-channel I

console (config-if) #

Bbibop gManasoHa nHTepdencos ocyLLecTBAAETCA NPU MOMOLLM KOMaHA,:

— interface range gigabitethernet portlist — pana HacTpolikm pamanasoHa gigabitethernet-
UHTepoelicos;

— interface range tengigabitethernet portlist — gns HacTpoliku amanasoHa tengigabitethernet-
nHTepdelicos;

— interface range twentyfivegigabitethernet portlist — pns HacTpoliku amnanasoHa twentyfivegiga-
bitethernet-untepdeliicos;

— interface range hundredgigabitethernet portlist — gna HacTpolikm gmwanasoHa hundredgiga-
bitethernet-untepdeliicos;

— interface range port-channel grouplist — nna HacTpoKkK gmManasoHa rpynn NopToB..
KomaHzbl, BBeAeHHbIe B JAHHOM peXkume, NPUMEHSAIOTCA K BbiIOpaHHOMY AnanasoHy UHTepoeiicos.

HuKe npuBeaeHbl KOMaHAbl ANA BXOAA B PEXKMM HACTPOMKKM AnanasoHa Ethernet-nHtepdelicos ¢ 1
no 10 Bcex rpynn NopTos.

console# configure
console (config)# interface range gigabitethernet 1,/0/1-10
console (config-if) #

console# configure
console (config) # interface range tengigabitethernet 1/0/1-10
console (config-if) #

console# configure
console (config) # interface range twentyfivegigabitethernet 1/0/1-10
console (config-if)#
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console# configure

console (config)# interface range hundredgigabitethernet 1/0/1-10
console (config-if)#

console# configure

console (config)# interface range port-channel 1-10
console (config-if) #

Tabnnuya 62 — KomaHabl pexknma KoHourypaumm nHtepdencos Ethernet n Port-Channel

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuwo

Aelicmeue

shutdown BblkntounTb  KoHdUrypupyemoii  uHTepdelic (Ethernet, port-
-/BKNOYEH channel).

no shutdown BkntounTb KOHOUTrypupyembli MHTepdelic.

description descr descr: (1..64) [ob6aeutb onucaHme nHtepdeliica (Ethernet, port-channel).

no description cumsonos/et YpanuTb onucaHue nHtepdelica.
onuncaHua

speed mode mode: (10, 100, 1000, 3a4aTb CKOPOCTb Nepeaayn gaHHbix (Ethernet).

no speed 10000) YCTaHOBWTb 3HaYEHME MO YMONHAHMIO.

duplex mode 3afaTb pexum aynnekca uHtepoelica (NnosHoAynNeKcHoe coeau-

mode: (full, half)/full HeHue, NnonyaynaekcHoe coeguHenune, Ethernet).
no duplex YCTaHOBWTb 3HAYEHME MO YMONYAHMIO.

negotiation [cap1
[cap2...cap5]]

no negotiation

cap: (10f, 10h, 100f,
100h, 1000f, 10000f)

Bk/itovaeT aBTOCOI/1IacoBaHWe A1A CKOPOCTU U AynaeKca Ha HacTpa-
nBaemom uHTepderice. MoXKHO yKasaTb onpeaeneHHble COBMeCTU-
MOCTU NapamMeTpa aBTOCOM1aCOBaHUA, €CAN NapameTpbl He 3aJaHbl,
TO NoAAepKMBatoTCA Bce coBmecTumocTu (Ethernet, port-channel).

BbIK/NlOYaeT aBTOCOr/acoBaHWE ANA CKOPOCTM M AynaeKkca Ha
HacTpanBaemom MHTepodeiice.

negotiation bypass

negotiation bypass forced

-/long

Pexxum ycTaHOBneHus cBA3M B 06X0p npoLeAypbl aBTOCOrna-
COBaHWA, ecAu MapTHep Ha BCTPEYHOW CTOpPOHe He OTBevaeT co
CTaHAAPTHbIM TaliMayToM npouecca aBTOCOINacoBaHWA (negoti-
ation timeout long).

Pexum ycTaHoBNeHMA cBA3KM B 06Xxo4 npoueaypbl aBTocorna-
COBAHMA, €C/IM MapTHep Ha BCTPEYHON CTOPOHe He OTBevyaeT C
MWHUMaNbHBLIM TaliMayToOM MpoLiecca aBTocornacoBaHus (negoti-
ation timeout short).

flowcontrol mode

mode: (on, off,

3apaTb pexum ynpasaeHua notokom flowcontrol (BkatounTb, OT-
KNOUYUTb UK aBTOCOrNacoBaHue). ABtocornacosaHue flowcontrol
paboTaeT TONbKO B C/yyae, €CAM PEXMM aBTOCOr/NAaCOBAHMA

auto)/off negotiation BK/ilOYeH Ha HacTpamMBaemom uHTepdeiice (Ethernet,
port-channel).
no flowcontrol OTKNOYUTD PEXUM YNpaBaeHUA NOTOKOM.
back-pressure Bk/itovaeT GpyHKUMIO «0BPaTHOro AaBAEHMA» Ha HacTpaMBaemom
nHtepoeiice (Ethernet).
-/BbIKAOYEH

no back-pressure

BbikntouaeT dyHKUMIO «0BPaTHOro AaBAEHUA» HA HACTPAMBAEMOM
nHTEpdelice.

load-average period

no load-average

period: (5..300)/15

YCTaHOBWTb NEpMoS, B Te4EHME KOTOPOTo cobUpaeTcsa cTaTUCTMKA O
Harpyske Ha UHTepodeiice.

YCTaHOBUTb 3HaYeHMe MO YMOJIHAHUIO.

unidirectional send-only

no undirectional

-/BbIK/IIOYEHO

Bkntouvaet nopT, OCHaLIJ,eHHbIVI ABYHanpasaAeHHbIMMN nnuemonepe-
AaT4YMKaMU, B PeEXNM OAHOHaHpaBﬂeHHOﬁ nepenavun.

YCTaHOBWTb 3HaYeHMe MO YMOJTHAHUIO.

hardware profile portmode
{1x100g | 4x25g}

MNepeKkntounTb pexkum nHtepoeincos HG.
A HacTpoiika npumeHsaeTca nocne coxpaHeHUA KoOHpUrypa-

-/1x40g UMM U Nepes3arpys3Kku ycTpoiicTea.
V NopaepxuBaeTca pabora c brekout-ka6enamm
100G-4x25g n 40G-4x10g.
fec cl74 R BKAOUNTL PEXUM MPAMOIN KOppeKuumn owmnbok cl74 Ha uHTep-

deiice 25G.
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fec cl91 BKNOUNTL pexum npsmoi Koppekumu owmnbok cl91 Ha uHTep-
delice 25G.

fec off - OTKNOUYUTD PEXKMM NPSMOI KOPPEKLMU OLUNBOK.
speed mode 3apaTb CKOPOCTb Nepesaun aaHHbIx (Ethernet).

P mode: (10, 100, 1000, AATH CKOP pepatu A ( )

DoCcTynHOCTb KOHPUrypMPOBaAHUA CKOPOCTHLIX PEXKMUMOB
10000, 25000, 40000, V o o
100000) 3aBMCUT OT TUNA UHTepdelica ycTpoucTBa.

no speed YCTaHOBWTb 3HAYEHME MO YMONYAHMIO.

v/

Ha MES5400-24 B pexkume pacwiensieHua moryt paboratb 100G-unrepdeiicbl HG3-HG6.
Ha uHTtepdeiicax HG1, HG2 aaHHbIM pexxum He noaaep)kusaerca. Ha MES5400-24 rev.B

noAaAep:KKa pacwenneHua ectb Ha Bcex 100G-uHtepdeiicax.

v/

KomaHObI pexcuma 2a0b6aab6HoU KOHGuU2ypayuu

Ha MES5500-32 B pexxume pacLienneHma AocTynHo makcumym 30 100G-uHTepdeiicos.

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKuUme r106anbHON KoHPUrypaumm:

console (config) #

Tabnvua 63 — KomaHapl pexxmma obumx Hactpoek nHTepdeica Ethernet n Port-Channel

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

port jumbo-frame

Paspeluaet kommyTaTopy paboTaTb ¢ Kagpamu 60abLIOrO pasmepa.
V' 3HaueHne maximum transmission unit (MTU) no ymonua-

Huio 1500 6aiir.

HacTtpoiika BCTynuT B cuAly TONbKO Mocne nepesarpysku

-/3anpelleto V ycTpoiicTea.
3HaueHnMe maximum transmission unit (MTU) npwm
V HacTpoiike port jumbo-frame 10240 6aiiT.
no port jumbo-frame 3anpewaeT KommyTaTopy paboTaTb ¢ Kagpamu 60/1bLLIOro pasmepa.
errdisable recovery cause {all | BKAOUNTL aBTOMATUYECKYIO aKTUBALMIO MHTEpdelica nocne ero oT-
loopack-detection | KNHOYEHUSA B CieAyoWwmnx Caydanx:
port-security | - loopback-detection — o6HapyxeHue netens;
dotlx-src-address | acl-deny | - port-security — HapyweHue 6e3onacHoOCTM gns port security;
stp-bpdu-guard | - dot1x-src-address — HenpoxoxaeHue ayTeHTUPUKaLUKM, OCHOBAH-
stp-loopback-guard | udid | Hoi Ha MAC-agpecax nosib3oBaTenei;
storm-control | link-flapping} - acl-deny — HecooTBeTcTBME cnuckam aocTtyna (ACL);
- stp-bpdu-guard — aktTnBaums 3awmtol BPDU Guard (nepegaya He-
CaHKLMOHMPOBaHHOro naketa BPDU yepes nHTepdeiic);
- stp-loopback-guard — o6HapyxeHne netenb npotTokonom STP;
-/3anpeujero - udld — akTMBaumsa 3awmTsl UDLD;
- storm-control — 3aLMTa OT «WTOPMa» AA PAa3ANUYHOIO TpadurKa;
- link-flapping — dnannuHr avHKa.
no errdisable recovery cause YCTaHOBWTb 3HAYEHME MO YMONYAHMIO.
{all | loopack-detection |
port-security |
dotlx-src-address | acl-deny |
stp-bpdu-guard |
stp-loopback-guard | udid |
storm-control | link-flapping}
errdisable recovery interval seconds: YCTaHOBWTb BPEMEHHOW MHTEpPBaN AJ/18 aBTOMATUYECKOro NoBTOp-

seconds

no errdisable recovery interval

(30..86400)/300 cerkyHa,

HOro BKAIOYEHUA UHTepdeiica.

YCTaHOBUTb 3HaYeHMe N0 YMOTHAHUIO.

snmp trap link-status

no snmp trap link-status

-/BKIOYEHO

BkntoyaeT otnpasBky SNMP trap-cooblieHnii 0 COCTOAHUU UHTep-
deMnCHbIX IMHKOB.

OTkntoyaeT otnpasky SNMP trap-coobLieHnit.
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default interface [range] {ip
ip_address | oob |
gigabitethernet gi_port |
TenGigabitEthernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | Port-Channel group
| Loopback loopback_id | Vlan
vlan_id}

ip_address: A.B.C.D;
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
loopback_id: (1);
vlan_id: (1..4094)

Cbpoc HacTpoek uHTepderica nam rpynnsl MHTEPGENCOB Ha 3HaYe-
HWA, YCTaHOB/IEHHbIE MO YMONYAHWIO.

KomaHOowbl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKM B pexxkunme EXEC:

console#

Tabnvua 64 — KomaHap! pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

clear counters

C6poc CTaTUCTUKM Ana Bcex MHTepdencos.

clear counters {oob |
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

Cbpoc cTaTUCTUKM AnAa nHTepdeiica.

set interface active {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

AKTMBMpPYET NOPT WAWU TPYNMy NOPTOB, BbIK/AOYEHHbIX KOMaHAOM
shutdown.

show interfaces configuration
{oob | gigabitethernet gi_port
| tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group
| detailed}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MoKaszaTb KOHGUTypaL Mo MHTepdecoB.

show interfaces status

Moka3saTb cocToAHWe BCex nHTepdeiicos.

show interfaces status {oob |
gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group
| detailed}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MokasaTb cocTosiHue Ethernet-nopTa, rpynnbl NOPTOB.

show interfaces advertise

MoKasaTb NapameTpbl aBTOCOrNacoBaHmA, 06bABAEHHbIe Ana BCexX
WHTepdelicos.

show interfaces advertise
{oob | gigabitethernet gi_port
| tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group
| detailed}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MokasaTb NapameTpbl aBTOCOMNACOBaHMS,
Ethernet-nopTa, rpynnbi nopTos..

06bABNEHHbIE ana

show interfaces description

Moka3aTb onncaHus Bcex UHTepdeicos.
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show interfaces description
{oob | gigabitethernet gi_port
| tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group
| detailed}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MokasaTb onucaHue Ethernet-nopta, rpynnbl NopTos.

show interfaces counters

MoKasaTb CTaTUCTUKY ANA BCeX UHTepdelicoB.

show interfaces counters

{oob | gigabitethernet gi_port
| tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
detailed}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MoKaszaTb cTaTUCTUKY Ana nHTepdelica.

show interfaces utilization

MoKasaTb CTaTUCTUKY MO HarpysKe A/ Bcex MHTepdencos.

show interfaces utilization {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MoKasaTb CTaTUCTUKY Mo Harpyske ans Ethernet-untepdeiica.

show interfaces {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MoKasaTb CBOAHYH MHOOPMALLMIO O COCTOAHWNM, HAaCTPOMKe U CTaTu-
CTMKe nopTa.

show ports jumbo-frame

MoKa3aTb HacTpoliKy jumbo-frames B KommyTaTope.

show errdisable recovery

lMoKa3aTb HAaCTPOMKM A/1A aBTOMATUYECKOM MOBTOPHOM aKTUBaLMUK
nopra.

show errdisable interfaces {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MNokasaTtb NPUYUHY OTKNKOYEHUA NOPTa, rpynnbl NOPTOB U COCTOA-
HWe aBTOMaTUYECKOM aKTuBauunu.

show hardware profile
portmode

MoKasaTb peum paboTbl POAUTENbCKOTO MHTepdeica u Homepa
NopTOB, Ha KOTOPbIE POAUTENBCKUIN MHTEPDEIC pacLenieH.

[Mpumepbl 8bINOAHEHUA KOMAHO

e [loKasaTb COCTOsIHNE NHTePdENCOB:

console# show interfaces status

Port Type

Port Mode

tel/0/3 10G-Fiber
Access

tel/0/4 10G-Fiber
Access

tel/0/5 10G-Fiber
Access

tel/0/6 10G-Fiber
Access

Flow Link Back Mdix
Duplex Speed Neg ctrl State Pressure Mode
Full 1000 Disabled Off Up Disabled Off

Down -= -=

Down -= -=

Down -= -=
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tel/0/7 10G-Fiber -- -- -- Down --
Access
tel/0/8 10G-Fiber -— -— —— Down --
Access
tel/0/9 10G-Fiber -— -— —— Down --
Access
tel/0/10 10G-Fiber -— -— —— Down --
Access
tel/0/11 10G-Fiber -— -— —— Down --
Access
tel/0/12 10G-Fiber -— -— —— Down --
Access
Flow Link
Ch Type Duplex Speed Neg control State
Pol -= -= -= -= -= Not Present
Po2 - - - - -— Not Present
Po3 -- -- -- -- -- Not Present
Po4 -= - - - -= Not Present
Pob --— -- -- -- -- Not Present
Pob - -- -- -- - Not Present
Po7 -= -= -= -= -= Not Present
Po8 - -- -- -- - Not Present
Po9 --— -- -- -- -- Not Present
Pol0 -= -= -= -= -= Not Present
Poll -= - - - -= Not Present
Pol2 -= -= -= -= -= Not Present
Pol3 - -- -- -- - Not Present
Pol4 -= -= -= -= -= Not Present
Polb -= - - - -= Not Present
Poléb -= -= -= -= -= Not Present
Pol7 -= - - - -= Not Present
Pol8 -= -= -= -= -= Not Present
Pol9 - -- -- -- - Not Present
Po20 -= -= -= -= -= Not Present
Po21 - -- -- -- -— Not Present
Po22 -= -= -= -= -= Not Present
Po23 - -- -- -- -— Not Present
Po24 -= -= -= -= -= Not Present
Po25 - -- -- -- -— Not Present
Po26 -= -= -= -= -= Not Present
Po27 - -- -- -- -— Not Present
Po28 -= -= -= -= -= Not Present
Po29 - -- -- -- -— Not Present
Po30 -— - - - -— Not Present
Po31 - -- -- -- -— Not Present
Po32 -= -= -= -= -= Not Present
Oob Type Duplex Speed Neg State
oob 1G-Copper -- -- --=
HOKa3aTbHapaMEprlaBTOCOFﬂaCOBaHMﬂZ
console# show interfaces advertise
Port Type Neg Preferred Operational Link Advertisement
tel/0/3 10G-Fiber Disabled -
tel/0/4 10G-Fiber Disabled --
tel/0/5 10G-Fiber Disabled -
tel/0/6 10G-Fiber Disabled --
tel/0/7 10G-Fiber Disabled --
tel/0/8 10G-Fiber Disabled --
tel/0/9 10G-Fiber Disabled -
tel/0/10 10G-Fiber Disabled -
tel/0/11 10G-Fiber Disabled -=
tel/0/12 10G-Fiber Disabled -
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Ch Type Neg Preferred Operational Link Advertisement
Pol Unknown Enabled Slave -
Po2 Unknown Enabled Slave -=
Po3 Unknown Enabled Slave -
Po4d Unknown Enabled Slave -=
Pob5 Unknown Enabled Slave -
Po6 Unknown Enabled Slave -=
Po7 Unknown Enabled Slave -
Po8 Unknown Enabled Slave -=
Po9 Unknown Enabled Slave -
Pol0 Unknown Enabled Slave -=
Poll Unknown Enabled Slave -
Pol2 Unknown Enabled Slave -=
Pol3 Unknown Enabled Slave -
Pol4 Unknown Enabled Slave -=
Polb Unknown Enabled Slave -
Poléb Unknown Enabled Slave -=
Pol7 Unknown Enabled Slave --—
Pol8 Unknown Enabled Slave -=
Pol9 Unknown Enabled Slave -
Po20 Unknown Enabled Slave -=
Po21 Unknown Enabled Slave -
Po22 Unknown Enabled Slave -=
Po23 Unknown Enabled Slave -=
Po24 Unknown Enabled Slave -
Po25 Unknown Enabled Slave -=
Po26 Unknown Enabled Slave -
Po27 Unknown Enabled Slave -=
Po28 Unknown Enabled Slave -
Po29 Unknown Enabled Slave -=
Po30 Unknown Enabled Slave -
Po31 Unknown Enabled Slave -=
Po32 Unknown Enabled Slave -
Oob Type Neg Operational Link Advertisement
oob 1G- Enabled -=

MNMoKasaTb CTAaTUCTMKY MO MHTepdencam:

console# show interfaces counters

Port InUcastPkts InMcastPkts InBcastPkts InOctets
tel/0/1 0 0 0 0
tel/0/2 0 0 0 0
tel/0/5 0 0 0 0
tel/0/6 0 2 0 2176
tel/0/7 0 1 0 4160
tel/0/8 0 0 0 0

Port OutUcastPkts OutMcastPkts OutBcastPkts OutOctets
tel/0/1 0 0 0 0
tel/0/2 0 0 0 0
tel/0/3 0 0 0 0
tel/0/4 0 0 0 0
tel/0/5 0 0 0 0
tel/0/6 0 545 83 62186
tel/0/7 0 1424 216 164048
tel/0/8 0 0 0 0
tel/0/9 0 0 0 0

0O0B InUcastPkts InMcastPkts InBcastPkts InOctets
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oob 0 13 0 1390
OOB OutUcastPkts OutMcastPkts OutBcastPkts OutOctets
oob 3 616 0 39616
e [lokasaTb CTaTUCTUKY NO rpynne KaHanos 1:
console# show interfaces counters port-channel 1
Ch InUcastPkts InMcastPkts InBcastPkts InOctets
Pol 111 0 0 9007
Ch OutUcastPkts OutMcastPkts OutBcastPkts OutOctets
Pol 0 6 3 912

Alignment Errors: 0

FCS Errors: 0

Single Collision Frames: O
Multiple Collision Frames: O
SQE Test Errors: O

Deferred Transmissions: 0
Late Collisions: 0
Excessive Collisions: 0
Carrier Sense Errors: 0
Oversize Packets: 0
Internal MAC Rx Errors: O
Symbol Errors: 0

Received Pause Frames: 0
Transmitted Pause Frames: 0

MNMoKasaTb HacTponKy jumbo-frames B KommyTaTope:

console# show ports jumbo-frame

Jumbo frames are disabled
Jumbo frames will be disabled after reset

MNMoKasaTb penm paboTbl POAUTENBCKOIrO MHTepdelica U HoMepa NOPTOB, HA KOTOPble PoaUTENb-

CKUIM nHTepdeiic paclenneH:

console# show hardware profile portmode

Interface Port Mode after reset Port Mode Expanded interfaces
hul/0/1 4x25G 4x25G twel/0/1-4
hul/0/2 4x25G 4x25G twel/0/5-8
hul/0/3 1x100G 1x100G twel/0/9-12
hul/0/4 1x100G 1x100G twel/0/13-16
hul/0/5 1x100G 1x100G twel/0/17-20
hul/0/6 1x100G 1x100G twel/0/21-24
hu2/0/1 4x25G 1x100G twe2/0/1-4
hu2/0/2 1x100G 1x100G twe2/0/5-8
hu2/0/3 1x100G 1x100G twe2/0/9-12
hu2/0/4 1x100G 1x100G twe2/0/13-16
hu2/0/5 1x100G 1x100G twe2/0/17-20
hu2/0/6 1x100G 1x100G twe2/0/21-24
hu3/0/1 1x100G 1x100G twe3/0/1-4
hu3/0/2 1x100G 1x100G twe3/0/5-8
hu3/0/3 1x100G 1x100G twe3/0/9-12
hu3/0/4 1x100G 1x100G twe3/0/13-16
hu3/0/5 1x100G 1x100G twe3/0/17-20
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hu3/0/6 1x100G 1x100G twe3/0/21-24
hud/0/1 1x100G 1x100G twed/0/1-4
hud/0/2 1x100G 1x100G twed/0/5-8
hud/0/3 1x100G 1x100G twed/0/9-12
hu4d/0/4 1x100G 1x100G twed/0/13-16
hu4/0/5 1x100G 1x100G twed/0/17-20
hu4/0/6 1x100G 1x100G twed/0/21-24
hu5/0/1 1x100G 1x100G twe5/0/1-4
hu5/0/2 1x100G 1x100G twe5/0/5-8
hu5/0/3 1x100G 1x100G twe5/0/9-12
hu5/0/4 1x100G 1x100G twe5/0/13-16
hu5/0/5 1x100G 1x100G twe5/0/17-20
hu5/0/6 1x100G 1x100G twe5/0/21-24
hu6/0/1 1x100G 1x100G twe6/0/1-4
hu6/0/2 1x100G 1x100G twe6/0/5-8
hu6/0/3 1x100G 1x100G twe6/0/9-12
hu6/0/4 1x100G 1x100G twe6/0/13-16
hu6/0/5 1x100G 1x100G twe6/0/17-20
hu6/0/6 1x100G 1x100G twe6/0/21-24
hu7/0/1 1x100G 1x100G twe7/0/1-4
hu7/0/2 1x100G 1x100G twe7/0/5-8
hu7/0/3 1x100G 1x100G twe7/0/9-12
hu7/0/4 1x100G 1x100G twe7/0/13-16
hu7/0/5 1x100G 1x100G twe7/0/17-20
hu7/0/6 1x100G 1x100G twe7/0/21-24
hu8/0/1 1x100G 1x100G twe8/0/1-4
hu8/0/2 1x100G 1x100G twe8/0/5-8
hu8/0/3 1x100G 1x100G twe8/0/9-12
hu8/0/4 1x100G 1x100G twe8/0/13-16
hu8/0/5 1x100G 1x100G twe8/0/17-20
hu8/0/6 1x100G 1x100G twe8/0/21-24
Tabnvua 65 — OnucaHMe cYETYMKOB

Cuemyuk OnucaHue
InOctets Koanyectso NpuHATbIX 6alTOB.

InUcastPkts Konnyectso NPUHATbLIX 04HOAAPECHbIX NAKETOB.

InMcastPkts KonnyectBo NPUHATLIX MHOFOaApeCHbIX MaKeToB.

InBcastPkts Konnyectso NPUHATBIX LWMPOKOBELLATEeIbHbIX NAaKEeTOB.

OutOctets Konnuectso nepeaaHHbIX 6aiToB.

OutUcastPkts Konnyectso nepefaHHbIX O4HOAAPECHbIX NAaKeTOoB.

OutMcastPkts Konunyectso nepefaHHbIX MHOroagpecHbIX MaKeToB.

OutBcastPkts Konnyectso nepefaHHbIX LWMPOKOBeLLaTe/IbHbIX MaKeToB.

Alignment Errors

Konunyectso NpMHATLIX KaAPOB C HAPYLUEHHOM LeNIOCTHOCTLIO (C KOIMYecTBOM HalT He
COOTBETCTBYIOLMM AJIMHE) U He NPOoLIeALWNX MPOBEPKY KOHTPObHOM cymmbl (FCS).

FCS Errors

Konnyectso NpMHATLIX KaAPOB C KONNMYECTBOM HaT, COOTBETCTBYIOWMM AJIMHE, HO He
npoLleaLmnx NPoBepKy KOHTPOIbHOM cymmbl (FCS).

Single Collision Frames

Konnyectso KaapoB, BOB/IEYEHHBIX B €4MHUYHYIO KONIM3UIO, HO BNOCNEACTBUMN Nepe-
AaHHbIX yCnewHo.

Multiple Collision Frames

Konunyectso Kaapos, BOB/EYEHHbIX 6onee yem B OA4HY KONNn3unko, HO BnocaeacTtsuu ne-
penaHHbIX yCcnewHo.

Deferred Transmissions

Konnyectso Kaapos, 415 KOTOPbIX NepBas NomnbiTKa nepeaayn oTN0KeHa U3-3a 3aHATO-
CTU Cpeabl nepesaun.

Late Collisions

Konunyectso cnyyaes, Korga Konamsuns 3adMKCMpoBaHa NOC/e TOro, KaKk B KaHa CBA3M
y*Ke 6bin1 nepenaHbl nepsble 64 6aT (slotTime) nakeTa.
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Excessive Collisions Konnuectso Kagpos, KOTopble He bbin nepenaHbl U3-3a M36bITOYHOrO KOIMYECTBa KO-
NN3nN.
Carrier Sense Errors Konnuectso ciyyaes, KOrZ4a COCTOAHUE KOHTPOIA Hecylen bbla1o noTepsaHo, N60 He

yTBEPKAEHO NMPU NOMNbITKE Nepeaadn Kaapa.

Oversize Packets KoanuecTso NpUHATLIX NAaKETOB, pa3mep KOTOPbIX NPEBbLIWAET MaKCMMaAJIbHbIM pa3pe-
LWEHHbIW pasmep Kagpa.

Internal MAC Rx Errors Konnuectso Kaapos, KOTOpble He BblIN MPUHATBI YCMELWHO U3-3a BHYTPEHHEN OWNOKM
npuvema Ha yposHe MAC.

Symbol Errors Onsa nutepdeiica, pabortatowero B pexkmme 100 M6/c — KONMYECTBO C/ydaes, Koraa
MMENCA HeZOMYCTUMbIA CUMBOJ AAHHBIX, B TO BPEMSA KaK NpaBubHasa HecyLas 6bina
npeacTas/eHa.

[na nHtepdeiica, pabortatowero 8 noayayniekcHom pexmume 1000 M6/c — Koandectso
C/ly4aeB, KOraa cpeacTBa NPMEMA 3aHATbI B TEUEHWE BPEMEHM, PaBHOMY UK Bonbluemy
yem pasmep cnorta (slotTime), n B Te4EHME KOTOPOro MMENOCh XOTs Hbl 04HO CObbITUE,
KoTopoe 3acTasnset PHY BblgaBaTth oWM6BKy npvema gaHHbIX (Data reception error) nnu
olWKnBKY Hecywei (Carrier extend error) Ha GMII.

Onsa nutepdeiica, paboTaowero B MoJIHOM AynaekcHom pexxume 1000 M6/c — konunue-
CTBO C/ly4aeB, KOTAa CPeACTBa NpUema 3aHATbI B TeYEHUE BPEMEHW, PaBHOMY UK 60/b-
Lemy YeM MUHUMAbHBIN pasmep Kaapa (minFrameSize), u B Te4eHMe KOTOPOro Ume-
Nocb XoTA 6bl 04HO CObbITME, KOTOpOoe 3acTasnAeT PHY BbliZaBaTh OWMBKY Npuema AaH-
HbIx (Data reception error) Ha GMII.

Received Pause Frames | KonvyecTBo nNpuHATbIX ynpasastowmx MAC-Kaapos ¢ Kogom onepaumm PAUSE.

Transmitted Pause Konnuyectso nepepaHHbIx ynpasaawowmx MAC-kagpos ¢ kogom onepaumn PAUSE.
Frames

5.9.2 Hacmpolika VLAN u pexcumoe Kommymayuu uHmepgeiicoe

KomaHObI pexcuma 2a06anab6Hol KoOHpu2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHol KoHPUrypaumuu:
console (config) #

Tabnuua 66 — KomaHabl pexkuma rnobanbHol KoHOUrypauum

3HayeHue/3HayeHue .
KomaHoa Aelicmeue

o ymMmoA4YaHuio
vlan database - MepeiTn B pexknum KoHdurypaumm VLAN.

- add — po6aBuTb yKaszaHHble VLAN ID B nepeyeHb 3anpeLeHHbIX

vlan prohibit-internal-usage [ONA BHYTPEHHEro UCNOb30BaHMSA;
{add VLANIist | remove VLAN- - remove — yganuTb yKkasaHHble VLAN ID 13 nepeyHs 3anpeLyeH-
list | except VLANIist | none} HbIX AN1A BHYTPEHHEro NCnoab30BaHuA;

- except — 106aBUTL B NepeyeHb 3anpeLLeHHbIX AN BHYTPEeHHEero
ncnonb3osaHua sce VLAN ID, 3a UCKNOYEHNEM YKa3aHHbIX B Kaye-
CTBE NapameTpa;

-none —o4nctuTb nepeyveHb VLAN ID, 3anpeLLeHHbIX 418 BHYTPeH-
HEero MCnosab3oBaHuUA.

BKAtOUYNTL BO3MOXKHOCTb fl06aBNEHMA Ha GU3NYECKOM UHTEp-
delice B pexxmme customer cpasy AByx naeHTndurkatopos VLAN.

VLANIist: (2..4094)

vlan mode {basic | tr101}

-/basic

KomaHObl pexcuma KoHgu2ypayuu VLAN

Bupa 3anpoca KOMaHAHOM CTPOKU B pexknume KoHpurypaumm VLAN:

console# configure
console (config)# wvlan database
console (config-vlan) #
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[aHHbIA pexXum oCTyneH U3 pexuma rnobanbHol KoOHOUrypauum n npeaHasHayeH gns 3agaHua
napameTpos KoHourypaumm VLAN.

Tabnnua 67 — KomaHabl perknma KoHourypaumm VLAN

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

vlan VLANIist [name
VLAN_name)]

no vlan VLANIist

VLANIist: (2..4094)
VLAN_name: (1..32)
cumBoNa

[No6aeutb VLAN nam Heckosibko VLAN.

Ypanntbe VLAN naun Heckonoko VLAN.

map protocol protocol [encaps]
protocols-group group

no map protocol protocol
[encaps]

protocol: (ip, ipx, ipv6,
arp, (0600-ffff (hex)}*);
encaps: (ethernet,
rfc1042, licOther);
ethernet group:
(1..2147483647);

MpuBA3aTb MPOTOKOA K rpynne NpPOTOKO/I0B, acCOLMMPOBAHHbIX
BMecTe.

Y8anuTtb NpuBA3KY.
*- Homep npoToKona (16 6uT).

map mac mac_address {host |
mask} macs-group group

Mpusasatb MAC-agpec nan auanasoH MAC-agpecoB no macke K
rpynne MAC-agpecos.

no map subnet ip_address
mask

group: (1..2147483647)

mask: (9..48)
no map mac mac_address Yaanutb npuBAsKy.
{host | mask}
map subnet ip_address mask MNpusasaTtb IP-agpec nav ananasoH IP-agpecos No macke K rpynne
subnets-group grou, IP-appecos.
group group mask: (1..32); AP

Y8anutb NpuBA3KY.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OuanasoHa uHmepgelicos) VLAN

Bupg 3anpoca KOMaHAHOM CTPOKK B pexnume KoHdurypaumm nutepdeinca VLAN:

console# configure

console (config) # interface {vlan vlan id |range vlan VLANIlist}
console (config-if) #

[aHHbIN pexxnm OCTYNeH U3 pexkMma KOHOUrypaumm M npeaHasHavyeH Aaa 3a4aHua NapameTpos
KoHdurypaummn nutepoeiica VLAN nnbo gmanasoHa MHTepdencos.

Bbibop MHTepdeica ocyWwecTBAAETCA NPU NOMOLLM KOMaHAbI:

interface vlan vlan id

Bblibop AManasoHa MHTepdencoB OCyLLECTBAAETCA MPU MOMOLLM KOMaHAbI:

interface range vlan VLANIist

Huke npuBeseHbl KOMaHAb! 415 BXO4A B PEXUM HacTponku nHTepdeiica VLAN 1 1 Bxoga B pexxum
HacTpoiku rpynnbl VLAN 1, 3, 7.

console# configure

console (config) # interface vlan 1
console (config-if) #

console# configure

console (config)# interface range vlan 1,3,7
console (config-if)#
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Tabnuua 68 — KomaHap! pexkuma KoHourypauum nHtepoeiica VLAN

3HayeHue/3HayeHue

Aelicmeue
o ymon4aHuio

KomaHda

name name name: (1..32) No6asutb nmsa VLAN.

no name CMMBO/I0B/MMA YCTaHOBWUTb 3HAYEHME MO YMONYAHUIO.
COOTBETCTBYET HOMEPY
VLAN

KomaHObI pexcuma KoHguaypauyuu uHmepgelica (OQuanazoHa uHmepgelicos) Ethernet, uHmep-
¢elica 2pynnbl NOpmMos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm mHtepdelica Ethernet, untepdelica
rpynnbl NOPTOB:

console# configure

console (config)# interface {tengigabitethernet te port |
twentyfivegigabitethernet twe port | hundredgigabitethernet hu port | oob
| port-channel group | range {..}}

console (config-if) #

[aHHbIV peXum [OCTYNEH U3 perrnma KoHOUrypaumm n npeaHasHavyeH gnsa 3a4aHua napameTpos
KOHOUrypaumMm wuHTepdelica (nopta KoMmyTaTopa WAW Tpynnbl MOPTOB, paboTaloWMx B pexume
pa3geneHus Harpysku) 1mbo ananasoHa uHTepdeiicos.

MopT MoXKeT paboTaTb B YETbIPEX PEKMMAX:

— access —nHTepdeic 4ocTyna — HeTErMPOBaAHHbIN MHTepdelic ana ogHon VLAN;

—  trunk — nnTepdeinc, NPUHUMAIOLWNIN TONBKO TETMPOBAHHbIN TPadUK, 33 UCKAOYEHNEM O4-
Horo VLAN, KOTOpbI MOKeT ObITb f06aBAEH C NOMOLLbIO KOMaHAbl switchport trunk native
vlan;

— general — nHTepdeWnc c nonHoi noaaepkkon 802.1q, NPUHMMAET KaK TETMPOBAHHbIN, TaK U
HeTerMpoBaHHbIN TpadUK;

— customer — Q-in-Q uHTepodeiic.

Tabnnuya 69 — KomaHabl pexknma KoHourypaumm nHtepdeica Ethernet

3HayeHue/3Ha4yeHue "
KomaHoa / Aelicmeue
o ymMmon4aHuio

switchport mode mode mode: (access, trunk, 3apatb pexkum paboTbl nopta 8 VLAN.

general, - mode — pexxum paboTbl nopta B8 VLAN.
no switchport mode customer)/access YCTaHOBWUTb 3HAYEHME MO YMONYAHUIO.
switchport access vlan vian_id Oo6asutb VLAN ansa nHtepdeiica goctyna.

vlan_id: (1..4094)/1 - vlan_id — naeHTndurkaumoHHbiit Homep VLAN.
no switchport access vian YCTaHOBWUTb 3HAYEHME N0 YMONYAHUIO.
switchport access accepta- MpuHMMaTb Ha MHTepdeiice TONbKO Kagpbl onpesesieHHOro Tuna:
ble-frame-type {untagged- - untagged-only — TONbKO HETErMPOBaHHbIE;
-/NPUHUMATb BCE TUMbI
only | all} - all — Bce Kagpol.
- Kagpos =
no switchport access ac- MpuHMMaTb Ha MHTepdeiice Bce TUMbI KaAPOB.
ceptable-frame-type
switchport trunk allowed vlan YKasatb cnvcok VLAN ana uHtepodeiica.
vlan_list - vlan_list — cnncok VLAN ID. nana3oH Homepos VLAN mMOXHO 3a-
0aTb NepeyncieHnem Yyepes 3anaTyto AN YKa3aTb Ha4yaNbHOE U KO-
HeyHoe 3HayYeHus ananasoHa yepes geduc "-".
vian_list: (2..4094) A A pes peuc ™ )
- V TeKywumii cnucok VLAN Ha uHTepdeiice byaer 3ameHEH Ha
YKa3aHHbIi B KOMaHAe.

no switchport trunk allowed Yaanutb cnucok VLAN ansa uHtepoeiica.
vlan
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switchport trunk allowed vlan
add vian_list

switchport trunk allowed vlan
remove vian_list

vlan_list: (2..4094, all)

Oo6asutb cnuncok VLAN ansa nHtepdeica K Tekywmm VLAN.

- vlan_list — cnucok VLAN ID. nana3oH Homepos VLAN MOXKHO 3a-
0aTb nepeyncieHnem Yyepes 3anaTyto AU YKa3aTb HA4aNbHOE U KO-
HeyHoe 3HayYeHus ananasoHa yepes geduc "-".

Ypanute cnucok VLAN gns nntepdelica.

switchport trunk native vlan
vlan_id

no switchport trunk native
vlan

vlan_id: (1..4094)/1

LOobasnaet Homep VLAN B Kauecte Default VLAN ans gaHHOro nH-
Tepdelica. Becb HeTermpoBaHHbIN TpaduMK, NOCTyNaoLWMA Ha AaH-
HbI/ NOPT, onpeaenseTca B AaHHyw VLAN.

- vlan_id —vaeHTUdUKaLMOHHBI Homep VLAN.

YCTaHOBUTb 3HaYeHME N0 YMOYAHWUIO.

switchport trunk allowed vlan
all

no switchport trunk allowed
vlan all

-/BbIK/IIOYEHO

ABTOMaTu4yecku gobasnseT Bce goctynHbie VLAN ana agaHHOro uH-
Tepdelica.

OTKAtoYaeT aBTomaTudeckoe gobasneHune VLAN.

switchport general allowed
vlan add vian_list [tagged |
untagged]

switchport general allowed
vlan remove vian_list

vlan_list: (2..4094, all)

[o6asutb cnucok VLAN ana nHtepdeiica.

- tagged — nopt byaeT nepenaBaTb TErMpoBaHHble NAKeTbl A/A
VLAN;

- untagged — nopT 6yaeT NnepesaBaTb HETErMPOBAHHbIE NaKeTbl AN
VLAN.

- vlan_list —cnncok VLAN ID. inana3oH VLAN moKHO 3agaTb nepe-
YUCIEHMEM Yepes 3anATy UM YKasaTb Ha4ya/lbHOEe U KOHEYHoe
3HauyeHuA ananasoHa yepes geduc "-".

Yaanute cnucok VLAN ans nHtepodelica.

switchport general pvid
vlan_id

no switchport general pvid

vlan_id: (1..4094)/1 -
ecnu yctaHosneH VLAN
no YMO4aHUIo

Oob6asutb ngeHtuoukatop VLAN nopta (PVID) ana OCHOBHOMO MH-
Tepdelica.
- vlan_id —wpeHTndnKaumnoHHbIi Homep VLAN nopra.

YCTaHOBUTb 3HaYeHMEe N0 YMOYAHMUIO.

switchport general
ingress-filtering disable

no switchport general
ingress-filtering disable

-/dunbTpauma
BK/IlOYEHa

BbIKNHOUYNTL AN OCHOBHOIO MHTepdeica puabTpaumto BXOAALLMUX
NakeToB Ha OCHOBE NPUCBOEHHOro nm 3HaveHma VLAN ID.

BKNHOUMTL /19 OCHOBHOTO MHTEepdelica GUAbTPALUIO BXOAALLMX Na-
KeTOB Ha OCHOBe NPUCBOEHHOro MM 3HaveHuA VLAN ID.

Ecnn dunbTpauma BrAOYEHA, M NakeT He BxoauT B rpynny VLAN c
NPUCBOEHHbIM NakeTy 3HayeHnem VLAN ID, To nakeT oTtbpacbisa-
etca.

switchport general
acceptable-frame-type
{tagged-only | untagged-only |
all}

no switchport general
acceptable-frame-type

-/NpUHUMaTL BCE TUMbI
Kagpos

MpUHMMaTL Ha UHTepdelice TONbKO Kagpbl onpeaeneHHoro Tuna:
- tagged-only — TO/IbKO TETMPOBaHHbIE;

- untagged-only — To/IbKO He TerMpoBaHHbIE;

- all — Bce Kagpbl.

MpUHUMaTbL Ha UHTepdelice Bce TUMbI KagpoB..

switchport general map
protocols-group group vlan
vlan_id

no switchport general map
protocols-group group

vlan_id: (1..4094)
group: (1.. 2147483647)

YcTaHoBUTL NpaBuno Knaccudukaumm VLAN ana uHtepoeiica, oc-
HOBAHHOE Ha NPMBA3KE K NPOTOKONY.

- group — naeHTUGUKaLMOHHbIN HOMep rpynnbl;

- vlan_id — vaeHTudUKaumoHHbIi Homep VLAN.

YaanuTtb npaBmao KnaccuduKkaumm.

switchport general map
macs-group group vlan vian_id

no switchport general map
macs-group group

vlan_id: (1..4094)
group: (1..2147483647)

YcTaHoBUTL NpaBuno Knaccudukaumm VLAN ana uHtepdeiica, oc-
HOBaHHOe Ha npueAske K MAC-agpecy.

- group — vaeHTUGUKaLMOHHBIV HOMeEp Fpynnbl;

- vlan_id — vaeHTMdUKaumoHHbIi Homep VLAN.

YaanuTtb NpaBmao KnaccuduKkaumm.

switchport general map
protocols-group group vlan
vlan_id

no switchport general map
protocols-group group

vlan_id: (1..4094)
group: (1.. 2147483647)

YcTaHoBUTL NpaBuno Knaccudurkaumm VLAN ana nHtepdeiica, oc-
HOBaHHOE Ha NPMBA3Ke K MPOTOKOAY.

- group — naeHTUGUKaLMOHHbIN HOMep rpynnbl;

- vlan_id — vaeHTudUKaumoHHbI Homep VLAN.

Yoanutb NpaBuao KnaccuduKkaumu.
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switchport general map
subnets-group group vlan
vlan_id

no switchport general map
subnets-group group

vlan_id: (1..4094)
group: (1.. 2147483647)

YcTaHOBUTbL NpaBuio Knaccudukaumm VLAN gns uHtepdelica, oc-
HOBaHHOe Ha npusA3Ke K IP-agpecy.

Yoanutb npasunao Knaccuduraumm.

switchport customer vian
vlan_id

switchport customer vian

vlan_id inner-vlan vian_id vian,_ id: (1..4094)/1

no switchport customer vian

Oo6asutb VLAN ana nonb3oBaTeIbCKOro MHTepdeica.
-vlan_id — npeHTMduUKaLMoHHbIN Homep VLAN.

[06aBuTb K BXOAALLMM HETETMPOBAHHbLIM MNAKETaM Ha KJMEHTCKOM
nopTty BHyTpeHHuin 802.1q 3aronoBok — C-VLAN (inner-vlan) u
BHewHKUI 802.1q 3aro/I0BOK, cogepKawmii pvid 4ONOAHUTENBHOM
VLAN (S-VLAN).
[nsa paboTbl 3T0i KOMaHAbI HE06X0AMMO BKAOYMUTD IN10-
H 6anbHO pexxum «vlan mode tr101».

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

switchport customer
multicast-tv vlan add vian_list

vlan_list: (2..4094, all)

switchport customer
multicast-tv vlan remove
vlan_list

PaspelwaeT NpUHMMATL MHOroaZpecHbli TPadUK U3 yKa3aHHbIX
VLAN (He aBaatowmxca VLAN nonb3oBaTenibCKoro nHtepdeiica) Ha
HacTpanBaemom MHTepdeiice, COBMECTHO C NO/b30BaTENAMU ApPY-
rMX MO/NIb30BATENIbCKMX MOPTOB, MPUHUMAOLWMX MHOTOa4PECHbIN
Tpaduk 13 gaHHbIX VLAN.

- vlan_list — cnucok VLAN ID. Anana3soH VLAN MOKHO 3a4aTb nepe-
YMC/IeHNeMm Yepes 3anATylo WM yKasaTb HayasbHOE U KOHeyHoe

non

3HayeHuA AuManasoHa yepes aedpuc "-".

3anpeLLaeT NPUHMMATb MHOFOZPECHbIN TpadWK Ha HacTpausae-
Mom nHTepdeiice.

switchport protected-port
no switchport protected-port

-/BbIK/IIOYEHO

MepeBoAnT NOPT B PEKUM U30AALMN BHYTPU FPYNMbl NOPTOB.

BoccTaHaBanBaeT 3Ha4YeHMeE NO YMONYAHWIO.

switchport forbidden default-

Mo ymon4yaHuo
vilan

YNEeHCTBO B AedoNTHOM
VLAN paspelieHo

no switchport forbidden
default-vlan

3anpetutb gobasneHune gedontHon VLAN nopty.

YCTaHOBUTb 3HaYeHMe NO YMOYAHMUIO.

switchport default-vlan tagged
no switchport default-vlan -
tagged

YCTaHOBWUTL NOPT Kak Ternpytowmnii B gedontHon VLAN.

YCTaHOBUTb 3HAYEHME N0 YMOHYAHWUIO.

switchport dotlq ethertype
egress stag ethertype
ethertype: (1..ffff)

3ameHuTb TPID (Tag Protocol ID) B 802.1q VLAN-Terax nakeTos,
NCXOAALMX C AaHHOTo nHTepdeiica.
DOonyctumble 3HaueHusa EtherType cm. MpunoxkeHue B.

(hex)/8100 H NoapepikuBaemble 3HaueHua Ethertype.
no switchport dotlq ethertype 3ameHunTb ethertype ncxogsailero c MHTepdeica nakeTa Ha 3Ha-
egress stag YyeHue Mo YMONYAHMUIO.
switchport dotlq ethertype [Oo6asutb TPID B Tabnunuy knaccudmratopos VLAN.
ingress stag add ethertype ethertype: (1..ffff) (hex) Donyctumble 3HayeHua EtherType cm. Mpunoxenue B.

H NoapeprkuBaemble 3HaueHun Ethertype.

switchport dotlq ethertype
ingress stag remove ethertype

Ypanute TPID u3 Tabaunubl Knaccupurkatopos VLAN.

KomaHOwbi pexcuma Privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perkmma Privileged EXEC:

console#

Tabnnuya 70 — KomaHabl pexknuma Privileged EXEC

3HayeHue/3HavyeHue ”
KomaHda / Aelicmeue
no ymon4aHuio
show vlan - MNokasatb MHopmaumto no scem VLAN.
show vlan tag vian_id vlan_id: (1..4094) MokasaTb nHpopmaumto no VLAN, nouck no ngeHtndukatopy.

show vlan internal usage

MokasaTtb cnncoKk VLAN gna BHYTPEeHHero Ucrnosib30BaHMA KOMMY-
TaToOpPOM.
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KomaHObi pexcuma EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 71 — KomaHab! perkmma EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

show vlan multicast-tv vlan
vlan_id

vlan_id: (1..4094)

MNokasaTb NOPTbI-UCTOYHUKM U MPUEMHUKN MHOFOaZpecHoro Tpa-
¢uKa B aaHHoi VLAN. MopTbl MCTOYHUKM MOTYT Kak nepepnaBaThb,
TaK ¥ NPUHMMaTb MHOTOaAPECHbI TpaduK.

show vlan protocols-groups

MoKasaTb MHbOPMaLLMIO O Fpynnax NPOTOKO/I0B.

show vlan macs-groups

MNokaszatb uHPopmauuto o rpynnax MAC-aapecos.

show interfaces switchport
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MoKasaTb KOHOUIypaLuuto NopTa, rPyNMbl NOPTOB.

show interfaces
protected-ports
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group
| detailed]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MoKkasaTb cocTosHMe MopToB: B pexume Private VLAN Edge, B
private-vlan-edge-coobuiecTse.

[pumepbl 8b1M0AHEHUS KOMAHO

e [loKkasaTb MHPopmaumio o Bcex VLAN:

console# show vlan

Created by: D-Default, S-Static, G-GVRP, R-Radius Assigned VLAN, V-Voice VLAN
Vlan Name Tagged Ports UnTagged Ports Created by

1 1 tel/0/1-12 D

Pol-16

2 2 S

3 3 S

4 4 S

5 5 S

6 6 S

8 8 S

MNMoKa3aTb NOPTbl UCTOYHMKUN U MPUEMHUKN MHOrOagpecHoro Tpaduka B VLAN 4:

console# show vlan multicast-tv vlan 4

te0/1
te0/2,te0/4,te0/8

Source ports

Receiver ports:

e [lokasaTb MHPOPMaLMIO O rpynmnax NPOTOKO/IO0B:

console# show vlan protocols-groups

Encapsulation Protocol Group Id
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0x800 (IP) Ethernet
0x806 (ARP) Ethernet 1
0x86dd (IPvob) Ethernet 3

MokasaTb KoHPUrypaumio nopta TenGigabitEthernet 1/0/1:

console# show interfaces switchport TengigabitEthernet 1/0/1

Gathering information...

Name: tel/0/1
Switchport: enable
Administrative Mode: access
Operational Mode: not present
Access Mode VLAN: 1
Access Multicast TV VLAN: none
Trunking Native Mode VLAN: 1
Trunking VLANs: 1-3
4-4094 (Inactive)
General PVID: 1
General VLANs: none
General Egress Tagged VLANs: none
General Forbidden VLANs: none
General Ingress Filtering: enabled
General Acceptable Frame Type: all
General GVRP status: disabled
Customer Mode VLAN: none
Customer Multicast TV VLANs: none
Private-vlan promiscuous-association primary VLAN: none
Private-vlan promiscuous-association Secondary VLANs: none
Private-vlan host-association primary VLAN: none
Private-vlan host-association Secondary VLAN: none

Classification rules:

Classification type Group ID VLAN ID

5.9.3 Hacmpolika Private VLAN

TexHonorus Private VLAN (PVLAN) nossonsieT npov3BoguTb pasrpaHuyeHue Tpaduka Ha BTOPOM

yposHe mogenu OS| mexkay nopTamu KOMMyTaTopa, KOTOpble Haxo4ATCA B O4HOM LUMPOKOBELLATE/IbHOM
AoMeHe.

Ha KommyTaTopax MOKeT 6bITb CKOHPUryprposaHo Tpu Tuna PVLAN nopTos:

— promiscuous — MOPT, KOTOPbIN cnocobeH 0O6MeHMBATLCA AaHHbIMU Mexay Abbimu
nHTepoericamu, Bkatoyasa isolated u community-noptel PVLAN;

— isolated — nopT, KOTOPbIA NONHOCTBLIO M30/IMPOBAH OT APYTUX NOPTOB BHYTPU OAHOTO M TOrO
e PVLAN, HOo He oT promiscuous-nopToB. PVLANbI 610KupytoT Becb TpaduK, naywuii B
CTOpoHy isolated-nopToB, Kpome TpaduKa CO CTOPOHbLI PromiscuOUS-NOPTOB; MAKEeTbl CO
CTOpOHbI isolated-nopToB MOryT NnepeaaBaTbCA TONbKO B CTOPOHY Promiscuous-nopTos;

— community — rpynna noptos, KOTOpble MOryT 06MeHMBATbCA AaHHbIMU MeXay coboi u
promiscuous-nopTamu, 3T MHTepdeincbl OTAENEHbl HAa BTOPOM ypoBHe moaenu OSI oT Bcex
OCTa/IbHbIX community nHTepdencos, a Takxke isolated-nopTos BHyTpM PVLAN.
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Mpouecc BbINONHEHMA GYHKLMN AONONAHUTENBHOMO Pa3aeeHMA NOPTOB C MOMOLLBIO TexHoormMm Private
VLAN npeactaBneH Ha pucyHke 87.

Promiscuous ports

=9

Trunk ports
VLAN 100 VLAN 100
Switch A Switch B
A
VLAN 201 VLAN 202 VLAN 201 VLAN 202

Carries VLAN 100,
201, and 202 traffic

VLAN 100 = Primary VLAN
VLAN 201 = Secondary isolated VLAN
VLAN 202 = Secondary community VLAN

PucyHok 87 — Mpumep paboTbl TexHosnorum Private VLAN

Bunpa 3anpoca KOMaHAHOM CTPOKU B permume KoHourypaumm uHtepdelica Ethernet, uHtepdeliica Vian,
nHTepdelica rpynnbl NOPTOB:

console# configure

console (config) # interface {gigabitethernet gi port | tengigabitethernet
te port | twentyfivegigabitethernet twe port | hundredgigabitethernet

hu port | port-channel group | range {..} | vlan vlian id}

console (config-if) #

Tabnunua 72 — KomaHapl pexknma KoHourypaumm nHtepdeica Ethernet

3HayeHue/3Ha4yeHue
no ymon4aHuio

KomaHda Aelicmeue

switchport mode private-vian
{promiscuous | host} _

3apaTtb pexkum paboTbl nopta B8 VLAN.

no switchport mode YCTaHOBWTb 3HaYeHME N0 YMOYAHUIO.

switchport mode private-vian
trunk {promiscuous |
secondary} -

3apaTb pexkum pabotbl nopta B VLAN Trunk.

no switchport mode
private-vlan trunk

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

switchport private-vlan
mapping [trunk] primary_vlan
[add | remove secondary_vian]

no switchport private-vian
mapping

primary_vlan:
(1..4094);
secondary_vlan:
(1..4094)

[Oo6asuTb (y4anuTb) OCHOBHylO W BTOpocTeneHHble VLAN Ha
promiscuous nHTepdeliic.
71 Ha oauH promiscuous uHtepdeiic Henb3a f06aBnTb

6onblue ogHoi primary vlan.
Yaanutb OCHOBHYIO M BTOpocTeneHHble VLAN.

switchport private-vlan
host-association primary_vian
secondary_vlan

no switchport private-vian
host-association

primary_vlan: (1..4094)
secondary_vlan:
(1..4094)

[ob6asutb primary n secondary vlan Ha host nHtepderic.
/‘ Ha oauH host nHtepdeiic Henb3a fo06aBUTb 60nbLUIE
¥ opHoii secondary vlan.

Yaanutb OCHOBHYIO M BTOpocTeneHHble VLAN.
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switchport private-vlan [NobaButb primary u secondary vlan Ha wuHTepdeic trunk-
association trunk primary_vlan primary_vlan: secondary.
secondary_vlan (1..4094); V Ha oauH promiscuous uHtepdelic trunk-secondary
secondary_vlan: Henb3a aobasutb 6oablue oaHoM secondary vian.
no switchport private-vlan (1..4094) YAanuTb OCHOBHYHO 1 BTOpocTeneHHble VLAN.
association trunk
switchport private-vlan [No6aButb Ha PVLAN Trunk-untepderic VLAN, He yyacTBytoLLel B
trunk allowed vlan add PVLAN.
vlan
- - vlan: (1..4094) — —
switchport private-vlan Ypanutb Ha PVLAN Trunk-uHTtepoeice VLAN, He yyacTylowei B
trunk allowed vlan remove PVLAN.
vlan
switchport private-vlan [Nob6aButb Homep VLAN, He ydacTtsylowei B PVLAN, B KayecTse
trunk native vlan vlan Default VLAN gna PVLAN Trunk-uHTepdeiica.
- - vlan: (1..4094)/1
no switchport private-vlan YCTaHOBWTb 3HaYeHMeE N0 YMOYAHUIO.
trunk native vlan

Tabanua 73 — KomaHabl pexknma KoHourypaumm nHtepdeinca VLAN

3HavyeHue/3HavyeHue "
KomaHoa / Aelicmeue
no ymon4YaHuro
private-vlan {primary | BKkntounTb mexaHu3m Private VLAN v 3agatb TMN UHTepdeiica.
isolated | community}
no private-vlan OTKNOUMTb MexaHu3m Private VLAN.
private-vlan association [add | [Oo6asuTtb (yaanutb) npmeasky sTopocteneHHol VLAN K OCHOBHOW.
remove] secondary_vlan HacTpoiika npumeHuma TobKo ana primary VLAN.
no private-vlan association (1..4094) YpanuTe npuBasky BTopocteneHHol VLAN K OCHOBHOM.

MaKcumanbHoe KoaM4ecTBo BTopocTeneHHbix VLAN — 256.
/ MakcumanbHoe Konanyectso community VLAN, KoTopble MOryT 6biTb aCCOLLMUPOBaHbI €
oaHou ocHoBHOA VLAN - 8.

[Mpumep Hacmpoliku uHmepgelicoe Kommymamopa Switch A (pucyHok 70 — [lpumep pabomebi
mexHosnoauu Private VLAN)

e promiscuous-nopT — interface gigabitethernet 1/0/4
e isolated-nopt — gigabitethernet 1/0/1
e community-nopt — gigabitethernet 1/0/2, 1/0/3.

interface gigabitethernet 1/0/1

switchport mode private-vlan host

description Isolate

switchport forbidden default-vlan

switchport private-vlan host-association 100 201
exit

!

interface gigabitethernet 1/0/2

switchport mode private-vlan host

description Community-1

switchport forbidden default-vlan

switchport private-vlan host-association 100 202
exit

!

interface gigabitethernet 1/0/3

switchport mode private-vlan host

description Community-2

switchport forbidden default-vlan

switchport private-vlan host-association 100 202

exit
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interface gigabitethernet 1/0/4
switchport mode private-vlan promiscuous
description to Router

switchport forbidden default-vlan
switchport private-vlan mapping 100 add 201-202
exit

!

interface tengigabitethernet 1/0/1
switchport mode trunk

switchport trunk allowed vlan add 100,201-202
description trunk-swl-sw2

switchport forbidden default-vlan

exit

!

interface vlan 100

name primary

private-vlan primary

private-vlan association add 201-202
exit

!

interface vlan 201

name isolate

private-vlan isolated

exit

|

interface vlan 202

name community

[Mpumep Hacmpoliku uHmepagelicos npu pabome mexHosa02uu

e trunk-isolated nopt — interface gigabitethernet 1/0/1;
e trunk-community nopt — gigabitethernet 1/0/2, 1/0/3;
e trunk-promiscous nopTt — gigabitethernet 1/0/4.

interface gigabitethernet 1/0/1

switchport mode private-vlan trunk secondary
description Trunk-Isolated

switchport private-vlan trunk allowed vlan add 301
switchport private-vlan association trunk 100 201
exit

!

interface gigabitethernet 1/0/2

switchport mode private-vlan trunk secondary
description Trunk-Community

switchport private-vlan trunk allowed vlan add 301
switchport private-vlan association trunk 100 202
exit

!

interface gigabitethernet 1/0/3

switchport mode private-vlan trunk secondary
description Trunk-Community

switchport private-vlan trunk allowed vlan add 301
switchport private-vlan trunk native vlan 302
switchport private-vlan association trunk 100 202
exit

!

interface gigabitethernet 1/0/4

switchport mode private-vlan trunk promiscuous
description Trunk-Promiscuous
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switchport private-vlan trunk allowed vlan add 301
switchport private-vlan mapping trunk 100 add 201-202
exit

!

interface tengigabitethernet 1/0/1

switchport mode trunk

switchport trunk allowed vlan add 100,201-202
description trunk-swl-sw2

switchport forbidden default-vlan

exit

!

interface vlan 100

name primary

private-vlan primary

private-vlan association add 201-202

exit

!

interface vlan 201

name isolate

private-vlan isolated

exit

!

interface vlan 202

name community

private-vlan community

5.9.4 Hacmpolika uimepgbelica IP

IP-uHTEpdEnC co3gaétcs npu HasHavyeHuu IP-agpeca Ha nobon M3 MHTepdelicoB ycTPoICTBa

gigabitethernet, tengigabitethernet, hundredgigabitethernet, oob, port-channel nau vlan.

Bupg, 3anpoca KOMaHAHOM CTPOKU B pexnume KoHPuUrypaumm nHtepdeica IP.

console# configure
console (config) # interface ip A.B.C.D
console (config-ip) #

[aHHbIN pekum A0CTyneH U3 pexkMma KoHOUrypauum u npegHasHadeH Aaa 3aaHua napameTpos

KOHOUrypauum nHtepoelica IP.

Tabnunua 74 — KomaHapl pexknuma KoHdurypaumm nHtepodeica IP

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
directed-broadcast BKntouaeT PpyHKUMIO nepeBoaa IP directed-broadcast nakeTa B cTaH-
AAPTHbIM LWMPOKOBELLLATENbHbIM NAaKeT M pa3peLlaeT nepesady ye-
-/BbIKNOYEHO . .
pes BblbpaHHbIN MHTepdeNc.
no directed-broadcast 3anpeuwaet TpaHcaaymto IP directed-broadcast nakeTos.
helper-address ip_address BktoyaeT nepeaspecaumto WnpoKoseLatenbHblix UDP-nakeToB Ha
onpeaeneHHbIV agpec.
ip_address: A.B.C.D - ip_address — IP-apgpec HasHayeHUsA, Ha KoTopbIl ByayT nepeHa-
NPaBAATLCA NAKETbI.
no helper-address ip_address OTKNloYaeT nepeagpecaunio wWnpokosewatenbHbix UDP-nakeTos.
ip redirects BKkAtoyaeT reHepaumio Maplpytusatopom coobuieHnin ICMP
-/BKAOYEHO Redirect.
no ip redirects OTkntovaet otnpasKy ICMP Redirect.
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[pumepbl 8b1M0AHEHUS KOMAHO

Bkntountb pyHKUMIO directed-broadcast:

console# configure

console (config) #interface PortChannel 1
console (config-if) #ip address 100.0.0.1 /24
console (config-if) fexit

console (config)# interface ip 100.0.0.1
console (config-ip) # directed-broadcast

5.9.5 Selective Q-in-Q

[aHHbI  QYHKLMOHAN MNO3BOAAET HAa OCHOBE CKOHOUIYPUPOBaHHbLIX NpaBua ¢GUAbLTPaUMK Mo

Homepam BHyTpeHHUX VLAN (Customer VLAN) npousBoauTtb gobasneHue BHewHero SPVLAN (Service
Provider’s VLAN), nogmeHatb Customer VLAN, a TaK:Ke 3anpeLLatb NpoxoxKaeHune TpaduKa.

[na ycTpoiicTBa co34aeTcA CMMCOK NPaBu/l, HA OCHOBaHMM KOoToporo byaeTt obpabaTbiBaTbcs TpaduK.

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (duanaszoHa uHmepgelicog) Ethernet u

Port-Channel

Bua 3anpoca KOMaHAHOM CTPOKM pexnma KoHPUrypaumm nHtepoeica KoHpurypaumu:

console# configure

console (config)# interface {gigabitethernet gi port | tengigabitethernet
te port | twentyfivegigabitethernet twe port | hundredgigabitethernet

hu port | port-channel group | range {..}}

console (config-if) #

Tabnnua 75 — KomaHabl pexknma KoHduUrypaumm nHtepdeica (amanasoHa uHtepdelicos) Ethernet

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

selective-ging list ingress Co3aaet NpaBuIo, Ha OCHOBAHUM KOTOPOTO K BXOAALLEMY NaKeTy
add_vlan vlan_id [ingress_vlan
ingress_vlan_id]

C BHelHel meTKol ingress_vlan_id byaet gobasnaTtbca BTOpas
meTKa vlan_id. Ecam ingress_vlan_id He yKa3sbiBaTb — npasuio by-
OeT NPUMEHATLCA KO BCEM BXOAALLMM NaKeTam, K KOTOPbIM He
6bI2IM NPUMEHEHbI Apyrue Npasuaa («NPaBMIo MO YMOAYAHUION).

vlan_id: (1..4094)
ingress_vlan_id: (1..4094)

selective-qingq list ingress deny Co3pgaeT 3anpelyatollee NpaBuIo, Ha OCHOBAHMM KOTOPOTO BXO-
[ingress_vlan ingress_vlan_id]

AAlLMe NaKeTbl C BHeLLHel MeTKoM Tera ingress_vlan_id 6yayT oT-
6pacbiBaTbeA. Ecam ingress_vlan_id He ykasbiBaeTca — byayT oT-
6pacbiBaTbCA BCe BXOAALIME NAKETI.

ingress_vlan_id: (1..4094)

selective-qinq list ingress Co3paeT paspeluatoulee nNpaBuao, Ha OCHOBAHUM KOTOPOTO BXO-

permit [ingress_vlan AAlLMe NAKeTbl C BHeWHen meTKow Tera ingress_vlan_id 6yayT ne-

ingress_vlan_id] ingress_vlan_id: (1..4094) | pepasatbca 6e3 uameHeHwuit. Ecam ingress_vlan_id He ykasbiBa-
eTca — ByayT nepefaBaThCA BCe BXOAALLME NaKeTbl 6e3 n3meHe-
HURA.

selective-ging list ingress Co3aaet NpaBuio, HA OCHOBAHMM KOTOPOro BHELIHAA MeTKa in-

override_vlan vlan_id vlan_id: (1..4094); gress_vlan_id BxoaAuwero naketa 6yaet 3ameHATbcA Ha vlan_id.

[ingress_vlan ingress_vlan_id] ingress_vlan_id: (1..4094) | Ecan ingress_vlan_id He yka3sbiBaTb — npasuno byaer npume-

HATbCA KO BCEM BXOOALUMM NMaKeTam.

no selective-qinq list ingress Ypanser ykasaHHoe npasuno selective qing ansa BxoAAwmx nake-
[ingress_vlan vlan_id] vlan_id: (1..4094) ToB. KomaHza 6e3 napameTpa «ingress vlan» yaanser npasuio

N0 yMmoOAn4yaHuio.

selective-qinq list egress
override_vlan vlan_id
[ingress_vlan ingress_vlan_id]

vlan_id (1..4094); Co3paaeT NpaBmaoO, Ha OCHOBAHMM KOTOPOro BHELIHAA MeTKa in-
ingress_vlan_id: (1..4094) | gress_vlan_id ncxoasuwero naketa 6yaet sameHaTbea Ha vlan_id.

no selective-qinq list egress
ingress_vlan vlan_id

vlan_id: (1-4094) Ypansaet cnucok npasun selective ging ana ncxoaawmx nakeTos.
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KomaHObi pexcuma EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexunma EXEC:
console#

Tabnnua 76 — KomaHab! perxknuma EXEC

Komanda 3HaveHue/3Ha4yeHue Leiicmeue
no ymon4aHuro

show selective-ginq - OTobparkaeT cnucok npasun selective ging.
show selective-qinq interface { OTobparkaeT cnucok npaBua selective ging Ana ykasaHHoro
gigabitethernet gi_port | gi_port: (1..8/0/1..48); nopra.
tengigabitethernet te_port | te_port: (1..8/0/1..48);
twentyfivegigabitethernet twe_port: (1..8/0/1..120);
twe_port | hu_port: (1..8/0/1..32);
hundredgigabitethernet group: (1..128)
hu_port | port-channel group}

[pumepbl 8b1N0AHEHUS KOMAHO

e Co3paTtb NpaBU/IO, HA OCHOBAHMM KOTOPOTrO, BHELWIHAS MeTKa Bxogsllero nakera 11 6yger same-
HATbCA Ha 10.

console# configure

console (config) # interface tengigabitethernet 1/0/1

console (config-if) # selective-qing list ingress override vlan 10
ingress-vlan 11

console (config-if)# end

5.10 Storm Control gna pasnanuHoro Tpaduka (broadcast, multicast, unknown
unicast)

«lTopm» BO3HMKaeT BCAeACTBME 4Ype3MepHOro KoJimyecTBa broadcast—, muIticast—, unknown
UniC65t-COO6LLI,EHMV1, OAHOBpPEMEHHO NepegaBaemblX MO CETU HYepe3 OAUNH NOPT, YTO NPUBOAUT K NEPErPy3Ke
pecypcoB ceTn U NOABAEHUIO 3ajepKeK. «LLUITopm» MOXKeT BO3HUKHYTb MPU HAANYUKN «3aKOIbLOBAHHbIX»
cermeHTOB B ceTu Ethernet.

KommyTaTop nimepAaer CKOPOCTb MPUHUMMaeMOoro LwnpokoselwaTe/ibHOro, MHOroagpecHoro wu
Hen3BeCTHOro ogHoaapecHoro Tpadlea ANA NOPTOB C BKNKOYEHHbIM KOHTPOJIEM LLNMPOKOBELWATE/IbHOIO
«WwTopma» n OT6paCbIBaeT NakKeTbl, eC/21I1M CKOPOCTb NpeBblllaeT 3a4aHHOE MaKCMMaibHOEe 3HavYeHue.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm uHTepdelica Ethernet, uHtepdelica
rpynnbl NOPTOB:

console (config-if) #
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Tabnunua 77 — KomaHapl pexknma KoHdurypaumm nHtepdeica Ethernet

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

storm-control multicast
[registered | unregistered]
{level level | kbps kbps} [trap]
[shutdown]

no storm-control multicast

level: (1..100);
kbps: (1..10000000)

BK/IlOYaeT KOHTPOIb MHOroaapecHoro TpaduKa:

- registered — 3aperncTpnpoBaHHOro;

- unregistered — He3aperucTpUpPoOBaHHOrO.

- level — 06bem TpadurKa B NPOLLEHTAX OT NPOMNYCKHOM cnocobHOCTH
nHTepdelica;

- kbps - 06bem TpaduKa.

Mpw 0bHapy»KeHMM MHOoroaapecHoro TpadurKka nHTepdeinc moxer
6bITb OTKAtoYeH (shutdown) nnn nobasneHa 3anuce B XKypHan co-
obuweHui (trap).

BbIK/IlOYaET KOHTPOJIb MHOFOAAPECcHOro TpaduKa.

storm-control multicast
[registered | unregistered]
{pps pps} [trap] [shutdown]

no storm-control multicast

pps: (125.. 19531250)

BK/tO4aET KOHTPO/Ib MHOTOaApPecHoro Tpaduka:

- registered — 3aperncTpnpoBaHHOro;

- unregistered — He3aperncTpPMPOBaHHOTO.

- ppsS — KOAMYECTBO MAKETOB B CEKYHAY.

Mpw 0bHapy»KeHMM MHOroaapecHoro TpadurKa MHTepdenc Mmosket
6bITb OTKAtOYEH (shutdown) nnu gob6asneHa 3anuch B XKypHan co-
obLeHuii (trap).

BbIK/IlOYAET KOHTPO/Ib MHOFOA4PECcHOro TpaduKa.

storm-control unicast {level
level | kbps kbps} [trap]
[shutdown]

no storm-control unicast

level: (1..100);
kbps: (1..10000000)

BK/1tOYAET KOHTPO/Ib HEM3BECTHOIO OA4HOALPECHOTO TPAadUKa.

- level — 06bem TpadurKa B NpOLLEHTaX OT NPOMNYCKHOM cnocobHoCTH
UHTepdelica;

- kbps — ob6bem TpaduKa.

Mpw 0bHapy»KeHUM HEN3BECTHONO OA4HOAAPECHOTO TPadUKa UHTEp-
delic moxeT 6bITb OTKAoYeH (shutdown) nnu pobasneHa 3anucs B
KYpHan coobuieHunit (trap).

BbIK/10YAET KOHTPOJIb OAHOAAPECHOTO TPadUKa.

storm-control unicast { pps
pps} [trap] [shutdown]

no storm-control unicast

pps: (125.. 19531250)

BK/tOYaeT KOHTPO/Ib HEU3BECTHOMO O4HOAAPECHOro TpaduKa.

- pps — KONMYECTBO MAKETOB B CEKYHAY.

Mpu 06HapyKeHUU HEN3BECTHOrO OAHOAAPECHOTO TpaduKa UHTepP-
deic moxeT 6bITb oTKAtoYeH (shutdown) naun nobasneHa 3anuco B
KypHan coobuieHunit (trap).

BbIK/t0YAET KOHTPOJIb OAHOAAPECHOTO TPadUKa.

storm-control broadcast {level
level | kbps kbps} [trap]
[shutdown]

no storm-control broadcast

level: (1..100);
kbps: (1..10000000)

BK/tOYaEeT KOHTPO/Ib LMPOKOBELLaTeNbHOTO TpaduKa.

- level — 06bem TpaduKa B NpoL,eHTax OT NPONYCKHOM cNocobHOCTH
nHTepdelica;

- kbps — o6bem TpaduKa.

Mpu 0bHapyKeHUM WNPOKoBeLLaTeIbHOro TpadurKa uHTepdenc mo-
eT 6bITb oTKNto4eH (shutdown) nnn gobasneHa 3anuch B KypHan
cooblueHui (trap).

BbIKntoyaeT KOHTPOb WnpoKosewaTenbHoOro Tpad)l/IKa.

storm-control broadcast {pps
pps} [trap] [shutdown]

no storm-control broadcast

pps: (125.. 19531250)

BK/ItOYaeT KOHTPO/Ib LUIMPOKOBELLATENILHOTO TpaduKa.

- ppS — KOAMYECTBO MAKETOB B CEKYHAY.

Mpu 06HapyKEeHUM WMPOKoBeLLaTeIbHOro TpaduKa nHTepdeinc mo-
eT 6bITb oTKNto4eH (shutdown) nan gobasneHa 3anuch B KypHan
coobuieHuit (trap).

Bbikntouvaet KOHTPO/1b LWUMPOKOBELWATENbHOIO Tpad)MKa.

KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexuma EXEC:

console#
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Tabnuua 78 — KomaHap! pexkmuma EXEC

Komanoa 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro

show storm-control interface MokasbiBaeT KOHOUrypaunio GyHKLUN KOHTPONA «LITOPMA» AA YKa-
[gigabitethernet gi_port | gi_port: (1..8/0/1..48); | 3aHHOro nopta NMM60 BCex NOPTOB.
tengigabitethernet te_port | te_port: (1..8/0/1..48);
twentyfivegigabitethernet twe_port:
twe_port | (1..8/0/1..120);
hundredgigabitethernet | hu_port: (1..8/0/1..32)
hu_port]

[pumepbl 8b1M0AHEHUA KOMAHO

e  BK/OUYMTb KOHTPOJIb LLUMPOKOBELLLATe/IbHOr0, MHOFOaApPEecHOro U 0AHOaAPeCcHOro TpaduKa Ha Tpe-
TbeM uHTepdelice Ethernet. YcTaHOBUTb CKOPOCTb AJ/19 KOHTpoAupyemoro Tpaduka — 5000 K6/c:
Ana wupokosewaTtenoHoro, 30% nonocbl NPONycKaHWA 4Na Bcero MHoroagpecHoro, 70% ona He-
W3BECTHOro 04HOAAPECHOTO.

console# configure

console (config) # interface TengigabitEthernet 1/0/3

console (config-if)# storm-control broadcast kbps 5000 shutdown
console (config-if) # storm-control multicast level 30 trap
console (config-if) # storm-control unicast level 70 trap

5.11 Fpynnbl arperauum KaHanos — Link Aggregation Group (LAG)

KommyTtaTopbl obecneyunsatoT NogaepKKy rpynn arperaunmn KaHanos LAG B KoaM4YecTBe COrNacHo
Tabnuue 9 (cTpoka «Arperaymsa KaHanos (LAG)»). Kaxgana rpynna nopToB AO/IKHA COCTOATb U3 UHTepdeiicoB
Ethernet c ogMHaKoBOW CKOPOCTbIO, paboTaloLLMX B AynaeKcHOM pexxnme. Ob6beanHeHMe NopToB B rpynny
yBe/MUMBAET MPONYCKHYH CNocobHOCTb KaHafa MmeKay B3aMMOAEMNCTBYIOWUMN YCTPOMCTBAMU U
NOBbILIAET OTKAa30yCTONYMBOCTb. [Pynna NopToB ABAAETCA A9 KOMMYTaTopa OAHUM IOFMYECKMM MOPTOM.

YCTpoIACTBO NOAAEPKMBAET ABA PEXMMA PaboTbl rpynnbl NMOPTOB — CTAaTUYECKasa rpynna u rpynna,
paboTatowas no npotokony LACP. PaboTta no npotokosny LACP onucaHa B COOTBETCTBYHOLLEM pa3gene
KOHbUrypaumu.

/" Ecnam ana nHtepdeiica npousseaeHbl HaCTPOWKKU, TO ANA A06aBNeHUA ero B rpynny ciegyer
BEPHYTb HAaCTPOMUKM MO YMONUYAHUIO.

[obaBneHne nHTepdelicos B rpynny arperaLmm KaHanoB JOCTYNHO TO/IbKO B peXnme KoHUrypauum
nHTepoelica Ethernet.

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHpurypaumnm nHtepdelica Ethernet:
console (config-if)#

Tabnunua 79 — KomaHapl pexknma KoHdurypaumm nHtepdeica Ethernet

Komanda 3HaueHue/3Ha4yeHue Neiicmeue
o ymoa4aHuro
channel-group group mode [o6asutb ethernet-uHtepdeiic 8 rpynny nopTos.
mode group: (1..128); - on — po6aBuUTb NOPT B KaHan 6e3 LACP;
mode: (on, auto) - auto — pno6aBuTb NOPT B KaHan ¢ LACP B perkmume «active».
no channel-group Yaoanutb Ethernet-uHtepdeiic U3 rpynnbl NopTos.
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KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexmnma rnobanbHOM KOHOUIypaumm:

console# configure

console (config) #

Tabnnua 80 — KomaHab! perkmnma rnobanbHoM KoOHPUrypauum

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

port-channel load-balance
{src-dst-mac-ip | src-dst-
mac | src-dst-ip | src-dst-
mac-ip-port | dst-mac |
dst-ip | src-mac | src-ip}
[mpls-aware]

no port-channel load-balance

—/src-dst-mac-ip

3apaeT mexaHn3m 6anaHCMPOBKM HArpysKu Ana cTpaternm
ECMP 1 ana rpynnbl arpernpoBaHHbIX NOPTOB.

- src-dst-mac-ip — mexaHn3m 6anaHCMpPOBKM OCHOBbLIBAETCSA
Ha MAC-agpece u IP-agpece;

- src-dst-mac — mexaHn3m 6anaHCMpPOBKM OCHOBbLIBAETCA Ha
MAC-agpece;

- src-dst-ip — mexaHn3m 6anaHCMPOBKM OCHOBbIBAETCA Ha IP-
agpece;

- src-dst-mac-ip-port — mexaHn3am 6anaHCUPOBKM OCHOBbI-
BaeTcsa Ha MAC-aapece, IP-agpece n TCP/UDP-noprTe;

- dst-mac — mexaH13m 6aNaHCMPOBKM OCHOBbLIBAETCA HA
MAC-agpece nonyyartens;

- dst-ip — mexaHn3m 6anaHCMpPOBKM OCHOBbIBAETCA Ha IP-ag-
pece nonyyarens;

- src-mac — mMmexaHu3m 6anaHCMPOBKM OCHOBbLIBAETCA HA
MAC-agpece oTnpasutens;

- Src-ip — mexaHu3m 6anaHCMpPOBKM OCHOBbIBaeTcA Ha IP-aa-
pece oTnpasuTens;

- mpls-aware — Bk/toueHue napcuHra L3/L4-3aron08KoB na-
KeToB ¢ MPLS-meTkamu ga BCero ycTpoincTea. AKTyaibHO
TO/IbKO C pexxumamu 6anaHcnposku no L3/L4-3aronoskam
nakera.

Bo3Bpart K HaCTpOVIKaM 6a}'|aHCMpOBKl/I Harpysku no ymon4yaHuto.

KomaHOowb! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console>

Tabnuua 81 — KomaHabl pexunma EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

show interfaces channel-group
[group]

group: (1..128)

MoKasbiBaeT MHPOPMaLMIO NO rpynne KaHaNoB..

5.11.1 Cmamuyeckue 2pynnol azpeaayuu KaHan08e

(DYHKLI,MEﬁ CTaTnyecrux rpynn LAG asnaetca 06be,D,VIHEHM€ HECKOJIbKUX ¢M3I/I‘-I€CKI/IX KaHa/10B8 B O4UH,
4YTO NO3BOJIAET YBE/IMYNTDb NPONYCKHYIO CNOCOBHOCTb KaHana W NOBbLICUTb €ro 0TKa3OYCTOl‘;1‘-IM BocTb. AnA
CTaTU4eCKUxX rpynn npnopuTeT NCNOJ1b30BaHNA KaHa/10B B 06'beﬂ,MHEHHOM ny4yke He 3a4aeTcA.

v/

DOna BKkAoueHua paboTtbl MHTepdeiica B cOCTaBe CTaTUYECKOM rpynnbl UCNONb3yiiTe KOMaHAY
channel-group {group} mode on B pexxume KoH$UrypaLuum cooTBeTCTBYIOW,Ero MHTepdeiica.

126 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5410-48, MES5500-32




HELTEX

5.11.2 NMpomokon azpezayuu KaHanoe LACP

dyHKUmen npoTokona Link Aggregation Control Protocol (LACP) sBnsietca 06beanHeHNe HECKONbKUX
dU3NYeCKMX KaHanoB B OAMH. ArperMpoBaHMe KaHajfo0B MCMOMb3YeTcA ANA YBe/NMYEHUs MPOMYCKHOM
CNOCOBHOCTM KaHafa M NOBbIWEHUA ero oTkasoyctonumsocTu. LACP nossonseT nepepasatb TpaduK no
06beAMHEHHDBIM KaHanam B COOTBETCTBUM C 3a4aHHbIMU NPUOPUTETAMMU.

/ Ona BKAoyeHUA paboTbl

uHTepdenca no nportokony LACP wucnonb3yite KomaHAay

channel-group {group} mode auto B pexXume KoHUrypaumum cooOTBETCTBYIOLLETO UHTEP-

deiica.

KomaHObI pexcuma 2a06an6Hol KoOHgu2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHOM KOHOUrypaumm:

console (config) #

Tabnnua 82 — KomaHab! perkmma rnobanbHoM KoOHGUrypaumm

KomaHda

3HayeHue/3HayeHue
Mo yMmoan4YaHuo

Aelicmeue

lacp system-priority value

no lacp system-priority

value: (1..65535)/1

YcTtaHaBauBaeT NPUOPUTET CUCTEMDI.

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet

Bupg, 3anpoca KOMaHAHOM CTPOKM B pexkMme KoHduUrypauumn nHtepdeliica Ethernet:

console (config-if) #

Tabauua 83 — KomaHabl pexkuma KoHourypaumm uHtepoeica Ethernet

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

lacp timeout {long | short}

no lacp timeout

Mo ymonyaHuio
ucnonbsyetca
3HauyeHue long

YcTaHaBAMBaeT aAMUHUCTPATUBHDIM TaliMayT npoTokosa LACP:
- long — panTenbHoe Bpema TalmayTa;
- short — manoe Bpems Taimayta.

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

lacp port-priority value

no lacp port-priority

value: (1..65535)/1

YcTaHasaunBaeT npuoputeT nHtepdeiica Ethernet.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexuma EXEC:

console#
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Tabnuua 84 — KomaHap! pexkmuma EXEC

3HayeHue/3HayeHue
no yMmoA4aHuo

KomaHda Aeiicmeue

show lacp {gigabitethernet Moka3sbiBaeT MHPopmauuio o npotokone LACP gna nHtepdeiica

gi_port | tengigabitethernet gi__port: (1..8/0/1..48); Ethernet. Ecan pononHWTenbHble NapameTpbl HEe WCMO/b3y-

:s;frirtfilve igabitethernet te_port: (1..8/0/1..48); tOTC:;aTr‘:‘thyeﬂ-:_”OnK;::::BZC:T”:g’:aANZU:I"~HaCT OWKM MpoTOo-
vivegs twe_port: (1..8/0/1..120); | ~ P pameTp P P

twe_port | hu_port: (1..8/0/1..32) | /%

hundredgigabitethernet _port:{2.. - - statistics — nokasbIBaeT CTaTUCTUKY paboTbl MPOTOKOA;

hu_port } [parameters | - protocol-state — nokasbiBaeT coctoaHMe paboTbl NPOTOKOAA.
statistics | protocol-state]

show lacp port-channel [group] MokasbiBaeT nHPopmaumto o npotokone LACP ana rpynnbl

group: (1..128) -

[pumepbl 8b1M0AHEHUA KOMAHO

e Co3paTtb NepBylo rpynny nopTos, paboTatollyto no npoTokoay LACP 1 BK/toYatoLLyo ABa UHTep-
¢deiica Ethernet —3 n 4. CKkopocTtb paboTbl rpynnbl — 1000 M6uT/c. YcTaHOBUTL MPUOPUTET CUCTEMBI
— 6, npuopwutetbl 12 n 13 ana noptos 3 n 4 COOTBETCTBEHHO.

console# configure

console (config)# lacp system-priority 6

console (config)# interface port-channel 1

console (config-if)# speed 10000

console (config-if)# exit

console (config) # interface TengigabitEthernet 1/0/3

console (config-if)# speed 10000

console (config-if) # channel-group 1 mode auto

console (config-if) # lacp port-priority 12

console (config-if) # exit

console (config) # interface TengigabitEthernet 1/0/4

console (config-if) # speed 10000

console (config-if) # channel-group 1 mode auto

console (config-if)# lacp port-priority 13
( ) #

console (config-if exit

5.11.3 Hacmpolika mexHonoz2uu Multi-Switch Link Aggregation Group (MLAG)

Kak u LAG, BupTyanbHble LAG no3sonstoT 06begMHUTL O4HY AN HecKobKo Ethernet-nuHnin gns
YyBE/IMYEHMA CKOPOCTM M obecneyeHna oTKasoycTtoiumocT. MLAG Tak ke usBecTHa Kak VPC (Virtual
port-channel). Mpu o06blMHOM LAG arperMpoBaHHble NMHUM [O/KHbI BbiITb HA OQHOM GU3NYECKOM
ycTpoicTee, B cay4ae e ¢ VPC arperMpoBaHHble IMHUW HAaXoAATCA Ha PasHbIX GU3NYECKUX YCTPOMCTBAX.
®yHKuMA VPC no3sondeT coeAnHUTL ABa GU3MYECKMX YCTPONCTBA B O4HO BUPTYasbHOE.

/ Mpun HacTpoiike VPC Ha 0A4HOPaHroBbiX KOMMYTaTOpPax A0/KHa 6bITb 0AMHaKoBasA Bepcus
nporpammHoro obecneuyeHus.
Secondary ucnonb3syet HacTpoiku Primary.

Henb3a ncnonb3oBatb HacTpoiKy switchport forbidden default-vlan ana peer-link, Tak Kak

V VPC Port-Channel KOHTpoAUPYIOTCA TONBKO KOMMYTAaTOPOM C pOJiblo Primary, KommyTaTop
! TpadumK nporokona VPC xoaut untagged B default vian.
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KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

BunAa 3anpoca KoOMaHAHOM CTPOKM pexnma rnobanbHOM KoOHOUrypaumm:

console (confiqg) #

Tabnunuya 85 — KomaHabl pexkmma rnobanbHoM KoHpUrypaumum

KomaHoa

3Ha4yeHue/3HayeHue
o ymon4YaHuro

Aeilicmeue

vpc domain domain_id

no vpc domain domain_id

domain_id: (1..255)

Cospaet VPC-gomeH.
Ha oaHOMm ycTpoiicTBe MoXKeT 6biTb CO34aH TO/bKO
V oauH agomeH VPC. Ha napHbIX yCTPOMUCTBAX A0MKEH
6bITb 0gMHaKOBbIN VPC-g0MeH.

Ynansaet VPC-goMeH c ycTpoiicTBa.

vpc group group_id

no vpc group group_id

group_id: (1..63)

Cospgaet VPC-rpynny. [lna Ka*kaoro arperMpoBaHHOro nHTep-
delica gonKHa bbITb co3gaHa otaenbHaa VPC-rpynna. Ha nap-
HbIX ycTpoicTBax Homepa VPC-rpynn foNXKHbI COBNaAaTh.
1 CymmapHoe Konuyectso VPC-rpynn He MOXKeT npe-
V BbIiCUTb 48.

Ypansaet VPC-rpynny c ycTpoiicTsa.

vpc

no vpc

—/BbIK/IOYEHO

BkntouaeT pexkum VPC. UcnonbayeTca nocne KoHdUrypaumm
VPC.

Bbikntouaet pexkum VPC.

KomaHObI pexcuma KoHgu2ypayuu VPC

Bua 3anpoca KOMaHAHOM CTPOKK pexunma KoHdurypaumm VPC:

console (config) # vpe domain domain id
console (config-vpcdomain) #

Tabnunua 86 — KomaHabl pexkuma KoHourypaumm VPC

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

HAelicmeue

peer link group

no peer link

group: (1..48)

HasHauaet Port-Channel B kauectse peer-link.

MUckntouaet Port-Channel us yyactua s VPC.

peer detection

no peer detection

— /BbIK/OYEHO

BkntouaeT peer detection protocol.
| Peer-detection — [AONOAHUTENbHbI MEXaHU3M,
V o6ecneunsarowmii pyHKunoHuposaHme VPC B cay-
yae obpbiBa peer-link. Moatomy 3anpewiaerca uc-
nonb3oBaHue peer-link gna opraHusauum uHTep-
deiica peer-detection.

BbikntoyaeT peer detection protocol.

peer detection interval
msec

no peer detection interval

msec: (200..4000 )/700
ms

3agaeT MHTepBan oTnpaBKK coobuieHunit peer detection pro-
tocol.

YcTaHaBAMBaeT 3HaYeHne no YMONYaHUIO.

peer detection timeout
msec

no peer detection timeout

msec:
(700..14000)/3500ms

3asaTtb Bpema 0XKuAaHua oteeTa peer detection protocol.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.
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peer detection ipaddr
dest_ipaddress
source_ipaddress [port
udp_port]

no peer detection ipaddr

udp_port:
(1..65535)/50000

HacTtpawnsaet IP-agpec nony4atensa naketos, IP-agpec otnpa-
sutena u UDP nopt ans peer detection protocol.

YcTaHaBAMBAET 3Ha4YeHMeE No YMONYaHUIO.

peer keepalive

no peer keepalive

BkntouaeT cny:xby keepalive.

BbikntovaeT cnyxby keepalive.

peer keepalive timeout sec

no peer keepalive timeout

sec: (2..15)/5

3ajaTb BpemA OXMAAHMA OTBETa Ha 3anpoc LeS0CTHOCTU
peer-link.

YcTaHaBAMBaeT 3HaYeHne No YMONYAHUIO.

role priority value

no role priority

value: (1..255)/100

YcTaHaBAMBAET NPUOPUTET YCTPOMUCTBA. YCTPOMCTBO C MEHb-
LWKM 3HaYeHnem byaeT HazHavyeHo Primary.

YcTaHaBAUBaeT 3HaYeHUe No YMOAYAHUIO.

system mac-addr mac_ad-
dress

no system mac-addr

YctaHaBnmeaer MAC-agpec cuctembl ana otnpaskun B8 VPC
nopTbl.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

system priority value

no system

value: (1..65535)/32767

YcTaHaBAMBaeT NpuopuTeT cuctembl ana otnpaskm 8 VPC
nopTbl. JonxkeH 6bITb 0ANHAKOBbIN Ha 06OMX YCTPOMCTBAX.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

KomaHObI pexcuma KoHgu2ypayuu VPC

Bua 3anpoca KOMaHAHOW CTPOKM perkmma KoHourypaumm VPC-group:

console (config) # vpe group group-id

console (config-group) #

Tabnunua 87 — KomaHabl pexkuma KoHourypaumm VPC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4yaHuro

HAelicmeue

domain domain_id

no domain domain_id

domain_id: (1..255)

YcraHasnusaet VPC-group uneHom VPC-gomeHa.

Uckntouvaet VPC-group u3s VPC-gomeHa.

vpc-port group

no vpc-port group

group: (1..48)

[Lob6asnset Port-Channel 8 VPC-rpynny.

Wckntouaet Port-Channel us VPC-rpynnbil.

KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 88 — KomaHabl pexkmuma EXEC

KomaHda

3HayeHue/3HayeHue
Mo ymon4yaHuro

Aeilicmeue

show vpc

OTobparkaeT uHGopmaumto o KoHourypauum VPC.

show vpc group id

OTobparkaeT MHPopMauuto o Tekylem coctosiHum VPC Group id.

show vpc peer-detection

OTobpaxkaeT cocTonHue cnyKbbl peer detection protocol.

show vpc role

OTobparkaeT MHGOPMaLUIO O POU YCTPOMCTBA.

show vpc statistics peer {
keepalive | link | detection}

OTo6parkaeT coCTOAHME CHETUMKOB CNy»K6bl VPC.
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5.12 Hactpoiika IPv4-agpecauumn

B gaHHOM pasgene onucaHbl KOMaHAblI A5 HAaCTPOMKWM CTaTUYECKUX napameTtpos IP-agpecauun,
TaKMX Kak IP-agpec, macka noAaceTtu, W03 N0 ymon4aHuio. Hactpoiika npotokonos DNS un ARP onucaHa B
COOTBETCTBYHOLMX pas3gaenax AOKYMeHTaunu.

KomaHObI pexcuma KoHgu2ypayuu uHmepgetica Ethernet, uHmepdgelica epynnsl nopmos, VLAN,

Loopback

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm mHtepdeiica Ethernet, untepdeiica
rpynnbl nopTtos, uHTepdeiica VLAN, uutepdeiica Loopback.

console (config-if) #

Tabnunua 89 — KomaHapl perknma KoHburypaumm nHtepdeinca

KomaHda

3HayeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

ip address ip_address {mask |
prefix_length}

no ip address [/P_address]

prefix_length: (8..32)

HasHaueHue 3agaHHOMY MHTepdeiicy IP-agpeca U mMacku nog-
cetu.
3HaueHMe MacKM MOKeT bbiTb 3anucaHo an6o B ¢op-
mate X.X.X.X, am6o 8 dpopmare /N, rae N — Konuuecrso
eAuHUL, B 4BOVYHOM NpPeACcTaBNeHUU MacKu.

Ypanenwue IP-agpeca nHtepdeiica.

ip address dhcp

no ip address dhcp

MonyyeHue IP-agpeca Ans HacTpaMBaemoro WHTepodelica ot
DHCP-cepsepa.
V He ucnonb3yetca gna loopback—-uHTtepdeiica.

3anpeT ncnosab3oBaHMA npoTtokona DHCP gna nonyyeHua IP-
appeca BblbpaHHbIM UHTepdeicom.

ip unnumbered {vlan vian_id |
loopback /oop-back_id}

no ip unnumbered

vlan_id:
(1..4094);loopback_id: (1)

PaspeluaeT KoHPUrypupyemomy uHTepdeicy sammcreosatb IP-
aapeca VLAN u Loopback-nHTtepdeiica.

OTkAtoYaeT GYHKLMIO 3aMMCTBOBaHNA afpeca.

ip icmp unreachables
disable

BbIkntoueHue oTnpasku icmp unreachable.

no ip vrf

(1..32) cumBona

— -/BKAtOYEHO
no ip icmp unreachables .
. BkntoyeHue otnpasku icmp unreachable.
disable
ip vrf {vrf_name} vrf_name: [Oob6asneHune nHtepdeiica B ykasaHHbin VRF.

Ona nHtepdeiica OOB u gedonTtHoii VLAN nepepg, ao-
6asneHnem B VRF Heobxoaumo BBectu «no ip address
dhcp». Takxke «no ip address dhcp» HyXHO noBTOPATL
npm ouepeaHbix cmeHax VRF.

MonyyeHue IP-agpeca Ans HacTpaMBaemoro WHTepodelica ot
DHCP-cepsepa.
V YpaneHue nHrepodeiica us paHee ykasaHHoro VRF.
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KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

BuAa 3anpoca KoOMaHAHOM CTPOKM B pexxume rnobanbHo KoHPUrypaumm:

console (confiqg) #

Tabnnua 90 — KomaHab! perknma rnobanbHoM KoOHGUrypauum

KomaHda

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

ip default-gateway ip_address

no ip default-gateway

-/WN03 N0 yMONYaHUIo

3afaeT ANA KOMMYTaTopa agpec W33 No YMOAYAHMIO.

He 3a4aH

YaansaeT HazHaYeHHbIN apec WJo3a N0 YMOHAHUIO.

ip helper-address
{ip_interface | all} ip_address
[udp_port_list]

no ip helper-address
{ip_interface | all} ip_address

-/BbIK/IIOYEHO

Bkntoyaet nepeagpecaumio wWnpokosellatenbHolx UDP-nakeToB
Ha onpeaeneHHbIN agpec.

- ip_interface — IP-agpec nHtepdeica, s KOTOPOro BbINOAHAETCA
HaCTpOWiKa;

- all - no3eonnet BbIGpaTh BCe IP-MHTEpPdENChI YCTPONCTBa;

- ip_address — |IP-agpec HazHauYeHuWA, Ha KOTopbli ByayT nepeHa-
npasnAaTbcA nakeTbl. 3HaveHume 0.0.0.0 oTKAOYaeT nepeagpeca-
umio;

- udp_port_list — cnucok noptos UDP. LLInpoKoBsewaTenbHbIn Tpa-
dUK, HaNpaBAEHHbIV Ha NepeyYncieHHble B CNIMCKe NOpPTbl, NoABep-
raetca nepeagpecaumnun. MakcumasnbHoe obLuee KomyecTso nop-
TOB M afipecoB Ha ycTponcTeo - 128.

OTMeHsAeT nepeaapecaLmio Ha 3agaHHbIX MHTepdericax.

KomaHOb1 pexcuma Privileged EXEC

Buna 3anpoca KomaHAHOM cTPOKK B pexxume Privileged EXEC:

console#

Tabnunua 91 — KomaHabl perkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

HAelicmeue

clear host {* | word}

word: (1..158) cumBonos

Ypanaet us namATu noay4veHHble no npotokoay DHCP 3anucu co-
OTBETCTBUI UMeH MHTepdelicoB u ux IP-aapecos.
* — y[anUTb BCe COOTBETCTBUA.

renew dhcp {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | vlanvian_id |
port-channel group | oob}
[force-autoconfig]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)
vlan_id: (1..4094)

Otnpasnset 3anpoc kK DHCP-cepBepy Ha o6HoBNeHUe IP-agpeca.
- force-autoconfig — npu obHoBNeHUW IP-appeca 3arpyrkaertca
KOHPUrypauma c TFTP-cepsepa.

show ip helper-address

OtobparkaeT Tabnuuy nepeagpecauumn LIMPOKOBELLATENbHbIX
UDP-nakeToB.

show ip unnumbered interface
[vlan vian_id]

vlan_id: (1..4094)

Moka3sbiBaeT KoOHbUrypaumio ip unnumbered Ans ykasaHHOrO UH-
Tepdeiica.

KomaHOb! pexcuma EXEC

Bug, 3anpoca KOMaHAHOW CTPOKM B pexxume Exec:

console>
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Tabnmua 92 — KomaHap! pexkmuma EXEC

3HayeHue/3HayeHue no

gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group
| loopback loopback id | vlan
vlan_id | tunnel tunnel | oob]

te_port: (1..8/0/1..48);
group: (1..128);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
loopback_id : (1...64);
tunnel: (1..16);
vlan_id: (1..4094)

KomaHoa Aelicmeue
yMOAYaHuIo
show ip interface [vrf vrf_name: (1..32) MoKa3sbiBaeT KoHbUrypaumio IP-agpecaumm gna yKasaHHOTO WH-
vrf_name | all} | CUMBONA; Tepdeiica nan 061acTm BUpTyanbHoW mapupytusaumm (VRF).

5.13 Hacrtpoiika Green Ethernet

Green Ethernet — TexHonorua, nosposAlOWAs CHU3UTbL 3HepronoTpebseHne ycTpoMcTBa 3a cyeT
OTKNKOYEeHUA NMUTaHUA ANA HEaAKTUBHbIX 3/1EeKTPUYECKUX MOPTOB U U3IMeHEeHUA YPOBHA nepegaBaemoro

CUrHana B 3aBUCUMOCTU OT AJIUHbI Kabens.

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKMUMe r106anbHON KOHPUrypaumm:

console (config) #

Tabnumua 93 — KomaHapl pexxmma rnobanbHon KoHPU

rypauum

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

green-ethernet energy-detect

Bk/itoyaeT sHeprocbeperatoLmin peskum 41a HEaKTUBHbIX MOPTOB.

no green-ethernet -/BbIKNIOYEH OTKANtoYaeT sHeprocbeperaroWwmnin pexxmum ANa HeaKTUBHbIX Nop-
energy-detect TOB.
green-ethernet short-reach BkntoyaeT aHeprocbeperatolmii pexxum a1a nopTos, K KOTOPbIM
NOAK/OYAIOTCA YCTPOWCTBA C A/IMHOM Kabens noAKAYeHuA
MeHblle NMOPOroBOro 3Ha4eHwWs, yCTaHaBAMBAEMOrO C NMOMOLLbIO
-/BbIKNOYEH

KoMaHabl green-ethernet short-reach threshold.

no green-ethernet short-reach

OTKNtoYaeT sHeprocbeperatolmin pexkum Ha OCHOBAHWUWU AJHbI
Kabens.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

Bupg 3anpoca KOMaHAHOﬁ CTPOKU B pexXnme Ko

console (config-if) #

Hourypauum nutepdenca Ethernet:

Tabnnua 94 — KomaHabl pexknma KoHourypaumm nHtepdeica Ethernet

3HayeHue/3HayeHue
no yMmon4aHuwo

KomaHda

Aeiicmeue

green-ethernet energy-detect

BKntouaeT sHeprocbeperatowmii pexxum gas nHtepdelica.

no green-ethernet -/Brnoden OTKANtoYaeT aHeprocbeperatowmin pexxum gna nHtepdeiica.
energy-detect
green-ethernet short-reach BKntouaeT aHeprocbeperalomnin pexKMm Ha OCHOBAHWWM AIUHbI
Kabens.
-/BkatoueH

no green-ethernet short-reach

OTKAloYaeT sHeprocbeperatomini PpexmMm Ha OCHOBAHMU OJWHbI
Kabens.
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KomaHOwbi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKKM B pexume Privileged EXEC:

console#

Tabnnuya 95 — KomaHabl perknma Privileged EXEC

Komanda 3HavyeHue/3Ha4yeHue Leiicmeue
no ymoa4aHuro
show green-ethernet OTobparkaeT CTaTUCTUKY green-ethernet.
[gigabitethernet gi_port | gi_port: (1..8/0/1..48);
tengigabitethernet te_port | te_port: (1..8/0/1..48);
twentyfivegigabitethernet twe_port:
twe_port | (1..8/0/1..120);
hundredgigabitethernet hu_port: (1..8/0/1..32)
hu_port | detailed]
green-ethernet power-meter ) CbpacbiBaeT CHETUMK U3MEPUTENA MOLLLHOCTU.
reset

[pumepbl 8b1M0AHEHUS KOMAHO

OTo6pasuTtb CTaTUCTUKY green-ethernet:

console# show green-ethernet detailed

Energy-Detect mode: Enabled

Short-Reach mode: Enabled

Disable Port LEDs mode: Disabled

Power Savings: 0% (0.00W out of maximum 0.00W)
Cumulative Energy Saved: 0 [Watt*Hour]

* Estimated Annual Power saving: NA [Watt*Hour]
Short-Reach cable length threshold: 50m

* Annual estimate is based on the saving during the previous week
NA - information for previous week is not available

Port Energy-Detect Short-Reach VCT Cable
Admin Oper Reason Admin Force Oper Reason Length

tel/0/1 on off Unknown on off off NP

tel/0/3 on off LT on off off LT

tel/0/4 on off LT on off off LT

tel/0/5 on off LT on off off LT

tel/0/6 on off LT on off off LT

tel/0/7 on off LT on off off LT

tel/0/8 on off LT on off off LT

tel/0/9 on off LT on off off LT

tel/0/10 on off LT on off off LT

tel/0/11 on off LT on off off LT

tel/0/12 on off LT on off off LT

5.14 Hactpoiika IPv6-agpecauumn

5.14.1 Npomokon IPv6

KommyTaTopbl noaaep»kusatoT paboTy no npotokony IPv6. Moaneprkka IPv6 ABnAeTca BaKHbIM

[OCTOMHCTBOM, MOCKOJIbKY MPOTOKOAN IPV6 npu3BaH, B MepCrnekTMBe, NMOAHOCTbIO 3aMeHUTb ajapecauuto
npoTtokona IPv4. Mo cpaBHeHuto ¢ IPv4 npoTtokon IPv6 nmeet paclumpeHHoe agpecHoe NpocTpaHcTeo — 128
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6uTt Bmecto 32. Aapec IPv6 npeactasnnet coboit 8 6/10K0B, pasaeneHHbIX ABOETOUYMEM, B KaXKaoM 610Ke
16 61T, 3aNMCaHHbIX B BU/E YeTbipex LeCcTHaALaTePUYHbIX YNCEN.

Momnmo ysenunuyeHmMAa agpecHOro MNPoOCTPaHCTBa NPOTOKOA IPVv6 mMmeeT uvepapxmyeckyto cxemy
agpecauum, obecneymBaeT arperauvio MaplpyTos, ynpouwaeTt Tabauuy MmaplipytMsauuu, npu 3Tom
3dpPeKTMBHOCTb PabOTbl MapLLPYTM3aTOPA NOBbILIAETCA 33 CHET MEXaHM3Ma 0BHapyKeHMA coceaHUX Y3/10B.

JNlokanbHble agpeca IPv6 (IPv6Z) B KomMmyTaTope HasHaualTca WHTepdelicam, noaTomy npu
ncnonb3oBaHuK IPv6Z-aapecoB B CMHTAKCUCE KOMAHA, UCNOb3yeTCa caeayowmii popmar:

<ipv6-link-local-address>%<interface-name>
roe:
interface-name — uma nHTepdeica:
interface-name = vlan<integer> | ch<integer> | <physical-port-name>
integer = <decimal-number> | <integer><decimal-number>
decimal-number=0|1]2|3|4|5|6|7|8]9
physical-port-name = tengigabitethernet (1..8/0/1..32)

V’- Ecnmn 3HaueHue rpynnbl UM HECKOZIbKUX FPyNn noapaa B agpece nporokona IPvé paBHO
Hynto — 0000, To AaHHbIE rpynnbl MOTYT 6bITb ONYLLEHbI.
Hanpumep, agpec FE40:0000:0000:0000:0000:0000:AD21:FE43 moKeT bbITb COKpalleH A0
FE40::AD21:FE43. CokpalieHuo He MOryT ObiTb NOABEPrHyTbl 2 pasaesieHHble HyseBble
rpynnbl n3-3a BOSHUKHOBEHUA HEO4HO3HAYHOCTM.

V’- EUI-64 - 310 naeHtudumkatop, co3gaHHblt Ha 6ase MAC-agpeca uHtepdeiica, ABnatowmninca
64 mnagwummu 6utamu IPve-agpeca. MAC-agpec pasbuBaeTtca Ha gse yactu no 24 6ura,
MeXKay KoTopbimu ao6asnserca KoHcTaHTa FFFE.

KomaHObI pexcuma 2a0b6aab6Hol KOHuU2ypayuu

Bua, 3anpoca KOMaHAHOMN CTPOKM pexRmMma rnobasbHON KOHPUrypaLmm:
console (confiqg) #

Tabnunua 96 — KomaHabl pexxnma rnobanbHo KoHOUrypaLmm

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymon4aHuio
ipv6 default-gateway 3apaeT 3HavYeHWe NIoKanbHoOro aapeca IPv6-wno3a no ymonya-
ipv6_address HUIO.
no ipv6 default-gateway Yaanaer HacTpolKku IPv6-1wnt03a No yMon4YaHuio.

ipv6_address

ipv6 neighbor ipv6_address {
gigabitethernet gi_port |
tengigabitethernet te_port |

Co3pgaeT ctaTnyeckoe cootseTcTBne mexay MAC-agpecom co-
cefiHero ycTpoiicTea 1 ero IPv6-agpecom.
- ipv6_address — |Pv6-aapec;

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..12);

twentyfivegigabitethernet 1 t;v/gﬁo;tzz 0); - mac_address — MAC-agpec.
It'lvt:f\:irr)zgt |I abitethernet hu_port: (1..8/0/1..32);
Bi& group: (1..128);

hu_port | port-channel group |

vlan vian_id} mac_address vian_id: (1..4034)
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no ipv6 neighbor
[ipv6_address]
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id]

YpanseT ctaTuyeckoe cooTBeTcTBME mexay MAC-agpecom co-
cepHero ycTpoiicTea u ero IPv6-agpecom.

ipv6 icmp error-interval
milliseconds [bucketsize]

no ipv6 icmp error-interval

milliseconds:
(0..2147483647)/100;
bucketsize: (1..200)/10

3agaeT orpaHuyeHune ckopoct ana ICMPv6-cooblieHuii 06
oLlImnbKax.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

ipv6 route prefix/prefix_length
{gateway} [metric] [distance
distance]

no ipv6 route
prefix/prefix_length [gateway]

prefix: X:X:X:X::X;
prefix_length: (0..128);
metric: (1..65535)/1;
distance (1..255)/1

[obasneHune ctaTmyeckoro mapupyta IPv6

- prefix — ceTb Ha3HaYeHus;

- prefix_length —npeduKc macku ceTu (KoAMYeCcTBO eaNHUL, B Ma-
cKe);

- gateway — W03 ANA A0CTyNa K CETU Ha3HaYeHus;

- metric — MeTpUKa AN AaHHOTO MapLUpyTa;

- distance — aAMUHUCTPATUBHAA SUCTAHLMA MapLUpYTa.

YpaneHwe ctatnyeckoro mapuupyta IPv6.

ipv6 unicast-routing

no ipv6 unicast-routing

-/BbIKNIOYEHO

BkatoyaeT nepeHanpasaeHne ogHOaLPECHbIX MAaKeTOB.

OTK/OYaeT nepeHanpas/ieHme 04HOAAPECHbIX NaKeToB.

ipv6 distance {ospf {inter-as |
intra-as} | static} distance

no ipvé6 distance {ospf {inter-as
| intra-as} | static}

distance
(1..255)/static:1,
OSPF intra-as:30,
OSPF inter-as:110

YcTaHaBAMBaEeT 3HA4YeHNe aAMUHUCTPATUBHOW AncTaHumm (AD)
ONA BCEX MAPLUPYTOB YKa3aHHOro Tuna.

- ospf inter-as — yctaHaBnBaeT 3Ha4yeHMe AD ana MeXK30Ha b-
HbIX MApLIPYTOB, MPUHATLIX N0 NpoTokony OSPF;

- ospf intra-as — ycTaHaBanBaeT 3HaueHue AD gna BHyTpU30-
Ha/lbHbIX MapLPYTOB, NPUHATbLIX NO NpoTokoay OSPF;

- static — ycTaHaBnMBaeT 3HaueHne AD gns CTaTUYECKUX MaplLu-
pyTOB.

YcTaHaBAMBaEeT 3HAYEHUE MO YMONYAHUIO.

KomaHObI pexcuma KoHgpuaypayuu uHmepaetica (VLAN, Ethernet, Port-Channel)

Bupg 3anpoca KOMaHAHOM CTPOKU perknma KOHOUrypauum nHtepdeica:

console

(config-if) #

Tabnuvua 97 — KomaHabl pexxknma KoHdurypauum nutepoeiica (Ethernet, VLAN, Port-channel)

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ipv6 enable

no ipv6 enable

-/BbIKAOYEHO

BkntoyaeT noaaepKky IPv6 Ha nHTepdeiice.

OTKAtoYaeT noaaep:KKy IPv6 Ha nHTepdelice.

ipv6 address autoconfig

no ipv6 address autoconfig

Mo ymon4yaHuio
aBTOMaTUyecKas
KoHbUrypauus
BK/IIOYEHA, agpeca He
Ha3HayeHbl.

BKAtoYeHMe aBTOMATUYECKOW KoHdurypaumm IPv6-agpecoB Ha
nHTepderice. Aipeca HaCTPaMBalOTCA B 3aBUCUMOCTU OT NpeduK-
COB, KOTOPbIe No/y4eHbl B cooblieHmax «Router Advertisement».

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

ipv6 address
ipv6_address/prefix_length
link-local

no ipv6 address
[liov6_address/prefix-length
link-local]

Mo ymonyaHuio
3HaYeHMe I0Ka/IbHOTO
aapeca: (FE80::EUI64)

3agaeT nokanbHbIM IPv6-agpec nHtepdelica. Crapwme 6uTbI no-
KanbHbIX IP-agpecos B IPv6 — FE8O::

Ypanset nokanbHbIn IPv6-aapec.

ipv6 nd dad attempts
attempts_number

no ipv6 nd dad attempts

(0..600)/1

3afaeT KoOMYecTBO COO0bLWeHNn-TpeboBaHMI, nepesaBaemMbixX
MHTEepdEcoM B3aMMOAENCTBYIOLWEMY YCTPOWUCTBY B Clyyae 06-
Hapy»keHua aybnunkaumm (konnmsumm) IPve-agpeca.

Bo3BpalaeT 3Ha4yeHne No YMONIYAHMUIO.
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ipv6 unreachables

no ipv6 unreachables

-/enabled

BkntoueHue ICMPV6 coobuweHnini 0 HeZOCTUKMMOCTM agpecaTta
npv nepegaye NakeToB Ha onpeaeneHHbIn nHTepdeinc.

YcTaHaBAMBAET 3HA4YeHUe No YMOYaHUIO.

ipvé mld version version

no ipv6 mld version

version: (1..2)/2

OnpeaeneHuve Bepcum npotokona MLD ana nHtepdelica.

YcTaHaBAMBAET 3HA4YeHUe No YMONYaHUIO.

KomaHObl pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOW CTPOKK pexxkunma Privileged EXEC:

console#

Tabnuua 98 — KomaHapl pexkmma Privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
10 ymMon4YaHuo

Aelicmeue

show ipv6 interface [brief |
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback | vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

MoKa3blBaeT HACTPOMKM NpoToKona IPv6 Ansa yKasaHHOro MHTep-
delica.

show ipv6 route [summary |
local |connected | static |
ospf | icmp | nd |
ipv6_address[ipv6_prefix |
interface { gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback | vlan vian_id}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);

group: (1..128); hu_port:

(1..8/0/1..32);
vlan_id: (1..4094)

MokasbiBaeT Tabauuy IPv6-mapLipyToB.

show ipv6 neighbors
{ipv6_address |
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
group: (1..128);
hu_port: (1..8/0/1..32);
vlan_id: (1..4094)

MoKasbiBaeT MHPOPMaALMIO O COCEAHUX
CoZepIKalLyHOCs B KaLle.

IPv6-ycTpoicTBax,

clear ipv6 neighbors

OuniiaeT KaWw, cofepXawmii MHPOPMALMIO O COCeAHUX
yCTpoiicTBax, paboTatowmx no npotokony IPv6. UHpopmauma o
CTaTUYECKMX 3aNUCAX COXPaHAETCA.

show ipv6 distance

lMoka3aTb 3HayeHwue aAMMHMCTpaTMBHOVI ANCTaHUUN  OnAa
Pa3NNYHbIX ICTOYHMKOB MapLlpyTa.
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5.15 HacTpoiika npoToKonoB

5.15.1 Hacmpolika npomokona DNS — cucmembl 00OMeHHbIX UMeH

OcHoBHoW 3aza4yeli npoTtokosa DNS sBnsetca onpeaeneHue IP-aapeca y3na cetu (xocta) no 3anpocy,
cofepawemy ero gomeHHoe umA. basa [aHHbIX COOTBETCTBMA [AOMEHHbIX WMEH Y3/10B CEeTU MU
cooTBeTcTBYOWMX UM IP-agpecos Beaetca Ha DNS-cepsepax.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKUMe r106anbHON KOHPUrypaumm:

console (config) #

Tabanua 99 — KomaHab! perkmma rnobanbHoM KOHGUrypaumm

3HayeHue/3HayeHue
Mo yMmoan4YaHuo

KomaHda

Aelicmeue

ip domain lookup

- - -/BKNIOYEHO
no ip domain lookup

Pa3pewaet ncnonbsosaHue npotokona DNS.

3anpewaeT ncnonb3osaHue npotokona DNS.

ip name-server
{serverl_ipv4 address |
serverl_ipv6_address |
serverl_ipv6z_address}
[server2_address] [...]

no ip name-server
{serverl_ipv4_address |
serverl_ipv6_address |
serverl_ipv6z_address}
[server2_address] [...]

Onpegaensert IPv4/IPv6-agpeca ana goctynHbix DNS-cepsepos.

Ypanaet IP-agpec DNS-cepsepa M3 CnncKa JOCTYMHbIX.

ip domain name name

name: (1..158)
CUMBOIOB

no ip domain name

OnpegensieT LOMEHHOE UMA MO YMOYaHUIo, KoTopoe Byaet uc-
Mo/Ib30BaTbCA MPOrPamMmoN, ANA AOMNOAHEHUA HenpaBUIbHbIX
AOMEHHbIX MMeH (fOMeHHbIX MMeH 6e3 TouKM). [na AOMEHHbIX
nmeH 6e3 TOUKM B KOHeL, UMeHM byaeT A06aBAATLCA TOUKA M YKa-
3aHHOE B KOMaHZAE AOMEHHOe UMSA.

Ypanaet AOMEHHOe UMA NO YMOHYAHMUIO.

ip host name address1
[address2 ... address4]

name: (1..158)
CUMBOIOB

no ip host name

OnpepenseT cTaTU4eCcKMe COOTBETCTBUA MMeH Y3108 ceTu IP-aa-
pecam, pobaBnsaeT yCTaHOBJEHHOE COOTBETCTBME B  K3L.
DyHKLMA nokanbHoro DNS. MoxHo onpeaenntb 00 BocbMu IP-
afpecoB Ha OAHO UMA.

Ypanaet ctaTMyeckne COOTBETCTBMA MMeH y3n0B ceTu |P-agpe-
cam.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK B pexknume EXEC:

console#

Tabanuya 100 — KomaHzabl pexkmma EXEC

3HayeHue/3HavyeHue "
KomaHda / Aeiicmeue
no yMmon4aHuo
clear host {name | *} name: (1..158) Yaansaer 3anucb COOTBETCTBMA MMEHM y3na ceTu IP-agpecy Kawa
CMMBO/0OB nmbo Bce 3anucu (*).
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show hosts [name] OTobparkaeT JOMEHHOE UMSA NO YMOJIYaHuto, cnmucok DNS-cepse-
pOB, CTaTUYECKMe U KIWWUPOBAHHbIE COOTBETCTBUA MMEH Y3/10B
cetu n IP-agpecos.

Mpu NCNoNIb30BaHMU B KOMaHAE MUMEHM y3/1a CeTU, OTobpakaeTcs

cooTBeTcTBYOWMIN emy IP-agpec.

name: (1..158)
CUMBO/I0B

[pumepbl UC016308AHUA KOMAHO

Mcnonb3osatb DNS-cepsepa no agpecam 192.168.16.35 1 192.168.16.38, yCcTaHOBUTL OMEHHOE UMA
Mo YMOJIYaHMIO — mes:

console# configure
console (config) # ip name-server 192.168.16.35 192.168.16.38
console (config)# ip domain name mes

YCTaHOBUTb CTaTUYECKOE COOTBETCTBUE: Y3en ceTh ¢ umeHem eltex.mes nmeer IP-agpec
192.168.16.39:

console# configure
console (config)# ip host eltex.mes 192.168.16.39

5.15.2 Hacmpolika npomokona ARP

ARP (Address Resolution Protocol — npoTokon paspelieHus aApecoB) — NPOTOKOA KaHalbHOro
YPOBHS, BbiNoNHAWWMI dyHKUMIo onpegeneHns MAC-agpeca Ha OCHOBaHUM COAEpPIKallerocsa B 3anpoce
IP-agpeca.

KomaHObI pexcuma 2a0b6aab6HoU KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKuUmMe r106anbHON KoHGUrypaumm:

console (confiqg) #

Tabnunua 101 — KomaHabl pexknma rnobanbHoN KoOHPUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

arp ip_address hw_address
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id | oob]

no arp ip_address
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id | oob]

dopmar ip_addr:
A.B.C.D;
dopmat hw_address:
H.H.H
H:H:H:H:H:H
H-H-H-H-H-H;
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

[obasnaeT cTaTMyecKyto 3anucb cootsetcteuns IP- 1 MAC-aape-
coB B Tabnuuy ARP ansa ykasaHHoro B KomaHze nHtepdelica.

- ip_address — IP-agpec;

- hw_address — MAC-agpec.

Ypanaet cratmyeckyto 3anucb cootsetcteua IP- n MAC-agpecos
13 Tabaunubl ARP ansa ykasaHHOro B KomaHzae uHtepdelica.

arp timeout sec sec: HacTpanBaeT Bpems KM3HM AMHAMWUYECKUX 3anuceit B Tabauue
(1..40000000)/60000 | ARP (cek).
no arp timeout cek YcTaHaBAMBaET 3HA4YeHUe No YMONYAHUIO.
ip arp proxy disable OTKNIOYaEeT pexum npokcnposaHma ARP-3anpocoB Ana KommyTa-
B TOpa.
-/OTKNIOUEH

no ip arp proxy disable

Bkntoyaet pexum npokcmposaHna ARP-3anpocos Ana KommyTa-
TOpa.
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anycast-gateway
mac-address mac_addres

no anycast-gateway mac-
address

dopmat mac_address:
H.H.H van H:H:H:H:H:H
mnun H-H-H-H-H-H /
BUPTyanbHbI MAC-
ajpec He 3a4aH

3apaeT BUpTyanbHblt MAC-agpec, KOTOpbIi 3ameHseT 6aso-
Bbllt MAC-agpec KommyTaTopa B ucxogawmx ARP-coobue-
HUAX.

- mac_address — MAC-appec.

B KauectBe BuptyanbHoro MAC-agpeca Henb3a MUC-

V nonb3oeatb cnegywwme MAC-agpeca: multicast,
broadcast, VRRP MAC, 6a3oBblit MAC-agpec KommyTa-
Topa, 6asosblit MAC-agpec Kakoro-nu6o lHUTa U3
cTeKa.

YcTaHaBAMBAET 3HAYeHUeE No YMOYaHUIO.

KomaHOb1 pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK B pexume Privileged EXEC:

console#

Tabanuya 102 — KomaHabl perkmuma Privileged EXEC

KomaHda

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

clear arp-cache

Ypansaet Bce AMHaMuyeckue 3anucu ns ARP-tabaunubl (KomaHaa go-
CTYMHa TO/IbKO 418 NPUBUAETMPOBAHHOIO NoJb3oBaTeNs).

show arp [ip-address
ip_address] [mac-address
mac_addres] [gigabitethernet
gi_port | tengigabitethernet
te port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
oob]

dopmart ip_address:
A.B.C.D
dopmaT mac_address:
H.H.H van H:H:H:H:H:H
nnun H-H-H-H-H-H;
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MokasbiBaeT 3anucu ARP-Tabauubl: Bce 3anucu, ounbTp no IP-aa-
pecy; dunbTp no MAC-agpecy; dunbTp no nHTepdeicy.

- ip_address — IP-agpec;

- mac_address — MAC-agpec.

show arp configuration

MokasbiBaeT rnobanbHyto KoHoUrypaumio ARP n KoHourypaumio
ARP ansa nHtepodeiicos.

show ip anycast-gateway

MokasbiBaeT KOHGUrypaLmto anycast gateway.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica

Bua 3anpoca KomaHAHOM cTPoKK B pexume interface configuration:

console (config-if)#

Tabnunua 103 — KomaHabl perknuma nHtepdeica Ethernet, rpynnbl nHtepdeicos uHtepdeiica VLAN

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip proxy-arp

no ip proxy-arp

-/BKAKOYEHO

BkatouyaeT pexxmum npokcuposaHua ARP-3anpocos Ha HacTpauBae-
MOM MHTepdeice.

OTKAlOYaeT pexkmm npokcmposBaHuAa ARP-3anpocoB Ha HacTpaunBae-
MoM UHTepdeliice.

anycast-gateway

no anycast-gateway

-/BbIK/IOYEHO

BksitovaeT onumio anycast gateway Ha uHTepdeiice. B ncxoaaiwmx
ARP-coobLeHx 6a3oBbiit MAC-aapec KOMMyTaTopa 3amMeHAeTca Ha
BMpPTyanbHbIi MAC-agpec.
V BuptyanbHbii MAC-agpec gonKeH 6biTb 3a4aH KOMaH-
BAoW anycast-gateway mac-address.

YcTaHaBAnBaeT 3HaYeHUe No YMOYAHUIO.
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[pumepbl UC016308AHUS KOMAHO

[Jo6aBuTb ctaTnyeckyto 3anucb B ARP-Tabaunuy: IP-agpec 192.168.16.32, MAC-agpec 0:0:C:40:F:BC,
YCTaHOBUTb BPEMSA XKU3HU ANHAMUYECKUX 3anncenn B ARP-tabaumue — 12000 cekyHA;:

console# configure

console (config)# arp 192.168.16.32 00-00-0c-40-0f-bc tengigabitethernet
1/0/2

console (config)# arp timeout 12000

e [lokasaTb cogepknumoe ARP-Tabanubi:

console# show arp

VLAN Interface IP address HW address status

vlian 1 te0/12 192.168.25.1 02:00:2a:00:04:95 dynamic

5.15.3 Hacmpoiika npomokona GVRP

GARP VLAN Registration Protocol (GVRP) — npoTtokon VLAN-peructpaumun. MpoTokon nossonser
pacnpocTpaHntb no cetn maeHtuédmkatopbl VLAN. OcHoBHOM ¢yHKumeln npoTtokona GVRP asnsaetcs
06HapyKeHne nHbopmaummn ob oTcyTcTBYOWMX B 6ase gaHHbIx KommyTaTopa VLAN-ceTax npu noayvyeHmu
coobueHnin GVRP. Monyuns nHdopmaumio 06 otcytcreyrowmx VLAN, kKommyTaTtop A06aBasieT ee B CBOHO
6a3y AaHHbIX.

KomaHObI pexcuma 2a0baab6Hol KOHuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnobanbHom KOHOUrypaumm:
console (config) #

Tabnunua 104 — KomaHabl perkunma rnobanbHoM KoOHGUrypauum

3HayeHue/3HayeHue »
KomaHoa Aelicmeue
no ymoa4YaHuro
gvrp enable / BkatouaeT ncnonb3osaHue npoTokona GVRP-kommyTaTopom.
-/BbIKNOYEH
no gvrp enable BbIKntoyaeT ncnosnb3osaHue npotokona GVRP-kommyTaTopom.

KomaHObI pexcuma KoHguaypauuu uHmepdgpelica (duanaszoHa uHmepgelicos) Ethernet, uHmep-
¢elica 2pynnsl MOpmMos

Bua 3anpoca KOMaHAHOW CTPOKU B pexume KoHdurypaumm mnHtepdenca Ethernet, nHtepodeiica
rpynnbl NOPTOB:

console# configure

console (config) # interface {gigabitethernet gi port | tengigabitethernet
te port | twentyfivegigabitethernet twe port | hundredgigabitethernet

hu port | port-channel group}

console (config-if) #

Tabnunua 105 — KomaHabl pexkuma KoHourypauum nHtepdelica Ethernet, rpynnsl nHTepdelicos

3HayeHue/3HayeHue
no ymoa4aHuro

KomaHoa Aelicmeue

gvrp enable BkatoyaeT mcnonb3oBaHne npotokosna GVRP Ha HacTpanBaemom

-/BbIK/IIOYEH .
UHTepodeiice.
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no gvrp enable

BbIkntoyaeT ncnosnb3oBaHue npotokosa GVRP Ha HacTpansaemom
MHTepodeiice.

gvrp vlan-creation-forbid

no gvrp vlan-creation-forbid

-/paspelueHo

3anpelaetr gMHaMmu4yeckoe nsmeHeHme nan cosgaxHme VLAN ana
HacTpanBaemoro nHTepoeica.

Paspewaer guHamuyeckoe usmeHeHme unau cosgaHue VLAN ana
HacTpanBaemoro nHTepodeica.

gvrp registration-forbid

no gvrp registration-forbid

Mo ymonyanuo
co3paHue un
pernctpauma VLAN Ha
MHTepodeince
paspelieHa

BbinonHAeT cHATUeE pernctpaunm gna scex VLAN n He gonyckaert co-
34aHuUA unm pernctpaumm Hosbix VLAN Ha gaHHOM MHTepdeiice.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

KomaHOwbi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHON CTPOKM pexnma Privileged EXEC:

console#

Tabnunua 106 — KomaHabl perkmuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuro

Aelicmeue

clear gvrp statistics
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port:
(1..8/0/1..32);
group: (1..128)

OunLaeT HaKOMNJIEHHYIO CTaTUCTUKY nNpoTokona GVRP.

KomaHOwbl pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console>

Tabnnuya 107 — KomaHzabl perkmma EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

show gvrp configuration
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
detailed]

show gvrp statistics
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group]

show gvrp error-statistics
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MNokasbiBaeT KoHdUrypaumto npotokona GVRP gns yKazaHHOro UH-
Tepdelica, inmbo ansa scex MHTepdencos.

MoKa3biBaeT HAKOMNAEHHYK CTAaTUCTMKY Mo npoTtokoay GVRP pnsa
yKasaHHoro uHtepdeliica, inmbo gaa Bcex nHTepdelicos.

MoKasblBaeT CTaTUCTUKY Mo owmnbkam npu paboTe npoTokosia GVRP
ONA yKasaHHOro uHtepderica, imbo ana scex MHTepdencos.

142 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5410-48, MES5500-32




HELTEX

5.15.4 MexaHu3m obHapyxceHusa nemeno (loopback-detection)

[aHHbIA MexaHM3M NO3BOAAET YCTPOMCTBY OTC/IEXMBATb 3aKONbLLOBAHHbIE NOPTbI. [eTaa Ha nopTy
OobHapyKMBaeTca NyTEM OTCbIIKM KOMMYyTaTopom Kagpa (frame) ¢ MAC-agpecom nopta KommyTaTopa B
nosie Source MAC 1 WwWunpokoseLaTebHbIM (M0 yMon4aHuto) agpecom B nosne Destination MAC.

KomaHObI pexcuma 2a06an6Hol KOHgu2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKK B pexxume rnobanbHol KoHUrypaumum:
console (config) #

Tabanuya 108 — KomaHab! perknma rnobanbHoM KoOHPUrypaumm

3HayeHue/3HayeHue

Aelicmeue
1o ymon4aHuio

KomaHda

loopback-detection enable BkntoyaeT mexaHN3M 0b6HapyKeHUA neTenb A4 KOMMYTaTopa.

- -/BbIKNOYEHO
no loopback-detection enable BoccTaHaBAMBaeT 3HaYEHME MO YMONYAHUIO.

YcTaHaBauBaeT MHTepBan mexay loopback-kagpamu.
- seconds — HTepBan BpemMeHu mexay LBD-kagpamu.

loopback-detection interval

seconds seconds: (10..60)/30

T CeKyHp,
no loopback-detection interval BoccTaHaBMBaeT 3HaveHMe N0 YMONYAHUIO.

KongaHdbl pexcuma KoHguaypayuu uHmepgelica (QuanazoHa uHmepgelicos) Ethernet, uHmep-
¢elica epynnsl Nopmos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm uHTepdelica Ethernet, uHtepdelica
rpynnbl NOPTOB:

console# configure

console (config) # interface {tengigabitethernet te port |
twentyfivegigabitethernet twe port | hundredgigabitethernet hu port |
port-channel group}

console (config-if) #

Tabnuua 109 — KomaHgbl pexuma koHoburypaumm untepderica Ethernet, rpynnbl uHtepdelicos, nHtep-
¢deica VLAN

3HayeHue/3HayeHue

Aeiicmeue
1o ymon4aHuo

KomaHda

loopback-detection enable BK/touaeT mexaHn3m obHapyKeHUA neTesb Ha MNOpPTY.

- -/BbIKOYEH
no loopback-detection enable BoccTaHaBAMBaeT 3HaYeHMe Mo YMONYaHUIO.

KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#
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Tabnmua 110 — KomaHap! pexkmuma EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
o ymon4aHuio

show loopback-detection OTobparkaeT cocTosaHMe mexaHn3ma loopback-detection.
[gigabitethernet gi_port | gi_port: (1..8/0/1..48);
tengigabitethernet te_port | te_port: (1..8/0/1..48);
twentyfivegigabitethernet twe_port:
twe_port | (1..8/0/1..120);
hundredgigabitethernet hu_port: (1..8/0/1..32);
hu_port | port-channel group | group: (1..128).
detailed]

5.15.5 Cemelicmeo npomokonoe STP (STP, RSTP, MSTP), PVSTP+, RPVSTP+

OcHoBHoOW 3agaveit npotokosa STP (Spanning Tree Protocol) Aasnsetca npuseaeHue cetu Ethernet c
MHOXECTBEHHbIMW CBA3AMM K APEBOBMAHON TOMOAOMMKN, UCKAOYAIOWEN LMKAbI NakeToB. KommyTaTopbl
06MeHMBalOTCA KOHPUIYPaLUMOHHBbIMU COOBLLEHMAMM, UCMONb3YA Kagpbl cneunanbHoro d¢opmara, U
BbIOOPOYHO BK/IOYAIOT M OTK/OYAIOT Nepeaayy Ha nopTbl.

Rapid (6bicTpbiii) STP (RSTP) ABnfeTca ycoBeplIeEHCTBOBAaHMEM MNpPOTOKona STP, xapakTepusyeTtcs
MEHbLUMM BpemMeHemM MpUBeAEeHMA CeTM K APEeBOBMAHOW TOMOMOTMM U MmeeT 6onee BbICOKYHO
YCTOMYMUBOCTb.

MpoTtokon Multiple STP (MSTP) saBnaetcs Haubosiee coBpemeHHoOM peanusauueint STP,
noggep:kmeatowein umcnonbsosaHme VLAN. MSTP npeanonaraeT KoHdurypauuto Heobxoaumoro
KOJIMYECTBA SK3EMNASAPOB CBA3YIOWEroO AepeBa (spanning tree) BHe 3aBUCMMOCTM OT Yncna rpynn VLAN Ha
KommyTaTope. Kaxabi 3K3eMNAAp MOXET coaepKaTb HecKonbKo rpynn VLAN. HegoctaTkom npoToKona
MSTP aBnsieTcA TO, YTO Ha BCEX KOMMyTaTopax, B3aumogencraytowmx no MSTP, 4onKHbl 6bITb 0AMHAKOBO
CKOHOUrypupoBaHbl rpynnbl VLAN.

V MaKcMmanbHO fonycTumoe KoanyecTso aksemnasapos MSTP yKasaHo B Tabauue 9.

MexaHn3m Multiprocess STP npegHasHaveH Ana co3aaHuna He3aBncumblix aepesbes STP/RSTP/MSTP
Ha NOPTax yCTPOICTBA. M3MeHeHMA coCTOAHMA OTAENbHOIO AepeBa He OKA3bIBalOT BIMAHUA HA COCTOAHME
OPYTrvX AepeBbeB, YTO NO3BOJIAET MNOBbICUTb YCTONYMBOCTb CETU U COKPATUTb BPEMSA NEepecTpoeHus aepesa
B C/lyyae OTKasoB. Mpu KOHOUIYypUpPOBaHUM crefyeT UCKAUYUTb BO3MOMKHOCTb BO3HMKHOBEHMA KoJel,
MeXKAy NopTaMmn-4fieHaMn pasHbIX aepeBbeB. 19 06CNyKMBAHUA M30AMPOBAHHbIX AEPEBLEB B CUCTEME
CcO03A4aéTcA oTAe/IbHbIA Npouecc Ha Kaxaoe agepeBo. C Npoueccom cComnocTaBAAKOTCA NOPTbl YCTPOICTBA,
npuMHagnexKawme gepesy.

5.15.5.1 Hacmpotlika npomokona STP, RSTP

KomaHObI pexcuma 210banabHol KOHGuU2ypayuu

BuAa 3anpoca KOMaHAHOWM CTPOKM pexxnma rnobanbHOM KoHbUrypaumm:
console (config) #

Tabnnuya 111 — KomaHabl pexkmma rnobanbHoM KoHurypaumm

KomaHda 3HayeHue/3HayeHue Aeilicmeue
no yMmon4aHuo

spanning-tree / Pa3spewaet ucnonb3oBaHme KOMMyTaTOpomM NpoToKkonaa STP.
- -/BKNtOYEHO
no spanning-tree 3anpeLaet MCNOb30BAaHME KOMMYTAaTOPOM nNpoToKkona STP.
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spanning-tree mode {stp |
rstp | mstp | pvst | rapid-
pvst}

no spanning-tree mode

-/RSTP

YcTaHaBAMBAET peXKMm paboTbl npoTokona STP:

- stp — IEEE 802.1D Spanning Tree Protocol;

- rstp — I[EEE 802.1W Rapid Spanning Tree Protocol;

- mstp — I[EEE 802.1S Multiple Spanning Tree Protocol;

- pvst — Cisco Per Vlan Spanning Tree Protocol;

- rapid-pvst — Cisco Rapid Per Vlan Spanning Tree Protocol.

YcTaHaBAMBAET 3HAYeHUeE No YMOYaHUIO.

spanning-tree forward-time
seconds

no spanning-tree
forward-time

seconds: (4..30)/15 cek

YcTaHaBAMBAET UHTEPBaAJ BPEMEHU, 3aTPaunBaemblii Ha MPOCAYLLIN-
BaHWeE U U3yYeHne COCTORHUI nepes NepekntoueHnem B COCTosHNe
nepegayu.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

spanning-tree hello-time
seconds

no spanning-tree hello-time

seconds: (1..10)/2 cek

YcTaHaBAMBaET UHTEPBA BPEMEHM MEXKAY Nepeaadyamm WNpPoKose-
LwaTenbHbIXx coobeHunit «Hello» K B3aMmMoaenCcTBYOWMM KOMMYTa-
TOpam.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

spanning-tree
loopback-guard

no spanning-tree
loopback-guard

-/3anpeweHo

PaspelwaeT 3awuMTy, BbIKAHOYAKOLWY WHTEpPdpenc nNpu noayyeHuu
csoero BPDU.

3anpelsaeTt 3awWuTy, BbIKAOYAOWY WHTepdElc Npu NosyYyeHuu
csoero BPDU.

spanning-tree max-age
seconds

no spanning-tree max-age

seconds: (6..40)/20 cek

YcTaHaBAMBAET BpeMA XKM3HU ceAsytolero aepesa STP.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

spanning-tree priority
prior_val

no spanning-tree priority

prior_val:
(0..61440)/32768

HacTtpausaet npuopuTert caasytoLero aepesa STP.
3HayeHWe npuopuTeTa A0IKHO ObITb KpaTHO 4096.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

spanning-tree pathcost
method {long | short}

YcTaHaBanBaeT MmeToa onpeaeneHus LeHHOCTU NyTu.
- long — 3HaueHue LeHHOCTU B gnanasoHe 1..200000000;

-/long - short — 3HaueHuMe ueHHOCTU B gMana3oHe 1..65535.
no spanning-tree pathcost YcTaHaBAMBAET 3HAYEHME MO YMOIYAHMIO.
method
spanning-tree bpdu OnpegaenseT pexxum obpaboTkn naketos BPDU-uHTepdelicom, Ha
{filtering | flooding} KOTOPOM BbIK/tOUYEH NpoToKoA STP.
- filtering — Ha uHTepdeice ¢ BblKAOYEHHBIM NpOTOKOAOM STP
/flooding BPDU-nakeTbl dpunbTpytoTcs;

no spanning-tree bpdu

- flooding — Ha uHTepdelice ¢ BbIKAOYEHHbIM NPOTOKOIOM STP HeTe-
rmpoBaHHble BPDU-nakeTbl nepeaatoTca, TerMpoBaHHble — GUAbTPY-
toTCA.

YcTaHaBAMBaEeT 3HAYEHUE MO YMOSYAHUIO.

Mpu 3aaaHumn STP napameTpos forward-time, hello-time, max-age Heo6xoaumo BbinonHeHne
vl ycnosusa: 2*(Forward-Delay - 1) >= Max-Age >= 2*(Hello-Time + 1).

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, uHmepaelica 2pynnsl Nopmos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm uHTepdelica Ethernet, uHtepdelica

rpynnbl NOPTOB:

console (config-if) #

Tabnunua 112 — KomaHabl pexkuma KoHourypauum nHtepdelica Ethernet, rpynnsi noptos

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

spanning-tree disable

3anpelaeT paboTy npotokona STP Ha KoH$Urypupyemom uHTep-
deiice.

" s -/pa3peweHo
no spanning-tree disable /pasp PaspewaeT paboTy npoTtokona STP Ha KOHOUIYpUpyemMom MHTep-
deiice.
spanning-tree cost cost cost: YcTaHaBAMBaET LLeHHOCTb NYTW Yepes AaHHbIN uHTepdeiic.
: - COSt — LEeHHOCTb NyTH.
i (1..200000000)/cm. 4 y
no spannlng-tree cost Ta6m/|u,y 96 YcTaHaBinBaeT 3Ha4yeHue, onpeagenaemoe Ha OCHOBaHUKM CKOPOCTH

nopTa U meToAa onpegeneHnsa LeHHOCTU NyTn, cMm.Tabanuy 113
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spanning-tree port-priority
priority

no spanning-tree port-priority

priority: (0..240)/128

YcTaHaBAMBaeT NpUopuTeT MHTepdeiica B ceasytollem gepese STP.

V 3HaueHue NpuopuTeTa AONKHO 6bITb KPaTHO 16.

YcTaHaBAMBaeT 3HaYeHWe No YMOIYAHUIO.

spanning-tree portfast [auto]

no spanning-tree portfast

-/auto

Bk/itoYaeT peum, B KOTOPOM MOPT MPU NOAHATUM HA HEM NINHKA
Cpasy CTaHOBWTCA B COCTOAHME NMepeaayu, He A0XKMUAAACh UcTeve-
HUA Tallmepa.

- auto — pobaBnAeT 3a4epPKKy 3 CeKyHAbl Nepes Nepexofom B Co-
CTOAHWE Nepeaayn.

BbIKNOYaeT peXxmMm MOMEHTaNbHOrO nepexosa B COCTOAHME nepe-
a4 NO NOAHATUIO KZIMHKa».

spanning-tree guard root

no spanning-tree guard

-/Mcnonb3oBaHue
rno6anbHOM HaCTPOMKK

BKAtouyaeT 3awmTy «KKOPHA» ANA BCex CBA3yLWnxX aepesbe STP BbI-
6paHHoro nopra.

- root — 3anpeLaet uHTepdeiicy H6biTb KOPHEBLIM NOPTOM KOMMY-
TaTopa.

Mcnonbayet rnobasbHy0 HAaCTPOMKY.

spanning-tree bpduguard
{enable | disable}
no spanning-tree bpduguard

-/BbIK/IIOYEHO

Pa3peluaeT 3aWwuTy, BbIK/IOYaOLLYIO0 MHTepdEeNC Npy Npuéme nake-
To8 BPDU.

3anpeLaeT 3aWmTy, BbIK/HOYaoLLY0 HTepdelic Npu Npuéme nake-
TO08B BPDU.

spanning-tree link-type
{point-to-point | shared}

no spanning-tree link-type

-/pna gynnekcHoro
nopTa «TOYKaA-TOYKa»,
A4 NONyAYNAEKCHOro

— «pPa3BEeTB/IEHHbIN»

YctaHaBauBaeT npoTokon RSTP B nepepatollee coctosiHne un onpe-
Aenaet Tmn ceA3n ANnAa Bbl6paHHOrO nopta:

- point-to-point — To4uKa-TOuKa;

- shared — pa3BeTBNEHHbIN.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

spanning-tree bpdu {filtering |
flooding}

no spanning-tree bpdu

Onpeaenset pexxnm obpaboTkn naketos BPDU-uHTepdeiicom, Ha
KOTOPOM BblIK/IlO4eH NpoToKoA STP.

- filtering — Ha wHTepdeiice ¢ BbIKNOYEHHBIM NpOTOKonom STP
BPDU nakeTbl GUNbTPYOTCA;

- flooding — Ha uHTepdeice ¢ BbIKAKOYEHHbIM NPOTOKOAOM STP
HeTerMpoBaHHble BPDU-nakeTbl nepeparoTca, TermpoBaHHble —
dunbTpytoTca.

YcTaHaBAMBaEeT 3HAYEHNE MO YMOSIYAHUIO.

spanning-tree mac-address
{dot1d | dotlad}

no spanning-tree mac-address

-/dot1d

N3meHsaeT MAC-agpec, ¢ KOTOpbIM OTNPABAAIOTCA U NPUHMMAIOTCA
BPDU.

- dotld — otnpasnatoTca u npuHumatotca BPDU ¢ MAC-agpecom
01-80-C2-00-00-00;

- dotlad — otnpasnsaTca U npuHMmatotca BPDU ¢ MAC-agpecom
01-80-C2-00-00-08.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYaHUIO.

spanning-tree restricted-tcn
no spanning-tree restricted-tcn

-/npuem BPDU ¢
¢narom TCN paspe-
weH

3anpewaet npuem BPDU c ¢narom TCN.

Paspewaet npvem BPDU c pnarom TCN.

Tabnumua 113 — LleHHOCTb NyTK, YCTaHOB/IEHHAA MO YMOJIYaHUIo (spanning-tree cost)

Unmepaeiic Memoo onpedeneHus yeHHocmu nymu

Long Short
GigabitEthernet (1000 Mbps) 20000 4
TenGigabit Ethernet (10000 Mbps) 2000 2
TwentyFiveGigaEthernet (25000 Mbps) 800 1
FortygigabitEthernet (40000 Mbps) 500 1
HundredGigabitEthernet (100000 Mbps) 200 1

%

Ona nntepdeiicos Port-channel HauanbHaa cTOMMOCTL onpegenaeTca CTOMMOCTbIO NEPBOro
JIMHKa, Bowepuero B coctas Port-channel. Npu f06aBneHMU aKTUBHbIX IMHKOB, HaYyabHanA

ctonmocTtb Port-channel genutca Ha ux Konunuecrso.

KomaHObI pexcuma Privileged EXEC

Bupa 3anpoca KomaHAHOM CTpoKK perkmma Privileged EXEC:

console#
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Tabnuua 114 — KomaHap! pexkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aelicmeue

show spanning-tree
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

lNoka3biBaeT cocTosiHne npoTokona STP.

show spanning-tree detail
[active | blockedports]

MoKasbiBaeT NoApo6HYH MHGOPMALMIO O HACTPOMKaxX MPOTOKOAA
STP, uHpopmaumto 06 aKTUBHbBIX MK 3a610KMPOBAHHbIX NOPTaX.

clear spanning-tree
detected-protocols [interface {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MepesanyckaeT npouecc MMrpauyumn NPoTokona. 3aHOBO NPOUCXO-
OMWT nepecyét aepesa STP.

KomaHOb1 pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 115 — KomaHabl pexkuma EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymoa4YaHuro

Aelicmeue

show spanning-tree bpdu
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
detailed]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MoKa3sbliBaeT perkum 06paboTkun naketos BPDU Ha nHTepdeicax.

5.15.5.2 Hacmpolika npomokona MSTP

KomaHObI pexcuma 2a06asab6Hol KoOHpuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnobanbHOM KoOHOUIypaumm:

console (config) #

Tabnunua 116 — KomaHabl pexkrma rnobanbHOM KoOHGUrypauum

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

spanning-tree

Pa3spelsaet ucnonb3oBaHme KOMMyTaTOpom NpoTokona STP.

- -/paspelseHo
no spanning-tree 3anpeLyaeT UCNOb30BaHWE KOMMYTAaTOPOM NpoToKona STP.
spanning-tree mode {stp | YcTaHaBAMBaET pexxum paboTbl npoTokona STP.
rstp | mstp} -/RSTP
no spanning-tree mode YcTaHaBAMBaeT 3Ha4YeHUe N0 YMOMHAHMIO.
spanning-tree pathcost YcTaHaBAMBaeT MeToA onpeseneHns LLeHHOCTU NyTy.
method {long | short} -/long - long — 3HauyeHuWe LeHHOCTK B AManasoHe 1..200000000;

- short — 3HauyeHMe ueHHOCTM B AnanasoHe 1..65535.
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no spanning-tree pathcost
method

YcTaHaBAnBaeT 3HaYeHUe No YMOIYAHUIO.

spanning-tree mst instance_id
priority priority

no spanning-tree mst
instance_id priority

instance_id: (1..63);
priority:
(0..61440)/32768

YcTaHaBAMBaeT MNpUOPUTET ANA OAHHOTO KOMMyTaTopa nepej,
OCTaNbHbIMW, UCNOb3YIOLWMMM 06WMIA SK3emnnsap MSTP.

- instance_id —3k3emnnsp MST;

- priority — npuopuTeT KOMMyTaTOpPa.

V 3HaueHuMe npuopuTeTa A0MKHO 6bITb KpaTHO 4096.

YcTaHaBAnBaeT 3HaYeHUe No YMOIYAHUIO.

spanning-tree mst max-hops
hop_count

no spanning-tree mst
max-hops

hop_count: (1..40)/20

YcTaHaBAMBAET MaKCMMaibHOE KONMYECTBO TPAH3UTHbIX Y4aCTKOB
ona naketa BPDU, Heobxoaumbix gns GopmMupoBaHUA aepesBa U
yaepKaHua nHGopmaLmm o ero cTpoeHun. Ecv nakeT yxke npowen
MaKCMMa/IbHOE KOJIMYECTBO TPAH3UTHbIX Y4ACTKOB, TO HA Clefyto-
LLLeM y4yacTKe OH OTbpacbiBaeTcs.

- hop_count — maKkcMmanbHOE KOMYECTBO TPAH3UTHbLIX Y4aCTKOB
AnAa naketa BPDU.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

spanning-tree mst
configuration

Bxog, B pexxum KoHburypaumm npotokona MSTP.

KomaHObI pexcuma KoHgu2ypauuu npomokoaa MSTP

Bupa 3anpoca KOMaHAHOM CTPOKM B pexnume KoHGurypaumm npotokona MSTP:

console# configure
(config) # spanning-tree mst configuration
(config-mst) #

console
console

Tabnuua 117 — KomaHabl pexxkmma KoHburypaumm npotokona MSTP

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aelicmeue

instance instance_id vlan
vlan_range

no instance instance_id vlan

instance_id:(1..63);
vlan_range: (1..4094)

Co3paeT COOTBETCTBME MeXAy dK3eMnaapom nportokona MSTP u
rpynnamu VLAN.

- instance-id — naeHTUdUKaTOp 3K3emnasapa npotokona MSTP;

- vlan-range — Homep rpynnbl VLAN.

Ypanaet cOOTBETCTBME MEXKAY 3K3emnaapom npotokona MSTP un

vlan_range rpynnamm VLAN.

name string 3apaet uma KoHourypaumm MST.
string: (1..32) cumBona | - string —vuma KoHoUrypaumm MST.

no name Ypanser uma KoHdurypauym MST.

revision value

no revision

value: (0..65535)/0

3apaeTt Homep peBu3nK KoHbUrypaumm MST.
- value — Homep peBn3nmn KoHdUrypauum MST.

YcTaHaBAMBaET 3HayeHue No ymonyauutio (value).

show {current | pending}

MoKa3sblBaeT TeKyLLyto (current) nnbo oxugatowwyto (pending) KoH-
durypauuio MST.

exit ) Bbixoa, 3 pexxmma KoHdurypauum npotokona MSTP c coxpaHe-
HUeM KOHPUrypaumm.
abort Bbixog, U3 pexnma KoHPUrypaumm npotokona MSTP 6e3 coxpaHe-

HUA KOHOUrypauuu.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelica Ethernet, uHmepdgelica epynnsl nopmos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm uHTepdelica Ethernet, uHtepdelica

rpynnbl NOPTOB:

console (config-if) #
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Tabnmua 118 — KomaHap! pexkuma KoHourypauum nHtepdeiica Ethernet, rpynnbi noptos

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aelicmeue

spanning-tree guard root

no spanning-tree guard root

-/3almTa BbIK/IOYEHa

BKAtouvaeT 3awmTy «KKOPHA» ANA BCex CBA3YLWMX aepesbeB STP Bbl-
6paHHOro nopta. [aHHaa 3awwmTa 3anpewaet uHtepdeiicy bbiTb
KOPHEBbIM NOPTOM KOMMYyTaTopa.

YcTaHaBAMBaeT 3HaYeHNe No YMOIYAHUIO.

spanning-tree mst instance-id
guard root

no spanning-tree mst instance-
id guard root

instance_id: (1..63);
/3almTa BbIK/IOYEHa

BKAtoyaeT 3aMTy «KKOPHA» YKa3aHHOro sksemnaapa MSTP ana Bbl-
6bpaHHOro MHTepdeinca. [JaHHaa 3awuTa 3anpelaet nHtepdeicy
6bITb KOPHEBLIM MOPTOM KOMMYTaTOPAa.

- instance-id — naeHTuduKaTop sk3emnaspa npotokona MSTP.

YcTaHaBAnBaeT 3HaYeHUe No YMOYAHUIO.

spanning-tree mst instance_id
port-priority priority

no spanning-tree mst
instance_id port-priority

instance_id: (1..63);
priority: (0..240)/128

YcTaHaBAMBaEeT NpuoputeT nHTepdeiica B aksemnasape MSTP.
- instance-id — naeHTudUKaTOp 3K3emnaapa npotokona MSTP;
- priority — npuopuTteT nHTepdeiica.

V 3HauyeHue NpUoOpUTETa J,OMKHO 6bITb KPaTHO 16.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

spanning-tree mst instance_id
cost cost

no spanning-tree mst
instance_id cost

instance_id: (1..63);
cost: (1..200000000)

YcTaHaBAMBaET LLEHHOCTb NyTH Yepe3 BblOpaHHbIN MHTepdenc ana
onpeaeneHHOro sksemnasapa npotokoaa MSTP.

- instance-id — naeHTUdUKaTOp 3K3emnaapa npotokona MSTP;

- COSt — LLeHHOCTb NyTU.

YcTaHaBMBaEeT 3HaYeHUe, onpeaensiemoe Ha OCHOBAHWUM CKOPOCTU
nopTa U MeToZa OnpeaeeHns LEHHOCTU NyTw.

spanning-tree port-priority
priority

no spanning-tree port-priority

priority: (0..240)/128

YcTaHaBAMBAET NpUOPUTET UHTepdelica B KOPHEBOM CBA3YIOLWEM
pepese MSTP.

V 3HaueHue NpuopuUTeTa AONKHO 6bITb KPaTHO 16.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYaHUIO.

spanning-tree restricted-tcn

no spanning-tree restricted-tcn

-/npuem BPDU ¢
¢dnarom TCN paspe-
weH

3anpewaet npvem BPDU c pnarom TCN.

Paspewaet npvem BPDU c ¢narom TCN.

KomaHOwbI pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console#

Tabnnua 119 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

show spanning-tree
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group]
[instance instance_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
instance_id: (1..63)

MNMokasbiBaeT KoHOUrypauuto npoTokoaa STP.
- instance_id — vaeHTudmKaTOp sK3emnasapa npotokona MSTP.

show spanning-tree detail
[active | blockedports]
[instance instance_id]

instance_id: (1..63)

MoKasbiBaeT NoApobHYIO MHPOPMALMIO O HACTPOMKe MPOTOKO/A
STP, nHpopmauuio 06 akTUBHbBIX MK 3aBNOKMPOBAHHbBIX NOPTaX.

- active — npocMmoTp MHPopmaLmm 06 akKTUBHbIX MOpPTaXx;

- blockedports — npocmoTp MHbOpPMaLMKM 0 3a610KMPOBAHHBIX NOP-
Tax;

- instance_id — vaeHTuduKaTOp 3K3emnasapa npotokona MSTP.

show spanning-tree
mst-configuration

MoKasbiBaeT MHPOPMALMIO O CKOHUTYPUPOBAHHbBIX IK3eMNAApax
MSTP.
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clear spanning-tree
detected-protocols interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MNepesanyckaeT npowecc mmrpaLMmn nNpoToKoia. 3aHOBO MPOUCXO-
OMWT NpocyéT aepesa STP.

[pumepbl 8b1M0AHEHUA KOMAHO

o  BKAKOUYMTb Nnoafep) Ky npotokona STP, ycTaHOBUTb 3HaYeHMe npuopuTeTa CBA3YOLWEro aepesa
RSTP — 12288, nHtepsan forward-time — 20 cekyHA, MUHTEpPBaN BpeMEHN MeXAy nepegadyamu Wn-
poKoBeLaTeNbHbIX coobleHnn «Hello» — 5 cekyHA, BpemMa KU3HW CBA3YHOLLEro AepeBa — 38 ce-

KyHA. MoKa3aTb KOHPUrypaumto npotokona STP:

console (config) #
console (config)
console (config)
console (config)
console (config)
console (config)
console (config) #

#
#
#
#
#

spanning-tree

spanning-tree mode rstp
spanning-tree priority 12288
spanning-tree forward-time 20
spanning-tree hello-time 5
spanning-tree max-age 38

exit

console# show spanning-tree

Hello

Times: hold 1,

Spanning tree enabled mode RSTP
Default port cost method: short

Loopback guard: Disabled
Root ID Priority 32768
Address a8:£f9:4b:7b:e0:40

This switch is the root
Time 5 sec Max Age 38 sec Forward Delay 20 sec

Number of topology changes 0 last change occurred 23:45:41 ago
topology change 58,

hello 5, max age 38, forward delay 20

Interfaces

Name State Prio.Nbr Cost Sts Role PortFast Type
tel/0/1 enabled 128.1 100 Dsbl Dsbl No -
tel/0/2 disabled 128.2 100 Dsbl Dsbl No -
tel/0/5 disabled 128.5 100 Dsbl Dsbl No -
tel/0/6 enabled 128.6 4 Frw Desg Yes P2P (RSTP)
tel/0/7 enabled 128.7 100 Dsbl Dsbl No -
tel/0/8 enabled 128.8 100 Dsbl Dsbl No -
tel/0/9 enabled 128.9 100 Dsbl Dsbl No -
gil/0/1 enabled 128.49 100 Dsbl Dsbl No -

Pol enabled 128.1000 4 Dsbl Dsbl No -

notification 5

5.15.5.3 Hacmpolika npomokosnos PVSTP+, RPVSTP+

PVSTP+ (Per-VLAN Spanning Tree Protocol Plus) — oaHa M3 pa3HoBUAHOCTEN NpPoToKoNa Spanning
Tree, pacwmpstowan PpyHKUMOHanbHOCcTb STP ana vcnonb3osaHma B otaenbHbix VLAN. MpumeHeHue
OAHHOro NPoToKo/1a No3BonseT B Kaxaom VLAN co3aatb oTaenbHbil sksemnasp STP. PVSTP+ coBmecTtum

c STP.

Rapid (6bicTpblit) PVSTP+ (RPVSTP+) ABnsieTcA ycoBeplleHCTBOBaHUEM NPOToKona PVSTP+, xapaKTe-
pU3yeTca MEHbLUMM BPEMEHEM NPUBEAEHUA CETU K APEBOBUAHOM TONOAOIMN N nMeeT 6osiee BbICOKYHO

YCTONYMNBOCTb.
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Bcero nogaepaHo 65 PVST/RPVST-uHctaHca. Npu 3Tom Hynesoi ucnonb3yerca ana Bcex
VLAN, B KOTOpbIX oTKAloueH PVST/RPVST. Kaxxaomy VLAN c BkntoueHHbIMm PVST/RPVST co-
oTBeTcTByeT oauH PVST/RPVST MHCTaHC.

.‘

MopTbl, Ha KOTOPbIX aKTUBHbI 65 1 6onee VLAN, npu nepexoge B pexxum PVST/RPVST Bpe-
MeHHO 610KMpYIoTCA, No3TOMY nepeg BKaloueHnem PVST/RPVST Heob6xoaumo pacumtaTtb
Konuyectso ucnonbsyembix VLAN Ha KonbLeBbIX NOpTax Kommytatopa. Ecam aaHHoe 3Ha-
yeHue npesbiwaeT 64, TO NepPBOHaYaNIbHO HYXKHO OTKAOUMTb PVST/RPVST B U36bITOUHBIX
VLAN/RPVST KomaHgoii "no spanning-tree vlan <VLAN ID>".

.‘

Mpwu BkAOUEeHHOM pexume PVST/RPVST kommyTtatopbl MES obpabatbisatot PVST bpdu Bo
Bcex VLAN. Moatomy B cay4yasx, Korga B Ko/sblie MCNONb3YHOTCA KOMMYTATOPbl € Koanye-
cteom PVST/RPVST VLAN, npesbiwaouwem 64, cnegyet paclwumputb AMmuTtbl 06paboTkm
PVST bpdu-tpaduka Ha CPU. [ina atoro ucnonb3yercA KomaHaa "service cpu-rate-limits
other-bpdu 1024".

.‘

Ecnu B npouecce 3Kcnyataunmn noHagoburca yépatb VLAN ns PVST/RPVST-UHCTaHCOB U A0-
6aBUTb HOBblE, HYXKHO NPOU3BECTU Ceaylome AeACTBUA:

1) OTknounTb STP B HeHyXKHbiXx VLAN (KomaHga «no spanning-tree vlan vian_list» B rno-
6anbHOM pexkume KOHGUrypupoBaHUa);

2) Bkniountb STP B HOBbIX VLAN (KomaHga «spanning-tree vlan vian_list» B rno6anbHom pe-
}KUMme KOHUrypupoBaHusa).

.~

KomaHObI pexcuma 2106aab6Hol KOHuU2ypayuu

BunAa 3anpoca KoOMaHAHOM CTPOKM pexxnma rnobanbHoM KoOHOUrypaumm:
console (config) #

Tabnuua 120 — KomaHapl pexknuma rnobanbHom KoHbUrypaumm

3HayeHue/3HayeHue

KomaHda

no ymosn4aHurw

Aelicmeue

spanning-tree vlan vian_list

no spanning-tree vlan
vlan_list

vlan_list: (1..4094)/ no
YMOJIYGHMIO BCE MHCTAHCbI
BKJIIOHEHbI

BkntoumTb paboTty npotokona PVSTP+, RPVSTP+ B yKa3aHHbIX
VLAN.

OTkntoyaeT paboty npotokona PVSTP+, RPVSTP+ B yKasaHHbIX
VLAN.

spanning-tree vlan vian_list
forward-time seconds

no spanning-tree vlan
vlan_list forward-time

vlan_list: (1..4094);
seconds: (4..30)/15 cek

YcTaHaBAMBaeT MHTepPBaa BPeMeHMU, 3aTpaunBaemMblii Ha Npocy-
LWMBaHUE U U3yYEHUNE COCTOAHUM Nepes NepeKkItoYeHemM B CO-
CToAHWe Nepegayun onAa ykasaHHbix VLAN.
Tailimepbl £,0/13KHbI COOTBETCTBOBATb C/leAylo-
V weit popmyne:
2 * (Forward-Time - 1) 2 Max-Age 2 2 * (Hello-
Time + 1).

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

spanning-tree vlan vian_list
hello-time seconds

no spanning-tree vlan
vlan_list hello-time

vlan_list: (1..4094);
seconds: (1..10)/2 cek

YcTaHaBAMBaeT UHTEPBAN BPEMEHN MeXAy nepejavyamu WKUPO-
KoBelaTeNbHbIX coobleHnii «Hello» K B3aumogzencTayowmm
KOMMYyTaTopam AnA yKasaHHbIX VLAN.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

spanning-tree vlan vian_list
max-age seconds

vlan_list: (1..4094);
seconds: (6..40)/20 cek

YcTaHaBAMBaET BpemsA KU3HW cBasytowero gepesa STP gna yka-
3aHHbIX VLAN.

no spanning-tree vlan
vlan_list max-age

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

spanning-tree vlan vian_list
priority priority_value

vlan_list: (1..4094);

Hactpansaet npuoputet ceasytowero gaepesa STP.
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priority_value:
(0..61440)/32768

V 3HaueHue BbibUpaeTca U3 AManasoHa C LWa-
rom 4096.

no spanning-tree vlan
vlan_list priority

YcTaHaBAMBaET 3HaUYeHWe No YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanasoHa uHmepgelicos) Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma KoHduUrypauumn nHtepdeiica:

console (config-if) #

Tabnnua 121 — KomaHgbl pexxuma KoHdpurypaumm nutepoeiica Ethernet

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

spanning-tree vlan
vlan_list cost cost

no spanning-tree vlan
vlan_list cost

vlan_list: (1..4094);
cost: (1..200000000)

YcTaHaBAMBaEeT LEHHOCTb NyTU Yyepe3 AaHHbIM MHTepdenc gna
yKa3zaHHbIX VLAN.
- cOSt — UEeHHOCTb NyTw.

YcTaHaBAMBaeT 3HaYeHue, onpeaenaemoe Ha OCHOBaHUM CKOPO-
CTW NopTa U MeToZa onpegeneHuns LLeHHOCTU NyTU ONA yKasaH-
Hbix VLAN.

spanning-tree vlan
vlan_list port-priority pri-
ority_value

no spanning-tree vlan
vlan_list port-priority

vlan_list: (1..4094);
priority_value:
(0..240)/128

YcTaHaBAMBaeT NpUopuTeT MHTepdeica B KOPHEBOM CBA3YHOLLEM
pepese STP.
V 3HaueHue BbibMpaeTca M3 gManasoHa C wWwa-
rom 16.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

spanning-tree vlan
vlan_list restricted-tcn

no spanning-tree vlan
vlan_list restricted-tcn

-/npviem BPDU c ¢pnarom
TCN pa3speuleH;
vlan_list: (1..4094)

3anpeuwaeT npuem BPDU c dnarom TCN gns ykasaHHbIx VLAN.

Paspewaet npvem BPDU ¢ dpnarom TCN gna yKasaHHbIx VLAN.

5.15.6 Hacmpolika npomokona G.8032v2 (ERPS)

MpoTokon ERPS (Ethernet Ring Protection Switching) npeaHasHayeH Ans NoBbIWEHNA YCTOMYUBOCTH
N HALEXHOCTM CeTU nepenayun AaHHbIX, UMetoLelr KObLEBYO TOMNOIONUIO, 33 CYET CHUMKEHUA BPEMEHMU
BOCCTAHOBJ/IEHMA CEeTM B Cayyae aBapuu. Bpema BoccTaHOBNeHWA He npesBbiwaer 1 cekyHAbl, 4TO
CYLLECTBEHHO MeHbLLEe BPEMEHW NEPECTPOIKM CETU MPU UCMOIb30BaHUM NPOTOKO/I0B CEMEICTBA Spanning

tree.

KomaHObI pexcuma 2a0baabHol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexkmnma rnobanbHOM KOHGUrypaumm:

console (config) #

Tabnnua 122 — KomaHab! perkuma rnobanbHoM KoHGUrypaumm

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeilicmeue

erps

no erps

-/BbIKNIOYEHO

Paspewaet paboTy npotokona ERPS.

3anpewaet paboty npoTtokona ERPS.

erps vlan vian_id

no erps vlan vian_id

vlan_id: (1..4094)

Co3panue ERPS-konbua ¢ ngeHtuoukatopom R-APS VLAN, no
KOTOpoM byaeT nepeaaBaTbcs Cy*KebHaa nHbopmaLuma 1 ne-
pexos B pexxunm KoHdUrypauum Konbua.

- vlan_id — Homep R-APS VLAN.

YpaneHune ERPS-Konbua ¢ ngeHtuoukatopom vian_id.
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KomaHObI pexcuma KoHgu2ypauuu Koasvyad

Bua 3anpoca KOMaHAHOM CTPOKU B peXnume KoHPUrypaumm KosbLa:

console (config-erps) #

Tabnnua 123 — KomaHab! perknma KoHourypaumm ERPS-konbua

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

protected vlan add
vlan_list

vlan_list:(2..4094, all)

[No6asnaet ananasoH VLAN B cnncok 3awmieHHbIx VLAN.
-vlan_list — cnucok VLAN. inanasoH VLAN mMoKHO 3a4aTb ne-
peuncneHnem yepes 3anATyl0 AW yKasaTb Haya/bHOE U Ko-
HeyHoe 3Ha4YeHus guanasoHa yepes geduc "-".

protected vlan remove
vlan_list

vlan_list:(2..4094, all)

Ypanaet ananasoH VLAN u3 cnmcka s3awmuweHHbix VLAN.
- vlan_list — cnucok VLAN ansa yaaneHums.

port {west | east}{
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel
group}

no port {west | east}

te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

Bbibop west (east)-nopTa KommyTaToOpa, BKIKOYEHHOTO B
KONbLO.

YaoaneHune west (east)-nopTa KommyTaTopa, BKAOYEHHOrO B
KO/bLLO.

rpl {west | east} {owner |
neighbor}

no rpl

-/no rpl

Bbibop RPL-nopTa KoMMyTaTOpa M €ro poau.

- west — RPL-nopTom 6yaeT Ha3HayeH west-noprT;

- east — RPL-nopTom 6yaeTt HasHayeH west-noprt;

- owner — KOMMmyTaTop byaer ABnsaTbca Bnagenouem RPL-
nopTa;

- neighbor — kKommyTaTop ByZeT ABNATLCA COCEA0M BNaLeNb-
ua RPL-nopra.

YpaneHve RPL-nopTta KommyTtaTtopa.

level level

no level

level: (0..7)/1

HacTpoiika ypoBHs coobueHuin R-APS. Heobxogumo pans
NpoXoXKaeHusa coobuweHnin yepes CFM MEP.
- level — ypoBeHb coobueHunii R-APS.

YcTaHOBKa 3Ha4YeHnA no YMO4aHUIO.

ring enable

no ring enable

-/BbIK/IIOYEHO

Bk/toyeHne QyHKUMOHNPOBAHUA KObLa.

BbiKkAtoueHMe GYHKUMOHMPOBAHUA KOAbLA.

version version

no version

version: (1..2)/2

Bbi60p pexrma COBMECTUMOCTU C APYTMMU BEPCUAMM NPOTO-
Kona G.8032.
- version — BepcuA npoTtokosa G.8032.

YcTaHOBKa 3Ha4YeHnA no YMO4aHUIO.

revertive

no revertive

-/revertive

Bbibop pexknuma paboTbl KosbLa.

YCTaHOBKA 3HAY€HUA N0 YMONYAHUIO.

sub-ring vlan vian_id

no sub-ring vlan vian_id

vlan_id:(1..4094)

YKasaHue nofKonbLa AN9 AAaHHOTO KoAblia.
- vlan_id —Homep VLAN.

YaaneHve noAaKkonbLA.

sub-ring vlan vian_id [tc-
propogation]

no sub-ring vlan vian_id

vlan_id:(1..4094)

BKAtOUNTL OTNPABKY CUrHANA 04MCTKM MAC-Tabaunubl B OCHOB-
HOe KOJbLLO MPpU NepecTpoeHnn NoaKoAbLaA.

OTKNOYUTL OTNPABKY CUrHana ouncTkn MAC-Tabamubl B oc-
HOBHOE KO/bLL0 NPWU NepecTpoeHnmn NoAKOAbLa.

timer guard value

no timer guard

value:(10..2000) mc,
KpatHoe 10/500 mc

YcTaHOBKa Tamepa, 610Kupytowero ycrapeswue R-APS co-
obuieHus.

YcTaHOBKa 3Ha4YeHna no YMO4aHUIO.

timer holdoff value

no timer holdoff

value:(0..10000) mc,
KpaTtHoe 100 ¢ TOYHOCTbIO
5 mc/0 mc

YcTaHOBKa TaliMepa 3afepKKu peakunm KommyTaTopa Ha us-
MeHeHWe B COCTOAHUN. BmecTo peaKumn Ha cobbiTue BKtOYa-
eTcA Taimep, NO UCTEYEHUM KOTOPOro KOMMYyTaTop MHPOp-
MUpPYET O CBOEM COCTOAHMU. MpeagHasHa4YeH AnA yMeHblue-
HUA ¢yaa nakeTos Npu GaannuHre NOpTos.

YcTaHOBKa 3Ha4YeHna no YMOI4aHUIO.
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timer wtr value

no timer wtr

value:(1..12) M1H/5 MUH

YcTaHOBKa Talimepa, KoTopbli 3anyckaetcs Ha RPL Owner
KOMMyTaTope B revertive-pexume. MWcnonbsyetrca ansa
nNpefoTBPALLEHNA YACTbIX 3aWMUTHBIX NEPEKNOYEHUN U3-3a
CUTHA/I0B O HEUCNPABHOCTAX.

YCTaHOBKa 3HAY€HUA NO YMOIYAHUIO.

switch forced {west | east}

dopcupyeT 3anycK 3alMUTHOTO NEPEKYEHMA KobLa, Npu

-/no 3TOM 6710KMpPYETCA YKa3aHHbIW NOpT.
no switch forced OTmeHa GopcrMpoBaHMA NepPeKNoYeHNA KobLia.
switch manual {west | PyyHoe 6/110KkMpoOBaHUe yKazaHHOro west (east)-nopTa u pas-
east} -/no 610KnpoBaHue east (west).
no switch manual OTmeHa py4yHoW 61OKMPOBKU.
abort OTKaTUTb U3MEHEHWA, BHECEHHbIE C MOMEHTA BXOAa B PEXKUM

KOHbUrypauum Konbla.

KomaHOowbl pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:
console#

Tabnnuya 124 — KomaHzabl pexkmma EXEC

3Ha4yeHue/3HayeHue

Aelicmeue
o yMon4YaHuo

KomaHoa

3anpoc nHdpopmaumm 06 obuem coctosHun ERPS nam cocrto-
AHWM YKa3aHHOTro KoAbLa.

show erps [vlan vian_id] vian_id: (1..4094)

5.15.7 Hacmpolika npomokKona LLDP

OcHoBHoW ¢yHKUMen npoTtokona Link Layer Discovery Protocol (LLDP) aBnsetca obmeH mexay
ceTeBbIMM YCTPOMCTBAMM O CBOEM COCTOAHUM U XapaKTepuctTukax. MHbopmaums, cobpaHHas nocpeacTsom
npotokona LLDP, HakananBaeTcs B yCTPOMCTBAX M MOMKET ObITb 3aMpoLUeHa yNPaBAAtoLWLMM KOMMIbIOTEPOM
no npotokony SNMP. Takum 06pa3som, Ha OCHOBaHMM COOpPaHHOM MHOPMALMK, HA YNPABASIOLLEM
KOMMbIOTEPE MOXKET ObITb CMOAENNPOBAHA TOMNOIOMUS CETU.

KOMMyTaTOpr noagepxnBaroT nepenavdy Kak CTaHOAPTHbIX NapaMeTpoB, TaK U ONUMOHA/IbHbIX,
TaKUX KaK:

—  WMSA YCTPOMCTBA M €ro onuncaHue;
—  WMA MopTa U ero onucaHue;

—  uHoopmauusa o MAC/PHY;

- utA.

KomaHObI pexcuma 210baabHol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxnma rnobanbHOM KoOHOUrypaumm:
console (config) #

Tabnunua 125 — KomaHabl pexkrma rnobanbHoM KoOHGUrypauum

3HayeHue/3Ha4yeHue ”
KomaHda / Aeilicmeue
no ymon4YaHuro
lidp run /paspelero Pa3spelaet KOmmyTaTOpy MCNOAb30BaHMe NpoToKkona LLDP.
no lidp run pasp 3anpeLaeT KOMMYTaTOPY UCNOAb30BaHWe NpoToKoa LLDP.

Onpegenser, Kak 4acTo yCTPOMCTBO ByaeT oTnpasaATb 06HOBEHME
nHbopmaumm LLDP.

lidp ti d
p timer seconds seconds: (5..32768)/30

cek

no lidp timer YcTaHaB/AMBAET 3HAYEHUE MO YMOIYAHMUIO.
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lidp hold-Multiplier number 3azaeT Be/IMYNHY BPEMEHU A8 NPUHMMAIOLLErO YCTPOWUCTBA, B Te-
YeHWe KOTOPOro HYXKHO yAep»Knsatb NpMHUMaemble naketbl LLDP
nepeg ux cépocom.

[aHHaa BeAnYmMHa nepegaeTca Ha NPUHUMAEMYLO CTOPOHY B LLDP
update nakeTax (nakeTax 06HOBNEHWA), ABNAETCA KPATHOCTbIO ANs
Tanmepa LLDP (lldp timer). Takum obpasom, Bpems *Ku3Hu LLDP na-
KeToB paccumTbiBaeTtca no ¢opmyne TTL = min (65535, LLDP-Timer

* LLDP-HoldMultiplier).

number: (2..10)/4

no lldp hold-Multiplier YcTaHaBAMBaeT 3HaYeHNe No YMOIYAHUIO.

MuHuManbHoe Bpems, Kotopoe LLDP-nopT bygeT oxuaatb nepes
NoBTOPHOW UHULManu3aunei LLDP.

lldp reinit seconds
seconds: (1..10)/2 cek

no lidp reinit YcTaHaBAMBaET 3HaYEHME N0 YMONYAHMIO.

lidp tx-delay seconds YcTaHaBAMBaeT 3afepXKy Mexay nociedylolmnmm nepegadamm
naketos LLDP, MHULMMPOBAHHbIMU U3MEHEHUAMMU 3HAYEHUN WU
cTaTyca B /IOKaNbHbIX 6a3ax AaHHbIx MIB LLDP.

seconds: (1..8192)/2
V PekomeHgyeTcs, 4To6bl gaHHaAA 3afeprKKa Gbuia

cek

MeHblue, Yyem 3HauyeHue 0.25* LLDP-Timer.
YcTaHaBAMBaeT 3HaYeHUE NO YMOIYAHUIO.

no lldp tx-delay

lidp lldpdu {filtering | flooding} OnpeaenneTt pexum obpaboTkm naketosB LLDP, Koraa npoTokon
LLDP BbIKNOYEH HAa KOMMYTaTOpE:

- filtering — yKa3sbiBaeT, uto LLDP-nakeTbl GUALTPYIOTCA, €CAN NPO-
TOKOJ LLDP BbIKk/IlOYEH HAa KOMMYTaTOpE;

- flooding — ykasbiBaeT, uTo LLDP-nakeTbl nepeaatoTcs, eCam npoTo-

Kon LLDP BbIKAtOYEH HA KOMMYTATOpe.

-/filtering

no lidp lidpdu YcTaHaBAMBAET 3HAYEHME MO YMONYAHMUIO.

YcTaHaBAuBaeT uncno nosTopeHunin PDU LLDP ana 6bicTporo 3a-
nycKa, onpegensemoro nocpeactsom LLDP-MED.

lidp med fast-start
repeat-count number

number: (1..10)/3

no lidp med fast-start
repeat-count

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

OnpegenseT npasuao ana napametpa network-policy (cetesas no-
JINTUKA YCTPOMCTBA). [laHHbIM NapameTp ABAAETCA ONLMOHANbHbIM
ONA pacwmpeHma npotokosa LLDP MED.

- number — nopsaAKoBbIN Homep nNpasuaa network policy;

lidp med network-policy
number application [vlan
vlan_id] [vlan-type {tagged |
untagged}] [up priority] [dscp
value]

number: (1..32);
application: (voice,
voice-signaling,
guest-voice,
guest-voice-signaling,
softphone-voice,
video-conferencing,
streaming-video,
video-signaling);
vlan_id: (0..4095);
priority: (0..7);

- application — rnaBHaa pyHKUMA, onpeseneHHan Ans AaHHOro npa-
Buna network policy.

- vlan_id — npeHntndukatop VLAN ans gaHHoro npasuna;
-tagged/untagged — onpegenser TerupoBaHHON UM HETEMMPOBaH-
Hol 6ygeT VLAN, ncnonb3yemas AaHHbIM NPaBUIOM.

- priority — npuopuTeT AaHHOIO Npasuaa (MCNoab3yeTca Ha BTOPOM
yposHe moaenn OSl);

- value — 3HauyeHne DSCP, ucnonbsyemoe gaHHbIM npasuaom. Ecam
He yKa3blBaTb 3Ha4YeHMe DSCP, no ymonyaHuio KommyTaTop byaer
oTtnpasnatb napametp DSCP 0.

U3meHeHHne network-policy BO3mMOXHO TO/IbKO no-

Y

value: (0..63) cne CHATUA MOJITUKU CO BCex uHTepdeiicos, rae

OHa NPUMeHeHa.

no lidp med network-policy Ypansaer cosgaHHoe npaBuio a4nsa napametpa network-policy.

number
lldp notifications interval YcTaHaBAMBaeT MaKCMMasibHYO CKOPOCTb Nepesayun yBeaoMaeHnin
seconds LLDP.

seconds: (5..3600)/5

- seconds — nepunoa spemeHun, B Te4eHne KoToporo yCTpOVICTBO MO-
ceKk

XKEeT OTNPaBUTb He 6onee O4HOro yseaoMNIeHUA.

no lldp notifications interval YcTaHaBAMBaET 3HaYeHME N0 YMOAYAHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelicog Ethernet

BunAa 3anpoca KoMaHAHOM CTPOKM B pexume KoHpurypaumum nHtepdericos Ethernet:

console (config-if)#
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Tabnuua 126 — KomaHap! pexxmma KoHourypauum nHtepoeliica Ethernet

KomaHoa

3HayeHue/3Ha4yeHue no
YMOAYAHUIO

Aeiicmeue

lldp transmit

no lldp transmit

lidp receive

no lldp receive

Mo ymonyaHuto paspeLueHo
MCNonb30BaHWe B 060mX
HanpasaeHUAX.

Paspewaet nepegayy naketoB no npoTtokony LLDP Ha wHTep-
deiice.

3anpelaet nepegayy naketoB nNo nNpoTokony LLDP Ha uHTep-
deiice.

PaspelwaeT npvem nakeToB no npoTokony LLDP Ha uHTepdelice.

3anpewiaeT NnpMem NakeTos no npotokoay LLDP Ha nHTepdelice.

lldp optional-tlv tiv_list

no lidp optional-tlv

tvl_list: (port-desc, sys-
name, sys-desc, sys-cap,
802.3-mac-phy, 802.3-lag,
802.3-max-frame-size,
802.3-power-via-mdi)/Mo
YMOYaHMIO
onuMoHanbHble TLV He
BK/IIOYEHbI B NaKeT.

OnpegensieT, Kakue onuuoHanbHble TLV-nons (Type, Length,
Value) byayT BKAtOYEHbI YCTPOMCTBOM B nNepeaaBaemblit LLDP-
naker.

B KOMaHAY MOHO BK/IOYMTb OT OAHOFO A0 NATU ONLUMOHA/IbHBIX
TLV.

TLV 802.3-power-via-mdi gocTynHa To/IbKO Ha ycTpoii-
CTBaxX C NoaAepKKoi PoE.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

lidp optional-tlv 802.1 {pvid
[enable | disable] | ppvid
{add | remove} ppv_id |
vlan-name {add | remove}
vlan_id}

lidp optional-tlv 802.1
protocol {add | remove}
{stp | rstp | mstp | pause |
802.1x | lacp | gvrp}

no lldp optional-tlv 802.1
pvid

ppvid: (1-4094);
vlan_id: (2-4094);
Mo ymon4yaHuo
onuMoHanbHble TLV He
BKJ/IHOYEHbI.

OnpeaensneT, Kakue onuuoHanbHble TLV-nona 6yayT BKAOYEHbI
YCTPOMCTBOM B nepegasaembliii LLDP-nakeT:

- pvid — PVID nHTepdelica;

- ppvid — go6asuTb/yganuts PPVID;

- vlan-name — go6asutb/yaannts Homep VLAN;

- protocol — n06aBuTb/yaanunTb onpeaesieHHbIN NPOTOKOI.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

lldp management-address
{ip_address | none |
automatic [gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel
group | vlan vian_id]}

no lldp management-address

dopmar ip-address:
A.B.C.D;
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094).
Mo ymon4yaHuio
ynpasnsowmii agpec
onpegenserca
aBTOMATUYECKM.

OnpegenseT ynpasBnaowWwmMin agpec, obbABNEHHbIN Ha WHTep-
deiice.
- ip_address — 3apaetca cTaTnyeckuit IP-agpec;
- none — yKa3blBaeT, YTo afpec He 06bABEH;
- automatic — yKasblBaeT, 4TO cMCTeMa aBTOMATUYECKM BbIbBMpaeT
ynpaBnstoLWwmii agpec n3 scex IP-agpecos kKommyTaTopa;
- automatic — yKasbIBaeT, YTO cMCTeMa aBTOMaTUYECKM BblOMpaeT
ynpaBAsoLWmMiA agpec, U3 CKOHOUTYPUPOBAHHBIX a4PecoB 3a4aH-
HOro uHTepodelica.
Ecnam nHTtepodelic ethernet unm nHtepdelic rpynnel NopToB Npu-
HagnexaT VLAN, To gaHHbit agpec VLAN He ByaeT BKAOYEH B
CNUCOK BO3MOXHbIX YNPaBAAOLWMX a4pecos.
B cnyyae Hanuuua HecKonbKux IP-agpecos cuctema
Bbl6UpaeT HayanbHbIl IP-agpec U3 agnanasoHa AuHa-
V muueckux IP-apgpecos. Ecnn guHamuueckue agpeca
OTCYTCTBYIOT, TO CUCTEMA Bbl6MpaeT HayanbHbIi IP-aa-
pec u3s guanasoHa BO3MOXHbIX cratuyeckux IP-agpe-
COB.

Ypanset ynpasnsatowuii IP-agpec.

lidp notification {enable |
disable}

no lidp notifications

Mo ymonyaHuio OTNpaBKa
yBefomaeHnin LLDP
3anpeLueHa.

PaspeluaeT/3anpellaeT oTNpaBKy yBegomaeHni LLDP Ha nHTep-
deiice.

- enable — paspewwaer;

- disable — 3anpewaer.

YcTaHaBAWBaeT 3Ha4YeHue no YMOYaHUIO.

lidp med enable [tlv_list]

tvl_list: (network-policy,

PaspelwaeT ncnosb3oBaHWe paclimpeHua npotokona LLDP MED.

no lldp med network-policy

location, B KOMaHAy MOXKHO BKAHOUMTb OT OAHOMO A0 TPexX ChneLmanbHbIX
inventory)/3anpelyeHo TLV.
MUCNONb30BaHUe
pacwmpeHna NpoToKkona
LLDP MED.
lldp med network-policy HasHauaet npasuno network-policy gaHHomy nHtepdelicy.
{add | remove} number - add — Ha3HavaeT npasuno;
number: (1-32) - remove — yaanaeT npasuio;

- humber — HoMep NpaBuAa.

Ypanset npasuao network-policy ¢ faHHOro nHTepdeiica.
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lidp med location
{coordinate coordinate |
civic-address
civic_address_data | ecs-elin

coordinate: 16 6aiiT;
civic_address_data: (6..160)

3a4aeT MecTono/10KeHe YCTPonCTBa Ans npoTokona LLDP (3Ha-
YyeHune napameTtpa location npotokona LLDP MED).

- coordinate — agpec B cucTeMe KOOPANHAT;

- civic_address_data — agMUHUCTPATUBHbIV aApec YyCTPOMCTBa;

ecs_elin_data} 6auT; - ecs-elin_data — appec B dopmate, onpeaeneHHom ANSI/TIA
ecs_elin_data: (10..25) 1057.

no lidp med location 6alT. Ypansaet HaCTPOMKM NapameTpa MecTononoxKeHus location.

{coordinate | civic-address |

ecs-elin}

lldp med notification Paspeluaet/3anpelyaet oTnpaBKy ysegomaeHuin LLDP MED o6

topology-change {enable | M3MEHEHWUWN TOMOJIOTUMN.

disable} /sanpelueHo - enable — pa3peluaer oTnpaBKy yBegomneHui;

no lldp med notifications
topology-change

- disable — 3anpewaet oTnpaBKy yBeOMAEHUA.

YcTaHaBAMBAET 3HAYeHUE No YMOYaHUIO.

%
%

nopT rpynnbl.

MakeTtbl LLDP, npuHATble Yyepe3 rpynny nopros, 3anoOMWHAIOTCA UHAUBUAYANIbHO MOPTaMMU
rpynnbl, NPUHABWMMMK coobuieHun. LLDP oTtnpaBnaeT pas/inuHble cOO6BWEHUA Ha KaXKAbIA

Pa6oTa npotokona LLDP He 3aBUCUT OT COCTOAHMA NPOTOKoaa STP Ha nopty, nakeTtbl LLDP or-
NPaBAAIOTCA U NPUHUMAIOTCA HA 3a6/10KMPOBaHHbIX NPOTOKo1I0M STP-nopTax.

Ecnu nopt KoHTponupyetca no 802.1X, To LLDP paboTtaeT c NnopTom TONbKO B C/yvae, eciv OH

dBTOPU30BaH.

KomaHObl pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOW CTPOKK pexxkunma Privileged EXEC:

console#

Tabnnua 127 — KomaHgabl perkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aelicmeue

clear lidp table
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | oob]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

Ounwaet Tabamuy agpecos 06HAPYKEHHbIX COCeAHUX YCTPOWUCTB U
HaYMHaeT HOBbIM LMKA 0OMeHa NakeTamu no npotokony LLDP MED.

show lldp configuration
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | oob | detailed]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

MNokasbiBaeT LLDP-koHdUrypauum Bcex GpuUsMYeckmx nHtepdelicos
yCTponcTBa Mbo 3a4aHHbIX MHTEPENCOB.

show lidp med configuration
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | oob | detailed]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

MNokasbiBaeT KoOHbUrypaunmu pacwmpeHma npotokona LLDP — MED
4nA Bcex pusnyeckmnx nHTepdeicos nnbo 3agaHHbIX MHTEPdeicos.
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show lidp local
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

MNokasbiBaeT LLDP-uHbOpmaLmio, KOTOPYD aHOHCUPYET AaHHbIN
nopr.

show lldp local
tlvs-overloading
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | oob]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

MNMokasbiBaeT cTaTyc nepesarpysku TLVs LLDP.

show lldp neighbors
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | oob]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

Moka3biBaeT MHGOPMALMIO O COCEHUX YCTPOMCTBAX, HA KOTOPbIX
paboTaeT npoTokon LLDP.

show lldp statistics
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | oob | detailed]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

MokasbiBaeT cTaTUCcTMKy LLDP.

[pumepbl 8b1M0AHEHUS KOMAHO

e YcTaHoBUTb AnA nopta tel1/0/10 cneayowume tlv-nona: port-description, system-name, system-de-
scription. lna gaHHoro nHtepdeica gobasuTb ynpasasaowmin agpec 10.10.10.70.

console
console
console
console

— e~~~

config) # configure
config)# interface tengigabitethernet 1/0/10

config-if)# 1lldp optional-tlv port-desc sys-name sys-desc
config-if)# lldp management-address 10.10.10.70

e [locmoTpeTb KOHOUrypaumto LLDP:

console# show 1lldp configuration

LLDP state:
Timer:
Hold Multiplier:
Reinit delay:
Tx delay:

Chassis ID:

Enabled
30 Seconds

4 Seconds
2 Seconds
Notifications Interval:
LLDP packets handling: Filtering
mac-address

5 Seconds

Port State Optional TLVs Address Notifications
tel/0/7 Rx and Tx SN, SC None Disabled
tel/0/8 Rx and Tx SN, SC None Disabled
tel/0/9 Rx and Tx SN, SC None Disabled
tel/0/10 Rx and Tx PD, SD 10.10.10.70 Disabled

Tabnnua 128 — OnucaHune pesynbTaToB
Mone OnucaHue

Timer

OnpegenseT, Kak YacTo ycTpolicTBo wneT LLDP-o6HOBAEHMA.
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OnpegenseT BennumHy Bpemenun (TTL, Time-To-Live) gns npuHMmMatowero ycTpoicTea, B

Hold Multiplier TeyeHMe KOTOPOro HYXKHO yAepKUBaTb NPpMHMMaemble nakeTbl LLDP nepepg, nx cbpocom:
TTL = Timer * Hold Multiplier.
Reinit dela Onpezenser MMHMMaAbHOE BPEMSA, B TEUEHME KOTOPOro NopT ByAeT oXKnaaTb nepes,
y nocbinkol cneaytouiero LLDP-coobueHus.
Tx dela OnpegendaeT 3a4epXKKy mexay nocneayrowmmn nepegadyamm LLDP-kagpos, MHULMKMPO-
y BaHHbIX U3SMEHEHUAMM 3Ha4YeHUI IMBO cTaTyca.
Port Homep nopTa.
State Pexum paboTbl nopTa gns npotokona LLDP.

Optional TLVs

TLV-onuumn, KoTopble nepeaatoTca
BO3MOKHble 3HaYeHunA:

PD — OnucaHue nopTa;

SN — CuctemHoe nms;

SD — OnuncaHune cuctemsl;

SC — BO3MOKHOCTU CUCTEMDI.

Address

Aapec ycTponcTBa, KoTopblii nepeaaetcs B LLDP-coobuieHusx.

Notifications

YKa3blBaeT, pa3peLleHbl UK 3anpeLeHbl ysegomneHuma LLDP.

= [lokasaTb MHPOPMALMIO O COCEAHUX YCTPOMCTBAX

console# show 1lldp neighbors
Port Device ID Port ID System Name Capabilities
Tel/0/1 0060.704C.73FE 1 ts-7800-2 B
Tel/0/2 0060.704C.73FD 1 ts-7800-2 B
Tel/0/3 0060.704C.73FC 9 ts-7900-1 B, R
Tel/0/4 0060.704C.73FB 1 ts-7900-2 W
Tabnunua 129 — OnucaHune pesynbTaToB
lMone OnucaHue

Port Homep nopTa.

Device ID Nma nan MAC-agpec cocegHero ycTpomncrsa.

Port ID NpeHTMdmKaTOp NopTa cocemHero ycTpomncTaa.

System name

CucteMHoe UMsA YCTPOCTBa.

Capabilities

[aHHoe none onucbIBaeT TMN yCTPOMCTBa:

B — Mocr (Bridge);

R — MapuwpyTtusatop (Router);

W — TouKa agoctyna WI-FI (WLAN Access Point);
T-TenedoH (Telephone);

D — DOCSIS-ycTpoticteo (DOCSIS cable device);
H — CeteBoe ycTpolictBo (Host);

r — NosTopuTenb (Repeater);

O — Tun HenssecTeH (Other).

System description

OnucaHue coceaHero ycTpoicTea.

Port description

OnucaHWe nopTa coceHero ycTpoicTaa.

Management address

Appec ynpasneHus ycTponcTsom.

Auto-negotiation
support

Onpegenset, NOAAEPKMBAETCA 1M aBTOMATMUYECKOE ONpeaesieHne pexnuma nopra.

Auto-negotiation status

OnpepenseT, BKAOYEHA M NOALEPKKA aBTOMATUYECKOTO onpeaeneHna pexnma
nopra.
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Auto-negotiation
Advertised Capabilities

OnpegendaeT pexunmbl, NogaeprKnBaemble C])YHKLI,VIef;I aBTOMaTU4eCKoro onpegeneHuna

nopra.

Operational MAU type

Pabouunit MAU-TUN ycTpoWcTBaa.

5.15.8 Hacmpolika npomokona OAM

Ethernet OAM (Operation, Administration, and Maintenance), IEEE 802.3ah — ¢yHKUUKN ypOBHA
KaHana nepefayn [aHHbIX NPeacTaBaatoT coboil MPOTOKO/A MOHUTOPUHIA COCTOAHWA KaHana. B atom
NpoTOKo/e ANA nepesadym MHPopMaLMM O COCTOAHMM KaHana MeXKay HENOCPEeACTBEHHO NOAKAIOYEHHbBIMM
ycTpoictBamu Ethernet ucnonbsytoTca 610KM faHHbIX npoTokona OAM (OAMPDU). O6a ycTtpoictsa
OO0/IKHbI noaaepknBatb ctaHaapT IEEE 802.3ah.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelicos Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM B pexume KoHdurypaumm nHtepdericos Ethernet:

console (config-if)#

Tabnmua 130 — KomaHabl pexkmma KoHpurypaumm nHtepodeiica Ethernet

KomaHda

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

Aeiicmeue

ethernet oam

Bkntountb nogaepkky Ethernet OAM Ha noprty.

itor supported

no ethernet oam link-mon-

—/oTKnoYeHo
no ethernet oam / OtkntounTb Ethernet OAM Ha KOHUTryprpyemom nopry.
ethernet oam link-monitor BKkntounTb noagepKky «link-monitor».
supported
PP —/OTKAOYEHO

BoccTtaHOBUTL 3HaYeHWE N0 YMONYAHUIO.

frame threshold count

ethernet oam link-monitor

count: (1..65535)/1

itor frame threshold

no ethernet oam link-mon-

YCTaHOBUTbL MOPOr KOAMYecTBa OWMBOK 3a yKasaHHbIM nepuos,
(nepuopg, yctaHaBAnBaetca komaHaon ethernet oam link-monitor
frame window).

BoccTtaHOBUTL 3HaYeHWe N0 YMOYAHMUIO.

frame window window

ethernet oam link-monitor

window: (10..600)/100

itor frame window

no ethernet oam link-mon-

mc

YCTaHOBWUTbL BPEMEHHOM MPOMENKYTOK A1A NnoacyeTa KoAnyecTsa
OWWKNBOK.

BoccTaHOBUTb 3HAYEHME MO YMONYAHUIO.

frame-period threshold
count

ethernet oam link-monitor

count: (1..65535)/1

no ethernet oam link-mon-
itor frame-period threshold

YctaHoBUTL nopor gna  cobbitna  «frame-period» (nepuog
ycTaHaBnAuBaeTca KomaHaoi ethernet oam link-monitor frame-
period window).

BoccTaHOBUTb 3HAYEHME MO YMONYAHUIO.

frame-period window win-
dow

ethernet oam link-monitor

window:

itor frame-period window

no ethernet oam link-mon-

(1..65535)/10000

YCTaHOBUTb BPEMEHHOW MPOMEXKYTOK Ans cobbitna «frame-
period» (B Kagpax).

BoccTtaHOBUTL 3HaYEHWE NO YMONYAHUIO.

frame-seconds threshold
count

ethernet oam link-monitor

itor frame-seconds thresh-
old

no ethernet oam link-mon-

count: (1..900)/1

YctaHoBUTL nopor pgna  cobbitna  «frame-period» (nepuog
ycTaHaBnuBaeTca KomaHgoi ethernet oam link-monitor frame-
seconds window), B cekyHaax.

BoccTtaHOBUTL 3HaYeHWE N0 YMONYAHMUIO.

ethernet oam link-monitor
frame-seconds window
window

window:

no ethernet oam link-mon-
itor frame-seconds window

(100..9000)/100 mc

YCTaHOBUTb BPEMEHHOW MPOMEXKYTOK ana cobbitna «frame-
period».

BoccTtaHOBUTb 3HaYEHWE N0 YMOYAHMUIO.
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ethernet oam mode {active
| passive}

YCTaHOBUTb pexxkum paboTbl npoTokona OAM:
- active — KommyTaTop noctoaHHo otnpasnser OAMPDU;

—/active - passive — KOMMyTaTop HaunHaeT oTnpasnaTb OAMPDU TonbKo
npu Haanunum OAMPDU co BCTpeYHOM CTOPOHbI.
no ethernet oam mode BoccTaHOBWTL 3HaUYEHWE N0 YMOYAHUIO.
ethernet-oam remote-fail- BKNounTb NoanepKKy M 06paboTky cobbiTnin «remote-failure».
ure
no ethernet oam re- —/Brniodero BoccTaHOBWTL 3HaUYEHME N0 YMOYAHMIO.
mote-failure
ethernet oam remote-loop- BkntounTtb nopaepKy GyHKLUMM 3aBopoTa TpadumKa.
back supported
no ethernet oam re- —/oTkniodeHo BoccTaHOBUTL 3HaUYEHWE MO YMOYAHUIO.
mote-loopback supported
ethernet oam uni-direc- Bkntounte PyHKUMIO OBHapyXKeHUA oAHOHANpaBAEHHbIX CBA3eN
tional detection Ha 6a3e npoTokosa Ethernet OAM.
no ethernet oam uni-direc- —/oTmiodeHo BoccTaHOBUTL 3HaUYEHWE N0 YMOYAHUIO.
tional detection
ethernet oam uni-direc- Onpefenvte peakumio KOMMyTaTopa Ha OLHOHAMNpPaB/eHHYHO
tional detection action {log CBA3b:
| error-disable} - log — otnpaska SNMP trap v 3anucb B KypHan;
—/log - error-disable — nepeBog nopTa B cocTosiHue «error-disable», 3a-
NUCb B KypHan u otnpaska SNMP trap.
no ethernet oam uni-direc- BoccTaHOBWTL 3HaUYeHWE N0 YMOYAHUIO.
tional detection action
ethernet oam uni-direc- BKNOUNTL arpeccuBHbIN pexuMm onpeneseHna ogHOHanpaB/eH-
tional detection agressive HOW cBA3W. Ecnm OT cocefiHero ycTpoicTBa NepecTatoT NpUXoanTb
Ethernet OAM-coobueHna — NMHK NOMeYaeTca Kak og4HOHanpas-
—/OoTKNIOUYEHO

no ethernet oam uni-direc-
tional detection aggressive

JIEHHBIN.

BocctaHOBUTL 3HaYeHMe No YMON4YaHUIO.

ethernet oam uni-direc-
tional detection discovery-
time time

no ethernet oam uni-direc-
tional detection discovery-
time

time: (5..300)/5 cek

YCTaHOBWTb BPeMEHHOW UHTepBan A1 onpeaesieHns Tuna ceasu
Ha nopry.

BoccTaHOBUTb 3HAYEHME MO YMONYAHUIO.

KomaHOb1 pexcuma privileged EXEC

Bce KOMaHAbl AOCTYMHbI ANS NPUBUNETMPOBAHHOMO MOAb30BaTend. Bug 3anpoca KoOMaHAHOW

console#

CTpOKM pexkuma privileged EXEC:

Tabnunua 131 — KomaHgb! pexkuma privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

clear ethernet oam statistics
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

OunctnTtb cTaTUcTMKy Ethernet OAM pans yKasaHHOro WHTep-
deica.

show ethernet oam discovery
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

OT06pa3unTb cocTosHMe npoTokona Ethernet OAM pns ykasaH-
HOro MHTepodeiica.
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show ethernet oam
statistics [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

OTO6pPa3nTb CTAaTUCTUKY O6MEHa NPOTOKO/IbHbIMK COOBLLLEHMAMM
019 yKa3aHHOro uHTepdelica.

show ethernet oam status
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

OT06pa3unTb HacTpolikn Ethernet OAM ans yKasaHHOro uHTep-
delica.

show ethernet oam
uni-directional detection
[interface {gigabitethernet
gi_port | tengigabitethernet
te port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

OTO6pPa3nTb COCTOAHME MEexaHU3Ma onpeaeneHna ofHOHanpas-
JIEHHbIX CBA3eN ANA yKa3aHHOro nHtepdeica.

ethernet oam remote-loopback
{start | stop} {interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port}}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

3anyck/oCcTaHOBKa yAaneHHOW MEeTAM AAA YKa3aHHOro WMHTep-
delica.

[pumepbl 8b1N0AHEHUS KOMAHO

e OT06pasuTb cocTosHMe NPOTOKONa A/1A nopTa tengigabitethernet 1/0/3:

console# show ethernet oam discovery interface TenGigabitEthernet 1/0/3

Local client

Mode:
Unidirection:
Link monitor:
Remote loopback:
MIB retrieval:

Mtu size:
Operational status:
Port status:
Loopback status:
PDU revision:

Remote client

MAC address:
Vendor (oui) :

PDU revision:
Mode:
Unidirection:
Link monitor:
Remote loopback:
MIB retrieval:
Mtu size:
console#

tengigabitethernet 1/0/3

Administrative configurations:

active

not supported
supported
supported

not supported
1500

operational
no loopback
3

a8:£f9:4b:0c:00:03
a8 f9 4b
Administrative configurations:

3

active

not supported
supported
supported

not supported
1500
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5.15.9 Hacmpoiika ¢pyHkyuu Flex-link

Flex-link — ¢yHKuUmMA pesepBMpoOBaHUSA, NpegHasHadyeHHasa aaa obecneyeHUs HaALEXHOCTU KaHana
nepegayn gaHHbix. B ceaske flex-link moryt HaxoguTtbca uHTepdelicol Ethernet n Port-channel. OguH ns
3TUX UHTepdencoB HaxoamnTca B 3ab6JOKMPOBAHHOM COCTOAHMMU M HAYMHAET NPONYCKaTb TPadMK TONbKO B
cnyyae aBapum Ha BTOpom UHTepdodelice.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgeltica Ethernet, uHmepdgeltica epynnel Nopmos

Bua 3anpoca KOMaHAHOM CTPOKM B peMMe KOHOUrypupoBaHua uHTepdenca Ethernet,
nHTepdelica rpynnbl NOPTOB:

console (config-if) #

Tabnnua 132 — KomaHabl pexkmma KoHbUrypmposaHua uHtepdelica Ethernet, rpynnsi noptos

Komanda 3HayeHue/3HayeHue Neiicmeue
o yMoA4YaHuto
flex-link backup Bkntouaert flex-link Ha uHTepdelice n HazHayaeT BbIBpPaHHOMY MHTEp-
{gigabitethernet gi_port | deitcy ponb backup-untepoderica B flex-link nape.
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet gi_port: (1..8/0/1..48);
hu_port | port-channel te_port: (1..8/0/1..4);
port_channel} twe_port:
no flex-link backup (1..8/0/1..120); BbikntoyaerT flex-link Ha MHTepdelice u yaansaeT BbIbBpaHHbIN UHTEp-
{gigabitethernet gi_port | hu_port: (1..8/0/1..32); | deiic u3 flex-link napbl.
tengigabitethernet te_port | port_channel (1..48)/-
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel
port_channel}
flex-link preemption mode 3apaet aeicteme Npy NoAHATUM MHTepdeiica, ydacTeytoutero Bo flex-
[forced | bandwidth| off] link:
- forced — ecnmn nogHaBLWMIiCA MHTepdENC HAaCTPOEH KaK master, TO
Joff OH CTaHeT aKTUBHbIM UHTepdelicom;
- bandwidth — npu nogHATUM UHTEpdElica aKTUBHBIM CTaHET UHTEp-
deic c 6onbLiei NPonyCKHOW CNOCOBHOCTbLIO;
- off — nogHABLWMICA MHTepdeic ocTaHeTcs B 3a6/10KMPOBAHHOM CO-
CTOAHUW.
no flex-link preemption mode Bo3BpaluaeT 3HaueHne No ymoayaHuio.
flex-link preemption delay de- 3apaeT Bpemsa OT nepexoa OTKJAKYEHHOTO NOPTa B COCTOAHME «Up»,
lay No NPOLLECTBUMN KOTOPOTO BbINOHAETCA AeNCTBUE, YCTAHOBNEHHOE
delay: (1..300)/35 komaHgoli flex-link preemption mode.
- delay — nepuog BpemeHu, B CEKYHAAX.
no flex-link preemption delay Bo3BpalyaeT 3HauYeHUe No YMOHaHUIO.

KomaHObi pexcuma Privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perkmma Privileged EXEC:
console#

Tabnnua 133 — KomaHabl pexkuma EXEC

3HavyeHue/3HavyeHue "
KomaHoa / Aelicmeue
no ymoa4YaHuro
show interfaces flex-link gi_port: (1..8/0/1..48); .
[detailed] {gigabitethernet te_port: MNokasbiBaeT KoHbUrypauuto eyHrumm flex-link.
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gi_port | (1..8/0/1..4);
tengigabitethernet te_port twe_port:

| twentyfivegigabitethernet (1..8/0/1..120);
twe_port | hu_port:
hundredgigabitethernet (1..8/0/1..32);
hu_port | port-channel port- port_channel: (1..48)
channel}

5.15.10 Hacmpolika ¢pyHkyuu Layer 2 Protocol Tunneling (L2PT)

®dyHkuusa Layer 2 Protocol Tunneling (L2PT) nosBonseT nponyckaTb CAyKebHble nNakeTbl
pasnuuHbix L2-npoTokonos (PDU) uepes ceTb npoBaigepa, YTO MO3BOAAET MNPO3PayHO CBA3ATb
K/IMEHTCKME CErMEHTbI CEeTH.

L2PT uHkancynupyet PDU Ha nHTepdeiice KOMMyTaTopa, rPaHUYalLero ¢ 06opyaoBaHuem, Kagpbl
KOTOPOro HeEOBXOAMMO MHKAMCY/IMPOBaTb, U NepenaeT UX Ha APYro Takok e KOMMYTaTop, KOTOPbIn
OXKMOQEeT MHKANCY/IMPOBaHHbIE Kagpbl, @ 3aTem AeKancyaupyeT MX. 3TO NO3BOAAET MOAb30BaTENAM
nepegasaTb MHGOPMaALMIO 2-TO YPOBHA 4epe3 ceTb NpoBangepa. KommyTtatopbl npenocTaBaAatoT
BO3MOXHOCTb MHKAMCY/IMPOBaTb CNy*KebHble NakeTbl npoTokosos STP, LACP, LLDP, IS-IS.

[pumep

Ecnn BkaounTtb L2PT ans npotokona STP, To kommyTtatopsbi A, B, Cn D 6yayT o6begnHeHbl B 0AHO
CBA3ylOLLee AepeBo, HECMOTPA Ha TO, YTO KOMMYTaTop A He coeAMHEH HanpAMYI C KOmmyTaTopamu B,
C n D. UHPopmaLma 06 M3MeHeHUM TONOIOTMN CETU MOXKET ObiTb NepeaaHa CKBO3b CETb NpoBanaepa.

Cetb
npoBangepa

[ [eou] ]

Switch 2

PucyHok 88 — Mpumep paboTbl dyHKUMM L2PT
Anroputm paboTbl pyHKLMOHANA Creayowmit:
MHKancynauma:
1. Bce L2 PDU nepexsaTtbiBatoTca Ha CPU.
2. Noacuctema L2PT onpeaensaeTt L2-NpOTOKO/, KOTOPOMY COOTBETCTBYET NpUHATbIN PDU, U

NnpoBepsieT, BKAOYEHA M Ha NOPTY, C KoToporo npuHAT 3ToT PDU, HacTpoiKka I2protocol-
tunnel ans gaHHoro L2-npoToKona.

164 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5410-48, MES5500-32



HELTEX

Ecnv HacTpoiika BK/oYeHa, To:

— Bo Bce nopTbl VLAN, Ha KOTOPbIX BK/IIOYEHO TYHHeAupoBaHue, oTnpasasetca PDU-kaap;

— Bo Bce nopTtbl VLAN, Ha KOTOpPbIX BbIKAOYEHO TYHHENUPOBaHWe, OTNpaBadeTcA
MHKancynnpoBaHHbii  PDU-kagp (McxogHbit Kagp ¢ Destination MAC-agpecom,
N3MEHEHHbIM Ha TYHHE/IbHbIN).

Ecnu HacTpoiiKa BbIKAOYEHA, TO:
— PDU-Kagp nepegaetcs B 06paboTYMK COOTBETCTBYIOLLErO NPOTOKONA.
Jekancynauua:

3. PeanusoBaH nepexsaT Ha CPU Ethernet-kagpos ¢ MAC-agpecom HasHauyeHus, 3afaHHbIM
npu nomouwm KomaHgpl 12protocol-tunnel address xx-xx-xx-xx-xx-xx. [epexsaT BKAtOYaeTCcs
TO/IbKO TOTZa, KOrga XxoTa 6bl Ha 04HOM NOPTY BKAOYEHA HacTpoiKa I2protocol-tunnel (Hesa-
BMCMMO OT NPOTOKONA).

4. TMpwu nepexsate Nnaketa c MAC-agpecom Ha3HaAYEHMUA XX-XX-XX-XX-XX-XX, OH CHaya/a nonagaet
B nogcuctemy L2PT, koTopasa onpegenset L2-npotokon ana gaHHoro PDU no ero 3arosoBsky,
M MPOBEPAET, BK/OYEHA /IM Ha MOPTY, C KOTOPOro MPUHAT MHKaNCy/MpoBaHHbIn PDU,
HacTpomKa |2protocol-tunnel gna gaHHoro L2-npoTokona.

Ecnn HaCTpOVIKa BK/1lO4€HaQ, TO:

—  MOPT, C KOTOPOro bbl/1 NONYYEH MHKANCYnpoBaHHbINM PDU-kagp, 6/10KMpyeTcsa ¢ npuynHom
[2pt-guard.

Ecnn HaCTpOVIKa BbIK/1lOYEHA:

— BO Bce nopthl VLAN, Ha KOTOpbIX BKAKOYEHO TYHHE/NIWpOBaHWe, OTNpasBaAeTca
AeKancympoBaHHbIi PDU-Kagp;

— BO Bce nopTbl VLAN, Ha KOTOpbIX BbIKJAKOYEHO TyHHEAUpOBaHWe, OTnpaBnAeTca
WMHKancyanpoBaHHbIi PDU-kagp.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxnma rnobanbHoM KoHbUrypaumm:
console (config) #

Tabnnua 134 — KomaHabl perknma rnobanbHo KoHGUrypaumm

3Ha4yeHue/3HayeHue
no ymon4aHuwo

KomaHda Aeilicmeue

I12protocol-tunnel address
{mac_address}

mac_address: 3apatb MAC-agpec Ha3HayeHUAa Ana TYHHenMpyemblx Kagpos.

(01:00:ee:ee:00:00,
01:00:0c:cd:cd:do,
01:00:0c:cd:cd:d1,
01:00:0c:cd:cd:d2,

01:0f:e2:00:00:03)/

no 12protocol-tunnel 01:00:ee:ee:00:00

address

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.
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KomaHObI pexcuma KoHguypayuu uHmepagelica Ethernet

Ha nHTepdeiice, rpaHMyaLEM C OKOHEYHbIM YCTPOUCTBOM, He nogaepxusatowmum STP,
V DONeH bbITb OTKAOUeH npoToKoa STP (spanning-tree disable) n BkntoueHa ¢punbrpauus
BPDU (spanning-tree bpdu filtering).

Bug, 3anpoca KOMaHOHOW CTPOKKU B pexkume KoHourypauum uHtepdeitca Ethernet, uHtepdeiica
rpynnbl NOPTOB:

console (config-if)#

Tabnunua 135 — KomaHab! perkmuma KoHourypaumm nHtepdelica Ethernet

3HayeHue/3HavyeHue .
KomaHoa / Aelicmeue
0 yMon4YaHuto

12protocol-tunnel {stp | BKAtoYeHWe pexxnma MHKancynaumm naketos STP BPDU.

lacp | lldp | isis-I1 | isis-I2

| pvst | cdp | dtp | vtp |
did

pagp | udid} -/BbIKOYEHO

no I2protocol-tunnel {stp | BbIKNtoYeHMe pexxmma MHKancynaumm naketos STP BPDU.
lacp | lidp| isis-I1 | isis-12 |
pvst | cdp | dtp | vip |
pagp | udid}

I12protocol-tunnel cos cos 3apaTb 3HavyeHune CoS ana 3anakoBaHHbIX PDU-Kaapos.

no I2protocol-tunnel cos cos: (0..7)/5 YctaHoBKa COS B 3HAYEHME MO YMOYAHUIO.
12protocol-tunnel drop- HacTpolika noporosoro 3Ha4eHMA ckopoctu Bxoaawmx PDU-Kag-
threshold {stp | lacp | lidp poB (B NakeTax B CEKYHAY), NONYYEHHbIX U MOANEXKALLMX UHKAN-
| isis-I1 | isis-12 | pvst | cdp cynauuu. Mpu npeebiweHnn nopora PDU ot6pacbiBatoTcsa.
tlh‘::':r!o‘:;p | pagp | udid} treshold: (1..4096)/

BbIK/IOYEHO
no I2protocol-tunnel drop- OTKNIOYaET PEXKMM KOHTPOS CKOpOCTH BXxoaawwmx PDU-kagpos.
threshold {stp | lacp | lidp
| isis-I1 | isis-12 | pvst | cdp
| dtp | vtp | pagp | udid}
12protocol-tunnel HacTpolika noporosoro 3HayeHua ckopoctu Bxogawmx PDU- Kag-
shutdown-threshold {stp | poB (B NakeTax B CEKYHAY), NONYYEHHbIX M MNOANEXKALLMX UHKAN-
lacp | lidp | isis-11 | isis-12 cynaumun. Mpu npesbiWeHUN nopora nopT byaeT nepeseseH B Co-
| pvst | cdp | dtp | vtp | ctosHue Errdisable (oTkntoueH).
pagp | udld} threshold treshold: (1..4096)/
no I2protocol-tunnel BbIK/1IOYEHO OTKNIOYAET PEXKMM KOHTPOJIA CKOPOCTM BXxoaAwmx PDU-Kagpos.

shutdown-threshold {stp |
lacp | lidp | isis-I1 | isis-12
| pust | cdp | dtp | vtp |
pagp | udid}

KomaHOwbi pexcuma Privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perkmma Privileged EXEC:

console#

Tabnnua 136 — KomaHabl perkuma Privileged EXEC

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no ymMmoa4YaHuro

show I2protocol-tunnel OTobparkaeT MHbopmaumio L2PT ana yKasaHHOro uvHTepdeica
[gigabitethernet gi_port | gi_port: (1..8/0/1..48); WUAW ANA BCex MHTepdeincoB, Ha KOTOPbIX BKAtoYeH L2PT, ecium uH-
tengigabitethernet te_port te_port: (1..8/0/1..48); Tepdeiic He yKasaH.
| twe_port: (1..8/0/1..120);
twentyfivegigabitethernet hu_port: (1..8/0/1..32);
twe_port | group: (1..48)
hundredgigabitethernet
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hu_port | port-channel

group]

clear I2protocol-tunnel OuncTka ctatuctnkm L2PT ana ykaszaHHoro uHtepdeica nnm ana
statistics [gigabitethernet BCeX MHTepdeincos, Ha KOTopbIX BKAtoYeH L2PT, ecan nnutepdeiic
gi_port | He yKa3aH.

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..48)

tengigabitethernet te_port
I
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel
group]

[pumepebl 8b1M0AHEHUA KOMAHO

e YcTaHOBUTb TyHHenbHbI MAC-agpec B 3HaveHue 01:00:0c:cd:cd:d0, BktounTb oTnpaBky SNMP
traps o1 Tpurrepa I2protocol-tunnel (Tpurrepa Ha cpabatbiBaHue drop-threshold u shutdown-
threshold).

console (config) #1l2protocol-tunnel address 01:00:0c:cd:cd:d0
console (config) #snmp-server enable traps l2protocol-tunnel

e  BkAOUUTb pexum TyHHenmpoBaHua STP Ha mHTepdelice, ycTaHOBUTb 3HadYeHne CoS-nakeToBs
BPDU paBHbIim 4, BKAOYNTb KOHTPO/Ib CKOPOCTU BXOAALMX NnakeTos BPDU.

console
console
console
console
console
console
console
console

config) # interface tengigabitEthernet 1/0/1
config-if) # spanning-tree disable

config-if) # switchport mode customer
config-if) # switchport customer vlian 100
config-if) # 12protocol-tunnel stp
config-if) # 12protocol-tunnel cos 4

config-if)# 12protocol-tunnel drop-threshold stp 40
config-if)# 12protocol-tunnel shutdown-threshold stp 100

~ o~ o~~~ o~ —~

consolef#show 12protocol-tunnel

MAC address for tunneled frames: 01:00:0c:cd:cd:d0

Port CoS Protocol Shutdown Drop Encaps Decaps Drop
Threshold Threshold Counter Counter Counter

tel/0/1 4 stp 100 40 650 0 450

Mpumepsbl coobuieHnn o cpabaTbiBaHMM TpUrrepa:

12-Nov-2015 14:32:35 $-I-DROP: Tunnel drop threshold 40 exceeded for interface
tel/0/1

12-Nov-2015 14:32:35 %-I-SHUTDOWN: Tunnel shutdown threshold 100 exceeded for
interface tel/0/1

5.16 Voice VLAN

Voice VLAN ucnonb3yetca ana BbiaeneHusa VolP-obopyaosaHusa B otaenbHyto VLAN. Ona VolP-
KaapoB MoryT ObiTb HasHauyeHbl QOS-aTpMbyTbl Ans npuopuTusaummn Tpaduka. Knaccudmkauma Kagpos,
OoTHocAlLMXCA K Kagpam VolP-obopyaoBaHua, 6asupyetca Ha OUI (Organizationally Unique Identifier —
nepsble 24 6uta MAC-agpeca) oTnpasutens. HasHaueHue Voice VLAN pans nopra npoucxoaut
aBTOMATMYECKM — Korga Ha nopT noctynaeT Kaap ¢ OUl n3 tabaumubl Voice VLAN. Koraa nopt onpegensetcs,
Kak npuHagnexawmin Voice VLAN — gaHHbIn nopT aobasnserca so VLAN Kak tagged.
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Voice VLAN npymeHuM ansa cnegytomx CXem:

VLAN, HacTpoOeHHbIM HAa KOMMyTaTope

aBTOMaTMyecKkn Ha3HavyaeT cebe VLAN

VolP-obopyaoBaHue HacTpauBaeTcs, YTobbl paccbliaTb TerMpoBaHHble nakeTsbl, ¢ ID Voice
;

VolP-obopyaoBaHue paccbinaet HeterpoBaHHble DHCP-3anpocbl. B otBete ot DHCP-
cepsepa npwucytcTteyeT onuua 132

(VLAN ID), c nomoliblo KOTOPOM YCTPOMCTBO
418 MapKMpoBKu Tpaduka (Voice VLAN).

Ona HasHaueHusa Voice VLAN Ha cTOpoHe OKOHeuHoro o6opyaoBaHua Heo6Xo4UMMO UCNOJb30-

Batb lldp-med noantuku nam DHCP.

Cnuncok OUl-npoussoauteneit VolP-060pyaoBaHUA, AOMUHUPYIOLWMX HA PbIHKE:

Ooul dupma-npounssoautenb
00:E0:BB 3COM
00:03:6B Cisco
00:EQ:75 Veritel
00:DO:1E Pingtel
00:01:E3 Siemens
00:60:B9 NEC/ Philips
00:0F:E2 Huawei-3COM
00:09:6E Avaya

« Voice VLAN mo3KeT 6bITb aKTUBMPOBAH Ha nopTax, paboTalowmx B pexkume trunk un general.

KomaHObI pexcuma 2a0baab6Hol KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHoM KOHPUrypaumm:

console (confiqg) #

Tabnuua 137 — KomaHabl pexxknma rnobanbHoON KoOHPUrypawmm

3HayeHue/3HayeHue
no ymon4aHuio

KomaHda

Aeiicmeue

voice vlan aging-timeout

timeout .
timeout:

(1..43200)/1440

YcTaHaBAMBaeT TaliMayT ANA MopTa, NPUHAL/eNKallero K voice-
vlan. Eciv ¢ nopTa B TeYeHWe 3alaHHOTO BPeMEeHU He 6bl1o Kaa-
pos ¢ OUl VolP-obopyaoBaHusa, To voice vlan yaansercsa ¢ gaH-
HOro nopra.

no voice vlan aging-timeout

BocctaHaBnvBaeT 3HayeHue no YMONYaHUIO.

voice vlan cos cos [remark]

cos: (0-7)/6

YcTaHaBAMBaEeT BbIXOAHYIO ovepeab Ansa Tpaduka B Voice VLAN B
COOTBETCTBMM C HAacTpoeHHbIM gns Voice VLAN CoS 6e3 cmeHbl
CoS.

- remark — BKJ/ito4aeT nepeHasHavyeHne CoS Ha yKasaHHbIN anAa
Tpadumka B Voice VLAN.

no voice vlan cos

BocctaHaBnvBaeT 3HavyeHue no YMONYaHUIO.

voice vlan id vian_id

YctaHasausaet ugeHtnedumkatop VLAN ana Voice VLAN

no voice vlan id
vlan_id: (1..4094)

Ypansaet ugentuourkatop VLAN ans Voice VLAN
V Ana ypaneHua wupeHtudukatopa VLAN Tpebyetca

voice vlan oui-table {add oui |

remove oui} [word] word: (1..32) cumBosioB

npeABapuUTeNIbHO OTKAOUYMTL GYHKUMIO voice vlan Ha
BCEeX noprax.

Mo3BonseT peaakTMposaTb Tabauuyy OUI.

- oui — neps.ble 3 baitTa MAC-aapeca;

- word — onuncaHue oui.

no voice vlan oui-table

Ynanser Bce nonb3oBaTtenbckmne nameHeHma OUI-Tabanubl.

voice vlan state {oui-enabled |

disabled} -/BbIK/IOYEHO

BkatounTb/oTKAOUMTL Voice VLAN.

no voice vlan state

BepHyTb 3HaUYeHME N0 YMOAYaHUIO.
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KomaHObI pexcuma KoHguaypayuu uHmepaelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm mHtepdeiica Ethernet, untepdelica
rpynnbl NOPTOB:

console (config-if) #

Tabnunua 138 — KomaHab! perkmuma KoHourypaumm nHtepdeiica Ethernet

3HayeHue/3HayeHue -
KomaHoa Aelicmeue
no ymosn4aHurw

voice vlan enable Bkntouaet Voice VLAN gns nopra.

- -/oTKAOYEHO -
no voice vlan enable Otkntoyaet Voice VLAN pgns nopra.
voice vlan cos mode {src | all} BK/toyaeT MapKMpPOBKY TpaduKa Aaa BCEX KagpoB, MO0 TONbKO

-/src AN UCTOYHMKA.

no voice vlan cos mode BoccTaHaBAMBaeT 3HAYEHME MO YMOTYAHUIO.

5.17 I'pynnoBas agpecauus

5.17.1 ®yHKYyua nocpedHuKa npomokona IGMP (IGMP Snooping)

®yHKuMA IGMP Snooping Mcnonb3yeTca B CETAX rPynnoBoi paccbliku. OcHOBHOM 3agadveit IGMP
Snooping sABAseTcA NpeaocTaBAeHME MHOroagpecHoro TpaduKa TONbKO ANA Tex MOPTOB, KOTopble
3anpocunu ero.

V‘ IGMP Snooping moXeT Ncnosb3oBaTbCA TO/IbKO B cTaTuueckoi rpynne VLAN. NMoaaepxusa-
oTCA Bepcuun npotokona IGMP - IGMPv1, IGMPv2, IGMPv3.

’ ' Yto6bl IGMP Snooping 6bin akTUBHbIM, GyHKLMA rpynnoBoii punbTpaumm “bridge multicast

e filtering” ponxHa 6biTb BKAKOUEeHa (cm. paspen 5.17.2 MpaBuna rpynnoBoi agpecauum

(multicast addressing)).

PacnosHaBaHWe NOPTOB, K KOTOPbIM NOAKAOYEHbI MHOTOAZPECHbIE MapLUPYTU3aTOPbl, OCHOBAHO Ha
cnepyowmx cobbITusx:

— IGMP-3anpocbl NPUHATBLI HA NOPTY;

— naketbl npoTokona Protocol Independent Multicast (PIM/PIMv2) npuHATbI Ha NopTy;

— MaKeTbl NPOTOKO/la MHOroaapecHoi mapwpyTtnsaumm Distance Vector Multicast Routing Protocol
(DVMRP) npuHATbI Ha NopTy;

— naketbl npoTokona MRDISC npnHATbI Ha NoOpTY;

— nakKeTtbl npoTokona Multicast Open Shortest Path First (MOSPF) npuHaTbI Ha NOpPTY.

KomaHObI pexcuma 210baabHol KOHGuU2ypayuu

Bua 3anpoca KOMaHAHOWM CTPOKM pexxmnma rnobanbHOM KoHbUrypaumm:
console (config) #

Tabnnua 139 — KomaHab! perkuma rnobanbHoM KoHGUrypaumm

Komanda 3HayeHue/3HayeHue Neiicmeue
o ymoa4aHuro
ip igmp snooping Paspewaet ucnonblosaHne dyHKunn IGMP Snooping kKommyTa-
Mo ymonuyaHutio TOPOM.
no ip igmp snooping GYHKUMA BbIKAIOYeHa 3anpeuaet ncnonb3osaHue ¢yHKUMM IGMP Snooping KommyTa-
TOPOM.
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ip igmp snooping vlan vian_id

no ip igmp snooping vlan
vlan_id

vlan_id: (1..4094)
Mo ymonyanuo
dYHKLMA BbIKNOYEHA

PaspewaeT ncnosbsoBaHue ¢yHKUunn IGMP Snooping KommyTa-
TOpPOM AN1A AaHHOro uHTepdeica VLAN.
- vlan_id — vaeHTnduKaumoHHbI Homep VLAN.

3anpewaeT ncnonb3oBaHue ¢yHKUMKM IGMP Snooping KommyTa-
TOpPOM AN1A AaHHOro uHTepdeiica VLAN.

ip igmp snooping vlan vian_id
static ip_multicast_address
[interface { gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}]

no ip igmp snooping vlan
vlan_id static ip_address
[interface {gigabitethernet
gi_port | tengigabitethernet
te port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

PernctpupyeT rpynnosoi IP-agpec B Tabauue rpynnosoi agpeca-
LMK 1 cTaTuueckun gobasnaet nHtepdeircobl U3 rpynnbl ANA TeKy-
wein VLAN.

- vlan_id — vaeHTuduKkaumoHHbI Homep VLAN;

- ip_multicast_address — rpynnosoti IP-agpec.

MNepeuncneHne NHTepdEicoB OCYLLECTBAAETCA YEPES K—» U K, M.

Ypanset rpynnosow IP-agpec 13 Tabanupl.

ip igmp snooping vlan vian_id
mrouter learn pim-dvmrp

no ip igmp snooping vlian
vlan_id mrouter learn
pim-dvmrp

vlan_id: (1..4094)
Mo ymonuyanutio
pa3speleHo

Paspewaet ana gaHHow rpynnbl VLAN aBTOmMaTuyeckoe pacno-
3HaBaHMe MOpPTOB, K KOTOPbIM MOAK/AHOYEHbI MHOroagpecHble
MapLLpyTU3aTOopbI.

- vlan_id — vaeHTuduKaumoHHbIM Homep VLAN.

3anpewaet ana gaHHou rpynnol VLAN aBTOMaTMyeckoe pacno-
3HaBaHMe MOpPTOB, K KOTOPbIM MOAK/AHOYEHbI MHOroagpecHble
MapLUpPyTM3aTOpbI.

ip igmp snooping vlan vian_id
mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no ip igmp snooping vian
vlan_id mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

OnpegenseT MNopT, K KOTOPOMY MNOAKAIOYEH MapLIpyTU3aTop
MHOTroaZpecHOM PaccblIKM AnA 3agaHHoin VLAN.
- vlan_id — npeHTndMKaumoHHbI Homep VLAN.

YKa3bIBaET, UTO K MOPTY He MOAKMOYEH MAPLLIPYTU33aTOP MHOTO-
afpecHO PaccbINKu.

ip igmp snooping vlan vian_id
forbidden mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no ip igmp snooping vlan
vlan_id forbidden mrouter
interface {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

YcTaHaBAMBaeT 3anpeT Ha onpeaeneHne nopTa (CTaTUYecku, au-
HaMMUYEeCKM) KaK NMopTa, K KOTOPOMY NMOAKNHOUYEH MapLUpyTU3aTOp
MHOrOaApecHo PaccbiNKu.

- vlan_id — voeHTndukaumoHHbI Homep VLAN.

CHMMAaEeT 3anpeT Ha onpeaeneHye NopTa Kak nopTa, K KOTopomy
NOAKNOYEH MapLUPYTU3aTOP MHOMOAAPECHOM PaCcChbINKM.

ip igmp snooping vlan vian_id
querier

vlan_id: (1..4094);

BK/IlO4aeT NoAAEPKKY BblAauM 3anpocos igmp-query KOMMyTaTo-
pom B gaHHoi VLAN.
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no ip igmp snooping vlan

-/BblAaya 3anpocos

OTKAtOYaeT NoAAep KKy Bbl4auM 3aMpocoB igmp-query KoMmyTa-

vlan_id querier OTK/ItOYEHa TOpoM B ZaHHoM VLAN.
ip igmp snooping vlan vian_id YcraHasaunsaeT sepcuio IGMP-npoToKkoaa, Ha OCHOBaHMMU KOTO-
querier version {2 | 3} poi 6yayT dopmuposaTbea IGMP-query 3anpocsi.

-/IGMPv2

no ip igmp snooping vian
vlan_id querier version

YcTaHaBAMBAET 3HA4YeHUe No YMOYaHUIO.

ip igmp snooping vlan vian_id
querier address ip_address

no ip igmp snooping vlan
vlan_id querier address

vlan_id: (1..4094)

OnpepenseT ucxogHbI IP-agpec, KoTopblil b6yaeT Mcnosb3o-
BaTbcA IGMP querier-om. Querier — ycTpoMcTBO, KOTOPOE OTMNPaB-
naet IGMP-3anpocsl.

YcTaHaBAMBaeT 3Ha4YeHMe Mo ymonyaHuto. Mo ymonyaHuio ecnm
IP-agpec HacTpoeH ana VLAN, oH ucnonb3yeTca B KayecTse aa-
peca uctouHmka IGMP Snooping Querier.

ip igmp snooping vlan vian_id
replace source-ip ip_address

no ip igmp snooping vlan
vlan_id replace source-ip

vlan_id: (1..4094);
ip_address:
A.B.C.D/0.0.0.0

BKntoyaeT 3ameHy IP-agpeca NCTOYHMKA Ha yKa3aHHbI IP-ag-
pec Bo Bcex naketax IGMP report B 3agaHHol VLAN.
- vlan_id — vpeHTndukaumoHHbIM Homep VLAN;
- A.B.C.D — IP-agpec, Ha KoTopblii byaeT npousBeseHa 3ameHa
SRC IP.

3Ha4yeHue no ymonyaHuio 0.0.0.0 rosopuUT 0 TOM, 4TO 3a-
V meHa SRC IP IGMP report npoussoautbca He byger.

OTkntovaeT 3ameHy IP-agpeca uctouHmka B naketax IGMP report
B 3afaHHoM VLAN.

ip igmp snooping vlan vian_id
immediate-leave [host-based]

no ip igmp snooping vlan
vlan_id immediate-leave

vlan_id: (1..4094);
-/BbIKNOYEHO

BkntounTs npouecc IGMP Snooping Immediate-Leave Ha Tekywemn
VLAN. O3HayaeT, 4To NopT A0/IKEH ObITb HEMEeAIEHHO YAa/eH U3
rpynnbl IGMP nocne nonyyeHua coobuieHunsa IGMP leave.

- host-based — mexaHu3m fast-leave cpabaTbiBaeT T0/IbKO B TOM
cnyyae, Korga BCe MOAKAIOYEHHble K JaHHOMY MOPTY NOAb30Ba-
TEW OTMUCANUCh OT rPynnbl (CYETYMK NONb30BaTENEN BEAETCSA HA
ocHoBaHuK Source MAC-aapecos B 3arosioBkax IGMP-report’os);

OTkAtounTb Npouecc IGMP Snooping Immediate-Leave Ha TeKy-
wei VLAN.

ip igmp snooping vlan vian_id
proxy-report [version version]

no ip igmp snooping vlan
vlan_id proxy-report

vlan_id: (1..4094);
version: (1..3)

BKAtounTb GyHKUMIO proxy report B onpeaeneHHom VLAN. Mpu
BKNOYEHUM 3TOW OYHKLMM KOMMyTaTop Ha npuwegwwue IGMP
query 6yaeT oTBeyaTb OT cBoero umeHu. KnveHtckmue IGMP report
npu sTom oTbpacbiBatoTCA.

- version — yctaHasausaeT Bepcuto IGMP gna oTnpaBKu NakeTos.
Mo ymonuaHuto Bepcua onpegenseTca nNo npulleliemy Ha Kom-
myTaTop nakety IGMP query.

BbikntounTb Proxy report 8 onpegeneHHom VLAN.

ip igmp snooping vlan vian_id
cos cos

no ip igmp snooping vlian
vlan_id cos cos

vlan_id: (1..4094);
cos: (0..7)/0

YcTaHaBMBaeT 3HaveHue CoS AnA ucxodawmx B nopt
mrouter IGMP-coobuweHuii B ykazaHHo! VLAN.

- vlan_id — npeHTMounKaumoHHbln Homep VLAN;

- €0S — Knacc obcnyKmBaHuA.

YcTaHaBnuBaeT 3HaueHue CoS AN UcxogaLLmx B nopT mrouter
IGMP-coobuweHnit B ykazaHHoOM VLAN paBHbIM Hy/HO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica VLAN

BunAa 3anpoca KoOMaHAHOM CTPOKK pexunma KoHdurypaumm VLAN:

console (config-if) #

Tabnnua 140 — KomaHabl pexkuma KoHourypaumm nHtepderica VLAN

KomaHda

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

Aelicmeue

ip igmp robustness count

no ip igmp robustness

count: (1..7)/2

YcTaHaBAMBaeT 3HaueHue yctonumsoctv ans IGMP.
Ecnu Ha KaHane HabatogaeTcs noTeps AaHHbIX, 3HAYEHME YCTOW-
YMBOCTU AO/IKHO BbITb yBENMYEHO.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.
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ip igmp query-interval seconds

no ip igmp query-interval

seconds:
(30..18000)/125 ¢

YcTaHaBAMBaeT TailimayT, No KOTOPOMY CUCTEMA OTMpPaBAAET OC-
HOBHble 3anpOoCbl BCEM YY4AaCTHUKAM rpynmnbl MHOrOaApecHoM ne-
pesaun ana NpoBepPKM UX aKTUBHOCTMU.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

ip igmp
query-max-response-time
seconds

seconds: (5..20)/10 ¢

YcTaHaBAMBaeT MakCMManbHoe BpemA OTBeTa Ha 3anpoc.

last-member-query-count

count: (1..7)/3Ha4eHne

no ip igmp YcTaHaBAMBaET 3HaYeHMe NO YMOAYAHWIO.
query-max-response-time
ip igmp YcTaHaBAMBaeT KOIMYECTBO 3aNPOCOB, NMOC/E PACCIIKU KOTOPbIX,

KOMMYTaTOp ONpeaenifeT, YTO Ha AAaHHOM NOPTY HET XKeNatoLmx

milliseconds

no ip igmp
last-member-query-interval

(100..25500)/1000 mc

count nepemeHHomn y4acTBOBaTb B MHOFO3APECHOM paccblyiKe.
no ip igmp robustness YcTaHaB/MBAET 3HAYEHME MO YMOIYAHMUIO.
last-member-query-count
ip igmp YcTaHaBAMBAET MHTEPBA/ 3anpoca 414 NoCAeAHEro y4acTHUKa.
last-member-query-interval .

milliseconds:

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

ip igmp version version

no ip igmp version

version: (1-3)/3

YcTaHoBUTb Bepcuio npoTtokona IGMP.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanasoHa uHmepgelicos) Ethernet

Bupg, 3anpoca KOMaHAHOM CTPOKU perknMmMa KOHOUrypauum nHtepdenca:

console (config-if)#

Tabanua 141 — KomaHabl perkmuma KoHourypaumm nHtepdeiica Ethernet

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

switchport access mul-
ticast-tv vlan vian_id

no switchport access mul-
ticast-tv vlan

vlan_id: (1..4094)

BkntoyaeT nepeHanpasneHme IGMP-3anpocoB ¢ KAMEHTCKUX
VLAN B Multicast VLAN gna nHtepdeica B pexunme «access».

’ Ona paboTbl aaHHOM PYHKLMM TpebyeTca BKAKOUYe-
- HUe ip igmp snooping He TONbKO rnob6anbHO U B
Multicast VLAN, HO u B KaneHTckux VLAN.

BbikntoyaeT nepeHanpasneHme IGMP-3anpocos ¢ KIMEeHTCKUX
Vlan B Multicast Vlan gna nHitepdeiica B pexknme «access».

switchport trunk multicast-
tv vlan vian_id [tagged]

no switchport trunk mul-
ticast-tv vlan

vlan_id: (1..4094)

BkntovaeT nepeHanpasneHune |IGMP-3anpocos u3 VLAN,
YYaCTHMKOM KOTOpbIX ABAseTca nopt, B Multicast VLAN gns
nHTepdeiica B pexume «trunk». Multicast-Tpaduk nepeaa-
€TCA Ha NOPT HETErMpoBaHHbLIM MU TEFMPOBAHHbIM B 3aBUCK-
MOCTM OT NnapameTpa tagged. MapameTp tagged yKasbiBaeT Ha
7O, 4to Multicast-TpadumK gonKeH OTNPaBAATLCA B NOPT TEMU-
poBaHHbIM B Multicast VLAN.

BbikntoyaeT nepeHanpasneHve IGMP-3anpocos B Multicast
VLAN. TopT WCKAYaeTcs M3 rpynn MHOroaZpecHoMn pac-
cbinku B Multicast VLAN.

switchport general mul-
ticast-tv vlan vian_id

[tagged]

no switchport general mul-
ticast-tv vlan

vlan_id: (1..4094)

BkntoyaeT nepeHanpassaeHne |IGMP-3anpocos u3 VLAN,
YYaCTHMKOM KOTOpbIX aBAseTca nopt, B Multicast VLAN gns
nHTepderica B pexknume «general». Multicast-Tpaduk nepesa-
€TCA Ha NOPT HETErMpoOBaAHHbLIM MU TEFMPOBAHHbIM B 3aBUCK-
MOCTM OT NapameTpa tagged. MapameTp tagged yKkasbiBaeT Ha
7O, 4to Multicast-TpadumK gonKeH OTNPaBAATLCA B NOPT TErU-
poBaHHbIM B Multicast VLAN.

BbikntoyaeT nepeHanpaeneHve IGMP-3anpocoe B Multicast
VLAN. TopT WCKAYaeTcs M3 rpynn MHOroafpecHoM pac-
cbinku B Multicast VLAN.
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KomaHObi pexcuma EXEC

Bce komaHabl AOCTYNMHbI TO/IbKO AN1A NPpUBUNETMPOBAHHOIO NoJib3oBaTenA.

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#

Tabnunua 142 — KomaHabl pexkmma EXEC

3HaveHue/3HayeHue .
KomaHda / Aeiicmeue
no yMmoA4aHuio

show ip igmp snooping
mrouter [interface vian_id]

MoKasbiBaeT uHbOpMaLMIO 06 WM3YYEHHbIX MHOrOaAPECHbIX

lan_id: (1..4094 o
vian_id: ( ) MapLwpyTM3aTopax B ykazaHHou rpynne VLAN.

show ip igmp snooping MNokasbiBaeT MHbopmaumto IGMP-snooping o AaHHOrO UHTEp-

vlan_id: (1..4094)

interface vian_id deiica.

show ip igmp snooping groups Moka3sbiBaeT MHGOpMaLMIO 06 U3yHEHHbIX MHOFOAAPECHbIX rpyn-

[vlan vian_id] nax, y4acCTBYOLLMX B FPYNMOBOM PAacCblIKe.

[ip-multicast-address vlan_id: (1..4094)

ip_multicast_address]

[ip-address IP_address]

show ip igmp snooping cpe MokasbiBaeT Tabnuuy cootseTcTBUMi mexay VLAN obopyaosa-

vlans [vlan vian_id] vlan_id: (1..4094) HUA, YCTAHOB/IEHHOrO y nosb3oBaTens, u VLAN ana Tenesella-
HuA.

[pumepbl 8bINMN0AHEHUS KOMAHO

Bknountb pyHKUMo IGMP snooping Ha kKommyTtaTope. 1a VLAN 6 pa3pewinTtb aBTOMaTUYECKOe pac-
no3HaBaHWe NOPTOB, K KOTOPbIM NMOAKIOYEHbI MHOTOAAPECHbIE MAPLLPYTU3aTOPbl. YBENNYUTDL 3Ha-
yeHue yCTOMYMBOCTM A0 4. YCTaHOBUTb MAaKCMManbHOE BPeMSA OTBETA Ha 3anpoc — 15 cekyHA.

console# configure

console (config)# ip igmp snooping

console (config-if)# ip igmp snooping vlan 6 mrouter learn pim-dvmrp
console (config)# interface vlan 6

console (config-if)# ip igmp robustness 4

console (config-if)# ip igmp query-max-response-time 15

5.17.2 lMpasuna 2pynnoesoli adpecayuu (multicast addressing)

[aHHbIA Knacc KoMaHg npegHasHayeH Ana 3af4aHvsa Npasua rpynnoBol agpecaumu B CETU Ha
KaHaNbHOM U CETEeBOM YPOBHAX moaenu OSl.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica VLAN

BunAa 3anpoca KOMaHAHOWM CTPOKM B pexxnume KoHpurypaumm nHtepdeiica VLAN:

console (config-if) #
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Tabnuua 143 — KomaHapl pexxmma KoHourypaumnm nHtepoerica VLAN

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

OnucaHue

bridge multicast mode
{mac-group | ipv4-group |
ipv4-src-group}

no bridge multicast mode

-/mac-group

3apaeT permMm rpynnoson nepeAayn AaHHbIX.

- mac-group — MHoroagpecHas nepegava, ocHosaHHaa Ha VLAN n
MAC-agpecax;

- ipv4-group — MHOroazpecHasa nepegaya c TMNom GuabTpaLLmm, oc-
HoBaHHbIM Ha VLAN v agpece npuemHuKka B popmare IPv4;

- ip-src-group — MHOroagpecHaa nepegaya ¢ TMNOM GuUAbTPaUUK,
0OCHOBaHHbIM Ha VLAN u agpece otnpasuTens B popmare |Pv4.

YcTaHaBAMBaeT 3HaYeHne No YMOAYaHUIO.

bridge multicast address
{mac_multicast_address |
ip_multicast_address} [{add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}]

no bridge multicast address
{mac_multicast_address |
ip_multicast_address }

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

Lobasnsaet rpynnosoit MAC-aapec B Tabauuy rpynnoeoi agpeca-
LMM 1 cTaTUYeCKK fo06aBafeT uam yaanaet uHtepdeincsl U3 rpynnsl.
- mac_multicast_address — rpynnosoii MAC-agpec;

- ip_multicast_address — |IP-agpec MHOroaapecHO’ paccbinku;

- add — gobaBnaeT cTaTMyecKyo NoANUCKY K rpynnosomy MAC-aa-
pecy avanasoHa Ethernet-noptos uau rpynn nopTos.

- remove — yganaeT cTaTMYecKyto Nognucky K roynnosomy MAC-aa-
pecy.

MepeuncneHne nHTepHENCcoB OCyLLECTBAACTCA YEPe3 «—» U «,»

Ypansaet rpynnoeoit MAC-agpec 13 Tabanupi.

bridge multicast forbidden
address
{mac_multicast_address |
ib_multicast_address} [{add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}]

no bridge multicast forbidden
address
{mac_multicast_address |
ip_multicast_address }

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

3anpeLlaeT NOAK/IYEHME HACTPanBaeMoro nopTa/nopTos K rpyn-
nosomy IPv6-agpecy (MAC-agpecy).

- mac_multicast_address — rpynnosoit MAC-aapec;

- ip_multicast_address — |IP-agpec MHOroagpecHO’ paccbinku;

- add — go6asneHmne nopTa/NOPTOB B CMNCOK 3aMpPeLLEHHbIX;

- remove — yaaseHue nopta/nopToB U3 CANCKA 3anpeLLeHHbIX. Me-
peuncaeHve MHTepdencoB OCYLLLECTBAAETCA YEPEes «—» U «,»

Ypanaet 3anpewatowee npasuao ana rpynnosoro MAC-aapeca.

bridge multicast forward-all
{add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast forward-all

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

Mo ymonyaHutio
nepefaya Bcex
MHOr0aZpecHbIX
NMaKeToB 3anpelLLeHa.

PaspeluaeT nepesayy BCEX MHOrOaApeCHbIX MAaKeTOB Ha NopTy.

- add — fob6aenAet nopTbl/06begUHEHHbIE MOPTbI B CMUCOK MOPTOB,
AN KOTOPbIX pa3pelleHa nepesaya BCEX rPYNMNOBbIX NAKETOB;

- remove — y6upaeT rpynny noptos/o6begMHEHHbIX NOPTOB U3 pas-
peluatoLLero npasuna.

MepeuncieHve MHTEPGENCOB OCYLLLECTBAAETCA HEPES «—» U «,».

BoccTaHaBnvBaeT 3HaueHMe No YMOJTYaHWIO.

bridge multicast forbidden
forward-all {add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast forbidden
forward-all

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

Mo ymonyaHuto noptam
He 3anpeLeHo
AVHAMMUYECKM

npucoeanHATLEA K
MHOroaapecHom
rpynne.

3anpeLyaeTt Nopty AMHaMMUYECKU f06aBAATLCA K MHOroaapecHom
rpynne.

- add — no6asnAeT NopTbl/06beANHEHHbIE MOPTbI B CMIUCOK NMOPTOB,
017 KOTOPbIX 3anpeLLieHa nepegaya BCex rpynmoBbiX NaKeTos;

- remove — y6upaert rpynny noptos/o6begnHeHHbIX MOPTOB U3 3a-
npeLatoLero npasunna.

MepeyncneHne NHTepHENCoB OCYLLECTBAACTCA YEPE3 «—» U &, ».

BoccTaHaBnMBaeT 3HaueHMe No YMOTYaHMIO.

174 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5410-48, MES5500-32




HELTEX

bridge multicast ip-address
ip_multicast_address {add |
remove} { gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast ip-address
ip_multicast_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

Peructpupyet IP-agpec B Tabavue rpynnosoit agpecaumm u ctatu-
yecku gobasnset/yaanseT untepdeiicsl U3 rpynnbi.

- ip_multicast_address — rpynnosoi IP-aapec;

- add — gobasnseT NopThbI K rpynne;

- remove — yganaeT nopTbl U3 rpynnbl.

MepeuncneHve MHTePPENcoB OCYLLLECTBNAETCA YEPES «—» U &, .

Ypansaet rpynnosoit IP-agpec 13 Tabanupl.

bridge multicast forbidden
ip-address
ip_multicast_address {add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast forbidden
ip-address
ip_multicast_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

3anpewaeT NopTy AUHaAMUYECKM [06aBNATLCA K MHOroagpecHom

rpynne.

- ip_multicast_address — rpynnosoii IP-aapec;

- add — pob6aBneHne NopTa/NOPTOB K CNMUCKY 3aMNpeLLeHHbIX;

- remove — yaneHne nopTa/NopToB U3 CAUCKA 3anpeLLeHHbIX.

MepeuncneHve nHTepdEncoB OCYLLECTBAAETCA YEPES K—» U &,»
Mpexpge uyem onpegenuTb 3anpellieHHble NopThl,
rpynnbl MHOroagpecHoOM PaccbiIKU A0NXKHbI 6bITb 3ape-
rMCTPUPOBaAHDI.

BoccTaHaBanBaeT 3Ha4YeHMeE NO YMONYAHWIO.

bridge multicast source
ip_address group
ib_multicast_address {add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast source
ip_address group
ib_multicast_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port:
(1..8/0/1..32);
group: (1..128)

YcTaHaBAMBaET COOTBETCTBME Mexay IP-agpecom nonbsosaTens u
rpynnosbiM agpecom B TabsimLe rpynnoBoi agpecauuu, U ctaTuye-
cku pobasnset/ypanset nntepdeiicol U3 rpyno.

- ip_address — ncxopHbii IP-agpec;

- ip_multicast_address — rpynnosoii IP-agpec;

- add — go6aBuTb NOPTHI B rpynny ncxogHoro IP-agpeca;

- remove — y4aanTb NOPTbI U3 rpynnbl ucxogHoro IP-agpeca.

BoccTaHaBnmBaeT 3HaYeHMe no YMOANYaHUIO.

bridge multicast forbidden
source ip_address group
ib_multicast_address {add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast forbidden
source ip_address group
ip_multicast_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

YcTaHaBAMBaeT 3anpeT Ha gobasneHune/ypaneHne cooTeBeTcTBUA
mexKay IP-agpecom monb3oeaTens W rpynnosbiM afpecom B Tab-
ivue rpynnoBoi agpecaunn Ans onpeaeneHHoro nopra.

- ip_address — vncxoaHbii IP-agpec;

- ip_multicast_address — rpynnosoi IP-aapec;

- add — 3anpet Ha go6asneHune nopTa B rpynny ucxogHoro IP-aa-
peca;

- remove — 3anpeT Ha yAaneHue nopTta U3 rpynnbl UCxogHoro |P-
afpeca.

BoccTaHaBnmBaeT 3HaYeHue no YMOANYaHUIO.

bridge multicast ipv6 mode
{mac-group | ip-group |
ip-src-group}

no bridge multicast ipvé mode

-/mac-group

3ajaeT pexum rpynnosoi nepefayu AaHHbIX ana IPv6-naketos
MHOroaZpeCcHOM PacchbiaKu.

- mac-group — MHOroagpecHasa nepegaya, ocHoBaHHaa Ha VLAN u
MAC-agpecax;

- ip-group — mHoroagpecHas nepegaya ¢ TMNOM $GuAbTPaLMK, oc-
HoBaHHbIM Ha VLAN v agpece npuemHuKa B popmare IPv6;

- ip-src-group — MHOroaapecHaa nepegavya ¢ TMNOM GUAbTPaLUK,
ocHoBaHHbIM Ha VLAN v agpece oTnpasuTens B popmare IPv6.

YcTaHaBAMBaeT 3HaYeHne o YMOAYaHUIO.
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bridge multicast ipv6
ip-address
ipv6_multicast_address {add |
remove} { gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast ipv6
ip-address
ipv6_multicast_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

Peructpupyet rpynnosoit IPv6-agpec B Tabavue rpynnoso agpe-
caumm, u ctatuueckn fgobasnset/yaanser nHtepdeicobl U3 rpynnoi.
- ipv6_multicast_address — rpynnosoit IP-agpec;

- add — gobasnseT NopThbI K rpynne;

- remove — yganaeT nopTbl U3 rpynnbl.

MepeuncneHve MHTePPENcoB OCYLLLECTBNAETCA YEPES «—» U «, .

Ypansaet rpynnoeoit IP-agpec 13 Tabanupl.

bridge multicast ipv6
forbidden ip-address
ipv6_multicast_address {add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast ipv6
forbidden ip-address
ibv6_multicast_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

3anpeLyaeT NOAKAYEHME HACTPanBaeMoro nopTa/nopTos K rpyn-
nosomy IPv6-agpecy.

- ipv6_multicast_address — rpynnoeoit IP-agpec;

- add — go6aBneHne NopTa/NOPTOB B CIUCOK 3aMNpPeLLEHHbIX;

- remove — yaasnieHune nopta/nopTos U3 CNMUCKA 3anpeLLeHHbIX.
MepeuncneHne NHTepHENCcoB OCYLLECTBAAETCA YEPEe3 «—» U «,»

BoccTaHaBnvBaeT 3HauYeHMe No YMOYaHUIO.

bridge multicast ipv6 source
ipv6_address group
ipv6_multicast_address {add |
remove} { gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast ipv6
source ipv6_address group
ibv6_multicast_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

YcTaHaBAuBaeT cooTeeTcTBMe mexay IPvb-aapecom nonb3oBatens
W rpynnoBbiM agpecom B Tabsmue rpynnosoi agpecaumm, U ctatu-
yecku pobasnset/yaanaet uHtepoeicol U3 rpynmb.

- ipv6_address — vcxogHbin IP-agpec;

- ipv6_multicast_address — rpynnosoit IP-agpec;

- add — o6aBuTL NOPTHI B rpynny ucxogHoro IP-agpeca;

- remove — y4anunTb NOpTbl U3 rpynnbl MCXogHoro IP-agpeca.

BoccTtaHaBanBaeT 3HaYeHMe N0 YMONYAHUIO.

bridge multicast ipv6
forbidden source ipv6_address
group ipv6_multicast_address
{add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast ipv6
forbidden source ipv6_address
group ipv6_multicast_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

YcraHaBnAvBaeT 3anper Ha gobasneHue/yaaneHve COOTBETCTBUA
mexKay |IPv6-afpecom nonb3oBaTens U rpynnoBbiM afpecom B Tab-
JMLe rpynnoBoi agpecauun ans onpeseneHHoro nopra.

- ipv6_address — vcxoaHbin IPv6-agpec;

- ipv6_multicast_address — rpynnosoit IPv6-agpec;

- add — 3anpeT Ha gobasneHne nopTa B rpynny ucxogHoro IPv6-aa-
peca;

- remove — 3anpeT Ha yAasieHue nopTa us rpynnbl UCXo4Horo IPve-
agpeca.

BoccTaHaBnmBaeT 3HaveHue no YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (QuanasoHa uHmepgelicos) Ethernet, uHmep-
¢helica epynnsl Mopmos

Bupa 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm uHTepdelica Ethernet, uHtepdelica
rpynnbl NOPTOB:

console# configure

console (config)# interface {gigabitethernet gi port | tengigabitethernet
te port | twentyfivegigabitethernet twe port | hundredgigabitethernet

hu port | port-channel group | range {..}}

console (config-if) #
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Tabnuua 144 — KomaHap! pexknuma KoHourypauum nHtepdeiica Ethernet, VLAN, rpynnbl uHTepdeicos

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

OnucaHue

bridge multicast unregistered
{forwarding | filtering}

no bridge multicast
unregistered

-/forwarding

YcTaHaBAMBaAET NPasuI0 Nepeaadn NaketoB C HEe3aperncTpmpo-
BaHHbIX rPYNMOBbIX a4 Pecos.

- forwarding — nepesasaTb He3aperMcTpMpoBaHHble MHOTOaj-
pecHble NaKkeTbl;

- filtering — dunbTPOBaTL HE3aperncTpPMpoOBaHHbIE MHOTOAAPEC-
Hble NaKeTbl.

YcTaHaBAMBAET 3HA4YeHUe No YMOYaHUIO.

KomaHObI pexcuma 2a06an6Hol KOHgpu2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHom KoOHOUrypaLmm:

console (config) #

Tabnunua 145 — KomaHabl perkuma rnobanbHoM KoHPUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

OnucaHue

bridge multicast filtering

no bridge multicast filtering

-/OTKNOYEHO

BkatoyaeT GpunbTpaLmio rpynnoBbIX afpecos.

OTKAK0YAET GUABTPALMIO TPYNMNOBbIX 3APECOB.

mac address-table aging-time
seconds

no mac address-table
aging-time

seconds: (10..400)/300
CeKyHA,

3agaeT Bpema xpaHeHua MAC-aapeca B Tabavue rnobanbHo.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

mac address-table learning
vlan vian_id

no mac address-table learning
vlan vian_id

vlan_id: (1..4094, all)/
BK/OUEHO

BkatounTb nsyyeHne MAC-agpecos B saHHOM VLAN.

OTKAtoYnTL M3yveHne MAC-agpecos B saHHOM VLAN.

mac address-table static
mac_address vlan vian_id
interface {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}
[permanent |
delete-on-reset |
delete-on-timeout | secure]

no mac address-table static
[mac_address] vlan vian_id

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..120);

hu_port:
(1..8/0/1..32);
group: (1..128)

[ob6asnaeT ucxoaHbvii MAC-agpec B Tabauvuy rpynnosoli agpe-
caumu.

- mac_address — MAC-agpec;

- vlan_id — Homep VLAN;

- permanent — gaHHblit MAC-afpec MOXHO yAanuTb TONbKO C
nomoulblo KoMaHAbl no bridge address;

- delete-on-reset — faHHbIV agpec yaanuTtca nocne nepesa-
rPY3KW YCTPOWCTBA;

- delete-on-timeout — faHHbIN agpec yaanuTca no Takim-ayTy;
- secure — AaHHbIM agpec yAanuTcAa TOMbKO C MOMOLLbIO KO-
maHZabl no bridge address nnm nocne Bo3BpaleHs NopTa B pe-
Xum 0byyeHun (no port security).

Yaoanaer MAC-agpec 13 Tabauubl rpynnosoi agpecaumu.

bridge multicast
reserved-address
mac_multicast_address
{ethernet-v2 ethtype | llc sap |
lic-snap pid ] {discard | bridge}

no bridge multicast
reserved-address
mac_multicast_address
[ethernet-v2 ethtype | lic sap |
lic-snap pid]

ethtype:
(0x0600..0xFFFF);
sap: (0..0xFFFF);
pid: (0..0XFFFFFFFFFF)

OnpegaenseT aeicreme Ana NAaKETOB MHOrOaAPECHOMN PacChbiNKM
C 3ape3epBMPOBAHHOIO aapeca.

- mac_multicast_address — rpynnosoit MAC-agpec;

- ethtype — Tvin naketa Ethernet v2;

- sap —Tvn naketa LLC;

- pid —Tvin naketa LLC-Snap;

- discard — cbpoc nakeTos;

- bridge — nakeTbl nepeaatoTca B pexxume bridge.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.
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KomaHOwbi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHON CTPOKKM pexnma Privileged EXEC:

console#

Tabnunua 146 — KomaHabl perkuma Privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4yaHuro

OnucaHue

clear mac address-table
{dynamic | secure} [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

Ypanaer craTUyeckue/AMHamMMUYecKMe 3anucu U3 Tabauubl
rpPynnoBoW agpecaumu.

- dynamic — yaaneHve auHamm4yeckmx 3anucei;

- secure — yaseHne cTaTM4eCcKmx 3anmcen.

KomaHOb! pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console>

Tabnunua 147 — KomaHabl pexkmma EXEC

KomaHda

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

OnucaHue

show mac address-table
[dynamic | static | secure]
[vlan vian_id] [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}
] [address mac_address]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

MoKa3sbliBaeT Tabanuy MAC-afpecoB Ans yKkasaHHOro nHTepdelica
nmMbo Bcex HTepdencos.

- dynamic — npocmoTp TONIbKO AMHAMUYECKUX 3anucen;

- static — npocMoTp TO/IbKO CTaTUYECKUX 3anucei;

- secure — MPOCMOTP TONbKO 6e30MnacHbIX 3anucei;

- vlan_id — wpeHTndMKaunoHHbI Homep VLAN;

- mac-address — MAC-agpec.

show mac address-table count
[vlan vian_id] [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

MoKasbiBaeT KoanyecTso 3anucelt B Tabavue MAC-agpecos ans
yKasaHHoro nHtepdelica inbo ansa scex MHTepdencos.
- vlan_id — wpeHTMdMKaunoHHbI Homep VLAN.

show bridge multicast
address-table [vlan vian_id]
[address
{mac_multicast_address |
ipbv4_multicast_address |
ibv6_multicast_address}]
[format {ip | mac}] [source
{ipv4_source_address |
ibv6_source_address}]

vlan_id: (1..4094)

MokasbiBaeT TabaMLy rpynnoBbIX aApecoB A/1A YKa3aHHOro UHTep-
deica nnbo scex nHTepoericos VLAN (KomaHAa AOCTYMHA TONbKO
ANA NPUBUNETMPOBAHHOIO NONb30BATENSA).

- vlan_id — vaeHTMdUKaumnoHHbI Homep VLAN;

- mac_multicast_address — rpynnosoii MAC-agpec;

- ipv4_multicast_address — rpynnosoit IPv4-agpec;

- ipv6_multicast_address — rpynnosoit IPv6-agpec;

- ip — npocmoTp no IP-agpecam;

- mac — npocmoTp no MAC-agpecam;

- ipv4_source_address — IPv4-agpec UCTOYHWMKaA;

- ipv6_source_address — IPv6-aapec UCTOYHMKA.
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show bridge multicast
address-table static [vlan
vlan_id] [address
{mac_multicast_address |
ipbv4_multicast_address |
ipv6_multicast_address]
[source ipv4_source_address |
ipv6_source_address] [all |
mac | ip]

vlan_id: (1..4094)

MoKa3sbiBaeT TabanLy CTaTUYECKMX FPYMNMnOBbIX aApecoB ANA YKa-
3aHHOro UHTepderica Mbo Bcex nHTepdelicos VLAN.
- vlan_id — vaeHTUdUKaumnoHHbI Homep VLAN;

- mac_multicast_address — rpynnosoii MAC-agpec;

- ipv4_multicast_address — rpynnosoti IPv4-aapec;

- ipv6_multicast_address — rpynnosoli IPv6-agpec;

- ipv4_source_address — IPv4-agpec UCTOYHUKaA;

- ipv6_source_address — IPv6-agpec UCTOYHUKaA;

- ip — npocmoTp no IP-agpecam;

- mac — npocmoTp no MAC-agpecam;

- all — npocmoTp nonHoM Tabanupl.

show bridge multicast filtering

vlan_id vlan_id: (1..4094)

Moka3sbiBaeT KoHoUrypaumio GunbTpa rpynnosbiXx aapecos Ans
yKasaHHoro VLAN.
- vlan_id — vaeHTUdUKaumMoHHbI Homep VLAN.

show bridge multicast
unregistered [gigabitethernet
gi_port | tengigabitethernet

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:

te port |

L (1..8/0/1..120);
twentyfivegigabitethernet hu_port: (1..8/0/1..32);
twe_port | roup: (1..128);
hundredgigabitethernet group: {%.. !

hu_port | port-channel group] vlan_id: (1..4094)

MokasbiBaeT KoHdurypaumo dunbTpa ANA He3aperncTpuposaH-
HbIX FPYNNOBbLIX afPecoB.

show bridge multicast mode

[vlan vian_id] vlan_id: (1..4094)

MOKa3bIBaeT pexunm rpynnoBon agpecauumn ona yKasaHHOro WH-
Tepdelica nnbo Bcex nHtepdeiicos VLAN.
- vlan_id — vaeHTUdUKauMOHHbIA Homep VLAN.

show bridge multicast
reserved-addresses

OTobpaskaeT npasuna, yCTaHOB/IEHHbIE A/ FPYNNOBbIX 3apesep-
BMPOBaHHbIX aApPeCcoB.

[pumepbl 8b1M0MHEHUS KOMAHO

e  BkAouMTb GUABLTPALMIO TPYMNMOBbLIX aApecoB KOMMyTaTopom. 3aaaTb Bpemsa xpaHeHua MAC-aa-
peca 400 ceKyHA, pa3peLwmnTb nepeaady He3aperMcTpmMpoBaHHbIX MHOroagpecHbIX NakeTos Ha 11

nopTy KOMMyTaTOpa.

console # configure
console (config)
console (config)
console (config)
console (config-if)

# mac address-table aging-time 400

# bridge multicast filtering

# interface tengigabitethernet 1/0/11

# bridge multicast unregistered forwarding

console# show bridge multicast address-table format ip

Vlan IP/MAC Address type Ports

1 224-239.13012.2.3 dynamic te0/1, tel/2
19 224-239.13012.2.8 static te0/1-8

19 224-239.1302.2.8 dynamic te0/9-11

Forbidden ports for multicast addresses:

Vlan IP/MAC Address Ports
1 224-239.13012.2.3 te0/8
19 224-239.130(2.2.8 te0/8
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5.17.3 MLD Snooping — npomoKosa KOHMponAa MHo2o0adpecHo20 mpadguka e IPve

MLD Snooping — MexaHM3M MHOroagpecHom coobuieHui,

MWHUMMU3NPOBATb MHOTOAAPECHbIN TpaduK B IPv6-ceTax.

pPaccbisiKK NO3BO/IAIOLLUN

KomaHObl pexcuma 2106aab6HOU KOHU2ypayuu

Bupg, 3anpoca KOMaHAHOM CTPOKM pexRnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabanuya 148 — KomaHabl rnobanbHOro pexnma KoHpurypaumm

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

ipv6 mld snooping [vlan
vlan_id]

no ipvé mld snooping [vlan
vlan_id]

vlan_id: (1..4094)
-/BbIK/IOYEHO

Bkntouaet MLD snooping.

OTtkatovaet MLD snooping.

ipvé mld snooping vlan vian_id
static ipv6_multicast_address
[interface { gigabitethernet
gi_port | tengigabitethernet
te port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}]

no ipvé mlid snooping vlan
vlan_id static
ibv6_multicast_address
[interface { gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}]

vlan_id: (1..4094);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

Peructpupyet rpynnosoi IPv6-aapec B Tabsivue rpynnosoi agpe-
caumu U ctatvyeckn pobasnset/yganaet uHtepdeiicsl U3 rpynnbi
ana Tekywen VLAN.

- ipv6_multicast_address — rpynnosoi IPv6-agpec;

MNepeuncneHne HTepHENCOB OCYLLECTBAAETCA YEPEe3 «—» U «,».

Ypanset rpynnosow IP-agpec u3 Tabanupl.

ipvé mld snooping vlan vian_id
forbidden mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no ipv6 mid snooping vlan
vlan_id forbidden mrouter
interface {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

vlan_id: (1..4094);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

[obasnaeT npasuo, 3anpeLLatolliee NopTaM M3 CNUCKa PerncTpm-
poBaTbcA Kak MLD-mrouter.

Ypanaet npasuno, 3anpellatolee noptam M3 CNncKa perncTpupo-
BaTbCA Kak MLD-mrouter.

ipvé mld snooping vlan vian_id
mrouter learn pim-dvmrp

no ipv6 mid snooping vlan
vlan_id mrouter learn
pim-dvmrp

vlan_id: (1..4094);
-/BKAKOYEHO

M3y4aTb NopTbl, NOAKAOYEHHble K mrouter no MLD-query-nake-
Tam.

He n3yyatb nopTbl, NOoAKAOYEHHbIe K mrouter no MLD-query-nake-
Tam.
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ipvé mld snooping vlan vian_id
mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no ipvé mld snooping vlan
vlan_id mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

vlan_id: (1..4094);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

[obasnseT cnucok mrouter-nopTos.

YpanseT mrouter-nopTbl.

ipvé mld snooping vlan vian_id
immediate-leave

no ipvé mld snooping vlan
vlan_id immediate-leave

vlan_id: (1..4094)
-/BbIK/NOYEHO

Bkatountb npouecc MLD Snooping Immediate-Leave Ha Tekyluen
VLAN.

OTKkAtounTb Npouecc MLD Snooping Immediate-Leave Ha TeKkyuwei
VLAN.

ipvé mid snooping querier

no ipvé mld snooping querier

-/BbIK/IIOYEHO

BkntouaeT noaaepiKKy BblAaun 3anpocos igmp-query.

OTKAtOYaeT NOALEPHKKY BblAAUYM 3aNpocoB igmp-query.

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (QuanaszoHa uHmepgelicos) Ethernet, uHmep-
gelica epynnsl nopmos, uHmepgeuca VLAN

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm mHtepdelica Ethernet, uHtepdelica
rpynnbl nopToB U nHTepdeica VLAN:

console (config-if) #

Tabnuua 149 — KomaHapl pexxnma KoHourypaumm nHtepodeiica (gmanasoHa nntepdeiicos) Ethernet, nHtep-
denca rpynnbl nopTos, nHTepdeinca VLAN

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ipvé mid
last-member-query-interval
interval

no ipvé mid
last-member-query-interval

interval:
(100..25500)/1000
MWUIINCEKYHA,

3a4aeT MaKCMMasbHYI0 3afepPXKKy OTBeTa MOC/efdHEero 4jeHa
rpynnbl, KOTOpPaAa UCNOb3yeTcA ANA BblHUCNEHUA KOOA MaAKCU-
MasibHOM 3a4epKKn oteeTa (Max Response Code).

BoccTaHaBnmBaeT 3Ha4yeHMe No YMOYAHMUIO.

ipvé mid
last-member-query-count
count

no ipvé mid
last-member-query-count

(1..7)/3Hauenne
nepemeHHom
robustness

YcTaHaBAMBaeT KONMYeCTBO 3anpocoB., Nocae PacCblIKN KOTOPbIX,
KOMMYTATOp onpeaenAaeT, YTo Ha AaHHOM NOPTY HET XKenakwnx
Y4acCcTBOBaTb B MHOI'OE,CI.pecHOI;I paccbliiKe.

YcTaHaBAUBaeT 3Ha4YeHue no YMOYaHUIO.

ipvé mld query-interval value

no ipv6 mid query-interval

value: (30..18000)/125
CeKyH[,

3afaeT MHTepPBaa PacCbiIKM OCHOBHbIX MLD-3anpocos.

BocctaHaBnmBaeT 3HaveHue no YMONYaHUIO.

ipvé mid
query-max-response-time
value

value: (5..20)/10

3apaer MaKCUMaNbHYIO 3a4€EPXKKY OTBETA, KOTOpPAaA NCNO/Ib3yeTcA
anAa BbluMCNEHUI KO4a MaKCUManbHoWM 3aepXKKN oTBeTa.

no ipv6 mid CeRYHA BoccTaHaB/MBaEeT 3HaYeHWe No YMONYAHUIO.
guery-max-response-time
ipvé mld robustness value YcTaHaBAMBaeT 3HayeHMe KoadpPpuMumeHTa 0TKa3oyCTOMYMBOCTY.
Ecnv Ha KaHane HabaogaeTca NoTeps AaHHbIX, KO3QPULMEHT OT-
value: (1..7)/2

no ipv6 mld robustness

Kasoycroﬁqwsocm AO0/1XKeH 6bITb yBeNU4eH.

BoccTaHaBimMBaeT 3HavYeHMe No YMOTHAHUIO.

ipvé mid version version

no ipvé mid version

version: (1..2)/2

YcTaHaB/MBaeT BEPCUIO NPOTOKO/A, AEWCTBYIOWYIO HA AaHHOM
MHTepodeiice.

BocctaHaBnmBaeT 3HayeHue no YMONYaHUIO.
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KomaHOwbl pexcuma EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 150 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

show ipv6 mld snooping
groups [vlan vian_id] [address
ibv6_multicast_address]
[source ipv6 _address]

vlan_id: (1..4094)

OT0b6parkaeT MHGOPMALMIO O 3apPerncTPUPOBaHHBIX Fpynnax B co-
OTBETCTBMM C 3af,@aHHbIMUN B KOMaHe napameTpamu GuabTpaLmu.
- ipv6_multicast_address — rpynnosoi agpec IPv6;

- ipv6_address — IPv6-aapec NCTOYHUKA.

show ipv6 mld snooping
interface vian_id

vlan_id: (1..4094)

OTtobparkaeT MHPopmaumo o KoHdurypauym MLD-snooping ana
paHHou VLAN.

show ipv6 mld snooping
mrouter [interface vian_id]

vlan_id: (1..4094)

OTo6parkaeT MHGOPMaLMIO 0 mrouter-nopTax.

5.17.4 ®dyHKyua oepaHuyeHua multicast-mpaduka

®YHKUMKM orpaHnyeHmsa multicast-Tpaduka ncnonbayrotcs gna yaAobHOM HACTPOMKM OrpaHMuYeHus
NPOCMOTpPA OnpeAeneHHbIX FPynn MHOroaApecHOM PacchIIKM.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobanbHoOM KOHPUrypaumm:

console (confiqg) #

Tabnuua 151 — KomaHabl pexknma rnobanbHoN KoOHPUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

multicast snooping profile
profile_name

no multicast snooping pro-
file profile_name

profile_name: (1..32)
CYMBO/I0B

Mepexon, B pexxum KoHdurypaumm multicast-npoduna.

YaanuTb yKasaHHbI multicast-npopunb.
Multicast-npodpunb moxkeT 6bITb yAaneH ToNbKo no-
. cne Toro, Kak 6ysert oTBA3aH OT BCeX NOPTOB KOMMY-
TaTopa.

KomaHObI pexcuma KoHgu2ypayuu multicast-npogunsa

Bupa 3anpoca KOMaHAHOM CTPOKU pernma KoHourypauum multicast-npoduna:

console (config-mc-profile) #

Tabnnua 152 — KomaHabl pexkmuma KoHourypauum multicast-npoduna

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

match ip low_ip [high_ip]

no match ip low_ip

low_ip: BannaHbIn mul-
ticast-agpec;
high_ip: BaangHbin mul-

3apaeT cooTBETCTBME NPOPUAA YKazaHHOMY AnanasoHy IPv4 mul-
ticast-agpecos.

Ypanaetr cooTBeTcTBME Npoduns ykasaHHOMY AmanasoHy |Pv4

[high_ip] ticast-anpec multicast-agpecos.
match ipvé low_ipv6 3apaeT cooTBETCTBME NPOPUAA YKazaHHOMY AnanasoHy IPve mul-
[high_ipv6] ticast-agpecos.
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no match ipv6 low_ipv6
[high_ipv6]

low_ipv6: BanngHbiii IPv6
multicast-agpec;

high_ipv6: BanngHbiii IPv6
multicast-agpec

YpanseT cooTBetcTBue npoduas ykasaHHOMY AmanasoHy IPv6
multicast-agpecos.

permit

no permit

-/no permit

B cnyyae HecooTBeTCTBMA OAHOMY M3 3afaHHbIX AManNasoHOB,
IGMP-report 6yayT nponyckaTbcs.

B cnyyae HecooTBETCTBMSA OAHOMY M3 3a[aHHbIX A4ManasoHoB,
IGMP-report 6yayT oTbpacbiBaTbCA.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanasoHa uHmepgelicos) Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma KoHduUrypauumn nHtepdeiica:

console (config-if)#

Tabnnua 153 — KomaHabl perkuma KoHourypaumm nHtepdelica (amanasoHa nHtepodeicos) Ethernet

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

multicast snooping max-
groups number

no multicast snooping
maxgroups

number (1..1000)/-

OrpaHMuYMBaeT KOAMYECTBO OA4HOBPEMEHHO MpOCMaTpuBae-
MbIx multicast-rpynn ana nHtepoeiica.

CHMMaeT orpaHMYeHne Ha KOANYecTBO OAHOBPEMEHHO Mpo-
CMaTpUBaeMbIX rpynn ana nHtepdeiica.

multicast snooping add
profille_name

multicast snooping remove
{profille_name | all}

profile name: (1..32)
CUMBO/I0B

MpuBA3bIBaeT yKazaHHbIN multicast-npodunb K HTepdelicy.

Ypanaer cootBercTBue multicast-npoduna (Bcex multicast-
npoduneit) nHTepdeicy.

KomaHOb1 pexcuma EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 154 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

show multicast snooping
groups count

OTo6paskaeT MHGOPMALMIO ANA BCEX MOPTOB O TEKYLLEM KO-
NNYecTBe 3aperMcTPMpPOBaHHbIX FPYNM, a TakKe MaKcumasb-
HOe BO3MOXHOE KONYecTBO.

show multicast snooping
profile [profille_name]

profile name: (1..32)
CMMBO/I0B

OTobparkaeT nHpopmaumio o multicast-npodunax, Kotopbie
6bI2IM CKOHUTYPMPOBaHbI.

5.17.5 RADIUS-aemopu3ayus 3anpocos IGMP

[JaHHbIV MexaHW3M NO3BOIAET NPOM3BOAUTL aBTOPM3aLMIO 3anpocoB NpoTokona IGMP ¢ nomolubto
RADIUS-cepBepa. Ana obecneyeHns HadeXHOCTU U pacrnpefieNeHUs Harpyskm MOKET UCNo/b30BaTbCA
HeckonbKo RADIUS-cepsepoB. Bbibop cepBepa Ana OTNpaBKM 0O4YepeaHOro 3anpoca aBTopu3auuu
NPOUCXOAMUT CNyYaiHbIM 0bpasom. Ecim cepsep He 0TBETMA, OH NOMEYaeTcA Kak BpeMeHHO Hepabounit, u
nepectaeT y4yacTBOBaTb B MeXaHM3Me ofnpoca Ha onpefesieHHbI nepuoj, a 3anpoc OTCbINAeTcs Ha

cnepyrowmin cepsep.

MonyyeHHble aBTOPM3ALMOHHbIE AaHHbIE XPaHATCA B K3W-NaMATM KOMMYyTaTopa B TedyeHue
3af.aHHOro NepMoaa BpemeHu. ITo NO3BOAAET YCKOPUTL MOBTOPHYI0 06paboTKy IGMP-3anpocos.
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MapameTpbl aBTOpPM3aLMKM BKAKOYAIOT B CebA:

=  MAC-agpec KNIMEHTCKOrO YCTPOMCTBA;
=  WpeHTndUKaTop nopTa KOMMYTATOPA;
= |P-agpec rpynnbl;

= PelweHue o goctyne - deny/permit.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

BuAa 3anpoca KoMaHAHOM CTPOKM pexnma rnobanbHOro KOHPUrypmposaHma:
console (config) #

Tabnunuya 155 — KomaHab! perkuma rnobanbHoro KoHGUrypupoBaHums

3HayeHue/3HayeHue no

KomaHoa Aeiicmeue
YMOAYAHUIO
ip igmp snooping authoriza- YcTaHaBAMBaeT BPEMSA KM3HM B Kawe. Ecan 3HayeHue
tion cache-timeout timeout PaBHO HY/t0 — OTCYET BPEMEHM }KMU3HM OTKIOYEH (3anucb

timeout: (0..10000) He yaanaeTca co BpemeHem).

— . " MnH/0
no ip igmp snooping authori-

. . YCcTaHOBKa 3HAYeHUA N0 YMONYAHUIO.
zation cache-timeout

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica (Quana3oHa uHmepgelicos) Ethernet

BuAa 3anpoca KOMaHAHOWM CTPOKM pexmnma KoHOUIYpUpoBaHUA nHTepdelica:
console (config-if)#

Tabnunua 156 — KomaHabl pexkuma KoHourypmuposaHus nHtepdelica Ethernet

Komanda 3HayeHue/3HayeHue Leiicmeue
no ymon4YaHuro
multicast snooping Bkntouaet astopusaumto yepes RADIUS-cepsep. Ecam
authorization radius YKasaH napameTp required, To B c/iyyae HegOCTYMHOCTU
[required] Bcex RADIUS-cepsepos IGMP-3anpocbl MTHOPUPYHOTCA.
-/OTKNIOYEHO B npotusHom cnyyae IGMP-3anpoc 6yaetr obpaboTaH

JaX<e npu OTCYTCTBMM OTBETA CepBepa.

no multicast snooping OTK/ItoYEeHMe aBTOpM3aLUM.
authorization

BkntoyaeT npeasaputenbHyto 06paboTky IGMP-3anpocos
Ha nopty ao oteeta RADIUS-cepsepa. Mo noayvyeHuun
OoTBETa OT CepBepa B C/lyyae MOJIOKUTENIbHOrO OTBeTa
nognucka octaeTca, B C/ly4yae OTPULATENbHOMO —

multicast snooping
authorization forwarding-first

-/oTKNKOYeHO YAanAeTca, eCv AONONHNUTENbHO HAacTpoeHa GYHKUMA ip
igmp snooping immediate-leave.
no multicast snooping
authorization forwarding-first BoccTaHaBNMBaeT 3HaueHMe Mo YMOYaHUIO.

KomaHOwbl pexcuma EXEC

Bce KOMaHAb! AOCTYMHbI TOABKO 418 NPUBUAETMPOBAHHOIO NOJIb30BaTeNA.

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#
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Tabnuua 157 — KomaHap! pexkmma EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

show ip igmp snooping au-
thorization-cache

[interface gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port ]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..4);
twe_port: (1..8/0/1..120);

hu_port: (1..8/0/1..32)

OTobparkaeT coaepXumoe Kalla asTopusaummn IGMP.
Ecamn B KOmaHZe yKasaH uHTepdeic — To oTobpaxkatotca
TONIbKO Te rpynmnbl, KOTOpble 3aperncTpupoBaHbl Ha
yKa3aHHOM nHTepdelice.

clear ip igmp snooping au-
thorization-cache

[interface gigabitethernet
gi_port | tengigabitethernet

gi_port: (1..8/0/1..48);

OunLaeT Kaw aBTopu13aLmuu.

Ecav B KOMaHAe YyKasaH wHTepdeilc — Kaw-3anucu
OUMLLAIOTCA ANA YKa3aHHOro HTepdeiica.

Ecnun nHtepdeiic He yKaszaH — K3l 0YMLLAETCS MOJIHOCTbHO.

te_port: (1..8/0/1..4);

te_port |

= . twe_port: (1..8/0/1..120);
twentyfivegigabitethernet hu_port: (1..8/0/1..32)
twe_port |
hundredgigabitethernet
hu_port]

5.18 MapuwpyTt1Msauma mHoroagpecHoro tpadpuka

5.18.1 NMpomokon PIM

PIM — npoToKon mHoroazpecHon mapLupytusaumm ans IP-ceteit, co3aaHHbIn Ans pelleHns npobaem
rpynnosoi mapupytmsauun. PIM 6asvpyeTtca Ha TPaAMLMOHHbLIX MapLpPYTHBIX MPOTOKOMAX (Hanpumep,
Border Gateway Protocol), Bmecto TOro, 4ytobbl co3gaBaTb COBCTBEHHYIO ceTeByl Tonosoruio. PIM
ucnosblyet unicast-tabavuy Mapwpytusaumm ana nposepkn RPF. 3Ta nposepka BbINosHAETCS
MapLLpyTU3aTopamu, 4Tobbl yoeamTbes, YTo nepesadya MHOroaApecHoro TpaduKa BbIMOAHAETCA NO NyTH
6e3 netenb.

RP (rendezvous point) — Touyka paHAeBy, Ha KOTOpoi 6yayT pPerucTpuMpoBaTbCA MCTOYHUKK
MHOroagpecHbIX MOTOKOB M CO34aBaTb MapLUPYT OT UCTOUYHMKA S (ceba) ao rpynnsi G: (S, G).

BSR (bootsrtap router) — mexaHunsm cbopa nHbopmauum o RP KaHguaaTax, opMnpoBaHUM CIUCKA
RP pns Kago MHOroaZpecHoW rpynnbl M OTNPaBKa CNMCKA B npegenax gomeHa. KoHdurypauwms
MHOTroaapecHon mapLupyTnsaumm Ha 6ase IPv4.

KomaHObI pexcuma 210baab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM peXxmnma rnobanbHOM KOHPUrypaLmm:
console (config) #

Tabnnuya 158 — KomaHab! perknma rinobanbHoM KoHGUrypaumm

3HayeHue/3HayeHue

Aeiicmeue
o ymon4aHuio

KomaHda

ip multicast-routing pim BKAOYMTb MHOTrOQAPECHY0 MapLIpyTU3aLmio, Npotokoa PIM Ha

-/To ymonuaHuio .
BCcex MHTepdeicax.

bYHKUMA BbIKNIOYEHA

no ip multicast-routing pim OTKNOYUTb MHOFOQAPECHYHO MapLUpyTM3aLmio U NpoTokon PIM.

BkAtounTtb ana IPv6 MHOroagpecHyto mapLupyTM3aLLmio, MPOTOKO
PIM Ha Bcex uHTepdericax.

ipvé multicast-routing pim -/To ymon4aHuio

bYHKLUMA BbIKAOYEHA
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no ipv6é multicast-routing pim

OTKAIOYNTL ANnAa IPv6 MHOroagpecHyo MapLipyTU3aumio u NnpoTo-
Kon PIM.

ip pim bsr-candidate
ip_address [mask] [priority
priority_num]

no ip pim bsr-candidate

mask: (8..32)/30;
priority_num:
(0..192)/0

YKasaTb yCTPOMCTBO Kak KaHanaaTta B BSR (bootstrap router).
- ip_address — BanngHbii IP-agpec KommyTaTopa;

- mask — macka noacetu;

- priority_num — npuopuTer.

OTKAtOYEHME JaHHOrO NapameTpa.

ipv6 pim bsr-candidate
ipv6_address [mask] [priority
priority_num]

mask: (8..128)/126;
priority_num:

YKasaTb YCTPOMCTBO Kak KaHanaaTta B BSR (bootstrap router).
- ipv6_address — BanngHblvi IPv6-appec KommyTaTopa;
- mask — macka noacetu;

(0..192)/0 - priority_num — npuopuTeT.
no ipv6 pim bsr-candidate OTKNOYEeHME AaHHOTo NapameTpa.
ip pim dm {range BKAOUNTE MapLUpYTU3aLMIO 334aHHOMO AMana3oHa My/IbTUKACT-
multicast _subnet | default} HbIX rpynn B pexkume PIM-DM.
- multicast_subnet — mHoroaapecHas noacetb;
- default — onpegenset gnanasoH B 224.0.1.0/24.
) KomaHAy MOXHO BBeCTU HECKO/IbKO pas, 3a4aB He-
V CKONIbKO ANana3oHoB.

no ip pim dm {range OTKNOYUTD JaHHbIN NapameTp.
multicast _subnet | default}
ip pim rp-address CospaHue ctatuyeckol Rendezvous Point (RP), gononHutensHo
unicast_address MOHO YKa3aTb MHOroaZpecHyto NoaceTb As aaHHoM RP.
[multicast_subnet] - unicast_addr — IP-appec;

- - multicast_subnet — mHoroapecHasa noaceTb.
no ip pim rp-address YpaneHue ctatuyeckolt RP unun yaanenune RP gns ykasaHHoM nog-
unicast_address ceTu.
[multicast_subnet]
ipv6 pim rp-address Co3paHue ctatuyeckolt Rendezvous Point (RP), gononHutensHo
ipv6_unicast_address MOHO YKa3aTb MHOroaZpecHyto NoaceTb As aaHHoM RP.
[ipv6_multicast_subnet] - ipv6_unicast_addr — IPv6-agpec;

- - ipv6_multicast_subnet — mHoroagpecHas noaceTb.
no ipv6 pim rp-address YpaneHue ctatuyeckoli RP unun yaanenune RP ans ykasaHHom nog-
ibv6_unicast_address ceTu.
[ipv6_multicast_subnet]
ip pim rp-candidate Co3paHue KaHauaata ana Rendezvous Point (RP)
unicast_address [group-list . - unicast_addr — IP-agpec;

. - . acc_list: (0..32) . o

acc_list] [priority priority] AMEONa - acc_list — cnncok mHoroagpecHbix NpedUKcoB, 3a4aBaeMblit €

[interval secs]

priority: (0..192)/192;
secs: (1..16383)/60

nomoubto ctaHaaptHoro ACL;
- priority — npMOpPUTETHOCTb KaHAMAATA;
- secs — nepuos, oTNpaBKK COOBLLEHNA.

no ip pim rp-candidate CeKYRA OTKAlOYEeHME JaHHOro NnapameTpa.

unicast_address

ipv6 pim rp-candidate Co3pgaHune KaHguaata ansa Rendezvous Point (RP)
ibv6_unicast_address . - ipv6_unicast_addr —IPv6-agpec;

[group-list acc_list] [priority accc_::::;(()i.;,z) - acc_list — cnMCOK MHOroazpecHbiX NpedurKcoB, 3a4aBaembli C

priority] [interval secs]

no ipv6 pim rp-candidate
ibv6_unicast_address

priority: (0..192)/192;
secs: (1..16383)/60
CeKyHA,

NoMoLLbto cTaHAapTHoro ACL;
- priority — NPUOPUTETHOCTb KAaHANAATA;
- secs — nepuos OTNPaBKM COOBLLEHWIA.

OTKNlOYeHMe AaHHOro napameTtpa.

ip pim ssm {range
multicast_subnet | default}

no ip pim ssm [range
multicast_subnet | default]

YKa3aTb MHOrOaApecHyto NoaceTb

- range — yKa3aTb MHOrOaApecHyto NoACETb;

- multicast_subnet — mHOroagpecHas noaceTb;
- default — ykasatb gmanasoH 8 232.0.0.0/8.

OTKNtOYeHMe AaHHOTo napameTtpa.

ipv6 pim ssm {range
ipbv6_multicast_subnet |
default}

YKa3aTb MHOroapecHyto noaceTb

- range — yKa3aTb MHOroapecHyto NoAceTb;

- ipv6_multicast_subnet — mHoroazpecHasa NnoaceTb;
- default — ykasatb gmanasoH B FF3E::/32.

no ipv6 pim ssm [range
ipv6_multicast_subnet |
default]

OTKNtOYEHMEe JaHHOro NapameTpa.
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ipv6 pim rp-embedded

no ipv6 pim rp-embedded

-/BKOYEHO

BK/ItOUMTL pacluMpeHHbIn ¢yHKLMoHan rendezvous point (RP).

OTKNOYUTL pacLUMpeHHbI GyHKUMOHan rendezvous point (RP).

ip multicast multipath {group-
paths-num | group-next-hop}

no ip multicast multipath

-/BbIK/IIOYEHO

BKntoyaeT 6anaHcMpoBKy nakeTos PIM Join B cTopoHy gocTyn-
HbIX RP.

- group-paths-num — metog 6anaHCMPOBKK, NPU KOTOPOM
xew ¢yHKUMSA, NoACYMTaHHAA HA OCHOBe ajpeca rpynnobl, Ae-
nntca no moaynto Ha N, rae N — KoanyecTso AOCTYNHbIX RP.

BbiweyKasaHHbIi meTog Heo6XoaAum ANA KOPPEKTHOIA
l pabotbl 6anaHcUpoBKu npu MUCNoNb30BaHUN
- EVPN/VXLAN. Ha npakTuKe OH NPUBOAUT K KCUHXPOHMU-
3auuu» VTEP u BbiGopy ogHoro u Toro ke RP gns ot-
npaBKu TpadMKa KOHKPETHOM rpynnbl.

- group-next-hop — meTog 6an1aHCMPOBKK, NPU KOTOPOM MOA-
cyeT xew ¢yHKUMKM BasmpyeTca Ha agpece rpynnbl U agpece
next-hop.

Mo ymonuyaHuio B cnyyae Hanuumsa B Tabauue mappyt-
! Tn3auum 6onee ogHoro mapuwpyta go RP, PIM Join ot-
npasasneTca B cTopoHy PIM cocepga ¢ Hanbonbwum IP.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

KomaHObI pexcuma KoHgu2ypauuu uHmepgpetica Ethernet, VLAN, epynnsi nopmos

BuAa 3anpoca KOMaHAHOWM CTPOKM:
console (config-if)#

Tabnunua 159 — KomaHabl pexkuma KoHourypauum nHtepdelicos Ethernet, VLAN, rpynnbi nopTos

3HavyeHue/ 3HayeHue .
KomaHda / Aeiicmeue
no ymoa4aHuro

ip (ipv6) pim BkntoyeHue PIM Ha uHtepodelice.

- - -/BK/IIO4EHO -
no ip (ipv6) pim BbikntoueHue PIM Ha uHTepoerice.
ip (ipv6) pim bsr-border MpekpaTuTb Nepeaayvy BSR-coobuieHnin ¢ nntepdelica.

A -/oTKNtOUEHO
no ip pim bsr-border OTKAtOYEHMe 4aHHOro napameTpa.
ip (ipv6) pim dr-priority priority YKasaHwue npuopuTeta gaa sbibopa DR-poyTepa.

iorit - priority — npuoputeT DR-poyTepa onpesenstowmii, KTo U3 Kom-
priority:

no ip (ipv6) pim dr-priority

(0..4294967294)/1

myTaTopoB ctaHeT DR-poyTepom. KommyTatop ¢ Haumbonbwmm
3HayeHuem ctaHeT DR-poyTepom.

Bo3BpalaeT 3Ha4yeHme No YyMOIYAHMUIO.

ip ip (ipv6) pim hello-interval
secs

no ip (ipv6) pim hello-interval

secs: (1..18000)/30 cek

YKasaHue nepuoga otnpasku hello-nakeTos.
- sec — nepuog otnpasku hello-nakeTos.

Bo3BpalyaeTt 3Ha4YeHne No ymo/14aHuIo.

ip (ipv6) pim
join-prune-interval interval

interval: (1..18000)/60

YKasaTb MHTepBas, B TeYeHNe KOTOPOro KOMMYTaTop OTCblnaeT
join nnu prune-coobuieHuns.
- interval — nepunog, BpemeHu OTNPaBKK join, prune coobLieHNi.

- - CeRYHA,
no ip (ipv6) pim Bo3BpaluaeT 3Ha4YeHWe No YMOYAHUIO.
join-prune-interval
ip (ipv6) pim neighbor-filter dunbtpauma exoaawmx PIM-coobuuieHni.
acc_list acc_list: (0..32) - acc_list — cnMcoK aapecos, Ha OCHOBE KOTOPbIX NPOM3BOAMUTCA
cumBona dunbTpauma.

no ip (ipv6) pim neighbor-filter

OTKNlOYeHMe AaHHOro napameTtpa.

ip igmp static-group group-
address [ sourse sourse_addr ]

no ip igmp static-group group-
address [ sourse sourse_addr ]

BK/IIOUMTb CTaTMUYECKUiA 3anpoc multicast-rpynnbl Ha uHTep-
deiice.

- group_address — IP-agpec rpynnbi;

- source_addr — |P-agpec UCTOYHMKA rpynnbl.

l Ha uHtepdeiice aonxeH 6biTb BKAOUEH PIM.
.

BbIKNIOUUTL CTaTUYECKUiA 3anpoc multicast-rpynnbi.
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KomaHOb! pexcuma EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 160 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

show ip (ipv6) pim rp mapping
[RP_addr]

OTobparkaeT akTMBHble RP, cBA3aHHblE C MapLpyTHOM MHPOPMa-
umen.
- RP_addr — IP-appec.

show ip (ipv6) pim neighbor
[detail] [gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group|
vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094).

OtobparxkaeT uHGopmaumto o PIM-coceasax.

show ip (ipv6) pim interface
[gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group|
hundredgigabitethernet
hu_port | vlan vian_id |state-

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094).

OTobpaxkaeT uHoopmaumio no PIM-untepdericam:
- state-on — oTobparkaeT Bce MHTepdeiicol, rae BrAYeH PIM;
- state-off — oTob6parkaeT Bce nHTepdelicol, rae BoikatoueH PIM.

on | state-off]

OTo6parkaeT TabamLy NPUBA3KM MHOTOALPECHbIX Fpynmn.
- group-address — aapec rpynnbl.

show ip (ipv6) pim group-map
[group_address]

show ip (ipv6) pim counters - OTobpaxkaeT cogepxnmoe PIM-cyeTumKos.

show ip (ipv6) pim bsr election - OTobpaxkaeT uHoopmaumto o BSR.

show ip (ipv6) pim bsr rp-cache - OTobparkaeT MHGOPMALMIO O U3yYeHHbIX KaHanAaTax B RP.

show ip (ipv6) pim bsr OTobparkaeT cocToAHMe KaHanAaTos B RP.

candidate-rp

clear ip (ipv6) pim counters - 06HynseT PIM-cyeTymnKu.

[Mpumep UCnoab308aHUS KOMAHO

e bBasoBan HacTpolika PIM SM c ctatyeckum RP (1.1.1.1). NpeaBapuTenbHO A0KeH BbiTb HAaCTPOEH
NPOTOKO MapLIpyTM3aLmUK.

console# configure

console (config)# ip multicast-routing
console (config)# ip pim rp-address 1.1.1.1

5.18.2 ®yHkyusa PIM Snooping

®dyHKuuMa PIM Snooping ncnonb3yeTca B CeTAX, IAe KOMMYTAaTOp MCNOAHAET ponb L2-ycTpoicTsa
mexay PIM-maplpyTtusatopamm.

OcHoBHoOWM 3aga4veit PIM Snooping asnaeTca npeaocTtaBieHne MHOroaapecHoro TpadmKka ToNbKo
015 TeX NOPTOB, C KOTopbIx bblnK noayyeH PIM Join, PIM Register.
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KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

BuAa 3anpoca KoMaHAHOM CTPOKM B pexxume rnobanbHo KoHPUrypaumu:

console (confiqg) #

Tabnnua 161 — KomaHab! pexuma rnobanbHoM KoHduUrypaumm

3HayeHue/3HayeHue
Mo yMmoA4aHuio

KomaHoa

Hleilicmesue

ip pim snooping
— /BbIK/IIOYEHO

PaspewunTtb ncnonbsosaHue ¢yHKuMmM PIM Snooping KommyTaTo-
pom.

no ip pim snooping

3anpeTuTb NCNoNb30BaHUE QYHKLUMU

ip pim snooping vlan
vlan_id
vlan_id: (1..4094)

PaspewunTb ncnonbsosaHune ¢yHKUMM PIM Snooping KommyTaTo-
pom gns gaHHoro uHtepdeiica VLAN.
vlan_id — naeHTMPUKaAUMOHHBI Homep VLAN.

no ip pim snooping vlan
vlan_id

3anpeTuTb Mcnonb3oBaHne ¢yHKUMKM PIM Snooping KommyTaTo-
pom gns gaHHoro uHtepdeiica VLAN.

KomaHOb1 pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:
console#

Tabnnua 162 — KomaHab! pexkuma EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHOoa

Aeilicmeue

show ip pim snooping

MoKa3aTb 061yt MHPOPMALMIO O HACTPOMKAX.

show ip pim snooping vlan

vian_id vlan_id: (1..4094)

MoKa3aTb CTaTUCTUKY KOHTPOA MHOToaApecHoro Tpaduka B
OaHHOoM vlan.

show ip pim snooping groups

MoKa3aTb CNMCOK 3aperncTpMpPOBaHHbIX rpynmn.

sh ip pim snooping neighbors

MoKa3aTb CNUCOK 3aperMcTPUpPoBaHHbIX y4acTHUKOB PIM.

5.18.3 NMpomokon MSDP

MpoToKon 0B6HapyXeHUa UCTOYHMKOB MHOroagpecHol paccbiikm (MSDP) ucnonbsyetca ans
obmeHa MHPopmaument 06 nctoyHnkax Multicast-tpaduka mexgy pasHoimu PIM-gomeHamu. MSDP-
coenHeHMe 0bblYHO ycTaHaBAMBaAETCA Mexay RP Kaxaoro gomeHa.

KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKume rnobanbHon KoHGUrypaumm:

console (config) #

Tabnnuya 163 — KomaHgb! pexuma rnobanbHoi KoHduUrypaumm

3HayeHue/3HayeHue
no ymoan4yaHuro

KomaHda

Aeilicmeue

router msdp

BkntounTtb npotokon MSDP 1 nepeiT B peXnMm ero KoH-
durypaumu.
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no router msdp

OcTtaHoBUTb NpoToKon MSDP 1 yaanutb BClo ero KOHpUry-
pauuto.

KomaHObI pexcuma KoHgu2ypayuu npomokosad MSDP

BuAa 3anpoca KOMaHAHOM CTPOKM B pexkume KOHPUrypaumm npotokosa MSDP:

console (config-msdp) #

Tabanuya 164 — KomaHabl pexkmma KoHpurypaumm npotokona MSDP

3HayeHue/3Ha4yeHue
no ymon4aHuro

KomaHoa

Aeiicmeue

connect-source ip_address
-/IP-agpec He Ha3HauyeH

no connect-source

HasHauutb IP-agpec, KoTopbliii ByaeT Mcnoib3oBaH B KayecTse
ncxoaawero npu coegmHeHnn ¢ MSDP-nupom.

YCTaHOBWTb 3HauYeHue no YMO4aHUIO.

cache-sa-holdtime secs secs: (150..3600)/150

CeK

no cache-sa-holdtime

YCcTaHOBUTb Bpems xusHu SA-3anucu B KaLle.

YCTaHOBWUTb 3HAYEHWE NO YMONYAHMIO.

holdtime secs

secs: (3..150)/75 cek

no holdtime

YcTaHoBUTbL Taimep holdtime. Eciv B TeyeHue 3Toro Bpe-
MeHU He byaeT npuHATo keepalive-coobueHune, To coegm-
HeHue ¢ cocegom cbpacbliBaeTcs.

YCTaHOBUTb 3HaYeHue No YMO/THaHUIO.

keepalive secs
secs: (1..60)/30 cek

no keepalive

YCTaHOBUTL WHTEpPBan Mexay oTtnpasBkoi keepalive-
coobueHnn.

YCTaHOBUTb 3HaYeHue no YMO/THaHUIO.

originator-ip ip_address
-/IP-agpec He Ha3HauyeH

no originator-ip

HasHaunTtb IP-agpec, ncnonbayemolt B KayecTse agpeca RP
B MCX0o4ALWMX coobuieHmax SA.

YCTaHOBWTb 3HAYEHUE NO YMOAYAHMIO.

peer ip_address

no peer ip_address

[Jo6aButb B KOHOUrypaumo MSDP-nMp 1 BONTK B peXum
ero KoHdurypaumm.

Yaanutb MSDP-nnp.

KomaHObI pexcuma KoHguypayuu MSDP-nupa

Bua 3anpoca KOMaHAHOW CTPOKM B pexkume KoHourypaumm MSDP-nupa:

console (config-msdp) #

Tabnunua 165 — KomaHabl pexmuma KoHpurypauum MSDP-nmpa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

connect-source ip_address
—/IP-aapec He Ha3Ha-

YeH

no connect-source

HasHauuTb IP-agpec, KoTopblit ByAeT MCNONb30BaH B KayecTse UC-
xogawero npu coeanHeHnm ¢ MSDP-nnpom.

YCTaHOBUTb 3Ha4YeHuMe no YMONYaHUIO.

description text

— text: (1..160) cumBona
no description

3apatb onucaHne MSDP-nmpa.

Ypanutb onucaHume.

mesh-group name

name: (1..31) cumBona

no mesh-group

LOob6asutb cocepa K MESH-rpynne.

Ypanutb cocega.
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sa-filter { in | out } Coszaatb npasunio GpuabTpaLmm SA-coobLieHnin:
sec_num { permit | deny } - permit — paspewatouiee nNpasuao GuabTpaLmu;
[ rp-address ip_addr_rp | - deny — 3anpeLwyatoLiee Npasnao GUALTPaLLMK;
group-address ip_addr_gr .
- sec_num — HoMep CeKLUn Npasuna;
| source-address sec_num: > add RP:
ip_addr_src] (0..4294967294) - ip_addr_rp — duneTpauya no aapecy RP;
- ip_addr_gr — ¢unbTpayma no agpecy rpynnbi;
- ip_addr_src — ¢wunbTpauma no agpecy uctoyHmnka Multicast-
Tpaduka.
no sa-filter { in | out } Ypanaer co3faHHyo CeKLMIo NpaBuna.
sec_num
shutdown AAMUHUCTPATUBHO BbIKAIOYUTL ceccuto ¢ MSDP-nupom, He yaa-
—/BbIK/IIOYEHO NAs ero KOHPUrypaumm.
no shutdown YCTaHOBWUTb 3HAYEHME MO YMONYAHUIO.

KomaHObl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#

Tabnnua 166 — KomaHab! pexkuma EXEC

3HayeHue/3Ha4yeHue "
KomaHoa / Aelicmeue
no ymMmoa4YaHuro
show ip msdp peers [ ip_addr] MokaszaTb MHGOpPMaLMIO O HAaCTPOEHHbIX NUpax, cTaTyce coeam-
_ HeHWs, HacTPOMKax NMPOB, a TaK¥Ke CTaTUCTUKY 0bmeHa cooblue-
HMamn npotokona MSDP
- ip_addr — IP-appec nupa.
show ip msdp source-active — MoKasaTb cogepskmmoe Kawwa SA.
show ip msdp summary — MokasaTb cymmapHyto nHbopmaumio npotokona MSDP.
clear ip msdp counters — O6HYNUTb CYETYMKU.
clear ip msdp peers [ ip_addr] MNepeycTaHoBUTL coeamHeHusa ¢ MSDP-nupamu
- ip_addr — 1P-appec nupa.

5.18.4 ®dyHkyua IGMP Proxy

®PyHKUMA MHoroagpecHon mapwpyTtmnsaumm IGMP  Proxy npegHasHadyeHa @ans peanunsaumu
YNPOLLEHHOM MapLpyTM3auUM MHOFOQZPECHbIX AAHHbIX MeXAY CeTAMM, ynpaBaaeMon Ha OCHOBaHUMU
npotokona IGMP. C nomouwbto IGMP Proxy ycTponcTBa, He HaxoAallMecA B OAHOM CETU C cepBepom
MHOT0a4pPeCHON PacChi/IKN, UMEIOT BO3MOXKHOCTb MOAKAOMATbCA K MHOTOQAPECHbIM Fpynnam.

MapLpyTmMsauma OCyLecTBAAETCA MexKay WHTepdelicom BblwecTtoAwen cetn (uplink) wu
nHTepdelricamm Hukectoawmx ceteit (downlink). Mpu atom Ha uplink-uHTEpdeitce KommyTaTop BeaeT ceba
Kak 06blYHbIA MnoJsiydaTenb MHoroagpecHoro Tpaduka (multicast client) n dopmupyeT cobcTBeHHble
coobuweHnn npotokona IGMP. Ha mHTepdeiicax downlink kKommyTaTop BbIiCTynaeT B KayecTBe cepsepa
MHOTroagpecHoOM paccbinku U 0bpabaTtbiBaeT coobuieHna npoTokoaa IGMP OT yCTpOICTB, NOAKNOUYEHHDIX K
3TMM MHTepdeicam.

/ Konunuecteo nogpep:kmMBaembix rpynn MHOroaapecHoi paccbiiku npotokonom IGMP Proxy
yKasaHo B Tabnuue 9.

V IGMP Proxy nogaep»usaet go 512 downlink-untepdeiicos.
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OrpaHuyeHus peanusaumm ¢pyHkummn IGMP Proxy:

- IGMP Proxy He noaaep)XuBaeTca Ha rpynnax arperauuu LAG;

- MOXKeT 6bITb onpeaeieH TobKO OA4UH MHTepdeiicC BbILLEeCToALLEN CeTH;

- Npu ucnonb3oBaHumn Bepcumn V3 npotokona IGMP Ha uHtepdeiicax K HUMKeCcToALLEeN ceTu,
obpabartbiBaloTcA TONbKO 3anpocbkl Tuna exclude (*,G) u include (*,G).

KomaHOb! pexcuma 2106aa6HOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM peXxnma rnobanbHoM KOHPUIypaLmm:

console (confiqg) #

Tabanua 167 — KomaHabl perknuma rnobanbHom KoOHPUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip multicast-routing
igmp-proxy

no ip multicast-routing

-/MNo ymon4aHuio
DYHKLMA BbIKAIOYEHA

PaspeluaeT paboTy mapLipyTM3aLmMm MHOTOaApPecHbIX AaHHbIX Ha
CKOHPUIypUpOBaHHbIX MHTepdecax.

3anpewaeT paboTy MapLIpyTU3aLMM MHOFOAAPECHbIX AaHHbIX Ha
CKOHOUIYPMpPOBaHHbIX UHTepdelicax.

KomaHObI pexcuma KoHguaypauyuu uHmepageticos Ethernet, VLAN, uHmepdgbelica 2pynnbl nopmos

Bua 3anpoca KOMAHOHOM CTPOKM B pexume KoHdurypaumm uHTepdeiicos Ethernet, VLAN,

nHTepdelica rpynnbl NOPTOB:

console (config-if)#

Tabnnua 168 — KomaHabl pexkmma KoHourypauum nHtepdelicos Ethernet, VLAN, rpynnbl nopTos

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

ip igmp-proxy {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

KoHdurypupyemblin nHtepdeic anaetca nHTepdbencom K Huxe-
croslen cetn. KomaHaa HazHavaeT cBasaHHbIN uplink-uHTepdeiic,
Y4acTBYIOLLMI B MapLIPYTU3ALUN.

ip igmp-proxy downstream
protected interface { enable |
disable}

no ip igmp-proxy downstream
protected interface

BKAOUNUTL 33Ty MO HUCXOAALWeEMY MHTepdeicy. IPv4 multicast-
TpaduK, NOCTyNaoWMn Ha UHTEpdelic, He ByaeT nepeHanpaBaeH.

OTKAOUUTB 3aLLUTY NO HUCXOAALLEMY UHTepdeitcy.

ip igmp static-group group-
address [ sourse source_addr ]

no ip igmp static-group group-
address [ sourse source_addr ]

BKNIOUMTL CTaTMYECKUit 3anpoc multicast-rpynnbl Ha WHTep-
deiice.

- group_address — IP-agpec rpynnbl;

- source_addr — IP-agpec UCTOYHMKA rpynnbl.

’ Ha uHtepddeiice aonxeH 6biTb BKAOUYEH IGMP Proxy.
.

BbIKNOUMTL CTaTUYECKUI 3anpoc multicast-rpynnbl.
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KomaHObi pexcuma EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexunma EXEC:
console#

Tabnnua 169 — KomaHabl pexkmma EXEC

Komanda 3Ha4yeHue/3HayeHue Leiicmeue
no ymosn4aHurw
show ip mroute - KomaHga npegHasHayeHa 418 NpOCMOTPa CMCKOB MHOroagpec-
[ip_multicast_address HbIX rpynn. BoamoxkeH BbIGOP rpynn no agpecy rpynnbl UAn No
[ip_address]] [summary] appecy UCTOYHMKA MHOTOAAPECHbIX SAHHbIX.
- ip_multicast_address — |P-apgpec rpynnbl;
- ip_address — IP-agpec UCTOYHUKa;
- summary — KpaTKoe COAepiKaHMe KaK4oW 3anvcu B MHoroas-
pecHol Tabanue mapwpyTmsaumm.
show ip igmp-proxy interface gi_port: (1..8/0/1..48); | Undopmaums o ctaTyce IGMP-proxy npMMeHUTENbHO K UHTEp-
[vlan vian_id | gigabitethernet te_port: (1..8/0/1..48); | deiicam.
gi_port | tengigabitethernet twe_port:
te port | (1..8/0/1..120);
twentyfivegigabitethernet hu_port: (1..8/0/1..32);
twe_port | group: (1..128);
hundredgigabitethernet vlan_id: (1..4094)
hu_port | port-channel group]

[pumepbl 8b1M0AHEHUS KOMAHO

console#show ip igmp-proxy interface

* — the switch is the Querier on the interface

IP Forwarding is enabled

IP Multicast Routing is enabled

IGMP Proxy is enabled

Global Downstream interfaces protection is enabled
SSM Access List Name: -

Interface Type Interface Protection CoS DSCP
vlanb upstream - -
v1lan30 downstream default - -

5.19 ®yHKuMM ynpaBaeHuUsA

5.19.1 MexaHu3zm AAA

Ona obecneyeHns 6e30MACHOCTU CUCTEMbI MCMOAb3yeTCs MexaHusm AAA  (ayTeHTUdUKaLus,
aBTOpPM3aLMA, yUeT).

— Authentication (ayTeHTUdMKauMA) — conocTaBneHMe 3anpoca CyLLeCcTBytoLLen yYETHON 3a-
nucum B cucteme 6e30nacHoOCTU.

— Authorization (aBTopu3auus, NpoBepKa ypoBHSA A0CTYNa) — COMNOCTaB/eHNE YYETHOM 3anucu
B cucTeme (npowealiein ayTeHTUOUKALMIO) U onpesesiEHHbIX MOJHOMOYUIA.
— Accounting (y4€T) — cnekeHue 3a NnoTpebeHnem pecypcoB Nob30BaTeIeEM.

[nsa WwndpoBaHMa AaHHbIX UCNONb3YETCA MeXaHn3m SSH.
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KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHOM KOHOUIypaumm:
console (confiqg) #

Tabnnua 170 — KomaHab! perkuma rnobanbHoM KoHpUrypaumm

KomaHda

3HayeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

aaa authentication login
{authorization | default |
list_name} method_list

no aaa authentication login
{default | list_name}

list_name: (1..12)
CMMBO/I0B;
method_list: (enable, line,
local, none, tacacs, radius);

-/To ymon4aHuio
OCYLLECTBAAETCA NPOBEPKa
no fIoKanbHol 6ase
OaHHbIX (aaa
authentication login
authorization default local)

YcTaHaBAMBaeT cnocob ayTeHTUOUKALMM A4N1A BXOAA B CUCTEMY.
- authorization - pa3spellaeT NPOXOXKAEHWE aBTOpPM3aL MK No
OMUCAHHBIM HUXeE MeToAam;
- default — ucnonbsoBate ana ayTteHTUdMKALMKM OMNUCaHHble
HUXe MeToabl;
- list_name — vma cnncka ayTeHTUPUKALMOHHBIX METOA0B, aKTK-
BM3MPYIOLLErocs, Korga nosb3oBaTeslb BXOAUT B CUCTEMY.
OnucaHune meTtogos (method_list):
- enable — ncnonb30BaTb Naposib ANA ayTeHTUUKaLMK;
- line — ucnonb3oBaTb NAPOb TEPMUHANA ANA ayTEHTUDUKALUN;
- local — ncnonb3oBaTb NI0KaNbHYO 6a3y MMeH Nonb3oBaTenei
ANA ayTeHTUdUKaLmu;
- none — He UCMNOJIb30BaTb AyTEHTUDUKALMIO;
- radius —ncnonb3oBaTtb cnucok RADIUS-cepBepoB ana ayTeHTu-
duKaumu;
- tacacs —ucnonb3osaTb cnucok TACACS cepsepoB A4N1A ayTeHTU-
bukaumm.

V Echn metop ayteHTMdUKauumn He onpepeneH, To

AOCTYN K KOHCONM BCeraa ycnewuHbli.

V Co3aaHMe CNUCKA OCYLL,eCTBAAETCA KOMaHAOoM:
aaa authentication login list_name method._list.
Wcnonb3oBaHue cnucka:
aaa authentication login list-name

’ | Bo usbexkaHue notepu Aoctyna cneayet BBOAUTb
e Heo6X0AUMbINA MUHUMYM HACTPOEK ANA YKasbiBa-
eMOro meToaa ayTeHTupuKaumnu.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

aaa authentication enable
authorization {default |
list_name} method_list

list_name: (1..12)
CMMBO/I0B;
method_list: (enable, line,
local, none, tacacs, radius);
-/To ymon4aHuio
OCYLLECTBASAETCA NPOBEPKa
no fioKkanbHo 6ase
OaHHbIX (aaa
authentication enable
authorization default
enable)

YcTaHaBaMBaeT cnocob ayTeHTUPMKauum npu  MNOBbILEHUN
YPOBHSA NPUBWUAETUIA ANA BXOAA B CUCTEMY.
- authorization - pa3peluaeT NPOXOXKAeHWe aBTopM3aLmm no
OMUCAHHBIM HUXE MeToAam;
- default — ncnonb3oBaTb AnAa ayteHTUdMKAUMM ONMUCaHHbIE
HUXe meToapl;
- list_name — nms cnncka ayTeHTUPUKALMOHHbIX METOAO0B, aKTK-
BM3MPYIOLLErOCcA, KOraa nosb3oBaTeslb BXOAUT B CUCTEMY.
OnucaHune metogos (method_list):
- enable — ncnonb3oBaTb NAPO/b ANA ayTeEHTUDMKALUM;
- line — ucnonb3oBaTb NapoONb TEPMUHANG AN1A aYTEHTUPUKALUWK;
- local — ncnonb3oBaTb NOKaNbHYO 6a3y MMeH nonb3oBaTenei
Ana ayteHTMduKaumm;
- none — He UCNo/b30BaTb ayTEHTUOUKALMIO;
- radius — vcnonb3oBaTb cnucok RADIUS-cepBepoB A8 ayTeHTU-
duKaumu;
- tacacs —vcnonb3oBaTb cnucok TACACS-cepBepoB ANA ayTeHTH-
duKaumm.

V Echn metop ayteHTUdMKaALMM He onpepeneH, To

BAOCTYN K KOHCOM BCeraa ycnewHbli.

V Co3paHue CNUCKa OCYLLecTBAAETCA KOMaHA0M:
aaa authentication login list-name method_list.
Ucnonb3oBaHue cnucka:
aaa authentication login list-name
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no aaa authentication
enable authorization
{default | list name}

Bo usbexkaHue notepu Joctyna cieayeTt BBOAUTD
! HeobXoAMMbIIi MUHUMYM HacTpOeK AN YKa3biBa-
emoro metoaa ayTeHTUGpUKauuu.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

enable password password
[encrypted] [level level]

no enable password [level
level]

level: (1..15)/1;
password: (0..159)
CUMBOJI0B

YcTaHaBMBaeT Naposb A/A KOHTPONA U3SMEHEHWUA NPUBUETUA
[0CTyna nosb3oBaTesnen.

- level — ypoBeHb NpuBUAETUiA;

- password — naponb;

- encrypted — 3agatb 3alWMbpPOBaHHbIN Naposb (Hanpumep, na-
posb B 3aWMbpPOBAaHHOM BWAE, CKONUPOBAHHBIA C APYroro
yCTpoWcTBa).

YpanseT napo/ib AN COOTBETCTBYIOLLLETO YPOBHA NPUBUAETUIA.

username name
{nopassword | password
password | password
encrypted
encrypted_password |
encryption-algorithm
encryption-algorithm }
[priveliged level]

no username name

name: (1..20) cumBo10B;
password: (1..64)
CUMBOJIOB;
encrypted_password:
(1..64) cumBonos;
encryption-algorithm:
sha-512,sha-1, md5 /sha-1;
level: (1..15)

[ob6asnseT nosb3osaTens B I0KaNbHYO 633y AaHHbIX.

- level — ypoBeHb npusunerni;

- password — naposb;

- name — NMA NONb30BaTeNs;

- encryption-algorithm — anropuTm xaWMpoBaHWUA Napos;

- encrypted_password — 3awndpoBaHHbIA Napoab (Hanpumep,
naposb B 3aWwnbpoBaHHOM BWUAE, CKONWPOBAHHBIW C APYroro
yCTpoWcTBa).

Ypanaet nonb3oBartena us JIOKaNbHOM 6a3bl AaHHbIX

aaa accounting login
start-stop group {radius |
tacacs+}

no aaa accounting login
start-stop

-/Mo ymonyaHuio BegeHue
yuyeTa 3anpeLyeHo

Pa3pelwaeT BegeHWe yyeTa (aKKayHTa) ANA ceccuin ynpaBneHus.

BepeHue yyeta paspelueHo TONbKO ANA Nonb3oBaTte-

V Neii, BoweAwWwnx B CUCTEMY NO UMEHU U NAPOIO, ANA

nonb3oBaTesield, BOWeALWMX N0 NAPO0 TepMUHana,
BefeHue yyeta 3anpeLueHo.

BepeHue yyeTta aKTMBUpYeETCA U NpeKpallaeTca, Koraa

V nonb3oBaTe/ib BXOAUT U OTK/IIOYAETCA OT CUCTEMDbI, YTO

COOTBETCTBYeT 3HaueHuam start u stop B coobuieHunax

npotokona RADIUS (napameTpbl, cogeprKalumecs B co-

obuweHuax nporokona RADIUS, npusegeHbl B Tabnuue

171).

3anpelaeT BegeHue yyeTa (akkayHTa) gna seefeHHbIx B CLI Ko-
MaHA,.

aaa accounting dotlx
start-stop group radius

no aaa accounting dot1x
start-stop group radius

-/To ymonyaHuio BegeHune
yyeTa 3anpeLLeHo

Pa3pelaeT BegeHue yyeTa (akkayHTa) gna ceccuin 802.1x.
BepeHue yueTa aKTUBUPYETCA U NPeKpallaeTca, Korga
V Nnonb30BaTe/ib BXOAUT U OTK/IIOYAETCA OT CUCTEMDI, YTO
COOTBETCTBYET 3HaueHuam start u stop B coobuieHnsax
npoTtokona RADIUS (napameTpbl, cogepKalumeca B co-
o6weHunax npotokona RADIUS npusegeHbl B Tabanue

171).

B pexume Multiple sessions coobueHusa stat/stop no-
V CbINAIOTCA ANA KaXAO0ro nosib3oBaTtens, B pexume

Multiple hosts — TonbKo gns nonb3oBartens, npoiea-

wero ayteHTMdUKaumio (cm. pasgen no 802.1x).

YcTaHaBAMBaeT 3HaYeHUe No YMONYaHUIO.

ip http authentication
aaa login-authentication
[login-authorization]
[http | https]
method_list

no ip http authentication
aaa login-authentication

method_list: (local, none,
tacacs, radius)

Onpepenaet metos ayTeHTUOUKauumn npm goctyne K HTTP-
cepsepy. pun ycTaHOBKe CNCKA METOA,08 AONONHUTE/bHbIN
meToz, 6yAeT NPUMEHATLCA TOIbKO B TOM C/lyyae, Koraa no
OCHOBHOMY MeToy ayTeHTUdMKaL MM BO3BpaLLeHa OWwmnbKa.
- method_list — meToa ayTeHTUOUKALMM:

local — no MeHU 13 noKanbHO H6asbl AaHHbIX;

none — He ucnosb3yeTcs;

tacacs — ucnonb3oBaHUe cnmMckos Bcex cepeepoB TACACS+;
radius — ncnonb3osaHue cnuckos Bcex RADIUS-cepsepos.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

aaa authentication mode
{chain | break}

-/chain

YcTaHaBAMBaeT anroputmM onpoca MeToAoB ayTeHTUdUKa-
Lumn.
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- chain — nocne HeygayHoOM MOMbITKM ayTEHTUPUKALUM NO
nepBoMy MeTogy B CMMCKe cieayeT NomnbiTka ayTeHTUduKa-
LMK MO caepytoLemy meToay B LernoyKe;

- break — nocne HeypauHolt ayTeHTUdMKaUMM NO nepsomy
MeTo4y npouecc ayTeHTUGUKALMM OCTaHaBANBaETCA. AyTeH-
TMdUMKALMA No cnefyowemy metony LOMNYCTUMA TO/bKO B
CNly4ae HeBO3MOMKHOCTU ayTEHTUGUKALMM NO NpeablayLiemy
MeToay.

aaa accounting commands
stop-only group tacacs+

no aaa accounting
commands stop-only group

-/Mo ymonyaHuio BegeHune
yyeTa KOMaH/, BbIK/IOYEHO

BkntouaeT BeageHue yyeta BBegeHHbIX B CLI komaHg no npoTo-
Kony Tacacs+.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

aaa authorization
commands {default |
list_name} group
method_list

no aaa authorization
commands {default |
list_name}

list_name: (1..15)
cumBonos; method_list:
(tacacs, local);

-/N0 YyMONYaHMIO aKTMBEH
cnucok default n
aBTOPU3aLMA He
ocyuiecTsnAerca

YcTaHaBAMBaeT cnocob aBTopM3aLmMm BBOAUMbIX KOMaHA,

- default — pegakTnposath cnmcok ¢ umeHem default, KoTopblit
NO YMOIYAHUIO €CTb B CUCTEME;

- list_name — uma cnucka meTo40B aBTOpPM3aLMW, CO3aaBae-
MOTrO 1 pefaKTUPyemMoro noJib3oBaTtesiem:

- tacacs — meTo4, N03BOAAOWMI NCNob30BaTb cnncok TACACS-
cepBepoB A1 aBTOpMU3aLLUUK;

- local — meToa, Npy KOTOPOM aBTOPM3aLMA HE OCYLLECTBAAETCA.

YcTaHaBMBaET 3HaYeHMeE No YMOAYAHMIO.
- default — cbpoc cnucka ¢ umeHem default K 3HaueHuto no
YMOYaHMI0;
- list_name — yaaneHune nNo/ib30BaTe/IbCKOro CMMCKA C UMEHEM
list_name.
Cnucok ¢ umeHem default He moxkeT 6biTb yaaneH u3
cucTembl.

aaa authorization com-
mands {default |
list_name}

no aaa authorization
commands

list_name: (1..15)
CMMBO/I0B;
-/default

AKTMBMPYET CNUCOK METOA0B aBTOPM3aLMU BBOAUMbIX KO-
MaHA.

- default — cgenatb akTUBHbLIM CNNCOK ¢ MeHem default;

- list_name — caenatb aKTMBHbIM COOTBETCTBYIOLLMIA NOb30Ba-
TENbCKUI CNINCOK.

YcTaHaBAMBaEeT 3HAYEHNE MO YMOYAHUIO.

[na Toro utobbl KNMEHT NOAYYUA AOCTYN K YCTPOUCTBY, AaXKe ecnu BCce MeToabl ayTeHTUdU-
| Kauuu BepHyan olwnbKy, UCNoNb3yiiTe 3HaUeHUe NocaeaHero MeToga B KomaHae — none.

Tabnnua 171 — ATpmnbyThl coobLueHmnii BeaeHna yyeta npotokona RADIUS ana ceccunit ynpasneHus

Haau4ue Hanauyue
ampubyma e | ampubyma e
Ampubym pudy pudy OnucaHue
coobweHuu coobweHuu
Start Stop
User-Name (1) EcTb Ectb NaeHTnduKauma nonb3oBaTens.
IP-agpec KomMmyTaTopa, KOTOPbIN MCMOAb3yeTcA
NAS-IP-Address (4) EcTb EcTb AP o y. P P y
ana ceccunin ¢ Radius-cepsepom.
Mpoun3BoNAbHOE 3HaYeHWe, BK/IIOYEHHOE BO BCe CO-
Class (25) Ectb Ectb P .
obLLeHnn yyeTa ceccui.
. IP-agpec KOMMyTaTOpa, UCNO/b3yeMblil ANA cec-
Called-Station-ID (30) EcTb EcTb v,qp Y P ¥ A
CUI ynpaBneHus.
Calling-Station-ID (31) EcTb EcTb IP-appec nonb3oBaTens.
Acct-Session-ID (44) EcTb EcTb YHWUKaNbHbI MAEHTUPUKATOP yyeTa.
. YKa3blBaeT MeTos, N0 KOTOPOMY KAMEHT A0J/IKEH
Acct-Authentic (45) Ectb Ectb A pomy A
ObITb ayTEeHTUDULUMPOBAH.
. . MoKa3sblBaeT, KaK A0Aro nosb3osaTtenb Hbla Noa-
Acct-Session-Time (46) Het EcTb A A
KNIOYEH K cucTeMe.
Acct-Terminate-Cause (49) | Hert EcTb MpuuMHa 3aKPbITUA CECCUMN.
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Tabnuua 172 — ATpnbyTbl coobLieHn BeaeHMA yyeTa npotokoaa RADIUS gna ceccuin 802.1x

Haau4ue Hanauyue
ampubyma e | ampubyma e
Ampubym pusy pusy OnucaHue
coobweHuu coobweHuu
Start Stop
User-Name (1) Ectb Ectb NaeHTndumKauma nonb3oBaTens.
IP-agpec KommyTaTopa, KOTOPbIN MCNONb3yeTcs
NAS-IP-Address (4) EcTb Ectb AP o y- P P ¥
ana ceccuin ¢ Radius-cepsepom.
MopT KOMMyTaTopa, Ha KOTOPOM NOAKAOUMAICA
NAS-Port (5) EcTb EcTb P yTaTop P A
nosib3oBaTeNb.
Mpoun3BoabHOE 3Ha4YeHWNe, BKIOYEHHOE BO BCe CO-
Class (25) EcTb Ectb P o
06ueHnA yyeTa ceccui.
Called-Station-ID (30) EcTb EcTb IP-agpec KommyTaTopa.
Calling-Station-ID (31) EcTb EcTb IP-agpec nonb3oBaTens.
Acct-Session-ID (44) Ectb Ectb YHWUKaNbHbIA MAEHTUPUKATOP yUeTa.
. YKa3blBaeT MeTos, N0 KOTOPOMY KJAMEHT AO/IKEH
Acct-Authentic (45) EcTb EcTb A pomy A
6bITb ayTEHTUPUUMPOBAH.
. . MoKasblBaeT, Kak A0Aro nosb3osaTtens Hbia noa-
Acct-Session-Time (46) Het EcTb A A
KJIIOYEH K cucTeme.
Acct-Terminate-Cause (49) | Hert EcTb MpuymMHa 3aKpbITUA ceccuu.
Nas-Port-Type (61) Ectb Ectb MoKasbiBaeT TMN NOpPTa KAMEHTa.

KomaHObI pexcuma KoHgu2ypayuu mepmuHana

Bua, 3anpoca KOMaHAHOMN CTPOKM B peXkMme KoHOUrypaLmm TepmuHana:
console (config-line) #

Tabnuua 173 — KomaHAabl pexnma KoHOUrypauum TepMUHaNbHbIX CECCUI

3HayeHue/3HayeHue »
KomaHoa Aelicmeue
o ymMmon4aHuro
login authentication {default | 3apaeT meToz ayTeHTUGUKAL MK Npu BXxoae Ans KoHconu, Telnet,
list_name} SSH.
. - default — ncnonb30BaTb CNMCOK «NO YMONYAHMIO», CO34aHHbIN
list_name: (1..12) , . .
KoMaHaol aaa authentication login default
CMMBO/0OB . o .
- list_name — ncnonb3oBaTb CNUCOK, CO34aHHbIA KOMaH4ON aaa
authentication login list_name.
no login authentication YcTaHaBAMBaeT 3HaYeHUe MO YMOMYAHMIO.
enable authentication 3agaeT meTo ayTeEHTUPUKALLMM NONb30BaTeNs MPY MOBbIWEHWM
{default | /ist_name} YPOBHSA NpuBMUAErnii ana KoHconu, Telnet, SSH.
. - default — ncnonb3oBaTb CIMCOK «NO YMONYAHWUIO», CO34AHHbIN
list_name: (1..12) , .. .
KoMaHaol aaa authentication login default
CMMBO/OB . . .
- list_name — ncnonb3oBaTb CNMCOK, CO34aHHbIA KOMaHA4ON aaa
authentication login /ist_name.
no enable authentication YcTaHaBAMBaeT 3HaYeHUe MO YMOMYAHMIO.
password password 3agaeT naposib ANa TepMMHana.
[encrypted] d: (0.159) - encrypted — 3a4aTb 3aWwmMdpoBaHHbIM Naponb (Hanpumep, na-
assword: (0.. N
p ponb B 3awWMdPOBaHHOM BMAE, CKOMMUPOBAHHBLIA C APYroro
CMMBO/OB .
YCTPOICTBA).
no password YpanseT naponib 418 TepMUHana.
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KomaHOwbi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHON CTPOKKM pexnma Privileged EXEC:

console#

Tabnunua 174 — KomaHabl perkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

show authentication methods

MoKasbiBaeT uHbopmaumio 06 ayTeHTUOUKALMOHHBIX MeToAax
Ha KoMMyTaTope.

show users accounts

MoKa3bIBaeT N0KaibHY0 6a3y AaHHbIX NONb30BaTeeN U UX MPU-
BUJIETUNA.

KomaHObl pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console>

Bce KomaHAbl 4aHHOTO pasaena AOCTYMHbI TO/IbKO ANA MPUBUNETMPOBAHHbIX NMO/b30BaTENeN.

Tabnnuya 175 — KomaHzabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show accounting

MokasbiBaeT MHOOPMaALMIO O HACTPOEHHbIX METOAAX BeAeHus
yyeTa (aKkkayHTa).

5.19.2 pomokon RADIUS

MpoTtokon RADIUS ucnonb3yetca gns ayTeHTMdUMKaumm, aBTtopusaumm u ydyeta. Cepsep RADIUS
ucnonb3yet 6a3y AaHHbIX NO/b30BaTeNei, KOTOpas COAEPMKWUT AaHHble MPOBEPKM MOANMHHOCTM ANA

KaXXa4oro no/sb3oBaTtena.

Takum  obpasom,

ncnonb3oBaHue

npotokona RADIUS obecneunsaet

AONONHUTENBHYIO 3aLLMTY NPU LOCTYNE K PECYPCaM CETH, a TaK¥Ke Npu AOCTYMNe K Camomy KOMMYTaTopy.

KomaHObI pexcuma 2a06anab6Hol KoOHpu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKuUme r106anbHON KoHGUrypaumm:

console (config) #

Tabnnua 176 — KomaHab! perkuma riobanbHoM KoHGUrypaumm

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

radius-server host
{ipv4-address | ipv6-address |
hostname} [auth-port
auth_port] [acct-port
acct_port] [timeout timeout]
[retransmit retries] [deadtime
time] [key secret_key] [priority
priority] [usage type] [vrf
vrf_name]

hostname: (1..158)
CUMBOJIOB;
auth_port:

(0..65535)/1812;
acct_port:
(0..65535)/1813;
timeout: (1..30) cek;
retries: (1..15);
time (0..2000) muH;

[ob6aBnaeT ykasaHHbI cepBep B CNUCOK ncrnonblyembix RADIUS-
cepBepos.

- ip_address — IPv4 unu IPv6-agpec RADIUS-cepBepa;

- hostname — cetesoe umsa RADIUS-cepsepa;

- auth_port — Homep NopTa Ana nepepayn ayTeHTUPUKaUMOHHbIX
OaHHbIX;

- acct_port — Homep nopTa AN nepefayn AaHHbIX y4eTa;

- timeout — NHTepBaN OXMAAHMA OTBETA OT CEpPBEPa;

- retries — KOANMYECTBO NONbITOK Noncka RADIUS-cepsepa;
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encrypted radius-server host
{ipv4-address | ipv6-address |
hostname} [auth-port
auth_port] [acct-port

secret_key: (0..128)
CMMBOJI0B;
priority: (0..65535)/0;
type: (login, dotl.x,

- time — BpemsA B MMHyTaXx, B Te4EHWE KOTOPOro HeAOCTYMHble cep-
Bepa He byayT onpawmsatbcs RADIUS-KAMeHTOM KoMMyTaTopa;

- secret_key — knto4 ans ayteHTMdMKauMm u wndpoBaHMA Bcero
obmeHa aaHHbimM RADIUS;

acct_port] [timeout timeout] all)/all; - priority — npuopuTeT ncnonb3osaHuna RADIUS-cepBepa (4em Huke
[retransmit retries] [deadtime vrf_name:(1..32) 3HaYeHMe, TEM NPUOPUTETHEE CEPBEP);
time] [key secret_key] [priority CMMBO/OB - type — TMN ucnosb3oBaHua RADIUS-cepBepa;
priority] [usage type] [vrf - encrypted — 3a4aTb K/toY B 3aWIMPPOBAHHOM BUAE;
vrf_name] - vrf_name — uma BupTyanbHol 061acTU MapLIpyTU3aLNN.
B cnyyae oTcyTcTBMA B KOMaHAe napameTpoB timeout, retries,
time, secret_key pna paHHoro RADIUS-cepBepa wcnonb3ytoTca
3HaYeHWA, HACTPOEHHbIE C NOMOLLIO KOMaHA, YKa3aHHbIX HUXKeE.
no radius-server host YpanaeT yKasaHHbIN cepBep M3 cnmucka ucnonbsyembix RADIUS-
{ipv4-address | ipv6-address | cepBepoB.
hostname} [vrf vrf_name]
[encrypted] radius-server key YcTaHaBAMBAET K/IKOY, UCMO/Ib3yeMblit MO YMOIYAHWUIO, ON5 ayTeH-
[key] key: {0..128) TMdMKaumm u wudpoBaHua Bcero obmeHa paHHbimu RADIUS
cMMBON0B/MNO

no radius-server key

YMOHYAHMIO KAtOY —
nycras cTpoka

MeXKAY YCTPOUCTBOM U OKpy»KeHnem RADIUS.
- encrypted — 3a4aTb K/t0Y B 3alIMPPOBAHHOM BUA.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

radius-server timeout timeout

no radius-server timeout

timeout: (1..30)/3 cek

YCTaHaBAMBAEGT MHTEPBAN OXWUAAHWA OTBETA OT CepBepa, UCMo/b-
3yemblii MO YMOAYaHUIO.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

radius-server retransmit retries

no radius-server retransmit

retries: (1..15)/3

Onpepenaer KOAMYECTBO MOMbITOK, MUCMO/b3yemoe Mo YMOYa-
Huto, nomcka RADIUS-cepsepa 13 cnucka cepsepos. pu oTKase
OCYLLLeCTB/IAETCA MOUCK CAeaytoLLero no npuopuTeTy cepsepa U3
crucka.

YcTaHaBAMBaeT 3HaYeHUe N0 YMONYAHUIO

radius-server deadtime
deadtime

no radius-server deadtime

deadtime: (0..2000)/0
MMWH

MNo3Bonset onTummnanpoBaTb Bpemsa onpoca RADIUS-cepBepos, Ko-
rga HeKoTopble cepBepa HeJOCTYMHbI. YCTaHaB/IMBaeT BpeMaA B MU-
HyTax, UCMONb3yeMoe No YMOJIYaHUIO, B TeYeHMEe KOTOPOro Heao-
CTyMHble cepBepa He byayT onpawmsaTtbcst RADIUS-KiveHTOM Kom-
myTaTopa.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

radius-server host
source-interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback /oopback_id | vlan
vlan id} [vrf vrf_name]

no radius-server host
source-interface [vrf vrf_name]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
loopback_id: (1...64);
group: (1..128) ;
vrf_name:(1..32)
CMMBOJI0B

3agaeT nHTepdeiic yctponcTtaa, IP-agpec KoToporo 6yaer ucnosb-
30BaTbCA MO YMOIYAHMIO B KAUecTBe agpeca UCTOYHMKA nepesaBa-
emoro B coobLeHuax npotokona RADIUS.

Ypansaer uHtepdeic ycTpoicrsa.

radius-server host
source-interface-ipv6
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback /oopback_id | vlan
vlan id}

no radius-server host
source-interface-ipvé

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
loopback_id: (1...64);
group: (1..128)

3apaeT nHTepdeiic ycTpoicTea, IPvb-agpec KoTtoporo byaet wmc-
No/b30BaTbCA MO YMOYAHMIO B KauyecTsBe agpeca UCTOYHUKA nepe-
[aBaemoro B cooblueHusax npotokona RADIUS.

Ypansaer uHtepdenic ycTpoicrsa.

KomaHOwbi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM cTPOKK B pexume Privileged EXEC:

console#
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Tabnuua 177 — KomaHap! pexkuma Privileged EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymon4aHuro

show radius-servers { status | OTobparkaeT napameTpbl HacTpoikn RADIUS-cepBepoB (KomaHaa
key | vrf {vrf_name | all} } i [AOCTYMNHA TONbKO A/1A NPUBUIETMPOBaHHbIX NO/b30BaTENEN).
show radius server {statistics | OTobparkaeT cTaTUCTMKY npoTokosa Radius, nHpopmaumio o nonb-
group | accounting | 3oBaTenax, koHpurypaumio RADIUS-cepsepa
configuration | nas | rejected )
| secret | user}

[pumepbl UCI016308AHUA KOMAHO

e  YCTAHOBMUTb IN0babHbIE 3HAYEHWNA ANA NAPAMETPOB: MHTEPBAN OXMUAAHUA OTBETA OT cepBepa — 5
CEeKyHA, KoanyecTso nonbiTok nomcka RADIUS-cepsepa — 5, Bpems, B Te4eHUe KOTOPOro HeJoCTyn-
Hble cepBepa He byayT onpawwunBaTbcst RADIUS-KnMeHTOM KommyTaTopa — 10 MUHYT, CEKpeTHbI
Kntou — secret. Job6asuTb B cnncok RADIUS-cepBep, pacnofNoXKeHHbI Ha y3ne cetu ¢ IP-agpecom
192.168.16.3, nopT cepBepa 4na ayTeHTUGMKaumm — 1645, KonnmyecTso NOMNbITOK AOCTYNa K cep-
Bepy — 2.

console# configure

console (config)# radius-server timeout 5

console (config)# radius-server retransmit 5

console (config)# radius-server deadtime 10

console (config)# radius-server key secret

console (config)# radius-server host 196.168.16.3 auth-port 1645

retransmit 2

e [lokasaTb NnapameTpbl HacTpoiKkn RADIUS-cepeepos

console# show radius-servers

IP address Port port Time- Ret- Dead- Prio. Usage
Auth Acct Out rans Time
192.168.16.3 1645 1813 Global 2 Global 0 all

Global values

TimeOut : 5
Retransmit : 5
Deadtime : 10

Source IPv4 interface
Source IPv6 interface

5.19.3 Npomokon TACACS+

Mpotokon TACACS+ obecneumBaeT LLEHTPA/IM30BaHHYO cucTemy 6e30MacHOCTM ANA NPOBEPKM
nosib30BaTeNeN, NONYYAOLLMX AOCTYN K YCTPOWCTBY, MPU 3TOM NoaaepuBas coBmectumoctb ¢ RADIUS u
APYrMMUM npoLeccammn npoBepku noainHHocTn. TACACS+ npefocTaBaseT cneaytouime cnyxooi:

— Authentication (nposepka nodauHHocmu). ObecneunBaeTca BO Bpems BXoda B CUCTEMY MO
MMeHaM NoJsib3oBaTesien N onpeaeneHHbIM NoAb30BaTENAMN NAPOIAM;

— Authorization (asmopuszayus). ObecneumBaeTcs BO Bpema Bxoga B cuctemy. [locne
3aBeplleHMa ceaHCa MNPOBEPKM MOAJAMHHOCTM 3aMyCKAeTCA CeaHC aBTopuM3auum ¢
MCNO/Ib30BaHMEM MNPOBEPEHHOrO0 MMEHW MNOJ/Ib30BaTENA, TAKXKE CEPBEPOM MPOBEPAIOTCA
NpPMBMUIErMN NONb30BATENS.
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KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

BuAa 3anpoca KoOMaHAHOM CTPOKM B pexxume rnobanbHo KoHPUrypaumu:

console (confiqg) #

Tabnunua 178 — KomaHab! perkuma riobanbHoM KoHGUrypaumm

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

tacacs-server host
{ip_address | hostname}
[single-connection]
[port-number port] [timeout
timeout] [key secret_key]
[priority priority] [vrf
vrf_name]

encrypted tacacs-server host
{ip_address | hostname}
[single-connection]
[port-number port] [timeout
timeout] [key secret_key]
[priority priority] [vrf

hostname: (1..158)
CUMBO/IOB;
port: (0..65535)/49;
timeout: (1..30) cek;
secret_key: (0..128)
CUMBO/IOB;
priority: (0..65535)/0;
vrf_name: (1..32)

[obaBnseT yKasaHHbIA cepBep B CMMCOK Mcnonbdyembix TACACS
cepBeposB.

- ip_address — IP-agpec TACACS-cepBepa;

- hostname — cetesoe nmsa TACACS-cepBepa;

- single-connection — B Ka)XAbli MOMEHT BPEMEHW WMEeTb He
6onblie ogHOro coeanHeHnn ana obmeHa gaHHbimu ¢ TACACS-cep-
BEPOM;

- port — Homep nopTa g obmeHa gaHHbIMK ¢ TACACS-cepBepom;
- timeout — nHTepBan OXXMaaHMA OTBETA OT CepBepa;

- secret_key — Kntou gna ayteHTMOUKaumm n wndposaHma Bcero ob-
meHa gaHHbimu TACACS;

- priority — npuopuTeT ncnonb3oBaHus TACACS-cepsepa (4em HUKe
3HauyeHue, TeM NpMopUTeTHEE cepaep);

key

no tacacs-server key

YMOYAHUIO KNtoY —
nycTas CTpoKa

vrf_name] CAMBONOB - vrf_name — umsa BupTyanbHON 061acTn maplupyTusaumu;
- encrypted — 3HauyeHue secret_key B 3alIMPPOBAHHOM BUAE.
B cnyyae oTCyTCTBMA B KOMaHAe napameTpoB timeout, secret_key
ona paHHoro TACACS-cepBepa MCNONb3yOTCA 3HAYEHUSA, HACTPOEH-
Hbl€ C MOMOLLbIO KOMAaHA, YKa3aHHbIX HUKe.
no tacacs-server host Ypanset yKasaHHbI cepsep U3 cnucka ncnonbsyembix TACACS-cep-
{ip_address | hostname} BEpOB.
tacacs-server key key key: (0.128) YCcTaHaBAMBAET KK, MCMOAb3YEMbI MO YMONYAHUIO, ANA ayTeH-
encrypted tacacs-server key U TUOUKALMM M WNPpoBaHMA Bcero obmeHa AaHHbimu TACACS
c“mBosi08/Mno

MEXKAY YCTPOUCTBOM U OKpyKeHnem TACACS;
- encrypted — 3HayeHue secret_key B 3aluMdpoOBaHHOM BUAE.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

tacacs-server timeout timeout

no tacacs-server timeout

timeout: (1..30)/5 cek

YcTaHaBAMBaeT MHTEPBaN OXXMUAAHWA OTBETA OT cepBepa, NUCNonb3y-
emblii No YMONYaHUIO.

YCTaHOBUTb 3HAYE€HME MO YMOHYAHUIO.

tacacs-server host
source-interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback /loopback_id | tunnel
tunnel | vlan vian id | oob} [vrf
vrf_name]

no tacacs-server host
source-interface [vrf vrf_name]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
loopback_id (1..64);
tunnel (1-16);
group: (1..128);
vrf_name: (1..32)
CUMBOIOB

3agaeT uHTepodeic yctTpoicTea, IP-agpec KoToporo byaeT ucnosib-
30BaTbCA MO YMO/YAHMIO B KayecTBe afpeca UCTOYHWKa ansa ob-
meHa coobueHnammn ¢ TACACS-cepsepom.

Ypanaet uHtepdelic yctponcTsa.
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KomaHObi pexcuma EXEC

BuAa 3anpoca KomaHAHON CTPOKM B pexxume EXEC:
console#

Tabnnua 179 — KomaHabl pexkmma EXEC

3HavyeHue/3HayeHue ”
KomaHoa / Aelicmeue
no ymon4aHuro
show tacacs [ip_address | host_name: (1..158) OTOb6parkaeT HaCTPOMKY U CTaTUCTUKY ans cepsepa TACACS+.
hostname] [vrf vrf_name] CMMBOJIOB; - ip_address — IP-agpec TACACS+ cepBepa;
vrf_name: (1..32) - hostname — nmsa cepBepa;
CMMBO/IOB -vrf_name - umsa BUpTyanbHOM 061aCTM MapLLpyTM3aLmuu.
show tacacs key [vrf vrf_name] vrf_name: (1..32) .
CIMBONOB Otobparkaet napameTpbl HacTpoikn TACACS-cepsepoB

5.19.4 NMpomokKon ynpaeneHusa cemoto (SNMP)

SNMP — TexHonorus, npusBaHHana obecneuynTb ynpasBAeHWE W KOHTPONb Had YCTPOMCTBAMWU U
NPUNOXKEHUAMM B CETM CBA3M NYyTEM O0OMeHa ynpaBaawowenn WHOOPMAUMEN MeXKOY areHTamu,
pPacnoNoXeHHbIMM Ha CETEBbIX YCTPOMCTBAX, U MEHEAXKEPAMM, HAXOAALUMMMCA HA CTAHLUMAX YNpPaBAEHUS.
SNMP onpeaensieT ceTb Kak COBOKYMHOCTb CETEBbIX YNPaBAAIOLMX CTAaHLUUIN U 3NEMEHTOB CETU (rnaBHble
MalUMHbI, LWA3bl U MapLLPYyTU3aTOPbl, TEPMMUHA/IbHbIE CEPBEpPbLI), KOTOpble COBMECTHO obecneunBaloT
A4MUHUCTPATUBHbIE CBA3M MEXAY CETEBbIMM YMPABAAOLWMMU CTAHLMAMM U CETEBBIMU areHTaMMu.

KoMmyTaTopbl NO3BOAAIOT HAacTpouTb pPaboTy npotokona SNMP ana yaaneHHOro MOHUTOPUHIA U
ynpaB/ieHNs YCTPOIMCTBOM. YCTPOICTBO NoaaepKMBaeT npoTokonbl Bepcuit SNMPv1, SNMPv2, SNMPv3.

KomaHObI pexcuma 2a0b6aab6Hol KOHGuU2ypayuu

Bua, 3anpoca KOMaHAHOMN CTPOKM pexRmMma rnobasbHON KOHPUrypaLmm:
console (confiqg) #

Tabnunua 180 — KomaHabl pexxknma rnobanbHoN KoOHPUrypawmm

Komanda 3HavyeHue/3Ha4yeHue Neiicmeue
Mo ymMoa4YaHuto
snmp-server server Mo ymon4yaHuio BkatounTb noaaepky npotokona SNMP.
no snmp-server server NoAAepKKa NPOTOKO/MA | OTK/MoYaeT noafepKKy npotokona SNMP.
SNMP oTkntoueHa
snmp-server community YcTaHaBMBaeT 3HauyeHuWe CTPOKM coobuiectsa ana obmeHa paH-
community [ro | rw | su] community: (1..20) HbIMM 1o NpoToKkony SNMP.
[ipv4_address | ipv6_address | CMMBO/I0B; - community — cTpoKa coobLiectsa (Naposb) Ana JoCTyna no npoTo-
ipv6z_address] [mask mask | encrypted_community: | kony SNMP;
prefix prefix_length]] [view (1..20) cumBonosB; - encrypted —3a4aTb CTPOKY coobLLecTBa B 3alIMPPOBAHHOM BUAE;
view_name] - ro — AOCTYN TO/IbKO AN YTEHUS;
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snmp-server community-group
community group_name
[ipv4_address | ipv6_address |
ipv6z_address] [mask mask |
prefix prefix_length]

dopmar ipv4_address:
A.B.C.D;
dopmar ipv6_address:
XXX XX

dopmart ipv6z_address:

X:X:X:X::X%<ID>;
mask: -
/255.255.255.255;
prefix_length:
(1..32)/32;
view_name: (1..30)
CMMBOJIOB;
group_name: (1..30)
CUMBOJIOB

- rW — AOCTYN A1A YTEHUA U 3anucy;

- SU — 40CTYN aA4MUHUCTPATOPA;

- view_name — onpegenser uma gns npasuna o6osperHns SNMP, Ko-
TOpOe A0/KHO BbITb NpeaBapUTENbHO ONpeaeNeHo C NOMOLLbIO KO-
MaHgbl snmp-server view. Onpezenaer 06beKTbl, 4OCTYMHble C006-
ecTsy;

- ipv4_address, ipv6_address, ipv6z_address — IP-agpec ycTpoiicTBa;
- mask — macka agpeca |Pv4, koTopas onpeaenseT, Kakne 6uTbl aa-
peca UCTOYHMKA NaKeTa CPaBHMBAIOTCA C 3a4aHHbIM IP-agpecom;

- prefix_length —uncno 6UT, KOTopble cocTaBAAT npedukc IPvd-ag-
peca;

- group_name — onpeaenseTr UMA rpynmnbl, KOTOPOE AO0/XKHO 6bITb
npegBapuTesibHO ONpPeaeseHo C MOMOLLbI0O KOMaHAbl snmp-server
group. Onpegenset 06bEKTbI, AOCTYNHble coobLLecTsy.

snmp-server view view_name
OID {included | excluded}

no snmp-server view
viewname [0OID]

view_name: (1..30)
CMMBOJI0B

Co3gaeT unm pefakTupyert npasuio o6o3peHua ana SNMP — paspe-
Lwatolee npasuao, MM6O orpaHMymMBaloLLee cepsepy-obospesaTento
poctyn K OID.

- OID — npeHTMdumKaTop 06BbEKTa MIB, NnpeacTaBaeHHbIN B BUAE Ae-
pesa ASN.1 (cTpoKa Bmnaga 1.3.6.2.4, MOXKeT BKAtOYaTb B cebs 3ape-
3epBMpPOBAHHbIe C/10Ba, Hanpumep: system, dod). C nomoLbio cum-
BoMa * MOXKHO 0603HaUYNTL CEMENCTBO noaaepesbes: 1.3.%.2);

- include — OID BKkntoyeHa B NpaBuio Ana obo3pesaHus;

- exclude — OID uckntoueHa 13 npasuaa Ana 06o03peBaHuUs.

Ypanset npasuio obospenus ans SNMP.

encrypted snmp-server user
username groupname {v3 |
remote host v3 [encrypted]
[auth {md5 | sha} auth-
password] }

no snmp-server user username
[remote engineid-string]

username: (1..20)
CMMBO/IOB
groupname: (1..30)
CMMBO/OB
engineid-string: (5..32)
CMMBO/IOB
password: (1..32)
cMmBONna
md5:

16 nan 32 6ant
sha:

20 nan 36
6anT
dopmar
IPv4: A.B.C.D
IPv6:  X:X:X:X::X
IPv6z:
X:X:X:X::X%<I1D>

Cospgaet SNMPv3- nonb3oBatens.

- username — VMs NoJIb30BaTeNs;

- groupname — UMsa rpynnbl;

- engineid-string — naeHTudumkaTop yaaneHHoro SNMP-ycTpoiicTsa,
KOTOPOMY MO/Mb30BaTe/lb MPUHAANENKUT;

- auth—password — naponb Ans ayTeHTUUKaALMM U reHepaumu
KNHoYa;

- md5 — kntou md5;

- sha — Kntou sha;

- host — IP-agpec/ nmsa xocrTa.

Ypanaetr SNMP-v3-nonb3oBartens.

snmp-server group
group_name {v1 | v2 | v3
{noauth | auth | priv} [notify
notify_view]} [read read_view]
[write write_view]

no snmp-server group
groupname {vl1 | v2 | v3
[noauth | auth | priv]}

group_name: (1..30)
CUMBOJIOB;
notify_view: (1..32)
CMMBO/IOB;
read_view: (1..32)
CMMBOIOB; Write_view:
(1..32) cumBonos

Cospaet SNMP-rpynny unm tabanuy cootsetctanit SNMP-nonb3osa-
Teneu n npasun o6o3peHnin SNMP.

-vl,v2,v3-SNMP vi, v2, v3 mogens 6e3onacHocTH;

- noauth, auth, priv — Tun ayteHTMdumKaLmm, ncnonb3yembiii NPOTO-
Konom SNMP v3 (noauth — 6e3 ayteHTUdUKaLuK, auth — ayteHTUU-
Kaumsa 6e3 wudposaHus, priv — ayTeHTUdMKauma ¢ WwnudposaHuem);
- notify_view — vumsa npasuna 0603peHusA, KOTOPOMY paspelleHo
onpepensaTtb coobueHns SNMP-areHTa — inform u trap;

- read_view — uma npasuaa ob603peHnn, KOTOPOMY paspelleHo
TONbKO YTeHue cogepknmoro SNMP-areHTa KommyTaTopa;

- write_view —nms npasuaa 0603peHns, KOTOPOMy paspeLLeHo BBO-
OUTb faHHble U KOHPUTypuposaTb cogepxumoe SNMP-areHTa Kom-
myTaTopa.

Ypanaet SNMP-rpynny.

snmp-server user user_name
group_name {v1 | v2c | v3
[remote {ip_address | host}]}

no snmp-server user
user_name {v1 | v2c | v3
[remote {ip_address | host}]}

user_name: (1..20)
CUMBO/IOB;
group_name: (1..30)
CMMBO/IOB

Cospaet SNMPv3-nonb3osatens.
- user_name — UMA NONb30BaTENSA;
- group_name — UMA rpynnbl.

Ypanaetr SNMPv3-nonb3osartens.
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snmp-server filter filter_name
OID {included | excluded}

no snmp-server filter
filter_name [0OID]

filter_name: (1..30)
CUMBOJI0B

Cozpaet unan pegaktupyet npasuao SNMP-bunbTpa, KoTopoe nos-
Bonaet ¢unbTposaTb inform u trap-coobuwieHuns, nepepasaemble
SNMP-cepsepy.

- filter_name — uma SNMP-dunbTpa;

- OID — npeHtTndmKatop obbekta MIB, npeacTaBieHHbIN B BUAE Ae-
peBa ASN.1 (cTpoKa Bunaga 1.3.6.2.4, MOXKET BK/tOYaTb B cebs 3ape-
3epBMpPOBaAHHbIE C/I0Ba, Hanpumep: system, dod. C nomoLLblo CUM-
BoMa * MOXKHO 0603HaUYNTL CemMelCcTBO noaaepesbes: 1.3.%.2);

- include — OID BKkntoyeHa B NpaBunio GpunbTpaLmm;

- exclude — OID uckntoyeHa 13 npasuaa GuUabTpaLmUK.

Ypanset npasuno SNMP-ounbTpa.

snmp-server host
{ipv4_address | ipv6_address |
hostname} [traps | informs]
[version {1 | 2c | 3 {noauth |
auth | priv}] {community |
username} [udp-port port]
[filter filter_name] [timeout
seconds] [retries retries]

no snmp-server host
{ipv4_address | ipv6_address |
hostname} [traps | informs]

hostname: (1..158)
CMMBOJIOB;
community: (1..20)
CMMBOJIOB;
username: (1..20)
CMMBOJI0B
port: (1..65535)/162;
filter_name: (1..30)
CMMBOJIOB;
seconds: (1..300)/15;
retries: (0..255)/3

OnpegaenseT HaCTPOMKKN AnAa nepesayn coobleHnin yBeaoMaeHNA
inform u trap SNMP-cepsepy.

- community — cTpoKa coobuiectsa SNMPv1/2c ans nepegaymn coob-
LEeHU yBEAOMIEHUS;

- username — vms nonb3osaTtens SNMPv3 gns ayTeHTUGUKaumu;

- version — onpegenaT TMn coobuweHnin trap — trap SNMPv1, trap
SNMPv2, trap SNMPv3;

- auth — yKkasbiBaeT NOAMHHOCTbL NakeTa 6e3 wudposaHus;

- noauth — He yKa3blBaeT NOA/IMHHOCTb NAKETa;

- priv — yKa3sblBaeT NOA/MHHOCTb NAKeTa C WKbpoBaHUEM;

- port — UDP-nopTt SNMP-cepBepa;

- seconds — nepvog, OXXUAaHNA NOATBEPKAEHUI Nepes, NOBTOPHOM
nepegayeit coobueHnin inform;

- retries — KOIMYECTBO MONbLITOK NepeAayn coobueHnit inform, npu
OTCYTCTBUM UX NOATBEPKAEHUA.

Ypanaer HacTpoMKM AnA nepedadn coobuieHuin yBeaomaeHus
inform u trap SNMPv1/v2/v3-cepsepy.

snmp-server engineid local
{engineid_string | default}

no snmp-server engineid local

engineid_string: (5..32)
CMMBO/IOB

Co3gaeT ngeHtTuomKatop nokanbHoro SNMP-ycTpoiictea — enginelD.
- engineid_string — nma SNMP-ycTpoiicTBa;

- default — npu ucnonb3oBaHUKM faHHOM HacTpoliku engine ID byaeT
aBTOMaTUYeCKM co3faH Ha ocHose MAC-agpeca ycTpoiicTBa.

Ypansaet naeHtuounkaTop nokanbHoro SNMP-ycTpoiictsa —engine ID

snmp-server source-interface
{traps | informs} {
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback /oopback_id | vlan
vlan id}

no snmp-server
source-interface [traps |
informs]

te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
loopback_id: (1..64)
group: (1..128)

3agaeT uHTepdelic yctTpoicTtea, IP-agpec KoToporo byaeT ucnosib3o-
BaTbCA MO YMO/IYAHUIO B KayecTBe afpeca UCTOYHUMKA a1a obmeHa
coobueHuamm c SNMP-cepsepom.

Ypanaet untepodelic yctpoicTsa.

snmp-server
source-interface-ipv6 {traps |
informs} { tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback /loopback_id | vlan
vilan id}

no snmp-server
source-interface-ipv6 [traps |
informs]

te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
loopback_id: (1..64)
group: (1..128)

AHanornyHo ana IPvé.

Ypansaer uHtepdenic ycTpoicrsa.

snmp-server engineid remote
{ipv4_address | ipv6_address |
hostname} engineid_string

hostname: (1..158)
CMMBOJIOB;

Cospgaet ugeHtuduratop yganeHHoro SNMP-ycTpoiictBa — engine
ID.
- engineid_string — nwaeHTudukatop SNMP-ycTpoiicTsa.
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no snmp-server enginelD

engineid_string: (5..32)

Ypansaetr ngeHtuoukatop yaaneHHoro SNMP-ycTpoiictBa — engine

no snmp-server trap
authentication

remote {ipv4_address | CMMBOI0B ID.
ipv6_address | hostname}
snmp-server enable traps BkntouaeT nogaepxKy SNMP trap-coobuweHui.
no snmp-server enable traps /8Kniovero OTkAtoyaeT nogaepKy SNMP trap-coobuieHui.
snmp-server enable traps ospf BkntouaeT oTnpaBky SNMP trap-coobuweHnin npotokona OSPF.
no snmp-server enable traps -/BKNtO4EHO OTkAtoyaeT oTnpasky SNMP trap-coobueHuii.
ospf
snmp-server enable traps ipvé BkntouaeT otnpasky SNMP trap-coobuweHunin npotokona OSPF (IPv6).
ospf
-/BKAOYEHO —
no snmp-server enable traps OTkntoyaeT otTnpaBky SNMP trap-coobuieHnin.
ipv6 ospf
snmp-server enable traps erps BkntoyaeT otnpaBky SNMP trap-coobuieHnit npotokona ERPS.
no snmp-server enable traps -/BKNtO4EHO OTkAtoyaeT otnpasky SNMP trap-coobuieHuit npotokona ERPS.
erps
snmp-server trap PaspewaeT nepenasaTb coobLWEeHMsA trap-cepBepy, KOTOPbIN He Npo-
authentication wen ayteHTUdUKaumio.
-/paspelueHo

3anpeLyaeT nepesaBaTth CO0bLLEHMA trap-cepBepy, KOTOPbII He Npo-
Wwen ayTeHTUOUKaLMIO.

snmp-server contact text

no snmp-server contact

text: (1..160) cumsonos

OnpegaenseT KOHTAKTHYO MHPOPMaLMIO YCTPOMCTBA.

YpanaeT KOHTaKTHYO MHGOPMaLMIO YCTPOMCTBA.

snmp-server location text

no snmp-server location

text: (1..160) cumsonos

Onpegenset MHGOPMALLMIO O MECTOMO/IOKEHUN YCTPOMCTBA.

Ypansetr uHGoOpPMaumIo 0 MECTOMO/IONKEHMM YCTPOMCTBA.

snmp-server set
variable_name namel valuel
[name2 value2 [...]]

variable_name, name,
value goKHbI
3aJaBaTbCA B
COOTBETCTBUM CO

MNo3BoNAET YCTAaHOBUTb 3HAYEHUNA NepemMeHHbIX B 6ase aaHHbIX MIB
KOMMyTaTopa.

- variable_name — nma nepemeHHO;

- name, value — napbl COOTBETCTBUI UMA — 3HAYEHMUeE.

no snmp-server enable traps
dhcp-snooping limit clients

cneundukaumen

snmp-server enable traps Bkatouaet otnpasky SNMP trap-coobuieHmnit no cobbitmam login/
authentication logout/reject.

-/BKNKOYEHO "
no snmp-server enable traps OTkAtoyaeT otnpasky SNMP trap-coobLieHui.
authentication
snmp-server enable traps BkntounTtb otnpasky SNMP trap-coobLieHunit npu fOCTUKEHUM Npe-
dhcp-snooping limit clients AeNnbHOro Konnyectsa NoakntodeHHbix DHCP-knveHTOoB.

-/OTKNIO4EHO

OTKAtounTb oTnpaBky SNMP trap-coobLueHnii.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OuanasoHa uHmepgelicosg) Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM B pexkMme KoHduUrypauumn nHtepdelica Ethernet:

console (config-if) #

Tabnnua 181 — KomaHab! perkmuma KoHourypaumm nHtepdeiica Ethernet

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuro

Aelicmeue

snmp trap link-status

no snmp trap link-status

-/BKNIOYEHO

BkntoyaeT otnpaBky SNMP trap-coobueHnin npu nsmeHeHUn co-
CTOAHWA HAaCTPanBaeMoro nopra.

BbikntovaeT oTnpasky SNMP trap-coobuieHuii Npu M3meHeHun co-
CTOAHMA HaCTPanBaemoro nopTa.

KomaHOwbi pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console (config) #
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Tabnunua 182 — KomaHabl perkuma Privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

show snmp

MokasbiBaeT ctatyc SNMP-coegmHeHUN.

show snmp enginelD

MokasbiBaeT maeHTUOUKaTop nokanbHoro SNMP-ycTpoictBa —
enginelD.

show snmp views [view_name]

view_name: (1..30)
CUMBOJI0B

Moka3sbliBaeT npasuna o6o03peHnsa SNMP.

show snmp groups

group_name: (1..30)

Moka3sbisaetr SNMP-rpynnbi.

[group_name] CMMBO/I0B
show snmp filters [filter_name] filter_name: (1..30) Moka3sbiBaeT SNMP-puabTpbI.
CMMBOJIOB

show snmp users [user_name]

user_name: (1..30)
CMMBOJI0B

MokasbiBaeT SNMP-nonb3oBatenei.

5.19.5 MpomokKon yoanéHHo20 moHumopuHaa cemu (RMON)

MpoTokon MmoHuTopuHra cetn (RMON) sBnsetca paclumpeHnem npotokona SNMP, nossonas
npeaocTaBuTb 60nee LWMPOKME BO3IMOXKHOCTM KOHTpoaA ceTeBoro Tpaduka. Otamune RMON ot SNMP
COCTOUT B XapaKkrepe cobupaemoit MHbopmauunm — AaHHble cobupaemble RMON B nepsylo ovepeab

XapaKkTepusyloT TpaduK Mexay y3namum Ccetu.

MPUIOXKEHNE YNpaBaeHNs C

€Tblo.

MHdopmauusa, cobpaHHaa areHTom, nepegaerca B

KomaHObI pexcuma 2a06ana6HolU KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU peXKMMa rnobanbHOM KOHGUIypauum:

console (config) #

Tabnunua 183 — KomaHabl pexkmuma rnobanbHol KoHuUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

rmon event index type
[community com_text] [de-
scription desc_text] [owner
name]

no rmon event index

index: (1..65535);
type: (none, log, trap,
log-trap);
com_text: (0..127)
CUMBOJIOB;
desc_text: (0..127)
CUMBOJIOB;
name: CTpoKa

HacTpansaeT cobbiTua, MCNOb3yeMble B CUCTEME YAANEHHOTO MO-
HUTOpPMHrA.

- index — nHAEKC cobbITUA;

- type — TN yBEAOMNIEHUA, TEHEPUPYEMOTO YCTPOMNCTBOM NO 3TOMY
cobbITuiO:

none — He reHepupoBaTb yBeAOM/IEHHUSA,

log — reHepupoBaTb 3anucb B Tabauue,

trap — otcbinate SNMP trap,

log-trap — reHepupoBaTh 3anuchb B Tabaumue u otcbinatb SNMP trap;
- com_text — cTpoka coobuwectsa SNMP ana nepecbiniku trap;

- desc_text — onucaHue cobbiTus;

- name — uMa co3patens cobbITus.

Yaanset cobbiTie, UCMOb3yemMoe B CUCTEME YAaNEHHOrO MOHUTO-
puvHra.

rmon alarm index
mib_object_id interval
rthreshold fthreshold revent
fevent [type type] [startup
direction] [owner name]

index: (1..65535);
mib_object_id:
KOppeKTHbIN OID;
interval: (1..2147483647)
CeK;
rthreshold:
(0..2147483647);
fthreshold:
(0..2147483647);
revent: (1..65535);
fevent: (0..65535);

HacTpaunBaeT ycnoBus BblAauu aBapuiiHbIX CUTHANO0B.

- index — NHAEKC aBapuiiHOro cobbITus;

- mib_object_id — vnaeHTUPUKATOP nNepemeHHOM YacT obbeKTa
OID;

- interval — vHTepBan, B Te4EHUE KOTOPOro AaHHble 0TOMpaloTCa U
CPaBHMBAIOTCA C BOCXOAALLEN U HUCXOAALLEN TPaHMLAMM;

- rthreshold — Bocxogalan rpaHnLa;

- fthreshold — HucxoaAWan rpaHMLa;

- revent — nHAEKC cobbITHA, KOTOPOE UCMOb3YeTcA Npu nepeceye-
HWUM BOCXOASALLEN rPaHULbI;

- fevent — uHAeKc cobbITMA, KOTOPOE UCMONL3YEeTCA NPU Nepeceye-
HUM HUCXOZALLEN FPaHULLbI;
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type: (absolute, - type — meToZ, 0T6OPa YKa3aHHbIX MepeMeHHbIX M noacyeTa 3Haye-
delta)/absolute; HWA ONA CPAaBHEHWA C rPpaHMLAMMU:
startup: (rising, falling, MeTopg, absolute — abcontoTHoe 3HayeHWe BbIOPAHHOW NepemeH-
rising-falling)/rising- HoW ByZeT CpaBHEHO C rPaHULLEN Ha KOHUE UCCNeayeMoro UHTep-
falling; Bana;
name: cTpoka Metog delta — 3HayeHMe BbIbpaHHOM NepeMeHHON Npu nocnea-

Hem oTbope ByAeT BbIYTEHO M3 TEKYLLEro 3Ha4YeHua U pasHuua by-
OET CpaBHEHA C rpaHMLamMu (pasHMLA MeXay 3HaYeHUAMMU nepe-
MEHHOW B KOHLLe M B Hayasle KOHTPO/IbHOIO MHTepBana);

- startup — MHCTPYKUMA ANs reHepauuun cobbITUn Ha NePBOM KOH-
TPONbHOM MHTepBase. OnpeaenseT Npasuaa reHepauun aBapuii-
HbIX COBbLITUI ANA NePBOro KOHTPOILHOTO MHTepPBana NyTem Cpas-
HEeHWs OTOBPaHHOM NepemeHHON ¢ ofHON, NMMbo obermu rpaHu-
uamu:

- rising — reHepupoBaTb eAUHUYHOE aBapuiiHOoe cobbIThe NO BOCXO-
OALLeN rpaHmLe, ecnu 3HadeHue oTobpaHHOM NnepeMeHHOoM Ha nep-
BOM KOHTPOJIbHOM MHTEpBane 6oblue AMbo paBHO 3TOM rpaHuULE;
- falling — reHepupoBaTtb egMHMUYHOE aBapUiMHOE CObbITUE MO HUC-
XO4ALLei rpaHuLe, ecan 3HayeHne oTobpaHHOM NepeMeHHol Ha
NepBOM KOHTPOJIbHOM MHTepBasie MeHbLUe IM60 paBHO 3TOM rpa-
HuLE;

- rising-falling — renepupoBaTb eanHMYHOE aBapuiiHOe cobbITME NO
BOCXOAALWLEN M/MAN HUCXOAALLEN FpaHuLEe, eciM 3HaYeHue OTo-
6paHHOW nepemeHHOM Ha NEepBOM KOHTPONbHOM WHTepBane
6onblue M60 PaBHO BOCXOAALLEN rpaHuLe u/vam meHblue anbo
pPaBHO HUCXOAALWEN rPaHuLLE;

- owner — UMA co3aTeNs aBapuiHoOro cobbiTus.

no rmon alarm index Ypanaer ycnoBue Bblgaun aBapuinHbIX COBbITUIA.

rmon table-size {history hist_entries: 3afaeT MakcMmasbHbI pasmep RMON-Tabauu,

hist_entries | log (20..32767)/270; - history — makcumanbHoe KonmyecTBo CTPOK B Tabnunue nctopuu;

log_entries} log_entries: - log — MaKcMmanbHOE KO/IMYECTBO CTPOK B Tabauue 3anucen.
(20..32767)/100 |  3HayeHue BCTYNUT B CUNY TONIbKO nocne nepesarpysku

N ycTpoiicTea.
no rmon table-size {history YCcTaHaBAMBaET 3HaYeHMEe N0 YMONYAHMIO.
| log}

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (QuanaszoHa uHmepgelicos) Ethernet, uHmep-
¢helica epynnsl Nopmos

Bua 3anpoca KOMaHAHOW CTPOKM B pexunme KoHoburypaumm uHtepdeiica Ethernet, nHtepdeiica
rpynnbl NOPTOB:

console (config-if) #

Tabnunua 184 — KomaHabl pexkmma KoHourypauum nHtepdelica Ethernet, rpynnsi nHTepdelicos

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no ymMoan4YaHuto
rmon collection stats index BkatoyaeT GopMMpoBaHME UCTOPUM MO Fpynnam CTaTUCTUKK AAA
[owner name] [buckets index: (1..65535); 6a3bl gaHHbIX (MIB) yaaneHHOro MOHUTOPUHTa.
bucket_num] [interval interval] name: (0..160) - index — nHaekc Tpebyemoli rpynnbl CTaTUCTUKK;
CMMBO/IOB; - name — BNageneL, rpynnbl CTaTUCTUKMK;
bucket-num: - bucket_num — 3HayeHue, accounmMpyemoe C KOMYeCTBOM fueek
(1..50)/50; Ans cbopa UCTOPUM MO rpynne CTaTUCTUKK;
interval: - interval — nepuog onpoca ana GopMMpoBaHNA UCTOPUN.
no rmon collection stats index (1..3600)/1800 cek BbikntouaeT poOpMMpPOBaHME UCTOPMM NO FPyMNam CTaTUCTUKK ANA
6a3bl gaHHbIX (MIB) yaaneHHOro MOHUTOPUHTa.
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KomaHObi pexcuma EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console>

Tabnnua 185 — KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

show rmon statistics {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

show rmon collection stats
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MoKasbiBaeT cTaTUCTUKY MHTepdeica Ethernet anbo rpynnbl nop-
TOB, UCNONb3YEMYIO 41 YAANEHHOTO MOHUTOPUHTA.

OTobparkaeT MHPOpMaLMIO MO 3anpaiMBAEMbIM Fpynnam CTaTu-
CTUKM.

show rmon history index
{throughput | errors | other}
[period period]

index: (1..65535);
period:
(1..2147483647) cek

MNokasbieaeT uctoputo Ethernet cratuctnkn RMON.

- index — 3anpoleHHasn rpynna CTaTUCTUKK;

- throughput — nokasbiBaeT cHeTYNKM NPOU3BOAUTENBHOCTU (MpO-
NYCKHOM cnocobHocTw);

- errors — NoKa3sbIBaeT CYETYMKM OWNBOK;

- other — nokasbiBaeT cYETYMKM 0BPbLIBOB U KONN3UIA;

- period — NOKa3bliBaeT UCTOPMIO 3a 3anpOLLEHHbIN Nepuog spe-
MEHM.

show rmon alarm-table

MoKa3blBaeT CBOAHYIO TabanLy aBapUAHbIX COBbITUN.

show rmon alarm index

index: (1..65535)

MoKasblBaeT KOHPUIypPaLMIO HACTPOMKM aBapUMHbIX COBLITUN.
-index — NHAEKC aBapuUnHOro cobbiTusA.

show rmon events

Moka3sblBaeT TabauLy cobbITUA yaaneHHoro MoHMTopuHra RMON.

show rmon log [index]

index: (0..65535)

MNokasbiBaeT Tabauuy 3anvceit yaaneHHOro MoHutopmHra RMON.
- index — nHpEeKc cobbITUA.

[pumepbl 8b1M0AHEHUS KOMAHO

e [loKasaTb cTaTUCTMKY 10 nHTepdelica Ethernet:

console# show rmon statistics tengigabitethernet 1/0/10

Port te0/10
Dropped: 8
Octets:
Broadcast:
CRC Align
Undersize Pkts:
Fragments:

64 Octets:

878128 Packets:
7 Multicast: 1
Errors:

512 to 1023 Octets:

978

0 Collisions: O

0 Oversize Pkts: O
0 Jabbers: 0

98 65 to 127 Octets: 0
128 to 255 Octets:

0 256 to 511 Octets: O

491 1024 to 1518 Octets:

389

208 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5410-48, MES5500-32




HELTEX

Tabnnua 186 — OnucaHne pesynbTaTos

Mapamemp OnucaHue

Dropped Konnuyectso 3aeTEKTUPOBAHHbIX COObITUI, KOrAa nakeTbl 6bliM OTOPOLIEHDI.

Octets Konunuectso 6aiT gaHHbIX (BKAtOYasa 6alTbl NIOXMX NAKETOB), NPUHATbLIX U3 CETU (UCKAIO-
Yyas ¢peimoBble BUTbI, HO BK/IOYAA BUTbI KOHTPOJIbHOM CYMMbl).

Packets Ko/IMyecTBO NPMHATbLIX NAaKeTOB (BKAOYAA NNOXME, LWUIMPOKOBELLaTeIbHblE U MHOroaapec-
Hble NaKeTbl).

Broadcast Ko/iMyecTBo NPMHATLIX LWMPOKOBELLATE/IbHbBIX NAKETOB (TO/IbKO KOPPEKTHbIE NMaKeTbl).

Multicast Ko/IMyecTBO NPMHATLIX MHOTOA4PECHbIX MAaKeTOB (TONIbKO KOPPEKTHbIe NaKeTbl).

CRC Align Errors

Konnuyectso NpUHATbLIX NAaKeToB A/MHOW OT 64 Ao 1518 6alT BKAOUYMTENBHO, UMEIOLWMX
HEBEPHYIO KOHTPOJ/IbHYIO CYMMY NIMB0 C LenbiMm Ynciom 6ainT (OWMBKM NPOBEPKM KOH-
TponbHOM cymmbl — FCS), nnbo ¢ Heuenbim Ynciom 6ainT (owmbKn BbipaBHMBaHMA — Align-
ment).

Collisions

OugeHKa KonmyecTsa KONAM3ni Ha gaHHom Ethernet-cermenTe.

Undersize Pkts

KonnyecTso NpUHATLIX NaKeToB ANMHON MeHblue 64 6aiT (Mckatovas dpelimoBble BUTI,
HO BK/tOYaA 6BUTbl KOHTPOJIBHOM CYMMbI), HO B OCTa/IbHOM NMPaBUAbHO CHOOPMUPOBAHHDIX.

Oversize Pkts

Ko/iMyecTBo NPUHATbLIX NaKeToB AMHOMN 6oblie 1518 6aiiT (McKAtovana GppelimoBbie 6UTDI,
HO BK/t04an 6UTbl KOHTPOJIbHOM CYMMbI), HO B OCTa/IbHOM NPaBUIbHO CHGOPMUPOBAHHBIX.

KonnyecTso NpUHATLIX NaKeToB ANMHON MeHblue 64 6aiT (Mckntodas dpelimoBble 6UTI,
HO BK/104asA BUTbI KOHTPOIbHOM CYMMbI), UMEHOLIMX HEBEPHYHO KOHTPOJIbHYIO CyMMy MB0

Fragments . N
C LenbiM Yyncnom 6aiT (oWwmMbKM NPOBEPKU KOHTPObHOM cymmbl — FCS), ninbo ¢ Hewenbim
yncnom 6anT (owmnbKKM BeipaBHMBaHKA — Alignment).
KonnuyecTso NpuUHATLIX NaKeToB A/nHOMN 6onbwe 1518 6aliT (Mcknovan dppeimoBble b6UTbI,
Jabbers HO BKtOYAsA BUTbI KOHTPONBHOM CYMMbl), UMEIOLMX HEBEPHYHO KOHTPOIbHYIO CyMMY 60
C UuenbiM ynciom 6anT (OWMBKM NPOBEPKU KOHTPOAbHOM cymmbl — FCS), nMbo ¢ Helenbim
yncnom 6ainT (oWMBKM BbipaBHUBAHMA — Alignment).
64 Octet KonnuyectBo NpuHATLIX NaKeToB (BK/tOYasA NaoXuMe naKkeTbl) ganHol 64 6aiita (McKkaoyan

dpelimoBble 6UTbI, HO BKAOYAA 6GUTbI KOHTPO/IbHOM CYMMbl).

65 to 127 Octets

Konn4yecTso NPMHATLIX NAaKeTOB (BKAKOYasA NoOXue NakeTbl) 4AMHON oT 65 ao 127 6ant
BKNHOUMTENIbHO (MCKAtoYan dperimoBble 6UTbI, HO BKNOYAA BUTbl KOHTPOLHON CYMMbI).

128 to 255 Octets

Konnyectso NpuHATbLIX NAKeTOB (BKAKOYan Nioxve nakeTtbl) AnvMHol ot 128 ao 255 6ait
BKNHOUMTE/IbHO (MCKNtoYan dperimosble BUTLI, HO BKNHOYAA BUTbI KOHTPONLHON CyMMbl).

256 to 511 Octets

Ko/iMyecTBo NpMHATLIX NMaKeToB (BKAtOYaA NaOXMe MakeTbl) AAMHOW oT 256 Ao 511 6awnT
BKNHOUMTENbHO (MCKtoYan dpeimoBble 6UTbI, HO BKAOYAA BUTblI KOHTPONLHOM CYMMbI).

512 to 1023 Octets

Konnuyectso NpuHATLIX NAaKeToB (BK/OYas Mioxue nakeTbl) AnnMHol ot 512 ao 1023 6ait
BKNOUMTE/IbHO (MCKNtoYan dperimosble BUTLI, HO BKNHOYAA BUTbI KOHTPONLHOM CyMMbl).

1024 to 1518 Octets

KonnuyecTBo NpUHATLIX NAaKeTOB (BK/OYan Noxme nakeTbl) ganHoli ot 1024 go 1518 6ait
BK/IIOUNTE/NIBHO (MCKtoYasa dpeimoBble BUTbI, HO BKAOYan BUTbl KOHTPOIbHOM CYMMbl).

e [lokasaTb MHPOPMaLMIO MO rPYNMNam CTaTUCTUKKU ANs NopTa 8:

console# show rmon collection stats tengigabitethernet 1/0/8

Index Interface Interval Requested Samples Granted Samples Owner

Tabnnuya 187 — OnucaHune pesynbTaToB

Mapamemp OnucaHue
Index NHAEKC, YHUKANbHO NAEHTUOULMPYIOLLMI 3annChb.
Interface Ethernet-uHtepdeiic, Ha KOTOpPOM 3anyLLEeH onpoc.
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Interval

MHTepBan B CEKYHAAX MEXy ONpPoCcamu.

Requested Samples

3al'lp0LIJEHHOG KO/INYeCTBO OTCHETOB, KOTOPOE MOXET 6bITb COXpaHeHo.

Granted Samples

PaspeweHHoe (OCTaBLIJEECﬂ) KONIN4eCTBO OTCHETOB, KOTOPOE MOXKET 6bITb COXpaHeHo.

Owner

Bnageneu, AaHHOM 3anucu.

e [loKasaTb CYETYMKM NPOMYCKHOM CNOCOBHOCTM ANA Tpynnbl CTaTUCTUKK 1:

console# show rmon history 1 throughput

Sample set:
Interface:

Time

1

tel/0/1
Requested samples: 50

Nov 10 2009 18:38:00

Owner: MES
Interval: 1800

Granted samples: 50

Maximum table size: 100

Octets
204595549

Packets
278562

Multicast %
675218.67%

Broadcast
2893

Tabnnua 188 — OnucaHune pesynbTaToB

Mapamemp

OnucaHue

Time

[aTa 1 BpemaA co3gaHma 3anmcu.

Octets

Konunuectso 6aiT gaHHbIX (BKAOYaA 6aiTbl NNOXMX NAKETOB) NPUHATbIX U3 CETU (MCKAtOYasA
dperimoBble 6UTLI, HO BKOYAA BUTbI KOHTPOJIbHOM CYMMbI).

Packets

Ko/IMyecTBO NPUHATLIX NAKETOB (BK/AOYas NA0OXME NaKeTbl) B Te4eHue neprmosa Gopmmupo-
BaHMA 3anucu.

Broadcast

Konnyectso NpuMHATBIX XOPOLUIMX NAKETOB B TeYeHWe nepmoaa ¢OpMMpOBaHMﬂ 3anuncu
Hanpas/1IeHHbIX Ha WWNWPOKOoBeLlaTe/ibHble aapeca.

Multicast

Konunuectso NPUHATbBIX XOPOLWUX NMAKETOB B Te4YeHUe nepuoaa d)OpMVIpOBaHMH 3anumcu
HanpaB/1IeHHbIX Ha MHOroaapecHble aapeca.

Utilization

OueHKa cpeaHeit NponycKHoM cnocobHOCTU GU3NYECKOro YPOBHA Ha aHHOM UHTepdeiice
B TeyeHue nepmona dopmunposaHus 3anucu. MponyckHas cnocobHOCTb OLEeHNBaETCA Be-
NINYMHON A0 ThICAYHOM NPOLEHTa.

CRC Align

Ko/iMyecTBo NpUHATLIX B TeYeHne nepmnoa GopmmMpoBaHMa 3anNncy NakeTos AANHON oT 64
40 1518 6aliT BKAKOUUTENBHO, UMEHOLLUX HEBEPHYHO KOHTPOJIbHYIO CyMMY NGO C LebiM
yncsom 6anT (OWMBKM NPOBEPKU KOHTPOAbHOM cymmbl — FCS), nnbo c Heuenbim Ynciom
6ainT (oWmM6KK BbipaBHMBaAHMA — Alignment).

Collisions

OueHKa KoanyecTsa Koinmnsumii Ha gaHHom Ethernet cermeHnTte B TeyeHne nepuoaa ¢op-
MMPOBaHUA 3anncu.

Undersize Pkts

KonnyectBo NpuHATLIX B TeyeHue nepuoga GOpMUPOBAHMA 3aMucK NaKeToB AJIMHOW
MeHblle 64 6aiT (Uckntovan dpermoBble BUTbI, HO BKAKOYas BUTbI KOHTPOJIbHOW CYMMbl),
HO B OCTa/IbHOM NPaBUIbHO CHOPMMUPOBAHHBIX.

Oversize Pkts

Konuyectso npuHATLIX B TedeHne nepuoga GOpPMMPOBAHMA 3anuCcK MaKeToB ANMHOMN
6onbwe 1518 6alT (McKAoyaa ¢permoBble BUTbI, HO BK/OYAA OUTbI KOHTPOJbHOW
CYMMbI), HO B OCTa/lbHOM NPaBUIbHO CHOPMUPOBAHHDIX.

Fragments

Konunyectso npuHATLIX B TedeHue nepuoga GOpPMMPOBAHMA 3anucK MaKeToB ANMHOMN
MeHblle 64 6aiT (ckntovan dpermoBble BUTbI, HO BKAKOYas BUTbI KOHTPOJIbLHOW CYMMbl),
NMEIOLLMX HEBEPHYIO KOHTPOJIbHYO cymmy Mb0o ¢ uenbim yncaom 6aiT (owmbku npo-
BEPKM KOHTPObHOM cymmbl — FCS), nnbo ¢ HeuenbiMm Ynciom 6aiT (ownbKU BbipaBHUBA-
Hua — Alignment).
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KonnyectBo MpUHATbIX B TedeHue nepuosa GopmMMpPOBaHMA 3anUcU MAKETOB AMHOM
6onblwe 1518 6aiT (Mcknovaa ¢peimoBble BUTbl, HO BKAOYaa 6UTbl KOHTPOAbHOW

Jabbers CYMMbl), UMEIOLMX HEBEPHYIO KOHTPOJIbHYIO CYMMY IMB0 C LiesibiM Yncnom 6ainT (ownbku
NPOBEPKM KOHTPOAbHOM cymmbl — FCS), 1Mbo ¢ Heuwenbim yncnom 6aT (owmMbKM Bbipas-
HuBaHuA — Alignment).

Dropped KonnyecTBo 3a4,eTEKTUPOBAHHbIX CODObITUI, KOoraa nakeTbl 6blan OTOPOLIEHbI B TeYeHMe

nepuoaa GopmMmMpoBaHMna 3anucu.

e [loka3aTb CBOAHYIO TabanLYy CUrHaNOB TPEBOTK:

console# show rmon alarm-table

Index OID Owner
1 1.3.6.1.2.1.2.2.1.10.1 CLI
2 1.3.6.1.2.1.2.2.1.10.1 Manager

Tabnnua 189 — OnucaHune pesynbTaToB

Mapamemp OnucaHue
Index MHAEKC, YHUKaNbHO NAEHTUOULMPYIOLNIA 3aMNnCh.
(0]]D] OID KOHTPONUPYEMOI NepeMeHHON.
Owner Monb3oBaTtenb, CO34aBLUIMIA 3aMUCh.

e [loKasaTb KOHOUIYPaALUIO aBaPUNHBIX COOBLITUI C MHAEKCOM 1:

console# show rmon alarm 1

Alarm 1

Interval:

Owner: CLT

OID: 1.3.6.1.2.1.2.2.1.10.1
Last sample Value: 878128

delta
rising

Sample Type:
Startup Alarm:
Rising Threshold:
Falling Threshold: 78
Rising Event:
Falling Event:

8700000

Tabnunua 190 — OnucaHune pesynbTaToB

Mapamemp

OnucaHue

(0]]D]

OID KOHTpOANpPYEMOI NepeMeHHON.

Last Sample Value

3HaueHue NnepemMmeHHoN Ha NocaegHeM KOHTPOIbHOM MHTepBane. Ecan meton otbopa ne-
pemeHHbIx absolute — To 310 abcontoTHOE 3HaYeHne nepemeHHon, ecau delta — 1o pas-
HMLLA MeX Ay 3HaYeHWAMMN NePEMEHHON B KOHLLE U B HaYyale KOHTPO/IbHOTO UHTepBana.

Interval

MHTepBan B CEKYHAAX, B TEYEHNE KOTOPOro AaHHble OTOMPAIOTCA U CPAaBHMUBALOTCA C BEPX-
Hen N HUXKHEeM rpaHuLamu.

Sample Type

MeTog, otbopa yKasaHHbIX NePeMeHHbIX U NoAcYeTa 3HAYEHUA A/1A CPAaBHEHUA C FpaHu-
uamu. MeTtog, absolute — abcontoTHoe 3HauyeHMe BbIbDPaHHOW NepemeHHol byaeT cpas-
HEHO C rpaHuLEen Ha KoHLe uccnegyemoro nHtepsana. Metog delta — 3HaueHume BbIGpaH-
HOW NnepemMeHHOW Npu nociaegHem oTbope byaeT BbIYTEHO M3 TEKYLLLErO 3HAYEHMUS, U pas-
HUUa ByaeT cpaBHEHa C rpaHuLamMuM (pasHMLA MeXay 3HAaYEeHUAMU NepeMeHHON B KOHLLE
W B Ha4Yasnie KOHTPOJIbHOTO MHTEPBANa).
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Startup Alarm

WHCTPYKUMA ona reHepaumm cobbiTUiA Ha NePBOM KOHTPONIbHOM MHTepBane. Onpeaenset
npasu/a reHepaunmn aBapunHbIX COBLITUI ANA NEepPBOro KOHTPOJ/IbHOrO MHTEPBaaa NyTem
CpaBHEHWs OTOBPAHHOM NepeMeHHOM ¢ 04HON, IM60 0benmm rpaHULLAMN.

rising — reHepupoBaTb eAMHNYHOE aBapUiMHOEe CObbITME MO BOCXOAALLEN FpaHuLEe, ecan
3HaYeHue oTobpPaHHOW NepeMeHHOM Ha NeEPBOM KOHTPO/IbHOM MHTepBasie 6obluem 1Mbo
paBHOM 3TOMI rpaHuLe.

falling — reHepupoBaTb egnHMYHOE aBapuUitHoe CobbITUE MO HUCXOAALLEN rpaHnLE, eCn
3HauyeHWe oTobpPaHHON NepemMeHHON Ha NePBOM KOHTPOIbHOM MHTEpBane MeHblle AMbo
paBHO 3TOM rpaHuLLe.

rising-falling — reHepupoBaTb eanHuYHOE aBapuitHoe cobbiTe MO BOCXOAAWEN U/uau
HUCXOAALLEN TPAHULLE, €CNN 3HAYEeHUE OTODPaHHOM NepeMeHHOM Ha NePBOM KOHTPO/Ib-
HOM MHTepBane 6oblue 60 paBHO BOCXOAALLEN rpaHuLe, U/vamn meHblie NM60 paBHO
HUCXOAALLEN rPaHULLE.

Rising Threshold

3HavyeHue Bocxoasllen rpaHuubl. Korga sHayeHne oTobpaHHOM NepemMeHHON Ha npeapil-
OyUWeM KOHTPO/IbHOM MHTepBane 6bl10 MeHblle AAaHHOW TPaHuLbl, @ Ha TEKYLLEM KOH-
TPO/bHOM MHTEpBase 60/bliem IMB0 PaBHOM 3HAYEHUIO TPaHULbl, TOF4a eANHUYHOE CO-
6bITHeE reHepupyercs.

Falling Threshold

3HavyeHue HUCcxoaALlen rpaHuLbl. Koraa sHadeHne oTobpaHHOM nepemeHHOM Ha npeapil-
AYLEM KOHTPOJIbHOM MHTepBase 6bi10 60ablie AaHHON rPaHULbl, @ Ha TEKYLLEM KOH-
TPO/IbHOM MHTEPBasie MeHblUe B0 PaBHO 3HAYEHMIO FPaHMLbI, TOr4a eANHNYHOE COBbI-
TWe reHepupyeTcs.

Rising Event NHAeKc cobbITUA NCNONb3YIOLLErocs, KOraa BOCXoAALLaA rpaHnLLa nepeceyeHa.
Falling Event NHAeKc cobbITUA NCNONb3YIOLLErocs, Koraa HACXoAALLan rpaHnLIa nepeceyeHa.
Owner Monb3oBatesib, CO34aBLUMI 3aMUCh.

e [loKasaTb Tabamuy cobbiTnit yaaneHHoro moHuTopuHra RMON:

console# show rmon events

Index Description Type Community Owner Last time sent
1 Errors Log CLI Nov 10 2009 18:47:17
2 High Broadcast Log-Trap router Manager Nov 10 2009 18:48:48

Tabanuya 191 — OnucaHune pesynbTaToB

Mapamemp OnucaHue

Index NHAEKC, YHUKANbHO MAEHTUOULMPYIOWMIA COBbITHE.

Description KommeHTapuii, onucbiBaoWwmin cobbiTue.
Tun yBeLOMAEHUA, FEHEPUPYEMOTO YCTPONCTBOM MO 3TOMY COObITUIO:
- none — He reHepMpoBaTb YBEAOM/IEHUS;

Type - log — reHepupoBaTb 3annch B Tabauue;
- trap — otcbinate SNMP trap;
- log-trap — reHepupoBaTb 3anuncb B Tabaumue n otcblnate SNMP trap.

Community CTpoka coobuwectsa SNMP ana nepecbinku trap.

Owner Monb3oBaTenb, CO34aBLLININ COBbITHE.

Last time sent Bpemsa u aaTa reHepupoBaHUA nocnegHero cobbiTuaA. Ecan He Bbino creHepMpoBaHO co-
6bITUIA, TO 3TO 3HaYeHMe ByAeT paBHO Hy/HO.
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MNMokasaTtb Tabauuy 3anucelt yaganeHHoro moHmtopmHra RMON:

console# show rmon log

Maximum table size: 100
Event Description Time

Tabnnua 192 — OnucaHune pesynbTaToB

Mapamemp OnucaHue
Index NHAEKC, YHUKaNbHO MAEHTUOMULMPYIOLWLMIA 3aNnCh.
Description KommeHTapuit, onucbiBaowWwmin cobbiTue.
Time Bpemsa co3gaHua 3anucu.

5.19.6 Cnucku docmyna ACL dna ynpaeneHusa ycmpolicmeom

MporpammHoe obecneyeHne KOMMYTAaTOPOB MO3BO/MAET paspelwnTb MB60 OrpaHUuUTL OOCTYN K
yNpaB/ieHNI0 YCTPOMCTBOM Yepes onpegenieHHble nopTel Man rpynnbl VLAN. Ona 3Toi uenmn cosgatorcs
cnuckm goctyna (Access Control List, ACL) ana ynpasneHus.

KomaHObI pexcuma 2a0baab6HoU KOHuU2ypayuu

Bua, 3anpoca KOMaHAHOMN CTPOKM peRmMma rnobasbHON KOHPUrypaLumm:
console (confiqg) #

Tabnuua 193 — KomaHabl pexxknma rnobanbHon KoOHPUrypaumm

KomaHda 3HayeHue/3HayeHue Aelicmeue
o ymon4aHuio

management access-list name Co3paeT CNUCoK 40CTyna A4 ynpasaeHus. Bxog B pexum KoHou-
rypauum crnmcka gocTyna ans ynpasneHus.

name: (1..32) cumBona

no management access-list YanseT CNMCcoK AOCTyna A5 YyNpaBieHus.
name
management access-class OrpaHuMyMBaeT ynpas/jeHWe YCTPOWCTBOM MO OnpefeneHHOMY
{console-only | name} cnucky goctyna (access list). AKTMBMpPYET yKasaHHbIM CNUCOK A0-
cTyna.
name: (1..32) cumsona | - console-only — ynpaBneHune ycTpoinicTBOM AOCTYMHO TOIbKO C KOH-
conu.
no management access-class OTMeHseT orpaHMYeHmne Ha ynpasaeHue yCTpoMCTBOM Mo onpeae-

NEeHHOMY CMUCKY gocTyna (access list).

KomaHObI pexcuma KoHgu2ypayuu crnucka docmyna 04 ynpassaeHus

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXXMUME KOHPUIypaLmm Cnncka 4oCTyna ana ynpasaeHus:

console (config) # management access-list eltex manag
console (config-macl)#
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Tabnmua 194 — KomaHap! pexknuma KOHOUrypauum cnmcka Aoctyna Ana ynpasaeHms

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aelicmeue

permit [gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
oob | vlan vian_id] [service
service ]

permit ip-source
{ipv4_address |
ibv6_address/prefix_length}
[mask {mask | prefix_length}]
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
oob | vlan vian_id] [service
service]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)
service: (telnet, snmp,
http, https, ssh)

3afaeT paspeLuatoLee ycaoBme ANa yNpasBaAoLWero cnmucka ao-
cTyna.
- service —Tvn gocTyna.

deny [gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
oob | vlan vian_id] [service
service]

deny ip-source {ipv4_address |
ipv6_address/prefix_length}
[mask {mask | prefix_length}]
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
oob | vlan vian_id] [service
service]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094);
service: (telnet, snmp,
http, https, ssh)

3agaerT 3anpeLatoLLee yCI0BME 414 YNPaBAAIOLLEro CUCKA A0-
cTyna.
- service — TMn pocTyna,

KomaHObI pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console#

Tabnunua 195 — KomaHabl pexkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

show management access-list
[name]

name: (1..32) cumBona

MoKasbiBaeT CNMCKM aocTyna (access list) ans ynpasnexus.

show management
access-class

MokasbiBaeT MHPOPMauMio 06 aKTMBHbLIX CMMCKax AOcCTyna
(access list) ans ynpasneHus.
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5.19.7 Hacmpoiika docmyna

5.19.7.1

[JaHHble KomaHAbl

npeaHasHayeHbl

Telnet, SSH

K HEMY 419 MOHUTOPUHIA U KOHPUIypaLmm.

KomaHObI pexcuma 2a06an6Hol KOHgu2ypayuu

ON1A  HACTPOMKWM cepBepoB AOCTyna Ana ynpaBaeHus
KommyTaTopom. Moaaepkka cepsepos Telnet n SSH KommyTaTopom NO3BOAAET YAANEHHO NOAKNHOYATLCA

Bupg, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabanua 196 — KomaHab! perknma rnobanbHOM KoHGUrypaumm

KomaHda

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aeiicmeue

ip telnet server

no ip telnet server

Mo ymonyanutio Telnet
cepsep BK/OYEH

Pa3pewaeT yganeHHoe KOHOUIypupoBaHUe yCTPOMCTBa
yepes Telnet.

3anpelaeTt yaaneHHoe KOHPUrypupoBaHue yCTPOMCTBA
yepes Telnet.

ip ssh server [vrf vrf_name]

no ip ssh server [vrf vrf_name]

vrf_name: (1..32)
CMMBO13/NO YMONYAHUIO
SSH cepBep OTKAOYEH BO

Bcex VRF

PaspewaeT yaaneHHoe KOHOUrypupoBaHue yCTpoucTBa
yepes SSH.
- vrf_name — vma sk3emnnspa VRF.
[o Tex nop, NoKa K4 ANA WuppoBaHUA He
V creHepupoBaH, SSH-cepeep byaeTr HaxoauTbcA
B pe3sepse. Mocne reHepauum Kaoya (ucnonb-
3yemble KOmaHAbl crypto key generate rsa u
crypto key generate dsa) cepsep nepeiiget B
pabouee cocTosiHMe.

3anpewaeT yganeHHoe KoHdUrypupoBaHue ycTponctsaa
yepes SSH.

ip ssh port port_number

no ip ssh port

port_number: (1..65535)/22

TCP-nopT, ncnosnbsyembiii SSH-cepsepom.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

ip ssh-client source-interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet hu_port |
port-channel group | loopback
loopback_id | vlan vian_id}

no ip ssh-client source-interface

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
loopback_id: (1..64)
group: (1..128);
vlan_id: (1..4094)

3apaet uHTepdeic ana SSH-ceccuin.

Ypansaer untepdeiic.

ipv6 ssh-client source-interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet hu_port |
port-channel group | loopback
loopback_id | vlan vian_id}

no ipvé6 ssh-client source-interface

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
loopback_id: (1..64)
group: (1..128);
vlan_id: (1..4094)

3apaet nHTepdeic gna IPv6 SSH-ceccuit.

Ypansaet untepdeiic.

ip ssh pubkey-auth

no ip ssh pubkey-auth

Mo ymonyaHuio
MCnonb3oBaHWe NybanyHoro
KNto4a 3anpeLyeHo

Pa3speluaeT ucnosb3oBaHWe NyBANYHOTO KAOYa AN BXO-
aawmx SSH-ceccuit.

3anpeLyaeT UCNoNb3oBaHME Ny6AMYHOTO KNkoYa ANs BXO-
asawmx SSH-ceccui.

ip ssh cipher algorithms

algorithms: (3des, aes128,
aes192, aes256, arcfour,

3afaeT CNUCOK paspeLLeHHbIX alropuTMmoB WndposBaHun
ANA cepsepa.
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no ip ssh cipher

aes128-ctr, aes192-ctr,
aes256-ctr, aes128-
gcm@openssh.com aes256-
gcm@openssh, chacha20-
poly1305@openssh.com)
/paspelueHbl Bce
ANropuUTMBbI, KpOMe none

BoccTaHaBimMBaeT CNUCOK paspeLleHHbIX aIfopUTMOB 06-
MeHa K/1lo4amMum No yMONYaHUo.

ip ssh kex methods

no ip ssh kex

methods:
(dh-group-exchange-shal,
dh-groupl-shal,
curve25519-
sha256@libssh.org, diffie-
hellman-group-exchange-
sha256, diffie-hellman-
groupl6-sha512, diffie-
hellman-group18-sha512,
diffie-hellman-group14-
sha256, diffie-hellman-
groupl4-shal)/
paspeLleHbl BCe METOAbI

3afaeT CNuMCOK paspelleHHbIX MeTogoB obmeHa Kito-
Yamu ana cepsepa.

BoccTaHaB/IMBaeT CNMCOK Pa3peLleHHbIX airopuTMoB 06-
MeHa K/loYamMm No YMOIYaHuIo.

ip ssh password-auth

no ip ssh password-auth

Mo ymonyaHuio BKAOYEHO

BK/IIOYaET PEXKMM ayTEHTUGMKALMM MO NAPOIO.

OTK/IIOYAET PEXUM ayTEHTUDUKALLMM MO Napoto.

crypto key pubkey-chain ssh

M0 yMONYaHMIO KAtOY He
co3A4aH

BXO4MT B pemMm KoHOUrypaumum ny6aMYHoro Katoua.

crypto key generate dsa

FeHepupyeT napy Kawouyeit DSA — YyacTHbIN M Ny6ANUYHBIN
ona SSH-cepsuca.
Ecnmn xota 661 04UH 13 Napbl KAloueit yxKe co-
V 3[aH, TO cMCTeMa NPeAsIoKMUT nepesanucatb
KAtou.

crypto key generate rsa

leHepupyeT napy Katoyeit RSA — yacTHbI M Ny6AMYHbIN
ona SSH-cepsuca.
V Ecnmn xota 6bl 0AUH M3 Napbl KAKOUelt yxKe co-
3faH, TO cucTema NPeANoKUT nepesanucatb
K/tou.

crypto key import dsa

encrypted crypto key import dsa

MmnopTtupyet napy katoyeit DSA.
- encrypted — B 3awndpoBaHHOM BUE.

crypto key import rsa

encrypted crypto key import rsa

MmnopTupyet napy Kntoyel RSA.
- encrypted — B 3awndpoBaHHOM BUE.

ip http server

no ip http server

no ymon4yaxuto HTTP-
cepsep BK/OYEH

Pa3pelwaeT yaaneHHoe KOHGUIypupoBaHue ycTpoiicTea
yepes web.

3anpelaeT yaaneHHoe KOHOUrypMpoBaHue yCTpoicTea
yepes web.

ip http port port

no ip http port

1..59999/80

3apaet nopt HTTP-cepsepa.

BocctaHaBnmBaeT 3HavyeHue no YMONYaHULO.

ip http secure-server

no ip http secure-server

no ymonyanuto HTTPS-
cepBep BKAOYEH

Bkntouaet HTTPS-cepsep.

Bbikntovaet HTTPS-cepsep.

ip http timeout-policy seconds
[http-only | https-only]

no ip http timeout-policy

seconds: (0..86400)/600

3agaet TaimayT HTTP-ceccum.

BoccTaHaBivMBaeT 3HavyeHMe No YMOHAHMUIO.

crypto certificate {1 | 2} generate

crypto certificate {1 | 2} import

no crypto certificate {1 | 2}

leHepupyeTt SSL-cepTndukar.

Mmnoptupyet SSL-cepTndmKaT, HasHaYEHHbIN LEHTPOM
cepTudUKaumu.

BocctaHaBnvBaeT SSL-cepTUOMKAT NO yMoOAYaHWO Ans
YKaszaHHoro ceptuduKaTa.

v/

Knioum, creHepupoBaHHble KomaHaamum crypto key generate rsa u crypto key generate
dsa, coxpaHAloTCA B 3aKpbITOM ANA Nosib3oBaTens ¢paine KoHPUrypauuu.
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KomaHObI pexcuma KoHgu2ypayuu nybauyHo20 Kar4va

Bug, 3anpoca KOMaHAHOM CTPOKM B peXMme KoHUrypaLumm nybnMYHoOro Katoua:

console# configure
console (config) # crypto key pubkey-chain ssh
console (config-pubkey-chain) #

Tabnnua 197 — KomaHabl perkmuma KoHourypaumm nybimMyHoro Kawda

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymon4aHuro
user-key username {rsa | dsa} Bxof, B pemMm co3gaHua MHOMBUAYANbHOTO Ny6JNMYHOrO KAto-
) Ya.
username: (1..48) - rsa — co3gatb RSA-Katoy;
cMmBO/NIOB - dsa — co3gatb DSA-Kntou.
no user-key username YaanaeT ny6AnyHbIN KNtoY ana onpeaeneHHoro noab3osatens.

BuAa 3anpoca KOMaHAHOWN CTPOKM B peXXnume CO3L4aHUSA MHAMBUAYANbHOTO NYH6ANYHOrO KAtova:

console# configure

console (config) # crypto key pubkey-chain ssh
console (config-pubkey-chain) # user-key eltex rsa
console (config-pubkey-key) #

Tabnvua 198 — KomaHapb! pexknma co3gaHus MHAMBUAYAAbHOTO NYH6/MUYHOIO KAato4a

3HayeHue/3HayeHue

KomaHoa Aelicmeue
o ymon4aHuro
key-string - Co3paet Ny6anYHbIN KNty AR onpeaeneHHOro NoNb3oBaTens.
key-string row key_string CoszpaeT NnybAnYHbIN KoY A8 onpeaesieHHOro Noab3oBaTtens.

BBoZ, K/HOYa OCYLLECTBAAETCA MOCTPOYHO.
- key_string —4acTb Kntova.
[na Toro 4Tobbl CUCTEMA NOHANA, YTO K/IOY BBEeAEH
V NONHOCTbIO, HeobxoAaMMoO BBecT KomaHay key-string
row 6e3 cuMBONOB.

KomaHOowb! pexcuma EXEC

KomaHabl JaHHOro pa3gena AOCTYMNHbl TONbKO A1A NPUBUIErMPOBaHHbIX nonb3oBaTesnen.

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:
console#

Tabnnua 199 — KomaHabl pexkmma EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
o ymoa4aHuro
show ip ssh Moka3biBaeT KoHdurypauuto SSH-cepBepa, a TaKkKe aKTUBHble
) BxogAauwme SSH-ceccum.
show crypto key pubkey-chain username: (1..48) MoKa3sblBaeT NnybanyHble SSH-KAoUM, COXpaHEeHHble Ha KOMMYTa-
ssh [username username] cumBonos.Mo Tope.
[fingerprint {bubble-babble | YMO/IMAHUIO OTNEYATOK | - username — UMA YAANEHHOTO K/IUEHTa;
hex}] K/loYa B WecTHaaua- - bubble-babble — otneuaTtok Kntova B Koge Bubble Babble;
TepuyHom popmarte. - hex — oTneyaToK KntoYa B WECTHAALATEPUYHOM KOAE.
show crypto key mypubkey MoKa3sblBaeT Nyb6anyHble KAtoun SSH-KommyTaTopa.
[rsa | dsa] )
show crypto certificate [1 | 2] - OTobpaxkaet SSL-cepTudmKaTol ana HTTPS-cesepa.
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[pumepbl 8b1M0AHEHUS KOMAHO

BkntounTb cepsep SSH Ha KommyTaTope. PaspelwnTb UCNONb30BaHWe Nyb6AnYHbIX Katodein. Co3aaTthb
RSA-kntou ans nonb3osaTens eltex:

console# configure

console (config) # ip ssh server

console (config)# ip ssh pubkey-auth

console (config) # crypto key pubkey-chain ssh

console (config-pubkey-chain) # user-key eltex rsa

console (config-pubkey-key)# key-string
AAAAB3NzaClyc2EAAAADAQABAAABAQCVTINRWPWIAl4kpgIwI9GBRoONZQZx JHKCcKL6rM1Q+ZNXE
ZSkvHG+QusIZ/76ILmFT34v7u7ChFAE+VU4GREpSwoQUVV35LgJJk67I0U/zfw0O11gkTwml750Q
RI9gHUJS6KWGN2QWXgh3ub8gDjTSgmuSn/WA05iDX2IExQWu081licglk02LYciz+Z24TrEU/9FJIx
wP1VQOjc+KBXuR0OjuNg5nFYsY0ZCkON/W9a/tnkmlshRE7D171+w3fNiOA6w9044t6+AINEICB
CCRA4YcF6zMzaTlwefWwX6f+Rmt5nhhgdAtN/40Jfcel66DgVX1gWmNzNR4DYDvSzg01DnwCACS
Oh Fingerprint: a4:16:46:23:5a:8d:1d:b5:37:59:eb:44:13:09:33:e9

5.19.7.2 KomaHObI KOHpuUeypayuu mepmuHana

KomaHZabl KOHOUTypauumn TepMMUHANA CAYKaT AN HACTPOWMKM NapaMeTPOB JIOKa/bHOM U yAaNeHHOM
KOHCOAN.

KomaHObI pexcuma 2a06ana6HolU KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU peXKMMa rnobanbHOM KOHGUIypauum:
console (config) #

Tabnunua 200 — KomaHabl perkuma rnobanbHOM KoOHGUrypauum

3HavyeHue/3Ha4vyeHue ”
KomaHoa / Aelicmeue
Mo ymon4aHuio

line {console | telnet | ssh} BXxoZ, B peXXnm cOOTBETCTBYHOLLErO TEPMUHANA (NOKaNbHAsA KOH-
- CONb, YAaneHHaa KoHconb — Telnet nan yganeHHasa 3awmiLeH-
Has KoOHco/b — SSH).

KomaHObI pexcuma KoHguaypayuu mepMmuHana

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexnume KOHPUrypaunm TepMmmnHana

console# configure
console (config)# line {console|telnet|ssh}
console (config-line) #

Tabnunua 201 — KomaHabl pexkMma KoHoUrypauum TepmuHana

3HaveHue/3HayeHue .
KomaHda / Aelicmeue
no ymon4aHuwo

speed bps YcTaHaBAMBaET CKOPOCTb AOCTYMNa NO IOKaNbHOW KOHCOAM (KO-

bps: (4800, 9600, MaHZa AOCTYMHA TONbKO B PeXmMme KOHOUIypaLumn N0KanbHOM
19200, 38400, 57600, KOHCOM)

115200)/115200 604,

no speed YcTaHaBAMBAET 3HAYEHME MO YMOYAHMIO.
autobaud BKAtouaeT aBTOMaTMYeCKoe onpeaesieHne CKopocTM A4ocTyna no
NIOKa/IbHOM KOHCOM (KOMaH1a OCTYMHa TO/IbKO B PEXKMME KOH-
-/BKAIOYEHO durypaumm NoKanbHOM KOHCOAN).
no autobaud BbIKtouaeT aBTOMaTUUYECKOe onpedesieHe CKOpOCTM AocTyna

MO SIOKa/IbHOM KOHCON.
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exec-timeout minutes
[seconds]

no exec-timeout

minutes: (0..65535)/10
MUH;

3ap,aeT WUHTEpBas, B TeHeHNUE KOTOPOro CUCTEMa OXKUAaeT BBOAA

TeNb HNUYEro He BBOAUT, TO KOHCO/Ib OTKNKOYaeTCA.

nonb3osatena. Ecan B TedyeHne AaHHOro MHTepBaia MoJb30Ba-

seconds: (0..59)/0 cek

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYAHUIO.

KomaHOowb! pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 202 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

show line [console | telnet |
ssh]

loKa3blBaeT NapameTpbl TepMUHANA.

5.20 XXypHan aBapun, npotokon SYSLOG

CUCTeMHbIe }KypHa/bl NO3BOJIAIOT BECTU UCTOPUIO COBbITUIA, NPOM3OLLIELINX Ha YCTPOMCTBE, a TaKKe
KOHTPO/IMPOBATbL Mpou3olealwme cobbiTUA B peasbHOM BpeMeHU. B »KypHan 3aHocATca cobbiTusa cemu
TUMNOB: Ype3BblYaiiHble, CUrHa/bl TPEBOTU, KPUTUUYECKME U HE KPUTMYECKME OLWMBKK, NpeaynpeskaeHus,
yBegoMNeHns, MHPOPMaLMOHHbIE U OTNaf04HbIE.

KomaHObI pexcuma 2a06ana6Hol KoOHgpuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKMUME r106anbHOM KOHPUrypaLmm:

console (config) #

Tabnuua 203 — KomaHabl pexxknma rnobanbHoN KoOHPUrypaumm

KomaHda

3HayeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

logging on

no logging on

-/peFMCTpaLI,MFI BK/llOYEHa

BKAtOYaeT perucTpaumio 0T1ag0uHbIX COOBLWEHNN U COOOLLLEHWI
06 owwmnbKax.

BbIK/IlOYaeT perucTpaumnio oTaaLouHbIX coobLeHni n coobuie-
HUI 06 olnbKax.
Mpu BbIKNIOYEHHOW perncTpauumn oTnagouHbie co-
V o6wweHunA n coobuieHnsa 06 owmnbkax byayT nepesa-
BaTbCA Ha KOHCOJIb.

logging host {ip_address |
host} [port port] [severity
level] [facility facility]
[description text]

[ vrf vrf_name]

host: (1..158) cumBonOB;
port: (1..65535)/514;
level: (cm.
Tabnuua 204);
facility: (local0..7)/local7;
text: (1..64) cumsonos
vrf_name:(1..32)

Bk/toyaeT nepesavy aBapuiHbIX U OTNAZ0UYHbIX COOOLEHNIA Ha
yaaneHHblt SYSLOG-cepsep.

- ip_address— IPv4 unu IPv6-aapec SYSLOG-cepBepa;

- host — ceTeBoe nmsa SYSLOG-cepBsepa;

- port — HOmep nopTa A41a nepefayn coobLeHN No NPOTOKONY
SYSLOG;

- level — ypoBeHb BaXHOCTM COOOLLEHMI, NepeaaBaemMblX Ha
SYSLOG-cepsep;

- facility — ycnyra, nepegasaemas B cOObOLWEHUAX;

- text — onucaHune SYSLOG-cepsepa;

no logging console

204)/informational

tnmeonos - vrf_name — uma BUPTyanbHO 061aCTV MapLLIPYTU3aLLUMN.
no logging host {ip_address | Ypanaer BbibpaHHbIV cepBep M3 CnucKa ucnosibdyemoix SYSLOG-
host} [ vrf vrf_name] cepBepos.
logging console [level] Bk/toyaeT nepesayy aBapuiHbIX UAM OTAAA0YHBIX COOBLLEHUN
level: (cm. BbIBPAHHOrO YPOBHA Ba*XHOCTW HA KOHCO/b.
Tabnnua

BbIKkAtouaeT nepesayy aBapuiiHbIX UM OTAAL0UHbIX COOBLLEHMI
Ha KOHCO/Ib.
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logging buffered
[severity_level]

no logging buffered

severity_level: (cm.
Tabnnua
204)/informational

BK/toYaeT nepeady aBapuMHbIX UM OTNALOUHbIX COOBLLEeHUM
BbIOPaHHOTO YPOBHS BaXKHOCTM BO BHYTPEHHUI bydep.

BbIK/IlOYaeT nepeavy aBapuiiHbIX UM OTaA04HbIX COOBLLEHMI
BO BHYTPEHHUI bydep.

logging cli-commands

no logging cli-commands

-/oTKAOYEHO

BkntouaeT nornposaHue BBeaeHHbIx B CLI kKomaHg,.

OTKAtoYaeT IornpoBaHme BBegeHHbIX B CLI KomaHa,

logging buffered size size

no logging buffered size

size: (20..1000)/200

M3MeHAET KoAMYecTBO COOBLLEHMI, 3aNOMUHAEMbIX BO BHYT-
peHHem bydepe. HoBoe 3HauyeHue pasmepa bydepa npume-
HUTCA Nocne nepesarpysKkun ycTpoicTsa.

YcTaHaBAMBaAET 3HaUYeHWe No YMONYaHUIO.

logging file [level]

no logging file

level: (
Tabauua 204) /errors

Bk/toyaeT nepefady aBapuHbIX UM OTNALOUYHbIX COOBLLEeHUM
BblIBPaHHOTO YPOBHSA BaXKHOCTM B dpaiin KypHana.

BbIK/tOYaeT nepesayy aBapuiiHbIX UM OTA3A0YHbIX COOBLLEHNI
B Galin }KypHana.

aaa logging login

no aaa logging login

-/BKNIOYEHO

3aHOCUTb B XKYpHasibl COBLITUA ayTeHTUUKaLLMM, aBTOPU3aLMU
n yyeta (AAA).

He 3aHOCUTb B XKypHa/ibl CObbITUA ayTEHTUDUKALMKM, AaBTOPU3a-
unu v yyeta (AAA).

file-system logging {copy |
delete-rename}

no file-system logging {copy |
delete-rename}

Mo ymonuyanHutio
perncTpauma BraoveHa

BKntouyaeT pernctpaymto cobbiTnii $panaoBomn cUCTEMBI.

- COpY — perucTpaumsa coobLLeHn, CBA3aHHbIX C onepauuamu
KonupoBaHua ¢aiinos;

- delete-rename — pervctpaumsa coobLieHuni, CBA3aHHbIX C yaa-
NeHnem GaliNoB U NepenmeHoBaHNEM onepaLuii.

BbIktoyaeT perncrpaumio cobbitnii Gpainosol cuctemol.

logging aggregation on

no logging aggregation on

-/OTKNIOUEHO

BKkntoyaeT KOHTPO/Ib arperaymm syslog-coobuieHni.

OTKAtoyaeT arperaymio syslog-coobuieHni.

logging aggregation aging-
time sec

no logging aggregation
aging-time

sec: (15..3600)/300 cekyHz,

YcTaHaBAMBaET BPeMA XpaHEeHMsA CrpynnuMpoBaHHbIX syslog-co-
obueHnn.

YcTaHaBAMBaeT 3HaYeHUe No YMONYAHUIO.

logging service cpu-rate-limits

traffic

no logging service
cpu-rate-limits traffic

traffic: (http, telnet, ssh,

snmp, ip, link-local, arp-
switch-mode, arp-

inspection, stp-bpdu,

other-bpdu, dhcp-
snooping, dhcpvé-

snooping, igmp-snooping,

mld-snooping, sflow, log-
deny-aces, vrrp)/-

BK/HOYAET KOHTPO/b OFrpaHNYEHNsA CKOPOCTU BXOAALLMX KaapoBs
AN onpeaeneHHOro Tuna TpadmKa.

OTkntouaer noru poBaHue.

logging origin-id {string |
hostname | ip | ipv6}

no logging origin-id

-/Het

3asaeT napameTp, KOTopbli ByAeT NCNONb30BATLCA B KayecTse
naeHTMdmKaTopa xocta B syslog-coobuieHusx.

Mcnonb3oBaTtb 3HaYeHME MO YMOAYAHUIO.

logging source-interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group
| loopback loopback_id | vlan
vlan_id | oob} [ vrf vrf_name]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
loopback_id: (1..64)
group: (1..128);
vlan_id: (1..4094)
vrf_name:(1..32)
CMMBOJIOB

Mcnonbsosatb IP-agpec ykasaHHOro nHTepdelica B Kayectse mC-
TOYHUKa B IP-nakeTax npotokona SYSLOG.
- vrf_name — ums BUPTYanbHOM 061aCTU MapLLPYTU3ALUN.

no logging source-interface
[ vrf vrf_name ]

Mcnonb3osathb IP-agpec ucxoaswero nHtepdeica.

logging source-interface-ipvé
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group
| loopback loopback_id | vlan
vian_id}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
loopback_id: (1..64)
group: (1..128);
vlan_id: (1..4094)
vrf_name:(1..32)
CMMBOJIOB

Mcnonb3oBaTb IPv6-agpec ykasaHHOro nHtepdeiica B Kayecrtse
UCTOYHMKa B IP-nakeTax npoTtokosa SYSLOG.
- vrf_name — ums BUPTYyaNbHON 061aCTN MapLUpyTU3aLUMN.
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no logging source-interface- Mcnonb3oBaTb IPv6-agpec ncxoasauero nHtepoeica.
ipv6

Kaxaoe cooblieHme MMeeT CBOM YPOBEHb Ba*KHOCTU — B Tabsimue 204 npuBeaeHbl TUMbl COOOLEHWI
B nopAaake y6bIBaHVIFI NX BaXXHOCTWU.

Tabnumua 204 — Tunbl BaXKHOCTN COOBLLEHWUI

Tun eaxcHocmu coobuwjeHuli OnucaHue
o . B cucTeme npousowna KpUtUYeckan owmnbka, cuctema MoKeT paboTatb
YpesBblualiHble (emergencies)
HenpaBW/IbHO.
CurHanbl Tpesoru (alerts) Heobxoanmo HemeaneHHoe BMeLlaTeIbCTBO B CUCTEMY.
Kputnyeckue (critical) B cucTeme npoun3oluna KpUTUYecKan owmnbKa.
OwunbouHble (errors) B cucteme npousowwna owmbKa.
MpepynpexaexHua (warnings) MpepynpexaeHne, HeaBapuiHoe cooblLuLeHue.
YeBegomnenus (notifications) YBegoMeHMe cMCTeMbI, HeaBapuiiHoe coobuieHue.
NHdopmaumoHHble (informational) MHbopMaLMOHHbIe COObLLEHNA CUCTEMDI.
. OT/Naf0uHble COObLWEHMA, NPEAOCTABAAIOT NO/Mb30BATENO MHbOPMALMUIO
OTnapouHblie (debugging) A . W L peA bopma,
A7 KOPPEKTHOM HACTPOIKM CUCTEMBI.

KomaHObl pexcuma Privileged EXEC

Buna 3anpoca KomaHAHOM CTPOKKM B pexume Privileged EXEC:
console#

Tabanuya 205 — KomaHgaa pexkmuma Privileged EXEC gns npocmoTpa daina KypHana

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
o yMoOAYAaHUIO

clear logging - YaansaeT Bce coobuieHmaA U3 BHyTpeHHero bydepa.

clear logging file - YpansaeT Bce coobuieHma us daitna xypHana.

show logging file OTobparkaeT cocToAHME KypHana, aBapuitHble U OTNAL04HbIe CO-
i obLweHwna, 3anncaHHble B daline KypHana.

show logging OTo6parkaeT COCTOAHUE KypHana, aBapuiiHble U OTNaJ0uHble CO-
i obLweHun, 3anncaHHble BO BHYTpeHHeM bydepe.

show syslog-servers - OTobparkaeT HaCTPOMKM ANA yaaNéHHbIX syslog-cepsepos.

show syslog-servers vrf_name:(1..32) OTobparkaeT HaCTPOMKM ANA yaanéHHblIx syslog-cepsepos.

[ vrf {vrf_name | all}] CMMBO/IOB - vrf_name — ums BUPTyanbHON 061acTN MapLupyTU3aLmUm

[pumepbl UCI016308AHUA KOMAHO

e  Brkawouutb perncrpauyuio OLINBOYHbIX COO6LL|,€HI/II7I Ha KOHCOU:

console# configure
console (config)# logging on
console (config)# logging console errors

e OuunctuTb dann KypHana:

console# clear logging file
Clear Logging File [y/nly

Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5410-48, MES5500-32 221



HELTEX

5.21 3epKanupoBaHue (MOHUTOPUHT) NOPTOB

OYHKUMA 3epKaNMpoBaHMA MOPTOB MpeAHasHayeHa ANA KOHTPOAs ceTeBoro TpaduKka nytem
NepecbINKK KOMUIN BXOAAWMX M/UAN UCXOAALMX MAKETOB C OAHOMO WM HECKO/bKUX KOHTPOJIMPYEMbIX
MOPTOB Ha OAMH KOHTPO/IMPYIOLWMI NOPT.

K KOHTpoAnpyoLemy NopTy NPUMEHSAIOTCA CAeyroLWwmMe OrpaHMYeHnA:

— TNopT He MoxKeT BbITb KOHTPOIMPYOLLUM U KOHTPOIMPYEMbBIM MOPTOM OAHOBPEMEHHO;
— TNopT He MmoKeT BbITb YIEHOM rpynnbl NOPTOB;

— IP-uHTepdenc fonkeH OTCyTCTBOBATL 415 3TOMO NOPTA;

— NpoTtokon GVRP gonkeH 6bITb BbIKAOYEH Ha 3TOM MOPTY.

K KOHTpOAMpyemMbIM NOPTaMm NPUMEHAIOTCA Caeayowme orpaHuyeHuns:

MOpT HE MOXKET HbITb KOHTPOIMPYIOWMM WU KOHTPOIMPYEMbIM NOPTOM OAHOBPEMEHHO;

—  CywecTByeT orpaHuuYeHue Ha 7 ceccuii 3epKaanpoBaHna: Nno 8 3epKanmpyemblx MHTepdeiicos (nop-
ToB Mam VLAN) B KaxKaou.

v

KomaHObI pexcuma 2a06ana6Hol KOHguU2ypayuu

3epKanupoBaHue VLAN BO3MOXKHO TONIbKO B NepBOM ceccumn

Bug 3anpoca KOMaHAHOM CTPOKU B pernume rnobasibHoM KoHbUrypaumm:

console (confiqg) #

Tabnunua 206 — KomaHabl perkuma rnobanbHOM KoOHGUrypauum

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

monitor session session_id
destination interface
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port [network]

session_id: (1..7);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

YKa3blBaeT 3epKanupyioLLmin NopT AN BbIGPaHHOMN ceccMn MOoHUTO-
pUHra.
- network — nossonser sectm 06MeH faHHbIMM.

no monitor session session_id
destination

BbIK/OYaeT GYHKLUMIO MOHWMTOPUHFA Ha HacTpaMBaemMoMm WHTep-
delice.

monitor session session_id
destination remote vlan
vlan_id reflector-port
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port network

vlan_id: (1..4094);
session_id: (1..7);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

YKasbiBaetca cny>kebHblit vlan gnsa 3epkannposaHua Tpaduka c 3a-
AaHHOro pedneKkTop-noprta Ans BbI6paHHOM ceccum.

- remote vlan — cnyxe6bHbili vian ana 3epkannpoBaHus Tpaduka;

- reflector-port — dp13myeckmnii NopT 4Na nepesaym sepKaanpyemoro
TpadurKa, Ha 3TOM UHTepdelice He JoMKeH bbli NponucaH remote
vlan.

no monitor session session_id
destination

BbIK/OYaeT GYHKLMIO MOHWMTOPUHFA Ha HacTpaMBaemoMm MHTep-
delice.
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monitor session session_id
source interface
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port [rx | tx | both]

session_id: (1..7);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

[Job6aBnaeT ykasaHHbIN 3epKannpyemblii NOPT AN BbIbpaHHOM cec-
CUN MOHWUTOPUHTA.

- X — KOMMpPOBaTb NaKeTbl, MPUHATbIE KOHTPOMPYEMbIM NOPTOM;

- tX — KonMpoBaTb NaKeTbl, NepeAaHHble KOHTPOIMPYEMbIM NOPTOM;
- both — KonnpoBaTb Bce NakeTbl ¢ KOHTPOAMPYEMOTO NOpPTA.

monitor session session_id
source interface
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port

Bblk/toYaeT QGYHKLMIO MOHWMTOPUHFA Ha HacTpaMBaemMoM MWHTep-
delice.

monitor session session_id
source vlan vian_id

no monitor session session_id
source vlan vian_id

vlan_id: (1..4094);
session_id: (1..7)

[Job6aBnaeT yKasaHHbI/ 3epKanupyemblit vlan gns BbibpaHHOW cec-
CUN MOHWUTOPUHrA.

BbikntoyaeT GyHKLMIO MOHWUTOPWMHIA Ha HacTpamBaemMoOM WHTep-
delice.

monitor session session_id
source remote vlan vian_id

no monitor session session_id
source remote vlan vian_id

vlan_id: (1..4094);
session_id: (1..7)

[obasnsaeT B KauecTBe UCTOYHUKA Vlan ¢ yxKe paHee 3epKannpyembim
TpadUKOM ANs BbIBPAHHOM CECCUN MOHUTOPUHTA.

BblKknto4aeT QyHKLUMIO MOHWUTOPWMHIA Ha HacTpPamBaeMOM WHTep-
delice.

5.22 ®dyHKuyma sFlow

SF|OW—TEXHOI’IOI'VIFI, NO3B0O/IAOWAA OCYLWECTBNIATb MOHMTOpVIHI'Tpa(I)MKa B MaKeTHbIX CeTAX nepeaayu
AdHHbIX NyTEM YaCTUYHOM Bbl60pKVI Tpad)MKa Aana I'IOCJ'IEAVPOLLI,Eﬁ MHKancynaynm B cneymnanbHble COO6LU,E-

HWA, NepeaaBaemble Ha cepBep cbopa CTaTUCTUKMN.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKMUME r106anbHOM KOHPUrypaLmm:

console (confiqg) #

Tabnuua 207 — KomaHabl pexxknma rnobanbHon KoHPUrypaumm

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

sflow receiver id {ipv4_ad-
dress | ipv6_address |
ipv6z_address | url} [port port]
[max-datagram-size byte]

no sflow receiver id

id: (1..8);
port: (1.. 65535)/6343;
byte: nonoxuTtenbHoe
uenoe uncno/1400;
¢dopmar ipv4_address:
A.B.C.D;
dopmart ipv6_address:
XX Xo X X;
dopmar ipv6z_address:
X:X:X:X::X%<ID>;
url: (1..158) cumBonioB

3apaeT agpec cepsepa cbopa ctatucTmkm sflow.

- id — Homep sflow-cepBepa;

- ipv4_address, ipv6_address, ipv6z_address — IP-agpec;

- url — BOMeHHOoe UMA XOCTa;

- port — HOMep nopTa;

- byte — makcumanbHoe KonmyecTso 6aiT, KoTopoe MoXeT BbITb OT-
NPaBAEHO B OAMH NaKeT AAHHbIX.

Ypansaet agpec cepsepa cbopa ctatnctuku sflow.
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sflow receiver {sourceinterface
| sourceinterface-ipv6} {
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel | group
| loopback loopback_id | vian
vlan_id | oob}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
loopback_id: (1..64)
group: (1..128)

3agaeT nHTepdelic ycTpoicTea, IP-agpec KoToporo 6yaeT ncnosb3o-
BaTbCA MO YMONYAHUIO B KayecTBe agpeca UCToYHMKa cbopa cratu-
CTUKM.

no sflow receiver source-inter-
face

Ypanset ABHOe 3agaHue uHTepdelica, c agpeca Kotoporo byaeT oT-
npaBnATbCa ctatucTunka sflow.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM B pexxume KoHPuUrypaumnm nnHtepderica Ethernet:

console# configure
console (config) # interface { tengigabitethernet te port | }
console (config-if)#

Tabnuua 208 — KomaHap! pexxuma KoHopurypaumnm nHtepoeliica Ethernet

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

sflow flow-sampling rate id
[max-header-size bytes]

no sflow flow-sampling

rate:
(1024..107374823);
id: (1..8);
bytes: (20..256)/128
6ant

3afaeT cpefHIo CKOPOCTb BbIBOPKKM NakeToB. MTorosas ckopocTb
BbIGOPKM cumTaeTca Kak 1/rate*current_speed (current_speed —
TEKyLLan CpeaHAs CKOPOCTb).

- rate — cpeHAR CKOPOCTb BbIBOPKM MAKeTOB;

- id — Homep sflow-cepBepa;

- bytes — makcMumanbHoe KonmuyecTBo HaiT, KoTopoe byaeT ckonu-
poBaHo 13 06pasua nakerTa.

OTKNIIOYaET CYETYMKM BbIOOPKM Ha NopTy.

sflow counters-sampling sec id

no sflow counters-sampling

sec: (15..86400)
CeKyHZ;
id: (0..8)

Onpegenser MakCMMasbHbIA MHTEPBan MeKAy YCnelwHbIMU Bbl-
60pKamu MakeTos.

- Sec — MaKCUMasbHbI UHTEPBAN MeX Ay BbIBOpKaMM B CEKYHAAX;
- id — Homep sflow-cepBepa (3asmaetca komaHzoi sflow receiver B
rnobanbHoOm pexkmme KoHdUrypauum).

OTKNIIOYaET CYETYMKM BbIOOPKM Ha NopTy.

KomaHObI pexcuma EXEC

3anpoc KomaHAHOM CTPOKU B pexxume EXEC umeet cneayowmii Bua;

console>

Tabnunua 209 — KomaHabl, 4OCTYNHbIe B pexkume EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show sflow configuration
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

BbiBOAWT HacTpowku sflow.

224 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5410-48, MES5500-32




A ELTEX

clear sflow statistics Oumnwaet ctatuctuky sFlow. Ecam mHTepdeic He ykasaH, Ko-
[gigabitethernet gi_port | MaHZa O4YMLLAET BCE CYETUYMKM CTAaTUCTUKM sFlow.
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port]

show sflow statistics OTOb6parkaeT CTaTUCTUKY SFlow.
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port]

[pumepbl 8bINMN0AHEHUS KOMAHO

e YcraHoBuTb IP-agpec 10.0.80.1 cepBepa 1 ans cbopa cratuctukm sflow. Ona ethernet-
nHTepodeiicos tel/0/1-tel/0/24 ycTaHOBUTL CPEAHION CKOPOCTb BbI6OPKM NakeToB — 10240 K6uT/c
N MaKCMMa/bHbIA MHTEPBAN MeXKAy ycrnewHbiMK BbibopKamu naketos — 240 c.

console# configure

console (config)# sflow receiver 1 10.0.80.1

console (config) # interface range tengigabitethernet 1/0/1-24
console (config-if-range) # sflow flowing-sample 1 10240
console (config-if)# sflow counters-sampling 240 1

5.23 ®YHKUMU AMArHOCTUKUN GU3NUYECKOro YPOBHA

CeTeBble KOMMYTATOpbl COAEPAT annapatHble M NporpaMmmHble CpeacTsa ANA AMArHOCTUKM
dunsnyeckmx nHTepdeiicoB 1 ANHUI CBA3KU. B nepeyeHb TeCTUPYEMbIX NAPAaMETPOB BXOSAT Cleaytolme:

[ns aneKkTpuyecknx nHTepdencos:

— A/VMHa Kabens;
—  paccTosiHMe A0 MecTa HEUCMNPaBHOCTU — 06pbiBa NN 3aMbIKaHUSA.

Ona ontnyeckmx nutepdencos 1G n 10G:
—  MapameTpbl MUTAHUA — HaNPSXKEeHME U TOK;

— BbIXOAHaA oNTUYECKaA MOLWHOCTb,
— OonTn4yeCKada MOWHOCTb Ha npueme.
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5.23.1 fluazHocmuka medHo20 Kabensa

KomaHObi pexcuma EXEC

3anpoc KomaHAHoOM CTPoKM B pexkxnume EXEC nmeet cneaytowmin Bua;

console>

Tabnmua 210 — KomaHAbl ANArHOCTUKM MeZiHOTo Kabens

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

test cable-diagnostics tdr
[all | interface gigabitethernet
gi_port]

gi_port: (1..8/0/1..48)

BbINOAHUTL BUPTYyaNbHOE TECTUPOBaHUWe Kabens Ana yKasaHHOro
nHTepodelica.
- all — ana Bcex MHTepdelicos.

show cable-diagnostics tdr
[interface gigabitethernet
gi_port ]

gi_port: (1..8/0/1..48)

OT06pa3nTb pesy/ibTaTbl NOCAEAHEro BUPTYalbHOrO TECTUPOBaHUA Kabens
[ON1A YKa3aHHOro uHTepdeiica.

show cable-diagnostics cable-
length [interface
gigabitethernet gi_port]

gi_port: (1..8/0/1..48)

OT06pa3unTb NPeAnoNoXKUTENbHYIO O/IMHY Kabens, NOAKIOUYEHHOTO
K yKasaHHOMYy MHTepdeiicy (ecam HOMep MopTa He 3a4aH, TO KO-
MaHZa BbINOAHAETCA A4/1A BCEX NOPTOB).
WHTepdeiic aonKeH 6biTb aKTUBHbIM U paboTaTb B pe-
ume 1000 M6ut/c mam 100 M6ut/c. narHoctuka noa-
AepXK1BaeTca TONbKO Ha uHTepdeicax GigabitEthernet.

[pumep 8b1M10HEHUS KOMAHObI

MpoTtectnposaTb nopt gi 1/0/1:

console# test cable-diagnostics tdr interface gigabitethernet 1/0/1

5324#test cable-diagnostics tdr interface gi0/1

Cable on port gil/0/1 is good

5.23.2 luaeHocmuka onmu4yecKko2o mpaHcueepa

OYHKUMA AMArHOCTMKM MNO3BOASAET OLEHWUTb TEeKyllee COCTOAHWE OMTUYECKOro TpaHcuBepa W

ONTUYECKOM IMHUM CBA3MU.

Bo3moOXKeH aBTOMaTUYECKUM

KOHTPO/Ib COCTOAHUA JINHUIA  CBA3MN. Ana astoro KommyTatop

nepuoamMyeckn onpawmusaeT napameTpbl ONTUYECKMX WMHTepPdencoB M CpaBHMBAET MX C MNOPOrOBbIMM
3HaYeHUAMM, 3a4aHHbIMW NPOU3BOAUTENAMM TpPaHCMBEPOB. pKU BbIXo4e NapamMeTpoB 3a AONYCTUMble
npegenbl KOMMyTaTop GOpMUpPYeET NpeaynpexaaloLlme 1 aBapuiiHble coobLLEHMS.

KomaHObl pexcuma EXEC

3anpoc KoMaHAHOW CTPOKM B pexknme EXEC nmeet cneayowmin Bua;

console>
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Tabnunua 211 — KomaHaa AMarHOCTUKM ONTUYECKOro TpaHcuBepa

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

show fiber-ports
optical-transceiver [interface
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | t]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

OTOb6parkaeT pesy/bTaTbl AMArHOCTUKM ONTUYECKOTO TPAHCHUBEPA.

[Mpumep 8biNOAHEHUA KOMAHOWbI:

swl# show fiber-ports optical-transceiver interface

TengigabitEthernetl/0/5

Port Temp Voltage
[C] [Volt]
tel/0/5 33 3.28
Temp
Voltage
Current

Output Power
Input Power
LOS

Vendor name: OEM

Connector type: SC

Current Output Input LOS Transceiver
[mA] Power Power Type
[mW / dBm] [mW / dBm]
11.45 0.28 / -5.52 0.24 / -6.11 No Fiber

- Internally measured transceiver temperature
- Internally measured supply voltage

- Measured TX bias current

- Measured TX output power in milliWatts/dBm

- Measured RX received power in milliWatts/dBm
- Loss of signal

N/A - Not Available, N/S - Not Supported, W - Warning, E - Error
Transceiver information:

Serial number: S1C53253701833

Type: SFP/SFP+
Compliance code:

Laser wavelength:
Transfer distance: 20000 m
Diagnostic: supported

BaseBX10
1550 nm

Tabanua 212 — MapameTpbl ANArHOCTUKM ONTUYECKOrO TPaHCUBEPa

Mapamemp 3HayeHue
Temp TemnepaTypa TpaHcmsepa.
Voltage HanpsarkeHne nuTaHMA TpaHcuBepa.
Current OTKNOHEeHMe TOKa Ha nepegave.
Output Power BbIxoAHaA MOLLHOCTb Ha nepeaaye (MBT).
Input Power BxogHas MOLWHOCTb Ha npueme (MBT).
LOS MoTtepa curHana.

3Ha4yeHMA pPe3ynbTaTtoB ANAarHOCTUKN:

— N/A-HepocTynHo;
— N/S—He nogaepxusaercs.
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5.24 IP Service Level Agreements (IP SLA)

IP SLA (cornaweHun o6 ypoBHe ob6cnyKuBaHus B IP-ceTax) — TEXHONOMMA aKTUBHOTO MOHUTOPWHTA,
NCNOb3YOWAACA ANA M3MEPEHUA MapameTpoB ObICTPOAENCTBUA KOMMbIOTEPHbIX CETe W KayecTsa
nepefaynm fAaHHbIX. AKTUBHbIA MOHWUTOPUHI MNPeacTaBAseT coboil MPOAOMKUTENBHYIO LIMKANYECKYIO
reHepaumto TpadpuKka, coop MHPopMaLUM O ero NPOXOXKAEHUM MO CETU U BeeHNEe CTaTUCTUKN.

Ha [aHHbI MOMEHT M3MeEpEeHMEe MapPaMEeTPOB CEeTU MOXKET OCYLLECTBAATLCA C MCMOJ/Ib30BAaHMEM
npotokona ICMP.

Mpu Kaxgom BbinosiHeHMM onepaumm ICMP Echo ycTpoiictBo oTnpasnaset ICMP Echo request
coobLieHMe Ha agpec Ha3HauYeHus, OXKMaaeT nonydyeHus coobueHma ICMP Echo reply B Te4eHune 3agaHHOro
WHTepBasa BPEMEHMU.

C ogHoW IP SLA onepaumelt MOXKHO cBA3aTb HecKo/ibKo 06bekToB TRACK. CocToAaHue o6bekTa TRACK
N3MEHAETCH B MOMEHT M3MeHeHUs cocTosHKsA IP SLA onepauymm, inbo ¢ 3a4aHHON 3a4ePKKOM.

Mpn U3MEHEHMWN COCTOAHUA TPEeKa BO3MOMKHO BbINOJAHEHME MaKpPOKOMaHA. MaKpoKoMaHAbI
BbINONHAIOTCA B peXXMMe rnobanbHOro KoOHGUrypmpoBaHus. [na BbINONHEHUA KOMaHA, pexxunuma privileged
EXEC KomaHAapl HeobxoaMmo AononHWUTb npedukcom do. KomaHabl co3gaHMa Habopa MaKpOKOMaHA,
npueeaeHsl B Tabanye 36.

[Ons ucnonbsosaHua GyHKLMM IP SLA He0H6X0AMMO BbINONHUTL CeAyoLMe AeACTBUA:

— CospgaTb onepaumio icmp-echo 1 ckoHpUrypupoBsatb eé.

— 3anycTutb BbINOJIHEHME OMNEpaLMK.

— Cospgatb TRACK-06beKT, CBsiI3aHHbIM C KOHKpeTHOM IP SLA onepaumein U cCKOHGUrypupoBsaTb
ero.

—  [Mpn HeoBX04MMOCTH, CO34aTb MAaKPOChI, BbINOAHAEMbIE NPU U3MEHEHUN COCTOAHNA 06bEKTA
TRACK.

— [pocmoTpeTb CTaTUCTUKY, MPU HEOBXOANMMOCTU, OUUCTUTL ee.

—  [pn HeobxoANMMOCTU, MPEKPATUTb BbINONHEHWE ONEpaLLUM.

KomaHObI pexcuma 2a06anab6Hol KoOHguU2ypayuu

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexxume rnobasbHoM KoHdUrypaumm:
console (config) #

Tabnnua 213 — KomaHabl pexuma rnobanbHomn KoHduUrypaumm

Komarda 3HayeHue/3HayeHue Leiicmeue
no ymosn4aHuro
ip sla operation MNepexoguT B pexkum KoHpurypmuposaHusa IP SLA onepaumu.
operation: (1..64) - operation — HOMmep onepaLuu.
no ip sla operation Ypansaert IP SLA onepaumio.
ip sla schedule operation life 3anycKkaet Ha BbinonHeHue IP SLA onepauuto.
life start-time start-time - operation — HoOMep onepauun.
operation: (1..64); - life — Bpems, B TeyeHne KOTOpOro onepauma 6yaeT BbINoOA-
life: (forever); HATbCA.
start-time: (now) - start-time — Bpemsa 3anycka.
no ip sla schedule operation Mpekpaluaet sbinonHeHue IP SLA onepauuu.
- operation — HOMep onepauuu.
track object ip sla operation Co3paeTt TRACK-06beKT, KOTOpbI ByaeT oTcnexKmBaTb COCTOS-
state Hue IP SLA onepauuu.
object: (1..64); operation: | - object — Homep TRACK-06beKTa.
(1..64) - operation — Homep IP SLA onepauuu.
no track object ip sla Ypansetr TRACK 06bekT.
- object — Homep TRACK-o6beKTa.
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Tabnuua 214 — KomaHAabl pexxmma co3gaHuma onepaunii IP SLA

3HayeHue/3HauveHue "
KomaHda / Aelicmeue
no ymon4yaHuro
icmp-echo {A.B.C.D | host } MepexoguT B pexnum KoHourypmposaHua ICMP ECHO
[source-ip A.B.C.D] onepauuu.

host: (1..158) cumsonos
- A.B.C.D — IPv4-appec y3na cetu;

- host — pomeHHOe 1MsA y3na ceTu.

KomaHObI pexcuma KoHguaypuposaHusa IP SLA ICMP ECHO onepayuu

BunAa 3anpoca KOMaHAHOM CTPOKK B pexume KoHpurypuposaHusa IP SLA ICMP ECHO:
console (config-ip-sla-icmp-echo) #

Tabnunuya 215 — KomaHgbl pexkuma KoHdpurypuposaHua onepauum ICMP Echo

3HayeHue/3Ha4yeHue .
KomaHoa / Helicmesue
Mo yMonYaHUio

YctaHasausaeT yactoty nostopeHua ICMP ECHO onepauwun.
- Secs — 4acToTa, B CEKyHAAX.

YcTaHaBAMBAET 3HAYEHWE YacCTOTbl NOBTOPEHUM MO yMOYa-
HUIO.

YcTaHaBAMBaeT AAMHY TalimayTa, MO UCTEYEHUM KOTOPOro,
ecnu He npuwen ICMP-oTBeT, onepauma byaeT cumtaTbCA He-
YO3A4YHOW.

- msecs — TaimayT, B MUIZINCEKYHAAX.

no timeout YcTaHaBAMBaET 3HaYeHWe TalmayTa No YMOYAHUIO.
YcTaHOBUTbL KOIMYecTBO 6aiiT, nepegasaembix B ICMP-nakete
request-data-size bytes B KayecTse AaHHbIX (payload).

bytes: (28..1472)/28 6ait | _ bytes — KOAMYECTBO BaVT.

no request-data-size YCTaHOBWTb 3HaYeHMEe KOANYecTBa 6alT No yMONYaHUIO.

frequency secs

secs: (10..500)/10 cek
no frequency

timeout msecs
msecs: (50..5000)/2000 mc

[Onsa HopmanbHOro BbinoaHeHUA onepauunn ICMP Echo peKomeHayeTca ycTaHaBAMBATD 3HA-
° YeHMe YacToTbl BbINOJIHEHUA onepaunmn 601bWKMM, YeM 3HAUEHUE TaMayTa onepaLuuu.

KomaHObI pexcuma KoHgpu2ypuposaHUs mpeKd

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma KoOHGUryprupoBaHUa Tpeka:

console (config-track) #

Tabnunua 216 — KomaHabl pexkuma KoHPUrypauum Tpeka

3HayeHue/3Ha4veHue -
KomaHoa / Aelicmeue
o yMon4YaHUKo

YcTaHaBAMBaeT 3a4epXKKy AaA cMeHbl coctoaHma TRACK-
06beKTa, Npy 3meHeHnn cocTosiHusA IP SLA onepauuu.

- secs — 3a/ep:KKa, B CEKyHAaX.

- up — 3aJeprKKa M3MEeHEeHUA COCTOAHMA, NPU NPU N3MeHe-
secs: (1..180)/0 HUW onepauumn B coctoaHme OK;

- down — 3azep:KKa U3MEeHEHUA COCTOAHMA, NPU U3SMEHEHUM
onepaumu B coctoaHue Error.

delay {up secs down secs | up
secs | down secs}

delay {up secs down secs | up

Ypanaet 3agepiKy.
secs | down secs} A ACPIKKY
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KomaHOb1 pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM pexunma privileged EXEC:
console#

Tabnunua 217 — KomaHgb! pexuma privileged EXEC

KomaHoa 3HayeHue Aelicmeue

OTobparkaeT MHGOPMaLMIO O HacTpOoeHHbIX IP SLA onepauusx.
- operation — HoOMep onepauuun.

show ip sla operation

[operation] operation: (1..64)

OTobparkaeT MHbopmaLmio 0 HacTpoeHHbIX TRACK-ob6beKTax.
- object — Homep o6beKTa.

show track [object] object: (1..64)

O6HynsaeT cyetumku IP SLA onepaumm.
- operation — HoMmep onepaluun.

clear ip sla counters

[operation] operation: (1..64)

Mprmep HaCTPOIMKK, NpeaHa3HAYeHHOW AN1A KOHTPOAA y31a ceTh ¢ agpecom 10.9.2.65 c oTnpasKomn
ICMP-3anpoca Kaxkable 20 cekyHq, BpemeHem oTeeTa Ha ICMP-3anpoc He npesbiwatowmm 500 mc m
pasmepom fAdaHHbix 92 6aliTa; 3adepkKa cMmeHbl coctofHuA TRACK-obbekta — 3 cekyHApl; npwu
n3meHeHmn coctoaHnA TRACK-o6beKTa BbinonHATCcA makpockl TEST_DOWN m TEST_UP:

console# configure

console (config) # interface vlan I

console (config-if)# ip address 10.9.2.80 255.255.255.192
console (config-if) # exit

console (config) # macro name TEST DOWN track 1 state down
Enter macro commands one per line. End with the character '@'.
int gil/0/11

no shutdown

@

console (confiqg) #

console (config) # macro name TEST UP track 1 state up

Enter macro commands one per line. End with the character '@'.
int gil/0/11

shutdown

@

console (confiqg) #

console (config) # ip sla I

console (config-ip-sla)# icmp-echo 10.9.2.65

console (config-ip-sla-icmp-echo)# timeout 500

console (config-ip-sla-icmp-echo)# frequency 20

console (config-ip-sla-icmp-echo)# request-data-size 92
console (config-ip-sla-icmp-echo)# exit

console (config-ip-sla) # exit

console (config)# ip sla schedule 1 life forever start-time now
console (config)# track 1 ip sla 1 state

console (config-track)# delay up 3 down 3

console (config-track)# exit

console (config) # exit

console#

Mpumep BbIBOAA CTaTUCTMKK ans onepaumm ICMP Echo:

IP SLA Operational Number: 1
Type of operation: icmp-echo
Target address: 10.9.2.65
Source Address: 10.9.2.80
Request size (ICMP data portion): 92
Operation frequency: 20
Operation timeout: 500
Operation state: scheduled
Operation return code: OK
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Operation Success counter: 254
Operation Failure counter: 38
ICMP Echo Request counter: 292
ICMP Echo Reply counter: 254
ICMP Error counter: 0

roe

— Operation state — TeKywee COCTOAHUE Onepaunu:
= scheduled — onepauua BbINOHAETCS;
= pending — BbINOJIHEHME ONEpaLMM OCTaHOBNEHO.
— Operation return code — Kop, 3aBepLUeHUs NOCNeAHEN BbINOJIHEHHOM onepauumu:
=  OK — ycnewHoe 3aBeplleHne npeablayLien onepauum;
= Error — HeyAa4yHoe 3aBepLueHne NocneaHelr nonbIiTKM U3MepPEHUA.
— Operation Success counter — KOJIMYECTBO YCNELIHO 3aKOHYEHHbIX ONepaLuit.
—  Operation Failure counter — KONMYeCTBO HEYAAYHO 3aKOHUYEHHbIX ONepaLnit.
— ICMP Echo Request counter — Konn4ecTBo NpoOBeAEHHbIX 3aMyCKOB OMnepauymu.
— ICMP Echo Request counter — KONM4ecTBO NoyYeHHbIX oTBeToB Ha ICMP-3anpoc.

ICMP Error counter — CY48TYMK, OTOBPAXKaIOLWLMIA KOJIMYECTBO M3MEPUTE/bHbIX ONepaumii, 3aKOHYMBLIMNXCA
C COOTBETCTBYHOLLMM KOZOM OLWNBKN.

5.24 ®yHKuumu obecneyeHnn 6e3onacHoOCTU

5.24.1 ®yHKyuu obecneyeHuUs 3awWuMmol NOPMos

C uenblo noBbiweHUs 6e30NacHOCTU B KOMMYTaTOPe CyLLeCTBYET BO3MOMKHOCTb HAaCTPOUTb KaKoW-
AMBO MopT TaK, YTobbl AOCTYN K KOMMYyTaTOpy 4Yepes 3TOT MOPT MPeAoCTaBAAACA TONbKO 3afaHHbIM
ycTpoicTBam. DyHKUMA 3aLMTbI MOPTOB OCHOBAHA Ha onpegeneHun MAC-aapecos, KOTOPbIM pa3peluaeTcs
aoctyn. MAC-agpeca mMoryT 6biTb HAaCTPOEHbI BPYYHYIO MW M3ydYeHbl KOMMyTaToOpoMm. loc/ie M3ydeHus
HeobXxoAMMbIX aapecoB MOPT ciaedyeT 3ab/OKMPOBaThb, 3aWIMTUB €ro OT MNOCTYMNJAEHUA MNaKeToB C
HeunsydyeHHbIMK MAC-agpecamun. Takum o06pasom, Korga 3ab10KMPOBaHHbIM MOPT NoaydYaeT naket, u MAC-
aZlpec UCTOYHMKA NaKeTa He CBA3aH C 3TUM NOPTOM, aKTUBU3MPYETCA MEXaHW3M 3aLLMTbl, B 3aBUCMMOCTM OT
KOTOpPOro moryT 6biTb NPUHATLI Caeaylowme Mepbl: HeCAaHKUMOHMPOBAHHbIE MaKeTbl, NOCTynalowmne Ha
3a6/10KMPOBaAHHbIN NOPT, NepecbiNaoTcA, 0T6packIBaloTCA, MMB0 e NoPT, NPUHABLIMIA NAKET, OTKAOYAETCA.
®yHKuma besonacHocT Locked Port nosBonseT coxpaHUTb CMMCOK M3ydeHHbIX MAC-aapecoB B ¢aline
KOHdUrypaumm, Takum 06pasom, 3TOT CNMCOK MOXKHO BOCCTAaHOBWTL NOC/Ie Nepesarpys3ku ycTpoicTea.

/ CyuwiecTByeT orpaHuyeHue Ha Konumyecrso MAC-agpecoB, KOTOpoOe MOXeT U3y4UTb NOPT, UC-
nonb3yowmii GyHKLUMIO 3aLLMUTDI.

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (QuanasoHa uHmepgelicog) Ethernet, uHmep-
¢helica 2pynnsl Mopmos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm uHTepdelica Ethernet, uHtepdelica
rpynnbl NOPTOB:

console (config-if) #
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Tabnunua 218 — KomaHabl pexkmma KoHourypauum nHtepdelica Ethernet, rpynnsi uHTepdelicos

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

port security

no port security

-/BbIK/IOYEHO

BKAtoyaeT GyHKUMIO 3aWnUTbl Ha UHTepdelice. BAOKUpYET dyHK-
LM U3yYeHUs HOBbIX agpecoB ans uHtepdelica. MakeTbl c HeU3y-
yeHHbIMM MAC-agpecamun UCTOYHMKA oTbpacbiBatoTcs. KomaHaa
aHanoruyHa KomaHge port security discard.

OTKAtoYaeT GYHKUMIO 3alWmMTbl Ha MHTepdelice.

port security max num

no port security max

num: (0..32768)/1

3alaeT MaKcMMasibHOE KOJ/IMYECTBO aApecoB, KOTOPOE MOXKeT
M3y4mnTb NOPT.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYAHUIO.

port security routed
secure-address mac_address

no port security routed
secure-address mac_address

dopmat MAC-agpeca:
H.H.H, H:H:H:H:H:H,
H-H-H-H-H-H

YcTaHaBAuBaeT 3awmuLeHHbIi MAC-agpec.

Ypansaet sawmweHHbii MAC-agpec.

port security {forward |
discard | discard-shutdown}

[trap freq]

freq: (1..1000000) cek

BKAtoyaeT GyHKUMIO 3aWmUTbl Ha UHTepdelice. BAOKMpYeT dyHK-
LMIO M3yYeHMA HOBbIX aApecoB Ana nHTepdeica.

- forward — nakeTtbl ¢ HensyyeHHbIMM MAC-agpecamMn UCTOYHMKA
nepecblnaroTcs;

- discard — nakeTbl ¢ HensyyeHHbIMM MAC-agpecammn UCTOYHUKA
oTbpacbiBatoTCH;

- discard-shutdown — nakeTbl ¢ HensydyeHHbIMM MAC-agpecamu
MCTOYHMKa O0TBpackIBaloTCA, MOPT OTK/OYAETCH;

- freq — yactoTa reHepupyembix coobuweHnin npotokona SNMP
trap Npu NOCTyN/AeHNU HECAHKLMOHNPOBAHHbIX MaKeTOB.

port security trap freq

freq: (1..1000000) cek

3afaeT 4YacToTy reHepupyemblx coobuieHuii npoTokosa SNMP
trap npu nocTynjieHnn HecaHKLMOHUPOBAHHbIX MAaKeToB.

port security mode {secure
{permanent | delete-on-reset}
| max-addresses | lock}

no port security mode

-/lock

3agaeT pexum orpaHudeHua wusydyeHua MAC-agpecoB Ana
HacTpanBaemoro nHTepodeiica.

- secure — HacTpauBaeT CTaTUYECKOe OrpaHW4YeHWe W3y4YeHus
MAC-agpecos Ha nopTy;

- permanent — gaHHbIi MAC-agpec coxpaHuTca B Tabavue gaxe
nocse nepesarpyskun yCTPoOMNCTBa;

- delete-on-reset — faHHbIM afpec yaanmTca Noc/e nepesarpysku
YCTPOMCTBA;

- max-addresses — yfanfer Tekywme AUHAMUYECKU U3yYyeHHble
agpeca, CBA3aHHble c NHTEpbEericom. PaspeweHo
M3yYeHWEe MaAKCMMaANbHOIO KO/JMYECTBA aZpecoB Ha MNopTy.
MoBTOpPHOE N3yYeHMe U CTapeHMe pa3peLleHbI;

- lock — coxpaHsaeT B KOHOUIypaunto TeKyLLME AUHAMUYECKN U3Y-
YeHHble afpeca, CBA3aHHble C MHTepdeicom u 3anpeLlaert obyye-
HWE HOBbIM aAPECAM U CTaPEHME YKe U3YYEHHbIX aAPECOB.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console>
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Tabnumua 219 — KomaHap! pexkxnuma EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4aHuro

show ports security MoKa3biBaeT HAaCTPOMKMN OYHKLMKM H6e3onacHOCTU Ha BblbpaH-
{gigabitethernet gi_port | gi_port: (1..8/0/1..48); | HOom uHTepdeiice.
tengigabitethernet te_port | te_port: (1..8/0/1..48);
twentyfivegigabitethernet twe_port:
twe_port | (1..8/0/1..120);
hundredgigabitethernet hu_port: (1..8/0/1..32);
hu_port | port-channel group | group: (1..128)
detailed}
show ports security addresses MoKa3sblBaeT Tekywme AMHammyeckme agpeca 414 3ab1oKupo-
{gigabitethernet gi_port | gi_port: (1..8/0/1..48); | BaHHbIX MOPTOB.
tengigabitethernet te_port | te_port: (1..8/0/1..48);
twentyfivegigabitethernet twe_port:
twe_port | (1..8/0/1..120);
hundredgigabitethernet hu_port: (1..8/0/1..32);
hu_port | port-channel group | group: (1..128)
detailed}
seFint?ﬁaceacﬁvg gi__port: (1..8/0/1..48); AKTMBM3MpPYET UHTepdenc, OTKAIOYEHHDbIW GYHKUMEN 3aWnTbl
{gigabitethernet gi_port | nopTta (KOMaHga AOCTyNHa TOAbKO ANA MPUBUAErMPOBAHHOMO

N te_port: (1..8/0/1..48);
tengigabitethernet te_port | twe._port: nosb3oBaTens).
2Z2n;£?:7ggabnethernet (1..8/0/1..120);
hundredgigabitethernet hu_port: (1..8/0/1..32);
hu_port | port-channel group} group: (1..128)

[pumepbl 8bIN0AHEHUS KOMAHO

e BkAounTb GYHKUMIO 3aWwmTbl Ha 15 nHtepdeiice Ethernet. YcTaHOBUTL OrpaHWYeHe Ha U3yYeHne
aapecos — 1 agpec. Nocne nsyyeHma MAC-agpeca 3a6710KMPoOBaTb PYHKLMIO U3YHEHWNA HOBbLIX a-
pecoB ans uHTepdelica ¢ Lenbto oTbpocuTb NakeTbl C HeMsyyeHHbIMM MAC-agpecaMm UCTOYHMKA.
CoxpaHuTb B $ain U3yyeHHbI agpec.

console# configure

console (config) # interface tengigabitethernet 1/0/15
console (config-if) # port security mode secure permanent
console (config-if) # port security max 1

console (config-if)# port security

e [logKknwouunTb KAMeHTa K nopTy u nsyuntb MAC-agpec.

console (config-if) # port security discard
console (config-if) # port security mode lock

5.24.2 lNMpoeepka nodauHHOCMU KnueHmMa Ha ocHoge nopma (cmaHdapm 802.1x)

5.24.2.1 bazosas nposepKa nodauHHocMu

AyTeHTUdMKauMAa Ha ocHoBe cTaHgapta 802.1x obecneynBaeT npoBepKy MNOAJMHHOCTU
Nnosib30BaTeNeEN KOMMYTATOPA Yepes BHELIHMI cepBep Ha OCHOBE MOPTa, K KOTOPOMY MOAKNOYEH KANEHT.
Tonbko ayTeHTUOUUMPOBAHHbIE U aBTOPM3OBaHHbIE MO/Ab30BaTE/IM CMOTYT Nepefasatb M NPUHUMATH
AaHHble. [poBepKa NOAAMHHOCTM NOJib30BaTeNle NOPTOB BbiNosHAeTcA cepBepom RADIUS nocpeactsom
npoTtokona EAP (Extensible Authentication Protocol).
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KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexnma rnobanbHOM KOHOUIypaumm:
console (confiqg) #

Tabnunuya 220 — KomaHab! perkuma rnobanbHoM KoHGUrypaumm

KomaHoa

3HayeHue/3Ha4yeHue
no ymonyaHuro

Aelicmeue

dotlx system-auth-control

no dotlx system-auth-control

-/BbIK/IIOYEHO

BKkntouyaeT perkum ayTeHTUdmKaumm 802.1X Ha KommyTaTope.

BbikntoyaeT pexum ayteHTMdUKauum 802.1X Ha KommyTaTope.

aaa authentication dot1x

default {none | radius} [none |

radius]

no aaa authentication dotlx
default

-/radius

3apaeT 04MH UK ABa METOAA NPOBEPKM NOAMHHOCTU, aBTOPU3a-
uMm n ydeta (AAA), ana Mcnonb3oBaHWs Ha MHTepdeicax IEEE
802.1X.
- none — He BbINOJIHATb ayTEHTUPUKALNIO;
- radius — ncnonbsoBatb cnmcok RADIUS-cepBepoB ana ayTeHTU-
du1Kaumm nonbsosaTens.
BTopoii meToa, ayTeHTUGUKALUMN UCNOJb3YETCA TONIbKO B
V c/lyyae, eciv No nepeomy ayteHTUdPUKauma bbina He-
yCneLwHoii.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet

Bupg, 3anpoca KOMaHAHOM CTPOKM B pexkMme KoHduUrypauumn nHtepdelica Ethernet:

console (config-if) #

v/

MpoTtoKkon EAP (Extensible Authentication Protocol) BbinonHser 3agaun gna ayreHTMduKa-
UMY yAaNEHHOro K/IMeHTa, NPU 3TOM Onpeaenaa MexaHusm ayTeHTuduKaumu.

Tabnuua 221 — KomaHabl pexnma KoHdurypaumm nHtepdelica Ethernet

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

dotlx port-control {auto |
force-authorized |
force-unauthorized}
[time-range time]

HacTpausaet ayteHTMdMKaymto 802.1X Ha uHTepdeiice. Paspe-
LIAET PyYHOM KOHTPO/Ib 32 COCTOAHWEM aBTOPM3aLMMN NOPTa.

- auto — nucnonb3osaTb 802.1X ANA USMEHEHMA COCTOAHUA KNU-
€HTa MeXKAy aBTOPM30BAHHbIM U HEABTOPM30BAHHbIM;

- force-authorized — BbikntoyaeT ayTeHTUdMKaumo 802.1X Ha
uHTepderice. MopT nepexoanT B aBTOPM30BaHHOE COCTOSHUE

-/force-authorized; 6es ayTeHTMdMKaLMK;

time: (1..32) - force-unauthorized — nepeBoguT NopT B HEaBTOpM30BaHHOE
cocToAHMe. UrHopupyroTCcA BCe NONbITKU ayTeHTUPUKALUN KAn-
€eHTa, KOMMYTaTOp He NpeAoCTaBAAET CePBUC ayTeHTUDMKALMM
ONA 9TOro NopTa;
- time — HTepBan BpemeHu. Ecam faHHbIN napameTp He onpe-
AeneH, To NopT He aBTOPU30BaAH.
no dotlx port-control YcTaHaBAMBaeT 3HaYeHUe Mo YMOAYAHUIO.
dotlx reauthentication -/neproguyeckme BkatouyaeT nepuogmyeckne NoOBTOPHble NPOBEPKU NOAJANHHO-
NOBTOPHbIE MPOBEPKMU cTn (NnepeayTeHTUdUKALMIO) KAMEHTA.
no dotlx reauthentication NOA/IMHHOCTH BbikntoyaeT nepuoanyeckme NOBTOPHbIE NPOBEPKM NOATNHHO-
BbIK/IIOYEHbI cTn (NnepeayTeHTUdUKALMIO) KAMEHTA.
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dotlx timeout eap-timeout
period

no dotlx timeout eap-timeout

period: (1..65535) /30

3afaeT MHTepBan BPeMEHU B CEKyHAAX, B TeYeHMe KOTOporo
cepsep EAP oxkmaaet oTBeTa oT KaneHTa EAP 0 NOBTOpHOM ne-
pefauu 3anpoca.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

dotlx timeout supplicant-held-
period period

no dotlx timeout supplicat-
held-period

period: (1..65535) /60

3afaeT nepuos BpeMeHUu, B Te4eHWe KOTOPOro 3amnpaluunsato-
WM KOET 00 Nepe3anycka ayTeHTUdMKALMM Nocsie NoayYeHus
otseTa FAIL oT cepsepa Radius.

YCTaHOBUTb 3HaYeHME N0 YMOYAHMUIO.

dotlx timeout reauth-period
period

no dotlx timeout
reauth-period

period:
(300..4294967295)/
3600 cek

YcTaHaBAMBaET NEpUOL MeXAy MOBTOPHbIMM MNPOBEPKaMMU
NoA/IMHHOCTHU.

YcTaHaBAMBaET 3Ha4YeHWe No YMONYaHUIO.

dotlx timeout quiet-period
period

no dotlx timeout quiet-period

period: (10..65535)/60
cek

YcTaHaBAWBaeT Mepuos, B TeYeHUe KOTOPOro KOMMYTaTop
0CTaeTcs B COCTOAHWM MOJIHAHMA MOC/Ae HeyAauHON NpoBepKu
NOA/IMHHOCTU.

B TeyeHue nepuoda MONYAHMUA KOMMYTATOP He MPUHMMAET U
HE MHULMMPYET HUKAKUX ayTEHTUGUKALMOHHBIX COOBLLEHWIA.

YcTaHaBAMBaeT 3HAYEHWeE MO YMONYAHUIO

dotlx timeout tx-period period

no dotlx timeout tx-period

period: (30..65535)/30
cek

YcTaHaBAMBaET Nepuos, B Te4eHMe KOTOPOro KOMMYTATOP OXM-
[AeT OTBET Ha 3anpoc Mbo naeHTMdMKaLMo No NPoTOKOY
EAP oT KnneHTa, Nnepes NOBTOPHOM OTNPABKOM 3anpoca.

YcTaHaBAWBaeT 3HaYeHUe No YMONYaHUIO.

dotlx max-req count

no dotlx max-req

count: (1..10)/2

YcTaHaBAMBAET MaKCMMA/IbHOE YMC/IO MOMbITOK nepesayun 3a-
NpocoB NPoToKoaa EAP-KAMEHTY nepes, HOBbIM 3aMyCKOM Mpo-
Liecca NpoBepKM NoOAAMHHOCTH.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHUIO.

dotlx timeout supp-timeout
period

no dotlx timeout
supp-timeout

period: (1..65535)/30
CEeKYHA,

YcTaHaBAuBaeT nepuosa Mexay NoBTOPHbIMU Nepefavyamu 3a-
npocoB NpoToKkona EAP-kaneHTy.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

dotlx timeout server-timeout
period

no dotlx timeout
server-timeout

period: (1..65535)/30
CeKyHA,

YcraHaBauBsaeTt nepnoa, B Te4HeHne KOTOPoro KOMMyYTaTop OXKU-
AaeT OTBETa OT cepBepa ayTeHTMC‘JMKa uun.

YcTaHaBAMBaeT 3HAYEHKWe no YMONYaHULO.

dotlx timeout silence-period
period

no dotlx timeout
silence-period

period: (60..65535)
ceK/He 3apaHo

YCcTaHaBAMBAET NEPUOA, BPEMEHM HEaKTUBHOCTM K/MEHTa, no
MCTEYEHME KOTOPOTO K/IMEHT CTAHOBUTCA HEABTOPM30BaHHbIM.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO

KomaHObI pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console#

Tabnunua 222 — KomaHabl pexkuma Privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

dotlx re-authenticate
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet hu_port
| oob]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

Bpy4Hyt0 OCYyL,eCcTBNAET MOBTOPHYI MPOBEPKY NOAJMHHOCTU
yKa3aHHOro nopta B KOMaHzAe, MMH0 BCcex NOpPTOB, NOAAEPKMBA-
towmx 802.1X.
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dotlx unlock client
gigabitethernet gi_port |
tengigabitethernet te_port
mac_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

3ab10KMPOBaTL KAMEHTa C yKasaHHbIM MAC-agpecom Ha nopTy
Nnpu AOCTUMKEHUM NOPOra MaKCMMasbHO BO3MOMKHbIX MOMbITOK
ayTeHTUdUKaLmu.

show dot1x interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet hu_port
| oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

MNokasbiBaeT coctosiHMe 802.1X aAna KommyTtaTopa Mbo gns yKa-
3aHHOro uHTepdelica.

show dotlx users [username
username]

username: (1..160)
CMMBOJI0B

MoKasbiBaeT aKTUBHbIX ayTEHTUOULMPOBAHHBIX NONb30BaTENEN
802.1X KommyTaTtopa.

show dot1x statistics interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet hu_port
| oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

MokasbiBaeT cTaTUcTUKy no 802.1X anA BblbpaHHOro MHTEp-
deiica.

[pumepbl 8b1M0AHEHUS KOMAHO

e  BKAOUMTL pexum ayTeHTUPMKaumm 802.1x Ha KommyTaTope. Ncnonb3zosate RADIUS-cepsep ans
NpPoBepPKM NOANMHHOCTU KANEHTOB Ha MHTepdencax IEEE 802.1X. Ana 8 uHtepdeliica Ethernet mnc-
NoNb30BaTb PEXUM ayTeHTUPMKaumm 802.1x.

console# configure
console (config)# dotlx system-auth-control
console (config)# aaa authentication dotlx default radius

(
console (config) # interface tengigabitethernet 1/0/8
console (config-if)# dotlx port-control auto

e [loKkasaTb coctosiHMe 802.1x gns KommyTaTopa, ana 8 uHtepdelica Ethernet.

console# show dotlx interface tengigabitethernet 1/0/8

Authentication is enabled

Authenticating Servers: Radius
Unauthenticated VLANs:

Authentication failure traps are disabled
Authentication success traps are disabled
Authentication quiet traps are disabled

tel/0/8
Host mode: multi-host
Port Administrated Status:
Guest VLAN: disabled
Open access: disabled
Server timeout: 30 sec
Port Operational Status: unauthorized*
* Port is down or not present
Reauthentication is disabled
Reauthentication period: 3600 sec
Silence period: 0 sec
Quiet period: 60 sec
Interfaces 802.1X-Based Parameters
Tx period: 30 sec
Supplicant timeout:
Max req: 2
Authentication success: 0
Authentication fails: O

auto

30 sec
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Tabnunua 223 — OnucaHne pesynbTaToB BbINOAHEHUA KOMaHA,

MNapamemp

OnucaHue

Port

Homep nopra.

Admin mode

Pexxum ayteHTuduKaumm 802.1X: Force-auth, Force-unauth, Auto.

Oper mode

OnepaumoHHbIA peXum NnopTa: aBTOPU30BAHHbINA, HEAaBTOPU30BaHHbIN, MO0 BbIK/OYEH-
Hbilt (Authorized, Unauthorized, Down).

Reauth Control

KoHTpo/ib NnepeayTeHTUdUKaLUM.

Reauth Period

Mepunog mexay NOBTOPHLIMKW NPOBEPKaMK NOAJUHHOCTH.

Mma nonb3osatensa npu mcnosbsosaHnn 802.1X. Eciv nopT aBTOpPU30BaH, TO OTOOparKa-

Username eTCA UMSA TeKyLLero nosib3oeaTens. Ecan nopT He aBTOPM30BaH, TO OTOBParKaeTca MMA No-
cnegHero ycnewHo aBTOPM30BaHHOIO NO/b30BaTeNA Ha NOPTY.
Quiet period Mepuoa, B TeYEHWE KOTOPOro KOMMYTATOP OCTAeTCsA B COCTOSHUM MONYaHMA Moc/e He-
p yAa4HOM NMPOBEPKM NOAJIMHHOCTH.
Tx period Mepuoa, B TeUeHME KOTOPOro KOMMYTATOP OXKMAAET OTBET Ha 3anpoc Mbo naeHTUdmKa-
P uMio no npoTokony EAP oT KnneHTa, nepes NOBTOPHOM OTNPaBKOI 3anpoca.
Max req MaKcumanbHOEe YMCI0 NOMbITOK Mepeaaqn 3anpocos NpoTokona EAP KnaneHTy nepes Ho-

BbIM 3anyCKOM npouecca nposepKkn NnOATMHHOCTU.

Supplicant timeout

Mepuog mexKay NOBTOPHbLIMM Nepeaadamm 3anpocoB NpoTokoaa EAP KaneHTy.

Server timeout

Mepuoa, B TeueHME KOTOPOrO KOMMYTATOP OXKMAAET OTBETA OT CepBepa ayTeHTUdUKaLUK.

Session Time

Bpems NoaK/oueHns Nonb30BaTeNs K yCTPOMCTBY.

Mac address

MAC-agpec nonb3soarens.

Authentication Method

MeToga ayTeHTUPUKaLUUKN YCTaHOBIEHHOM CECCUM.

Termination Cause

MpununHa 3aKkpbITUA ceccuu.

State

TeKyliee 3HaYeHWe aBTOMaTa COCTOAHUI onpeaennTens NoaJAMHHOCTM U BbIXOAHOIO aB-
TOMaTa COCTOAHUIA.

Authentication success

KonnyecTso nosiyyeHHbIX coobLeHNI 06 ycrnewHol ayTeHTUdUKaL MM OT cepBepa.

Authentication fails

KonnyecTso NosiyyeHHbIX COOBLLEHNI O HeycnewHoW ayTeHTUdMKaLmMm OT cepeepa.

VLAN

Ipynna VLAN Ha3HayeHHaa noab3osaTesnto.

Filter ID

NaeHTudmKaTop rpynnbl GUabTpaLmK.

e [loKasaTb cTaTUCTMKY no 802.1x ansa nHtepdeiica Ethernet 8.

console# show d

otlx statistics interface tengigabitethernet 1/0/8

EapolFramesTx: 8

EapolFramesRx: 12

EapolStartFramesRx: 1
EapolLogoffFramesRx: 1
EapolRespIdFramesRx: 4

EapolRespFramesRx: 6
EapolReglIdFramesTx: 3
EapolRegFramesTx: 5

InvalidEapolFramesRx:

0

EapLengthErrorFramesRx: 0
LastEapolFrameVersion: 1
00:00:02:56:54:38

LastEapolFrameSource:
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Tabnunua 224 — OnucaHne pesynbTaToB BbINONHEHUA KOMaHA,

Mapamemp OnucaHue
EapolFramesRx Ko/iimyecTBo KOppPEeKTHbIX NakeToB Atoboro Tvna npotokona EAPOL (Extensible Au-
p thentication Protocol over LAN), npuHATbIX 4aHHbIM ONpeaenuTenem noganHHoCTH.
KonnyectBo KoppeKTHbIX naketos atoboro Tuna npoTtokona EAPOL, nepegaHHbIX
EapolFramesTx P P » Nepea
OaHHbIM onpeaennTenem nNogIMHHOCTH.
Konnuyectso naketos Start npotokona EAPOL, NpMHATbIX AaHHbIM onpeaennTenem
EapolStartFramesRx P » NP A PEA
NOA/IMHHOCTHU.
Konunyectso naketos Logoff npotokona EAPOL, NpUHATbLIX AaHHbIM onpeaenuTenem
EapolLogoffFramesRx g P » P A PeA
NOA/IMHHOCTU.
Konnyectso naketos Resp/ld npotokona EAPOL, NpUHATbIX AaHHbIM onpeaenuTe-
EapolRespldFramesRx p/1d np » NP A PeA
nem NoAJ/IMHHOCTY.
Konnyectso naketos otBeToB (Kpome Resp/Id) npotokona EAPOL, npuHATbIX AaH-
EapolRespFramesRx (kp p/id) np » P A
HbIM onpeaennTenem NoaAMHHOCTU.
Konnuyectso naketoB Resp/ld npotokona EAPOL, nepefaHHbIX AaHHbIM onpeaenuTe-
EapolReqldFramesTx p/id np » Nepea A PEA
Nem NoAJIMHHOCTY.
Konnyectso naketos 3anpocoB (Kpome Resp/ld) npotokona EAPOL, nepegaHHbIX
EapolReqFramesTx P (kp p/id) np » NEPEA
LAHHbIM onpeaenntTenem NogJMHHOCTU.
. Konunyectso naketos npoTtokona EAPOL ¢ Hepacno3HaHHbIM TUMOM, NPUHATLIX AaH-
InvalidEapolFramesRx P P » P A
HbIM onpeaennTenem NoAANHHOCTU.
Konunyectso naketoB npoTokosa EAPOL ¢ HEKOPPEKTHOM ASIMHOM, NPUHATBIX AaHHbIM
EaplengthErrorFramesRx P PP A 1P A
onpeaenutenem NOoAJANHHOCTU.
. Bepcua npotokona EAPOL, npuHATaA B camom nociefHeM Ha AaHHbIA MOMEHT na-
LastEapolFrameVersion P P » 1P A A
KeTe.
LastEapolFrameSource MAC-azpec UCTOYHUKA, NPUHATLIA B CAMOM NOC/e4HEM Ha AaHHbI MOMEHT NakeTe.

5.24.2.2 PacwupeHHasa nposepKa noodsauHHocCmu

PacwupeHHble HacTpoiiku dotlx nNo3BoAAOT NPOBOAMTL NPOBEPKY MOAJAMHHOCTU A5 HECKO/IbKUX
KMEHTOB, NOAK/OMEHHbIX K NOpTy. CywiecTByeT ABa BapuaHTa ayTeHTMOMKaLmMK: NepBblin, Koraa NnposBepka
NoA/IMHHOCTM Ha OCHOBe MopTa TpebyeT ayTeHTUPUKALMMU TONbKO OAHOrO K/AMEHTa, 4yTobbl AOCTyn K
cucTeme UMeNU Bce KaveHTbl (pexkum Multiple hosts), BTopoit, Korga npoBepKa NOg/IMHHOCTU TpebyeT
ayTeHTUOUKALMK BCEX MOAKMOUYEHHbBIX K NOPTY KANEHTOB (pexknm Multiple sessions). Eciv nopT B pexxume
Multiple hosts He npoxoanT ayTeHTUDMKaLMIO, TO BCEM NOAKAOYEHHBIM XOCTaM byAeT 0TKa3aHo B AocTyne

K pecypcam cetu.

KomaHObI pexcuma 210baabHol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B pexkume rn1o6anbHon KoHGUrypaumm:

console (config) #

Tabnnua 225 — KomaHab! perkuma rinobanbHoM KoHGUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue

Aelicmeue
0 yMon4YaHuo

dotlx traps authentication
success [802.1x | mac | web]

no dotlx traps authentication
success

PaspelsaeT oTnpaBKy trap-coObLEHUI, KOr4a KAMEHT ycrnewHo
NPOXoamT ayTeHTUdUKaLmIo.

-/BbIKNOYEHO
YcTaHaBAMBaET 3HAYEHME N0 YMONYAHMIO.

dotlx traps authentication
failure [802.1x | mac | web]

no dotlx traps authentication
failure

PaspeluaeT oTnpaBsKy trap-coObLEHWNIA, KOT4a KAWEHT He npoluen
ayTeHTUdMKaLMIO.

-/BbIK/IOYEHO
YcTaHaBAMBaET 3HAYEHME N0 YMONYAHMIO.
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dotlx traps authentication
quiet

no dotlx traps authentication
quiet

-/BbIKNOYEHO

BK/toYaeT OTNpaBKy trap-coobLLeHMit Npy NpeBbilieHUN Nob30-
BaTeNleM MaKCMMaJbHO AOMNYCTUMOrO KoamyectBa 6e3ycnellHbix
NONbITOK ayTEHTUOUKALMM.

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYAHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHpurypaumum nHtepdelica Ethernet:
console (config-if)#

Tabnunua 226 — KomaHabl pexkuma KoHourypaumm nHtepdeiica Ethernet

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuro

Aelicmeue

dotlx host-mode {multi-host |
single-host | multi-sessions}

PaspelwaeT HafMune 04HOTro/HECKObKUX KMEHTOB Ha aBTOPU30-
BaHHoOMm nopTy 802.1X.

-/multi-host - multi-host — HECKO/IbKO KNMEHTOB;
- single-host — oguH KAneHT;
- multi-sessions — HECKONbKO ceccuit.
dotlx violation-mode 3afjaeT aencteue, KOTOpoe HeobxogMmo BbIMOAHUTb, KOrAa
{restrict | protect | shutdown} ycTpoicteo, MAC-agpec KoToporo otivyaetca ot MAC-agpeca
[trap freq] KANEHTa, OCYLLECTBAAET NOMbITKY AOCTYNa K UHTepdelicy.
- restrict — naketbl ¢ MAC-agpecom, oTanyHbiM oT MAC-agpeca
KAWEHTA, MEePecbINatoTCA, NPU 3TOM afpec UCTOYHUKA He U3yda-
eTca;
-/protect; - protect — naketbl ¢ MAC-agpecom, otamyHbim oT MAC-agpeca
freq: (11000000)/1 KNNeHTa, OT6paCb|BaIOTCﬂ;
cex - shutdown — nopT BbIkAtOYaeTcs, nakeTbl ¢ MAC-agpecom, oT/iny-

no dotlx single-host-violation

Hbim oT MAC-aapeca KaneHTa, oTbpacbiBatoTcs;
- freq —4acToTa reHepupyembix coobueHnit npotokona SNMP trap
npv NOCTYNAEHUN HECAHKLIMOHMPOBAHHbIX NMaKeToB.

V KomaHpaa urHopupyertcsa B pexxume Multiple hosts.

YcTaHaBAMBaeT 3HAYEHWe no YMONYaHULO.

dotlx authentication [mac |
802.1x | web]

no dotlx authentication

-/BbIKNIOYEHA

BktoyaeT ayTeHTUdUKaL Mo
- mac — BK/IOYAeT ayTeHTUDMKAUMIO, OCHOBaHHY Ha MAC-agpe-
cax;
- 802.1x — BK/IlOYAET ayTeHTUPUKALMIO, OCHOBAHHYIO Ha 802.1x;
- web -BKkatoyaeT mexaHnam Web-based ayteHtTudumrkaumm.
- He ponkHo 6biTb cTaTueckux npusBasok MAC-aapecos.
. - GyHKLUMA NOBTOPHOI ayTeHTUOMKAUUU AOMKHA ObITb
BK/IlOYEHa.

BbikntoyaeT ayTeHTUdMKaumio, OCHOBaHHyt0 Ha MAC-agpecax
nosib3oBaTenem.

dotlx max-hosts hosts

no dotlx max-hosts

hosts: (1..4294967295)

3a4aeT MakcMMasibHOEe KO/IMYECTBO XOCTOB, NPOLUEALNX ayTeHTHU-
duKaumto.

BoaBpau.l,aeT 3Ha4YyeHne No YMO/IHaHUIO.

dotlx max-login-attempts num

no dotlx max-login-attempts

num: (0, 3..10)/0

3afaeT KOAMYECTBO HeyAauHbIX MOMbITOK BBOAA JIOTMHA, MOCAE KO-
TOpPbIX KANEHT 6I0KMpyeTCs.
- 0 — 6ecKOHeYHoe YMCN0 MOMbITOK.

Bo3BpallaeT 3HaueHMe No YMOHYAHMIO.

dotlx guest-vlan enable

no dotlx guest-vlan enable

-/BblK/IIOYEHA

BkntoyaeT ¢pyHKumio roctesoit VLAN Ha Tekywem nHTepdeiice.

BbikntoyaeT PpyHKuMIo rocteBoit VLAN Ha Tekyluem nHTepdeiice.

KomaHObI pexcuma KoHgu2ypayuu uHmepagetica VLAN

Bupa 3anpoca KOMaHAHOM CTPOKU B pexknume KoHdurypaumm nutepdeica VLAN:

console# configure

console

(config)# interface vlan vlian id
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Tabnuua 227 — KomaHapl pexxmuma KoHourypaumnm nHtepoerica VLAN

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

dotlx guest-vlan

no dotlx guest-vian

no ymonyanutio VLAN
He onpefeneHa Kak
roctesas

Onpegenntb roctesyto VLAN.

OTKpbIBAaeT HEABTOPM30BaHHbIM NO/b30BATENAM UHTepdelica fo-
cTyn K rocteBoi VLAN. Ecau rocteBas VLAN onpegeneHa v paspe-
WweHa, nopt byaeT aBTOMATUYECKM NPUCOESUHATLCA K HEW, Koraa
He aBTOpM30BaH, W MNOKMAATb, KOr4a NPOWAET aBTOPU3aLMIO.
YT106bI UICNONL30BATL AaHHbIV GYHKLMOHAN, NOPT He JO/KeEH bbITb
CTaTUYeCKMM YneHom roctesoit VLAN.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

KomaHOwbi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKM pexnma Privileged EXEC:

console#

Tabnunua 228 — KomaHgb! pexuma Privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show dot1lx interface {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

HacTpolikun npoTtokona 802.1x Ha nHTepdelice (KomaHga AOCTYMHa
TONbKO 418 NPUBUIETMPOBAHHOTO NO/b30BaTeNA).

show dotlx detailed

MoKa3blBaeT pacluMpeHHble HACTPOMKKN NpoToKoaa 802.1x.

show dotlx credentials

CTpYKTypa yyeTa AaHHbIX oToBpakaeT napameTtpbl aBTOPU30BaH-
HbIX K/IMEHTOB.

show dotlx users [username]

username: CTpOKa

Moka3sbiBaeT ABTOPU30BAHHbIX KIMEHTOB.

show dotlx locked clients

MoKa3bIBaeT HEaBTOPU30BAHHBIX KIMEHTOB, 3aDOKMPOBaHHbIX MO
Talim-ayTy.

show dot1x statistics interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

MokasbiBaeT cTaTUcTUKy 802.1X Ha UHTepdelicax.

5.24.3 Hacmpoiika ¢pyHkyuu MAC Address Notification

®yHKumna MAC Address Notification nossonser otcnexkmsatb NOABAEHME N MCYUE3HOBEHNE aKTUBHOTO
060pyA0BaHNA Ha CETU MyTeM COXPaHeHus uctopum wmaydyeHna MAC-agpecos. pu oBHapyKeHUU
M3MeHeHWU B cocTaBe M3ydeHHbIXx MAC-agpecoB KOMMYTAaToOp COXpaHsfeT MHbopmauuio B Tabauue u
nssewaer o6 3Tom C nomoubio coobuieHnin npotokona SNMP. ®yHKUMA MMeeT HacTpamBaemble
napameTtpbl — rAy6uHa UCTOPUU O COBBLITUAX U MUHUMAbHBIN MHTEPBaAN OTNPaBKM coobuieHuin. Cepsuc
MAC Address Notification oTKNtOYEH NO YMOAYAHMIO MU MOXKET 6bITb HAaCTPOEH BbIBOPOYHO ANA OTAENbHbIX
NoOpTOB KOMMYTATOPA.

KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKU perknma rnobanbHoOM KOHGUIypauum:

console (config) #
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Tabnuua 229 — KomaHap! pexxmma rnobanbHoin KoHGUrypaumm

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

mac address-table notification
change

no mac address-table
notification change

-/BblK/IOYEHa

KomaHga npegHasHadeHa ana rnobanbHOro ynpasieHus QyHK-
umelt MAC notification. KomaHza paspeluaert pernctpaumto cobbi-
T pobasnenus v yaanenna MAC-agpecos B/w3 Tabauy, Kommy-
TaTopa M OTNPaBKy yBeJOM/IEHUA 0 cobbITuaAX. AnA paboTbl dyHK-
UMM HeobXoAMMO [OMONHWUTENbHO pa3pellaTb reHepauuio yse-
OOMIEHUI Ha MHTepdericax (Cm. HUKe).

Bbikntountb PpyHKUMo MAC notification rno6anbHO M OTMEHUTB CO-
OTBETCTBYIOLLME HACTPOMKM Ha BCeX UHTepdelicax.

mac address-table notification
flapping

BKAtounTb PyHKLMIO 06HapyxkeHna daannmHra MAC-agpecos.

no mac address-table
notification change interval

-/BKAOYEHA
no mac address-table BbIKtOUMTb GYHKUMIO 06HapyeHua pnannuHra MAC-agpecos.
notification flapping
mac address-table notification MaKcMmanbHbIA MPOMEXYTOK BpemeHu MeXay OTnpaBKamu
change interval value SNMP-ysegomnenuii. Ecnv 3HaueHve nHTepBana BpeMeH paBHO
0, To reHepauA yBeJOMNEHWI 1 COXpaHeHWe cOBbITNIA B UCTOPUIO
6yaeT ocyllecTBNATLCA HEMEA/IEHHO MO Mepe BO3HWUKHOBEHMA C
6bITUI 06 M3MeHeHUN cocTosiHMA Tabanubl MAC-agpecos. Ecan
value:

(0..4294967295)/1

3HaYeHWe MHTepBasa BpemeHu bonbwe 0, TO yCTPOCTBO byaeT
HaKkananBaTb cobbITMA 06 M3MeHeHUN cocToaHUA Tabanubl MAC-
a[pecoB B TeYeHWe 3TOro BpeMeHM, a 3aTeM OTNpaBAATb YBeAOM-
neHunsa npotokona SNMP 1 coxpaHaTb CObbITUA B UCTOPUN.

YCTaHOBUTb 3HaYeHME N0 YMOYAHMUIO.

mac address-table notification
change history value

no mac address-table
notification change history

value: (0..500)/1

3aaTb MaKCMMasibHOe KOAMYeCTBO CObbITUI 06 M3MEeHeHUU co-
cToAHMA Tabamubl MAC-agpecoB, KOTOPOE COXPaHAETCA B UCTO-
puu. Ecnv ycTaHOBEH pasmep UCTOpUU paBHbIi 0, To cobbITUA He
coxpaHsatoTcs. Mpu nepenonHeHum bydepa nctopmmn Hosoe cobbl-
TWe NOMeLLAETCA Ha MecTo CaMoro CTaporo.

YCTaHOBUTb 3HAYEHME NO YMOHAHWUIO.

snmp-server enable traps
mac-notification change

no snmp-server enable traps
mac-notification change

-/BbIK/IOYEHa

BkntounTtb otnpasky SNMP-yBegomneHuii 06 nsmeHeHnn cocton-
HusA Tabanubl MAC-agpecos. 118 OTKAOYEHWA UCMONb3YETCs OT-
puuatenbHaa dopma KomaHabl. Ecnn otnpaska ysBesomneHui
BK/IIOYEHA, TO YCTPOMCTBO byaeT MHGOPMUPOBaTb O COBLITUAX CO-
obweHnamm npotokona SNMP 1 coxpaHATb COOTBETCTBYOLWME CO-
6bITMA B Uctopumn. Ecnn otnpaska SNMP-yBefoMAeHWI BbIK/LO-
YyeHa, TO YCTPOMCTBO BYAET TONIbKO COXPaHATL COBbITUA B UCTOPUM.

OtkAtounTb oTNpaBky SNMP-yBegomneHunit 06 nsmeHeHMM cocTo-
AHUA Tabamubl MAC-agpecos.

snmp-server enable traps
mac-notification flapping

no snmp-server enable traps
mac-notification flapping

-/BK/OYEHA

BKkntouMTb 0TNpasKy Tpanos o ¢pnannuHre MAC-agpecos.

OTKNOYUTL OTNPaBKY Tpanos o ¢nannuHre MAC-agpecos.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #
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Tabnumua 230 — KomaHapb! pexknuma KoHourypauum nHtepdeiica Ethernet

KomaHoa

3HayeHue/3Ha4yeHue
Mo yMo4YaHUuio

Aelicmeue

snmp trap mac-notification
change [added | removed]

no snmp trap mac-notification
change

-/BblK/lOYEHa

BKOYUTL reHepaumio yBegomneHuii Ha nitepdeice o cobbiTUAX
nsmeHeHunsa coctoaHna MAC-agpecos. OTAENbHO MOXHO paspe-
WKTb reHepaLmnio yBeAoMAEHUI ToNbKo 06 nsyyeHnn MAC-agpe-
COB IMbB0 TONbKO 06 UX yaaneHuu.

OTKNIOYMTb FreHepaLuio yBegOMAEHUIM Ha UHTepdelice.

KomaHOb1 pexcuma privileged EXEC

BuAa 3anpoca KOMaHAHOM CTPOKM:

console#

Tabnunua 231 — KomaHabl pexkuma KoHourypauum uHtepdelica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
o ymon4yaHuio

Aelicmeue

show mac address-table
notification change history
[gigabitethernet gi_port |

tengigabitethernet te_port |
twentyfivegigaethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel

group | vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)
group: (1..128);
vlan_id: (1..4094)

OTob6pas3uTb BCce yBeAomaeHUa 06 M3meHeHun coctoaHmna MAC-
a4pecoB, COXPaHEHHbIX B UCTOPUU.

show mac address-table
notification change statistics

OT06pa3unTb CTaTUCTUKY cepsuca: obLiee KomyecTso cobbITuii 06
nsyyeHnn MAC-agpecos, obuiee KoMYecTBO cobbITUI 06 yaane-
HUM MAC-agpecos, obuiee KoimMyecTBo oTnpasneHHbix SNMP-
coobLLeHuiA.

[pumep UC0a16308AHUA KOMAHO

e B npumepe noKkasaHo, KaK HacTpouTb nepenady coobuieHmit SNMP MAC Notification Ha cepsep ¢
agpecom 172.16.1.5. Mpwu HacTponKe 3agaeTcs oblee paspelweHne paboTbl cepBuca, HacTpauea-
€TCA MUHUMANbHbIA MHTEpBaN OTNPaBKU COObLEHWU, 3afaeTcA pasmep uUcTopum cobbiTuid U
HacTpanBaeTCcA cepBUC Ha BbIBPaHHOM MOPTY.

console (config) #
console (confiqg) #
console (config) #
console (config) #
console (config) #
console (config) #

(

(

(

console (config) #

snmp-server host 172.16.1.5 traps private
snmp-server enable traps mac-notification change
mac address-table notification change

mac address-table notification change interval 60
mac address-table notification change history 100
interface gigabitethernet 0/7

console (config-if) # snmp trap mac-notification change

console (config-if) # exit

5.24.4 KoHmponab npomokona DHCP u onyus 82

DHCP (Dynamic Host Configuration Protocol) — ceteBoi MpPOTOKO/A, MO3BOAAKOWMIA KAUEHTY MO
3anpocy nony4atb IP-agpec u apyrue Tpebyemble napameTpbl, HeobxoamMmble ana pabotsl 8 cetn TCP/IP.
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MpoTokon DHCP moxeT Ncnonb30BaTbCs 3/1I0YyMblNEHHUKAMK A1 COBEPLUEHMS aTaK Ha YCTPOMCTBO,
KaK CO CTOpPOHbI KaueHTa, 3actaBnasa DHCP-cepsep BblgaTh BCe AOCTYMHble agpeca, TakK U CO CTOPOHDI
cepsepa nyTem ero noameHsbl. [porpammHoe obecneyeHmne KOMmyTaTopa NO3BOAAET 0becneunTb 3alnTy
YCTPOMCTBA OT aTak C Mcnonb3oBaHWem npoTtokosa DHCP, ana yero npumeHsaeTca GpyHKUMA KOHTPOAA
npotokona DHCP — DHCP snooping.

YcTpoiicTBO cnocobHo oTcnexusaTb nossneHne DHCP-cepBepoB B ceTw, paspewwas ux
NCNO/Ib30BaHME TOMIbKO HA «O0BEPEHHbIX» MHTepdelicax, a TaKKe KOHTPOAMPOBATb AOCTYN KAMEHTOB K
DHCP-cepBepam no Tabnumue cooTBETCTBUN.

Onuma 82 npotokosa DHCP (option 82) ucnonbsyetca gns Toro, 4tobbl NpomHdopmmnposaTe DHCP-
cepBsep 0 ToM, OT Kakoro DHCP-peTtpaHcnatopa (Relay Agent) n yepes Kakoli ero nopt 6bi/1 NOy4YeH 3anpoc.
MpumeHseTca Ana YyCTaHOBAEHUA COOTBETCTBUIM IP-aapecoB M NOPTOB KOMMYTATOPa, a TaKXKe A5 3alnTbl
OT aTak C ucnosib3oBaHMem npoTokosia DHCP. Onuua 82 npeactaBnseTr coboit AONOAHUTENbHYIO
nHbopmaumio (Mma ycTpolictBa, HoMep noprta), AobaBAAeMyld KOMMYTAaTOPOM, KOTOpbIA paboTaeT B
pexknme DHCP relay areHTta (6e3 gobasneHus IP-agpeca Ha KANEHTCKUIA MHTepdelic) nnm ¢yHKkumm DHCP
Snooping (npu ychosum BKAoYeHUA KomaHabl ip dhcp information option). Ha ocHoBaHWKM gaHHOM onuumw,
DHCP-cepsep BbigenseT |IP-agpec (ananasoH IP-aapecos) u gpyrve napameTpbl NMOPTY KOMMyTaTopa.
Monyuns Heobxogmmble gaHHble oT cepBepa, DHCP Relay areHT BbiaenseT IP-agpec KAMEHTY, a TaKkKe
nepeaaer emy Apyrue Heobxoanmblie NapameTpbl.

Tabnuua 232 — dopmat nonei onuum 82

Mone lepedasaemas uHgpopmayusa

MmaA xocTa ycTponcTsa.

Ctpoka Buaa eth <stacked/slotid/interfaceid>:<vlan>

MocneaHuii 6aliT — HoMep NopTa, K KOTOPOMY NOAK/IOYEHO YCTPOICTBO, OTNpaBAsAoLee
dhcp-3anpoc.

Enterprise number —0089c1

MAC-agpec ycTponcTsa.

Circuit ID

Remote agent ID

’ ' [Ona ncnonb3oBaHuA onuumn 82 Ha YCTPOMCTBE A0/XKHA 6bITb BKAOUeHa ¢pyHKuma DHCP relay
M areHTa (6e3 po6asneHus IP-agpeca Ha KNNEHTCKUA uHTepdeiic) nnm dpyHKuma DHCP Snooping
(npu ycnosum BkntoueHus komaHgbl ip dhep information option).

Dna KoppeKktHoit pabotbl ¢pyHKuun DHCP Snooping Bce ucnonblyembie DHCP-cepBepbl
OOJMKHbI 6bITb NOAKAIOUEHbI K «AO0BEpPeHHbIM» MopTam KommyTtaTtopa. Ana ao6asneHus
nopTa B CMNUCOK «A0BEPEHHbIX» Ucnoab3yetca KomaHaa IP dhcp snooping trust B pexxume
KoHurypauum uHtepdeiica. 1na obecneueHnsa 6e3onacHOCTU BCe OCTa/IbHble NOPTbl KOMMY-
TaTopa A0/IXKHbI ObITb «HEA0BEPEHHbIMNY,

.‘

KomaHObI pexcuma 2a06asab6Hol KoOHpu2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxmnma rnobanbHoOM KoOHOUrypaumm:
console (config) #

Tabnunua 233 — KomaHabl pexkunma rnobanbHoM KoOHGUrypauum

3Ha4yeHue/3HayeHue
no ymos14aHuro

ip dhcp snooping BkntoyaeT KoHTposb npoTokona DHCP nytem BepeHus

Tabanubl DHCP snooping 1 0TNPaBKM KANMEHTCKUX

wupokosewatenbHbix DHCP-3anpocos Ha «0BepeHHble»

nopTbl.

KomaHoa Aelicmeue

-/BbIK/IOYEHO
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no ip dhcp snooping

BbIKntoyaeT KOHTPOIb NpoToKo1a DHCP.

ip dhcp snooping vlan vian_id

no ip dhcp snooping vlan
vian_id

vlan_id:
(1..4094)/BbIKNtOYEHO

Paspewaet KoHTponb npotokona DHCP B npeaenax ykasaHHOM
VLAN.

3anpewaeT KOHTpob npoTtokona DHCP B npeaenax ykasaHHOM
VLAN.

ip dhcp snooping information
option allowed-untrusted

no ip dhcp snooping
information option
allowed-untrusted

Mo ymonyaHuto npuem
DHCP-nakeToB ¢
onuuer 82 ot
«HEHaAeXHbIX» NOPTOB
3anpeLueH

PaspewaeT npnHnumatb DHCP-nakeTbl ¢ onumei 82 oT «HeHaaeX-
HbIX» MOPTOB.

3anpewaet npuHumaTb DHCP-nakeTbl c onuumei 82 oT KHEHaAEX-
HbIX» MOPTOB.

ip dhcp snooping verify

no ip dhcp snooping verify

Mo ymonuyaHutio
BepudUKaums
BK/IIOYEHa

BkntouaeT Bepuduraumio MAC-agpeca knneHta 1 MAC-agpeca mc-
TOYHWKA, NpuHATOro B DHCP-nakeTe Ha «He0BEePEHHbIX» NOPTaXx.

BbikntoyaeT Bepudukaunio MAC-agpeca kameHTa u MAC-agpeca
NCTOYHMKA, NpuHAToro 8 DHCP-nakeTe Ha «Hed0BEpPeHHbIX» Nop-
Tax.

ip dhcp snooping database

no ip dhcp snooping database

PesepBHbIi dpain He
ncnonb3yetca

PaspelwaeT ucnonb3oBaHWe pesepBHoOro daina (6asbl) KOHTpONA
npotokona DHCP.

3anpewaeT Ucnonb3oBaHUe pesepeHoro ¢aina (6asbl) KOHTpoNA
npotokona DHCP.

ip dhcp information option

no ip dhcp information option

-/BbIKNOYEHO

PaspeluaeT ycTpolicTey aobasneHune onunm 82 npu paboTe npoTo-
Kona DHCP.

3anpewaet ycTponcTey gobasneHne onuumn 82 npu paboTe npoTo-
Kona DHCP.

ip dhcp information option
format-type access-node-
id node_id

no ip dhcp information
option format-type
access-node-id

node_id: (1..48)
CMMBO/I0B/system
description

YctaHasausaeT naeHtndumratop Access Node ID onumm 82.

YcTaHaBAMBaEeT 3HAYEHWeE N0 YMONYAHUIO
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ip dhcp information option for- | format: (sp, sv, pv, spv, | Hactpansaet ¢popmat DHCP onupn 82.

mat-type circuit-id format [de- bin,user-defined); dopmar:

limiter delimiter] delimiter: (.,;#)/npo6en | - SP — HOMep cnoTa 1 nopra;

- sV — Homep cnoTa u VLAN;

- pv — Homep nopTta u VLAN;

- Spv — HOMmep cnoTa, nopta u VLAN;

- bin — 6uHapHbIN dpopmart: VLAN, cnoT, noprT;

- user-defined — ¢opmat onpegenserca nonb3osatesnem. Bos-
MOXHO HacTpouTb WabnoHbl B ASCIl 1 HEX.

Mpu onpeaeneHnn UCNONb3YIOTCA Caeaytolme WabAoHbI:
%h: hostname B ASCII;

%p: KOPOTKOE UMA NopTa, Hanpumep, gil/0/1 8 ASCII;

%P: onvHHOe vmsA nopTta, Hanpumep, gigabitethernet 1/0/1 8
ASCII;

%t: TN nopTa (3HayeHue nons ifTable::ifType B
wecTHaguaTepuyHom suge) 8 ASCII;

%m: mak-agpec nopta B popmate H-H-H-H-H-H-H 8 ASCII;
%M: mak-agpec cuctembl B popmate H-H-H-H-H-H-H B ASCII;
%u: Homep toHMTa B ASCII;

%s: Homep cnoTa B ASCII;

%n: Homep nopTa (Kak Ha amuesol naHenun) B ASCII;

%i: ifiIndex nopta B ASCII;

%v: ngeHtuédukatop VLAN B ASCII;

%V: umsa VLAN B ASCII;

%cC: MaK-aapec KnmeHTta B popmate H-H-H-H-H-H B ASCII;
%a: IP agpec cuctembl B popmate A.B.C.D B ASCII. (%al0 —agpec ¢
interface vlan 10);

%%: 0AMHOYHbIN cumBon % B ASCII.

SS: oanHOYHBIN cumeon S B ASCII

St: Tmn nopTa (3HayeHue nona ifTable:ifType B
WwecTHaauatepmyHom Buae) 8 HEX;

$m: mak-agpec nopta B popmate H-H-H-H-H-H-H B HEX;

SM: mak-agpec cuctembl B popmate H-H-H-H-H-H-H B HEX;
Su: Homep toHuTa B HEX;

Ss: Homep cnota B HEX;

Sn: Homep nopTa (Kak Ha anuesoi naHenwn) 8 HEX;

Si: ifindex nopta B HEX;

Sv: naeHtnudukatop VLAN 8 HEX;

Sc: mak-agpec KaveHTa 8 popmate H-H-H-H-H-H B HEX;
Sb[XY]: nobasnstoTca nponssonbHble 6aitTbl XY B HEX (Sh13)

no ip dhcp information option 3anpewyaeT ycTponcTsy gobaBneHue onumm 82 npu pabote npoTo-
format-type circuit-id kona DHCP.
ip dhcp information option for- YcTaHaBAnBaeT naeHTMdunkaTop Remote agentID onunm 82.
mat-type remote-id ) [N HacTPOMKM BO3MOMKHO MCMOb30BaThb WaboHbI, onpeaeneH-
remote-id remote_id: Hble B circuit-id user-defined.

" " N " (1..128)/mac address B
no ip dhcp information option hex YcTaHaBAMBAET 3HaYeHMe Mo YMOAYAHMIO.
format-type remote-id
remote-id
ip dhcp information option [ob6asnser B Hayano circuit id/remote id gononHuTeNbHbIE 2
suboption-type -/BbIKNIOYEHO 6aliTa (Type v length).
no ip dhcp information option YcTaHaBAMBAET 3HAYEHME MO YMOIYAHUIO.

suboption-type

Tabnunua 234 — dopmat nonent onumm 82 cornacHo pekomeHgaumam TR-101

Mone Mepedaesaemas uHghopmayus

MmaA xocTa ycTponicTsa.

cTpoKa Buaa eth <stacked/slotid/interfaceid>: <vlan>

MocnegHnin 6aiiT — HOMepP NopTa, K KOTOPOMY NOAKAKYEHO YCTPOICTBO, OTNPaBAAoLLee
3anpoc DHCP.

Enterprise number —0089c1

MAC-agpec ycTponcTsa.

Circuit ID

Remote agent ID
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Tabnunua 235 — dopmat noseit onumm 82 pexuma custom

VLAN (2 6atiTa)
Homep moayns (1 6awiT)
Homep nopta (1 6aiiT)

Mone Mepedaeaemas uHghopmayus
Onvna (1 6aiT)
Tun Circuit ID
Circuit ID Annia (1 6aiir)

Onvna (1 6aiT)

Tun Remote ID (1 6aiiT)
Onvna (1 6anT)
MAC-agpec kKommyTaTopa

Remote agent ID

KomaHObI pexcuma KoHgu2ypauuu uHmepgpelica (QuanasoHa uHmepgelicog) Ethernet, uHmep-

gelica 2pynnbl NIopmos

CyLiecTByeT BO3MOXHOCTb BKAOUYUTb AobasneHMe onunn 82 ans oTAaebHbIX MHTepdeicos 1 NopTos.
MpuopuUTET NPUMEHEHUA KOMaHAbl OT HU3KOTO YPOBHA K BbICOKOMY: r/106a/1bHasA HAaCTPOlKa, HacTpoliKa Ha

nHTepdelice, HACTPOMKA Ha NOPTY.

¢opmaT onumn 82 npuv 3TOM onpeaenAaeTca To/1bKo B rnob6anbHOM pexunme.

Bupa 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm mHtepdelica Ethernet, untepdelica

rpynnbl NOPTOB:

console (config-if) #

Tabnunua 236 — KomaHabl pexkuma KoHourypaumm nHtepdelica Ethernet, rpynnsl nHTepdelicos

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

ip dhcp snooping trust

Mo ymonuyaHutio
UHTepdeic He aBnaeTca
[OBEPEHHbIM

no ip dhcp snooping trust

[ob6asnser nHTepdeic B CNMCOK «40BEPEHHbIX» MPU UCMO/b30-
BAaHMM KOHTponA npoTokona DHCP. DHCP-tpaduk «aposepeH-
Horo» uHTepdelica cuntaetca 6e30MacHbIM U HE KOHTPONUPY-
eTcs.

YaoanseT uHtepdeiic U3 CNMcKa «A0BEPEHHbIX» MPU UCMOb30-
BaHMW KOHTPOA npoToKosia DHCP.

ip dhcp information option

[global] -/global

no ip dhcp information option

PaspewaeT fobasneHue onuumn 82 Ha BbIbpaHHOM MHTepdeice

npu pabote npotokosna DHCP.

global — rnobanbHasa HacTpoKa g8 NpUMeHeHus onumm 82.
V MpuoputeT pabotbl KomaHAb! ip dhcp information op-

tional — nopr, interface vlan, rno6anbHas KoHdurypa-
TER

3anpewaet gobasneHue onumm 82 Ha BbiIbpaHHOM UHTepdelice
npu pabote npotokona DHCP.

ip source-guard Mo ymonyaHuto

bYHKLMA BbIKAOYEHA

no ip source-guard

BrAtoyaeT GyHKLUMIO 3awumThl IP-afpeca KAMeHTa NS HacTpauBa-
emMoro nHTepodeiica.

- mac-check - go6asnset nposepky MAC-agpeca UCTOYHMKa A5
BxoAsLLero Tpaduka.

BbIKk/toYaeT GYHKLMIO 3aWwmThl IP-agpeca KAveHTa ansa HacTpau-
Baemoro uHtepdeiica.

value: (1..2048)/
He 3a4aH

ip dhcp snooping limit clients
value

no ip dhcp snooping limit
clients

YcTaHaBAMBaeT npeaesibHoe KONYECTBO MOAKNOYEHHbIX KAKn-
€HTOB.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.
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KomaHOwbi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHON CTPOKKM pexnma Privileged EXEC:

console#

Tabnunua 237 — KomaHabl perkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

ip dhcp snooping binding
mac_address vian_id
ip_address {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}
expiry {seconds | infinite}

no ip dhcp snooping binding
mac_address vian_id

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
seconds:
(10..4294967295) cek

Lobasnset B dpaiin (6asy) KoHTponsa npoTokona DHCP cooTeeT-
cteue MAC-agpeca knneHTa, rpynne VLAN u IP-agpecy AnAa yka-
3aHHOro UHTepdelica.

[aHHas 3anucb byaeT AencTBUTENbHA B TEYEHUE YKA3aHHOTO B
KOMaHZe BPEMEHW KM3HW 3annUCK, ECIU KANEHT HE OTMNPaBuUT
3anpoc Ha DHCP-cepsep Ha obHoBNeHMe. Tallmep 0bHynseTca
B C/ly4ae Noy4YeHUn OT KNMEeHTa 3anpoca Ha obHoBneHue (Ko-
MaHAa AOCTYNHA TO/IbKO ANA NPUBUAETMPOBAHHOIO NO/Ib30Ba-
Tens).

- seconds — BpemMs }KU3HW 3anuncu;

- infinity — Bpems *K13HM 3anucKn He orpaHNYeHo.

YaansaeT us ¢aiina (6asbl) KoHTpona npotokosna DHCP cooTseT-
cteue MAC-agpeca kaneHTa u rpynnbl VLAN.

clear ip dhcp snooping
database

OunwaeTt daiin (6asy) KoHTpoaA npoTokona DHCP.

KomaHOb! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnuya 238 — KomaHzabl perkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ip dhcp information
option

MokasbiBaeT MHpopmaumio 06 Mcnoab3oBaHMM onumn 82 npo-
ToKona DHCP.

show ip dhcp information
option vlan vlan_id interface
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | portchannel group]

gi_port: (1..8/0/1..48)
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..48);
vlan:(1..4094)

Moka3biBaeT MHGOPMALMIO NO ONLLMK 82 Ha KOHKPETHOM NOPTY.

show ip dhcp information
option tokens [brief]

MoKkasbiBaeT MHpOpmaumo o
HaACTPOMKM WabnoHoB B onuum 82.

BO3MOXHbIX BapuaHTax

show ip dhcp snooping
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | portchannel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MoKa3biBaeT KOHOUrypauuio GyHKLUMM KOHTPOAA MPOTOKONA
DHCP.
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show ip dhcp snooping binding MoKa3sblBaeT cooTBeTCTBMA U3 dalina (6asbl) KOHTPONSA NPOTO-
[macaddress mac_address] [ip- gi_port: (1..8/0/1..48); kona DHCP.

address ip_address ] [vlan ) )
vian_id] te_port: (1..8/0/1..48);

[gigabitethernet gi_port | twe_port:

tir? (1 abitethernZt_ti ort | (1..8/0/1..120);
glgabitethernet te_p hu_port: (1..8/0/1..32);

twentyfivegigabitethernet

twe_port | group: (1..128);

hun:iredgigabitethernet vlan_id: (1..4094)

hu_port | portchannel group]

[pumepbl 8b1M0AHEHUA KOMAHO

e Paspewwntb ucnonbzosaHme DHCP onuun 82 B 10 VLAN:

console# configure

console (config)# ip dhcp snooping

console (config)# ip dhcp snooping vlan 10

console (config)# ip dhcp information option

console (config)# interface tengigabitethernet 1/0/24
console (config)# ip dhcp snooping trust

e [lokasaTb BCE COOTBETCTBUSA U3 TabMLbl KOHTPOAS NpoToKkoaa DHCP:

console# show ip dhcp snooping binding

5.24.5 3awuma IP-adpeca knueuma (IP source Guard)

dyHKUMA 3awmTbl IP-agpeca (IP Source Guard) npeaHasHauyeHa ana punbTpaumm TpadpuKa, NPUHATONO
¢ uHTepdelica, Ha ocHoBaHMM Tabauubl cootseTcTtBUN DHCP snooping un ctatuyeckmx cooTsetcTBuid IP
Source Guard. Takum o6pasom, IP Source Guard nossosaeTt 6opoTbca ¢ nogmeHon IP-aapecoB B NakeTax.

V' MockonbKy ¢yHKUMA KOHTponA 3awmTtbl IP-agpeca ucnonab3yer Tabauubl COOTBETCTBMIA
DHCP snooping, MmeeT CMbICA MWCMNOAb30BaTb AAHHYK ¢QYHKUMIO, npeaBapuUTenbHO
HacTpous u Bkatouns DHCP snooping.

V dyHKumio 3awmTbl IP-agpeca (IP Source Guard) Heo6x04MMO BKAKOUMTL FNo6anbHO U AnA
uHTepdeiica.

KomaHObI pexcuma 2a0b6aab6Hol KOHGuU2ypayuu

Buna 3anpoca KOMaHAHOM CTPOKM pexunma rnobanbHOM KoHbUrypaumm:
console (config) #

Tabnnua 239 — KomaHab! perkuma riobanbHoM KoHGUrypaumm

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
110 yMOAYAHUIO
ip source-guard BkAtoyaeT dyHKUMIO 3almThl IP-aapeca KANeHTa ga BCero Kommy-
Mo yMoONn4aHUto TaTopa.
no ip source-guard bYHKUMA BbIKNKOYEHa BbIKkntoyaeT GyHKUMIO 3awwmuTbl IP-agpeca KAnMeHTa gna BCEro KOM-
myTaTopa.
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ip source-guard binding Co3faHune cTaTUYecKom 3anmcu B Tabanue cooTBeTcTBuA mexay IP-

mac_address vian_id appecom KnueHTa, ero MAC-agpecom v rpynnoi VLAN gns ykasaH-

ip_address {gigabitethernet gi_port: (1..8/0/1..48); | Horo B KomaHae uHTepdelica.

gi_port | tengigabitethernet te_port: (1..8/0/1..48);

te_port | twe_port:

twentyfivegigabitethernet (1..8/0/1..120);

twe_port | hu_port: (1..8/0/1..32);

hundredgigabitethernet group: (1..128);

hu_port | port-channel group} vlan_id: (1..4094)

no ip source-guard binding YpaneHue cTaTU4ecKown 3anucu B Tabaunue cooTBeTCcTBUA.

mac_address vian_id

ip source-guard tcam 3apaeT YacToTy 06paLLeHMA YCTPOMCTBA K BHYTPEHHUM pecypcam ¢

retries-freq {seconds | never} LLeNblo 3aM1CK B NaMATb HEAKTUBHbIX 3almLLeHHbIX IP-agpecos.
seconds: (10..600)/60 - hever — 3anpelaeT 3anncb B NaMATb HEAKTUBHbIX 3aLMLLEHHbIX

ceKk IP-appecos.
no ip source-guard tcam YcTaHaBAMBaET 3HAaYEHME NO YMOIYAHUIO.

retries-freq

KongaHdbl pexcuma KoHguaypayuu uHmepgelica (QuanazoHa uHmepgelicos) Ethernet, uHmep-
¢elica epynnsl Nopmos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm uHTepdelica Ethernet, uHTtepdelica
rpynnbl NOPTOB:

console (config-if) #

Tabnuua 240 — KomaHap! pexknuma KoHourypauum nHtepdeiica Ethernet, rpynnsl nHTepdeiicos

KomaHda 3HayeHue/3HayeHue Aelicmeue
o ymMmon4aHuro
ip source-guard BktoyaeT dpyHKLMIO 3awmThl IP-aapeca KAMeHTa Ans HacTpau-
Mo ymonyaHuto BAeMoro nHTepodeica.
no ip source-guard GYHKLMA BbIKAOYEHa. BbikntovaeT GpyHKUMIO 3amThl IP-agpeca KAMeHTa AnA HacTpa-
MBaemoro nHTepoeiica.

KomaHOwbI pexcuma Privileged EXEC

Bua 3anpoca KomaHAHON CTPOKK pexxnma Privileged EXEC:
console#

Tabnunua 241 — KomaHabl perkuma Privileged EXEC

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

ip source-guard tcam locate BpyuyHyto 3anyckaeT npouecc obpaLLleHns yCcTpoucTBa K BHYT-

PeHHUM pecypCam C Uenblo 3aNnCh B NaMATb HEAKTUBHbIX 3a-

wnueHHbIX IP-agpecos. KomaHaa A0CTyNHA TONbKO ANA NPUBK-

NerMpoBaHHOro noab3oBaTenAa.

KomaHda Aelicmeue

KomaHObl pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#
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Tabnuua 242 — KomaHap! pexkxuma EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aelicmeue

show ip source-guard
configuration [gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | ort-channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

KomaHza oTobparkaeT HacTponKy GpyHKUMM 3awmTsl IP-agpeca
Ha 3a4aHHOM B0 Ha Bcex MHTepdeicax ycTponcTaa.

show ip source-guard statistics
[vlan vian_id]

vlan_id: (1..4094)

KomaHza oTobpakaeT cTaTUCTUKy QyHKLMM 3awmnThl IP-agpeca
Ha 3agaHHOM nbo Ha Bcex VLAN.

show ip source-guard status
[mac-address mac_address]
[ip-address ip_address ]

[vlan vian_id] [gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

KomaHza otobpaxkaeT ctaTyc pyHKUMM 3awmTsl IP-aapeca gna
yKasaHHoro nHtepdelica, IP-agpeca, MAC-agpeca nauv rpynnol
VLAN.

show ip source-guard inactive

KomaHgaa otobpaskaeT He aKTMBHble IP-agpeca oTnpasuTens.

[pumepbl 8b1M0HEHUS KOMAHO

e [loKasaTb HaCTPOMKY PyHKLUMK 3aLmTbl IP-agpeca ana Bcex MHTepdEencos:

console# show ip source-guard configuration

IP source guard is globally enabled.

Interface State
te0/4 Enabled
te0/21 Enabled
te0/22 Enabled

BKtounTb GyHKUMIO 3awmTbl IP-agpeca ana punvtpaumm Tpaduka Ha OCHOBaHMM TabauLbl COOTBET-
ctBuit DHCP snooping n cTtatnyeckux cootsetctBuin IP Source Guard. Co3aaTtb CTaTUYECKYHO 3anuch B
Tabnuue cootBeTcTBUA ANa UHTepdenca Ethernet 12: IP-aapec knneHTta — 192.168.16.14, ero MAC-
agpec —00:60:70:4A:AB:AF. UHTepdenc B TpeTbel rpynne VLAN:

console# configure

console (config)# ip dhcp snooping

console (config)# ip source-guard

console (config)# ip source-guard binding 0060.704A.ABAF 3 192.168.16.14
1/0/12

5.24.6 Konmponoe npomokona ARP (ARP Inspection)

dyHKUMA KoHTpona npotokona ARP (ARP Inspection) npegHasHayeHa Ans 3allMTbl OT aTak C

ncnonb3oBaHMem npoTtokona ARP (Hanpumep, ARP-spoofing — nepexsat ARP-TpaduKa). KoHTponb
npoTtoKosaa ARP ocyliecTBaseTca Ha OCHOBe CTaTUYeCcKux cooTseTcTeuit IP- u MAC-agpecoB, 3aAaHHbIX Ans
rpynnbl VLAN.
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NopT, CKoOHUrypuPOBaHHbLINA «HegoBepeHHbIM» ana ¢yHKUMKM ARP Inspection, AonKeH TakKe
6bITb «HeaoBepeHHbIM» anA GpyHKumMn DHCP snooping unu coorsetcteue MAC-agpeca um IP-
appeca ANa 3TOro NopTa A0IKHO 6bITb CKOHPUrypupoBaHO cTaTUuecku. MHaue paHHbI nopT
He ByaeT oTBeuyaTb Ha 3anpocbl ARP.

.‘

v

KomaHObI pexcuma 2a06an6Hol KOHgu2ypayuu

[Ona HeHaAEXHbIX NOPTOB BbINO/IHAIOTCA NPOBEPKMU cooTBeTcTBMIA IP- 1 MAC-agpecos.

Bug, 3anpoca KOMaHAHOM CTPOKM peXRmnma rnobasnbHoM KOHPUIypaLmm:

console (config) #

Tabnunua 243 — KomaHab! perknma rnobanbHoM KoHpUrypaumm

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

ip arp inspection

no ip arp inspection

Mo ymon4yaHuo
bYHKLMA BbIKNOYEHA

BKtouaeT KoHTposib npoToKona ARP (dyHkumto ARP Inspection).

BbIK/NtOYaET KOHTPOIb NpoToKona ARP (byHKumto ARP Inspection).

ip arp inspection vlan vian_id

no ip arp inspection vlan
vlan_id

vlan_id: (1..4094);
Mo ymonuyanutio
dYHKLMA BbIK/OYEHA

PaspelwaeT nposepKy npoTtokosa ARP, ocHoBaHHyt Ha 6ase cooT-
BetcTBuit DHCP snooping, B BbiI6paHHoM rpynne VLAN.

3anpeuaeTt npoBepKy npotokona ARP, ocHOBaHHyO Ha 6ase cooT-
BetcTBUi DHCP snooping, B BbibpaHHo rpynne VLAN.

ip arp inspection validate

no ip arp inspection validate

MNpepocTtaBnseT cneunduryHbIe NPOBEPKM ANA KOHTPOAA NPOTOKONA
ARP.

MAC-agpec nctouHmka: ina ARP-3anpocoB n oTBeTOB NposepAeTcA
cooTBeTcTBMe MAC-aapeca B 3aronoske Ethernet MAC-agpecy uc-
TOYHMKa B COAEPKMMOM NpoToKoaa ARP.

MAC-agpec Ha3HauveHua: [ina ARP-oTBeTOB npoBsepAeTcAa COOTBET-
ctBue MAC-aapeca B 3aronoske Ethernet MAC-aapecy Ha3HayeHuA
B coAepKMmom npoTtokona ARP.

IP-agpec: MposepseTtca cogep:kmumoe ARP-coobLeHMA Ha Hannune
HEKOpPPEKTHbIX |IP-aapecos.

3anpeLyaeT cneunduyHbie NPOBEPKM A1 KOHTPOAS NpoToKoa ARP.

ip arp inspection list create
name

no ip arp inspection list create
name

name: (1..32) cumBona

1. Co3gaHue cnvcKa cTatuyeckux ARP-cooTBeTCTBUIA.
2. Bxoga, B pexum kKoHourypauumn ARP-cnuckos.

YpaneHue cnncka ctatudeckmx ARP-coOTBETCTBUN.

ip arp inspection list assign
vlan_id

no ip arp inspection list assign
vlan_id

vlan_id: (1..4094)

HasHauaeT cnucok crtatnyeckux ARP-cOOTBETCTBMI ANA YKa3aHHOM
VLAN.

OTMeHAeT Ha3HayeHue cnucka ctatmyecknx ARP-cooTsBeTcTBUIA ana
yKasaHHou VLAN.

ip arp inspection logging
interval {seconds | infinite}

no ip arp inspection logging
interval

seconds: (0..86400)/
5 cek

3aflaeT MUHUMaNbHbIV MHTEPBAN MEXAY COOBLLEeHUAMMU, CoLepIKa-
LWMMM MHPOopMauuio npoTokosia ARP, nepegasaeMbiMu B XKypHar.

- 3Ha4yeHue 0 yKasblBaeT Ha TO, YTO cooblieHna byayT reHepupo-
BaTbCA HE3aMeA/IMTENbHO;

- infinite — He reHepMpoBaTb COOBLLEHNI B KYpHaN.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

KomaHObI pexcuma KoHguaypauuu uHmepgpelica (QuanaszoHa uHmepgelicos) Ethernet, uHmep-

gelica 2pynnbl MOpPmMos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm uHTepdelica Ethernet, uHtepdelica

rpynnbl NOPTOB:

console (config-if) #

Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5410-48, MES5500-32 251




HELTEX

Tabnuua 244 — KomaHap! pexknuma KoHourypauum nHtepdeiica Ethernet, rpynnel nHTepdeiicos

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

ip arp inspection trust

no ip arp inspection trust

Mo ymon4yaHuio
MHTepdelc He aBnaeTca
[0BepeHHbIM

[obasnaeT uHTepdeic B CNMCOK «A0BEPEHHbIX» NPU UCMOIb30Ba-
HUK KOHTponA npoTokona ARP. ARP-TpaduK «a0BepeHHOro» UHTep-
delica cuntaetca 6e3onacHbIM U He KOHTPOIMPYeTCA.

Ypansaet nHtepdeic u3 cnnucka «40BepeHHbIX» NPu UCNOb30BaHUMU
KOHTpOAnA npoTokona ARP.

KomaHObI pexcuma KoHgu2ypayuu ARP-criuckos

BunAa 3anpoca KOMaHAHOWM CTPOKM B pexxnume KoHpurypaumm ARP-cnuckos:

console# configure
console (config)# ip arp inspection list create spisok
console (config-arp-list)#

Tabnunua 245 — KomaHabl perkruma KoHourypaumm ARP-cnvckoBs

KomaHoa

3Ha4yeHue/3HayeHue
no ymoa4yaHuro

Aelicmeue

ip ip_address mac-address
mac_address

no ip ip_address mac-address
mac_address

LOob6asnsaeT cTaTuyeckoe cootseTcTeue IP- 1 MAC-agpecos.

Ypanaet ctatuyeckoe cootsetcreme IP- u MAC-agpecos.

KomaHOobl pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnuua 246 — KomaHabl pexknma EXEC

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ip arp inspection
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MNMoKasbiBaeT KOHOUrypaumto ¢GyHKLMKU KOHTpOAs npoTokosna ARP
Inspection Ha BbIbBpaHHOM MHTepdeiice/Bcex nHTepdeiicax.

show ip arp inspection list

MoKa3blBaeT CMMCKMU CTaTUYeCKMX cooTBeTcTBmi IP- 1 MAC-agpecos
(komaHaa AOCTyNHa TONbKO ANA MPUBUIETMPOBAHHOIO NO/b30Ba-
Tens).

show ip arp inspection
statistics [vlan vian_id]

vlan_id: (1..4094)

MoKa3bIBaeT CTaTUCTUKY AR CAedyloLMX TUMOB NaKeToB, KoTopble
6111 06paboTaHbl Npu NomoLwm yHKLUMK ARP:

- nepefaHHble naketbl (forwarded);

- noTepsiHHbIe nakeTbl (dropped);

- owmnbkn B IP/MAC (IP/MAC Failures).

clear ip arp inspection
statistics [vlan vian_id]

vlan_id: (1..4094)

OuunLaeT CTaTUCTUKY KOHTpOAA npoTokona ARP Inspection.
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[pumepbl 8b1M0AHEHUS KOMAHO

e  BKAOUMTb KOHTPOIb NpoTokona ARP 1 fo06aBKTb B cNUCOK spisok cTaTuyeckoe cooTetcTBue: MAC-
agpec: 00:60:70:AB:CC:CD, IP-agpec: 192.168.16.98. HazHaunTb cnncok spisok ctatnueckux ARP-
cootBetcTBui ans VLAN 11:

console# configure

console (config)# ip arp inspection list create spisok

console (config-ARP-list)# ip 192.168.16.98 mac-address 0060.70AB.CCCD
console (config-ARP-1list)# exit

console (config) # ip arp inspection list assign 11 spisok

e [loKasaTb CMMCKKM CTaTUYECKMX cooTBeTcTBUM IP- 1 MAC-agpecos:

console# show ip arp inspection list

List name: servers
Assigned to VLANs: 11
IP ARP

192.168.16.98 0060.70AB.CCCD

5.24.7 ®yHkyuoHan First Hop Security

MNakeT ¢pyHKUMI First Hop Security BkatoyaeT B ceba aHannsatop DHCPv6-naketos, IPv6 Source Guard,
ND Inspection n RA Guard. JaHHbli Habop ¢yHKUMIA npefHasHadeH aaa obecneyeHUAa KOHTPOAA U
dunbTpaymm IPv6 TpaduKa B ceTu.

AHanusaTtop DHCPv6 nakeToB no3BosseT 4o06aBasTb cocenen B Tabaunuy npueasok IPv6 binding table
npu nonyyeHumn agpeca no DHCP, a Takke no3BosaeT 6opoTbca ¢ HegosepeHHbIMM DHCPV6 cepsepamm.

IPv6 Source Guard no3Bo/iIfieT YCTPOWCTBY OTKNOHATL TPAadUK, €C/IM OH UCXOAUT OT agpeca, KOTopbIi
He coxpaHeH B IPv6 binding table. Tabnuua npuessok cocegeli IPv6 binding table, nogkntoueHHbIX K
YCTPOMCTBY, CO343ETCA M3 TaKMX WCTOYHMKOB MHOOPMALMM, KaK OTC/AEXKMBaHME MO MNPOTOKOAY
obHapykeHusn coceaeii (NDP).

C nomolubto dyHKUuKM ND Inspection kommyTtaTop nposepsaeT coobuieHma NS (Neighbor Solicitation)
n NA (Neighbor Advertisement) n coxpaHsaeT ux B IPv6 binding table. Ha ocHoBaHWK TabanLbl KOMMYTATOP
oTbpacbiBaeT Nt0bble noaaensHble coobuweHna NS / NA.

®yHKumMoHan RA Guard nossossieT 6/10KMPOBaTb AN OTKAOHATL HEXKenaTeNbHble UM NOCTOPOHHME
coobuieHnn Router Advertisement (RA), noctynatouime Ha KOMMyTaTop OT MapLUpyTM3aTopa.

KomaHObI pexcuma 2a06asab6Hol KoOHgu2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnobanbHoM KoHbUrypaumm:
console (config) #

Tabnunua 247 — KomaHabl pexkunma rnobanbHOM KoOHGUrypauum

3HaveHue/3Ha4yeHue ”
KomaHoa / Aeilicmeue
0 yMOAYAHUIO
ipv6 neighbor binding policy policy_name: (1..32) Co3aaTb NONUTUKY NpUBA3KKM cocenelt (neighbor binding) v ne-
policy_name cumBona penTn B pexxnum eé KoHOUrypupoBaHus.
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no ipv6 neighbor binding policy
policy_name

YAanuTb NOAUTUKY NPUBA3KK coceaeit.

ipvé first hop security policy
policy_name

no ipv6 first hop security policy
policy_name

policy_name: (1..32)
cumBona

Co3pgatb nonnTuky First Hop Security.

YAanuTb NONUTUKY NPUBA3KK coceaeit.

ipvé6 first hop security logging
packet drop

no ipvé6 first hop security logging
packet drop

-/BbIKNOYEHO

AKTMBMPOBATb IOTMPOBaHWE APONA NaKeTOB NPU HECooTBeT-
CTBUM NoAUTMKam 6esonacHocTu caykb RA Guard, ND Inspec-
tion, DHCPv6 Guard u IPv6 Source Guard.

YCTaHOBWTb 3HaYeHMe MO YMOIHYAHUIO.

ipv6 neighbor binding address-
config {stateless | any | dhcp}

no ipv6 neighbor binding ad-
dress-config

-/BbIKNOYEHO

BKntounTb fobaBneHune 3anmceit B Tabanuy NpuBA3KKM cocenen
Ha OCHOBAHMMU:

- dhcp-nakera DHCPv6 Reply. Mpu stom Bce Link-local IPv6-
aapeca BHoOCATCA B Tab/ivuy NpUMBA3KKM cocefei no ymosnya-
HWIO B pe3yabTaTte aHanmnsa ICMPv6-nakeTos;

- any — po6asnaTtb BCce agpeca;

- stateless — Ha ocHoBe IPv6 RA coobuieHni.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

ipv6 neighbor binding address-
prefix {vlan | X:X:X:X::X/<0-128>}

no ipv6 neighbor binding ad-
dress-prefix {vlan |
X:X:X:X::X/<0-128>}

[Oo6aBnTb cTaTMyeckylo 3anucb ¢ npedpukcom B Tabauuy
Neighbor Prefix Table:
vlan — npwueasatb 3anuck K onpeaeneHHomy VLAN.

YpanuTb cTaTUYecKyto 3anucb ¢ npeduKkcom M3 Tabauubl
Neighbor Prefix Table.

ipv6 neighbor binding address-
prefix-validation

no ipv6 neighbor binding ad-
dress-prefix-validation

-/BbIK/IIOYEHO

BK/tOUMTL NPOBEPKY aapecoB B Tabnue NpuUBA3KK coceseit

YCTaHOBUTb 3HAYEHMe Mo YMO/I4aHUIO.

ipv6 neighbor binding lifetime
minutes

no ipv6 neighbor binding lifetime

minutes: 1..60/5

YCTaHOBUTb BPeMA XMU3HWU Tabauupbl NPUBA3KKM coceaein ans
3aMnucu B MUHYTax.

YCTaHOBWTb 3HaYeHue no YMO4aHUIO.

ipv6 neighbor binding logging

no ipv6 neighbor binding logging

-/BbIK/IIOYEHO

BKNOYUTL NOrMpoBaHME OCHOBHbIX COOLITUIN MO U3MEHUHUIO
TabMLbI NPUBA3KM.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

ipv6 neighbor binding max-en-
tries {interface-limit | vlan-limit |
mac-limit} {limit | disable}

no ipv6 neighbor binding
max-entries

limit: (0..65535)/
BbIK/HOYEHO

OnpeaennTb MakCMManbHOEe KONNYEeCTBO 3anucelt B Tabauue
NpWBA3KK coceaent.

- interface-limit — onpeaennts AMMUT ana nHTepoeiica;

- vlan-limit — onpegennte AumuT VLAN;

- mac-limit — onpegennto nmutT MAC-aapecos;

- disable — paspewnTb MakcMmanbHoOe KOIMYECTBO 3anucen.
MakcnmanbHoe 3HadeHue = 4294967294,

YCTaHOBUTb 3HAYEHME MO YMOHYAHMUIO.

ipv6 neighbor binding static ipvé
{X:X:X:X::X} vlan vlan_id interface
interface mac mac-address

no ipv6 neighbor binding static
ipv6 {X:X:X:X::X} vlan vlan_id

[o6aBuTb cTaTMyeckyto 3anuck 6e3 npedukca B Tabavuy
Neighbor Prefix Table:

- vlan — npuBAasaTtb 3anucb K onpegeneHHomy VLAN;

- interface — npuBA3aTb 3anucb K onpeaeneHHOMY WMHTep-
deiicy;

- mac — npvBA3aTb 3anucb K onpeaeneHHomy MAC-agpecy.

Ypanutb CTaTUYECKYHO 3aNUChb.

ipv6 source guard policy
policy_name

no ipv6 source guard policy
policy_name

policy_name:
(1..32) cumBona

Co3aaTb NoNMTUKY Source Guard v NepenTn B PeXKUM €€ KOH-
durypmpoBaHus.

YpanuTb nonnTuky Source Guard.

ipv6 dhcp guard policy
policy_name

no ipv6 dhcp guard policy
policy_name

policy_name:
(1..32) cumBona

Co3gatb nonntuky DHCP Guard u nepeinTn B pexKMm eé KOoH-
durypmpoBaHus.

Yaanutb nonnturky DHCP Guard.
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ipv6 dhcp guard preference
{minimum minimum_value |
maximum maximum_value}

ipv6 dhcp guard preference

minimum_value;
maximum_value:
(0..255)/BbIKNtOYEHO

YCTaHOBWUTb MaKCUMasIbHbIM U MUHWMaNbHbIM Npeaenbl npes-
nouteHuna ana DHCPv6-cepsepa.

YCTaHOBWTb 3HaYeHMe MO YMOIYaHUIO.

ipv6 nd inspection policy
policy_name

no ipv6 nd inspection policy
policy_name

policy_name:
(1..32) cumBona

Co3patb nonantuky ND Inspection v nepeiiT B peXmm eé KoH-
durypmpoBaHus.

Ypanntb noantuky ND Inspection.

ipv6 nd inspection drop-unsecure

no ipv6 nd inspection
drop-unsecure

-/BbIKNOYEHO

BkaounTb OT6paCbIBaHMe NaKeToB C OTCYTCTBYOLWMMU NN HE-
A0NYCTUMbIMUK NapameTpamn Uam noanucbio.

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

ipv6 nd inspection sec-level
minimum

no ipv6 nd inspection sec-level
minimum

minimum: (0..7)/
BbIK/IOYEHO

YCTaHOBWUTb MUHWMAJ/IbHOE 3HAaYEHWUE NapameTpa YPoBHA Hes-
ONacHOCTM MpPU MCNO/Ib30BaHUM ONUMUIA KpuUnTorpadpuyecku
creHepupoBaHHoro agpeca (CGA).

YCTaHOBWUTb 3HAYeHUE NO YMO/IHaHUIO.

ipv6 nd inspection validate
source-mac

no ipv6 nd inspection validate
source-mac

-/BbIKNOYEHO

BKkatounTb NnpoBepky MAC-agpeca naketa no ero agpecy link-
layer.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

ipv6 nd raguard policy

no ipv6 nd raguard policy

policy_name:
(1..32) cumBona

Co3gatb noantuky ND RA Guard v nepeiTn B pexknum eé KoH-
duUrypmpoBaHus.

Yaanutb nonntuky ND RA Guard.

ipv6 nd raguard hop-limit
{minimum minimum_value |
maximum maximum_value}

no ipv6 nd raguard hop-limit

minimum_value;
maximum_value:
(1..255)/BbIKNIO4EHO

YcTaHoBUTb Npeaensl 3HadeHua Cur Hop Limit B coobuieHunax
Router Advertisement.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

ipv6 nd raguard managed-config-
flag {off | on}

no ipv6 nd raguard managed-
config-flag

-/BbIK/IIOYEHO

BkntounTtb nposepky ¢nara managed-config B coobuweHnax
Router Advertisement:

- off — 3HaueHune dnara LOMKHO 6bITh O;

- on — 3HayeHue ¢ara AOMKHO 6bITb 1.

YCTaHOBWTb 3HaYeHue no YMO4aHUIO.

ipv6 nd raguard other-config-flag
{off | on}

no ipv6 nd raguard other-config-
flag

-/BbIK/IIOYEHO

Bkntounto npoBepKy dnara other-config B8 coobueHnax
Router Advertisement:

- off — 3HaueHune dnara LOMKHO 6bITh O;

- on — 3HayeHue ¢ara AOMKHO 6bITb 1.

YCTaHOBWTb 3HaYeHue no YMO4aHUIO.

ipv6 nd raguard router-
preference minimum {low |
medium | high}

no ipv6 nd raguard router-
preference minimum

-/BbIK/IIOYEHO

YCTaHOBUTb MUHMMAIbHOE 06bsBNAemoe 3HayeHue Default
Router Preference B coobuieHunax Router Advertisement:

- low — HuM3KOe 3HaYeHue;

- medium — cpegHee 3Ha4YeHuUe;

- high — BbicOKOe 3HaueHue.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

ipv6 nd raguard router-
preference maximum {low |
medium | high}

no ipv6 nd raguard router-
preference maximum

-/BbIK/IOYEHO

YCTaHOBUTb MaKkcMmanbHoe obbasasemoe 3HadeHne Default
Router Preference B coobuieHunax Router Advertisement:

- low — HuK3KOe 3HayeHue;

- medium — cpeaHee 3HauyeHue;

- high — Bbicokoe 3HaueHue.

YCTaHOBUTb 3HaYeHMe MO YMOJIHAHUIO.

KomaHObI pexcuma KoHgu2ypayuu noaumuKu npusasku cocedell

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-nbr-binding) #
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Tabnuua 248 — KomaHap! pexkxmMma NoAUTUKKU NPUBA3KKU cocenei

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

logging binding enable

logging binding disable

-/BbIK/IOYEHO

Bk/itounTb normposarne gobasneHus/yaanerus IPv6 B Tab-
JIMLLY NPUBA3KN cocepent.

BbIKNtOUMTb NornposaHue gobasneHus/yaaneHus IPv6 B Tab-
JIMLLY NPUBA3KN cocepent.

max-entries {interface-limit |
vlan-limit | mac-limit} {limit |
disable}

no max-entries

limit: (0..65535)/
BbIK/IKOYEHO

Onpeaennte MakCMManbHOE KONNYECTBO 3anucelt B Tabanue
NpWBA3KK coceselt.

- interface-limit — onpegennte AMMUT ana nHTepdeiica;

- vlan-limit — onpegennts Aumut VLAN;

- mac-limit — onpegenntb AMmnutT MAC-agpecos;

- disable — pa3pelwnTb MaKCMMaNbHOE KOJIMYECTBO 3anncei.
MakcumanbHoe 3HaueHue = 4294967294.

YCTaHOBWTb 3HaYeHMe N0 YMOYAHWUIO.

address-config {dhcp | any |
stateless}

no address-config

-/BbIK/IIOYEHO

BKkntounTb fobaBneHue 3anmceit B Tabanuy NpuBA3KKM cocenen
Ha OCHOBAHUMU:

- dhcp-nakera DHCPv6 Reply. Mpu atom Bce Link-local IPv6-
afpeca BHOCATCA B Tab/ivuy NpuBA3KKM cocefiei nMo ymonya-
HUIO B pe3ysibTaTte aHanm3a ICMPv6-nakeTos;

- any — nobaBnATbL BCe afpeca;

- stateless — Ha ocHoBe IPv6 RA coobuieHni.

YCTaHOBUTb 3HAYEHMe Mo YMO/I4aHUIO.

address-prefix-validation {enable
| disable}

no address-prefix-validation

-/BbIKNOYEHO

BK/1l0UMTbL NPOBEPKY aApecos B TabmLe NPUBA3KK coceaeit.

YCTaHOBUTb 3HAYEHMeE Mo YMO/I4aHUIO.

device-role {permiter | internal}

no device-role

-/BbIKNOYEHO

YKasaTb poJib YCTPOWCTBA, NOAKNOYEHHOTO K MHTEpPdEecy:
- permiter — ycTpoWcTBO NepumeTpa;
- internal — BHyTpeHee ycTponcTBO.

Y6paTb posib C YCTPOWCTBA, NOAKNIOYEHHOTO K UHTEpdENACy.

KomaHObI pexcuma KoHguaypayuu noaumuku Source Guard

Bua 3anpoca KOMaHAHOM CTPOKU:

console (config-ipv6-srcgrd) #

Tabnunua 249 — KomaHab! perkuma IPv6 Source Guard noanTuKkm

KomaHoa

3Ha4yeHue/3HayeHue
no ymoa4YaHuro

Aelicmeue

trusted-port

no trusted-port

-/BbIKNIOYEHO

OnpegenvTtb foBEPeHHbI NopT. JaHHas NOAUTMKA Ha3Hava-
€TCA Ha MoPT, Ha KOTOPOM He A0/IKHA MPUMEHATLCA MOAUTUKA
Source Guard.

YCTaHOBUTb 3HaYeHue no YMOI4aHUIO.

KomaHObI pexcuma KoHgu2ypayuu noaumuku DHCP Guard

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-dhcp-guard) #

Tabanuya 250 — KomaHab! perkuma ipve DHCP Guard noantmku

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

device-role {client | server}

-/BbIKNOYEHO

YKasaTb po/ib YCTPOWCTBA, NOAKNOYEHHOTO K MHTEPdENCY:
- server — yCTaHOBWTb POJ/ib CepBepa;
- client — ycTaHOBUTbL PO/b K/MEHTA.
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no device-role

Y6paTb posib € yCTPOMCTBA, MOAK/NIOUYEHHOTO K MHTEpdENCy.

match reply {disable | prefix-list prefix_list: BKtOYNTL NPOBEPKY aHOHCUPYEMBbIX a4PECOB, NONYYEHHbIX B
prefix_list} (0..32) cumsona/ coobuieHunax DHCPv6:
BbIK/IHOYEHO - disable — oTkntounTb NpoBepKy no DHCPv6-coobueHmam;
- prefix-list — npedukc-macka, no KoTopol byaeT ocyLLecTs-
NATCA NPOBEpPKa.
no match reply YCTaHOBWTb 3HAYEHME MO YMONYAHUIO.
match server address {disable | prefix_list: BKtOUNTL NPOBEPKY agpeca NCTOYHMKA cepsepa:
prefix-list prefix_list} (0..32) cumsona/ - disable — oTKnlOUNTL NPOBEPKY agpeca UCTOYHUKA cepBepa;
BbIK/IHOYEHO - prefix-list — npedukc-macka, no KoTopolt byaeT ocyLLecTs-

no match server address

NIATCA NpoBepKa.

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

preference minimum
{preference_value | disable}

no preference minimum

preference_value:
(0..255)/BbIKNtO4EHO

YCTaHOBWUTb MMHMMA/bHBIN Npegen aHoHcupyembix DHCPV6-
cepBepom onuumi:
- disable — BbIKNOUNTL NPOBEPKY ONLMIA.

YCTaHOBWTb 3HaYeHMe N0 YMOHAHUIO.

preference maximum
{preference_value | disable}

no preference maximum

preference_value:
(0..255)/BbIKNtOYEHO

YCTaHOBUTb MaKCMManbHbIM Npeaen aHoHcupyembix DHCPV6-
cepBepom onuuin:
- disable — BbIKAOUYMTb NPOBEPKY ONLUNA.

YCTaHOBUTb 3HAYEHMeE Mo YMO/I4aHUIO.

KomaHObI pexcuma KoHguaypayuu noaumuku ND Inspection

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-nd-inspection) #

Tabnuua 251 — KomaHap! pexknuma IPve ND Inspection noantunkm

KomaHoa

3Ha4yeHue/3HayeHue

no ymon4aHuro

Aelicmeue

device-role {host | router}

no device-role

-/BbIKNIOYEHO

YKa3aTb po/ib YCTPOWCTBA, MOAKNIOUEHHOTO K UHTEpdENCY:
- host — ycTaHoBWTbL ponb xocTa
- router — yCTaHOBUTb POJIb MapLUPYyTU3aTOPa

YCTaHOBWTb 3HaYeHue no YMO4aHMUIO.

drop-unsecure {enable | disable}

no drop-unsecure

-/BbIKNIOYEHO

BkaounTb OT6paCbIBaHMe NaKeToB C OTCYTCTBYOLWLMMU UNN He-
A0NYCTUMbIMU NapameTpamn Uam noanucbio.

YCTaHOBUTb 3HAYEHME MO YMOYAHUIO.

sec-level minimum
{sec_level_minimum | disable}

no sec-level minimum

sec_level_minimum:
(0..7)/BbIKNtOYEHO

YKazaTb MUHMMaNbHOE 3HayeHWe napameTpa ypoBHA 6Ges-
ONacHOCTM NPV UCMNONb30BaHUM ONUMI KpunTorpaduyeckm
creHepupoBaHHoro agpeca (CGA).

YCTaHOBWTb 3HaYeHue no YMO4aHUIO.

validate source-mac {enable |
disable}

no validate source-mac

-/BbIK/IIOYEHO

BkntounTb nposepKy MAC-agpeca nakeTta no ero link-layer ag-
pecy:

- enable — BknoOUUTH

- disable — BbIKAOUNTB

YCTaHOBUTb 3HaYeHue no YMOI4aHUIO.

KomaHObI pexcuma KoHgu2ypayuu noaumuku RA Guard

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-ra-guard) #
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Tabnuua 252 — KomaHgpb! pexkuma IPve RA Guard noanTtukm

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

device-role {host | router}

no device-role

-/BbIK/IOYEHO

YKasaTb po/ib YCTPOMCTBA, NOAK/IOYEHHOIO K MHTEpdeicy:
- host — ycTaHOBUTb ponb XOCTa;
- router — yCcTaHOBWUTL PO/Ib MapLIpyTU3aTopa.

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

hop-limit {minimum value_limit |
maximum value_limit}

no hop-limit

value_limit:
(1..255)/BbIKNtOYEHO

YcTaHOBUTb Npeaensl 3HayeHua Cur Hop Limit B coobuieHunsax
Router Advertisement.

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

managed-config-flag {off | on}

no managed-config-flag

-/BbIK/IOYEHO

Bk/itountb nposepky ¢nara managed-config B coobuieHuax
Router Advertisement:

- off — 3HaueHune dnara foNKHO 6bITb O;

- on — 3HauyeHue pnara JOMKHO 6biTb 1.

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

match ra address {disable | prefix- prefix_list: BKAounTb NpoBepKy aapecoB B coobuieHnsax Router Adver-
list prefix_list} (1-32) cumsona/ tisement:
BbIK/IHOYEHO - disable — oTkntOuMTL NPOBEpPKY agpecos
- prefix-list — npedukc macka, no KoTopoi byaeT ocyliecTs-
NATCA NPOBEpKa.
no match ra address YCTaHOBWTb 3HaYeHMeE NO YMOYAHMIO.
match ra prefixes {disable | prefix- prefix_list: BKAtounTbL NpoBepKyY NpeduKcoB B coobuieHnsax Router Adver-
list prefix_list} (1-32) cumsona/ tisement:
BbIK/IHOYEHO - disable — oTkntounTL NpoOBEpPKY NpedumKcos;

no match ra address

- prefix-list — npedukc-macka, no KoTopolt byaeT ocyLlecTs-
NATCA NPOBEpKa.

YCTaHOBUTb 3HAYEHMeE Mo YMO/I4aHUIO.

other-config-flag {off | on}

no other-config-flag

-/BbIKNOYEHO

BKntountb npoBepKy dnara other-config B coobuweHunax
Router Advertisement:

- off — 3HaueHune dnara foNKHO 6bITh O;

- on — 3Ha4eHue daara JOMKHO 6bITb 1.

YCTaHOBUTb 3HAYEHME MO YMOYAHUIO.

router-preference minimum {low |
medium | high}

no router-preference minimum

-/BbIKNIOYEHO

YCTaHOBUTb MUHMMaNbHoe obbsasnsemoe 3HaveHue Default
Router Preference B coobuieHunax Router Advertisement:

- low — HU3KOEe 3HauyeHMe;

- medium — cpegHee 3Ha4YeHuUe;

- high — BbicoKkoe 3HaueHue.

YCTaHOBUTb 3HAYEHME MO YMOHYAHUIO.

router-preference maximum {low |
medium | high}

no router-preference maximum

-/BbIKNIOYEHO

YCTaHOBUTb MaKcMManbHoe obbaBnasemoe 3HaveHne Default
Router Preference B Router Advertisement coobLuieHuax:

- low — HU3KOEe 3HauyeHMe;

- medium — cpegHee 3Ha4YeHUE;

- high — BbicoKkoe 3HayeHue.

YCTaHOBUTb 3HaYeHMe N0 YMOTHAHUIO.

KomaHObI pexcuma KoHguaypayuu noaumuku First Hop Security

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-ipv6-fhs) #
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Tabnuua 253 — KomaHap! pexkuma IPv6 First Hop Security noamtmku

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

logging packet drop {enable |
disable}

no logging packet drop

-/BbIK/IOYEHO

AKTMBMPOBATL IOTMPOBaHME ApOna NaKeToB NpW HECOOTBET-
CTBUM NOAUTMKaM 6e3onacHoctn cnyk6 RA Guard, ND
Inspection, DHCPv6 Guard u IPv6 Source Guard:

- enable — BKAOUMTBL NOrMpoBaHME Apona NaKeToB AN1A AaH-
HOW NOJINTUKMU;

- disable — oTkntouMTL NOrMpoOBaHME ApoNa NAKETOB ANA AaH-
HOM NOJIUTUKM.

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

KomaHObI pexcuma KoHguypauyuu uHmepapetica VLAN

BuAa 3anpoca KOMaHAHOWN CTPOKM:

console (config-if) #

Tabnnua 254 — KomaHabl pexkuma KoHourypaumm nHtepdelica VLAN

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ipv6 first hop security

no ipvé6 first hop security

-/BbIKNOYEHO

BKkatounTb PpyHKUMoHan First Hop Security Bo VLAN.

Bobikntountb PyHKUMoHan First Hop Security Bo VLAN.

ipv6 first hop security attach-policy
policy_name

no ipvé first hop security attach-
policy

policy_name:
(1..32) cumsona/
BbIK/IIOYEHO

Lo6aButb nonntuKy First Hop Security Ha uHTepdeiic.

Ypanutb nonntury First Hop Security ¢ nHtepdeiica.

ipv6 neighbor binding

no ipv6 neighbor binding

-/BbIK/IIOYEHO

BKntounTb nNpmBA3Ky coceaent u gobasneHve 3anucelt B Tab-
anuy.

BbIKNtOUMTb NPUBA3KY cocenen n AobasneHune 3anucei B Tab-
nanuy.

ipv6 neighbor binding attach-policy
policy_name

no ipv6 neighbor binding attach-
policy

policy_name:
(1..32) cumsona/
BbIK/IOYEHO

[o6asuntb nonutuky Neighbor Binding Ha nHTepdeiic.

Yaanutb nonntuky Neighbor Binding ¢ untepdeiica.

ipv6 source guard

no ipvé source guard

-/BbIK/IIOYEHO

Bkntountb IPV6 Source Guard.

BbikntounTb IPV6 Source Guard.

ipv6 dhcp guard

no ipv6 dhcp guard

-/BbIKNIOYEHO

Bkatountb DHCP Guard.

BbikntounTts DHCP Guard.

ipv6 dhcp guard attach-policy
policy_name

no ipv6 dhcp guard attach-policy

policy_name:
(1..32) cumsona/
BbIK/IOYEHO

[o6asunTb nonutuky DHCP Guard Ha uHTepodeiic.

Yaanutb nonntukn DHCP Guard ¢ nHtepdelica.

ipv6 nd inspection

no ipv6 nd inspection

-/BbIK/IOYEHO

Bkatountb IPVv6 ND Inspection.

BbikntounTb IPv6 ND Inspection.

ipv6 nd inspection attach-policy
policy_name

no ipv6 nd inspection attach-policy

policy_name:
(1..32) cumsona/
BbIK/OYEHO

Lo6asutb nonntuky ND Inspection Ha uHTepdeiic.

Yaanutb nonntuky ND Inspection ¢ nHTepdeiica.

ipv6 nd raguard

no ipv6 nd raguard

-/BbIK/IIOYEHO

Bkntounts IPv6 ND RA Guard.

BbikntounTb IPv6 ND RA Guard.

ipv6 nd raguard attach-policy
policy_name

no ipv6 nd raguard attach-policy

policy_name:
(1..32) cumsona/
BbIK/IOYEHO

[o6asutb nonntuky ND RA Guard Ha nHTepdeiic.

Yaanutb nonntuky ND RA Guard c nHtepdeiica.
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KomaHOwbi pexcuma EXEC

BuAa 3anpoca KOMaHAHOWN CTPOKM:
console#

Tabnunuya 255 — KomaHabl pexkmma EXEC

Komanoa 3HayeHue/3Ha4yeHue Leiicmeue
no yMmon4aHuro

show ipv6 first hop security - OT06pa3nTb HacTPoMKKM PpyHKLMI IPV6 First Hop Security.
show ipv6 source guard - OT06pasuTb cocTosiHUe byHKLMM IPV6 source guard.
show ipv6 neighbor binding table - OT06pa3nTb TabanLy NPUBA30K cocenen.
show ipv6 dhcp guard - OTO6pPO3UTH COCTOAHME U HACTPONKK dyHKLMKM DHCP Guard.
show ipv6 nd inspection - OTO6pP0O3UTL COCTOAAHME M HAcTpoliKkM ¢dyHKUMM ND Inspection.
show ipv6 nd raguard - OTO6pa3nTb COCTOAHME U HAacTPOMKKM PpyHKUMKM RA Guard.

5.25 ®dyHKuuu DHCP Relay areHTa

KommyTtaTtopbl noaaep*kunsatoT ¢pyHKUMn DHCP Relay areHTa. 3agaueit DHCP Relay areHTa saBnaetcs
nepegaya DHCP-nakeToB OT KAMEHTA K cepBepy M 06paTHO B caydae, ecnv DHCP-cepBep HaxoamMTcs B 04HOM
CeTU, a KAMEeHT B Apyroi. Opyroi ¢yHKuMen asnsetca gobasneHne AONONHUTENbHbIX onuuit B8 DHCP-
3anpocbl KANEHTa (Hanpumep, onuum 82).

MpuHumn pabotbl DHCP Relay areHTa Ha KOMMyTaTope: KOMMYTaTOP NPUHUMAET OT KameHTa DHCP-
3anpockl, NepenaeT 3T 3anpochbl CEPBEPY OT UMEHMU KAMEHTA (OCTaBAAA B 3anpoce onuum ¢ Tpebyembimu
KNMEeHTOM MapameTpamMu 1, B 3aBUCUMOCTM OT KOHPUrypauuu, nobasnas ceoum onuun). Nonyums oTeeT oT
cepsepa, KOMMYTaTOp NepenaeT ero KANEHTY.

KomaHObI pexcuma 2a06anab6Hol KoOHpuU2ypayuu

BunAa 3anpoca KoOMaHAHOM CTPOKM pexxnma rnobanbHom KOHOUrypaumm:
console (config) #

Tabnunua 256 — KomaHabl perknma rnobanbHOM KoOHGUrypauum

Komanoa 3Ha4yeHue/3HayeHue Leiicmeue
Mo ymMoa4YaHuro
ip dhcp relay enable Mo ymonuaHuio areHT | BrntoueHne ¢yHkumii DHCP Relay areHTa Ha KommyTaTope.
no ip dhcp relay enable BbIK/IIOYEH BbikntoueHne PpyHKumMii DHCP Relay areHTa Ha KommyTaTope.
ip dhcp relay address 3apaét IP-agpec poctynHoro DHCP-cepsepa gnsa DHCP Relay
ip_address [vlan vian_id] areHTa.
- vlan — knueHTckmii VLAN, 3anpocbl M3 KoToporo 6yayT Hanpas-
vlan_id: (1..4094) neHbl Ha IP-agpec KoHKkpeTHoro DHCP-cepsepa.
no ip dhcp relay address Ypansaer IP-agpec u3 cnucka DHCP-cepsepos gna DHCP Relay
[ip_address] areHTa. MoxeT 6bITb 33jaHO A0 BOCbMYW CEPBEPOB B BUAE AMana-
30Ha UM NepevyncneHnem.

KomaHObI pexcuma KoHgu2ypayuu uHmepagpetica VLAN

Bupa 3anpoca KOMaHAHOM CTPOKU B pexnume KoHdurypaumm nutepdeica VLAN:

console# configure
console (config) # interface vlan vlan id
console (config-if) #
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Tabnuua 257 — KomaHap! pexknuma KoHourypaumnm nHtepdeiica VLAN, nutepdeiica Ethernet

3HayeHue/3Ha4eHue »
KomaHoa / Aelicmesue
no yMmoa4YaHuro

ip dhcp relay enable BkntoyeHune ¢pyHKumii DHCP Relay areHTa Ha HacTpavBaemom

Mo ymonyaHuto areHT nHTepdelice.
no ip dhcp relay enable BbIK/IIOYEH BbikntoueHne ¢pyHKunit DHCP Relay areHTa Ha HacTpanBaemom

MHTepodeiice.
ip dhcp relay gateway-address MNo3BoNse€T HacTPOUTb KOHKPETHbIM agpec WMCTOYHMKa And
. Mo ymonyaHutio agpec
ip_addr 6 dhcp naketoB U3 kaneHTckoro Vian.
He BblbpaH

no ip dhcp relay gateway-address P Bo3BpalyaeT B pexknum paboTbl MO YMONYAHUIO.

KomaHOowbl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#

Tabnnuya 258 — KomaHzabl pexkmma EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda Aelicmeue

show ip dhcp relay OTobpakaeT KOHOUrypaumo HacTpoeHHon ¢yHKumm DHCP Relay
- areHTa g8 KOMMYTaTopa M OTAE/IbHO A5 MHTepdencos, a TakKe
CMNUCOK AO0CTYMHbIX CEpPBEpPOB.

[pumepbl 8b1N0AHEHUS KOMAHO

e [lokasaTb coctosiHMe ¢yHKunm DHCP Relay areHTa:

console# show ip dhcp relay

DHCP relay is Enabled
DHCP relay is not configured on any vlan.
Servers: 192.168.16.38
Relay agent Information option is Enabled

5.26 KoHdurypauma DHCP-cepsepa

DHCP-cepBep oCyLEeCTBAAET LLeHTPaIM30BaHHOE YpaBAeHe CETEBbIMU aAPECaMM N COOTBETCTBYIO-
WMMW KOHOUTYPALMOHHBIMM NapameTpamm, aBTOMATUYECKM NPEeLOCTaBAAA UX KANEHTam. ITO No3BoAsAET
n3bexKaTb py4HOM HACTPOIMKN YCTPOMCTB CETU M YMEHbLLAET KOJIMYECTBO OLLNOOK.

Ethernet-kommyTaTopbl MoryT paboTaTb Kak DHCP-KaueHT (nonyyeHune coberseHHoro IP-aapeca ot
cepsepa DHCP), Tak n Kak DHCP-cepBep. B cnyyae ecnn DHCP-cepBep OTKAOUYEH, TO KOMMYTaTOP MOMKET
pabotatb c DHCP Relay.

KomaHObI pexcuma 210baabHol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexmnma rnobanbHoM KOHPUrypaumm:

console (config) #
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Tabnumua 259 — KomaHap! pexkmma rnobanbHon KoHGUrypaumm

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aelicmeue

ip dhcp server

no ip dhcp server

-/BbIKIOYEHO

BrkntoueHune ¢oyHKUMn DHCP-cepBepa Ha KOmmyTaTope.
MNepepn, BKkAoyeHnem DHCP-cepsepa npepBapum-
l | TeNbHO A0J/KHbI 6bITb OTKAKOUYeHbl DHCP-KAMeHTbI
o BO Bcex VLAN. B TOmM yucne BK/IIOYEHHbIA NO YMOJI-
yaHuio DHCP-knueHT B VLAN 1.

BbikntoueHue pyHKummM DHCP-cepBepa Ha KOMMyTaTope.

ip dhcp pool host name

no ip dhcp pool host name

name: (1..32)
CMMBOJI0B

Bxog, B pexxum KoHpurypaumm cratuyeckmx agpecos DHCP-cep-
Bepa.

Ypansaet koHourypauno DHCP-kAMeHTa ¢ 3a4aHHbIM UMEHEM.

ip dhcp pool network name

no ip dhcp pool network name

name: (1..32) cumBonos

Bxog, B pexxum KoHdpurypauymm DHCP-nyna agpecoe DHCP-cep-
Bepa.
- name — uma DHCP-nyna agpecos.
MakcumanbHo ponyctumoe Konudectso DHCP pool
N YKa3aHo B Tabauue 9.

Ypanaet DHCP-nyn ¢ 3agaHHbIM UMEHEM.

ip dhcp excluded-address
low_address [high_address]

no ip dhcp excluded-address
low_address [high_address]

YkKasbiBaeT IP-agpeca, kotopbie DHCP-cepsep He byaeT HasHa-
yatb gnAa DHCP-knueHTOB.

- low-address — HayanbHbIN IP-agpec AnanasoHa;

- high-address — KoHeuHbIV |IP-agpec gManasoHa.

YpaneHnue IP-agpeca U3 cnvMcKka UCKAOYEHUA QN Ha3HayeHuA
ero DHCP-knuneHTam.

KomaHObI pexcuma KoHgu2ypayuu cmamuyeckKux adpecos DHCP-cepsepa

Bug 3anpoca KOMaHAHOM CTPOKU B pexknume KoHpurypaumm ctatmyeckmx agpecos DHCP-cepsepa:

console# configure
console (config) # ip dhcp pool host name
console (config-dhcp) #

Tabnuua 260 — KomaHAabl pexxnuma KoHburypaumum

3HayeHue/3HayeHue

Aelicmeue
110 yMOAYAHUIO

KomaHda

Py4Hoe pesepsuposaHue IP-agpecos gna DHCP-knmeHTa.

- ip_address — |P-agpec, KoTopblii byaeT conocTasneH ¢ pusm-
YeCKUM afpecom KINEeHTa;

- mask/prefix_length — macka nogcetn/anuHa npeduKca;

- id — pusnyecknit agpec (MaeHTUGUKaTOP) ceTeBOM KapTbl;

- mac_address — MAC-agpec.

Ypanaet 3ape3epsBupoBaHHble IP-agpeca.

address ip_address {mask |
prefix_length} {client-identifier
id | hardware-address
mac_address} -

no address

client-name name Onpepenaet uma DHCP-knneHTa.

name: (1..32) cumBonos

no client-name Ypanaet uma DHCP-knumeHTa.

KomaHObI pexcuma KoHgu2ypayuu nyaa DHCP-cepsepa

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHpurypaumm nyna DHCP-cepsepa:

console# configure
console (config)# ip dhcp pool network name
console (config-dhcp) #
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Tabnunua 261 — KomaHabl pexkuma KoHourypaumm

3HayeHue/3HayeHue
no yMmoA4YaHuio

KomaHda

Aelicmeue

address {network_number |
low low_address high
high_address} {mask |
prefix_length} -

no address

YcTaHaBAWBaEeT HOMep NOACETU U MACKy NOACETU AN1A Nyna aa-
pecos DHCP-cepBepa.

- network_number — |P-agpec Homepa noaceTH;

- low_address — HayanbHbIM IP-agpec Anana3oHa aapecos;

- high_address — koHeuHbIW |P-agpec gManasoHa agpecos.

- mask/prefix_length — macka nogcet/anuHa npedukca.

Ypansaet koHourypauuto DHCP - nyna agpecos

lease {days [hours [minutes]] |
infinite}

-/1 peHb

no lease

Bpems apeHabl IP-agpeca, KOTopblit HasHavyeH ot DHCP.
- infinite — Bpems apeHAbl He OrpaHNYEHo;

- days — KoNMYecTBo gHew;

- hours — KONMYeCTBO Yacos;

- minutes — KOJINYECTBO MUHYT.

YCTaHOBUTb 3HaYeHMEe N0 YMOYAHMUIO.

KomaHObI pexcuma KoHgu2ypayuu nyaa DHCP-cepsepa u cmamuyeckux adpecos DHCP-cepsepa

BuAa 3anpoca KOMaHAHOWN CTPOKM:
console (config-dhcp) #

Tabnunua 262 — KomaHabl pexkMma KoHburypaumm

3HayeHue/3HayeHue
no yMmon4aHuio

KomaHda

Aelicmeue

default-router ip_address_list

Mo ymonyaHuIo CNUCoK
MapLIpyTU3aTOPOB He
onpeaeneH.

no default-router

OnpeaenseT CMUCOK MapLIpyTU3aTOPOB MO YMOJYAHWUIO ANs
DHCP-knueHTa:
- ip_address_list — cnucok IP-agpecoB mapLipyT13aTopos, Mo-
JKeT coaep:kaTb A0 8 3anuceit, pasaeneHHbix npobenom.
IP-agpec maplipyTM3aTtopa Ao0NXKeH 6biTb B TOW Ke
. NOACETH, YTO U K/INEHT.

YcTaHaBAMBaeT 3HAYeHKWe no YMONYaHUIO.

dns-server ip_address_list
Mo ymonyaHuio cnncok
DNS-cepsepos He

Onpegenaet cnucok DNS-cepBepoB, AOCTYNHbIX ANA KAMEHTOB
DHCP.
- ip_address_list — cnucok IP-agpecoB DNS-cepBepoB, moxeT

onpeaenex. cofepyKaTb 0 8 3anucei, pasaeneHHbIx npobenom.
no dns-server YcTaHaBAMBAET 3HAaYEHMeE MO YMOMYAHMIO.
domain-name domain domain: (1..32) OnpegenseT fomeHHoe uma ana DHCP-kaneHToB.
no domain-name CUMBOJI0B YcTaHaBAWBAET 3HAYEHME MO YMONYAHMIO.

netbios-name-server
ip_address_list Mo yMON4YaHWUIO CNNCOK
WINS-cepBepoB He

onpeaeneH.

no netbios-name-server

Onpegensaet cnncok WINS-cepsepoB, AOCTYNHbIX ANA KAWEH-
ToB DHCP.

- ip_address_list — cnucok IP-agpecos WINS-cepsepoB, moseT
copepaTb A0 8 3anuceit, pasgeneHHblx npobenom.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

netbios-node-type {b-node |

p-node | m-node | h-node}
Mo ymonuyaHuto Tun

y3na NetBIOS He
onpegenex.

no netbios-node-type

Onpegenset Tmn y3na NetBIOS Microsoft ana knmeHTos DHCP:
- b-node — lWWMPOKOBELLATENbHDI;

- p-node — TOYKa-TOYKa;

- m-node — KOMBUHNPOBAHHbIN;

- h-node — rMbpuaHbIiA.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

next-server ip_address

no next-server

Mcnonb3yetca ana ykasaHua DHCP-knneHTy agpeca cepsepa
(kak npaswuno, TFTP-cepBepa), C KOTOPOro AO/MKEH ObITb NONY-
YeH 3arpy3ouHblii daiin.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

next-server-name name
name: (1..64) cumBonos

no next-server-name

Ucnonb3yetca gna ykasaHma DHCP-knneHTy nma cepsepa, € KO-
TOPOro A0JIXKeH b6bITb NOJIYYEH 3arpy304HbIN daii.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.
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bootfile filename

no bootfile

filename: (1..128)
CMMBOJI0B

YKasblBaeT uma ¢aiina, UCnonb3yemoro AnA HavyaNbHOWM 3a-
rpy3km DHCP-knneHTa.

YcTaHaBAMBaET 3HauYeHWe No YMONYaHUIO.

time-server ip_address_list

no time-server

Mo yMOAYaHMIO CNUCOK
cepBepoB He
onpeaenex.

OnpegennaeT CNUCOK cepBepoB BpeMeHM, AOCTYMHbIX ANA KAn-
eHTos DHCP.

- ip_address_list — cnucok IP-appecos cepBepoB BpeMeHU, MO-
KeT cogepaTb Ao 8 3anuceit, pasgeneHHbIx npobenom.

YcTaHaBAMBaET 3HaUYeHWe No YMONYaHUIO.

option code {boolean
bool_val | integer int_val |
ascii ascii_string | ip[-list]
ip_address_list | hex
{hex_string | none}}
[description desc]

no option code

code: (0..255);
bool_val: (true, false);
int_val:
(0..4294967295);
ascii_string: (1..160)
CUMBO/IOB;
desc: (1..160)
CUMBO/IOB

HacTtpansaeT onumn DHCP-cepsepa.

- code — kog, onunn DHCP-cepBepa;

- bool_val — nornyeckoe 3HayeHue;

- integer — uenoe NoNOXUTENbHOE YNCAO;
- ascii_string — cTpoka B popmate ASCII;

- ip_address_list — cnucok IP-agpecos;

- hex_string — cTpoKa B 16-om ¢popmare.

Ypanaet onumn gna DHCP-cepsepa.

KomaHObi pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOW CTPOKK pexxunma Privileged EXEC:

console#

Tabnnua 263 — KomaHabl perkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

clear ip dhcp binding
{ip_address | *}

YpaneHue 3anucei us Tabanubl COOTBETCTBUA PUUYECKMX aa-
pecoB u afpecos, BblgaHHbIX ¢ nyna DHCP-cepsepom:

- ip_address — IP-agpec, HazHayeHHbI DHCP-cepsepom;

- ¥ —ypanuTb BCe 3anucu.

show ip dhcp

MpocmoTp KoHoUrypaumm DHCP-cepsepa.

show ip dhcp
excluded-addresses

MpocmoTp IP-appecos, kKoTopble DHCP-cepBep He byaeT HasHa-
yatb gna DHCP-knueHTOB.

show ip dhcp pool host
lio_address | name]

name: (1..32) cumBonos

MpocmoTp KoHOUTrypauumn Ans ctaTuyeckmx agpecos DHCP-cep-
Bepa:

- ip_address — IP-agpec KnmeHTa;

- name — vumA DHCP-nyna agpecos.

show ip dhcp pool network
[name]

name: (1..32) cumBonos

MpocmoTp KoHdurypaummn DHCP-nyna agpecos DHCP-cepsepa:
- name — vumAa DHCP-nyna agpecos.

show ip dhcp binding
[ip_address]

MpocmoTp IP-agpecos, KOTOpble CONOCTaBAEHbI C PUIUYECKMMMU
agpecamu KNMEHTOB, a TaKXKe BpeMa apeHabl, cnocob HasHave-
HUA K cocToaHme IP-agpecos.

show ip dhcp server statistics

MpocmoTp ctatnctukn DHCP-cepsepa.

show ip dhcp allocated

MpocmoTp akTMBHbIX IP-agpecos, BbligaHHbIXx DHCP-cepBepom.

[pumepsi 8biM0AHEHUS KOMAHO

e Hactpoutb DHCP-nyn c umeHem test n ykasaTtb gna DHCP-KnneHTOB: uma gomeHa — test.ru, Wwnios
no ymon4yaHuto — 192.168.45.1 n DNS-cepsep —192.168.45.112.

console#

console# configure

console (config)# ip dhcp pool network test

console (config-dhcp)# address 192.168.45.0 255.255.255.0
console (config-dhcp) # domain-name test.ru

console (config-dhcp) # dns-server 192.168.45.112

console (config-dhcp) # default-router 192.168.45.1

AA,-\A
— —— —r ~—
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5.27 KoHdwurypauua ACL (cnucku KOHTpona aocrtyna)

ACL (Access Control List — cnucok KoHTpons goctyna) — Tabauua, KoTopas onpegenseT npasuaa
dnNbTpaLMM BXOAALLENO M UCXoZAaLWero TpaduKka Ha OCHOBAHUWM NepefaBaeMbiX B MaKeTax NPOTOKONOB,
TCP/UDP noprtos, IP-agpecos nan MAC-agpecos.

V ACL-cnucKku Ha 6ase IPv6, IPv4 n MAC-agpecoB He 4,0/1KHbl MMEeTb OAWHAKOBble Ha3BaHUA.
V’- IPv6- un IPv4-cnuckn moryt pabotatb BmecTe Ha ogHOM ¢usnyeckom UHTepdeiice.
IPv4-cnuckun n ACL Ha 6a3e MAC-agpecauum moryt pabotaTtb BMecTe Ha 0gHOM pu3nyecKkom

uHTepdeice. Cnucok ACL Ha 6a3e MAC-agpecaumm He MOXKeT COBMeELLATbCA CO CMUCKamm
ana IPv6. [1Ba cnucka oAMHAKOBOro TMna He moryT paboTtatb Bmecte Ha UHTepdeiice.

KomaHgbl Ans co3gaHus M pepaktupoBaHua cnmckoB ACL gocTynHbl B pexkume rnobanbHoM
KOHUrypauum.

KomaHObI pexcuma 2a0baab6HoU KOHuU2ypayuu

KomaHAHasa cTpoKa B pexkume rnobanbHoin KoHOUrypaLumm nMeeT Bua;
console (config) #

Tabanuya 264 — KomaHabl gnsa co3ganua u KoHdurypaumm cnmckos ACL

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
ip access-list access_list Co3gaHue ctaHaapTHoro cnucka ACL.
{deny | permit} {any | - deny — 3anpeTUTb NPOXOXKAEHME NAKETOB C yKasaHHbIMM Napa-
ip_address [ip_address_mask]} meTpamu;
- permit — pa3peLlunTb NPOXOXKAEHWE NAKETOB C yKa3aHHbIMM Napa-
MeTpamu.
no ip access-list access_list YaanuTb cTaHgapTHbIN cnncok ACL.
ip access-list extended CospaHne HoBOro pacwunpeHHoro cnucka ACL ana agpecaumu IPv4
access_list W BXOZ, B PEXKUM €ro KOHOUrypaLmm (ecam CNUCOK € AaHHbIM UMe-

HeM elle He co3aaH) M6 BXOA B PEXKMM KOHPUIypaLLMm paHee co-
30aHHOrO CMUCKa.

no ip access-list extended YpaneHue pacwmpeHHoro cnncka ACL ansa agpecauum IPv4.

access_list

ipv6 access-list access_list CospaHne HoBOro cTaHgapTHoro cnucka ACL gna agpecaummn IPv6.

{deny | permit} {any | - deny — 3anpeTuTb NPOXOXKAEHME NAKETOB C yKasaHHbIMM Napa-

ipv6_address access_list: (0..32) MeTpamu;

lipv6_address_prefix]} cMmBoNa - permit — paspeLmnTb NPOXOKAEHME NAKETOB C YKa3aHHbIMM Napa-
MeTpamu.

no ipv6 access-list access_list YpaneHue ctaHgapTHoro cnncka ACL ana agpecauum IPv6.

ipv6 access-list extended Co3gaHune HoBOro pacwmnpeHHoro cnucka ACL ana agpecauum IPve

access_list W BXOJ, B PEXMUM €ro KoHUrypaumm (ecam cnmcok ¢ aHHbIM UMme-

HeM eLLe He co34aH) NMMB0o BXOA B PeXKUM KOHOUIypaLLMmM paHee co-
34aHHOrO CMMCKa.

no ipv6 access-list extended YpaneHue pacwupeHHoro cnucka ACL ana agpecauum IPv6.

access_list

mac access-list extended Co3paHue HoBoro cnucka ACL Ha 6ase MAC-agpecaumu 1 BXog, B

access_list peXum ero KoHoUrypauum (€cm CNmMcoKk ¢ AaHHbIM UMEHEM ellle
He co34aH) IM60 BXOZ, B PEXKMUM KOHOUTYpaLumn paHee co3aHHOro
Cnucka.

no mac access-list extended YpaneHue cnucka ACL Ha 6a3ze MAC-aapecaumm.

access_list

time-range time_name Bxoa B pexum koHburypauum time-range u onpegeneHve BpemeH-
HbIX MUHTEPBA/IOB ANA CMCKa JOCTYNa.

- time_name — nma npoouns HacTpoek time-range.

time_name: (0..32)
cMMBOIA
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| no time-range time_name

| YpaneHue 3agaHHolN KoHdUrypaumm time-range.

Ona TOoro ytobbl aKkTMBM3MpOBaATb cnucok ACL, Heobxogumo cBA3aTb ero C MHTepdencom.
NHTepdelicom, MCNOb3YHOLMM CMUCOK, MOXKeT bbiTb 60 nHTepdeic Ethernet, anbo rpynna nopros.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, VLAN, epynnsl nopmos

KomaHgHan cTpoKa B pexume KoHourypaumm mHtepdeiica Ethernet, VLAN, rpynnbl nopToB nmeet

BUA:

console (config-if) #

Tabnnua 265 — KomaHaa HasHauveHus cnucka ACL-nHTepdeicy

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

service-acl input access_list

no service-acl input

access_list: (0..32)
cumBona

B HacTpolikax onpeaenéHHoro ¢pusmyeckoro nHTepdeica KomaHaa
NPUBA3bIBAET YKa3aHHbIW CMIUCOK K JaHHOMY UHTepdelicy.
—rnobanbHaa HacTPOWMKa ANs NPUMEHeHUA onumm 82.

» Mop peiictBne ACL, HasHauaemoro Ha interface vlan, no-
MNop, aevicteue ACL, Ha3Hayaemoro Ha interface vlan, no-

nagaeT He TOJIbKO MapLUIPYTU3MPYEMbIA TpadUK, HO U
V nagaer BeCb BXO4ALLMIA B NOPTbl TpaduK B AaHHOM VLAN.

TpaduK BHYTpM ceTu.
YpaneHue cnvcka c nHtepdelica.

KomaHOwbi pexcuma Privileged EXEC

KomaHgHan cTpoka B pexume Privileged EXEC nmeert Bua;

console#

Tabnunua 266 — KomaHabl 4nsa npocMmoTpa cnuckos ACL

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

show access-lists [access_list]

show access-lists
time-range-active [access_list]

access_list: (0..32)
cumBoNa

MNMoka3sbiBaeT cnncku ACL, co3gaHHble Ha KOMMyTaTope.

MNMokasbiBaeT cnuckn ACL, co3gaHHble Ha KOMMyTaTope, KOTopble B
HacTosLLee BpemMA ABNAKOTCA aKTUBHbIMMU.

show interfaces access-lists
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

MokasbiBaeT cnnckun ACL, HazHayYeHHble UHTepdelicam.

clear access-lists counters
[tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

O6HYNUTbL BCe cYeTYMKM cnmckoB ACL M6O cYETUYMKM ANs CNUCKOB
ACL 3apaHHoro nHtepdelica.
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show interfaces access-lists MNoKa3blBaeT CYETYMKM CMIUCKOB JOCTYNa.
trapped packets gi_port: (1..8/0/1..48);

[gigabitethernet gi_port | te_port: (1..8/0/1..48);

tengigabitethernet te_port | twe_port:

twentyfivegigabitethernet (1..8/0/1..120);

twe_port | hu_port: (1..8/0/1..32);

hundredgigabitethernet group: (1..128);

hu_port | port-channel group | vlan_id: (1..4094)

vlan vian_id]

KomaHOowb! pexcuma EXEC

KomaHaHasa cTpoka B pexkmme EXEC nmeet sua;
console#

Tabnuua 267 — KomaHap! ans npocmoTpa cnmckos ACL

3HaveHue/3Ha4yeHue ”
KomaHoa / Aelicmeue
o ymon4arHuro

show time-range [time_name] - MokKasbiBaeT KoHbUrypauuio time-range.

5.27.1 KoHdpueypayusa ACL Ha 6a3e IPv4

B paHHOM pasgene npuBeaeHbl 3HAYEHUA U OMUCAHUA OCHOBHbIX MAPAMETPOB, MUCMOJIb3yEeMbIX B
COCTaBe KOMaHJA, HacTpoiikmn cnmnckoB ACL, oCHOBaHHbIX Ha agpecaumn IPv4. Co3gaHne U BXOL B perKnm
pepaktMpoBaHmna cnmnckos ACL, ocHOBaHHbIX Ha agpecaumn |Pv4, ocywecTsiseTca Mo KOMaHAae: ip
access-list extended access-1list.Hanpumep, gnsa co3gaHus cnmcka ACL nog HassaHuem EltexAL
HeobXxo04MMO BbINOJHUTb CeAytoWwmne KOMaHAbI:

console#

console# configure

console (config)# ip access-list extended EltexAL
console (config-ip-al)#

Tabnunua 268 — OCHOBHbIE MapamMeTpbl, UCNOJIb3yeMble B KOMaHAax

Mapamemp 3HayeHue Aelicmeue

permit [Oelicteue ‘paspewnts’ Co3paer paspeluatolLee npasunao dunbTpaumm B cnncke ACL.

deny [ewncTteue ‘3anpetuts’ Co3pgaet 3anpewatowee npasuno unbtpaumm B cnncke ACL.

protocol Mone npegHasHauYeHo ANA YKa3zaHUA NPOTOKoAa (MM Bcex NpoTo-
KOJ/I0B), Ha OCHOBE KOTOPOro ByaeT ocyliecTBaseTcs GpuabTpaums.
Mpw BbIBOpE NPOTOKONA BO3MOXKHbI CieaytoLmMe BapuaHTbl: icmp,
igmp, ip, tcp, egp, igp, udp, hmp, rdp, idpr, ipv6, ipvé:rout,
ipv6:frag, idrp, rsvp, gre, esp, ah, ipv6:icmp, eigrp, ospf, ipinip, pim,
12tp, isis, ipip, MM6O UMcNOBOE 3HaYEHME NPOTOKOA, B AManasoHe
(0—255).

[na cooTBeTCTBMA NHO6OMY NPOTOKONY UCNOb3yeTCA 3HaYeHwue IP.

MpoTtokon

source Aapec UCTOYHMKA Onpepgenset IP-agpec UCTOYHMKA NaKeTa.

source_wildcard BbutoBasa macka, npumeHsemaa K IP-agpecy MCTOYHWMKa nakeTa.
Macka onpegenset 6utbl IP-agpeca, KoTopble He06X0AMMO UTHO-
pupoBaTb. B 3HaYeHUs urHopmpyembix BUTOB A0KHbI ObITb 3anK-
Wildcard-macka agpeca CaHbl eauHuubl. Hanpumep, UCNonb3ya MAcKy, MOXHO onpese-

UCTOYHMKA NUTb gna npasuna euabtpaumm IP-cetb. YTobbl A06aBUTL B Npa-
Buio punbtpaumm IP-cetb 195.165.0.0, Heobxo4MMO 3a4aTb 3Ha-
yeHne mackm 0.0.255.255, To ecTb cOriacHO AaHHOM Macke no-
cnepgHue 16 6uT IP-agpeca 6yayT MrHOpUpOBaTLCA.

destination Appec HazHayeHun Onpegensert IP-agpec HasHauyeHWs NakeTa.
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destination_wildcard

Wildcard-macka agpeca
Ha3HayeHuA

Bbutosaa macka, npumeHaemasn K IP-agpecy HasHayeHMA nakerta.
Macka onpegenset 6uthl IP-agpeca, KoTopble He06X0AMMO UTHO-
pvpoBaTb. B 3HaYeHUA UTHOPUPYEMbIX BUTOB AONKHbI ObITb 3aMNu-
CaHbl eAuHMUbl. Macka MWCNonb3yeTca aHaJorMYyHO  Macke
source_wildcard.

vian

NpeHTudumkaTop Vlan

Onpegaenset Vlan, gna KoToporo 6ygeTt NpUmMeHATLCA NPaBuIo.

dscp

Mone DSCP B 3aronoske L3

Onpeaensnet 3HayeHne DSCP-nonsa diffserv. Bo3amoskHble Koabl co-
obuweHuit nons dscp: (0 —63).

precedence

MpuopwuTet IP

Onpegenset npuopuTeT IP-TpadukKa: (0-7).

time_name

NUms npoduna
KoHbUrypauum time-range

Onpegenser KOHPUIYpaLMIO BPEMEHHbIX UHTEPBAOB.

icmp_type

Tun coobuieHunii npotokona ICMP, ucnonbsyemsiii s duabtpa-
umMm  ICMP-naketoB. BO3MOMHble TuMbl COOBLWEHUI nons
icmp_type: echo-reply, destination-unreachable, source-quench,
redirect, alternate-host-address, echo-request, router-advertise-
ment, router-solicitation, time-exceeded, parameter-problem,
timestamp, timestamp-reply, information-request, information-
reply, address-mask-request, address-mask-reply, traceroute,
datagram-conversion-error, mobile-host-redirect, mobile-regis-
tration-request, mobile-registration-reply, domain_name-re-
quest, domain_name-reply, skip, photuris, in6o uncnosoe 3Haye-
HUWe Tuna cooblieHunsa, B guanasoHe (0 — 255).

icmp_code

Kog coobuieHna npoTokona
ICMP

Kog coobuweHnuii npotokona ICMP, ncnonbsyemblit ana ¢puabrpa-
umMm  ICMP-nakeTtoB. Bo3mokHble Kogbl cOO0bLEeHUI nona
icmp_code: (0 — 255).

igmp_type

Tun coobLeHna NpoToKoa
IGMP

Tun coobeHunit npotokona IGMP, ncnonbsyemolt gns puabtpa-
uMmM naketoB |IGMP. Bo3moKHble TuMbl cooblieHMiA nona
igmp_type: host-query, host-report, dvmrp, pim, cisco-trace, host-
report-v2, host-leave-v2, host-report-v3, nn6o yncnoBoe 3HayeHne
TMna coobuieHms, B AManasoHe (0 — 255).

destination_port

UDP/TCP-nopT Ha3Ha4eHus

source_port

UDP/TCP-nopT MCTOYHMKA

Bo3morkHble 3HaueHua nona TCP-nopTa: bgp (179), chargen (19),
daytime (13), discard (9), domain (53), drip (3949), echo (7), finger
(79), ftp (21), ftp-data (20), gopher (70), hostname (42), irc (194),
klogin (543), kshell (544), Ipd (515), nntp (119), pop2 (109), pop3
(110), smtp (25), sunrpc (1110, syslog (514), tacacs-ds (49), talk
(517), telnet (23), time (37), uucp (117), whois (43), www (80);
Ona UDP-noprta: biff (512), bootpc (68), bootps (67), discard (9),
dnsix (90), domain (53), echo (7), mobile-ip (434), nameserver (42),
netbios-dgm (138), netbios-ns (137), on500-isakmp (4500), ntp
(123), rip (520), snmp (161), snmptrap (162), sunrpc (111), syslog
(514), tacacs-ds (49), talk (517), tftp (69), time (37), who (513),
xdmcp (177).

JIn6o uncnosoe 3HayeHue (0 — 65535).

list_of flags

®dnarn npotokona TCP

Ecnn ans ycnosua duabtpauumn daar goaKeH 6biTb YCTAHOBAEH,
TO Nnepea, HAUM CTaBUTCA 3HAK «+», €CIN He A0/KeH BbITb YCTaHOB-
NIeH, TO «-». Bo3amorkHble BapuaHTbl dnaros: +urg, +ack, +psh, +rst,
+syn, +fin, -urg, -ack, -psh, -rst, -syn u -fin. Mpu ncnonbsosaHum
HecKonbkux ¢naros B ycaosum duabtpauuun, dnarm obbeamnHs-
0TCA B O4HY CTPOKY 6e3 npobenos, Hanpumep: +fin-ack.

OTnpaBKa coobueHni

disable_port BbIK/NtOYAET NOPT, C KOTOPOTro OblN MPUHAT NAKeT, YA0BAETBOPAIO-
OTKAtOYeHMe nopTa Wit ycnosuam noboi U3 KomaHga 3anpeta deny, B coctaBe KOTo-

pov 6bl10 onucaHo none.
log_input BKntoyaeT oTnpaBKy MHGOPMALMOHHbBIX COOBLEHNI B CUCTEMHbIN

XYpHan npu nony4eHM NakeTa, KOTOprl\/‘I COOTBETCTBYET 3anncun.

offset_list_name

HanmeHoBaHue cnncka
wabnoHoB Nonb3osaTens

3a4aeT MCNoNb30BaHMe CNMCKa WabnoHOoB Noib3oBaTensa Ans pac-
no3HaBaHWA NakeToB. A Kaxaoro cnucka ACL moxeT 6biTb onpe-
OeneH CBOW CNUCOK WabaoHoB.

ace-priority

MpuopuTeT 3anucu

MHAeKe 3a4aeT NoNOXeHMe NpaBuia B CMINCKE M ero npuopuTer.
Yem MeHblUe MHAEKC — TEM MpUopUTETHEE Npasuo. AuanasoH
A0MNYCTUMbIX 3HadeHuni (1..2147483647).
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[na Bbi6opa Bcero ananasoHa napameTpos, Kpome dscp u IP-precedence, ucnonb3yerca na-
pameTp «any».

Ecaun nakeTt nonagaer nopg, Kputepuii npasmuna B ACL, To Hag HUM BbINONHAEGTCA AEUCTBUE
aTtoro npasuaa (permit/deny). lanbHeliwan nposepKa He NPOU3BOAMUTCA.

Ecnu Ha nHtepdeiic HasHaueHbl IP 1 MAC ACL, To nepBoHauaibHO NaKeT byaeT npoBepeH Ha
cootBeTcTBue npasuaam IP ACL, notrom MAC ACL (B cnyyae, ecnv He NONagET nog aAencrsme
HU ogHoro 13 npasun IP ACL).

Ecnn nocne npoBepKu Ha coorBetrcTtBue npasunam IP unn MAC ACL (korga 1 ACL Ha3sHaueH
Ha uHTepdeic) uam IP u MAC ACL (koraa 2 ACL HasHaueHbl Ha UHTepdeiic) nakeT He nonan
nopa, AeicTBrMe HU OAHOro U3 NPaBUA, TO Hag AaHHbIM NakeTom ByaeT npumeHeHo aeiicTBue

< < X X

"deny any any".

Tabnuua 269 — KomaHapl, ucnosiblyemble aas Hactponkn ACL-cnmckos Ha ocHoBe IP-agpecauum

KomaHoa

Aelicmeue

permit protocol {any | source source_wildcard} {any |
destination destination_wildcard} [dscp dscp |
precedence precedence] [time-range time_name]
[ace-priority index]

[ob6aBnseT paspelatoLLlyto 3anncb GUAbTPaLMM 4N NPOTOKoAA.
lMaKeTbl, OTBEYAlOLLME YCAOBMAM 3anucu, byayT obpabaTtbiBaTbea
KOMMYTaTOPOM.

no permit protocol {any | source source_wildcard} {any |
destination destination_wildcard} [dscp dscp |
precedence precedence] [time-range time_name]

YanseT co3gaHHy paHee 3anuch.

permit ip {any | source_ip source_ip_wildcard} {any |
destination_ip destination_ip_wildcard} [dscp dscp |
precedence precedence] [time-range range_name]
[ace priority index]

[ob6aBnser paspelualolyto 3anucb GuAbTpauumM 4ns NpoToKoa
IP. MaKeTbl, oTBEYalOWME yCnOBUAM 3anucu, byayt obpabaTtbi-
BaTbCA KOMMYTaTOPOM.

no permit ip {any | source_ip source_ip_wildcard} {any |
destination_ip destination_ip_wildcard} [dscp dscp |
precedence precedence] [time-range range_name]

YpanaeT co34aHHYI0 paHee 3anuce.

permit icmp {any | source source_wildcard} {any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | ip-precedence
precedence] [time-range time_name] [ace-priority index]
[offset-list offset_list_name] [vlan vian_id]

Lob6asnaeT paspelatouyto 3anmMcb GUAbLTPaALUN A4NA NPOTOKONA
ICMP. MNaKeTbl, oTBEYatOLWME YCNOBUAM 3anucu, byayT obpabaTtbl-
BaTbCA KOMMYTaTOPOM.

no permit icmp {any | source source_wildcard} {any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | ip-precedence
precedence] [time-range time_name] [offset-list
offset_list_name] [vlan vian_id]

YpanaeT co3gaHHyo paHee 3anuncob.

permit igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]
[ace-priority index]

[JobasnaeT paspelatolLyto 3anuce GUAbTpauumM 4nA NpoToKoa
IGMP. MaKeTbl, 0TBEYatoLMe yCA0BUAM 3anuncu, byayt obpabaTbi-
BaTbCA KOMMYTaTOPOM.

no permit igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]

Ypanaet co3gaHHyo paHee 3anuchb.

permit tcp {any | source source_wildcard} {any |
source_port}{any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [match-all list_of flags] [time-range
time_name] [ace-priority index]

[ob6aBnseT paspeLuatoLLyto 3anucb GUAbTpauumM Ans NpoToKoNa
TCP. MaKeTbl, OTBEYalOLMe YCAOBMAM 3anucK, byayT obpabaTbl-
BaTbCA KOMMYTaTOPOM.

no permit tcp {any | source source_wildcard } {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [match-all list_of flags] [time-range
time_name]

Ypanaet CO34aHHYIO paHee 3anunchb.
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permit udp {any | source source_wildcard} {any |
source_port}{any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name] [ace-priority index]

[obasnaeT paspeluatoLLyto 3anmcb GUAbBTPALUN ANA NPOTOKONA
UDP. MakeTbl, OTBEYatOWMe ycnoBmMAM 3anucu, byayt obpabaTtbi-
BaTbCA KOMMYTaTOPOM.

no permit udp {any | source source_wildcard} {any |
source_port}{any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name]

YaanseT co3faHHyH paHee 3anuch.

deny protocol {any | source source_wildcard} {any |
destination destination_wildcard} [dscp dscp |
precedence precedence] [time-range time_name]
[disable-port | log-input] [ace-priority index]

[JobasnaeT 3anpeLyatoLlyto 3anucb GuUabTPaLMK ANA NPOTOKoAA.
MakeTbl, OTBEYaloLWMe yCAOBUAM 3anucK, byayt 6aoKnpoBaTbea
KommyTaTopom. Mpu nucnonb3osaHum Kntovesoro cnosa disable-
port d13MyecKuii MHTepdEenc, NPUHABLLMIA TAaKOW NaKeT, byaeT Bbi-
KntoyeH. Mpu ncnonb3oBaHuM Kaoyesoro cnoea log-input 6yaer
OTNPaBNEHO COOBLLEHNE B CUCTEMHDIV KYPHa.

no deny protocol {any | source source_wildcard}{any |
destination destination_wildcard} [dscp dscp |
precedence precedence] [time-range time_name]
[disable-port | log-input]

YaanseT co3faHHyH paHee 3anuch.

deny ip {any | source_ip source_ip_wildcard} {any |
destination_ip destination_ip_wildcard} [dscp dscp |
precedence precedence] [time-range range_name]

[disable-port | log-input] [ace-priority index]

[ob6asnser 3anpelatolyto 3anucb GuaAbTpaLuumM ANs NpoToKoa
IP. MakeTbl, oTBevatowme ycnosuAm 3anucu, byayt Gnokupo-
BaTbCA KOMMYyTaTOpoM. [pu MCNONb30BaHUM KAKOYEBOTO C/10Ba
disable-port ¢usmuecknii nHTepdelic, NPUHABLUNIA TaKOW NakerT,
6yaeT BbikAtoyeH. Mpu UCNonb30BaHMM Kakoyesoro ciosa log-
input 6yaeTt oTnpasieHo coobLueHMe B CUCTEMHDI KypHan.

no deny ip {any | source_ip source_ip_wildcard} {any |
destination_ip destination_ip_wildcard} [dscp dscp |
precedence precedence] [time-range range_name]
[disable-port | log-input]

YoanseT co3faHHy paHee 3anuch.

deny icmp {any | source source_wildcard} {any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]
[ace-priority index]

[obasnsaeT 3anpeLLaowyio 3anucb GUAbTPALUKN oA NPOTOKONA
ICMP. MaKeTbl, oTBeYaloWwue ycnoBmMam 3anucu, 6yayTt 6aokupo-
BaTbCA KOMMyTaTOpoM. [pn MCNO Nb30BaHWKN KNOYEBOrO CNOBA
disable-port ¢usmyecknin nHTepdelic, NPUHABLIMIA TaKoOW NakerT,
6yaeT BblkAoYeH. Mpy Ucnonb3oBaHWK Katoyesoro ciosa log-
input 6yseT oTnpaBieHo CoObLLEHNE B CUCTEMHBIN XKypHa.

no deny icmp {any | source source_wildcard} {any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]

YpanaeT co34aHHYI0 paHee 3anuce.

deny igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]
[ace-priority index] [disable-port | log-input]

[JobaBnaeT 3anpeluatolyto 3anucb GUAbTPaLUM ANA NPOTOKOAA
IGMP. MakeTbl, OTBEYAlOLLME YCAOBUAM 3anmncK, byayT 6nokupo-
BaTbCA KOmMMyTaToOpom. lpM MCNONb30BaHUWU KAKOYEBOro CA0Ba
disable-port ¢usmyecknin nHTepdelic, NPUHABLIMIA TaKOW NakerT,
6yaeT BbikAtoyeH. Mpu Ucnonb3oBaHMM Katoyesoro ciosa log-
input 6yaeT oTnpaBneHo coobLLEHME B CUCTEMHBIV KypHa.

no deny igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]
[disable-port | log-input]

YpanaeT co34aHHYI0 paHee 3anuce.

deny tcp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [match-all list_of flags] [time-range
time_name] [ace-priority index] [disable-port | log-input]

[JobaBnseT 3anpeluatolyto 3anucb GUAbTPaLUM ANA NPOTOKo/A
TCP. MNaKkeTbl, oTBevalowWme ycaoBuaAm 3anucu, byayt 6nokupo-
BaTbCA KOMMyTaTOpom. lpM MCNONb30BaHUM K/IKOYEBOrO CA0Ba
disable-port ¢usmyecknii HTepdelic, NPMHABLLMIA TAaKOW NakKerT,
6yaet BbikatoyeH. Mpu ucnosnb3oBaHMKM Katoyesoro cnosa log-
input 6yaet oTnpasneHo cOObLLEHME B CUCTEMHBIV KypHa.

no deny tcp {any | source source_wildcard} {any |
source_port}{any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [match-all list_of flags] [time-range
time_name] [disable-port | log-input]

Ypanaet co3gaHHyo paHee 3anuchb.

deny udp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name] [ace-priority index]
[disable-port | log-input]

[obasnaeT 3anpeLLaowyio 3anucb GUAbTPALUUKN gNa NPOTOKONA
UDP. MakeTbl, oTBevalowme ycnosuam sanucu, byayt 61okupo-
BaTbCA KOMMyTaTopom. [py MCNONb30BaHUKN KAHOYEBOrO C/10BA
disable-port ¢usmyecknii HTepdelic, NPUHABLUNIA TaKOM NaKerT,
byaeT BbikAloYeH. Mpu 1cnonb3oBaHWKM Katoyesoro cniosa log-
input 6yaeT oTnpaBieHo COObLLEHNE B CUCTEMHBIN XKypHa.
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input]

no deny udp {any | source source_wildcard} {any |
source_port}{any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name] [disable-port | log-

YaanseT co3faHHy paHee 3anuch.

value} ...

offset-list offset_list_name {offset_base offset mask

Co34a&T cnncoK WwabaoHOB Nonb3oBaTens ¢ UMeHem name. Nims
MOXeT BKAto4YaTb oT 1 40 32 cumBONOB. B 0A4HOM KOMaHAE MOXKET
copepKaTbc A0 TPMHAAUATK WabaoHOB B 3aBUCMMOCTU OT Bbl-
H6paHHOro peXxMma HacTPOMKM CNUCKOB A0CTyMNa (KoMaHAa set sys-
tem mode), BK/lOUaOLWMX Cneaytolmne napameTpbl:
- offset_base — 6a3oBoe cmelLeHne. BO3MOXKHble 3HaYeHUsA:

I3 — Hayano cmeweHus ¢ Havana IP-3arosioBKa;

14 — Hayano cmeweHnn ¢ KoHLa IP-3aronoBKa.
- offset — cmelLeHne HaliTa ZaHHbIX B Npegenax naketa. basosoe
cMelLeHre NPUHMMAETCA 33 HaYano OTCYeTa;
- mask — macka. B aHanM3e nakeTa NPUHMMALOT y4acTUe TOJIbKO Te
paspsaabl 6aiiTa, AnA KOTOPbIX B COOTBETCTBYHOLWMX pa3pagax
Macku 3agaHa ‘0’;
- value — nckomoe 3HauyeHwe.

no offset-list offset_list name

YaansaeT co3faHHbIA paHee CrMCOK.

5.27.2 Konopuzypayusa ACL Ha 6a3e IPv6

B gaHHOM pasgene npuBedeHbl 3HAYEHMA U ONUCAHUA OCHOBHbIX NMAPAMETPOB, MCMOb3yEMbIX B
COCTaBe KOMaHZA HacTpomKm cnmckos ACL, ocHOBaHHbIX Ha agpecauumn IPvé.

CospgaHune n BXo4, B peXum pepaktuposaHma cnuckoB ACL, ocHOBaHHbIX Ha agpecaumn IPv6,

OCYyLWLECTBNIAETCA NO KOMaHAe:

ipv6é access-list access-1ist. Hanpumep, ans cosgaHua cnucka

ACL nog, HazsaHMem MESipv6 HeobxoaMMO BbINONHUTD CAeaytowmne KOMaHabl:

console#

console# configure
console (config)# ipv6 access-list MESipvé
console (config-ipve-al) #

Tabanua 270 — OCHOBHbIE NapamMeTpbl, UCNOJIb3yeMble B KOMaHAaX

MpoTokon

Mapamemp 3HayeHue Aelicmeue
permit [JelicTBue paspewmnTb Co3paer paspeluatolLiee npasuao dunbTpaumm B cnncke ACL.
deny [Oevicteue 3anpeTuTb Co3pgaet 3anpewatowee npasuno unbtpaumm B cnncke ACL.
protocol Mone npeagHasHayeHo Ana yKasaHWA NPOTOKOAA (MK Bcex NpoTo-

KOJI0B), Ha OCHOBe KOTOpPOro byAeT ocylecTenseTca GpuabTpaLms.
Mpu BbIBOPE NPOTOKONA BO3MOXKHbI C/leAytoLLpe BapuaHTbl: icmp,
tcp, udp Mbo ymMcnoBoe 3HaveHMe npoTokona —icmp (58), tep (6),
udp (17).

[na cootseTcTBMA NIO6OMY NMPOTOKOAY MCMONb3YeTCA 3HaYeHue
IPv6.

source_prefix/length

A,a,pec oTnpasuUTenAa n ero

Onpegaenset IPv6-aapec u ganHy npedmkca cetm (0-128) (konmue-

umn time-range

ANVHa CTBO CTapLmx 6UT aapeca) UCTOYHMKA NaKeTa.
destination_prefix/length Appec HazHayeHua 1 ero Onpegenset IPv6-aapec u ganHy npedmkca cetm (0-128) (konmue-
ANVMHa CTBO CTapLluMx BUT agpeca) HasHaYeHUs nakeTa.
dscp None DSCP & saronoske L3 Onpep,e/lﬂeT 3HayeHue DSCP-nons diffserv. BoamoxHble Koabl co-
obuweHuit nons dscp: (0 —63).
precedence MpuopwuTet IP Onpegaenset npuoputeT IP-Tpadmka:(0-7).
time_name Nma npoduna KoHourypa- | Onpegenser KOHOUIYpaLMIO BPEMEHHbIX MHTEPBAOB.
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icmp_type

Tun coobuieHns NpoTokona
ICMP

Ucnonbsyetca ana punbrpaunm ICMP-nakeToB. Bo3MOoXKHbIe TUMbI
M YNCNIOBblE 3HaYeHUs cooblueHunl nons icmp_type: destination-
unreachable (1), packet-too-big (2), time-exceeded (3), parame-
ter-problem (4), echo-request (128), echo-reply (129), mld-query
(130), mld-report (131), mldv2-report (143), mlid-done (132),
router-solicitation (133), router-advertisement (134), nd-ns (135),
nd-na (136).

icmp_code

Koga, coobuieHnin npoto-
kona ICMP

Ucnonbsyetca gns ¢unbtpaumm ICMP-naketoB. Bo3aMmoKHble 3Ha-
yeHus nona (0 — 255).

destination_port

UDP/TCP-nopT Ha3Ha4yeHus

source_port

UDP/TCP-nopT MCTOYHMKA

Bo3morkHble 3HayeHua nons TCP-nopta: bgp (179), chargen (19),
daytime (13), discard (9), domain (53), drip (3949), echo (7), finger
(79), ftp (21), ftp-data (20), gopher (70), hostname (42), irc (194),
klogin (543), kshell (544), lpd (515), nntp (119), pop2 (109), pop3
(110), smtp (25), sunrpc (1110, syslog (514), tacacs-ds (49), talk
(517), telnet (23), time (37), uucp (117), whois (43), www (80);
Ons UDP-nopra: biff (512), bootpc (68), bootps (67), discard (9),
dnsix (90), domain (53), echo (7), mobile-ip (434), nameserver (42),
netbios-dgm (138), netbios-ns (137), on500-isakmp (4500), ntp
(123), rip (520), snmp (161), snmptrap (162), sunrpc (111), syslog
(514), tacacs-ds (49), talk (517), tftp (69), time (37), who (513),
xdmcp (177).

JInbo uncnosoe 3HaveHue (0 —65535).

list_of flags

dnarn npotokona TCP

Ecnn gna ycnosua dunbTpaumm dnar fosxkeH 6biTb YCTAHOBEH,
TO Nepes, HAM CTaBUTCA 3HaK «+», €CNN He A0/1KeH BblTb YCTaHOB-
NIeH, TO «-». Bo3amoskHble BapuaHTbl dnaros: +urg, +ack, +psh, +rst,
+syn, +fin, -urg, -ack, -psh, -rst, -syn u -fin.

disable-port BbIKNtOYAET NOPT, C KOTOPOTro HbiN NPUHAT NaKeT, YA0BAETBOPAIO-
OTKAtoYeHWe nopTa WM ycnosmam ntoboit 3 KomaHg, 3anpeTa deny, B cocTaBe KOTo-
pow, 6b110 onncaHo none.
log-input N BKntoyaeT oTnpaBKy MHGOPMALMOHHbIX COOBLLEHNI B CUCTEMHBIN
g-inp OTnpaBKa coobuieHni pasky uropmau, N W
KYPHan npy Noay4eHUn NakeTa, KOTOPbI COOTBETCTBYET 3aMuUCH.
ace-priority NHaeKc npaBuaa B Tabnvue, Yem MeHbLIe MHAEKC — TEM NPUopU-
MHaekc npasmna
A P TeTHee npasuno: (1..2147483647).
/‘ Ona Bbibopa Bcero guanasoHa napameTpos, Kpome dscp u IP-precedence ucnonb3syerca na-
pameTp «any».
/ Mocne Toro, Kak xoTa 6bl ogHa 3anucb aobasneHa B cnucoK ACL, nocnegHumm B CNUCOK A,0-
6aBsnsaloTCA 3anUCK

permit-icmp any any nd-ns any
permit-icmp any any nd-na any
deny ipv6 any any

[Be nepBble U3 HUX pa3peLLaloT NOUCK coceaHuX IPv6-ycTpoiicTB ¢ NOMOLLbIO NpoToKona IC-
MPv6, a nocneaHAs o3HavyaeT UTHOPUPOBaHME BCEX NAKeTOB, He YAOBAETBOPAIOLMNX YCNO-

suam ACL.
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KomaHoa

Aelicmeue

permit protocol {any | source_prefix/length} {any |
destination_prefix/length} [dscp dscp | precedence
precedence] [time-range time_name] [ace-priority index]

[obasnser paspeLuatolyto 3anmcb GUAbTPALMM 418 NPOTOKONA.
MaKkeTbl, oTBEYalOLLME YCNOBUAM 3anucK, byayT obpabaTtbiBaTbes
KOMMYTaTOPOM.

no permit protocol {any | source_prefix/length}{any |
destination_prefix/length} [dscp dscp | precedence
precedence] [time-range time_name]

Ypanaet CO34aHHYIO paHee 3anucb.

permit icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type} {any |
icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [ace-priority index]

[obaBnaeT paspeLuatoLLyto 3anncb GuabTpauum Ana NpoToKona
ICMP. MNaKeTbl, oTBEYatlowwme ycaoBmuam 3anucu, byayt obpaba-
TbIBaTbCA KOMMYTaTOPOM.
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HELTEX

no permit icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type} {any |
icmp_code} [dscp dscp | precedence precedence]
[time-range time_name]

YpanseT co3faHHyo paHee 3anuch.

permit tcp {any | source_prefix/length} {any |
source_port}{any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[time-range time_name] [match-all list_of flags]
[ace-priority index]

JobasnaeT paspewatoLyto 3anmcb GUAbTPaALUN ANA NPOTOKOAA
TCP. MNaKeTbl, 0TBEYatOLME YCAOBUAM 3anucu, byayT obpabatbl-
BaTbCA KOMMYTAaTOPOM.

no permit tcp {any | source_prefix/length} {any |
source_port}{any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[time-range time_name] [match-all list_of flags]

Ypanser co3gaHHylo paHee 3anuchb.

permit udp {any | source_prefix/length}{any |
source_port}{any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[time-range time_name] [ace-priority index]

[ob6asnseT paspeLatoLyto 3anmcb GpuabTPaLUN 4NA NPOTOKOAA
UDP. MakeTbl, OTBEYaIOLWME YCNOBUAM 3anucu, byayt obpabaTsi-
BaTbCA KOMMYTaTOPOM.

no permit udp {any | source_prefix/length} {any |
source_port}{any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[time-range time_name]

YpanseT cosfaHHyo paHee 3anuch.

deny protocol {any | source_prefix/length} {any |
destination_prefix/length} [dscp dscp | precedence
precedence] [time-range time_name] [disable-port |
log-input] [ace-priority index]

[ob6asnseT 3anpeLaroLyto 3anncb GUabTpaLMmn 4aa NpoToKoa.
MakeTbl, OTBEYAIOLLME YCIOBUAM 3anucK, byayT 610KMpoBaTbCa
KommyTaTopom. Mpu ncnonb3oBaHMmM KatodeBoro cnosa disable-
port dum3nyeckuit nHTepdenc, NpMHABLLUMIA TakoW nakeT, byaer
BbIKtoYeH. Mpu Cnob30BaHMM Kntoyesoro caosa log-input 6y-
[ET OTNPaBAeHO COOBLEHNE B CUCTEMHDIN KYpHa.

no deny protocol {any | source_prefix/length} {any |
destination_prefix/length} [dscp dscp | precedence
precedence] [time-range time_name] [disable-port |
log-input]

YpanseT cosfaHHyo paHee 3anuch.

deny icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type} {any |
icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]
[ace-priority index]

Job6asnaeT 3anpeLLaoLyro 3anMcb GuUabTpaLun Ana NpoToKona
ICMP. NaKeTbl, oTBEYaloOLWMe YCAOBUAM 3anucK, byayT 610Kupo-
BaTbCA KOMMyTaToOpoM. [1pM MCNO/b30BaHMM K/IHOYEBOrO CNOBA
disable-port pusnuecknii HTepdenc, NPUHABLLNIA TaKoM NakKerT,
bypeT BblKAtoYeH. Mpu McnNonb3oBaHUKM Katoyesoro cnosa log-
input 6yaeT oTnpasseHo coobLEHNE B CUCTEMHDIN KYPHa.

no deny icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type} {any |
icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]

Ypanaert coO3gaHHYO paHee 3anuchb.

deny tcp {any | source_prefix/length} {any | source_port}
{any | destination_prefix/length}{any | destination_port}
[dscp dscp | precedence precedence] [match-all

list_of flags] [time-range time_name] [disable-port |
log-input] [ace-priority index]

Job6asnaeT 3anpeLLaoLyro 3anmMcb GuUabTPaLUKN Ana NPOTOKoAA
TCP. MNaKeTbl, oTBEYatoLWMe YCAOBUAM 3anucu, byayT 610KMpo-
BaTbCA KOMMyTaToOpoM. [1pM MCNO/b30BaHMM K/IIOYEBOrO CNOBA
disable-port pusnuecknit HTepdeic, NPUHABLLMIA TaKoM NakKeT,
byneT BblKAtoYeH. Mpu McNonb3oBaHUKM Katoyesoro cnosa log-
input 6yaeT oTnpasaeHo coobLeHNE B CUCTEMHDIN KYPHa.

no deny tcp {any | source_prefix/length} {any |
source_port} {any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[match-all list_of flags] [time-range time_name]
[disable-port | log-input]

YpanaeTt co3gaHHyIo paHee 3anuchb.

deny udp {any | source_prefix/length} {any | source_port}
{any | destination_prefix/length} {any | destination_port}
[dscp dscp | precedence precedence] [match-all

list_of flags] [time-range time_name] [disable-port |
log-input] [ace-priority index]

Job6asnseT 3anpeLLaoLyio 3anmMcb GuUabTPaUUKn 4na NPoToKoAa
UDP. MakeTbl, oTBEYatOWME YCNOBMAM 3anuncu, byayt 610Kupo-
BaTbCA KOMMYTATOPOM. [pM MCNONb30BaHUMN KNKOYEBOTO CNOBa
disable-port ¢ursmyeckunit MHTEPDENC, MPUHABLLMIA TaKOW MaKeT,
byneT BblKAtoYeH. Mpu MCNonb30BaHUKM Katoyesoro cnosa log-
input 6yaeT oTnpasaeHo coobLeHNe B CUCTEMHbIN KYpPHa.

no deny udp {any | source_prefix/length}{any |
source_port} {any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[match-all list_of flags] [time-range time_name]
[disable-port | log-input]

Ypanaet co3gaHHyIo paHee 3anuchb.
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HELTEX

offset-list offset_list_name {offset_base offset mask value} | Co3aaéT cnucok wabnoHoB nosb3osBaTens c UMeHem name. Uma
MOMKET BK/toYaTb OT 1 A0 32 cMMBO/10B. B 0gHOM KOMaHAe MoXKeT
coAepKaTbCs A0 TPUHAALUATM WabnoHOB B 3aBUCMMOCTM OT Bbl-
6paHHOro peXknma HacTPOMKM CNUCKOB AocTyna (KomaHaa set
system mode), BKAtoYaloLWmMX CAegytolme napameTpbl:
- offset_base — 6a3oBoe cmelleHne. BO3MOKHble 3HaYeHus:

I3 — Hayano cmelleHmA ¢ Hayana |IPv6-3aro/ioBKa;

14 — Hayano cmeleHns ¢ KoHua IPv6-3aronoska.
- offset — cmelLeHue 6aiTa AaHHbIX B Npegenax naketa. basosoe
CMeLleHMe NPUHUMAETCA 3a Hayaso OTCYeTa;
- mask — macKka. B aHanun3e nakeTa NPMHMMAIOT y4acTue TONbKO
Te paspaabl 6aliTa, ANA KOTOPbIX B COOTBETCTBYIOLWMX paspsamax
Macku 3agaHa ‘0’;
- value — nCKOMmOe 3Ha4eHue.

no offset-list offset_list name Ypansert co3faHHbIV paHee CNUCOK.

5.27.3 KoHgpu2ypayua ACL Ha 6a3ze MAC

B gaHHOM pasgene npuBefeHbl 3HAYEHUA U OMMCAHMA OCHOBHbIX NAaPaMeTPOB, UCMOJ/b3yeMbIX B
COCTaBe KoMaHA HacTpolikm cnmckoB ACL, ocHoBaHHbIXx Ha MAC-agpecauuu.

CosgaHue n BXo4, B perum pepaktmpoBaHma cnuckoB ACL, ocHoBaHHbIx Ha MAC-agpecauumn,
OCYLLEeCTB/IAETCA NO KOMaHAe: mac access-list extended access-1ist.

Hanpumep, ana cosganua cnmcka ACL nog HassaHumem MESmac Heo6xoaMMO BbINOAHWUTb
cnegytowme KOMaHabl:

console#

console# configure
console (config) # mac access-list extended MESmac
console (config-mac-al) #

Tabnnua 272 — OCHOBHbIE NapamMeTpbl, UCMOIb3yeMble B KOMaHAaX

Mapamemp 3HayeHue Aelicmeue
permit [JelicTBue paspewmnTb Co3paer paspeluatoliee npasuao dunbTpaumm B cnncke ACL.
deny [Oevicteue 3anpetuTb Co3pgaet 3anpewatowee npasuno unbtpaumm B cnucke ACL.
source Appec oTnpasutens Onpegenaetr MAC-agpec UCTOYHMKA NaKeTa.

source_wildcard

wildcard-macka agpeca
WUCTOYHUKA

Macka onpegensiet 6utbl MAC-agpeca, KoTopble HEO6X0ANMO Ur-
HOPMPOBATb. B 3HAaUYEeHMA UTHOPUPYEMbIX BUTOB J0MXKHbI ObITb 33-
nucaHbl eguHULbl. Hanpumep, Mcnonb3ya MacKy, MOXHO onpeae-
NMTb Ana npasuna ¢punbTpauum amanaszoHa MAC-agpecos. Y1obbl
£06aBuTb B NpaBmno dpuabtpauumn sce MAC-agpeca, HauMHaoLWM-
eca Ha 00:00:02:AA.xx.xx, He0bXx0AMMO 3a4aTb 3HAYEHME MACKM
0.0.0.0.FF.FF, To ecTb, cornacHo gaHHOW macke, nocnegHue 32
6uTta MAC-agpeca 6yayT He BaKHbl ANA aHann3a.

destination

Ap,pec Ha3Ha4yeHuA

Onpepgenser MAC-agpec Ha3zHavyeHuA nakeTa.

destination_wildcard

wildcard-macka agpeca
Ha3Ha4YeHua

Macka onpegenset 6utbl MAC-aspeca, KoTopble He0bX04MMO WUr-
HOPVPOBaTb. B 3Ha4YEHUA UTHOPUPYEMbIX BUTOB AOKHbI BbITb 3a-
nucaHbl eguHUubl. Macka MCNonb3yeTcAa aHaNorMYHO Macke
source_wildcard.

vlan_id

vlan_id: (0..4095)

Noacetb VLAN ¢dpunbTpyembix NakeTos.

cos

cos: (0..7)

Knacc obcnyxkusanusa (CoS) punbTpyembix NAKeToB.

cos_wildcard

wildcard-macka agpeca
o6cnyxnsanua (CoS)
bunbTpyemMbix Naketos

Macka onpegenset 6utbl CoS, KoTopble He06X04UMO UTHOPUPO-
BaTb. B 3HaueHWa urHopupyembix 6UTOB A0MKHbI BbITb 3aNMcaHbI
eanHNUUbl. Hanpumep, 4Tobbl MCNob30BaTh B NpaBuae GunbTpa-
umm CoS 6 1 7, Heobxoanmo B nose CoS ykasatb 3HaueHue 6, 1mbo
7, a B nofe macku 3HayeHue 1 (7 B ABOMYHOM NPEeSCTaBNEHUN —
111, 1 — 001, nonyyaertcs, YTo nocneaHuii 6GUT byaer UrHopupo-
BaTbcA, TO ecTb CoS moxKeT 6biTb b0 110 (6), "Anbo 111 (7)).
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A ELTEX

eth_type Ethernet-Tun dunbTpyembix nakeToB B LIECTHAALATEPUYHON 3a-
-tvp eth_type: (0..0xFFFF) ¢ Py ALaTep
nucm.
disable-port BbIK/IOYAET NOPT, C KOTOPOTO 6blN NPUHAT NaKeT, YA0BAETBOPAIO-
LM ycnoBMAM KOMaHAp! 3anpeTa deny.
log-input . BkAtoyaeT oTnpaBKy MHGOPMALMOHHbIX COOBLLEHNI B CUCTEMHbII
g-inp OTnpaBKa coobueHni pasky uropmay, . W
JKYPHaN NpuY NOMyYEHUUN NaKeTa, KOTOPbIN COOTBETCTBYET 3aMNWCH.
time_name Nma npoduna OnpeaenaeT KOHPUIYPALMIO BPEMEHHbIX UHTEPBAOB.

KoHbUrypauum time-range

offset_list_name .
ffset_list Mob6aiToBoe cmelleHne OT

KNHOYEBOM TOUKM

3apaeT UCnoNb30BaHMe CNMCKA WabnoHOB Nosib3oBaTens oA pac-
No3HaBaHWsA NakeToB. [na KaxKaoro cnucka ACL mosKeT 6bITb onpe-
OeNeH CBOW CNUCOK WwabnoHoB..

ace-priorit
P y MHaekc npasuna

NHAaeKe npasuna B Tabavue, YeM MeHblle UHAEKC — TeEM NPUopu-
TeTHee npasuno 1-2147483647.

Y
v

pameTp «any».

DOna Bbibopa Bcero guanasoHa napameTpos, Kpome dscp u IP-precedence, ucnonb3syercs na-

Ecan naket nonagaet nopa, Kputepuii npasuna B ACL, TO Hag, HAM BbINOJIHAETCA AeUCcTBUe
aToro npasuna (permit/deny). flanbHeilan npoBepKa He NPOM3BOAUTCA.

Ecau Ha nHTepdeiic HasHaueHbl IP u MAC ACL, To nepBOHa4YasibHO NakeT 6yaeT NpoBepeH Ha
cootBeTcTBUue npasuaam IP ACL, notom MAC ACL (B cnyuyae, ecnv He NonagéT nog aencrsue

HU ogHoro u3 npasun IP ACL).

Ecnu nocne npoeepKu Ha cootBetcTBue npasunam IP unu MAC ACL (korga 1 ACL Ha3sHaueH
Ha uHtepdodeiic) uam IP u MAC ACL (koraa 2 ACL HasHauyeHbl Ha MHTepdeiic) nakeT He nonan
noa AeiicTBME HU OAHOIO U3 NPaBUA, TO HaA AAaHHbIM NAaKeToM byaeT NpMmeHeHOo aencTeme

"deny any any".

Tabnunua 273 — KomaHabl, Ucnosibayemble ana HacTpoliku ACL-cnnckos Ha ocHoBe MAC-agpecaumm

KomaHda

Aelicmeue

permit {any | source source-wildcard} {any | destination
destination_wildcard} [vlan vian_id] [cos cos cos_wildcard]
[eth_type] [time-range time_name] [ace-priority index]
[offset-list offset_list_name]

[obaBnseT paspeLuatoLLyio 3anuck dunbTpaumu. NakeTsl, oTBE-
Yatoume ycaosuam 3anucu, byayt obpabaTtbiBaTbCa KOMMYyTa-
TOpPOM.

no permit {any | source source-wildcard} {any |
destination destination_wildcard} [vlan vian_id] [cos cos
cos_wildcard] [eth_type] [time-range time_name] [offset-
list offset_list_name]

YpanaeT co34aHHYI0 paHee 3anuce.

deny {any | source source-wildcard} {any | destination
destination_wildcard} [vlan vian_id] [cos cos cos_wildcard]
[eth_type] [time-range time_name] [disable-port |
log-input] [ace-priorityindex] [offset-list offset_list_name]

[ob6asnser 3anpeLuatoLyto 3anucb duabTpaumu. NakeTol, oTBe-
yalowme ycnosuam sanucu, byayt 6710KMpPoBaTbCA KOMMYTATO-
pom. Mpu ncnonbsoBaHun Knoyesoro cnosa disable-port, du-
3MYECKUI UHTepdec, NPUHABLUNIN TaKoW NaKeT, byaeT BbIK/0-
yeH.

Mpu1 UCNoNb30BaHUK KNtOUYEBOro cnoBea log-input 6yaeT oTnpas-
NIeHO COOBLLEHNE B CUCTEMHbIN XKYPHa.

no deny {any | source source-wildcard} {any | destination
destination_wildcard} [vlan vian_id] [cos cos cos_wildcard]
[eth_type] [time-range time_name] [disable-port |
log-input] [offset-list offset_list_name]

Ypanaet CO34aHHYIO paHee 3anunchb.
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HELTEX

offset-list offset_list_name {offset_base offset mask value}

Co3aéT cnucoKk WwabnoHoB Nonb3oBaTeNs C UMEHEM name.
Nma moxeT BKAtoYaTb oT 1 g0 32 cumBo10B. B 0gHOM KOMaHae
MOXKET coAepKaTbCA A0 TPMHAALATH WabOHOB B 3aBUCUMOCTU
OT BblGpPAaHHOrO pPeXKMMa HaCTPOMKM CMNUCKOB AocTyna (Ko-
MaHga set system mode), BKAlOYaOWMX cneaytowme napa-
MeTpbI:
- offset_base — 6a3o0Boe cmelleHne. Bo3MOoXKHble 3HaYeHun:

12 — Hawano cmeweHua ot EtherType;

outer-tag — Ha4yano cmeweHns ot STAG;

inner-tag — Hayano cmeweHmna ot CTAG;

src-mac — Hayano cmeleHna ¢ MAC-agpeca UCTOYHMKA;

dst-mac — Havyano cmeweHns ¢ MAC-agpeca HasHayeHus.
- offset — cmelieHune baiiTa faHHbIX B Npegenax naketa. baso-
BOE CMeLLEeHME NPUHMMAETCA 3a Ha4yalo OTCYETa;
- mask —macka. B aHanu3e naketTa NPMHMMAIOT y4acTUe TONbKO
Te paspaabl 6aliTa, 4NA KOTOPbIX B COOTBETCTBYIOLLMX pa3psaaax
Mmacku 3agaHa ‘0’;
- value — nckomoe 3HauyeHwe.

no offset-list offset_list name

YaanseT co3gaHHbIN paHee CMMCOK.

5.28 KoHdurypauma 3awurtbl ot DoS-atak

[JaHHbIM Knacc KomaHA no3soaseT 6/10KMPOoBaTb HEKOTOPbIE PAacnpPOCTPaHeHHbIe Kaacckl DoS-aTak.

KomaHObI pexcuma 2a0baab6HoU KOHuU2ypayuu

KomaHZHas cTpoka B perkume rnobanbHol KoOHGUIypauumn nmeet Bua;

console (config)#

Tabnnua 274 — KomaHzabl g5 HACTPOMKKM 3awmTbl oT DoS-aTtak

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

security-suite deny martian-
addresses [reserved] {add |
remove} ip_address

ip_address: ip-agpec

3anpelLLaeT NPOXOXKAEHNE KAaAPOB C HEAONYCTUMbIMK («MapcUaH-
ckummny») IP-agpecamu nctoyHmKa (loopback, broadcast, multicast).

security-suite deny syn-fin

- - - -/BK/IIOYEHO
no security-suite deny syn-fin

OtbpacbiBaeT nakeTbl TCP ¢ OAHOBPEMEHHO YCTaHOB/EHHbIMM
SYN- v FIN- pnaramu.

BbikntoyaeT dyHKLMIO oTOpacbiBaHWA naketoB TCP ¢ ogHoBpe-
MeHHO ycTaHoBneHHbIMKU SYN- 1 FIN- dnaramu.

security-suite dos protect
{add | remove} {stacheldraht |
invasor-trojan |
back-orifice-trojan}

3anpelyaeTt/paspellaeT NPOXoKAEHME onpeaeneHHbIX TUMOB Tpa-
dU1Ka, XapaKTepHbIX 417 BPEAOHOCHbIX NPOrpamm:

- stacheldraht — otbpacbiBaeT TCP-nakeTbl ¢ MOPTOM WMCTOYHMKA
paBHbIM 16660;

- invasor-trojan — otbpacbiBaeT TCP-nakeTbl C NOPTOM Ha3HaYeHuUA
paBHbiM 2140 1 nopToM UCTOYHMKa 1024;

- back-orifice-trojan — ot6pacbiBaeT UDP-nakeTbl C NOPTOM Ha3Ha-
yeHusa 31337 M NOPTOM UCTOYHMKA paBHbiM 1024.

security-suite enable [global-
rules-only]

-/BbIK/AOYEHO

no security-suite enable

BkatouaeT Knacc KomaHg, security-suite.
- global-rules-only — oTkntoyaeT Knacc KomaHg security-suite Ha
nHTepdericax.

V He BnusieT Ha paboty KomaHAb! security-suite deny syn-

fin.
OTKAtOYaeT Knacc KOMaHA, security-suite.

276 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5410-48, MES5500-32




HELTEX

security-suite syn protection
mode {block | report | disa-
bled}

no security-suite syn protec-
tion mode

—/block

HactpansaeT pexkmm 3awmTbl oT SYN-aTak:

- block — oTbpacbiBaeT npepHasHayeHHble ycTpoicTBy TCP-
nakeTbl ¢ ycTaHoBAeHHbIM dnarom SYN u dopmupyeT npeaynpe-
}Aarolee cooblieHune;

- report — popmupyeT nNpegynpexkaatowiee coobuieHme npu npu-
Xo4e npepHasHavyeHHoro yctpoictey TCP-nakeTa C yCTaHOBAEH-
HbIm pnarom SYN;

- disable — oTkntovaet 3awuTy.

HacTpanBaeT peXxvm No yMOAYaHUIO.

security-suite syn protection
recovery sec

no security-suite syn protec-
tion recovery

sec: (10..600) / 60

Onpegensaer MHTepBas, NO UCTeYeHUM KoToporo byaeT pa3baoku-
poBaH paHee 3a610KMPOBaHHbIM UCTOYHMK SYN-aTaku.

YcTaHaBAMBaET 3HaUYeHWe No YMONYaHUIO.

security-suite syn protection
threshold rate

no security-suite syn protec-
tion threshold

rate: (20..200) / 80

OnpepenaeT cKOpPOCTb (KONMYECTBO MAKETOB B CEKYHAY) OT KOH-
KPETHOro UCTOYHMKA, NPY KOTOPOI 3TOT UCTOYHMK ByaeT UaeHTuU-
dULMPOBaAH KakK aTaKyoLWMWN.

YcTaHaBAWBaeT 3HaYeHUe No YMOAYAHUIO.

security-suite syn protection
statistics

no security-suite syn protec-
tion statistics

— /BbIKOYEHO

Bkntouaet BegeHue ctatuctmkm SYN-aTak.

BbikntoyaeT BeaeHue ctaTUCTUKKM SYN-aTak.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, 2pynnbi nopmos

KomaHaHan cTpoka B pexknume KoHburypaumm nntepdeinca Ethernet, rpynnbl noptos umeer Bua;:

console

(config-if) #

Tabnunua 275 — KomaHaa KoHoUrypaumm 3awmTel oT DoS-atak ans nHtepdeiicos

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

security-suite deny
{fragmented | icmp | syn}
{add | remove} {any |
ip_address [mask]}

no security-suite deny
{fragmented | icmp | syn}

ip_address: IP-agpec;
mask: macka B
dopmarte IP-agpeca nnm
npedukca

Co3gaeT npaBuIo, 3anpeLlatoLlee NPoxXoxaeHne Tpaduka, co-
OTBETCTBYIOLLETO KPUTEPUAM.

- fragmented — dpparmeHTMpOBaHHbIE NaKeTHI;

- icmp — ICMP-Tpadwuk;

- SyNn — Ssyn-nakeTbl.

YaanseT 3anpelyatouiee npasmo.

security-suite dos syn-attack
rate {any | ip_address [mask]}

no security-suite dos
syn-attack {any | ip_address
[mask]}

rate: (199..2000)
NaKeToB B CEKYHAY;
ip_address: — IP-appec;
mask: macka B
¢dopmarte IP-agpeca nnm
npeduKca

3afaeT nopor syn-3anpocoB Ha onpeaeneHHbli IP-agpec/ceTs,
npu MpeBbILEHUM KOTOPOro AMWHME Kagpbl 6yayT oTtbpachi-
BaTbCA.

BoccTaHaBnvBaeT 3HaYeHue no YMONYaHUIO.

KomaHObI pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK pexxnma Privileged EXEC:

console#

Tabnnuya 276 — KomaHga pexkmuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show security-suite configura-
tion

OTobparkaeT HaCTPOMKK 3aLmTbl OT DoS-aTak.
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show security-suite syn
protection {gigabitethernet
gi_port | tengigabitethernet

OTO6parkaeT HacTPOMKM 3aLmTbl oT SYN-aTak U onepatmsHoe
COCTOAHUE UHTEePdENCoB.
gi_port: (1..8/0/1..48);

te_port | te_port: (1..8/0/1..48);
twentyfivegigabitethernet hu_port: (1..8/0/1..32);
twe_port | group: (1..48)
hundredgigabitethernet

hu_port | port-channel group}

show security-suite syn protec-
tion statistics [detailed]
[source-ip ip_address | inter-
face {gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port | hundredgiga-
bitethernet hu_port | port-
channel group}]

OTobparkaeT HaCTPOMKM CTAaTUCTUKM 3aLLmTbl OT SYN-aTak M UH-
dopmaumio 06 UCTOYHMKAX aTaKu.

- detailed — oTobpakaeT gononHUTENbHYIO UHDOPMaLUIO 06
WCTOYHMKE aTaKu;

- source-ip — oTob6paKkaeT MHPOPMaLMIO ANA YKa3aHHOrO ip-
aapeca UCTOYHUKA;

- interface — oTob6parkaeT MHGOpMaLMIO ANA YKA3aHHOTO UH-
Tepdelica.

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..48)

V B cTratucTuKe coxpaHaetca uHpopmaumsa o 512 no-
cnegHUX UCTOYHMKAX aTak.

clear security-suite syn
protection statistics

OuuLLLaeT CTaTUCTUKY 06 ncTouyHMKax SYN-aTak.

5.29 KauectBo 06cnyuBaHua — QoS

Mo ymon4YaHWIO Ha BCEX MOPTAX KOMMyTaTopa MCNONb3YeTCA OpraHM3auusa oyYepeam MakeTosB No
meTtoay FIFO: nepsbiii npuwen — nepsblit yweén (First In — First Out). Bo Bpems MHTEHCMBHOW Nepeaayn
TpaduKa npu MCNOMb30BAHUM SAHHOIO METOAA MOFYT BO3HUKHYTb NpPo6iembl, NMOCKONbKY YCTPOMCTBOM
WUTHOPUPYIOTCA BCE NakeTbl, He Boweglwmne B bydep ouvepean FIFO, M COOTBETCTBEHHO TepAOTCA
6e3B03BpaTHO. Pelwaet gaHHyio npobnemy meTon, OpraHuWsylOWMiA odepean no npuoputety TpaduKa.
MexaHmam QoS (Quality of service — KayecTBo 06CNYyKMBaHMA), PeEaNM30BaHHbIA B KOMMyTaTOpaXx,
No3BO/IET OPraHM30BaTb BOCEMb OYepeaen NPMOPUTETA NAKETOB B 3aBUCMMOCTU OT TUMNA NepesaBaeMbixX
OaHHbIX.

5.29.1 Hacmpoiika QoS

KomaHObI pexcuma 2a06anb6Hol KoOHpu2ypayuu

BunAa 3anpoca KoOMaHAHOWM CTPOKM pexxmnma rnobanbHom KoOHOUrypaumm:
console (config) #

Tabnuua 277 — KomaHabl pexkrma rnobanbHoM KoOHGUrypauum

3Ha4yeHue/3HayeHue no

KomaHda

YMOAYAHUIO

Aelicmeue

ip tx-dscp value

no ip tx-dscp

value: (0..63)/56

YcTaHOBUTL 3HaveHue nona DSCP gnsa IP-nakeToB, dopmupyembix
LeHTPaNbHbIM NPOLLECCOPOM.

YCTaHOBUTb 3HaYeHME N0 YMOYAHUIO.

ipv6 tx-user-priority value

no ipv6 tx-user-priority

value: (0..7)/7

YcTaHOBUTb 3HaveHue nona DSCP gns naketos, popmupyembix
LeHTPanbHbIM NPOLLECCOPOM.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

ip tx-user-priority value

no ip tx-user-priority

value: (0..7)/7

YcTaHOBUTb 3Ha4YeHue nons CoS AN TerMpoBaHHbIX NaKeTOB,
bopmMMpyEMBIX LLEeHTPaNbHbIM NPOLLECCOPOM.

YCTaHOBUTb 3HaYeHue nNo YMONYaHUIO.
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qos [basic | advanced
[ports-trusted |
ports-not-trusted]]

-/basic

PaspelwaeT KommyTaTopy Mcnonb3osaTb QoS.

- basic — 6a30BbIi pexxum QoS;

- advanced — paclwmpeHHbI pexxum KoHdurypaumm QoS, BKAKOYa-
IOLLMI NO/HbIV NepeYeHb KOMaHA, HacTpoiku QoS;

- ports-trusted — B faHHOM nogpexxnme nakeTbl HaNpPaBAAOTCA B
BbIXOAHYIO o4epeb Ha OCHOBAHWM NOJIEeN B 3TUX NaKeTax;

- ports-not-trusted — B fJaHHOM nogpexume Bce NAKeTbl Hanpas-
NATCA B o4yepeab, KOTopoi cootseTcTByeT cos=0 (cooTBeTcTBME
MOXHO MOCMOTPeTb KoMaHgow «show qos interface queuing»),
ONA OTNPaBKY B Apyrue ouyepeam TpebyeTca HazHauTb Ha BXOAHOWM
MHTepdelic cTpaTernio Knaccudpmkaumm Tpadmka (policy-map). 3Ha-
YyeHun dscp He yuuTbIBalOTCA NpU Bblibope BbIXOAHOW ovepesun B
3TOM nogpexnme.

qos advanced-mode trust
{cos | dscp | cos-dscp}

no gos advanced-mode trust

-/cos-dscp

YCTaHOBUTL MeTog, J0BepuA Ha MopTax npu pabote B pexume
pacwupeHHoro KoHourypaumm QoS n nogpexkmnme ports-trusted.

- €os — nopT gosepsaeT 3HaveHuto 802.1p User priority;

- dscp — nopt posepaeT 3HaueHuto DSCP 8 IPv4/IPv6-nakeTax;

- cos-dscp — nopT goBepsAeT 060Mm ypoBHAM, ogHako DSCP nmeet
npuoputeT Hag 802.1p.

YcTaHaBAnBaeT MeTod, N0 YMONYAHWUIO.

class-map class_map_name
[match-all | match-any]

no class-map
class_map_name

class_map_name: (1..32)
CUMBOJIOB;
Mo ymonyaxuio
ncnonb3yeTcsa onuua
match-all

1. Co3paeT cnucoK Kputepues KnaccuduKkaumm Tpaduka.
2. BxoguT B pemMm pefakTMpOBaHUA CMUCKA KpUTEpUEB Kaaccu-
duKaumm Tpaduka.
- match-all — Bce kKpuTepun gaHHOro cnncka JONKHbI BbITb BbINOA-
HeHbl;
- match-any — oauH, nto6ol KpUTEpUn JAHHOTO CMMUCKA O0/TKEH
6bITb BbINOJIHEH.
B cnucke KputepueB moxKeT 6biTb 04HO MAM ABA Npa-
V Buna. Ecan npaBuna aBa, 1 06a OHM YKa3bIBAIOT HA pas-
Hble Tunbl ACL (IP, MAC), To Knaccudukaumsa 6yaer ocy-
LLLeCTBAATLCA MO NepBOMY B CMUCKE BEPHOMY NpaBuiy.

V [JelicTByeT TONbKO ANA pexxuma qos advanced.

YaanaeT cnvcok Kputepues Knaccudurkaumm Tpaduka.

policy-map policy_map_name

no policy-map
policy_map_name

policy_map_name: (1..32)
CYMBO/10B

1. Co3paert cTpaTeruto Knaccupuraumm Tpadpuka.
2. BXoAWT B peXxMm pefaKkTMPOBaHMA cTpaTerMn Knaccubukaumm
Tpaduka.
B ogHOM HanpaBAeHUU NOAAEPIKUBAETCA TONbKO OAHA
V cTpaTterua knaccudpukaumm tpadpuka.
Mo ymonuyaHuio policy-map ycraHasnmsaet DSCP = 0 gnsa
IP-nakeToB 1 CoS = 0 anA TerMpoBaHHbIX NAKETOB.

V DeiicTByeT TONbKO AnA pexxuma qos advanced.

Ypansaet npasuno knaccudukaumm tpaduka.
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qos aggregate-policer
aggregate_policer_name
committed_rate_kbps
excess_burst_byte
[exceed-action {drop |
policed-dscp-transmit
[peak peak_rate_kbps
peak_burst_byte
[violateaction {drop |
policed-dscp-transmit}]]}]

no qos aggregate-policer
aggregate_policer_name

aggregate_policer_name:

(1..32) cumBona;
committed_rate_kbps:
(3..100000000) K6uT/C;

excess_burst_byte:
(3000..268431360) baitT;
peak_rate_kbps:
(3..100000000) kbuT/C;
peak_burst_byte:
(3000..268431360) 6auT

OnpepensaeT wWabaoH HacTPOeK, KOTOPbI NO3BONAET OTPAHNYUTL
nosaocy NPONycKaHWA KaHana.

Mpu paboTe ¢ N0N10COM NPONYCKaHWUA UCMO/b3YeTCA aAroOPUTM Map-
KMPOBAHHOWM KKOP3UHbI». 3aAa4elt anroputma ABAAETCA NPUHATUE
pelleHus: nepesaTtb NakeT uan oTbpocuTb. MapameTpamu anro-
puTMa ABnAtoTcA ckopocTb noctynneHnsa (CIR) mapkepos B «Kop-
3MHY» U 06BbEM (CBS) «KOpP3UHbBI».

- committed-rate-kbps — cpepgHee 3HauyeHWe CKOpPOCTM TpaduKa.
[aHHaA CKOPOCTb rapaHTUpyeTcA Npu nepegade nHbopmaumm;

- committed-burst-byte — pasamep caeprkuBatoLwero nopora B 6aii-
Tax;

- drop — nakeT byzeT oTOpOLLEH, KOrAa «KOpP3uHa» NepenosiHUTCS;
- policed-dscp-transmit — npu nepenosiHeHnn KKOP3UHbI» 3Haye-
Hue DSCP bygeT nepeonpeneneHo;

- peak — ycTaHOBWUTbL NOPOroBOE 3HaYeHNe CKopoCcTM TpaduKa ¢ ne-
peonpeaeneHHbimn 3HaYeHnammn DSCP;

- violate-action — ycTaHOBUTb AeiicTBME Hag NakeTom noc/ne npe-
BbILIEHWA NOPOroBOro 3HAYEHMA.

Henb3a yaanutb WabaoH HACTPOEK, ecin OH UCMONb3y-

V erca B ctpaterum policy map, nepeg yaaneHuem cnegyer
yAanUTb Ha3HauyeHue wWwabnoHa crpaterun: no police
aggregate aggregate-policer-name.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

Napamertp policed-dscp-transmit no3sonsaeT npu npesbl-
WeHUn 3HaueHua committed_rate unu peak_rate nepe-
V AaTb NaKeT ganblue, Y3MeHUB B HeM MeTKy dscp, KOTo-
pas HacTpauBaeTcA KOomaHAoM qos map policed-dscp c
AONONIHUTENbHbIM aprymeHTom violation B cayyae ¢
peak_rate. Mpu atom npu npesbileHnn committed_rate
1 peak_rate MOXKHO HacTpanBaTb pasHble 3HaYeHusA dscp.

Ypansaet wabaoH HaCTPOEK Pery1nmpoBaHma CKOPOCTU KaHaia.

qos aggregate-policer
aggregate_policer_name pps
committed_rate_pps
committed_burst_packet
[exceedaction {drop |
policed-dscp-transmit [peak
peak_rate_pps
peak_burst_packet
[violateaction {drop |
policed-dscp-transmit}]]}]

committed_rate_pps:
(125..195312500) pps;

committed_burst_packet:

(1..195312500) nakeTos;
aggregate_policer_name:
(1..32) cumBonoB;
peak_rate_pps:
(125..195312500) pps;
peak_burst_packet:
(1..195312500) naketoB

OnpegensaeT WwWabaoH HAaCcTPOEK, KOTOPbI NO3BONAET OFPaAHNYUTD
Nosocy MPOMYCKaHMA KaHa/la M B TO K€ BPEMs rapaHTMpPOBaTb
onpesesnieHHy0 CKOPOCTb Nepesiayun AaHHbIX.

Mpu paboTe ¢ N0N10COM NPONYCKaHWUA UCMOb3YeTCA aAropUTM Map-
KMPOBAHHOM «KOP3UHbI». 3aa4elt anropuTMa ABAAETCA NPUHATUE
pelleHus: nepesaTtb NakeT uan oTbpocuTb. MapameTpamu anro-
puUTMa ABAAtOTCA cKopocTb noctynneHus (CIR) mapkepos B «Kop-
3UHY» U 06bEM (CBS) «KOP3UHBI».

- committed-rate-pps — cpegHee 3Ha4yeHMEe CKOPOCTU TpaduKa B
pps;

- excess_burst_packet — pasmep caepvBatoLLero nopora B nake-
Tax;

- drop — naket byzeTt oTOpOLLEH, KOr4a «KOp3uHa» NepenosiHUTCS;
- policed-dscp-transmit — npu nepenoiHeHnn KKOP3UHbLI» 3Haye-
Hue DSCP byaeT nepeonpeneneHo.

Henb3a yaanutb WabnoH HACTpoOeK, ecau OH UCNO/b3y-

V eTca B ctpateruu policy map, nepeg yaaneHmem cnegyer
YAanuTb HasHauyeHue wWwabnoHa crpaterum: no police
aggregate aggregate-policer-name.

V [DeicTByeT TONIbKO ANA pexuma qos advanced.

Napamertp policed-dscp-transmit no3sonsaeT npu npesbl-
WweHUn 3HayeHna committed_rate unu peak_rate nepe-
V AATb NaKeT Aanblue, USMEHUB B HeM MeTKy dscp, KoTo-
pas HacTpamBaeTcA KomaHAoW qos map policed-dscp ¢
[OMNOJIHATENbHbIM aprymeHTom violation B cnydyae ¢
peak_rate. Mpwu 3atom npu npesbilueHnn committed_rate
n peak_rate mo)XHO HacTpanBaTb pasHbie 3HaYeHuA dscp.
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no qos aggregate-policer
aggregate_policer_name

YpanseT wabnoH HAacTPOeK PeryiMpoBaHMA CKOPOCTU KaHana.

qos map policed-dscp
[dscp_list]

no qos map policed-dscp
[dscp_list]

dscp_list: (0..63)
dscp_mark_down: (0..63)
Mo ymonyaHuio Tabamua
NOBTOPHOM MapKUPOBKM
ABNAETCA NYCTOM, TO eCcTb
3HayeHuna DSCP gna scex

BXOAALLMX NaKeTOB
OCTalOTCA HEM3MEHHbIMMU

3anonHseT Tabavuy nepemapknpoBku DSCP. [ns BXo4ALWMX NaKe-
TOB C yKa3aHHbIMK 3HavyeHuammn DSCP 3apaeT HOBoe 3HayeHue
DSCP.

- dscp_list — onpeaensier go 8 3HayeHnit DSCP, 3HayeHuA pasaens-
t0TCA 3HaKOM Npobena;

- dscp_mark_down — onpepenseTt HoBoe 3Ha4yeHue dscp;

- violation —3aaaTb HoBOe 3HayeHne DSCP B nakeTe Npu npesbilie-
HWUW 3HaveHunA peak_rate.

V [DeicTByeT TONIbKO ANA pexxuma gos advanced.

YcTaHaBAMBaET 3Ha4YeHUA No YMONYaHULO.

wrr-queue cos-map queue_id
cosl...cos8

no wrr-queue cos-map
[queue_id]

queue_id: (1..8);
cosl...cos8: (0..7);
3HayeHus CoS no
YMONYaHUIo ANnA
oyepenen:
CoS=1-o4epegb 1
CoS =2 — ouepeppb 2
CoS =0—ouepegp 3
CoS =3 —ouyepenb 4
CoS =4 —oyepenb 5
CoS =5 —ouepegb 6
CoS =6 —ouepegb 7
CoS =7 —o4yepenb 8

Onpegaenset 3HayeHna CoS gna ouepeaei ucxogawero Tpadumka.

YcTaHaBAuBaeT 3HaYeHUA N0 YMOMYAHMUIO.

wrr-queue bandwidth
weightl..weight8

no wrr-queue bandwidth

weight: (0..255)/1
Mo ymonuaHuto Bec
Kaxkgon ovyepeam paseH 1

MpucBanBaeT BeC UCXOAAWMM OYEPEAAM, UCNOJIb3yEMbIA MeXa-
Husmom WRR (Weighted Round Robin — Becosoli mexaHusm pac-
npeaeneHns Harpysku).

YcTaHaBAMBaEeT 3HAYEHWe no YMOANYaHULO.

priority-queue out
num-of-queues
number_of _queues

no priority-queue out
num-of-queues

number_of_queues: (0..8)
Mo ymonyaHuio Bce
ouyepeam obpabaTbiBatoTCA
no anropuTmy «strict
priority».

3a43aeT KoNMYEeCTBO NPUOPUTETHBIX oYepeseit.

V Ona npuoputeTtHoii ouepeaun sec WRR 6yaeT urHopupo-
BaTbcA.
Ecnm 3apaetca otanuHoe ot «0» 3HauyeHue N, TO cTaplumne
N ouepepgeii 6yayT npuoputeTHbiMu (He ByayT yyacTso-
BaTb B WRR).
Mpumep:
0: Bce ouepeamn paBHOMNPABHbI;
1: cemb mnaawmx ouepepeii yyactsyor B WRR, 8-aa He
y4yacrByer;
2: wecTb Mnagwmnx oyepeaen yyacrsytotr 8 WRR, 7, 8 He
y4acrBylor.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

gos map enable {cos-dscp |
dscp-cos}

no qos map enable
{cos-dscp | dscp-cos}

-/BbIK/AOYEHO

Mcnonb3oBaTh 3aflaHHY0 Tabavuy NepemapKMpoBKU ANA [oBe-
PEHHbIX NOPTOB KOMMYTaTOpA.

He ncnonb3oBaTth TabanLy nepemapKUpoOBKU.

qos map dscp-cos dscp_list to
cos

no gqos map dscp-cos [
dscp_list]

dscp_list: (0..63);
cos: (0..7)

3anonHuTb Tabnmuy nepemapknposku DSCP. 3ameHseT 3HayeHue
DSCP Ha CoS.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

gos map cos-dscp cos to
dscp_list

no gqos map cos-dscp [ cos ]

dscp_list: (0..63);
cos: (0..7)

3anonHuTL Tabanuy nepemapkupoBku CoS. 3ameHsieT 3HayeHue
CoS Ha DSCP.

YcTaHaBAMBaeT 3HaYeHne Mo YMOAYaHUIO.
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qos map policed-dscp

dscp_list to dscp_mark_down

no qos map policed-dscp
[dscp_list]

dscp_list: (0..63)
dscp_mark_down: (0..63)
Mo ymonyaHuio Tabamua
NOBTOPHOM MapKUPOBKMU
ABNAETCA NYCTOM, TO eCcTb
3HayeHuna DSCP gna scex

BXOAALLMX NaKeTOB
OCTalOTCA HEM3MEHHbBIMM

3anonHseT Tabamuy nepemapkuposku DSCP. [insa BXoAALLMX NaKe-
TOB C YyKa3aHHbIMW 3HauYeHUAamM DSCP 3apaeT HOBOe 3HayeHue
DSCP.

- dscp_list —onpeaenset go 8 3HaueHnin DSCP, 3HayeHWA pasaens-
t0TCA 3HaKOM Npobena;

- dscp_mark_down — onpegenseTt HoBoe 3HayeHue dscp.

V [DeicTByeT TONIbKO ANA pexxuma gos advanced.

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYAHUIO.

to queue_id

qos map dscp-queue dscp_list

no qos map dscp-queue
[dscp_list]

dscp_list: (0..63)
queue_id: (1..8)
3HaYeHUA N0 YMONYAHUIO:
DSCP: (0-7), ouepeap 1
DSCP: (8-15), ouepesab 2
DSCP: (16-23), ouepeab 3
DSCP: (24-31), ouepeab 4
DSCP: (32-39), ouepegpb 5
DSCP: (40-47), ouepeab 6
DSCP: (48-55), ouepeab 7
DSCP: (56-63), ouepeab 8

YcTaHaBnMBaeT COOTBETCTBME Mexay 3HavyeHuAamu DSCP Bxopa-
LLMX MAKETOB M oyepesamM.

- dscp_list —onpepnenset go 8 3HaueHun DSCP, 3HayeHuA pasgens-
t0TCA 3HaKoM npobena.

YcTaHaBAMBaeT 3HaYeHUA N0 YMONYAHMUIO.

qos trust {cos | dscp |
cos-dscp}

no qos trust

-/cos

YcTaHaBAMBAET PeXUM JOBEPUS KOMMYTATOpa B 6a3oBom pexunme
QoS (CoS naum DSCP).

- COS — YCTaHaBAMBAET KNacCUPUKaALMIO BXOAALLMX NAKETOB NO 3Ha-
yeHuam CoS. [1na HeTerMpoBaHHbIX MaKeTOB UCMONb3yeTcA 3Haye-
Hue CoS No ymonyaHuio;

- dscp — ycTaHaBAMBaeT KaaccudpuKauMio BXOAALMX MNAKETOB MO
3HayeHmnam DSCP.

- cos-dscp — ycTaHaBAMBAET KNacCMOUKALMIO BXOAALLMX MaAKETOB
no 3HavyeHnam DSCP gna IP-naketoB n no 3HavyeHnam CoS gna He
IP-nakeToB.

V [DeiicTByeT TONbKO ANA pexxnma qos basic.

YcTaHaBAMBaeT 3HaYeHuA no YMONYaHULO.

qos dscp-mutation

no qos dscp-mutation

Mo3BonAeT NPUMeHUTb TabanLy M3meHeHU dscp K COBOKYMHOCTH
dscp-aoBepeHHbIX NopToB. Mcnonb3oBaHne Tabanubl U3MEHEHU
no3BofAeT nepesanucatb 3Ha4yeHuA dscp B IP-nakeTax Ha HoBble
3HayeHwuA.
V MpumeHutb TabnULy u3MeHeHnit DSCP BO3MOXHO
TO/IbKO ANA BXOAALLEero Tpaduka A0BepeHHbIX NOPTOB.

V [elicTByeT TONbKO ANA pexkuma qos basic.

OTmeHseT ucnosib3oBaHue KapTbl N3MEHEeHWUM dscp.

gos map dscp-mutation
in_dscp to out_dscp

no gos map dscp-mutation
[in_dscp]

in_dscp: (0..63),
out_dscp: (0..63)

Mo ymonyaHuio KapTa u3-
MEHEHUI ABNAETCA NYCTOM,
TO ecTb 3Ha4YeHuna DSCP gna

BCEX BXOAALLMX NAKeTOB

OCTAOTCA HEU3MEHHbIMU

3anonHaeT Tabanuy nepemapkmposku DSCP. [ina BxogAaLmx nake-
TOB C YKa3aHHbIMM 3HaveHnamn DSCP 3apaeT HOBble 3HauveHUA
DSCP.

- in-dscp — onpepenset fo 8 3HayeHuit DSCP, 3HaueHuna pasaens-
toTcA 3HaKom npobena;

- out-dscp — onpepenseT Ao 8 HOBbIX 3HayYeHui DSCP, 3HauyeHMA
pasgenatoTca 3Hakom npobena.

YcTaHaBAMBaeT 3HaYeHUA N0 YMOHAHMUIO.

rate-limit vlan vlan_id rate
burst

no rate-limit vlan vian_id

vlan_id: (1..4094);
rate: (3..100000000)
K6UT/C;
burst: (3000..268431360)
6anT/128 KbanT

YcTaHaBAMBaET OrpaHUYeHne CKOPOCTU AN BXoAAlwero Tpaduka
ansA 3agaHHol VLAN.

-vlan_id — Homep VLAN:

- rate — cpegHana ckopocTb Tpaduka (CIR);

- burst — pasmep caepXuBatoLLero nopora (orpaHMyYeHne cKopo-
cTn) B HGanTax.

CHMMaeT orpaHuyeHme CKopoCTU BXxoaALLero Tpaduka.
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rate-limit vlan vian_id
pps rate_pps burst_packet

no rate-limit vlan vian_id

vlan_id: (1..4094);
rate_pps:
(125.. 195312500) pps
burst_pps: (1..195312500)
nakeToB

YCTaHOBWUTb OrpaHUYeHne CKOPOCTU AN BXoaAawero Tpaduka ana
3agaHHoM VLAN.

-vlan_id —Homep VLAN:

- rate_pps — KONIMYECTBO MaKeTOB B CEKYHAY.

- burst_packet — pasmep caepumBatowero nopora (orpaHvyeHme
CKOPOCTH) B MaKeTax.

CHUMaET orpaHuYeHmne CKOpPoCTU BxoasaLero Tpaduka.

traffic-limiter mode {kbps |
pps}

/kbps

YCTaHOBUTL peXKMM paboTbl orpaHMYeHnn Tpaduka.
- kbps — orpaHuuyeHune BxoaaLWMX KUNOBUT B CEKYHAY;
- ppS — OrpaHUYeHne BXOAALLMX MAKETOB B CEKYHAY;

V [aHHasa KOMaHAA U3MeHseT peXxum paboTbl 4nA cnepy-
towero ¢pyHKUMOHaNa: storm-control, rate-limit, rate-
limit vlan, police, qos aggregate-policer.

Bbl6paHHbI  peXXMm  [JOMKEeH  COOTBeTCTBOBaTb

V HacTpoiiKam orpaHuyeHuA TpadpuKa MHaue orpaHuye-

HUA TpaduKa He npousoiiger. Hanpumep: KomaHga
storm-control unicast kbps He 6yaeTr orpaHuumMsaTtb
TpaduK, ecnu BeegeHa KomaHpa traffic-limiter mode

pps.

KomaHObI pexcuma pedakmupo8aHuUs CNUCKA Kpumepues KaaccuguKayuu mpaguka

Bua 3anpoca KOMAHOHOM CTPOKM perrMma penakTUPOBAHUA CAMCKA KpUTepueB KnaccuduKaumm

TpadukKa:

console# configure

console (config)# class-map class-map-name [match-all

console (config-cmap) #

| match-any]

Tabnnua 278 — KomaHabl pexxnma pesakTMpoBaHUA CNIMCKa KpUTepmeB Kaaccupukaumm Tpadmka

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

match access-group ac/_name

no match access-group
acl_name

acl_name: (1..32)
CMMBO/I0B

JobasnsaeT Kputepuit KnaccuduKkaunm tpaduka. Onpepenset npa-
BuAa puabTpaumm Tpaduka no cnncky ACL ans KnaccuduKkaummu.,

V [eiicTByeT TONbKO AnA pexxuma qos advanced.

Ypansaet KpuTepuii Knaccudmrkaumm Tpaduka.

KomaHObI pexcuma pedarmuposaHus cmpameauu Kadccugukayuu mpaduka

BuAa 3anpoca KOMaHAHOM CTPOKM pexnma peaakTMpoBaHMA cTpaTernmn knaccudumkaumm tpadmka:

console# configure
console (confiqg)# policy-map policy-map-name
console (config-pmap) #
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Tabanua 279 — KomaHAabl pexnma peaaktmpoBaHua cTpatermmn knaccudurkaumm tpaduka

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

class class_map_name
[access-group acl_name]

no class class_map_name

class_map_name:

(1..32) cumsonos;

acl_name: (1..32)
CUMBOJI0B

OnpegensaeT NpaBuIo KaaccudukaLmm TpadmrKa U BXOANUT B PEXRUM
KOHUrypaumm npasuna knaccudumkaumm — policy-map class.
-acl_name — onpegenseT npasuna ¢éunbTpauun Tpaduka no
cnucky ACL ana knaccudpukaumm. Mpm co3gaHMmM HOBOTO nNpaBua
KnaccuomKaLmm onumMoHabHbIM napameTp access-group obasarte-
NeH.

Ona Toro utobbl MUCNONb30BaTb HACTPOWMKM CTpaTerumn
V policy-map ana uHTepdeiica, ucnonb3yiTe KomaHAy

service-policy B pexkume KoHdurypauum nHtepodeiica.

V [DeicTByeT TONIbKO ANA pexuma gos advanced.

YaanaeT npasuno knaccudmkaumm Tpaduka class-map us ctpare-
rum policy-map.

KomaHObI pexcuma KoHgu2ypayuu npasuana Kaaccugukayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma KoOHPUrypaLmm npaBmnaa Knaccupurkaumm:

console# configure
console (config)# policy-map policy-map-name

console (config-pmap) # class class-map-name [access-group acl-name]
console (config-pmap-c) #

Tabnunua 280 — KomaHabl pexkMma KoHbUrypaumm npaesuna Knaccupurkaymm

KomaHoa

3Ha4yeHue/3HayeHue no

ymon4yaHuro

Aeiicmeue

trust

no trust

Mo ymonuaHuio pexum
[0BEepUA He yCTaHOB/eH

OnpepaenseT pexxMm foBepuaA K onpeaeneHHoMy TNy Tpadumka
COFNAcHO rN06anbHOMY PEXUMY AOBEPUA.

YcTaHaBAMBaeT 3HAYEHNE MO YMOYAHUIO.

set {dscp new_dscp | queue
queue_id | cos new_cos | vlan
vlan_id}

no set

new_dscp: (0..63);
queue_id: (1..8);
new_cos: (0..7);
vlan_id: (1..4094)

YcTaHaBAMBaET HOBble 3HaYeHuA ana IP-nakera.
KomaHaa set ABnAeTca B3aMMoMUCKAIOUYaloLWei ¢ Ko-
V MaHAoi trust ana ogHoM u Toii e cTpaterum policy-
map.

Crparerum policy-map, ucnonb3yiowme KomaHabl set,
V trust uam umerowmii knaccudpukauymio ACL, HasHaua-

10TCA TONIbKO AN1A UCXOAALMNX UHTEepdeiicoB.

V [eicTByeT TONIbKO ANA pexuma gos advanced.

Ypanaet HoBble 3HayeHUA ana IP-nakera.

redirect {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

HanpaenseT nakeTbl, yA0BNeTBOPAIOWME NPaBUAYy Knaccubdu-

no redirect

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

Kauum TpaduKa, B yKasaHHbIN NOpPT.

YcTaHaBAMBaeT 3HaYeHue no YMO4YaHUIO.
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police committed_rate_kbps
committed_burst_byte
[exceed-action {drop | policed-
dscp-transmit [peak
peak_rate_kbps
peak_burst_byte [violate-
action {drop | policed-dscp-
transmit}]]}]

police aggregate
aggregate_policer_name

no police

committed_rate_kbps:
(3..12582912) kbut/c;
committed_burst_byte:
(3000..19173960) 6aiiT;
peak_rate_kbps:
(3..57982058) kK6uT/C;
peak_burst_byte:
(3000..19173960) 6aut

Mo3BoNsAEeT OrpaHNYUTb NOAOCY MPONYCKAHMA KaHana.

Mpw paboTte ¢ NONOCOIN NPONYCKaHUA UCNOJb3YETCA aNrOPUTM
MapKUMPOBAHHOW «KOP3WHbI». 3ajayeit anroputma sBAAETCA
NPUHATUE peLLeHua: nepesaTb NakeT UAM oTbpocuTb. NMapameT-
pamu anropuTma ABAAOTCA CKOpPOCTb noctynaeHusa (CIR) map-
KepoB B «KOP3MHY» N 06BbEM (CBS) «KOpP3UHbI».

- committed_rate_kbps — cpegHee 3HayeHWe CKOPOCTM Tpa-
duKa;

- committed_burst_byte — pa3mep caeprkuBatoLLero nopora 8
baiitax;

- drop — naket 6yaet oT6poLIeH, Koraa «Kop3uHa» nepenos-
HUTCA;

- policed-dscp-transmit — npu nepenosHeHUM KKOP3UHbI», 3HA-
yeHune DSCP 6yaert nepeonpesgeneHo.

- peak — ycTaHOBUTb NOPOroBoe 3Ha4YeHWe CKopocTH TpaduKa ¢
nepeonpegeneHHbiMn 3HavyeHnammn DSCP;

- volate-action — ycTaHOBUTb AeNCTBME HAA NaKeTom nocse
NPeBbIWEHWUA MOPOroBOro 3HAYEHM .

V [eilicTBYyeT TONbKO ANA pexuma gos advanced.

Mapametp policed-dscp-transmit nossonser npu
npeBbilleHUM 3HayeHUs committed-rate wam

V peak_rate nepefaTb NaKeT ganblue, UI3MEeHUB B HEM
MeTKy dscp, KoTopas HacTpanBaeTca KOMaHAo oS
map policed-dscp ¢ gononHUTeNbHbIM aprymeHTOM
violation B cnyuae c peak_rate. Mpu asTom npm npe-
BbllleHUM committed_rate u peak_rate MmoXKHO
HacTpanBaTb pa3Hble 3HaueHua dscp.

HasHayaeT npasuny Knaccudumrkaumm Tpadmka wabnoH
HaCTPOEK, KOTOPbI NO3BOAAET OFPAHUYUTL MOOCY NPOMYCKa-
HWA KaHana.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

Ypansaet wabnoH HACTPOeK PeryinpoBaHMa CKOPOCTU KaHana
13 Npasuia Knaccuduraumm tpaduka.

police pps committed_rate_pps
committed_burst_packet}
[exceed-action {drop | policed-
dscp-transmit [peak
peak_rate_pps
peak_burst_packet [violate-
action {drop | policed-dscp-
transmit}]]}]

committed_rate_pps:
(125.. 19531250) pps;

committed_burst_packet:

(1.. 19531250) nakeTos;
peak_rate_pps:
(125..19531250) pps;
peak_burst_packet:
(1..19531250) makeros

Mo3BoNsET OrpaHNYNTL NOAOCY MPONYCKAHMA KaHana.

Mpu paboTe ¢ NONOCOW NPOMNYCKAHUA UCMO/b3YETCA aNropPUTM
MAapPKUPOBAHHOM «KOP3WHbI». 3afayeirt anroputma sABAAETCA
NPUHATUE peLLeHnA: nepeaaTb NakeT UAN oTOpocuTb. Mapamer-
pamu anropuTma ABAATCA CKOpOCTb noctynaenusa (CIR) map-
KEpPOB B «KOP3UHY» U 06bEM (CBS) «KOP3UHbI».

- committed_rate_pps — cpefHee 3HaYeHne CKopocTn TpaduKa
B pps;

- committed_burst_packet — pasmep caepuBatoLLero nopora
B balTax;

- drop — naket byaeTt oTbpolUeH, Korga «KOp3uHa» nepenosn-
HUTCA;

- policed-dscp-transmit — npu nepenosHeHUn KKOP3UHbI», 3HA-
yeHune DSCP 6yaert nepeonpesgeneHo.

- peak — ycTaHOBUTb NOPOroBoe 3Ha4YeHne CKopocTH TpaduKa
nepeonpegeneHHbIMN 3HayeHnamm DSCP;

- volate-action — ycTaHOBMTb AEWCTBME HAZ MaKeToM nocne
npesblLeHNA NOPOroBOro 3HaYeHUs.

V [eilicTBYyeT TONbKO AN pexuma gos advanced.

Napametp policed-dscp-transmit nossonser npu
npesbllleHUM 3HaueHUa committed-rate wnamn
peak_rate nepeaaTb NaKkeT Aanblue, USMEHUB B HEM

V MeTKy dscp, KOTopasA HacTpauBaeTcs KOMaHA0M (oS
map policed-dscp ¢ gononHUTENbHbIM aprymeHTOM
violation B cnyuae c peak_rate. Mpu aTom npu npe-
BbllleHUU committed_rate wn peak_rate MOXKHO
HacTpauBaTb pasHble 3HauyeHus dscp.
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YpanseT wabnoH HacTpoeK peryiMpoBaHMA CKOPOCTU KaHana
13 npaBuna Knaccudurkaumm Tpaduka.

no police

mirror {monitor_session} YKasaTb HOMep monitor-ceccun AnAa 3epKanvpoBaHUA Tpa-

monitor_session: 1 duKa.

no mirror {monitor_session} OTMEHUTb 3epKaiMpoBaHue.

KomaHObI pexcuma KoHgu2ypauuu npogund qos tail-drop

BuAa 3anpoca KoMaHAHOM CTPOKM pexnma KoHdurypaumm npoduns qos tail-drop:

console# configure
console (config) # gos tail-drop profile profile id
console (config-tdprofile) #

Tabanuya 281 — KomaHabl perknma KoHourypaumm npoduna qos tail-drop

3HayeHue/3HayeHue

Aeiicmeue
o ymon4aHuio

KomaHda

port-limit /imit 3a4aTtb pasamep NakeTHOro pasgensemoro nyna ana nopra.

limit: (0..7576)/25

no port-limit YCTaHOBWUTL 3HAYEHME MO YMOYAHMIO.

queue queue_id [limit
limit] [without-sharing |
withsharing]

M3MeHUTb NnapameTpbl ouyepeau:

- queue_id — Homep oyepesu;

- limit — KonnyecTBO NaKeToOB B oYepeau;

- without-sharing — 3anpeTtutb goctyn K obwemy nyny;
- with-sharing — paspewwuTb goctyn K obwemy nyny.

limit: (0..7576)/12;
queue_id: (1..8)

no queue queue_id YCTaHOBWUTb 3HAYEHME MO YMOMYAHMIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, 2pynnbi nopmos

BuAa 3anpoca KoMaHAHOWM CTPOKM pexxnma KoHdurypaumm nHtepdeica Ethernet, rpynnel noptos:
console (config-if) #

Tabanua 282 — KomaHabl pexxnma KoHpurypaumm nHtepoeiica Ethernet, rpynnel noptos

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

service-policy {input | output}
policy_map_name [default-
action {deny-any | permit-
any}]

no service-policy {input |
output}

policy_map_name:
(1..32) cumBonos

HasHauaeT nHtepdelicy ctpaternio knaccuduraumm Tpaduka.

- deny-any — ot6pocuTb TpaduK, He NonagatoLmii noa aencremne
NONUTUKMY;

- permit-any — paspewunTb NpoxoxaeHue TpaduKa, He
nonajatoLLero noj AencTsme NoANTUKK.

Ypansaet ctpaternto Knaccuoukaumm Tpadmka c uHTepdeica.

traffic-shape committed_rate
[committed_burst]

no traffic-shape

committed_rate:
(64..100000000)
KbuUT/C;
committed_burst:
(4096..12578880) 6aiT

YcTaHaBAMBaET OrpaHUYeHNe CKOPOCTU AN Ucxoaallero Tpaduka
yepes MHTepdeiic.

- committed_rate — cpeHAA CKOPOCTb TpaduKa, KBUT/c;

- committed_burst — pasmep cAepHKUBatOLLEro Nopora (orpaHuye-
HWe cKopocTu) B BalTax.

CHMMaeT orpaHMYeHne CKOPOCTU UCXoAALLero TpaduKa Yepes UH-
Tepdelic.

traffic-shape queue queue_id
committed_rate
[committed_burst]

no traffic-shape queue
queue_id

queue_id: (0..8);
committed_rate:
(64..100000000)
K6uT/C;
committed_burst:
(4096..12578880) 6aiit

YcTaHaBAMBaET orpaHMUYeHne CKopocTH TpaduKa Yepes nHtepdeic
ANA ncxoaslLen oyepeau.

- committed_rate — cpeHAA CKOPOCTb TpaduKa, KBUT/c;

- committed_burst — pa3smep cAoepHKUBatoOLLEro nopora (orpaHuye-
HWe ckopocTu) B balTax.

CHMMaeT orpaHuyeHue CKopocTu TpaduKa Yepes uHTepdelic ana
ucxoasuLen oyepeam.
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qos trust [cos | dscp |
cos-dscp]

no qos trust

-/BKIOYEHO

BKkntoyaeT 6a30BbIli MeXaHM3M (OS AN MHTepdeica.

- €Os — NopT AosepAeT 3HavyeHuto 802.1p User priority;

- dscp — nopt AosepseT 3HaveHuto DSCP B IPv4/IPv6-nakeTax;

- cos-dscp — nopT gosepseT 06o0um ypoBHAM, ogHako DSCP nmeet
npuoputeT Hag 802.1p.

Bbik/toyaeT 6a30BbI MEXaHU3M Os A4 MHTepdeica.

rate-limit rate [burst burst]

no rate-limit

rate: (64..100000000)
Kéut/c;
burst:
(3000..268431360)
6anT/128 KbanT

YcTaHaBAWBaET OrpaHUYeHme CKOPOCTU A BXoadALLero Tpaduka.

CHUMaET orpaHuYeHmne CKopPoCTH BxoasLLero Tpaduka.

rate-limit pps rate_pps
[burst burst_packet]

no rate-limit

rate_pps:
(125..195312500) pps;
burst_pps:
(1..195312500)
nakeToB

YCTaHOB/IMBAET OrpaHUYEHNE CKOPOCTM ANA BXoAAawero TpaduKa B
pps.

CHMMaeT orpaHuyeHne CKOPOCTU BXoaaLero TpadumKa.

qos cos default_cos

Nno qos cos

default_cos: (0..7)/0

YcTaHaBAMBaeT 3HaueHue CoS no ymonyaHuto ansa nopta (CoS, npu-
MeHAeMbI AR BCEro HeTerMpoBaHHOro TpaduKa, NPoxoaaLLero
yepes MHTepodeic).

YcTaHaBAMBaeT 3HAYeHue no YMONYaHULO.

qos tail-drop profile profile_id

no qgos tail-drop profile

profile_id: (1..8)

MpunBA3aTb YKa3aHHbIM NPodUIb K UHTepdeiicy.

Y6paTb NpuBA3KY.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelica VLAN

Bupg, 3anpoca KOMaHAHOM CTPOKU perknmMa KOHoUrypaumnm nHtepodeica VLAN:

console (config-if) #

Tabnuua 283 — KomaHabl pexknma KoHoburypaumm nHtepoeica VLAN

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

oS Cos egress cos

No qOs Cos egress

cos: (0..7)

YcTaHaBAuBaeT 3HayeHne napameTpa nosa npuoputeta 802.1p
ONA UCXOJALLLEero TermpoBaHHoro Tpaduka, Gopmmpyemoro LeH-
TPa/sibHbIM NPOLLECCOPOM.

V Mpwu oTcyTcTBMM KOMaHAbI 3HauyeHue cos byaer nony-

ipv6 tx-user-priority value.

4YeHO M3 HaCTPOoeK KoMaHZ, ip tx-user-priority value unu
YCTaHOBUTb 3HAYEHME MO YMONYAHMIO.

KomaHObI pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#

Tabnnuya 284 — KomaHzabl pexkmma EXEC

KomaHoa

3HayeHue/3Ha4yeHue
0 yMon4YaHuo

Aelicmeue

show qos

MoKasbiBaeT pexkum QOS, HacTPoeHHbIW Ha ycTpoiicTee. B 6aso-
BOM peXXMMe NOKa3blBaeT «40BEepeHHbIN» pexum (trust mode).

show class-map
[class_map_name]

class_map_name: (1..32)
cMmBoOsIa

MOoKa3bIBaET CMUCKM KpUTepues Knaccuburkaumm Tpaduka.

V [DeiicTByeT TONbKO ANA pexxuma qos advanced.

show policy-map
[policy_map_name]

policy_map_name:
(1..32) cumsona

MoKa3biBaeT NpaBuaa KnaccuduKaLmm Tpaduka.

V [OeiicTBYyeT ToNbKO ANA pexkuma qos advanced.
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show qos aggregate-policer
[aggregate_policer_name]

aggregate_policer_name:

(1..32) cumsona

MOoKa3biBaeT HACTPOMKN CpeaHeit CKOPOCTU U OrpaHUYeHns no-
NOCbl NPONYCKaHWUA ANA NPaBuA Knaccudurkaumm Tpaduka.

V [eicTByeT TONIbKO ANA pexxuma gos advanced.

show qos interface [buffers |
queuing | policers | shapers]
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

Moka3sbiBaeT QoS-napameTpbl 41a MHTepdeica.

- vlan_id — Homep VLAN;

- te_port — Homep nHTepdeiicos Ethernet XG1-XG12;

- group — Homep rpynnbl NOPTOB;

- buffers — HacTpoliku bydepa ana ouepenei MHTepoeica;

- queueing — anroputm obpaboTku ouepeseit (WRR unm EF), Bec
ona WRR-ouepegel, Knaccbl 0bCiyXuBaHusa ana odepegent u
npuoputeT ana EF;

- policers — ckoHdUrypupoBaHHble cTpaTerMm KnaccuduKaumm
Tpaduka gns nHtepdelica;

- shapers — orpaHunyeHune ckopoctn ansa ucxogaliero Tpaduka.

show gos map [dscp-queue |
dscp-dp | policed-dscp |
dscp-mutation | dscp-cos |
cos-dscp]

MoKa3blBaeT MHPOPMALMIO O 3aMeHe NoJsieit B NaKeTax, UCNo/b-
3yembix QOS.

- dscp-queue — Tabanua cootsetcTeus DSCP 1 ouepeseir;

- dscp-dp — Tabnnua cootsetcTBuA metok DSCP u npuoputeta
cbpoca (DP);

- policed-dscp — Tabamua nepemapkunposkm DSCP;

- dscp-mutation — Tabanua nsmeHeHma DSCP-to-DSCP;

- dscp-cos — Tabnnua nsmeHeHu dscp-cos;

- cos-dscp — Tabnnua nsmeHeHu cos-dscp.

show qos tail-drop

MpocmoTp napameTpos tail-drop.

show qos tail-drop
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

MpocmoTp tail-drop MHGOpPMaLMmM NO KOHKPETHOMY NopTY (BCcem
noprtam).

show qos tail-drop unit unit_id

unit_id: (1..8)

MpocmoTp tail-drop nHdopmaLmMm No KOHKPETHOMY YCTPOMCTBY B
cTeke.

[pumepbl 8b1M0AHEHUS KOMAHO

e  BkatounTb perum QoS advanced. Pacnpegenntb TpaduKk no ovepegam, naketbl ¢ DSCP 12 B
nepsyto ouepeab, nakeTbl ¢ DSCP 16 Bo BTOpYto. Bocbmas oyepeab — npuoputetHasa. Co3agaTb cTpa-
Terno KnaccmpuKkaumm tTpadmka no cnucky ACL, paspelsarowemy nepegadvy TCP-naketos ¢ DSCP
12 n 16 ¥ orpaHUUYMBalOLLYIO CKOPOCTb — cpedHAa ckopocTb 1000 K6uT/c, nopor orpaHuyeHma
200000 6aiiT. Ucnonb3oBaTb AaHHYO CTpaTeruto Ha uHTepdencax Ethernet 14 n 16.

console#

console# configure
console (config) # ip access-list tcp ena

console (config-ip-al)# permit tcp any any any any dscp 12
console (config-ip-al)# permit tcp any any any any dscp 16
console (config-ip-al)# exit
console (config)# gos advanced
console (config)# qgos map dscp-queue 12 to I

console (config)# gos map dscp-queue 16 to 2

console (config)# priority-queue out num-of-queues I

console (config-pmap) # class classl access-group tcp ena
console (config-pmap-c) # police 1000 200000 exceed-action drop
console (config-pmap-c) # exit
console (config-pmap) # exit
console (config) # interface tengigabitethernet 1/0/14
console (config-if) # service-policy input traffic
console (config-if) # exit
console (config) # interface tengigabitethernet 1/0/16

(
(
(
(
(
(
(
console (config)# policy-map traffic
(
(
(
(
(
(
(
(

288 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5410-48, MES5500-32




HELTEX

console (config-if) # service-policy input traffic
console (config-if) # exit
console (config) #

5.29.2 Cmamucmuka QoS

KomaHObl pexcuma 2106aabHOU KOHU2ypayuu

Bua, 3anpoca KOMaHAHOW CTPOKM peXxmnma rnobaibHOM KOHPUrypaLmm:
console (confiqg) #

Tabanua 285 — KomaHab! perknma rnobanbHoM KoOHPUrypaumm

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

gos statistics aggregate-policer Bk/itoyaeT QOS-CTaTUCTMKY NO OrpaHWYeHMIo NOAOC MPOMycKa-

aggregate_policer_name

no qos statistics

aggregate_policer_name:
(1..32)
CMMBOJ10B/BbIK/IIOYEHO

HUA.

OTkntovaeT QOS-CTaTUCTUKY MO OrpaHUYEHMIo MO0C NPONyCKa-
HUA.

aggregate-policer
aggregate_policer_name

qos statistics interface BKkntoyaeT cbop QOS-CTaTUCTUKM Ha BCex MHTepdelicax.

-/BbIK/IIOYEHO

no qos statistics interface BbikntouaeT c6op QOS-CTaTUCTUKM Ha BCeX UHTepdelicax.

KomaHOowbl pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:
console#

Tabnunua 286 — KomaHabl pexxkuma EXEC

3HayeHue/ 3HayeHue
no ymon4yaHuwo

KomaHoa Aelicmeue

clear qos statistics - Ouniaet cTaTucTMKY QoS no Bcem nHTepdelicam.

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

clear qos statistics interface
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port

Ounwaet cTatncTMKy QOS yKasaHHoro nHtepdeiica.

show qos statistics - MokasbiBaeT cTaTUcTMKY QOS No Bcem UHTepdeicam.

show qos statistics interface gi_port: (1..8/0/1..48);
gigabitethernet gi_port | te_port: (1..8/0/1..48);
tengigabitethernet te_port | twe_port:
twentyfivegigabitethernet (1..8/0/1..120);
twe_port | hu_port: (1..8/0/1..32)
hundredgigabitethernet
hu_port

MoKa3biBaeT cTaTUCTMKY QOS yKasaHHOro uHTepdeiica.
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5.30 KoHdurypauma npoToKON0B MapLUpyTU3aLUN

5.30.1 KoHdjpuz2ypayua cmamu4ecKoli mapwpymu3sayuu

CTaTnuyeckaa MaplpyTmMsauma — BUA MapLipyTM3auMun, Npyv KOTOPOM MapLIpyTbl YKa3blBalOTCA B
ABHOM BUAE NPU KOHPUTYpaLUM MapLLpyTU3aTopa. Bca maplipytnusauma npm sTom nponcxogmt 6e3 yyactus
KaKMX-TMH0O NPOTOKON0B MapLUPYTU3aLMN.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

Bupg, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobasibHoM KOHPUrypaLmm:

console (config) #

Tabnnuya 287 — KomaHab! perknma rnobanbHoM KoHGUrypaumm

KomaHoa

3HayeHue/ 3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip route prefix prefix_length
{reject-route | gateway [met-
ric metric] [track track] [vrf
vrf_name] [distance distance]}

no ip route prefix prefix_length
{rejectroute | gateway} [vrf
vrf_name]

prefix: (A.B.C.D);
prefix_length: (A.B.C.D

nwan /n);

gateway: (A.B.C.D)

metric (1..255)/1;

vrf_name: (1..32)
CUMBON3;

track: (1..64);
distance (1..255)/1

Co3paeT cTaTMyecKkoe NpaBMI0 MapLpyTU3aLmm.

- prefix — IP-appec ceTu Ha3HavyeHwus;

- prefix_length — macka npeduKca HazHaYeHUa NN e€ gANHa;

- reject-route — 3anpewaeT MaplwpyTM3aLMIO K CETU Ha3HaYeHuA
Yyepes Bce LW03bl;

- gateway — IP-agpec wnto3a gna 4OCTyna K CeTM HasHayeHus;

- metric — meTpuKa ANA AaHHOTO MapLIpyTa;

- vrf_name — umsa 3k3emnaapa VRF;

- track — Homep 06bEKTA OTCNEKMBAHUSA;

- distance — aAMUHUCTPATMBHAA SUCTAaHUMA MapLupyTa.

YaanseT npasmao ns TabanLbl CTaTUYECKO MapLLpyTU3aLmuun.

distance {ospf {inter-as | intra-
as} | static} distance

no distance {ospf {inter-as |
intra-as} | static}

distance
(1..255)/static:1,
OSPF intra-as:30,
OSPF inter-as:110

YcTaHaBAMBaeT 3HayeHWe agMUHUCTPATMBHOW AucTaHumm (AD)
L7 BCEX MapLUPYTOB YKa3aHHOro TUna.

- ospf inter-as — ycTaHaBiMBaeT 3HaueHne AD a1 MeK30HaIbHbIX
MapLpyTOB, NPUHATBIX MO NpoTokony OSPF;

- ospf intra-as — yctaHaB/nnBaeT 3HayeHne AD anA BHYTPU3OHaNb-
HbIX MapLUpPYTOB, MPUHATbIX NO npoTtokony OSPF;

- static — yctaHaBavBaeT 3HaueHne AD ans CTaTUYECKUX MapLipy-
TOB.

YcTaHaBAMBaeT 3HAYEHWe no YMONYaHULO.

KomaHOwbl pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnuya 288 — KomaHzabl pexkmma EXEC

KomaHoa

3HayeHue/ 3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ip route [connected |
static | address ip_address
[mask | prefix_length]
[longer-prefixes]]

MoKa3sblBaeT TabanLy MapwpyTn3aumm, ya0BAETBOPAIOLLYO 3a4aH-
HbIM KpUTEPUAM.

— connected — NOAKAOYEHHbIN MapLUPYT, TO €CTb MapLUPYT, B3ATbIN
C HernocpeaCcTBEHHO NOAKAOYEHHOTO U GYHKLMOHUPYIOLLLErO UHTep-
delica;

— static — cTaTMyeckuit MapLpyT, NPONMCaHHbIN B Tabanue mapLupy-
TM3auum.
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show distance

MoKa3aTb 3HaYeHNe aAMUHUCTPATUBHOMN AUCTAHLMM ANA PA3NINYHBIX
MCTOYHUKOB MapLIpyTa.

[pumep 8b1M10AHEHUS KOMAHObI

e [loKasaTb Tabanuy MmapLupyTM3auuu:

console# show ip route

S 172.1.1.1/32

Maximum Parallel Paths: 2 (4 after reset)

Codes: C - connected, S - static

C 10.0.1.0/24 is directly connected, Vlan 1

S 10.9.1.0/24 [5/2] via 10.0.1.2, 17:19:18, Vlan 12
S 10.9.1.0/24 [5/3] via 10.0.2.2, Backup Not Active

[5/3] via 10.0.3.1, 19:51:18, Vlan 12

Tabnunua 289 — OnucaHune pesybTaTa BbINOJHEHUA KOMaHAbI

Mone OnucaHue
MoKa3bIBaeT NPOMCXOXKAEHME MapLIpyTa:
C C — Connected (MapwpyT B3AT U3 HENOCPEACTBEHHO MOAKAOYEHHOTO U GYHKLMOHUPYIO-
wero nHTepdelica),
S — Static (cTaTUyecKuMit MapLwpyT, NPONUCaHHbIM B Tabanue MapwpyTnsaumn).
10.9.1.0/24 Appec ceTu.
MepBoe 3HaYeHMe B CKOOKAx — aAMUHUCTPATMBHAA AUCTAHLMA (CTENEHb A0BEPUA MapLu-
[5/2] pyTM3aTopy, YEM YMUCNO BbllE, TEM MEHbLUE AOBEPUE K UCTOUYHUKY), BTOPOE YUCIO — MET-
pUKa mapupyTa.
via 10.0.1.2 OnpepaenseT IP-agpec cnefyowero maplipyTM3aTopa, Yepes KOTOpbI NPOXOAUT MapLu-
o pyT A0 ceTu.
00:39:08 OnpeaenseT Bpema nocieaHero 06HOBAEHNA MapLpyTa (Y4acbl, MUHYTbI, CEKYHAbI).
Vlan 1 Onpegenset uHTepdeic, Yyepes KOToPbIM NPOXOAUT MapLLPYT A0 CeTU.

KomaHObI pexcuma KoHguaypauuu VRF

BuAa 3anpoca KOMaHAHOWM CTPOKK pexxunma KoHourypaumm VRF:

console (config-vrf) #

Tabnunua 290 — KomaHab! pexkuma koHourypaumm VRF

3HayeHue/ 3HaYe-
KomaHda Hue o ymonya- Aelicmeue
HULO
ip route prefix {mask | pre- Co3paTb cTaTUYecKoe MPaBu/Io MapLLIpyTU3aL M.
fix_length} {gateway [met- - prefix — ceTb HazHayeHua (Hanpumep, 172.7.0.0);
ric distance] - mask — macka cetu (B popmaTe AECATUYHON CUCTEMBI MCUUCAE-
HUA);
prefix_length: (0..32); | - prefix_length — npeduKkc macku cetn (konnuecTso eanHuUL, B

distance (1..255)/1 Macke);
- gateway — W03 ANA JOCTYNA K CETU Ha3HaYeHus;
- distance — Bec mapLupyTa.

no ip route prefix {mask |
prefix_length} {gateway}

Ypanutb npasuio un3 TaGﬂI/ILI,bI cTaTUyecKom MapLlwpyTmnsaumu.

ip default-gateway {gate-
way}

3agatb ANA KOMMYTaTOpa agpec Wako3a no ymondaHuto Yepes VRF.
—/Wwni03 no ymonya-

no ip default-gateway
{gateway}

HWIO He 3afaH YanuTb Ha3HaYeHHbIN aApec Wo3a No YMONYaHUIO.
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KomaHOb! pexcuma EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnumua 291 — KomaHap! pexkmuma EXEC

KomaHOoa

3HayeHue/ 3Haye-
Hue no ymonua-
HUo

Aelicmeue

show ip route [connected |
vrf vrf_name | static | ad-
dress ip_address [mask |
prefix_length] [longer-pre-
fixes]]

MoKa3aTb TabAnLy MapLpyTU3aLmMK, YA0BAETBOPAIOLLYIO 334aHHbIM
KpUTEPUAM.

- connected — NOAKNIOYEHHbIV MAPLLPYT, TO €CTb MapwpyT, B3ATHIN C
HenocpeacTBEHHO NOAKAOYEHHOTO U GYHKLUMOHUPYIOLWLEro UHTEp-
delica;

- static — cTaTMyeckuin mapLpyT, NPONMCaHHbINM B Tabanue mappy-
TM3auuu;

- vrf — obnacTb BMpPTyanbHOM MaplpyTM3aLUMn, B KOTOPOW Haxo-
OMTCA MapLupyT.

5.30.2 Hacmpolika npomokKona RIP

MpoTokon RIP (aHrn. Routing Information Protocol) — BHYTpPeHHWUIT NPOTOKOA, KOTOPbLIM NO3BOASET
MapLpyTM3aTopaM AMHAMUYECKM OOHOBAATL MapLIpPYTHYO MHPOPMauUMIO, Noay4vyas ee OT COCeAHWMX
MapLUpPyTM3aTOPOB. ITO OYEHb NPOCTOM NPOTOKOA, OCHOBAaHHbIM Ha NPUMEHEHUN ANCTAHLMOHHOMO BEKTOPA
MapLpyTmsaumm. Kak gMcTaHUMOHHO-BEKTOPHLIA npoTokon, RIP nepuoamyeckn nocbinaer obHoBneHUs
MeXay cocegamu, CTposi, Takmm obpasom, TOMOMOrMo cetTn. B Kaxaom o6HOBNeHWM nepepaetca
MHbOpMaUMA O AMCTaHUMM [0 BCEX CeTel Ha cocegHui maplipyTtmsatop. KommyTtaTop noanepskusaet

npoTtokon RIP sBepcun 2.

KomaHObI pexcuma 2a06anab6Hol KoOHpu2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHol KoHPUrypaumm:

console (config) #

Tabnunua 292 — KomaHabl perkunma rnobanbHoM KoOHGUrypauum

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

router rip

no router rip

Bxopg, B pexkum KoHourypaumm npotokona RIP.

YaaneHnue rnobanbHol KoHdUrypauum npotokona RIP.

KomaHObI pexcuma KoHgu2ypayuu npomokoad RIP

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-rip) #
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Tabnnua 293 — KomaHbl pexkmuma KoHourypaumm npotokona RIP

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aeiicmeue

default-metric [metric]

no default-metric

metric: (1..15)/1

YcTaHaB/MBaeT 3HaYeHNE METPUKM, C KOTOpoW ByayT aHOHCK-
pOBaTbCA MapLUPYTbl, MOJyYEHHbIE APYIMMWM NPOTOKOMAMMU
MapLlpytusaumn. bes napameTpa yctaHaB/aMBaEeT 3HaYeHWe Mo
YMONYaHMIO.

YcTaHaBAMBAET 3HAYeHUe No YMOYaHUIO.

network A.B.C.D

A.B.C.D: IP-appec

YcTtaHaBnuBaerT IP-agpec nHtepdeliica, KoTopbiii byaeT yyacTo-
BaTb B NpOLECcce MapLupyTU3aL .

no network A.B.C.D nHTepdeiica Ypanset IP-agpec nHtepdelica, Kotopbli byaeT yyacTBoBaTh B
npouecce MapLpyTM3aLmu.

redistribute {static | PaspelwaeT aHOHcMpoBaHWe mappyTtos vyepes RIP.

connected } [metric - 6e3 napameTpoB — O3HAYaeT, yto byaeT MCNoNb30BaTbCA

transparent] default-metric npy aHOHCMPOBaHMM MapLLPYTOB;
- metric transparent — o3HauyaeT, YTo OyAeT MCNO/b30BaATLCSA

- METPUKA U3 TabaunLbl MapLLpyTU3aLuu.

no redistribute {static | 3anpeLw,aeT aHOHCMpPOBAHME CTATUYECKMX MapLIpYTOB Yepes

connected} [metric RIP.

transparent] - metric transparent — 3anpeLaeT UcNob30BaTb METPUKY U3
TabAnupbl mapLupyTU3aLmum.

redistribute ospf [metric metric: (1..15, Pa3pewaeT aHoHcMpoBaHue OSPF-mapupyToBs Yepes RIP.

metric | match type |
route-map route_map_name]

transparent)/1;
match: (internal,
external-1, external-2);
route_map_name:
(1..32) cumBona

- type — Npon3BOANTb aHOHCMPOBAHME TObKO A/1A YKa3aHHbIX
Tnnos OSPF-mapwpyToB;

- route-map_name — NpPou3BOAUTb aHOHCMPOBAHWUE MapLIpY-
TOB nocne ux GunbTpaLmMm Yepes yKasaHHyto route-map;

redistribute bgp metric [metric
| transparent]

no redistribute bgp metric
[metric | transparent]

metric: (1..15,
transparent)/1

PaspewaeT aHOHcMpoBaHne BGP-mapwpyTtos yepes RIP.

- metric — 3HaYeHNe MEeTPUKU N8 MMNOPTUPYEMbIX MapLU-
pyTOB;

- metric transparent — o3Ha4aeT, 4To OyAeT MCNoNb30BaTLCA
METPUKA U3 TabAULbI MApLLPYTU3aALUN.

be3 napameTpoB 3anpeLLaeT aHOHCMPOBaHMe mapLupyTos BGP
yepes RIP. B cnyyae ykasaHWA napameTpa BO3BpaLLAeT ero ae-
bonTHOe 3HayeHume.

redistribute isis [/eve/] [match
match] [metric metric]
[transparent]

no redistribute isis [/evel]
[match match] [metric metric]
[transparent]

level: (level-1, level-2,
level-1-2)/level-2;
match: (internal,
external);
metric: (1..15,
transparent)/1

Pa3pewaet aHoHcupoBaHue IS-IS mapwpyTtos yepes RIP.

- level — ycTaHOBUTb, U3 KaKOro ypoBHs IS-IS 6yayT aHOHCH-
pOBaTbCA MapLIPYTbI;

- match — Npon3BoOANTL aHOHCMPOBAHME TO/IbKO A/1A YKa3aHHbIX
TMnos IS-IS mapwpyTos.

be3 napameTpos 3anpeLlaeT aHOHCMPOBaHUE MaplpyTos IS-IS
yepe3s RIP. B cnyyae ykasaHuAa napameTpa BO3BpallaeT ero
pedonTHoe 3HaYeHue.

shutdown / BbIkntoyaloT npouecc mapLpytusauum no npotokony RIP.
-/BKNOYEHO
no shutdown BkAatoyatoT npouecc mapwpyTtusaumm no npotokony RIP.
passive-interface OTKNOYNUTL OBHOBNEHUA MapLIPYTU3ALUN.
-/BKNOYEHO

no passive-interface

BK/IOYMTb OBHOBNEHUA MapPLLPYTU3ALMN.

default-information originate

no default-information
originate

-/MapLpyT He
reHepupyercs

leHepupoBaTh MapLLPYT NO YMOAYAHUIO.

BocctaHOBUTL 3HaYeHMe no YMON4YaHUIKO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica IP

Bug, 3anpoca KOMaHAHOW CTPOKU:

console (config-ip) #
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Tabnunua 294 — KomaHabl pexkuma KoHourypaumm nHtepdelica IP

KomaHda

3HayeHue/ 3HayeHue
no yMmoA4YaHuio

Aeiicmeue

ip rip shutdown

no ip rip shutdown

-/BKAOYEHO

BbIK/tOuaoT Npouecc mappyTmsaumm no npotokony RIP Ha gaH-
HOM MHTepodeiice.

BkAatoyaloT npouecc mapwpyTtnsaummn no npotokony RIP Ha gaH-
HOM MHTepodeiice.

ip rip passive-interface

no ip rip passive-interface

Mo ymon4yaHuo
OoTnpaBKa 0O6HOBNEHUM
BKNIOYEHA

BbikNtoYaeT oTnpaBKy OOHOBNEHMUIA Ha UHTepdelice.

YcTaHaBAMBAET 3HA4YeHUe No YMOYaHUIO.

ip rip offset offset

no ip rip offset

offset: (1..15)/1

[obaBnseT cmelLeHne K MeTpuKe.

YcTaHaBAMBAET 3HAYeHUeE No YMOYaHUIO.

ip rip default-information
originate metric

no ip rip default-information
originate

metric: (1..15)/1;
Mo ymon4yaHuio
dYHKLMA OTKAOYEHA

YcTaHaBAMBaeT METPUKY A1 MapLIPyTa MO YMONYAHUIO TPAHCAU-
pyemoro yepes RIP.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

ip rip authentication mode
{text | md5}

no ip rip authentication mode

Mo ymonyaxuio
ayTeHTUdMKaumA
OTK/IIOYEHa.

BkntoyaeT ayTeHTMUKaumio B RIP 1 onpeaenseT ee Tvn:
- text — ayTeHTUOMKALMA OTKPBITHIM TEKCTOM;
- md5 — ayTeHTUdPUKaunn MD5.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

ip rip authentication key-chain
key_chain

no ip rip authentication
key-chain

key_chain: (1..32)
CMMBO/IOB

OnpegenseT Habop KNtouyeln, KOTOPbIM MOMKET MCMNO/Ib30BaTbCA
Ana ayteHTuduKaumm.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

ip rip authentication-key
clear_text

no ip rip authentication-key

clear_text: (1..16)
C“MBO/I0B

Onpegenset KNoY ANA ayTeHTUOUKALMM OTKPLITbIM TEKCTOM.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

ip rip distribute-list access
acl_name

no ip rip distribute-list

acl_name: (1..32)
CUMBOIOB

YcTaHaBAMBaeT cTaHaapTHbIN IP ACL ana duabTpaumm aHoHCUpYy-
€MbIX MapLUPYTOB.

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

KomaHObl pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK B pexume Privileged EXEC:

console#

Tabnuua 295 — KomaHabl pexxunma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aeiicmeue

show ip rip [database |
statistics | peers]

MpocmoTp MHbopmauum o RIP-mapwpyTusaumm:
- database — nHpopmauus o HacTporikax RIP;

- statistics — ctaTucTuueckue gaHHble;

- peers — UHGOPMaALMA yHaCTHUKA CETU.

[Tpumepbl UCNoAb308aHUS KOMAHO

BkatoumTb npoTokon RIP gna noacetn 172.16.23.0 (IP-agpec Ha KommyTaTope 172.16.23.1) 1 ayTeH-
TMdumkaumio MD5 yepes Habop Katouelt mykeys:

console#

console# configure

console (config)# router rip
console (config-rip)# network 172.16.23.1

console

(

(config-rip)# interface ip 172.16.23.1
console (config-if)# ip rip authentication mode md5

(

console (config-if)# ip rip authentication key-chain mykeys
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HELTEX

5.30.3 Hacmpoiika npomokona OSPF, OSPFv3

OSPF (Open Shortest Path First) — NnpoTOKON AMHAaMUYECKOM MapLIpyTU3aLUM, OCHOBAHHbIN Ha Tex-
HO/IOTMM OTCNENKMBAHUA COCTOAHMA KaHana (link-state technology) M ucnonb3ylowmin gasa HaxoxkaeHws
KpaTyanwero nytn anroputm Adenkctpbl. NMpotokon OSPF npeactasnfaetr cobot NpOTOKO/T BHYTPEHHEro
wo3a (IGP). MpoTokon OSPF pacnpocTpaHAeT MHGOPMALIMIO O AOCTYMHbIX MapLIpyTax MeXay MapLipyTu-
3aTOpamMu OAHON aBTOHOMHOM CUCTEMBI.

YCTpoiicTBO NogaeprKMBAeT 04HOBPEMEHHYIO PaboTy HECKOIbKMX HE3AaBUCUMbIX 3K3EMNASAPOB NpPOo-
ueccoB OSPF. Hactpolika napameTpoB sk3emnanapa OSPF nponssoantca nytem yKasaHua naeHtuoumkatopa
aksemnnspa (process_id).

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

Bua, 3anpoca KOMaHAHOM CTPOKM B peXKnMme rnobasibHoN KoHdUrypaLmm:
console (config) #

Tabanuya 296 — KomaHab! perknma rnobanbHOM KoOHGUrypaumm

Komanda 3Ha4yeHue/3Ha4yeHue Neiicmeue
o ymMmon4aHuio
router ospf [process_id] process_id: BKAtoyaeT maplupyTusaymio no npotokoay OSPF.
[vrf vrf_name] (1..65535)/1 3agaeT MaeHTUPUKATOp npouecca.
no router ospf [process_id] vrf_name: (1..32) BbIkNto4aeT mapLupyTM3saumio no npotokony OSPF.
[vrf vrf_name] cMmBoONna
ipv6 router ospf [process_id] BKntouaeT maplpyTtusaumio no npotokony OSPFv3.
process_id: 3apaeT naeHTMdMKaToOp Nnpouecca.
no ipv6 router ospf (1..65535)/1 BbIK/I04YaeT MapLIpyTM3aLumio no npotokony OSPFv3.
[process_id]
ipv6 distance ospf {inter-as | 3afaeT aAMUHUCTPATUBHYIO AUCTaHUMIO Ana mapwpytos OSPF,
intra-as} distance OSPFv3.
. - inter-as — AnA BHELWHWX aBTOHOMHbIX CUCTEM;
distance: (1..255) . o
- intra-as — BHyTpM aBTOHOMHOM CUCTEMbI.
no ipvé6 distance ospf Bo3BpalyaeT 3HaYeHUA N0 YMONYAHUIO.
{inter-as | intra-as}

KomaHObI pexcuma npoyecca OSPF

Bug, 3anpoca KOMaHAHOW CTPOKM B pexume KoHdurypaumm npouecca OSPF:

console (router ospf process)#
console (ipv6 router ospf process)#

Tabnunua 297 — KomaHabl pexkuma KoHourypaumm npouecca OSPF

Komanda 3HayeHue/3HayeHue Neiicmeue
Mo ymon4aHuio
redistribute connected [metric Pa3pelaeT aHOHCUpOBaHMe connected mapLpyToB:
metric] [route-map name] - metric — 3HaYeHVe MEeTPUKM ANA MMMNOPTUPYEMbIX MaPLLPYTOB;
[filter-list acl_name] - name — MA NOJAMTUKN UMIMOPTA, NO3BOAAIOWEN GUIBTPOBATDL U
[subnets] BHOCWTb M3MEHEHUA B UMNOPTUPYEMbIE MAPLLPYTbI;
metric: (1..65535); - acl_name — nmsa ctaHgapTHoro IP ACL, koTopblii ByaeT uc-
name: (1..255) No/b30BaH AnA GUALTPALMUM UMMOPTUPYEMBIX MAPLIPYTOB;
CMMBOJIOB - subnets — No3BofET UMNOPTUPOBATL NOACETH.
no redistribute connected 3anpeLuaeT ykasaHHY0 GYHKLUUIO.
[metric metric] [route-map
name] [filter-list acl_name]
[subnets]
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redistribute static [metric
metric] [route-map name]
[filter-list ac/_name] [subnets]

metric: (1..65535);

MmnopT ctatuyeckmnx mapwpytos B OSPF.

- metric — ycTaHaBAMBaeT 3HAYEHME METPUKM A/19 MMMNOopTUpYye-
MbIX MapLUPYTOB;

- name — NpuUMeHsAeT NOANTUKY MMNOPTA, NO3BOAAIOLLYI0 GUb-
TPOBaTb U BHOCUTb U3MEHEHUA B UMNOPTUPYEMbIE MapLLPYTbI;

name: (1..255) - acl_name — uma ctangaptHoro IP ACL, KoTopbil byaeT uc-
CUMBO/I0B NoNb30BaH 417 GUABTPALUN UMMOPTUPYEMBIX MAPLLPYTOB;
- subnets — no3BoAET UMNOPTUPOBATL NOACETU.
no redistribute static [metric 3anpewaeT yKasaHHy GYHKLUMIO.
metric ] [route-map name]
[filter-list ac/_name] [subnets]
redistribute ospf id [nssa-only] MmnopT mapwpyTtoB u3 npouecca OSPF B npouecc OSPF:
[metric metric] [metric-type -nssa-only — ycTaHaB/AMBaeT 3HayeHue nssa-only ana Bcex
{type-1 | type-2}] [route-map MMMNOPTUPYEMbIX MapLLIPYTOB;
name] [match {internal | - metric-type type-1 — umnoptupyet c nomeTkoh Kak OSPF
external-1 | external-2}] external 1;
[subnets] - metric-type type-2 — umMnopTUpyeT C NomeTKoM Kak OSPF
external 2;
- match internal — umnopTMpyeT mapwpyTbl B Npeaenax area;
-match external-1 — umnoptupyer mapwpytel TMna OSPF
external 1;
id: (1.65535); - match e.:xternal-z — MMNopTUpYyeT MmapwpyTbl Tvna OSPF
external 2;

no redistribute ospf [id]
[nssa-only] [metric metric]
[metric-type {type-1 | type-2}]
[route-map name] [match
{internal | external-1 |
external-2}] [subnets]

metric: (1..65535);
name: (0..32) cumBona.

- subnets — N03BONISET UMNOPTUPOBATL NOACETH;

-name — MNPUMEHSET YKa3aHHYl0 MOJMTUKY MMMOpPTa, NO3BO-
naowyo GUALTPOBATb U BHOCUTb M3MEHEHMS B UMMNOPTUPYEMbIE
MapLUpyTbl;

- metric — yCTaHaB/AMBaET 3HaYeHME METPUKU A1 UMNOPTUPYe-
MbIX MapLUPYTOB.

3anpeLyaeT yKasaHHY GYHKLMIO.

redistribute rip [metric metric]
[route-map name] [filter-list
acl_name] [subnets]

no redistribute rip [metric
metric] [route-map name]
[filter-list acl_name] [subnets]

metric: (1..65535);
name: (1..255) cumBona

Mmnopt mapwpyTtos u3 RIP B OSPF.

- metric — 3Ha4YeHMEe METPUKMN ANA UMNOPTUPYEMbIX MapPLLPYTOB;
- name — MA NOUTUKN MMMNOPTA, NO3BOAAOLLEN GUABTPOBATbL U
BHOCWUTb U3MEHEHUSA B UMMNOPTMPYEMbIE MapLIPYThI;

- acl_name — uma ctaHgaptHoro IP ACL, koTopbii byaeT umc-
NMonb30BaH ANA GUALTPALUKN UMNOPTUPYEMbIX MAPLLPYTOB;

- subnets — No3BoAAET UMNOPTUPOBATL NOACETH.

3anpeLaeT yKasaHHY0 GYHKUUIO.

redistribute isis [/eve/] [match
match] [metric metric]
[route-map name]

[filter-list acl_name] [subnets]

no redistribute isis [/evel]
[match match] [metric metric]
[route-map name_policy]
[filter-list name_acl] [subnets]

level: (level-1, level-2,
level-1-2)/level-2;
match: (internal,
external);
metric: (1-65535);
acl_name: (1..32)
cMmBoNna

MmnopT mapwpyTtos u3 IS-IS 8 OSPF.

- level — ycTaHOBUTb M3 Kakoro ypoBHA IS-IS 6yayT aHoHcupo-
BaTbCA MapLUpyTbl;

- match — Npon3BOANTb AHOHCUPOBAHME TO/IbKO AN1A YKa3aHHbIX
TMnos IS-IS mapwpyTos;

- metric — 3Ha4YeHMe METPUKM A8 UMMOPTUPYEMBbIX MAPLLPYTOB;
- name — UMA NOAUTUKN MMNOPTA, NO3BOAAIOLLEN GUNLTPOBATL U
BHOCUTb U3MEHEHUA B UMMOPTUPYEMbIE MAPLLPYTbI;

- acl_name — vmsa cTaHgapTHoro IP ACL, KoTopbii bygeT ucnosb-
30BaH 414 GUNbTPALUKN UMNOPTUPYEMbIX MaPLLIPYTOB;

- subnets — no3BofET UMNOPTUPOBATL NOACETH.

be3 napameTpoB 3anpeLiaetT UMNOpT mappyTos 13 IS-IS B OSPF.
B cnyyae ykasaHMA napameTpa BO3BpallaeT ero 3HayeHue no
YMOYAHMIO.
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redistribute bgp [metric
metric] [route-map name]
[filter-list ac/_name] [subnets]

metric: (1-65535);
name: (1..255)

MmnopT mapwpyTtos 13 BGP B OSPF.

- metric — 3Ha4YeHMe METPUKMN ANA UMNOPTUPYEMbIX MapPLLPYTOB;
- hame — MA NOAUTUKM MMNOPTA, NO3BOAAOLEN GUABTPOBATL U
BHOCUTb U3MEHEHUA B UMMOPTUPYEMbIE MaPLLPYTbI;

- acl_name — umsa ctaHgaptHoro IP ACL, KoTopblli 6ygeT ncnosb-

no router-id A.B.C.D

MapLupyTU3aTopa B
dopmare ipv4-agpeca

CUMBONA;
30BaH 414 GUALTPALUM UMMNOPTUPYEMBIX MAPLLPYTOB;
acl_name: (1..32)
- - subnets — No3BonAeT UMNOPTUPOBATL NOACETH.
cumBsona

no redistribute bgp [metric be3 napameTpos 3anpelaet MMNopT mapLpyTtos n3 BGP 8 OSPF.
metric] [route-map name] B cnyyae ykasaHMA mapameTpa BO3BpallaeT ero 3HayeHue no
[filter-list ac/_name] [subnets] YMOYaHMIO.
router-id A.B.C.D A.B.C.D: YcTaHaBauBaeT naeHTUGUKATOP MapLIpyTU3aTOpa, KOTOPbIN YHU-

naeHTuduKaTop KasibHO MAEHTUGMLMPYET MapLIPYTM3ATOP B Npesesiax O4HOMN aB-

TOHOMHOW CUCTEMDbI.

YcTaHaBAMBAET 3HA4YeHUe No YMOYaHUIO.

network ip_addr area A.B.C.D
[shutdown]

no network ip addr

ip_addr: A.B.C.D

BKkatounTb (oTKAOUMTL) aK3emnnsap OSPF Ha IP-uHTepdeiice (ana
IPv4).

Ypanset IP-agpec nHtepdelica.

default-metric metric

no default-metric

metric: (1..65535)

YctaHasaunsaeT meTpuky OSPF-mapipyTa.

OTKAtoYEHNE DYHKLMM.

area A.B.C.D stub
[no-summary]

no area A.B.C.D stub

A.B.C.D:
naeHTuduKkaTop
MaplupyT13aTopa B
dopmarte IPv4-agpeca

YcTaHaBAMBAET 15 yKasaHHOM 30HbI TMN stub. 30Ha — coBokyn-
HOCTb CeTel M MapLIpyTU3aTOPOB, UMEILWMX OAUH U TOT Xe
naeHTuduKaTop.

- no-summary — He oTNPaBAATb MHPOPMALMIO O CYMMMUPOBAHHbIX
BHELUHMX MapLipyTax.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

area A.B.C.D nssa
[no-summary]
[translator-stability-interval
interval] [translator-role
{always | candidate}]

no area A.B.C.D nssa

A.B.C.D:
naeHTudumKaTop
MapLipyTU3aTopa B
dopmare IPv4-agpeca;
interval: uenoe
NONOXKUTENIbHOE YNCO

YcTaHaBAMBaET ANA YKa3aHHOM 30HbI TMM NSSA.

- no-summary — He NPUHUMaTb MHGOPMALLMIO O CYMMUPOBAHHbIX
BHELIHMX MappyTax BHYTPb NSSA-30HbI;

- interval — onpefenseT NPOMeKYTOK BpEMEHM (B CEKYHAaX), B Te-
YeHne KOToPOoro TPAHCAATOP ByAeT BbINOAHATL CBOU GpYHKLMM NO-
CNe TOro, Kak 0BHAapYKWT, YTO TPAHCAATOPOM CTan APYron rpa-
HWYHbI MapLUpPyTU3aTOp;

- translator-role — onpepgensaeT, Kaknm 06pasom Ha MapLIpyTM3a-
Tope 6yAeT GYHKLUMOHMPOBATL PEXKMM TPaHCAATOPA (TpaHCAALUK
Type-7 LSA B Type-5 LSA);

- always — B NpUHYyAUTENILHOM NOCTOAHHOM PEXUME;

- candidate — B perkMme yyacTua B Bbibopax TpaHcaaTopa.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

area A.B.C.D virtual-link
A.B.C.D [hello-interval secs]
[retransmit-interval secs]
[transmit-delay secs]
[dead-interval secs] [null |
message-digest] [key-chain
word]

A.B.C.D:
naeHTuduKaTop
MapLipyTU3aTopa B
dopmarte IPv4-agpeca;
secs: (1..65535) cekyHz;

Co3paHue BUPTYaNbHOTrO COEAMHEHUN MEXKAY OCHOBHOM U Apy-
TMMMU yAaneHHbIMU 061aCTAMK, KOTOPblE MMEIOT MeXAy HUMMU
obnactu.

- hello-interval — yka3atb hello-uHTepsan;

- retransmit-interval — ykasaTb uHTepBan meay NOBTOPHbIMYU Ne-
penavamu;

- transmit-delay — yka3aTtb Bpema 3a4epKu;

- dead-interval — ykasaTb dead-uHTepsan;

- null — 6e3 ayTeHTMdUKaLMK;

- message-digest — ayTeHTUOUKaUMA C WMdpOBaHUEM;

- word — naposib AN ayTeHTUGUKaLUM.

no area A.B.C.D default-cost

MaplupyTusaTopa B
dopmarte IPv4-agpeca;
cost: uenoe
NONOXKUTENIbHOE YNCI0

- - word: (1..256)
no area A.B.C.D virtual-link Ypansert BupTyasibHOE COeANHEHME.
X CMMBO/IOB
A.B.C.D [hello-interval secs]
[retransmit-interval secs]
[transmit-delay secs]
[dead-interval secs] [null |
message-digest] [key-chain
word]
area A.B.C.D default-cost cost A.B.C.D: YcTaHaBAMBaeT 3HavyeHMe CTOMMOCTUM CYMMAPHOro MapLupyTa,
naeHTudumKaTop ncnonbzyemoro ans stub- u NSSA-30H (ans IPv4).

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

Ethernet-kommymamopeol cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5410-48, MES5500-32 297




HELTEX

area A.B.C.D authentication
[message-digest]

no area A.B.C.D authentication
[message-digest]

A.B.C.D:
naeHTudumKkaTop
MapLlupyTusaTopa B
dopmarte IPvd-agpeca;
-/BbIK/IIOYEHO

BKntoyaeT ayTteHTMdMKauMO 4nA Bcex WHTepdeincoB [aHHOM
30HbI (g1A IPv4):
- message-digest — c wnudposaHmem MD5.

OTKAtOYaeT ayTeHTUdMKaLMIO.

area A.B.C.D range
network_address mask
[advertise | not-advertise]

no area A.B.C.D range
network_address mask

A.B.C.D:
naeHTudumKaTop
MapLlupyTusaTopa B
dopmarte IPvd-agpeca;
network_address:

Co3aaeT cyMMapHbI MapLipyT Ha rpaHuue 30HbI (ana IPv4).
- advertise — aHOHCMPOBaTb CO3AaHHbBIW MapLLPYT;
- not-advertise — He aHOHCMPOBATb CO3A4aHHbIN MAPLUPYT.

YpansaeT cymmapHbIii MapLupyT.

A.B.C.D;
mask: E.F.G.H
area A.B.C.D filter-list prefix A.B.C.D: YcTtaHaBauBaeT GUALTP Ha MapLUPYTbl, aHOHCUPYEMble B YKa3aH-
prefix_list in naeHtTudmKaTop HYI0 30HY M3 ApYrux 30H (ans IPv4).

no area A.B.C.D filter-list prefix

MapLlupyTusaTopa B
dopmarte IPvd-agpeca;
prefix_list: (1..32)

®duUnbTpauma NPou3BOAUTCA TONBKO ANA MapLIPYTOB
LSA Type 3.

Ypanaetr GUNbTP Ha MapLupyTbl, aHOHCUPYEMblE B YKa3aHHYHO

prefix_list in cMmBona 30HY U3 ApYyrux 30H (ana IPv4).
area A.B.C.D filter-list prefix A.B.C.D: YcTaHaBAnBaeT GUALTP Ha MapLWpPYTbl, aHOHCUPYEMbIE U3 YKa-
prefix_list out naeHTudumKaTop 3aHHOW 30HbI B Apyrue 30Hbl (gna IPv4).

no area A.B.C.D filter-list prefix

MapLpyTU3aTopa B
dopmarte IPvi-agpeca;
prefix_list: (1..32)

®dunbTpauma NpPousBOAUTCA TONbKO ANA MapLUPYTOB
LSA Type 3.

Ypanaer GuabTP Ha MapLUPyTbl, aHOHCMpPYeMble U3 yKa3aHHOM

prefix_list out cMmBona 30Hbl B Apyrue 30Hbl (ana IPv4).
area A.B.C.D shutdown A.B.C.D: OTtkntovaet npouecc OSPF ana 30HbI.
no area A.B.C.D shutdown naeHTudUKaTop BkatoyaeT npouecc OSPF gna 30HbI.

MapLlupyTusaTopa B
dopmarte IPvi-agpeca;
-/BK/IIOYEHO

passive-interface

no passive-interface

-/BbIK/OYEHO

3anpewaeT Bcem IP-uHTepdelicam, y4acTsyroLmMm B npoLecce
OSPF, 06MeHMBaTbLCA NPOTOKO/IbHBIMMW COOBLLLEHMAMM C COCe-
OAMU (BKNHOYAET NACCUBHBIN PeXKMM).
Mpu npMmeHeHUN JAHHOK KOMaHAbl HaCTPOMKa ip
V ospf passive-interface yaanserca co Bcex ip uHTep-
deiicoB u cTaHOBUTCA ANA HAX 3HAYEHMEM MO YMOJI-
YaHwulio.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

shutdown

no shutdown

-/BKIOYEHO

OTtkntovaet npouecc OSPF.

Bkntoyaet npouecc OSPF.

timers spf delay delay

delay: (0..600000)/

YcTaHaBAMBaET BENIMUMHY 3a4,ePXKKU, NPOU3BOAVMON Nepes, oye-
pegHbIM nocsiefoBaTebHbiM pacyeTom SPF.

5000 mc
no timers spf delay YcTaHaB/MBaeT 3Ha4YeHUE N0 YMONYAHMIO.
timers Isa throttle min_interval 3apaeT BpemeHHble napameTpbl LSA-TpOTTAUHIA. TPOTTAUHT Aeit-
hold_interval max_interval CTBYET TO/IbKO Ha LSA, MCTOYHUKOM KOTOPBIX ABAAETCA IOKa/IbHOE
YCTPOWCTBO.
in int | - min_interval — MWHUManNbHbI BPEMEHHOW WHTEPBaN MeXay
min_interval:
= ABYMA NOCNef0BaTe/IbHO OTMNPaBAAOLWMMUCA OAUHAKOBLIMU
(0..60000)/5000 mc;
: LSA.
hold_interval: . o
0 60600)/0 - hold_interval — nHTepBan, onpesenstolmii TeKyLLee Bpems 3a-
. MC; o o o
: ! AepKu. C Kaxaol HoBOW NocneaoBaTeNbHoM LSA sToT MHTepBan
max_interval:

no timers Isa throttle

(0..60000)/0 mc

YMHOXaeTcA Ha fBa, MOKa He AOCTUTHeT 3Ha4YeHna max_interval.
- max_interval — MmaKcMManbHbIii BpEMEHHON MHTEPBaN Mexay
ABYMS NOCNeaoBaTeNbHO OTNPAaBAAIOWMMMUCA OAUHAKOBLIMU
LSA.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

timers Isa arrival min_arrival

no timers Isa arrival
min_arrival

min_arrival:
(0..60000)/1000 mc

YCTaHOBWUTb MWHUMANbHBIM BPEMEHHON WMHTEPBAa, C KOTOPbIM
MapLupyT1saTop obpabaTbiBaeT NpMHMMaemble LSA.

YcTaHaBAUBaeT 3Ha4YeHue no YMO4YaHUIO.
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HELTEX

KomaHObI pexcuma KoHgu2ypayuu uHmepaetica IP

BuAa 3anpoca KOMaHAHOWN CTPOKM:
console (config-ip) #

Tabnnuya 298 — KomaHabl perkuma KoHourypaumm nHtepdelica IP

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

ip ospf shutdown

BbIKntoYaeT maplpytusaumto no npotokony OSPF Ha uHTep-
deiice.

- -/BKAtOYEHO
no ip ospf shutdown BkntouaeT mapupytmsaumio no npotokony OSPF Ha uHTep-
deiice.
ip ospf network {broadcast | BbibpaTb TMN ceTu:
point-to-point} - broadcast — wurpokoBelaTesibHaA CeTb C MHOMKECTBEHHbIM
-/broadcast [0CTYNoMm;

no ip ospf network

- point-to-point — ceTb «TOYKa-TOUYKa».

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

ip ospf authentication [mes-
sage-digest]

no ip ospf authentication

-/BbIK/OYEHO

BKkntoyaeT ayTeHTMdMKaumio B OSPF ¢ ncnonb3oBaHnem 3agaH-
HOTro NaposiA B HeWndpoBaHHOM BUAE.

- message-digest — BKtouaeT ayteHTUOMKaumio B OSPF ¢ umc-
nosb3oBaHMEM 33a4aHHOro Habopa Kntoueln n anroputma MDS.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

ip ospf authentication-key key

no ip ospf authenticationkey

key: (1..8) cumeo-
nos/naposib He 3a4aH

HasHauaeT naposb Ans ayteHTUdUKaumMm cocenen, AOCTYNHbIX
yepes Tekywmii nHtepdeliic. Maponb 3agaetca B HelwMdpoBaH-
HOM BUgE.

Maponb, yKkasaHHbIN Takum obpasom, byaeT BHeAPEH B 3arono-
BOK KaXAo0ro yxogAuiero B 3Ty cetb naketa OSPF B KayecTBe
K/to4a ayTeHTUMKALMK.

YcTaHaBAMBaeT 3HAYEHNE MO YMOHAHUIO.

encrypted ip ospf authentica-
tion-key EncryptedWord

no encrypted ip ospf
authentication-key

EncryptedWord: (1..8)
6anT/naponb He 3agaH

HasHauaeT naponb ans ayTeHTMdUKaLMM cocenen, LOCTYNHbIX
yepes TekyLWmint MHTepdeic. Maponb 3a8aeTca B LUMGPOBAHHOM
Buae.

Maposb, yKa3aHHbIN Taknm obpasom, byaeT BHEAPEH B 3aroo-
BOK KaXaoro yxogsauiero B 3Ty ceTb naketa OSPF B KayecTtBe
Ktoya ayTeHTUdUKaUMK.

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

ip ospf authentication key-
chain key_chain

no ip ospf authentication key-
chain

key_chain: (1..32) cum-
BO/10B/He 3afaHO

3agaeT uma Habopa Kitoyer, KoTopblli ByaeT Mcnoab3oBaTbeA
npu ayTeHTUdUKaumu.

YcTaHaBAMBaeT 3HAYEHUE MO YMOSYAHUIO.

ip ospf authentication null

-/He ncnonb3syeTca

OTKAKOYaET MCMO/b30BaHME ayTEHTUMKALMMN Ha TEKYLLEM MH-
Tepdelice.

ip ospf cost cost

no ip ospf cost

cost: (1..65535)/10

YcTaHaBMBaeT METPUKY COCTOAHMA KaHaia, KoTopan ABAseTcA
YCNOBHbIM NoOKasaTesiem "cToMMocTH" nepecbiKM AaHHbIX NO
KaHany.

YcTaHaBAUBaeT 3Ha4YeHue no YMOYaHUIO.

ip ospf dead-interval {interval |
minimal}

no ip ospf dead-interval

interval: (1..65535)
CeKYHA;
minimal — 1 ceK

YCTaHaBAVMBAET MHTEPBA BPEMEHU B CEKYHAAX, MO UCTEYEHUM
KoToporo coceg, 6yAeT cunMTaTbcA HEaKTUBHbLIM. ITOT UHTepPBan
A0NKeH b6bITb KpaTHbIM 3HaYeHuto hello-interval. Kak npasuno,
dead-interval paseH 4 nHTepanam otnpasku hello-naketos.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

ip ospf hello-interval interval

interval: (1..65535)/

YcTaHaB/MBaeT UHTepBa/ BPEMEHW B CEKYHAAX, MO UCTeYeHUU
KOTOPOro MapLupyTM3aTop oTnpasnser cnegytowuii hello-na-

10 ceKyHg, KeT ¢ uHTepdeirca.
no ip ospf hello-interval YcTaHaBAMBAET 3HAYEHME MO YMOMYAHMUIO.
ip ospf mtu-ignore OTKAtoveHune nposepkn MTU.
-/BKIOYEHO

no ip ospf mtu-ignore

YcTaHaBAnBaeT 3HaYeHUe No YMOIYAHUIO.
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ip ospf passive-interface

no ip ospf passive-interface

-/BbIK/IIOYEHO

3anpewaeT IP-uHTepdelicy obMmeHMBaTLCA NPOTOKONbHBIMM CO-
06LEeHNAMM C coCeaaAMM (BKKOYAET NMACCUBHDBIN PEKUM).

YcTaHaBAMBaEeT 3HaYeHMeE N0 YMOIYAHMIO.
Ecan npumeHeHa HacTpoiika passive-interface B pe-
V }ume KoHdurypaumm npouecca OSPF, To AaHHaA Ko-
MaHAA BbIBOAUT AaHHbINA IP-uHTepdeiic u3 naccms-
HOrO pexxuma.

ip ospf priority priority

no ip ospf priority

priority: (0..255)/1

YcTaHaBAMBaeT MNPUOPUTET MApLLPYTM3aTopa, KOTOPbIM UC-
nonb3yetca Ana sbibopa DR v BDR.

YcTaHaBAnBaeT 3HaYeHUe No YMOYAHUIO.

ip ospf bfd

no ip ospf bfd

-/BbIK/IIOYEHO

BkntouaeT npoTtokon BFD Ha uHTepdelice ana coceaew no npo-
Tokony OSPF.

BbikntoyaeT npotokon BFD Ha uHTepdelice gns cocepelt no
npoTtokony OSPF.

KomaHObI pexcuma KoHgu2ypauuu uHmepgpetica Ethernet, VLAN

BuAa 3anpoca KOMaHAHOWM CTPOKM:

console (config-if) #

Tabnunua 299 — KomaHabl perkuma KoHourypaumm nHtepdeiica Ethernet, VLAN

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ipv6 ospf shutdown

no ipv6 ospf shutdown

-/BKIOYEHO

BbikntoyaeT mapwpytmsaumnto no npotokony OSPFv3 Ha uHTep-
deiice.

Bkntouaet mapwpytusauymio no npotokony OSPFv3 Ha wHTep-
deiice.

ipv6 ospf process area area
[shutdown]

process: (1..65536);
area: naeHTMouKaTop
MapLipyTU3aTopa B
dopmare IPv4-agpeca

BkntoyaeT (oTkAtouaet) OSPF npouecc ans onpeaeneHHol 30HbI.

ipv6 ospf cost cost

no ipv6 ospf cost

cost: (1..65535)/10

YcTaHaBAMBaeT METPUKY COCTOAHMA KaHana, KoTopaa ABAAeTca
YCNOBHbIM NOKasatenem "cToMmocTu" nepecbik1 4aHHbIX NO Ka-
Hany.

YcTaHaBAMBaeT 3HAYEHNE MO YMOHAHUIO.

ipv6 ospf dead-interval interval

no ipv6 ospf dead-interval

interval: (1..65535)
CeRYHA,

YcTaHaBAMBaEeT MHTEPBaN BPEMEHU B CEKYHAAX, NO UCTEYEHUU
KOTOpOro cocen, 6yAeT cUMTaTbCA HEAKTUBHbIM. DTOT MHTEpBan
DOMKeH ObITb KpaTHbIM 3HaveHuto hello-interval. Kak npasuno,
dead-interval paBeH 4 nHTepsanam otnpasku hello-naketos.

YcTaHaBAMBaeT 3HAYEHNE MO YMOHAHUIO.

ipv6 ospf hello-interval interval

interval: (1..65535)/10

YcTaHaBAMBAET MHTEPBAN BPEMEHWU B CEKYHAAX, MO UCTeYEeHUU
KOTOPOro MapLupyTU3aTop oTnpasnseT cnegyrowmii hello-naker ¢

no ipv6 ospf mtu-ignore

CeKYHZ, nHTepderica.
no ipv6 ospf hello-interval YcTaHaBAMBaeT 3HaYeHMe No YMOAYAHUIO.
ipv6 ospf mtu-ignore . OTkAtovaeT nposepkn MTU.
-/disabled

YcTaHaBAUBaeT 3HaYeHue no YMOYaHUIO.

no ipv6 ospf priority

priority: (0..255)/1

ipv6 ospf neighbor 3agaet IPv6 agpec cocega.

{ipv6_address}

ipv6 ospf neighbor i Ypanset IPv6 agpec coceaa.

{ipv6_address}

ipv6 ospf priority priority YcTaHaBAMBAET NPUMOPUTET MapLLPyTU3aTOpa, KOTOPbIA UCNOb-

3yeTcs gns Bbibopa DR u BDR.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

ipv6 ospf retransmit-interval
interval

no ipv6 ospf
retransmit-interval

interval: (1..65535)/5
CeKyHA,

YcTaHaBAMBaET MHTEPBaN BPEMEHU B CEKYHAAX, MO UCTEYEHUU
KOTOPOro MapLipyTM3aTop NOBTOPHO OTMPABUT MAKeT, Ha KOTOo-
pbIii HE NONYYNN NOATBEPXKAEHUA O NoaydYeHun (Hanpumep, Da-
tabase Description naket uau Link State Request naketbil).

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.
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ipv6 ospf transmit-delay delay

no ip ospf transmit-delay

delay: (1..65535)/1
CeKyHA,

YcTaHaBAMBaeT NpUMMepHoe Bpems B CEeKyHAaX, Heobxogumoe
ANA nepefaym naketa COCTOAHWUA KaHana.

YcTaHaBAMBAET 3HA4YeHUe No YMOYaHUIO.

KomaHObl pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK B pexume Privileged EXEC:

console#

Tabnnua 300 — KomaHab! perkuma Privileged EXEC

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuo

Aelicmeue

show {ip | ipv6} ospf
[process_id] [vrf vrif_name]

process_id: (1..65536)
vrf_name: (1..32)
cumBOIA

OTobparkaeT KoHdurypaumm OSPF.

show {ip | ipv6} ospf
[process_id] neighbor [vrf
vrf_name]

process_id: (1..65536)
vrf_name: (1..32)
cumBOIA

OTtobparkaeT MHdopmaumm 06 OSPF-coceasx.

show ip ospf [process_id]
neighbor A.B.C.D [vrf
vrf_name]

process_id: (1..65536);
A.B.C.D: IP-agpec
cocefa
vrf_name: (1..32)
cMMBO/IA

OTtobparkaeT nHdpopmaumm 06 OSPF-cocese ¢ ykasaHHbIM agpe-
com.

show {ip | ipv6} ospf
[process_id] interface [vrf
vrf_name]

process_id: (1..65536)
vrf_name: (1..32)
cMMBO/IA

OTobparkaeT KoHdUrypauum scex OSPF-nnHTepdelicos.

show {ip | ipv6} ospf
[process_id] interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id | tunnel tunnel_id
| A.B.C.D [vrf vrf_name]
[brief]}

process_id: (1..65535);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..48);
vlan_id: (1..4094);
tunnel_id: (1..16)
A.B.C.D: IP-appec
vrf_name: (1..32)
cMmBoOIa

OTobparkaeT KoHOUrypauum KoHkpeTHoro OSPF-nHTepdeiica.

show {ip | ipv6} ospf
[process_id] database [vrf
vrf_name] [router [vrf
vrf_name] | summary [vrf
vrf_name] | as-summary [vrf
vrf_name] ]

process_id: (1..65535)
vrf_name: (1..32)
cUMMBONIA

OtobparkaeT coctoaHMe 6asbl faHHbIX NpoTokosia OSPF.

show {ip | ipv6} ospf
virtual-links [process_id] | [vrf
vrf_name]

process_id: (1..65535)
vrf_name: (1..32)
cumBona

OTob6parkaeT napameTpbl U TeKylllee COCTOAHME BUPTYasbHbIX
JIIHKOB.

clear ip ospf {process_id | vrf
vrf_name process}

process_id: (1..65535)
vrf_name: (1..32)
cumBona

Pa3pbliBaeT coceacTBa M yaanAeT COOTBETCTBYIOLLME MAPLUPYTbI.

[Tpumepbl UCNoAb308aHUS KOMAHO

e [lokasaTb OSPF-coceaeli gns onpeaeneHHoro VRF (vrfl):

console# show ip ospf neighbor vrf vrfl

e [lepesanyctutb OSPF-coceaen ana onpeaeneHHoro VRF (vrfl):

console# clear ip ospf vrf vrfl process
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5.30.4 Hacmpoliika npomokona BGP (Border Gateway Protocol)

BGP (Border Gateway Protocol — npoTOKOA rpaHUYHOrO LWAK03a) ABAAETCA MPOTOKO/IOM MapLLpy-
TU3aLMM MeXay aBTOHOMHbIMKU cuctemamu (AS). OcHoBHOM ¢yHKUMeNn BGP-cuctembl sBnseTca obmeH
nHpopmauueln o AOCTYNHOCTU ceTel ¢ Apyrumu cuctemamm BGP. MHbopmauma o AOCTYNHOCTU ceTei
BK/IOYAET CMUCOK aBTOHOMHbIX cuctem (AS), yepes KoTopble NPOXoAUT 3Ta MHPopmaLms.

BGP ABnseTcA NPOTOKOJIOM MPUKNAAHOIO YPOBHA U PYHKLMOHUPYET NOBEPX MPOTOKO/A TPaHC-
nopTtHoro ypoBHa TCP (nopt 179). MNocne ycTaHOBKM coeanHeHun nepeaaércs Hbopmaums obo Bcex
MapLipyTax, NpeAHa3HaYeHHbIX 414 3KcnopTa. B ganbHelwem nepenaérca TonbKo MHpopmauma ob ns-

MEHEHNAX B Ta6nmu,ax Mapuwpytmnsaunn.

KomaHObI pexcuma 2a06ana6Hol KOHgpuU2ypayuu

Moapep:KKa npoTtoKona BGP npepocraBaseTca no MUeH3uun.

Bua 3anpoca KOMaHAHOM CTPOKU B pexnume rnobasibHoM KoHbuUrypaumm:

console (config) #

Tabnunua 301 — KomaHabl perkuma rnobanbHoM KoOHGUrypaumm

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

router bgp [as_plain_id |
as_dot_id]

as_plain_id:
(1..4294967295)/1
as_dot_id:
(1.0..65535.65535)

no router bgp
[as_plain_id_| as_dot _id]

BKAKOUMTL MapLupyTU3aLmio No npotokony BGP.

3agatb naeHTUudUKaTop AS U NEPenTU B PEXUM €€ KOHOUTypu-
poBaHwmA.

-as_plain_id —vnaeHTMPUKATOP aBTOHOMHOM CUCTEMBI, UCMOJb-
3yemblli MapLlpyTU3aTOPOM MpPU YCTAaHOB/IEHUWU COCEeACTBA U
obmeHe MapLUpyTHOMN MHbOPMaLmen;

- as_dot_id — naeHTMdMKaTOp aBTOHOMHOM cUCTeMbl B 32-6UT-
Hom dopmare.

OcTaHoBUTL BGP-maplpyTunsaTtop, yAaauTb BCHO KOHOUrypa-
LMo npoTtokona BGP.

ip community-list standard
name seq section_id

{permit | deny} name: (1..32)
ip community-list expanded CMMBONa;
name seq section_id section_id:

(1..4294967295);
reg_exp: (1..127)

{permit | deny} reg_exp

Co3aaTb CTaHAAPTHbIM CIMCOK community 1 BOMTU B PEXUM ero
KOHdUrypaumm.

Co3paTb paclUMpeHHbI CIMCOK community.

reg_exp — perynapHoe BblpaskeHue.

[aHHbIA cNMCOK community MCMOb3yeTca Kak WwabaoH gaa no-
MCKa coBnaZeHuit community B cekuum match B route-map.

section_id {permit | deny}

(1..4294967295);
reg_exp

reg_exp: (1..127)

no ip community-list CMmMBO/1a YAanuTb YKasaHHbIA CNMCOK community LeanKom UAKN TONbKO
{standard | expanded} KOHKPETHYIO ero CeKkuuio.

name seq [section_id]

ip extcommunity-list Co3AaTb CTAaHAAPTHbIW CMUCOK C PAaCLUMPEHHbIMW community n
standard name seq BXOAMUT B PEXKMM €ro KOHOUrypaumm.

section_id {permit | deny}

" — name: (1..32) " -

ip extcommunity-list ) Co34aTb paclWMpPEeHHbIN CNUCOK C PaCLUMPEHHbIMX community.
expanded name seq scetﬂzzn?é_ reg_exp — perynapHoe BblparkeHue.

[aHHbIVi cnyucoKk extcommunity ncnonb3yertcs Kak wabioH ans
MoucKa COBMafeHUI PaclMpeHHbIX community B CeKuuu
match B route-map.

(1-4294967295);

no ip extcommunity-list crmeona YpanuTe yKasaHHbIM CNMCOK extcommunity uennkom uam
{standard | expanded} TO/IbKO KOHKPETHYIO ero CeKLMIO.

name seq [section_id]

ip as-path access-list name name: (1..32) Co3patb cnucoK as-path.

seq section_id {permit | CUMBONA; - reg_exp — perynapHoe BblparkeHue.

deny} reg_exp section_id [aHHbIl cnncok as-path ncnonbayetca Kak wWabaoH Ans noucka

coBnageHuit as-path-filter 8 cekumm match B route-map.
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no ip as-path access-list
name seq [ section_id ]

reg_exp: (1..160)
cMmBoOsIa

YLanuTb yKasaHHbIW CNUCOK as-path Leankom nam ToNbKo KOH-
KPETHYIO ero cekuuio.

KomaHObI pexcuma KoHgu2ypayuu AS

Bug, 3anpoca KOMaHAHOM CTPOKM B pekume KoHdurypaumum AS:

console (router-bgp) #

Tabnunua 302 — KomaHabl pexkuma KoHburypaumm AS

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

bgp router-id ip_add

no bgp router-id

3agaTtb naeHTudukaTop BGP-mapwpyTtusaTopa.

Ypanutb naeHtnounkatop BGP-mapwpyTtusaTtopa.

bgp asnotation dot

3apeiicTBoBaThH cCUCTeMy 0603HayYeHe Homepos AS B popmaTe

-/asplain asdot.
no bgp asnotation YCTaHOBWUTb 3HAYEHWE MO YMOHAHUIO.
bgp client-to-client reflec- BKNOUMTL Nepecbiiky MaplpyTos, nosyyeHHbIx oT reflector-
tion KnuenTa, apyrum reflector-knnentam.
-/BKIOYEHO

no bgp client-to-client re-
flection

BbIK/IIOUMTL MEPEechbINKY MapLwpyToB, noaydeHHbIx oT reflector-
KaveHTa, apyrum reflector-knveHtam.

bgp cluser-id ip_add

3aaéT naeHTUPUKaTop Knactepa BGP-mapwpyTtusaTtopa.
B cnyyae ecnam wupeHTUPUKaTOp Kaactepa He
V HacTpoeH, B KauyectBe uaeHTuduKatopa 6yaer uc-
nonb3oBaTtbcA rnob6anbHblit ngeHTudpukatop BGP-
MapLupyTusaropa.

no bgp cluser-id

Ypanute naeHtTuduKaTop Knactepa BGP-mapwpyTtmsaTtopa.

shutdown

no shutdown

-/no shutdown

AOMWHUCTPATUBHO BbIKNOYNTL NpoTOKoa BGP, He yaanasa ero
KOHOUrypaumto.
370 AeicTBUE BNIEYET 3a c060I4 paspbiB BCEX CECCUM C
V BGP-cocegaMmm U 04MCTKY Tabaunubl mapLupyTusaumm
npotokona BGP.

BkntounTb paboty AS.

neighbor ip_add

no neighbor ip_add

3agatb IP-agpec ana BGP-cocega wvnu nepertn B pexum
KOH$rypmMpoBaHua CyLLLecTBYHOLLEro coceaa.

Ypanute KoHdurypaumio ana BGP-cocepa ¢ yKkasaHHbiM |Pv4
nnu IPve-agpecom.

peer-group name

name: (0..32) cum-

Cospatb Peer-rpynny.
- name — UMa rpynnol.

Bo/a

no peer-group name Yoanute cosgaHHyto Peer-rpynny.

address-family ipv4 {unicast Ykazatb TMn IPv4 Address Family n nepesogMT KommyTaTop B

| multicast} Junicast pexunm KoHdurypauum cootsetcTeytowteit Address Family.
-/unicas

no address-family ipv4
{unicast | multicast}

BbIKntounTb cooTBeTCTBYIOWYO Address-Family.

address-family 12vpn evpn

no address-family 12vpn
evpn

-/BbIK/IIOYEHO

YKasaTtb Tvn 12vpn Address Family u nepeBoauT KOMMyTaTop B
pexxunm KoHdurypauum cootseTcTeytoweit address-family.

BbIkMoUNTb cooTBeTCTBYHOLWYO address-family.

KomaHObI pexcuma KoHgpuaypayuu Address-Family

Bupa 3anpoca KOMaHAHOM CTPOKK B pexknume KoHdurypaumm Address-Family:

console (router-bgp-af) #
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Tabnunua 303 — KomaHabl pexknuma KoHourypaumm Address-Family

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

network ip_add [mask
mask]

no network ip_add [mask
mask]

3agatb noaceTb, KOTOpPasA aHOHcUpyeTca BGP-coceaam.

- ip-add — appec noacetu;

- mask — macka noaceTu.
Ecam macka He yKasaHa, N0 YMO/IHaHUIO OHa 3aAa-
€TCA KNaccoBbiM METOAOM ajpecauuu.
mask — macka IP-noacet namn anmHa npedukca.

Y[anuTb aHOHC faHHOM NoaceTw.
- ip-add — appec noacetu;
- mask — macka noaceTu.

redistribute connected
[metric metric | filter-list
name]

no redistribute connected

metric: (1-
4294967295);
name: (0..32) cumBona

Pa3pelwnTb aHOHCMpOBaHWe connected-mapLUpyTOB.

- metric — 3Ha4yeHune aTpubyta MED, KoTopoe byaeT npuceo-
€HO UMMOPTUPOBAHHbLIM MapLUPyTam;

- name — Ha3BaHWe access-list, KoTopbIi ByaeT NpUMeHeH K
MapLipyTam.

3anpeTuTb aHOHCMpoOBaHUe connected-mapLIpyToB.

redistribute rip [metric
metric | filter-list name]

no redistribute rip

metric: (1-
4294967295);
name: (0..32) cumBona

MmnopTtuposatb mapwpyTtbl RIP 8 BGP.

- metric — 3HayeHune aTpmnbyta MED, KoTopoe byaeT npuceo-
€HO MMNOPTMPOBAHHbIM MapLIPYTam;

- name — Ha3BaHwue access-list, KOTopbIl ByAeT NpUMeEHEH K
MmapLupyTam.

3anpeTnTb UMNOPT MapLlpyToB 13 npotokona RIP.

redistribute static [metric
metric | filter-list name]

no redistribute static

metric: (1-
4294967295);
name: (0..32) cumBona

PaspewunTb aHOHCMpPOBaHWE CTAaTUYECKUX MapLLPYTOB.

- metric — 3HayeHune aTpmnbyta MED, KoTopoe 6yaeT npuceo-
€HO MMNOPTMPOBAHHbIM MapLUPYTam;

- name — Ha3BaHue access-list, KoTopbIl ByaeT NpumeHeH K
MapLupyTam.

3anpeTuTb aHOHCMPOBaHME CTaTUYECKMX MapLLPYTOB.

redistribute ospf id [metric
metric | match type | met-
ric-type mtype | nssa-only
| filter-list name]

no redistribute ospf

id: (1..65535);
metric: (1-
4294967295);
type: (internal, exter-
nal-1, external-2);
name: (1..32)
CUMBO/IOB;
mtype: (type-1, type-
2);
name: (0..32) cumBona

MmnopTtuposaTtb mapwpytbl OSPF B BGP.

- id —vnaeHTndukaTop npouecca OSPF;

- metric — 3Ha4yeHue aTpnbyta MED, KoTopoe byaeT npuceo-
€HO MMNOPTMPOBAHHbIM MapLUPYTaMm;

- type — T1n OSPF-mapLipyToB, aHOHCMpyembix B BGP;

- name — Ha3BaHue access-list, KoTopbIli ByaeT NpUMeHeH K
MapLupyTam;

- mtype — T1n meTpukmn Ex1 nnm Ex2.

3anpeTnTb MMMNOPT MapLLPYTOB M3 NpoTokona OSPF.

redistribute isis [/evel]
[match match] [metric
metric] [filter-list
acl_name]

level: (level-1, level-2,
level-1-2)/level-2;
match: (internal, exter-
nal);
metric: (1-65535);
acl_name: (1..32)

MmnopTtuposatb mapLupyTbl 13 IS-IS B BGP.

- level — ycTaHOBUTb M3 KaKoro ypoBHA IS-IS 6yayT aHOHcKpo-
BaTbCA MapLUPYThI;

- match — npon3BoAUTL aHOHCUPOBAHWUE TO/IbKO AN YKa3aH-
HbIX TUNOB IS-IS mapwpyTOB;

- metric — 3HaYeHne MeTPUKMN 4NA NMNOPTUPYEMbIX MapLLpPY-
TOB;

- acl_name — uma ctaHgapTHoro IP ACL, KoTopblii bygeT uc-

no redistribute bgp

(1-4294967295);
name: (0..32) cumBona

CMMBOIA Nnonb30BaH ANA GUALTPALUN UMMOPTUPYEMBIX MAPLLPYTOB.
no redistribute isis 3anpeTnTb MMMNOPT MApLLUPYTOB U3 NpoToKona IS-IS.
redistribute bgp [ metric MmnopTupoBaTb MapLpyTbl, NoAyYeHHble B none default VRF
metric [ filter-list name] no npoTtokony BGP, 8 BGP AF |2vpn evpn

metric: - metric — 3HayeHue aTpmnbyta MED, KoTopoe byaeT npucso-

€HO UMMOPTUPOBAHHBIM MapLUPyTaMm;
- name — Ha3BaHue access-list, KoTopbIit ByaeT NnpumeHeH K
MapLipyTam.

3anpeTuTb aHOHCMPOBaHWE MapLUPYTOB.
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aggregate-address
ipv4_add mask [ summary-
only / as-set / advertise-
map route_map_name /
attribute-map
route_map_name / sup-
press-map
route_map_name]

no aggregate-address
ipv4_add mask

BkstounTb arperaumio 6osee cneunduryHbIX MapLLIPYTOB, BXO-
OALNX B YKa3aHHbI npeduKc:

- ipv4_add — IPv4-agpec nogcety;

- mask — macKa noacetu

- route_map_name — uma route-map;

- summary-only — 3anpeTuTb OTNPaBKy COCeAAM MApLUPYTOB,
KOTOpble NoNagatoT NoA CYMMUPYHOLLMA MapLUPYT;

- as-set — BKNOUYUTb f06aBEHME B CYMMUPYIOLLMIA MapLIpyT
as-path, nonyyeHHbIM U3 NpeduKcoB, NoNaJaOLLMX NOL CyM-
MUPYIOLWKIA MapLIpyT;

- Suppress-map — 3anpeTuTb OTNPaBKY COCeAAM MapLIPyTOB,
nonagatowwmx nog route-map (napametp summary-only urHo-
pupyertca);

- advertise-map — mapLpyTbl, nonagatoLume nog route-map,
He 6yayT nonasatb NOA CYMMUPYIOLWNIA;

- attribute-map — BKAOYUTbL YCTAHOBKY A1 CYMMUPYIOLLLErO
MapLupyTa aTpubyToB, YKasaHHbIX B AeWACTBUM set B route-
map.

Ypanutb arperaumio 6onee cneundUUHbIX MapLIPyTOB, BXOASA-
LLMX B YKA3aHHbIM npeduKc.

KomaHObI pexcuma KoHgu2ypayuu BGP-coceda

Bug 3anpoca KOMaHAHOM CTPOKU B pexknume KoHdurypaumm BGP-coceaa:

console (router-bgp-nbr) #

Tabnunua 304 — KomaHabl pexkmuma KoHourypaumm BGP-cocena

maximum-prefix value
[threshold percent | hold-
timer second | action type]

no maximum-prefix

value: (0-4294967295);
percent: (0-100);
second: (30-86400);
type: (restart, warning-
only)

BKAtoYaeT orpaHMYeHme KoimyecTsa NpUHMMaEMbIX MapLLpy-
TOB OT BGP-cocepa.

- value — makcMManbHOE KOAMYECTBO MPUHUMAEMbIX MapLu-
pyTos;

- percent — NPOLLEHT OT MAaKCUMA/IbHOTO KOJIMYecTBa MapLupy-
TOB, NO AOCTUNKEHUM KOTOPOro OTNPABAAETCA Npeaynpexae-
HUe;

- second — BpeMeHHOM NPOMEKYTOK (B CEeKyHAax), Mo ucrteve-
HWIO KOTOPOTO MPOUCXOAMUT NEPEnOSKIOYEHNE, ECIN CeCCUA
6bIna pasopBaHa M3-3a NPEeBbIWEHMA KOAMYECTBA MapLipy-
TOB;

- type — Ha3HavaeT fAeincTeue, BbIMOJAHAEMOE MPU AOCTUXE-
HWUW MAKCMMA/IbHOTO 3HA4YeHUA (pa3pblB ceccum <restart> nnum
OoTNpaBKa npeaynpexaeHunsa <warning-only>).

BbikntoyaeT orpaHMYeHMe KoanYecTsa NPpUHMMaEeMbIX MapL-
pyTtos oT BGP-cocepa.
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advertisement-interval
adv_sec withdraw with_sec

no advertisement-interval

adv-sec: (0-65535)/30
CEeKYHS;
with-sec: (0-65535)/30
CeKyHA,

3a8a€T BpemMeHHble MHTepBasbl.

- adv-sec — MMHUMAa/bHbIN MHTEPBAN MeXay oTnpaskon UP-
DATE coobuieHnit 04HOTrO U TOTO e MapLLpyTa;

- with-sec — MUHUMaNbHbIN UHTEPBAN MEXKAY AaHOHCMPOBa-
HMEM MapLIpyTa M ero Nocaeaylowmm Ae-aHOHCMPOBaHUEM.

V —Advertisement-interval gonxkeH 6biTb 60nblie
unu paseH withdraw-interval;

— MapLpyTbl, KOTOpble AOMKHbI 6bITb AaHOHCUMPO-
BaHbl cocegHUM BGP-mapLlupytusatopam, pacnpe-
[,EenfaTca No Heckonbkum UPDATE-coobuweHuam.
Mexxay otnpaeKkoi atTux UPDATE-coo6uieHui Bbl-
AEp’KUBAETCA CNydaliHbli BpeMeHHOI UHTepBan
Takum o6pa3om, 4tobbl obLiee Bpema mexay 06-
HOB/NEHWEM MapLUPYTOB B JIOKanbHOW Tabauue
BGP wu ortnpaBkoii nocnegHero UPDATE-
coobuieHun He npesblwano advertisement-inter-
val unu as-origination-interval B chyyae otnpaBku
NOKaNbHbIX (MapLwpyTbl U3 IOKaNAbHOW AS) mapLu-
pyToB B eBGP-coeguHeHun. Takum 06pasom, KaxKk-
Ablii U3 MapLIPYTOB MOXKET UMETb CYUYAIHYIO Be-
NINYUHY 3aZePXKKM aHOHCUPOBAHMUS;

— TouHoCTb pa6oTbl Taimepos advertisement-inter-
val, withdraw-interval u as-origination-interval 3a-
BUCUT OT MAKCMMaNbHOro 3HauyeHua noboro us
3TUX TPEX TailMmepoB, HACTPOEHHbIX Ha BGP-
mapuwpyTtusatope  (yuuTbiBalOTCA  Tailmepbl,
HacTpoeHHble ana Bcex BGP-cocepeit). Bce 3Haue-
HUA TalimepoB aHOHCUPOBAHUA U Ae-aHOHCUPOBa-
HUMA MapLpyTOB, CKOHPUrypMpPOBaHHbIX Ha
YCTPOMCTBE, AUCKPETUIMPYIOTCA WMHTEpBasioMm B
1/255 ot Hanbonbluero HaCTPOEHHOrO 3HaYeHUA.
YBe/iueHne MaKCMManbHOro 3HauyeHusa 6yper
NPUBOAUTL K YBEJIMYEHUIO YaCTOTbl AUCKPETU3a-
LM TaliMepoB U, COOTBETCTBEHHO, K MOHUXKEHUIO
TOYHOCTHN UX PaboTbl.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

as-origination-interval
seconds

no as-origination-interval

seconds: (0-65535)/15 ce-
KYHA,

3a4aéT BpeMeHHOM NHTepBan mexay otrnpaskoit UPDATE co-
0b6LLEeHNI O4HOrO U TOTO Ke MapLUpyTa, UCNoab3yeTcs ANs
QHOHCa NIOKaNbHbIX (MApLWpPYTbl U3 NoKanbHOU AS) Mapupy-
T0B eBGP cocepam.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

connect-retry-interval
seconds

no connect-retry-interval

seconds: (1-65535)/120
CEeKYHA,

3aaaéT BpeMeHHOM MHTepBa, NO UCTEYEHNIO KOTOPOrO BO3-
06HOBAAETCA NOMbITKa co3AaTh BGP-ceccuio ¢ cocesom.

YcTaHaBAMBaET 3HAYEHNE MO YMOYAHUIO.

next-hop-self

no next-hop-self

-/BbIKNIOYEHO

BkntoyaeT nogmeHy 3HauveHua atpubyta NEXT_HOP Ha no-
KasbHbI agpec mapLipyTmMsatopa.

OTKAtounTb NogMmeHy aTpmbyta NEXT_HOP.

remote-as [as_plain_id_|
as_dot _id]

no remote-as

as_plain_id:
(1..4294967295)/1
as_dot_id:
(1.0..65535.65535)

3a4aéT Homep aBTOHOMHOWM CUCTEMbI, B KOTOPOW HaxoamTcs
BGP-cocea. YcTaHOBAEHME COCEACTBA HEBO3MOXKHO, NOKa CO-
cefly He HaszHavyeH Homep AS.

3710 AeicTBUE BNIEYET PaspbliB CECCUM C COCEA0M U
V OUYMCTKY BCEX MPUHATbIX OT HEFr0 MapLUPYTOB.

YaanuTb naeHTMdMKaTop coceaHein aBTOHOMHOM CUCTEMDbI.
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timers holdtime keepalive

no timers

holdtime: (0 | 3-
65535)/90 cekyHz;
keepalive: (0-
21845)/30 cekyHpa,

3a8a€T BpemMeHHble MHTepBasbl.
- holdtime — ecnn B TeyeHue 3TOro BpemeHu He byaeT npu-
HATO keepalive-coobuieHne, To coeanHeHme ¢ cocegom cbpa-
CblBaeTcs;
- keepalive — nHTepBan mexay otnpaskoi keepalive-coobuye-
HURA.
3HaueHua holdtime u keepalive pomkHbl 6biTb
V nmb6o o6a paBHbl HyAto, AM60 06a 6onbLue Hyns.
holdtime ponkeH 6biTb 60nbwe wuAn paseH
keepalive.

— Ecnm 6bin Bbi6paH Takimep hold, KoTopbii
HACTPOEH HAa IOKA/IbHOM MapLipyTU3aTope, TO
MCMoNb3yeTcs NIOKaZbHOE 3HayeHue Tailmepa
keepalive;

— Ecnm 6bin Bbi6paH Takimep hold, kotopbiit
HaCcTPOEH Ha cocegHeM MapLupyTU3aTope WU
3HauyeHue J/IOKaNbHO HACTPOEHHOro Talimepa
keepalive meHbwe yem 1/3 Bbi6paHHOro Taii-
mepa hold, To ucnonb3yetca noKanbHoe 3Haye-
Hue Taiimepa keepalive;

— Ecnm 6bin Bbi6paH Takimep hold, koTopbiit
HaCTpoeH Ha coceAHemM MapLipyTusatope U
3HauyeHWe /IOKaNIbHO HACTPOEHHOro Taiimepa
keepalive 6onbwe yem 1/3 BbibpaHHOro Tait-
mepa hold, To ucnonbsyetca uenoe umucno, Ko-
TOpoe meHblue Yyem 1/3 BbibpaHHOro Taiimepa
hold.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

timers idle-hold seconds

no timers idle-hold

seconds: (1..32747)/15

3a4aéT BpeMeHHOM MHTEpBaN yAepKaHuA cocesa B COCTOA-
Huu |dle nocne Toro, Kak oH 6bin cHpoLIEH B 3TO COCTOAHME.
3a 3TOT UHTEPBAA BCE MOMbITKM NepPeyCcTaHOBUTL COegnHeHne
c cocegom byayT OTK/IOHEHDI.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

timers open-delay seconds

no timers open-delay

seconds: (0-240)/0
CEeKYHA,

3aaéT BpPEeMEHHOW MWHTepBan Mmexay YycTaHoBkoh TCP-
coeanHeHus n otnpasKkol nepsoro OPEN-coobLeHus.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

shutdown

no shutdown

-/no shutdown

AZMUWHUCTPATMBHO BbIKAOYaeT ceccuto ¢ BGP-cocegom wm
OumLL@eT MPUHATbIE OT HEro MapLUPYTbl, HEe YAANAA ero KOH-
durypaumm.

AAMUWHUCTPATUBHO BKJItOYaeT ceccuto ¢ BGP-cocepom.

update-source
[gigabitethernet gi_port |
tengigabitethernet te_port
|
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | Port-Channel
group | Loopback loopback
| Vlan vian_id]

no update-source

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..48);
loopback: (1-64);
vlan-id: (1-4094)

HasHauaeT nHtepdeliic, KOTopblit ByaeT UCNOIb30BaH B Kaye-
CTBE UCXOAALLEro Npu cCoeanHEHUN C COCeL0M.

OTMeHAEeT PYYHYH HaCTPOMKY MCXOAALLero WHTepodeiica,
BK/IKOYaEeT aBTOMATMYecKuii Bbibop nHTepdelica.

route-reflector-client
[meshed]

no route-reflector-client

-/disabled

HasHaunTb BGP-cocesa Route-Reflector knneHTOM.
- meshed — napameTp BbICTaBAAETCA €CM UCNOAb3YyeTCA
mesh-tononorua. Mpu noay4eHUM OT TaKOro KnneHta BGP-
MapLUPYTOB OHU He ByAyT NepecbiNaTbeca APYrMM KAUEHTaM.
BGP-mapwpytusatop asnsertca route-reflector-om,
V ecnn xota 6bl oanH ero coces CKOH$UrypuposaH
Kak route-reflector knnenr.
[Ona npumeHeHUA AaHHOW KomaHAbl Heobxogum
V nepesanyck BGP-ceccum c cocegom.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.
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soft-reconfiguration in-
bound

no soft-reconfiguration in-
bound

-/disabled

KomaHaa coxpaHseT nosyyYeHHble OT coceaa MapLipyTbl B OT-
AenbHoi obnact namatu. MeTtoa NoO3BOASET MPUMEHWUTb
BXOAALLYIO MOANTUKY «route-map in» ansa coceaa 6e3 cbpoca
COCeACTBa M 3aMpoca MapLLpPyTOB.
Mo ymonuaHuio pabotaetr mexaHusm Route
V Refresh.

OTKAIOYUTb MEXaHU3M COXPaHEHWNA MapLIPyTOB.

prefix-list name {in | out}

no prefix-list name {in |
out}

name: (0..32) cumBona

- name — Ha3BaHwue IP prefix-list, KoTopbI ByaeT NnpUMeHeH K
QHOHCMPYEMbIM MM NPUHUMAEMbIM MapLIPyTam.

OrtsazaTb IP prefix-list.

peer-group name

no peer-group

name: (0..32) cumBona

- name — uma Peer-rpynnbl, KoTopasa 6yaeT npMmMeHeHa K co-
ceay.
HacTpoiiku Ha Peer-rpynne umetor 6onee BbICOKUiA
V npuopuUTeT, YeM HACTPOIKKN HA camom cocege.

Ypanutb cocega us rpynnbi.

address-family ipv4 {
unicast | multicast}

no address-family ipv4
{unicast | multicast}

-/unicast

YKa3sbisaeT Tun IPv4 address family n nepesoant kKommyTtatop
B pexum KoHdurypaumm cootsetctaytowwen address family
ona satoro BGP-cocepa.

BbikntounTb cooTseTcTBYOWYIO IPVv4 address-family.

address-family 12vpn evpn

no address-family 12vpn
evpn

-/BbIK/NOYEHO

YKasbiBaeT Tmn 12vpn address family n nepesogmt KommyTa-
TOp B pexum KoHburypauum cootseTtcTaytowen Address
Family ana storo BGP-coceaa.

BbikntouaeT cooTBeTcTBYyHOWYO Address-Family.

fall-over bfd

no fall-over bfd

-/BbIK/NOYEHO

Bkntountb npoTtokon BFD Ha cocepe.

BbikntounTb npoTtokon BFD Ha cocepe.

as-path-filter name {in |
out}

no as-path-filter name {in |
out}

name: (1..32) cumBona

3apaTb dunbTp as-path gna BGP-coceaa.
- name — “MsA CNucKa as-path;

- in — 4NA BXOAALLMX MapLUPYTOB;

- out — A4/ UCXOAALLMX MapPLLPYTOB.

Yaanutb ¢unbTp as-path.

password word

no password

word: (1..128) cumBon0B;
Mo ymonyaHuio
ayTeHTUdMKaumA
OTKNIOYEeHa

BkntoyaeT ayTeHTUdUKaumio Bcex TCP-cermeHToB, NPUHATLIX OT
BGP-cocena. 3aaeT KAtoy ayTeHTUdMKaLMKM B TEKCTOBOM BUAE.
[aHHas HacTpoWKka MrHOpPUpYeTca, ecan aas ayTeHTUduKaumm
yKa3saHa key-chain.

- word — K/to4 B TEKCTOBOM BUAE.

YcTaHaBAMBaET 3HAYEHNE MO YMOYAHUIO.

password encrypted
encryptedword

no password encrypted

encryptedword: (1..128);
Mo ymon4yaHuio
ayTeHTUdMKauma
OTKNIOYEHa

BKkntouaeT ayteHTUdUKaLmo Bcex TCP-cermeHToB, NPUHATBIX OT
BGP-cocepa. 3agaeT Katoy ayTeHTUdMKaLMM B 3alIMPpoBaHHOM
BuAe (Hanpumep, Napob B 3alUMPPOBAHHOM BUAE, CKOMMPOBAH-
HbllA C ApYroro ycTponcTsa).

[aHHaa HacTpoika UrHopupyeTtcs, ecnm ana ayteHTuduKaumm
yKasaHa key-chain.

- encryptedword — knto4 B 3aliM$pPOBaHHOM BUZE.

YcTaHaBAnBaeT 3HaYeHUe No YMOYAHUIO.

password key-chain word

no password key-chain

word: (1..32) cumeonos;
Mo yMOAYaHMIO ayTeHTU-
duKauua oTKNOYEH]

3afaTb UMA CBA3KM KtoUeit, KoTopasa byaeT Ucnonb3oBaTbes AnA
ayTeHTUdMKauum Bcex TCP cermeHTOB, NPUHATBLIX OT BGP-coceaa.
- word — UMA CBA3KM KtoYen.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

ebgp-multihop

no ebgp-multihop

-/TTL paBeH 1

YctaHasaueaeT TTL paBHbivi 64 gns EBGP-nogkntoueHni.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYaHUIO.
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HELTEX

KomaHObI pexcuma KoHguzypayuu Address Family BGP-coceda

Bua 3anpoca KOMaHAHOM CTPOKK B pexknume KoHdurypaumm Address Family BGP-coceaa:

console (router-bgp-nbr-af) #

Tabnnua 305 — KomaHabl pexkuma KoHourypauum Address Family BGP-coceaa

KomaHda

3HayeHue/3HayeHue
no ymon4aHuo

Aelicmesue

maximum-prefix value [thresh-
old percent | hold-timer second
| action type]

no maximum-prefix

value: (0-4294967295);
percent: (0-100);

second: (30-86400); type:

(restart, warning-only)

BKAtoYaeT orpaHMYeHMe KoNMYecTBa NPMHUMAEMbIX MapLIpPyTOB
ot BGP-cocepa.

- value — MaKcMmanibHOe KOAMYECTBO MPUHUMAEMbIX MapLUpy-
TOB;

- percent — NPOLUEHT OT MaKCMMa/IbHOTO KOZIMYECTBA MApPLLPYTOB,
Nno AOCTUNKEHUM KOTOPOFO OTMPABAAETCA NpeaynpexaeHue;

- second — BpeMeHHOI NPOMEKYTOK (B CEKyHAaX), N0 UCTEYEHUIO
KOTOPOro MpoMCXoAMT NepenofKkaiodeHue, ecam ceccus bbina
pa3opBaHa 13-3a NPEeBbIWEHUA KONNYECTBa MapLUpPYTOB;

- type — Ha3HayaeT AeNCTBME, BbINOMHAEMOE NPU AOCTUNKEHUN
MaKCMMANbHOrO 3Ha4yeHWa (paspbiB ceccum <restart> uam oT-
npaBKa npeaynpexaeHus <warning-only>).

BbikntoYaeT orpaHMyeHMe KoanyecTsa NMPUHUMAEMbIX MapLLpy-
TOB OT BGP-cocepa.

advertisement-interval adv_sec
withdraw with_sec

no advertisement-interval

adv-sec: (0-65535)/30
CeKyHA;
with-sec: (0-65535)/30
CeKyHA,

3a8aéT BpemeHHble MHTepBasbl.

- adv-sec — MMHMManbHbIN MHTEPBaN MexXay oTnpaskoit UPDATE
COO0OLWEHNIN OAHOTO U TOTO e MApLLIPYTa;

- with-sec — MMHUManNbHbIA UHTEPBAN MEKAY aHOHCMPOBAHUEM
MapLupyTa 1 ero nocieayowmm ae-aHoOHCMPOBaHUEM.

V —  Advertisement-interval gomxeH 6biTb 60nblie
unu paseH withdraw-interval;

—  MapuwpyTbl, KOTOpble AO0MKHbI 6bITb AHOHCUPO-
BaHbl cocegHUm BGP-mapwipyTtusartopam, pacnpe-
[enaTca no Heckonbkum UPDATE-coobeHuam.
Mexay otnpasKoii 3tTux UPDATE-coobLeHuit Bbl-
[EepPXXUBAETCA C/YYaliHbIA BPeMeHHOW WHTepBan
Takum obpasom, utobbl obLiee Bpema mexay 06-
HOB/NIEHWEM MapLUPYTOB B JIOKa/NbHOI Tabnuue
BGP wu ortnpaBkoii nocneaHero UPDATE-
coobuieHun He npesblwano advertisement-inter-
val unu as-origination-interval B cnyyae otnpaBku
NIOKaNbHbIX (MapLpyTbl U3 I0KanbHOM AS) mapLu-
pyToB B eBGP-coeguHeHuun. Takum o6pasom, Kax-
Ablii U3 MapLIPYTOB MOXKET UMETb Cy4YaiiHyto Be-
JNINYUHY 3aZ1ePXKKM aHOHCUPOBAHMUA;

—  TouHoctb paboTbl Talimepos advertisement-inter-
val, withdraw-interval u as-origination-interval 3a-
BUCUT OT MaKCMMaNbHOro 3HayeHuA noboro u3
3TUX TPEX TallMepoB, HACTPOEHHbIX Ha BGP-
maplipyTusatope  (yuuTbiBaloTcA  Talimepbl,
HacTpoeHHble ana Bcex BGP-cocegeii). Bce 3Haue-
HUA TakMepoB AaHOHCMPOBAHUA U Ae-aHOHCUMPOBaA-
HAA  MapLUIPYTOB, CKOHQUIYPUMPOBaAHHbIX Ha
YCTPOUCTBE, AUCKPETUIUPYIOTCA WHTEpBanomM B
1/255 ot Hanb0/bLIEro HaCTPOEHHOIO 3HAYEHUSA.
YBe/iueHne MaKCMManbHOro 3HauyeHusa 6yger
NPUBOAUTb K YBE/IMYEHUIO YACTOTbl AUCKPETU3a-
LMY TaliMepoB U, COOTBETCTBEHHO, K MOHUXXEHUIO
TOYHOCTU UX paboTbl.

YcTaHaBAMBaeT 3Ha4YeHue no YMO4YaHUIO.
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HELTEX

as-origination-interval seconds

no as-origination-interval

seconds: (0-65535)/15 ce-
KYHA,

3a4aéT BpemMeHHOW UHTepBan mexay otnpaskoi UPDATE coob-
LLeHWU O4HOTO M TOFO e MAapLUpPyTa, UCMOb3YeTCAa ANA aHOHCA
JIOKa/IbHbIX (MapLwpyTbl U3 IoKanbHoM AS) mapwpyTtoB eBGP-co-
cegam.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

default-originate [route-map
name]

no default-originate

name: (0..32) cumBona/-

AHOHcupyeT BGP-coceagy maplipyT no yMONYaHUIO BHE 3aBUCU-
MOCTM OT ero Ha/IM4mA B IOKaNbHOM Tabaunue mapwpyTtmnsaumu. B
KauyecTBe nexthop B Takom mapupyTe byaeT ykasaH nHTepoeiic,
C KOToporo yctaHoBneHa BGP-ceccua.
- route-map — napameTp No3BoasAET aHOHCMPOBATb MapLWpPyT No
YMO/I4aHWNIO, TONIbKO €CNN OH MPUCYTCTBYET B JIOKa/IbHOM Tab-
IMLEe MapLpyTM3aLmMmn U ero UCTOYHUKOM He ABNAETCA NPOTOKO
BGP.
- name — UMA NOJIMTUKM route-map, KotTopas byaeT npymeHeHa
K onepaumy aHOHCMPOBAHUA MApPLLPYTa NO YMOAYAHUIO.
Route-map ponkHa cogepkatb B cebe TONbKO cek-
V yuio match ip address c ykasaHuem Ha prefix-list, nog
KOTOpbIA NONagaeT mMapwpyTt no ymonuyanuio. Npu-
Mep HaCTPOMKM TaKoM route-map u prefix-list npuse-
OeH nopg, Tabanueit.

Ecnu B prefix-list HaxoguTca ykasaHue Ha KaKoii-nnbo
MapLUpPYT, OTINYHBINM OT ,eONTHOrO, TO UMEHHO 3TOT
MapLUPYT AO/MXKEH NPUCYTCTBOBATb B JIOKa/IbHOW Tab-
NMue  MapupyTMsauuu, uTobbl aHOHCUpOBaNCA
MapLIPyT N0 YMoN4YaHUIo. OrpaHUYECcHU Ha UCTOY-
HUK 3TOr0 MapLUpPyTa HeT.

Y

OTmeHsAeT HacTpoiiky default-originate.

route-map name {in | out}

no route-map name {in | out}

name: (0..32) cumBona

- name — UMA NONUTUKM route-map, KoTopas byaeT NpUmeHeHa
K cocesly B gaHHon Address Family. Mo3sonsaet ¢uabtpoBath m
BHOCWTb M3MEHEHMUA B aHOHCUPYEMble U MPUHUMaeMble MapLu-
pyTbI.

YpaneHve noaUTUKKM ¢ gaHHon Address Family.

next-hop-self

no next-hop-self

-/BKAOYEHO

BkatoyaeT nogmeHy 3HaveHua aTpubyta NEXT_HOP Ha noKanb-
HbI agpec MapLpyTm3aTopa.

OTKAOYUTL NogMmeHy aTpubyTta NEXT_HOP.

route-reflector-client [meshed]

no route-reflector-client

-/disabled

HasHauntb BGP-cocesa Route-Reflector knneHTom.
- meshed — napameTp BbicTaBAseTCs ecan ncnonbsyetca mesh-
Tononorua. Npu NoAy4eHUn oT Takoro KaneHTa BGP-mapwpyTtos
OHM He ByAyT NepecblIaTbCa APYTUM KANEHTaM.
BGP-mapwpytusatop nsnsetca route-reflector-om,
V ecnm xota 6bl 0AUH ero cocef CKOHGUrypUpPOBaH Kak

route-reflector knueHr.
Ana npumeHeHua JaHHOW KOMaHAbl Heobxoaum ne-
pe3sanyck BGP-ceccum c cocegom.

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.

[Mpumep HacmpolKu route-map, ucnosasv3yemol 8 KomaHoe default-originate

console#configure

console (config) #route-map RM DEFAULT ROUTE 10 permit
console (config-route-map) #match ip address prefix-list PL DEFAULT ROUTE
console (config-route-map) #exit

console (config) #ip prefix-list PL DEFAULT ROUTE seq 5 permit 0.0.0.0/0

KomaHObI pexcuma KoHgu2ypayuu Peer-epynn

Bug, 3anpoca KOMaHAHOM CTPOKU B pexume KoHdurypaumm Peer-rpynn:

console (router-bgp-nbrgrp) #
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Tabnumua 306 — KomaHap! pexkxuma KoHourypauum Peer-rpynn

KomaHda

3HayeHue/3Ha4yeHue
Mo ymon4aHuro

Aeilicmeue

maximum-prefix value [thresh-
old percent | hold-timer second
| action type]

no maximum-prefix

value: (0-4294967295);
percent: (0-100);
second: (30-86400); type:
(restart, warning-only)

BK/tOYaeT orpaHNYEeHMe KOANYECTBA NPUHNUMAEMbIX MapLIPyTOB
o1 BGP-cocepa.

- value — MakcMManbHOe KONMYECTBO MPUHUMAEMbIX MApLUpY-
TOB;

- percent — NPOLEHT OT MaKCMMaNbHOrO KONMYECTBa MapLIpyToB,
No JOCTUKEHWUM KOTOPOro OTNPaBAAETCA NpeaynpexaeHue;

- second — BpeMeHHOW NPOMEKYTOK (B CEKYHAaX), MO UCTEYEHUIO
KOTOPOro MPOMUCXOAUT MepenoakatoyeHne, ecam ceccusa bbina
pasopBaHa M3-3a NPEBbILLEHUA KOIMYECTBA MAPLLPYTOB;

- type — Ha3HayaeT AencTBue, BbINOJHAEMOE MPU SOCTUNKEHUU
MaKCMManbHOro 3HayeHua (paspbiB ceccum <restart> uam oT-
npaBKa npegynpexaeHua <warning-only>).

BbIk/loYaeT orpaHMyeHMe KOANYecTBa MPUHMMAEMbIX MapLLpy-
TOB OoT BGP-cocepa.

advertisement-interval adv_sec
withdraw with_sec

no advertisement-interval

adv-sec: (0-65535)/30
CeKkyHa;
with-sec: (0-65535)/30
CeKyHA,

334aET BpeMeHHble MHTepBabl.
- adv-sec — MMHUManbHbIM MHTEPBaAN mexay oTnpaskoi UPDATE
COO06LLEHMI O4HOTO M TOFO Ke MapLIpyTa;
- With-sec — MMHMMaNbHbIN UHTEPBAN MEXAY aHOHCUPOBAHUEM
MapLpyTa 1 ero nocneayowmm ae-aHOHCUPOBaHUEM.
V —  Advertisement-interval gonmxkeH 6biTb 60nblue
unu paseH withdraw-interval;

—  MapuwpyTbl, KOTOpble AOMKHbI 6bITb AaHOHCUpPO-
BaHbl coceaHUMm BGP-mapuipytusaropam, pacnpe-
AenATca No Heckonbkum UPDATE-coo6ueHmam.
Me:xxay otnpaBKoi 3Tux UPDATE-coobLueHumit Bbi-
[EepXXUBAETCA C/NyYaiiHbIA BpeMeHHOW WHTepBan
Takum o6pasom, uTo6bl obLiee Bpema mexKay 06-
HOB/JIEHWEM MApPLUPYTOB B JIOKa/NbHOW Tabnuue
BGP u ortnpaskoit nocnegHero UPDATE-coobuie-
HUA He npeBblwano advertisement-interval nan
as-origination-interval B cnyyae oTnpaBKu 10Kab-
HbIX (MapLpyTbl U3 IOKaNbHOU AS) mapLupyTOB B
eBGP-coeguHeHuu. Takum ob6pasom, KaxKabii U3
MapLUPYTOB MOXET MUMETb Cy4aliHYl0 BEeNYUHY
33,ep’KKM aHOHCUPOBAHUA;

— TouHocTb paboTbl TalimepoB advertisement-
interval, withdraw-interval wu as-origination-
interval 3aBMCUT OT MaKCMMaNbHOro 3Ha4YeHusA
no60oro n3 aTUX TPExX TalimepoB, HACTPOEHHbIX Ha
BGP-mapwpyTtusatope (yumtbiBaloTcA Tallmepbl,
HacTpoeHHble ana Bcex BGP-cocegeid). Bce 3Haue-
HUA TalimepoB aHOHCMPOBAHUA U Ae-aHOHCMPOBaA-
HMA MapLpyTOB, CKOHPUIYpPUPOBAHHbLIX Ha
YCTPOWCTBE, AUCKPETUIUPYIOTCA WHTEpBaiom B
1/255 ot HaMbonbLIero HaCTPOEHHOro 3HAYEHUA.
YBeanueHne MaKCMManbHOro 3HaveHua 6yper
NpPUBOAUTL K YBE/IMYEHUIO YacTOTbl AUCKpPeTU3a-
LMK TalimepoB U, COOTBETCTBEHHO, K MOHUXXEHUIO
TOYHOCTU UX PaboTbl.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

as-origination-interval seconds

no as-origination-interval

seconds: (0-65535)/15 ce-
KYHA,

3a4,a6T BpeMeHHON MHTepBan mexay oTnpaskoii UPDATE coo6-
LWeHWI1 OAHOTO U TOTO e MapLIpyTa, UCNO/b3yeTcs A/1f aHOHCa
JIOKanbHbIX (MapLIpyTbl U3 IOKanbHOW AS) maplupyTos eBGP co-
cepam.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

connect-retry-interval seconds

no connect-retry-interval

seconds: (1-65535)/120
CeKyHA,

3a4a6T BpEMEHHOW MHTepBas, N0 UCTEYEHUIO KOTOPOro BO306-
HOBANAETCA NonbITKa co3gaTtb BGP-ceccuio ¢ cocepom.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.
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next-hop-self

no next-hop-self

-/BbIKIOYEHO

BkntoyaeT nogmeHy 3HauyeHuaA atpnbyta NEXT_HOP Ha nokanb-
HbI1 agpec mapLipyTnsartopa.

OTKAOYUTL NogmeHy aTpubyTta NEXT_HOP.

remote-as [as_plain_id_|
as_dot _id]

no remote-as

as_plain_id:
(1..4294967295)/1
as_dot_id:
(1.0..65535.65535)

334367 HOMep aBTOHOMHOM CUCTEMbl, B KOTOPOW HAxoAuTcs
BGP-cocep. YcTaHOBAEHMe coceaCcTBA HEBO3MOXHO, NOKa coceay
He Ha3HayeH Homep AS.

V J3T0 peiicTBMe BNEYET paspbiB CECCMM C COCEAOM U

OUYUCTKY BCEX MPUHATBIX OT HEFO MapLUPYTOB.
Ypanutb naeHTMPUKATOp coceHe aBTOHOMHOM CUCTEMBI.

timers holdtime keepalive

no timers

holdtime: (0 | 3-
65535)/90 cekyHa;
keepalive: (0-21845)/30
CeKyHA,

3a4a€T BpeMeHHble MHTepBabl.

- holdtime — ecnu B Te4eHUe 3TOro BpemMeHn He byaeT NPUHATO

keepalive-coobuwieHne, To coeanHeHne c cocegom cbpacbiBa-

eTcs;

- keepalive —uHTepBan mexay otnpaBkoi keepalive-coobuieHunii.

V 3HaueHua holdtime u keepalive gomxkHbI 6biTb MM60
06a paBHbI HyA10, N1M60 06a 60/blue HyAA.

holdtime gonkeH 6bITb 60sblue unu paeeH keepalive.

— Ecnm 6bin BbIGpaH Taiimep hold, KoTopbii
HACTPOEH Ha JIOKaZIbHOM MapLIPyTU3aTOpe, TO UC-
nonb3yeTcA JIOKasbHOe 3HaueHue Takmepa
keepalive;

— Ecnm 6bin BbIGpaH Taiimep hold, KoTopbii
HACTPOEH Ha coceagHeM MapLIpyTU3aTope U 3Have-
HUe NIOKaNbHO HacTpoeHHoro Tailmepa keepalive
meHbwe yem 1/3 sbibpaHHoro Taiimepa hold, To
UCNONb3yeTc JIOKaNbHOe 3HauyeHue Talimepa
keepalive;
Echm 6bin  BbibpaH Tailmep hold, KoTtopbiit
HaACTPOEH Ha coceagHeM MapLUpyTM3aTope U 3Haue-
HUEe JIOKaZIbHO HacTpoeHHoro Taiimepa keepalive
6onblie yem 1/3 sbibpaHHoro Taiimepa hold, To
UCNONb3yeTcsa Lenoe 4YUCN0, KOTOpoe MeHblue
yem 1/3 sbibpaHHOro Taiimepa hold.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

timers idle-hold seconds

no timers idle-hold

seconds: (1..32747)/15

3a43ET BpEMEHHOW MHTEepBan yAep:KaHuA cocega B COCTOAHUM
Idle nocne Toro, Kak oH Bbl1 COpOLIEH B 3TO COCTOAHME. 3a 3TOT
WHTEpPBaN BCe NOMbITKMN NepeycTaHOBUTL COeanHeHMe C CoceaoM
6yAyT OTK/IOHEHbI.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

timers open-delay seconds

no timers open-delay

seconds: (0-240)/0
CEKYHA,

3a4aéT BpPEMeHHOM WHTepBan MeXay YcTaHoskoih TCP-

coeguHeHus u otnpasKoi nepsoro OPEN-coobuweHus.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUILO.

shutdown

no shutdown

-/no shutdown

AOMWHUCTPATUBHO BbIK/OYAET ceccum co Bcemu BGP-cocegamum,
BXOAALLMMM B COCTAB peer-rpynnbl, M O4MLLAET NPUHATbIE OT HUX
MapLpyTbl, He yAanas ux KoHdurypauuu.

B KoHMrypaumio Kaxaoro cocesa, BXOAALLENO B peer-rpynny, B
KOHTEKCT (router-bgp-nbr) gobasnserca komaHaa shutdown.

AOMWHUCTPATUBHO BKAKOYAeT ceccumn co Bcemn BGP-cocegamm,
BXOAALMMM B COCTAB peer-rpynnol. Yganaer kKomaHay shutdown
13 KOHOUTYpaumm Kaxkaoro cocesia, BXOAALLETO B peer-rpynny.

update-source [gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | Port-Channel group |
Loopback /oopback | Vlan
vlan_id]

no update-source

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..48);
loopback: (1-64);
vlan-id: (1-4094)

HasHauaeT uHTepdeiic, KoTopbiil 6yaeT NCNOb30BaH B KauyecTse
MCXOAALLEro NPU COEMHEHUN C COCELOM.

OTMEeHAET PyYHYI HACTPOMKY ucxoadllero uHTepderica, BKK-
YaeT aBTOMaTM4YecKuii Bbibop nHTepdelica.
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route-reflector-client [meshed]

HasHauutb BGP-cocena Route-Reflector knneHtom.

- meshed — napameTp BbICTaBAAETCA €CAU UCNOb3yeTcA mesh-

Tononorua. NMpu noay4eHun ot Takoro kKnmeHta BGP-mapwpyTos

OHU He byayT NepecbiNaTbCsa APYrMM KANEHTAM.
BGP-mapwpyTtusatop sasnsetrca route-reflector-om,

no soft-reconfiguration in-
bound

-/disabled V ecnn xota 6bl 0ANH ero coces CKOHGUIYPMpPOBaH Kak
route-reflector KnueHr.
[na npumeHeHUA AaHHOW KOomaHAbl Heobxoaum ne-
V pe3anyck BGP-ceccum ¢ cocepom.
no route-reflector-client YcTaHaBAnBaeT 3HaYeHMeE MO YMONYAHMUIO.
soft-reconfiguration inbound KomaHpa coxpaHAeT nosiyyeHHble OT cocefa MapLipyTbl B OT-
AenbHol obnactn namatn. MeTo No3BoAAeT NPUMEHUTL BXOAA-
Wyt NOAUTUKY «route-map in» ans cocega 6e3 cbpoca cocen-
. CTBA U 3aMpoca MapLIpyToB.
-/disabled

V Mo ymonuyaHuio pabotaetr mexaHusm Route Refresh.

OTKAOUYUTb MEXAHM3M COXPaHEHMA MapPLLPYTOB.

prefix-list name {in | out}

no prefix-list name {in | out}

name: (0..32) cumBona

- name — Has3BaHue |IP prefix-list, KoTopbii 6yaeT npumeHeH K
AHOHCMPYEMbIM MM NPUHUMAEMbIM MapLIPyTaM.

OtBa3aThb IP prefix-list.

fall-over bfd

no fall-over bfd

-/BbIKNOYEHO

BkntounTb npoTokon BFD Ha peer-rpynne.

BbikntounTb NnpoTtokon BFD Ha peer-rpynne.

password word

no password

word: (1..128) cumBonOB;
Mo ymonyanuio
ayTeHTUdUKaumA
OTK/ItOYEHa

BkntouaeT ayteHTMdMKaumio Bcex TCP-cermeHTOB, NPUHATBIX OT
BGP-cocena. 3afaeT KoY ayTeHTUDMKALUKM B TEKCTOBOM BUAE.
[aHHasa HacTpoiKa WrHOPUPYeTCA, ecnu AN ayTeHTUPUKauum
yKkasaHa key-chain.

[JaHHas HacTpoiKa WrHopupyeTca ANnA NUPOB, BXOAAWMX B
HacTpanBaemyto rpynny, Ana KOTOPbIX NPUCYTCTBYIOT COHBCTBEH-
Hble HAaCTPOMKM ayTeHTUdUKaLmu.

- word — K/to4 B TEKCTOBOM BUZeE.

YcTaHaBAMBaeT 3HAYEHWe no YMONYaHULO.

password encrypted
encryptedword

no password encrypted

encryptedword: (1..128);
Mo ymonuyaHuio
ayTeHTUdUKaUMA
OTK/IloYeHa

BktoyaeT ayTeHTUOUKauMIo Bcex TCP-cermeHToB, NPUHATbLIX OT
BGP-cocena. 3apaeT KoY ayTeHTMdUKaLmMmM B 3almMdpoBaHHOM
Buae (Hanpumep, naponb B  3awudpoBaHHOM  BuAe,
CKOMWPOBAHHbIN C APYroro ycTponcTaa).

[aHHaa HacTpoiKa WrHOpPUpYeTCca, ecnn Ans ayTeHTUdUKauum
yKasaHa key-chain.

[aHHas HacTpoiKa MWrHopupyeTtca Aaa NUPOB, BXOOALLMX B
HacTpamBaemylo  rpynny, Ana  KOTOPbIX  NPUCYTCTBYIOT
cobCcTBEHHbIE HAaCTPOMKM ayTEHTUDUKALUM.

- encryptedword — kntod B 3awndpoBaHHOM Bue.

YcTaHaBAMBaeT 3HAYeHWe no YMONYaHULO.

password key-chain word

no password key-chain

word: (1..32) cumBonos;
Mo ymonyanuio
ayTeHTudUKaumaA
OTK/IloYeHa

3a4aTb UMA CBA3KM KAtouen, KoTopan byaeT MCNonb3oBaTbCa AN
ayTeHTMdMKaLumm Bcex TCP cermeHTOB, NPUHATLIX OT BGP-coceaa.
[aHHas HacTpoiKa WrHopupyeTca ANA NUPOB, BXOAAWMX B
HacTpaMBaemylo  rpynny, AAA  KOTOPbIX  MPUCYTCTBYHOT
cobcTBEHHbIE HAaCTPOMKM ayTEHTUDUKALUM.

- word — VMs CBSI3KM KIOYENn.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.
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KomaHObI pexcuma KoHgu2ypayuu cmaHoapmHo2o community list

Bua 3anpoca KOMaHAHOM CTPOKU perkMma KOHUrypaunm ctTaHgapTHoro community list:

console (ip-comm-list) #

Tabnunua 307 — KomaHabl perkMma KoHbUrypaumm ctaHgapTHoro community list

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmesue

community {graceful-shut-
down | internet | local-as |
no-advertise | no-export |
ASN2:NN}

no community {graceful-
shutdown | internet | local-
as | no-advertise | no-ex-
port | ASN2:NN}

[o6aBnTb community B CNMCOK.

Yaanutb community 13 cnucka.

KomaHObI pexcuma KoHgu2ypayuu cmaHoapmHoz20 extcommunity list

Bug, 3anpoca KOMaHAHOM CTPOKM pexknma KoHdUrypaumm ctaHgapTHoro extcommunity list:

console (ip-extcomm-1list) #

Tabnumua 308 — KomaHap! pexkmuma KOHpUrypauum ctaHaapTHoro extcommunity list

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ext-community
{4byteas-generic {transitive
| non-transitive} | cost [igp
| pre-bestpath| rt | soo}
number

number: (ASN2:NN,
ASN4:NN, IPV4:NN)

[o6aBuTb paclumpeHHoe community B CIUCOK.

ext-community cost [igp |
pre-bestpath] value

value: (0..255)

[o6aBuTb paclumpeHHoe community B CIUCOK.

no ext-community
{4byteas-generic {transitive
| non-transitive} | cost [igp
| pre-bestpath] | rt | soo}

YAanuTb peclumpeHHoe community M3 cnumcka.

KomaHOwbI pexcuma Privileged EXEC

Bce KomaHAapl AOCTynHbl ANA NPpUBUNETMPOBAHHOIO NOJ1b30BATENA.

BunAa 3anpoca KomaHAHOM CTPOKK pexxnma Privileged EXEC:

console#

Tabnunua 309 — KomaHabl pexkuma Privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

clear ip bgp [ip_add]

MepeycTaHaBaMBaeT coeanHeHnsa ¢ BGP-cocepamu, ounwias
NMPUHATbIE OT HUX MapLLPYTbI;

- ip_add — appec coceaHero BGP-cnukepa, ¢ KoTopbim byaeT
nepeycTaHoB/NEHa Ceccus.

show ip bgp dfi safi

afi: (all, ipv4, [2vpn);
safi (all, unicast,mul-
ticast, evpn)

Otobpasuntb Tabanuy BGP-mapwpyTtos (Loc-RIB) yKkasaHHbIX
AFI/SAFI.

- afi — npeHTndumkaTop Address Family;

- safi — naeHTuoukaTop Sub-Address Family.
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show ip bgp [ip_add]

Oto6pasunTb Tabaunuy BGP-mapwpyTos (Loc-RIB).
- ip_add — npedurKc noaceTv HasHayYeHuUs, No KoTopomy byaeT
oTobpaykeHa noapobHan MHOPMaLMA O MapLIPYTax 40 Heé.

show ip bgp neighbor [ip-
add [detail | advertised-
routes | received-routes]]

OT06pasnTb MHPOPMaUMIO O HACTPOEHHbIX BGP-coceasx.

-ip_add —appec cocegHero BGP-cnukepa, no Kotopomy byaet

oTPpUNbTPOBaHA MHPOPMALUS;

- detail — oTo6pasnTb NoAPO6HYIO MHDOPMaLMIO;

- advertised-routes — 0T06pa3nTb TabANLY MapLIPYTOB, aHOH-

CMPOBaHHbIX coceay;

- received-routes — 0TO6pasunTb TabavLy NPUHUMAEMBbIX

MapLIPYTOB 10 NPUMEHEHUA K HUM BXOAALLEN NONUTUKU.
Ona oTobpakeHUs NPUHUMAEMbIX MapLUPYTOB C

V KANouom received-routes B KOHTEKCTE HAaCTPOIKM CO-

OTBETCTBYIOLLEro coceaa AONXHA 6biTb 3aaeicTBO-
BaHa KomaHpga soft-reconfiguration inbound.

show ip bgp peer-group
name

OT06pa3sunTb co3faHHble Peer-rpynnbl U UX HACTPOMKMK.
- name — 0T06pasnTb HaCTPOMKM rpPynrbl C MMEHEM hame.

show ip bgp peer-group
name neighbors

OTO6pPa3nTb COCTOALMX B peer-rpynmne coceaen.

5.30.5 Hacmpolika npomokKona IS-1S

IS-IS (Intermediate System to Intermediate System) — NPOTOKON ANHAMMUYECKON MapLLPYTU3aLIMK, OC-
HOBaHHbI Ha TEXHO/NIOTUWN OTCAEXKUBAHUA COCTOAHMA KaHana (link state technology) 1 ncnonb3ytowmin ans
HaXOXAEHWUA KpaTyanwero nyty anroputm Jenkcrpsbl. MpoTokon IS-IS npeacTtasnseT coboi NPOTOKON BHYT-
peHHero wo3a (IGP). Mpotokon IS-IS pacnpocTpaHAeT MHPOPMALIMIO O AOCTYMHbIX MapLIpyTax Meskay

MapLLPyTU3aTOPaMmn 04HON aBTOHOMHOM CUCTEMbI.

KomaHObI pexcuma 2a06ana6Hol KoOHguU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHoi KoHGUrypauum:
console (config) #

Tabnunua 310 — KomaHabl perkuma rnobanbHoM KoHGUrypaumm

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

3anyckaert IS-IS mapwpyTn3aTtop. Bxognt B pexmm KoHourypaumm
npotokona IS-IS.

router isis
-/ISIS mapwpyTusatop

OTK/IOYeH OcTaHaBnuBaeT IS-IS mapwpyTmsaTop. YaansaeT KoHourypauuto

npotokona IS-IS.

no router isis

KomaHObI pexcuma KoHgu2ypayuu npomokona IS-1S

Bupa 3anpoca KOMaHAHOM CTPOKU B pexnume KoHpurypaumm npoTtokona IS-IS:
console (router—-isis) #

Tabnnuya 311 — KomaHabl pexkmma KoHburypaumm npotokona IS-IS

3HayeHue/3Ha4yeHue

KomaHda 10 ymon4arHuro Aeilicmeue

address-family ipv4 unicast - MepexoauT B pexxum KoHdurypaumum Address-Family.

authentication key word 3agatb KAy ayTeHTMd)VIKaLI,VIVI B BMAe TeKkcta. Mcnonb3yetca

[level] word: (1..20) ana ayteHTudukaumm LSP, CSNP, PSNP PDU. laHHaa HacTpoiika
CMMBO/10B; WUrHOPUPYeTCA, ecv ANA ayTeHTUdUKaL MM yKasaHa key-chain.
level: (level-1, level- - word — Knto4 B TEKCTOBOM BUAE;
2)/level-1-2 - level — ypoBeHb IS-IS, s KOTOPOro NPUMEHMUTCA HacTPOMKa.

no authentication key Ypanaer ka4 ayTeHTUGUKaLUu.
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authentication key encrypted
encryptedword [level]

encryptedword:
(1..128) cumBonos;
level: (level-1, level-2)/

3afaeT KoY ayTeHTUGMKaLMM B 3alLndpoBaHHOM BUAE (Hanpu-
Mep, Naposib B 3aWnbpoBaHHOM BMAE, CKONUPOBAHHbIW C ApY-
roro ycrtpoictsa). Mcnonbsyetrca pna ayteHtudukaumm LSP,
CSNP, PSNP PDU. laHHas HacTpoiKa UrHopupyeTcs, ecan gns
ayTeHTUdMKaLMM yKa3aHa key-chain.

level-1-2 - encryptedword — knto4 B 3aWMdpoOBaHHOM BUAE;
- level — ypoBeHb IS-IS, A1 KOTOPOro NPUMEHUTCA HAaCTPOMKA.
no authentication key YAanaet Koy ayTeHTuduKaumm.
authentication key-chain 3a4aTb MMA CBA3KM KAoyel, KoTopas byaeT Mcnonb3osaTbCA
word [level] word: (1..32) Aana ayteHTudurkaumm LSP, CSNP, PSNP PDU.
CUMBONA; - word — UMs CBA3KU KNKOYEN;
level: (level-1, level-2)/ - level — ypoBeHb IS-IS, ana KOTOPOro NPUMEHUTCA HaCTPOMKa.
level-1-2 OTKNIOYAET PeXMM MCNONb30BAHMA CBA3KM KAlOYeWn ANA ayTeH-

no authentication key-chain

TUdUKauMK.

authentication mode {text |

level: (level-1, level-

BkntouyaeT ayTeHTUOMKaumto B IS-IS n onpeaenser ee Tun:

md5} [level] 2)/level-1-2; - text — ayTeHTUdMKALMA OTKPLITHIM TEKCTOM;
Mo ymonyaHuio - md5 — ayteHTUdUKauma MD5;
ayTeHTUPUKaLMA - level — ypoBeHb IS-IS, 4N KOTOPOro NPUMEHUTCA HACTPOIKa.
no authentication mode OTK/IOUEeHa. YcTaHaBAUBaeT 3HaYeHMe M0 YMONYAHMUIO.
hostname dynamic BkAounTb NoAAepXKy AnHamuyeckmnx hostname.
-/BKAOYEHO

no hostname dynamic BbIKNHOUNTL NOAAEPKKY AUHaMMYecKux hostname.
is-type {level-1 | level-2-only 3agaeT TMN maplupytusartopa B IS-IS pomeHe:
| level-1-2} - level-1 - Bce B3anmogencTsna ¢ Apyrumu mapLupyTMsatopamm

npoucxoaAat Ha 1 ypoBHe;

- level-2-only — Bce B3aumogencTeus c Apyrumu mapLipyTmsa-

-/level-1-2

no is-type

TOpaMu NPOUCXOAAT Ha 2 YPOBHE;
- level-1-2 — ycTpolicTBO NogaepKuBaeT B3aumoaencramsa o6o-
NX YPOBHEN.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

Isp-buff-size size

size (512-9000)/1500

YcTaHaBAMBAET MAKCMMAJIbHO BO3MOXKHbIM pasmep oTnpasise-
Mbix LSP 1 SNP. 3HaueHwue Isp buffer size He gonkHO npeBbiwaTh

6aT 3Ha4eHue pdu buffer size.
no Isp-buff-size YcTaHaBAMBAET 3HAYEHME MO YMONYAHUIO.
Isp-gen-interval second [level] 3a43ET MMHMMANbHBIN UHTEPBAN B MC, MEXAY reHepaumen oa-
second: (1- HOW 1 TOM ke LSP.
65535000)/30000 - second — 3HayeHMe MHTEpPBaNa B MUAIMCEKYHARAX, MO UcTeYe-
MUTUCERYHE; HuM KoToporo LSP moseT ObITb 33aHOBO CreHepupoBaHo;

no Isp-gen-interval

level: (level-1,
level-2)/level-1-2

- level — ypoBeHb ANA KOTOPOrO NPUMEHUM AaHHbIV UHTEPBa.
Ecnv He yKa3blBaTb, MHTEPBaN NPUMEHUTCA K 060UM YPOBHAM.

YcTaHaBAMBaeT 3HAYeHMe no YMOANYaHULO.

Isp-refresh-interval second

no Isp-refresh-interval

second: (1-65235)/
900 ceKyHp,

3a42E€T MaKCMMabHbI UHTEPBAN B CEKYHAAX, MeXay reHepa-
umen LSP.

- second — 3HayYeHWe MHTepBana B CEKYHAAX, NO UCTEYEHUM KO-
Toporo LSP 6yaeT 3aHOBO CreHepMpoBaHo.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

max-Isp-lifetime second

no max-Isp-lifetime

second: (350-65535)/
1200 cekyHp,

3apaet Bpems XusHu LSP. 3HaueHMe A0XKHO bbiTb X0TA 6bl Ha
300 cekyHa 6onblue, yem Isp-refresh-interval.
- second — 3Ha4YeHUe B CEKyHAaX.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

metric-style style [level]

no metric-style

style: (narrow, wide,
both)/both

level: (level-1, level-
2)/level-1-2

3a4aeT UCNo/b3yeMblil CTUAb METPUKK.

-narrow — NoAAEPKMBaTb TONbKO CTaHAAPTHYIO (Y3Kylo) meT-
puKy;

-wide — NnopaepKMBaTb TONbKO PacLUMPEHHYIO METPUKY;

-both — noapep*kmMBaTb 06a CTUIA METPUKY;

- level — ypoBeHb, ANA KOTOPOro NPUMEHMM YKasaHHbIN CTUAb
MeTprKK. Ecnn He yKasbiBaTb, METPMKA NPUMEHUTCA K o6oum
YPOBHAM.

YcTaHaBAMBaeT 3HaYeHue no YMOANYaHUIO.

net XX XXXXXXXX.XX

YcTaHaBAnBaeT Tak HasbiBaemblt NET (Network Entity Title) aa-
pec — YHUKaNbHbIA MAEHTUPUKATOP MapLLpyTM3aTopa B npeae-
nax IS-1S pomeHa. Mpwu 3anucn NET ncnonbsyertca WwecTHaauaTm-
PUYHAA CUCTEMA CUUCIEHUSA.
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no net YpanaeT naeHTMdMKaTop MappyTmsaTopa.
shutdown OTkntouaert npouecc ISIS.
-/BKAOYEHO
no shutdown Bknatouaet npouecc ISIS.
spf interval maximum-wait YcTaHaBAMBAET UHTEPBAN MeXAy ABYMA NociefoBaTe/IbHbIMU
second second: (O- nepecyetamu anropmtma SPF B mmnnmcekyHaax.
no spf interval maximum- 4294967295)/5000 YcTaHaBAMBaeT 3HaYeHMe MO0 YMONYAHUIO.
wait
spf threshold restart-limit YcTaHaBAMBAET CKO/bKO pa3 anroputm SPF moKeT 6biTb npe-
number number: (1- pBaH obHoBNeHnem LSDB.
4294967295)/10
no spf threshold restart-limit YcTaHaBAMBaeT 3HaYeHUe Mo YMOAYAHUIO.
spf threshold updates-restart 3apaeT KonnyecTBo o6HOBNEHMI LSDB, Npy KOTOPbIX anroputm
number number: (1- SPF ocTaHaBAMBaeTCA M NepesanycKaeTcs.
4294967295)/
no spf threshold updates-re- 4294967295 YcTaHaBAMBaET 3HaYeHMeE MO YMONYAHMUIO.
start
spf threshold updates-start Konunuectso o6HoBneHuit LSDB, Heobxogmmoe ans HemeasieH-
number number: (1- Horo 3anycka anaroputma SPF (spf interval maximum-wait npu
4294967295)/ 3TOM UrHopupyertcs).
no spf threshold updates- 4294967295 YcTaHaBAMBaeT 3HaYeHMe Mo YMONYAHMUIO.

start

KomaHObI pexcuma KoHgu2ypayuu Address-Family

Bupg, 3anpoca KOMaHAHOM CTPOKM B pexkume KoHdurypaummn Address-Family:

console (router—-isis-af) #

Tabanuya 312 — KomaHab! perknma KoHourypaumm Address-Family

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

redistribute connected
[level level] [metric-type
type] [metric metric] [fil-
ter-list name]

no redistribute connected
[level level] [metric-type
type] [metric metric] [fil-
ter-list name]

level: (level-1, level-2);

type: (internal, exter-
nal);

metric: (1-16777215);

name: (1-32) cumBona

PaspewaeT umnopT connected mapLpyToBs:

- level — ypoBeHb IS-IS, B KOTOpbIV ByAeT BbINONHATLCS Nepe-
pacnpezeneHne MapLupyTos;

- type — YyCTaHOBWUTb UMMOPTUPYEMbBIM MapLUPyTam TUMN MeT-
PUIKK;

- metric — 3HaYeHME METPUKM AN UMNOPTUPYEMbIX MapLIPY-
TOB;

- name — nms cTaHgapTHoro IP ACL, KoTopblit 6yaeTt ucnonb-
30BaH 414 GUAbTPALUN UMNOPTUPYEMbIX MapLIPYTOB.

Ecnv rnobanbHO BKAKOYEH CTaHAAPTHbIN (Narrow) cTuab meT-
PUKKM, BCE 3HAYEHUs METPUKKM bonblie 63 ByayT yKasaHbl B
TLV Kak 63.

be3 napameTpoB 3anpeLLiaeT MMNopT connected mapLupyToB
B IS-IS. B cnyyae yKasaHWsA napameTpa BO3BPALLAEeT ero ge-
dbonTHOE 3HaYeHue.

redistribute static [level
level] [metric-type type]
[metric metric] [filter-list
name]

level: (level-1, level-2);

type: (internal, exter-
nal);

metric: (1-16777215);

name: (1-32) cumBona

PaspelsaetT UMNopT cTaTMYeCcKMX MapLipyTos B IS-IS.

- level — ypoBeHb IS-IS, B KOTOpbIN ByaeT BbINONHATLCA Nepe-
pacnpezeneHne MapLupyTos;

- type — yCTaHOBUTb MMMOPTUPYEMbIM MapLIPyTam TUM MeT-
pVIKY;

- metric — 3HaYeHNe MEeTPUKKN A7 UMMNOPTUPYEMBIX MAPLLPY-
TOB;

- name — uma cTaHgapTHoro IP ACL, KoTopblit 6yaeT ucnonb-
30BaH AnA GUNLTPALUM MMMNOPTUPYEMBIX MAPLLPYTOB.

Ecnu rnobanbHo BKIOYEH CTaHAAPTHBIN (narrow) cTuib meT-
PUKK, BCE 3HAYEHUA METPUKM bonblie 63 ByayT yKasaHbl B
TLV Kak 63.
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no redistribute static [level
level] [metric-type type]
[metric metric] [filter-list
name]

be3 napameTpoB 3anpeLiaeT MMNOPT CTAaTUMECKUX MapLUpy-
ToB B IS-IS. B cnyyae yKasaHua napameTpa BO3BpalLaeT ero
AedonTHoe 3HayeHue.

redistribute rip [level /evel]
[metric-type type] [metric
metric] [filter-list name]

no redistribute rip [level
level] [metric-type type]

[metric metric] [filter-list
name]

level: (level-1, level-2);

type: (internal, exter-
nal);

metric: (1-16777215);

name: (1-32) cumBona

Paspewaet umnopt mapwpyTtos u3 RIP B IS-IS.

- level — ypoBeHb IS-IS, B KOTOpbIV ByAeT BbIMONHATLCA Nepe-
pacnpezeneHne MapLupyTos;

- type — YyCTaHOBWUTb MMMOPTUPYEMbBIM MapLUPyTam TUMN MeT-
PVIKK;

- metric — 3HaYeHMEe METPUKUN A7 UMMNOPTUPYEMBIX MApPLLPY-
TOB;

- name — uma cTaHgapTHoro IP ACL, KoTopbiit 6yaeT ucnonb-
30BaH 1A GUAbTPALUKN UMNOPTUPYEMbIX MapLIPYTOB.

Ecnu rnobanbHO BKAKOYEH CTaHAAPTHLIM (Narrow) cTuab mMeT-
PWKW, BCE 3HAYEHUA MeTPUKM bonblie 63 ByayT yKasaHbl B
TLV Kak 63.

be3 napameTpos 3anpewaet umnopT mapwpyTtos u3 RIP B IS-
IS. B cnyyae yKasaHWs napameTpa Bo3BpallaeT ero aedont-
HOe 3HayeHue.

redistribute bgp [level
level] [metric-type type]
[metric metric] [filter-list
name]

no redistribute bgp [level
level] [metric-type type]
[metric metric] [filter-list
name]

level: (level-1, level-2);

type: (internal, exter-
nal);

metric: (1-16777215);

name: (1-32) cumBona

Paspewaet umnopT mapwpytos n3 BGP B IS-IS.

- level — ypoBeHb IS-IS, B KOTOpbI ByaeT BbINONHATLCA Nepe-
pacnpezeneHne MapLupyTos;

- type — yCTaHOBWUTb MMMNOPTUPYEMbIM MapLLpyTam TUN MeT-
pUKM;

- metric — 3HaYeHME METPUKM AN UMNOPTUPYEMbIX MapLIPY-
TOB;

- name — umsa cTaHgapTHoro IP ACL, KoTopblit 6yaeTt ucnonb-
30BaH 414 GUAbTPALUM UMNOPTUPYEMbIX MapLIPYTOB.

Ecnu rnobanbHO BKAKOYEH CTaHAAPTHbIN (Narrow) cTuab meT-
PWUKM, BCE 3HAYEHUs METPUKM bonblie 63 ByayT yKasaHbl B
TLV Kak 63.

be3 napameTpos 3anpeliaeT UMNOpPT MapLpyTos 13 BGP B IS-
IS. B cnyyae yKkasaHMA napameTpa Bo3BpallaeT ero aedont-
HOe 3HayeHue.

redistribute ospf [id] [level
level] [metric-type type]
[match match] [metric
metric] [filter-list name]

no redistribute ospf [id]
[level level] [metric-type
type] [match match]
[metric metric] [filter-list
name]

Id: (1-65536)
level: (level-1, level-2);
type: (internal,
external);
match:(internal,
external-1, external-2);
metric: (1-16777215);
name: (1-32) cumBona

Paspelwwaet umnopt mapwpytos ns OSPF B IS-IS.

- id —naeHTMduKaTop npouecca OSPF;

- level — ypoBeHb IS-IS, B KOTOpbI ByaeT BbINONAHATLCA Nepe-
pacnpezeneHne mMapLupyTos;

- type — yCTaHOBUTb UMMOPTUPYEMBIM MApLLPYTam TUMN MET-
PUIKK;

- match — Tun mapwpyTta OSPF, noanexalmii uMnopTy.

- metric — 3HaYeHMEe METPUKMN A7 UMMNOPTUPYEMbIX MApPLLPY-
TOB;

- name — ums cTaHgapTHoro IP ACL, KoTopblit bygeTt ucnonb-
30BaH 414 GUAbTPALUKN UMNOPTUPYEMbIX MapLIPYTOB.

Ecnv rnobanbHo BKAKOYEH CTaHAAPTHBIN (Narrow) cTuab meT-
PWKW, BCE 3HAYEHUA MeTPUKKM bonblie 63 ByayT yKasaHbl B
TLV Kak 63.

be3 napameTtpos 3anpewaet umnopt mapwpyTtos u3 OSPF B
IS-IS. B cnyyae yka3aHua napameTpa Bo3BpaLlaet ero aedonT-
Hoe 3HauyeHue.

KomaHObI pexcuma KoHgu2ypauyuu uHmepaelica Ethernet, VLAN:

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #
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Tabnunua 313 — KomaHabl pexkuma KoHourypaumm nHtepdeiica Ethernet, VLAN

KomaHda

3HayeHue/3Ha4yeHue
Mo ymoa4YaHuro

Aeilicmeue

ip router isis

no ip router isis

-/BbIK/IIOYEHO

BkntoyaeT npoToKon mapupytmsaumm IS-IS Ha Tekywem uHTep-

delice.

BbIkntoyaeT NPOTOKON MappyTusaumm IS-IS Ha TeKkywem WHTep-

deiice.

isis authentication key word
[level]

no isis authentication key

word: (1..20) cumsonos;
level: (level-1, level-2)/
level-1-2

3a4aTb KoY ayTEHTUOUKaUUKM B BMAE TeKcTa. McnonbsytoTea ans
ayTeHTUOMKauum HELLO PDU. [JaHHas HacTpoliKka UrHopupyeTtcs,

ec/i1 AnA ayTeHTUdUKaumm ykasaH key-chain.
- word — KNtoY B TEKCTOBOM BUAE;
- level — ypoBeHb IS-IS.

Ypanaet ka4 ayTeHTUOUKaumn.

isis authentication key en-
crypted encryptedword [level]

no isis authentication key

encryptedword: (1..128)
CMMBO/I0B;
level: (level-1, level-2)/
level-1-2

3apaeT KAtoYy ayTeHTUdMKaLMM B 3alimMbpoBaHHOM BMAe (Hanpu-
mep, Napo/ib B 3aWMPPOBAHHOM BUAE, CKOMMPOBAHHbIN C ApY-
roro ycrpoicrea). Mcnonbaytotca gns ayteHTMdumKauymm HELLO
PDU. [laHHas HacTpoliKa UTHOPUPYETCA, ecAn ANA ayTeHTUPUKaA-
uuu ykasaH key-chain.

- encryptedword — kntoy B 3aWwWndpoBaHHOM BUAE;

- level — ypoBeHb IS-IS.

YpanaeT ka4 ayTeHTUOUKaLumMn.

isis authentication key-chain
word [level]

no isis authentication key-
chain

word: (1..32) cumsona;
level: (level-1, level-2)/
level-1-2

3apaTb MMA CBA3KWM KAtoyen, KoTopas byaeT Mcnosb3oBaTbeA
ona ayteHTudumkaumm HELLO PDU.

- word — MA CBA3KM K/toYel;

- level — ypoBeHb IS-IS.

OTKAKOYAET PEXMM MCNONb30BaHUA CBA3KM KlOYel AN ayTeH-
TMdUKaLmK.

isis authentication mode {text
| md5} [level]

level: (level-1, level-

BKkntoyaeT ayteHTMdMKaumio B HELLO PDU Ha Tekywiem uHTep-
delice n onpepenset ee TMn:

2)/level-1-2;
- text — ayTeHTUPMKaLMA OTKPbITbIM TEKCTOM;
Mo ymonuyaxuio
- md5 — ayteHTUdMKauma MD5;
ayTeHTUdUKaumA
- level — ypoBeHb IS-IS.
— — OTK/IloYeHa
no isis authentication mode YcTaHaBAMBAET 3HAYEHUE MO YMOAYAHUIO.
isis circuit-type {level-1 | level- YKa3blBaeT, coceaCTBa KaKoro YPOBHA MOXHO GopMMpPOoBaTh Ha
2-only | level-1-2} -/level-1-2 JaHHOM MHTepodelice.

no isis circuit-type

YcTaHaBAMBaEeT 3HAYEHNE MO YMONYAHUIO.

isis metric metric [level]

no isis metric

metric: (1-16777215)/10;
level: (level-1, level-2)/
level-1-2

YcTaHaBAMBaeT METPUKY A/1A faHHOTo UHTepdelica.

- metric — 3Ha4YeHWe MeTPUKK. Ecm rnobanbHO BKAKOYEH CTaH-
OAPTHbIA (Narrow) CTUAb METPUKWU, BCE 3HAYEHUA METPUKM
6onble 63 6yayT yKasaHbl B TLV KaK 63;

- level — ypoBeHb IS-IS, ans KoToporo 6yaeT NpUMeHATbLCA MeT-
puKa.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

isis passive-interface

no isis passive-interface

-/NaccuBHbIN peXxnum
OTK/IIOYEH

MNepeBoanT MHTepdENC B MACCUBHLIN PeXMM. B aTom perkmume
nHTepdelic He oTnpaBaseT 1 He npuHUmaeT HELLO PDU.

YcTaHaBAMBaeT 3HaYeHWe No YMOAYAHUIO.

isis network point-to-point

no isis network point-to-point

-/broadcast

YcTaHaBauBaeT TMN nHTepdeiica point-to-point.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

isis hello-padding value

no isis hello-padding

value: (disable, enable,
adaptive)/enable

YcTaHaBAMBaeT pexxum paboTbl naganHra hello-coobuieHuii.
- disable — oTKNOYMTL NAAAMHT BO Bcex coobuleHusx hello;

- enable — BKNOUNTb NagAnHT BO Bcex coobuieHuax hello;

- adaptive — BKAOYUTb NAAAWHT A0 YCTAHOBEHUA COCEACTBa.

YcTaHaBAUBaeT 3HaYeHue no YMO4YaHUIO.

isis pdu-buff-size size

no isis pdu-buff-size

size (512-9000)/
1500 6ant

YcTaHaBAMBaeT MakcMManbHbl pasmep PDU, oTnpaBnsembix u
nosyyaemblx Ha 3TOM MUHTepdeiice. 3HayeHne pdu-buff-size
OOJ/IKHO bbITb 60bLIE 3HaYeHus isp-buff-size.

YcTaHaBAMBaeT 3HaYeHWe No YMOJYAHUIO.

isis bfd

no isis bfd

-/BbIK/IOYEHO

BkntouaeT npotokon BFD Ha uHTepdelice gas coceneli no npo-
TOoKoAy IS-IS.

BbikntouaeT npoTokon BFD Ha nHTepdeiice ana cocepeti no npo-
TOKoAYy IS-IS.
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KomaHObI pexcuma KoHgu2ypauuu uHmepagelica Loopback

BuAa 3anpoca KOMaHAHOWN CTPOKM:

console (config-if) #

Tabnunua 314 — KomaHabl pexkuma KoHourypaumm nHtepdelica Loopback

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmesue

ip router isis

no ip router isis

-/BbIKNOYEHO

BKAOUMTL NPOTOKOA MaplpyTusaumm IS-IS Ha Tekywem nHTep-
delice.

BbIKNHOYMTb NPOTOKOAN MapLUpyTU3aumm IS-1S Ha TeKyLem nHTep-
deiice.

isis circuit-type {level-1 | level-
2-only |level-1-2}

no isis circuit-type

-/level-1-2

YKa3aTb, COCEACTBA KAKOrO YPOBHA MOXHO GpOpMMPOBaTb Ha
AaHHOM nHTepdeiice.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

isis metric metric [level]

no isis metric

metric: (1-16777215)/10;
level: (level-1, level-2)/
level-1-2

YCTaHOBUTb METPUKY A/1A AaHHOTO UHTepdeiica.

- metric — 3Ha4eHWe MeTpuKK. Ecnm rnobanbHO BKAKOYEH CTaH-
JapTHbIV (narrow) CTUAb METPUKM, BCE 3HAYEHUS METPUKMU
6onble 63 6yayT yKasaHbl B TLV KaK 63;

- level — ypoBeHb IS-IS, gns KoToporo 6yaer NpMMeHATbLCA MeT-
puKa.

YCTaHOBWTb 3HaYeHMe N0 YMONYAHWIO.

isis passive-interface

no isis passive-interface

-/NaccuBHbINA peskum
OTK/OUEH

MNepeBecTn MHTepdENC B NAaCCUBHbBIA pexum. B sTom pexume
nHTepdelic He oTnpasaseT 1 He npuHumaeT HELLO PDU.

YCTaHOBUTb 3HAYEHMe No YMOI4aHUIO.

KomaHOwbi pexcuma Privileged EXEC

BuAa 3anpoca KOMaHAHOM CTPOKM UMEET BUL,:

console#

Tabnunua 315 — KomaHabl perkmuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show isis database [level]

level: (level-1, level-2)

OT06pa3unTb 6asy AaHHbIX TONoAOrMM NpoToKona IS-IS.
- level — yKa3biBaeT ypoBeHb NpoToKoa IS-IS, 6a3y AaHHbIX KOTO-
poro HeobxoaMmo oTo6pasunTh.

show isis hostname

OT06pa3nTb U3BECTHbIE COOTBETCTBUA SystemID n Hostname.

show isis interfaces
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback /oopback| vlan
vlan_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..48); loopback:
(1-64); vlan-id: (1-4094)

OT06pa3unTb MHPopMmaumto 06 MHTepdelicax, yyacTyrowmx B IS-IS.

show isis neighbors [detail]
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group
| loopback loopback | vlan
vlan_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..48); loopback:
(1-64); vlan-id: (1-4094)

0OT06pasnTb MHOPMaLMIO O CoceasX.
- detail — ucnonb3oBaHWe faHHOrO NapameTpa No3BonseT oTobpa-
3UTb AeTasbHy MHGOPMaLMIO O coceanXx.

clear isis

C6pocuTb BCe COCEACTBA M OYUCTUTL TabanLy maplipyTusaumm IS-IS.
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5.30.6 Hacmpoiika Route-Map

MpumeHeHWe route-map No3BoAAET USMEHATb aTPMOYTbl Yy aHOHCUPYEMBIX M MPUHUMAEMbIX MapLL-
pyToB BGP, a Tak)Xe nameHAaTb next-hop ana mapwpytnsnpyemoro Tpadmka.

KomaHObI pexcuma 2a06an6HolU KOHgu2ypayuu

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexume rnobanbHon KoHduUrypaumm:
console (config) #

Tabnunua 316 — KomaHabl pexkmma rnobanbHol KoHurypaumm

3HavyeHue/3Ha4yeHue .
KomaHoa / Aeiicmeue
Mo ymMoa4YaHuro
system router resources
L BbloennTb pecypcbl MapLupyTUsauumn ana usmeHeHunsa next-hop y
policy-ip-routes [number of .
. number of IPv4 policy TPaH3UTHOrO MapLUpPYTU3NPYEMOro TpadmKa.
IPv4 policy routes]
o routes: (0..32)/0; KomaHaa npvmeHaeTca nocsie nepesarpyskiu.
policy-ipv6-routes g o
. number of IPv6 policy B TeKkyweit Bepcun NO nopaepkaHa pabora TonbKo
[number of IPv6 policy V X
routes: (0..32)/0 IPv4 policy routes.
routes]
no system router resources YCTaHOBWTb 3HaYEHME NO YMOIYAHUIO.
route-map name Co3gaTb 3anumcb route-map.
[section_id ] [ permit | MNepeBoANT KOMaHAHYIO CTPOKY B PEXKUM KOHOUTYPUPOBaHUA
deny] route-map.
- name — Ha3BaHue route-map;
- section_id — Homep 3anucu B 3TOl route-map;
name: (0..32) cumsona; - permit — NPUMEHNTb set KoMaHabl K MapLIpyTam;
section_id: - deny — 0T6POCUTL MapLLPYTI.
(1..4294967295) MaKcuManbHOe KoAu4ecTBo route-map = 32
V (Bknouan cekummn ogHoro route-map).
no route-map name Ypanutb route-map.
[section_id ] [ permit | - name — Ha3BaHuWe route-map;
deny ] - section_id — ypanaeT 3anucb ¢ Homepom section_id.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelicos Ethernet, VLAN, uHmepagelica 2pynnbl nopmos

Bua 3anpoca KOMaHAHOW CTPOKM B pexume KoHdurypaumm uHTepdencos Ethernet, VLAN,
nHTepdelica rpynnbl NOPTOB:

console (config-if) #

Tabnnua 317 — KomaHgp! pexmma KoHourypaumm nntepdeliica Ethernet, VLAN, nHtepdeiica rpynnbl nop-
TOB

3Ha4yeHue/3HayeHue
no ymon4aHuro

KomaHoa Aeiicmeue

MpmeHUTb route-map ¢ UMeHeM hame ANA 33[aHHOro UHTep-

ip policy route-map name name: (0..32) cumBona beiica.

no system router resources Ypanutb route-map c uHtepdeiica..

KomaHObI pexxuma KoHgu2ypayuu cekyuu route-map

Bug, 3anpoca KOMaHAHOW CTPOKM B peXume KoHdUrypaLumm cekumm route-map:

console (config-route-map) #
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Tabnuua 318 — KomaHap! pexkuma KOHbUrypauum cekumm route-map

KomaHda

3HayeHue/3Ha4yeHue
no yMmoA4aHuo

Aeiicmeue

continue section_id [and]

no continue

section_id:
(1..4294967295).

3afaTb HOMep C/edylolwei cekummn route-map, Kotopas 6y-
OeT NPUMEHEHA K MapLUpyTam, noc/e NPUMEHEHMUA TEKYLLEN.
- section_id — Homep 3anucK B 3Tol route-map;
- and — ykasbiBaeT, YyTo match ycTaHOBKM B 3TOM route-map
OOJ/IXKHbI BbITb NIornyeckn obbeamHerbl (AND) ¢ match ycra-
HOBKamu B route-map, 0603Ha4yeHHbIX MapaMeTpom
section_id.
CospaHue uenoyek route-map (6e3 napamertpa and)
V BO3MOXHO, €C/IM TUN route-map BbICTaBNeH B
permit.
Ecnn npu co3pgaHuM LENoYKU NpUMeHseTca napa-
V meTp and, To Bce set YCTaHOBKM AO0/IXKHbI HaxXo-
AUTbCA B NOCNeAHel CeKLUUU 3TOW LLeNOUKH.

CbpocuTb YCTaHOBKY.

match ip [address | next-
hop | route-source ] pre-
fix-list name

no match ip [ address |
next-hop | route-source ]
prefix-list name

name: (0..32) cumBona

3apatb cootBeTcTBUe prefix-list u agpeca mapwpyTa.

- address — cooTtBeTcTBMe prefix-list u ip-agpeca mapwpyTa;

- next-hop — cootsetctBue prefix-list n next-hop ip-agpeca

MapLwpyTa;

- route-source — cootsetcteue prefix-list n ip-agpeca mcrou-

HWKa MapLupyTa;

- name — Ha3BaHue route-map;
YT06bl He OTO6pacbiBaINCb OCTa/ibHble MApLIPYTbI,

V He yKasaHHble B prefix-list, Heo6xoaumo co3partb

nycToii route-map U NPUBA3aTb €ro K TeKywemy ye-
pes continue.

C6pocuTb COOTBETCTBME.

match local-preference
value

no match local-preference

value: (1..4294967295).

3apaTb COOTBETCTBME MApLUpPYTa C aTpubyTom local-
preference.

C6pocuTb COOTBETCTBME.

match metric value

no match metric

value: (1..4294967295).

3afaTb COOTBETCTBME MapLUpyTa ¢ aTpubyTom metric.

C6pocuTb COOTBETCTBME.

match origin [igp |egp |
incomplete]

no match origin

3a4aTb COOTBETCTBME MAPLLPYTA C aTpMBYTOM origin.

- igp — mapwpyT 6bin NONYYEH M3 NPOTOKONA BHYTPEHHEN
MapLpyTn3aumm (Hanpumep, KomaHgoi network);

- egp — MapLpyT 6bin BblyyeH No npoTokony EGP;

- incomplete — mapwpyT 6b1N Bbly4EH KAKMM-TO MHBIM 0b6pa-
30M (Hanpumep, KomaHgoi redistribute).

C6pocuTb cooTBETCTBME.

match {community |
extcommunity} name
[exact-match]

no match {community |
extcommunity}

3a4aTb COOTBETCTBME, NPU KOTOPOM community U3 cnucka c
MMeHeM name [OMXHbl cogepaTbca B community mapLu-
pyTa.

exact-match — Tpebyert TouHOro cosnageHua Bcex commu-
nity U3 cnncka c community mapLpyTa.

C6pocuTb cooTBETCTBUE.

match as-number reg_exp

no match as-number

reg_exp: (1..127) cumBona

3afaTb COOTBETCTBME MYTM MapLUpyTa U PerynsapHoro sblpa-
KeHus reg_exp.

C6pocuTb COOTBETCTBME.

match as-path-filter name

no match as-path-filter

reg_exp: (1..127) cumBona

3aaTb COOTBETCTBME NYTU MapLUpyTa U PErynspHoro Bbipa-
KeHus as-path U3 cnucka c umeHem name.

C6pocuTb cooTBETCTBUE.

set community {add |
replace | remove}
{graceful-shutdown |
internet | local-as |
no-advertise | no-export |
number}

number: ASN2:NN

add — ,06aBUTb K MapLIpyTy community;

replace — yganuTtb Bce community 13 maplpyTa 1 406aBuTb
YKa3aHHoe;

remove — y4anuTb U3 MapLUpyTa yKa3aHHOe community.
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no set community

CbpocuTb aeiicteme set community.

set community-list { add |
remove } name

no set community-list {
add | remove }

name: (1..32) cumBona

add — f,06aBMTb K MapLpyTy community;
remove — yAanuTb U3 MapLlupyTa BCe community, cogepa-
wpeca B CNUCKe C UMeHeM hame.

CbpocuTtb gevicteme set community-list.

set community-list remove
all

no set community-list
remove all

Yoanutb 13 mappyta Bce community.

CbpocuTb aencTene, yaansaowee 13 MmapwpyTta Bce commu-
nity.

set extcommunity {add |
replace | remove}
sub-type {rt | soo} number

number: (ASN2:NN,
ASN4:NN, IPV4:NN)

add — 106aBUTb K MapLIPYTy pacliMpeHHoe community;
replace — yaanuTb Bce paclumMpeHHble community U3 mapiu-
pyTa u f06aBUTL YKasaHHoe;

remove — ya/uTb U3 MapLUpyTa YKa3aHHOe community.

set extcommunity {add |
replace | remove}
sub-type color value

value: (0..4294967295)

add — 0,06aBUTb K MapLUPYTy pacluMpeHHoe community;
replace — yaanuTb Bce pacluMpeHHble community U3 mapuu-
pyTa u fo06aBUTb YKa3aHHOE;

remove — yanuTb U3 MapLUpyTa yKa3zaHHOe community.

set extcommunity {add |
replace | remove} word

word: (1..127)

add — o06aBUTb K MapLUpPYTy pacluMpeHHoe community;
replace — yaanuTb Bce pacliMpeHHble community U3 mapLu-
pyTa u fo06aBUTb YKa3aHHOE;

remove — yanuTb U3 MapLipyTa yKasaHHoe (Miun Bce nonaga-
owme nog, perynapHoe BbipaxkeHue) community. Ans AaHHOM
onepaLmm MOXKHO UCMONb30BaTb B KauecTse NapameTpa word
perynspHoe BblparKeHUE;

word: —uma community 8 HEX-popmare.

no set extcommunity

CbpocuTb geicreume set extcommunity.

set extcommunity-list
{add | remove} name

no set extcommunity-list
{add | remove}

name: (1..32) cumBona

add — £06aBUTb K MapLIPYTy BCE pacluMpeHHble community
M3 CNKUCKa C UMEeHeM hame;

remove — y4aAuTb U3 MapLlupyTa BCe paclIMpPeHHble commu-
nity, coaep»almecs B CIUCKE C UMeHeM name.

CbpocuTtb gericteme set extcommunity add nam remove.

set as-path path-limit
value

no set as-path path-limit

value: (0-255)

[o6asutb K mapwpyTy atpubyTt AS_PATHLIMIT.

Hynesoe 3HayeHWe orpaHMYMBaEeT aHOHCUPOBAHUE NOKAIbHO
CreHepMpoBaHHbIX MapLUPYTOB, TO/AbKO mexay iBGP coce-
Aamu (He 6yayT BuAaHbI ana eBGP).

3HayeHue 6onbwe O o3HayvaeT, yto ecnm AS_PATH atpumbyt
nmeet bonblwe AS-Homepos, yem 3HaveHue AS_PATHLIMIT,
TO HY)XHO ero oTépocuTb Npu Bbixoae B eBGP.

C6pocuTb path-limit.

set as-path prepend

as_number: (1-

[ob6asuTb K aTpnbyTy AS-Path BBeaeHHble AS Homepa.

as_number
4294967295)
no set as-path prepend C6bpocutb gobasneHue Kk AS-Path.
set as-path prepend local- [06aBuTb K aTpnbyTy AS-Path value Homepos Local AS (Ha BblI-
as value xog, eBGP-coceany).
value: (0-10) A AY)

no set as-path prepend lo-
cal-as

Cbpocutb fobasneHue K AS-Path.

set as-path remove
as_number

no set as-path remove

as_number: (0..127) cum-
Bosa

Yaanutb 13 atpnbyTa AS-Path ykasaHHyio AS.

C6pocuTb yaaneHue.

set ip next-hop ip_address

no set ip next-hop

YcTaHoBUTb next-hop aTpnbyT mapupyTa.
- ip_address — IP-agpec next-hop.

CbpocuTb ycTaHOBKY aTpmnbyTa next-hop.

set local-preference value

no set local-preference

value: (1-4294967295)

YcTaHOBUTL 3HaYeHue aTpubyTa local-preference.

CbpocuTtb ycTaHOBKY aTpmbyTa local-preference.

set metric value

no set metric

value: (1-4294967295)

YCcTaHOBUTb 3HaYeHWe aTpubyTa metric.

CHpocuTb yCTaHOBKY aTpubyTa metric.

set next-hop-peer

no set next-hop-peer

ATpUBYT He ycTaHOoB/EH

YcTaHoBUTb 3HaYeHWe aTpubyTa next-hop, Kak agpec coceaa.

CbpocuTb ycTaHOBKY aTpmbyTa.
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set origin [igp |egp | in- YCTaHOBUTb 3HaYeHue aTpmubyTa origin.

complete] - igp — mapuwpyT 6bin NOAyYeH M3 NPOTOKONA BHYTPEHHEN
MapLUpyTU3auum (Hanpumep, KomaHgol network);

- - egp — mapuwpyT 6bin Bbly4eH no npoTokony EGP;

- incomplete — mapLpyT 6b1/1 Bbly4eH KaKUM-TO UHbIM 0b6pasom
(Hanpumep, komaHaow redistribute).

no set origin CHbpocuTb ycTaHOBKY aTpubyTa origin.

set weight value YCTaHOBUTb 3HayeHne aTpnbyTa weight.
- value: (1-4294967295) -

no set weight CHbpocuTb ycTaHOBKY aTpubyTa weight.

KomaHObl pexcuma Privileged EXEC

Bce KomaHAapl AOCTynHbl ANA NPpUBUNETMPOBAHHOIO NOJ/1b30BAaTENA.

BuAa 3anpoca KomaHAHON CTPOKKM pexnma Privileged EXEC:
console#

Tabnunua 319 — KomaHabl perkmuma Privileged EXEC

3HaveHue/3HavyeHue ”
KomaHoa / Aelicmeue
110 yMoA4aHuio

show route-map [name] MpocMoTp MHPOPMaLMM O CO3AaHHBIX route-map.

name: (0..32) cumBona
- name — uma route-map.

5.30.7 Hacmpolika Prefix-List

Prefix-nnuctbl no3sonaoT puabTpoBaTh NPUHUMaEMbIE U AHOHCUMPYEMbIE MapLIPYTbl NPOTOKO/OB AWHa-
MWYECKOM MapLUpyTM3aLUN.

KomaHObI pexcuma 2a06ana6Hol KoOHguU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B pexxume rnobanbHoi KoHOUrypauum:
console (config) #

Tabnunua 320 — KomaHabl perkuma rnobanbHOM KoOHGUrypaumm

3Ha4yeHue/3HayeHue

KomaHoa Aelicmeue
no ymon4aHuro
ip prefix-list list-name [seq Coszpatb Prefix-list.
seq_value] [description - list-name — vuma cosgasaemoro prefix-nucra;
text] {deny | permit} - seq_value — Homep 3anuncu B cNmncke NpeduKCos;
ip_address [mask] [ge - text — on“caHue cnucka npedpuKcos;
ge_value] [le le_value] - deny — 3anpewatouiee gencteme 414 MapLupyTa;

list-name: (1..32);
seq_value: (1..
4294967294);

text: (0..80) cumBona;

ge_value: (1..32);

le_value: (1..32)

- permit — paspeLuatolee 4eACTBME ANA MAPLWPYTa;
- ge_value — cooTsetcTBue gavHe npeduKca, paBHON WK
6onbluei, Y4em HacTpoeHHas g/InHa npeduKca;
- le_value — cooTtBeTcTBME AAnHe npedurKca, KOTopan pasBHa
WA MeHblUe HacTPOEHHOM AnHbI NpeduKca.
EC/M He HaLNOCb HY OAHOrO COOTBETCTBUA, TO ByaeT
V npumeHeHa HeABHaA NO/AIMTUKa No ymonyaHuio deny
any.

no ip prefix-list list-name Yaanutb co3ganHbin Prefix-List.
[seq seq_value]
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KomaHOwbi pexcuma Privileged EXEC

Bce komaHabl OOCTYyNnHbI ANA NPUBUNETNMPOBAHHOIO NOJ1b30BaTeNA.

BuAa 3anpoca KomaHAHON CTPOKKM pexnma Privileged EXEC:

console#

Tabnunua 321 — KomaHab! perkuma Privileged EXEC

3HayeHue/3Ha4yeHue
no ymon4yaHuro

KomaHoa

Aelicmeue

show ip prefix-list [name]

name: (0..32) cumBona

MpocmoTp nHdopmaumm o co3gaHHbix prefix-list.
- name — uma prefix-list.

5.30.8 Hacmpolika ceasku Knroueli

CBA3Ka KAtovel nos3sonaeT co34aTb Ha6op

naponen (Knwouen) c nocnegyowen BO3MOMKHOCTbIO

HaCTpOﬁKM BpeEMEHU AEVICTBMH Ka*xX40ro naponAa. Co3spaHHble naposin MOryT MCNo1b30BaTbCA NPOTOKO/IaMU

RIP, OSPF, IS-IS ana ayTeHTUGMKaUUN.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMUME r106anbHOM KOHPUIypaLmm:

console (config) #

Tabnnuya 322 — KomaHab! perkuma rnobanbHoM KoHGUrypaumm

3Ha4yeHue/3HayeHue
no ymon4aHuwo

KomaHoa

Aeiicmeue

key chai d
€y chain wor word: (1..32) cumsona/-

no key chain word

Co3paeT CBA3KY Ktouen C MMeHemM word 1 BXOAWT B PEXKMUM KOHOU-
rypauym CBA3KM KNtoYen.

YaanaeT cBA3KY KAtoYeln ¢ umeHem word.

KomaHObI pexcuma KoHgu2ypayuu c8a3KU Karoyel

BuAa 3anpoca KOMaHAHOWM CTPOKM B peXnume KOHPUrypaLmm CBA3KN Katoyei:

console (config-keychain) #

Tabanua 323 — KomaHabl pexxnma KoHGUrypaLmm CBA3KM Katouen

Komanda 3Ha4yeHue/3Ha4yeHue Neiicmeue
no ymoa4YaHuro
key key._id Co3pgaeT KAtou ¢ naeHtTndurkaTopom key_id v BXOAMT B pEXKUM KOH-
- key_id: (1..255)/- durypauum Knrova.
no key key _id YaanaeT Kntod ¢ uaeHTuonkaTopom key id.

KomaHObI pexcuma KoHgu2ypayuu Kar4a

Bug, 3anpoca KOMaHAHOW CTPOKM B peXUme KoHdUrypaLumm Katoua:

console (config-keychain-key) #
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[aHHbIN peXKMM AOCTYMNEH M3 peXKMMa KOHGUIypaLmMmM CBA3KM KAloUel 1 npegHasHadveH Ana 3a4aHus

CaMOro K/1to4a 1 ero napameTpos.

Tabnnua 324 — KomaHabl pexkMma KOHGUrypauum Kntoda

3Ha4yeHue/3HayeHue
no ymon4aHuro

KomaHoa

Aelicmeue

key-string word

no key-string word: (1..16) cumBonos/-

3a4aeT 3HayeHue Kaova.

Ypaanaet 3Ha4yeHume Katoua.

encrypted key-string
encryptedword
encryptedword/-

no encrypted key-string

3afaeT 3HaueHMe KtoYa B 3awnbpoBaHHOM BUAE.

- encryptedword — 3alwndpoBaHHbIi Napoab (Hanpumep, na-
posib B 3awndpoBaHHOM BUAE, CKOMUPOBAHHbBIN C APYroro
yCTpoOWcTBa).

Yaanaet 3Ha4yeHume Katoua.

accept-lifetime
time_to_start
{time_to_stop [ duration |
infinite}

-/Bcerga pencreuteneH

no accept-lifetime

3a43eT BpemsA KU3HWU KNkoYa, B TEYEHWE KOTOPOro Ky by-
LET feNCTBUTENIEH A1 CBEPKM C K/IHOYOM B MPUHUMAEMbIX CO-
obLeHunnax.

- time_to_start — Bpema 1 aaTa Hayana AencTBMUA KNtoYa. 3a-
paetca B popmate hh:mm:ss month day year;

- time_to_stop — Bpemsa W AaTa NpeKpalleHus AencTsus
Kntoya. 3agetca B opmarte hh:mm:ss month day year;

- duration — 3afaeT NPOAOIKUTENBHOCTb AEUCTBUA KtOYa B
CeKyHaax;

- infinite — ycTaHaBNMBaeT HecKoHeYHoe Bpema AEeNCTBUSA
KAtoYa.

YaanuTb BpemMaA XKU3HU KNtoya.

send-lifetime
time_to_start
{time_to_stop [duration |
infinite}

-/Bcerga pgencreuteneH

no send-lifetime

3a/aeT BPEMSA KM3HM K/tOYA, B TEUEHME KOTOPOro KatoY By-
LET AelcTBUTENEH A5 OTNPABKU COOBLLEHMIA.

- time_to_start —Bpemsa 1 AaTa Hayana AencTBMA KNtova. 3a-
paetca B popmate hh:mm:ss month day year.

- time_to_stop — Bpems W pata NpeKpaleHus AencTBus
Kntoya. 3agetca B opmate hh:mm:ss month day year.

- duration — 3apaeT NPOAOIKUTENBHOCTb AENCTBUA KNKOYa B
CeKyHaax.

- infinite — ycTaHaBNMBaeT HeckoHeyHoe Bpema AeUCTBUA
KAtoya.

YaanuTb BpemMaA XKU3HU KNtoya.

Y

KomaHObl pexcuma Privileged EXEC

Bua 3anpoca KoMaHAHOW CTPOKM UMEET BUA,:
console#

Tabnunua 325 — KomaHabl perkmma Privileged EXEC

Ecnn B KAKOM-TO MOMEHT BpemeHu Cpa3y HECKOJIbKO Kalouei GYAYT ABNATHCA AEVICTBMTEHb-
HbiMMU, TO (I)aKTM‘-IECKM ncnos1b3oBaTbCA GYAET K/1I0Y C HAMMEHbLUUM MAEHTMd)MKaTOpOM.

3HayeHue/3HayeHue
no yMmon4aHuwo

KomaHoa

Aeilicmeue

show key chain word word: (1..32) cumsona/-

OTo6pakaeT MHPOPMALMIO O CBA3KE KItoYeit ¢ umeHem word.

[pumepsi 8biM0AHEHUS KOMAHO

Co3aaTb CBA3KY K/oYel ¢ MMeHem namel 1 nomecTuTb B Heé ABa Katoda. Ha katoue key 2 HacTpouTb
BPEMEHHOWN UHTEPBAA, B TEYEHME KOTOPOro 3TOT KN4 MOXKET BbiTb MCNOMb30BaH AN CBEPKM C K/AIOYOM B

NPUHATbBIX NaKeTax.
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console (config) #key chain namel

console (config-keychain) #key 1

console (config-keychain-key) #key-string testkeyl

console (config-keychain-key) #fexit

console (config-keychain) #key 2

console (config-keychain-key) #key-string testkey2

console (config-keychain-key) #accept-lifetime 12:00:00 feb 20 2020
12:00:00 mar 20 2020

MoKasaTb MHGOPMALMIO O CO34aHHON CBA3KE K/touei:

console# show key chain namel

Key-chain namel:
key 1 -- text (Encrypted) "y9nRggddPOa7W304gfrNBeGhigRuwwpbmWCy69nLuQk="
accept lifetime (always valid) - (always valid) [valid now]
send lifetime (always valid) - (always valid) [valid now]
key 2 —-- text (Encrypted) "G7sTS+v50GIJwHBL6UXZyWVPzbqZ/6fI0OF3h3NB6wYMM=""
accept lifetime (12:00:00 Feb 20 2020) - (12:00:00 Mar 20 2020)
send lifetime (always valid) - (always valid) [valid now]

5.30.9 banaHcuposka Hazpy3Ku Equal-Cost Multi-Path (ECMP)

BanaHcmpoBKa Harpy3km ECMP nossonseTt nepeaaBaTb NaKeTbl O4HOMY NOJy4YaTeN0 MO HECKO/b-
KMM «y4wnm mapipytam». JaHHbli GyHKLUMOHAN NpeAHa3HavYeH gna pacnpeneneHmsa Harpyskm n on-
TMMM3aLUKM NPONYCKHOM cnocobHocTn ceTn. ECMP mosKeT paboTaTb KaK CO CTAaTUYECKMMM MapLLUpYyTamu,
TaK M C NPOTOKO/IaMMN ANHAMMUYECKON MapLLPyTU3aLLUM.

KomaHObI pexcuma 2a06ana6Hol KOHguU2ypayuu

BuAa 3anpoca KoOMaHAHOWM CTPOKM B pexxume rnobasbHon KoHdUrypaumm:
console (config) #

Tabnunua 326 — KomaHabl pexkuma rnobanbHol KoHUrypaumm

3Ha4yeHue/3HayeHue .
KomaHda Aelicmeue
no yMoan4YaHUIo
ip maximum-paths maxi- 3a4aTb MAKCMMAaJIbHOE KOJIMYECTBO MyTel, KOTopble MOryT
mum_paths . 6bITb YycTaHOBNEHDI B FIB Ana Kaxaoro maplupyra.
maximum_paths: o
(1.64)/1 Hactpoiika BCTynuT B CUAY TONbKO NOC/ie COXpaHe-
" \ / HUA KOHUrypauum u nepesarpysKku ycrpoicTea.

no ip maximum-paths YCTaHOBUTb 3HaYeHMEe N0 YMOYAHMIO.

5.30.10 Hacmpoiika Virtual Router Redundancy Protocol (VRRP)

MpoTtokon VRRP npepHasHayeH AnA pe3epBUPOBAHUA MapLUPYTU3aTOPOB, BbIMOJHAKOLMNX PO/b
LU/1t03a MO YMOJIYAHUIO. ITO AocTUraeTcs nyTém obbeamnHeHus IP-uHTepdencoB rpynnbl MapLLpyTU3aTOPOB
B OAMH BMPTYasibHbIM, KOTOPbIN BYAET MCNONb30BATLCA KaK LUKO3 MO YMONYAHUIO 415 KOMMNbIOTEPOB B CETH.
Ha KaHanbHOM ypoBHe pesepsupyemble MHTepdeicbl umetoT MAC-agpec 00:00:5E:00:01:XX, roe XX —
Homep rpynnbl VRRP (VRID).

TonbKo 0AMH U3 PUINYECKMX MAPLUPYTU3ATOPOB MOMKET BbINOJHATL MapLlpyTM3aumio TpadumKa Ha
BUpTyanbHom IP-uHTepdeiice (VRRP master), ocTanbHble MapLUpyTU3aTOPbl B rpynne npeaHasHavyeHbl Ann
pesepsuposaHua (VRRP backup). Beibop VRRP master npoucxoauT B cootsetcteum ¢ RFC 5798. Ecau
TEKyLWMii master CTaHOBWUTCA HeAOCTYNHbIM — BbIbOp noBTOpAeTcA. HamsbiCcWwWMi NpUOPUTET UMEET
MapLLpyTU3aTop ¢ cobcTBeHHbIM IP-agpecom, coBnagatolmMm ¢ BUPTYasibHbIM. B cnydae AOCTyNnHOCTM OH
Bcerga craHosutcA VRRP master. MakcumanbHoe KonuyectBo VRRP-npoueccoB gna KOMMyTaToOpoB
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MES2300-xx, MES3300-xx — 255, gna kommytatopos MES5312, MES5316A, MES5324A, MES5332A,
MES5400-24, MES5400-48, MES5410-48, MES5500-32 — 127.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelicos Ethernet, VLAN, uHmepdgbelica epynnbl nopmos

Bua 3anpoca KOMAHOHOM CTPOKM B pexume KoHourypauum uHtepdencos Ethernet, VLAN,

nHTepdelica rpynnbl NOPTOB:

console (config-if)#

Tabnunua 327 — KomaHapl pexkuma KoHourypaumm nntepdeliica Ethernet, VLAN, nHtepdeiica rpynnbl nop-

TOB

KomaHda

3HayeHue/3HayeHue
0 yMOoA4YaHuio

Aelicmeue

vrrp vrid description text

no vrrp vrid description

vrid: (1..255);
text: (1..160 cumBoi0B)

[JobasneHune onncaHus Leam uam ncnonb3osaHus ana VRRP maplu-
pyTU3aTopa ¢ naeHTudunKaTopom vrid.

YpaneHune onmucaHma VRRP-mapwpyTtmsaTopa.

vrrp vrid ip ip_address

no vrrp vrid ip [ip_address]

vrid: (1..255)

Onpegenenue IP-agpeca VRRP-mapwpyTmnsatopa

Ypanenune IP-agpeca VRRP ¢ mapwpyTtrsaTopa. Ecam B KayecTse na-
pameTpa He yKa3saH IP-agpec, To yaanatca Bce IP-agpeca BupTyans-
HOro MapLLpyTM3aTopa, BCAEACTBME Yero yaanTca U cam BUpPTY-
a/IbHbIV MapLpyTM3aTop vrid Ha AAaHHOM YCTPOMCTBeE.

vrrp vrid preempt

no vrrp vrid preempt

vrid: (1..255);
Mo ymon4yaHuo
BK/IIOYEHO

BkAtoueHue pexrmma, npu Kotopom backup-mapwpytusatop c 6o-
/lee BbICOKMM MPUopUTETOM BYAET NbiTaTbCA NepexsaTnTb Ha cebs
poJsib master y TekyLiero master-mapLpyTtusatopa c 601ee HU3KUM
NPUOPUTETOM.
MapupyTnsaTop, KOTOpblii ABNAETCA BAajenblem
IP-agpeca maplpytusatopa, 6yaer nepexsaTtbiBaTb Ha
V ceba ponb master HE3aBMCMMO OT HACTPOEK AAHHOM
KOMaHAbl.

YCTaHOBKA 3HAYeHUA N0 YMOAYAHUIO.

vrrp vrid priority priority

no vrrp vrid priority

vrid: (1..255);
priority: (1..254);
Mo ymonuanuto: 255
ana snagenoua IP-
agpeca, 100 gna

HasHayeHwne npuoputeta VRRP-mappyTtunsartopa.

YCcTaHOBKa 3HAYeHUA N0 YMOAYAHUIO.

OCTa/IbHbIX
vrrp vrid shutdown vrid: (1..255); BbikntoyeHne VRRP-NpoToKoi1a Ha AaHHOM UHTepdeiice.
no vrrp vrid shutdown Mo ymonyaHuto: BkntoueHne VRRP-npoTokona Ha gaHHOM nHTepdeiice.
BbIK/OYEH
vrrp vrid source-ip ip_address vrid: (1..255); OnpegeneHune peanbHoro VRRP-agpeca, KoTopblii byaeT ncnonbso-

no vrrp vrid source-ip

Mo ymonuanuio: 0.0.0.0

BaTbCA B KayecTse IP-agpeca otnpasutens ana VRRP-coobLLeHui.

YCcTaHOBKA 3HAY€HUA N0 YMOAYAHUIO.

vrrp vrid track track_number
[decrement
decrement_priority]

no vrrp vrid track

vrid: (1..255);
track_number: (1..64);
decrement: (1..253)

M3meHsaeT npnoputet VRRP-mapLuipyTM3aTopa npu M3meHeHumn co-
CTOAHWMM TpeKa. Mpu nepexose TpeKa B cocToaHWe down npuopuTeT
VRRP-mapupyT1M3aTopa NOHMKAETCA Ha 3HayeHue decrement_pri-
ority unv Ha 10, ecnu 3HaueHue decrement_priority He yKasaHo.

OTmeHseT nameHeHue npunoputetra VRRP-mappytmusaTopa.

vrrp vrid timers advertise
{seconds | msec milliseconds}

no vrrp vrid timers advertise
[msec]

seconds: (1..40);
milliseconds:
(50..40950);

Mo ymonyanumio: 1 cek

OnpegfeneHve MHTEPBana MeXay aHOHCaMM master-mapLpyTmsa-
Topa. Ecnm vHTepBan 3agaH B MUANMCEKYHAAX, TO NPOUCXOOMT
OKpyrneHne BHM3 A0 bankanwein cekyHabl gna VRRP Version 2 u
00 6AvKalWmMX coTbIX Aonen cekyHabl (10 munnucekyHa) pna
VRRP Version 3.

YcTaHOBKa 3HaYeHUA N0 YMONYAHUIO.
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vrrp vrid version {2 | 3 | 2&3}

no vrrp vrid version

OnpegeneHune nogaepxusaemoit sepcum VRRP npotokona.

-2 — noppepxkunsaetca VRRPv2, onpegeneHHbin 8 RFC3768. Mony-
Yyaemble VRRPv3-coobuieHma oTOpacbiBaloOTCA MapLLpPyTM3aTOPOM.
OTtnpasnatTca Tonbko VRRPV2-aHOHCbI;

-3 — nopgaepxkuneaetca VRRPv3, onpeaeneHHbin B RFC5798, 6e3
coBmectumocTtn ¢ VRRPv2 (8.4, RFC5798). NMonyyaembie VRRPvV2-co-
obuweHna oTbpacbiBaloTcA  MapupyTu3aTtopom. OTnpasasioTca
ToNbKO VRRPV3-aHOHCbI;

- 2&3 — noppepkmeaetca VRRPv3, onpeaeneHHbin B RFC5798 ¢ 06-
paTHOW coBmecTumocTbio ¢ VRRPv2. Monyyaembie VRRPv2-co06-
weHmAa obpabatbiBaloTcA  MapluipyTu3aTopom. OTnpasasatoTcA
VRRPV2- n VRRPv3-aHOHCbI.

YcTaHOBKa 3Ha4YeHuA no YMONYaHUIO.

vrrp vrid checksum exclude
pseudo-header

no vrrp vrid checksum exclude

Mo ymon4yaHuio:
MCnonb3yeTca MeTos,
pacyeTa KOHTPO/IbHOM

BKNHOUMTb METOZ, pacyeTa KOHTPOIbHOM CyMmbl B 3arosioBke VRRP
6e3 yyeTa ncesgo3aronosKka. RFC 3768.

YCTaHOBWUTb METOZA, PacyeTa KOHTPOIbHOM CYMMbI, ONpese/ieHHbl i

pseudo-header CYMMbI C B8 RFC5798, no ymonyaHuio.
NnceBA03aro/I0BKOM

vrrp vrid accept mode [accept | YcTaHaBMBaEeT pexxnum paboTbl 06paboTKM NaKeToB, aApecoBaHHbIX
drop] Ha BMpPTyasibHbI agpec:

- accept — VRRP-mapwpyTtusaTop B coctoaHun Master byaet npu-

HMMaTb NaKeTbl, afpecoBaHHble Ha BUPTYaNbHbI agpec, Aaxe

€C/IM OH He ABNAETCA BNafeNbLEeM 3TOr0 afpeca;

-/drop; - drop — VRRP-mapuwpyTmsaTtop B coctosHun Master 6yaet otbpa-
vrid: (1..255)

no vrrp vrid accept mode

CblBaTb NaKeTbl, agpecoBaHHbIE Ha BMpTyaﬂbeIl‘;l agpec, ecam oH
He ABNAEeTCA BNagenblem 3Toro agpeca.

YcTaHOBKa 3HaY€HUA N0 YMOYaHUIO.

vrrp vrid authentication {text
word | md5 key-chain key |
md5 key-string { string |
encrypted md5-string }}

no vrrp vrid authentication

word: (1-8) cumBon108B;
key: (1-32) cumBonoB;
string: (1-80) cumBoNOB;
md5-string: (1-128) cum-
BOJIOB;
vrid: (1..255);
Mo ymonyaHuio:
ayTeHTUdMKauma
OTK/OYEeHa

YcTaHaBAMBAET peXum ayTeHTuduKkaumm ana naketos VRRP:

- text — nogcraHosKka B VRRP-nakeTbl napons Ana ayreHTMdHUKaLmm
B He WndpoBaHHOM BUAE;

- md5 key-chain — noacraHoska B VRRP-nakeTbl napona Ansa ayteH-
TMPUKaLMK B LUIMPPOBAHHOM BMAE C MOMOLLIO CKOHPUTYpPUpPOBaH-
HOro K/toYa WuppoBaHus;

- key — CKOHPUIYPUPOBAHHbIN KN4 WNPpPOBaHUS;

- md5 key-string — noactaHoska B VRRP-naKkeTbl napons ana ayTeH-
TMPUKALMK B LUMGPOBAHHOM BUAE C MOMOLLLIO 33aHWA NapoNs;

- string — Nnaponb 3a43eTcA B OTKPLITOM BUAE (XpaHWUTCA B 3awnd-
pOBaHHOM);

- md5-string — naponb 3agaeTcA B 3aWndpoBaHHOM BUAe.

YCTaHOBKA 3HA4YeHUA No YMONYaHUIO.

KomaHOwbI pexcuma Privileged EXEC

Bce KOMaHAbl AOCTYMNHbI A4 NPUBUAETMPOBAHHOTO NO/b30BaTENSA.

Bupa 3anpoca KOMaHAHOM CTPOKK perkmma Privileged EXEC:

console#

Tabnnua 328 — KomaHabl perkuma Privileged EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeilicmeue

show vrrp [all | brief |
counters interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

MpocMoTp KpaTKoW UAKM AeTaNbHOU MHbOPMALUKN JNA BCEX UK
OAHOr0 HAaCTPOEHHOro BUPTYyanbHOro mapwpytusatopa VRRP.

- all — npocmoTp nHdGOopMaLmMKM 0 BCeX BUPTYabHbIX MapLIPYTH-
3aTOpax, BKAKOYAA OTKAHOYEHHbIE;

- brief — npocmoTp KpaTkoi nHOPMaLMKM O BCEX BUPTYaNbHbIX
MapLLpyTU3aTopax;

- counters - oTobparkaeT cuetymkm ana VRRP.
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HpumepblsunonHeHUﬂKomaHd

e Hactpoutb IP-agpec 10.10.10.1 Ha VLAN 10, ncnonb3osaTb 3TOT agpec B KayecTse agpeca BUPTY-
a/IbHOro MapLpyTnsaTtopa. Bkatounts VRRP-npoToKon Ha nHtepodeice VLAN.

console (config-vlan)# interface vlan 10
console (config-if)# ip address 10.10.10.1 /24
console (config-if)# vrrp 1 ip 10.10.10.1
console (config-if)# no vrrp 1 shutdown

e [locmoTpeTb KOHPUrypaumto VRRP:

console# show vrrp

Interface: vlan 10

Virtual Router 1

Virtual Router name

Supported version VRRPv3

State is Initializing

Virtual IP addresses are 10.10.10.1 (down)
Source IP address is 0.0.0.0 (default)
Virtual MAC address is 00:00:5e:00:01:01
Advertisement interval is 1.000 sec
Preemption enabled

Priority is 255

5.30.11 Hacmpoiika npomokona Bidirectional Forwarding Detection (BFD)

MpoTokon BFD no3sosseT 6bIcTpo 0O6HapyKWUTb HEUCNPABHOCTU IMHKOB. BFD moxeT paboTaTb Kak
CO CTaTUYECKMMM MapLUPYTaMM, TaK U C NPOTOKONAaMM gMHaMUYeCcKo mapupyTmsauum RIP, OSPF, BGP.
B Tekywen Bepcumn MO peannsosaHa paboTa ¢ npoTtokosamu IS-1S, OSPF, BGP.

KomaHObI pexcuma 2a06ana6Hol KoOHuU2ypayuu

BuAa 3anpoca KoOMaHAHOWM CTPOKM B pexxume rnobasbHon KoHdUrypaumm:
console (config) #

Tabnnua 329 — KomaHabl pexruma rnobanbHol KoHduUrypaumm

3HayeHue/3Ha4yeHue ”
KomaHda / Aeilicmeue
Mo ymoa4aHuro
bfd neighbor ip_addr [in- 3apaTb BFD-cocepa.
terval int ] [min-rx min] - int — MUMHUManNbHLIW UHTEPBAN nepegayn Ans obHapyKeHuA
[multiplier mult_num] OLIMNBKM;
vrf vrf_name - min — MUHMMaNbHbLIN MHTEPBAN Npuéma Ans obHapyKeHus
Lurf vrf_name ] int: (150..1000)/150 , pean mp A Py
. OWNBKY;
min: (150..1000)/150
- mult_num — Konn4yectBo MoTepsAHHbIX NaKeToB A0 pa3pbiBa
mult_num: (1..255)/3 j
ceccuu;
- vrf_name —ums BupTyanbHol 06aactm mapwpyTtmsauum (ot 1
40 32 CMMBO/I0B).
no bfd neighbor ip_addr YCTaHOBWTb 3HAaYEHME MO YMOIHAHUIO.

330 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5410-48, MES5500-32



HELTEX

KomaHOwbi pexcuma Privileged EXEC

Bce komaHabl AOCTyNnHbI ANA NpUuBUNErMpoBaHHOIO NoJib3oBaTenA.

BuAa 3anpoca KomaHAHON CTPOKKM pexnma Privileged EXEC:

console#

Tabnnua 330 — KomaHgb! pexxkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

show ip bfd neighbors
[ip_addr] [detail]

[ vrfvrf_name | all ]

[ detail ]

MpocmoTp nHbopmaumm ob akTMBHbIX BFD-coceasx.

5.30.12 KoHdpuzypayua supmyansHoii o6nacmu mapwpymusayuu (VRF lite)

VRF (Virtual Routing and Forwarding) — 3To TexHOnOruA, KOTOpPasa NO3BONSAET HECKO/IbKUM 3K3eM-
nasapam TabanLbl MapLLIpyTU3aLLMKM COCYLLECTBOBATL B O4HOM MapLUpyTM3aToOpe O4HOBPEMEHHO.
CnucoK noaaepaHHbix B VRF dyHKLMIA gocTyneH B Tabanue 334,

Tabanuya 331 — KomaHgb! pexkuma rnobanbHoi KoHdUrypaumm

KomaHoa

3HayeHue/3HayeHue
no yMmoa4aHuo

Aelicmeue

ip vrf [vrf_name]

no ip vrf [vrf_name]

vrf_name: (1..32) cum-
BO/IA

Co3faHue BUpPTYyanbHOM 061aCTM MapLIpyTU3aLUW.

YaaneHue BupTyanbHoi 061acTy MapLupyTU3aumm.

Tabnnua 332 — KomaHgb! pexkuma KoHdpurypaumm nHtepoeiica

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip vrf [vrf_name]

no ip vrf

vrf_name: (1..32)
cuMMBO/IA

MpwuBaska nHTepdeiica K 061acTv BUPTYyasibHOW MapLLpyTH3a-
uuun. NMocne BBOAA KOMaHAbI BCE CO3/aHHbIE B fa/bHelwem IP-
appeca byayT accoummposatbes ¢ VRF, K koTopomy b6bin npussa-
3aH uHTepdelic.

OTBA3Ka UHTepdelica oT 061aCcTU BUPTYaNbHON MapLIpyTU3aLLMK.

Tabnunua 333 — KomaHabl pexkuma EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

show ip vrf [all Jvrf_name]

vrf_name: (1..32) cum-
BoMa

BbiBog, MHPOPMALMKM O CO3AaHHBIX BUPTYabHbIX 061aCTAX MapLL-
pyTM3aumum 1 06 L3-uHTepdeiicax, KOTopble B HAX HAaX0AATCA.

Tabnunua 334 — dyHKUMK, NoaaeprKaHHble ansa paboTtbl B VRF

dyHKyuU

Hasuzayus

KomaHabl ynpasneHus
cuctemom

5.4 KomaHabl ynpaBaeHuna cuctemon

Cratueckas 5.30 KoHdurypauma npoToKOI0B MapLLIpyTM3aLmm
MapLupyTU3aLmA

OSFP 5.30.3 HacTpoitka npotokona OSPF, OSPFv3

BGP 5.30.4 HacTpolika npotokona BGP (Border Gateway Protocol)
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5.31 KoHdurypauma VXLAN

VXLAN — 3To BMpTyanbHasa paclimpeHHaa yactHas ceTb (Virtual eXtensible Local Area Network).
[aHHas TexHonorMa no3sosineT ynakosbiBaTb Ethernet-kagpbl B8 UDP-cermeHTbl M TPAHCNOPTUPOBATbL MX NO
IP-ceTn.

VTEP — Virtual Tunnel End Point, ycTpoicTBO, Ha KOTOPOM HauyMHaeTcA UK 3aKkaH4mMBaeTca VXLAN-
TOHHeNb. Mogenu, onucbiBaemble B JaHHOM PYKOBOACTBE, MOTyT AelcTBOBaTb B Kavectse VTEP.

B kauectBe control plane ana VXLAN wucnonbayetcs EVPN. 3To pacwupeHue npoTtokona BGP,
KOTOpOe NO3BO/IAET CeTM NepefaBaTb MHGOPMALMIO O AOCTYMHOCTM KOHEYHOro YCTPOMCTBA, TaKyl Kak
MAC-agpeca ypoBHA 2 1 IP-agpeca ypoBHA 3. 3Ta TEXHONOIrMA NJOCKOCTU ynpaBaeHma ncnonbsyetr MP-BGP
ans pacnpegenerdma MAC-agpecos v IP-agpecoB KOHeYHbIX ycTpolicTs, rae MAC-agpeca paccmaTpuBatroTca
Kak mapupyTbl. EVPN nossonseT ycTpoiicTBam AencTBoBaThb B Kayectse VTEP ans obmeHa nHpopmaumei
mexay cobolt 0 4OCTYNMHOCTM CBOUX KOHEUYHbIX YCTPOMCTB.

V Noapep:ka VXLAN npeaoctaBaserca no ANLEH3UN.

’ ' Dna KommyTaTtopos cepmit MES2300-xx u MES3300-xx TexHonorna EVPN/VXLAN He noagep-
rad »KuBaertca.

KomaHObI pexcuma 2a06ana6Hol KOHguU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKU B pexnme rnobasibHoM KoHbUrypaumm:
console (config) #

Tabnuua 335 — KomaHapl pexknuma rnobanbHom KoHbUrypaumm

3HayeHue/3HayeHue

KomaHda

no ymosn4aHuro

Aelicmeue

vxlan word

no vxlan word

word: (1..64) cumsona

Co3aatb VXLAN-MHCTaHC ¢ umeHem word 1 NepenTn B pexmm
ero KoHdurypaumu.

Ecnm VXLAN-MHCTaHC C TaKUM MMEHEM YXKe CO34aH, TO NepenTn
B peXMM ero KoHdurypaumu.

Ypanutb VXLAN c umeHem word.

anycast-gateway
mac-address mac_address

no anycast-gateway
mac-address

mac_address: H.H.H nau
H:H:H:H:H:H nnan H-H-H-
H-H-H/
He 334aHo

3agaTtb BUPTYanbHbii MAC-aapec, KOTopblii 3ameHsieT 6a30BbIi
MAC-agpec KommyTaTtopa B ARP-cO0bLLEHMAX, UCXOAALLMX C
NHTepdeNcoB, Ha KOTOPbIX AaHHaA QYHKUMA aKTUBHA.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

arp suppression-cache
timeout timeout

no arp suppression-cache
timeout

timeout: (30..40000000)/
300 ceKyHp,

3a4aTb MaKcMManbHoe BpemMs 13Hu 3anuceit Tuna local 8
Tabnvue arp suppression-cache.

YCTaHOBUTb 3Ha4YeHME N0 YMOIYAHMUIO.

KomaHObI pexcuma KoHguaypayuu VXLAN

Buna 3anpoca KOMaHAHOM CTPOKM B pexume pexkume KoHpurypaumm VXLAN:

console (config-vxlan) #
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Tabnuua 336 — KomaHabl pexkmma KoHpurypaumm VXLAN

3HayeHue/3HayeHue
no yMmoA4YaHuo

KomaHda Aeiicmeue

BrkntoumTb dyHKUMIO arp-suppression B Tekyuieit VXLAN u B cBa-
3aHHOM ¢ Hei VLAN.

arp-suppression OpHoBpemeHHas paboTa B 0AHOI U Toli ke VLAN

-/BbIK/IIOYEHO , & o . R .
YHKLMIA arp-suppression u arp inspection 3anpe-
weHa.
no arp-suppression YCTaHOBWUTb 3HAYEHME MO YMONYAHUIO.
shutdown YCTaHOBUTbL agMUHUCTPaTMBHBIN cTaTyc DOWN gna VXLAN-uH-
-/no shutdown CTaHca.
no shutdown YCTaHOBWUTb 3HAYEHWE MO YMONYAHUIO.
vlan vian-id vian-id: (1-4094) 3agatb vian id, KOTOp.bIlji byaet cBA3aH ¢ VXLAN-MHCTaHCOM.
no vian Ypanutb cBasky vlan id ¢ VXLAN-MHcTaHCOM
vni vni-id [ip-routing] 3agartb Virtual Network Identifier (VNI), koTopbii 6yaet uc-

NoNb30BaTbCA B paMKax gaHHoro VXLAN.

- ip-routing — yKasbiBaeT, yto AaHHbIM VNI ByaeT mucnonbso-
BaTbCA ANnA nHkancynaumm B VXLAN IP-nakeTtoB, mapLipyTnsm-
pyembix 8 VRF.

vni-id: (1-16777214)

no vni Ypanutb 3agaHHbIin VNI,
route-target { export | im- Co3paet cnucku nmnopTa n skcnopTa Route Target Community:
port | both } community - export — nob6asuTb Route Target Community K akcnopTupye-

MO MapLpyTHOMN MHPOpMaLMK;

community: (ASN2:NN, - import — umnopTMpoBaTb MapLIPYTHYIO MHHOPMALMIO C YKa-
IPV4:NN, ASN4:NN) 3aHHbIM Route Target;

- both — ykasatb umnopT 1 aKkcnoprT.
no route-target { export | Ypansaet cnuckm umnopTa v akcnopTa Route Target Commu-
import | both } community nity.
mcast-group ip_mul- Bkntountb B Tekyweir VXLAN pexum penankaumm BUM-
ticast_address Tpaduka c nomowpio PIM Multicast u npusasbiBaeT rpynnosoi

agpec K aaHHoi VXLAN. 3ToT agpec byaeT ncnonb3oBaTbCs Kak

agpec HasHaveHua B VXLAN naketax.

- ip_multicast_address — rpynnosoi IP-agpec.
Ans nonyyeHus TpadmKa yKasaHHOII B KOMaHae
BbiLle rpynnbl HEO6X0AMMO BKAOYEHUE

V npotokona PIM Ha uHtepdeiice loopback ¢

YKa3aHMeMm JaHHOMW rpynnbl KaK CTaTUYeCKOid.
OnucaHue COOTBETCTBYIOLMX KOMaHA, B

cnepyouwein Tabauue.
-/BbIKNIOYEHO

Bce VTEP 8 ogHom VNI goMmKHbI UICNONb30BaTb
V OAMH M TOT XXe MeToj, peniukauuu. B cnyyae

multicast Ha Bcex VTEP B ogHom VNI gonkeH

MCNO/b30BaTbCA OAMUH U TOT XKe aapec rpynnbli.

~ MakcumanbHoe KoM4ecTBO YHUKanbHbIx mul-
ticast VXLAN TyHHenei (multicast rpynn) 256.
« OpHa multicast rpynna moxeT 6biTb Ha3HauyeHa Ha
HecKonbko VXLAN TyHHeneu.

no mcast-group YCTaHOBUTb 3HaYeHME NO YMOHAHUIO.
/ Dna koppeKTHOI pabotbl VXLAN Heob6xoaumo yctaHoBneHue ceccun BGP mexay loopback-
uHTepdeicamm yCcTPpoMUCTB € yKazaHuem agpeca loopback B Kauectse bgp router-id.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica loopback

BuAa 3anpoca KOMaHAHOM CTPOKM B pexxume KoHpurypaumnm nHtepdeliica loopback nmeet sma;

Console (config-if) #
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Tabnunua 337 — KomaHabl pexkuma KoHpurypauum nHtepdelica loopback

3HayeHue/3HayeHue
no yMmoA4YaHuo

KomaHda

Aelicmeue

ip pim -/BbIKOYEHO

BkntounTb npoTokon PIM Ha uHtepdelice.

no ip pim
ip igmp static-group
ip_multicast_address

no ip igmp static-group
ip_multicast_address

YcTaHaBAMBaET 3Ha4YeHWe No YMONYaHUIO.

Coszgaet 3anuchb (*, G) c yka3aHHOW MyIbTUKACTOBOM rpynno
n pobasnaeT uHTepodeiic loopback B OIL. OTnpasnseT Ha RP
PIM Join ¢ yKa3aHHbIM agpecom My/bTUKacTOBOM rpynnbi.

- ip_multicast_address — rpynnosou IP-agpec.

YaansaeT 3anuchb (¥, G) ¢ yka3zaHHOW MyNbTUKAcTOBOM rpynmnon.
Otnpasnset Ha RP PIM Prune c ykasaHHbIM agpecom mMmynbTu-
KacToBO rpynnbl.

KomaHObI pexcuma KoHguaypauyuu uHmepagetica VLAN

BuAa 3anpoca KoOMaHAHOWM CTPOKM B pexxume KoHurypaumm nHtepoerica VLAN:

console (config-if) #

Tabnunua 338 — KomaHabl pexkuma KoHdurypaumnm nHtepoerica VLAN

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

anycast-gateway
no anycast-gateway

-/BbIKNIOYEHO

Bkntountb dyHKLMIO anycast-gateway Ha AaHHOM MHTepdeiice.

YCTaHOBWUTb 3HaYeHue Nno YMONYaHUIO.

KomaHObI pexcuma KoHguaypauuu VRF

Bupa 3anpoca KOMaHAHOM CTPOKK B pexknume KoHdurypaumm VRF:

Console (config-vrf) #

Tabnuua 339 — KomaHapl pexkuma KoHourypaumm VRF

Aelicmeue

3HayeHue/3HayeHue
KomaHda
no ymon4aHuro
vni vni-id
vni-id: (1-16777214)
no vni

3agartb Virtual network Identifier (VNI), koTopsbiii byaeT ncnonb-
30BaTbcA AnA nHKancynauum 8 VXLAN IP naketos, maplipyTtu-
3upyembix B VRF.

Ypanutb 3agaHHbiln VNI,

route-target {import |
export | both}

ASN2:NN or IPV4:NN or
ASN4:NN/-

no route-target {import |
export | both}

3a4atb 3HaYeHue pacwmpeHHoro BGP-kombloHUTK route-tar-
get.

- import — MMNoOpTUPOBATb KOMbBIOHUTH;

- export — 3KCNopPTMPOBATb KOMbIOHUTH;

- both — 3KkcnopTMpoBaTb U UMNOPTUPOBATL KOMbBIOHUTM.
dopmaT 3annMcu KOMbIOHUTU:

ASN2 — 16-6uTHOe 3HayYeHune AS;

ASN4 — 32-6uTHOE 3Ha4YeHue AS;

IPv4 — IPv4-apgpec;

NN —uyuncnoBoe 3HayeHue route target.

Yaanutb 3HaYeHMe KOMbIOHUTH.

KomaHObI pexcuma KoHgu2ypayuu cekyuu route-map

Bug, 3anpoca KOMaHAHOM CTPOKM B peXXnme KoOHUrypaLumm cekumm route-map:

console (config-route-map) #
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Tabnmua 340 — KomaHabl pexmuma KoHpUrypaumm cekumm route-map

Komanda 3HayeHue/3HayeHue Neiicmeue
o ymMmoa4aHuro
set evpn gateway-ip YcTaHoBUTL 3HaveHune [P-v4 Gateway address B NLRI
ip_address oTtnpasnsembix EVPN-mapwpyTos T1na 5.
- ip_address — yctaHaBnvMBaemoe 3HaveHue |IP-v4 Gateway
/0.0.0.0 address. , .

Route-map c gaHHOI1 HacTpoWKoW cnepyeT

ncnonb3oBaTb B KoHTeKcTe address-family 12vpn

evpn BGP-cocepa 1 TonbKo B HanpasaeHuu out.
no set evpn gateway-ip YCTaHOBWTb 3HAYEHME NO YMOHAHMIO.

KomaHObi pexcuma Priveleged EXEC

Bua 3anpoca KOMaHAHOM CTPOKMU MMEET BUA,:
console#

Tabnuua 341 — KomaHabl pexkmma rnobanbHon KoHpurypaumm

3HayeHue/3HayeHue

Aelicmeue
o yMmon4aHuio

KomaHda

OTob6parkaeT cogepKMMOoe KaLa arp suppression:

- local — oTob6pakaeT TONbKO /IOKA/IbHbIE 3aMNUCK;

- - remote — oTo6pakaeT TONbKO yAaNeHHble 3anucy;

- vlan — oTo6pakaeT ToNbKO 3aMncK, OTHOCALLMECA K YKa3aH-

show arp suppression-cache
[local | remote | vlan]

How VLAN.

show evpn Ethernet-seg- group: (1..48); OTtobpaxkaeT uHpopmauuto ob Ethernet Segment Identifier.
ment {port-channel group es_number:
| es_number mac-address | (1..16777214);
esi} [detailed] mac_address: H.H.H nau

H:H:H:H:H:H nan H-H-H-

H-H-H;

esi: H:H:H:H:H:H:H:H:H:H
show evpn inclusive-mul- OTobpakaeT MHbOPMaLMIO O MapLUpyTax TUMa 3, KOTOPble UC-
ticast [word] word: (1..64) cumBona NoNb3yloTCA ANA Nepesayn LWMPOKOBeLLATeNbHOTO, HeNM3BeCT-

HOro 0AHOAAPECHOro U MHoroaapecHoro (BUM) Tpaduka.
OTobparkaeT HGOPMaLMIO O MapLLpyTax TUNa 2, KOTopble Uc-
nosb3yloTca AN nepeaaqdn nHpopmaumm o MAC-/IP-agpecax.
show vxlan tunnels [word] OTobpakaeT nHbopmaumio 060 Bcex yctaHoBAEHHbIX VXLAN-
TYHHenax:

- word — umsa VXLAN. OTobpakaeT MHpopmaumio 06 ycTaHOB-
JNIEHHDbIX TYHHenAX ykazaHHoi VXLAN.

show vxlan/word] OTobparkaeT KpaTKyto MHPOPMALMIO MO BCEM CO34aHHbIM
VXLAN-TyHHenax:

- word — ums VXLAN. OTobpakaeT geTanbHyto MHbopmaLmto
no ykasaHHou VXLAN.

show ip anycast-gateway - BbiBogMT MHOpPMaLMIo 06 anycast-gateway.

show evpn mac-ip [word] word: (1..64) cumsona

word: (1..64) cumBona

word: (1..64) cumeona

[Mpumep KoHGDU2ypayuu 018 08yx ycmpolicms

Mexay asyma yctpoicteammn R1 n R2 yctaHoBneHa BGP-ceccuna mexay loopback-uHtepdeiicamum.

BkntoueHa AF [2vpn evpn ana obecneyeHuns yctaHoBneHusa VXLAN-TyHHenen n nepegaym nHpopma-
umm 06 nsyyeHHbix MAC-agpecax.

Co3gaH VXLAN-unHcTaHc ¢ umeHem test_vxlan. K Hemy npusssaHa VLAN 1000, 3agaH VNI 1000.
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KoHourypaums 1:

no spanning-tree

|

vlan database

vlan 1000

exit

|

vxlan test vxlan

vni 1000

vlan 1000

exit

|

hostname R1

|

interface TenGigabitEthernetl/0/1
description To R2

ip address 172.16.1.1 255.255.255.252
exit

|

interface TenGigabitEthernetl1/0/3
switchport access vlan 1000

exit

|

interface loopbackl

ip address 10.0.0.1 255.255.255.255
exit

|

!

ip route 10.0.0.2 /32 172.16.1.2
|

router bgp 65500

bgp router-id 10.0.0.1
address-family ipv4 unicast

exit

|

address-family 12vpn evpn

exit

|

neighbor 10.0.0.2

remote-as 65500

update-source loopback 1
address-family ipv4 unicast

exit

|

address-family 12vpn evpn

exit

exit

exit

|

|

end
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KoHourypaumsa 2:

no spanning-tree

|

vlan database

vlan 1000

exit

|

vxlan test vxlan

vni 1000

vlan 1000

exit

|

hostname R2

|

interface TenGigabitEthernetl/0/1
description To R1

ip address 172.16.1.2 255.255.255.252
exit

|

interface TenGigabitEthernetl1/0/3
switchport access vlan 1000

exit

|

interface loopbackl

ip address 10.0.0.2 255.255.255.255
exit

|

!

ip route 10.0.0.1 /32 172.16.1.1
|

router bgp 65500

bgp router-id 10.0.0.2
address-family ipv4 unicast

exit

|

address-family 12vpn evpn

exit

|

neighbor 10.0.0.1

remote-as 65500

update-source loopback 1
address-family ipv4 unicast

exit

|

address-family 12vpn evpn

exit

exit

exit

|

|

end

Ecam usyuntb MAC-agpec Ha wuHTepdeice TenGigabitEthernetl/0/3 Ha R1, TO MOHO
NPOKOHTPO/IMPOBATL ero Hanmuune B Tabamue MAC-agpecos Ha R2.

MNocmoTpetsb MAC-agpeca, nsyydeHHble B VXLAN, MOXXHO B BbiBOAE KOMaHAbl show mac address-
table. Tun gaHHbIX agpecos yKasbiBaeTcA Kak evpn-vxlan. Mpumep BbiBOAA:

Flags: I - Internal usage VLAN
Aging time is 300 sec

Vlan Mac Address Interface Type
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1000
tel/0/1(I)
tel/0/1(I)

el:
el:

0 self
10.0.0.1 evpn-vxlan
10.0.0.1 evpn-vxlan
tel/0/1 dynamic
tel/0/1 dynamic

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Port-Channel

Bupg, 3anpoca KOMaHAHOM CTPOKM pexknma KoHdurypaumm nHtepdelica:

console (config-if) #

Tabnunua 342 — KomaHgb! pexkuma KoHdurypaumm nntepdeliica Port-Channel

KomaHoa

3HayeHue/3HayeHue
no ymon4yaHuio

Aeiicmeue

ethernet-segment esi

no ethernet-segment esi

esi: (1-16777214)

Cospgatb Ethernet Segment Identifier (ESI) c Homepom esi n ne-
pPeNTU B PEXUM KOHOUTYPUPOBAHUA.

Ypanutb Ethernet Segment Identifier c Homepom esi.

KomaHObI pexcuma KoHgu2ypuposaHusa ESI

Bug, 3anpoca KOMaHAHOW CTPOKM pexnma KoHdurypaumm ESI:

console (config-es) #

Tabnunua 343 — KomaHgbl pexxuma KoHdpurypaumm ESI

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

system-mac system_mac

no system-mac

mac_address: H.H.H nnaun
H:H:H:H:H:H nan H-H-H-
H-H-H

3agatb MAC-aapec, ucnonb3yemblit B Kadectse System ID npo-
ToKOona LACP.

Ypanntb MAC-agpec.
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6 CEPBUCHOE MEHIO, CMEHA NMPOTrPAMMHOIO OBECNEYEHUA

6.1 MaeHio Startup

MeHto Startup vcnonb3yeTtcs AN8 BbINOJAHEHUA CNeLManbHbIX NPoLLeayp, TAKUX Kak BOCCTaHOBAEHME
3aBOACKMX HaCTPOEK U BOCCTAHOB/IEHNE Napons.

[nsa Bxoga B meHto Startup HeobxoaMMo NpepBaThb 3arpy3Ky HaxkaTuem Knasuwm <Esc> unu <Enter>
B TEYEHME NEPBbIX ABYX CEKYHA NOC/e NOoABNEHUA COOBLEHMS aBTO3arpy3KkM (Mo OKOHYaHUM BbINOJHEHUA
npoueaypbl POST).

[ -

[1
[2
[3
[4
[5

]

Startup Menu
Image menu

Restore Factory Defaults

Boot password

Password Recovery Procedure

Back

Enter your choice or press

'ESC' to exit:

[ns BbIXO4a U3 MEHIO M 3arpy3KM YCTPOMCTBA HaXKmuUTe Knasuwy <5>, 1nbo <Esc>.

Ecnu B TeueHue 15 ceKyHp, (3HaueHMe No yMONYaHUIO) He BblGpaH HU O4UH U3 NYHKTOB MEHIO,
TO 3arpy3Ka yCTPOWUCTBa NPOAOIKUTCA. Bpema 0)XXMAaHUA MOXKHO YBEIMUUTD C MOMOLLbIO KO-

MaHA, KOHCONU.

Tabnuua 344 — OnucaHue meHto Startup

Ne HaseaHue OnucaHue
[aHHas npoueaypa ucnonbsyetcs A4/5 Bblbopa akTUBHOrO daitna cucremuoro MO.
Ecnu He BbIGpaH HOBbIV 3arpy»KeHHbl dann cuctemHoro MO aKTUBHBIM, TO YCTPOI-
Image menu CTBO BbIMOJIHUT 3arpy3Ky C UCMO/Ib30BAHMEM TEKyLLEero aktmeHoro obpasa Image
<1> Bbi6op akTMBHOrO daiina cu- menu.
ctemHoro MO [1] Show current image — npocmoTp gaHHbIX 0 Bepcuax MO Ha ycTpolicTse;
[2] Set current image — BbI6op akTMBHOrO daitna cuctemuoro NO;
[3] Back.
Restore Factory Defaults [aHHas npoueaypa Mcnonb3yeTca ANa yaaneHnsa KoHpurypaumm ycTpoicrea. Boc-
<2> BoccTaHoBNEHNE 3aBOACKUX CTaHOBAEHME KOHOUIYpaLLMK NO YMONYAHUIO.
HacTpoek
Boot password [aHHas npoueaypa MCnonb3yeTcs ANs YCTaHOBKU/yAaNeHWs Napois Ha HavyanbHbIM
<3> YcTaHoBKa/yaaneHve napons 3arpysumk.
Ha Haya bHbIN 3arpy3yunk
[aHHas npoueaypa Ucnonb3yeTtca ANsA BOCCTAHOBNEHUA YTPAYEHHOro Naposs, OHa
No3BONISET NOAK/OUYNTBLCA K YCTPOMCTBY 63 napons.
/19 BOCCTAHOB/IEHWA NAPOAA HaXKaTb KAaBuLWy <2>, Npu NoCAeAyoLWeM NoaKtove-
Password Recovery Procedure A . P v » P AyIou A
<4> HUW K YCTPOMCTBY Napob ByaeT NpourHopmMpoBsaH.
BoccTaHoBneHMe napons . .
Current password will be ignored!
[na Bo3BpaTa B MeH!o Startup HakmuTe Knasuwy [enter].
==== Press Enter To Continue ====
<5> Back [na BbIXo4a M3 MEHIO M 3arpyskuM yCTpoincTBa Haxkmute Knasuwy <Enter> nnbo
Bbixog, U3 meHto <Esc>.
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6.2 O6HoBneHMe nporpammHoOro obecneyeHus c cepsepa TFTP

Cepsep TFTP gonxkeH 6biTb 3anyLleH U HaCTPOEH Ha KOMNblOTepe, ¢ KoToporo byaer 3arpy-
¥aTbcA nNporpammHoe obecneueHue. CepBep A0MKEH MMETb paspellueHUe Ha YTeHue dai-
NI0B HauyanbHOro 3arpysumnKka u/unm cucremuoro NO. KomnbloTtep ¢ 3anyweHHbim TFTP-cep-
BEPOM A,0/1XKeH 6bITb A0CTYNEH 418 KOMMYTaTopa (MOXKHO NPOKOHTPO/IMPOBATb, BbINOAHUB
Ha KommyTaTope KomaHay ping A.B.C.D, rge A.B.C.D — IP-agpec KomnbloTepa).

O6HoBAEHME NPOrpamMmmMHOro obecneueHMa MOXKET OCYLLLECTBAATLCA TOIbKO NpUBUAErNpo-
BaHHbIM NONb30BaTeNIeM.

6.2.1 O6HoBnEHUe cucCMeMHO20 NPo2PamMmmHO20 obecneyeHus

3arpysKa ycTpoWcTBa ocywecTBideTcs u3 ¢daina cMCTeMHOro nporpammHoro obecneyenusn (M0),

KOTOpbIA XpaHutca Bo Flash-namatu. Mpu obHOBNAEHWM HOBbIM dann cucTtemHoro MO coxpaHseTca B
cneumnanbHO BblAeNeHHOW obnact namaTu. lMpu 3arpyske YCTPOMCTBO 3anycKaeT aKTUBHbIN dalin
cuctemHoro MO.

]

.‘

Mpoueaypa 06HOBNEHMA CTEKA KOMMYTAaTOPOB He OT/IMYAeTCA OT Npoueaypbl 06HOBAEHUA
04MHOYHOro KommyTtatopa. CHauana 6yaer o6HoBnEH Master toHUT, 3aTem MO 6yaeT 3arpy-
YKE€HO Ha OCTaJIbHble IOHUTbI CTEKA.

Ecnu Tekywan sepcua MO 5.5.x.x, To npu nepexoae Ha aKkTyanbHyto Bepcuio MO 6.X.x peKo-
MeHAyeTCcs BOCNO0/b30BaTbCA MHCTPYKLUMEeN No o6HoBneHUIO Bepcuu MO B ceTeBbIX KOMMY-
Tatopax MES5312 n MES53xxA npu nepexoge ¢ Bepcumn 5.5.x.x Ha 6.0.2 n 6onee nosgHue,
KoTopaA HaxoauTca B pasgene "LleHTp 3arpysku”.

[Ons npocmoTpa TeKyliei Bepcum CUCTEMHOrO MnporpammHoro obecneyeHus, paboTatowero Ha

ycTpolicTse, BBeauTe KomaHay show version:

console# show version

Active-image: flash://system/images/imagel.ros
Version: 5.5.4
Commit: 25503143
MD5 Digest: 6£3757fabbb6ae3d20418e4d20a68cic
Date: 03-Jun-2016
Time: 19:54:26

Inactive-image: flash://system/images/ imagel.ros
Version: 5.5.4
Commit: 16738956
MD5 Digest: d907£3b075e88e6a512cf730e2ad22f7
Date: 10-Jun-2016
Time: 11:05:50

MATN.

Mpoueaypa ob6HoBneHuA MO:

CKonmnpoBaTb HOBbIN ali NporpaMmmHOro obecneyeHmns Ha YCTPOMCTBO B BblAae/IeHHY0 06nacTb Na-
dopmaT KOMaHAbI:

boot system tftp://tftp_ip_address/[directory/]filename

Mpumep BbINOAHEHNA KOMAHAbI:

console# boot system tftp://10.10.10.1/imagel.ros
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26-Feb-2016 11:07:54 $COPY-I-FILECPY: Files Copy - source URL
tftp://10.10.10.1/image.ros destination URL flash://
system/images/mes5324-401.ros

26-Feb-2016 11:08:53 $COPY-N-TRAP: The copy operation was completed successfully

Copy: 20644469 bytes copied in 00:00:59 [hh:mm:ss]

HoBas BepcnAa NnporpaMmmHoOro obecneyeHuns CTaHeT akTUBHOW nocne nepes3arpyskmn Kommyrtartopa.

[Nna npocmoTpa AaHHbIX 0 BEPCUAX NPOrpamMmMHOro obecneyeHmsa U UX akTUBHOCTU BBEAUTE KOMaHAY
show bootvar:

console#show bootvar

Active-image: flash://system/images/imagel.ros
Version: 5.5.4
MD5 Digest: 0534f43d80d£f854179f5b2b9007ca886
Date: 01-Mar-2016
Time: 17:17:31
Inactive-image: flash://system/images/ imagel.ros
Version: 5.5.4
MD5 Digest: b66fd2211e4££7790308bafad5d92572
Date: 26-Feb-2016
Time: 11:08:56

console# reload

This command will reset the whole system and disconnect your current
session. Do you want to continue (y/n) [n]?

MoaTeepanTe NepesarpysKy BBOAOM Y.
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NPUNOMEHUE A. MPUMEPbI MIPUMEHEHUA U KOHOUTYPALUU YCTPOMUCTBA

HactpoiiKa npoTOKO/1a MHOXeCTBa cBA3yWUX aepesbes (MSTP)

MNpoTtokon MSTP no3BoaseT CTpOUTb MHOXKECTBO CBA3YIOLWUX AepeBbeB AN oTaenbHbIx rpynn VLAN
Ha KOMMYTATOpPaXx JIOKA/IbHOM CeTH, YTO No3BoasAeT BanaHCMPOBATb HArpy3Ky. [NA NPOCTOTbl PaCCMOTPUM
CNy4ait c Tpems KoMmmyTaTopamn, 06 beAUHEHHBIMM B KO/IbLEBYIO TOMOIOTUIO.

Myctb VLAN 10, 20, 30 06begmHatoTca B nepBom aksemnnsape MSTP, VLAN 40, 50, 60 o6beaunHsatoTca
BO BTOpPOM 3K3emnaape. Heobxoanmo, utobbl Tpaduk VLAN-os 10, 20, 30 mexagy nepsbiMm M BTOPbIM
KOMMYTaToOpaMn nepegasanca Hanpamyto, a Tpadmk VLAN-os 40, 50, 60 nepepasanca TpaH3UTOM Yepes
KommyTaTop 3. KommyTatop 2 HasHauyMm KOPHEBbIM /1A BHYTPeHHero ceasytollero aepesa (IST — Internal
Spanning Tree) B KOTOPOM nepegaerca cy*ebHaa nHbopmaumsa. KommyTaTopbl 06beAUHAIOTCA B KOJbLLO,
ncnosb3ys noptol tel u te2. Huke npusegeHa cxema, M306parkatoLas JIOrnMYecKyto TOMoI0ruIo CeTu.

VLAN 10,20,30 HaaHayeHb! Ha axzemnap 1
VLAN 40,50,60 HazHaveHb! Ha aKkseMnnap 2

xommyTarop 1 KoMmmyrarop 3

3T0T NOPT nepeckbinaeT Tpadmk
AnA akaemnnapa 2 u Gnokupyer
Tpacuk ansa akzemnnapa 1

JT10T NOPT NepeckinaeT Tpaduk
Ann akaemnnapa 1 u Gnokupyer
Tpacduk Ann akzemnnapa 2

KoMmmyTarop 2

PucyHok A.1 — HacTpoiika NpOoTOKOMa MHOXECTBA CBA3YIOLLNX AepeBbEB

Korga oAnH 13 KOMMYTaTOPOB BbIXOAMUT U3 CTPOA MO0 06pbIBAaEeTCA KaHa, MHOXECTBO AepeBbeB
MSTP nepectpanBaeTca, YTO NO3BOAAET MUMHUMMU3NPOBATL NOCAEACTBUA aBapun. HUXKe npuseneH npouecc
KOHdUrypaumm KommyTtatopos. Jna 6onee GbICTPON HACTPOMKM co3aaeTca obwmii KOHPUIYPaLMOHHbLIN
WwabnoH, KOTopbIn 3arpyrkaeTca Ha TFTP-cepBep M MCNOAb3YeTCA BNOCNEACTBUN A1 HACTPOMKM BCEX KOM-
MYTaTOpPOB.

1. CosgaHve wabnoHa v KOHPUTrypaLMa NepBOro KOMMYTaTopa

console# configure

console (config)# wvlan database

console (config-vlan)# vlan 10,20,30,40,50,60

console (config-vlan) # exit

console (config) # interface vlan 1

console (config-if)# ip address 192.168.16.1 /24

console (config-if) # exit

console (config)# spanning-tree mode mst

console (config) # interface range TengigabitEthernet 1/0/1-2

console (config-if)# switchport mode trunk

console (config-if)# switchport trunk allowed vlan add 10,20,30,40,50,60
console (config-if) # exit
console (config) # spanning-tree mst configuration
console (config-mst) # name sandbox
console (config-mst)# instance 1 vlan 10,20,30
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console (config-mst)# instance 2 vlan 40,50,60

console (config-mst) # exit

console (config) # do write

console (config)# spanning-tree mst I priority 0

console (config) # exit

consolef#copy running-config tftp://10.10.10.1/mstp.conf

HacTpoiiKa selective-qing

Hobasnerue SVLAN

MpuBeaeHHbIV 34eCb NPUMEP KOHOUTYPaL MM KOMMYTATOPA AEMOHCTPUPYET KaK 006aBNAATb METKY

SVLAN 20 ko Bcemy Bxogawemy Tpaduky 3a uckntodeHmem VLAN 27.

console# show running-config

vlan database

vlan 20,27

exit

!

interface tengigabitethernetl/0/5

switchport mode general

switchport general allowed vlan add 27 tagged
switchport general allowed vlan add 20 untagged
switchport general ingress-filtering disable
selective-ging list ingress permit ingress vlan 27
selective-ging list ingress add vlan 20

exit

!

|

end

MoomeHa CVLAN

B ceTax nepegayn AaHHbIX 40BOJIbHO YacTO BO3HMKAKOT 3a4a4u, CBA3aHHble ¢ nogmeHon VLAN
(Hanpumep, A1 KOMMYTATOPOB YPOBHSA AOCTYNA CYLLECTBYET TUMOBAsA KOHGUIypaLLMs, HO NOJ/Ib30BATE b-
ckuit Tpaduk, VOIP n Tpaduk ana ynpasneHusa Tpebyetca nepenasatb B pa3Hbix VLAN Ha pasnunyHbIX
Hanpas/ieHusXx). B aTom cnydae 66110 6bl yA06HO BOoCcnonb3oBaTbes GpyHKUMen noameHbl CVLAN ana 3a-
MeHbl Tunu3aunposaHHbix VLAN Ha VLAN ana tpebyemoro HanpaeneHus. Huxke npuseaeHa KoHoUrypawmsa
KOMMyTaTopa, B KOTOpOM ocyliectsasetca nogmeHa VLAN 100, 101 v 102 Ha 200, 201 1 202. O6paTHas

noameHa A0/1KHa OCYLLECTBAATLCA Ha 3TOM Ke UHTepdelice:

console# show running-config

vlan database

vlan 100-102,200-202

exit

|

interface tengigabitethernet 1/0/1

switchport mode trunk

switchport trunk allowed vlan add 200-202

selective-ging list egress override vlan 100 ingress vlan 200
selective-ging list egress override vlan 101 ingress vlan 201
selective-ging list egress override vlan 102 ingress vlan 202
selective-ging list ingress override vlan 200 ingress vlan 100
selective-ging list ingress override vlan 201 ingress vlan 101
selective-ging list ingress override vlan 202 ingress vlan 102

exit!end
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NPUNOXEHUE B. KOHCONbHbIN KABE/b

D12 Q | W G

6) (1) () (9

RJ-45 DB-9

PucyHok B.1 — MNoaKkntoueHne KoHCoNbHOro Kabens
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NMPUNOXEHUE B. NOAAEPXUBAEMbIE 3HAYEHUA ETHERTYPE

Tabnnuya B.1 — NoaaepkmBaemble 3HaveHus EtherType

O0x22DF 0x8145 0x889e 0x88cb 0x88e0 0x88f4 0x8808 0x881d 0x8832 0x8847

0x22E0 0x8146 0x88a8 0x88cc 0x88el 0x88f5 0x8809 0x881le 0x8833 0x8848

Ox22E1 0x8147 0x88ab 0x88cd 0x88e2 0x88f6 0x880a 0x881f 0x8834 0x8849

Ox22E2 0x8203 0x88ad 0x88ce 0x88e3 0x88f7 0x880b 0x8820 0x8835 0x884A

Ox22E3 0x8204 0x88af 0x88cf 0x88e4 0x88f8 0x880c 0x8822 0x8836 0x884B

0x22E6 0x8205 0x88b4 0x88d0 0x88e5 0x88f9 0x880d 0x8824 0x8837 0x884C

O0x22E8 0x86DD 0x88b5 0x88d1 0x88e6 0x88fa 0x880f 0x8825 0x8838 0x884D

0x22EC 0x86DF 0x88b6 0x88d2 0x88e7 0x88fb 0x8810 0x8826 0x8839 0x884E

0x22ED 0x885b 0x88b7 0x88d3 0x88e8 0x88fc 0x8811 0x8827 0x883A 0x884F

Ox22EE 0x885c¢ 0x88b8 0x88d4 0x88e9 0x88fd 0x8812 0x8828 0x883B 0x8850

Ox22EF 0x8869 0x88b9 0x88d5 0x88ea 0x88fe 0x8813 0x8829 0x883C 0x8851

0x22F0 0x886b 0x88ba 0x88d6 0x88eb 0x88ff 0x8814 0x882A 0x883D 0x8852

0x22F1 0x8881 0x88bf 0x88d7 0x88ec 0x8800 0x8815 0x882B 0x883E 0x9999

0x22F2 0x888b 0x88c4 0x88d8 0x88ed 0x8801 0x8816 0x882C 0x883F 0x9c40

0x22F3 0x888d 0x88c6 0x88d9 0x88ee 0x8803 0x8817 0x882D 0x8840

0x22F4 0x888e 0x88c7 0x88db 0x88ef 0x8804 0x8819 0x882E 0x8841

0x0800 0x8895 0x88c8 0x88dc 0x88f0 0x8805 0x881a 0x882F 0x8842

0x8086 0x8896 0x88c9 0x88dd 0x88f1 0x8806 0x881b 0x8830 0x8844

0x8100 0x889b 0x88ca 0x88de 0x88f2 0x8807 0x881c 0x8831 0x8846
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NMPUNOXKEHUE . ONUCAHUE NMPOLIECCOB KOMMYTATOPA

Tabnuua .1 — OnucaHMe NpoLLeccoB KOMMYTATOpPA

Uma
OnucaHue npouecca

npouecca

3SMA Aging ana IP-multicast

3SWF MNepepayva nakeToB meXay YPOBHEM 2 1 CETEBbIM YPOBHEM

3SWQ MporpammHan obpaboTka ACL nepexBayeHHbIX NaKeToB

AAAT YnpasneHue n obpabotka metozos AAA

AATT CumynaTtop AAA ana nposepku metoaos AAA

ARPG Peanunsaumna npotokona ARP

B_RS YnpaBneHue nepesarpysKon yCTPONUCTB B CTEKE

BFD Peannsauna npotokona BFD

BOXM [ononHuTenbHble AeNcTBMA B CTeKe (NoslyYeHMe CBeAeHWUI O CTeKe, MHAMKaALMA, 06MeH co-
obuweHunamu, cmeHa Unit ID)

BOXS O6paboTKa KOMaHA, COCTOAHUSA cTeKa: gobasneHne Master/Slave, nsyyeHume Tononoruu, ob-
HoB/ieHMe Bepcuu MO Begomoro ycTpoincTaa (slave)

BRGS Bridge Security — ARP Inspection, DHCP Snooping, DHCP Relay Agent, IP Source Guard

BRMN Bridge Management: STP, onepauuu c FDB (go6aBneHue, yaaneHue 3anucei), 3epKkanmpo-
BaHue, KoHpurypaumsa noptos/VLAN, GVRP, GARP, LLDP, IGMP Snooping, IP multicast

BSNC ABTOMAT CUHXPOHU3ALMN BEAYLLETO U BEAOMOIO YCTPOWCTB B CTEKE

BTPC KnueHt BOOTP

CDB_ KonnposaHune KoHOUIrypaLMOHHbIX ¢pannos

CNLD 3arpyska/sbirpyska KoHburypaumm

COPY YnpasneHue KonnpoeaHuem pannos

CPUT Ytnnuzauma CPU

D_LM Link Manager — oTcnexXnBaHue cOCTOSIHUA CTEK-/IMHKOB

D_SP Stacking Protocol

DDFG PaboTa c dalinoBoi cuctemon

DFST PacnpepeneHHas dainosas cuctema (DFS). MUcnonbayeTcs B paboTe cTeka

DH6C DHCPv6-knuneHT

DHCP Cepsep u Relay Agent DHCP

DHCp Ping

DMNG Dinstant Manager — nonyyeHne nHdopmaLmm € yaaneHHblx OHUMTOB (Bepcua MO, uptime,
yCTaHOBKa aKTUBHOro obpasa M0)

DNSC KnueHt DNS

DNSS Cepsep DNS

DSND Data Set Delays Report
Dispatcher — 06paboTKa cobbiThii OT yaaneHHbIX OHUTOB 06 MU3MEHEHUWN COCTOSHWUS BEHTU-

DSPT NIATOPOB, UCTOYHMKOB NUTAHUSA, TEPMOLATYNKOB, SFP-TpaHcuBepoB. MoslyyeHne coobLueHui
OT yAaNeHHbIX loHUTOB 06 nx Bepcum MO, cepuitHom Homepe, MD5 cymme MMO.

DSYN Stack application

DTSA Stack application

ECHO Mpotokon ECHO

EPOE PoE (B3aumogelicTBMe c Nonb3oBaTenem)

ESTC JlorvpoBaHue cobbiTuid 0 NpesbileHnn noporos TpaduKka Ha CPU (cpu input-rate detailed)

EVAP TRX Training — aBToMaTU4YecKas HacTponKa napameTtpos SERDES

EVAU O6paboTKa cobbiTin Address Update, HUKHUIN ypOBEHb, Nepeaaya Bbile

EVFB Onpoc coctoAaHuAa SFP

EVLC O6paboTKa cobbITUIN O CMEHE COCTOSIHWUA NOPTA, HUXKHUI YPOBEHDb, Nepeaaya Bbilwe

EVRT RX Training
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EVRX Ob6paboTKa cobbiTUi NpMéma nakeTa U3 KommytaTopa B CPU, HUKHUI ypOBEHb, Nepeaaya
nakeTa Ha ypOBEHb 2

EVTX O6paboTKa cobbITUN OKOHYaHUA OTNpPaBKK naketa ns CPU B KommyTaTop, HUKHUIN YPOBEHD

exRX O6paboTKa BbIxOAa NAKETOB C HUXKHETO YPOBHA 2

FFTT YnpasneHue Tabanuein mapwpytmsaumMm n mapLipyTusaumsa naketos

FHSF IPv6 First Hop Security (O6paboTka Tanmepos)

GOAH Peannsauns web-cepsepa GoAhead

GRN_ Peanunsauns Green Ethernet

HCLT MonyyeHne n 06paboTKa KOMAHA, HACTPOMKM YCTPOMCTBA HUMKHETO YPOBHSA

HCPT PoE (B3anmoaeicTBme c KOHTPOAEPOM)

HLTX OTnpaska naketos n3 CPU B KommyTatop

HOST OcHOBHOW host-noToK, X0n10CTOM X0A4,

HSCS Stack Config — HacTpolika pyHKUMIM KOMMyTaTopa Ha YAa/IeHHOM HOHUTE

HSES Stack Events — 06paboTka cobbiTuit link changed, address update ¢ yaaneHHbIX IOHUTOB Ha
macTepe

HSEU O6paboTKa cobbITHiM CTEKA

ICMP Peanunsauna npotokona ICMP

I0TG YnpasneHne TepMmHanamu BBoAa-BbiBoaa

IOTM YnpasneHune TepMmHanamu BBoAa-BbiBoaa

IOUR YnpasneHne TepMmHanamu BBoAa-BbiBoaa

IP6C Cyétunkmn IPv4 n IPV6

IP6M MapuwpyTtnsauma IPv4 n IPv6

IPAT YnpaBneHue 6a3oii gaHHbIX IP-aapecos

IPG O6paboTKa nepexBayeHHbIX GparMeHTUPOBaHHbIX IP-nakeToB

IPRD BcnomoratenbHasa 3agayva ana ARP, RIP, OSPF

IPMT YnpasneHue IP multicast mapwpyTtrsaumen n IGMP Proxy

IT60

IT6l
3apaun ana paboTobl C NpepbiBaHUAMMU

IT64

IT99

V11 3afaya gns paboTbl ¢ BUPTYaAIbHbIMM NPEPLIBAHUAMMU

L2HU MNepenayva nakeToB Ha ypoBeHb 3

L2PS O6paboTKa cobbITUIA CMEHbI COCTOAHUA/HACTPoeK MHTepdeincos 1 nepeaaya cooblueHni 3a-
pPerncTpmMpoBaHHbIM Cy*Kbam

L2UT Ytunusauus noptos (show interfaces utilization)

LBDR Peanunsaums ¢pyHKumnm Loopback Detection

LBDT OTnpaBKa nakeTtoB Loopback Detection

LTMR O6wan 3agaya gns BCex TakmMepos

MACT O6paboTKa cobbiTnA 06 okoHYaHWUK aeiictena B FDB (aging MAC-aapecos)

MLDP Marvell Link Layer Reliable Datagram Protocol, stack transport

MNGT ABToTeCTbI

MRDP Marvell Reliable Datagram Protocol, stack transport

MROR PesepBunpoBaHue KoHOUrypaumoHHoro ¢aina B sSHeproHesaBUCMMON NaMATH

MSCm MeHegaKep gnsa paboTbl C TEPMUHANIBHBIMU CECCUAMM

MSRP Mepenaya cobbITNIM B CTEKE NO/Ib30BATE/NbCKMM 334a4am

MSSS MpocnywmnsaHue IP-cokeToB

MUXT OTCnenBaHne U3MEHEHWNIM CTPYKTYPbl CTEKa

NACT BupTyanbHoe TecTupoBaHue Kabena (VCT)

NBBT N-Base

NINP PaboTta c Kombo-nopTamm

NSCT HacTtpoiika orpaHMYeHna cCKOpoCTM NepexsaTta naketos Ha CPU, BegeHne cTaTUCTMKK MO ne-
pexBayeHHbIM NakeTam
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NSFP OTcnexknBaHune cobbITUiA, cBA3aHHbIX ¢ SFP, Ha ceTeBOM ypoBHe

NSTM Storm Control

NTPL Mepuroamyeckas reHepauma curHana ansa onpoca 1abamy MAC, VLAN, nopToB, My/ibTUKAcCTa,
MapLIpyTU3aLLMKn, NPUOPUTU3ALNM

NTST JobaBneHune u yaaneHune IOHUTOB B CTeKe, cOpoc Ha AedONT COCTOAHUS IOHUTA, HA CETEBOM
YPOBHe

NVCT BcnomoratenbHaa 3agava gna VCT. 3anyck Tecta M oTCAeXmnBaHMe U3MEHEHUA COCTOAHUA
nopTa.

OBSR 3afayva gns OTCNeXMBaHMA U yBEAOMIEHUA 006 M3MeHeHMAX cneumdUyecknux napameTpos
nHTepdelicos, Heobxoanmbix gnsa LLDP, CDP u gpyrMx npoTOKOA0B.

PLCR O6paboTKa cobbITUN CMEHbI COCTOAHMA NOPTOB YCTPOMCTB CTEKA

PLCT O6paboTKa cobbITUIN CMEHbI COCTOAHUA NOPTOB

PNGA Peanuszaums ping

POLI Policy Management

PTPT Precise Time Protocol

RADS RADUIS-cepsep

RCDS KnneHt Remote CLI

RCLA

RCLB Cepsep Remote CLI

RELY DHCPv6 Relay

ROOT PoauTenbckuii Tack ana Bcex 3aaad

RPTS Routing protocol

SCLC OT1cnexunsaHue coctoaHma OOB-nopTa

SCPT ABTOOBOHOBNEHWNE M aBTOKOHOUIYpaLma

SCRX MonyyeHune Tpaduka c OOB-nopTa

SEAU MonyyeHue cobbiTnit Address Update, HUXKHUI ypoBEHb

SELC MonyyeHue cobbITUIA O CMEHE COCTOSIHMA NOPTA, HUKHUIA YPOBEHb

SERT OTcnexknBaHue cobbITUIA Ha NOPTY ANA Havana npoueaypbl RX Training

SERX MonyyeHune cobbiTNIM NpUEma NakeTa U3 KommyTtatopa B CPU, HUKHWI ypoBEHb

SETX MonyyeHune cobbiTUIA OKOHYAHMA OTNPaBKM NnakeTa M3 CPU B KOMMYTaTOp, HUXKHUI YPOBEHb

SEMG sFlow Manager — 06paboTka cobbiTnit usmeHeHua IP-aapeca, 3anpocos CLI/SNMP, Taiime-
pos

SFSM sFlow Sampler

SFTR MpoTokon Sflow

SNAD ba3a gaHHbIXx SNA

SNAE O6paboTKa cobbiTMin SNA

SNAS CoxpaHeHue 6asbl gaHHbIX SNA B MN3Y

SNMP Peanunsauna npotokona SNMP

SNTP Peanusauna npotokona SNTP

SOCK YnpasneHue paboToii COKkeToB

SQIN HacTpoiika Selective QinQ

SSIM Slave To Master — nepegava coobuieHuid ¢ Begomoro yctpoictsa (slave) Ha Begyuiee
(master)

SSHP Cepsep SSH — HacTpolika, 06paboTKa KomaHA, Tanmep

SSHU Cepsep SSH — npoTokon

SSLP Peannsauna SSL

SSTC JlorvpoBaHue cobbiThid 0 NpeBsbileHnn noporos TpaduKka Ha CPU (cpu input-rate detailed)

STMB O6paboTtka SNMP-3anpocoB o cTaTyce cTeka

STSA CLI-ceccnsa yepes COM-nopt

STSB CLI-ceccma yepes VLAN

STSC CLI-ceccma yepes VLAN

STSD CLI-ceccma yepes VLAN
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STSE CLI-ceccmsa yepes VLAN

SW2M Ob6paboTKa cobbiTuin Address Update ot FDB, 610KkMpoBKa nopTta npu BO3SHUKHOBEHMM OLLMU-
60K Ha nopTy

SYLG BbiBOA, co0bLEeHMI B syslog

TBI_ Tabanua BpemeHHbIX NpomeKyTkos ans ACL

TCPP Peanusauna npotokona TCP

TFTP Peanusauna npotokona TFTP

TMNG YnpasneHne npuoputeTamm 3agay

TNSL KnueHnt Telnet

TNSR Cepsep Telnet

TRCE Peanusauusa traceroute

TRIG 3anyck gericteus B FDB (aging MAC-agpecos)

TRMT YnpaBieHMe IOHUTaMM B CTEKE C NOAAEPHKKON TPaH3aKLUN

TRNS File Transfer — konupoBaHue daiinos mexay oHUTamm cteka (MN0O)

UDPR UDP Relay

URGN O6paboTKa KPUTUUYECKUX COBBLITUI (HanpUmep, NepesarpysKu)

VRRP Peanunsauna npotokona VRRP

WBAM Web-based Autentification

WBSO B3anmopaenctene c web-KnmeHTamm, HUKHUI YpOBEHb

WBSR YnpaBneHue n Tanmepbl web-cepeepa

WNTT Mopaepkka NAT gna WBA

XMOD Peanusaums npotokona X-modem
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TEXHUYECKAA NOAOAEPXKKA

Ona  nonyyeHWs TEXHUYECKOM KOHCynbTauMu NO BOMpocam 3Kcnayatauuu obopypoBaHua
000 «MpeanpusaTtne «3INNTEKC» Bbl MoxKeTe 06paTnTbes B CepBUCHbIN LEeHTP KOMNaHUK:
dopma obpaTHOI cBA3K Ha caiTe: https://eltex-co.ru/support/
Servicedesk: https://servicedesk.eltex-co.ru/

Ha opunumanbHOM caitiTe KOMMAAHUM Bbl MOXKETE HAUTU TEXHUYECKYHO OKYMEHTALMIO M MPOrpaMMHOe
obecneyeHune ana npoaykumm 000 «Mpeanpusatne «3ITEKC», 06paTuTbca K 6ase 3HaHUIA UM OCTaBUTb
WHTEPaKTUBHYIO 3aABKY:

OdunumanbHbIi cant komnaHuu: https://eltex-co.ru/
ba3a 3HaHwui1: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LeHTp 3arpysok: https://eltex-co.ru/support/downloads
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