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YC/NNOBHbIE OBO3HAYEHUA

O603HaueHue

OnucaHue

[]

B KBaApaTHbIX cKobKax B KOMaH,D,HOﬁ CTPOKe yKa3blBaloTCA Heobn3aTeNibHble napa-
MEeTpPbI, HO X BBO, NpeaocCTaBaAEeT onpeaeneHHble 4ONONTHUTE/IbHbIE ONLUUMN.

{} B ¢urypHbIX CKOBKax B KOMAaHAHOM CTPOKe YKa3blBatoTcA 0b6s3aTesIbHble NapaMeTpsbl.
«,»

» [aHHble 3HaKKN B ONMCaHMM KOMaH/bl UCMONb3YIOTCA AR YKa3aHWA AMana3oHoBs.

«|» [.aHHbIN 3HAK B ONMCAaHUM KOMaHAbl 0603HaYaeT «UAN».

«/» [.aHHbIN 3HaK NPW YKa3aHWM 3HAYEHUI NepemMeHHbIX pa3genseT BO3MOMXKHbIe 3HaUeHun

M 3Ha4YeHnA No YMON4YaHUIO.

Kypcue Calibri

Kypcmsom Calibri ykasbiBatoTca nepemeHHble UAM NapameTpbl, KOTopble Heobxoanumo
3aMeHWTb COOTBETCTBYIOLLMM CNIOBOM MU CTPOKOW.

MonyxcupHelii Kypcue MoNy*KMPHbIM KYPCUBOM BblAeNIeHbI MPUMEYAHUA U NpeaynperKaeHUs.
<MoayxcupHeolii MoNy»KMPHBIM KYPCMBOM B YF/IOBbIX CKOOKAX YKa3blBalOTCA Ha3BaHMA KAaBULW Ha KAa-
Kypcue> Buartype.

Courier New

MonyxupHbim Wpndtom Courier New 3anuncaHbl NpUMepbl BBOAA KOMAHA,

MpumeyaHua U npegynpexaeHua

MpumeyvaHuA copep:KaT BaXkKHYI0 MHGOPMALMIO, COBETbI MU PEKOMEHAALMM NO
MCNOJIb30BaHMWIO U HAaCTPOIKe YCTPOUCTBA.

MpeaynpexaeHna UHGOPMUPYIOT NO/Ib30BATENA O CUTYALMAX, KOTOPbIe MOryT HAaHECTU Bpea,
l YCTPOWCTBY MU YeNOBEKY, NPUBECTU K HEKOPPEKTHOI paboTe yCTPOICTBA MK NOTEPE AaHHDbIX.
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1 HACTPOWKA SNMP-CEPBEPA U OTNPABKU SNMP-TRAP

snmp-server server
snmp-server community public ro

snmp-server community private rw

snmp-server host 192.168.1.1 traps version 2c private

2 KPATKHUE OBO3HAYEHUA

e iflndex — nHaekc nopTa.

Moxet NPUHUMATb chegyroume sHa4eHUA:

1. KommyTatopbl gocryna

Mogaenb KommyTaTopa

UHpeKcebl

MES2300-24
MES2300-24P
MES2300B-24
MES2300B-24F
MES2300D-24P

- MHAeKcbl 49-72 — gigabitethernet 1/0/1-24;

- nHaekcol 105-108 — tengigabitethernet 1/0/1-4;
- MHaeKcbl 157-180 — gigabitethernet 2/0/1-24;

- MHAeKcbl 213-216 — tengigabitethernet 2/0/1-4;
- MHAOEKCbI 265-288 — gigabitethernet 3/0/1-24;

- MHAeKcbl 321-324 — tengigabitethernet 3/0/1-4;
- MHaeKcbl 373-396 — gigabitethernet 4/0/1-24;

- MHAeKcbl 429-432 — tengigabitethernet 4/0/1-4;
- uHAeKcol 481-504 — gigabitethernet 5/0/1-24;

- MHaeKcbl 537-540 — tengigabitethernet 5/0/1-4;
- MHaeKcbl 589-612 — gigabitethernet 6/0/1-24;

- MHAOEKCbl 645-648 — tengigabitethernet 6/0/1-4;
- MHAeKcbl 697-720 — gigabitethernet 7/0/1-24;

- MHAeKcbl 753-756 — tengigabitethernet 7/0/1-4;
- nHAeKcbl 805-828 — gigabitethernet 8/0/1-24;

- MHAeKcbl 861-864 — tengigabitethernet 8/0/1-4;
- nHaekcbl 1000-1031 — Port-Channel 1-32;

- nHaekcol 7000-7063 — loopback 1-64.

2. KommyTaTopbl arperaumm

Mopgenb KommyTtaTopa

UHpeKcebl

MES3300-08F
MES3300-16F
MES3300-24
MES3300-24F
MES3300-48
MES3300-48F

- MHAeKcbl 49-72 — gigabitethernet 1/0/1-24;

- MHAeKcbl 105-108 — tengigabitethernet 1/0/1-4;
- MHaeKcbl 157-180 — gigabitethernet 2/0/1-24;

- MHAeKcbl 213-216 — tengigabitethernet 2/0/1-4;
- MHAEeKcbl 265-288 — gigabitethernet 3/0/1-24;
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- nHaekcbl 321-324 — tengigabitethernet 3/0/1-4;
- MHAeKcbl 373-396 — gigabitethernet 4/0/1-24;

- MHAeKcbl 429-432 — tengigabitethernet 4/0/1-4;
- MHaeKcbl 481-504 — gigabitethernet 5/0/1-24;

- MHAeKcbl 537-540 — tengigabitethernet 5/0/1-4;
- MHAeKcbl 589-612 — gigabitethernet 6/0/1-24;

- MHAEeKcbl 645-648 — tengigabitethernet 6/0/1-4;
- MHAeKcbl 697-720 — gigabitethernet 7/0/1-24;

- MHAeKcbl 753-756 — tengigabitethernet 7/0/1-4;
- MHaeKcbl 805-828 — gigabitethernet 8/0/1-24;

- MHAeKcbl 861-864 — tengigabitethernet 8/0/1-4;
- nHaekcbl 1000-1031 — Port-Channel 1-32;

- nHaekcbl 7000-7063 — loopback 1-64.

MES5312

MES5316A
MES5324A
MES5332A

- MHAeKcbl 1-32 — tengigabitethernet 1/0/1-32;

- MHAeKcbl 53-84 — tengigabitethernet 2/0/1-32;

- MHaeKcbl 105-136 — tengigabitethernet 3/0/1-32;
- MHAeKcbl 157-188 — tengigabitethernet 4/0/1-32;
- uHAekcbl 209-240 — tengigabitethernet 5/0/1-32;
- MHAEKCbl 261-292 — tengigabitethernet 6/0/1-32;
- nHaekcbl 313-344 — tengigabitethernet 7/0/1-32;
- MHAEKCbl 365-396 — tengigabitethernet 8/0/1-32;
- uHaekcol 1000-1127 — Port-Channel 1-128;

- nHaeKcebl 7000-7063 — loopback 1-64.

3. WHAycTpuanbHble KOMMYTaTOPbI

Mogaenb KommyTaTopa

UHAaeKcbl

MES2300DI-28

- MHAeKcbl 49-76 — gigabitethernet 1/0/1-28;

- MHAeKcbl 157-184 — gigabitethernet 2/0/1-28;
- MHAOEKCbI 265-292 — gigabitethernet 3/0/1-28;
- nHaekKcbl 373-400 — gigabitethernet 4/0/1-28;
- nHaekKcbl 481-508 — gigabitethernet 5/0/1-28;
- MHAeKcbl 589-616 — gigabitethernet 6/0/1-28;
- MHAeKcbl 697-724 — gigabitethernet 7/0/1-28;
- nHaekcbl 805-832 — gigabitethernet 8/0/1-28;
- nHaekcbl 1000-1031 — Port-Channel 1-32;

- nHaekcol 7000-7063 — loopback 1-64.

MES35001-08P
MES35001-10P

- nHaeKcbl 49-60 — gigabitethernet 1/0/1-12;
- nHaekcbl 1000-1031 — Port-Channel 1-32;
- nHaekcol 7000-7063 — loopback 1-64.
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4. KommyTtaTtopbl gna U0,

Mogenb KommyTtaTopa

UHpekcbl

- MHAeKcbl 1-48 — tengigabitethernet 1/0/1-48;

- MHAeKcbl 49-72 — twentyfivegigabitethernet 1/0/1-24;

- nHaekcbl 103-108 — hundredgigabitethernet 1/0/1-6;

- uHaekcol 109-156 — tengigabitethernet 2/0/1-48;

- nHaekcbl 157-180 — twentyfivegigabitethernet 2/0/1-24;
- MHaeKcbl 211-216 — hundredgigabitethernet 2/0/1-6;

- MHAeKcbl 217-264 — tengigabitethernet 3/0/1-48;

- MHAEKCbI 265-288 — twentyfivegigabitethernet 3/0/1-24;
- uHAaekcol 319-324 — hundredgigabitethernet 3/0/1-6;

- MHAeKcbl 325-372 — tengigabitethernet 4/0/1-48;

- nHAaeKcbl 373-396 — twentyfivegigabitethernet 4/0/1-24;
- uHAeKcobl 427-432 — hundredgigabitethernet 4/0/1-6;

MES5310-48
MES5400-24 - MHaeKcbl 433-480 — tengigabitethernet 5/0/1-48;
MES5400-48 - MHaekKcbl 481-504 — twentyfivegigabitethernet 5/0/1-24;
MES5410-48 - MHAeKcbl 535-540 — hundredgigabitethernet 5/0/1-6;

- MHAeKcbl 541-588 — tengigabitethernet 6/0/1-48;

- MHaeKcbl 589-612 — twentyfivegigabitethernet 6/0/1-24;

- MHAeKcbl 643-648 — hundredgigabitethernet 6/0/1-6;

- MHAOEKCbl 649-696 — tengigabitethernet 7/0/1-48;

- MHaeKcbl 697-720 — twentyfivegigabitethernet 7/0/1-24;

- MHAeKcbl 751-756 — hundredgigabitethernet 7/0/1-6;

- MHAeKcbl 757-804 — tengigabitethernet 8/0/1-48;

- nHaekcbl 805-828 — twentyfivegigabitethernet 8/0/1-24;

- MHaeKcbl 859-864 — hundredgigabitethernet 8/0/1-6;

- nHaekcol 1000-1127 — Port-Channel 1-128;

- nHaekcbl 7000-7063 — loopback 1-64.

- nHaekcbl 1-32 - hundredgigabitethernet 1/0/1-32

- nHaekcbl 33-160 - twentyfivegigabitethernet 1/0/1-128

- MHAeKcbl 161-162 - tengigabitethernet 1/0/1-2

- nHaeKcbl 163-194 - hundredgigabitethernet 2/0/1-32

- MHaekKcbl 195-322 - twentyfivegigabitethernet 2/0/1-128
MES5500-32 - HaeKebl 323-324 - tengigabitethernet 2/0/1-2

- nHaeKcbl 325-356 - hundredgigabitethernet 3/0/1-32

- nHaekKcbl 357-484 - twentyfivegigabitethernet 3/0/1-128
- MHAeKcbl 485-486 - tengigabitethernet 3/0/1-2

- MHAeKcbl 487-518 - hundredgigabitethernet 4/0/1-32

- nHaekKcbl 519-646 - twentyfivegigabitethernet 4/0/1-128

8 MoHumopuHe u ynpasneHue Ethernet-kommymamopamu MES no SNMP




HELTEX

- MHaeKcbl 647-648 - tengigabitethernet 4/0/1-2

- nHAeKcbl 649-680 - hundredgigabitethernet 5/0/1-32

- MHaeKcbl 681-808 - twentyfivegigabitethernet 5/0/1-128

- nHaekcbl 809-810 - tengigabitethernet 5/0/1-2

- nHaeKcbl 811-842 - hundredgigabitethernet 6/0/1-32

- nHaekKcbl 843-970 - twentyfivegigabitethernet 6/0/1-128

- MHaeKcbl 971-972 - tengigabitethernet 6/0/1-2

- nHaeKkcbl 973-1004 - hundredgigabitethernet 7/0/1-32

- nHgekcol 1005-1132 - twentyfivegigabitethernet 7/0/1-128
- nHaekcbl 1133-1134 - tengigabitethernet 7/0/1-2

- uHAaekcbl 1135-1166 - hundredgigabitethernet 8/0/1-32

- nHaekcol 1167-1294 - twentyfivegigabitethernet 8/0/1-128
- MHAeKcbl 1295-1296 - tengigabitethernet 8/0/1-2

- nHaeKkcbl 3000-3127 - Port-Channel 1-128

- nHaekcol 7000-7063 - loopback 1-64

e index-of-rule — nHaekc npasuna B ACL Bcerga KpateH 20. Ecam npu cosgaHum npasun byayT
YKa3aHbl MHAEKCblI He KpaTHble 20, TO noc/ie nepes3arpyskn KommyTaTopa MopAgKoBble HOMepa
npasua B ACL cTaHyT KpaTHbl 20;

e 3HauyeHue nona N — B IP 1 MAC ACL ntoboe npasuio 3aHMmaeT oT 1 4o 3 nosielt B 3aBUCUMOCTU OT
€ro CTPYKTypbl;

o |P address — IP-agpec ans ynpaBaeHUA KOMMYTaTOPOM;

B npuBeaeHHbIX B AOKYMEHTE Mpumepax MCNosb3yeTca cneayowmin IP-agpec ana ynpasaeHus:
192.168.1.30;

e ip address of tftp server — IP-agpec TFTP-cepBepa;

B npuBeaeHHbIXx B OOKYMEHTe MpuMmepax Mchnosb3yetca cneaytowmii IP-agpec TFTP-cepsepa:
192.168.1.1;

e community — cTpoka coobuiecTsa (Maposb) Ana 4ocTyna no npotokoay SNMP.
B nprBeaeHHbIX B AOKYMEHTe Npumepax UCNob3yloTcA cneaytolwme community:

private — npasa Ha 3anuchb (rw);
public — npaBa Ha uTeHue (ro).

3 PABOTA C PAUIAMU

3.1 CoxpaHeHue KoHguzypayuu

CoxpaHeHue KOHguU2ypayuu 8 3Hep20He3a8UCUMYO NamMams

MIB: rlcopy.mib

MoHumopuHe u ynpasneHue Ethernet-kommymamopamu MES no SNMP 9



HELTEX

Ucnonb3yemble Tabnauupbl: riCopyEntry — 1.3.6.1.4.1.89.87.2.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.87.2.1.3.1 1 {local(l)} \
1.3.6.1.4.1.89.87.2.1.7.1 1 {runningConfig(2)} \
1.3.6.1.4.1.89.87.2.1.8.1 1 {local(l)} \
1.3.6.1.4.1.89.87.2.1.12.1 i {startupConfig (3)} \
1.3.6.1.4.1.89.87.2.1.17.1 1 {createAndGo (4)}

Mpumep

KomaHpa CLI:

copy running-config startup-config

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.87.2.1.3.1 i 1 \
1.3.6.1.4.1.89.87.2.1.7.1 1 2 \
1.3.6.1.4.1.89.87.2.1.8.1 1 1 \
1.3.6.1.4.1.89.87.2.1.12.1 i 3 \
1.3.6.1.4.1.89.87.2.1.17.1 1 4

CoxpaHeHue KoOHgu2ypayuu 8 3Hep203a8UCUMYI0 NAMameb U3 IHep2oHe3agucumol

MIB: rlcopy.mib

Ucnonbayembie Tabnunupi: riCopyEntry — 1.3.6.1.4.1.89.87.2.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.87.2.1.3.1 1 {local(l)} \
1.3.6.1.4.1.89.87.2.1.7.1 1 {startupConfig (3)} \
1.3.6.1.4.1.89.87.2.1.8.1 1 {local(l)} \
1.3.6.1.4.1.89.87.2.1.12.1 i {runningConfig(2)} \
1.3.6.1.4.1.89.87.2.1.17.1 i {createAndGo (4)}

MNpumep

KomaHpa CLI:

copy startup-config running-config

KomaHnga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.87.2.1.3.1 1 1 \
1.3.6.1.4.1.89.87.2.1.7.1 1 3 \
1.3.6.1.4.1.89.87.2.1.8.1 1 1 \
1.3.6.1.4.1.89.87.2.1.12.1 i 2 \
1.3.6.1.4.1.89.87.2.1.17.1 1 4

YoaneHue KOH@uU2ypayuu U3 3Hep2oHe3asucumol namamu

MIB: RADLAN-rndMng

Ucnonb3syembie Tabnnupl: rndAction — 1.3.6.1.4.1.89.1.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.1.2.0 i {eraseStartupCDB (20)}
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Mpumep yaaneHus startup-config

KomaHpga CLI:
delete startup-config

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.1.2.0 i 20

3.2 Paboma c TFTP-cepsepom

KonuposaHue KoHgu2ypayuu u3 aHep2o3asucumol namamu Ha TFTP-cepsep

MIB: RADLAN-COPY-MIB

Ucnonbayemble Tabauupi: riCopyEntry — 1.3.6.1.4.1.89.87.2.1

snmpset -v2c -c <community> -t 5 -r 3 <IP address> \
1.3.6.1.4.1.89.87.2.1.3.1 1 {local(l)} \
1.3.6.1.4.1.89.87.2.1.7.1 1 {runningConfig(2)} \
1.3.6.1.4.1.89.87.2.1.8.1 1 {tftp(3)} \
1.3.6.1.4.1.89.87.2.1.9.1 a {ip address of tftp server} \
1.3.6.1.4.1.89.87.2.1.11.1 s "MES-config.cfg" \
1.3.6.1.4.1.89.87.2.1.17.1 i {createAndGo (4)} \
1.3.6.1.4.1.35265.1.23.3.11.1.1.1 i {number of vrf (default 1)}

V Komanpga 1.3.6.1.4.1.35265.1.23.3.11.1.1.1 i {number of vrf (default 1)} npumeHnsetca B cny-
yae Ucnosab3oBaHUA OTINYHOrO OT aedonTHol VRF.

Mpumep KonuposaHua us running-config Ha TFTP-cepeep

KomaHpga CLI:
copy running-config tftp://192.168.1.1/MES-config.cfg [vrf test]

KomaHaa SNMP:
snmpset -v2c -c private -t 5 -r 3 192.168.1.30 \

1.3.6.1.4.1.89.87.2.1.3.1 1 1 \
1.3.6.1.4.1.89.87.2.1.7.1 1 2 \
1.3.6.1.4.1.89.87.2.1.8.1 1 3 \
1.3.6.1.4.1.89.87.2.1.9.1 a 192.168.1.1 \
1.3.6.1.4.1.89.87.2.1.11.1 s "conf.cfg" \
1.3.6.1.4.1.89.87.2.1.17.1 1 4 \
1.3.6.1.4.1.35265.1.23.3.11.1.1.1 i 2

V KomaHpa 1.3.6.1.4.1.35265.1.23.3.11.1.1.1 i 2 npumeHsAeTcA B C/Iy4ae UCNOJIb30BAHUA OT/INY-
- Horo oT aedontHoii VRF: vrf test.

KonuposaHue KoHgu2ypayuu 8 3Hep203asucumyro namame ¢ TFTP-cepsepa

MIB: rlcopy.mib

Ucnonbayemble Tabauupi: riCopyEntry — 1.3.6.1.4.1.89.87.2.1

snmpset -v2c -c <community> -t 5 -r 3 <IP address> \

1.3.6.1.4.1.89.87.2.1.3.1 1 {tftp(3)} \
1.3.6.1.4.1.89.87.2.1.4.1 a {ip address of tftp server} \
1.3.6.1.4.1.89.87.2.1.6.1 s "MES-config.cfg" \
1.3.6.1.4.1.89.87.2.1.8.1 1 {local(l)} \
1.3.6.1.4.1.89.87.2.1.12.1 i {runningConfig(2)} \
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1.3.6.1.4.1.89.87.2.1.17.1 i {createAndGo (4)} \
1.3.6.1.4.1.35265.1.23.3.11.1.1.1 1 {number of vrf (default 1)}

V KomaHga 1.3.6.1.4.1.35265.1.23.3.11.1.1.1 i {number of vrf (default 1)} npumeHsetca B cny-

Yyae UCcnoab3oBaHUA OTAIMYHOrO oT aedontHoii VRF.

Mpumep KonuposaHusa ¢ TFTP-cepeepa B running-config

KomaHaa CLI:
copy tftp://192.168.1.1/MES-config.cfg running-config [vrf test]

KomaHga SNMP:
snmpset -v2c -c private -t 5 -r 3 192.168.1.30 \
1.3.6.1.4.1.89.87.2.1.3.1 1 3 \

1.3.6.1.4.1.89.87.2.1.4.1 a 192.168.1.1 \

1.3.6.1.4.1.89.87.2.1.6.1 s "conf.cfg" \

1.3.6.1.4.1.89.87.2.1.8.1 1 1 \

1.3.6.1.4.1.89.87.2.1.12.1 1 2 \

1.3.6.1.4.1.89.87.2.1.17.1 1 4 \

1.3.6.1.4.1.35265.1.23.3.11.1.1.1 i 2

/ KomaHpa 1.3.6.1.4.1.35265.1.23.3.11.1.1.1i 2 npumeHAETCA B C/ly4ae UCNOJ/1b30BaHUA OT/INY-
~ Horo oT aedonTHoii VRF: vrf test.

KonuposaHue KoHgu2ypayuu u3 sHep2oHe3asucumol namamu Ha TFTP-cepsep

MIB: daiin rlcopy.mib

Ucnonb3syembie Tabnnupli: riCopyEntry — 1.3.6.1.4.1.89.87.2.1

snmpset -v2c -c <community> -t 5 -r 3 <IP address> \
1.3.6.1.4.1.89.87.2.1.3.1 1 {local(l)} \
1.3.6.1.4.1.89.87.2.1.7.1 1 {startupConfig (3)} \
1.3.6.1.4.1.89.87.2.1.8.1 1 {tftp(3)} \
1.3.6.1.4.1.89.87.2.1.9.1 a {ip address of tftp server} \
1.3.6.1.4.1.89.87.2.1.11.1 s "MES-config.cfg" \
1.3.6.1.4.1.89.87.2.1.17.1 1 {createAndGo (4)}\
1.3.6.1.4.1.35265.1.23.3.11.1.1.1 i {number of vrf (default 1)}

V KomaHga 1.3.6.1.4.1.35265.1.23.3.11.1.1.1 i {number of vrf (default 1)} npumensetca B cay-

Yyae UCcnoib3oBaHUA OTAMYHOro ot gedontHoii VRF.

Mpumep KonuposaHua us startup-config Ha TFTP-cepsep

Komanpga CLI:
boot config tftp://192.168.1.1/MES-config.cfg [vrf test]

KomaHaa SNMP:
snmpset -v2c -c private -t 5 -r 3 192.168.1.30 \

1.3.6.1.4.1.89.87.2.1.3.1 i 1 \

1.3.6.1.4.1.89.87.2.1.7.1 1 2 \

1.3.6.1.4.1.89.87.2.1.8.1 1 3 \

1.3.6.1.4.1.89.87.2.1.9.1 a 192.168.1.1 \

1.3.6.1.4.1.89.87.2.1.11.1 s "conf.cfg" \

1.3.6.1.4.1.89.87.2.1.17.1 1 4 \

1.3.6.1.4.1.35265.1.23.3.11.1.1.1 i 2

V KomaHpga 1.3.6.1.4.1.35265.1.23.3.11.1.1.1i 2 npumeHsaeTca B Cly4ae UCNO/Ib30BaHUA OTINY-
Horo oT aedonTtHoit VRF: vrf test.
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KonuposaHue KoHgu2ypayuu 8 aHep2oHe3asucumyro namame ¢ TFTP-cepsepa

MIB: RADLAN-COPY-MIB

Ucnonb3yemble Tabnuupbi: riCopyEntry — 1.3.6.1.4.1.89.87.2.1

snmpset -v2c -c <community> -t 5 -r 3 <IP address> \
1.3.6.1.4.1.89.87.2.1.3.1 1 {tftp(3)} \
1.3.6.1.4.1.89.87.2.1.4.1 a {ip address of tftp server} \
1.3.6.1.4.1.89.87.2.1.6.1 s "MES-config.cfg" \
1.3.6.1.4.1.89.87.2.1.8.1 i {local(1l)} \
1.3.6.1.4.1.89.87.2.1.12.1 i {startupConfig (3)} \
1.3.6.1.4.1.89.87.2.1.17.1 i {createAndGo (4)}

Mpumep KonuposaHusa startup-config c TFTP-cepBepa

KomaHpga CLI:
boot config tftp://192.168.1.1/MES-config.cfg

KomaHaa SNMP:
snmpset -v2c -c private -t 5 -r 3 192.168.1.30 \
1.3.6.1.4.1.89.87.2.1.3.1 1 3 \

1.3.6.1.4.1.89.87.2.1.4.1 a 192.168.1.1 \
1.3.6.1.4.1.89.87.2.1.6.1 s "conf.cfg" \
1.3.6.1.4.1.89.87.2.1.8.1 1 1 \
1.3.6.1.4.1.89.87.2.1.12.1 1 3 \
1.3.6.1.4.1.89.87.2.1.17.1 1 4

3.3 ABMOKOHGu2ypuposaHue Kommymamopa

BkarwyeHue asmomamuyecko2o KoHguaypuposaHus, basupyrouezocs Ha DHCP (eknawo4eHo o

ZMO/‘I"IGHUI'OZ

MIB: radlan-dhcpcl-mib.mib

Ucnonbayemble Tabanupi: riDhcpClOption67Enable — 1.3.6.1.4.1.89.76.9

snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.89.76.9.0 1 {enable(l), disable(2)}

Mpumep

KomaHpga CLI:
boot host auto-config

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.76.9.0 1 1
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3.4 OG6HosneHue Npo2pamMmMHo20 obecrneyeHus

O6HosneHuUe Npo2paMmMHo20 obecrieyeHUs KoMmmymamopa

Mpoxoaut B ABa 3Tana:
1. 3arpy3Ka o6pasa NO

MIB: RADLAN-COPY-MIB

Ucnonb3syembie Tabnunupl: riCopyEntry — 1.3.6.1.4.1.89.87.2.1

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.89.87.2.1.3.1 1 {tftp (3)} \
1.3.6.1.4.1.89.87.2.1.4.1 a {ip add of tftp server} \
1.3.6.1.4.1.89.87.2.1.6.1 s "image name" \
1.3.6.1.4.1.89.87.2.1.8.1 1 {local(l)} \
1.3.6.1.4.1.89.87.2.1.12.1 1 {image(8)} \
1.3.6.1.4.1.89.87.2.1.17.1 1 {createAndGo (4) }\
1.3.6.1.4.1.35265.1.23.3.11.1.1.1 1 {number of vrf (default 1)}

V KomaHpga 1.3.6.1.4.1.35265.1.23.3.11.1.1.1 i {number of vrf (default 1)} npumeHsaerca B cny-

Yyae UCcnoab3oBaHUA OTANYHOro ot gedontHoii VRF.

Mpumep

Komanga CLI:
boot system tftp://192.168.1.1/mes5300a-611-R2.ros [vrf test]

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.87.2.1.3.1 1 3 \

1.3.6.1.4.1.89.87.2.1.4.1 a 192.168.1.1 \
1.3.6.1.4.1.89.87.2.1.6.1 s "mes5300a-611-R2.ros" \
1.3.6.1.4.1.89.87.2.1.8.1 1 1 1.3.6.1.4.1.89.87.2.1.12.1 1 8 \
1.3.6.1.4.1.89.87.2.1.17.1 1 4 \
1.3.6.1.4.1.35265.1.23.3.11.1.1.1 1 2

V Komanpga 1.3.6.1.4.1.35265.1.23.3.11.1.1.1i 2 npumeHsaeTca B C1y4ae UCNO/Ib30BaHUA OT/INY-

Horo oT aedonTtHoii VRF: vrf test.
2. CmeHa aKTMBHOro obpasa KommyTtaTtopa
MIB: RADLAN-DEVICEPARAMS-MIB

Ucnonb3ayembie Tabnunupl: rndActiveSoftwareFileAfterReset — 1.3.6.1.4.1.89.2.13.1.1.3

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.2.13.1.1.3.1 1 {imagel (1), image2 (2)}

Mpumep

Komanpga CLI:
boot system inactive-image

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.2.13.1.1.3.1 i 1
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« Mocne 3arpy3ku MO c TFTP-cepBepa AaHHaA KOMaHAA NPUMEHAETCA aBTOMATUYECKMU.

[lepe3aspy3ka Kommymamopa

MIB: rimng.mib

Ucnonbayemble Tabauupi: riIRebootDelay — 1.3.6.1.4.1.89.1.10

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.1.10.0 t {=anmepxka BpPEeMeHU Ilepen Iepe3arpys3Kou}

Mpumep nepesarpysku, OTAOXKEHHON Ha 8 MUHYT

KomaHpga CLI:
reload in 8

KomaHaa SNMP:
snmpset -v2c -c private -r 0 192.168.1.30 \
1.3.6.1.4.1.89.1.10.0 t 48000

V [na yKasaHMA MOMeHTabHO Nepe3arpysku TpebyeTca yKasaTb 3HaveHue t=0.

lpocmomp obpasa 10

MIB: RADLAN-DEVICEPARAMS-MIB.mib

Ucnonbayemble Tabamupi: rndActiveSoftwareFile — 1.3.6.1.4.1.89.2.13.1.1.2

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.2.13.1.1.2

Mpumep

KomaHpga CLI:

show bootvar

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.2.13.1.1.2

V 1) BO3MOKHble BapUaHTbl:

imagel(1)
image2(2)

2) NocmoTpeTb AKTUBHbIN o6pas no nocne nepesarpysku MOXHO B
rndActiveSoftwareFileAfterReset — 1.3.6.1.4.1.89.2.13.1.1.3.

[pocmomp 3a2pyxceHHbIx obpasos 10

MIB: RADLAN-DEVICEPARAMS-MIB.mib

Ucnonbayemble Tabamupi: rndimagelnfoTable — 1.3.6.1.4.1.89.2.16.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.2.16.1
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Mpumep

KomaHaa CLI:
show bootvar

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.2.16.1

pocmomp mekywel sepcuu [10 Kommymamopa

MIB: RADLAN-DEVICEPARAMS-MIB.mib

Ucnonb3ayembie Tabnuupl: rndBrgVersion — 1.3.6.1.4.1.89.2.4

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.2.4

Mpumep

Komanga CLI:

show version

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.2.4

[Mpocmomp mekyuwieli HW sepcuu

MIB: RADLAN-DEVICEPARAMS-MIB.mib

Ucnonb3syemblie Tabnuupl: genGroupHWVersion — 1.3.6.1.4.1.89.2.11.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.2.11.1

Mpumep

KomaHpa CLI:

show system id

Komanga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.2.11.1
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4 YNPABNEHWUE CUCTEMOW

4.1 CucmemHsblie pecypcol

[pocmomp cepuliHo20 HoMepa KOMMymamopa

MIB: rlphysdescription.mib

Ucnonbayemble Tabauupi: rIPhdUnitGenParamSerialNum — 1.3.6.1.4.1.89.53.14.1.5

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.53.14.1.5

Mpumep

KomaHpga CLI:

show system id

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.53.14.1.5

lpocmomp uHgopmayuu o 3a2py3Ke tcam

MIB: RADLAN-QOS-CLI-MIB

Ucnonb3ayemble Tabanybi: rlQosClassifierUtilizationPercent — 1.3.6.1.4.1.89.88.36.1.1.2

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.36.1.1.2

Mpumep

KomaHpga CLI:
show system tcam utilization

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.88.36.1.1.2

[Ipocmomp MAKCUMAabHO20 KOAU4YECMEBd XO0CMo8

MIB: rltuning.mib

Ucnonbayemble Tabauupi: rsMaxlpSFftEntries — 1.3.6.1.4.1.89.29.8.9.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.29.8.9.1

Mpumep

KomaHpga CLI:

show system router resources

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.29.8.9.1
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[Ipocmomp UCrnonb3yemo20 Koau4ecmaa Xxocmos

MIB: rifft.mib

Ucnonb3ayembie Tabnunupl: riSysmngTcamAlloclnUseEntries — 1.3.6.1.4.1.89.204.1.1.1.5

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.204.1.1.1.5.5.116.99.97.109.49.1

Mpumep

KomaHpa CLI:
show system router resources

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.204.1.1.1.5.5.116.99.97.109.49.1

[Ipocmomp MaKcuMasiIbHO20 KOAUYecmaa Mmapupymos

MIB: rltuning.mib

Ucnonb3syembie Tabnunupl: rsMaxlpPrefixes — 1.3.6.1.4.1.89.29.8.21.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.29.8.21.1

Mpumep

KomaHpa CLI:

show system router resources

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.29.8.21.1

[Ipocmomp UCnonb3yemo20 Koau4ecmea mapuipymos

MIB: rlip.mib
Ucnonb3ayembie Tabnunupi: rlipTotalPrefixesNumber — 1.3.6.1.4.1.89.26.25

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.26.25

Mpumep

KomaHpa CLI:

show system router resources

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.26.25
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[Mpocmomp MaKCcUMasnbHO20 Koau4ecmasa IP-uHmepghelicos

MIB: rltuning.mib

Ucnonbayemble Tabnuupi: rsMaxlpinterfaces — 1.3.6.1.4.1.89.29.8.25.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.29.8.25.1

Mpumep

KomaHpa CLI:
show system router resources

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.29.8.25.1

lpocmomp ucnonb3zyemo20 Koauyecmaa IP-uHmepgpelicos

MIB: rlip.mib
Ucnonbayemble Tabauupi: rlipAddressesNumber — 1.3.6.1.4.1.89.26.23

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.26.23

Mpumep

KomaHpga CLI:

show system router resources

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.26.23

[Mpocmomp cucmemHo2o MAC-adpeca Kommymamopa

MIB: rlphysdescription.mib

Ucnonbsyemble Tabnuupi: riPhdStackMacAddr — 1.3.6.1.4.1.89.53.4.1.7

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.53.4.1.7

Mpumep

KomaHpa CLI:
show system

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.53.4.1.7
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[Ipocmomp Uptime kommymamopa

V KomaHpga akyTanbHa gna Uptime meHblue 497 gHel.

MIB: SNMPv2-MIB

Ucnonbsyembie Tabnunupl: sysUpTime — 1.3.6.1.2.1.1.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.1.3

Mpumep npocmoTpa Uptime KommyTtaTopa

KomaHaa CLI:
show system

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.1.3

[Mpocmomp cuémyuka Uptime Kommymamopa 8 CeKyHOax

MIB: eltSystemGlobal.mib
Ucnonb3zyemble Tabauubi: eltSysUpTimelnSec - .1.3.6.1.4.1.35265.1.23.1.10.3.1.1

snmpget -v2c -c <community> <IP address> \
.1.3.6.1.4.1.35265.1.23.1.10.3.1.1.0

MpocmoTp cuétunka Uptime KommyTaTopa B CEKyHAAX

KomaHaa SNMP:
snmpget -v2c -c private 192.168.1.30 \
.1.3.6.1.4.1.35265.1.23.1.10.3.1.1.0

pocmomp cuémuuka Uptime kommymamopa 8 cekyHOax 0418 KOHUMA 8 CMEKE

MIB: ELTEX-PHYSICAL-DESCRIPTION-MIB.mib
Ucnonbsyemble Tabnuubi: eltPhdUnitEnvParamTable -.1.3.6.1.4.1.35265.1.23.53.7

snmpget -v2c -c <community> <IP address> \
.1.3.6.1.4.1.35265.1.23.53.7.1.1.{unit}

MpocmoTp cuétunka Uptime KommyTaTopa B CEKYHAAX AN1A IOHUTA B CTEKE

KomaHga SNMP:
snmpget -v2c -c private 192.168.1.30 \
.1.3.6.1.4.1.35265.1.23.53.7.1.1.1

[Ilpocmomp Uptime nopma

MIB: SNMPv2-MIB, IF-MIB

Ucnonb3yemble Tabnuubi:
sysUpTime — 1.3.6.1.2.1.1.3
ifLastChange — 1.3.6.1.2.1.2.2.1.9
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snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.1.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.2.2.1.9.{ifindex}

Mpumep npocmotpa Uptime nopta TenGigabitethernet 1/0/23

KomaHpga CLI:
show interface status TenGigabitethernet 1/0/23

KomaHpa SNMP:

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.1.3

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.2.2.1.9.23

/ M3 BbiBOAA NepBOi KOMaHAbI HEOOX0AMMO OTHATb BbIBOZ BTOPOI KOMaHAbl. MonyueHHoe
3HaueHue u byaert ABnaTbCcA uptime nopra.

BKaroueHuUe cepgsuca MoHUMOpPUH2a npuxodawe2o Ha CPU mpaguka

MIB: rlsct.mib

Ucnonbayemble Tabanupi: rISctCpuRateEnabled — 1.3.6.1.4.1.89.203.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.203.1.0 i {true(l), false(2)}

Mpumep

KomaHpa CLI:

service cpu-input-rate

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 1.3.6.1.4.1.89.203.1.0 1 1

Mpocmomp cyemyukos u Koau4ecmea obpabameisaemsix CPU nakemos 8 cekyHAy (mo munam

mgc@um}

MIB: rlsct.mib

Ucnonbayemble Tabamupi: eltCpuRateStatisticsTable — 1.3.6.1.4.1.35265.1.23.1.773.1.2.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.1.773.1.2.1.1.{rate in pps(2), packets count(3)}

Mpumep npocmoTpa Konudectsa obpabatbiBaembix CPU B cCeKyHAY NaKeToB

KomaHpga CLI:
show cpu input-rate detailed

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.1.773.1.2.1.1.2
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V Mpueaska uHOeKcos Kk munam mpaguka:

stack(1)

http(2)

telnet(3)

ssh(4)

snmp(5)

ip(6)

arp(7)

arplnspec(8)

stp(9)

ieee(10)
routeUnknown(11)
ipHopByHop(12)
mtuExceeded(13)
ipv4Multicast(14)
ipv6Multicast(15)
dhcpSnooping(16)
igmpSnooping(17)
mldSnooping(18)
ttiIExceeded(19)
ipvalllegalAddress(20)
ipv4HeaderError(21)
ipDaMismatch(22)
sflow(23)
logDenyAces(24)
dhcpv6Snooping(25)
vrrp(26)
logPermitAces(27)
ipvéHeaderError (28)

UN3smeHeHue numumos CPU

MIB: eltSwitchRateLimiterMIB.mib

Mcnonbayembie Tabnunupi: eltCPURateLimiterTable — 1.3.6.1.4.1.35265.1.23.1.773.1.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.1.773.1.1.1.1.2.{index} 1 {limiter value}

Mpumep yctaHoBKM orpaHnueHua SNMP-tpaduka ana CPU B 512 pps

KomaHpa CLI:

service cpu-rate-limits snmp 512

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.1.773.1.1.1.1.2.4 1 512

/ Criucok uHdeKcos:

eltCPURLTypeHttp(1)
eltCPURLTypeTelnet(2)
eltCPURLTypeSsh(3)
eltCPURLTypeSnmp(4)
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eltCPURLTypelp(5)
eltCPURLTypelLinkLocal(6)
eltCPURLTypeArpRouter(7)
eltCPURLTypeArpinspec(9)
eltCPURLTypeStpBpdu(10)
eltCPURLTypeOtherBpdu(11)
eltCPURLTypelpRouting(12)
eltCPURLTypelpOptions(13)
eltCPURLTypeDhcpSnoop(14)
eltCPURLTypelgmpSnoop(16)
eltCPURLTypeMIdSnoop(17)
eltCPURLTypeSflow(18)
eltCPURLTypeLogDenyAces(19)
eltCPURLTypelpErrors(20)
eltCPURLTypeOther(22)

MoHumopuHe 3aepy3ku CPU

MIB: rimng.mib

Ucnonb3yemble Tabanubi:
rICpuUtilDuringlLastSecond — 1.3.6.1.4.1.89.1.7
rICpuUtilDuringlLastMinute — 1.3.6.1.4.1.89.1.8
rICpuUtilDuringlLast5Minutes — 1.3.6.1.4.1.89.1.9

e 3arpyska 3a nocnegHux naTb cekyHa: snmpwalk -v2c -c <community> <IP address>
1.3.6.1.4.1.89.1.7;

e 3arpyska 3a 1 muHyTy: snmpwalk -v2¢ -c <community> <IP address> 1.3.6.1.4.1.89.1.8;
® 3arpyska 3a 5 muHyT: snmpwalk -v2c -c <community> <IP address> 1.3.6.1.4.1.89.1.9.

Mpumep npocmoTpa 3arpy3ku CPU 3a nocnegHue NATb CEKYHA,

KomaHpga CLI:

show cpu utilization

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.1.7

BknroyeHue moHumopuHaa 3az2py3ku CPU no npoueccam

MIB: RADLAN-rndMng

Ucnonbayemble Tabauupi: riCpuTasksUtilEnable — 1.3.6.1.4.1.89.1.6

snmpset -v2c -c <community> <IP address>
1.3.6.1.4.1.89.1.6.0 i {true(l), false(2)}

Mpumep

KomaHpga CLI:

service tasks-utilization

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 1.3.6.1.4.1.89.1.6.0 1 1
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MoHumopuHe 3aepy3ku CPU no npoyeccam

MIB: ELTEX-MES-MNG-MIB

Ucnonb3yemble Tabnuubi:

eltCpuTasksUtilStatisticsUtilizationDuringlLast5Seconds — 1.3.6.1.4.1.35265.1.23.1.9.1.2.1.1.3
eltCpuTasksUtilStatisticsUtilizationDuringlLastMinute — 1.3.6.1.4.1.35265.1.23.1.9.1.2.1.1.4
eltCpuTasksUtilStatisticsUtilizationDuringlLast5Minutes — 1.3.6.1.4.1.35265.1.23.1.9.1.2.1.1.5

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.1.9.1.2.1.1.3.{5sec(3), 1min(4), 5min(5)}.{task index}

Mpumep npocmoTpa 3arpy3Kkun No npoueccam 3a nocnegHue 5 cekyHa,

KomaHpa CLI:
show tasks utilization

KomaHga SNMP:

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.1.9.1.2.1.1.3

Y

Mpueaska uHAeKcoe K npoyeccam

LTMR (0) 35WQ (62) MSRP (124)
ROOT (1) POLI (63) MUXT (125)
HWAW (2) OBSR (64) DMNG (126)
IT18 (3) NTPL (65) DSYN (127)
Vi1 (4) L2HU (66) HSES (128)
MEMT (5) L2PS (67) HSEU (129)
DDFG (6) RROt (68) HSCS (130)
SYLG (7) LBDR (69) UDLS (131)
CDB_(8) LBDT (70) L2TS (132)
SNMP (9) SFSM (71) STPS (133)
NTST (10) NSCT (72) DTSA (134)
CNLD (11) UDLD (73) SS2M (135)
I0TG (12) NSFP (74) DSND (136)
IOUR (13) NVCT (75) STMB (137)
I0TM (14) NACT (76) MRDP (138)
CPUT (15) NSTM (77) MLDP (139)
HOST (16) NINP (78) XMOD (140)
CPUM (17) CNCT (79) URGN (141)
STUT (18) QStT (80) AAAT (142)
MEMV (19) STPT (81) AATT (143)
TBI_(20) L2PT (82) SCPT (144)
BRMN (21) L2UT (83) DH6C (145)
TMNG (22) BRGS (84) RCLA (146)
COPY (23) FHSS (85) RCLB (147)
TRNS (24) FHSF (86) RCDS (148)
MROR (25) FLNK (87) PVNT (149)
DFST (26) FFTT (88) SETX (150)
SFTR (27) IPAT (89) EVTX (151)
SFMG (28) IP6M (90) SERX (152)
HCLT (29) IP6L (91) SCRX (153)
HCPT (30) IP6C (92) EVRX (154)
HCWT (31) IP6R (93) HLTX (155)
EVLC (32) RPTS (94) LACP (156)
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SELC (33) ARPG (95) GRN_ (157)
SCLC (34) IPG_ (96) VPCM (158)
EVAU (35) DNSC (97) VPCB (159)
SEAU (36) ICMP (98) OAMT (160)
EVFB (37) TFTP (99) IPMT (161)
EVLT (38) IPRD (100) SNTP (162)
EPOE (39) PNGA (101) DHCP (163)
EVSC (40) SLAP (102) DHCp (164)
EVAN (41) UDPR (103) RELY (165)
CRPT (42) VRRP (104) MSSS (166)
HUTT (43) TRCE (105) WBAM (167)
HUTX (44) SSLP (106) WNTT (168)
ESTC (45) WBSO (107) RADS (169)
SSTC (46) WBSR (108) SPRT (170)
DSPT (47) GOAH (109) SNAS (171)
12DT (48) HTTC (110) SNAE (172)
UNQt (49) ECHO (111) SNAD (173)
BOXS (50) TNSR (112) MNGT (174)
BSNC (51) TNSL (113) UTST (175)
BOXM (52) SSHP (114) SOCK (176)
B_RS (53) SSHU (115) SSHC (177)
TRMT (54) SSHS (116) TCPP (178)
D_SP (55) SSHL (117) MSCm (179)
D_LM (56) PTPT (118) STSA (180)
PLCT (57) NBBT (119) STSB (181)
PLCR (58) MDLS (120) STSC (182)
SW2M (59) MSDP (121) STSD (183)
exRX (60) LICT (122) STSE (184)
3SWF (61) SQIN (123) STSF (185)

[pocmomp obuwje2o obvema onepamusHol namamu

MIB: ELTEX-PROCESS-MIB.mib

Ucnonbayemble Tabaunupi: eltexProcessMemoryEntry - 1.3.6.1.4.1.35265.41.1.2.1.1

snmpwalk -v2c -c <community> <IP address> \

1.3.6.1.4.1.35265.41.1.2.1.1.{Ona MES5312, MES5316A, MES5324A, MES5332A — (3),
nns MES5400-24, MES5400-48, MES5500-32 — (5)1}.0

Mpumep

KomaHga CLI:

show cpu utilization

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.41.1.2.1.1.3.0
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[Mpocmomp c8obodH020 0b6bema onepamusHol namamu

MIB: ELTEX-PROCESS-MIB.mib

Ucnonb3yemble Tabnuubl: eltexProcessMemoryEntry - 1.3.6.1.4.1.35265.41.1.2.1.1

snmpwalk -v2c -c <community> <IP address> \

1.3.6.1.4.1.35265.41.1.2.1.1.{Ona MES5312, MES5316A, MES5324A, MES5332A — (7),
ona MES5400-24, MES5400-48, MES5500-32 — (9)1.0

Mpumep

KomaHpa CLI:

show cpu utilization

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.41.1.2.1.1.7.0

BkrtoyeHuUe nodoepiKu caepx0s1uHHbIX Kadpos (jumbo-frames)

MIB: radlan-jumboframes-mib.mib

Ucnonb3syemble Tabauupbi: rlJumboFrames — 1.3.6.1.4.1.89.91

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.91.2.0 1 {enabled(l), disabled(2)}

Mpumep

Komanpga CLI:

port jumbo-frame

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.91.2.0 1 1

4.2 CucmemHoble napamempeol

KoHmponab cocmosHua 6710K08 numaHus

MIB: riphysdescription.mib

Ucnonb3ayembie Tabnunupi: rIPhdUnitEnvParamTable — 1.3.6.1.4.1.89.53.15

® OcHoBHoOWM 610K NuTaHma: snmpwalk -v2c -c <community> <IP address> 1.3.6.1.4.1.89.53.15.1.2;
e PesepBHbIi 610K NUTaHKUA: snmpwalk -v2¢ -c <community> <IP address>1.3.6.1.4.1.89.53.15.1.3.

Mpumep NnpocmoTpa COCTOAHUA OCHOBHOTO 610Ka NUTaHnA

Komanpga CLI:
show system

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.53.15.1.2

26

MoHumopuHe u ynpasneHue Ethernet-kommymamopamu MES no SNMP




HELTEX

/ 1) ANAa OCHOBHOroO 6710Ka NUTaHNA BO3MOXHblI cnepyrouime coctoaHua:

normal (1)
warning (2)
critical (3)
shutdown (4)
notPresent (5)
notFunctioning (6)

2) anAa pesepBHOro 6,10Ka NUTaHUA BO3MOXKHbI C/leAyoLMe COCTOAHMUA:

normal (1)
warning (2)
critical (3)
shutdown (4)
notPresent (5)
notFunctioning (6)

KoHmponb cocmoaHua 6eHMuAamMopos

MIB: rlphysdescription.mib

Ucnonbayemble Tabanupi: rIPhdUnitEnvParamTable — 1.3.6.1.4.1.89.53.15

BeHtunatop 1: snmpwalk -v2c -c <community> <IP address> 1.3.6.1.4.1.89.53.15.1.4
BeHTnnsaTop 2: snmpwalk -v2c -c <community> <IP address> 1.3.6.1.4.1.89.53.15.1.5
BeHtunatop 3: snmpwalk -v2c -c <community> <IP address> 1.3.6.1.4.1.89.53.15.1.6
BeHtunatop 4: snmpwalk -v2c -c <community> <IP address> 1.3.6.1.4.1.89.53.15.1.7

Mpumep NpocmoTpa cOCTOAHMUA BeHTUNATopa 3 kommyTtatopa MES5332A

KomaHpga CLI:
show system

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.53.15.1.6

/ Bo3moXKHbI cneaylouime COCTOAHUA:

normal (1)
notFunctioning (5)

KoHmposab nokazaHull memmnepamypHbix 0admyuKos

MIB: RADLAN-MIB
Ucnonbayemble Tabanupi: rlEnv — 1.3.6.1.4.1.89.83.2.1.1.1.4
TemnepaTypHbIi gatumk 1: snmpwalk -v2c -c <community> <IP address> 1.3.6.1.4.1.89.83.2.1.1.1.4

Mpumep NpocmoTpa TemnepaTypbl faT4MKa

KomaHpga CLI:
show system sensors

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.83.2.1.1.1.4
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KoHmposab cocmosaHusa memnepamypHbiX 0amYyuKos

MIB: riphysdescription.mib
Ucnonbayembie Tabnnupi: riIPhdUnitEnvParamTable — 1.3.6.1.4.1.89.53.15

TemnepaTtypHbIi gatumnk 1: snmpwalk -v2c¢ -c <community> <IP address> 1.3.6.1.4.1.89.53.15.1.11

Mpumep

KomaHpa CLI:
show system sensors

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.53.15.1.11

4.3 [lapamempbl cmeka

MoHUMOpUH2 Nnapamempos cmekxa

MIB: riphysdescription.mib

Ucnonbsyembie Tabnuupl: riPhdStackTable — 1.3.6.1.4.1.89.53.4

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.53.4

Mpumep npocmoTpa napameTpoB CTeKa

KomaHpa CLI:

show stack

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.53.4

MoHUmMOopuH2 CMeKo8bIX Mopmos

MIB: riphysdescription.mib

Ucnonbsyemble Tabnuubi: riCascadeTable — 1.3.6.1.4.1.89.53.23

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.53.23

Mpumep NpocMmoTpa COCTOAHMUA CTEKOBbIX NOPTOB

Komanpga CLI:
show stack links

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.53.23
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4.4 YnpaeneHue ycmpolicmeom

3a0amb/cmeHums hostname Ha ycmpolicmse

MIB: SNMPv2-MIB

Ucnonbayemble Tabnamupl: sysName — 1.3.6.1.2.1.1.5

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.1.5.0 s "{hostname}"

MNpumep npucsoeHusa hostname "mes5332A"

KomaHpa CLI:
hostname mes2324

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.1.5.0 s "mes5332A"

BKmoquue/omeoquue management acl

MIB: RADLAN-MNGINF-MIB

Ucnonbsyemble Tabnunupi:
rIMngInfEnable — 1.3.6.1.4.1.89.89.2
rIMngInfActivelListName — 1.3.6.1.4.1.89.89.3

snmpset -v2c -c <community> <IP address>
1.3.6.1.4.1.89.89.2.0 i {true(l), false(2)}\
1.3.6.1.4.1.89.89.3.0 s {name}do ping

Mpumep BKAOUeHUA management acl c umeHem eltex

KomaHga CLI:

management access-class eltex

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.89.2.0 i 1 \
1.3.6.1.4.1.89.89.3.0 s eltex

Ucnons3o8aHuUe ymusaumel ping

MIB: rlapplication.mib

Ucnonbayemble Tabanupi: rsPinglnetTable — 1.3.6.1.4.1.89.35.4.2

snmpset -v2c -c <community> <IP address>\

1.3.6.1.4.1.89.35.4.1.1.2.{IP address>} i {Packet count}\
1.3.6.1.4.1.89.35.4.1.1.3.{IP address>} 1 {Packet Size}\
1.3.6.1.4.1.89.35.4.1.1.4.{IP address>} i {Packet Timeout}\
1.3.6.1.4.1.89.35.4.1.1.5.{IP address>} i {Ping Delay}\
1.3.6.1.4.1.89.35.4.1.1.6.{IP address>} 1 {Send SNMP Trap(2) }\
1.3.6.1.4.1.89.35.4.1.1.14.{(1IpP address>} i {createAndGo (4), destroy(6),
active (1)}
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Mpumep KomaHAabl ping y3na 192.168.1.1

KomaHaa CLI:
ping 192.168.1.1 count 10 size 250 timeout 1000

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.35.4.1.1.2.192.168.1.1 1 10 \
1.3.6.1.4.1.89.35.4.1.1.3.192.168.1.1 1 250 \
1.3.6.1.4.1.89.35.4.1.1.4.192.168.1.1 i 1000 \
1.3.6.1.4.1.89.35.4.1.1.5.192.168.1.1 1 0 \
1.3.6.1.4.1.89.35.4.1.1.6.192.168.1.1 1 2 \
1.3.6.1.4.1.89.35.4.1.1.14.192.168.1.1 1i 4

V‘ MNpu ycraHoBke B none rsPingEntryStatus 3HaueHuna 4 (createAndGo) cospaértca wm

aKTUBMpYyeTCcAa onepauma ping.

Yro6bl NOBTOPHO MPONMHrOBaTb YAaNEHHbIN XocT, Tpebyerca B none rsPingEntryStatus
BbICTaBUTb 3HaueHue 1(active).

Nocne oKoHYaHMA onepauumn o0b6s3aTenbHO HaAo yAa/UTb BCe 3aNUCHU, BbICTaBUMB B nose
rsPingEntryStatus 3HaueHue 6 (destroy). UHaue uepe3s CLI u SNMP onepauuio ping ao
APYroro xocra BbiNOJIHUTb He yAacCTCA.

MNpumep ypaneHus:

snmpset -v2c -c private 192.168.1.30\
1.3.6.1.4.1.89.35.4.1.1.2.192.168.1.1 i 10\
1.3.6.1.4.1.89.35.4.1.1.3.192.168.1.1 i 250\
1.3.6.1.4.1.89.35.4.1.1.4.192.168.1.1 i 1000\
1.3.6.1.4.1.89.35.4.1.1.5.192.168.1.1i 0\
1.3.6.1.4.1.89.35.4.1.1.6.192.168.1.1i 2\
1.3.6.1.4.1.89.35.4.1.1.14.192.168.1.1i 6

MoHuUmopuH2 ymuaumei ping

MIB: rlapplication.mib

Ucnonb3ayembie Tabnanupi: rsPingEntry — 1.3.6.1.4.1.89.35.4.1.1

snmpwalk -v2c -c <community> <IP address>\

1.3.6.1.4.1.89.35.4.1.1.{KommuecTBO OTIPAaBJIEHEX IakeToB (7), KolmuecTBO HNPMHSITEHX
nakeToB (8), MuHMMaJibHOe BpeMsa orBeTa (9), Cpexmuue Bpems oreeTa (10), MakcuMasbHOE
BpeMsa oTeBeTa (11) }

Mpumep NnpocMmoTpa KOANYECTBA NPUHATLIX NAaKeToB

KomaHpa CLI:
ping 192.168.1.1

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.35.4.1.1.8

V‘ Mpu yctaHoBKe B none rsPingEntryStatus 3HaueHua 6 (destroy) moHuTOpUHr 6Gyaer
3anpeLyéH A0 CO3AaHUA HOBOI onepauuu.
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Hacmpolika cucmemHo20 3ypHanaa

MIB: DRAFT-IETF-SYSLOG-DEVICE-MIB

Ucnonbayemble Tabauubl: snmpSyslogCollectorEntry — 1.3.6.1.4.1.89.82.1.2.4.1

snmpset -v2c -c <community>
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"{name}" \

{ipvd4 (1), ipv6(2)} \

{ip add in HEX} \

{udp port number} \

{syslog facility(16-24)} \
{severity level} \
{createAndGo (4), destroy (o)}
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Mpumep pobasneHua cepsepa ANA NOrMPOBaAHUA

KomaHpga CLI:

logging host 192.168.1.1 description 11111

KomaHaa SNMP:

snmpset -v2c -c private
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Severity level 3adaemcsa cnedyrowum obpazom:

emergency(0),

alert(1),
critical(2),
error(3),

warning(4),

notice(5),
info(6),
debug(7)

Facility:

local0(16),
local1(17),
local2(18),
local3(19),
local4(20),
local5(21),
local6(22),
local7(23),

no-map(24)
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5 HACTPOMKA CUCTEMHOIO BPEMEHU

Hacmpolika adpeca SNTP-cepsepa

MIB: risntp.mib

Ucnonb3ayemble Tabnuupl: riISntpConfigServerinetTable — 1.3.6.1.4.1.89.92.2.2.17

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.89.92.2.2.17.1.3.1.4.{1ip address in DEC. IP-anpeca
paszmensaoTcs Toukamm} i {true(l), false(2). Ykas3aHue 3HaueHus poll}
1.3.6.1.4.1.89.92.2.2.17.1.9.1.4.{ip address in DEC. IP-anpeca
paszmensaorca Toukamm} u 0 \
1.3.6.1.4.1.89.92.2.2.17.1.10.1.4.{1ip address in DEC. IP-anmpeca
pasnmensanTcsa Toukammu} i1 {createAndGo (4), destroy(6)}
Mpumep ykasaHna SNTP-cepsepa c IP-agpecom 91.226.136.136
Komanpga CLI:
sntp server 91.226.136.136 poll
KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.92.2.2.17.1.3.1.4.91.226.136.136 1 1 \
1.3.6.1.4.1.89.92.2.2.17.1.9.1.4.91.226.136.136 u 0 \
1.3.6.1.4.1.89.92.2.2.17.1.10.1.4.91.226.136.136 1 4
YcmaHoska spemeHu onpoca 014 SNTP-kaueHma
MIB: rlsntp.mib
Ucnonbayembie Tabnaunupi: riSntpNtpConfig — 1.3.6.1.4.1.89.92.2.1
snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.92.2.1.4.0 1 {range 60-86400}
Mpumep ycTaHOBKM BpemeHU onpoca B 60 ceKyHa
Komanpga CLI:
sntp client poll timer 60
KomaHnga SNMP:
snmpset -v2c -c¢ private 192.168.1.30 \
1.3.6.1.4.1.89.92.2.1.4.0 1 60
« Y1o6bl BEPHYTLCA K HACTPOMKAM NO YMOJIHAHUIO A,OCTAaTOYHO YCTAaHOBUTbL Bpems B 1024 cek.

Hacmpolika pabomsi 00HoadpecHbix SNTP-KnueHmos

MIB: risntp.mib

Ucnonb3syembie Tabnunupi: rISntpConfig — 1.3.6.1.4.1.89.92.2.2

snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.89.92.2.2.5.0 1 {true(l), false(2)}
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Mpumep paspewieHUa nocnegoartenbHoro onpoca SNTP-cepsepos

KomaHpga CLI:
sntp unicast client poll

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.92.2.2.5.0 1 1

HobasneHue yacosozo noaca

MIB: rlsntp.mib

Ucnonbayemble Tabauupi: riTimeSyncMethodMode — 1.3.6.1.4.1.89.92.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.92.1.6.0 s "{TimeZone}l" \
1.3.6.1.4.1.89.92.1.7.0 s "{NameZone}"

Mpumep po06aBneHUA 4acOBOro NOACA Ha YCTPOWCTBE

KomaHpga CLI:

clock timezone test +7

KomaHaa SNMP:

snmpset -v2c -c¢ private 192.168.1.30 \
1.3.6.1.4.1.89.92.1.6.0 s "+7:00"™ \
1.3.6.1.4.1.89.92.1.7.0 s "test"
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6 KOH®UrYPUPOBAHME UHTEP®EMNCOB

6.1 [lMapamempeol Ethernet-unmepgbelicos

[TIpocmomp Description nopma

MIB: IF-MIB nau eltMng.mib

Ucnonb3ayembie Tabnuupl: ifAlias — 1.3.6.1.2.1.31.1.1.1.18 unu iflongDescr —
1.3.6.1.4.1.35265.1.23.1.1.31.1.1.1.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.31.1.1.1.18.{ifIndex}

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.1.1.31.1.1.1.1.{ifIndex}

Mpumep npocmoTtpa Description Ha uHTepdeiice TenGigabitethernet 1/0/23

KomaHpa CLI:
show interfaces description TenGigabitEthernet 1/0/23

KomaHaa SNMP:

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.31.1.1.1.18.23

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.1.1.31.1.1.1.1.23

Mpocmomp Description vlian

MIB: Q-BRIDGE-MIB

Ucnonb3syembie Tabnnupi: dotlqVlanStaticTable — 1.3.6.1.2.1.17.7.1.4.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.17.7.1.4.3.1.1.{vlan id}

Mpumep npocmotpa Description vian 100

Komanpga CLI:

show interfaces description vlan 100

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.17.7.1.4.3.1.1.1

[Tpocmomp ckopocmu Ha uHmepdgetlice

MIB: IF-MIB

Ucnonb3syemble Tabnunupl: ifHighSpeed — 1.3.6.1.2.1.31.1.1.1.15

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.31.1.1.1.15.{ififndex}
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Mpumep BbiKAOUYEHUA hegotiation Ha TenGigabitethernet 1/0/23

KomaHpga CLI:
show interface status TenGigabitethernet 1/0/23

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.31.1.1.1.15.23

BKatoyeHue/8bika4eHue agmocoaadco8aHus CKopocmu Ha uHmepdgelice

MIB: rlinterfaces.mib

Ucnonbayemble Tabauupl: swifSpeedDuplexAutoNegotiation — 1.3.6.1.4.1.89.43.1.1.16

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.16.{ifIndex} i {negotiation(l), no negotiation(2)}

Mpumep BbiKAOUeHUA negotiation Ha TenGigabitethernet 1/0/23

KomaHaa CLI:
interface TenGigabitethernet 1/0/23
no negotiation

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.16.23 1 2

YcmaHo8Ka pexcumos agmoco2aaco8aHUs CKOpocmu Ha uHmepdgelice

MIB: swinterfaces.mib

Ucnonbayemble Tabamupi: swifAdminSpeedDuplexAutoNegotiationLocalCapabilities —
1.3.6.1.4.1.89.43.1.1.40

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.40.{ifIndex} x “{negotiation mode (HEX-string) }”

Mpumep HacTpoiikK aBTOCOrNacoBaHua Ha ckopoctu 1000f u 10000f Ha uHTepdeiice TenGigabitethernet
1/0/23

KomaHpga CLI:
interface TenGigabitethernet 1/0/23
negotiation 1000f 10000f

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.40.23 x 14

V 1) B asonuHon cucreme 1000f u 10000f 3anucbiBaetca Kak 00110000000. B HEX
¥ cucteme cumcneHums ato 180.

2) Onucanue 6umos

Default(0),
Unknown(1),
TenHalf(2),
TenFull(3),
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FastHalf(4),
FastFull(5),
GigaHalf(6),
GigaFull(7),
TenGigaFull(8),
FiveGigaFull(9),
TwoPointFiveFull(10).

lMopadok 6umos

109876543210

[lpocmomp duplex-pexcuma nopma

MIB: EtherLike-MIB

Ucnonb3zyemble Tabamubi: dot3StatsDuplexStatus — 1.3.6.1.2.1.10.7.2.1.19

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.10.7.2.1.19.{ifindex}

Mpumep npocmoTtpa pexkuma duplex nopta TenGigabitEthernet 1/0/23

KomaHpa CLI:
show interfaces status TenGigabitEthernet 1/0/23

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.10.7.2.1.19.23

V ' Pacwudposka ebidaeaemoix 3Ha4eHu il

unknown (1)
halfDuplex (2)
fullDuplex (3)

CmeHa duplex-pexcuma Ha uHmMepgelice

MIB: RADLAN-rlInterfaces

Ucnonb3syembie Tabnuupl: swifDuplexAdminMode — 1.3.6.1.4.1.89.43.1.1.3

snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.3.{ifIndex} 1 {none(l),half(2),full (3)}

Mpumep cmeHbl pexkuma duplex nopra TenGigabitethernet 1/0/23

Komanpga CLI:
interface TenGigabitethernet 1/0/23
duplex half

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.3.23 1 2
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[pocmomp cpedsl nepedayu uHmepgelica

MIB: EtherLike-MIB

Ucnonb3yemble Tabanupl: swifTransceiverType — 1.3.6.1.4.1.89.43.1.1.7

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.7.{ifindex}

Mpumep npocmoTpa cpeabl nepegaum nopta TenGigabitEthernet 1/0/23

KomaHpa CLI:
show interfaces status TenGigabitEthernet 1/0/1

KomaHpa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.7.23

/ Pacwudpoeka sbidasaembix 3HaYeHuUl

Copper (1)
FiberOptics (2)
ComboCopper (3)
ComboFiberOptics (4)

YnpasneHue nomokom (flowcontrol)

MIB: RADLAN-rlInterfaces

Ucnonbzyemble Tabanubi: swifFlowControlMode — 1.3.6.1.4.1.89.43.1.1.14

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.14.{ifindex} 1 {on(l),0ff(2),auto (3)}

Mpumep BKAIOUEHUA yNpaB/ieHMA NOTOKOM Ha uHTepdelice TenGigabitethernet 1/0/23

KomaHpga CLI:
interface TenGigabitethernet 1/0/23
flowcontrol on

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.14.23 1 1

[pocmomp admMuHUCMPAMUBHO20 COCMOAHUA nopmd

MIB: IF-MIB

Ucnonbayemble Tabauupi: ifAdminStatus — 1.3.6.1.2.1.2.2.1.7

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.2.2.1.7.{ifIndex}

Mpumep npocmortpa cratyca noprta TenGigabitethernet 1/0/23

KomaHpga CLI:
show interfaces status TenGigabitEthernet 1/0/23

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.2.2.1.7.23
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/’-‘ Bo3moxcHble sapuaHmel

up(1)
down(2)
testing(3)

Braroyume/8biKao4umes KoHgpuU2ypupyemolili uHmepgetic

MIB: IF-MIB

Ucnonb3syembie Tabnunupl: ifAdminStatus — 1.3.6.1.2.1.2.2.1.7

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.2.2.1.7.{ifIndex} 1 {up(l),down(2)}

Mpumep

Komanga CLI:
interface TenGigabitEthernet 1/0/23
shutdown

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.2.2.1.7.23 1 2

BKﬂfO‘—Iumb/BbleIiO‘*lumb pacujenneHue Ha KoHguzypupyemom uHmepdgpelice

MIB: eltMesHardwareMib

Ucnonb3ayemblie Tabnaunupli: eltHardwarelnterfaceEntry — 1.3.6.1.4.1.35265.1.23.14.1.1.1.3.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.14.1.1.1.3.1.2.{ifIndex} 1 {4*25g(3),1*100g (1)}

Mpumep BKAIOYEeHUA pacwenneHunsa nopta HundredGigabitEthernet1/0/2 ana kommyTtaTtopa MES5500-32

Komanpa CLI:
interface HundredGigabitEthernetl1/0/2
hardware profile portmode 4x25g

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.14.1.1.1.3.1.2.1 1 3

[Mpocmomp haKMuU4YeCcKo20 COCMOAHUA pacujenaeHus nopma

MIB: eltMesHardwareMib

Ucnonb3syemblie Tabnuupl: eltHardwarelnterfaceEntry — 1.3.6.1.4.1.35265.1.23.14.1.1.1.3.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.14.1.1.1.3.1.3.{ifIndex}
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Mpumep npocmoTtpa cratyca pacwenneHua nopta HundredGigabitEthernetl/0/2 ana kKommyTtaTtopa
MES5500-32

KomaHpga CLI:
show hardware profile portmode

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.14.1.1.1.3.1.3.2

/ Bo3moixHbie sapuaHmol

1*100g(1)
4*25g(3)

lpocmomp cocmoAaHUA pacuwenaneHua nopma nocae nepesazpy3Ku

MIB: eltMesHardwareMib

Ucnonbsyemble Tabauupl: eltHardwarelnterfaceEntry — 1.3.6.1.4.1.35265.1.23.14.1.1.1.3.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.14.1.1.1.3.1.2.{ifIndex}

Mpumep npocmoTpa craTyca pacuwenneHuna noprta HundredGigabitEthernetl/0/2 nocne nepesarpysku
ana kommyrtaropa MES5500-32

KomaHaa CLI:

show hardware profile portmode

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.14.1.1.1.3.1.2.2

/ Bo3mMoiHbIe sapuaHmol

1*100g(1)
4%25g(3)

[Ipocmomp onepamugHo20 COCMOAHUA nopma

MIB: IF-MIB

Ucnonbayemble Tabanupi: ifOperStatus — 1.3.6.1.2.1.2.2.1.8

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.2.2.1.8.{ifIndex}

Mpumep npocmoTpa ctatyca noprta TenGigabitethernet 1/0/23

KomaHpa CLI:
show interfaces status TenGigabitEthernet 1/0/23

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.2.2.1.8.23
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/’-‘ Bo3moxcHble sapuaHmel

up(1)
down(2)

OnpedeneHue murna NOOKAKYEHUA nopma

MIB: rlinterfaces.mib

Ucnonb3ayemblie Tabnunupl: swifTransceiverType — 1.3.6.1.4.1.89.43.1.1.7

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.7.{ifIndex}

Mpumep onpegeneHuna Tmuna noprta TenGigabitethernet 1/0/23

Komanga CLI:

show interfaces status

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.7.23

/ Bo3mocHble apuaHmel

regular (1)
fiberOptics (2)
comboRegular (3)
comboFiberOptics (4)

[Mpocmomp cyemyuKa unicast-nakemos Ha uHmepgelice

MIB: IF-MIB

Ucnonb3ayembie Tabnunupl: ifinUcastPkts — 1.3.6.1.2.1.2.2.1.11

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.2.2.1.11.{ifIndex}

Mpumep NnpocMmoTpa cYeTUMKa BXOAALLMUX unicast-nakeTos Ha uHTepdeiice TenGigabitethernet 1/0/23

KomaHpa CLI:
show interface counters TenGigabitethernet 1/0/23

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.2.2.1.11.23

[Mpocmomp cuemyuka multicast-nakemos Ha uHmepagelice

MIB: IF-MIB

Ucnonb3ayembie Tabnuupl: ifinMulticastPkts — 1.3.6.1.2.1.31.1.1.1.2

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.31.1.1.1.2.{ifindex}
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Mpumep npocmoTpa cueTumnKa Bxoaawmx multicast-naketos Ha uHTepdeiice TenGigabitethernet 1/0/23

KomaHpga CLI:
show interface counters TenGigabitethernet 1/0/23

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.31.1.1.1.2.23

Mpocmomp cyem4uka broadcast-nakemos Ha uHmMepdgelice

MIB: IF-MIB

Ucnonbayemble Tabauupi: ifinBroadcastPkts — 1.3.6.1.2.1.31.1.1.1.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.31.1.1.1.3.{ifindex}

Mpumep npocmoTpa cueTunKa Bxogawmx broadcast-nakeros Ha nHTepdeiice TenGigabitethernet 1/0/23

KomaHpga CLI:
show interface counters TenGigabitethernet 1/0/23

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.31.1.1.1.3.23

[lpocmomp cyemyuko8 oKmemos Ha UuHmepgelice

MIB: IF-MIB

Ucnonb3yemble Tabanubi:

ifinOctets — 1.3.6.1.2.1.2.2.1.10
ifHCInOctets — 1.3.6.1.2.1.31.1.1.1.6
ifOutOctets — 1.3.6.1.2.1.2.2.1.16
ifHCOutOctets — 1.3.6.1.2.1.31.1.1.1.10

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.2.2.1.10.{ifindex}

Mpumep NpocMoTPa cueTUMKa NPUHATLIX OKTETOB Ha MHTepdeiice TenGigabitethernet 1/0/23

KomaHpga CLI:
show interface counters TenGigabitethernet 1/0/23

KomaHpaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.2.2.1.10.23

/ Mop oKTeToM MMeeTcA B BUAY KONMYECTBO BaiT.

1 oKteTr = 1 6auT

lpocmomp cyemyuka FCS Errors Ha uHmepagelice

MIB: EtherLike-MIB

Ucnonbayemble Tabamupi: dot3StatsFCSErrors — 1.3.6.1.2.1.10.7.2.1.3
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snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.10.7.2.1.3.{ifindex}

Mpumep npocmoTpa cuetunKa FCS Errors Ha uHTepdeiice TenGigabitethernet 1/0/23

KomaHpa CLI:
show interface counters TenGigabitethernet 1/0/23

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.10.7.2.1.3.23

[Mpocmomp cuemyuka Internal MAC Rx Errors Ha uHmepdgelice

MIB: EtherLike-MIB

Ucnonb3syemble Tabnuupl: dot3StatsinternalMacReceiveErrors — 1.3.6.1.2.1.10.7.2.1.16

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.10.7.2.1.16.{ifindex}

Mpumep npocmoTpa cuetumnka Internal MAC Rx Errors Ha uHTtepdeiice TenGigabitethernet 1/0/23

Komanga CLI:

show interface counters TenGigabitethernet 1/0/23

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.10.7.2.1.16.23

lMpocmomp cuemyuka Transmitted Pause Frames Ha uHmepaelice

MIB: EtherLike-MIB

Ucnonb3syemblie Tabnunupl: dot30utPauseFrames — 1.3.6.1.2.1.10.7.10.1.4

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.10.7.10.1.4.{ifindex}

Mpumep npocmoTpa cuetunKka Transmitted Pause Frames Ha nHtepdeiice TenGigabitethernet 1/0/23

KomaHpa CLI:
show interface counters TenGigabitethernet 1/0/23

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.10.7.10.1.4.23

[Mpocmomp cyemyuka Received Pause Frames Ha uHmepaelice

MIB: EtherLike-MIB

Ucnonb3ayembie Tabnunupl: dot3InPauseFrames — 1.3.6.1.2.1.10.7.10.1.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.10.7.10.1.3.{ifindex}
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Mpumep npocmoTpa cuetunka Received Pause Frames Ha uHTepdeiice TenGigabitethernet 1/0/23

KomaHpga CLI:
show interface counters TenGigabitethernet 1/0/23

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.10.7.10.1.3.23

O4ucmeka cvem4ukos uHmepgelicos

MIB: rlinterfaces.mib

Ucnonbayemble Tabauupi: rlifClearPortMibCounters — 1.3.6.1.4.1.89.54.4

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.54.4.0 x {BbumToBag Macka}

Mpumep OYMCTKU cyeTYMKa UHTepdeiicoB

KomaHpga CLI:

clear counters

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.54.4.0 x
FFFFFFFFOOOOOFFFFFFFFOOOOOFFFFFFFFOOOOOFFFFFFFFOOOOOFFFFEFFFFOOOOOFFFFEFFFEFOOQOOF
FFFFFFFOOOOOFFFFFFFF00000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000001 FFFFFFFEO0O00QO

/ 1) B 3HaueHUM OUYUCTKU CYETUMKOB B CTEKe 3aaaeTca bUToBaa macKka Ana BCex NopTos
BCEX OHUTOB CTeKa:

snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.54.4.0 x 000000000000FFFFFFO0000000F000000000000FFFFFFOO000000F
000000000000FFFFFFO0000000F000000000000FFFFFFO0000000F000000000000FFFFFFO
0000000F000000000000FFFFFFO0000000F000000000000FFFFFFO0000000F00000000000
OFFFFFFO0000000F0000000000000000000000000000000001 FFFE0000000000

2) NocmoTpeTb 3HaUeHUe 6UTOBOI MACKM MOXHO KOMaHA,0M:

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.54.9.0

MoHUmMopuH2 3a2py3KU NOPMO8 KOMMymamopa

MIB: eltMes.mib

Ucnonbayemble Tabanupi: eltSwifUtilizationEntry — 1.3.6.1.4.1.35265.1.23.43.2.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.43.2.1.{parametr}
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Mpumep

KomaHaa CLI:

show interfaces utilization

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.43.2.1.1

/’ . CnucoK 803MOX(HbIX NApPaAMempos

eltSwifUtilizationIfIndex(1)
eltSwifUtilizationAverageTime(2)
eltSwifUtilizationCurrentinPkts(3)
eltSwifUtilizationCurrentinRate(4)
eltSwifUtilizationCurrentOutPkts(5)
eltSwifUtilizationCurrentOutRate(6)
eltSwifUtilizationAveragelnPkts(7)
eltSwifUtilizationAveragelnRate(8)
eltSwifUtilizationAverageOutPkts(9)
eltSwifUtilizationAverageOutRate(10)

BrnroyeHue/8biKkAOYEeHUE percuma 0OHOHanpasneHHol nepedayu nopma

MIB: ELTEX-MES-eltInterfaces

Ucnonb3syembie Tabnunupl: eltSwifTable — 1.3.6.1.4.1.35265.1.23.43.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.43.1.1.15.{index} i {disable(0), send-only (1)

Mpumep BKAOUEHUA peXKMMa O4HOHaNPaBAeHHOW nepeaayumn nopra

KomaHpa CLI:

interface TenGigabitEthernetl/0/1
unidirectional send-only

exit

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.43.1.1.15.1 1 1

6.2 [pynnoeil a2pe2ayuu KaHanoe — Link Aggregation Group (LAG)

BKﬂiO‘*IEHUB/6bIKﬂI’O‘4€HU€ pabomel uHmMepgelica 8 cocmase 2pynnsl aepe2ayuu

MIB: IEEE8023-LAG-MIB

Ucnonb3yemble Tabnuubi:
dot3adAggPortTable — 1.2.840.10006.300.43.1.2.1

snmpset -v2c -c <community> <IP address> \
1.2.840.10006.300.43.1.2.1.1.20.{ifIndex} x {auto and long timeout (A2), auto and
short timeout (E2), on(22)}\

1.2.840.10006.300.43.1.2.1.1.4.{ifIndex} i {ifIndex}
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Mpumep skaoueHuna channel-group Ha TenGigabitethernet 1/0/1

KomaHpga CLI:
interface TenGigabitethernet 1/0/1
channel-group 1 mode auto

KomaHga SNMP:

sudo snmpset -v2c -c private 192.168.1.30 \
1.2.840.10006.300.43.1.2.1.1.20.1 x "A2"™ \
1.2.840.10006.300.43.1.2.1.1.4.1 i 10000

Mpumep sbiKaoueHusa channel-group Ha TenGigabitethernet 1/0/1

KomaHpa CLI:
interface TenGigabitethernet 1/0/1
no channel-group

KomaHpa SNMP:

sudo snmpset -v2c -c private 192.168.1.30 \
1.2.840.10006.300.43.1.2.1.1.20.1 s """\
1.2.840.10006.300.43.1.2.1.1.4.1 1 O

6.3 KoHgueypupoeaHue VLAN

JobasneHue VLAN s vian database

MIB: rlvlan.mib

MUcnonb3yemble Tabnunupbi:

rldotlqVlanStaticlList1to1024 — 1.3.6.1.4.1.89.48.69.1.2
rldot1qVlanStaticList1025t02048 — 1.3.6.1.4.1.89.48.69.1.3
rldotlqVlanStaticList2049t03072 — 1.3.6.1.4.1.89.48.69.1.4
rldotlqVlanStaticList3073t04094 — 1.3.6.1.4.1.89.48.69.1.5

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.69.1.2 x {BuToBasg mMacka}

Mpumep cosganus vian 994 Bo vlan database

KomaHga CLI:
vlan database
vlian 994

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.48.69.1.2.0 x
0000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000040000000

1) Npu pacuete 6utoBOI Macku gna vlian 1025-2048 BbINONHUTb BbluMTaHue 1024 ot
V Heobxogumoro vlan, a 3aTem yKe BbINOAHATb pacyeT Macku. AHanornyHo aaa vlan
2049-3072: Heobxoamumo oTHATb 2048 nepeg pacuetom. Ana 3073-4094 — BbluecTb

3072. butoBas macKa A0/XKHa BK/oYaTb B ceba He meHee 10 cumBONOB.

2) Mpumep pacyeta 6UTOBOM MacKuM npusedeH B pasgene «lMNpunoxeHue A.
MeToauKa pacyeta 6MTOBOIT MacKn».
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JobasaeHue VLAN Ha nopm

MIB: rlvlan.mib

Ucnonb3ayembie Tabnunupl: ridotlgPortVlanStaticTable — 1.3.6.1.4.1.89.48.68

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.68.1.{1-8}.{ifIndex} x {vlan B Bume OUTOBOMV MACKMN}

Mpumep pobasneHuns vlian 622 1 3100 Ha uHTepdeiic TenGigabitEthernet 1/0/23 B pexum trunk

KomaHpa CLI:

interface TenGigabitEthernet 1/0/23
switchport mode trunk
switchport trunk allowed vlan add 622,3100

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.48.68.1.1.23 x
0000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000004
snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.48.68.1.4.23 x 0000001000

Mpumep pobasneHuns vlian 622 Ha nHTepdeiic TenGigabitEthernet 1/0/23 8 Kauectse native vlan

Komanga CLI:

interface TenGigabitEthernet 1/0/23
switchport mode trunk

switchport trunk native vlan 622

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.48.68.1.1.23 x
0000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000004
snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.48.68.1.5.23 x
0000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000004

Mpumep pobasneHuns vlan 622 Ha nHtepdeiic TenGigabitEthernet 1/0/23 B pexknme access

KomaHpa CLI:
interface TenGigabitEthernet 1/0/23
switchport access vlan 622

Komanga SNMP:

snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.48.68.1.1.21 x
0000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000004 \
1.3.6.1.4.1.89.48.68.1.5.21 x
0000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000004

V 1. NepeueHb Tabnany;:

ridotlgPortVianStaticEgressListit01024 — 1.3.6.1.4.1.89.48.68.1.1.{ifindex}

ridotlgPortVlanStaticEgressList1025t02048 — 1.3.6.1.4.1.89.48.68.1.2.{ifindex}
ridotlgPortVianStaticEgressList2049t03072 — 1.3.6.1.4.1.89.48.68.1.3.{ifindex}
ridotlgPortVianStaticEgressList3073to4094 — 1.3.6.1.4.1.89.48.68.1.4.{ifindex}
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rldotlgPortVlanStaticUntaggedEgressList1t01024 —
1.3.6.1.4.1.89.48.68.1.5.{ifindex}
rldotlqPortVlanStaticUntaggedEgressList1025t02048
1.3.6.1.4.1.89.48.68.1.6.{ifindex}
rldotlqPortVlanStaticUntaggedEgressList2049t03072

1.3.6.1.4.1.89.48.68.1.7 {ifindex}
rldotlqPortVlanStaticUntaggedEgressList3073t04094
1.3.6.1.4.1.89.48.68.1.8.{ifindex}

2. Mpumep coctaBneHnsa 6UTOBOM MackuM npusepeH B pasgene «MpunoxeHue A.
MeTtoguMKa pacueta 6UTOBOA MACKU».

3. BuTOoBaA MacKa A,0/1KHa BKAOUYaTb B ce6a He meHee 10 cMMBOOB.

3anpemume default VLAN Ha nopmy

MIB: eltVlan.mib

Ucnonbayemble Tabanybi: eltVlanDefaultForbiddenPorts — 1.3.6.1.4.1.35265.1.23.5.5.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.5.5.1.0 x {mopT B BMIEe OMUTOBOM MacCKM}

Mpumep 3anperta default vlan Ha nopty TenGigabitEthernet 1/0/23

KomaHpa CLI:
interface TenGigabitethernet 1/0/23
switchport forbidden default-vlan

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.5.5.1.0 x 0000020000

/ 1. NMpumep coctaBneHUAa 6UTOBON MacKu npuBepeH B pasgene «lMpunoxeHune A.
V MeToauKa pacyeta 6MTOBOIT MacKkn».

2. butoBasa macka A0/1KHA BK/IOYaTb B ceba He meHee 10 cumBONOB.

[Tpocmomp umeHu VLAN

MIB: rlvlan.mib

Ucnonbayemble Tabauupi: ridotlqVianStaticName — 1.3.6.1.4.1.89.48.70.1.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.70.1.1.{vlan}

Mpumep npocmoTtpa umeHu vian 994

KomaHpga CLI:
show vlan tag 994

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.48.70.1.1.994
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[TIpocmomp yneHcmaa nopma 8o VLAN

MIB: rlvlan.mib

Ucnonb3ayembie Tabnunupl: ridotlgPortVlanStaticTable — 1.3.6.1.4.1.89.48.68

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.68.1.{1-4}.{ifindex}
snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.68.1.{5-8}.{ifindex}

Mpumep npocmotpa VLAN Ha TenGigabitethernet 1/0/23

KomaHaa CLI:
show interfaces switchport TenGigabitethernet 1/0/23

KomaHga SNMP:

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.48.68.1.1.23

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.48.68.1.5.23

/ 1. B npumepe npepcraBneHbl 2 KomaHabl snmpwalk. Ecam nopt Tagged — 3HaueHus
V B BbiBOAE BTOPOM KOMaHAbl MPUHUMAIOT HyneBoe 3HayeHne u Homep VLAN
COOTBETCTBYET 3HAYeHMAM BblBOAA NepBoil KomaHabl. Ecam nopt Untagged — B
BblBOAE BTOPOIi KOMaHAbl MPUCYTCTBYIOT 3HAUEHUA, OT/IMYHbIE OT HYAA, U HOMep

VLAN cooTseTcTByeT 3TUM 3HaYeHUAM.

2. NepeueHb Tabany;:

ridotlgPortVlanStaticEgressList1t01024 — 1.3.6.1.4.1.89.48.68.1.1.{ifindex}
ridotlgPortVianStaticEgressList1025t02048 — 1.3.6.1.4.1.89.48.68.1.2.{ifindex}
ridotlgPortVianStaticEgressList2049t03072 — 1.3.6.1.4.1.89.48.68.1.3.{ifindex}
ridotlgPortVlanStaticEgressList3073t04094 — 1.3.6.1.4.1.89.48.68.1.4.{ifindex}
ridotlgPortVlanStaticUntaggedEgressList1t01024 —
1.3.6.1.4.1.89.48.68.1.5 {ifindex}
ridotlgPortVianStaticUntaggedEgressList1025t02048

— 1.3.6.1.4.1.89.48.68.1.6.{ifindex}
ridotlgPortVianStaticUntaggedEgressList2049t03072

— 1.3.6.1.4.1.89.48.68.1.7.{ifindex}
rldotlgPortVlanStaticUntaggedEgressList3073to4094

— 1.3.6.1.4.1.89.48.68.1.8.{ifindex}

3. MonyueHHble B pe3ynbTaTe BbiMNONHEHUA 3aNPOCa 3HAYEHUA NPEACTaBAAIOT U3 cebn
6MTOBYIO MacKy, MeTOAMKa pacueTa KOTopoii npueBeaeHa B pasgene «lMpunoxkeHue
A. MeTtoguka pacyeta 6UTOBOI MacKu».

Hacmpolka pexcuma pabomel nopma

MIB: rlvlan.mib

Ucnonb3syembie Tabnunupl: vianPortModeEntry — 1.3.6.1.4.1.89.48.22.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.22.1.1.{ifIndex} i {general (1), access (2), trunk (3),
customer (7) }
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Mpumep HacTpoiiku nHtepdeiica TenGigabitEthernet 1/0/23 B pexkum trunk

KomaHpga CLI:
interface TenGigabitEthernet 1/0/23
switchport mode trunk

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.48.22.1.1.21 1 2

lpocmomp pexcuma nopma

MIB: rlvlan.mib

Ucnonbayemble Tabauupbi: vianPortModeState — 1.3.6.1.4.1.89.48.22.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.22.1.1.{ifindex}

Mpumep npocmotpa pexkuma Ha TenGigabitethernet 1/0/23

KomaHpa CLI:
show interfaces switchport TenGigabitethernet 1/0/23

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.48.22.1.1.23

/";;" Bo3moscHble sapuaHmel

general(1)
access(2)
trunk (3)
customer (7)

HasHa4yume pvid Ha uHmepaelic

MIB: Q-BRIDGE-MIB.mib

Ucnonbayemble Tabnuupi: dotlgPortVianTable — 1.3.6.1.2.1.17.7.1.4.5

snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.2.1.17.7.1.4.5.1.1.{ifindex} u {1-4094}

Mpumep Ha3HaueHusa pvid 15 ana TenGigabitEthernet 1/0/23

KomaHpa CLI:
interface TenGigabitEthernet 1/0/23
switchport general pvid 15

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.17.7.1.4.5.1.1.23 u 15
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Hacmpolika map mac

MIB: rlvlan.mib

Ucnonb3ayembie Tabnunupl: vianMacBaseVlanGroupTable — 1.3.6.1.4.1.89.48.45

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.89.48.45.1.3.{MAC address in DEC}.{mask} 1 {map-group number} \
1.3.6.1.4.1.89.48.45.1.4.{MAC address in DEC}. {mask} i {createAndGo (4),
destroy (6) }

Mpumep

KomaHaa CLI:
vlan database
map mac a8:£9:4b:33:29:c0 32 macs-group 1

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.48.45.1.3.168.249.75.51.41.192.32 i 1 \
1.3.6.1.4.1.89.48.45.1.4.168.249.75.51.41.192.32 1 4

YcmaHoska npasuna Knaaccugukayuu VLAN, ocHosaHH020 Ha npusa3ke K MAC-adpecy, 0414
UHmMepagelica

MIB: rlvlan.mib

Ucnonb3zyemble Tabauubi: vianMacBaseVlanPortTable — 1.3.6.1.4.1.89.48.46.1.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.46.1.2.58.1 u {vlan} 1.3.6.1.4.1.89.48.46.1.3.58.1 i
{createAndGo (4), destroy(6)}

Mpumep BKAOUeHUA npaBuna Knaccudukaumnm VLAN gna nntepdeiica TenGigabitEthernet 1/0/23

Komanpga CLI:
interface TenGigabitEthernet 1/0/23
switchport general map macs-group 1 vlan 20

Komanga SNMP:

snmpset -v2c -c¢ private 192.168.1.30 \
1.3.6.1.4.1.89.48.46.1.2.23.1 u 1 \
1.3.6.1.4.1.89.48.46.1.3.23.1 1 4

6.4 Hacmpolika u moHumopuHe errdisable-cocmosHusa

[lpocmomp HacmpoekK 0419 aemomMmamu4yeckoli akmusayuu uHmepagelica

MIB: rlinterfaces_recovery.mib

Ucnonb3ayembie Tabnuupl: rlErrdisableRecoveryEnable — 1.3.6.1.4.1.89.128.2.1.2

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.128.2.1.2
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Mpumep NPOCMOTPA HACTPOEK ANA aBTOMATUUECKOM aKTMBaL MM uHTepdeiica

KomaHpga CLI:
show errdisable recovery

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.128.2.1.2

pocmomp npu4uHsl 6s10KUPOBKU nopma

MIB: rlErrdisableRecoverylfReason

Ucnonbayemble Tabauupi: riErrdisableRecoverylfReason — 1.3.6.1.4.1.89.128.3.1.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.128.3.1.1

Mpumep

KomaHpa CLI:

show errdisable interfaces

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.128.3.1.1

/ Bo3moiHble sapuaHmel:

loopback-detection (1)
port-security (2)
dotlx-src-address (3)
acl-deny (4)
stp-bpdu-guard (5)
stp-loopback-guard (6)
unidirectional-link (7)
dhcp-rate-limit (8)
12pt-guard (9)
storm-control (10)

Hacmpolika asmomamuyeckol akmusayuu uHmepgelica

MIB: rlinterfaces_recovery.mib

Ucnonbayemble Tabanupi: rlErrdisableRecoveryEnable — 1.3.6.1.4.1.89.128.2.1.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.128.2.1.2. {index of reason} i {true(l), false(2)}

Mpumep BKAIOYEHMA aBTOMATUYECKOM aKTUBaLuMmn nHtepdeiica B cnydae loopback detection

KomaHpa CLI:
errdisable recovery cause loopback-detection

KomaHpaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.128.2.1.2.1 i 1
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Bo3mocHbie 3HavyeHusa index of reason, 8 3agucumMocmu om muna 8binosaHaemol
V Hacmpoliku:

loopback detection — (1)
port-security — (2)
dotlx-src-address — (3)
acl-deny — (4)
stp-bpdu-guard — (5)
stp-loopback-guard (6)
unidirectional-link — (8)
storm-control — (9)
12pt-guard — (11)

Hacmpolika uHmepsasna sbixo0a uHmepapelica us errdisable cocmosaHus

MIB: rlinterfaces_recovery.mib

Ucnonb3zyemble Tabauubi: rlErrdisableRecoveryinterval — 1.3.6.1.4.1.89.128.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.128.1.0 1 {interval 30-86400}

Mpumep HacTpoiikn 30 ceKyHAHOro MHTePBaia BbIX0Aa U3 cocToaHuA errdisable

Komanga CLI:
errdisable recovery interval 30

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.128.1.0 i 30

6.5 Hacmpolika voice vian

JlobasneHue voice vlan

MIB: RADLAN-vlanVoice-MIB

Ucnonbsyembie Tabnnupi: vianVoiceAdminVid — 1.3.6.1.4.1.89.48.54.8

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.54.8.0 1 {vlan id}

Mpumep Ao6aBneHus voice vian id 10

Komanpga CLI:

voice vlan id 10

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.48.54.8.0 1 10
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AKkmusauus voice vlan Ha uHmepagelice

MIB: RADLAN-vlanVoice-MIB

Ucnonbayemble Tabamupi: vianVoiceOUIBasedPortTable — 1.3.6.1.4.1.89.48.54.12.5

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.54.12.5.1.1.{ifIndex} 1 1 \
1.3.6.1.4.1.89.48.54.12.5.1.2.{ifIndex} u {voice vlan id}

Mpumep

KomaHpga CLI:
interface TenGigabitethernet 1/0/23
voice vlan enable

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.48.54.12.5.1.1.23 i 1 \
1.3.6.1.4.1.89.48.54.12.5.1.2.23 u 10

PedakmuposaHue mabauys! OUI

MIB: rlvlanVoice.mib

Ucnonbayemble Tabanupi: vianVoiceOUIBasedTable — 1.3.6.1.4.1.89.48.54.12.4

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.54.12.4.1.3.{0UI in DEC. BalTe pas3neydioTCs TodKamMM} i
{createAndGo (4), destroy(6)}

Mpumep

KomaHpga CLI:
voice vlan oui-table add 002618

KomaHaa SNMP:
snmpset -v2c -c¢ private 192.168.1.30 \
1.3.6.1.4.1.89.48.54.12.4.1.3.0.38.24 i 4

6.6 Hacmpoiika LLDP

FnobanbHoe sxnoyeHue/omksnovyeHue LLDP

MIB: riLIdp.mib

Ucnonbayemble Tabauupi: riLldpEnabled — 1.3.6.1.4.1.89.110.1.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.110.1.1.1.0 1 {true (1), false (2)}

Mpumep otkNtoueHUA LLDP

KomaHpga CLI:
no Lldp run

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.110.1.1.1.0 i 2
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Hacmpolika lldp-med noanumuku ¢ ykazaHuem Homepd voice vlan 019 mea2uposaHH020 mpagpuKa
voice vian

MIB: rllldb.mib

Ucnonb3ayemble Tabnuupl: riLidpXMedLocMediaPolicyContainerTable — 1.3.6.1.4.1.89.110.1.2.1

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.89.110.1.2.1.1.2.1 1 {voice(l), voice-signaling(2), guest-voice(3),
guest-voice-signaling(4), softphone-voice(5), video-conferencing(6), streaming-
video(7), video-signaling(8)} \

1.3.6.1.4.1.89.110.1.2.1.1.3.1 1 {vlan} \
1.3.6.1.4.1.89.110.1.2.1.1.4.1 1 {priority} \
1.3.6.1.4.1.89.110.1.2.1.1.7.1 {true(l), false(2)} \
11.3.6.1.4.1.89.110.1.2.1.1.9.1 i {createAndGo (4), destroy(6)}

Mpumep HacTponKku noantukm lldp-med c ykaszanmem VLAN 10, ykazaHuem npuopurtera 4

KomaHpa CLI:
11dp med network-policy 1 voice vlan 10 vlan-type tagged up 4

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.110.1.2.1.1.2.1 1 1 \
1.3.6.1.4.1.89.110.1.2.1.1.3.1 i 10 \
1.3.6.1.4.1.89.110.1.2.1.1.4.1 1 4 \
1.3.6.1.4.1.89.110.1.2.1.1.7.12 1 1 \
1.3.6.1.4.1.89.110.1.2.1.1.9.1 1 4

Hacmpolika lldp-med nonumuku 0s18 mea2uposaHHo20 mpaguKa voice vian

MIB: rllldb.mib

Ucnonb3syembie Tabnunupl: riLidpXMedNetPolVoiceUpdateMode — 1.3.6.1.4.1.89.110.1.7

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.110.1.7.0 1 {manual(0), auto(l)}

Mpumep HacTpoiiku nonuTtuku lldp-med B pexkume auto

KomaHpa CLI:
no 1lldp med network-policy voice auto

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.110.1.7.0 i 1
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7 HACTPOMKA IPV4-AOPECALIMU

Co30aHue IP-adpeca Ha interface vian

MIB: rlip.mib
Ucnonbayemble Tabanupi: rsipAddrEntry — 1.3.6.1.4.1.89.26.1.1

snmpset -v2c -c <community> <IP address> \

e
6. .1.89.26.1.1.2.{ip address(DEC)} i {ifIndex} \
6. .

n
1
1 1.89.26.1.1.3.{ip address(DEC)} a {netmask}

w W'

1.4
1.4

Mpumep HacTpoiikm IP-agpeca 192.168.10.30/24 Ha vian 30

KomaHpga CLI:
interface vlan 30
ip address 192.168.10.30 /24

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.26.1.1.2.192.168.10.30 i 100029 \
1.3.6.1.4.1.89.26.1.1.3.192.168.10.30 a 255.255.255.0

YoaneHue IP-adpeca Ha interface vian

MIB: rlip.mib
Ucnonbayemble Tabnanupi: rsipAddrEntry — 1.3.6.1.4.1.89.26.1.1

snmpset
1.3
1.3

s 2c -c <community> <IP address> \

1.89.26.1.1.2.{ip address(DEC)} i {ifIndex} \

1.89.26.1.1.3.{ip address(DEC)} a {netmask} \
}

1.3.6.1.4.1.89.26.1.1.6.{1ip address(DEC)} 1 2

et -v
.6.1.4.
.6.1.4.

MNpumep ypanenuns IP-agpeca 192.168.10.30 Ha nHtepdeiice vian 30

KomaHpga CLI:
interface vlan 30
no ip address 192.168.10.30

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.26.1.1.2.192.168.10.30 i 100029 \
1.3.6.1.4.1.89.26.1.1.3.192.168.10.30 a 255.255.255.0 \
1.3.6.1.4.1.89.26.1.1.6.192.168.10.30 i 2

[onyyeHue IP-adpeca no DHCP Ha interface vian

MIB: radlan-dhcpcl-mib.mib

Ucnonbayemble Tabanupi: riDhcpClActionStatus — 1.3.6.1.4.1.89.76.3.1.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.76.3.1.2.{ifIndex} i {createAndGo(4), destroy(6)}
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Mpumep

KomaHaa CLI:
interface vlan 30
ip address dhcp

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.301\1.3.6.1.4.1.89.76.3.1.2.100029 i 4

,ﬂo6aeumb/ydanumb w3 o ymosa4YaHuro

MIB: rlip.mib

Ucnonbsyembie Tabnunupl: rlinetStaticRouteEntry — 1.3.6.1.4.1.89.26.28.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.26.28.1.4.0.0.0.0.0.1.4.{IP address}.0 i {metric(4)} \
1.3.6.1.4.1.89.26.28.1.4.0.0.0.0.0.1.4.{IP address}.0 i {remote(4)} \
1.3.6.1.4.1.89.26.28.1.4.0.0.0.0.0.1.4.{IP address}.0 i {createAndGo (4),

destroy (6) }

Mpumep aobaBneHums ip default-gateway 192.168.1.10

KomaHpa CLI:
ip default-gateway 192.168.1.10

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.3

1.3.6.1.4.1.89.26.28.1.7.1.4.0. 192.168.1.10.0 u 4 \
1.4.1.89.26.28.1.8.1.4.0. 192.168.1.10.0 1 4 \

1.4.1.89.26.28.1.10.1.4.0.0.0.0.0.1.4.192.168.1.10.0 1 4

0\
0.0.0.0.1.4.
1.3.6. 0.0.0.0.1.4.
1.3.6.
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8 HACTPOMKA IPV6-AAPECALIUN

BktoyeHue/sbikaro4eHue IPv6-adpecauuu Ha interface vlan

MIB: ip-mib.mib
Ucnonbayemble Tabauupi: ipvbinterfaceEnableStatus — 1.3.6.1.2.1.4.30.1.5

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.4.30.1.5.{ifindex} i {enable(l), disable(2)}

Mpumep BKkAtOUYeHUn IPv6-aapecaumnm Ha vian 2

KomaHpa CLI:
interface vlan 2
ipv6 enable

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.4.30.1.5.100001 i 1

Co3daHue/ydaneHue |IPv6-adpeca Ha interface vian

MIB: rlip.mib
Ucnonbzyemble Tabanubi: rlipAddressEntry — 1.3.6.1.4.1.89.26.36.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.26.36.1.5.{konnuecTBO DOaT B aIpece}.{KaxOul OalT B IOEeCATUUHOM
Bume uepes pasgenuresb}.2.0 1 {ifindex} \
1.3.6.1.4.1.89.26.36.1.13.{kxonnuecTBO OamT B ampece}.{kKaxnowl OaWT B HNECATUUYHOM
BuOe uyepes pasznenuresb}.2.0 u {Macka B IeCATUYHOM BuAe}\
1.3.6.1.4.1.89.26.36.1.11.{xonmuecTBO DOaMT B ampece}.{KaxOuM OalT B INEeCATUUHOM
BuUme uepes paszmemauresib}.2.0 i {createAndGo (4), destroy(6)}

Mpumep pobasneHuns agpeca 2001::1/64 Ha vlan 2

KomaHpga CLI:
interface vlan 2
ipv6 address 2001::1/64

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.26.36.1.5.2.16.32.1.0.0.0.0.0.0.0.0.0.0.0.0.0.1.2.0 i 100001 \
1.3.6.1.4.1.89.26.36.1.13.2.16.32.1.0.0.0.0.0.0.0.0.0.0.0.0.0.1.2.0 u 64 \
1.3.6.1.4.1.89.26.36.1.11.2.16.32.1.0.0.0.0.0.0.0.0.0.0.0.0.0.1.2.0 i 4
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9 HACTPOMKA GREEN ETHERNET

[nobanbHoe omKnayeHue green-ethernet short-reach

MIB: rigreeneth.mib

Ucnonb3ayemble Tabnuupli: riGreenEthShortReachEnable — 1.3.6.1.4.1.89.134.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.134.2.0 1 {true (1), false (2)}

Mpumep oTkAoueHUs green-ethernet short-reach

KomaHpa CLI:
no green-ethernet short-reach

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.134.2.0 1 2

[nobanbHOe omKarYyeHue green-ethernet energy-detect

MIB: rigreeneth.mib

Ucnonb3syemblie Tabnuupl: riGreenEthEnergyDetectEnable — 1.3.6.1.4.1.89.134.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.134.1.0 i {true (1), false (2)}

Mpumep oTKkNOUeHUA green-ethernet energy-detect

KomaHpa CLI:
no green-ethernet energy-detect

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.134.1.0 1 2

[Mpocmomp napamempos green-ethernet

MIB: rIGreenEth.mib

Ucnonbsyemble Tabnuubi: riGreenEthCumulativePowerSaveMeter — 1.3.6.1.4.1.89.134.5

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.134.5

Mpumep npocmoTtpa napameTpos green-ethernet

Komanpga CLI:
show green-ethernet

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.134.5
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HELTEX

10 HACTPOWMKA KO/bLEBbIX NPOTOKO/10B

10.1 lIpomokon ERPS

OnpedeneHue Homepa west-nopma

MIB: ELTEX-BRIDGE-ERPS-V2-MIB.mib

Ucnonbayemble Tabauupi: eltexErpsMgmtRAPSWestPort — 1.3.6.1.4.1.35265.35.1.1.3.1.1.2

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.35.1.1.3.1.1.2

Mpumep

KomaHpga CLI:

show erps

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.35.1.1.3.1.1.2

[Ipocmomp cocmoaHuUAa west-nopma

MIB: ELTEX-BRIDGE-ERPS-V2-MIB.mib

Ucnonbayemble Tabanubl: eltexErpsMgmtRAPSWestPortState —1.3.6.1.4.1.35265.35.1.1.3.1.1.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.35.1.1.3.1.1.3

Mpumep

KomaHpga CLI:
show erps vlan 10

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.35.1.1.3.1.1.3

/ Bo3MOXHble COCTOAHMA NopTa:

1. Forwarding (1)

2. Blocking (2)

3. Signal-fail (3)

4. Manual-switch (4)
5. Forced-switch (5)

OnpedeneHue Homepa east-nopma

MIB: ELTEX-BRIDGE-ERPS-V2-MIB.mib

Ucnonbayemble Tabanupi: eltexErpsMgmtRAPSEastPort — 1.3.6.1.4.1.35265.35.1.1.3.1.1.4

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.35.1.1.3.1.1.4
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Mpumep

KomaHaa CLI:
show erps

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.35.1.1.3.1.1.4

[Ipocmomp cocmosAHUA east-nopma

MIB: ELTEX-BRIDGE-ERPS-V2-MIB.mib

Ucnonb3ayembie Tabnnupli: eltexErpsMgmtRAPSEastPortState — 1.3.6.1.4.1.35265.35.1.1.3.1.1.5

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.35.1.1.3.1.1.5

Mpumep

Komanga CLI:

show erps vlan 10

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.35.1.1.3.1.1.5

/ Bo3moiHblIe cocmoaHua nopma:

1. Forwarding (1)

2. Blocking (2)

3. Signal-fail (3)

4. Manual-switch (4)
5. Forced-switch (5)

[Ipocmomp cocmoAaHUA Koasbua

MIB: ELTEX-BRIDGE-ERPS-V2-MIB.mib

Ucnonbayembie Tabnunupli: eltexErpsMgmtRAPSRingState — 1.3.6.1.4.1.35265.35.1.1.3.1.1.12

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.35.1.1.3.1.1.12

Mpumep

Komanpga CLI:
show erps vlan 10

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.35.1.1.3.1.1.12

/ Bo3ModcHble cOCMOAHUA Konbya erps:

1. Init (1)

2. Idle(2)

3. Protection (3)

4. Manual-switch (4)
5. Forced-switch (5)
6. Pending (6)

60

MoHumopuHe u ynpasneHue Ethernet-kommymamopamu MES no SNMP




HELTEX

10.2 Hacmpoiika npomoKona Spanning Tree

BkrtovyeHue/omKa4YeHuUe npomokKosaa spanning-tree

MIB: radlan-brgmacswitch.mib

Ucnonbayemble Tabamupi: ridot1dStp — 1.3.6.1.4.1.89.57.2.3

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.57.2.3.0 1 {enabled(l), disabled(2)}

Mpumep oTKAKOUYEHUA spanning-tree

KomaHpa CLI:
no spanning-tree

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.57.2.3.0 1 2

BkrtovyeHuUe/omKa4YeHuUe npomoKosaa spanning-tree Ha KoOHguU2ypupyemom uHmepgelice

MIB: BRIDGE-MIB

Ucnonbayemble Tabamuypbi: dot1dStpPortTable — 1.3.6.1.2.1.17.2.15.1.4

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.17.2.15.1.4.{ifIndex} i {enabled(l), disabled(2)}

Mpumep oTKnloueHUa paboTbl spanning-tree Ha uHtepdeiice TenGigabitEthernet 1/0/23

KomaHpga CLI:
interface TenGigabitethernet 1/0/23
spanning-tree disable

KomaHaa SNMP:
snmpset -v2c -c¢ private 192.168.1.30 \
1.3.6.1.2.1.17.2.15.1.4.23 i 2

BraroyeHue/sbikaA04eHUE pexcuma obpabomku nakemos BPDU uHmepgpelicom, HO KOmMopom
8blK/0YeH NpomoKosa STP

MIB: radlan-bridgemibobjects-mib.mib

Ucnonbsyemble Tabamupi: ridot1dStpPortTable — 1.3.6.1.4.1.89.57.2.13.1.4

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.57.2.13.1.4.{ifIndex} 1 {filtering(l), flooding(2)}

Mpumep BrAoueHnsa punbTpaumm BPDU Ha uHtepdelice TenGigabitethernet 1/0/23

KomaHpga CLI:
interface tengigabitethernet 1/0/23
spanning-tree bpdu filterin

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.57.2.13.1.4.23 1 1
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Hacmpolika pexcuma pabomesl npomoKoaa spanning-tree

MIB: draft-ietf-bridge-rstpmib.mib
Ucnonb3syembie Tabnuupl: dot1dStpVersion — 1.3.6.1.2.1.17.2.16

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.17.2.16.0 1 {stp(0), rstp(2), mstp(3)}

Mpumep ycTaHOBKMU perkuma paboTbl NPoToKoAa Spanning-tree

KomaHpa CLI:
spanning-tree mode rstp

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.17.2.16.0 1 2

[Tpocmomp ponau nopma 8 STP

MIB: radlan-bridgemibobjects-mib.mib

Ucnonb3syembie Tabnunupli: rldotldStpPortRole — 1.3.6.1.4.1.89.57.2.13.1.7

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.57.2.13.1.7.{ifindex}

Mpumep npocmoTpa poam TenGigabitethernet 1/0/23 B STP

KomaHpa CLI:
show spanning-tree TenGigabitethernet 1/0/23

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.57.2.13.1.7.23

/ Bo3mocHble cocmoaHuAa nopma:

1. Disabled (1)
2. Alternate (2)
3. Backup(3)

4. Root(4)

5. Designated(5)

[Ipocmomp cocmosaHusa nopma 8 MSTP

MIB: radlan-bridgemibobjects-mib.mib

Ucnonb3ayembie Tabnuupli: rldotlsMstpinstancePortState — 1.3.6.1.4.1.89.57.6.2.1.4

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.57.6.2.1.4.1.{ifindex}
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Mpumep npocmoTpa coctoaHua TenGigabitethernet 1/0/23 B mstp

KomaHpga CLI:
show spanning-tree TenGigabitethernet0/23

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.57.6.2.1.4.1.23

/ Bo3moicHble cocmoAaHUA nopma:

1. Disabled (1)
2. Blocking (2)
3. Listening (3)
4. Forwarding(5)

Konuyecmeso nepecmpoeHuli (topology change)

MIB: BRIDGE-MIB

Ucnonbzyemble Tabanybl: dot1dStpTopChanges — 1.3.6.1.2.1.17.2.4.0

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.17.2.4.0

Mpumep NpocMoTPa KoAMYeCTBA NepecTPpoeHUuin

KomaHpa CLI:

show spanning-tree

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.17.2.4.0

[pocmomp epemeHu ¢ nocaedHe20 nepecmpoeHus (topology change)

MIB: MIB: BRIDGE-MIB

Ucnonbayemble Tabamupi: dotldStpTimeSinceTopologyChange — 1.3.6.1.2.1.17.2.3.0

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.17.2.3.0

Mpumep NnpocmoTpa ¢ nocieaHero nepecTpoeHuns

KomaHpa CLI:

show spanning-tree

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.17.2.3.0
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[Mpocmomp uHmepagelica, c Komopo2o NpuHAmM nocaedHul topology change

MIB: eltBridgeExtMIB.mib

Ucnonb3ayembie Tabnuupl: eltdot1dStplastTopologyChangePort — 1.3.6.1.4.1.35265.1.23.1.401.0.5.2

snmpwalk -v2c -c <community> <IP address> \1.3.6.1.4.1.35265.1.23.1.401.0.5.2

Mpumep npocmoTtpa nHTepdeiica, c KOToporo NpPUHAT nocnegHui topology change

KomaHpa CLI:
show spanning-tree

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.1.401.0.5.2
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11 rPynnoBAA AAPECALMUA

11.1 lpasuna epynnoeoli adpecayuu (multicast addressing)

3anpeuwjeHue QUHaMuUYyecKo2o dobasaeHud nopma K MHo2odopecHol epynne

MIB: rlbrgmulticast.mib

Ucnonbayemble Tabauupi: riBrgStaticinetMulticastEntry — 1.3.6.1.4.1.89.116.5.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.116.5.1.6.{vlan id}.1.4.{ip address(DEC)}.1.4.0.0.0.0 x
0000000000000000 \
1.3.6.1.4.1.89.116.5.1.7.{vlan id}.1.4.{ip address(DEC)}.1.4.0.0.0.0 x
{BuroBaa macka uHTepberical \
1.3.6.1.4.1.89.116.5.1.8.{vlan id}.1.4.{ip address(DEC)}.1.4.0.0.0.0 1
{createAndGo (4), destroy (6)}

Mpumep 3anpeTa nsyyeHus rpynnbi 239.200.200.17 Ha nopty TenGigabitEthernet 1/0/23 8 vlan 622

KomaHpga CLI:

interface vlan 622

bridge multicast forbidden ip-address 239.200.200.17 add TenGigabitEthernet
1/0/23

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.116.5.1.6.622.1.4.239.200.200.17.1.4.0.0.0.0 x 0000000000000000

\
1.3.6.1.4.1.89.116.5.1.7.622.1.4.239.200.200.17.1.4.0.0.0.0 x 0000020000 \
1.3.6.1.4.1.89.116.5.1.8.622.1.4.239.200.200.17.1.4.0.0.0.0 1 4
1) CymmapHoe Konudectso uudp 8 OID 1.3.6.1.4.1.89.116.5.1.6 1 OID
V 1.3.6.1.4.1.89.116.5.1.7 f,0MKHO 6bITb OAUHAKOBBIM N YETHBIM.

2) MeToguKy pacyeTa 6UTOBOI MaCKU MOXKHO NOCMOTpPETb B pasgene «MpunoxeHue
A. MetoguKa pacyeta 6UTOBOIA MaCKu».

3anpeuwieHue npoxoxoeHuUs HeapeaucmpuposaHHo2o Multicast-mpaguka

MIB: rlbrgmulticast.mib

Ucnonbayemble Tabamupi: riMacMulticastUnregFilterEnable — 1.3.6.1.4.1.89.55.4.1

snmpset -v2c —-c <community> <IP address> \
1.3.6.1.4.1.89.55.4.1.0 x "{BuroBasa Macka nnsa uHTepdelcon}"

Mpumep 3anpelieHns MNPOXOXAEHUA He3apeructpuposaHHoro Multicast-tpaduka pna nopros
TenGigabitEthernet 1/0/20-21

KomaHpa CLI:
interface range TenGigabitEthernet 1/0/20-21
bridge multicast unregistered filtering

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.55.4.1.0 x "0000180000000000"

MoHumopuHe u ynpasneHue Ethernet-kommymamopamu MES no SNMP 65



HELTEX

/ 1) Ona ypaneHUa HACTPOMKM HaAo 3aMeHUTb COOTBETCTBYIOWMEe NnopTam nosns B
6uToBoii macke Ha 0.

2) MeToauMKy pacyeta 6UTOBOI MaCKM MOXKHO NOCMOTpPETb B pasaene «MpunokeHue
A. MeToguMKa pacueta 6UTOBOA MaCKu».

Puabmpayuss MH020a0pecHo20 MpPaduKa

MIB: rlbrgmulticast.mib

Ucnonb3ayembie Tabnunupi: riIMacMulticastEnable — 1.3.6.1.4.1.89.55.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.55.1.0 i {true(l), false(2)}

Mpumep BKAOYEHUA GUNbTPALMM MHOFOa4pecHOro Tpaduka

Komanpga CLI:
bridge multicast filtering

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.55.1.0 1 1

[nobasnbHOe 8KAYEHUE igmp shooping

MIB: rlbrgmulticast.mib

Ucnonb3syemble Tabnunupl: rligmpSnoopEnable — 1.3.6.1.4.1.89.55.2.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.55.2.2.0 1 {true(l), false(2)}

Mpumep

Komanpga CLI:

ip igmp snooping

Komanga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.55.2.2.0 1 1

BkarouyeHue igmp snooping 8 vlan

MIB: rlbrgmulticast.mib

Ucnonb3syemblie Tabnaunupl: rligmpMIidSnoopVianEnable — 1.3.6.1.4.1.89.55.5.5.1.3

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.55.5.5.1.3.1.{vlan id} i {true(l), false(2)}

Mpumep BKAOUYEHUA igmp snooping B vian 30

KomaHpa CLI:
ip igmp snooping vlan 30

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.55.5.5.1.3.1.30 1 1
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[lpocmomp mabauysl igmp snooping

MIB: rlbrgmulticast.mib

Ucnonbayemble Tabamupi: riigmpMIdSnoopMembershipTable — 1.3.6.1.4.1.89.55.5.4

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.55.5.4

Mpumep

KomaHpa CLI:
show ip igmp snooping groups

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.55.5.4

Hacmpolika multicast-tv vian (MVR)

MIB: rlvlan.mib

Ucnonbayemble Tabamupbi: vianMulticastTvEntry — 1.3.6.1.4.1.89.48.44.1
snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.44.1.1.{ifIndex} u {vlan-id} \
1.3.6.1.4.1.89.48.44.1.2.50 1 {createAndGo(4), destroy (6)}

Mpumep HacTpoiikn multicast-tv vlan 622 Ha uHTepdeiice TenGigabitEthernet 1/0/23

KomaHpga CLI:
interface tengigabitethernet 1/0/23
switchport access multicast-tv vlan 622

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.48.44.1.1.23 u 622 \
1.3.6.1.4.1.89.48.44.1.2.23 1 4

Hactpoiika pexuma pabotbl multicast-tv vlan <customer/access/trunk/general>
V 3aBMCUT OT peXMMa HaCTPOMKM nopTa, T.e. OT KOMmaHAbl switchport mode
customer/access/trunk/general.

11.2 ®yHKYuu o2paHu4yeHus multicast-mpaguka

Co30aHue multicast snooping profile

MIB: eltlpMulticast.mib

Ucnonbayemble Tabauupi: eltMeslpMulticast — 1.3.6.1.4.1.35265.1.23.46.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.46.1.1.2.{Index of profile} s {profile name} \
1.3.6.1.4.1.35265. 1.23.46.1.1.3.{Index of profile} i {deny(l), permit(2)} \
1.3.6.1.4.1.35265. 1.23.46.1.1.4.{Index of profile} i {createAndGo (4),
destroy(6) }
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Mpumep co3ganua npopuna c umeHem IPTV (npegnonoxum, uto npodunb 6yaetr meTb NOPAAKOBbIA
Homep 3)

KomaHaa CLI:
multicast snooping profile IPTV

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.46.1.1.2.3 s IPTV \
1.3.6.1.4.1.35265.1.23.46.1.1.3.3 1 1 \
1.3.6.1.4.1.35265.1.23.46.1.1.4.3 1 4

YKkasaHue duanasoHos Multicast-adpecos 8 multicast snooping profile

MIB: eltlpMulticast.mib

Ucnonb3ayemblie Tabnunupl: eltMeslpMulticast — 1.3.6.1.4.1.35265. 1.23.46.3

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.35265. 1.23.46.3.1.3.{index of rule}.{Index of profile} i
{ip(1),ipv6(2)} \

1.3.6.1.4.1.35265. 1.23.46.3.1.4.{index of rule}.{Index of profile} x {ip-azmpec
Hauajla IOManasoHa B IMeCTHaAlaTepuuyHoM Bume} \

1.3.6.1.4.1.35265. 1.23.46.3.1.5.{index of rule}.{Index of profile} x {ip-ampec
KOHIlA IMarnas30Ha B MEeCTHAIAlaTepuyHoM Bume} \

1.3.6.1.4.1.35265. 1.23.46.3.1.6.{index of rule}.{Index of profile} 1
{createAndGo (4), destroy(6)}

Mpumep orpaHuyeHna Multicast-rpynn 233.7.70.1-233.7.70.10 pgna npoduna c umeHem IPTV
(npegnonoxum, uto Nnpodunb UMeeT NOPAZKOBbI Homep 3. B nepsom npodune 2 npasuaa, BO BTOPOM
—1)

KomaHpa CLI:
multicast snooping profile IPTV
match ip 233.7.70.1 233.7.70.10

Komanaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.46.3.1.3.4.3 1 1 \
1.3.6.1.4.1.35265.1.23.46.3.1.4.4.3 x E9074601 \
1.3.6.1.4.1.35265.1.23.46.3.1.5.4.3 x E907460A \
1.3.6.1.4.1.35265.1.23.46.3.1.6.4.3 1 4

V index of rule — cuntaetca no cymme Bcex nNpaBua BO BCeX Npopunsx.

HasHayeHue multicast snooping profile Ha nopm

MIB: eltlpMulticast.mib

Ucnonb3syemble Tabnunupl: eltMeslpMulticast — 1.3.6.1.4.1.35265. 1.23.46.7.1

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.35265. 1.23.46.7.1.1.{ifIndex}.{Index of profile} i {ifIndex} \
1.3.6.1.4.1.35265. 1.23.46.7.1.2.{ifIndex}.{Index of profile} i {Index of
profile} \

1.3.6.1.4.1.35265. 1.23.46.7.1.3.{ifIndex}.{Index of profile} i
{createAndGo (4), destroy(6)}
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MNpumep pobasnenunsa npodpuna test (c uugekcom npodpuna 3) Ha untepdelic TenGigabitethernet 1/0/23

KomaHpga CLI:
interface TenGigabitethernet 1/0/23
multicast snooping add test

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.46.7.1.1.23.3 1 23 \
1.3.6.1.4.1.35265.1.23.46.7.1.2.23.3 1 3 \
1.3.6.1.4.1.35265.1.23.46.7.1.3.23.3 1 4

Hacmpolika o2paHuveHus Koau4ecmea Multicast-epynn Ha nopmy

MIB: eltlpMulticast.mib

Ucnonbzyemble Tabanybl: eltMeslpMulticast — 1.3.6.1.4.1.35265.1.23.46.6.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265. 1.23.46.6.1.2.{ifIndex} i {MAX number}

Mpumep HacTpoiiku orpaHuMyeHua B Tpu Multicast-rpynnbl Ha uHtepdeiice TenGigabitethernet 1/0/23

KomaHpga CLI:
interface TenGigabitethernet 1/0/23
multicast snooping max-groups 3

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.46.6.1.2.23 1 3
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12 ®YHKLUWU YNPABJIEHUA

12.1 MexaHusm AAA

LobasneHue HO8020 osnbL308amersa

MIB: rlaaa.mib

Ucnonb3syembie Tabnunupl: rIAAALocalUserTable — 1.3.6.1.4.1.89.79.17

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.89.79.17.1.1.{number of letters}.{Login in DEC, kaxnas OykBa JIOT'MHa
oTmesiseTcsa OT cienybmeir Toukoi} s {login} \
1.3.6.1.4.1.89.79.17.1.2.{number of letters}.{Login in DEC, kaxnas OykBa JIOTMHAa
ormesiseTcsa OT cienynmer Toukoi} s "#{encoding password}l" \
1.3.6.1.4.1.89.79.17.1.3.{number of letters}.{Login in DEC, kaxnas OykBa JIOT'MHa
ormeyiseTca OT clenywmer Toukor} 1 {privelege level (1-15)} \
1.3.6.1.4.1.89.79.17.1.4.{number of letters}.{Login in DEC, xaxnmas OykKBa JIOTMHA
oTmensaeTcs OT cjenyomel Toukoi} i {create and go(4)}
Mpumep ao6aBneHunna nonb3osartena techsup ¢ naponem password u yposHem npusunernii 15
Komanga CLI:
username techsup password password privilege 15
KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.79.17.1.1.7.116.101.99.104.115.117.112 s techsup \
1.3.6.1.4.1.89.79.17.1.2.7.116.101.99.104.115.117.112 s
"#5baa6l1edc9b93£f3£f0682250b6cf8331b7ee68£d8" \
1.3.6.1.4.1.89.79.17.1.3.7.116.101.99.104.115.117.112 i 15
\N1.3.6.1.4.1.89.79.17.1.4.7.116.101.99.104.115.117.112 i 4
1. NloruH nepesogutca n3 ASCIl 8 HEX ¢ nomoLuybto Tabnnubl, KOTOPYIO MOXKHO HAUTKU
V no ccoinke https://ru.wikipedia.org/wiki/ASCII.

2. Naponb 3apaeTca UCKAKUYUTENBHO B WNdPOBAHHOM BuAe, NULeTcA 06A3aTeNlbHO

B KaBbluKax, nepepg, naponem gobasnsercs #.

Hacmpolika memodos aemopu3ayuu 04 login-nosns3osamens

MIB: rlaaa.mib

Ucnonb3ayembie Tabnunupi: rIAAAMethodListEntry — 1.3.6.1.4.1.89.79.15.1

snmpset -v2c¢ -c¢ <community> <IP address> \
1.3.6.1.4.1.89.79.15.1.{authindex}.15.{"1login c default” in
JIOTMHa OoTIeJideTcsa OT cJienykumeyn Toukou} 1 {deny (0),

line (1) ,enable(2),local (3)radius (4),tacacs (5),none(6)} \
1.3.6.1.4.1.89.79.15.1.{authindex}.15.{"login n default” in
JIOTMHa OoTIeJideTcsa OT cJienykumeyn Toukou} 1 {deny (0),
line(l),enable(2),local (3)radius(4),tacacs (5),none(6)} \
1.3.6.1.4.1.89.79.15.1.{authindex}.15.{"1login c default” in
JIOTMHAa OTIEeJIIeTCsa OT cienyimer Toukow} 1 {deny (0),

line (1) ,enable(2),local (3)radius (4),tacacs (5),none(6)} \
1.3.6.1.4.1.89.79.15.1.{authindex}.15.{“1login n default” in
JIOTMHa OoTneJideTcsa OT cJienykumeyn Toukou} 1 {deny (0),
line(l),enable(2),local (3)radius(4),tacacs (5),none(6)} \

DEC,

DEC,

DEC,

DEC,

Kaxnasd

Kaxngasd

Kaxnasd

Kaxnasd

OykBa

OykKBa

OyKBa

OyKBa
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1.3.6.1.4.1.89.79.15.1.10.15.{"1ogin_c default” in DEC, kaxnasa OyKBa JIOTMHa
oTmesigseTcd OT ciemyomel Ttouxkon} 1 {disable (0), enable(l)} \
1.3.6.1.4.1.89.79.15.1.10.15.{"1ogin n default” in DEC, kaxnasa OyKBa JIOTMHa
oTmeyigeTcsa OT cjemyiumer Toukolr} i1 {disable (0), enable(l)}

Mpumep

KomaHpga CLI:
aaa authentication login authorization default radius local

KomaHpa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.79.15.1.2.15.108.111.103.105.110.95.99.95.100.101.102.97.117.108

116 1 4\
1.3.6.1.4.1.89.79.15.1.2.15.108.111.103.105.110.95.110.95.100.101.102.97.117.10
8.116 i 4 \
1.3.6.1.4.1.89.79.15.1.3.15.108.111.103.105.110.95.99.95.100.101.102.97.117.108
.116 1 3\
1.3.6.1.4.1.89.79.15.1.3.15.108.111.103.105.110.95.110.95.100.101.102.97.117.10
8.116 i 3 \
1.3.6.1.4.1.89.79.15.1.10.15.108.111.103.105.110.95.99.95.100.101.102.97.117.10
8.116 i 1 \
1.3.6.1.4.1.89.79.15.1.10.15.108.111.103.105.110.95.110.95.100.101.102.97.117.1
08.116 i 1
7 authindex — nHgekc metroga asTopusauun. [loctynHbie 3Ha4YeHus ot 2 ao 7. Mepsbim
V MUCNO/Ib3yeTCA MEeTOoA C HAMMEHbLUUM HOMEPOM.
MNone 1.3.6.1.4.1.89.79.15.1.10.15 pa3speluaeT NpoxoxgeHue asTopusaumm gna login-
nonb3oBaTens.
7 108.111.103.105.110.95.99.95.100.101.102.97.117.108.116 nepesoautca m3 ASCII-
V Tabnuupl (pacwmndposbiBaerca login_c_default).

108.111.103.105.110.95.110.95.100.101.102.97.117.108.116 nepesogutca us ASCII-
Tabnnupl (pacwmndposbisaerca login_n_default).

YoaneHue Hacmpoliku Mmemo0dos asmopu3ayuu 04 login-noanv3osamesns

MIB: rlaaa.mib

Ucnonbayemble Tabamupi: rIAAAMethodListEntry — 1.3.6.1.4.1.89.79.15.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.79.15.1.{authindex}.15.{"1login c default” in DEC, xaxnmas OykxBa
JIOTMHA OoTIejideTcs OoT cJjenymoumey Toukoy} i {deny(0),

line (1), enable(2),local (3)radius (4), tacacs (5),none(6)} \
1.3.6.1.4.1.89.79.15.1.{authindex}.15.{"1login n default” in DEC, xaxzmasa OykBa
JIOTMHa OoTIejigdeTcs oT cJjenyioumey Toukou} i {deny (0),

line (1) ,enable(2),local (3)radius (4),tacacs (5),none(6)} \
1.3.6.1.4.1.89.79.15.1.{authindex}.15.{"1login c default” in DEC, kaxmasa OyKBa
JIOTMHa OTIEJIIeTCsa OT cJjenyomer Toukor} i {deny (0),

line (1), enable(2),local (3)radius (4), tacacs (5),none(6)} \
1.3.6.1.4.1.89.79.15.1.{authindex}.15.{"1login n default” in DEC, kaxnasa Oykea
JIOTMHa OoTIejideTcs oT cJjenyioumey Toukom} i {deny (0),

line (1) ,enable(2),local (3)radius (4),tacacs (5),none(6)} \
1.3.6.1.4.1.89.79.15.1.10.15.{"1ogin_c default” in DEC, kaxnasa OyKBa JIOTMHAa
oTmesigeTcda OoT ciemybumelr Ttoukoi} 1 {disable (0), enable(l)} \
1.3.6.1.4.1.89.79.15.1.10.15.{"1ogin n default” in DEC, kaxnmaa Oykea JIOTMHa
oTmeyigeTcsa oT cjenyomer Toukonr} i {disable (0), enable(l)}
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Mpumep yganeHna metoaos aBTopusauum gna login-nonbsosatens

KomaHaa CLI:
no aaa authentication login default

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.79.15.1.2.15.108.111.103.105.110.95.99.95.100.101.102.97.117.108

.116 1 3\
1.3.6.1.4.1.89.79.15.1.2.15.108.111.103.105.110.95.110.95.100.101.102.97.117.10
8.116 i 3 \
1.3.6.1.4.1.89.79.15.1.3.15.108.111.103.105.110.95.99.95.100.101.102.97.117.108
.116 1 0 \
1.3.6.1.4.1.89.79.15.1.3.15.108.111.103.105.110.95.110.95.100.101.102.97.117.10
8.116 i 0 \
1.3.6.1.4.1.89.79.15.1.10.15.108.111.103.105.110.95.99.95.100.101.102.97.117.10
8.116 i 0 \
1.3.6.1.4.1.89.79.15.1.10.15.108.111.103.105.110.95.110.95.100.101.102.97.117.1
08.116 i
/ authindex — uHAaeKkc meToga aBTopusauuun. [loctynHble 3HauyeHUs ot 2 go 7. MepBbim
V MCNO/b3yeTcs MeToA C HAMMEHbLUMM HOMEPOM.
None 1.3.6.1.4.1.89.79.15.1.10.15 pa3peluaeTr npoxoxaeHue aBTopusaumm gna login-
nonb3oBaTens.
108.111.103.105.110.95.99.95.100.101.102.97.117.108.116 nepeBogutca u3s ASCII-
V Tabaunubl (pacwmdposbiBaetca login_c_default).

108.111.103.105.110.95.110.95.100.101.102.97.117.108.116 nepeBoautca u3 ASCII-
Tabauupl (pacwudposbiBaerca login_n_default).

Hacmpolika memodos aemopu3ayuu 074 enable-nonb3osamens

MIB: rlaaa.mib

Ucnonbayembie Tabnunupi: rIAAAMethodListEntry — 1.3.6.1.4.1.89.79.15.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.79.15.1.{authindex}.16.{“1login c default” in DEC, xaxnas Oykea
JIOTMHAa OTIEeJIIeTCsa OT cJijenyiumer Toukowm} 1 {deny (0),

line (1) ,enable(2),local (3)radius (4),tacacs (5),none(6)} \
1.3.6.1.4.1.89.79.15.1.{authindex}.16.{"1login n default” in DEC, xaxnmasa Oykea
JIOTMHa OTHEeJIfeTCs OT cJjenywomey Touxkor} i {deny (0),

line(l),enable(2),local (3)radius(4),tacacs (5),none(6)} \
1.3.6.1.4.1.89.79.15.1.{authindex}.16.{“1login c_default” in DEC, xaxnmasa Oykea
JIOTMHAa OTIEeJIIeTCsa OT cJjenynmer Toukow} 1 {deny (0),

line (1) ,enable(2),local (3)radius (4),tacacs (5),none(6)} \
1.3.6.1.4.1.89.79.15.1.{authindex}.16.{"login n default” in DEC, xaxnasa Oykea
JIOTMHa OoTIeJideTcsa OT cJienykumeyn Toukom} 1 {deny (0),

line (1) ,enable(2),local (3)radius (4),tacacs (5),none(6)} \
1.3.6.1.4.1.89.79.15.1.10.16.{"1login _c default” in DEC, xaxpasa OyKBa JOIMHA
oTmesiseTcda oOT cienybumein Toukoi} i {disable (0), enable(l)} \
1.3.6.1.4.1.89.79.15.1.10.16.{"1login n default” in DEC, xaxnaa OykBa JIOT'MHA
oTmesigeTcsa OoT cienyimer Toukor} i {disable (0), enable(l)}
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Mpumep HacTPOMKM MeToA0B aBTOpU3auum ana enable-nonb3osatens

KomaHpga CLI:
aaa authentication enable authorization default radius enable

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.79.15.1.2.16.101.110.97.98.108.101.95.99.95.100.101.102.97.117.1
08.116 i 4 \
1.3.6.1.4.1.89.79.15.1.2.16.101.110.97.98.108.101.95.110.95.100.101.102.97.117.
108.116 1 4 \
1.3.6.1.4.1.89.79.15.1.3.16.101.110.97.98.108.101.95.99.95.100.101.102.97.117.1
08.116 1 2 \

1.3.6.1.4.1.89.79.15.1.3.16.101.110.97.98.108.101.95.110.95.100.101.102.97.117.
108.116 i 2 \
1.3.6.1.4.1.89.79.15.1.10.16.101.110.97.98.108.101.95.99.95.100.101.102.97.117.
108.116 1 1 \

4.1

1.3.6.1.4.1.89.79.15.1.10.16.101.110.97.98.108.101.95.110.95.100.101.102.97.117
.108.116 1 1

7 authindex — nHaekc metoga aBTopusauuu. loctynHble 3HaueHus ot 2 go 7. MNepsbim
V MUCNonb3yeTcs MeToa, C HAMMEHbBLUMM HOMEPOM.

MNone 1.3.6.1.4.1.89.79.15.1.10.16 paspewaeT nNpoxoxaeHue aBToOpuU3aLMU ANA
enable-nonb3oBarens.

/ 101.110.97.98.108.101.95.99.95.100.101.102.97.117.108.116 nepeBoautca us ASCII-
V Tabaunubl (pacwudposbisaeTtca enable_c_default).

101.110.97.98.108.101.95.110.95.100.101.102.97.117.108.116 nepeBOAUTCA U3
ASCII-Tabnuubi (pacwmudpposbisaetca enable_n_default).

YoaneHue Hacmpoliku Memodos aemopu3ayuu 018 enable-nonv3zosamens

MIB: rlaaa.mib

Ucnonbayemblie Tabamupi: rIAAAMethodListEntry — 1.3.6.1.4.1.89.79.15.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.79.15.1.{authindex}.16.{“login c default” in DEC, kaxnasa Oykpa
JIOTMHa OTIEJIIeTCsa OT cJjenyomer Toukor} i {deny (0),

line (1) ,enable(2),local (3)radius (4), tacacs (5),none(6)} \
1.3.6.1.4.1.89.79.15.1.{authindex}.16.{“login n default” in DEC, kaxnasa Oykpa
JIOTMHa OTHeJIfeTCs OT cienywomelr Toukor} i {deny (0),

line (1) ,enable(2),local (3)radius (4),tacacs (5),none(6)} \
1.3.6.1.4.1.89.79.15.1.{authindex}.16.{"login c default” in DEC, xaxnmas OykBa
JIOTMHa OTIEJIIeTCsa OT cJjenyomer Toukor} i {deny (0),

line (1) ,enable(2),local (3)radius (4),tacacs (5),none(6)} \
1.3.6.1.4.1.89.79.15.1.{authindex}.16.{"1login n default” in DEC, kaxnasa Oykea
JIOTMHa oTIejideTcs oT cJlenyioumey Toukou} i {deny (0),

line (1), enable(2),local (3)radius (4), tacacs (5),none(6)} \
1.3.6.1.4.1.89.79.15.1.10.16.{"1login _c default” in DEC, kaxnasa OyKBa JIOTMHAa
oTmesigseTcd oOT cienywomer Touxkol} 1 {disable (0), enable(l)} \

MoHumopuHe u ynpasneHue Ethernet-kommymamopamu MES no SNMP 73




HELTEX

Mpumep yganeHna metoaos aBTopusauum gna enable-nonbsosartenn

KomaHaa CLI:

no aaa authentication enable default

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \

>1.3.6.1.4.1.89.79.15.1.2.16.101.110.97.98.108.101.95.99.95.100.101.102.97.117.
108.116 1 2 \
>1.3.6.1.4.1.89.79.15.1.2.16.101.110.97.98.108.101.95.110.95.100.101.102.97.117
.108.116 1 2 \
>1.3.6.1.4.1.89.79.15.1.3.16.101.110.97.98.108.101.95.99.95.100.101.102.97.117.
108.116 i 0 \
>1.3.6.1.4.1.89.79.15.1.3.16.101.110.97.98.108.101.95.110.95.100.101.102.97.117
.108.116 1 0 \
>1.3.6.1.4.1.89.79.15.1.10.16.101.110.97.98.108.101.95.99.95.100.101.102.97.117
.108.116 1 0 \
>1.3.6.1.4.1.89.79.15.1.10.16.101.110.97.98.108.101.95.110.95.100.101.102.97.11
7.108.116 1 0
authindex — uHaekc metoga aBTopusauuu. loctynHble 3HaueHUsa ot 2 ao 7. Mepsbim
V MCNONb3YyeTcA MeToA C HAMMEHbLIUM HOMEPOM.

Mone 1.3.6.1.4.1.89.79.15.1.10.16 paspelwaetT nNpoxoxaeHue asBTOpU3aLUU ANA
enable-nonb3oBarens.

101.110.97.98.108.101.95.99.95.100.101.102.97.117.108.116 nepeBogutca us ASCII-
V Tabaunupbl (pacwmndposbiBaetca enable_c_default).

101.110.97.98.108.101.95.110.95.100.101.102.97.117.108.116  nepeBogUTCA U3
ASCll-tabauubi (pacwudposbiBaetca enable_n_default).

12.2 Hacmpolika docmyna

BrnrwouyeHue TELNET-cepsepa

MIB: radlan-telnet-mib.mib

Ucnonbsyemble Tabnuubi: riTelnetEnable — 1.3.6.1.4.1.89.58.7

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.58.7.0 i {on(l), off(2)}

Mpumep BrkntoueHua TELNET-cepsepa

Komanpga CLI:
ip telnet server

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.58.7.0 1 1

74

MoHumopuHe u ynpasneHue Ethernet-kommymamopamu MES no SNMP




HELTEX

BrnwoveHue SSH-cepsepa

MIB: rlssh.mib
Ucnonbayemble Tabanupi: riSshServerEnable — 1.3.6.1.4.1.89.78.2.102

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.78.2.102.0 1 {on(l), off(2)}

Mpumep BrAoveHUA SSH-cepsepa

KomaHpa CLI:
ip ssh server

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.78.2.102.0 1 1

lpocmomp akmusHbix ceccull

MIB: rlAAA.mib

Ucnonbayemble Tabanupi: rIAAAUserlnetName — 1.3.6.1.4.1.89.79.57.1.5

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.79.57.1.5

Mpumep NPOCMOTPa aKTUBHbIX CECCUi

KomaHpga CLI:
show users

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.79.57.1.5
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13 3EPKA/IMPOBAHUE NMOPTOB

Hacmpolka 3epKaaupo8aHusa nopmos

MIB: rIspan.mib

Ucnonb3yemble Tabnuubi:
rISpanDestinationTable — 1.3.6.1.4.1.89.219.2
rISpanSourceTable — 1.3.6.1.4.1.89.219.3

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.219.2.1.2.{session id} i {ifindex dst port} \
.1.89.219.2.1.3.{session id} i {span(l), rspan-start(2), rspan-

(3)

.89.219.2.1.4.{session id} i {monitor-only(l), network(2)} \
.89.219.2.1.5.{session id} {vlan id} \
.89.219.2.1.6.{session id} i {createAndGo(4), destroy(6)}

e
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snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.219.3.1.4.{session id}.1l.{ifindex src port} i {rx(l), tx(2),
both(3)} \

1.3.6.1.4.1.89.219.3.1.5.{session id}.1l.{ifindex src port} i {createAndGo(4),
destroy (6) }

Mpumep 3epkanuposBaHua Tpaduka ¢ uHTepdeiica TenGigabitEthernet 1/0/16 Ha wuHTepdeiic
TenGigabitEthernet 1/0/17

KomaHpa CLI:
monitor session 7 destination interface TenGigabitEthernet 1/0/17
monitor session 7 source interface TenGigabitEthernet 1/0/16

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.219.2.1.2.7 1 17 \
1.3.6.1.4.1.89.219.2.1.3.7 1 1 \
1.3.6.1.4.1.89.219.2.1.4.7 i 1 \
1.3.6.1.4.1.89.219.2.1.5.7 i 1 \
1.3.6.1.4.1.89.219.2.1.6.7 1 4

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.219.3.1.4.7.1.16 1 3 \
1.3.6.1.4.1.89.219.3.1.5.7.1.16 i 4

Hacmpolika 3epkanuposaHusa vian

MIB: rlspan.mib

Ucnonb3yemble Tabnuubi:
rISpanDestinationTable — 1.3.6.1.4.1.89.219.2
rISpanSourceTable — 1.3.6.1.4.1.89.219.3

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.16.22.1.3.1.1.4.{ifindex vlan}.{ifindex dst port} i
{copyRxOnly (1)} \

1.3.6.1.2.1.16.22.1.3.1.1.5.{ifindex vlan}.{ifindex dst port} i
{createAndGo (4), destroy(6)}
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Mpumep HacTpoiKku 3epkanmuposaHusa vlian 622 Ha nHtepdeiic TenGigabitEthernet 1/0/17

KomaHpga CLI:
monitor session 7 destination interface TenGigabitEthernet 1/0/17
monitor session 7 source interface vlan 622

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.219.2.1.2.1 i 17 \
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snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.219.3.1.4.1.2.100621 1 1 \
1.3.6.1.4.1.89.219.3.1.5.1.2.100621 1 4
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14 dYHKUMU OAUNATHOCTUKN ®PUSNYECKOIO YPOBHA

14.1 Juaz2HocmuKa onmu4YecKo20 mpaHcueepad

CHamue noka3aHuli DDM

MIB: riphy.mib
Ucnonb3syemble Tabnuupl: riPhyTestGetResult — 1.3.6.1.4.1.89.90.1.2.1.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.90.1.2.1.3.{mnHmexc nopra}.{Tun mnapamerpa}

Mpumep 3anpoca nokasaHut DDM c uHtepdeiica TenGigabitethernet 1/0/23 (ana scex napamertpos)

KomaHpa CLI:

show fiber-ports optical-transceiver interface TenGigabitethernet 1/0/23

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.90.1.2.1.3.23

/ Tun napamempa mMoxcem nNpuHUMame craedyrouue 3Ha4eHus:

rIPhyTestTableTransceiverTemp (5) — Temnepatypa SFP-TpaHcuBepa;
rIPhyTestTableTransceiverSupply (6) — HanpsaeHue NUTaHUA B MKB;
riPhyTestTableTxBias (7) — ToK cmeleHua B MKA;

riPhyTestTableTxOutput (8) — ypoBeHb MOLHOCTU Ha Nnepegayve B mDbm;
rIPhyTestTableRxOpticalPower (9) — ypoBeHb MowWHOCTM HA Nnpueme B mDbm.

[Mpocmomp cepuliHo2o Homepa SFP-mpaHcusepa

MIB: eltMes.mib

Ucnonb3syemble Tabnuupl: eltMesPhdTransceiver — 1.3.6.1.4.1.35265.1.23.53

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.53.1.1.1.6.{nHmexc nopTa}

Mpumep npocmoTpa cepuitHoro Homepa SFP ¢ uHTepdeiica TenGigabitEthernet 1/0/23 (ana Bscex

napameTpos)

KomaHpa CLI:
show fiber-ports optical-transceiver interface TenGigabitEthernet 1/0/23

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.53.1.1.1.6.23
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15 ®oYHKUMUUN OBECNEYEHUA BE3OMNACTHOCTU

15.1 ®yHkyuu obecnevyeHus 3auumsi NOPMos

OzpaHuyeHue Koaudecmsaa MAC-adpecos, usydaembix Ha Ethernet-nopmax

MIB: rlinterfaces.mib

Ucnonbayemble Tabnanupi: swifTable — 1.3.6.1.4.1.89.43.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.38.{ifIndex} i {max mac addresses}

Mpumep orpaHnueHuns 8 20 MAC-agpecos Ha nopt TenGigabitEthernet 1/0/23

KomaHpga CLI:
interface TenGigabitethernet 1/0/23
port security max 20

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.38.23 1 20

BkaroyeHue port security

MIB: rlinterfaces.mib

Ucnonb3zyemble Tabanybl: swifPortLocklfRangeTable — 1.3.6.1.4.1.89.43.6

v2c -c <community> <IP address> \

4.1.89.43.6.1.3.1 1 {locked(1l), unlocked(2)} \

4.1.89.43.6.1.4.1 1 {discard(l), forwardNormal (2), discardDisable (3),
Hal [IaKeToM, He MOoNaBliMM [OI NpaBuila port security} \
4.1.89.43.6.1.5.1 i {true(l), false(2). Ius oTnpaBKu TpamnoB} \
4.1.89.43.6.1.6.1 i {uacToTa oTnpaBKM TpamnoB (cek)} \
4.1.89.43.6.1.2.1 x {ifindex B Bume OMTOBOM MacCKM}

Mpumep HacTpoiikm port security ana nnrepdeiicos TenGigabitEthernet 1/0/21-23

KomaHga CLI:
interface range TenGigabitEthernet 1/0/21-23
port security discard trap 30

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.43.6.1.3.1 1 1 \
1.3.6.1.4.1.89.43.6.1.4.1 1 1 \
1.3.6.1.4.1.89.43.6.1.5.1 1 1 \
1.3.6.1.4.1.89.43.6.1.6.1 1 30 \
1.3.6.1.4.1.89.43.6.1.2.1 x "0000OQEOQOOOQO™"
Metoguka pacueta 6uTOBOIi MacKu npusegeHa B pasgene «lMpunoxeHune A.
V MeToauka pacyeta 6UTOBOI MacKn».
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YcmaHoska pexcuma pabomel port security

MIB: rlinterfaces.mib

Ucnonb3syembie Tabnuupl: swifTable — 1.3.6.1.4.1.89.43.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.37.{ifIndex} i {disabled(l), dynamic(2), secure-
permanent (3), secure-delete-on-reset (4)}

Mpumep HACTPOMKM peXMma OrpaHMYEHMA NO KOAMYecTBy usyyeHHbiX MAC-agpecoB Ha nopty
TenGigabitEthernet 1/0/23

KomaHpa CLI:
interface TenGigabitEthernet 1/0/23
port security mode max-addresses

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.37.23 i 2

[lpocmomp cmamyca port security

MIB: rlinterfaces.mib

Ucnonb3zyemble Tabauubi: swifLockAdminStatus — 1.3.6.1.4.1.89.43.1.1.8

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.8

Mpumep npocmoTpa cratyca port security

KomaHpaa CLI:
show ports security

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.8

lpocmomp muna port security

MIB: rlinterfaces.mib

Ucnonbsyemble Tabnuubi: swifAdminLockAction — 1.3.6.1.4.1.89.43.1.1.20

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.20

Mpumep npocmoTpa TMNA port security

Komanpga CLI:
show ports security

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.20
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[Mpocmomp MaKCUMasnb6HO 3a0aHHO20 Koau4ecmea MAC-adpecos, u3y4aemsix Ha Ethernet
nopmax

MIB: rlinterfaces.mib

Ucnonbayemble Tabamupi: swifLockMaxMacAddresses — 1.3.6.1.4.1.89.43.1.1.38

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.38

Mpumep npocmoTpa MaKCcMManbHO 3agaHHoro Konudvectea MAC-agpecoB, usyyaembix Ha Ethernet-
noprax

KomaHpa CLI:
show ports security

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.38

[epesod nopma 8 pexcum U30aayuu U 8Hympu 2pynnsl nopmos

MIB: rlprotectedport.mib

Ucnonbayemble Tabnuupi: riProtectedPortsTable — 1.3.6.1.4.1.89.132.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.132.1.1.1.{Ifindex} i {not-protected(l), protected(2)}

Mpumep HacTpoOMKM M3onaummn Ha noptax TenGigabitEthernet 1/0/21 n TenGigabitEthernet 1/0/23

KomaHpga CLI:
interface range TenGigabitEthernet 1/0/23
switchport protected-port

KomaHaa SNMP:

snmpset -v2c -c¢ private 192.168.1.30 \
1.3.6.1.4.1.89.132.1.1.1.21 i 2 \
1.3.6.1.4.1.89.132.1.1.1.23 1 2

Co30aHue cmamuyeckol npusdasku 8 MAC-mabauue

MIB: Q-BRIDGE-MIB

Ucnonbayemble Tabnmupi: dotlqgStaticUnicastTable — 1.3.6.1.2.1.17.7.1.3.1

snmpset -v2c -c <community> -t 20 -r 0 <IP address> \

1.3.6.1.2.1.17.7.1.3.1.1.4.{vlan id}.{mac address (DEC). BaurTer MAC-ampeca
paznenawonrcsa Toukamm}.{ifIndex} i {other(l), invalid(2), permanent (3),
deleteOnReset (4), deleteOnTimeout (5)}

Mpumep npusaskn MAC-agpeca 00:22:68:7d:0f:3f 8 vlan 622 k untepdeiicy TenGigabitethernet 1/0/23 8
peXume secure (Mo yMmoi4aHMIO UCNOJIb3YETCA peXXum permanent)

KomaHpa CLI:
mac address-table static 00:22:68:7d:0f:3f vlan 622 interface tenGigabitethernet
1/0/23 secure

KomaHaa SNMP:
snmpset -v2c -c private -t 20 -r 0 192.168.1.30 \
1.3.6.1.2.1.17.7.1.3.1.1.4.622.0.34.104.125.15.63.23 1 1
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[pocmomp MAC-mabauysl

MIB: Q-BRIDGE-MIB

Ucnonb3yemble Tabnuubl: dotlqTpFdbTable — 1.3.6.1.2.1.17.7.1.2.2

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.17.7.1.2.2

MNpumep npocmotpa MAC-Tabnuubl

KomaHpa CLI:
show mac address-table

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.17.7.1.2.2

Co3z0aHue cmamu4ecKkol npusasku 8 ARP-mabauue

MiIB: RFC1213-MIB

Ucnonb3syembie Tabnuupl: ipNetToMediaTable — 1.3.6.1.2.1.4.22

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.4.22.1.2.{v1lan id}.{IP address} x {,MAC address™“} \
1.3.6.1.2.1.4.22.1.3.{vlan id}.{IP address} a {IP address} \
1.3.6.1.2.1.4.22.1.4.{v1lan id}.{IP address} i 4

Mpumep npusasku ip 192.168.1.21 n MAC aa:bb:cc:dd:ee:ff k vlan 1

KomaHpa CLI:
arp 192.168.1.21 aa:bb:cc:dd:ee:ff vlan 1

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.4.22.1.2.100000.192.168.1.21 x "aabbccddeeff" \
1.3.6.1.2.1.4.22.1.3.100000.192.168.1.21 a 192.168.1.21 \
1.3.6.1.2.1.4.22.1.4.100000.192.168.1.21 i 4

72 1. Ona ypaneHna npmueBA3Ku Heobxoaumo B none 1.3.6.1.2.1.4.22.1.4 npucBoUTb 3HauYeHue 2.
V 2. IP-agpec yctpoiictBa u IP-agpec co3pgaBaemoit ctatuyeckoi 3anucu B ARP-tabauue
OONKHbI HAXOAUTbLCA B O4HOM NoAceTH.

[Mpocmomp ARP-mabauysi

MIB: RFC1213-MIB.mib, Q-BRIDGE-MIB.mib

Ucnonb3yemble Tabnumubi:
pNetToMediaPhysAddress — 1.3.6.1.2.1.4.22.1.2
dotlqTpFdbEntry — 1.3.6.1.2.1.17.7.1.2.2.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.4.22.1.2.{(2) ip address, (3)MAC address}

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.17.7.1.2.2.1
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Npumep npocmoTtpa ARP-Tabauubl

KomaHpga CLI:
show arp

KomaHga SNMP:

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.4.22.1.2

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.17.7.1.2.2.1

V 1. 3HaueHue Tabauubl pNetToMediaPhysAddress otobparkaer IP-agpec u MAC-agpec

VLAN.

2. 3HauveHue Tabauubl dotlqTpFdbEntry — oTo6parkaer cratyc U MAEHTUPUKALMOHHDIM

HOMep NopTa, C KOTOPOro AOCTYNHO YCTPOWUCTBO.

15.2 KoHmponb npomokona DHCP u onyuu 82

BkrntoyeHue/sbikaoyeHue DHCP-cepsepa Ha KOMMymamope

MIB: rldhcp.mib

Ucnonbayemble Tabauupi: riDhcpRelayinterfacelistTable — 1.3.6.1.4.1.89.38.29

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.38.30.0 i {true(l), false(2)}

Mpumep srkntoueHna DHCP-cepeepa Ha KommyTaTtope

KomaHpga CLI:
ip dhcp server

KomaHaa SNMP:
snmpset -v2c -c¢ private 192.168.1.30 \
1.3.6.1.4.1.89.38.30.0 1 1

lMpocmomp 3anuceli mabauywsl dhcp snooping

MIB: rIBridgeSecurity.mib

Ucnonbayemble Tabanupi: rlipDhcpSnoopEntry — 1.3.6.1.4.1.89.112.1.11.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.112.1.11.1

Npumep npocmoTpa Tabanubl dhcp snooping

KomaHpga CLI:
Show ip dhcp snooping binding

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.112.1.11.1
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BKﬂfO"IEHUE/SbIKﬂfOHEHUE dhcp snooping 2106aa16HO

MIB: rlbridge-security.mib
Ucnonbayembie Tabnunupi: rlipDhcpSnoopEnable — 1.3.6.1.4.1.89.112.1.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.112.1.2.0 i {enable(l), disable(2)}

Mpumep rnobanbHoro BrkAoueHusa dhcp snooping

KomaHpa CLI:
ip dhcp snooping

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.112.1.2.0 1 1

BrntoyeHue/sbikao4eHue dhep snooping eo vian

MIB: rlbridge-security.mib
Ucnonb3syembie Tabnuupl: rlipDhcpSnoopEnableVianTable — 1.3.6.1.4.1.89.112.1.12

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.112.1.12.1.2.{v1lan id} i {createAndGo(4), destroy(6)}

Mpumep BrkaoueHusa dhcp snooping B vlian 622

KomaHpa CLI:
ip dhcp snooping vlan 622

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.112.1.12.1.2.622 1 4

Hacmpotika IP DHCP information option

MIB: rlbridgesecurity.mib

Ucnonb3ayembie Tabnunupl: rlipDhcpOpt82insertionEnable — 1.3.6.1.4.1.89.112.1.8

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.112.1.8.0 1 {enable(l), disable(2)}

Mpumep

KomaHpa CLI:
ip dhcp information option

KomaHaa SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.112.1.8.0 1 1

Hacmpolika dosepeHHo20 nopma DHCP

MIB: rlbridge-security.mib

Ucnonb3ayembie Tabnunupi: rlipDhcpSnoopTrustedPortTable — 1.3.6.1.4.1.89.112.1.13
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snmpset -v2c -c <community> <IP address>
1.3.6.1.4.1.89.112.1.13.1.2.{ifIndex} 1 {createAndGo(4), destroy(6)}

Mpumep HacTpoiiku gosepeHHoro nHtepdeiica TenGigabitEthernet 1/0/23

KomaHpa CLI:
interface TenGigabitEthernet 1/0/23
ip dhcp snooping trust

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.112.1.13.1.2.23 1 4

Hacmpolika DHCP relay so VLAN

MIB: rldhcp.mib

Ucnonb3yemble Tabnnupi:

rIDhcpRelayInterfacelListVlanld1To1024 — 1.3.6.1.4.1.89.38.29.1.3
rIDhcpRelayInterfacelListVlanld1025T02048 — 1.3.6.1.4.1.89.38.29.1.4
rIDhcpRelaylnterfacelListVlanld2049To3072 — 1.3.6.1.4.1.89.38.29.1.5
rIDhcpRelayInterfacelListVlanld3073To4094 — 1.3.6.1.4.1.89.38.29.1.6

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.38.29.1.3.1 x {BuroBas mMacka}

Mpumep HacTpoiiku IP DHCP relay enable Ha vlan 1

KomaHpa CLI:
Interface vlan 1
ip dhcp relay enable

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.38.29.1.3.1 x 800000000000

Mpumep HacTpoiiku IP DHCP relay enable Ha 1026 vian

KomaHpga CLI:
Interface vlan 1026
ip dhcp relay enable

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.38.29.1.4.1 x 400000000000

V Mpumep pacueTa 6UTOBOI MaCKM MOXKHO NOCMOTpeTb B pasaene «lMpunoxeHue A.
- MeTtoauKa pacueta 6UTOBOM MacKu».

15.3 3awuma IP-adpeca KnueHma (IP source Guard)

BkrtovyeHue/omkntoveHue ip source quard 2106a716HO

MIB: rlbridge-security.mib

Ucnonbayemble Tabauupi: rlipSourceGuardEnable — 1.3.6.1.4.1.89.112.2.2
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snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.112.2.2.0 i {enable(l), disable(2)}

Mpumep rnobanbHOro BKAKYEHUA ip source guard

KomaHpa CLI:
ip source-guard

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.112.2.2.0 1 1

Co30aHuUe cmamu4yecKkol npusasKu ip source quard

MIB: rlbridge-security.mib
Ucnonb3syembie Tabnuupl: rlipDhcpSnoopStaticTable — 1.3.6.1.4.1.89.112.1.10

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.112.1.10.1.3.{vlan id}.{MAC in DEC. Kaxmem OamnT MAC-azmpeca
oTmesiseTcs OT Hnpemnsnymero Toukoi} a {ip address (DEC)} \
1.3.6.1.4.1.89.112.1.10.1.4.{vlan id}.{MAC in DEC. Kaxment OaiT MAC-anmpeca
ormesiseTcsa OT npemsaymero Toukoin} i {ifIndex} \
1.3.6.1.4.1.89.112.1.10.1.5.{vlan id}.{MAC in DEC. Kaxmem OamnT MAC-anmpeca
oTHesiseTCs OT MNpenenymero Toukoi} 1 {createAndGo(4), destroy(6)}

MNpumep npusaskn MAC-agpeca 00:11:22:33:44:55 k IP 192.168.1.34, vlan 622, wuHTepdeiicy
TenGigabitEthernet 1/0/23

KomaHpa CLI:
ip source-guard binding 00:11:22:33:44:55 622 192.168.1.34 TenGigabitEthernet
1/0/23

Komanaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.112.1.10.1.3.622.0.17.34.51.68.85 a 192.168.1.34 \
1.3.6.1.4.1.89.112.1.10.1.4.622.0.17.34.51.68.85 1 23 \
1.3.6.1.4.1.89.112.1.10.1.5.622.0.17.34.51.68.85 1 4

BKﬂ.‘O'—IEHUE/GbIK/HO‘-IGHue ip source quard Ha nopmy

MIB: rlbridge-security.mib
Ucnonb3ayembie Tabnunupl: rlipSourceGuardPortTable — 1.3.6.1.4.1.89.112.2.5

snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.89.112.2.5.1.2.<ifIndex> 1 {createAndGo(4), destroy(6)}

Mpumep BKAoUYeHUsA ip source guard Ha nHtepdeiice TenGigabitEthernet 1/0/23

KomaHpa CLI:
interface TenGigabitEthernet 1/0/23
ip source-guard

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.112.2.5.1.2.23 1 4
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15.4 KoHmponb npomokona ARP (ARP Inspection)

BkntoueHue/sbikntodeHue ARP Inspection 2106as1bHO

MIB: rlbridge-security.mib
Ucnonbayemble Tabauupi: rlipArpinspectEnable — 1.3.6.1.4.1.89.112.3.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.112.3.2.0 1 {enable(l), disable (2)}

Mpumep rnobanbHOro BKAKOYEHUA arp inspection

KomaHpa CLI:
ip arp inspection

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.112.3.2.0 1 1

BktoyeHue/sbikarodeHue ARP Inspection eo VLAN

MIB: rlbridge-security.mib

Ucnonbayemble Tabauupi: rlipArpinspectEnableVianTable — 1.3.6.1.4.1.89.112.3.6

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.112.3.6.1.3.{vlan id} i {createAndGo(4), destroy(6)}

Mpumep BKALOUYEHUA arp inspection B vlan 622

KomaHpga CLI:

ip arp inspection vlan 622

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.112.3.6.1.3.622 1 4

Hacmpolika dosepeHHo20 nopma ARP Inspection

MIB: rlbridge-security.mib

Ucnonbayemble Tabanupi: rlipArplinspectTrustedPortRowStatus — 1.3.6.1.4.1.89.112.3.7.1.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.112.3.7.1.2.{ifIndex} 1 {createAndGo(4), destroy(6)}

Mpumep HacTpoiikn gosepeHHoro uHTepdeiica TenGigabitEthernet 1/0/23

KomaHpga CLI:
interface TenGigabitEthernet 1/0/23
ip arp inspection trust

KomaHpaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.112.3.7.1.2.23 1 4
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[pusaska ip arp inspection list K vian

MIB: rlbridge-security.mib
Ucnonb3ayemble Tabnuupl: rlipArplnspectAssignedListName — 1.3.6.1.4.1.89.112.3.6.1.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.112.3.6.1.2.{vlan id} s {list name}

Mpumep NpuUBA3KK UCTa € UMeHeMm test K vlan 622

KomaHpa CLI:
ip arp inspection list assign 100 test

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.112.3.6.1.2.622 s test

15.5 [IpoeepKa noO0aAUHHOCMU KaAueHma Ha ocHoee nopma (802.1x)

BKaroyeHue aymeHmugukayuu 802.1x Ha Kommymamope

MIB: dot1xPaeSystem.mib

Ucnonb3syemble Tabauubi: dotlxPaeSystemAuthControl — 1.0.8802.1.1.1.1.1.1

snmpset -v2c -c <community> <IP address> \
1.0.8802.1.1.1.1.1.1.0 1 {enabled(l), disabled(2)}

Mpumep BKkAoyeHUa 802.1x

Komanga CLI:
dotlx system—-auth-control

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.0.8802.1.1.1.1.1.1.0 i 1

BkrtoyeHue nepuoduyeckoli nosmopHol nposepKu nodauHHocmu (nepeaymeHmugukayuu)
KaueHma

MIB: draft-ietf-bridge-8021x.mib

Ucnonb3ayembie Tabnunupl: dotlxAuthReAuthEnabled — 1.0.8802.1.1.1.1.2.1.1.13

snmpset -v2c -c <community> <IP address> \
1.0.8802.1.1.1.1.2.1.1.13.{ifIndex} i {true(l), false(2)}

Mpumep BKAKOYEHUA NEPUOLUYECKOI NMOBTOPHOI NPOBEPKU MOAJIMHHOCTU KAMEHTa Ha UHTepdeiice
TenGigabitEthernet 1/0/23

KomaHpa CLI:
interface tengigabitethernet 1/0/23
dotlx reauthentication

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.0.8802.1.1.1.1.2.1.1.13.23 1 1
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YcmaHo8Ka rnepuoda mexody nosmopHbIMU Mpo8epKamMu nodauHHOCMu

MIB: draft-ietf-bridge-8021x.mib

Ucnonbayemble Tabauupi: dot1xAuthConfigTable — 1.0.8802.1.1.1.1.2.1.1.12

snmpset -v2c -c <community> <IP address> \
1.0.8802.1.1.1.1.2.1.1.12.{ifIndex} u {size 300-4294967295}

MNpumep ycTtaHoBKM nepuoga B 300 C mexay NOBTOPHbIMKU nNpoBepKamu Ha WHTepdeiice
TenGigabitEthernet 1/0/23

KomaHpa CLI:
interface tengigabitethernet 1/0/23
dotlx timeout reauth-period 300

KomaHaa SNMP:
snmpset -v2c -c¢ private 192.168.1.30 \
1.0.8802.1.1.1.1.2.1.1.12.23 u 300

Hacmpolika pexcumos aymeHmugukayuu 802.1x Ha uHmepgelice

MIB: draft-ietf-bridge-8021x.mib

Ucnonbayemble Tabanybl: dotlxAuthConfigTable — 1.0.8802.1.1.1.1.2.1.1.6

snmpset -v2c -c <community> <IP address> \
1.0.8802.1.1.1.1.2.1.1.6.{ifIndex} i {force-Unauthorized(l), auto(2), force-
Authorized(3)}

Mpumep HacTpoiku ayteHTUdUnKaumm 802.1x B pexkume auto Ha uHtepdeiice TenGigabitEthernet 1/0/23

KomaHga CLI:
interface tengigabitethernet 1/0/23
dotlx port-control auto

KomaHaa SNMP:
snmpset -v2c -c¢ private 192.168.1.30 \
1.0.8802.1.1.1.1.2.1.1.6.23 1 2

BKaroyeHue aymeHmuguKayuu, ocHosaHHol Ha MAC-adpecax noss3osamesneli

MIB: radlan-dot1x-mib.mib

Ucnonbayemble Tabauupi: ridotlxAuthenticationPortTable — 1.3.6.1.4.1.89.95.10.1.1

snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.89.95.10.1.1.{ifIndex} i {destroy (1), mac-and-802.1x(2), mac-—
only(3)}

Mpumep BKAOYEHUA ayTeHTUPUKALUKM, OCHOBAHHOU TonbKo Ha MAC-apgpecax Ha uHTepdeiice
TenGigabitEthernet 1/0/23

KomaHpga CLI:
interface tengigabitethernet 1/0/23
dotlx authentication mac

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.95.10.1.1.23 1 3
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PaspeweHue Haau4us OdHOBO/HeCKOHbKUX KAUeHmMoe Ha aemopu3oeaHHom nopmy 802.1X

MIB: rlinterfaces.mib

Ucnonb3syembie Tabnuupl: swifTable — 1.3.6.1.4.1.89.43.1.1.30

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.30.{ifIndex} i {single(l), none(2), multi-sessions(3)}

Mpumep paspelleHna HaIMUNA HECKONIbKMX KNMEHTOB Ha uHTepdeiice TenGigabitethernet 1/0/23

KomaHpa CLI:
interface TenGigabitethernet 1/0/23
dotlx host-mode multi-sessions

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.30.23 1 3

BKaoyeHUe 00H020 uau 08yx memo0o8 nposepKu nodsauHHocmu, asmopusayuu u yyema (AAA)

019 UCNoab3080HUA HO UHMepgeticax IEEE 802.1x

MIB: rlaaa.mib

Ucnonb3zyemble Tabauubi: rIAAAEapMethodListTable — 1.3.6.1.4.1.89.97.1

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.89.97.1.1.1.7.{“default” in DEC, xaxnas OyKBa OTIeJIIeTCHd OT
crenymomel Toukon} s {authentication list} \1.3.6.1.4.1.89.97.1.1.2.7.{“default”
in DEC, xaxmas OykBa OTHeJiseTCs OT cJjenyomen Touxkon} i {Deny(0), radius(l),
none (2)} \

1.3.6.1.4.1.89.97.1.1.3.7.{"default” in DEC, xaxmas OykKBa OTIeJIS€TCHS OT
crenyomein Toukor} i {Deny(0), radius(l), none(2)} \
1.3.6.1.4.1.89.97.1.1.7.7.{"default” in DEC, xaxmas OykKBa OTIeJISI€TCHS OT
crnenyomer Toukom} i 1

Mpumep BKAOUeHUA cnucka RADIUS-cepBepoB ansa ayTeHTUPUKaLUM nonb3oBaTens

Komanpga CLI:

aaa authentication dotlx default radius none

Komanga SNMP:
snmpset -v2c -c¢ private 192.168.1.30 \

1.3.6.1.4.1.89.97.1.1.1.7.100.101.102.97.117.108.116 s default \
1.3.6.1.4.1.89.97.1.1.2.7.100.101.102.97.117.108.116 1 1 \
1.3.6.1.4.1.89.97.1.1.3.7.100.101.102.97.117.108.116 1 2 \
1.3.6.1.4.1.89.97.1.1.7.7.100.101.102.97.117.108.116 i 1
1) Ona Toro, uto6bl BEPHYTbCA K HAaCTPOIiKam NO YMONYAHUIO, [0CTaTOYHO 3HaYEeHUA
V nomeHATb Ha Deny(0).

2) Default nepesogutca ns ASCll 8 HEX ¢ nomoLubto Ta6mubl, KOTOPYHO MOXXHO HAlTU
no ccoinke https://ru.wikipedia.org/wiki/ASCII.
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JlobasneHue yKa3aHHO020 cepsepd 8 CUCOK Uucnosab3yemoix RADIUS-cepsepos

MIB: rlaaa.mib

Ucnonbayemble Tabnuupi: riIRadiusServerinetTable — 1.3.6.1.4.1.89.80.8

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.89.80.8.1.2.1.4.{ip address (DEC)}.{default UDP port 1812}.{default
UDP port 1813} x "{ip adress (HEX)}" \
1.3.6.1.4.1.89.80.8.1.1.1.4.{ip address (DEC)}.{default UDP port 1812}.{default
UDP port 1813} i {ipv4(l), ipv6(2), ipvdz(3)} \
1.3.6.1.4.1.89.80.8.1.3.1.4.{ip address(DEC) }.{default UDP port 1812}.{default
UDP port 1813} i {default UDP port 1812} \
1.3.6.1.4.1.89.80.8.1.4.1.4.{ip address(DEC) }.{default UDP port 1812}.{default
UDP port 1813} i {default UDP port 1813} \
1.3.6.1.4.1.89.80.8.1.9.1.4.{ip address (DEC)}.{default UDP port 1812}.{default
UDP port 1813} s "#{encoding key}" \
1.3.6.1.4.1.89.80.8.1.13.1.4.{ip address (DEC)}.{default UDP port 1812}.{default
UDP port 1813} i {createAndGo (4), destroy(6)}
Mpumep
KomaHpa CLI:
radius-server host 192.168.1.10 encrypted key da90833f59%be
KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.80.8.1.2.1.4.192.168.1.10.1812.1813 x "c0a8010a™ \
1.3.6.1.4.1.89.80.8.1.1.1.4.192.168.1.10.1812.1813 i 1 \
1.3.6.1.4.1.89.80.8.1.3.1.4.192.168.1.10.1812.1813 i 1812 \
1.3.6.1.4.1.89.80.8.1.4.1.4.192.168.1.10.1812.1813 i 1813 \
1.3.6.1.4.1.89.80.8.1.9.1.4.192.168.1.10.1812.1813 s "#da90833f5%be" \
1.3.6.1.4.1.89.80.8.1.13.1.4.192.168.1.10.1812.1813 1 4

15.6 MexaHu3m obHapyxceHuUa nemens (loopback-detection)
nobanvHoe skato4eHue loopback-detection
MIB: rllbd.mib
Ucnonbayemble Tabauupi: riLbdEnable — 1.3.6.1.4.1.89.127.1
snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.127.1.0 1 { true(l), false(2) }
Npumep rnobanbHoro skaoueHus loopback-detection
KomaHpga CLI:
loopback-detection enable
KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.127.1.0 1 1
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N3meHeHuUe uHmepsana loopback-detection

MIB: rllbd.mib

Ucnonb3syembie Tabnunupl: riLbdDetectioninterval — 1.3.6.1.4.1.89.127.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.127.2.0 I { seconds 1-60 }

Mpumep nsmeHeHusa nHtepsana loopback-¢ppeitmos Ha 23 ceKyHADbI

KomaHpa CLI:
loopback-detection interval 23

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.127.2.0 1 23

UsmeHeHuUe pexcuma pabombel loopback-detection

MIB: rllbd.mib

Ucnonb3syemble Tabauupbi: riLlbdMode — 1.3.6.1.4.1.89.127.3

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.127.3.0 1 {source-mac-addr(1l),base-mac-addr (2),
addr (3) ,broadcast-mac-addr (4) }

Mpumep nameHeHua pexkuma paborbl loopback-detection Ha source-mac-addr

multicast-mac-

Komanga CLI:
loopback-detection mode src-mac-addr

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.127.3.0 1 1

BknroyeHue/omknoveHue loopback-detection Ha uHmepgelicax

MIB: rllbd.mib

Ucnonb3ayembie Tabnunupi: riLbdPortAdminStatus — 1.3.6.1.4.1.89.127.4.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.127.4.1.1.{ifindex} 1 { enable(l), disable(2)}

Mpumep sratoueHus loopback-detection Ha HTepdeiice TenGigabitethernet 1/0/23

Komanpga CLI:
interface TenGigabitethernet 1/0/23
loopback-detection enable

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.127.4.1.1.23 1 1
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lpocmomp paboyez2o cocmoaHusa loopback-detection Ha uHmepgelice

MIB: rllbd.mib

Ucnonbayemble Tabanupi: riLbdPortOperStatus — 1.3.6.1.4.1.89.127.4.1.2

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.127.4.1.2.{ifindex}

Mpumep npocmotpa coctoaHus loopback-detection Ha uHTepdeiice TenGigabitethernet 1/0/23

KomaHpa CLI:
show loopback-detection TenGigabitethernet 1/0/23

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.127.4.1.2.23

V Mpu ncnonozosaHmm SNMP-KomaHAabI:

1 — cocroAHue inactive,
2 — coctoAHue active,
3 — loopdetected.

[Mpocmomp 3a6a0KuposaHHbix VLAN 8 pexcume vian-based

MIB: rllbd.mib

Ucnonbzyemble Tabanubl: eltMesLdb — 1.3.6.1.4.1.35265.1.23.127

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.127.4.1.3.{ifindex}.{vlan}

Mpumep npocmoTpa coctoaHua vlan 2 Ha nopty TenGigabitethernet 1/0/23

KomaHpga CLI:
show loopback-detection TenGigabitethernet 1/0/2

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.127.4.1.3.23.622

7 Bo3MoKHble COCTOAHUA:
1 — active,
2 — blocked.

15.7 KoHmponb wupokosewamenbHo20 wmopma (storm-control)

Hacmpolika storm-control Ha uHmepdgelice

MIB: RADLAN-MIB

Ucnonbayemble Tabanupi: riStormCtrl — 1.3.6.1.4.1.89.77
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snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.77.12.1.2.{ifindex}.{broadcast(l),multicastRegistred(2),multicas
tUnregistred(3), multicastAll (4), unknownUnicast(5)} u {rate} \
1.3.6.1.4.1.89.77.12.1.3.{ifindex}.{broadcast(l),multicastRegistred

(2) ,multicastUnregistred(3),multicastAll (4),unknownUnicast(5)} I
kiloBitsPerSecond (1) ,precentaged(2)} \
1.3.6.1.4.1.89.77.12.1.4.{ifindex}.{broadcast(l), multicastRegistred

(2) ,multicastUnregistred(3), multicastAll (4), unknownUnicast(5)} 1

{none (1) ,trap(2),shutdown (3), trapAndShutdown (4) }

Mpumep BKAoueHusa storm-control ana broadcast-tpadpuka Ha nHTepdeiice TenGigabitethernet 1/0/23

KomaHaa CLI:
interface TenGigabitethernet 1/0/23
storm-control broadcast kbps 10000 trap shutdown

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.77.12.1.3.23.1 1 1 \
1.3.6.1.4.1.89.77.12.1.2.23.1 u 1000 \
1.3.6.1.4.1.89.77.12.1.4.23.1 1

Mpumep oTKAoueHUa storm-control gna broadcast-tpadpuka Ha uHTepdeiice TenGigabitethernet
1/0/23

KomaHpa CLI:
interface TenGigabitethernet 1/0/23
no storm-control broadcast

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.77.12.1.2.23.1 u 0

Bkntovyums/sbikaroyums storm-control dasa unknown unicast-mpaguka

MIB: radlan-stormctrl.mib

Ucnonb3syemble Tabnunupl: riIStormCtrlRateLimCfgTable — 1.3.6.1.4.1.89.77.12

snmpset -v2c -c <community> <IP address> \
1is0.3.6.1.4.1.89.77.12.1.2.{ifIndex}.5 u {Kbps, orkmounts (0) }

Mpumep BKAIOUEHUA KOHTPOA HEU3BECTHOrO OgHoagpecHoro Tpaduka ao 50 Kéut/c

KomaHpa CLI:
interface TenGigabitethernet 1/0/23
storm-control unicast Kbps 50

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.77.12.1.2.23.5 u 50
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16 KOH®UTYPUPOBAHME IP U MAC ACP (CTMCKU KOHTPONA AOCTYNA)

Co30aHue mac access-list

MIB: gosclimib.mib

Ucnonbayemble Tabanupl: rlQosAclTable — 1.3.6.1.4.1.89.88.7

-v2c -c <community> <IP address> \
1.89.88.7.1.2.{index-of-acl} s "{name-of-acl}" \
1.89.88.7.1.3.{index-of-acl} i {type-of-acl: mac(l), ip
1.

(2) 1\
89.88.7.1.4.{index-of-acl} i {createAndGo (4), destroy(6

. 2)
. ))

Mpumep co3panna MAC ACL c nugekcom 207

KomaHpga CLI:
mac access-list extended 7-mac

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.7.1.2.207 s "7-mac" \
1.3.6.1.4.1.89.88.7.1.3.207 i 1 \
1.3.6.1.4.1.89.88.7.1.4.207 1 4

Co30aHue ip access-list (ACL)

MIB: gosclimib.mib
Ucnonbayemble Tabanupi: rlQosAclTable — 1.3.6.1.4.1.89.88.7

nmpset -v2c -c <community> <IP address> \
.6.1.4.1.89.88.7.1.2.{index-of-acl} s "{name-of-acl}" \
.6.1.4.1.89.88.7.1.3.{index-of-acl} i {type-of-acl: mac(l), ip (2
.6.1.4.

(2)} \
1.89.88.7.1.4.{index-of-acl} i1 {createAndGo(4), destroy(6)}

S
1
1
1

w W w

Mpumep co3aanus IP ACL c uHaekcom 107

KomaHga CLI:
ip access-list extended 7-ip

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.7.1.2.107 s "7-ip" \
1.4.1.89.88.7.1.3.107 1 2 \
1.4.1.89.88.7.1.4.107 1 4

1.3.6.
1.3.6.

V Mpumep HanonHeHma ACL npaBunamum noapobHO paccmoTpeH B paspene
«Mpunoxkenue b. NMpumep cosaaHuna tunosoro IP ACL».

[Mpussaska IP unu MAC ACL K nopmy

MIB: gosclimib.mib

Ucnonb3yemble Tabauubi:
rlQoslIfAclin — 1.3.6.1.4.1.89.88.13.1.14
rlQoslfPolicyMapStatus — 1.3.6.1.4.1.89.88.13.1.13
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snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.13.1.14.{ifIndex}.2 1 {Index-of-acl} \
1.3.6.1.4.1.89.88.13.1.13.{ifIndex}.2 1 1

Mpumep HasHaueHUA NpaBuaa c uHaekcom 107 (HaseaHue ACL 7-ip) Ha nopT TenGigabitEthernet 1/0/23

KomaHaa CLI:
interface TenGigabitEthernet 1/0/23
service—acl input 7-ip

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.13.1.14.23.2 1 107 \
1.3.6.1.4.1.89.88.13.1.13.23.2 1 1

Ana ypaneHna ACL c nopta aoctatouHo uHaekc ACL 3ameHuTb Ha 0.
V snmpset -¢ -v2c private 192.168.1.301.3.6.1.4.1.89.88.13.1.14.50.2 i 0
1.3.6.1.4.1.89.88.13.1.13.50.2i 1

lMpussaska IP u MAC ACL kK nopmy

MIB: gosclimib.mib

Ucnonb3yemble Tabnumubi:

rlQoslfAclin — 1.3.6.1.4.1.89.88.13.1.14

rlQoslflpv6Aclin — 1.3.6.1.4.1.89.88.13.1.201.3.6.1.4.1.89.88.13.1.20
rlQoslfPolicyMapStatus — 1.3.6.1.4.1.89.88.13.1.13

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.13.1.14.{Ifindex}.2 1 {Index-of-mac-acl} \
1.3.6.1.4.1.89.88.13.1.20.{Ifindex}.2 i {Index-of-ip-acl} \
1.3.6.1.4.1.89.88.13.1.13.{ifIndex}.2 i 1

Mpumep Ha3HauyeHMA npasuaa ¢ uHgekcom 107 n 207 (Hassanue ACL 7-ip gna IP ACL un 7-mac ana MAC
ACL) Ha nopT TenGigabitEthernet 1/0/23 (Ifindex 23)

Komanpga CLI:
interface TenGigabitEthernet 1/0/23
service-acl input 7-mac 7-ip

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.13.1.14.23.2 1 207 \
1.3.6.1.4.1.89.88.13.1.20.23.2 1 107 \
1.3.6.1.4.1.89.88.13.1.13.23.2 i 1

V Ona ypaneHna ACL c nopta aocratouHo uHaekc IP u MAC ACL 3ameHuTb Ha 0.

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.13.1.14.23.2i 0\
1.3.6.1.4.1.89.88.13.1.20.23.2i 0\
1.3.6.1.4.1.89.88.13.1.13.23.2i1
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Co30aHue policy-map u npusaska K Hemy ACL

MIB: gosclimib.mib

Ucnonb3yemble Tabaunubl:
rlQosClassMapTable — 1.3.6.1.4.1.89.88.9
rlQosPolicyMapTable — 1.3.6.1.4.1.89.88.11
rlQosPolicyClassPriorityRefTable — 1.3.6.1.4.1.89.88.39

Cxema: cosgaHue policy-map npoBoAMTCA B HECKO/IbKO 3aMpocoB

1. Co3gaem class n HasHayaem emy CBOMCTBA
snmpset -v2c -c <community> <IP address>

\
1.3.6.1.4.1.89.88.9.1.2.{index-of-class} s "{name-of-class-map}" \
1.3.6.1.4.1.89.88.9.1.3.{index-of-class} i {matchAll (1)} \
1.3.6.1.4.1.89.88.9.1.7.{index-of-class} 1 {index-of-acl} \
1.3.6.1.4.1.89.88.9.1.9.{index-of-class} i {Mark vlan disable (1), enable(2)} \
1.3.6.1.4.1.89.88.9.1.13.{index-of-class} 1 {create and go(4),destroy(6)}

2. Co3zpaem policy-map v BkatoYaem ero

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.89.88.11.1.2.{index-of-policy-map} s {name-of-policy-map} \

1.3.6.1.4.1.89.88.11.1.3.{index-of-policy-map} i {createAndGo(4), destroy(6)}

3. MpwueAsbiBaem class-map K policy-map

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.89.88.39.1.2.1.{index-of-class} i {index-of-class} \

1.3.6.1.4.1.89.88.39.1.3.1.{index-of-class} i {index-of-policy-map}

4. Co3gaem orpaHuMyeHne ckopoct gas class-map

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.89.88.10.1.2.{Number-of-class-in-policy} s {Policer-cm-20} \

1.3.6.1.4.1.89.88.10.1.3.{Number-of-class-in-policy} i {single(1l),

aggregate (2) } \

1.3.6.1.4.1.89.88.10.1.4.{Number-of-class-in-policy} 1 {rate} \

1.3.6.1.4.1.89.88.10.1.5.{Number-of-class-in-policy} 1 {burst} \

1.3.6.1.4.1.89.88.10.1.6.{Number-of-class-in-policy} i {none(l), drop(2),

remark (3)

1.3.6.1.4.1.89.88.10.1.8.{Number-of-class-in-policy} i1 {createAndGo(4),

destroy (6) }

5. MpunBA3bIBaem OrpaHNYeHne cKopocTu K class-map

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.89.88.9.1.6.{index-of-class} i {Number-of-class-in-policy}

6. 3agaem 3HayeHune meTkun Tpaduky DSCP, cos nam ykasbiBaem BbIXOLHYIO ovepesb

1.3.6.1.4.1.89.88.233

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.89.88.9.1.4.{index-of-class} 1 {setDSCP(3), setQueue(4), setCos(5)}

\

1.3.6.1.4.1.89.88.9.1.5.{index-of-class} 1 {Mark value of DSCP/queue/cos (DEC) }
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Mpumep: IP ACL c index-of-acl = 107 npusAsbiBaeTca K class-map ¢ umeHem test 1 BbicTaBnseTca meTka DSCP
= 36(DEC), cos = 4 n queue = 8 ans TpaduKa, noanaswero nog IP ACL. Class test npusasbisaetca K policy-
map ¢ MmeHem testl.

KomaHaa CLI:
gos advanced
ip access-list extended 7-ip
permit ip any any
exit

class-map test

match access-group 7-ip
exit

policy-map testl

class test

set dscp 36

set queue 8

set cos 4

police 97000 524288 exceed-action drop
exit
exit

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.9.1.2.20 s "test"™ \

1.3.6.1.4.1.89.88.9.1.3.20 i 1 \
1.3.6.1.4.1.89.88.9.1.7.20 i 107 \
1.3.6.1.4.1.89.88.9.1.9.20 i 1 \
1.3.6.1.4.1.89.88.9.1.13.20 i 4

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.11.1.2.1 s "testl" \
1.3.6.1.4.1.89.88.11.1.3.1 1 4

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.39.1.2.1.20 i 20 \
1.3.6.1.4.1.89.88.39.1.3.1.20 1 1

snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.88.10.1.2.1 s "Policer-cm-20" \
1.3.6.1.4.1.89.88.10.1.3.1 i 1 \
1.3.6.1.4.1.89.88.10.1.4.1 u 97000 \
1.3.6.1.4.1.89.88.10.1.5.1 u 524288 \
1.3.6.1.4.1.89.88.10.1.6.1 i 2 \
1.3.6.1.4.1.89.88.10.1.8.1 1 4

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.9.1.6.20 1 1

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.9.1.4.20 i 3 \
1.3.6.1.4.1.89.88.9.1.5.20 1 36

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.9.1.4.20 i 4 \
1.3.6.1.4.1.89.88.9.1.5.20 1 8

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.9.1.4.20 1 5 \
1.3.6.1.4.1.89.88.9.1.5.20 1 4
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HasHauyeHue Policy-map Ha nopm

MIB: gosclimib.mib

Ucnonb3yemble Tabauupi: rlQoslfPolicyMapPointerin — 1.3.6.1.4.1.89.88.13.1.3

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.13.1.3.{Ifindex}.2 1 {Index-of-policy-map}

Mpumep Ha3HaueHua policy-map ¢ uHgekcom 1 Ha nopT TenGigabitEthernet 1/0/23

KomaHpa CLI:
interface TenGigabitEthernet 1/0/23
service-policy input testl

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.13.1.3.23.2 1 1
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17 KOH®UTYPALIUA 3ALLUTDBI OT DOS-ATAK

BkatoyeHume security-suite

MIB: riISecuritySuiteMib

Ucnonb3ayemblie Tabnunupl: riSecuritySuiteGlobalEnable — 1.3.6.1.4.1.89.120.1

snmpset -v2c -c <community> <IP address> 1.3.6.1.4.1.89.120.1.0 1 {enable-
global-rules-only (1), enable-all-rules-types (2), disable (3)}

Mpumep BKAOUEHUA KNacca KOMaHp, security-suite ana scex npasun

KomaHpa CLI:
security-suite enable

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.120.1.0 1 2

HacTpoiKa pexkmma paboTbl security suite

MIB: riISecuritySuiteMib

Ucnonb3ayemble Tabauubi: rlSecuritySuiteSynProtectionMode — 1.3.6.1.4.1.89.120.10

snmpset -v2c -c <community> <IP address> 1.3.6.1.4.1.89.120.10.0 i {disabled
(1), report (2), block (3)}

Mpumep BKAOYEHUA peXuma report

Komanpa CLI:

security-suite syn protection mode report

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.120.10.0 1 2

Boikaoyumes 3auumy om TCP-nakemos ¢ 00HospemeHHOo ycmaHosaeHHbimu SYN- u FIN- onaeamu

MIB: riISecuritySuiteMib

Ucnonb3ayembie Tabnunupi: riSecuritySuiteDenySynFinTcp — 1.3.6.1.4.1.89.120.9

snmpset -v2c -c <community> <IP address> 1.3.6.1.4.1.89.120.9.0 i {(deny (1),
permit (2)}

Mpumep BKAOYEHUA peXuUma report

Komanpga CLI:
security-suite deny syn-fin

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.120.9.0 1 2
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18 KAYECTBO OBC/TYXKMUBAHUA — QOS

18.1 Hacmpoiika QoS

OrpaHun4yeHue ncxoaallen ckopoctn Ha Ethernet-noprax

MIB: gosclimib.mib

Ucnonbayemble Tabanupi: rlQosifPolicyEntry — 1.3.6.1.4.1.89.88.13.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.13.1.6.{ifindex nopra}l.2 i {disable(l),enable
(1)

.88.13.1.7.{ifindex mopra}.2 i {traffic-shape} \

1
1 89
1 89.88.13.1.8.{ifindex mopra}.2 i1 {Burst size in bytes}

w W -
o O

.1.4.1.
.1.4.1.

Mpumep orpaHUYEHUA UCXOAALLEI CKOPOCTM Ha NOPTY A0 3HaueHua 20 M6éut/c

KomaHaa CLI:
interface TenGigabitEthernet 1/0/23
traffic-shape 20480 500000

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.13.1.6.23.2 1 2 \
1.3.6.1.4.1.89.88.13.1.7.23.2 1 20480 \
1.3.6.1.4.1.89.88.13.1.8.23.2 1 500000

OzpaHuyeHue sxodauweli ckopocmu Ha Ethernet-nopmax

MIB: RADLAN-STORMCTRL-MIB

Ucnonbayemble Tabanupi: riIStormCtriRateLimCfgTable — 1.3.6.1.4.1.89.77.12

snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.89.77.12.1.2.{ifIndex}.6 u {limit} \
1.3.6.1.4.1.89.77.12.1.5.{ifIndex}.6 u {Burst size in bytes}

Mpumep orpaHnueHUA BXogALLei CKOpocTu Ha uHTepdeiice TenGigabitEthernet 1/0/23 o 3HaueHua 10
Mé6uTt/c

KomaHpga CLI:
interface TenGigabitEthernet 1/0/23
rate-1limit 10240 burst 500000

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.77.12.1.2.23.6 u 10240 \
1.3.6.1.4.1.89.77.12.1.5.23.6 u 500000

DOna otknioueHua rate-limit Ha nHTepdeiice Heo6xoaMMO BbINONHUTL (Ha Npumepe
V uHTtepdeiica TenGigabitethernet 1/0/23):

snmpset -v2¢ -c private 192.168.1.30 1.3.6.1.4.1.89.77.12.1.2.23.6 u O
1.3.6.1.4.1.89.77.12.1.5.23.6 u 128000
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Co30aHue npoghuna qos tail-drop u pacwupeHue deckpunmopos 0718 oyepeodeli

MIB: eltQosTailDropMIB.mib

Ucnonb3yemble Tabauubl: eltQosTailDropProfileQueueTable — 1.3.6.1.4.1.35265.1.23.12.1.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.12.1.1.1.1.4.{Homep npodmina (1-4)}.{HoMep ouepenmu(1-8)}
i {size (0-11480)}

Mpumep

KomaHpa CLI:
gos tail-drop profile 2
queue 1 limit 900

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.12.1.1.1.1.4.2.1 1 900

YTo6bl BEPHYTbCA K HAaCTPOMKaM NO YMOIYAHMUIO AO0CTAaTOYHO YCTAaHOBUTb 3HaUYeHue
v napametpa paBHbim 12.

YcmaHo8Ka pasmepa naKkemHo20 pa3densaemoz0 nyaa 0411 nopma

MIB: eltQosTailDropMIB.mib

Ucnonb3ayemble Tabnuupl: eltQosTailDropProfileTable — 1.3.6.1.4.1.35265.1.23.12.1.1.4

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.12.1.1.4.1.2{soMep npodunsa (1-4)} i {size (0-11480)}

Mpumep

KomaHpa CLI:
gos tail-drop profile 2
port-limit 900

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.12.1.1.4.1.2.2 i 900

HasHayeHue co30aHHO20 npoguaa Ha UHmMepagelc

MIB: eltQosTailDropMIB.mib

Ucnonb3syembie Tabnnupi: eltQosTailDroplfConfigTable — 1.3.6.1.4.1.35265.1.23.12.1.1.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.12.1.1.2.1.1.{IfIndex} i {HomMep mnpoduna (1-4)}

Mpumep

Komanpga CLI:
interface TenGigabitEthernet 1/0/23
gos tail-drop profile 2
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KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.12.1.1.2.1.1.23 1 2

[Mpocmomp omobpaxceHusd 2106aabHbIX AUMUMO8, 0ecKkpurnimopos, bygepos

MIB: ELTEX-MES-QOS-TAIL-DROP-MIB

Ucnonbayemble Tabamupi: eltQosTailDropConfigTable — 1.3.6.1.4.1.35265.1.23.12.1.1.3

snmpwalk -v2c -c <community> <ip address> \
1.3.6.1.4.1.35265.1.23.12.1.1.3

Mpumep

KomaHpa CLI:
show gos tail-drop

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.12.1.1.3

lpocmomp _mabauusl 8618000  MeKyWUX aa7g0UUPOBAHHbIX pecypcos gos  (numumos,
deckpunmopos, bygepos)

MIB: ELTEX-MES-QOS-TAIL-DROP-MIB

Ucnonbayemble Tabauupi: eltQosTailDropStatusTable — 1.3.6.1.4.1.35265.1.23.12.1.2.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.12.1.2.1

Mpumep

KomaHga CLI:
show gos tail-drop

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.12.1.2.1

lpocmomp Tail Drop cuem4yuKos rno oyepeoam

MIB: RADLAN-COPY-MIB

Ucnonbsyemble Tabamupl: eltMesCountersMIB — 1.3.6.1.4.1.35265.1.23.1.8

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.1.8.1.2.1.1.1.7.{1ifIndex}.{1-8}.0

Mpumep NpPocMoTpa CHETYMKOB ANA NEPBOIA ouepesm

KomaHpa CLI:
show interface TenGigabitethernet 1/0/23

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.1.8.1.2.1.1.1.7.23.1.0
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18.2 CmamucmukKa QoS

BrntoyeHue/sbikaroyeHue QoS-cmamucmuku

MIB: gosclimib.mib

Ucnonb3ayemble Tabnunupl: eltCountersQosStatisticsEnable — 1.3.6.1.4.1.35265.1.23.1.8.1.1.1.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.1.8.1.1.1.1.0 i {BxjgouuTb (1), BHEKJOUUTL (2) }

Mpumep HacTpoOIiKK cTaTUCTUKK QOS

KomaHpa CLI:
gos statistics interface

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.1.8.1.1.1.1.0 1 1

[TIpocmomp cyem4yukos QoS-cmamucmuKu

MIB: gosclimib.mib

Ucnonb3ayembie Tabnunupl: rlinterfaceQueueStatisticsTxPackets — 1.3.6.1.4.1.89.233.2.1.4

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.233.2.1.{Homep cueruumka}.{ifIndex}.{Homep ouepenu}

Mpumep cHATMA NoKasaHuit cuetunKa TxPackets Ha 4 ouepean nHtepdeiica TenGigabitEthernet 1/0/23

Komanpga CLI:
show gos statistics interface

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.233.2.1.4.23.4

Bo3MOXKHble HOMepa CYETYMKOB:
V 1. Bce cuetumkum ()
2. Cuetumk Queue(2)
3. Cuetuuk txpackets(4)
4. CueTumkK TxBytes(5)
5. Cuetumk droppedpackets(6)
6. Cuetumk DroppedBytes(7)

[pumep o4UCMKU c4em4uKo8 QoS-cmamucmuku

MIB: qosclimib.mib

Ucnonb3ayemblie Tabnunupl: rlinterfaceQueueStatisticsClear — 1.3.6.1.4.1.89.233.1.0

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.233.1.0 1 1

104

MoHumopuHe u ynpasneHue Ethernet-kommymamopamu MES no SNMP




HELTEX

Mpumep

KomaHpga CLI:
clear gos statistics

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.233.1.0 i 1
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19 MAPLWIPYTU3ALMUA

19.1 Cmamu4ecKaa mapwpymu3ayus

[Mpocmomp mabauubl Mapwpymu3ayuu

MIB: IP-FORWARD-MIB

Ucnonb3syembie Tabnunupl: ipCidrRouteTable — 1.3.6.1.2.1.4.24.4

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.4.24.4

Mpumep

KomaHpa CLI:

show ip route

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.4.24.4

[Ipocmomp cmamu4yecKux Mapupymos

MIB: rlip.mib
Ucnonb3syembie Tabnunupl: rlipStaticRouteTable — 1.3.6.1.4.1.89.26.17.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.26.17.1

Mpumep

Komanpga CLI:
show running-config routing

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.26.17.1

19.2 JuHamuyecKaa mapwpymusayus

[Mpocmomp cocedcmea OSPF

MIB: rlip.mib
Mcnonb3ayembie Tabnunupi: rlOspfNbrTable — 1.3.6.1.4.1.89.210.11

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.210.11
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Mpumep

KomaHpga CLI:
show ip ospf neighbor

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.210.11
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20 KOHOUTYPALUA VXLAN

Co3z0aHue VXLAN-uHcmaHca

MIB: ELTEX-EVPN-MIB

Ucnonb3syembie Tabanupli: eltexEvpnVxlanTable — 1.3.6.1.4.1.35265.56.1.1.1,
eltexEvpnVxlanFirstFreelndex - 1.3.6.1.4.1.35265.56.1.1.3

snmpget -v2c -c <community> <IP address> 1.3.6.1.4.1.35265.56.1.1.3
snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.56.1.1.1.1.3.{index} i { adminStatusUp(l),

adminStatusDown (2) } \
1.3.6.1.4.1.35265.56.1.1.1.1.4.{index} 1 { vni } \
1.3.6.1.4.1.35265.56.1.1.1.1.5.{index} i { vlan } \
1.3.6.1.4.1.35265.56.1.1.1.1.6.{index} s { vxlan name } \
1.3.6.1.4.1.35265.56.1.1.1.1.2.{index} 1 4

Mpumep

KomaHpa CLI:

vxlan VX105

vni 10105

vlan 105

exit

KomaHaa SNMP:
snmpget -v2c -c private 192.168.1.30 1.3.6.1.4.1.35265.56.1.1.3
snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.35265.56.1.1.1.1.3.4 1 1 \
1.3.6.1.4.1.35265.56.1.1.1.1.4.4 i 10105 \
1.3.6.1.4.1.35265.56.1.1.1.1.5.4 i 105 \
1.3.6.1.4.1.35265.56.1.1.1.1.6.4 s "vX105" \
1.3.6.1.4.1.35265.56.1.1.1.1.2.4 1 4
V CHauyana nonyyaem Homep nepsoro cBo60AHOro MHAEKCa, a 3aTem UCNONb3yem ero

ana co3pgaHmna VXLAN-uHcraHca.

Yoanernue VXLAN-uHcmaHca

MIB: ELTEX-EVPN-MIB

Ucnonb3syemble Tabnunupl: eltexEvpnVxlanTable — 1.3.6.1.4.1.35265.56.1.1.1

snmpset -v2c -c <community> <IP address>
1.3.6.1.4.1.35265.56.1.1.1.1.2.{index} 1 6

Mpumep yaaneHna VXLAN-UHCTaHCca

KomaHpa CLI:
no vxlan VX105

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 1.3.6.1.4.1.35265.56.1.1.1.1.2.4 1 6
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[Tpocmomp VXLAN-uHcmaHcos

MIB: ELTEX-EVPN-MIB

Ucnonbayemble Tabanupl: eltexEvpnVxlanTable — 1.3.6.1.4.1.35265.56.1.1.1

snmpwalk -v2c -c <community> <IP address>
1.3.6.1.4.1.35265.56.1.1.1.1

Mpumep npocmoTtpa VXLAN-MHCTaHCOB

KomaHga SNMP:
snmpwalk -v2c -c private 192.168.1.30 1.3.6.1.4.1.35265.56.1.1.1.1
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NPUNOMXEHUE A. METOAUKA PACYETA BUTOBON MACKU

BuUTOBbIE MACKM cOCTOAT U3 128 6alT (LecTHaaLaTepUYHbIX pa3paaos Bcero 256).
Kaxablit pa3pag obo3HavaeT YeTbipe VLAN/nopta. Mo Homepy VLAN/nopTa onpeaenserca HysKHoe none.

lpumep 1
3anucaTb 6MTOBYIO MacKy Ans UHTepdeiicos TenGigabitEthernet 2/0/16-17:

—  ana 1G untepodeliicos ifindex HaunHaeTca ¢ 1;
— ana nopra te2/0/16 ifindex paseH 68, ana te2/0/17 — 69.

OnpeaeneHne HoMmepa paspsaa:

68/4=17 69/4=17,25 (Kaxapli pa3pag oTeevaeT 3a 4 ifindex. Mpu geneHun ifindex Ha 4 ana
onpeaeneHuns Ne paspaga Ana 3anucK, Noay4eHHoe 3HaYeHue OKpyraseTcs B 60NbLIYIO CTOPOHY).

Ecnmn Ham Hy»KHbI NnopTbl te2/0/16-17 (ifindex 68,69), To OHW A0AXKHbI 6bITb 3anKncaHbl B8 17 1 18 none.

B ABOMYHOM NocneaoBaTenbHOCTM 17 none byaeT 3anncaHo cieaytolmm obpasom 0001 (MocneaHaAn
1 — 68 nHgekc). NMepesogum B HEX, nonyyaem 1.

B ABOMYHOI nocnepoBaTensHocTu 18 none 6yaer 3anucaHo caeayolmm obpasom 1000 (Mepsan 1
— 69 nHaekc). Nepesoaum B HEX, nonyyaem 8.

UToro B butosoit macke byaet 16 Hynein, 1, 8: 000000000000000018.

lpumep 2
3anucatb butoByto macky ans vlan 622, 3100.

—  622/4=155,5 (Kaxabivt 0 otBeuaet 3a 4 vlan. Mpu genexunn vlan Ha 4 ona onpegeneHuns Neo
nons Ans 3anucu OKpyrneHue Bceraga UaeT BBepx).
Ecnu Ham HyxeH vlan 622, To oH gonKeH bbiTb 3anucaH B 156 none.
B aBonuyHOM nocnegoBaTtenbHOCTM 156 none 6yaeT 3anucaHo cneayowmm obpasom: 0100
(sTopas 1 — 622 vlan). Nepesogmm B HEX, nonyyaem 4.
WNToro B buToBOM Macke 6yaeT 155 Hyneli u 4:
000000000000000000000000000000000000000000000000000000000000000000000000
000000000000000000000000000000000000000000000000000000000000000000000000
000000000004

— 3100/4=775
TpebyeTcAa NPUHATbL BO BHUMaAHKUE, YTO ANA yKazaHua Homepa VLAN 6epyTca Tabanupl
rldotlqPortVlanStaticEgressList1t01024
rldotlqPortVlanStaticEgressList1025t02048
rldotlqPortVlanStaticEgressList2049t03072
rldotlqPortVlanStaticEgressList3073t04094
Tak Kak Haw vlan nonaaaet B 4 Tabauuy, To 775-256*3=7.
Vlan 3100 6yaet 3anucaH B 7 none AaHHOW Tabauubl.
B pgBoMyHOM nocneposatenbHocTn 7 none ByaeT 3anucaHo ciegyowmm obpasom: 0001
(MocneaHas 1 — 3100 vlan). MNepesoamum B HEX, nonyyaem 1.
WNToro B BuToBOM Macke byaeT 6 Hynei 1 1: 0000001.
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NMPUNOXKEHUE b. NTPUMEP CO3AHUA TUMOBOTIO IP ACL

B 4aHHOM NpPUNOXKEHUM pacCMOTPEH npumep HanosHeHua IP ACL ¢ index-of-acl = 107 npaBunamu Buaa:

ip access-list extended 7-ip

deny udp any bootps any bootpc ace-priority 20
permit igmp any any ace-priority 40

deny ip any 224.0.0.0 15.255.255.255 ace-priority 60
permit ip 37.193.119.7 0.0.0.0 any ace-priority 80
permit ip 10.130.8.3 0.0.0.0 any ace-priority 100
permit ip 192.168.0.0 0.0.0.15 any ace-priority 120
permit ip 37.193.119.7 0.0.0.0 any ace-priority 140
exit

Co30aHue npasuaa deny udp any bootps any bootpc

MIB: gosclimib.mib

Ucnonbayemble Tabnuubi:
rlQosTupleTable — 1.3.6.1.4.1.89.88.5
rlQosAceTidxTable — 1.3.6.1.4.1.89.88.31

Cxema: co3gaHue npasuaa NpoBoAUTCA B ABa 3anpoca.

1. 3apatoTca napameTpbl Npasuaa.

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.5.1.2.{3Hauenre nonsa 1} i {protocol(l)} \
1.3.6.1.4.1.89.88.5.1.4.{3Hauenne nojysa 1} x {protocol index (HEX)} \
1.3.6.1.4.1.89.88.5.1.3.{3Hauenue nonsa 1} i {3HaueHme B Tabjauile nopra s

nporokojyia = 0. KoHcTaHTa mjig 2TOro mnpaBuia}l \
1.3.6.1.4.1.89.88.5.1.2.{3Hauenne nojyg 2} 1 {udp-port-src(6)} \
1.3.6.1.4.1.89.88.5.1.3.{3Hauenre nojyg 2} 1 {Number of source port (DEC)} \
1.3.6.1.4.1.89.88.5.1.4.{3Hauenre nojya 2} x {source ip (HEX)} \
1.3.6.1.4.1.89.88.5.1.2.{3Hauenne nojya 3} 1 { udp-port-dst(6)} \
1.3.6.1.4.1.89.88.5.1.3.{3Hauenne nojyg 3} 1 {Number of dst port (DEC)} \
1.3.6.1.4.1.89.88.5.1.4.{31Hauenne nonsa 3} x {dst ip (HEX)}

2. Mpwusnaska npasuna no nHaekcy (index-of-rule) k ACL no nHaekcy (index-of-acl) kak deny.

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.31.1.3.{index-of-acl}.{index-of-rule} i {deny(2)} \

1.3.6.1.4.1.89.88.31.1.4.{index-of-acl}.{index-of-rule} i {udp(3)} \
1.3.6.1.4.1.89.88.31.1.5.{index-of-acl}.{index-of-rule} 1 {3HaueHue nossg 1} \
1.3.6.1.4.1.89.88.31.1.7.{index-of-acl}.{index-of-rule} 1 {3HaueHue nossg 3} \
1.3.6.1.4.1.89.88.31.1.9.{index-of-acl}.{index-of-rule} i {3HaueHume nojusa 2}

Npumep gobasneHusa npasuna deny udp any bootps any bootpc B IP ACL 7-ip (T.K. npegnonaraeTcs, 4to
npasuno nepsoe no cuety, To index-of-rule=20)

KomaHpa CLI:

ip access-list extended 7-ip

deny udp any bootps any bootpc ace-priority 20
exit

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.5.1.2.1 1 1 \
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1.3.6.1.4.1.89.88.5.1.4.1 x "0x11 FF" \
1.3.6.1.4.1.89.88.5.1.3.1 i 0 \
1.3.6.1.4.1.89.88.5.1.2.2 1 6 \
1.3.6.1.4.1.89.88.5.1.3.2 1 67 \
1.3.6.1.4.1.89.88.5.1.4.2 x "0x00 00™ \
1.3.6.1.4.1.89.88.5.1.2.3 i 7 \
1.3.6.1.4.1.89.88.5.1.3.3 1 68 \
1.3.6.1.4.1.89.88.5.1.4.3 x "0x00 o0oO"
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.31.1.3.1.20 1 2 \
1.3.6.1.4.1.89.88.31.1.4.1.20 1 3 \
1.3.6.1.4.1.89.88.31.1.5.1.20 1 1 \
1.3.6.1.4.1.89.88.31.1.7.1.20 1 2 \
1.3.6.1.4.1.89.88.31.1.9.1.20 1 3

Co3daHue npasunaa permit igmp any any

MIB: gosclimib.mib

Ucnonbayembie Tabanubi:
rlIQosTupleTable — 1.3.6.1.4.1.89.88.5
rlQosAceTidxTable — 1.3.6.1.4.1.89.88.31

Cxema: cosgaHue npasunaa NpPpoBoANTCA B ABa 3anpoca.

1. 3apatoTcAa napameTpbl Npasuaa.
snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.5.1.2.{3Hauenue nojya 4} 1 {protocol (1)} \
1 6.1.

4.1.89.88.5.1.4.{3Hauenue nomnsa 4} x {protocol index (HEX)}

W WS

2. Mpwusnaska npasuaa no nHaekcy (index-of-rule) Kk ACL no nHaekcy (index-of-acl) Kak permit.
snmpset -v2c -c <community> <IP address> \

.6.1.4.1.89.88.31.1.3.{index-of-acl}.{index-of-rule} i {permit (1)} \
.6.1.4.1.89.88.31.1.4.{index-of-acl}.{index-of-rule} i {igmp (8)} \
.6.1.4.1.89.88.31.1.5.{index-of-acl}.{index-of-rule} i {3HaueHue nomnsg 4}

l—‘}—‘}_\
UJL/J(,J

Mpumep po6asneHua npasuna permit igmp any any B IP ACL 7-ip (T.K. npeanonaraercs, 4To NpPasuIo
BTOpOe no cuety, To index-of-rule=40)

KomaHpa CLI:

ip access-list extended 7-ip

permit igmp any any ace-priority 40
exit

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.5.1.2.4 1 1 \
1.3.6.1.4.1.89.88.5.1.4.4 x "0x02 FF"

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.31.1.3.1.40 i 1 \
1.3.6.1.4.1.89.88.31.1.4.1.40 1 8 \
1.3.6.1.4.1.89.88.31.1.5.1.40 1 4
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Co30aHue npasuna deny ip any any any 224.0.0.0 15.255.255.255

MIB: gosclimib.mib
Ucnonb3yemble Tabauubi:

rlQosTupleTable — 1.3.6.1.4.1.89.88.5
rlQosAceTidxTable — 1.3.6.1.4.1.89.88.31

Cxema: co3gaHue npasuaa NpoBoAUTCA B ABa 3anpoca.

1. 3apatotca napameTpbl Npasua.

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.5.1.2.{3Hauenune nons 5} i {ip-dest(3)} \
1.3.6.1.4.1.89.88.5.1.4.{3uHauenue nossg 5} x {dst ip +wildcard mask (HEX) }

2. MpwusAaska npasuna no uHaekcy (index-of-rule) k ACL no nHaekcy (index-of-acl) kak deny.

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.31.1.3.{index-of-acl}.{index-of-rule} i {deny (2)} \
1.3.6.1.4.1.89.88.31.1.4.{index-of-acl}.{index-of-rule} i {ip (1)} \
1.3.6.1.4.1.89.88.31.1.5.{index-of-acl}.{index-of-rule} 1 {3HaueHme nosdg 5}

Npumep pobasneHusa npasuna deny ip any any any 224.0.0.0 15.255.255.255 B IP ACL 7-ip (T.K.
npeanonaraeTcs, YTo NPaBUO TpeTbe no cuety, To index-of-rule=60)

KomaHpga CLI:

ip access-list extended 7-ip

deny 1ip any any any 224.0.0.0 15.255.255.255 ace-priority 60
exit

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.5.1.2.5 1 3 \
1.3.6.1.4.1.89.88.5.1.4.5 x "0OxEQO 00 00 00 OF FF FF FE"

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.31.1.3.1.60 1 2 \
1.3.6.1.4.1.89.88.31.1.4.1.60 1 1 \
1.3.6.1.4.1.89.88.31.1.5.1.60 1 5

Co30aHue npasuaa permit ip any any 37.193.119.7 0.0.0.0 any

MIB: gosclimib.mib

Ucnonbayemble Tabauupi: riQosTupleTable — 1.3.6.1.4.1.89.88.5, rlQosAceTidxTable —
1.3.6.1.4.1.89.88.31

Cxema: co3gaHue npasuaa NnpoBoAUTCA B ABa 3anpoca.

1. 3apatoTca napameTpbl NpaBMAa.

snmpset 2c -c <community> <IP address> \

1.89.88.5.1.2.{3uauenue nojsa 6} 1 {ip-source(2)} \

n
1
1 1.89.88.5.1.4.{3Hauenue noyga 6} x {source ip +wildcard mask (HEX) }

w W'

et -v
.3.6.1.4.
.3.6.1.4.

MoHumopuHe u yrnpasneHue Ethernet-kommymamopamu MES no SNMP 113




HELTEX

2. Mpusaska npasuaa no nHaekcy (index-of-rule) k ACL no nHaekcy (index-of-acl) Kak permit.

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.31.1.3.{index-of-acl}.{index-of-rule} i {permit (1)} \
1.3.6.1.4.1.89.88.31.1.4.{index-of-acl}.{index-of-rule} i {ip (1)} \
1.3.6.1.4.1.89.88.31.1.5.{index-of-acl}.{index-of-rule} 1 {3HaueHue nojuga 6}

MNpumep aobasneHuns npasuna permit ip 37.193.119.7 0.0.0.0 any B IP ACL 7-ip (T.K. npegnonaraercs, 4to
npaBu/o YeTBepToe no cyety, To index-of-rule=80)

KomaHpaa CLI:

ip access-list extended 7-ip

permit ip 37.193.119.7 0.0.0.0 any ace-priority 80
exit

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.5.1.2.6 1 2 \
1.3.6.1.4.1.89.88.5.1.4.6 x "0x25 C1 77 07 00 00 00O OO"

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.31.1.3.1.80 1 1 \
1.3.6.1.4.1.89.88.31.1.4.1.80 1 1 \
1.3.6.1.4.1.89.88.31.1.6.1.80 1 6

Co30aHue npasuaa permit ip 10.130.8.3 0.0.0.0 any

MIB: gosclimib.mib

Ucnonbsyembie Tabnnupli:
rlQosTupleTable — 1.3.6.1.4.1.89.88.5
rlQosAceTidxTable — 1.3.6.1.4.1.89.88.31

Cxema: co3gaHvie npasuaa NpoBoANTCA B fiBa 3anpoca.

1. 3apgatotca napameTpbl Npasuna.

snmpset
1.3
1.3

S 2c —-c <community> <IP address> \

1.89.88.5.1.2.{3Hauenme noja 7} 1 {ip-source(2)} \

et -v
.6.1.4.
.6.1.4.1.89.88.5.1.4.{3Hauenue nojysa 7} x {source ip +wildcard mask (HEX) }

2. [MpwuBsa3ska npaBuaa no nHaekcy (index-of-rule) Kk ACL no nHaekcy (index-of-acl) kak permit

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.31.1.3.{index-of-acl}.{index-of-rule} i {permit (1)} \
1.3.6.1.4.1.89.88.31.1.4.{index-of-acl}.{index-of-rule} i {ip (1)} \
1.3.6.1.4.1.89.88.31.1.5.{index-of-acl}.{index-of-rule} 1 {3HauenHume nong 7}

MNpumep gobasneHna npasmna permit ip 10.130.8.3 0.0.0.0 any B IP ACL 7-ip (T.K. npegnonaraerca, uto
npasuno nAatoe no cyety, To index-of-rule=100)

Komanpga CLI:

ip access-list extended 7-ip

permit ip 10.130.8.3 0.0.0.0 any ace-priority 100
exit

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.5.1.2.7 1 2 \
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1.3.6.1.4.1.89.88.5.1.4.7 x "0xO0A 82 08 03 00 00 00 OO"
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.31.1.3.1.100 1 1 \
1.4.1.89.88.31.1.4.1.100 1 1 \

1.3.6.
1.3.6.1.4.1.89.88.31.1.6.1.100 1 7

Co30aHue npasuaa permit ip any any 192.168.0.0 0.0.0.15 any

MIB: gosclimib.mib

Ucnonb3yemble Tabanubi:
rlQosTupleTable — 1.3.6.1.4.1.89.88.5
rlQosAceTidxTable — 1.3.6.1.4.1.89.88.31

Cxema: Co3zgaHue npasuia NnpoBoAMUTCA B ABa 3anpoca.

1. 3apatotca napameTpbl Npasuna.

snmpset 2c -c <community> <IP address> \

1.89.88.5.1.2.{3Hauenne nosa 8} i {ip-source(2)} \

n
1
1 1.89.88.5.1.4. {sHauenue nonga 8} x {source ip +wildcard mask (HEX) }

w W'

et -v
.3.6.1.4.
.3.6.1.4.

2. MpwusAaska npasuaa no uHaekcy (index-of-rule) kK ACL no uHaekcy (index-of-acl) kak permit.

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.31.1.3.{index-of-acl}.{index-of-rule} i {permit (1)} \
1.3.6.1.4.1.89.88.31.1.4.{index-of-acl}.{index-of-rule} i {ip (1)} \
1.3.6.1.4.1.89.88.31.1.5.{index-of-acl}.{index-of-rule} i {3HaueHme nojusa 8}
MNpumep aobasneHuna npasuna permit ip 192.168.0.0 0.0.0.15 any B IP ACL 7-ip (T.K. npegnonaraerca, 4to
npaBwuo WecToe no cuety, To index-of-rule=120)

KomaHga CLI:

ip access-list extended 7-ip

permit ip 192.168.0.0 0.0.0.15 any ace-priority 120
exit

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.5.1.2.8 1 2 \
1.3.6.1.4.1.89.88.5.1.4.8 x "0OxCO A8 00 00 00 00 00 OF"™

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.31.1.3.1.120 1 1 \
1 1.4.1.89.88.31.1.4.1.120 1 1 \

.3.6.
1.3.6.1.4.1.89.88.31.1.6.1.120 1 8

1. MpwuBAska npasuna no nHaekcy (index-of-rule) Kk ACL no nnaekcy (index-of-acl) kak permit.

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.89.88.31.1.3.{index-of-acl}.{index-of-rule} i {permit (1)} \
1.3.6.1.4.1.89.88.31.1.4.{index-of-acl}.{index-of-rule} i {ip (1)} \
1.3.6.1.4.1.89.88.31.1.5.{index-of-acl}.{index-of-rule} 1 {s3Haueunme nosa 9} \
1.3.6.1.4.1.89.88.31.1.6.{index-of-acl}.{index-of-rule} 1 {3Hauenme nong 10}
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NPUNOMEHUE B. NAPUMEP CO30AHUA, HANONHEHUA U YOANEHUA OFFSET-LIST C
NMPUBA3KOM K MAC ACL

B QaHHOM MpPUIOXKEHUM PAacCMOTPEH Npumep co3gaHus M HanosHeHua MAC ACL c index-of-acl = 207
npasunamm Bnaa:

mac access-list extended 7-mac
offset-1list PADO 12 12 00 88 12 13 00 63 12 15 00 07
deny any any offset-list PADO ace-priority 20

Co30aHue mac access-list

MIB: gosclimib.mib

Ucnonb3zyemble Tabauubi: rlQosAciTable — 1.3.6.1.4.1.89.88.7

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.7.1.2.{index-of-acl} s "{name-of-acl}"™ \
1.3.6.1.4.1.89.88.7.1.3.{index-of-acl} i {type-of-acl: mac(l), ip (2)} \
1.3.6.1.4.1.89.88.7.1.4.{index-of-acl} i {createAndGo(4), destroy(6)}

Mpumep co3panHmna MAC ACL c uupgekcom 207

Komanga CLI:

mac access-list extended 7-mac

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.7.1.2.1 s "7-mac" \
1.3.6.1.4.1.89.88.7.1.3.1 1 1 \
1.3.6.1.4.1.89.88.7.1.4.1 1 4

Co3daHue npasusna 8 MAC ACL Ha ocHose EtherType

MIB: gosclimib.mib

Ucnonb3yemble Tabnuubi:
rlQosTupleTable — 1.3.6.1.4.1.89.88.5
rlQosAceTidxTable — 1.3.6.1.4.1.89.88.31

Cxema: co3gaHve npasuaa NpoBoANTCA B iBa 3anpoca.

1. 3apgatoTca napameTpbl Npasuna.

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.5.1.2.{3Hauenve noynsg 1} 1 {mac-src(10), mac-dest (11l),

vlan(lZ)} \
1.3.6.1.4.1.89.88.5.1.4.{3Hauenue nona 1} x {protocol index (HEX)} \
1.3.6.1.4.1.89.88.5.1.3.{3Hauenue nona 1} 1 {3HaueHMe B Tabiuie nopTa IJsd
nporokojyia = 0. KoHcTaHTa mjg 2TOTro IpaBmiaal \
1.3.6.1.4.1.89.88.5.1.2.{3Hauenue nonsa 2} 1 {ether-type(17)} \
1.3.6.1.4.1.89.88.5.1.3.{3Hauenue nona 2} 1 {ether-type (DEC)} \
1.3.6.1.4.1.89.88.5.1.4.{3Hauenre nojga 2} x {Hyneroe mojie — KOHCTAaHTa}
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2. MpwueAska npasuna no nHaekcy (index-of-rule) k ACL no nHaekcy (index-of-acl) kak permit.

snmpset -v2c
4.

n
1
1
1
1

3.

3
3
3

6.

6.
6.
6.

[ SR S

4.
4.
4.

1.

1
1.
1

-c
89
.89
89
.89

<community> <IP address> \
.88.
.88.
.88.
.88.

31.

31.1
.1
31.1

31

1

.3.{index-of-acl}.{index-of-rule}
.4.{index-of-acl}.{index-of-rule}
.5.{index-of-acl}.{index-of-rule}
.9.{index-of-acl}.{index-of-rule}

{permit (1)

{mac(5)} \
{3Hauenue nosg 1} \
{3HaueHnme nojssa 2}

[ER TR TR

Npumep aobasneHuna npasuna permit 00:1f:c6:8b:c6:8a 00:00:00:00:00:00 any 806 0000 8 MAC ACL 7-
mac (T.K. npegnonaraerca, YTo NpaBuIo Nepsoe no cuerty, To index-of-rule=20)

KomaHpga CLI:
mac access-list extended 7-mac

permit 00:1f:c6:8b:c6:8a 00:00:00:00:00:00 any 806 0000 ace-priority 20
exit

KomaHga SNMP:
snmpset -v2c -c private
.89.
.89.
.89.
.89.
.89.
.89.

1

e

w w www

.3,
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) O O)Y O O
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-v2c -c private 192

.4
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.1.89.
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88.
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88.
88.

3
3
3
3

1.
1

1

1.

1.
1.1.
1.

o U W

1.

1.
1.
1.

.168.1.30 \

10 \

17 \
"0x001fc68bc68a000000000000™ \
0\

2054 \

"0x00 00"

.168.
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20 1
20 i
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W
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TEXHWYECKAA NOALOEPXKKA

Ona  nonyyeHMA  TEXHUMYECKOM  KOHCy/AbTauuu Mo BOMPOCAM  3KCMAyaTauum  obopyaosaHuA
000 «MpeanpusaTtne «3INNTEKC» Bbl MoXKeTe 06paTnTbcA B CepBUCHbIN LeHTP KOMNaHUK:

dopma obpaTtHOM cBA3K Ha caiTe: https://eltex-co.ru/support/
Servicedesk: https://servicedesk.eltex-co.ru

Ha O(I)MLI,VIaIIbHOM canTe KOMMNAHWW Bbl MOXKETe HaWTu TEXHUYECKYIO AOKYMEHTAUUIKO U NporpaMmmHoe

obecneuveHne ana npoaykumm 00O «Mpegnpuatve «3ITEKC», obpatnutbca K 6ase 3HaHUA MAM OCTaBUTb
WHTEePaKTUBHYIO 3aABKY:

OdunumanbHbIi cant komnaHuu: https://eltex-co.ru/
ba3a 3HaHwuit: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LleHTp 3arpy3ok: https://eltex-co.ru/support/downloads
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