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BBE/IEHUE

AHHOTAaIUA

Hacrosiliee pyKOBOZCTBO COZIEP>KUT OIIMCAaHWe MEeTOL0B HaCTPOMKU QYHKIIUHA MapIIpPyTH3aTOPOB
ELTEX cepuu ME. B paszesax pyKoBOJACTBa IIpUBe/eHbI IIPUMePbl HACTPOHUKU QYHKITMOHAIBbHBIX
6JIOKOB, IIOJIHO€ OITMCaHHe BCeX UMEIOIIUXCs KOMaH/ C II0ICHeHHeM UX IIapaMeTpOB COLeP KUTCSI
B "CripaBOYHMKe KOMaHJ".

HuTepderic komaHgHOM cTpoKUu (Command Line Interface, CLI) — uHTepdeltic, mpefHa3HaYeHHbIN
OIS yIIpaBJIeHUs, IIPOCMOTPA COCTOSIHHUS U MOHUTOPUHTA YCTPOMCcTBa. [Ijig1 paboThl moTpebyeTcs
Jrobas ycraHoBsieHHas Ha IIK mporpamMa, mopiep KuBarolast pabory 1o mpotokosy Telnet, SSH
WJIM TIPSIMO€ TIOAKJII0UEeHHe Yyepe3 KOHCOJIbHBIN opT (Hanpumep, Putty/SecureCRT).

IlesteBass ayauTOpHs

PyKoBOJCTBO II0 HACTPOMKe IIpeJHasHAUeHO i1 TeXHWYEeCKOro IIepCOHAaJa, BBIIIOJJIHSIOIIEIrO
HaCTPOUKY U MOHUTOPUHI MapLIpyTU3aTOpPoB cepuu ME 1ocpencTBOM MHTepderica KOMaHIHOMU
ctpoku (CLI). KBasmdukaiysg TeXHUUYECKOro IlepcoHasa IIpeAliojiaraeT 3HaHUE OCHOB PaboThl
cTeka npoTokoJioB TCP/IP 1 mpuHIUIIOB IocTpoeHus IP/MPLS-ceTe.

Vci10BHBIE 0003HaAYEeHUS

Tabauya 1. O603HAUEHUS 8 NPUMEPAX U ONUCAHUSX KOMAHO
O6o3HauYeHus OnucaHue

command example MOHOIIMPUHHBIM MIPUPTOM IIPUBEIEeHB] IIPUMeEPEI BBO/ia KOMaH 1
pesyJIbTaTOB UX BBIIIOJIHEHUS.

[1 B KBaZjpaTHBIX CKOOKaX /11 KOMaH/, YKa3bIBalOTC HeoOsg3aTe IbHbIe
rapaMeTpsbl.

{} B ¢urypHsbIX CKOO6KaX JJI1 KOMaH]| YKa3bIBalOTCS BOSMOJKHbBIE 00513aTeIbHbIe
IlapaMeTpsl, IIpUBeleHHbIe CIIMCKOM. Heo6X01uMO0 BBIOpaTh OZUH U3
IlapaMeTpoB.

JlaHHBIN 3HAK B OIIMCAaHUU KOMaH/Ibl 0003HavaeT "Uin'".

<> B YIJIOBBIX CKOOKax IJId KOMaH/[T YKa3bIBaeTCsA UM IIapaMeTpa, THII K
3Ha4YeHHeE KOTOpOoro 00'BSICHSIIOTCSI B OIIICAaHUH.

[IpuMeuaHusi cofiep>kaT TII0JIe3HYI0 HHGOpMaIyi, KOTOpYyI Heo6X0JHUMO

NOTE . o
YUYUTHIBATh IIPH HACTPOMKeE YCTPOMCTBA.

[IppMeuaHusi  cofepKaT Ba)KHYH  HHQOpPMAIHI0, COBETHl  HJIU

IMPORTANT . .
PEeKOMEeHAITHNH 110 MCII0JIb30BAHWIO M HACTPOHKE YCTPOHCTBA.

CAUTION [IpenyrpesxneHus HHGOPMUPYIOT I10JIb30BAaTEJI O CUTYallusIX, KOTOPbIe MOTYT



HaHeCTH BpeJl YCTPOHCTBY, IIPUBECTU K HEKOPPEKTHOH paboTe CHUCTEeMBI,
IoTepe TaHHBIX WU HapyIIeHUI0 IIPOX0KAeHUs U 06paboTKU TpadHKa.



OCHOBBI PAFOTHI C KOMAHJIHOHN
CTPOKOH

KoMaHaHBIN HHTEepPerC U JOCTYII K YCTPOHCTBY

OCHOBHBIM HHCTPYMEHTOM HAaCTPOMKHM MU YIIpaBJIe€HUSA YCTPONCTBOM sBJAETCA HHTepderc
KOMaHHOU cTpokH (CLI).

VUé€THOM 3alMChl0 II0 YMOJYAaHUK gBigeTcsd admin c maposieM password. /laHHOM y4€THOU
3allMChbI0 MOYKHO BOCIIOJIb30BaThC [JI1 aBTOPHU3allMX Ha YCTPOMCTBe M IIOJYyYeHHUs [OCTyla K
KOMaHHOMY UHTepQelCy B IIpoliecce IIepBOHAYaJIbHOM HACTPOUKHU.

OmepaljioHHas CHCTeMa YCTPONCTBAa HMeeT CHCTEMy pasjiesIeHHs
IMPORTANT IIPpUBUJIETUN II0JIb30BaTesied. Ilosb3oBaTesr0 admin II0 YMOJIYaHUIO
HasHauyeHbl MaKCUMaJIbHbIe IIPUBUJIETHUH - YPOBEHB p15.

KoMaHAHBIA HHTepQeNc YCTPOMCTBA IIOAJAep KUBaeT QYHKIIUI0O aBTOMAaTHYeCKOIO [JOIIOJIHEHHS
KOMaHZ. JTa OQYHKIMSA aKTUBUPYeTCd IIPU Ha)KaTUU KIaBUINM Tadbymanuu <TAB>. Taxoke
UHTepderic KOMaHIHON CTPOKHU HMMeeT QYHKIIMI0O KOHTEeKCTHOM ITO/cKasKU. Ha Jro6om 3Tarie
BBOZIJa KOMaH/Jbl MO’KHO ITIOJIyYHUTH IIOJICKA3Ky O CJIEeAYIOIIHX BO3MOJKHBIX 3JIeMeHTaX KOMaH[IbI
IIyTEM BBO/Ia BOIIPOCUTEJILHOIO 3HaKa <?7>.

Pe’XuMBbI KOMaHHOI'0 MHTep¢erica ¥ KOMaHAbI
HaBUTallUH

NHTepdeiic KOMaHIHOM CTPOKU MMeeT ABa OCHOBHBIX pPe)KUMa — IJI06aJIbHBIM PeXKUM U PEXXKUM
KoHQUTYpHUpoBaHUs. /I yZo6CTBA omepaTopa IIpU Ilepexofie MeXK[y pe>KMMaMM MeHseTcs
IIpUIJIallleHe KOMaH/HOY CTPOKH.

Buod npueaaweHust KOMaHOHOU CMPOKU 8 2/100A/TbHOM pexcume

0/ME5100: EOS#

Bud npuzaaweHus KOMAHOHOU CMpOKU 8 pexcume KOHPUYpUpo8aHus

0/ME5100:E0S(config)#

Tabauua 2. OCHOBHblEe KOMAHObL Hagu2ayuu U nepexodos 8 uHmepgetice KOMaHOHOU cmpoKU

Komanpga Pexxum JleficTBHEe KOMaH/bI

configure global-view ITepexop u3 m1o6aabHOro pexxuMa CLI B pesxum
KOHQUIYPUPOBaHUSI

exit config [Tepexoj; Ha BBIIIECTOSIIUA YPOBEHD

KOHOQUTYPHUPOBAHUS



Komanpga Pesxum JelicTBUe KOMaH/bI

logout config, global-view BBICTPBII BBIXO]] U3 CECCUU UHTepderica
KOMAaH/THOM CTPOKH

do <command_sequence> config BrinostHeHHEe KOMaH/Ibl II06aJILHOTO pesKuMa
CLI (command_sequence) 6e3 BbIX0OJja U3
pe’XuMa KOHQUTYPUPOBaHUSI

root config BBIX0/] Ha BepXHUU YPOBEHD pekKrMa
KOHQUTYPHUPOBaHUSI
end config BrIxon 13 JI060T0 YPOBHS pesKuMa

KOHQUTYPUPOBaHUA B IJIO0AIBEHBIN PeKUM

quit global-view BrIxof 13 ceccuu UHTepderica KOMaHIHOU
CTPOKH

PaboTa c r;106a71bHBIM PE>XHMOM

B miob6asbHOM pexuMe HHTepderica KOMaHZHOM CTPOKH [OCTYIIHBI KOMAaH/bl IIPOCMOTpa
OIIePaTHUBHOIO COCTOSAHUSA CHUCTeMBI (show-KOMaHZbI), KOMaHAbl VIIpaBJIeHUs KOMIIOHEHTaMH
cucTeMsl (Hampumep, reload, hw-module), 3arrycka pasjIMYHbIX JUAaTHOCTUYECKUX TECTOB U pabOThI
¢ o6pasaMu OIlepalfiOHHOMN CUCTEMBI.

JUIss yMeHBIIleHUs o0beMa OToGpa’kaeMbIX [JAaHHBIX B OTBeT Ha 3amlpoChl II0JIH30BaTessl U
o6JieryeHUs: IIOMCKa HeOOXOAMMON MHPOpPMAaIMM MOYKHO BOCIIOIB30BaThbCad QUUIbTpariuei. /s
OMILTpPAlIUM BBIBOJIJa KOMAaH][ HY)KHO M00aBUTb B KOHeEI] KOMaHHOM CTPOKM CHUMBOJ "|"
HUCII0JIb30BaTh OJJHY U3 ONINU QUIbTPAITUHU:

u

* begin— BBIBOJUTH BCE IIOCJIE CTPOKH, COZieprKallled 3alaHHbIN 111a06JI0H;
* include — BBIBOJIUTH BCE CTPOKH, COZleprKalllye 3aJaHHbIN 111abJI0H;

* exclude — BBIBOJIUTH BCE CTPOKH, He CcOoZieprKalliyie 3aJaHHbIN 111a6JI0H;
* count —IIpoM3BeCcTU MOJCUYET KOJIMYeCTBA CTPOK B BBIBOJIe KOMaH/IbI.

HpI/I H806X0,ILI/IMOCTI/I BKJIIOUHUTH B I1a6JIOH IIOKMCKa CHMBOJI HpOﬁEJIa H906X0,I[I/IMO 3aK/IIOUYHUTH
BecCh I1a0JIOH B /:[BOfIHI:IG KaBBIYKH.

PUIBLTPHI MOYKHO CTEKHPOBATh, YKa3blBasl HECKOJIBbKO GUIBTPOB Yepes CUMBOJIBL " | ".

IIpumep: ucnoav3osaHue Gu1bmpos

0/ME5100:E0S# show running-config | begin "telnet server"
Thu Mar 23 12:03:57 2017

telnet server vrf mgmt-intf
exit

user admin
password encrypted
$6$zMGqwSsQnYcfDrxH$6TGyBVbqUB8s2InhRT4QA5VADoCc4zGhILDK]jTxgVt7HATBZzxmbwNkpkHSKHNAU9qC



zdQ/Zeonl1I8EOrkII620
privilege p15
exit

0/ME5100: EOS#

PaboTa c pe>xuMoM KOHQUTYPHUPOBaHUA

B pexxuMme KOHOUIYPHUPOBAHHSI KOMAaHIHBIM HHTepdeMc CcHCTeMbl IT03BOJISET IIPOU3BOJUTH
HAaCTPOUKy ycTpoicTBa. Ilepexosi B peXXUM KOHOUTYPUPOBAHUS IIPOU3BOAUTCSI KOMaHOU
configure. B pesxuMe KOHQUTYPHUPOBAHUS HHTepdeHc IPUHUMAEeT U PacIo3HAeT KOMaH/IbI
HACTPOMKHU COOTBETCTBYIOIIUX Pa3/iesoB. Bce BBeleHHbIe KOMAaH/IbI, B CBOIO OUepe/lb, GOPMUPYIOT

0611y 0 KOHQUTYPAITUIO YCTPOMCTBA.

KoMaHHBIN UHTepdetic crucTeMbl paboTaeT ¢ ABYMSI 9K3eMILIIpaMU KOHQUTYpaIliu yCTPOHCTBa:

* Texymags xoHurypanus (running-config). Tekyiad KOHQUIrypalusa—3TO KOHQUIypaIusd,
KOTOpas B JaHHBIM MOMEHT IIpUMeHeHa U UCII0JIb3yeTCs Ha MaplLIpyTU3aTope.

» Kanpumat-koHdurypanusa (candidate-config). KanaumaT-KOHQUTYpaIds — 3TO KOHQUTYpaITUs,
KOTOpasi BKJIIOYaeT B cebGs1 HM3MeHEHUs, BHeCeHHbIE OIIEpaTOpOM B IIpoIlecce ceaHca
KOHQUTrypupoBaHud. KaHAumaT-KOHQUTypaluss MO)KeT OBITh IIpUMeHeHa B KadecTBe

TeKyIIeH.

Bce BBeqeHHEBIE

pexxrMe KOHQUIYPHUPOBaHWS KOMaHABI He

IMPORTANT IPUMEHSIOTCS II0 Mepe BBOJA, a 3aHOCATCI B KaHAUAAT-KOHQUIYPAITUIO

(candidate-config).

B O00BIYHOM COCTOSHUM CHCTEMBl KaHAWUJAT-KOHQUTypanus HAeHTHYHa TeKylled. Ilocie
BHeCeHUs] H3MeHeHUN B KaHUIaT-KOHQUTYpaIliio eé MOXKHO JIM00 IIPUMEeHUTH (CKOIIMPOBaTh B

TEKYIIYI), IU60 OTMEHUTb.

Tabauya 3. OCHO8HblE KOMAHObL paboMmbl € IKIEMNAAPAMU KOHPULYpauUuu

KomaHma Pexxum

configure global-view
show running-config global-view
show candidate-config global-view

show configuration changes  global-view

commit config

JlelicTBHe KOMaH/bI

[TeperiTu 13 1o6asbHOroO pexxruMa CLI B pesxuM
KOHQUIYPHUPOBaHUS.

BrIBECTH TeKYIIYI0 KOHQUTYpPAITHUI0
YCTPOMCTBA.

BrIBecTH KaHAUIaT-KOHQUTYPAITUI0
YCTPOMCTBA.

BeIBeCTH CIIMCOK M3MEeHEeHUU B KaHAUZAT-
KOHQUTYpaluyi OTHOCUTEJIBLHO TeKYIIei
KOHOQUTypaIuu yCTPOUCTBA.

[IpuMeHUTHh KaHAUAAT-KOHQUTYPALIHIO
(IpUMeHUTH U3MeHEeHUs], BHECEHHbIE BO BpeMsl
ceaHcCa pelaKTUPOBaHUs).



Komanpga Pesxum JelicTBUe KOMaH/bI

abort config OTMeHUTH U3MEeHeHHUs B KaHUuIaT-
KOHOQUTYpaIUU U BBIUTH U3 PeKUMa
KOHQUTYypUpOoBaHUs. [Ipy BBIIIOJIHEHUH 3TOHN
KOMaH/Ibl KaHIUJaT-KOHQUTyparus
CTaHOBUTCA UAEHTUYHOMN TeKyIlei (CTapTOBOM)
KOHQUTYpaIlUH.

[Ipy  BBIIIOJIHEHUWHW  KOMaHABI  commit  TeKkyljag  KOHQUIyparys
IMPORTANT aBTOMAaTHUYECKU COXpaHdIeTCd Ha YCTPOMCTBE B KauyeCTBe 3arpy30uyHON.
OThesIbHOM KOMaH/bl COXpaHeHUd KOHQUTYpaIiiy Ha YCTPOHCTBE HeT.

Texy1asi Bepcusi KOMaHZHOTO HHTEPIIpeTaTopa He I0/Iep>KUBaeT HeCKOJIBKO
KaHUJaT-KOHQUTYpariuii U He3aBUCUMOe KOHQUTYPHUPOBaHUe YCTPOHCTBA U3
pasHBIX ceccud. KaHaupaT-KoHOUTyparus B JII060M MOMEHT BpeMeHU
SIBJITETCS. €IMHOU 711 Bcero ycTpoicTBa. TakuM 06pa3oM, KOMaHABI commit U
abort, BBeJleHHBIE OIIEPATOPOM, MOTYT IIOBJIMSATH Ha U3MEHEHUs, BHECEHHEIE B
IPYTHUX CecCUSIX KOHQUTYPUPOBAHUS.

CAUTION

ITpumep: Hacmpolika cucmemHozo umeHu (hostname)

EOS login: admin
Password:

hkkhrkhhrhhhhhhkhhrhhhhhhrhrhhrhhrhhhhrhhrrhrkhkx

= Welcome to ME5100 k3

KRR R R R R R R R Rk R R R R R R R R R R R R R R R R R R R R R R R R R R R R

0/ME5100:EO0S# config

0/ME5100:E0S(config)# hostname Router
0/ME5100:E0S(config)# do show configuration changes
Tue Jan 18 21:37:19 2000

hostname Router
0/ME5100:E0S(config)# commit
Tue Jan 18 21:37:23 2000

Commit successfully completed in 0.031951 sec
0/ME5100:Router(config)# end
0/ME5100:Router#

HMeHOBaHNe HHTepPercoB

[Ipr paboTe MapUIPyTH3aTOpa WUCIIOIL3YIOTCSI CeTeBble WHTepeichl pasIMYHOr0 THIIA U
HasHaveHMs. CHcTeMa HMMEHOBAHUS II03BOJISIET OJHO3HAYHO a/[pecoBaTh HMHTepQeHChHl I10 X
GYHKIIMOHAJILHOMY Ha3HaUeHUIO0 M MECTOIIOJIOKEHHIO B cHcTeMe. /lasiee B TabiuIle IIpUBeJeH
IlepeyeHb TUIIOB UHTePdeCcoB.



Tabauya 4. IToddepacusaemsvle munst uHmepgeticos

Tun uHTepdeiica

dursryecKre UHTePPEeUChl

HHuTepdericel Ethernet
10r'éut/c

HnTepdericel Ethernet
40Tr6uT/c

HnTepdericel Ethernet
100T6uT/C

['pymIIs! arperaryuu
KaHaJIoB

O60o3HaueHye U GyHKIMOHAJI

O603HaueHUe GQU3UUECKOTO UHTepderica BKIKUYAET B Ce6s ero TUIL
U UeHTUPUKATOP.
Hpentudukarop uMmeeT BUj <UNIT>/<SLOT>/<PORT>, rxe:

* <UNIT> - HOMep yCTPOMCTBA B KJIacTepe YCTPOUCTB;
* <SLOT> - HOMep MOJyJIg B COCTaBe YCTPOMCTBA;

* <PORT> - IIOpIAKOBBIM HOMep HHTepdeiica JAaHHOIO TUIIA B
MOJyJIe.

dusuveckue uHmepdgelicvl cecoa npucymcmayrom g cucmeme.

tengigabitethernet <UNIT>/<SLOT>/<PORT>

[Ipumep o6o3HaueHud: 'tengigabitethernet 0/0/10'. JoryckaeTcs
HUCII0JIb30BaTh COKpallleHHYI0 GopMy € 06s3aTeJTbHBIM IIPOGesioM,
HampuMmep, 'te 0/0/10".

fourtygigabitethernet <UNIT>/<SLOT>/<PORT>

[Ipumep o603HavyeHus: 'fourtygigabitethernet 0/0/2'. JommyckaeTrcs
UCII0JIb30BaTh COKpallleHHYI $opMy C 00g3aTeJIbHBIM IIPOOEesIoM,
Hanpumep, 'fo 0/0/2".

hundredgigabitethernet <UNIT>/<SLOT>/<PORT>

[Ipumep 0603HaYeHUS: "hundredgigabitethernet 0/0/3".
JlomyckaeTcst HCII0JIb30BAaTh COKpAaIleHHYIO0 dopmy C
06s13aTeJIbHBIM IIpo6esioM, Harpumep, 'hu 0/6/3".

bundle-ether <BUNDLE _ID>

O603HaveHMe TPYIIILl arperaljiy KaHajloB BKJIKOYAeT B ce6s TUIL
unrepderica ("bundle-ether") W IOPSIAKOBBIA HOMEpP TPYIIIHL.
[Ipumep 0603HaYeHUS: "bundle-ether 8'.  [Jlomyckaetcs
UCII0JIb30BaTh COKpallleHHYI $opMy C 00g3aTeJbHBIM IIPOOEeIoM,
Hampumep, 'bu 8'.

I'pynnel aepezauuu KaHa/108 8 CUCMeMe MOXCHO c030asamb U
yoansaime.



Tun uHTepdelica

CabuHTepdercel

HHTepdelicrl JIOKaIbHOMN
TIeTIN

TyHHeJ/JIbHBIE UHTEePeChI

HHuTepdericer BVI (Bridge-
domain Virtual Interface)

0O603HaueHHe U QYHKIIMOHAJI

bundle-ether <BUNDLE_ID>.<SUBIF_ID>

tengigabitethernet <UNIT>/<SLOT>/<PORT>.<SUBIF_ID>
fourtygigabitethernet <UNIT>/<SLOT>/<PORT>.<SUBIF_ID>
hundredgigabitethernet <UNIT>/<SLOT>/<PORT>.<SUBIF_ID>

O6o3HaueHue cabuHTepdetica obOpasyeTca U3 0003HaUYeHUSA
6azoBoro uHTepderica U wuAeHTUOUKaTOpa cabuHTepderica,
paszesleHHBIX TOUKOM. /I cabuHTepdeiicoB 00s13aTeJIbHO 3a/iaHUe
TUIla WHKancyaanuu (‘encapsulation’). IlpuMep o0603HaYeHUS:

"tengigabitethernet 0/0/10.350'
Cabunmepdelicbl 8 cucmeme MONHCHO €030a8aMb U yOa1iMb.

loopback <ID>

BupTyaZlbHBIM HHTepQelCc JIOKaJIbHOM IleVIH. /JaHHBIA THII
IIpUMeHseTCsd B CJIydasiX, Korga TpebyeTcsl IIOCTOSIHHO aKTUBHBIN
Jlornuecku uHrepdeiic. [ipumep o603Hauenus: loopback 100°

Humepdelicbl 10Ka1bHOU nemau 8 cucmeme MONMCHO €030a8amb U
yoaname.

tunnel-ip <ID>

BuptyanbHbill uHTepdetic tunnel IP. BO3M0OKHBI pesKUMBI PaboThI
IP-IP u IP-GRE. [IpuMep o603HaueHus: ‘tunnel-ip 100°

TyHHe/ibHble UuHmMep@elicbl 8 cucmeme MONCHO €030asamsv U
yoaname.

bvi <ID>

BupTtyasbHbI uHTepderic BVI. /laHHBIN THI TIPUMEHSETCAd B
cay4dasx, Korga Tpebyercs [ob6aBiieHHMe MapIIpyTHU3HUPYIOIEro
uHTepdetica B OpuK-goMeH. [Ipumep o603HayeHud: ‘bvi 100°

Hnmepdelicvt BVI 8 cucmeme M0X4CHO €030a8amb U yoaisimb.



Tun unrepdeiica 0O603HaueHHe U QYHKIIMOHAJI

HHTGPQ)EIZCBI yIIpaBJIEHUS mgmt <UNIT>/<SLOT>/<PORT>

NHTepdericel out-of-band yIripaBiieHus - 3TO BblJeJleHHBIe ethernet-
UHTepQercel [UId A0CTyIla M YIIpaBJIeHHs MaplIpyTH3aTopoM. B
KauecTBe <SLOT> moryT BeIcTyIaTh 'fmc0' u 'fmcl', B 3aBUCUMOCTHA
OT aIIapaTHoOM KoH$Uurypanuu. [IpruMepsl 0603HaUYeHU:

e 'mgmt 0/fmc@/1" - gira ME5100;

e 'mgmt 0/fmc@/0' 1 'mgmt @0/fmc@/1" mast FMCO B MapIIpyTHU3aTope
MES5000;

e 'mgmt 0/fmc1/0"' m 'mgmt @/fmc1/1" mast FMC1 B MapIIpyTHusaTope
ME5000

Humepdeticbl ynpas.ieHUs 8ce20a npucymcmeayrom 8 cucmeme.

HHTepdericel yIIpaBJIeHUSA He
IIpeJHa3Ha4YeHbI [JIs Ilepefjladyd TPAaH3UTHOTO

IMPORTANT Tpaduka (He y4dyacTBYOT B pabore data-
plane) u >xecTko nmpuKperuieHs! K VRF 'mgmt-
intf".

1. KosmyecTBO QU3MYECKUX HHTepQEeHcOB B CHUCTeMe 3aBHUCUT OT MOJesH

MapIIpyTHU3aTOpa U YCTAHOBJIEHHBIX IMHEUHBIX MOYJIEH.
NOTE
2. Texymasg Bepcus 110 He Imojep KUBaeT KaacTepusariuio. HoMmep ycTpoiicTBa B

ki1acrepe <UNIT> MO’KeT IPUHUMATh TOJIBKO 3HaUYeHHe 0.



TOCTVII K VCTPOUCTBY

JIoKa/IbHBbIE Y4Y€THbIEC 3aIlNCH

V4E€THOU 3aMIMChI0 110 YMOTYaHUIO IBJIsIeTcs admin ¢ maposieM password. /Iyt JIOKaJIbHOTO 0CTyTa K
YCTPOMCTBY peKOMEHAyeTCs CO3JaTh YUYeTHBIe 3allMCH I10Jb30BaTesei, BOSMOYKHO, OTPaHHYMUB
IJIsT HUX YPOBEHB ITPUBUJIETHH.

Tabauua 5. Hacmpolika 10Ka/1bHOU yuemHoll 3anucu

Komanpga HasHaueHnue
configure [Tepexof B pe>XUM IVI06aIbHOM KOHQUIYPaIIUHU.
user user_name [Tepexof B pesKUM KOHQUIYPAIIUK YUYeTHOM 3alIMCH I10JIb30BaTeJIs.
password [encrypted] 3aZjlaHye MapoJisd I10J1b30BaTesd B OTKPBHITOM HJIHU IIHMGPOBAHHOM
password BUJIE.
privilege p1-p15 3amaHue YPOBHS IIPUBUJIETUH I10/Ib30BaTEJIA.
AJIA pasJIWYHBIX YPOBHEM IIPUBUJIETMM [OCTYIIHBI CJIeAYIOILIHe
IeVICTBUL:

* pl: TOJIBKO KOMaH/BI ping U traceroute;
* pP2-p9: KOMaH/BI YPOBHA Pl ILUTIOC BCe Show-KOMaH/bI;

* p10-p14: KoMaHABLI MPELIAYITUX YPOBHEN ILIIOC BCe KOMAaH/IbI
YPOBHS KOHQUTYpPAIIHH, 3a UCK/II0UeHHeM HacTPOeK II0[CHUCTEeM
6e30I1acHOCTH,;

* P15: IIOJIHBIN JOCTYII K YCTPOMCTBY.
exit (OnroHasIbHO) Bo3BpaT B peskuM 17106a/1bHOM KOHQUTYpaLH.
commi t [IprMeHeHMe IIPOU3BEIEHHBIX HACTPOEK.
IIpumep. Hacmpoliika y4emHotl 3anucu no.16308ames.
user test
password test123

privilege p10
exit

Taxoxe MOXXHO 3a7jaTh JIOKAJIBHBIH I1aPOJIb I Ka’K/I0r0 YPOBHA IIPUBUJIETHIA.
IIpumep.
enable p15

password highest
exit

Tabauya 6. KomaHda nepexoda Ha coomeemcmayrouuil ypoeeHb npusuiezuil 8 mexkyuieti ceccuu
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Komanpga HasHaueHue

change-privilege { p1 | p2 [lepexop Ha cOOTBETCTBYIOIHEI YPOBEHE IPHBUIEIHH.
| .. | p15 } [ PASSWORD
]

IIpumep.
0/ME5100:Router> change-privilege p15 highest
0/ME5100:Router#

NOTE [Tepexof Ha MEHBIIINI YPOBEHb IIPUBUJIETUU IIPOU3BOAUTCA 6€3 IIapoJIs.

ABTOopu3anua no SSH-KiIrouy

Ha mapwpymuzamopax cepuu ME noddepicaHa moabko JOKaJbHasI agmopusayus no SSH-karouy.

Ha mapiipyTusaTope, UCIIOJIb3yeMOM B KadecTBe SSH-cepBepa, co3maeTcs JIOKaJIbHAsl yueTHast
3aIIKCh I10JIb30BATEJISI C ITYOJTMYHBIM RSA-KITFOUOM, CreHeEpUPOBAaHHBIM SSH-KJIMEHTOM.

Tabauya 7. Hacmpoika A0KAAbHOU yuemHotl 3anucu ¢ RSA-karouom.

KomaHna HasnaueHue

configure ITepexo/ B pesKuUM IJ1060aIbHOM KOHQUTYpALUH.

user user_name [Iepexo/ B pesKUM KOHQUIYpalluy YYeTHOM 3aIlMCH I10JIb30BaTeIs.

password [encrypted] 3aZjlaHye MapoJisd I10JIb30BaTesd B OTKPBHITOM HJIH IIHGPOBAHHOM

password BUJIE.

authorized-key key_name 3amaHue wuAeHTUOUKATOpa KJIOYa U IIepexX0]y B PEeXHUM €ero
KOHQUTYpaITUU.

description descr (OnImoHaIbHO) Jlo6aBUTH OIlMCaHUeE, obJiervyaroiee

UIeHTUQUKAIINIO I10/Ib30BaTE.

key-string rsa_key 3agaHue nybsmMuHOM yacth RSA-kiroua 1024-11870 6uT. CTpOKy
KJII04Ya He0O6X0UMO 3aKJII04YaTh B KaBBIUKHU.

exit (OnoHasIbHO) Bo3BpaT B pesXuM IJI00aIbHOU KOHQUTypaIivu.

commit ITprMeHeHHe IIPOU3BEAEeHHBIX HACTPOEK.

ITpumep. Cozdams yuemHyro 3anucb noab308amens tester 041 nooK/AoUeHus: 08yx ycmpoticma no SSH-
KAH0WY.

I 0603Hauum B KOH$Urypauunm opHo ycTpoiicTBo kak den (authorized-key den), mpyroe - kak
ivan (authorized-key ivan)

user tester
authorized-key den
key-string "ssh-rsa
AAAAB3NzaC1yc2EAAAADAQABAAAAGQCxDLKD1ivI1f3WC28uhuUL1Lda0PsMOgblI5nVUI11LhKmHntmRCPalb
Lqy853Wnz/iDTFe42X0aYfp196i1V5u7aDCHrXPdmDIRIsnbiToa+u5uZK10cm37+L+010A881fniVIN/6zfaw
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kbAamyBvAEtV1np3wiJXILnwIZX9rQ== tester_den"

exit

authorized-key ivan

key-string "ssh-rsa

AAAAB3NzaC1yc2EAAAADAQABAAAAGQC+3gnEwRxRucf5P/EwKjyw/Bf639w2Ih/sNB13hgjj2Xr5Vx7y50vwge
PvSP0JTyzX65q08vXZx3EwVe0X/9T2GTYqzr+DSsy9SsVpzf+Lk@go3x7Vr9IMaQvjKTMGhcwewEWQuUQNXySu
sLqQNwJD2bs0CTudT27yeNISksq3Ww== tester_ivan"

exit

password encrypted
$6$MttCGmTPooukMAq7$X328r SGtppDAJo44fu5G03a3HedTTCWEIF80LrejW262/Fj/m5WPW6r8/ZKIDUg2Mn
bkwUWfE3e/mE/xUPY/I1

privilege p15
exit

I'enepanusa SSH-ki1ro4a

TeHEpaITHUs KJII0Ya IPOU3BOUTCS CJIeIyIoIe KOMaHIOH:

KomaHa HasHaueHme

key generate {dsa | rsa | Co3maTh KJIH0Y YKa3aHHOTO THUIIA, I7e
rsal } [label label J[modulus label - unreHTHPHKATOP YCTPOMCTBA, II0 YMOJTUYAHUI0 UCIIOIb3YeTCS
value ] hostname;

modulus - pasMep Kroua B 6UTax.

IIpumep. Cozdamsb SSH-kr0u RSA daunoil 1024 6um ¢ udenmugbukamopom ycmpoticmea "ME5100_mio”

0/ME5100:Router# key generate rsa modulus 1024 label ME5100_mio
You already have rsa keys.

Do you really want to replace them? (y/n): [n] y

Fri Nov 3 15:32:32 2023

Keys generated successfully

Elapsed time was 0.774307 sec

0/ME5100:Router#

IIpumep. Ilocmompems omkpulmyro uacms SSH-karoua

0/ME5100:Router# show ssh key
Fri Nov 3 15:31:21 2023

——————————————— KEY #1---------------
Keys type: rsa
Keys modulus: 4096 bits
Label: ME5100_mio
Creation date: Fri Nov 3 12:06:20 GMT+7 2023
Public key:
ssh-rsa

AAAAB3NzaC1yc2EAAAADAQABAAACAQC4ye8ouerG@37BaKqhMtEfSsZMDMs8osPYfaTl/Kb2V4EoCnkXLRTNZve
1+rsbW1yDfiJ+x9ehy8ai2YdwQpuMATUNSz@VD+V8Ho@md9DrU1c9+1POKpo+UbqoyBXYIwT2BZF/zMyo3Fi0i
2P1G8kUTdq38ekzYQXA6SINQjn4NtrgGed15kWoXMfmjEL8I3Zv2cbYn/ukjGrH3Z5xGny8YcxCLxijEgTtqPD
gmLhBJqaPNIr3/ek8F4/hAm41m7FxAq5UK4c6EkbvAbXVMUNtbaPonyxAcN4oLFI1UdX40xX25qm5T8wPiSAWP
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BNhGHiTo7Nn1nGeng8cwr SKbIDDPu+INSYYLBUOERMss3kfDtxv5H5P1ruXuW6+mDfwjyhZNyootY+mn6oou02
GfmtbbvA7a9QsWdXD3vB2MgRAURNGLIA6SYxUOHKVO2YDs+I4r+MD4HU9zuR0771H/75KjK4hXfabto5zcD4fd
7pRZA7w80GR6GZfZDGO+IjbOHCKIKYJ/vR+VS8dmBs16/SzSv1eadWSeKIBI/EJaBrLzy609bYEIpAOhjh63FS
bOsdJee91YeoYpFi7+cx6110ZVXaZEAah+hjPUWPBD1zgbYob1LKproAV2/xdtQBOzxtpnQgDowwDpxUm2Bul@
193VzmOnOT 1mKBv/f2sBeSvMoQ== ME5100 mio

OTKpBITasg 4acTh KJIOUa KOIHMPYeTCs U Jo6aBisieTcs B KOHQUTYPAIIUI0 BCTPEYHOTO YCTPOMCTBA
Kak SSH-KJII0Y 711 JIOKaJIbHOM yUeTHOM 3aIIMCH I10JIh30BaTeIsl.

ViajieHUe KIH0Uel IIPOU3BOIUTCA CIeyIoIeil KOMaH0M:

KomaHnpa HasHnaueHue

clear ssh key{all | dsa | VIamuTh K04 YKa3aHHOTO TUIla WU BCe KIHYMU.
rsa | rsal}

MexaHusm AAA

A obGecriedeHUs1 6e€30ITaCHOCTH CHUCTEMBI HCIIOJIb3yeTCs MeXaHW3M AAA (ayTeHTHQUKAIW,
aBTOpHU3allusd, yUerT):

» authentication (ayTeHTHUQHUKAIIWI) — COIIOCTABJIEHHE 3allpoca CYIeCTBYIOIEH YUYETHOMU
3alllCHU B cUCTeMe 0e30I1aCHOCTH;

» authorization (aBTOpHU3aIys, IIpoBepKa YPOBHS [A0CTYyIIa) — COIIOCTaBJIeHUEe YUETHOU 3aIllCH B
cucTeMe (Ipolrealiel ayTeHTUGUKAIINIO) U OIIpeie/IEHHBIX TT0JTHOMOYNH;

* accounting (y4éT) — yUET JeMCTBUH I10IH30BaTe.

Tabauua 8. Hacmpoiika aymeHmu@uxkayuu
KomaHnpa HasnaueHue
configure [Tepexof B pesKUM I7106a7IbHOU KOHQUTYpaIlUH.

3aa authentication { login Cospmanue crmcka ayTeHTHQUKAIIAH.
| enable } list name
* login — 1y11 BXO/ia B CUCTEMY;

* enable — /11 CMeHBI YPOBHS IIPUBUJIETHUH.
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KomaHnpa

method { 1dap| local |
tacacs | radius }

exit

commit

Ha3umaueHue

3ajaHre MeTofa ayTeHTHQUKAIMd BHYTPH COOTBETCTBYIOILETO
CIIMCKa ayTeHTUUKAIINU

ldap —MeTop ycTaHaB/IMBaeT ayTeHTHUQHUKAI[UI0 4epes
ckoHGUrypupoBaHHble LDAP-cepBepshl;

local —MeTof ycTaHaBJIMBAeT JIOKAaJIbHYI0 ayTeHTHQUKAITUIO,
TO eCTh ayTeHTUOUKAITHUI0 COIVIACHO HacTpoukam 'enable’ u
'user' B TeKyIIlel KOHQUTYpaIlnK;

tacacs —wMeTo[ yCTaHaBIMBaeT ayTeHTUQUKAIIUIO Yepes
ckoHpuUrypupoBaHHble TACACS+-cepBepsl;

radius —MeTOJ] yCTaHaBJIMBAaeT AayTeHTUPUKAIUI0 Yepes
CKoHQUTryprupoBaHHbBIe RADIUS-cepBepEL.

(OnroHasbHO) Bo3BpaT B peskuM I7106a/1bHOM KOHQUTYpaIHH.

[IppMeHeHUe IIPOM3BeJeHHbIX HaCTPOeK.

Tabauua 9. Hacmpolika asmopusayuu u yuema

KomaHnpna

configure

3aa authorization commands
tacacs

aaa accounting commands {
start-only | start-stop |
stop-only } tacacs

aaa accounting login start-
stop { tacacs | radius }
tacacs

exit

commit

Ha3sHaueHHe
[Tepexof B pesKyUM 11062/ IbHOM KOHQUTYPALIHAH.

BriyiroueHMe aBTOpPU3allMM KOMaH[ 110b30BaTesd yepe3 TACACS+-
cepsep.
BxiiroyeHue JIOTMPOBaHUSA KOMaH[I ITosb3oBaTesa Ha TACACS+-

cepBepe.

BxylroueHMe JIOTUPOBaHUS BXOZa II0JIb30BaTessi B CHUCTEeMY U
BeIxoza u3 Hee Ha TACACS+ miu RADIUS-cepBepe.

(OmrroHasIbHO) Bo3BpaT B peXkuM 106aIbHOM KOHQUTYPAIIHH.

[IppMeHeHMe IIPOM3BeJeHHBIX HACTPOEK.

ITpumep. Hacmpolika aymeHmugukayuu 015 cepsuca telnet.

aaa authentication login TAC245

method tacacs
method local
exit

line telnet login authentication TAC245

Hactporika cepBepoB TACACS+ u RADIUS

Tabauua 10. Hacmpotika cepeepa TACACS+
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KomaHnpa

confiqure
tacacs-server host {
DOMAIN NAME |
_IP_serveraddr |

IPv6_serveraddr} [ vrf
vrf_name ]

password [encrypted]
password

priority priority

exit

tacacs-server timeout secs

tacacs-server dscp dscp_val

commit

HasHaueHnue
[Tepexof B pe>XUM IVI00aJIbHOM KOHQUI'YPaIlUHU.

3azmanue B KoHburypanuu cepBepa TACACS+ ¢ ykasaHHBIM [Pv4
(IPv6)-agpecoM MM [OMEHBIM HMeHeM B IJI06aJbHOM TabJivile
MapiupyTtusanuu (GRT) uiau BHyTpH yKasaHHOro VRF.

3alaHue  I1apoJig TACACS+ B

M1 GpoBaHHOM BUJIE.

cepBepa OTKPBITOM 59051

3amanue npuopurera TACACS-cepBepa .
BosBpaT B peXuM IV106aJIbHOM KOHQUTYpaIlUH.

(OmmoHanbHO) 3alaHUe BpeMeHHU 0)KHUIaHUA 0TBeTa OT CepBepOoB
TACACS+, B CeKyH/1aX.

(OnmroHanbHO) 3asaHue 3HadyeHUs 1oy DSCP, ¢ KoTopeIM OyAyT
reHepupoBaThcd [P-takeTs], oTIIpaBisieMble Ha cepBepbl TACACS+.

HpI/IMEHeHI/Ie IIPOH3BEAEHHBIX HACTPOEK.

ITpumep. Hacmpoiika cepgepa TACACS+.

tacacs-server timeout 10

tacacs-server dscp 7

tacacs-server host 192.168.16.245 vrf mgmt-intf
password encrypted 8FB1007FB51B43FED3

exit

Tabauua 11. Hacmpotika cepgsepa RADIUS

KomaHnpa

configure

radius-server host {
DOMAIN NAME |
_IP_serveraddr |
IPv6_serveraddr} [ vrf
vrf_name ]

password [encrypted]
password

priority priority

source-address { IP_intf-addr

| IPv6_intf-addr}

HasnaueHnue
[Tepexof B peskXUM IVI00aJIbHOM KOHQUIYPAIIHHU.

3azaHnve B KoHuryparmu cepBepa RADIUS ¢ ykasaHHBIM [Pv4
(IPv6)-agpecoM WIU JOMEHHBIM HMMeHeM B IJI06aJIbHOM TabJivile
MapipyTtusanuu (GRT) uiau BHYyTpU yKasaHHOro VRF.

3amanue nmaposd cepBepa RADIUS B OTKPBITOM WX IIIUGPOBAHHOM
BU[IE.

3amanue npuopurera RADIUS-cepBepa.

3amanue IP (IPv6) aapeca, KOTOpPbIA OyIeT HCIIOJIb30BAaTHCSI B
KauecTBe [P-aspeca oTIIpaBUTesI IIPHM OTIpaBKe IIAKeTOB Ha
RADIUS-cepBep. CiiegyeT yKasblBaTh ajpec, IIPUHAAJIeKallUN
HHTepdericy MapIIpyTH3aTOpa B COOTBeTCTBYIOIEeM VRE.
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Komanpga HasHaueHue

acct-port port (OnmpoHanbHO) 3amaHue HoMepa UDP-opra [UIg Ilepefadyud
IAaHHBIX y4eTa.
auth-port port (OnnuoHanbHO) 3afjaHWe HOMepa IIopTa [y Ilepeflayud

ayTeHTUPUKAITMOHHBIX TaHHBIX.

timeout secs (OmoHaslbHO) 3alaHUe BpeMeHU O0)KHUIaHUS 0TBeTa OT cepBepa
RADIUS, B cekyH/1ax.

exit Bo3BpaT B pekXuM I106aJIbHONM KOHQUTYpaITUH.

timeout secs (OnmroHanbHO) 3a/laHKe BpeMeHU OXKH/IaHUs 0TBeTa OT CepBePOB
TACACS+, B CeKyHJax.

radius-server dscp dscp_val (OnimuoHa/IbHO) 3afaHue 3HaueHUs 1oy DSCP, ¢ KOTOpPBIM OyayT
reHepupoBaThbcd IP-11akeTs], oTIIpaBisieMble Ha cepBepbl RADIUS.

radius-server timeout secs (OmumoHaJILHO) 3aJjaHUe BpeMeHU 0’KHUJaHUsd 0TBeTa OT CepBepOB
RADIUS, B ceKyHIax.

radius-server retransmit val (OniuoHa/IbHO) 3ajlaHUe KOJIMYeCTBa IIONBITOK oOOpalmieHus K
RADIUS-cepsBepy.

commit ITprMeHeHMte IIPOM3BEAeHHBIX HACTPOEK.
ITpumep. Hacmpoiika cepsepa RADIUS.

radius-server host 10.1.1.10 vrf test
password radius-pass
source-address 5.5.0.0
timeout 10

exit

Hactporka cepBepoB SSH u telnet

ViaseHHBIN TOCTYII K YIIPaBJIeHUIO YCTPOMCTBOM OCYIIleCTBJIsIeTCs 110 ITpoTokory SSH mtu telnet,
JIOKQJIBHBIA - 4epe3 KOHCOJIBHBIM IOPT. /I y[ajJeHHOTO JOCTyIla HeoOXOAMMO YyKa3aTh B
KOHQUTYPaITUU COOTBETCTBYIOIIIHE CEPBEPHL

Tabauua 12. Hacmpotika telnet-cepgepa.

Komanpga HasHaueHue

configure [Tepexof B pesXUM IVI00aJIbHOM KOHQUI'YPaIIHHU.

telnet server [ vrf CospmaHue B KoHouryparuu Telnet-cepBepa U Ilepexo[i B PeXUM
vrf_name ] HACTPOUKHU ero napaMeTpoB (config-telnet-server-vrf). IIpu 3amycke

Telnet-cepBepa B kakoM-160 VRF (60 B m1ob6anbHOM Tabiurie
MapIIpyTHU3allii) YCTPOMCTBO HAUUHAaeT IIPUHUMAThL COeUHEeHUs
1o nporokosny Telnet Ha Tex CBOMX HHTepdelicax, KOTOpPBIE
BKJIIOUEHBI B yKa3aHHBbI VRF.
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KomaHnpa

dscp dscp_val

session-limit val

port val

exit

commit

Ha3umaueHue

(OnmroHanbHO) 3asaHue 3HadyeHUs 1oy DSCP, ¢ KoTopeIM OyayT
reHepupoBaThced [P-1akeThl.

(OmroHAaIBHO) 3amaHue MaKCHUMaJIbHOTO KOJIMYecTBa
O/THOBPEMEHHO ITOJIK/II0UeHHBIX I10JIb30BaTeIen

(OnmpoHanbHO) 3ajaHuMe HOMepa IIOpTa, II0 KOTOpOMy OyzheTr
IIPUHUMATh BXOJAIIIHe COeJMHeHUs COOTBETCTBYIOIIHUHI
JIOKaJILHBIU cepBep.

(OnroHasbHO) Bo3BpaT B peskuM I7106a/1bHOM KOHQUTYpaIHH.

[IppMeHeHUe IIPOM3BeJeHHbIX HaCTPOeK.

MapurpytusaTtopsl cepur ME mozgmep>xuBaroT IIpoTokos SSH Bepcuit 1 m 2. IIo yMoJsryaHHIO
HCII0/Ib3yeTCs IIPOTOKOJI SSHv2

Tabauua 13. Hacmpotika SSH-cepgepa.

Komanpga

configure

ssh server [ vrfvrf name ]

version-1

dscp dscp_val

session-limit val

hostname-1lookup

port val

exit

commit

HasnaueHue
[Iepexof B pesXuM 171062/ IbHOM KOHQUTYPAIIH.

CosmaHve B KoHurypamuu SSH-cepBepa U Ilepexofi B PeXUM
HACTpOUKH ero mapameTpoB (config-ssh-server-vrf). IIpu 3amycke
SSH-cepBepa B KakoM-1u60 VRF (160 B Iy106asbHOM TabJivile
MapIIpyTHU3allii) YCTPOMCTBO HAYUHAET IIPUHUMATh COeIUHEHUS
o 1mporokoay SSH Ha Tex CBOUX UHTepdelicaX, KOTOpbIe
BKJIIOUEHBI B yKa3aHHbI VRF.

(He pexoMeHyeTcs) BrirroueHue mofmep Kk SSHv .

(OnmroHanbHO) 3asaHue 3HadyeHUs 1oy DSCP, ¢ KoTopeIM OyayT
reHepUupoBaThLCA IP-ITaKeTEI.

(OHHI/IOHaJH:HO) SaﬂaHHe MaKCHUMaJIbHOTO KOJIM4YeCTBa
OOHOBPEMEHHO IIOAK/ITHOYEHHBIX II0JIb30BaTeIen

(OnoHaIbHO) BKIIOUKUTE paspeleHre DNS-uMeH

(OnmoHasnbHO) 3afjlaHue HoOMepa IIOpTa, II0 KOTOpoMy OyzeT
IIPUHHUMATh BXOJISIITE CoeIMHEeHUS COOTBETCTBYIOIIHH
JIOKQJIbHBIH CcepBep.

(OnroHasIbHO) Bo3BpaT B peskuM I7106a/1bHOM KOHQUTYpaIUH.

HpI/IMEHEHI/Ie IIPOMU3BENEHHBIX HACTPOEK.

HacTpolika napaMeTpoB TepMHHAJIBHBIX CEeCCUU

Tabauua 14. Hacmpotika Telnet-ceccuil.

KomaHnpma

configure

Ha3sHaueHHe

[Iepexof B peKUM I7106a/IbHOM KOHQUTYpaITUH.
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KomaHnpa

line telnet enable
authentication list name

line telnet login
authentication list name

line telnet session-timeout
val

commit

Ha3umaueHue

BruroueHue enable-ayreHTHUKAUU (ayTeHTUQUKALIUU IIPU
Iepexofie Ha pasHble YPOBHU IIPUBUJIETHH) IIOSK/IOUYEHHBIX II0
IIPOTOKOJIY Telnet I10JIb30BaTeJ el yepes paHee
CKOHQUIYPUPOBAHHBIN CIIMCOK MeTOL0B AAA (aaa authentication
enable). Tlocsie BBIIIOJHEHHS JaHHOM KOMaHAbl  enable-
ayTeHTHQUKAIUA  IIOAK/IIOYEHHBIX 110 IIpoTokoay  Telnet
II0JIb30BaTesIell OyZeT IIPOBOJUTHCA II0 MeTOZaM, yKa3aHHBIM B
9TOM CIIHICKE.

BkiroyeHue ayTeHTHQUKaIMM BXOZJa IIOJIb30BaTesed  IIpHU
IIOJIK/II0YUeHU U 110 nporokosy  Telnet  uyepes paHee
CKOHQUTYPUPOBAHHBIN CIUCOK MeTOHoB AAA (aaa authentication
login). Ilocsie BBIIOJIHEHUS [JAHHOU KOMaHAbLl ayTeHTU(PUKAITUA
BXO/ja IIOQK/II0YEHHBIX I10 IIPoTOKOoIy Telnet mosb3oBaTesiel 6ygeT
IIPOBOJUTHCS 110 METOZ,aM, YKa3aHHbIM B 3TOM CITHCKE.

(OnnroHanbHO) 3ajaHue Ilepro/ia HeaKTUBHOCTH I10JIb30BaTe I (B
MHUHYyTax), OTKPBIBIIEro telnet-cecCHro, II0 HCTeYeHHUU KOTOPOTO
ceccys OyzeT IIPUHYAUTEIBLHO 3aBepllleHa.

HpI/IMEHeHI/Ie IIPOH3BENEHHBIX HACTPOEK.

Tabauuya 15. Hacmpotika SSH-ceccuu.

KomaHnpga

configure

line ssh enable
authentication list_ name

line ssh login
authentication list_ name

line ssh session-timeout val

commit

HasHaueHue
[Tepexoz B pesXuM 171062/ IbHOM KOHQUTYPALIHH.

BxiroueHue enable-ayreHTHOUKanUU (ayTeHTUQUKALIUU IIPU
Iepexo/ie Ha pasHble YPOBHU IIPUBUJIETHUN) HOAK/IIOUYEHHBIX II0
IIPOTOKOJIIY SSH II0JIb30BaTeJIen yepes pauee
CKOHQUTYPUPOBAaHHBIN CIUCOK MeTOHOB AAA (aaa authentication
enable). TIlocsie BBIIIOJHEHHS JaHHOM KOMaHAbI  enable-
ayTeHTUQUKAIIUSI  [OJK/JIIOUYEHHBIX 110  IIPOTOKoay  SSH
IoJIb30BaTesiell Oy/ieT IIPOBOAUTHLCSA II0 MeTojaM, YKasaHHBIM B
9TOM CIIHCKe.

BruitoueHre ayTeHTUQUKAIIUM BXOJa IIOJIb30BaTeJel IIpU
MIOK/II0UeHUHU 110 IIPOTOKOJIY SSH Jepes paHee
CKOHQUTYPUPOBAHHBIN CHOUCOK MeTOHoB AAA (aaa authentication
login). Ilocyie BBIIIOJTHEHUS JAaHHOM KOMAaH[BI ayTeHTHQUKAIIHS
BX0/1a IIOAKJIFOUEHHBIX 110 IIPOTOKOJIy Telnet mmosib3oBaTesieit 6ygeT
IIPOBOIUTHCS II0 METOZIaM, YKa3aHHBIM B 3TOM CITHCKE.

(OmroHanIbHO) 3a/iaHue IIepHo/ia HeAaKTUBHOCTH I10Ib30BaTes (B
MHUHYyTax), OTKpbIBIIero SSH-ceccHio, II0 HCTeUeHUH KOTOPOTO
ceccus GyJIeT IPUHYTUTEILHO 3aBePITIeHA.

HpI/IMEHEHI/Ie IIPOHU3BENEHHBIX HACTPOEK.

Tabauya 16. Hacmpoiika 10Ka/1bHOU KOHCO/MbHOIL ceccull.
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KomaHnpa

confiqure

line console enable
authentication list name

line console login
authentication list name

line console session-
timeout val

commit

HasHaueHnue
[Tepexof B pe>XUM IVI00aJIbHOM KOHQUI'YPaIlUHU.

BriitoueHHe ~ ayTeHTHQHWKAIIMM  BXOZla  IIOJIb30BaTesield  Ha
KOHCOJIbHOM IIOPTY YCTPOMCTBA yepes paHee
CKOHQUIYPUPOBAHHBIN CIIMCOK MeTOL0B AAA (aaa authentication
login). Ilocse BBIIOJIHEHUS [TAHHOW KOMaHAbLI ayTeHTU(QUKAITUA
BXO0JIa Uepe3 KOHCOJIb OyIeT IIPOBOAUTHCS 110 MeTOlaM, YKa3aHHBIM
B 9TOM CITHCKE.

BxiiroueHue — ayTeHTHQUKAIlMM  BXOZJa  IIOJb30BaTeslell  Ha
KOHCOJIbHOM IIOPTY YCTPOMCTBA 4Jepes paHee
CKOHQUTYPUPOBAHHBIN CIIMCOK MeTo/l0B AAA (aaa authentication
login). Tlocsie BBIIIOJIHEHWS JAHHOM KOMaH/[bl ayTeHTUQUKaIUA
BXO0/]a yepe3 KOHCOJIb OyZeT IIPOBOAUTHCA 110 MeTOaM, YKasaHHBIM
B 9TOM CIIHCKE.

(OmrroHaIbHO) 3a/laHue ITePHUo/ia HEaKTHBHOCTH ITOAK/IIOUEHHOTO
Ha KOHCOJBbHOM IIOPTY IIOJIH30BATeEsIs, II0 HCTEUEHHU KOTOPOTO
ceccHs I0JIb30BaTeJIsd OYIeT IPUHYIUTETHLHO 3aBepIIeHa.

[IppMeHeHUe IIPOM3BeJeHHbIX HaCTPOeK.

ITpumep. Hacmpolika Telnet-ceccuu.

line telnet login authentication TAC245
line telnet enable authentication PRIO
line telnet session-timeout 40
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®YHKIINU YIIPABJIEHHWA

YcTaHOBKA CHCTEMHOI'O BpEeMECHHA

CucTeMHOe BpeMs MO>KHO YCTaHOBHUTH JIByMs CIIOCOGaMU:

* BPYYHYIO;

* C IIOMOIIIBIO IIPOTOKOJIa NTP.

[Ipy HacTpoliKe BPYYHYIO B YCTPOMCTBE yCTaHABJIUBAeTCI BpeMsa U [aTa, HO OTCYTCTBYeT
BO3MO’KHOCTH IIPOBEpPUTH TOYHOCTH BpeMeHHU. [IpoTokos NTP orpefnesserca clienupukaliyeid
RFC1305 u mipeffocTaBiasgeT YCTPOUCTBAM B CeTH MeXaHU3M II0JyUYeHUsI TOUHOTO BpeMeHU 0T NTP-
cepBepa. Ilpum wmcrosb30BaHUM MIPOTOKOsIa NTP Bce yCTpoMcTBa CHHXPOHUSHUPYIOTCI U
IO Mep>KUBAaIOT TOYHOE BpeMs.

Tabauua 17. YemaHo8Ka CUCMEMHO20 8peMeEHU 8PYUHYIO.

Komanpga

clock set HH:MM:SS DAY
MONTH YEAR

clock read-calendar

clock update-calendar

HasHaueHue

VcTaHOBKAa BpeMeHHM M JaThl B IIPOrPaMMHBIX Yacax CHUCTEMBI, B
dopMaTe: 4aChI:MUHYTHI:CEKYH/IbI IeHb MeCSI] TOf,

CI/IHXPOHI/I33.I_[I/IH IIPOTPaMMHEBIX 4YaCOB CHCTEMBI MW aIlllapaTHBIX
YacoB.

VcTaHOBKa B allapaTHBIE 4Yachl YCTPOMCTBA BpeMEeHU M [JIaThbl
IIPOrpaMMHBIX YacCoB.

IIpumep. YcmaHoeKa cucmemHo20 8peMeHU 8PYUHYH.

0/ME5100:Router# clock set 12:21:15 21 march 2019

Tabauya 18. YemaHo8Ka cCucmemMHO20 8pemMeHU Nocpedcmaom npomokosa NTP.

KomaHma

confiqure

clock timezone gmt +/-12

ntp [ vrfvrf name ]

broadcast-client

20

HasnaueHue
[Tepexof B pe>KUM IV106aJIbHOM KOHQUTYpaIIUH.
YcTaHOBKa 4acoBOM 30HBI

Cospmanue B KoHQurypamuu NTP-cepBepa U IIepexofi B PeEXUM
HacTpPOMKH ero IapaMeTpoB (config-ntp-vrf). IIpu samycke NTP-
cepBepa B KakoMm-1u60 VRF (6o B 1mI06asbHOM TabJivile
MapIIpyTHU3alliKh) YCTPOMCTBO HauWHaeT paborarb ¢ NTP-
cepBepaMH Ha TeX CBOMX HHTep¢ercax, KOTOpble BKJIIYEHHI B
yKasaHHBINA VRE.

PagpelieHre  mOJy4YeHUs  IIMPOKOBeIllaTeJbHBIX  IIAKETOB.
CraHoapTHO paBHOIpaBHBIe NTP-cepBepbl  OTIIPABJAKT U
IIPUHUMAIOT OJHOaJpecHbIe ITakKeThl. B ciaydae, eci HECKOJIBKO
NTP-cepBepOB pacIoJIoKeHbI B 00111el1 CeTH, BMECTO OHOApeCHBIX
IIaKeTOB MOTYT UCII0/Ib30BaTHCS MHOTOa/ipecHEbIe.



KomaHnpa

source-address { IP_intf-addr
| IPv6_intf-addr}

peer { IP_intf-addr |
IPv6_intf-addr }

authenticate

authentication-key key-
number

md5 [encrypted] password

trusted-key key-number
exit

server { IP_intf-addr |
IPv6_intf-addr }

maxpoll value

minpoll value

version { NTPv1 | NTPv2 |
NTPv3 | NTPv4 }

prefer

Ha3umaueHue

3amanue IP (IPv6) azpeca, KOTOpPBIM OyneT MCIIOJIB30BaTbCI B
KayectBe IP-ampeca otmpasutresnd. CilefyeT yKasblBaTb ajpec,
IIPUHAaJJIeKallui HHTepdercy MapIllpyTH3aTopa B
cooTBeTCcTBYyIOIIEM VRE.

3anmanue IP (IPv6) agpeca yganeHHoro NTP-cepBepa. NTP-cepBep Ha
MapIIpyTHU3aTope paboTaeT B pesKUMe [BYCTOPOHHEN aKTUBHOCTU
¢ ypaseHHBIM NTP-cepBepoMm, yKasaHHBIM B KoMaHpe. B ciyuae
IIOTEPH CBA3W OJHOIO0 M3 IMapTHEPOB C BeImIecToAmuM NTP-
CepBepoM, OH CMOXKeT CHHXPOHH3HPOBAaThL BpeMs II0 CepBepy-
IapTHepY.

(OnmonanbHO) OrpaHnuyeHue goctyna K NTP-ciay»xbe ¢ TOMOIIbIO
ayTeHTU(QUKaAIIUHU.

[Tepexon B pesKUM KOHQUIYPUPOBaHUA KJKOUYA ayTeHTUQUKAIIUU
(config-authentication-key).

BaﬂaHI/Ie I1apoJid B OTKPBEITOM HUJIA H_II/I(l)pOBaHHOM BH]IE.

VkasaHMe  KJII04Ya, II0 KOTOPOMY  CJlIefyeT  IIPOBOAMTH
ayTeHTUQUKAIIUIO.

BosBpart B pexuM KoHburypariuu NTP-cepBepa.

3amauue [P (IPv6) ampeca NTP-cepBepa W mepexof; B KOMaHIHBIN
pexxuM config-ntp-vri-server-ipv4. Mapiupytusatop paboraeTr C
YKa3aHHbIM NTP-cepBepoM B pesxuMe OJHOCTOPOHHEN
aKTHUBHOCTH. B JaHHOM  peXXuMme  JIOKAJbHBIE  YacChl
MapIIpyTHU3aTopa MOTYT CHHXPOHU3UPOBATHCA C yaaseHHBIM NTP
cepBepoM.

3afaHure MaKCHMaJIbHOIO0 3HAaUeHUs HMHTepBajla BpeMeHU MeXXIy
OTHpaBKOM coobimeHu NTP-cepBepy. IlapamMeTp KOMaH/IbI
UCII0JIb3yeTCsd KaK IT0Ka3aTesb CTeIleHU IBOMKHU IIPU BHIUUCIEHUU
[UINTEeJIBHOCTH  HUHTepBajsia B  CekyHmaXx. CaM  wHTepBasl
BBIUMC/IAETCA IIyTeM BO3BeJeHUsd OBOMKU B CTeIleHb, 3aJaHHYIO
mapaMeTpoM KoOMaH/[bI. [IppyHuMaeT 3sHaueHud 4..17.

3aslaHre MUHHUMAaJILHOTO 3HaUYeHW UHTepBaJsia orpoca. Ilapamerp
KOMAaH[Ibl MCIIOJL3YeTCs KaK II0Ka3aTesb CTelleHU IBOMKU IIPU
BBIUMC/IEHUY [UIMTEJILHOCTH WHTepBasia B CeKyHpaX. CaMm
UHTepBaJl BBIUUCILETCA IIyTEM BO3BeIeHHUs [BOMKH B CTeEIleHb,
3aJJaHHYI0 TapaMeTpoM KoMaH/bL. [IpyHuMaeT sHaueHud 4..17.

VkasaHue Bepcuu NTP-cepBepa.

Bribop Tekyinero NTP-cepBepa KakK IIpeAIIOYTHUTeJbHOro. IIpu
IIPOYMX pPaBHBIX YCI0BUAX NaHHBINA NTP-cepBep 6yzeT BrIOpaH 11
CUHXPOHU3AILUU Cpeau Bcex pabouux NTP-cepBepos.

21



Komanpga HasHaueHue

key key-number YkasaHue

commit [IprMeHeHMe IIPOU3BEIEHHBIX HACTPOEK.

ITpumep. YcmaHoeKa 4acoeoll 30Hbl U Hacmpolika NTP-cepeepoas.

clock timezone gmt 7

ntp
server 10.115.0.5
key 4
exit
authentication-key 4
md5 encrypted 99B1063CE15E
exit
authenticate
trusted-key 4
exit
ntp vrf mng
server 192.168.16.113
exit
server 192.168.16.119
prefer
minpoll 4
exit
exit

CO3aHHOTIO
ayTeHTHGUKaTUU Ha NTP-cepBepe.

HCII0JIB3YEMOTO

Z[I/IaI'HOCTI/I‘IeCKI/Ie KOMaH/JAbI CHCTEMHOI'O BpEMEHHA

show clock detail

KOMaH/Ia BBIBOJIUAT I/IH(l)OpMaI_II/IIO 0 naTe, BpeMEHHU 1 YaCcoBOH 30HE.

ITpumep: show clock detail

0/ME5100:Router# show clock detail

Fri Mar 22 11:40:20 2019
Timezone: GMT7

show ntp status

KoMaHzia BEIBOAUT MHPOpMaILum o ctaTtyce NTP-cepBepa

IIpumep: show ntp status

0/ME5100:Router# show ntp status
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Wed Oct 23 11:48:35 2024

Clock 1is synchronized (associd=0 status=0615 leap_none, sync_ntp, 1 event,
clock_sync)

System peer: 192.168.16.245:123
System peer mode: client

Leap indicator: 00

Stratum: 3

Log2 precision: -18

Root delay: 20.037 msec

Root dispersion: 66.590

Reference ID: 192.168.16.245
Reference time: eac2f7eb.f2340d0c Wed, Oct 23 2024 11:19:55.946
System jitter: 0.149463

Clock jitter: 0.182 msec

Clock wander: 0.021 msec

Broadcast delay: 0.000 msec
Symm. auth. delay: 0.000 msec
VRF: mng

show ntp associations
KoMaH/1a BBIBOAUT UHGOPMAITUIO O CHHXPOHU3AIIUH C BBIIIECTOSIIUMHU CeEpBepaMU

ITpumep: show ntp associations

0/ME5100:Router# show ntp associations
Fri Mar 22 14:33:22 2019

remote refid st t when poll reach delay
offset jitter auth vrf
*192.168.16.245 91.235.144.128 2 u 26 64 377 0.116
1.103 0.108 non mng
+192.168.16.119 91.206.16.3 2 u 58 64 377 0.172
3.017 0.091 non mng
+192.168.16.113 91.209.94.10 3 u 65 64 377 0.189
1.502 0.108 non mng
55.1.1.32 LINIT. 16 u 991 512 0 0.000
0.000 0.000 non default-ns

Pe3epBHOE KOMUPOBAaHHE KOHPUTYPaAITUA

Pe3epBHOe KOIIMpOBaHUE KOHQUTYpPAITUU CETEeBBIX YCTPOMCTB — OfHA M3 06g3aTeIbHBIX Mep II0
COKpAIleHUI0 BpPeMeHH IIPOCTOSI CeTH. Pe3epBHbIe KOIMMHU KOHQUIYPAITUH IIOMOTYT OBICTPO
BOCCTAHOBUTB CETh KaK B cjydyae GU3UYECKOr0 BBIXO/[A YCTPOMCTB M3 CTPOS, TaK U IPU COOSX,
BBI3BAHHBIX OITHUOKaMU aIMUHUCTPATOPOB CETH.
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Tabauua 19. Hacmpotika pe3ep8upo8aHus KOoHguaypauuu.

Komanpga

configure

backup to URL

daily HH:MM:SS

interval value

memory-limit value

post-commit

pre-commit

password [encrypted]

password

vrf vrf_name

source-address { IP_intf-addr

IPv6_intf-addr}

commit

HasnaueHue
[Iepexof B pesXyuM 171062/ IbHOM KOHQUTYPAIIH.

Co3pmaHue 3jIeMeHTa pe3epBUPOBAHUSA KOHQUIYPALTUU U I1epexo/i B
pe’XKuM  HACTpOMKHM  3Toro  asieMeHTa  (config-backup-to).
HpeHTHOUKATOPOM 3j1eMeHTa siBJisieTcss URL, yKasaHHBIN B TaHHOM
KoMaHpe. Ilocsie cos3gaHUs 3jIeMeHTa pPe3epBHPOBAHUSA IIOJIHAs
KOHQUIypaus yCTpoMCcTBa OyAeT BBITPYKaThbCA II0 YKa3aHHOMY
URL nieproguyecKu JiM60 II0CJIe IIpUMeHeHUs1 KOHQUIypalluu — B
3aBHCHUMOCTHM OT HAaCTPOMKH 3jieMeHTa. /JlOIIyCTUMO CO3JaHue
HeCKOJIbKUX 3JIeMEeHTOB.

YcraHoBKa BpeMeHH (B 24-yacoBOM ¢opMaTe) e>KeJHeBHOU
BBITPY3KHU aiiyia KOHQUTYPaAITUU.

3aZjlaHye 3HaYeHHs UHTepBaJsa (B MUHYTaX, IPUHUMAaeT 3HaYeHUs
oT 1 pgo 43200), uepe3 KOTOpPBIH OyAeT IIPOU3BOJUTHCSI
IepuoguyecKas BhITpysKa ¢paiia KOHQUTypaliyu.

3ajaHue orpaHUYeHUs Ha OOIIUM 060beM, 3aHUMaeMbli 63KallaMu
(B MerabamTax, npuHUMaeT 3HaueHud 0T 0 10 300) 119 yCTpOMCTBA.

BxiiroueHre BBIIPY3KH ¢aisla KOHQUIYpaIllMH II0C/Ie Ka’kKAoro
BBIIIOJIHEHUS OIlepalily comimit.

BkilroyeHUe BBITPY3SKH ¢aiia KOHQUIYpalluK Ilepell KarKAbIM
BBIIIOJIHEHHMEM oIepanuu commit. KomaHZa IIpUMeHseTcd B
pe’XuMe HaCTPOMKHU 3jIeMeHTa pe3epBHPOBaHUS KOHQUIYpaluu
"backup to".

3aaHue apoJis I10JIh30BaTesIs], KOTOPHIN 6y/IeT UCII0/IH30BaH IIPU
omepanusix BBITPY3KH O¢aisla KOHQUIypalluM Ha yIaJleHHBIN
cepBep B OTKPBHITOM MJIH ITUGPOBAHHOM BHJIE.

HwMms sk3emiuzsipa VRFE, B KOTOpOM OyZeT OCYILeCTBJISATHCSA CBI3b C
ykasaHHbIM URL.

3amanue IP (IPv6) azmpeca, KOTOpbIM OyAeT WUCIIOJIb30BATHCSI B
KauecTBe [P-azipeca oTIipaBUTe ISl IIPU OIlepallysax BRIIPY3KU daiiia
KOHQUIYpallUU Ha yJajIeHHBIU cepBep. CiefyeT yKasblBaTh aJpec,
IIpUHA/IeXKallui uHTepdercy MapIlIpyTUsaTopa B
cooTBeTCcTBYyIOIIleM VRF.

[IppMeHeHMe IIPOM3BeJeHHbIX HACTPOEK.

ITpumep: HacmpoliKa excedHegH020 COXpaHeHUs Pailia KOHPuUypauuu Ha yoa/1leHHOM cepeepe.
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backup to tftp://192.168.16.119/ME5100/

daily 24:00:00
vrf mng
exit



ITpumep: HaCMpOUKa a8MOCOXpaHeHUs Paillna KOHPU2ypauuu Ha ycmpoticmee noc.ie Kaxcoozo
8bINO/NIHEHUS onepayuu commit.

backup to fs://backups
post-commit
memory-Llimit 250
exit

CoxpaHeHHBIe QaiIbl KOHQUIYpallUM Ha YCTPOMCTBE MOYKHO IIOCMOTPETh C IIOMOIIIBLIO
CyIeIytoIel KOMaH/Ibl:

show configuration backup
ITpumep: show configuration backup

0/ME5100:Router# show configuration backup
Wed Apr 3 17:01:06 2019

ID Date Stage

0 20190403_165328 post_commit
1 20190403 _133440 post_commit
2 20190403 133322 post_commit
3 20190403 121717 post_commit
4 20190403 121708 post_commit
5 20190403_121638 post_commit

B ciydyae c60d MM HEKOPPEKTHBIX [eMCTBHUU IlepCOHaJa II0 H3MEHEHHI0 KOHQUTYpaIluu
CYII[eCTBYET BO3MO>KHOCTB OBICTPOTO BO3BpaTa K IIpebIAyIel paboueii KOHGUTYpaAITUH.

ITpumep: omkam KoH@uypayuu K npedsvloyuieli gepcuul

0/ME5100:Router#commit backup 1_

VnajneHre KOHQUIypalyu 1 BO3BpaT K 3aBOJACKHUM
HaCTpOUKaM

[Ipy IIOJTHOM IIOTepe VIIpPaBJIEHUS YCTPOMCTBOM CYII[eCTBYeT BO3MO>KHOCTH BEpPHYTHCSI K
3aBOJICKMM HacTpPOMKaM. /lJIsI 3TOT0 HEOOXOTUMO:

Ha ME5100/MES5200

* OTK/IFOYHTH ITUTAHHE,

* BKJIIOUUTH IIUTAaHUE IIPU Ha)KaTOM KHOIIKe F (HaXoguTcd Ha IepefHeN IIaHesu). YiepXuBaTh
KHOIIKY B TAKOM ITI0JIO’KEHUH HEOOX0UMO 10 HauaJjla MUraHusg uHgukatopa "RUN";

* IIepe3arpysuThb YCTPOHCTBO M0 ITUTAHUIO.

Ha ME5000
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* OTK/IFOYHMTH ITUTAaHHE;

* BKJIIYWUTH IIMTaHHe IIPH HakKaToM KHoIIKe F Ha 1uiate FMC, xoTopas B JaHHBIA MOMEHT
SBJIIETCA MacTepoM. YIepKHBaTh KHOIIKY B TaKOM IIOJIOJKEHHMM HeOoOXOJMMO [0 Hauasa
MUraHusg uHIuKaTopa "STATUS";

* Iepe3arpysuThb YCTPOMCTBO 10 ITUTAHUIO.

ViupasiieHue noacucremou SYSLOG

Syslog (cucTeMHBIH J)KypHaJsI) — CTaHAAPT OTIIPaBKU U PETUCTPAIUU COOOIIIeHUN O IIPOUCXOIAIITUX
B CHCTeMe COOBITUAX (TO eCTh CO3JaHUS COOBITUMHBIX >KYPHAJIOB), HCIIOJIL3YVIOINUNUCA B CeTIX,
paboTaromux 1m0 IIPOTOKOoaYy IP. ®MIBTPOM 3aHOCHUMBIX B JKYpHal COOOIIEHUU SBJISIETCA
MUHUMaJIbHasl CTelleHb Ba)KHOCTHU (severity) coObITUN. Bce cucTeMHBIE COOBITHS, HMeIOIUe
BaKHOCThb PaBHYI0 WX 60Jiee BBICOKYIO, UeM 3aZjlaHHasd, II0fJjIe)KaT 3allMCU B JKypHasl COOBITUN
yCTpOIMCTBA.

CorracHo RFC3164, MMeroTcs CIeAyIolye CTaHfapTHRIEe 3HAUEHU CTelleHe Ba)KHOCTH:

Numerical Code Severity

0 Emergency: system is unusable

1 Alert: action must be taken immediately
2 Critical: critical conditions

3 Error: error conditions

4 Warning: warning conditions

5 Notice: normal but significant condition
6 Informational: informational messages
/ Debug: debug-level messages

Tabauya 20. Ouucmka cuCmemMHoO20 HCypHAAQ.

KomaHnpa HasHnaueHue
clear logging OYHCTHUTE JIOKAJIbHBIHA 5KypHaJ yCTPOMCTBA.
clear logging persistent O4uCcTUTH Qaiiibl, COXpaHEHHBIE HA TUCKe YCTPHUCTBA.

[file file _name]

Tabauya 21. Hacmpolika cucmemH0o20 HCypHANa.
KomaHnpga HasHaueHue
configure [Tepexof B pesKuM 171062/ IbHOM KOHQUTYPALIHAH.

logging buffered severity  3amaTh MUHMMAaJIBLHYIO CTeIleHb Ba>KHOCTHU (Sseverity) coOOIeHUY,

severity COXpaHsgeMbIX B JIOKaJbHOM JKypHasle YCTpPOMCTBA. 3aZaHHas
CTeIlleHb Ba)XHOCTH HCIIOJIb3yeTCd B KauecTBe QUIbTPa— BCe
CUCTeMHbIe COOBITHS, HMeEWIMe Ba)KHOCTh PaBHYH WU 0Oojee
BBICOKYI0, YeM 3aJlaHHasi, Io/JjIe)kKaT 3allUCU B JKypHaJ COOBITHUU
yCTPOIMCTBA.
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KomaHnpa

logging buffered size
file_size

logging buffered rotate
file_count

logging crash-info rotate
file_count

logging cli-commands
disable

logging netconf-ssh disable

logging console severity

logging monitor severity

logging control-plane
internal

limit file_size
exit

logging control-plane
problem-detection

limit file_size

exit

Ha3umaueHue

3amaTh MaKCUMaJIbHBIM pasMep ¢aiioB KypHaJia, UCII0JIb3yeMBIX
CHCTeMOM >KypHaJMpPOBaHWA YCTPOMCTBA B IIpPoIlecce POTAaIlUMU.
[Ipu pmocTkeHUH GQamaIoM 3aJaHHOIO pasMepa OH IIO[JIEXKUT
poTranuy, IIpyU 3TOM CTapbld ¢ain ygasnsercd. Pasmep ¢aiina 1o
yMmosrdaHuio 10000 KiB.

3ajaTb  KOJIMYECTBO  (QaijoB,  HCIIOJb3yeMBIX  CHCTEMOM
JKYpHa/IUpOBaHUsd YCTPOMCTBAa B IIpollecce poTaluu (anaoB
)KypHasa. KosnuyecTtBo ¢aiyioB >KypHasa MOXKeET IIPUHUMAaThb
3HaueHusd oT 1 1o 1000.

KoMmaHzy peKoMeH/yeTCs UCII0Ib30BaTh COBMECTHO
¢ logging buffered size. Ha cuctemax, HaXOAAIIIUXCA
B 3KCIUTyaTalliH, He CJefyeT 3a/laBaTh 3HAa4YeHUS

NOTE
6osmee  10; BMeCTO 3TOTO0  PeKOMEHAYEeTCs
HCII0JIb30BaHUe ylaJIeHHBIX CepBepoB
>KYpPHaJIUPOBAHUS.

3a/laTh MaKCHMasJIbHOe KOJIM4YecTBO ailioB, cofeprKaliux
aBTOMAaTHUUeCKUH OTYeT 0 KPUTHUECKUX CO0sX ycTpoicTBa. Ilpu
IIPEBBIIIIEHUH 3TOT0 KOJIMYEeCTBa IIPOM3BOAUTCS pOoTarius ¢paiios.
KostmuecTBO $paityioB MOKeT IIPUHUMATh 3HaueHUs oT 1 710 50.

OTKJIIOUHUTH y4eT BBe[[eHHBIX I10Ib30BaTeIIMHA KOMaH]| B CUCTeMe
JKYpHaJIMPOBaHUA COOBITHU. 10 yMOI9aHUIO pesKUM JIOTHPOBaHUS
KOMaH]J, BKJIFOYEH.

OTKJIIOUHUTD yUeT BBeIeHHBIX II0JIb30BATEJISIMU 110 cecCHU "netconf
over ssh"koMaH/T B cHCTeMe >KypHaJIMpPOBaHUsS COOBITUH. IIo
YMOJTYaHHUIO PEXKUM JIOTUPOBAHUS KOMAaH]I BKTIOUEH.

3ajaTh MUHUMaJIbHYIO CTeIleHb BaXKHOCTHU (Severity) COOOIeHUH,
BBIBO/IMMBIX Ha allllapaTHYI0 KOHCOJIb YCTPOMCTBA.

3aaTh MUHUMAaJBHYI0 CTelleHb Ba)KHOCTH (severity) cooOIeHuUH,
KOTOpBIe 6yAyT 0To6pakaThbCsd B CECCHSIX yIaJleHHOIO YIIPaBJIEeHUS
ycTporictBoM (Telnet/SSH).

BKIIOUUTH  JKypHaJHpPOBaHHe  BHYTPEHHUX  TPacCUPOBOK
OCHOBHOIO IIPOTOKOJIBHOTO IIpoIlecca M TIIepedTH B PeKUM
KOHQUTYPHUPOBaHUS.

3asaTe MaKCUMaJ/IbHEIN pasMep apXuBa.
BBINTH U3 pesKuMa KOHQUTYPUPOBAHUS.

BKJIIOUUTH >KypHAJIUpPOBaHUE TPaCCUPOBOK OIIMO0K OCHOBHOIO
IIPOTOKOJILHOTO IpoIiecca u IepenuTu B pexum
KOHQUTYPUPOBaHUI.

3a/aTh MaKCUMaJIbHBIY pa3Mep apXuBa.

BBIUTH 13 pe’KUMa KOHPUTYPUPOBAHUSL.
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KomaHnpa

logging control-plane
signal

limit file_size

exit

logging persistent

file file_name

severity severity

subsystem subsystem

exit

exit

logging host { IP_intf-addr

IPv6_intf-addr } [ vrf

vrf_name ]

description name

severity severity

tep port

udp port

commit

Ha3umaueHue

BKIIOUUTh  JKypHaJUPOBaHHe  CHUTHAJbHBIX  TPacCHPOBOK
OCHOBHOIO IIPOTOKOJIBHOTO IIpoIlecca M TIIepedTH B PeXUM
KOHQUTYPHUPOBAHUSL.

3aJjaTh MaKCUMaJIbHBIU pasMep apxuBa.
BBINTH 13 peskKMa KOHQUTYPUPOBaHUS.

BKJIIOUUTh PEXXUM >KYpHaJIUPOBaHUS Ha J[AUCKe YCTPOMCTBA U
IIepedTH B pe>KUM HaCTPOUKU ero mapamMeTpoB.

VkasaTb UMd O¢aiyla JKYpHaJIUpPOBAaHUSA U IIEpPeMTHU B pPeXKUM
HaCTPOMKH IIapaMeTpOB.

3alaTh MUHHUMAJIbHYI0 CTelleHb Ba)KHOCTH (Severity) COOOIeHHIH,
OTIIpPaBJIZeMBIX Ha YaJIeHHbIN cepBep *KypHaJIUpPOBaHUs.

YKasaTh II0[CUCTEeMY, COOOIeHUs KOTOPOU OyAyT 3aIllMChIBaTHCA B
dan.
BBRINTH U3 peskrMa HaCTPOMKHU IapaMeTpPOoB 3allucy ¢atiia.

BeiiiTu 13 pexxrMa logging persistent.

BxuirounTh oTIIpaBKy SYSLOG-CcOO0OI[eHMIT Ha CepBep YAaIeHHOIO
JKYPHaJIUPOBaHUA U IIEPEHUTH B PEKHUM HACTPOMKHU IIapaMeTpOB
sToro cepBepa (config-logging-host). B koHUTyparuu yCcTpoMcTBa
MO>KHO 3ajlaBaTh HEeCKOJILKO cepBepoB yI4aJIeHHOI0
JKypHaJIUPOBaHUSL.

3amaTh UM XOCTa.

3alaTh MUHUMAJILHYI0 CTelleHb Ba>KHOCTH (Severity) COOOIeHMIH,
OTIIpaBJIieMBbIX B Gail.

YCTaHOBUTH peXUM paboThl II0 IIpoToKoay TCP mId Tekyliero
yOaJIeHHOIO CepBepa JKYpHAJHPOBAaHUA M 3a4aTb HOMep
HCII0JIb3yeMOTO II0pTa.

VCTaHOBUTh PEXXUM paboThl II0 IPOTOKOAY udp i1 TeKyIlero
yIAJIEHHOTO CcepBepa JKYpHAJIHPOBAaHHSI M 33JjaTh HOMEP
HCII0JI3yEeMOTO IIOPTa.

HpI/IMEHeHI/Ie IIPOM3BEAEHHBIX HACTPOEK.

IIpumep: HacMpoliKa HCYpHAAUPOBAHUS HA YOANEHHOM cepgepe U 3anucu 8 gaii coobuieHuil
noocucmemsl if-mgr.
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logging console debug

logging host 192.168.17.18 vrf mgmt-intf
description "ME EMS 17-18"

exit

logging monitor notice

logging persistent
file int



subsystem if-mgr
exit
exit
exit
logging rotate 15
logging size 100

IIpoTokoJ ynpasieHus cetbro (SNMP)

SNMP (Simple Network Management Protocol — IIpoCTOM IIPOTOKOJI CETEBOTO YIIpaBJIEHUS) —
CTaHZAPTHBIN HWHTEPHET-IIPOTOKOJ [JI YIIpaBJIeHUsA yCTpoMcTBaMU B [P-ceTAX Ha OCHOBe
apxutekTyp UDP/TCP. I[IpOTOKOJI OOBIYHO MCIIOJIb3YEeTCd B CHUCTEMAaX CETEeBOIO YIIPaBJIeHUS MJIS
KOHTPOJIA IIOAK/II0OYEHHBIX K CETH YCTPOMCTB Ha IIpeAMeT YCIOBUM, KOTOpble TPeOyI0T BHUMaHUA
aJMHHHCTPaTOpa.

MapuipytusaTopsl cepurt ME nopiep>KuBaroT IIpoToKoJI Bepcuii SNMPv1, SNMPv2, SNMPv3.

Tabauya 22. Hacmpotika npomoxosaa SNMP.

Komanpga HasHaueHue

configure [Tepexof B pesXUM IVI00aJIbHOM KOHQUIYPaIIHHU.

snmp server syslLocation 3ajlaHue OIIUOHAJIbHBEIX mHapamMeTpoB SNMP-cepBepa. /[06aBUTH
descr uHGOpMAIIMI0O O MeCcTe YCTAaHOBKU YCTPOMCTBA WU JIHOOYIO

UHOOpMaLIIO A1 UeHTUGUKAIUU YCTPOMCTBA B CETH.

snmp server sysContact descr Jo6aBUTH MHGOPMAIIUI0 O KOHTAKTaX WM JII0O0YI0 MHPOpPMAIIHIO
111 aAMUHUCTPaTOpa CeTH.

snmp server trapMode OTopaByATh CTaHAAPTHBIE (10 YMOJIYaHWIO) WM pacilrupeHHble

{extended | standart} (pesosButTca if-index wuHTepdeiica B TeKCToBOoe uMA) SNMP-
yBeOMJIEHUS.

snmp server dscp value 3agmaHue sHaueHUs 1011 DSCP, ¢ KOTOPBIM O6YLyT reHEpUpPOBAaThCSI
IP-taxkeTEkl.

snmp server client-list CosmaHHe CIIMCKa XOCTOB, KOTOPBIM paspellleH JoCTyllr kK SNMP-

name cepBepy U Ilepexofi B peKUM ero HacTpoMKH (config-snmp-server-

client-list).

prefix {ipv4address YKkas3aHue ajpeca XocCTa.
|iv6address}
range {ipv4address range YKasaHHe [ualasoHa aZpecoB X0CTOB.

| iv6address range}
exit Bo3Bpat B pekKuM I7106aIbHOU KOHQUTYPaIIUH.

snmp server view name (OnImoHaIbHO) Co3maHue CIIUCKa 0TOOpa’kaeMbIX
UeHTUGUKATOPOB 00beKTOoB (OID) M Ilepexof; B PEXUM €ro
HacTporku. OTBeToM Ha SNMP-3ampoc KiueHTa OYAyT TOJILKO
paspelnieHHble aAMUHHCTPATOPOM OOBEKTHl, YTO II03BOJIIET
IIOBBICUTH 6€30I1aCHOCTH CETH.
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KomaHnpa

oid-tree {excluded |
excluded} oid oid

exit

snmp server [ vrf vrf_name]

community label name

community-name {encrypted
encrypted name | name}

address {ipv4address
|iv6address}

rights{ro | rw_}

version {any|v1|v2c}
view name
exit

host {ipv4 address
ipvdaddress | ipvé address
ipvdaddress| hostname}

community {encrypted
encrypted name | name}

port value

user name

authentication access {auth
| priv}

authentication algorithm
{sha1l | md5}
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Ha3umaueHue

[lepexos K OIHMCAHUI) pa3peleHHbBIX/3alpeIeHHbIX I OIpoca
06beKTOB. OID 3a71aeTCcsI B TOUEUHOM HOTAITHH.

Bo3BpaT B peKUM I7106aJIbHOM KOHQUTYPaAITHH.

[Tepexo B pe’XKUM HaCTpOMKHU nmapameTpoB SNMP-cepBepa (config-
snmp-server-vrf). IIpu sanycke SNMP-cepBepa B KakoM-60 VRF
(inbo B mI06AJILHOM TabJUIle MAapIIPyTU3AIMH) YCTPOMCTBO
HAayWHAaeT NPUHUMATH COeVHeHUd II0 IIpoToKoay SNMP Ha Tex
CBOMX MHTepdelicax, KOTOpble BKIKYeHbl B yKasaHHBIA VRF.

/lo6aBUTH KpaTKoe OIIMCaHHWe IPyNIIbl focTyIa. [lepexon B peskuMm
HaCTPOMKHU IapaMeTpoB IPYIIIBI JocTylla. MMs TPYIIIBI JOCTyIIa
(community) oTobpakaeTcd B KOHQUIypallud MaplIpyTH3aToOpa B
mudpoBaHHOM BHze. Eciu rpymm 6osiblile, 4yeM OfiHa, Jo0aBjIeHHe
KpaTKOIo OIIMCaHUA (community label)

aMHUHUCTPATOPY CeTH UAeHTUPUKAIIMIO COmmuUnity.

obJieryaeT

3aslaHue UMeHH T'PYIIIbI OCTYIIa B OTKPBITOM MU ITHGPOBAaHHOM
BUJIE.

VKa3aHHe ajipeca X0cTa JyIsI 06palleHus K community

3amaHue IpaB J0CTyIIa.

* 10— TOJIbKO YTEeHUE;

* rW—4TeHHe U 3aIIUCh.
VKkasaHue Mofiesiv 6e30I1aCHOCTH.
VKasaHUe CIIMCKa 0To6pa’kaeMbIX 00 beKTOB I 3TOr0 community
(OmnoHasbHO) Bo3BpaT B peskuM HacTporku SNMP-cepBepa.
VKasaHHe ajipeca X0CTa, Ha KOTOPBIM OyAyT OTIIpPaBigTbCA SNMP-
yBeJOMJIEHUS U IIepex0/ B peKUM UX HaCTPOUKHU.
3ajlaHre UMeHHU IPYIIIBI JOCTYyIa B OTKPHITOM WU MHUPPOBAHHOM
BUJIE.

(OnoHanbHO) YKasaHue nopTa Ajs prueMa SNMP-yBeomieHUM
Ha y/laJIeHHOM cepBepe (110 yMOJIYaHUI0-162).

[lepexof B pe’KUM KOHQUTYPAIIUU YUeTHOH 3aIlHCH I10JIb30BaTe IS
SNMPv3

BrI60p perkrMa 6e30I1aCHOCTH I10Ib30BaTeJIs.

* auth — TOJIBKO ayTeHTUUKALIUA;
* priv—ayTeHTUQUKAIIUA U IMUPPOBaHUEe JaHHBIX.

Bri60op asroputma mudpoBaHUsL.



Komanpga HasHaueHue

authentication key 3ajaHpue  KIOuYa ~ayTeHTHUQHKAI[Md B  OTKPBITOM  HJIH
{encrypted value | value} UG POBAHHOM BHJE.

authentication access {auth BriGop peskuma 6e30macHOCTH ITOJIb30BATEIS.
| priv}

* auth — TOJIBKO ayTeHTUUKAIIUA;
* priv—ayTeHTHUQUKALAI U MU PpOBaHUe JaHHBIX.

privacy algorithm{aes128 | BrI6Op asropuTMa MUGPOBAHUS [JIS Priv-pekrmMa 06e30I1aCHOCTH
des} I10JIb30BaTeJId.

privacy key {encrypted 3alaHue KIr04a ayTeHTUQUKAIUUY IS Priv-pekrMa 6e30I1acHOCTH
value | value} I10JIb30BaTeJIIB OTKPLITOM WJIH IITUGPOBAHHOM BH/IE.
rights {ro | rw_} 3ajlaHye mIpasB A0CTYyIIA I10JIb30BaTeNs.

® 10 — TOJIBKO UYTE€HHE,;
* r'W—4YTeHHE U 3alIHCh.

commit [TprMeHeHHe IIPOM3BeIeHHBIX HACTPOEK.
ITpumep: Hacmpoiika SNMPv2 cepsepa 6 GRT

snmp server vrf default
community label public
community-name encrypted 8CA10161B8960C
rights rw
exit
host 192.168.13.1
community encrypted 8CA10161B90C
exit
exit

ITpumep: Hacmpolika yuemHoll 3anucu noavzosame.1st SNMPv3

user tester
authentication access auth
authentication algorithm shal
authentication key encrypted CDE65039E5591FA3
rights rw
exit

ITpumep: CozdaHue cnucka omobpadicaemvlx udeHmugpuxkamopos o6exmos

snmp server view entPhysicalContainedIn
oid-tree included
oid 1.3.6.1.2.1.1
exit
oid-tree excluded
oid 1.3.6.1.2.1.1.9
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exit
exit

CBsa3xu ki1rouen (KEY-CHAIN)

Key chain - pyHKITMOHAJI, TTO3BOJITIONTHH CO3/IaTh OOIIYIO JJIs1 BCeX MMPOTOKOJI0B MapIIpyTU3aI[uu
6asy KIUYed ayTeHTUQHKAIUU. [T KajKIOro KJIF0Ya YKa3bIBAeTCS IIEPHUOI BPEMEHH €ro
HCII0JIb30BaHUS U MEeTO/] ayTeHTUPHUKAITHH.

AyTeHTHOUKAIUA ITOCPeCTBOM Key chain peasidoBaHa s poToKoyioB OSPFv2, OSPFv3, IS-IS.
Ecm 1 ayTeHTHUQUMKaAIMKA MCIIOJb3yeTcd Key chain, TO HupKellepeuuCeHHble Y3JIbl
KOHQUTYpaAITUU IIPOTOKOJI0B MapILIPyTU3alluy UTHOPUPYIOTCS:

* authentication-id
» authentication-key

» authentication-type
Bri6op xitroueit u3 key chain fj1g ayTeHTUGUKAITUU IIPOUCXOAUT CIELYIOITUM 00pa3oM:
IUISL BXOgsIrero rmakera OSPFv2/3

* UINEeTCd KU ¢ TAKUM >Ke uzeHTUGuKaTopoM (ID), kak U B 11osiyueHHOM Hello-makeTe;
IUId BXOAIIero maketra IS-1S

* I 001IeM Kpunrorpapuyeckod ayreHTuukanmu (SHA1,256,384,512) anasmoruuno OSPFv2/3;

» 11 HMAC-MD5 u Simple-password nmepebuparoTcs KIOUHM, XpaHAIIuecss B COOTBETCTBYHOIIEM
key chain, 70 Tex mop moOKa, He HaWJeH TaKOM >Ke KJ/IKY KakK B mnosydeHHoM Hello-
nakete.CBsI3aHO 3TO C TeM, YTO B IIaKeTe He cofep>KUTcd ID KiIro4da, ¢ IIOMOIIBI0 KOTOPOTO ObLI
BbIUHCIIeH digest;

IJIsL UCXOIAIIUX ITaKeTOB IIPOTOK0JI0B OSPFv2, OSPFV3, IS-IS

* BBIOMpAaeTCsS KJII0U ¢ MaKCHMaJIbHBIM BpeMeHeM >KHU3HU. Ec/Th mMeeTcsT HECKOJIBKO K/II0UeH ¢
OIMHAKOBEHIM lifetime, To mpruMeHseTCsA K04 ¢ Haub60oabIIuMm ID.

Hacrpoiika key chain

Tabauua 23. [locaedosameibHOCMb Hacmpoluiku key chain

KomaHnpa HasnaueHue

configure [Tepexof B pe>XUM IVI06aIbHOM KOHQUIYpaIlHHU.

key-chain name ITepexof B pe>KUM KOHQUIYPHUPOBaHUA key-chain.

key key-id 3azjlanre UAeHTUPUKAITMOHHOT0 HOMepa KJIroua U Imepexos,

B PEKUM ero HaCTPOUKH.

authentication-key [encrypted] key 3amaHue Kiroua B OTKPBHITOM WJIN IIUPPOBAHHOM BHU/JIE.
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KomaHnpa

authentication-type {hmac-md5 |
hmacshal | hmacsha256 | hmacsha384
| hmacsha512 | simple-password}

accept-lifetime

start-time value

duration value

end-date-time value

exit

send-lifetime

start-time value

duration value

end-date-time value

exit
exit
exit

commit

ITpumep: koHPuzypayus key-chain.

key-chain primero

key 10

accept-lifetime

Ha3umaueHue

BeI160p ajsropuTMa ayTeHTUQUKAITAH.

[Iepexofi B pe’KUM HaCTPOUKH IIEPHUO/Ia BpeEMeHHU
HCII0JIb30BaHUsI KJII0Ya /I IIpreMa BXOSIINX TaKeTOB.

O6s3aTesbHBIN ITIapaMeTp! 3aflaHre BpeMeH! Hadasla
JencTBUA Kiaroda B popMare YYYY.MM.DD-hh:mm:ss.

3aylaHye BpeMeHH JeMCTBUS KJIoUa B CeKyHax. Ecu
IapaMeTp He 3a/IaH, TO KU IeHCTByeT 6eCKOHEYHO.

3ajaHre OKOHUYaHUA BpeMeHH [IefiCTBUA KJIr04a popMmare
YYYY.MM.DD-hh:mm:ss. Eciix TapamMeTp He 3a/iaH, TO K04
JIEUCTBYET 0€CKOHEUHO.

Bo3BpaT B pe)KUM KOHPUTYpaIIU KII0Ya.

[Tepexo/ B pesKUM HaCTPOUKH II€PHO/ja BpeEMEeHH
HCII0/Ib30BaHUA KJIH0Ya JIs1 OTIIPaBKH UCXOAIINX IIaKETOB.

O6s13aTeIbHBIN TapaMeTp! 3aJjlaHye BpeMeHU Hauaja
IericTBUsA Kiaroda B popmare YYYY.MM.DD-hh:mm:ss.

3azaHre BpeMeHHU TeUCTBUA KJIIUa B CeKyHaax. Eciu
IapaMeTp He 3a/iaH, TO KJII0Y JIeMiCTBYeT 6eCKOHeuHO. [Ipu
3aJlaHUY OKOHYaHUS BpeMeHH JIeMCTBUA K/IYa [rapaMeTp
"duration" UTHOpHUpyeTC.

3aJaHre OKOHUYaHUA BpeMeHH [IefiCTBUA KJIt0ua popMmare
YYYY.MM.DD-hh:mm:ss. Eciix TapamMeTp He 3a/iaH, TO K104
JIeUCTBYET 0€CKOHEUHO.

Bo3BpaT B peXuM KOHQUIYpaIlUy KI04a.
Bo3Bpart B pe’kuM KoHQuUrypanuu key-chain.
Bo3Bpar B peXuM IJI00aJIbHOM KOHQUIYPaLIUH.

HpI/IMEHeHI/Ie IIPOM3BENEHHBIX HACTPOEK.

end-date-time 2022.09.01-00:00:00
start-time 2022.08.01-00:00:00

exit

authentication-key encrypted 8CB1117FBF
authentication-type simple-password

send-lifetime

end-date-time 2022.09.01-00:00:00
start-time 2022.08.01-00:00:00

exit
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exit
key 20
accept-lifetime
start-time 2022.08.02-12:12:45
exit
authentication-key encrypted 8CA60A60B1
authentication-type hmacshal
send-lifetime
start-time 2022.08.02-12:12:45
exit
exit
key 30
accept-lifetime
duration 30000
start-time 2022.08.02-20:00:00
exit
authentication-key encrypted 9EB5116FB9
authentication-type hmac-md5
send-lifetime
duration 30000
start-time 2022.08.02-20:00:00
exit
exit
exit

KomaHabI THarHOCTUKHU

Hipxe mepeuncieHbl show-KoMaH/bI, IIOCPEACTBOM KOTOPBIX MOJKHO ITOJIYYUTH MHYOPMAIIUIO O
BaJIMHOCTH KJIFOUeH B TEKYIIIHI MOMEHT BpeMeHH.

show key-chain
KomaHia BEIBOJUT CTaTUCTUKY I10 BceM key-chain’aMm cucTeMsbl
ITpumep: show key-chain

0/ME5100# show key-chain
Thu Aug 4 15:52:31 2022
Key-chain name : dos

Number of keys 12
Active send key-id : none
Active accept key-id : 1, 2

Key-chain name : primero

Number of keys 12

Active send key-id : 10, 20
Active accept key-id : 10, 20
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Key-chain name : tres

Number of keys 12
Active send key-id : 30, 40
Active accept key-id : 30, 40

Key-chain name : uno

Number of keys 21
Active send key-id : 10
Active accept key-id : 10

show key-chain detailed
KOMaH,U;a BBIBOJUT OE€TATMSUPOBAHHYIO CTAaTHUCTHUKY BCEM key—chain’aM CHCTEMBI

ITpuwmep: show key-chain detailed

0/ME5100# show key-chain primero detailed - ctatuctuka mo BbbpaHHomy key-chain
Thu Aug 4 15:57:47 2022
Key-chain name : primero

Number of keys 12
Active send key-id : 10, 20
Active accept key-id : 10, 20

Key ID : 10
Key password : 8CB1117FBF
Send  key validity : 2022.08.01-00:00:00 to 2022.09.01-00:00:00
Accept key validity : 2022.08.01-00:00:00 to 2022.09.01-00:00:00

Key ID 1 20
Key password : 8CA60A6GOB1
Send key validity : 2022.08.02-12:12:45 to infinite
Accept key validity : 2022.08.02-12:12:45 to infinite



OBHOBJ/IEHHUE ITPOI'PAMMHOI'O
OBECIIEYEHMUSA

JIlaHHBIM pasfiesl COZEpP)KUT MHCTPYKIIMM II0 OOHOBJIEHHIO IIPOTPaMMHOIO 0b6eclieueHUus
mapupyrusaTopoB JITEKC cepuu ME.

IloarorToBka

/11 TIpoBeZileHWsI OOHOBJIEHMSI IIPOTPAMMHOIO obeclledeHHsI HeOOXOJUMBI CJIefyIollue
IIPOrPaMMBI:

* I[Iporpamma TepmuHasnoB (TeraTerm, PuTTY, SecureCRT u aHasi0TH);

 IIporpammMa TFTP-cepBepa, ycTaHOBJIEHHAas Ha paboyell CTaHITUU WIH YAaJeHHOM CepBepe.
[Ipu o6HOBIeHMH I10 HelroCpeICTBEHHO C paboyel CTaHIIUU TPeOyeTCs:

ITogKIIOUUTHCA KOHCOJILHBIM KabesieM K ITopTy Console MapIipyTHUsaTopa;
CoepuHuTs Ethernet-mopt pa6oyeir craHiuu ¢ uHTeppeiicoM OOB MapILIpyTH3aTOPa;

BHHYCTI/ITB TePMHUHAJIBHYIO IIPOIPaMMY;

= WMo

Hactpouts ciepnyrolnue ItapaMeTpbl COM-mmopTa pabouyeil CTaHIMU: CKOPOCTH Ilepefaydu
115200 60p, popMaT JaHHBIX 8 6UT, 6e3 mapuTeTa, 1 6GUT CTOIIOBLIM, 6€3 yIIpaBIeHUs II0TOKOM
(115200-8N1);

5. 3anyctuth Ha pabouell craHnuu InporpamMmy TFTP-cepBepa, B IIalIKy-KOpeHb CepBepa
CKOIIMpPOBaTh Qparit o6pasa I10 mapiipyTusaTopa, uMs Buza firmware_2.10.71.xxxR.me5100;

6. BK/IIOUMTH MapIIpyTHU3aTOp, IIPU IIOMOIIY TeEPMUHAJIbLHON IIPOrpaMMBbI JOXKAATHCS 3arpy3KU
U IIpumIamieHus 'login:';

7. ABTOpHU30BaThCSI Ha MapIIpyTH3aTope, WCIOJL3ysd CTaHAAPTHbIe YYETHBIEe [aHHBIE
admin/password;

8. HacTpouTs Ha paboueii craHiiuu IP-afpec, HaripuMep, 192.168.0.1/24;

9. Hactpouts Ha OOB-mmoptry MapupyTusaTopa IP-agpec M3 TOH ’Ke IIOACETH - HAIpHUMep,
192.168.0.10/24:

IIpumep

0/ME5100:EO0S# config
0/ME5100:E0S(config)# interface mgmt @/fmc@/1
0/ME5100:EO0S(config-mgmt)# ipv4 address 192.168.0.10/23
0/ME5100:EO0S(config-mgmt)# commit
Commit successfully completed in 3.246298 sec
0/ME5100:E0S(config-mgmt)# end
0/ME5100:EOS# show running-config interface mgmt @/fmc@/1
interface mgmt 0/fmc@/1

vrf mgmt-intf

ipv4 address 192.168.0.10/23
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exit
0/ME5100:EQSH

IIpy OOCHOBJIEHHMH YyyKe HACTPOEHHOIO MapIIpyTHU3aTopa AaHHbIe IIIard MOXKHO OIIyCTHTB,
OCHOBHBIM TpeGOBaHHEM SBJIAETCA HaJU4YHe CeTeBOM CBSISHOCTH MEXKAy MaplIpyTH3aTOPOM U
TFTP-cepBepoM.

Hepe,z; BEBEIIIOJTHEHH EM ﬂaﬂbHefILHHX IITaroB HY>KHO BBIIIOJIHUTHE KOMaHIY show firmware, CTaTyChlL
06pa30B JOJI>KHBI OBITH aHAJIOTUYHBI ciIeayroumiemMy BEIBOAY:

IIpumep

0/ME5100:EQS# show firmware

Unit Image Running Boot Version Date

@/ME5100 0 Yes * 2.11.0.35R 26-Sep-2022
04:22:16

@/ME5100 1 No 2.11.0.17 08-Aug-2022
04:50:02

0/ME5100:EOS#

3arpyska ¢aiiysia c 06pasoM mporpaMMHOI0
o0ecrneueHUs

Heob6xogumo 3arpysuTh ¢aiyi obpasa IIporpaMMHOro obecriedeHUsI C YyAAJIEHHOTO CepBepa B
aJIbTePHATUBHBIN pas3/ies IPOrpaMMHOTO0 06eclieueHUsI MapIIpyTHU3aTopa KOMaH/[0H copy.

,Z[JIH 3arpysKu IIOAAEP>KHUBAIOTCA pa3/IMYHBIE ITPOTOKOJIBI IT€epeaadyu (nx I1epedeHb [OCTYIIEH B
KOHTEKCTHOM II0ACKa3Ke KOMaH/IbI COPY).

ITpumep daa 3azpysku no TFTP

0/ME5100:EOS# copy tftp://192.168.0.1/firmware_3.0.0.177R.me5100 fs://firmware vrf
mgmt-intf

Downloading image file:
RN RN RN RN RN RN R NN NN

Verifying firmware image compatibility: ! OK

Firmware image MD5 checksum: 2703f324f7ed6dbcf@f1385b37776e44

Preparing partition: !! OK

Extracting firmware image:

RN RN RN RN RN RN R RN RN RN RN NN NN
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Writing firmware image: !! OK
Firmware has been copied and installed successfully
0/ME5100:EOSH

[Ipu BBIIOJHEHHUU OIlepalliy KOIHUPOBaHUS BCe OCTaJIbHBIe CeaHCHl PabGOThI C
YCTPOMCTBOM OJIOKHPYIOTCS X BO3MO>KHOCTH OTKPBITHSI HOBBIX ITOJKJIIOUEHUMN K
YCTPOMCTBY CTAHOBUTCS BpEMEHHO HeJJOCTYITHOH (C BBEIBOJIOM c00611ieHUs "Netconf
server doesn’t respond”). 3TO IBJIAeTCS HOPMaJIbHBIM II0Be/IeHUEeM.

NOTE

Jlasee ciiefiyeT IIPOBEPUTH, UTO 3arpy>KeHHBIN 06pa3 IIoMellleH B aJIbTepHAaTUBHBIN pasiest:

0/ME5100:EQS# show firmware

Unit Image Running Boot Version Date

@/ME5100 0 Yes * 2.11.0.35R 26-Sep-2022
04:22:16

@/ME5100 1 No 3.0.0.177R 23-Nov-2022
00:04:21

0/ME5100:EOS#

BIOOp aIbTEPHATUBHOIO pa3jesia B KauecTBe
3arpy3o4HOro 4 nmepesarpyska

[Ipu momoiu KoMaHAbl firmware select alternate ycTaHOBUTH asbTepHAaTUBHBINM pasfesal B
KayecTBe 3arpPy304YHOro U yoeqUThCS B pe3ybTaTe KOMaHZ0M show firmware:

IIpumep

0/ME5100:EQOS# firmware select alternate
0/ME5100:EQS# show firmware

Unit Image Running Boot Version Date

0/ME5100 0 Yes FALLBACK 2.11.0.35R 26-Sep-2022
04:22:16

0/ME5100 1 No NEXT BOOT* 3.0.0.177R 23-Nov-2022
00:04:21

0/ME5100:EOS#

[lepesarpysuTb MapLIpyTU3aTOpP KOMaHZOM reload system, IIOATBepAUB AeHCTBUE Ha)KaTHeEM
KJIABUIIIY Y:

38



0/ME5100:EOS# reload system
Do you really want to reload system? (y/n): [n] y

3amycK MapHoIpyTH3aTOPbhI U MOATBEP K/ IeHIEe HOBOM
BEpPCHUU

Ilocme ycmemrHoro 3samycka MaplopyTusaTopa Ha HOBOM Bepcuu IIO ciemyer cHOBa
aBTOPU30BaTHC HA HEM C HeOOXOAUMBIMHM YUYEeTHBIMHU JaHHBIMU U IIOJYUYUTH TaKUM 06pasoM
IOCTYII K KOMaH/{HOM CTPOKe YCTPOMCTBA.

[Ipn aBTOpPH3alMK Oy[eT BBIBEJEHO IIpeAylIpeXkparolee CooOIeHue, YTO TeKyiad Bepcus I10
HaxXOQUTCI B peskuMe ogHOKpaTHOro 3amycka ('CONFIRMING') 1 1y UCII0JIb30BaHUS 3TOM BepCUU
111 TIOCJIEAYIOIUX 3aIlyCKOB YCTPOMCTBA HEOOXOUMO BBIIIOJHUTE KOMaHAy firmware confirm.

IIpumep

hkkhkhhkhhhhhhkhhrkhhrhhhhhhhhhkkhkhrkhhrkhkhkkhkhrkhkhrkkix

kA System successfully started FkAFK
kkkkhkkkhkkhkkkhkkhkhkkhkkhkhkkhkkhkkhkhkkhkkhkhkkhkkhkhkkhkkkkkkkk

version 3.0.0.177R
EOS login: admin
Password:

kkkkkkhkhkkhkhhhkhkkhkhhkhkhhkhkhhhkhkkhkhhkhkhhkhkhkkhkhkkhkikkki*x

W Welcome to ME5100 R

kkkhkhkkhkhkkhhhhhkhkhhhkhhhkhhhhhkhkhhkhkhhkhkhhkhhkkhkkkk*x

Warning:
Firmware upgrade is in progress (consult 'show firmware' for details).
To finalize upgrade type 'firmware confirm'. Otherwise previous version
will be used next time.

0/ME5100: EOS#

I[Ipy 1OoMOIIMM KOMaHABLI show firmware IIPOBEPUTH COCTOSIHHME BEpPCHUM Ha AaKTUBHOM H
aJIbTepHAaTUBHOM paspesiax I10:

0/ME5100:EQS# show firmware

Unit Image Running Boot Version Date

0/ME5100 0 No FALLBACK* 2.11.0.35R 26-Sep-2022
04:22:16

0/ME5100 1 Yes CONFIRMING  3.0.0.177R 23-Nov-2022
00:04:21
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0/ME5100:EOS#

HoBas Bepcus [0/DKHaA HaXoAUThCS B ctaTyce Running/CONFIRMING (B nmpefbIgyiiux Bepcusx 110
cTraTyc o603Havasicad Kak Running/TESTING). B mapiipyTrusaTope IpeyCMOTpeHa CCTeMa OTKaTa
BepCHUH — IIPH Ilepe3arpys3ke yCTPOMCTBA U3 TEKYIer0 COCTOSTHUSA OHO 3arpy3UTCS C IIPeABIAYIIEro
obpasa, Haxomguierocs B craTryce FALLBACK. B ciydae, ecju TeKyljasd Bepcus paboTaer
YA0BJIETBOPUTE/IBLHO, CIeLyeT IIOATBEPAUTL ee MCII0Jb30BaHWe KoMaHAoM firmware confirm u
IPOBEPUTH Pe3yIbTaT KOMaHIou show firmware.

IIpumep

0/ME5100:EQOS# firmware confirm
0/ME5100:EQ0S# show firmware

Unit Image Running Boot Version Date

0/ME5100 0 No 2.11.0.35R 26-Sep-2022
04:22:16

0/ME5100 1 Yes * 3.0.0.177R 23-Nov-2022
00:04:21

0/ME5100:EOS#

[Ipy He06XOAMMOCTH BO3BpaTa K IIpPeAbIAyIeld BepCHUU CIefyeT Ilepe3arpy3suTb MaplIpyTU3aTop
I0 BepImoHeHHs firmware confirm. O6paTUTe BHHUMAaHHe, YTO OOpaTHOe IepeKJYeHHe Ha
IIpeAbIAYINYI0 BEPCUIO B ClIyyae He0O6X0AMMOCTH MOKHO OCYIIleCTBUTh KOMaHoU firmware select
alternate aHaJIOTMYHO OIIMCAHHOMY B HauaJjle MHCTPYKIIMU METOAY, OOHAKO B 9TOM CJIy4ae MOKeT
OBITH yTepsgHa 4YaCThb KOHQUIypaIlMu YCTPOMCTBA HM3-3a Ilepexofila Ha 0ojiee CTapyr BepCHUIO.
CoxXpaHHOCTb KOHQUIypallMX TIIPU TaKOM IIepeKJYeHUHd Bepcud "BHU3"  CiefyeT
IIPOKOHTPOJIUPOBATh OT[eJbHO, BBITPY3UB IIpeJBapUTEeJIbHO TeKCTOBYX0 KOHOQUIYypallUI0 Ha
BHEIITHUY cepBep KOMaH0H Ccopy.

OOHOBJIeHHe 3arpy3uuKkoB X-Loader, U-Boot u
MHUKpoKkonxa FPGA

O6HOBJIEHHE 3aTPY3YUKOB IIPOU3BOIUTCS U3 KOMAaH/THOTO pesKUMa C UCII0/Ib30BaHUeM IIPOTOKOJIa
nepenadu Gpamios, K mpumepy tftp.

Heob6xomumo obecrieduuThb Oecriepe60iiHOe IMHUTaHMe YCTPOMCTBA BO BpeMsd
IMPORTANT 0OHOBJIEHUSI 3arpy3uMKoB. OTKJIIOUEHHE YCTPOMCTBAa BO BpeMs 3allMCH
3arpy34yrKoOB MOJKeT IIPUBECTH K ero II0JITHOM HepaboTOCIIOCOOHOCTH.

Jl1s1 06HOBJIEHHs HadaJbHOro 3arpysuuka X-Loader Heo6xomumo Ha tftp-cepBepe pasmecTUTh

¢arin  <VERSION>-me5100-xload.sec.img, T1I0CJIe Yero CKOOUPOBaTH €ro Ha YCTPOMCTBO C
UCII0JIb30BaHUEM KOMaH[EbI Copy.
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IIpumep

0/ME5100:EO0S# copy tftp://192.168.0.1/3.0.0.177R-me5100-x1oad.sec.img fs://x-loader
vrf mgmt-intf

!
X-loader has been copied and updated successfully
0/ME5100:EOSH

Heo06xX0 M0 KOHTPOJIMPOBAThL COOOILEHUsS YCTPOMCTBA IIpU OOHOBJIEHUU
3arpy3uuka X-loader. Ecoiu BMecTo coobieHus "X-loader has been copied
and updated successfully" ycTpoicTBO oTBeuaeT OoIIMOKON Bupa "Error:
failed to check image header", TO a1 O0GHOBJIEHUS CJIeLyeT
BOCIIOJIL30BaTbCd  00pasoM 3arpysumka 6e3 wMopudukaTopa .sec.
(marpuMmep, 2.10.1.5R-me5100-xload.img), aHaJIOTUYHO ITPOKOHTPOJIMPOBAB
HaJpuue CooOIeHus 00 YCIIeIlHOM OOHOBJIeHHWU. B ciaydae, eciu
OOHOBJIEHHE 3arpysurdKa Bce-TaKd He IIPOUCXOJUT, He0O6X0aUMO
OCTaHOBUTH IIPOIECC OOHOBJIEHUS U 00pPaTUTHCSA B CIY>KOY TeXHUUYECKOU
TIO/IIeP>KKHU IIPOU3BOAUTEIIS

IMPORTANT

Jl1s1 o6HOBJIeHUs 3arpysunka U-Boot Heo6xoxumo Ha tftp cepBepe pasMecTuts ¢aiinn <VERSION>-
me5100-u-boot.sec.img, 110CjIe Yero CKOIIMPOBaTh ero Ha YCTPOMCTBO C HUCII0JIb30BaHUEM KOMaH/IbI

copy.

IIpumep

0/ME5100:EOS# copy tftp://192.168.0.1/3.0.0.177R-me5100-u-boot.sec.img fs://u-boot vrf
mgmt-intf

U-boot has been copied and updated successfully
0/ME5100:EOS#

Joia  obHoBieHUs npommBKA FPGA Heo6xoguMmo Ha tftp cepBepe pasmecTuTh ¢aiia
FPGA_ME5100_v<VERSION>.img (mu6o ME5100_and ME5100_revX FPGA_EP3C5_v7.img), T1I0C]e
Yero CKOMHMPOBATh €ro Ha YCTPOMCTBO C UCII0JIb30BaHUEM KOMaH/IbI Copy.

IIpumep

0/ME5100:EOS# copy tftp://192.168.0.1/ME5100_and_ME5100_revX_FPGA_EP3C5_v7.1img

fs://fpga vrf mgmt-intf
Ll

FPGA has been copied and updated successfully
0/ME5100:EOS#

YI0CTOBEPUTHCS, UTO BepCHH 3arpysyukoB xloader u u-boot coBmajarT (B IPOTUBHOM CiIy4dae
MOTYT BO3HUKHYTBH IIP06JIEMBI C 3aIIyCKOM YCTPOMCTBA):
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IIpumep
0/ME5100:EOS# show system versions
ME5100
Firmware: 3.0.0.177R (23-Nov-2022 00:04:21)
X-Loader version: 3.0.0.177R (23-Nov-2022 06:14:21)

U-boot version: 3.0.0.177R (23-Nov-2022 06:14:14)
FPGA version: 0x07

0/ME5100: EOS#

JI711 BCTYILJIEHUSI U3MEeHEeHHUU B CHJTY He0OXOAUMO I1epe3arpy3uTh YCTPOMCTBO C UCII0JIb30BaHUEM
KOMaH/bl reload system.
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HACTPOHMKA 3AIIIUTHI CONTROL-PLANE

Control-plane (IJT0CKOCTH yIIpaBJIeHUsI) B IPOTPaMMHOM apXUTEKType MapIlIpyTU3aTopa OTBedYaeT
3a paboTy pasJIUYHBIX IIPOTOKOJIOB U 00pabOoTKy ciay>keOHOro Tpadurka. Bce makeTsl IJIOCKOCTH
yrpasyeHus (control-plane) o6pabaThIBaloTCs HEIOCPEACTBEHHO IIeHTPaJbHBIM IIPOIECCOPOM
(CPU) wmapmpyTtusaTopa. HacTpoiika OQMJIBTPOB control-plane II03BOJIIET aJMUHHUCTPATOPy
yCTaHaBJWBaTh IIpaBHya 00pabOTKH BXOMAIUX IIAKETOB [JIA 3aIfUTHl OT CeTeBBIX aTaK U
HEeCaHKIIMOHUPOBAHHOIO OCTYIIA.

B laHHOM I71aBe paccMaTpUBAIOTCSI IPUHITUIIBI HACTPOMKY 3alIUTHI YPOBHS control-plane.

OcCHOBHEIE TPUHITHIIBI

1.

IIo yMos4aHUIO (IpH OTCYTCTBUHU B KOHQUrypanmu 6Ji0Ka 3amuThl control-plane) Bce
BXOJMINME COeNVHEHWs K YCTPOMCTBY paspelneHbl. COOTBETCTBEHHO, IIPU 3aIlyCKe KaKoro-
J1b0 cepBUCa (HallpuMep, telnet-server) K HeMy CMOI'YT IIOJK/JIHYATBHCI BCe XOCTHI, KOTOPHIE
UMeIOT CBI3HOCTD C YCTPOMCTBOM.

KonurypupoBaHue 3saiuThl control-plane gesuTcs Ha JABa JIOTUYECKUX 6JI0Ka — 3alliyTa
CEepBHCOB, KOTOpble paboTaroT B Global Routing Table 60 B cepBucHbIXx VRF ycTpoicTBa
(control-plane inband) m 3amuTa cepBHUCOB, paborarinux Ha Out-of-band uHTepdericax
(control-plane out-of-band).

BHyTpH Kakgoro u3 6JI0KOB in-band/out-of-band KoHQUTypUpyeTCcs Habop IIpaBHJ, KOTOpPbIE
IeMCTBYIOT Ha BXOJIIMeE CeTeBble COeJUHEHUs K YCTPOMCTBY. [IpaBuia MOIYT IIPUMEHSThCSA
KaKk Ko BceM wuHTepdeiicaM paHHoro VRF (xiarou interface all), b0 K OTHEeIbHBIM
yKasaHHBIM. /Iy IIpaBUI QuibTpalud He TpebyeTcs ykasaHue VRF (mpaBuia OyayT
aBTOMaTHU4eCKHU paboraTh B ToM VRF, K KOTOPOMY OTHOCUTCS UHTepderic).

[IpaBuiIa QUILTPAIIUHU IEeMCTBYIOT TOJIBKO Ha Layer3-uHTepdeiichl yCTPOMCTBA U IIPHU 3TOM He
IeMCTBYIOT HAa TPAH3UTHBIN TpadUK MapIIpyTHU3aTOPa.

BakHo! /l11 Ka’K[oro IIpaBHJiIa 3allfUTHI control-plane reilicTBHEM II0 YMOJIYAHUIK SBJISAETCS
"3aIIpeTUTH BCe OCTAJIbHbBIE BXOAIINE COeJUHEeHUT "

HacTpoiika npaBmI 3aIiATHI

Tabauua 24. IlocaedosamenbHOCMb Hacmpotuiku control-plane 015 uHmepdgeitica out-of-band ynpaeieHus.

KomaHnpa HasnaueHue

configure [Tepexof B pesKUM IV106a7IbHOU KOHQUTYpaIlUH.

control-plane out-of-band  [lepexos B pexxum HacTpoiiku QUIBTPOB  control-plane
interface mgmt {num| all}  pmTepdeiica out-of-band yrmpapieHus.
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KomaHnpa

policy { drop | reject }

allow protocol

any

peer

address {ipv4 ipv4address |
ipvb ipv6address }

commit

HasxnaueHue
Bri6op [eliCTBUSL IIPU IIOJyYEeHUM I1aKeTa, IIOAIIAJAIOIEro IIOZ,
3arrpelrarliee IIpaBUJIO:

* reject -orBetuTh coobimeHrem ICMP Port unreachable (1o

YMOJIUYaHUIO);

* drop - oTOPOCHUTE (peKOMeHyeTcs).
VKasaTh IIPOTOKOJI U3 IIepeyHsl XOpPOIlo U3BeCTHBIX (JINOO0 yKasaTh
npotokos TCP/UDP u HoOMep mopra). Bxopdiiue coeIuHeHUS
(makeThl) VyKasaHHBIX IIPOTOKOJIOB OyAyT IIPUHUMATBCA U
o6pabaTrIBaTHCA MapIIPyTU3aTOPOM, OCTaIbHEIE - 0TOPaChIBAThHCS.

* all --BXodIlye IakeThl BCeX IIPOTOKOJIOB (II0 YMOJTYaHHUIO);

* ftp;

* http;

* icmp-echo;

* icmpvb-echo;

e netconf ;

s ntp;

* sntp;

e ssh;

* tcp—TCP c ykasaHueM HOMepa II0PTa;

e telnet;

o tftp;

* udp— UDP c ykazaHHeM HOMepa IIopTa.

HpI/IHI/IMaTB IIaKeThI (COE,ILI/IHQHI/IH) OT BCeX source-aapecoB [JId
YKa3aHHOTO IITPOTOKOJIA.

[IepefTH B peXKUM SIBHOTO YKa3aHHUS SOUrce-a[pecoB.

Vkaszate IPv4- jmibo IPv6-ampec, IIaKeTbl OT KOTOPOTO OYIyT
IIPUHUMATbCAI MapIIPyTU3aTOPOM.

[IppMeHeHMe IIPOH3BeJeHHBIX HACTPOEK.

ITpumep. Hacmpolika control-plane 015 unmepdgetica out-of-band ynpas/ieHuUs — paspewums ece
coeduHeHust om adpeca 192.168.17.150.

control-plane out-of-band interface mgmt 0/fmc@/1

allow all
peer

address ipv4 192.168.17.150

exit
exit
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policy drop
exit

Tabauua 25. IlocaedosamenbHoCmMb Hacmpouku control-plane 015 uHmepgetico8 GRT 1ub0 cep8uUCHbLX

VRF.

Komanpga

configure

control-plane inband
interface {type num| all}

policy { drop | reject }

allow protocol

any

peer

address {ipv4 ipv4address |
ipv6 ipv6address }

commit

HasnaueHue
[Tepexof B pesXuM 171062/ IbHOM KOHQUTYPALIH.

[lepexoy, B peXUM HACTpPOMKH OGUIBTPOB  control-plane
uHTepencoB.

BbIOOp [eHCTBUA IIpU IIOJIYYeHUM I1aKeTa, IIOAIIaJalollero IIOf,
3arrpelrariiee IIpaBUIoO:

* reject -orBeTuTh coobimeHrem ICMP Port unreachable (1o

YMOJIUYaHUIO);

* drop - oTOPOCUTH (PEKOMEHAYETCS)
VKa3aTh IIPOTOKOJI U3 IIepeyHs XOPOIII0 U3BEeCTHHIX (JIMOO yKa3aTh
nporokosl TCP/UDP u HoMep mopra). BxXopdmiue coefuHeHUS
(makeThl) YyKasaHHBIX IIPOTOKOJIOB OyAyT IIpUHUMATHBCI U
obpabaTrIBaThCAd MapIlIPyTU3aTOPOM, OCTaJIbHbBIE - 0TOPaChIBATHCS.

* all - BXOgdIIIMe TaKeThl BCEX IIPOTOKOJIOB (II0 YMOJIYaHUIO);

. ftp;

* http;

e icmp-echo;

* icmpvb-echo;

* netconf;

s ntp;

* sntp;

e ssh;

e tcp—TCP c ykasaHreM HOMepa II0pTa;

e telnet;

o tftp;

* udp— UDP c ykasaHueM HOMepa II0pTa.

[IpyHUMaTh IIaKeThl (COeAMHEHMs) OT BCeX SOource-afpecoB s
yKa3aHHOT'0 IPOTOKOJIA.

HGPEﬁTH B pe’XHUM dABHOTO YKa3daHHA Source-agpecos.

Vkasate IPv4- smb6o IPv6-agpec, makeTBl OT KOTOpPOIo OyAyT
IPUHHUMAaTbCI MapIIPyTH3aTOPOM.

HpI/IMEHeHI/Ie IIPOM3BENEHHBIX HACTPOEK.
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HekoppekTHass HacTpolKa control-plane Mo)XeT IIpUBeCTH K IIOTepe
IMPORTANT yAaJIeHHOIO yIIpaBJIeHUs MapIpyTU3aTOPOM M YaCTUYHOM JIMO0 II0JTHOM
HepaboTOCIIOCOOGHOCTH COOTBETCTBYIOIIIUX CeTEBBIX CEPBUCOB.

ITpumep. Hacmpolika 3awiumsl control-plane daa unmepdgeticos inband — o6was Hacmpotika 045 ecex
uHmepgeiticoe (interface all) u omdeavHas Hacmpolika 049 uHmepdgetica te 0/0/13.

control-plane inband interface all
allow icmp-echo
any
exit
allow snmp
peer
address ipv4 177.34.156.0
address ipv4 115.64.45.254
address 1ipv4 118.254.32.227
address ipv4 82.1.252.254
address ipv4 97.125.152.0/24
exit
exit
allow ssh
peer
address 1ipv4 115.64.45.254
address ipv4 118.254.32.227
address ipv4 82.1.252.254
address ipv4 97.125.152.0/24
exit
exit
allow telnet
any
exit
exit
control-plane inband interface tengigabitethernet 0/0/13
allow icmp-echo
any
exit
exit
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MHTEP®EHCHI U AJIPECAIIUSA

ITapamMeTphl, HACTpauBaeMble Ha HHTepdeiicax

CuHTaKCHUC KOMaH/IHOM CTPOKH MapIlpyTHU3aTOPOB SIBJIAETCS $YHKITMOHAIBbHO-
OpPUEHTHUPOBAaHHBIM. JTO O3HayaeT, UTO HEIIOCPEeACTBEHHO Ha HHTepdelicaXx HaCTpauBaeTCa
TOJIBKO OTPaHUUYEeHHBIN CIIMCOK IlapaMeTpoB, IIPYU 3TOM IIPOTOKOJIbHBIEe HACTPOMKU (HAIIpUMeD,
uHTepdericHbIe HACTPOUKHU IIpoToKosIa OSPF) 3a71atoTcs B OTIeIbHBIX IIPOTOKOJIBHBIX 6/10Kax CLI.

Ha uHTepdeliicax KOHPUTypUpyeTC:

* CTpOKOBOe omrcaHue uHTepderica (111 BceX UHTepelicoB);

* HasHaueHue [P-aspecoB (in60 BkiIrOUeHMe IP unnumbered) u skseMiursipa VRF, K KoTopoMy
OTHOCHUTCS UHTepderTic;

* ITapaMeTpsl paboThl IpoToKoaa ARP (g BceX HHTepdeicoB, KpoMe JIOKAJIbHOM IIeTJIH,
TYHHeJIbHBIX U bvi-uHTepeticoB) U pesxxuma ARP proxy;

* BKUIFOUeHMe U OTKJ/II0OUeHUe OTIIpaBKU coobieHu ICMP unreachable u ICMP redirect;

* ITapaMeTphl MaKCUMaJIbHOIO pa3Mepa nakeToB — MTU KaHaJIbHOTO YPOBHS U IIPOTOKOJIbHbBIE
IP MTU (zy11 U3HUeCKUX, arpeTUPYIOIUX UHTep(ECcoB U cabuHTEepPeCcoB);

* lIHTepBasI MOACYETA CTATUCTHUKMU II0 TpaduKy (I BceX MHTepdelicoB, KpoMe JIOKaJIbHOMI
IeTJIX U bvi-uHTepdericoB);

» ITapaMeTphbl 6a30BBIX OTPAaHHUMUTENEH II0JIOCHI (/I BCceX MHTepdelicoB, KpoMe JOKaJIbHOU
IeTJIN, TYHHEeJbHBIX U bvi-uHTepdercoB);

* HasHaueHMe IIOJIUTUKHA QO0S M KJIAaCCUPUKATOPOB BXOAAIero Tpaduka (I BceX
UHTepdelicoB, KpoMe JIOKaJIbHOU IIeT/IU, TYHHEeJIbHBIX U bvi-uHTep(eicoB);

* AIMUHUCTPATHUBHBIU cTaTyC UHTepderica (shutdown);
* PesxuiMbl pab0Thl HHTEP(ECOB — CKOPOCTh U AyTIIeKC (11 Qu3ndecKux HHTepdercoB);

 [TapameTpsl MicroBFD (TOJIBKO [IJIs1 aTpeTUPYIOIIUX UHTEPPECoB).

Pe>XxuM MapHIpyTH3aIlud U PEsKUM KOMMYTAaI[NH

HHTepdelic MaplIpyTH3aTOpa MOXKeT HAaXOAUTHCI B OJHOM U3 JBYX PEKHUMOB—B PpeXUMe
Mapipyrusanuu (layer3 forwarding) 1r6o xommyTtanud (layer2 forwarding).

PexuM MapIipyTH3alliy O3HaydaeT, UTO Ha uHTepdelice ckoHPurypupoBaH IPv4/IPv6-ampec u
CKBO3Hag KoMmMmyTarug Ethernet-kagpoB uepes Hero HeBO3MOJKHa.

Pe>KMM KOMMYTallUM O3HayaeT, UTO Ha MHTepdelice He BKIOUeHA IP-MapIIpyTHU3alus U dyepe3
HeTro MOJKeT OCYIIleCTBJIATHCSI CKBO3Hast KoMMyTanus Ethernet-kagpos.

VHpopMaIus o pe)KUMe COIep>KUTCS B BBIBOJle KOMaHABI show interfaces:
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ITpumep: unmepdgeiic 6 pexcume layer3 forwarding

0/ME5100:Router# show interfaces tengigabitethernet 0/0/1.500
Tue Jan 30 21:24:35 2018

tengigabitethernet 0/0/1.500 is up
Interface index is 62
Hardware is tengigabitethernet, address is a8:f9:4b:8b:bc:21
Encapsulation 802.1Q, VLAN tag 500
Description is not set
IPv4 address is 200.1.1.151/24
No IPvb address assigned
Interface is bound to VRF default
Interface is in layer3 forwarding mode
ARP aging time is 240 minutes
Interface MTU is 1518
Interface IP MTU is 1500
300 seconds input rate is @ bit/s
300 seconds output rate is @ bit/s
300 seconds input rate is @ pps
300 seconds output rate is @ pps

9793 packets input, 666441 bytes received
893 packets output, 63423 bytes sent

[Io ymosuaHWI0 UHTepQerChl YCTPOMCTBA HAXOJATCA B peXuMe
KOMMYyTalluy. Pe;KruM MaplIpyTHU3aluu BKJIKYAETCd aBTOMaTHUUYECKU IIPU
HasHaueHUHU [Pv4/IPv6-aspeca Ha uHTepdetice. IlIogpobHEee 0 IPUMEHEHUHU

IMPORTANT pe’xuMa KoMMyTaluu cM. paszes "L2VPN u cepsBucel Ethernet”. HTHTepdetic
B pexume layer2 forwarding He OCyII[eCTBJISeT HUKaKON II€PeCHLIKHU
IIaKeTOB [I0 TeX IIOp, II0Ka He Oy/eT BKJIIOUYEH B OPUK-IOMeH UJIH KpOoCC-
KOHHEKT.

Hactporka IP-agpecanuu, mnapaMmeTpoB ARP,
onucaHus HHTepdenca v pe>xuMa OTIIPaBKHU
cooomreHus ICMP unreachables/redirects

[ Mapuipytusanuu IP-tpadrka yepe3 mHTepdeiic TpebyeTcs HasHauuTh Ha HeM [Pv4/IPv6
ajgpec ¥ HasHa4yuTh Jy1d uHTepderica VRF. Ecsim VRF Ha uHTepdeiice He CKOHQUIYPUPOBaH, TO
UHTepderic OTHOCUTCA K IJIO0AJBbHOM TabJmile MaplipyThsanuu ycrpoucrBa (Global Routing
Table, GRT).

VRF (Virtual Routing and Forwarding instance) mpeacrasisieT CO00M BUPTYaJbHBIN 9K3eMILIIP
MaplIPYTHU3aLUH, MU IIPOCTOM BUPTYAJIBLHBIM MapIipyTusaTop. Kaxkaeiii VRF MMeeT OTHe/IbHBIN
He3aBUCHUMBIN CIIMCOK MHTepdeiicoB, TaOJIUIly MapllIpyTU3aniuu U ARP-rabuuitly. Tpapuk mMexzny
nHTepdericaMu pasHbIXx VRF IIOJIHOCTBIO HM30JIMPOBAH Jpyr OT Jpyra M MapIIpyTU3UPYeTCd
He3aBHUCHMO.

B ciyuae, ecoiu paszgeseHue 110 VRFE mcIIosb3yeTcda B IIpefesax OZHOTO MapIlIpyTU3aTopa, METO[,
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uMmeeT HasBaHue VRF lite. Opranusanus ogqHoro VRF Ha HeCKOJbKHX CBI3aHHBIX YCTPOUCTBAX,
KakK IIpaBwWwiIo, o6o03HauaeTcd Kak TexHosiorusa L3VPN (Layer3 Virtual Private Network).
Hcnosib3oBaHue VRF Lite u L3VPN omnricaHo B paspesie "L3VPN" nanHoro PykoBojcTBa.

JIoKkaJIbHO Ha HHTepdercax TakKe MOKHO HasHa4YUTh ItapameTp ARP timeout. /laHHBINA ITapaMeTp
3ajlaeT MaKCHMaJIbHOe BpeMs >KH3HHM ARP-3amucel Ha yKasaHHOM HHTepdeiice. B TeueHue
BpeMeHM >KU3HU 3allicell MapIIpyTHU3aTOp IIePHOJANYEeCKH IIPOU3BOJUT HUX OOHOBJIEHHE ITyTeM
pacceiiku ARP-3ampocoB. B ciiydae, ecau ymajJeHHBIM XOCT He oTBedaeT Ha ARP sampocel B
TeyeHHe YKasaHHOI'0 TaliMayTa, 3allMCh YAaJIsIeTCsa U3 TaOIUIIbL.

Tabauua 26. IlocaedosameabHOCMb Hacmpouku IP-adpecayuu u VRF Ha uHmepgetice

Komanpa

configure

interface type num
vrf vrf_name

ipv4 address ipv4address/prefix

arp aging-time minutes

ipvb address ipv6address/prefix

description descr

ipv4 unreachables disable

ipvb unreachables disable

ipv4 redirects disable

HasHaueHue

ITepexop B pesXUM I7106a/IbHOM KOHQUTYpAITUH.
Ilepexof B peXvM HaCTPOUKU UHTepderica.
HasHaueHue Ha uHTepderice sk3emiurapa VRF.

HasHnaueHue Ha uHTepderice IPv4-aapeca B popmate CIDR
(agpec/minHa 1pedukca).

3ajaHue BpeMeHH KU3HU ARP-3armceld Ha HUHTepderice.
ITapaMeTp sIBJIsIeTCS ONIIMOHAIBHBIM U JINO0 HaCIeLyeTcs
0T I7I06aJIbHOM HaCTPOMKU arp aging-time, 1160
yCTaHABJIUBAETCSA PaBHBIM 3HAYEHUIO I10 YMOJIYaHUI0 — 240
MUHYT.

HasnaueHue Ha uHTepderice IPv6-aapeca.

HasHaueHue Ha I/IHTep(1)eI‘/JIC€ HUMeHU-oIrcaHud. Onucanue
cjenyeT 3aK/JII04YaTh B KaBBIYKH B ClIydae, eC/IFd CTPOKa
COMEP7KUT CUMBOJIBI HpO6€JIa.

(OmroHabHO) 3arpeTuTh popMUpoBaHue nakeToB ICMP
unreachable npu HegocTynHOCTH IPV4-XO0CTA.

(OnroHasIbHO) 3anpeTuTh GopMUpOBaHue nakeToB ICMP
unreachable mpu HegocTytHOCTH IPV6-X0CTA.

(OmroHanbHO) 3arpeT GOPMHUPOBAHUS YBEIOMIEHUMN
XOCTY O TOM, UTO HY>KHBIN eMy ajipec Ha3HaueHUs Tellepb
IocTyIeH yepes apyrou numto3 (ICMP redirects).

IMPORTANT: BBUy apXUTEKTYPHBIX 0COOEHHOCTEHN
ycTporicTBa oTipaBka ICMP redirect B psze ciay4daeB He
IIPOU3BOIUTCI — B YaCTHOCTH, IIPU MapIIPyTHU3alli
IakeTa KOMMYyTallMUOHHBIM UHUIIOM yCTPOMCTBaA 6e3
IepexBaTa Ha I[[eHTpaJIbHBIHN IIPOIIeccop.
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Komanpga HasHaueHue

ipvb redirects disable (OnImoHaILHO) 3ampeT GOPMHUPOBAHUS YBeTOMICHHI
XOCTY O TOM, UTO HY>KHBIN eMy ajJipec Ha3HaueHUs Tellepb
IocTyreH yepes apyrou nuito3 (ICMP redirects).

IMPORTANT: BBUly apXUTEeKTYPHBIX 0COO€HHOCTEN
ycTpoiicTBa otrpaBka ICMP redirect B psjie ciiydaeB He
IIPOU3BOJIUTCSI — B YaCTHOCTH, IIPU MapIIpyTU3aI[UH
IaKeTa KOMMYyTallMOHHBIM UHIIOM yCTPOMCTBA 6e3
IepexBaTa Ha I1eHTPaIbHBIN IIPOIleccop.

commit [IpMeHeHMe IPOU3BeIeHHBIX HACTPOEK.
ITpumep: HasHayeHUe adpeca, ONUCAHUA U Ik3emnasapa VRF

0/ME5100:Router# configure

0/ME5100:Router(config)# interface tengigabitethernet 0/0/2
0/ME5100:Router(config-tengigabitethernet)# vrf example_vrf

0/ME5100:Router (config-tengigabitethernet)# ipv4 address 10.0.0.1/24
0/ME5100:Router(config-tengigabitethernet)# ipvb address 2000::1/64
0/ME5100:Router (config-tengigabitethernet)# arp aging-time 10
0/ME5100:Router (config-tengigabitethernet)# description "Example interface"
0/ME5100:Router(config-tengigabitethernet)# commit

IIpumep: 3adaHue 2106a1bHOU KOHPUypauuu ARP-maiimayma:

0/ME5100:Router# configure
0/ME5100:Router(config)# arp aging-time 10
@/ME5100:Router(config)# commit

Hactpoiika IP unnumbered

JlaHHBIM (QYHKIIMOHAJ II03BOJIIeT BKJIIOUMTL PEXUM MapIIpyTH3allMd Ha HHTepdelice 6e3
HasHaueHUsa eMy IPv4/IPv6-agpeca, myreM sauMcTBoBaHuA IPv4/IPv6-ampeca, y>Ke HaCTPOEHHOIO
Ha OJHOM M3 HHTepdelcoB MapuipyThsaTopa. Heo6XogWMO IOMHHUTBL, 4TO unnumbered-
HHTepperCc 3aMMCTBYeT CBOM ajipec y 3alyllleHHOro U paboTarlero uHHTepdeiica, II0ITOMY
peKoMeHyeTcd YKasblBaTh B KauecTBe UcTOuHUKA [Pv4/IPv6-anpeca Loopback-unTepderic.

Eciin Ha uHTepdeiice Ucmoab3yercsa IP unnumbered, To Ha HeM He MOTYT OBITH Ha3HAYEHEI afjpeca
KoMaHzaMu "ipv4 address/ipv6 address".

Tabauua 27. [locaedosamenbHocms Hacmpouku IP unnumbered Ha uHmepdetice

KomaHnpa HasnaueHue

configure [Tepexo[ B pesKUM IV106aIbHOM KOHQUTYpaIlUHU.
interface type num [Tepexof B pe>KMM HaCTPOUKU HHTepderica.

vrf vrf_name HasHaueHue Ha uHTepderice sk3emiursapa VRE.
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Komanpga HasHaueHue

ipv4 unnumbered type num BxuiroueHue IP unnumbered Ha uHTepdetice U 3ajaHUe

uHTepodetica-ucTOUHUKA [Pv4-anmpeca.

ipvb unnumbered type num BxurroueHue IP unnumbered Ha nHTepdetice U 3alaHUe

nHTepderica-UCTOUHUKA [Pv6-azpeca.

arp aging-time minutes 3asaHue BpeMeHU Ku3HU ARP-3anmceit Ha UHTepderice.

[TapaMeTp sIBJISeTCS ONIIMOHAJIbHBIM U JILO0 HaCIeyeTCs
0T IJI06aJIbHOM HaCTPOMKU arp aging-time, 1160
yCTaHABJINBAETCA PAaBHBIM 3HAYEHUIO I10 YMOJIYaHUI0 — 240

MUHYT.
arp proxy BrurroueHue proxy ARP.
description descr HasHaueHue Ha uHTepderice UMeHU-OIIMcaHus. OIrcaHue

cIelyeT 3aKJI0YaTh B KaBBIYKHU B CIydae, eC/IM CTPOKa
COJlep>KUT CUMBOJIBI IIpoGeJIa.

commi t [IppMeHeHHe ITPOH3BeIeHHBIX HACTPOEK.

ITocieroBaTeILHOCTE HACTPOMKHU QyHKIMOHAaIA IP unnumbered

1
2.

CosmaTh Loopback-unTepderic, HasHauuTh Ha HeM [Pv4/IPv6 anpec.
Co3path cabuHTeperic.

BxuirounTs Ha cabuHTepderice ip unnumbered u ykasaTh uHTepdelic, IP-agpec KoToporo 6yzeT
UCII0JIb30BAaThHCA B KayecTBe Source B IP-ltakeTax (JIy4iile UCII0/1630BaTh Loopback)

[IpormicaTh CTaTHYeCKHUU MapIIpPyT A0 KJIMEHTCKOTO XOCTa, yKa3aB B KadecTBe IILTIO3a
CO3[IaHHBIN cabuHTEpPPETIC.

Eciii Hy’KHa CBSI3HOCTB MeXKIy KJIMEeHTCKHMMM XO0CTaMH, TO Ha cabuHTepdericax He0OX0JUMO
BKJIIOUHUTE PEsKUM Proxy ARP.

IIpumep:

B

VRF "client" Hy>)XHO BbIIe/UTH [P-afpeca TpeM KiaveHTaM. [IepBbIM KJIHEHT [OCTYIIEH Uepes

unrtepderic te 0/0/1.101, BTopoii-uepes te 0/0/1.102, Tpetuii-uyepes te 0/0/1.103. Me>Xay mepBBIM U
TPeTHUM XOCTOM JI0JDKHA OBITH CBSI3HOCTb.

Cozdaem Loopback-unmepdgeiic, HasHauaem Ha Hem IPv4 adpec u3 cemu, 8bl0e/1eHHOU 0151 KAUeMCKUX
nookroueHull, HasHavuaem VRF.

0/ME5100:Router# configure

0/ME5100:Router(config)# interface loopback 100
0/ME5100:Router (config-loopback)# description "office"
0/ME5100:Router(config-loopback)# vrf client
0/ME5100:Router (config-loopback)# ipv4 address 100.1.1.1/24
0/ME5100:Router(config-loopback)# exit
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Co3daem caburmepdgeticvt 8 mom sce VRF, umo u Loopback, Ha nepgom u mpemuvem 8KAOUAECM PTOXY

ARP.

0/ME5100:
0/ME5100:
0/ME5100:
0/ME5100:
0/ME5100:
0/ME5100:
0/ME5100:

0/ME5100:
0/ME5100:
0/ME5100:
0/ME5100:
0/ME5100:
0/ME5100:

0/ME5100:
0/ME5100:
0/ME5100:
0/ME5100:
0/ME5100:
0/ME5100:
0/ME5100:

Router(config)#

Router(config)# interface te 0/0/1.101
Router(config-tengigabitethernet-sub)#
Router(config-tengigabitethernet-sub)#
Router(config-tengigabitethernet-sub)#
Router(config-tengigabitethernet-sub)#
Router(config-tengigabitethernet-sub)#

Router(config)#

Router(config)# interface te 0/0/1.102
Router(config-tengigabitethernet-sub)#
Router(config-tengigabitethernet-sub)#
Router(config-tengigabitethernet-sub)#
Router(config-tengigabitethernet-sub)#

Router(config)#

Router(config)# interface te 0/0/1.103
Router(config-tengigabitethernet-sub)#
Router(config-tengigabitethernet-sub)#
Router(config-tengigabitethernet-sub)#
Router(config-tengigabitethernet-sub)#
Router(config-tengigabitethernet-sub)#

IIponucvsleaem cmamuyecKue Mapupymaut

0/ME5100:

Router(config)#

description "office-1"
encapsulation outer-vid 101
ipv4 unnumbered loopback 100
arp proxy

exit

description "office-2"
encapsulation outer-vid 102
ipv4 unnumbered loopback 100
exit

description "office-1"
encapsulation outer-vid 103
ipv4 unnumbered loopback 100
arp proxy

exit

0/ME5100:Router(config)# router static vrf client
0/ME5100:Router(config-vrf)# address-family ipv4 unicast

0/ME5100:Router(config-unicast)# destination 100.1.1.101/32 0.0.0.0 interface te
0/0/1.101

0/ME5100:Router(config-tengigabitethernet-sub)# exit
0/ME5100:Router(config-unicast)# destination 100.1.1.102/32 0.0.0.0 interface te
0/0/1.102

0/ME5100:Router (config-tengigabitethernet-sub)# exit

0/ME5100:Router (config-unicast)# destination 100.1.1.103/32 0.0.0.0 interface te
0/0/1.103

0/ME5100:Router (config-tengigabitethernet-sub)# exit

0/ME5100:Router(config)# commit
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Hacrtpoyka MTU, pe>xxumoB ¢pusnueckoro uHrepgemca
U UHTepBaJia IoJcyeTa CTaTUCTHUKU

MTU (Maximum Transmission Unit) —MaKCUMaJIbLHBIN pasMep IepeflaBaeMbIX yepes UHTeperc
naketoB. Pasmep MTU orHocutca K miauHe Ethernet-¢perimMa (Kajgpa KaHaJIbHOTO YPOBHS) C
yueToM VLAN-TeroB. Hampumep, masa IP-takera pasmepoM B 1500 6aiiT kaHainbHbIE MTU
cocraBJiigeT 1522 6aiiTa C y4eTOM BO3MO>KHOI'O IBOMHOIO TeTUPOBAHUA.

VcraHoByieHHOe 3HaueHue MTU BiusgeT Ha Irepemady BCeX Ethernet-Ka,quB, He3aBHCHMO OT HX
IIPOTOKOJIBHOTO COZIEP?KUMOT0.

I[P MTU-—MakcuMaJbHBIM pasMep IiepefaBaeMbIX uYepe3 wuHTepdeiic IPv4/IPv6-mtakeToB.
3nauenue IP MTU mpuMeHsieTcsa IIpA paboTe HMHTepdelica B pesXxuMe MaplipyTusanuu (layer3
forwarding) [y TpaH3UTHOrO TpaduKa, a TarkkKe [JId IIaKeTOB, OTIIPAaBJI€MBIX CaMHM
MapIIPyTU3aTOPOM C JaHHOTO MHTepdetica — HalIpUMep, CUTHAJIbHBIM COOOIIeHHUAM IIPOTOKOJIOB
MapIIpyTHU3alliu.

[Io ymosmyaHHI0 Ha HHTepdercax MapIlIpyTu3aTopa ucooabdyercas MTU 1522

NOTE . -
6aitta 1 IP MTU — 1500 6aMT.
3HaueHnus MTU wu IP MTU 3ajawTcd I[eJIUKOM 111 (QHU3UUEeCKOro
uHTepderica (160 arperupyroiiero MHrepderica) ¥ HacJeAyHOTCI BCEMHU
IMPORTANT ero cabuHTepdericaMu. IIpy KOHQUIYPHUPOBAHUU  arperupyrolnero

uHTepdetica (bundle-ether) cienyet 3amaBath 3HaueHus MTU Ha HeM, 3TH
3HaueHUs OyAyT YyHac/JeLOBaHbl COCTABJAKIIUMU ero ¢GU3N4YeCKUMU
UHTepdericaMu.

K pexxumaM ¢usuueckoro umHTepderica 0OTHOCUTCA CKOpPOCTh (speed) u myruiekc (duplex). i
uHrepdericoB 40G u 100G mopmepkaHa TeXHOJIOTHUS KoppeKIuu omu6ok (Forward Error
Correction — FEC). CHHCOK IIOAJlep>KMBaeMBbIX PpeXHUMOB OIIpefiesIIeTCd BO3MOXKHOCTIMU
YCTAaHOBJIEHHOT0 B UHTepeliCc TpaHCUBepa.

NOTE [Io yMos4aHUI0 HHTepPQEeNCchl YCTPOMCTBA HAXOAATCS B peKHMe IIOJIHOTO
aBTocoIsIacoBaHud (speed auto, duplex auto).

HHTepBas mofcyeTa CTaTUCTUKU OIIpefiesIsieT BpeMs, 3a KOTOpoe Oy/leT YCpeAHATHCS CTaTUCTUKA

IepelaHHbIX/0OTIIPAaBJIEHHBIX TaKeTOB U OAUT IIPU BBIYUCIEHUU 3HAUEHHUU TeKyIled 3arpy3Ku

HHTepderica.

I[Io yMosyaHWIO HHTepBaJl IIO/ACYEeTa CTAaTUCTUKH cocTasydeT 300 cexkyHp (5
NOTE MUHYT). VYMeHBbIlIeHHMe 3TOI0 MHTepBaja IIO3BOJIAET YBEJUYUTb TOYHOCTh
oIlpeziesieHUs] "MOMEHTaJIbHON " 3arpy3Ku UHTepdetica.
Tabauua 28. IlocnegoBaTeALHOCTh HacTpoiiku MTU, pe>kuma nHTepdeiica 1 HHTepBaJia Mo/ cUeTa
CTaTHCTHUKH
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Komanpga HasHaueHue

configure [Tepexof B pesXUM IVI00aJIbHOM KOHQUIYPAIIHHU.
interface type num [Tepexon B pe’KUM HaCTPOUKU UHTepderica.

mtu [2_mtu_bytes VYeraHoBKa KaHajabHoro MTU B 6afTax.

ip mtu ip_mtu_bytes YcranoBka IP MTU B 6auTax.

speed {10 | 100 | 1G | 10G | 40G | 3amaHue CKOPOCTH GHU3UUECKOI0 UHTepdetica.
100G | auto }

duplex { half | full | auto } 3amaHue ayiviekca pusmuyecKkoro uHTepderica.
fec { auto | c174 | cl91 | off } 3aaHue pesxrMa KoppeKiuu o600k (FEC) s

uHTepdericoB hundredgigabitethernet u
fortygigabitethernet, rue:

auto - pexxuM aBToonpeaeneHus FEC (eoaTHBIN pesKum
st 100G-uHTepdericoB);

cl74 - ToMex0oyCTOMYHUBOE KOAUPOBaHUe BKIKYEHO I10 cl74
(R-FEQ);

cl91 - moMmexoycTOMYNBOE KOJAMPOBAHUE BKJIIOUEHO I10 €191
(RS-FEO);

off - pe>xuM momMexoyCcTOMYUBOI0 KOJUPOBAaHUS OTK/II0YEH
(medonTHBIU pexuM 11 40G-UHTepdeticoB).

load-interval seconds YcTraHOBKa MHTepBaJa IIofcyeTa 3arpyskyd HHTepdeica B
CeKyH/ax.
commit [TprMeHeHMe IIPOKM3BEeIeHHBIX HACTPOEK.

ITpumep: Hacmpolika MTU, pexcuma uHmepdgetica u uHmepgaia noocHema Cmamucmuxu:

0/ME5100:Router# configure

0/ME5100:Router(config)# interface tengigabitethernet 0/0/2
0/ME5100:Router (config-tengigabitethernet)# mtu 9122
0/ME5100:Router (config-tengigabitethernet)# ip mtu 9100
@/ME5100:Router(config-tengigabitethernet)# speed 16
0/ME5100:Router (config-tengigabitethernet)# duplex full
0/ME5100:Router(config-tengigabitethernet)# load-interval 30
0/ME5100:Router (config-tengigabitethernet)# commit

HacTpoiika 6a30BBIX OrpaHUYHNTE/IeH I10I0CHI
IIpoIyCKaHUuA HHTepdenca

/1711 orpaHUYeHUs II0JIOCHI IIPOITyCKaHUs HHTepderica Iig BXOZAINEro TpaduKa MCIIOIb3yeTCs
KoMaHja rate-limit input, aaa wucxomgiero Tpadpuka—shape output. 3HayeHHe II0JIOCHI
IIPOITyCKaHUS 3aJJaeTcsl B KUJIOOUTAaX B CEKYH/Y.

IIpu 3ajaHUU II0JIOCHI HA QU3NYECKOM HJIN arperupyroleM HHTepdeiice JaHHOe OrpaHUYeHHe
IefCTByeT Ha BeChb TpapUK MHTepdeiica, BKIUYasd ero cabuHTepPEUCH.
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Tabauya 29. Ilocieq0BaTEILHOCTh HACTPOMKHY 6a30BbIX OrpaHUYHTE IEH IT0JIOCHI

Komanpga HasHnaueHue
configure [Tepexof B pe>XUM IVI00aJIbHOM KOHQUIYpaIlHHU.
interface type num [Tepexof B pe>XUM HaCTPOMKU MHTepodeiica.

rate-limit input input_rate_kbps VcTaHOBKa OTpaHUYeHUs II0JI0CHI JIJIs1 BXOJSIIEro Tpadprka,
B KWJIOOUTAX B CEKYH/Y.

shape output output rate_kbps YcTaHOBKa OTpaHUYEHUS I10JI0CHI 111 UCXOIAIIEro
TpadurKa, B KUJIOOUTAX B CEKYHY.

comm1t [IpMeHeHMe IPOU3BeIeHHBIX HACTPOEK.
IIpumep: Hacmpoliika oepaHuvume.iell N010CkL 0151 8X00AULE20 U UCX00AWEe20 MpaPuKa:

0/ME5100:Router# configure

0/ME5100:Router(config)# interface tengigabitethernet 0/0/2
0/ME5100:Router(config-tengigabitethernet)# shape output 30000
0/ME5100:Router (config-tengigabitethernet)# rate-limit input 30000
0/ME5100:Router(config-tengigabitethernet)# commit

HasHaueHue QOS-IIOJIMTHK M KJIaCCUPHUKATOPOB
TpadpHrKa Ha HHTepdelice

Jl1s1 paboThI CUCTeMBI 06eclteyeHus KadyecTBa o6cay>kuBaHus (QoS, Quality of Service) Tpebyercs
HasHaueHHe KIacCuPUKaTOpoB Tpadrka Ha HHTepdeiice. /laHHbIe KIaCCUGUKATOPHI II03BOJISAIOT
OIIpe/le/IUTh IIPUHA/JIEKHOCTD BCET0 BXOALIIET0 B MHTepeiic TpapuKa K CKOHQUIYPHUPOBaHHBIM
Ha YyCTpOMCTBe KjaccaM. HasHaueHHas Ha BXOJle KIacCHUKalug OyZeT HCII0JIb30BaTbCA IIPHU
06paboTke QOS-IIOIMTUKAaMU Ha BBIXO/le U3 UHTepdelicOB MapIlpyTH3aTopa.

TakuMm o6pasoM, i1 06pabOTKHA TpaduKa COIVIACHO IIOJMUTHK QO0S TpebyeTcs HasHaYeHUe
KJaccuPUKaATOPOB Ha BXOJle B UHTep(deNChl (tc-map) U HagHaueHMe II0JUTUK Q0S Ha BBIXOZE U3
uHTepdericoB (service-policy).

Tabauya 30. IlocegoBaTeILHOCTh Ha3HAUEHHS KJIacCHPHUKATOPOB Tpadpuka U MOJIUTHK Q0S8

Komanpga HasHnaueHue

configure Tlepexof] B peskKHM IJI06aTbHOM KOHGHUIYPaITHH.
interface type num [Tepexof B pe>XKUM HaCTPOMKU MHTepodeiica.

tc-map input tcmap_index VcTaHoBKa K1accuGUKaATOpa BXOIAIIEr0 B MHTEPdec

Tpaduka. tcmap_index — HOMep IIpeIBapUTEIHLHO
CKOHQUTYPUPOBAHHOTO KJIacCHUKATOPa.

service-policy output YcTaHOBKA IIOJIUTHUKU QOS I UCXOZAIEro U3 UHTepderica
servicepolicy_name Tpaduka. servicepolicy_name — UM IpeIBApPUTEIHLHO
CKOHQUTYPUPOBAHHOM IIOJIUTUKHU QOS.

commit [IprMeHeHMe IIPOU3BEJeHHBIX HACTPOEK.
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IIpumep: HazHaueHue Kaaccupukamopa mpaguxka u noaumuxu QosS:

0/ME5100:Router# configure

0/ME5100:Router(config)# interface tengigabitethernet 0/0/2.300
0/ME5100:Router(config-tengigabitethernet)# tc-map input 3

0/ME5100:Router (config-tengigabitethernet)# service-policy output VPN_30Mbit
0/ME5100:Router(config-tengigabitethernet)# commit

Bosiee mopo6HO omuvcaHue paboThl IIOACUCTEMBI QOS CM. B COOTBETCTBYIOIEH IVIaBe TaHHOIO
PykoBojcTBa.

Hcnosib30BaHMe arperupyroouiux uHrepdeimncos

Arperupymoinye HHTeppeMchl (IpyIbl arperanyuu KaHaIoB, WM HHTep¢eickl bundle-ether)
IIPeJICTaB/ISI0T COG0M JIoTHUecKHue MHTepeMchl, KaXKAbIM M3 KOTOPBIX COCTOUT M3 HECKOJIbKHUX
¢usnueckux. Ilosioca IIPOIIYCKaHUS arperupyrolero HHTepdeiica paBHa CyMMe IIPOIIYCKHBIX
CII0COOHOCTEH COCTABJIAIOIINX ero GU3UUEeCKUX II0PTOB C y4eTOM O6aJlaHCUPOBKH II0 9TUM IIOPTaM.

[Ip¥ UCIOJIb30BAHUH arperupyrolux HHTeppeicoB cieyeT yAeasITh 0c060e BHUMaHUe BOIIPOCY
6aJaHCUPOBKU TpaduKa M KOHTPOJII 3arpy3KH COCTaBJIIIOIIUX HHTepdeMcoB — TOJIBKO IIPU
IOCTATOUHO paBHOMepPHOH 6GajlaHCHUPOBKe TpaduKa II0 COCTAaBHBIM IIOPTaM MOJKHO IIOJIYUYUTH
MaKCHMaJIbHO BO3MOYKHYIO IIPOITYCKHYIO0 CII0COGHOCTh. BOSHUKHOBEHHE JKe IIeperpy3KH Ha 0O{HOM
WIN HeCKOJbKUX HHTepdericax-ydyaCTHUKAX arperHpYIOIero CoeTUHEeHUs IIPUBeeT K IOTepsiM
TpadrKa, XOTsd 00IIast 3arpy3ka arperupyrollero MHTepdeiica Mo)KeT IIPU 3TOM He IOCTUTATh
MaKCHMyMa.

Ipynmel  arperaijid TakKe MOXKHO IIPUMEHATH C IleJIbI0 OpraHU3allMd pe3epBHPOBAHHA
KaHaJIOB —IIPH O0TKas3e OJHOI0 M3 HMHTep(eMCOB-yUYaCTHUKOB (HallpuMmep, GU3HUECKOM OOpBIBe
coefrHeHUs) TpaQHUK aBTOMaTHUUECKH Ilepepaclipe/ie/iieTcss Ha OCTaBIIMecs aKTUBHBbIe II0PTHI.

711 co3aHUus arpervpyroiux HHTepdeiricoB MOXKHO IIPUMEHATH [Ba II0/IXO0/ia — CO3JaHue
CTaTUYEeCKHUX arperanuii Ju60 arperamuiy ¢ UcIoib3oBaHueM mporokosa LACP (Link Aggregation
Control Protocol).

[Ipu opraHU3aIuu UHTepdercoB ¢ ucmoab3oBaHueM LACP paGoTOCIIOCOGHOCTh COCTABJISIOIIUX
COeIMHEHUN KOHTPOJIUPYETCS CUTHAJBHBIMU CPe/ICTBAaMH JIaHHOTO IIPOTOKOJIA. ATperHupyrolye
nHTepdeicel ¢ MpoToKosoM LACP peKoMeH/IyeTcs] IPUMEHSATDh B G0JBIIMHCTBE CJIydaeB, TaK KaK
IIPOTOKOJIbHBIE MEXaHHU3MBI KOHTPOJISI II€JIOCTHOCTH COeJUHEHUs] TapaHTUPYIOT OGHapyKeHHe
OGPBIBOB Jla’ke B TeX CIydasiX, Korma Quamyeckre HHTePPeHChl IPOIOJHKAIT OCTaBaThCS B
aKTUBHOM COCTOSTHUH.

Hampumep, IIpU OpraHU3aIfUM CTHIKA MeXXAY JBYMs MapIIpyTH3aTOpPaMU TPaHCIIOPTOM MeEXXIY
HUMH MOYKET CIYKUTb KaKas-TH60 IepBUYHAs CeTh, KOTOpas He OTKJIIUYHUT KOHEYHbIE ITOPTHI
TpakTa IIpU ero oOpbIBe. be3 WCIONb30BaHUSI CUTHaMu3armuu LACP B [aHHOM ciydae
MapIIPyTU3aTOPHI IPOAOJ/DKAT OTChIATh YacTh TpadpHKa B HEUCIIPABHBIHN JIMHK, UYTO IIPUBeIeT K
II0Tepe 3TOro Tpaduka.

CraTuueckue TPYIIIIEI arperanyy PeKOMEeHAYeTCd IIPHMMEHATHh TOJIBKO IIPU HEOGXOI[I/IMOCTI/I U B
CIy4dadX, eClIkd COoeIuHsIeMble YCTpOfICTBa CoeIHEeHHhl "CIIMHA K CHOHHe", TO eCThb IIPAMBIMHA
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Ethernet-coefuHeHUAMHU 6e3 y4yacTHs KaKOT0-JIM00 JOIIOJTHUTEJIBLHOTO TpaHcropTa. OfHaKo fake
B TakKOM CJy4ae BO3MOYKHa CHUTyallud, KOIZla HEMCIIPaBHOCTb JIMHUU 3aTPOHET TOJIBKO OZHO
HalpaBJIeHHe Ilepefadyy Tpaduka, U TOIZa OJHO U3 YCTPOMCTB He CMOXKeT OOHapy’KUThb O0TKa3 U
IIPOJIOJ/DKHUT OTCHIIATH TPaPUK B HePab0TOCIIOCOOHBIN UHTEPeC.

[Ipu o06BbeIUHEHUN YCTPOMCTB arperHpPymOIIUMU HHTepdericaMu CjaelyeT UCII0JIb30BaTh
OJTMHAKOBHIY peKuM paboThl (cTaTUuecKui 160 LACP) c 06X CTOPOH COeJUHEeHUS.

JIJ19 KaK[oTo arperupyroinero uHTepderica MOXKHO BbIOpaTh MeTo[ 6aJlaHCUPOBKU TpaduKa II0
COCTaBJILIOIIUM ITopTaM — "hash" uiau "round-robin". Metoy 6asnaHcupoBKH "hash" o3HaudaeT, 4TO
KaKIpIH OTIpaBisgieMblil IakeT OyfeT OTIPABJATHCA B OAUH M3 COCTABJAIOIIUX JIMHKOB Ha
OCHOBaHHHU X3II-QYHKIIMK OT 3aroJIOBKOB 3TOIO ITakeTa. [JaHHBINM MeTO[ I103BOJIIeT HAIIPaBUTh
BCe IIaKeThl Ka’kA0I0 OTHeJIbHO B3ITOr0 IIOTOKa Tpaduka (HapuMep, TpaduKa MeKAy OBYMS
OIIpe/ie/IeHHBIM y3JIaMHU) B OJJUH U TOT ’Ke MHTepdelic-yyacTHUK arperariy. Merton "round-robin”
OTIIpaBJIgeT KaKAbIHU II0CIeYIOIUMI ITaKeT B CJeLyIOIIUN 110 oYepey COCTaBJIAIOIIUN JUHK (T.H.
IoraxKeTHas 6aJaHCHUPOBKA), HeB3Upas Ha ero IIPUHA/JIEKHOCTD K KaKOMY-JIM00 II0TOKY.

Metox "round-robin" II03BOJIIeT MaKCHUMaJIbHO PpaBHOMEPHO paclpefeauTb TpauK II0
y4aCTHUKaM arperupyroliero JWHKA, OJHAKO, ero II000YHBIM 3QPeKTOM MOXKeT SIBIATHCI
IepeyIopsAoUYrBaHye IIaKeTOB BHYTPU IIOTOKOB TpaduKa—B Ciy4yae, eCJId COCTaBJIAIOLIVe
COeIMHEHUsT BHOCAT pasHyH 3a/lep’kKy. B OOJIBIIMHCTBe [IpUMEHEHUN peKOMeH[yeTCs
HUCII0JIb30BaTh MeTO[ 6asaHCUPOBKU "hash", mpegBapUTeIbHO CKOHPUTYPUPOBAB Ha YCTPOUCTBE
MeTOJ, y4yeTa IIOJIeH Il BBIUMCIeHHS XolI-QyHKIMU (komaHza load-balancing hash-fields
[JI06aJIbHOIO peskKruMa KOHQUIypaIiun).

TaxuM o6pa3oM, Ha MapIIpyTusaTopax ME MO>KHO HCI0/Ib30BaTh CIeAYIOIIHe BO3SMOKHOCTH
HaCTPOHKM arperanyuy KaHaJIoB:
1. Co3maBaTh arperupoBaHHbIe HHTepdeMChl, BKIOYas B HUX QU3NUeCKHe II0PTHI;

2. YcraHaBIUBaThL MeTOJ pabOThl arperupyrollero uHTepderica— CTaTUUYeCKUU JHbo ¢
ucnosgb3oBaHueMm LACP;

3. Bei6upats pesxuM paboTsl LACP — "slow" niu "fast”;

4. 3amaBaTh peXUM OaTaHCUPOBKU TpaduKa B arperupyrolneM HHTepderice —"hash" wmiu
"round-robin";

5. HacTpanBaTh MaKCHMaJbHOE W MHHHUMaJIbHOE KOJHYECTBO AKTHUBHBIX YYaCTHHUKOB B
arperupymroiieM HHTepderice;

6. BKyirouaTh U HaCTpauBaTh Ha arperupyroineM UHTepdeice JOIIOJTHUTEIbHBIN MeTO OBICTPOTO
IeTeKTUPOBaHMUs 00phIBa JIMHKA — IIPOTOKOJ MicroBFD.
Tabauya 31. IlocegoBaTeILHOCTD CO3/TaHIS U HACTPOHKH arperupyrouiero nHrepdeiica
KomaHnpa HasnaueHue
configure [Tepexo/ B pesKUM IJ1060aIbHOM KOHQUTYpaLUU.

lacp interface tengigabitethernet /lo6aBieHMe pU3HMUECKOrO JIMHKA B arperupoBaHHbIA
num UHTepdelic U Ilepexo; B pesKUM HaCTPOMKU ero
IlapaMeTpOB arperaryu.
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Komanpga HasHaueHue

bundle id bundle_id [IpuBs3Ka GU3NUECKOro UHTepdelica K yKasaHHOMY HOMepY
arperupoBaHHOIO HHTepeiica CUCTEMBL.

bundle mode { active | passive |  yxasamue pe>kuMa pa6oTsI arperaruu — LACP active, LACP

off }

passive 160 cTaTUYecKas arperarus. Ba)KHo ykasbIBaThb
OJJTHAKOBBIY pe>KUM PaboThI [JIs1 BCeX YUaCTHHUKOB OJTHOTO
U TOTO JKe arpeTMpoBaHHOI0 UHTepdelica.

timeout { short | long } (OmIoHaNIbHO) BEIGop peskuMa pa6oTsl LACP — "slow”

(long) nu "fast” (short).

exit BosBparT B peXXuM I106a1bHOM KOHUryparnuu. Jlanee

MO>KHO IIOBTOPUTH IIepeurcaeHHbIe II1aTH, T06aBUB
TpebyeMble UHTepdEeChl B COCTaB arperMpOBaHHOTO

COeIMHEeHU.
lacp interface bundle-ether Co3pmaHue BCIIOMOTaTeJIbHOI0 3JleMeHTa — 0JI0Ka
bundle_id HaCTPOUKHU IIapaMeTpOB arperaniuu uHTepderica bundle-

ether u nmepexos B pe>KUM HaCTPOMKHY 3THUX [TapaMeTPOB.
KomaH/ja aBisgeTcs 06s13aTeJIbHOM!.

active-links max max_links (OnrmoHaNbHO) YKasaHHe MaKCUMaJIbHO BO3MOYKHOTO

KOJINYeCTBa aKTUBHBIX YUaCTHUKOB arperdpoOBaHHOTO
uHTepdeiica. I[Ip1 HATUUUU 60JIBIIIETO KOJIUYECTBA
Y4aCTHUKOB OHH OYIyT IIepeBOIUTHCS B HEAKTUBHOE
COCTOSIHHE.

active-links min min_links (OmroHaIbHO) YKasaHWUe MUHUMAaJIbHO TPe6yeMOoro

KOJIMYeCTBa aKTUBHBIX YUYaCTHUKOB arperHpOBaHHOTO
uHTepdeiica. B ciydae, eIy KOTUUECTBO aKTUBHBIX
YYaCTHHUKOB OITYCTUTCS HIOKe TaHHOTO 3HaYeHUs,
arperdpoBaHHLIN UHTepdeHc 6yeT MPUHYAUTEIHHO
IeaKTUBUPOBAH.

exit Bo3BpaT B peXuM I7106a7IbHOM KOHQUTYpaAITUH.

interface bundle-ether bundle_id Co3paHue B CCTeMe arperipoBaHHOr0 UHTepderca u

Tepexo]] B pe>KUM eTr0 HaCTPOUKH.

ipv4 address ipv4address/prefix (OnmonanbHO) 3amanue IPv4-ampeca Ha UHTEpderice.

commit [IprMeHeHMe IIPOU3Be/IeHHBIX HaCTPOEeK.
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HasHayaTh ¢usndeckue UHTePPEMChl B TPYIINY arperariiy KaHaJI0B MO>KHO JIM60
NOTE rmocjae, JM60 OFHOBpPEMEHHO C CO3JaHHEM B CHCTeMe COOTBETCTBYIOIIIETO
untepderica bundle-ether.

ITo YMOJIYaHUIO pexxum 6aJIaHCUPOBKU arperupoBaHHOIO
unrepderica— "hash". /[img obecmeyeHusa TpebyeMol 6aJlaHCUPOBKHU
HeO0OXO0/IMMO BOCIIOJIb30BaThCsl KoMaHnoi "load-balancing hash-fields"
IJI06a/ILHOIO PesKUMa KOHQUIYpalluu.

IMPORTANT



[losTyyeHHBIH arperMpoBaHHBIM HHTepderc MO>KHO HCIIOJIH30BaTh B CHUCTEMe HapaBHe C
OGBIYHBIMU GU3UUECKUMHU IIOPTAMHU.

ITpumep: KOHPU2ypayus azpe2upo8aHHo20 uHmepgelica, Cocmosauie2o us 08yx PuauvecKux:

load-balancing hash-fields mac-src
load-balancing hash-fields mac-dst
load-balancing hash-fields ip-src
load-balancing hash-fields ip-dst

lacp interface tengigabitethernet 0/0/8
bundle id 1
bundle mode active

exit

lacp interface tengigabitethernet 0/0/9
bundle id 1
bundle mode active

exit

lacp interface bundle-ether 1
active-links min 2

exit

interface bundle-ether 1
bfd address-family ipv4 source 11.11.11.1
bfd address-family ipv4 destination 11.11.11.2
bfd address-family ipv4 fast-detect
bfd multiplier 3
ipv4 address 11.11.11.1/24
exit

Hcrosib30BaHHe cabuHTepdeincosB

CabuHTepdelicel (subinterfaces) ImpeacTaBiSIOT COO0M JIOTHUECKHEe WHTEPQEMCHI, SBJISIOIHECST
IIOTOMKaMU QU3WUeCcKOT0 mHTepdeiica (imb60O TPyHIIbl arperaliiy KaHajloB) M paboTarolue C
TerupoBaHHbIM Ethernet-rpapuxom.

HampuMep, Ha OAZHOM (uU3HUecKOM UHTepdeiice MOXKHO CO3[aTh TPHU JIOTHUYECKUX
cabuHTepderica, IepBBIN U3 KOTOPHIX paboTaeT TOJIBKO C TpaQUKOM C MHKAIICysdueit 802.1q u
roMedeHHBIM Terom 100, BTopoii - ¢ TeroM 300 u TpeTuii - ¢ TeroM 400. ITog pa6oToM ¢ TpapUKOM B
NAHHOM CJly4ae II0/ipasyMeBaeTCsd IIpHeM COOTBETCTBYIOIET0 TerMpPOBAaHHOIO Tpaduka H
repefaya Tpapuka C COOTBETCTBYIOIIIMMU TeraMy. Bcero Ha omHOM ¢QU3MUeCKOM HHTepderice
MOXHO co3pmaTb 10 4000 cabuHTepdeiicoB. MaKCHMMasJlbHOE KOJIWYECTBO CaOMHTEpP)eircoB B
cHUCTeMe 3aBUCHT OT MOJe/JIM MaplIpyTH3aTopa MW YKasaHO B COOTBETCTBYIOIEM TeXHUYECKOM
OITMCaHUH.

HpentupukaTop cabuHTepdeiica (ykasbplBaeTCs Yepe3 TOUYKY II0CTAe HOMepa
POUTENBCKOTO MHTepderica) —4YUCI0, YHUKAJIbHOE B IIpefielaX POJAUTEIbCKOTO0
uHTepdenica. MaeHTUPUKATOP IIPH 3TOM MOXKET OBITh IIPOU3BOJIBHBIM U He
00s3aH COOTBETCTBOBATH TeraM, 3aZJlaHHBIM [JI1 WHKAIICYy/JIAUU. TeM He MeHee,

NOTE
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JJIsA y,[l;OﬁCTBa PEKOMEHAYETCA HCIIO/JIb30BATh KaKYI-O-JII/IGO CHUCTEMY COOTBETCTBHUA
MeXay I/I,ILEHTI/I(I)I/IKaTOpaM X UCIIOJIb3YyEMBIMU TE€TraMHU.

B kauecTBe KJIaCCI/ICI)I/IKaTopa [UTA THKAIICYJIAIMKY MOKeT HUCII0JIb30BaThCA OJWH HWJIH /IBA TETAa.

KitaccupukaTop MHKAIICYJISAITUH 3a/laeTcsl Ha cabuHTepdetice KomaHoM encapsulation.

Jo Bepcum IIO0 2.0.1 BKJIWYUTEJbHO B KauecTBe VLAN-Teros
pacriosHaBauch ToJIbKO Teru ¢ TPID 0x8100. HaumHag ¢ Bepcuu 2.2.0, Ha
KaKIoM 13 pU3nUecKuX UHTepdericoM MOKHO yKa3aTh TPID i1 BHEIITHUX
U BHYTPEHHHUX TeroB IIPU IIOMOIIM KoMaH/b! "encapsulation-map outer-
type { 8100 | 88a8 | 9100 } [ inner-type { 8100 | 88a8 | 9100 } 1". lanHas
HacTporka  OyzeT  IIpUMeHATbCA  [JId  BcexX  cabuHTepdericoB
COOTBeTCTBYIOILler0  ¢U3MUecKoro  uHTepdeiica. Ilo  ymos4aHUIO
npuMeHseTtcsa TPID 0x8100/0x8100.

IMPORTANT

CabuHTepdeichl MOTYT IIOJHOIIEHHO HCII0JIb30BaThCS B CHCTeMe HapaBHEe C QU3MUYECKUMHU U
CJIY’KUTB KaK /i1 Layer3-MapIipyTH3aliiy, Tak U 11 Layer2-KoMMyTaIiu.

CaounTepd@elichl B peskume L3-MapiupyTusanuu

CabuHTepdelic, KaKk U OOBIYHBIN QU3NUeCKUU UHTepdelic, MOKeT paboTaTh B pekuMe layer3
forwarding mpu HasHaueHUHU Ha Hero [Pv4/IPv6-agpecos.

[Ipu nosyuyeHuu Ethernet-kagpa B L3-cabuHTepdeiic Bce 3arojIOBKA BTOPOIO YPOBHS, BKJIIOUAs
VLAN-Tery, oTOpachIlBarOTCs, U BJIOKEHHBIU [P-makeT MapuIpyTU3HUPYeTCsS COIIACHO TabJIulIy
MapLIPYTHU3alluH.

[Ipu mepepave IP-rtaketa m3 L3-cabuHTepdelica IakeT uKamncyaupyerca B Ethernet-xkamp c
aBTOMaTU4YeCKUM fo6aBieHreM TeX VLAN-TeroB, KOTOphIe 3a/jaHbl Ha cabuHTepdelice B KauecTBe
KJaccupuKaTopa UHKAIICYJIAIUH.

Tabauya 32. Tlocieg0BaTeILHOCTH CO3SaHMS U HACTPOIiku L3-cabuHTepdeiica

Komanpga HasnauyeHue

configure [Tepexof B pe>KUM IVI00aIbHOM KOHQUIYpaIluH.

interface { tengigabitethernet |  Cospmamme caGuHTepdeiica U Hepexof B PeXKUM HaCTPOHKH
bundle-ether } num.subif_id €ro rapamMeTpoB.

encapsulation outer-vid outer-vid  3amaHue KiaccupUKaTOpa — MHKAICYIAIUM TpadpuKa Ha
[inner-vid inner-vid ] cabuHTepderice.

outer-vid — 3HaueHUe BHelllHero VLAN-Tera.

inner-vid — 3HaueHUe BHyTpeHHero VLAN-Tera.

ipv4 address ipv4address/prefix (OnmmonanbHO) 3aganue IPv4-ampeca Ha uHTEpderice.
ipvb address ipv6address/prefix (OmmonanbHO) 3amaHue [Pv6-agpeca Ha UHTEpderice.
commit ITprMeHeHMe IIPOKU3BEAeHHBIX HACTPOEK.
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ITpumep L3-caburmepdgetica ¢ oouHapHuvim VLAN-mezupogaHuem

interface tengigabitethernet 0/0/1.4036
vrf example_vrf
ipv4 address 10.10.36.1/24
encapsulation outer-vid 4036

exit

ITpumep L3-cabunmepdgetica ¢ 080tiHbIM VLAN-mezuposaHuem

interface tengigabitethernet 0/0/1.40000100
vrf example_vrf
ipv4 address 192.0.2.0/31
encapsulation outer-vid 4000 inner-vid 100
exit

NOTE Ha L3-cabuHTepdeiicax UTHOPUPYETCI KOMaHza rewrite ingress/egress tag.

Cabunrepd@elicel B pesxume L2-KoMMyTaIiuu

CabuHTepdelic TaxKe MOXKeT paboTraTh B pexume layer2 forwarding, BKIIOUYaTbCA B CepPBUCHI
L2VPN (6pHu/pK-I0MeHBbI UIH KPOCC-KOHHEKTBI) U CIY>KUTH /I CKBO3HOM KoMMyTaruu Ethernet-
KaJIpoB.

[Ipu paboTe B pekuMme L2-KOMMyTaIlMU eCTh Ba’KHOe OTJIMUMe — IIpU Ilepefade KaJgpoB 4depes
cabuHTepderc MapLIPpyTU3aTOpP He MPOM3BOAMT HUKAKOU Mogudukaruu VLAN-teroB. Takum
obpasoM, ecau TpebyeTcs C IIPpUHUMaeMbIX KaJpOB CHATh Terw, Ha3HAa4YUTh Ha HUX
IOIIOJTHUTEeIbHbIE TeTU JIN060 U3MEHUTH TeTd, — TO He0OX0QUMO 3a/1aTh TpebyeMoe [elicCTBUe IIPU
TIOMOIIH IOIIOJTHUTEIbHOM KOMaH/IbI rewrite ingress/egress tag.

CeMmelicTBO KOMaHJ, rewrite ingress/egress tag IIO3BOJIIET BBIIIOJIHUTL C TeraMU CjeLyIOIUe
IeVICTBUS:

* push — no6aBuTh B Ethernet-kazap oguH miu 1Ba VLAN-Tera ¢ 3agaHHbIM VLAN ID;

° pPOpP — CHATH C KaZipa oguH viu 18a VLAN-Tera;

* replace — 3aMeHUTH BHEITHUH Ter Ha 3ajaHHbIN VLAN ID U (OII0Ha/IbHO) 3aMEeHUTH TaKKe
BHYTPEHHUH Ter B Kafipe;

° exchange — IIOMEHSITb MeCTaMHU BHEIITHUUN U BHYTPEHHI/Iﬁ Teru.

Ha omHoM cabuHTepderice MOKHO 3a7jaTh TOJILKO OJHO IIPAaBUJIO rewrite ingress

NOTE .
tag' 1 ogHO IIpaBUJIO 'Tewrite egress tag'.

Tabauua 33. IlocaedosamenbHOCMb CO30AHUSL U Hacmpoliku L2-cabuHmepdeiica
KomaHa HasunauyeHue

configure [Tepexof B pe>KUM IV1060aJIbHOU KOHQUTYpaIluHU.
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KomaHnpa

interface { tengigabitethernet |
bundle-ether } num.subif id

encapsulation outer-vid outer-vid
[inner-vid inner-vid |

commit

Ha3umaueHue

CospaHue cabuHTepgeca U Iepexo/; B pesKUM HaCTPOMKHA
€ero rapaMeTpoB.

3amaHue KiaccupUKaTOpa — MHKAIICYJIAIUU TpadrKa Ha
cabuHTepderice.

outer-vid — 3HaueHUe BHelltHero VLAN-Tera.

inner-vid — 3HaueHUe BHyTpeHHero VLAN-Tera.

HpI/IMEHeHI/Ie IIPOM3BEAEHHBIX HACTPOEK.

Tabauua 34. Hacmpotika npasua rewrite egress tag' Ha L2-cabunmepdetice

Komanpa

configure

interface { tengigabitethernet |
bundle-ether } num.subif id

rewrite egress tag pop {one | two}

rewrite egress tag push outer-vid
outer-vid [inner-vid inner-vid ]

rewrite egress tag replace outer-
vid outer-vid [ inner-vid inner-vid ]

rewrite egress tag exchange

commit

HasxnaueHue
ITepexof B pesXuM Iv106a/IbHOM KOHQUTYPAIIH.

Co3panue cabuHTepdeiica U ITepexo/ B pesKUM HacTPOUKHU
€ro ITapaMeTpoB.

CHSTH OJTUH WJIM [IBA TeTa C mepefaBaeMoro Ethernet-kaspa.

Jlo6aBUTH OJJWH WJIU [IBA Tera Ha IlepefaBaeMblil Ethernet-
Kajip.

3aMeHUTH O/IUH (BepXHUI) WU BA Tera Ha IlepefaBaeMoM
Ethernet-kazpe.

IToMeHSITh MeCTaMU BHEIIIHUM U BHYTPeHHUU Terd Ha
nepesaBaeMoM Ethernet-kaspe.

HpI/IMEHeHI/Ie IIPOM3BENEHHBIX HACTPOEK.

Tabauuya 35. Hacmpotika npasusn rewrite ingress tag' Ha L2-cabuHmepdeiice

KomaHnpga

configure

interface { tengigabitethernet |
bundle-ether } num.subif id

rewrite ingress tag pop {one |
two}

rewrite ingress tag push outer-vid
outer-vid [inner-vid inner-vid |

rewrite inress tag replace outer-
vid outer-vid [inner-vid inner-vid ]

rewrite ingress tag exchange

commit

62

HasunaueHnue
ITepexop B pesXuM Iv106a/IbHOM KOHQUTYPAIIH.

CospmaHue cabuHTepdeica U Iepexo/; B pesKUM HaCTPOUKHA
€ero rapaMeTpoB.

CHSTH OJTUH HJIM [IBA TeTa ¢ mpuHAToro Ethernet-kazpa.

Jl06aBUTH OJUH HJIM IBA TeTa Ha MIPpUHSTHIN Ethernet-kafp.

3aMeHUTH O/IUH (BepXHUI) HUJIM IBa Tera Ha IIPUHATOM
Ethernet-kazpe.

IToMeHATE MeCTaMU BHEIITHUN U BHYTPEeHHUM TeTd Ha
nnpuHgaToM Ethernet-kazpe.

HpI/IMEHeHI/Ie IIPOMU3BENEHHBIX HACTPOEK.



VTwinsanus cabuHrepgericon

Kak Ha ¢U3MyeCKUX U arperupyroiux uHTepdericax, Ha cabuHTepdericax BeleTCsd CTaTUCTHUKA
IepefaHHbIX U IPUHATHIX IaKeTOB. TakyKe MMeeTCsI BO3SMO>KHOCTD II0/[cUeTa TeKYIled 3arpy3sku
uHTepderica B OuTtax B ceKyHAy. IlofcdeT 3arpysku st cabuHTepdeiricoB BKIHYAETCS
rJ106aIbHOM KOMaHAoM system subint-utilization.

Tabauua 36. BkaoueHue nodcuema 3azpy3ku cabuHmepgeticos

KomaHnpa HasunaueHue
configure [Tepexof B pe>KUM IV106aIbHOU KOHQUTYpaIlUH.
[no] system subint-utilization BKJ/II0UeHHe IoficueTa 3arpy3KH /I BceX cabMHTepdeiicos

cucTteMsbl. OTpUIlaTeIbHag GopMa KOMaH/bl OTK/II0YaeT
nogcyeT. [To yMOJI9aHUIO IO CYET 3arpy3KH Ha
cabuHTepdericax BHIK/IIOUEH.

commit HpI/IMEHeHI/Ie IIPOM3BEAEHHBIX HACTPOEK.

KoMaHabI AUAarHOCTHKU UHTEePPENCOB

Hrmke mnepeyuciieHb ShOw-KOMaH[bI, IOCPEACTBOM KOTOPBIX MOKHO ITOJIYUYHUTH Pa3IHUHYIO
IMarHOCTHUeCcKyI0 HHGopMaIuio 06 mHTepdericax CUCTEMBI.

show interfaces

KomaHza, IpM YyKasaHMM HMeHHM U HoMepa WHHTepdelica, BBIBOAUT [[eTAJIM3UPOBAHHYIO
MHGOOPMAITHIO 0 COCTOSTHUU MHTepdelica U CTaTUCTUKY UHTepdelica. be3 ykazaHUsI KOHKPETHOTO
nHTepderica BELIBOAUTCS HHOOPMAIS 110 BceM HHTepdericaM CUCTEMBL.

ITpumep: show interfaces

0/ME5100:Router# show interfaces tengigabitethernet 0/0/5
Tue Feb 6 20:45:47 2018
tengigabitethernet 0/0/5 is up
Interface index is 6
Hardware is tengigabitethernet, address is a8:f9:4b:8b:bb:25
Link is up for 9 hours, 1 minutes, 46 seconds
Description: to AR1(1.1.1.1) te 0/0/5
IPv4 address is 100.100.12.1/31
No IPv6 address assigned
Interface is bound to VRF default
Interface is in layer3 forwarding mode
ARP aging time is 240 minutes
Interface MTU is 9192
Interface IP MTU is 1500
Full, 10G, link type is auto, media type is 10G-Fiber
Flow control is rx
300 seconds input rate is 6120 bit/s
300 seconds output rate is 6200 bit/s
300 seconds input unicast rate is 10 pps
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300 seconds output unicast rate is 10 pps
300 seconds input multicast rate is @ pps
300 seconds output multicast rate is @ pps
300 seconds input broadcast rate is 0 pps
300 seconds output broadcast rate is @ pps
346192 packets input, 24913496 bytes received
6 broadcasts, 14268 multicasts
@ input errors, @ FCS
@ oversize, @ internal MAC
350273 packets output, 25201238 bytes sent
1 broadcasts, 14269 multicasts
0 output errors, @ collisions
0 excessive collisions, @ late collisions
0 symbol errors, @ carrier, @ SQE test error

show ipv4 interfaces brief

KomaHzia BBIBOOUT B TabimuHOM BuUje HHbopmanuio 060 Bcex L3-uHTepdeiricax CHUCTEMBI C
ykasaHueM Ux IPv4-agpecos, cocTogHUS U VRE, K KOTOPEIM OHU OTHECEHEL.

ITpumep: show ipv4 interfaces brief

0/ME5100:Router# show ipv4 interfaces brief
Wed Dec 15 15:43:49 2021

Interface IPv4 address State VRF

te 0/0/5 100.100.12.1/31 Up default
te 0/0/6 100.100.24.1/31 LowLayerDwn default
te 0/0/7 100.100.23.1/31 LowLayerDwn default
te 0/0/17.10004000 4.4.4.4/24 LowLayerDwn 13-1

te 0/0/17.10004001 1.1.1.1/24 Up 13-1

te 0/0/17.20004000 172.16.0.0/31 Up 13-1

lo 1 2.2.2.2/32 Up default
lo 7991 3.1.3.1/32 Up 13-1
mgmt@/fmcd/1 172.17.0.32/24 Up mgmt-intf

show interfaces description

KomaHfa BBIBOAUT B Tab/JMYHOM BHEe IlepedyeHb HHTepdelcoB C yKasaHWEeM HX OIHMCaHUH
(description), CKOHQUTYPHUPOBAaHHBIX I10JIb30BaTeJIEM.

show interfaces counters

KOM&H,U;& BBIBOJIUT B TabJIUIHOM BHUIe IIepedeHb HHTep(l)eﬁCOB K CTaTHUCTHKY II0O CUHETUHKaM
IIaKeTOB Ha HHUX.

show interfaces status

KOMaH,El;a BBIBOJIUT B TaOJIUUHOM BH]I€ IIEpEYEeHDb Cl)I/IBI/I‘-IECKI/IX H arperupyroIInux I/IHTep(I)EI‘/JICOB Hu
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MHOOPMAITHIO 0 UX TEKYIIUX COCTOSHUIX U PeXKUMe PabOTHL.

show interfaces summary

KomaHia BEIBOAUT CBOJHYI0 TabJMITy II0 KOJIMUECTBY UHTepeiicoB/cabuHTePdeiicOB CUCTEMBI U
HUX COCTOSIHHHU.

ITpumep: show interfaces summary

0/ME5100:Router# show interfaces summary
Tue Feb 6 20:52:34 2018

Interface type Total Up Down Admin down
tengigabitethernet 20 2 18 0
tengigabitethernet-sub 22 21 1 0
bundle-ether 2 0 2 0
loopback 1 1 0 0
mgmt 1 0 1 0
ALL 46 24 22 0

show interfaces utilization

KomaHzia BBIBOAUT B TabJMYHOM BHe HUHGOPMAIIUI0O O TeKyIer 3arpyske QU3NYeCKUX U
arpervupyrIuxX UHTeppecoB.

HacTpouka nmporokosia VRRP

VRRP (Virtual Router Redundancy Protocol) — ceTeBOM HIpPOTOKOJI, IIpeJHasHAYeHHBIN [JId
yBeJIMUeHUs JOCTYIIHOCTU MapIlpyTU3aTOPOB, BHIIIOJIHAIOIUX POJIb IIIIF03a 110 YMOJTYaHUI0.

YBesiMueHUe NOCTYIIHOCTH JOCTUTaeTCd IIyTéM 00beJUHEeHUs IPYIIIbl MaplIpyTU3aTOPOB B OJUH
BUPTYa/JIbHBIM MapILIPyTH3aTOp M HasHadyeHHWs HuUM o6iiero IP-agpeca, KOTOpbIE U OyneT
UCII0JIb30BAThC KakK IIUII03 II0 YMOJIYAHWIO I YCTPOMCTB ceTH. PaKTHUYeCKH, BUPTYyaJIbHBIA
MapIIpyTHU3aTOp — 3TO IpylIia UHTepdericoB MaplIpyTU3aTOPOB, KOTOPble HAaXOIATCI B OJHOM
cetu, U pasgendoT Virtual Router Identifier (VRID) u BupTyaabHbIM [P-ampec (VIP). OpguH
MapIIpyTHU3aTOP MOXKET COCTOATH B HECKOJIBbKHX IPYINIAaX, Kakaas U3 KOTOPBIX JO/DKHA MMeEThb
CBOI0 yHUKasbHyI0 Iapy VIP/VRID. Ilapa VIP/VRID po/moKHa OBITH OJUHAKOBOM Ha BCeX
MapIlpyTHU3aToOpax OJHOM CeTH.

VRRP Master — VRRP-mapuIpyTus3aTop, KOTOPBIM OTBeYaeT 3a OTIIPaBKy IlakeToB Ha IP-azpec,
aCCOIIMUPOBAHHLIM C BUPTYaJbHBIM MAapIIPyTH3aTOPOM, M 3a OTBeThl Ha ARP-3arpocel,
OTIIpaBJIEHHBIe Ha 3TOT ajpec. Ecau Biaageser IP-agpeca [OCTyIIleH, TO OH BCeIfja CTaAHOBUTCSA
MacTepoM.

VRRP Backup — 3To0 rpymnmna MapuipyTH3aTOpPOB, KOTOpPble HAXOAATCI B pPeXXKUMe O0KUIAaHUA U
TOTOBBI B34Th Ha ce0s poJIb MacTepa, Kak TOJIbKO TeKyluiit VRRP Master cTaHeT He[JOCTyITHBIM.

VRRP-MapiipyTrsaTop MOKeT HaXOIUThCSI B OJTHOM U3 TpeX cocTogHU: Initialize, Backup, Master.
JTU COCTOSHUS MapIIPyTU3aTOP I10C/IeA0BaTeJIbHO MEHSET.
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B coctosinum "Initialize" MapmipyTu3aTop OXKHJaeT Hadasa paboThl. ECIM 9TOT MapIIpyTHU3aTOp
saByseTcs BiaazgenblieM VIP agpeca, To ecTh IP-afpec uHTepdeiica TaKOM ke KaK U BUPTYaJIbHBIN
IP-agmpec (IIpuopUTeT paBeH 255), TO MapILIPyTHU3aTOP OTIIPaBJisdeT COOOIIEHHS O TOM, UTO OH
CTaHOBUTCA MacTepoM. OH TakoKe oTIIpaBJsieT Gratuitous ARP-sampoc, B koTopoM MAC-ampec
HCTOYHUKA paBeH aJpecy BUPTYaJbHOI0 MapIIpyTH3aTopa. 3aTeM OH IIepeXOJUT B COCTOSTHUE
"Master". Eciu MapuIpyTH3aToOp He gBJgeTcd BjagesblieM VIP, To OH IIepeXOaUT B COCTOSIHHE
Backup.

MacTep IIOCTOSHHO pacChlIaeT COOOIeHHUsA Ha IIMPOKOBellaTeJbHBIM aapec 224.0.0.18, 4T0OBI
coobmuTh Backup-MapuipyrusaTopaM, 4YToO OH paboTaeT. MacTep OTIIpaBJisieT COOOILEHUS C
HHTepBaJoM (advertise interval), paBHBIM II0 YMOJTYaHHIO OJHOM CeKyHfe. IIpx 3TOM B KayecTBe
MAC azpeca oTIIpaBUTesd HCIIOJIb3yeTcd aapec rpynnbl 00:00:5E:00:01:xx, rme xx — VRID B
IIeCTHaAIlaTepUuYHOM popmare.

Eciin Backup-mapiipyTusaTop He IIojlydaeT COOOIlleHUs B TedeHUe TpeX advertise interval’os, To
OH oTmpasJysieT VRRP-coo6IIleHHe 0 TOM, 4TO coOMpaeTcs CTaTb MacTepoM. 3aTeM OTIIpaBJIgeT
mpoKoBelnaTesbHoe VRRP-coobiieHre, B KoTopoM MAC-azpec NCTOUHMKA paBeH ajipecy 3TOro
BUPTYaJbHOI0 MapIIpyTH3aTopa. B maHHOM COOOIeHUM MaplIpyTHU3aTOp YKasblBaeT CBOU
IIPUOPUTET.

HoBBIM MacTepoM CTaHOBUTCS MapIIPyTU3aTOP ¢ HAUOOJIBIIIUM IIPUOPUTETOM. IIpH 0fMHaKOBBIX
3HaUeHUdX IIpUOpUTETa Y HeCKOJbKHX Backup-mapIllpyTH3aTOpoB MacCTepoM CTaHOBUTCSA
MapIIpyTHU3aTOP C HAUOO0JIBIIIUM COOCTBEHHBIM [P-ampecoMm.

Tabauua 37. Co3daHue u Hacmpotika poymepa VRRP

Komanpa HasHnaueHue
configure [Tepexof B pe>XUM IVI00aIbHOM KOHQUIYpaIlHHU.
router vrrp CosgaHue BUPTYaJIBLHOIO MapLIpyTH3aToOpa M IIEpexon B

Pe’XUM ero KOHQUTYpaIIHH.

gratuitous-arp refresh value (OmmpoHanbHO)  3aflaHWe HHTepBaJa B CeKyHJaX, C
KOTOPBIM VRRP-MapIipyTHu3aTop, HaXOAIHUICSA B
COCTOATHMM  "master"  oTmpasisgeT — gratuitous  ARP-
coobmenud. Ilo ymosyaHuio gratuitous ARP-coobiieHUs
OTIPABJIIOTCA TOJBKO OAWH pPas, B MOMEHT IlepexXoja B
COCTOgHUe "master".

gratuitous-arp refresh-repeat value (OmmoHanbHO)  3amaHue  4yucaa  gratuitous  ARP-
co00IIeHUH, oTHpaBgeMblXx VRRP-MapIIpyTU3aTOPOM IIPU
Iepexoje B cocTostHUe "master”. JlepoTHOe 3HaUeHME-2.

interface type num BxurroueHue 1ipoTokosia VRRP Ha L3-uHTepdeliice U m1epexop
B PeKUM ero KOHQUTypaluu.

address-family ipv4 vrrp vrrp-id 3amanue uneHTudukaropa rpymisl (VRID) uHTepdeiica aisa
pa6oTsl ¢ IPV4 U tepexo/i B pe>KUM ee KOHQUTYpaITUU.

description descr (OnrmmoHanbHO) HasHaueHWe WMEHU-ONUCAHUSA [JId IS
VRRP-rpymiiel. OmricaHue ciaefyeT 3aK/JIH0YaTh B KaBBIUKU B
c/Iy4ae, eCJIM CTPOKa COJeP KUT CUMBOJIBI IIpo6eJa.
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KomaHnpa

priority value

timers advertise value

preempt disable

preempt delay value

virtual-ip ipv4(ipv6)address
source-ip ipv4(ipv6)address

version { 2 | 3}

shutdown

root

commit

Ha3umaueHue

3azaHue IIpHOpUTeTa JIOKAJIBLHOIO MaplIpyTHs3aTopa s
VRRP-rpymmiel B puamasoHe  1-254.  3HauveHHe 110
yMosrgyaHuo-100.

(OmmoHanbHO) 3aZlaHyie BpPEeMEeHHOr0 HHTepBasa (B
CeKyHJjax) MeXXZy OTIIpaBKoi MacTepoM VRRP-co061IeHUIA.
JebonTHOe 3HaueHMe - 1. Ha Bcex MapipyrusaTopax VRRP
IOJDKHBI OBITH OJUHAKOBBIE 3HaUeHUd timers advertise.

BxiroueHue 3ampera IlepexBaTa poJid Mmacrepa. Backup-
MapIIpyTHU3aToOp ¢ 60jiee BHICOKUM IIPUOPUTETOM He OyzeT
IIBITaThbCA IlepeXBaThIBaTh POJIb MacTepa Yy TeKyIero
Master-mapiipyrusaTropa ¢ 60ojiee HU3KUM IIPHUOPUTETOM.
WckiroueHue M3 3TOro mnpasuia — VRRP-mapiipyrusaTop
Bcerza 0y/ieT CTaHOBUTHLCSI MacTepoM, eC/IH OH BJiazgesiers IP-
ajzpeca, KOTOPBIN IIPUCBOEH BUPTYaJIbLHOMY
MapIIpyTHU3aTOPy He3aBUCUMO OT 3TOro ¢uiara (IIpHUOPUTET
255)

YkasaHMe BpeMeHM B CeKyHJaX, Koropoe Backup-
MapLIpyTHU3aTop OYZAeT KAaTh, IIpeXke yeM 00bsIBUThH cebs
MacCTepoM, B34Th II0J, KOHTPOJIb BUPTYya/JbHBIA [P-afpec u
HayaTh MapIlIpyTHU3alyIo I1akeToB. /leposTHOe 3HaUeHMe-0.

VkasaHue BUPTyaJIbHOro IP-afgpeca.
Vka3saHue co6cTBeHHOTO IP-azipeca uHTepderica.

(OmmoHanbHO, TOJMBKO st IPv4) Beibop Bepcuu
nportokosia VRRP. Bepcuss 3 He wuMeeT o060paTHOH
COBMECTHMOCTH C BepCcHeH 2.

(OrmoHaIbHO) AIMUHUCTPATUBHOE
npoTtokosia VRRP Ha L3-unTepdeiice.

OTKJIIOYEeHHe

BosBpart B pesXuM I7100a/IbHOU KOHQUTYpaIlHU.

[IpuMeHeHMe IIPOKU3BeJeHHBIX HaCTPOeK.

Hactpotika VRRP piag IPv6 B IiesioM IIPOM3BOAUTCA AaHAJIOTUYHO, HO OTIMYAeTCd 3ajaHue

rmapaMeTpoB virtual-ip 4 source-ip.

Tabauua 38. B pedxcume koHPuypauuu npomokosa VRRP Ha L3-uHmepgetice IPv6

Komanpga

interface type num

address-family ipvb vrrp vrrp-id

virtual-ip global ipv6 address

HasHaueHue

BxiroueHue nmpoTokosia VRRP Ha L3-uHTepdertice U repexof
B Pe’XKUM ero KOHQUIypaIruu.

3amanue uneHTudukaropa rpymisl (VRID) uHTepdeiica s
pa6oTsl ¢ IPV6 U Irepexo/i B pesKUM ee KOHQUTYpaITUU.

YKkasaHue BUPTYyaJIbHOIO IJI06abHOro IPv6-ampeca.
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Komanpga HasHaueHue

virtual-ip link-local { IPv6 | VKasaHHe BUPTYaJbHOTIO JIOKaJIbLHOro IPv6-agpeca BpyqHyIo
autoconfig } ipv6 address 71160 IIPH IIOMOIIH aBTOKOHQUTYPHPOBAHHSL.
source-ip ipv6 address VKa3aHue COO6CTBEHHOTO JIOKaJIbHOTO IPv6-anpeca

ITpumep xkoH@uypauuu poymepa VRRP da5 IPv4 u IPv6

router vrrp
interface tengigabitethernet 0/0/1.67
address-family ipv4
vrrp 67
priority 200
source-ip 67.1.1.151
virtual-ip 67.1.1.5
exit
exit
address-family ipv6
vrrp 66
source-ip fe80::aaf9:4bff:fe8b:bc21
virtual-ip global 2001:67::15
virtual-ip link-local fe80::200:5eff:fe00:242
exit
exit
exit
exit

Z[I/IaI‘HOCTI/I‘IECKI/Ie KOMaH/AbI

show vrrp
KoMaHia BRIBOAUT UHPOPMAITUIO O COCTOSTHUU VRRP-MapIipyTH3aToOpoB.

ITpumep. show vrrp

0/ME5100:Router# show vrrp
Fri Nov 1 16:13:20 2024

Interface VRRP ID  Priority Virtual IP State
Role

te0/0/1.67 67 200 67.1.1.5 running
master

te0/0/1.67 66 100 fe80::200:5eff:fe00:242 running
master
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show vrrp statistics
KoMmaHzia BIBOAUT UHGOPMAIIK0006 OTIIPaBJIeHHBIX U IIPUHATHIX ITakeTax VRRP-rpyr.

ITIpumep. show vrrp statistics

0/ME5100:Router# show vrrp statistics
Fri Nov 1 16:13:49 2024

te0/0/1.67:
Address-family: IPv4
VRID: 67

Become master: 1

Release master: 0

Advertise send: 16715

Advertise receive: 1

Priority zero send: 0

Priority zero receive: @

Errors:
Packet length errors: 0
IP TTL errors: 0
Invalid type errors: 0
Address list errors: 0
Advertise interval errors: 0
Router version errors: 0
Authentication failures errors: 0
Invalid auth type errors: 0
Authentication type mismatch errors: @

Address-family: IPvb
VRID: 66

Become master: 1

Release master: 0

Advertise send: 16715

Advertise receive: 2

Priority zero send: 0

Priority zero receive: @

Errors:
Packet length errors: 0
IP TTL errors: 0
Invalid type errors: 0
Address list errors: 0
Advertise interval errors: 0
Router version errors: 0
Authentication failures errors: 0
Invalid auth type errors: 0
Authentication type mismatch errors: @



IIOCTOSHHBIE MAPHIPVTBI
CTATUYECKAJ MAPHIPYTU3AIIUA

B 3TOM IIaBe JaeTcd IOHATHE IIOCTOSHHBIX MapIIpPyTOB, OIKMCAHBI METOABI UX AUArHOCTHUKU U
HaCTpOMKa CTaTU4YeCKOM MapIIpyTHU3aliuu AJI I106a1bHOM Tabsuisl (GRT) u skseMiiapoB VRE.

OCHOBHOe CPeJCTBO TUarHOCTHUKH TabJIuLy MapIIpyTH3aIluHu

NOTE .
ycTporicTBa — KoMaHza show route.

THUIIBI IIOCTOAHHBIX MapaoipyTos

ITocTosTHHBIE MAapIIPYTBI —3TO MAapILIPYTHl, He 3aBHUCAIHe OT paboTel IIPOTOKOJIOB
OJUHAMHYECKOM MapIIpyTHU3alliy M CYILIeCTBYIOIIME B CHCTeMe KaK pe3yJabTaT Py4YHOM
HaCTPOUKHU.

B cucrteme umeetcsa TPHU THUIIa TaKHUX MapIIPyTOB:

* IIpHUcoefrHeHHEIe (connected);
* JIOKaJIbHBIE (local);

e cTaTHueckue (static).

IIpucoegHEHHBIE MapPUIPYThHI

[IpucoenuHeHHBIe (connected) MapIIPyTHl — 3TO MapIIPyThl, COOTBETCTBYIOIIME Ha3HAaUeHHBIM
Ha IP-uHTepdeiicr! noaceTsIM. [lapaMeTphl IIPUCOeUHEHHOTO MapIIpyTa — 3TO HEIIOCPe/[CTBEHHO
azpec ceTu ¥ HTepdeiic, Ha KOTOPOM Ha3HAUYeHa IaHHAs IIO/ICETh.

HampuMmep, Inpu HasHauyeHUH Ha uHTepderice I[Pv4-ampeca 100.64.0.1/24 B Tabuuiy
MapuIpyTHUsanuu OyfeT BHeCeHO, UTO aKTHBeH MaplupyT 100.64.0.0/24, mpucoefyHeHHBIN K
COOTBETCTBYIOILIIEMY UHTepdeliCcy yCTPOMUCTBA.

[IpricoeMHEHHbIe MapIIPyTHl MOSIBJSIOTCI B TaOJIHMIle MapIIPyTH3aIlMH U HCIIOJIB3YIOTCS IS
IepechUIKU TpadUKa TOJIHLKO B TOM CJIydae, €CJIM COOTBETCTBYIOIIMM MHTepdeiic HaXOAUTCSI B
aKTUBHOM COCTOSTHUH.

JIoka/IbHbIE MaPIIPYTHI

JlokasbHble (local) MapHIpyTHl —9TO MaKCUMaJIbHO clieliu¢uuHble (/32 misg IPv4) MapIiupyThl,
COOTBETCTBYIOIIMe Ha3HaueHHBIM Ha IP-uHTepdelicel ycTpoicTBa ajpecaM. IlapaMeTpsl
JIOKaJILHOTO MapIIpyTa—3TO ajpec HHTepderica ¢ MaCKOM /32 W HeNOCpPeACTBEHHO caM
uHTepderic, Ha KOTOPOM afipec Ha3HaUeH.

Hampumep, npu HasHaueHWW Ha wuHTepderice I[Pv4-ampeca 100.64.0.1/24 B Tabauly
MaplIpyTHU3anuu OyJeT BHECEHO, YTO AaKTHWBeH MaplipyT 100.64.0.1/32, JIOKaJbHBIU [
COOTBETCTBYIOII[ETO MHTepdeiica yCTPOHCTBA.
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JIokasibHEBIE MapIIpyTHEI IIOABJIAIOTCA B TaﬁHHHe MapIIpyTHU3alliUK TOJIBKO B TOM CJjy4dae, €CJIIH
COOTBGTCTBYI-OI_L(I/IfI I/IHTep(l)efIC HaxoguTCd B AKTHBHOM COCTOSHHH. JlokaJIbHbIE MapIIpyThI
HCIIOJIB3YIKTCA B CUCTEME VI BHYTPEHHUX HYX]I.

CiemyeT € OCTOPOXKHOCTHIO IIPUMEHSITh PEJUCTPUOYIINIO JIOKQJIbHBIX
MapLIpyTOB B IIPOTOKOJBl [JUHAMHUUYECKOH MapIIpyTH3alluH, TaK Kak
IIOSIBJIEHHE TaKHUX CHEeNUQUYHBIX MAapIIPYTOB MOXKeT IIPUBECTH K
HeOoUYeBUIHOMY BBIOOPY JIYUIITUX ITyTeH B CETH.

CAUTION

B ciydae, ecyii Ha MHTepelc HasHayYeH ajpec ¢ MackKou /32 (HampuMmep,
OpyU UCHOJIL30BAaHUM UHTepPPercoB JIOKaJbHOM IeTiu — loopback),
IMPORTANT COOTBETCTBYIOIIIUU MapLIPyT Oy[eT paccMaTpUBaTbC CUCTEMOM Kak
JIOKaJIbHBIM, a He KaK IIpUCOeJIUHeHHbIN. [[aHHYI0 0COOEHHOCTHL CjeLyeT
YUYUTBIBATH IIPU PeJUCTPUOYIINHU azpecoB loopback-uHTepdericos.

IIpocMOTp NpHUCOETUHEHHBIX M JIOKAJIbHBIX
MAapIIpPyTOB

BrIBO/I BCeX UMENIMXCA IPUCOEIUHEHHBIX MapIIpPyTOB IIPOU3BOAUTCA KOMaHMAOM show route
[vrf NAME] connected.

BeIBOJ, BCeX UMEIOIIUXCS JIOKAJIbHBIX MapIIpyTOB IIPOU3BOAUTCI KOMaH0M show route [vrf NAME]
local.

[Ipeario105KuM, B CUCTeMe HacTpoeH IPv4-uHTepdeic:

interface tengigabitethernet 0/0/5
load-interval 30
description "to AR2(2.2.2.2) te 0/0/5"
ipv4 address 100.100.12.0/31

exit

Torma B Tabusmile MapuUIpyTHU3aliiu OyAyT IIPUCYTCTBOBATh CJIEAYIOIUe IIpUcoefuHeHHbIe (Ko, ()
U JIOKaJIbHBbIE (KOJ L) MapIpyThL:

C 100.100.12.0/31 is directly connected, 12h50m46s, te 0/0/5
L 100.100.12.0/32 is directly connected, 12h50m46s, te 0/0/5

CraTHyeckue MapHIIpyThbl

CraTuueckue MapHmpyTbl CO34al0TCA B CHUCTEME€ BPYUHYIO IIyTEeM 3adaHHA COOTBETCTBYIOITHUX
KOMaH[ KOH(l)I/II‘ypaI_[I/II/I. HpI/I CO3MaHUH CTaTHYECKHX MAapHIIPyTOB HMEIOTCSI 00s13aTeJIbHBIE U
OIIITHMOHAJIBHBIE ITapaMeTpPHhI.
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06s13aTeIbHbIE TapaMeTpPHI:

* CeTb Wiy npedpuKc HasHaueHud B popMarte CIDR;

» [P-azipec cienyroirero ysuaa (nexthop).

OHI.II/IOHaJIBHLIe IIapaMeTphbI:

* UHTepdelic, Uepe3 KOTOPHIN HAIIPaBIIeTCAd CTaTUUEeCKUN MapIIIpyT;

* BKUIIOUEeHMe/OTKJII0UeHHe OBICTPOTO IeTeKTUPOBaHUs 00pbiBa BFD;

* MeTpHKa MapIIpyTa;

* BHYyTpeHHUN YMCI0BOU TIT MaplLIpyTa.

HacTpoiika cTaTH4eCKHX MapIIpyTOB BHYTPH IVI00a/ILHOM TaO0 /IMITbI

MmapuapyTtusanuu (GRT)

Jlo6aBieHHe CTaTUYeCKUX MapILIPyTOB B IVI00aJIbHOM TabJ/IHIle IIPOU3BOAUTCA B MepapXUueCKOM
BUJIe B pasfese KOHUIypamuu router static.

Tabauua 39. Hacmpotika cmamu4ecKux mMapupymos 8 GRT

KomaHnpa

confiqure

router static

address-family { ipv4 | ipvb }
unicast

destination ip_network ip_nexthop

description descr

interface { null |
tengigabitethernet | bundle-ether
| fortygigabitethernet |
hundredgigabitethernet | tunnel-ip
| tunnel-rsvp | mgmt |

twentyfivegigabitethernet} num
bfd fast-detect

metric

exit
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HasHaueHnue
Ilepexo[ B peskKUM IJ106a/IbHOM KOHQUTYpAITUH.

[Tepexof B pe>KUM KOHQUTYPAITUH CTaTUUECKOH
MapIIPyTU3aIlUH B IJ106aIbHON TabIUILe.

ITepexop B peXxuM HacTpouKH IP unicast-MapIpyToB.

Co3faHIe CTaTUYeCKOT0 MapIIpyTa Ha IIO/ICETh ip_network ¢
a/IpecoM CJIeyIOIIETo y3Ja ip_nexthop v Iepexoj B PeXKUM
KOHOUTYpaIy ONIIHOHAIBHBIX IapaMeTPOB JAHHOTO
MapIIpyTa.

HasHaueHHe MaplIpyTy UMeHHU-0IIMCaHus . OnlrcaHue
cyleflyeT 3aKJII0UaTh B KaBBIUKHU B CIydae, eCIU CTPOKa
COZlep>KUT CHMBOJIBI IIpo6eia.

(OmnmoHanbHO) YKasaHue uHTepderica, yepe3 KOTOPBIA
OyzeT HallpaBJIeH MapIIPyT U IIepeX0/ B pe)KUM HaCTPOUKHU
JaJIbHEUITUX OIIITHOHAIbHBIX [TapaMeTpPOB.

(OnroHaIbHO) BKiTtoueHUe 6BICTPOTO [eTeKTUPOBaHUSA
00pBIBa CBA3H 10 CIeAYIOIero y3Ja (nexthop).

He npuMmenseTcs Aj tunnel-ip-, tunnel-rsvp-, mgmt-
uHTepdecos.

(OmroHanIbHO) YeTaHOBKA METPHUKU MapIIIpyTa.

(OnroHasIbHO) Bo3BpaT B peskKUM HaCTPOUKU
OIII[MOHA/IbHEIX IIapaMeTPOB MapIIPyTa.



KomaHnpa

tag tag

commit

Ha3umaueHue

(OnroHaIbHO) YKasaHKe BHYTPeHHero YHUCJI0BOI0 Tera,
KOTOPBIN MO>KeT OBITH BIIOCJIECTBUH HUCII0JIb30BaH IIPU
¢MIBTpany MapIIpyTa IpaBUIaMU PeJUCTPUOYIIUH.

[IppMeHeHMe IIPOM3Be/IeHHBIX HACTPOEK.

ITpumep: Hacmpolika cmamuuecko20 mapwpyma Ha cemb 100.70.0.0/16 uepes y3en 4.4.4.4, unmepdhetic
bundle-ether 1.21, c Mempuxkoii 15 u BHympeHHUM mezom 555:

router static
address-family ipv4 unicast

destination 100.70.0.0/16 4.4.4.4
description "the way to the unknown"
interface bundle-ether 1.21

metric 15
exit
tag 555
exit
exit
exit

HacTpolika cTaTUH4eCKUX MapUIpyTOB BHYTPH 3K3eMILtsipa VRF

JlobaBieHHe CTaTUYeCKHUX MaplIpyToB A 3K3eMILrgpa VRF IIPOM3BOAUTCA B HepapXU4eCKOM
BHU/JIe B pasjesie KOHQUIyparuu router vrf.

A BkiurodeHus I[P-mapmpytusanuu B 3k3eMIursipe VRF Heo6xomaumo
IMPORTANT Ha/Jiuuhe B KOHQUIypalluM KaK MHHHMYyM IIycToro 6sioka router vrf
VRF_NAME mj1g maHHOTO 9K3eMILIIpa.

Tabauya 40. Hacmpoiika cmamu4ecKux Mapupymos eHympu sk3emnasapa VRF

KomaHnga

configure

router vrf vrf name

static

address-family { ipv4 | ipvb }
unicast

destination ip_network ip_nexthop

Ha3sHaueHue
[Tepexof B pesKuUM 171062/ IbHOM KOHQUTYPAIIAH.

BxirroyeHue MapIIpyTU3alluU B YKa3aHHOM 9K3eMILIIpe
VRF u 11epexof; B pesKUM HaCTPOMKH OCHOBHBIX IIapaMeTpOB
MapIIpPyTHU3AL[UH I HETO.

[Tepexof B pesKUM KOHQUTYpaIiiy CTaTUYeCKON
MapIIpyTHU3aliuU B TeKyIeM ak3eMIursipe VRE.

[Tepexof B pe>KUM HacTPOMKH IP unicast-MapIlpyToB.

Co3jaHre CTaTUYeCKOTr0 MapIIpyTa Ha II0/ICeTh ip_network ¢
aZipecoM CJIefIyIoIero y3Ja ip_nexthop U I1epexo/; B pesKuM
KOHQUTYpaIuy ONITHMOHAIbHBIX IIapaMeTPOB JaHHOTO
MapIIpyTa.
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Komanpga HasHaueHue

description descr HaszaueHue MapIIpyTy UMeHU-OIUcaHud . OnlucaHue
cefyeT 3aKJ/II0UaTh B KaBbIUKU B CIy4ae, eCJIM CTpOKa
COJZlep>KUT CUMBOJIBI IIpobeJia.

interface { null | (OmoHaIbHO) YKasaHue HHTepdeiica, uepe3 KOTOPHIH
tengigabitethernet | bundle-ether go oy yanpapsen MapipyT 1 MIepexos B peskuM HacTpOIKH

| fortygigabitethernet | .
hundredgigabitethernet | tunnel-ip AQ/IPHEHIINX ONIIHOHATLHEIX 1aPaMeTPOB.

| tunnel-rsvp | mgmt |
twentyfivegigabitethernet} num

bfd fast-detect (OTIIMOHAIBHO) BK/IIOUeHHe 6BICTPOTO /IeTeKTUPOBaHHA
00prIBa CBA3U 10 CIeAYIOIero y3Ja (nexthop).
He npuMeHseTcs A4 tunnel-ip-, tunnel-rsvp-, mgmt-

uHTepdeHcos.
metric (OnoHanbHO) YeTaHOBKA METPUKU MapIIpyTa.
exit (OniroHaIbHO) Bo3BpaT B peskKUM HaCTPOUKU

OIITMOHAJBbHBIX ITapaMeTPOB MapIIpyTa.

tag tag (OnmroHanbHO) YKa3aHHUe BHYTPeHHEeI0 YKUC/I0BOTO Tera,
KOTOPBIN MO>KeT OBITH BIIOCJIE[CTBHE HUCII0Ib30BaH IIPHU
¢HUIbTpaIuy MaplIpyTa IIpaBUIaMU PefUCTPUOYITUH.

commi t [IpruMeHeHHe ITPOU3BEIEHHBIX HACTPOEK.

IIpumep: Hacmpoiika cmamuueckozo mapuipyma eHympu VRF "example_vrf" Ha cemb 10.0.0.0/23 uepes
y3en 4.4.4.4, unmepgeiic tengigabitethernet 0/0/18.1, c mempuxkoii 15 u éHympeHHUM mezaom 65001:

router vrf example_vrf
static
address-family ipv4 unicast
destination 10.0.0.0/23 4.4.4.4
interface tengigabitethernet 0/0/18.1
metric 15
exit
tag 65001
exit
exit
exit
exit

KomMaH I IPpOCMOTPA MapHIPyTHOM HHPOpMAITUHA

show route [vrf VRF] [ connected | static | local ]

JlaHHasE KOMaH/la BBIBOJUT IIOJHBIM CIIMCOK MAapIIPyTOB YCTPOMCTBA B IVI0OOAJIbHOM TabJIvIle
MapLIpyTU3alluu JHU60 B yKasaHHOM 3Kk3eMmiursipe VRF. Ilpu ykasaHUM THIIAa MapIIpyTOB
(connected/static/local) BEIBOZ UIBTPYyeTCAd B COOTBETCTBUM C 3aJJaHHBIM ITapaMeTPOM.
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ITpumep: 861800 KOMaHObL Show route

0/ME5100:Router# show route
Wed Feb 7 00:20:01 2018
Codes: C - connected, S - static, 0 - OSPF, B - BGP, L - local

IA - OSPF inter area, EA - OSPF intra area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
ET1 - OSPF external type 1, E2 - OSPF external type 2

i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2,
LET - ISIS levell external, LE2 - ISIS level2 external
BI - BGP internal, BE - BGP external, BV - BGP vpn

L 1.1.1.1/32 is directly connected, 13h41m48s, 1o 1

il2  2.2.2.2/32 via 100.100.12.1 [116/10], 13h39m57s, te 0/0/5

il2 3.3.3.3/32 via 100.100.13.0 [116/10], 13h41m22s, te 0/0/6

il2 4.4.4.4/32 via 100.100.14.0 [116/10], 13h38m@3s, te 0/0/7.14

i L2 5.5.5.5/32 via 100.100.13.0 [116/30], 13h41m@9s, te 0/0/6

il2 6.6.6.6/32 via 100.100.13.0 [116/20], 13h41m@9s, te 0/0/6

il2 9.9.9.9/32 via 100.100.13.0 [116/10], 13h41m22s, te 0/0/6

C 10.10.0.0/24 is directly connected, 13h41m30s, te 0/0/1.10

L 10.10.0.1/32 is directly connected, 13h41m30s, te 0/0/1.10

C 10.100.100.0/24 is directly connected, 13h41m30s, te 0/0/1.100

L 10.100.100.1/32 is directly connected, 13h41m30s, te 0/0/1.100

C 11.1.0.0/24 is directly connected, 13h41m30s, te 0/0/1.11

L 11.1.0.1/32 is directly connected, 13h41m30s, te 0/0/1.11

BBI 20.20.0.0/32 via 100.100.12.1 [200/0], 13h38m@5s, te 0/0/5

BBI 22.11.0.0/24 via 100.100.12.1 [200/0], 13h38m@5s, te 0/0/5

BBI 22.21.21.0/24 via 100.100.12.1 [200/0], 13h38m@5s, te 0/0/5
<ou>
NOTE [Ipy HaJUYHU B CHUCTEMe OOJIBIIOTO KOJHMYECTBAa MAapPIIPYTOB BHIBOJ| ITOJTHOM

Ta6JII/II_U:I MOKET 3aHHMAaTh SHAYUTEJIbLHOE BpeMsi.

show route [vrf VRF] { ipv4 | ipv6 } PREFIX

JlaHHasE KOMaH/Ia BBIBOJUT JleTaJbHYI0 HMHGOPMAIUI0 10 KOHKPETHOMY IpedHUKCy B TabJHIle
MapIIPyTU3AITUH.

ITpumep: 861800 KOMaHObL Show route ipv4 PREFIX

0/ME5100:Router# show route ipv4 6.6.6.6/32
Wed Feb 7 00:24:31 2018
Routing entry for 6.6.6.6/32
Last update: 13h45m39s
Routing Descriptor Blocks
100.100.13.0, via te 0/0/6
Known via isis, distance 116, metric 20
type isis-level2-internal, protection none, route-type remote
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Entries: 1

B KauecTBe apryMeHTa kKomaHga show route { ipv4 | ipv6 } mpuHHMaer
TOJIBKO TOYHBIM MaplipyT B ¢opmare CIDR, umerinuiica B TabJiuile

IMPORTANT MaplupyTusanuu. /Ui BBINIOJIHEHUS IIOMCKA MaplpyTa sl KaKoro-a1u6o
IP-ampeca (T.H. TIIpoIlecC TOYHOIO IIOMCKa MapIIpyTa) CJenyer
BOCITI0JIb30BaThCI KOMaHA0U show 13forwarding.

show route rib summary [detailed]

KOMaH,Il;a BEIBOJIUT CBOOHYIO I/IH(l)OpMaU;I/IIO 0 KOJIM4eCTBe MapPIIPyTOB B CHCTeEME C YKa3aHHEM HX
THUIIOB/HCTOYHHUKOB.

ITpumep: 861800 KOMaHOBL 'show route rib summary':

0/ME5100:Router# show route rib summary
Wed Feb 7 00:27:47 2018

Route Source Routes
static
connected
local

ospf

isis

bgp

1fa

summary address
default

FIB installed

OO0 ) NS W OoON
N O

SN
(Y=
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HACTPOHKA IIPOTOKOJIA OSPF

B maHHOH I71aBe OIMMCAaHbl HPUHIIHIIEI HACTPOMKHU IIPOTOKOJIA TUHAMHUYECKOM MapIIpyTHU3aI[ud
OSPFv2 (Open Shortest Path First, version 2).

JlaHHBIN IIPOTOKOJI IPUHAJJIEKUT K CeMeICTBY IIPOTOKOJIOB COCTOSIHUS COeUHEHUS U OTHOCUTCS
K rpynre IGP (Interior Gateway Protocol).

IIpuHIUNIBEI KOHQUTYPUPOBAHUA NIPOTOKOIa OSPFVv2

HacTpoiika 1mpoljecca [MHaMHUYeCKOM Mapiapytusaruu OSPF  IIpou3BOAUTCA B pasfesie
KoHQUryparuu router ospfvl. BHYTpM JaHHOTO KOHQUIYpPAITMOHHOr0 6JI0Ka HaCTpauBaeTCs
OSPFVv2 Kak /1 I7106a/IbHOM TaGJIUIIBI, TAK U [JI1 UMERIUXCI Ha MapIlIpyTU3aTope 3K3eMILIIPOB
VREF.

Ha ycTpoiicTBe BOSMOKHO CO3aTh 10 16 mporteccoB Mapurpytusariuu OSPF.

JanbHelIasg KoHQUrypanus Osioka router ospfvl IIpOM3BOAMTCA HepapXU4yecKU. BHyTpHU
TabJIMIIBl MapIIpyTH3allui KOHGUIypupyroTcss OSPF-30HEI (area), B KOTOpPBIe y>Ke HasHadyarOTCId
JIOTUYeCKHe U ¢u3ruUecKre HHTepdeCchl yCTPOHCTBA.

[Io yMO/JIlYaHUIO HU OJUH U3 HHTEepPQeMrCcOB YCTPOMCTBA He BKJIIYEH B
nporokos OSPF. [lyis 3amycka mporokosia OSPF Ha wHTepdeiice u/mium
cabuHTepderice TpebyeTCd IBHO yKas3aTh 3TOT UHTepderic B KOHQUTYpaIuu
COOTBETCTBYIOIIIEN 30HEI BHYTPH IIpoliecca OSPFv2.

IMPORTANT

Ha uHTepdetice, CKOHQUTYPUPOBaHHOM BHYTPU KaKOM-1n60 30HBI OSPF,
3alycKaeTcs MeXaHU3M IIPOTOKOJILHOI0 06HapykeHUss OSPF — HaunHaeTcqa
ornpaBka HELLO-ltakeToB ¥ IIpUMeM TaKHX IIaKeTOB. LCKiIoueHHe

IMPORTANT COCTABJIAIOT T.H. "NIaCCUBHBbIE" MHTepPperCchl — TaKue UHTEPPEHChl TOJIHKO
BKJIIOYAIOTCA B cocTaB 00bsABiaeHUM OSPF Router links mpu pacceuike
IIPOTOKOJIbHBIX COOOII[eHHM, COCe[CTBa 4Yepe3 TaKue HHTepQeirchl He
yCTaHaBJIUBAKTCH.

TaxuM 06pa3oM, oC/Ie0BaTEJIbHOCTE KOHGHUIypHpoBaHMs NPoToKoaa OSPF BRII/IAAUT
CJIeIyIOIIMM 00pa3om:

1. CospmaHue mporiecca MapIIpyTU3aIiHHI.
2. Obuas HacTpoMKa mpoTokosia OSPF Ha ycTpoiicTBe.

3. Co3manue Tpe6yeMmbix OSPF-30H BHYTpH 6JI0Ka IIpoliecca MapIIpyTH3allMy M HacTpoMKa
9THUX 30H.

4. lob6aByeHUe UHTep)EelCcOB B COOTBETCTBYIOIYE OSPF-30HbI.

IHopnep>kka Instance ID

Ha wMapmpyTusatopax cemeidictBa ME peaqn3oBaH MeXaHU3M TOJJIEP’KKH HECKOJIbKHUX
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9K3eMILIIPOB IIPOTOKOJIA, paboTarIUX Ha OJHOM HHTepdelice, omucaHHBIM B RFC 6549. 3TOT
noOKyMeHT paciuupseT RFC 2328 MmexaHusmoM guddepeHIMAlIUN MAKETOB [JI Pa3IUUYHBIX
9K3eMILIIPOB, OTIIPABJIIeMBIX U II0JIydaeMbIX Ha OJJTHOM U TOM >Ke UHTepderice.

Jid TIOAep>XKKW I9TOM BO3MOJXKHOCTH, H3MeHEHHBIM ¢opmaT 3arojioBKa IlakeTa C II0JIEM
"Authentication Type" paspaessieTcs Ha 1oJie "Instance ID" u mosie "AuType".

012345678901234567890123456789¢01
e T T B T S T T S T ok ot T s or F S e
| Version # | Type | Packet length
o S e T S e o T S e Bl ok o T S SRR e S
| Router ID |
N
| Area 1D |
e
| Checksum | Instance ID | AuType
e e T T B T T e o e o
| Authentication
e T T T A s ot ] o (o T S SR SR e e S SR SR e
| Authentication |
e T T B T S T T S T ok ot T s or F S e

CtpykTypa OSPFv2 Header

Bce moJsi, 3a UCKIIOYeHHEM IIOJs HAeHTHOUKaTopa 3sk3eMmiurgpa OSPFv2 (Instance ID),
oripeziesieHbl B RFC 2328. /lyis1 Instance ID BeifiesisiioTcd mepBhle 8 6UT mosid "AuType”, TeM caMbIM
rosie "AuType" yMeHbIIaeTcs 10 8 6UT 6e3 U3MeHeHU ! B 3HaUeHUH.

Instance ID 1103BOJIZIET HUCIIOJIB30BaTh HECKOJIBKO 3K3eMILIIpoB OSPFv2 Ha ofHOM HHTepderice.
KaxgoMy  9K3eMIUIIpy IIPOTOKOJIa Ha  MAapIIpyTH3aTOpe IIPHUCBAaWMBAaeTCd  OTHe/IbHBIN
UaeHTUPUKATOp sk3eMmIigpa OSPFv2.

B 3arosioBke OSPFv2-niakeTa ycTaHaBJIUBaeTCd UAeHTUOUKATOP sk3eMIursipa OSPFv2 uHTepderica
(Instance ID). Instance ID McIIosb3yeTcs I YIIPOILEHUA AeMyJIbTHUILIEKCUPOBAaHUA IIaKeTa U
CBSA3BIBAHUS €ro C IIpaBHJILHBIM 3K3eMILIgpoM OSPFv2. IlosiygeHHble mmakeThl ¢ Instance ID, He
paBHBIM HHU OJHOMY U3 HacTpoeHHLIX Instance ID sk3emriuiapoB OSPFv2Z Ha npuHUMAaRINEM
uHTepderice, 0TOPaCHIBAIOTCH.

OmnpepesieHs] caeAyIOLMe HAeHTUPUKATOPHI IK3eMILUTIPOB OSPFv2:

1. 0 - GasoBbI 3k3eMIUIApP IPv4 - 3TO 3K3eMIUIAp MapuIpyThsanuu [Pv4 II0 yMOJYaHUIO,
COOTBETCTBYIOIIIUM OJHOALPECHOM MapuipyTusanuu IPv4 1o yMOJI4aHUI0O U Tabsuiie
MapuipyTusanuu IPv4 oreparopa. MCIIOJIb30BaHHE 3TOr0 HAEHTHHKATOpa 3K3eMILIIpa
obecrieurBaeT 0OpaTHYI0 COBMECTUMOCTE € 6a30BoM crierupukarreit OSPF.

2.1 - 6as0BBIM 3K3eMILIIP MHOrOAJpeCcHOM pacchlIKu IPv4 - 3TOoT 3K3eMmiurap IPv4
COOTBETCTBYET OT[e/JBHOM TabJ/HIle MaplIpyTHU3aliuu [Pv4, MCII0Ib3yeMON [JI IIPOBEPKU
nepecbIKA obpaTHOTO IyTH (RPF), BBINIOJIHSEeMOM [JII MHOroajgpecHoro tpaduka IPv4
(multicast traffic).

3. 3-127 - yacTHOe UCII0JIL30BaHMe, OIIpefeieMoe afMHUHUCTPATOPOM JIOKAJILHOU CETH.

78



[TockoJyibKy Iosie 3arosioBkKa "AuType" OSPFv2 ObLIO YMEHBIIIEHO C 2 OKTeTOB [0 1 OKTeTa,
MapIIpyTHU3aTOPhl, He mopaaepskuBaromire RFC 6549, He CMOIYT BBIIOJHUTH ayTeHTU(PHUKAITUIO
IIaKeTOB /[JId JII0O0TO 39K3eMILIIpa, KpoMe 3K3eMIUIgpa [0 yMOJMYaHUuI0 (TO ecTb 6as3oBOro
sk3eMiILIgpa IPv4 Unicast, ¢ Instance ID paBHBIM HYJIIO).

ba3oBas HacTpouka nporoxosia OSPFv2

HaCTPOﬁKa IIPOTOKOJIA ITPOMU3BOJIUTCA COIJIaCHO OITKICAHHOU BBIIIIe nepapxum.

Tabauua 41. bazosas Hacmpotika npomoxoaa OSPFv2

KomaHnpa HasnaueHue
configure ITepexos B pe>XKUM I7106aIbHOM KOHQUTYpaIUH.
router ospfv2 OSPF_NAME CospmanHue 1polecca MapmpyTtusanuu OSPFv2 ¢ mMeHeM

OSPF_NAME U 11epexo/; B pesKUM ero HaCTPOMKH.

router-id X.X.X.X 3amaHue uneHTHGUKaTOpPAa y3Ja ceTH (Router ID) B popmate
IPv4-anpeca.

instance-id instance-id (OmmoHanbHO) YKasaHHe HIeHTUUKATOpa JSK3eMILIIpa
nportecca OSPF (Instance ID).
ITpunnMaet sHaueHud 0..127.
ITo ymosruaHuio sHaueHue Instance ID paBHO HYJIIO.

area Y.YYY Cosmanue B KoHuryparmu OSPF-30HBI (area) U Iepexof B
pexxuM eé HacTporiku. Backbone-3oHOU sBJsieTCcs 30Ha C
HOMepoMm 0.0.0.0.

nssa (OmmmoHanbHO) YKasaHue TeKyllei 30HbI B KauecTBe OSPF
NSSA ('not-so-stubby area’).

stub (OnrmoHanbHO) YKazaHUe TeKyllell 30HbI B KadecTBe OSPF
Stub area.
interface { loopback | JlobaBiieHHWe  COOTBETCTBYHIOIEro HUHTepderica (Jmbo

tengigabitethernet | bundle-ether
| fortygigabitethernet |
hundredgigabitethernet | tunnel-ip

| twentyfivegigabitethernet } num

cabuHTepderica) B ykazaHHyro 30HY OSPF u mepexop B
pe>xuM HacTporiku OSPF-mapaMeTpoB 9TOro UHTepderica.

dead-interval { minimal | SECONDS (OmiiroHaabHO) YcraHOBKa BpPEMEeHHOI0
+ UHTepBasia —TauMayra IoaydeHuss HELLO-makeToB OT
cocefla, II0 MCTEYEHHMH KOTOPOro cocel, Ha [JAaHHOM
nHTepderce 6y eT CUUTATHCA IIOTEePSIHHBIM.
VkasaHue napaMeTpa minimal BkirodaeT pexkuMm OSPF fast
hello.

hello-interval SECONDS (OnoHanbHO) YcTaHOBKA MHTepBasia OoTIpaBKU HELLO-
IIaKeTOB Ha TeKyIlleM UHTepdelice, B CEKYH/aX.
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KomaHnpa

fast-hello-multiplier PACKETS

metric METRIC

vlan-pcp value

mtu-ignore

network { broadcast | nbma |
point-to-multipoint | point-to-
point }

passive

80

Ha3umaueHue

(OnmuoHasmbHO) YcTaHOBKA KoJsmdecTBa HELLO-makeToB,
KOTOpBle OYyAyT OTIIPABJIATHCSA C UHTepderica 3a CeKyHIY
pu paborte B pexxuMe OSPF fast hello.

ITpuHmuMaeT sHaueHud 2..20.

(OnyoHaIbHO) YcraHaB/IMBaeT IIPOTOKOJILHYIO
"CTOUMOCTL" (MHaUe — MeTPUKY) UHTepdeiica.
I[IprHuMaet sHaueHud 0..65535.

B  Tekymer Bepcuu IIO  Bce

UHTEePPEHChI yCTPOMCTBA o
YMOJIYaHUI HMeT MeTpuky 10.
IMPORTANT HasuaueHue MeTPHUK Ha

UHTePEeNChI cIelyeT IIPOU3BOAUTE B
COOTBETCTBUU C IIPUHATOM Ha CeTH
TOJIUTUKOM [GP-MapiIpyTH3aIiun.

(OnroHanlbHO) YeTaHaBIMBaeT 3HaUeHHUe IIpuopurera L2
CoS (p-bit) B oTmpaBisgeMbIX € HHTepdericax IaKeTax
nporokosa OSPF.

ITpuHrMaeT 3HayeHHd 0..7.

(OroHaNbHO) C JaHHBIM rapamMeTpoM Ipu
YCTaHOBJIEHUM  COCEACTB  4Yepe3  uHTepdeiic  Oyner
UTHOPUpPOBAThCd HHOopManus o pasMepe MTU B
00BABJIEHUAX COCEJHHUX MaplIpyTU3aTopoB. KoMaHAy
CJIe[lyeT UCI0JIb30BaTh IIPHU HEBO3SMOXKHOCTH BBIIIOJIHEHUS
COIJIaCOBAHHOM HaCTPOUKU MTU Ha COCeHUX
MapIlpyTHU3aTOpax.

(OnrmmmonanbHO) VkKaszanwme Tuma OSPF-mmofcet  Ha
uHTepderice.

IIpu uCIIoJIb30BAaHUU THUIIA point-to-multipoint ycTpoMcTBO
MOKeT paboTaThb TOJIBKO B IIaCCHBHOM non-broadcast
peXuMe —TO eCThb yCTaHABJIUBAThb COCEACTBO II0 (GakTy
nosyueHuss unicast HELLO-cooGIIfeHHMU 0T COCeJiei.
B03MO0XHOCTb UHUITHAITUN COoeIUHEeHUU K
CKOHQUTYPHUPOBAaHHBIM cocegaM OyAeT JOCTyIHa B
Ooynynux pesusax I10.

(OmmmonanbHO) IlepeBon, wHTepdeiica B IACCUBHBINA
PeKuM.

B pmaHHOM pexuMme HHTepdelic He OTIIpaBiIsgeT U He
npuHuMaeT HELLO-coobmieHMiT U 4epe3 HHTepdelic He
yCTaHaBJIUBaeTCd HUKAKHUX COCEJCTB. Pe)KUM HCIIOJIB3YeTCs
Opyu HeoOXOAMMOCTH aHOHCHpoBaTh B OSPF 1onceTh
JaHHOIO HHTepdelica (Hampumep, I HHTepdeiicoB
JIOKaJIbHOM I1eTyix loopback).



Komanpga HasHaueHue

priority ROUTER_PRIORITY (OmmmoHanbHO) YCTaHOBKA IIPUOPUTeTa MaplIpyTH3aTopa
IUId ydacTus B Belbopax Designated router.
ITpuHumaet sHaueHud 0..255.

exit BosBpaT B pesxuM HacTpOMKHU OSPF-30HEL.

exit BosBpaT B pesxuM HacTporku OSPF-11poriecca.
exit Bo3Bpart B peKuM I71I06aIbHOU KOHQUTYpaITUU.
commit [IpuMeHeHMe IIPOM3BeJeHHBIX HACTPOEK.

ITpumep. Bazosaa Hacmpolika npomokoaa OSPFv2

router ospfv2 test
router-id 1.1.1.1
area 0.0.0.0
interface tengigabitethernet 0/0/12
network point-to-point
exit
interface tengigabitethernet 0/0/13
network point-to-point
metric 20
exit
interface loopback 1
passive
exit
exit
area 0.0.0.100
stub
interface bundle-ether 7.400
network point-to-point
metric 250
exit
exit
exit

Hactpoyka OSPF nisa sksemiuisipa VRF

JlJ1d 3amycKa mpoliecca Mapupytusanuu OSPF BHYTpH KaKoOro-JIu60 sk3eMIuisipa VRE He06X0quMOo
CKOHQUTYPUPOBATh COOTBETCTBYHOIIMNU 610K vrf <NAME> BHYTpHU 3apaHee CO3[LaHHOTIO IIpoliecca
Mapuipytusanuu router ospfv2. Ilporecc manbHenmer HacTpoku OSPF BHyTpu VRF uvpeHTHUUYEH
TaKOBOMY [JId IJI00a/IbHOM TaOJIMITBl MapIIPyTU3aI[UHU.

[Iportecchl MapIIPyTH3allMK 11 pasHbIX VRF paboTalOT He3aBHCUMO [JpYyT OT
ApyTa.

NOTE

Tabauua 42. Hacmpotika npomokoaa OSPFv2 da5 sk3emnaapa VRF
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Komanpga HasHaueHue
configure Ilepexo[ B pesXUM I106a/IbHOM KOHQUTYpPAITUH.

router ospfv2 OSPF_NAME Cospmanue mporjecca Mapiipyrusanuu OSPFv2 ¢ umeHeM
OSPF_NAME ¥ 11Iepexo/; B pesKUM ero HaCTPOMKH.

vrf VRE_NAME 3amnyck mporfecca Mapuipytusanuu OSPFv2 B ykasaHHOM
VRF u 11iepexof; B pesKUM HaCTPOMKH 3TOr0 IIpoliecca.

router-id X.X.X.X 3azanue ugeHTUGUKaTOpa y3ia ceTu (Router ID) B popmarte
IPv4-anpeca.

area Y.Y.Y.Y Cospmanue B koHQUrypanuu OSPF-30HEI (area) U epexop B
pe’XuM eé HaCTpOUKHU. Backbone-30H011 sIBJIgeTCd 30Ha C
HOMepoM 0.0.0.0.

nssa (OmrmoHanbHO) YKasaHue TeKylei 30HbI B KauecTBe OSPF
NSSA ('not-so-stubby area’).

stub (OnroHaIbHO) YKasaHUe TeKyllel 30HbI B KayecTBe OSPF
Stub area.
interface { loopback | Jlo6aBJIeHHe COOTBETCTBYIOIEro HHTepdetica (160

tengigabitethernet | bundle-ether .. g randetica) B ykasarmyo 306y OSPE M Iepexol B
| fortygigabitethernet | Pe )BY Y Y PeXOA

hundredgigabitethernet | tunnel-ip pe>xuM HacTporku OSPF-ItapaMeTpoB 3TOro HHTepderca.
| twentyfivegigabitethernet } num

dead-interval { minimal | SECONDS (OmIioHaJbHO) YCTaHOBKA BPEMEHHOTO

+ HHTepBajia — TariMayTa nnosydeHus HELLO-makeTOB OT
cocefia, 110 UCTeYeHUH KOTOPOIo cocel Ha JaHHOM
HHTepderice OyeT CUUTATHCA IIOTEPSHHBIM.
VKka3aHue nmapaMeTrpa minimal BKItodaeT pexkum OSPF fast
hello.

hello-interval SECONDS (OnmroHasbHO) YcTaHOBKA MHTepBasia oTupaBku HELLO-
IIaKeTOB Ha TeKyIlleM HHTepgeice, B CEKYH/aX.

fast-hello-multiplier PACKETS (OmnoHasbHO) YecTaHOBKa KosimdecTBa HELLO-11akeToB,
KOTOpbIEe OYAYyT OTHPABIATLCI C HUHTepderica 3a CEKYHIY
1pu pa6ore B pesxxuMe OSPF fast hello.
ITpuHMMaeT 3Ha4YeHud 2..20.

metric METRIC (OnruoHaNbHO) YeTaHaBIUBAET IIPOTOKOJIBHYIO
"CTOUMOCTB" (MHaUe — MeTPUKY) UHTepderica.
ITpunuMmaet sHaueHud 0..65535.
BAJKHO: B Texy1ei Bepcuu I10 Bce mHTeperchl
YCTPOMCTBA 110 YMOJIYaHHUI0 UMeI0T MeTpUKY 10.
HasHaueHHe MeTpUK Ha UHTepPeChl cesyeT
IIPOU3BOJAUTEL B COOTBETCTBUU C IIPUHATOM Ha CETH
IIOJIUTHUKOM IGP-MapIIIpyTH3aIiH.
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KomaHnpa

mtu-ignore

network { broadcast | nbma |
point-to-multipoint | point-to-
point }

passive

priority ROUTER_PRIORITY

exit
exit
exit
exit

commit

Ha3umaueHue

(OnmroHanbHO) C JaHHBIM ITapaMeTPOM IIPH
YCTaHOBJIEHUH COCEJICTB Uepe3 UHTepdelic 6ymeT
UTHOPUPOBATHCSA HHPOpMaIysd o pasMmepe MTU B
00BbABIEHUAX COCEJHUX MapIIpyTU3aTopoB. KomaHy
cJIelyeT HUCII0JIb30BaTh IIPY HEBO3MOKHOCTH BBLIIIOJTHEHHS
corylacOBaHHOM HacTporku MTU Ha coceTHUX
MapIlpyTHU3aTopax.

(OnmmoHanbHO) VkasaHue tuna OSPF-iofgceTy Ha
HHTepderice.

(OnmronanbHO) ITepeBoj MHTEepdelica B ITaCCUBHBIN
pexum.

B maHHOM pe’krMe UHTep¢euc He OTIIpaBJIgeT U He
npuHuMaeT HELLO-coo61ieHU U yepe3 nHTepdeic He
yCTaHaBJINUBaeTCd HUKAaKUX COCEJCTB. Pe)KUM HCII0/Ib3yeTCs
IIp1 He06XOAMMOCTH aHOHCUpoBaTh B OSPF 11o7iceTh
IIAaHHOTO UHTepdeiica (Harpumep, 191 UHTEPPECoB
JIOKaJIbHOM I1eTyix loopback).

(OmoHanbHO) YeTaHOBKA IIPUOpUTETa MapIlpyTHU3aTopa
IUId ydacTus B Beibopax Designated router.
ITpuHuMmaet sHaueHud 0..255.

BosBpat B pe’xuM HacTpoiKu OSPF-30HBI.

BosBpaT B pesxuMm HacTporKHU OSPF-1iporiecca BHyTpu VRE.
BosBpart B pesxuM HacTpoiiku OSPF-mipoitecca.

Bo3Bpart B peKuM I7106aIbHOU KOHQUTYPaI[UH.

[IppMeHeHMe IIPON3Be/IeHHBIX HACTPOEK.

Ipumep. Hacmpotika OSPFv2 a5 sk3emnaapa VRF.

router ospfv2 test
vrf EXAMPLE
area 0.0.0.0

interface tengigabitethernet 0/0/2

mtu-ignore
network point-to-point
exit

interface tengigabitethernet 0/0/3

network point-to-point
metric 20
exit
interface loopback 100
passive
exit
exit
area 0.0.0.100
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stub
interface bundle-ether 6.400
network point-to-point

metric 250
exit
exit
exit
exit
IMPORTANT CooTBeTCTBYOIIUMN 3K3eMIUIsIp VRF [o/pkeH OBITH 3apaHee CO3aH B

KOHQUTypaIriuy MapIIpyTU3aTopa.

Pa6oTa ¢ npoToxosioMm BFD

[IpoTokosa BFD (Bidirectional forwarding detection) cay>KUT [J1s1 6bICTPOro 0OHaPy>KeHHUsI 0TKAa30B
COeIMHEHUU MeXXIy IBYMs U 60Jiee COCEHUMU YCTPOUCTBaAMHU.

MapupyTusaTopbl ceMeicrBa ME HMMeOT amnmapaTHY OOAAepKKy BFD, 4To mo3BoJger
MaKCHUMaJIbHO OBICTPO OOHApPY’KUBATh OOPBIBBI COEIHUHEHUN U IIPOU3BOAUTHL IIepPEKJ/II0UeHUe
TpadHKa Ha pesepBHBIE MapIIPYTHL

BxitoueHre mpoTokosia BFD mpousBoauTCd TMYyTEM BBIIOJIHEHUS KOMaHABI bfd fast-detect Ha
COOTBETCTBYIOII[eM HHTepderice B KOHQUIYpallTMOHHOM O6Ji0Ke IIpoTokosia OSPFv2. Ilpu atom
MapIlIpyTHU3aTop O6y/eT IIbITaThCI YCTaHOBUTL BFD-ceccuu ¢ IP-aspecaMu BceX cocefieil, KOTOPBIX
rpotokoJ OSPF o6Hapy>XUT Ha uHTepdetice. B ciiydae yCIIeITHOTO YCTaHOBJIEHUS TAKUX COCE/ICTB
craTtyc OSPF-ceccHH CBSIKETCS CO CTaTyCOM COOTBETCTBYIOIler BFD-ceccuu.

Tabauua 43. Hacmpotika npomoxosaa BFD das OSPF-cocedcms

KomaHnpga HasHaueHue
configure [Tepexof B pesKUM IV106aIbHOM KOHQUTYpaIluH.
router ospfv2 OSPF_NAME Cospmanue nporjecca Mapipyrusanuu OSPFv2 ¢ umeHeM

OSPF_NAME ¥ 11epexo/i B pe;KUM ero HaCTPOMKH.

area Y.Y.Y.Y Cospanue B koHQuUrypanuu OSPF-30HEI (area) U riepexof B
pe’kuM eé HaCTPOMKU.

interface { tengigabitethernet |  Ilepexon B pesxum HacTpoitku OSPF-IIapaMeTpoB

bundle-ether | .
o COOTBETCTBYIOIIETO HHTepderica.
fortygigabitethernet | YOt Pe

hundredgigabitethernet |
twentyfivegigabitethernet } num

bfd fast-detect BK/II0YeHMe MeXaHH3Ma yCTaHOBJIeHHs: BFD-ceccuit st
BCeX IIPOTOKOJIBbHBIX OSPF-cocefielt Ha JaHHOM UHTepderice.

root Bo3Bpat B peKyUM IJI06aJIbHOM KOHQUIYPaLIUH.

commi t [IprMeHeHHe ITPOU3BeIeHHBIX HACTPOEK.
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ITpumep. Hacmpoiika npomoko.aa BFD 0.3 OSPF-unmepdeiica.

router ospfv2 test
router-id 1.1.1.1
area 0.0.0.0
interface tengigabitethernet 0/0/5
bfd fast-detect
exit
exit
exit

PegucTpuOynysa MapuIpyTHOM HHpOpMaIuu

MexaHU3M peAUCTPUOYIIMU [03BOJIAeT ItepegaTb B OSPF MapuIpyThl M3 OPYIMX IIPOTOKOJIOB
(mpoTtoxkosioB IGP/EGP, cTraTHUeCKUX MapIIPyTOB U T.IL.).

[Io yMOJITYaHUIO MapLIPyThl, IepefaHHble B OSPF IIpy IoMoOIU MexXaHH3Ma pPegUuCTpUOyIUY,
umeroT Tyl OSPF External.

PegucTpubyIiisl HaCTpauBaeTCs IIyTEM CO3JaHUsl Habopa MMeHOBAaHHBIX IIPaBWJI, IIPU IIOMOIIU
KOTOPBIX MO’KHO QUJIBTPOBATH MAapILUPyThl, IIOJJIerKallle peIUCTPUOYIINY, a TaKKe HazHadyaThb
Ha MapuIpyThl IlapaMeTpshl, crnenueuuHble g OSPF. /11 KakKgoro W3 UHCTOYHUKOB
(bgp/connected/local ¥ T.II.) MOXHO CO3[aThb HECKOJBbKO IIpaBHWJI, HasHAa4YMUB MM IIPUOPUTET
KOMaHJIOH priority — maHHbIe IIpaBUiIa OyAYT IPUMEHSATHCSI K MapIIPyTy 110 OUepesu 10 IIepBOro
BXOXKZIeHUd. [IpaBriia pegyucTpUOyIIUM UMEIOT II0 YMOJIYaHUIO [efiCTBUe "paspelluTh” — TaKUM
o6pasoM, IIyCTOe IIPaBHJI0O aBTOMaTHU4YeCKH IIPOU3BOJUT PeAUCTPHUOYIIMI0 BCeX MaplIPyTOB M3
YKa3aHHOI0 HCTOYHHKA.

HCTOYHUKH PeJUCTPUOYITHM:

1. bgp —MmapuipyTHas Tabsuna npoToxkosia BGP;

2. connected — MapIIpyThl, COOTBETCTBYIOII[ME II0/[CeTSIM, Ha3HAaUeHHbIM Ha IP-uHTepdeichl
Mapuipyrusaropa B fanHoM VRF (1160 GRT);

3. isis —MapuipyTHas Tabuiia mpoTokoJia IS-IS;

4. local —MapipyTel, gBArOLIYecd clelupuKkamMu /32 I afpecoB, Ha3HadyeHHBIX Ha IP-
uHTepdercy MapIIpyTusaTopa.

5. static — cTaTHUuecKue MapIIPyTHI.

Tabauua 44. Hacmpotika peducmpubyuuu 8 OSPF mapupymHoil uH@opmayuu u3 opy2ux npomoko/108.

KomaHna HasunaueHue
configure [Tepexof B pe>KUM IV106aJIbHOM KOHQUTYpaIluH.
router ospfv2 OSPF_NAME Cospmanue nporjecca Mapipyrusanuu OSPFv2 ¢ umeHeM

OSPF_NAME ¥ 11epexo/i B pe;KUM ero HaCTPOMKH.

redistribution { bgp | connected | Cospmamme mpaBuma peaucTpuGyIHHU ¢ UMeHeM RULE_NAME
isis | local | static } 13 yKasaHHOIo McTogHuKa (bgp/connected/isis/local/static) u
RULE_NAME IIepexo/] B PesKUM HaCTPOMKH 3TOT0 IIpaBHJIa.
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KomaHnpa

match prefix IPv4PREFIX/MASK

metric-type { ospf-typel-external
| ospf-type2-external}

metric-value METRIC

priority RULE_PRIORITY

redistribute disable

exit

root

commit

Ha3umaueHue

VKasaHue QUiIbTpa, UCII0JIb3yeMOT0 I JaHHOTO IIpaBUJIa.
[Ipu yKasaHUM TaKOro QUJIbLTPA IIPAaBUJIO OYIeT
IeUCTBOBATh TOJIBKO Ha MAapPIIIPYTEL, CTPOTO COBIIA/IAIOIIUE C
3amaHHbIM IPv4PREFIX/MASK.

HasHauuTh Ha MapIIPyTHL, IIPOIIeAIe Yepes TaHHOe
npaBuiIo, MeTpuKy Turia "OSPF External 1" 160 "OSPF
External 2".

YcTraHOBUTL 3HaUueHHe OSPF-MeTpUKHU /19 MapIIPyTOB,
MIPOLIEAIIHX Yepes JaHHOe IIPaBUJIO.

YCTaHOBUTH IPUOPUTET JaHHOTO IIpaBUla PeJUCTPUOYITUU.
[IpaBHIa pefUCTPUOYITUU BBIIIOJIHAKTCS I10 0Yepesu OT
HU3KOI'0 3HaUeHUs [IPUOPUTEeTa K BBICOKOMY U
cpabaThIBaIOT I10 IIEPBOMY BXOXKIEHUI0. TaKUM 00pasoM,
MapIIpyT, II0IIaBIIINH, HAaIIpUMep, B IIepBOe IIpaBUJIo, OyAeT
nepeznaH B OSPF corracHO HaCTpOeK 3TOro IIpaBujIa U He
OyzeT o6pabaThIBaTHCA IIOCIEYIOIUMU IIpaBUIAMU.

3anpeTUTh peAUCTPUOYIIHMIO MapIIPyTOB, IIOIIAaBIINX B
TeKylllee IIpaBUJIO. [IpH BBIITOJTHEHUH JaHHON KOMaH/Ibl
TeKylllee IIPAaBHUJIO CTAHOBUTCA 3aIIpellaroliiM.

BBIXO/1 U3 pesKrMa HaCTPOMKH IIpaBUJIa PeTUCTPUOYITUH.
Jlasiee MO>KHO HaCTPOUTH CJIEAYIOIIHe IIpaBUjIa — JJI TOTO
>Ke caMOro UCTOYHUKA, JTU60 7151 APYTUX UCTOUHUKOB
pesucTpUOYIIH.

BBIXO[ B pesXuM 11062 IbHOM KOHQUTYPAIIAH.

[IppMeHeHUe IIPOM3Be/IeHHbIX HaCTPOeK.

ITpumep. Hacmpolika npouecca OSPF ¢ dgyms npaguaamu peducmpubyuyuu connected-mapupymos.

router ospfv2 test
router-id 1.1.1.1
area 0.0.0.0

interface tengigabitethernet 0/0/5

bfd fast-detect
exit

interface tengigabitethernet 0/0/7

bfd fast-detect
exit
interface loopback 1
passive
exit
exit

redistribution connected CONNECT-OSPF

priority 10
redistribute disable
match prefix 100.65.0.0/24
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exit
redistribution connected CONNECT-OSPF-20
priority 20
metric-value 300
metric-type ospf-typel-external
exit
exit

Multi-area link

[IpoTOKOJI TUHAMUYeCKON MapiupyTtusaruu OSPF MokeT paboTaTh ¢ OJHOM 30HOM (single area)
Wi ¢ MHoruMH (multi area). C poctoM ceTu, paboTarlleli B OZHOM 30HeE, JIaBUHOOOpPAa3HO
yBeJIMUMBaeTcsa TabJvila MaplipyTusanuy, 6asa JaHHBIX JUHKOB LSDB, BpeMs BBIIIOJTHEHUS
aJITOpUTMa IIOCTPOEHUd JlepeBa U IIOKMCKa MapLIpyToB. KpoMe Toro, jito60e U3MeHeHUEe B CeTHU
(HaImpuMep, ecu I7ie-TO Ha YAaJIEHHOM y4acTKe JIMHK TO II0SIBJIIeTCS, TO IIPOIlaZiaeT), IPUBOSUT K
nosHOMy Irepepacuéry OSPF Ha BcexX MaplIpyTH3aTOpaxX, YTO YyBeJIHYHWBAeT HArpysKy Ha
mporieccop. CerMeHTHpPOBaHMe CeTH Ha 30HBI pelllaeT 3TU IIPO6JIeMBI.

OpHaKo, MOKeT BO3HHUKaTh HeOOXOAMMOCTH IlepechlIaTh TpadUK MeXKAy MapIIpyTH3aTOpaMU
30HBI, OTVIMYHOM OT area 0, MCII0JIb3yd BBICOKOCKOPOCTHOM KaHal MeXAy ABYMs I'PaHUYHBIMU
MapIIpyTH3aTopaMu 30HbI (ABR).

IIpumep monosaozuu

RIESEEESS Backbone------ R2
I |
Area 1 Area 1
I I
Hmemmmnms IR flesssmmss R4

JIMHK Mexny R1 u R2 gBiisieTcd BRICOKOCKOPOCTHBIM, U JKeJlaTeJIbHO IlepechlylaTh Tpaduk area 1
Mmesxnay R1 u R2 mo Hemy. OHAKoO, ITOCKOJILKY IIyTh BHYTPU 30HEI IIpeAiouTuTesibHee, R1 Bcerga
OyZeT HampasJdATh TpauK K R4 uyepes area 1 mo kKaHajaM C 6oJjiee HU3KOM CKOPOCTBIO U
IepechlIaTh TpaduK yepes R3 K ceTsaM area 1, MOAKIIOUEHHBIM K R2.

RFC 5185 1mpepjiaraeT U3dIllHOe pellleHHe - CKOHQUIYpHUpOoBaTh multi-area JUHK (Ha IIpuMepe
BBIIIIE - MeXXTy MaplipyTusdaTopaMu R1 u R2), oTHocAIuicsa Kak K area 0, Tak 1 area 1.

Tabauua 45. Hacmpotika multi-area AuHKa

KomaHnpa HasunaueHue
configure [Tepexof B pe>KUM IV106aIbHOM KOHQUTYpaIluHU.
router ospfv2 OSPF_NAME Cospmanue nporjecca Mapipyrusanuu OSPFv2 ¢ umeHeM

OSPF_NAME ¥ 11epexo/i B pe;KUM ero HaCTPOMKH.

router-id X.X.X.X 3amaHue uaeHTUQUKaTOpa y3ia ceTu (Router ID) B popmate
IPv4-ampeca.
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Komanpga HasHaueHue

area 0.0.0.0 Cospanue B koHQuUrypanuu OSPF Backbone-3oHbI(area) u
Iepexo]] B pesK1UM eé HaCcTpoUKU. Backbone-30Ho1 gBJsieTCs
30Ha C HOMepoM 0.0.0.0.

interface { tengigabitethernet |  JoGammeHme cooTBeTCTBYyIOIEr0 MHTEpdETica (TG0
bundle-ether | cabuHTepdelica) B ykasaHHY0 30Hy OSPF U IIepexof B

fortygigabitethernet | . .
hundredgigabitethernet | tunnel-jp PEXKHM HACTPOHKH OSPF-mapaMeTpOB 3TOr0 UHTepdetica.

} | bundle-ether } num

exit Beixo[ U3 pexxruMa uHTepdericHbIX TapaMmeTpoB OSPF.

exit BeIX0/ B pesXuM KOHGUIyparuu porecca OSPFE.

area YYYY CospaHue B kKoHQuUrypanuu OSPF-30HEI (area) U riepexop B
pe’kuM eé HaCTPOMKU.

multi-area-interface { Jlo6aByieHHe CKOHGUTIYPHUPOBAHHOTO paHee HHTepderica

tengigabitethernet | bundle-ether y, 1406 3081 k HacTpauBaemoit some.

| fortygigabitethernet |

hundredgigabitethernet | tunnel-ip

} num

neighbor ipv4address (OmmonanbHO) YKasaHue IP-afpeca cocena.
Heli6op yka3ssiBaeTcs, ecau Tun OSPF-moaceTn Ha
HHTepdelice OTJIMYEH OT point-to-point.

commi t [TpuMeHeHMe IIPOKM3BeIeHHBIX HAaCTPOEK.

IIpumep. Hacmpotika multi-area AuHKa.

router ospfv2 1
area 0.0.0.0
interface loopback 5
passive
exit
interface tengigabitethernet 0/0/1.2
exit
exit
area 0.0.0.2
interface loopback 2
passive
exit
multi-area-interface tengigabitethernet 0/0/1.2
neighbor 100.2.2.150
exit
exit
router-id 5.5.5.31
exit
exit

V6eauThcst B paboTocioco6HOCTH multi-area JIMHKa MOKHO € TIOMOIIBI0 Show-KoMaH]I,
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B mpuBeieHHBIX IpuMepax uHTepdeiic te0/0/1.2 mprHaieKuT area 0 1 area 2.

@/ME5100:Router# show ospfv2 neighbors

Routing Process: 1, ID 5.5.5.31
Router is an area border router

Neighbor ID Area ID Pri State BFD Dead Time

state change Address Interface

NN S

0/ME5100:Router## show ospfv2 neighbors detailed
Wed Oct 25 16:49:34 2023
Routing Process: 1, ID 5.5.5.31
Router is an area border router

Interface Loopback2, state: loopback, status: up Area 0.0.0.2

Interface Loopback5, state: loopback, status: up Area 0.0.0.0

1 full-BDR active 00:00:35

--  full -- 00:00:34

Last

02d03h29m

02d03h29m

Interface Tengigabitethernet®/0/1.2, state: designated-router, status: up Area

0.0.0.0

Neighbor: 100.2.2.150, router-id: 5.5.2.30, permanence: dynamic
State: full, relationship has changed 5 time(s)
Priority: 1, oper-status: up
Router state of this neighbor: backup-designated-router
Retransmission queue length: 0
Hellos is not suppressed
LSAs awaiting a response: @
Dead time: 00:00:30
Last state change: 02d@3h32m ago

Restart helper status: not-helping, time-remaining: @ seconds, exit reason:

none
Local OSPF interface address: 100.2.2.151, Interface Index: 366
BFD status: active

Multi Area Interface Tengigabitethernet@/0/1.2, state: point-to-point, status:

up, Area 0.0.0.2

Neighbor: 100.2.2.150, router-id: 5.5.2.30
State: full, relationship has changed 12 time(s)
Retransmission queue length: 0
LSAs awaiting a response: 0
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Dead time: 00:00:30

Last state change: 02d@3h32m ago

Restart helper status: not-helping, time-remaining: @ seconds, exit reason:
none

Local OSPF interface address: 100.2.2.151, Interface Index: 366

Session authentication: disabled

AytenTudpukanus OSPF

MapipyThsaTopsl cemeiicTBa ME II03BOJIAIOT UCIIOJIBL30BaTh ayTeHTHUKaIMio OSPF-cocencTBa.

AyTeHTudUKaIUsl HacTpauBaeTcsl HouHTepdelicHO, Mg eé paboThl HEOOXOJUMO YKasaTh
TpeOGyeMblil TUII KOMaHI0U 'authentication-type', 3aaTh KiIrou KoMaH0M 'authentication-key'.

Taxoke [j11 HACTPOMKM ayTeHTHQUKAIIMKU MOKHO BOCIIOJIB30BaThCI KOMaHAoM 'authentication-
key-chain'. IIpM HMCOOJBb30BAaHUM 3TOM KOMAaH[bI y3JIbl KOHQUIYpallUH, 3aJlaHHble KOMaHJaMH
'authentication-key', "authentication-id ', "authentication-type', urHopupyroTcs.

Taxoke I HACTPOMKHU ayTeHTHQUKAITUU MO>XHO BOCIIOJIH30BAaThCS KOMaH/oM 'authentication-
key-chain'. IIpM HCIIOJIb30BAaHUM 3TOM KOMAaHZBI Y3/bl KOHQUIYpAIlMH, 3afaHHbIe KOMaHAaMH
"authentication-key', "authentication-id ', "authentication-type', urHopupyroTCs.

Tabauua 46. Hacmpotika aymenmuguxauuu OSPFv2

KomaHnpga HasnauyeHue

configure [Tepexo[ B pesXUM I7106a7IbHOM KOHQUTYpAITUH.

router ospfv2 OSPF_NAME Ilepexof B pesKMM HaCTPOHKH IIpoliecca MapIIPyTH3allHH.
area YYYY ITepexof B pesKUM HaCTPOUKU 30HBI OSPF.

interface { loopback | I[lepexoj B pe;KUM HaCTPOMKHU mapaMeTpoB OSPF
pgtaatethernet |t apesyenoro mmepgeica

hundredgigabitethernet | tunnel-ip
| twentyfivegigabitethernet } num

authentication-type { hmacshal |  BriGop Tmma OSPF-ayTeHTHGUKAIMY Ha
hmacsha256 | hmacsha3gd | wHTepdetice — HMAC-SHA1, HMAC-SHA256, HMAC-SHA384,
hmacsha512 | md5 | none | simple- . ]
HMAC-SHA512, MD5 1160 IIpoCTOH I1apoJib (simple-
password }
password).
3aslaHue mapamMeTpa 'none' OTKJIHOUAeT ayTeHTUPHUKAITUIO
Ha uHTepdelice, YTO COOTBETCTBYET II0BE/[EHUIO I10
YMOJTYaHHUIO.

authentication-key { KEY STRING | 3apmaHue KJro4da JjIsl ayTeHTUQUKAIIUU B OTKPHITOM
encrypted KEY ENCRYPT } (KEY_STRING) n1u6o B 3ammuppoBaHHOM (KEY_ENCRYPT)
BHUJE.
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KomaHnpa

authentication-id authentication-id

exit

root

commit

Ha3umaueHue

3ajaHue UAeHTUGUKAaTOPa KIyYa.

JedosTHOe 3HaueHUe - 1.

[Ipu BbIOOpE TUIIA ayTeHTUPUKAIIUU Simple-password
napametp authentication-id urHOpUpyeTcs.

BeIX0/ U3 peskuMa UHTeppelcHBIX ITapaMeTpoB OSPF.
Jlajlee MO>KHO HaCTPOUTH ITapaMeTphl ayTeHTUPUKAIIUU Ha
IPYyIUX TpeObyeMbIX HHTepdencax.

BBIXO[ B pesXuM 11062/ IbHOM KOHQUTYPAIIAH.

[IppMeHeHUe IIPOM3Be/IeHHbIX HaCTPOeK.

Tabauua 47. C ucnoawv3ogarHuem key-chain.

Komanpaa

configure

router ospfv2 OSPF_NAME
area Y.Y.Y.Y

interface { loopback |
tengigabitethernet | bundle-ether
| fortygigabitethernet |
hundredgigabitethernet | tunnel-ip

| twentyfivegigabitethernet } num

authentication-key-chain
KEY CHAIN_NAME

root

commit

HasunaueHue

[Tepexof B pesKUM IV106aIbHOM KOHQUTYpaIluH.

Ilepexof B pesKUM HaCTPOMKH IIpoIiecca MapIlpyTHU3aI[UHU.
Ilepexopn, B pe’KuM HaCTPOUKH 30HBI OSPE.

[Tepexof B pe’XKUM HaCTPOUKU ItapameTpoB OSPF
Tpebyemoro uHTepderica.

YKasaHHe UMeHHU CIIUCKa Kiroueit (key-chain), KOTOpBI
OyZeT HUCII0JIb30BaThCA /I ayTeHTUUKALIUU.

BBIXO/l B PEXKUM IJ106a/IbHOM KOHQUTYPAITUH.

HpI/IMeHeHI/Ie IIPOM3BEAEHHBIX HACTPOEK.

ITpumep. Hacmpoiika OSPF-aymeHmuguxauuu 8 pexcume MD5 Ha unmepdgelice.

router ospfv2 test
area 0.0.0.0

interface tengigabitethernet 0/0/5
authentication-key encrypted B98(224080236D

authentication-type md5
exit
exit
exit

ITpumep. Hacmpoiika OSPF-aymeHMu@ukayuu ¢ UCN0.1b308aHUEM KAHOUA.

router ospfv2 test
area 0.0.0.0

interface tengigabitethernet 0/0/5
authentication-key-chain new

exit
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exit

exit
IMPORTANT Crmmcoxk kurroueit  (key-chain) fgo/okeH OBITH  3apaHee CO3J4aH B
KOHQUI'ypaIiuy MaplipyTusaropa.
Bce BBOAMIMEBIE B OTKPBLITOM BH/Jle KJIIOUM aBTOMaTUYeCKU IIUPPYIOTCI B TeKyIlel
NOTE KoHQUTyparuu U oTobparkarorcs B Buje encrypted KEY ENCRYPT.

Kirrour MOKHO ITepeHOCUTH B 3alllMGpPOBaHHOM BHJe MeXKy MapIlIpyTH3aTOpPaMU
ME c oguHakoBOM Bepcueii I10.

IIpoBepka pa6oTsl OSPF 1 fuarHocTuyeckue
KOMaH/IbI

show route ospf

KoMaHzia BBIBOJUT MapIUpPyThl, UMeRIUecsi B TabJdile MapIIpyTH3allUH, II0JyYeHHbIE U3
nporokosa OSPF.

IIpumep. show route ospf
0/ME5100:Router# show route ospf

Codes: IA - OSPF inter area, EA - OSPF intra area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
ET - OSPF external type 1, E2 - OSPF external type 2

0 EA 1.1.1.1/32 via 100.100.12.0 [30/2], 06h17m31s, te 0/0/5

0 EA 4.4.4.4/32 via 100.100.24.0 [30/2], 06h@5m51s, te 0/0/6

0 E1T 100.100.13.0/31 via 100.100.12.0 [110/301], 00h02m54s, te 0/0/5
0 EA 100.100.14.0/31 via 100.100.12.0 [30/2], 06h10m24s, te 0/0/5

Total route count: 4

show ospfv2
KoMaH/1a BBIBOUT 00IIlee COCTOSHUE U CTaTUCTUKY 110 BCeM IIpolieccaM MapIiupyTusaruu OSPFv2.

ITpumep. show ospfv2
0/ME5100:Router# show ospfv2
Routing Process: test, with ID 2.2.2.2
Router is not an area border router

Graceful restart: not-restarting, remaining time: @, reason: none
OSPF traffic engineering: not supported

92



The maximum delay before the Routing Table is recalculated: 0

Route max equal cost paths are stored: 5

External 1sa refresh interval: 1800

LSA timers (ms): 5000 min interval, 1000 min arrival, @ hold interval, @ max

interval
Number
Number
Number
Number
Number
Number
Number

of new LSA originated: 118

of new LSA received: 85

of external LSA (LS type 5): 3, checksum: 0x0001E204

of type-11 LSAs in the external database (opaque): @, checksum: 0x00000000
of LSA in LSD at checksum checked: 0

of updates @ pending, @ merged

errors:

instance id: @, bad IP header length: 0
header length: @, bad IP header length: @
no virtual link: @, version: 0

bad source: @, resource errors: 0

Number

Area

of packets received have been dropped: 0

0.0.0.0, up

Area can carry data traffic: false

SPF algorithm executed 19 times

Number of number of area border routers: @, Autonomous routers: 3
Number of Translator State changes: 0

NSSA Border router state: disabled

Number of LSA (LS type-1) count: 3, checksum: 0x0000AQE7

Number of LSA with LS type-2 count: 3

Number of LSA with LS type-3 count: @, checksum: 0x00000000

Number of LSA with LS type-4 count: @, checksum: 0x00000000

Number of LSA with LS type-7 (NSSA) count: @, checksum: 0x00000000
Number of LSA with LS type-10 (opaque) count: @, checksum: 0x00000000
Number of with LS type-7 (NSSA): @, checksum: 0x00000000

Total number of LSA: 6, checksum: 0x00016D09

Number of interfaces in this area is: 3

st mmpocMoTpa MHGOpMAIMH 06 oTmespbHOM OSPF Imporiecce B show-koMaHze HEOOXOIHMO
yKa3aThb UMs IIpoIfecca.

show ospfv2 instance new

KoMaHia BBEIBOOMUT 00Illee COCTOSHHE M CTATHUCTUKY II0 IIpolleccy Mapiupyrusanuu OSPFv2 c
HMeHeM "new".

ITpumep. show ospfv2 instance new

0/ME5100:Router# show ospfv2 instance new

Fri Mar 1

14:55:55 2024

Routing process: new, ID 5.5.5.31
Instance ID: 5

Router

is not an area border router
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Graceful restart: not-restarting, remaining time: @, reason: none
OSPF traffic engineering: disabled
Traffic engineering disabled, router ID: 200.151.1.1
The maximum delay before the Routing Table is recalculated: 5000
Route max equal cost paths are stored: 5
External LSA refresh interval: 1800 secs
Full SPF calculation: 00h10m46s ago
LSA timers:
Minimum
Minimum

Time

to

Maximum

Number
Number
Number
Number
Number
Number
Errors

of
of
of
of
of
of

time between originations: 5000 msec

time between receptions: 1000 msec

increase minimum originations interval: @ msec
time to delay originations: @ msec

new LSA originated: 6

new LSA received: 21

AS-External LSA (type 5): 19, checksum: 0x000a54a4
AS-Opaque LSA (type 11): @, checksum: 0x00000000
LSA in LSDB at checksum check: 0

updates: @ pending, @ merged

count:

Header length errors:
Header errors:
No interface for virtual link:

Invalid or unrecognized address:
Resource errors:
Packets dropped by unknown reason:

0
0
0
Version field is invalid: 0
0
0
0

Area 0.0.0.0, up
Area can carry data traffic: false
SPF algorithm executed, times: 6
Number of area border routers: @, autonomous routers: 2
Number of translator state changes: 0
NSSA Border router state: disabled

Number
Number
Number
Number
Number
Number

of LSA type-1: 2, checksum:
of LSA type-2: 0, checksum:
of LSA type-3: 0, checksum:
of LSA type-4: 0, checksum:
of LSA type-7: 0, checksum:

0x00014612
0x00000000
0x00000000
0x00000000
0x00000000

of LSA type-10: @, checksum: 0x00000000
Total count of LSAs: 2, checksum: 0x00014612
Number of interfaces in this area: 2

show ospfv2 database

Komanza BeiBoauT copepxkumMoe OSPF LSDB 1ig sk3emiuigpa VRF sr60 1151 1106a/IbHOM TaGJIUIThL
MapLipyThsanuy. Ilpy ykasaHuM napaMerpa 'detailed’ OymeT BBIBOOUTHCA JeTalbHOE
coZiep>KuUMoe umeromuxcesa LSA.

[Ipu ykasaHuu Tuna LSA 6yayT BhIBeleHbI TOJILKO LSA COOTBETCTBYIOIIIETO THUIIA.
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ITIpumep. show ospfv2 database

0/ME5100:Router# show ospfv2 database

Routing Process: test, with ID 2.2.2.2

Area Link State Database:

Link ID ADV Router Age Seq# Checksum
Type

1.1.1.1 1.1.1.1 00:14:16 0x80000034 0x00003E5H8
router-1sa

2.2.2.2 2.2.2.2 00:02:25 0x80000036 0x00004C27
router-1sa

4.4.4.4 4.4.4.4 00:09:45 0x80000011 0x00001668
router-1sa

100.100.12.1 2.2.2.2 00:21:42 0x80000030 0x00000B37
network-1sa

100.100.14.1 1.1.1.1 00:14:16 0x8000000D ©0x00008DD1
network-1sa

100.100.24.1 2.2.2.2 00:14:23 0x8000000D 0x0000331A
network-1sa

Link State Database:

External Link States:

Link ID ADV Router Age Seq# Checksum

100.100.12.0 1.1.1.1 00:06:50 0x80000001 0x0000ABA2

100.100.13.0 1.1.1.1 00:06:50 0x80000001 0x0000ALAC

100.100.14.0 1.1.1.1 00:06:50 0x80000001 0x000095B6

show ospfv2 neighbors

KomaHa BRIBOIUT B TaOJIUUYHOM BH/IE CITHCOK aKTUBHBIX OSPFv2-coceeri.

[Ipyu ykazaHuU napamerpa 'detailed' 6ymeT BBIBOAUTHCS AeTaJlbHas HHPOPMAITH 110 COCEISIM.

ITpumep. show ospfv2 neighbors

0/ME5100:Router#t show ospfv2 neighbors

Routing Process: test, with ID 2.2.2.2
Router is not an area border router

Neighbor ID
Address

Area ID
Interface

Pri State

Area

0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0

0.0.0.0

Type

external-1lsa
external-1sa
external-1lsa

Dead Time
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1.1.1.1 0.0.0.0 1 full-BDR active 00:00:35
100.100.12.0 te 0/0/5

4.4.4.4 0.0.0.0 1 full-BDR active 00:00:30
100.100.24.0 te 0/0/6

show ospfv2 interfaces

KomaHfla BBIBOJUT COCTOSIHHME M CTAaTHUCTHUKY II0 WHTepdeiicaMm, y4aCTBYIOIIIMM B IIpoIecce
OSPFv2.

ITpumep. show ospfv2 interfaces
0/ME5100:Router# show ospfv2 interfaces

Routing Process: test, with ID 2.2.2.2
Router is not an area border router

Interface Loopback 1, state: designated-router, status: up
Area 0.0.0.0, configured metric: 1
Changed state: 2 time, Administrative group 0
Designated Router IP addr: 2.2.2.2
Backup Designated Router IP addr: 0.0.0.0
Subnet mask: 255.255.255.255
Remote peer index: 0
Number of LSA count: @, checksum: 0x00000000

Interface Tengigabitethernet 0/0/5, state: designated-router, status: up
Area 0.0.0.0, configured metric: 1
Changed state: 2 time, Administrative group 0
Designated Router IP addr: 100.100.12.1
Backup Designated Router IP addr: 100.100.12.0
Subnet mask: 255.255.255.254
Remote peer index: 0
Number of LSA count: @, checksum: 0x00000000

Interface Tengigabitethernet 0/0/6, state: designated-router, status: up
Area 0.0.0.0, configured metric: 1
Changed state: 2 time, Administrative group @
Designated Router IP addr: 100.100.24.1
Backup Designated Router IP addr: 100.100.24.0
Subnet mask: 255.255.255.254
Remote peer index: 0
Number of LSA count: @, checksum: 0x00000000

Interface Tengigabitethernet 0/0/7, state: down, status: down
Area 0.0.0.0, configured metric: 1
Changed state: @ time, Administrative group @
Designated Router IP addr: 0.0.0.0
Backup Designated Router IP addr: 0.0.0.0
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Subnet mask: 255.255.255.254
Remote peer index: 0
Number of LSA count: @, checksum: 0x00000000

BelmrennpuBeieHHbIE KOMaH/Ibl 0TOOpa’karoT HHPopMaIini o Bcex Iporeccax OSPF, HacCTpoeHHBIX
106anbHO (B GRT).

[l ipocMoTpa nHGopmanuu o npoiieccax B VRF B show-koMaHie Heo6xoauMo ykasaTh uMs VRF.
IIpu Br160pe VRF all 6yieT BBIBOGUTHCA 3alIpollleHHass MHGopMarus 1o sceM VRF.

show route vrf test ospf

KoMmaHzia BBIBOJUT MaplUpPyThl, MMeRINUecd B TabJHIle MapIIPyTH3alluH, II0Jy4YeHHBIEe U3
npotokosia OSPF B VRF test.

ITpumep. show route vrf'test ospf
0/ME5100:Router#t AR31-17-151# show route vrf test ospf

Tue Feb 20 15:09:50 2024
Codes: IA - OSPF inter area, EA - OSPF intra area
NT - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
ET - OSPF external type 1, E2 - OSPF external type 2

0 E2 2.2.2.0/24 via 100.101.31.2 [110/0], 00h00m20s, te0/0/1.3

0 EA  5.5.0.30/32 via 100.101.31.2 [30/2], 00h00m20s, te0/0/1.3

0 E2 13.13.13.0/24 via 100.101.31.2 [110/0], 00h00m20s, te0/0/1.3
0 E2 28.1.1.0/24 via 100.101.31.2 [110/0], 00h00m20s, te0/0/1.3
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HACTPOHKA ITPOTOKOJIA IS-IS

B maHHOM IyIaBe ONMCaHbI IPUHITUIIEI HACTPOMKH IIPOTOKOJIAa JUHAMUYECKON MapIIpyTHU3anuu IS-
IS (Intermediate System to Intermediate System).

JlaHHBIN IIPOTOKOJI IPUHAJJIEKUT K CeMeICTBY IIPOTOKOJIOB COCTOSIHUS COeUHEHUS U OTHOCUTCS
K rpynre IGP (Interior Gateway Protocol).

ITpuHIUIBEI KOHQUTYPHPOBAHUSA NIPOTOKOJIA IS-IS.

HacTpoiika 1pollecca [AMHaAMHUYeCKOM Mapiipyrusanuu IS-IS 1pousBoguTca B pasnese
KoHbUryparmuu router isis. BHyTpu gaHHOro KOHQUIryparlOHHOTO 6J10Ka HacTpauBaeTcs IS-IS
Kak JUIg I106a7IbHOM TabJIUIIBL, TaK U /IS UMEIOIINXCSI Ha MapIIpyTU3aTope sKk3eMILIIpoB VRF.

Ha ycTpoiicTBe BOSMO>KHO CO371aTh 10 16 IIpoIteccoB MapIiipyTusauu IS-1S.

JlajbHeMIasg KOHQUIyparys TakyKe IIPOU3BOSUTCI HepapXUyecKH.

BHyTpH TabiMIBl MaplUIpyTH3aliid KOHGUIypupyroTca mnapaMmeTpsl IS-IS (NET, level Bcemt
cucreMsl, IS-IS hostname U T.11.), a Tak>Ke 106aBJIAIOTCI HHTePPeChl, KOTOPhIe OyyT y4acTBOBaTh
B Mapurpyrusanuu IS-IS.

[Io yMO/JIlYaHUIO HU OJUH U3 HHTEepPQeMrCcOB YCTPOMCTBA He BKJIIYEH B
nporokos IS-IS. /g 3amycka mporokosia IS-IS Ha wuHTepdelice u/mim

IMPORTANT . .
cabuHTepderice TpebyeTCd IBHO yKas3aTh 3TOT UHTepderic B KOHQUTYpaIuu
mportecca IS-IS.
Ha wuHTepdelice, CKOHOUIYPUPOBAHHOM BHYTpU Iporecca IS-IS,
3alycKaeTcs MeXaHHW3M IIPOTOKOJIBHOT0 00Hapy»KeHud IS-IS —HaunHaeTca
orrpaBka makeroB IS-IS Hello u mpueM TakuxX IakeToB. HcKiaroueHue
IMPORTANT

COCTaBJIAIOT T.H. "IIaCCUBHBIE" MHTepdeliCchl — TaKue UHTepdelchl TOJIHKO
BKJIIOUAKOTCA B azfpecHele TLV B makerax LSP, cocexmcrBa uyepes Takue
UHTepdeChl He yCTaHaBJIUBAKOTCA.

IToceroBaTEIFHOCTH KOHGUIYPHPOBAaHUA NPOTOKOJIA IS-IS BEIT/ISIAUT CI€IYIOIIMM 00pa3oM:

1. CospmaHue mporiecca MaplupyTusanuu IS-IS.
2. O611ag HacTpoMKa IpoToKoJIa IS-IS Ha ycTpoiicTBe.

3. /lobaBiieHMe ¥ HACTPOUKA UHTePPEeNCOB B COOTBETCTBYIOIIME TaOJIUIIbI MAPIIPYTU3AIIHH.

basoBast HacTpouKa nmporokosia IS-IS

HacTpoiika IIpOTOKOJIa IIPOMU3BOSUTCS COIJIACHO OIIMCAHHOU BEHIIIIE HepapXUH.

/111 6a30BO¥ pab0oTOCIIOCOOHOCTH CUCTEeMBI HE0OX0AUMO yKasaTh IlapaMeTp 'net' (IS-IS Network
Entity Title). Takke pekoMeHAyeTcd 3agaTh mapaMeTp 'host-name' u, B ciydyae HCIIOJIb30BAHUS
TOJILKO OJTHOTO M3 YPOBHeH IS, BHIOpaTh COOTBETCTBYHOIUU YpOBEHH O0OIIeM HaCTPOMKOM 'is-
level'.
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Tabauua 48. bazosas Hacmpotika npomokxoaa IS-1S

Komanpga

configure

router isis ISIS NAME

net NET

is-level { level-1 | level-
1-2 | level-2 }

host-name HOSTNAME

set-overload-bit full-db
disable

level { level-1 | level-2 }

metric-style { wide | both
}

set-overload-bit on-startup
SECONDS

set-overload-bit persist

exit

HasnaueHue
[Iepexof B pesXyuM 171062/ IbHOM KOHQUTYPAIIH.

CospmaHue 1porecca Mapuipyrusanuu IS-IS ¢ umeneM ISIS NAME u
IIepexo/i B pesKHUM ero HaCTPOMKH.

3amanue cucreMHoro IS-IS Network Entity Title (NET) B ¢popmarte
XX XXXXXXXX XXXX.XXXX.00. [laHHBIM IIapaMeTp VHUKAJIbHO
UaeHTUUIIMPYeT CUCTeMY BO BceM IS-IS-momeHe.

(OmonanbHO) BrI60p ypoBHA IS, B KoTOpoM OyzeT paboTaThb
cucreMa. [1o yMoI9aHMI0 UCII0JIbL3yeTcs 3HaueHue 'level-1-2".

(OmmonanbHO) 3amaHue IS-IS hostname —uMeHHU ysja, KOTOpoe
OyZeT yKasblBaThCsl B COOTBETCTBYHOIUX TLV ci1y>Ke6GHBIX I1aKeTOB
IS-IS. TIo yMOJYaHUI0 UCIOJIL3YeTCd CHUCTeMHOe MM$ YCTPOMCTBA
("hostname").

(OmmonanbHO) He ycraHasiauBaTh ¢uiar "IS-IS overload bit", korma
MaplIpyTusaTop Ileperpy’keH. IIo ymosiuaHuro overload bit
ycTaHaBJuBaeTcsd B LSP I OIIOBellleHUS cOoCeflel O TOM, YTO
MapILIPpyTH3aTOpP He MO)KeT MCII0Ab30BaThCAd [JId Ilepeflauud
TPaH3UTHOTO TpapUKa.

¢oar "IS-IS overload bit" He cHuMaeTcs
aBTOMAaTHYeCKHU pu MCYe3HOBEHUU
neperpysku. CHATH €ro MOXKHO KOMaHIOH
"clear isis overload".

IMPORTANT

Ilepexof B pe;KHUM HaCTPOMKHU IIapaMeTpPOB YPOBHA 1 MJIH YPOBHA 2
(11 060UX YPOBHEM TapaMeTphl HaCTPauBaKTCI OLUHAKOBO).

(OmroHasbHO) BrIO6Op THUIIAa METPUKHU JJI TeKYILero ypoBHs IS-IS.
I[To ymosyaHuio i1 MapupyToB IPv4 ucrosb3yercd pexxum "both”,
CMelllaHHbIM, METPUKHU KaK "narrow", Tak u "wide".

[Ipu a9rToM, IIpU IIOJIy4eHHUH Iinternal/external-mapiipyToB c
MEeTPHUKOU "narrow" MapIIpyTU3aTOp HPUBOAUT internal/external-
MapIIPyThl C METPUKOM "narrow" K Maplipyram 0e3 IIpHU3HaKa

internal/external, Ho ¢ MeTpuKOH "wide" U epenaét ux B SPF.

(OnmronasnbHO) Ilpu yKasaHUU AAaHHOIO IlapaMeTpa IIpU cTapTe
npornecca IS-IS B cucreme Oymer ycTraHaBauBaTbcsa ¢uar "IS-IS
overload bit" Ha SECONDS ceKyHZ, II0CJIe 3aIlyCKa.

(OnmronasnbHO) Ilpu ykasaHMM JaHHOro mapamerpa ¢uar "IS-IS
overload bit" 6yzeT ycTaHOBJIEH B CUCTEME II0CTOSTHHO.

BosBpaT B peKUM HaCTPOMKH IpoIecca IS-IS.
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KomaHnpa

interface { loopback |
tengigabitethernet |
bundle-ether |
fortygigabitethernet |
hundredgigabitethernet |
tunnel-ip |

twentyfivegigabitethernet }
num

address-family { ipv4 |
ipvb } unicast

exit

circuit-level { level-1 |
level-1-2 | level-2 }

level { level-1 | level-2 }

csnp-interval SECONDS

hello-multiplier MULT

hello-timer SECONDS
lsp-interval MSEC

metric METRIC

100

Ha3umaueHue

JlobaBiieHHe COOTBETCTBYIOILIETO uHTepderica (J6o
cabuHTepderica) B 1mporiecc IS-IS u 1epexol B pesKUM HACTPOMKHU
IapaMeTpOB IIPoTOKoJIa IS-IS 151 aTOro uHTEepderica.

BxurtoueHue pa6otsl IS-IS ¢ IPv4 mim IPv6 Ha gaHHOM HHTepdelice
U IIepexof; B peXUM KOHOQUIYPUPOBAHUS COOTBETCTBYIOLIEN
AFI/SAFL

Ba)xHO: B OOJIBIIMHCTBE IIPUMEHEHUH JaHHasd KOMaH/a sBJISETCS
00s13aTeJIbHOM — 11 KOPPEKTHOTO BKJIIOUeHUs UHTepdeiica B IP-
MapIIpPyTHU3aI[UI0 IIpoToKosa IS-IS moTpebyeTcs ykasaThb ipvd
unicast, ipvb unicast mam 06e AFI/SAFL.

Bo3BpaT B pe’KUM HacTpPOMKU HHTepderica IS-IS.

(OnmmoHanbHO) VKasaHuUe YpoBHA IS, K KOTOPOMY OTHOCHUTCS
DaHHBIU UHTepPPecC.

HHTepdelic 10 yMOI4YaHUIO paboTaeT Ha BCeX (M TOJBKO HA TeX)
YPOBHSX, KOTOpBIe 3aZaHbl o0Iliel HacTpouMkon ‘'is-level'.
Komanpma ke ‘'circuit-level' mosBosiseT BbIOpaTh —Cpefgu
CHUCTEeMHBIX YPOBHEHN TOT, KOTOPBIM TpebyeTcs IJjs1 KOHKPETHOTO
uHTepderica.

[IpakTHyeckoe IIpUMeHeHHe KOMaH/la UMeeT B TOM CJy4ae, KOIja
3amaH 'is-level level-1-2'—B TakoM cjiydae KOMaHIOM 'circuit-
level' MO>XKHO BBIOpATh A1 HHTEepderica 6o level-1, 6o level-2.
HHTepdericHbIe IapaMeTpsI COOTBETCTBYIOIIIETO YPOBHS
HacTpauBaloTCa HHTepdeCcHOM KoMaH oM 'level' (cm.paee).

[lepexos B pesXUM HacTpouku IS-IS IapamMeTpoB HHTepdeiica
COOTBETCTBYIOILIETO YPOBHS.

JlOCTIIyHBle HAaCTPOMKU B JJAHHOM pPe’KUMe OJHUHAKOBBI JJI1 060UX
ypoBHeH IS, ofHAKO KOHQUIYPUPYIOTCA [ Ka’kKAOI0 YPOBHSA
OT/IeJIbHO.

(OnroHanbHO) 3alaHUe HHTepBajla MeXK/Ay OTIIpaBKaMHU IIaKeTOB
CSNP.

(OmmoHanbHO) 3ajaHUe KosipyecTBa HoTepsHHBIX IS-IS Hello,
Iocje KOTOPBIX COCefl Ha JAHHOM HHTepdelice OymeT CUUTATHCI
MIOTePSHHBIM.

(OnroHanbHO) 3afaHue UHTepBasia oTipaBKH IS-IS Hello.

(OnmmoHabHO) 3a/IlaHKe HHTepBajla MeXK/ly OTIIpaBKaMH ITaKeTOB
LSP.

(OnmuoHanbHO) YKasaHue MPOTOKOJIBHOM MeTPUKH (CTOMMOCTH)
uHTepderica.



KomaHnpa

priority PRIO

exit

passive

point-to-point

shutdown

exit

root

commit

Ha3umaueHue

(OnmroHasbHO) YKasaHue IIPUOPUTeTa YCTPOMCTBA IIPU BBIGOpaxX
DR Ha raHHOM UHTepdetice.

Bo3BpaT B pe’KUM HaCTPOUKU uHTepdeiica IS-IS.

(OnmroHasnbHO) IlepeBog MHTepetica B ITIaCCUBHBIN PEKUM.

B JaHHOM pe’kume HHTepQelCc He OTIIpaB/sAeT U He IIPUHHUMAaeT
ITH-coob1ieHUH U dyepe3 UHTepdelic He ycTaHABIMBAaeTCd HUKAKUX
COCeJICTB. Pe)kuM  HCIIOJIb3yeTcsl  IIPU  He0OXOLUMOCTH
aHoHcHpoBaTh B IS-IS mozaceTs maHHOTO MHTepdetica (HalpuMep,
111 UHTepQelCcoB JIOKaJIbHOM IeTyH loopback).

(OnuoHanbHO) BritoueHre Ha uHTepdelice pexxuma "IS-IS Point-
to-point".

B 1aHHOM pe’kuMe He IIPOU3BOAATCA BbIOOPHI DR U He cospmaroTcs
IICeBLOHO/EL.

CremyeT ciefuUTh 3a TeM, UTOOBI peKUM HHTepdeiica ObLI 3a1aH
OMMHAKOBO JIJI1 000MX KOHITOB IS-IS coeqrHeHHUS.

(OnmmpoHanbHO) OTK/IOYaeT IIPoTOKos IS-IS Ha yKasaHHOM
UHTepderice IIOTHOCTHIO.

KoMaH/1a nMeeT IIpaKTHUYeCKoe IIpUMeHeHHe B TeX CaydasaX, Korma
TpeOyeTcsl BPpEMEHHO UCK/IIOUYUTL UHTepdeiic u3 IS-IS, coxpaHUB
IIPYU 9TOM BCIO er0 KOHQUTYpaITHIo.

BosBpaT B peXuM HaCTpOWMKH Iporiecca IS-IS. /Jlamee MOXXKHO
BKJIHOYUTHL B IS-IS M HacTpouTh mapaMmeTpsl APYIUX TpebyeMBbIX
uHTepdEnCcoB.

BBIXO[ B pesXuM Iv106a/IbHOM KOHQUTYPAIIAH.

[IppMeHeHUe IIPOM3BeJeHHbIX HaCTPOeK.

ITpumep. bazosaa Hacmpolika npomokoaa IS-IS

router isis test
interface loopback 1

address-family ipv4 unicast

exit
passive
exit

interface tengigabitethernet 0/0/5
address-family ipv4 unicast

bfd fast-detect

exit

hello-padding disable
point-to-point

exit

interface tengigabitethernet 0/0/7
address-family ipv4 unicast

bfd fast-detect

exit

101



hello-padding disable
point-to-point
exit
host-name Router
ipv4-te-level level-2
level level-2
metric-style wide
exit

net 49.0001.0010.0100.1001.00

exit

Hactpouka IS-IS s sksemiursipa VRF

JIJ1d 3a1rycKa IIpoiiecca MapuIpyTU3auu IS-IS BHyTpH KaKoro-u6o skseMiursipa VRE He06X0quMo
CKOHQUTYPUPOBATh COOTBETCTBYHOIIMNMN 610K vrf <NAME> BHYTpH 3apaHee CO3[LAaHHOIO IIpoliecca
Maplipytusanuu router isis. IIporecc manbHedier HacTporku IS-IS BHyTpu VRF ugeHTHUUYeH
TaKOBOMY [JId TJI00a/IbHOM TabJIMITBI MapIIPyTU3aI[UHU.

NOTE
Ipyra.

KomaHma

confiqure

router isis ISIS NAME

vrf VRE_NAME

net NET

is-level { level-1 | level-1-2 |
level-2 }

host-name HOSTNAME

level { level-1 | level-2 }

metric-style { wide | narrow |

both }
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Ha3unaueHue
[Tepexo[ B pe>KUM IV106aIbHOU KOHQUTYpaIlUH.

CospmaHue mporjecca Mapipyrusanuu IS-IS ¢ umenem
ISIS NAME v 1epexo/i B Pe>KUM ero HaCTPOMKH.

3aryck 1poriecca Mapupyrusanuu IS-IS B ykasaHHoM VRF u
IIepexo/; B pesKUM HaCTPOMKH 3TOTO IIpoIiecca.

3amanue cucteMHoOro IS-IS Network Entity Title (NET) B
dopmaTe XX XXXX.XXXX.XXXX.XXXX.00. laHHBIH ITapaMeTp
YHUKAJIBHO U eHTUQUITUPYeT CUCTeMY BO BceM IS-IS-
IlOMeHe.

(OmroHannbHO) Br160p ypoBHA IS, B KOTOpPOM 6yIeT
pab6orath cucTeMa. I10 yMOI4aHUIO UCII0/Ib3yeTCd 3HaUeHUe
'level-1-2'.

(OmrumoHanbHO) 3aganue IS-IS hostname — uMeHU ysiia,
KOTOpOe Oy/ieT yKa3blBaTbCSI B COOTBETCTBYIOIIUX TLV
CIIy>KeOHBIX ITakeToB IS-IS. I1o yMOTYaHUIO UCII0Ib3YeTCS
CHUCTEMHOe UM ycTporicTBa ("hostname').

[Tepexo/i B pe>KUM HaCTPOMKH IapaMeTpPOB YPOBHA 1 WiIu
yPOBHS 2 (17151 060UX YPOBHEeH ITapaMeTphl HAaCTPauBaIOTCS
OTTHAKO0BO).

(OnoHabHO) BEIGOP peskuMa MeTPUKHU /IS TEKYILETo
ypoBHA IS-IS. ITo yMOTYaHUIO UCII0JIb3yeTCsd peskuM "both".



Komanpga HasHaueHue

set-overload-bit on-startup (OnproHasnbHO) IIpH yKasaHWU JaHHOTO I1apaMeTpa IIpu

SECONDS crapre Ipoitecca IS-IS B cucteMe 6yzeT ycTaHaBJIUBAThCI
¢uiar "IS-IS overload bit" Ha SECONDS ceKyHJ 110CI€e
3alrycka.

exit BosBpat B pesKHMM HaCTPOMKH IIporiecca IS-IS.

interface { loopback | Jlo6aBJIeHHe COOTBETCTBYIOIIET0 HHTepdeiica (1160

tengigabitethernet | bundle-ether
| fortygigabitethernet |
hundredgigabitethernet | tunnel-ip

| twentyfivegigabitethernet } num

cabunTepderica) B mporiecc IS-IS u mepexo B pesKuM
HaCTPOMKHU IIapaMeTpoB IIpoTokoJIa IS-IS 11 sToro
UHTepderica.

address-family { ipv4 | ipv6 } BrurroueHue pa6oTsl IS-IS ¢ IPv4 it IPV6 Ha JaHHOM

unicast uHTepodelice U IIePexo/; B PesKUM KOHQUTYPUPOBAHUS
cootBeTcTBYIOIIei AFI/SAFIL.
Ba>kHO: B 60JILIITMHCTBE IIPUMEHEeHUN JaHHasi KOMaHia
SIBJIeTCs 06513aTeJIbHOU — /1711 KOPPEKTHOT0 BKIKYEeHUS
uHTepdetica B IP-MapipyTusaIiiio nporokosa IS-1S
rnoTpebyeTcsd yKa3aTh ipv4 unicast, ipvb unicast mau o6e
AFI/SAFL.

exit BosBpaT B pe’KUM HacTPOMKU UHTepderica IS-IS.

circuit-level { level-1 | level-1- (OmmmoHambHO) VKasaHHe ypOBHS IS, K KOTOPOMY

2 | level-2 } OTHOCHUTCS TaHHBIN HHTepQeriC.
HHTepdelic 10 yMOJI4aHUIO paboTaeT Ha BCeX (U TOJIBKO Ha
TeX) YPOBHSIX, KOTOPBIE 3aZlaHbl 00111e HaCTPOMKOM 'is-
level'. KomaHpga e 'circuit-level' mo3BosigeT BoIOpaATh
Cpeay CUCTeMHBIX YPOBHEMN TOT, KOTOPBLIU TpebyeTcs I
KOHKpPeTHOI0 uHTepderica.
[IpakTHYeCcKoe IIpUMeHeHNe KOMaH/la UMeeT B TOM CJIy4ae,
Korga 3azaH 'is-level level-1-2' —B TakoM ciy4dae
KOMaH/IoMN 'circuit-level' MOXKHO BBIOPATH JJId
uHTepderica aubo level-1, 1u6o level-2.
HHTepdelicHbIe ITapaMeTPhl COOTBETCTBYIOIIETO YPOBHS
HacTpauBaroTCcsa UHTepdercHOM KoMaH0U 'level'
(cMm.pmastee).

level { level-1 | level-2 } ITepexo/ B pesKUM HaCTPOMKH IS-IS mapaMeTpos
HHTepderica COOTBETCTBYIOIIET0 YPOBHS.
JIOCTITyHbIe HACTPOMKH B JAHHOM PesKHUMe OJJMHAKOBEI JIJIs1
0601X ypoBHe IS, 0flHaKO KOHQUTYPUPYIOTCS /IS KasKI0TO
YPOBHS OT/[e/IHHO.

csnp-interval SECONDS (OmoHanbHO) 3a/aHue HHTEpBaja MeXX1y OTIIpaBKaMU
naxeToB CSNP.

hello-multiplier MULT (OnroHanbHO) 3ajaHue KOJIMYeCcTBa II0TepSIHHEBIX IS-IS
Hello, 110ciie KOTOPBIX COCen Ha JaHHOM UHTepderice 6yzeT
CUUTATHCA IIOTePAHHBIM.
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KomaHnpa
hello-timer SECONDS
lsp-interval MSEC

metric METRIC

priority PRIO

exit

passive

point-to-point

shutdown

exit

root

commit

IMPORTANT

HasHaueHnue
(OnroHanbHO) 3afaHue UHTepBasia oTipaBKy IS-IS Hello.

(OnruoHanbHO) 3a/laHre UHTEPBala MeK1y OTIIpaBKaMU
nnaxketoB LSP.

(OnroHasIbHO) YKa3aHUe IIPOTOKOJIbHOM METPUKU
(ctomMmocTH) UHTepdeiica.

(OnmmoHanbHO) YKa3aHUe IPUOPUTETA YCTPOMCTBA IIPHU
BbIOOpax DR Ha jaHHOM HUHTepderice.

Bo3Bpat B pe’KUM HacTpOMKU uHTepderica IS-IS.

(OnmmonasnbHO) IlepeBoy MHTEepdelica B ITaCCUBHBIN
pexum.

B maHHOM pe’KrMe UHTep¢euc He OTIIpaBJIgeT U He
npuHuMaet [TH-coo61eHUN U yepe3 UHTepderic He
yCTaHaBJIMBaeTCd HUKAKUX COCECTB. PeXKHUM HCII0/Ib3yeTCs
IIpY He0O6XOAMMOCTH aHOHCUPOBATh B IS-IS moziceTh
IIAaHHOTO MHTepdeiica (Harpumep, 111 UHTEPECOB
JIOKaJIbHOM I1eTyiv loopback).

(OnroHanbHO) BKiroueHue Ha UHTepderice pesxxuma "IS-IS
Point-to-point".

B maHHOM pe’kKuMe He IIPOU3BOAITCS BEIOOPHI DR 1 He
CO3/IaI0TCA IICEBIOHO/EI.

Cienyer clIefUTH 3a TeM, UYTOOBI pesKUM HHTepdeiica ObLT
3aJJaH O/IUHAKOBO /I 060MX KOHIIOB IS-IS coefuHeHUS.

(OnrrmoHanbHO) OTKIIIOYaeT IIPOTOKOJI IS-IS Ha ykasaHHOM
UHTepderice IIOTHOCTHIO.

KoMaH/ja nMeeT IIpaKTHYeCKoe IIPMMeHeHHe B TeX CIy4dadx,
Kor/ia TpebyeTcs BpeMeHHO UCK/II0OUUTh UHTepderic us IS-IS,
COXPaHUB IIPU 3TOM BCI0 €T0 KOHQUTYPAIUIO.

BosBpaT B pe’XUM HacTPOMKU Iiporiecca IS-IS BuyTpu VRE.
Jlajiee MO>KHO BKJIFOUUTE B IS-IS 1 HAaCTpOUTE ITapaMeTphl
IPYTUX TpeOyeMbIX HHTeppecoB.

BBIXO/l B pe)KUM IJ106aIbHOM KOHQUTYPaITUH.

[IppMeHeHMe IIPOM3Be/JeHHBIX HACTPOEK.

CooTBeTCTBYHOIIIUU 3K3eMIUIsIp VRF [o/DKeH OBITH 3apaHee CO3JaH B

KOHQUTYparuy MapuipyTusaTopa.

ITpumep. Hacmpotika IS-IS 8 sakzemnasipe VRF.

vrf 13-1
rd 100:31
import route-target 100:31
export route-target 100:31

104



exit

interface tengigabitethernet 0/0/17.10004000
vrf 13-1
description "Some example interface"
ipv4 address 100.64.0.0/31
encapsulation outer-vid 1000 inner-vid 4000
exit

router isis test
vrf 13-1
interface tengigabitethernet 0/0/17.10004000789yuhuxm
address-family ipv4 unicast
bfd fast-detect
exit
hello-padding disable
point-to-point
exit
host-name AR1
is-level level-1
level level-1
metric-style wide
exit
net 49.0001.0010.0100.1001.00
exit
exit

Pa6oTa ¢ npoToxosioMm BFD

[IpoTokos BFD (Bidirectional forwarding detection) cay>KUT 111 6bICTPOr0 0OOHapPy>KeHUsI 0TKa30B
COeIMHEHUU MeXXIy IBYMS U 60J1ee COCETHUMHU YCTPOUCTBAMHU.

MapipyTtusaTtopsl cemerictea ME wMMeroT amnmapaTHyYH DoAmep>kky BFD, 4To I103BOJIAeT
MaKCHUMaJIbHO OBICTPO OO6Hapy’XHMBaTb OOPBIBBI COeUHEHUMN M IIPOU3BOJUTEL IlepeK/IIUYeHHe
TpadurKa Ha pesepBHbIe MapIIPYTHL.

BxuroueHure IIpoTokosia BFD IpOM3BOAUTCA ITYTEM BBIIIOJIHEHMsT KoMaHABLI bfd fast-detect Ha
COOTBETCTBYIOIIleM HHTepdelice B KOHQUIYpPAIMOHHOM O0JioKe ItpoTokosa IS-IS. IIpu atom
MapIIpyTHU3aToOp OYZAeT IBITaThCI YCTaHOBUTHL BFD-ceccuu ¢ IP-agpecaMu BceX cocefieil, KOTOPBIX
IIPOTOKOJI IS-IS 00Hapy>XUT Ha UHTepderice. B cydae yCIIEIIHOIO YCTaHOBJIEHUA TaKHUX COCEJCTB
cTaTyc ceccuu IS-IS CcBSDKETCS CO CTaTyCOM COOTBeTCTBYOIel BFD-ceccuu.

Tabauuya 49. Hacmpotika npomoxoaa BFD das IS-IS-cocedcme

Komanpga HasnaueHue
configure [Tepexof B peskKUM IVI00aIbHOM KOHQUIYpaIlUHU.
router isis ISIS NAME CospmaHue mpoiliecca Mapiupytusanuu IS-IS ¢ umenem

ISIS_ NAME U 11epexo/i B PeKUM ero HaCTPOUKH.
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Komanpga HasHaueHue

interface { tengigabitethernet |  [lepexopn B pesxum HacTpo#iKH mapaMeTpoB IPOTOKOIA IS-IS

bundle-ether | "
TpebyeMmoro uHTepdetica.
fortygigabitethernet | PEvY po

hundredgigabitethernet |
twentyfivegigabitethernet } num

address-family { ipv4 | ipv6 } BTIodeHHe paGoTs! IS-IS ¢ IPv4 mmu IPV6 Ha JaHHOM
unicast HHTepderice U IIepexo] B PesKUM KOHQUTYPUPOBaAHUSI
cooTBeTCTBYHIIEe AFI/SAFI.

bfd fast-detect { ipv4 | ipvb } BKJIHOUeHHe MeXaHHU3Ma yCTaHOBJIeHus: BFD-ceccHit s
BCeX IIPOTOKOJILHBIX cocezieit IS-IS Ha JaHHOM UHTepdelice.

root Bo3Bpar B peKyUM IJI06aIbHOM KOHQUIYPALIUH.

commit [IpMeHeHMe IPOU3BeIeHHBIX HACTPOEK.
ITIpumep. BkaroueHue npomokoaa BFD Ha paHee CKOHPUYpuposaHHOM uHmepdgeiice IS-IS.

router isis test
interface tengigabitethernet 0/0/5
address-family ipv4 unicast
bfd fast-detect
exit
exit
exit

PegucTpuOynusa MapuIipyTHOM HHpOopMauu

MexaHU3M peAUCTPUOYIIUU I103BOJILeT IlepefaTb B IS-IS MapipyTel U3 APYrUX IIPOTOKOJIOB
(mpoTtoxkosioB IGP/EGP, cTraTHUeCKUX MapILIPyTOB U T.IL.).

PemyicTpubyrysa HacTpauBaeTCs IIyTEM CO3JaHKs Habopa MMEeHOBaHHBIX IIPaBMWJI, IIPU IIOMOIIHA
KOTOPBIX MO’KHO QMJIBTPOBATH MApLIPYThl, IOJJIEKallle pPeIUCTPUOYIINY, a TaK)Ke HazHadaThb
Ha MapUIpyTHI IIapaMeTpsl, CllelluGUUHbIe g IIpoToKosa IS-IS. /I Ka’kIoro M3 UCTOUHUKOB
(bgp/connected/local 1 T.II.) MOXXHO CO3/laTh HECKOJILKO IIPaBWJI, Ha3HAa4YWB UM IPUOPUTET
KOMaH/ION priority —IIpH peJUCTPUOYIIMU MaplIpyTa AaHHBIe IIpaBHUjIa OYAyT IPUMEHATHCI K
HeMy II0 ouepeju 10 IIepBoro cpabareiBaHUs. [IpaBuiia pefUCTPUOYIIMU UMEIOT 10 YMOJTYaHUI0
IercTBUe "paspelluTh" —TaKUM 00pasoM, IIyCTOe IIpaBUJIO aBTOMaTUYeCKH IIPOU3BOJUT
PesUCTPUOYITHIO BCeX MapIIPyTOB U3 YKa3aHHOI'0 UCTOYHUKA.

N CTOYHUKH peJuCTPUOYIIUN:

1. bgp — MmapuipyTHas Tabsuia npoTokosia BGP;

2. connected — MapIIpyThl, COOTBETCTBYIOII[HE II0[CeTAM, Ha3HauUeHHBIM Ha IP-uHTep¢eichl
MapuipyTusaropa B faHHoM VRF (160 GRT);

3. ospf— MmapuipyTHas Tabauia npotokosia OSPF;

4. local —MapipyTsl, ABArOLHecd crnerupukamMu /32 I afpecoB, Ha3HadyeHHBIX Ha IP-
HHTepeNChl MapIIpyTU3aTOpa.
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5. static — cTaTHUuecKue MapIIPyTHI.

Tabauua 50. Hacmpotika peducmpubyuuu 8 IS-1S mapupymHoii uHgopmauyuu u3 opy2ux npomoko./108.

KomaHnpa HasnaueHue
configure ITepexof B pe>XKUM I106aIbHOM KOHQUTYPaLUH.
router isis ISIS._ NAME ITepexof B pe’KUM HaCTPOUKH IIPOIfecca MapIIpyTU3aIlluu

IS-IS ¢ umeHewm ISIS NAME.

address-family ipv4 unicast Ilepexo/] B pesKHUM HaCTPOMKH IapaMeTpPOB afpecHOro
ceMeiicrBa IPv4 unicast.

redistribution { bgp | connected | Cospmamue mpaBuiIa pefucTpUGYIHH ¢ UMeHeM RULE_NAME

ospf | local | static } U3 yKaszaHHOro ucrouHuka (bgp/connected/ospf/local/static)
RULE_NAME Y TIePeX0/] B PEeSKUM HaCTPOMKH 3TOTO IIpaBHIIa.
match prefix IPv4PREFIX/MASK VKasaHue QUiIbTpa, UCII0JIB3yeMOT0 I JaHHOTO IIpaBUJIa.

ITpu yKazaHHUU TaKoro GpuabTpa IIPaBUJIO OyeT
JIeliCTBOBATh TOJILKO Ha MapIIPYThI, CTPOTO COBIIaAAOIIIHE C
3agaHHBIM IPV4PREFIX/MASK.

metric-type { isis-levell-external HasmaumTe Ha MapUIPyTHI, IPOIIE/IINe Yepes JaHHOe
| isis-levell-internal | isis-
level2-external | isis-level2-
internal }

IIpaBUJIO, METPHUKY COOTBETCTBYIOIIIET'0 THIIA.

metric-value METRIC YcTaHOBUTE 3HaUEeHWEe METPUKU [JIs1 MapIIPyTOB,
IIPOILIe/IIINX Yepes JaHHOoe IIPaBUIOo.

priority RULE PRIORITY YCTaHOBUTH IIPUOPUTET JaHHOTIO IIpaBUJla PeJUCTPUOYITUH.
[IpaBuia peAUCTPUOYIIUU BBIIIOIHSIIOTCS 10 OUepesy OT
HU3KOI'0 3HaUeHUs [IPUOPUTEeTa K BHICOKOMY U
cpabaThIBalOT I10 IIEPBOMY BXOKIeHUI0. TaKUM 06pasoM,
MapIIpyT, II0IIaBIIUH, HAIIPKMep, B IIepBOe IIpaBUJIO, OyeT
nepegaH B IS-IS corstacHO HaCTPOEK 3TOrO IIpaBUjIa U He
OymeT 06pabaThIBaTHCS IIOC/IEYIOIUMU IIPaBUJIAMU.

redistribute disable 3ampeTuTh pegUCTPUOYIIHI0 MapIIPyTOB, IIOIIaBIIUX B
TeKyIee IIpaBUJIo. [Ipy BEIIIOJITHEHUH JAHHOW KOMaH/Ibl
TeKylllee IIPaBUJIO CTAHOBUTCS 3alIPeIatoIiM.

exit BeIX0z U3 pesKrMa HaCTPOMKH IIpaBUJIa PeUCTPUOYITHH.
Jlajlee MO>KHO HaCTPOUTS CJIe[lyIoIlye IIpaBuia — JJI1 TOTO
JKe caMOro UCTOYHUKA, JIU00 [JIs1 APYTUX HCTOYHUKOB
pesuCcTpUOYIINH.

root BBIX0/T B peXKUM IJI00a/IbHOM KOHQUTYPAITUH.

commit [IprMeHeHe TPOU3BeJeHHBIX HACTPOEK.
IIpumep. Hacmpotixa npouecca IS-IS ¢ dgymsa npaguaramu peducmpubyyuu connected-mapuipymos.
router isis eltex-test

address-family ipv4 unicast
redistribution connected CONN-ISIS
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match prefix 100.65.0.0/24
priority 10
redistribute disable
exit
redistribution connected CONN-ISIS-20
metric-type isis-levell-internal
metric-value 300
priority 20
exit
exit
interface loopback 1
address-family ipv4 unicast
exit
passive
exit
interface tengigabitethernet 0/0/5
address-family ipv4 unicast
bfd fast-detect
exit
hello-padding disable
point-to-point
exit
interface tengigabitethernet 0/0/7
address-family ipv4 unicast
bfd fast-detect
exit
hello-padding disable
point-to-point
exit
host-name Router
ipv4-te-level level-2
level level-2
metric-style wide
exit
net 49.0001.0010.0100.1001.00
exit

Aytrentudpukamnusa IS-IS

MapIpyTu3aTopsl ceMeiicTBa ME I0O3BOJISIIOT MCIIOJIL30BaTh ayTeHTUUKAIIUIO B IIPOTOKOJIE IS-
IS.

Jl1g ripoTokoJia IS-IS mopiep>kuBaeTcs ABa BUa ayTeHTUQUKAIIUU:

» [7106anbHasg ayTeHTHUQUKaUsd ypoBHsS (level)—HacTpauBaeTca B pasfese 'level' 6s10Ka
'router isis’;

* AyTeHTHU(HUKAITHS COCEICTBAa — HAaCTpPauBaeTCs IOMHTeppecHO B 6J10Ke 'router isis'.

JIJIs1 UCTIIOJIb30BAaHUS Ka’K0I0 U3 IIepeurCIeHHBIX BH/I0B HEOOXOMMO yKa3aThb TpeOyeMbIH THII
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KOMaH/IoM 'authentication-type', 3amaTh K104 KoMaHI0H 'authentication-key' u umeHTHGUKATOP
KJIF0Ua KoMaHAoH 'authentication-id .

Taxoke [y11 HACTPOMKM ayTeHTHQUKAIIMK MOYKHO BOCIIOJIB30BaThbCI KOMaHMoM 'authentication-
key-chain'. IIpx HCIIOJIb30BAaHUM 3TOM KOMAaHZBI y3Jbl KOHQUIypalluH, 3aJaHHble KOMaHAaMU
"authentication-key', "authentication-id ', 'authentication-type', urHOpHpyrOTCA.

Tabauuya 51. Hacmpotika 2106a/16HOU aymeHmu@ukayuu ypogHs IS-IS.

KomaHnpa HasnaueHue
configure ITepexon B pe>XKUM I7106aIbHOM KOHQUTYpaLUH.
router isis ISIS._ NAME ITepexof B pe’KUM HaCTPOUKH IIPoIfecca MapIIpyTU3alluu

IS-IS ¢ umeHewm ISIS NAME.

level { level-1 | level-2 } [Tepexof B pesKUM HaCTPOMKH [TapaMeTpoB YPOBHS 1 MIu
ypoBHA 2 (1711 060KX YPOBHEH IIapaMeTphl HaCTParBaKTCS
OIUHAKOBO).

authentication-type { hmacshal |  BriGop Tuma ayTeHTHGMKAIMH IS BEIGPAHHOTO YPOBHS IS-

hmacsha2s6 | hmacsha3gd. | IS — HMAC-SHA1, HMAC-SHA256, HMAC-SHA384, HMAC-

hmacsha512 | md5 | none | simple-

password } SHAS512, MDS5 60 mpocTo¥ IapoJib (simple-password).

3asaHue mapamMeTpa 'none' OTKJIHOYAeT ayTeHTUPUKAITUIO
IJIS YPOBHS, YTO COOTBETCTBYET II0BEJIEHUIO 110
YMOJTYaHUIO.

authentication-key { KEY STRING | 3apmaHue KJro4da JjIs1 ayTeHTUQUKAIIUU B OTKPHITOM
encrypted KEY ENCRYPT } (KEY_STRING) n1u6o B 3ammuppoBaHHOM (KEY_ENCRYPT)
BHUJE.

authentication-id authentication-id 3amaHue WAeHTUQUKATOPaA K/IKOYa.
root BrIxoz, B pesKUM I7I06aIbHOU KOHQUTYpaIluU.

comm1t HpI/IMeHeHI/Ie IIPOM3BENEHHBIX HACTPOEK.

Tabauua 52. C ucnoawv3ogaHuem key-chain.

configure Ilepexop B pe>kKuM I7100a/JIbHOM KOHQUTypaLuH.

router isis ISIS NAME Ilepexof B pesXMM HaCTPOMKH IIpoIiecca MapIIPyTH3aliuu
IS-IS c umenem ISIS_ NAME.

level { level-1 | level-2 } [lepexoj; B peKUM HaCTPOMKY IIapaMeTPOB YPOBHS 1 MIu
YPOBH4 2 (1711 060UX YPOBHeH IlapaMeTphbl HaCTpauBarTCA
OTTHAKO0BO).

authentication-key-chain YKasaHHe UMeHHU CIIUcKa Kiaroueit (key-chain), KoTopsli

KEY CHAIN_NAME Oy/leT UCII0JIb30BATHCA /I ayTeHTUQUKAITAH.

root BBIX0/T B peKUM IJ100a/IbHOM KOHQUTYPAIUH.

commit ITprMeHeHMe IIPOU3BEeHHBIX HACTPOEK.

Tabauua 53. Hacmpotika aymenmuduxayuu cocedcmaa IS-IS.
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Komanpga HasHaueHue

router isis ISIS NAME ITepexof B pe’XuM HaCTPOMKHU IIpOIiecca MapIIpyTU3aliviu
IS-IS c umeHnewm ISIS NAME.

interface { loopback | ITepexof B pe’KUM HaCTPOUKU ITapaMeTpPOB IIpoToKoJa IS-1S

tengigabitethernet | bundle-ether

TpebyeMoro nHTepderica.
| fortygigabitethernet | Pevy Po

hundredgigabitethernet | tunnel-ip
| twentyfivegigabitethernet } num

authentication-type { hmacshal |  BriGop Tuma ayTeHTHGUKAIMU [JIsI COCEACTBA HA TEKYIEM
hmacsha256 | hmacsha3gd | mHTepdetice — HMAC-SHA1, HMAC-SHA256, HMAC-SHA384,
hmacsha512 | md5 | none | simple- . )
HMAC-SHA512, MD5 1160 IIpoCTOM I1apoJib (simple-
password }
password).
3ajlaHue ITapaMeTpa 'none' OTK/II0YAeT ayTeHTUPUKAITUIIO
coce/icTBa Ha HHTepdelice, YTO COOTBETCTBYET IOBe/IeHHIO
TI0 YMOJTYaHHUIO.

authentication-key { KEY_STRING | 3ajaHue KItoya IJjIs1 ayTeHTUQUKAIIMU B OTKPHITOM

encrypted KEY ENCRYPT } (KEY_STRING) nu6o B 3amuppoBaHHOM (KEY_ENCRYPT)
BUJIE.

authentication-id num 3agaHue UaeHTUQUKATOPa KIKyYa.

root BrIXOZ, B pesKUM IVI06a/IbHOM KOHQUI'YPALIUHU.

commit [IprMeHeHUe IPOU3BEJeHHBIX HACTPOEK.

Tabauua 54. C ucnoawv3ogarHuem key-chain.
Komanpga HasnaueHue

router isis ISIS NAME ITepexof B pe’XUM HaCTPOUKH IIPOIlecca MapIIpyTU3aliiu
IS-IS c umenem ISIS_NAME.

interface { tengigabitethernet |  ITepexop B peskuM HacTpoiKH TapaMeTPOB IPoTOKOIA IS-IS
bundle-ether } num TpebyeMoro uHTepdeica.

authentication-key-chain VKa3aHMe UMeHU crucka Kiarodeit (key-chain), koTopslit
KEY CHAIN_NAME OyZeT UCII0JIbL30BaThCA I ayTeHTUQUKAITUH.

root BrIxoz, B pesKUM IVI06aIbHOU KOHQUTYpaIluU.

commi t [IpuMeHeHMe TPOU3BeJeHHBIX HACTPOEK.

ITpumep. BkaroueHue uHmep@eticHolli aymeHmuguxkauuu IS-1S u aymeHmugukauyuu coceocmea Ha
uHmepgetice.

router isis test

level level-2
metric-style wide
authentication-key level-password
authentication-type hmacshal
authentication-key 3

exit

interface tengigabitethernet 0/0/7
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authentication-key-chain test
exit
exit

[Ipy HecoBIIaJleHUU KJIIOYEM/TUIIOB ayTeHTUQUKALIUU COCeLCTBAa MEXKAY [ABYyMs
MaplIpyTUsaTopaMu He OyZeT yCTaHaBJIUBATBLCI COCEACTBO (ayTeHTHU(QUKAITUA
pacrpocTpaHseTcs Ha rakeTsl ISIS Hello).

NOTE [Ipy HecOBNaJeHUU KJIHOYEH/TUIIOB ayTeHTUPUKAIIUY YPOBHS MapLIpPyTU3aTOPBI
MOTYT YCTaHOBUTH COCEJCTBO APYI C APYIOM, OJHAKO He MOIYT IlepefaBaThb IpyT
OPyTy MaplIpyTHYI HWHOOpMallui (ayTeHTUQUKAIWSA PpPaCIIPOCTPaHAETCI Ha
nakeTsl LSP/CSNP/PSNP).

IIpoBepka padoTsI IS-IS U fUarHocTUYECKUEe KOMaH/AbI

show route isis

KomaHfa BBIBOAUT MapIIpyThl, MMelOliecs B TabJMIle MapIUpyTU3alluH, II0OJly4eHHBIe W3
nporokoJa IS-IS.

ITpumep. show route isis

0/ME5100:Router#f show route isis
Tue Jun 12 00:44:30 2018
Codes: i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2
LET - ISIS levell external, LE2 - ISIS level2 external

i L2 4.4.4.4/32 via 100.100.14.0 [116/10], 00h12m42s, te 0/0/7
i L2 100.100.24.0/31 via 100.100.14.0 [116/20], 00h12m42s, te 0/0/7

Total route count: 2

show isis

KomaH/ta BEIBOAUT 00111ee COCTOSHHE U CTATUCTUKY 110 UMEIIIeMyCsl IPOIleccy MapIIpyTU3aI[un
IS-IS.

IIpumep. show isis
0/ME5100:Router# show isis

IS-IS Router eltex-test
System Id: 0010.0100.1001
IS Levels: level-2
Net: 49.0001.0010.0100.1001.00
Hostname: AR1
LSP full-suppress: external
LSP refresh-interval: 900 secs
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LSP max-lifetime: 1200 secs
Area-address: 49.0001
Topologies supported by IS-IS:
IPv4 Unicast
level-2
Metric style (generate/accept): wide, 1sp-max-size: 1492
Redistributed ipv4 unicast:
none bgp redistributed
none ospf redistributed
none static redistributed
Connected routes redistribution is enabled via 'CONN-ISIS' rule
Connected routes redistribution is enabled via 'CONN-ISIS-20' rule
Redistributed ipv6 unicast:
none bgp redistributed
none ospf redistributed
none static redistributed
none connected redistributed
Interfaces supported by IS-IS
Tengigabitethernet 0/0/5 is up (active in configuration)
Tengigabitethernet 0/0/6 is down (active in configuration)
Tengigabitethernet 0/0/7 is up (active in configuration)
Loopback 1 is up (passive in configuration)

show isis database

KoMaH/1a BBIBOJUT COZlepKUMOe 6a3bl JaHHBIX IS-IS mya sk3eMiursipa VRF 6o mj1d 1106aabHOM
TabJIMIEI MapIpyTusanuu. [Ipu ykasaHuu napamerpa 'detailed’ 6yzeT BEIBOAUTHCS JeTalbHOE
cozep>xuMoe umeroruxces LSP.

IIpuwmep. show isis database.
0/ME5100:Router# show isis database

IS-IS Router test
IS-IS level-2 link-state database

LSP ID Sequence Checksum Lifetime Length Attributes
0010.0100.1001.00-00 0x11ab 0x632d 986 66 level-2
0010.0100.1001.00-01 0x11a8 0xa71b 517 57 level-2
0010.0100.1001.00-02 @x11c9 0xdof7 492 116 level-2
0040.0400.4004.00-00 @x11ac 0x24eb 726 66 level-2
0040.0400.4004.00-01 0x119f 0x57b1 719 64 level-2
0040.0400.4004.00-02 0x11bd 0x7848 692 116 level-2

Total LSPs: 6

show isis neighbors

KoMaH/1a BEIBOJUT B TaGJIMUHOM BUJe CIIMCOK aKTUBHBIX COCelleli IIpoToKoJIa IS-IS.
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IIpumep. show isis neighbors.
0/ME5100:Router# show isis neighbors

IS-IS Router AR31-17-151 adjacency:
System Id Interface State Type SNPA Hold
(sec) NSF BFD  Hostname

0050.0500.0032 te0/0/1.12 up level-1 0013.8083.3671 27
true none AR32-17.32

show isis interfaces
KomaHia BEIBOGUT COCTOSHME HHTEePPEMCOB, yYaCTBYIOIIUX B IIpOIiecce MapLIpyTHU3auy IS-IS.

ITpumep. show isis interfaces.
0/ME5100:Router# show isis interfaces tengigabitethernet 0/0/7 detailed
IS-IS Router eltex-test interface:

Tengigabitethernet 0/0/7
Last up: 03h12m04s ago
BFD Fast detect: IPv4 disabled, IPv6 disabled
Operation state: up
Disabled creating neighborhood on this interface: false
Hello padding: enabled
Circuit 3 way: enabled
LDP-IGP synchronization: disabled
T1 timer status: stopped
Media Type: broadcast
Used PDU: 1500
Administrative tag: 0
IPv4 Address Family: enabled
IPv6 Address Family: disabled
Circuit level: level-1-2

Level-1 Level-2
Designated ID 0050.0500.0031 0050.0500.0031
Designated Hostname Router Router
Priority 64 64
Metric 10 10
Authentication none none
Hello Multiplier 3 3
Hello Timer, sec 9 9
Minimum arrival interval, msec 0 0
CSNP retransmit interval, sec 10 10
LSP retransmit interval, sec 10 10
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show isis interfaces statistics

KomaHfa BBIBOJUT JleTaJIbHYI0 IIPOTOKOJILHYIO CTaTUCTUKY II0 MHTepdeicaM, y4aCTBYIOIIUM B
Ipoiiecce Mapipyrusamuu IS-IS.

IIpumep. show isis interfaces statistics.
0/ME5100:Router#t show isis interfaces statistics
IS-IS Router test

Interface: Tengigabitethernet®/0/3.4094

Level-1 Level-2
Received Sent Received Sent
Hello IS-IS PDUs 1479 4422 1471 4416
Hello ES-IS PDUs @ 0 0 0
Hello ES PDUs 0 0 0 0
LSP 47 96 50 100
CSNP 1 1161 1 1161
PSNP 2 0 2 1
Unknown packet 0 0 0 0
Discarded IIH 0 0 0 0
Discarded LSP 0 0 0 0
Discarded CSNP 0 0 0 0
Discarded PSNP 0 0 0 0
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HACTPOHKA ITPOTOKOJIA BGP

B maHHOM IvIaBe OIIMCaH IIPOIeCC HACTPOMKM IIPOTOKOJA JUHAMHUUYEeCKOM MaplipyTusanuu BGP
(Border Gateway Protocol).

IIpuHIUNIBI KOHQUTYPUPOBAHUA IPOTOKO1a BGP

Hacrpoiika BGP-mponecca

HacTpoiika 1poljecca [IHHaMWYeCKOM Maplipyrtusanuu BGP ©pou3BOAUTCA B  pasfeile
koHGuUrypanuu 'router bgp <ASN>'. Ha ycTpoiicTBe BO3MOYKHO CO3[jaTh TOJIBKO OJHH IIPOIeCC
Maplpyrusaniiid BGP U, COOTBETCTBEHHO, 3a[aTh €QUHCTBEHHYIO JIOKAJIbHYI0 aBTOHOMHYIO
cucTeMy. BHYTpU JaHHOTO KOHQUTYpPaIllMOHHOIO 6J10Ka HacTpauBaeTcs BGP Kak /s 17106a/1bHOM
Tabsmmipl  Mapupyrusanuu  (Global Routing Table, GRT), Tak uW s HUMEWOIIUXCA Ha
MapuIpyTHusaTope sk3eMIIpoB VRE.

BHYTpH KaXk#0# U3 TabIu1l (r106a1bHOoM TabIuIlsl 1M60 VRF) MOKHO KOHQUIYPHUPOBATh:

 OGIITHe ITapaMeTpPhI paboThI ITPOTOKOIa BGP;
o IIpaBUJIa peAUCTPUOYITUHU MapIIPYyTHON HHPOPMAITUH;

* I[lepeyeHb IIPOTOKOJIBHBIX cocesield BGP, mocTynHbBIX B faHHOM VRF 11160 B GRT, U mapaMeTpsl
3TUX COCeflel.

GRT-cocenu u VRF-cocenu

JI1s1 co3maHus cocefla, CBI3SHOCTh C KOTOPBIM IIPOM3BOAUTCS Uepes3 ItobanbHyro Tabsuily (GRT-
cocesia), TpebyeTcd CKOHQUTYPHUPOBATh COOTBETCTBYIOIIMI OJIOK BHYTPH pasfesia 'router bgp
<ASN>".

ITpumep. Hacmpoiika coceda 8 GRT.

router bgp 65535

bgp router-id 1.1.1.1

neighbor 2.2.2.2
address-family ipv4 unicast
exit
remote-as 65535
update-source 1.1.1.1

exit

JlJ11 co3jaHus cocefia, CBI3HOCTH C KOTOPBIM IIPOM3BOAUTCS Uepe3 UMEIOIIUICT Ha YCTPOMCTBe
VRF (VRF-cocena), TpebyeTcsd CKOHPUIYPUPOBATh COOTBETCTBYIOIIUN OJIOK BHYTPH HOApasiesa
‘vrf <VRF_NAME>' pasmesia 'router bgp <ASN>'.

IIpumep. Hacmpolika coceda 8 ak3emnasipe VRF.

router bgp 65535
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vrf 13-2
bgp router-id 1.1.1.1
neighbor 172.16.0.0
address-family ipv4 unicast
exit
remote-as 65535
update-source 1.1.1.1
exit
exit
exit

B Tekymei Bepcuu II0 HeoO6XomuMO 3afaBaTh 'router-id' Kak B
IMPORTANT miobasbHOM  TabisMile  MapLIpyTH3allMM, TaK U 9 KaKaoro
CKOHQUTYpHUpOBaHHOTO B BGP sk3emriursapa VRE.

AnpecHble ceMelicTBa U UX UaeHTHUKATOPEI (AFI/SAFI)

Peasmsanys nporokosia BGP Ha MapiIpyTusaTopax ceprud ME moggep;KuBaeT IIpHueM, mepefady 1
006paboTKy IyTel pa3/IMUYHbIX THUIIOB (aJ[peCHBIX CEMEVICTB).

B Teky1ei Bepcuu [10 peasir3zoBaHa pa6oTa co CIeAYIOIIUMHU aipeCHbIMU CeMeHCTBaMHU:

e IPv4 Unicast;
e VPNv4 Unicast;
e L.2VPN VPLS.

YacTh HACTPOMKHU IIPOTOKOJIa BGP MOXKHO IIPOU3BOAUTE OT/AEJIBHO I KaXKA0T0 U3 CEMENCTB.
KpoMme TOrO, Iy19 Ka’kKAOTO M3 IMPOTOKOJBHBIX COCefeil Ioffep>KKa KOHKpeTHbIX AFI/SAFI
BKJIFOYAeTCs OTEeIbHO.

ITo ymMosyaHHIO Ha IIPOTOKOJIBHEIX cocefax BGP Bce ajmpecHBbIe ceMemcTBa
OTKJIIOYWeHBL. [lig o6MeHa IIyTIMHU  COOTBeTCTBYIOIIMX  AFI/SAFI
He0o0X0JMMO IBHO BK/IIHOYUTH HUX MOAAEP KKy KOMaHZoi 'address-family
<AFI> <SAFI>' B pasmesie kKoHUrypamuu BGP-cocena.

IMPORTANT

i VRF-cocenelt mofiiep>KUBaeTCs TOJIBKO ceMeMCcTBO 'ipv4 unicast'. CemelcTBa
NOTE 'vpnv4 unicast' m '12vpn vpls' MOryT OBITH HCIIOJIB30BAHBI TOJNBKO 111 GRT-
cocefen.

Ilepegaua mapamMeTpoB community

[Io yMmoMYaHWIO IIapaMeTpbl community U extended community He IlepeJarTCsa
CKOHQUIYPUPOBAaHHBIM COCe[AM (YAAILI0TCI U3 aHOHCUPYEMBIX ITyTein).

/1151 TOro, UT06BI COXPaHATh JAaHHBIE ITapaMeTpEl IIpU Iepenade BGP-coceny, ciefyeT IpUMeEHSTh
KoMaHJBI 'send-community' ¥ 'send-community-ext'.
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IIpumep. BkaroueHue nepedaqu napamempos community u extended community 0a18 GRT-coceda ¢
adpecom 2.2.2.2.

router bgp 65535
neighbor 2.2.2.2
send-community
send-community-ext
exit
exit

dubTpanusa MapIIpyTHON HHPOpMauu

/114 yIIpaBJleHUs aHOHCaMU IIPH UX OTIIpaBKe U IIOJIy4YeHUU UMEITCA [Ba MeXaHMU3Ma — KapThl
MaplipyToB  (route-maps) U CHUCKH  IIpeUKCOB (prefix-lists).  IlpenBapUTeJIbHO
CKOHQUIYpUPOBaHHbBIe KapThl MAapIIpPyTOB M CIIKCKU IIPeQHUKCOB MOYKHO HCIIOJIB30BATh [JIA
¢MIBTPALIMM KaK I10JIy4aeMbIX OT COCe/la, TaK U OTIIPABJ/IsIEMBIX eMy ITyTel.

CrcKy IIpeUKCOB SBJIAITCA IIPOCTHIMU QUIbTPaMH, B KOTOPBIX IIPH COBIIAZIEHUHU C YCIOBUEM
¢uIbTpa IMpoBepsieMblll IIpepUKC MO0 paspelraeTcs, JUO0 3allpelfaeTcd. YCJI0BUEM I TaKUX
GUIBTPOB ABJIsIETC TOJIBKO COBIIaJieHUe IIpeduKca (CeTH/MacKH).

KapTel MapIIpyTOB SBJIAKOTCA 6ojiee CI0OKHBIMH (QHUIbTPaMH, KOTOpPbIe IIOMHUMO [eMCTBHSA
"paspelnTh/3alIpeTUTh" MOIYT TakKe MOAUOUIIMpPOBaTh BGP-aTpuOYTHI COOTBETCTBYIOIETO
IyTH.

KapThl MapLIpyTOB ¥ CIHCKM IIpeQUKCOB IIPU OJHOBPEMEHHOM
HUCII0JIb30BaHUM (B HAIpaBJIeHUMM BXO0Ja JHMOO BBIX0JA) HE HUMEHT

IMPORTANT IIpyopuTeTa JpPyr HaL [PyroM, OHHM IIPUMEHSITCI K aHOHCaM
O0ZHOBpeMeHHO. TakuM 06pa3oM, aHOHC O6yeT IIPUHAT (WU IlepefaH), eclIu
ero "paspelIrin’ U KapTa MapIIpyTOB, U CIIMCOK ITpeQHKCOB.

ITo ymosr4aHHIO IIPUHHUMAaeMbIe OT coce/la M OTIIpaBJjsieMble eMy aHOHCHI He
¢uiabTpyroTcd. TakuM o6pasoM, IIycTags KOHOUIypaiusd GUIbTPOB

IMPORTANT IIpuUBeJleT K TOMY, 4TO cocefly OyAyT OTIIpaBJIeHBl BCe HMeEIOIHecs B
COOTBETCTBYIOII[EM aJIpeCHOM CeMeMCTBe MapIIPyThl; TakKXe OyAyT
IIPHHATHI BCe IIPOAaHOHCHPOBAHHEIE COCEIOM ITyTH.

basoBas HacTpouka BGP-iporecca

Jlisi 6a3oBoM paboTocroco6HOCTH BGP-Tiporiecca Heo6GXOJUMO CO37aTh €ro B KOHQUTYpaIUH,
3a7aTh router id OJ11 yCTPOMCTBA M CKOHPHUTYPUPOBATH COCEIEH.

Tabauua 55. bazosas Hacmpoltika BGP-npouecca
KomaHa HasunauyeHue

configure [Tepexof B pesKUM IV106aIbHOU KOHQUTYpaIluHU.
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KomaHnpa

router bgp ASN

bgp router-id A.B.C.D

address-family ipv4 unicast

aggregate-address IPv4_PREFIX [
summary-only ]

exit

dampening

redistribution { connected | isis
| local | ospf | static }
RULE_NAME

exit

exit

neighbor A.B.C.D | A:B:C:D::X

description "STRING"

ebgp-multihop ttl MULTIHOP-TTL

max-prefixes PREFIXES

remote-as ASN
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Ha3umaueHue

CoszmaHue mporiecca Mapiupyrusanyu BGP ¢ aBTOHOMHOM
CHUCTeMOM ¢ HoMepoM ASN U I1epexofi B PesKUM ero
HaCTPOUKHM.

HasHaueHUe JIOKAJILHOTO UleHTUUKATOpa
MapllpyTHU3aTopa. PeKoMeHyeTcs UCII0Ib30BaTh JJI 3TOMU
esiu [IPv4-anpec ogHOro us loopback-untrepdeticon
YCTPOMCTBA.

(OmoHanbHO) [lepexof B pesKUM HaCTPOMKU aipeCHOr0
cemerictBa [Pv4 Unicast.

CosfaHue arperupyroiero Mapuipyra. /laHHbIN MapIIpyT
OyZleT CYMMHPOBATh 60Jiee crieliupruyuHbIe IIpeGUKCHI IIPHU
nx Hajnnuuu. [Ipy yKasaHUM nmapaMeTpa 'summary-only' Bce
BXOZAIIHe Clle[MHUUHEBIe IIPePUKCh] Oy T II04aBJIeHEI (T.e.
He 6yZyT aHOHCUPOBATBLCS COCEISIM).

Bo3BpaT B pe’KUM HaCTPOUKHU ImapaMeTpoB BGP njg IPv4
Unicast.

BrUIrOUeHHMe MeXaHHU3Ma IT0/IaBJIeHUS MePITaHUs
MapIIPyTOB.

CospaHue IIpaBUIa pefUCTPUOYIIUU U IIePeX0/i B pPeXKUM
ero HacTpouku. [Togpo6Hee cM. paszes "Peguctpubynys
MapIIpyTHON MHGOpMAIIHU".

Bo3BpaT B pe’KUM HaCTPOUKHU ImapaMeTpoB BGP njg [Pv4
Unicast.

BosBparT B pesKMM HacCTPOMKH I1apaMeTpoB BGP. [laiee
MO>KHO HaCTPOUTH I1apaMeTpsl Apyrux AFI/SAFL

Co3maHue IPOTOKOJILHOTO cocenia (¢ IPv4- uiu IPv6-
azipecoM) U IIepeXxol B PesKUM HaCTPOMKHU ero rmapaMeTpPOB.

3azaHre TeKCTOBOU CTPOKU — OIIHCAHUA IIPOTOKOJIBHOI0
cocepa.

JlaHHas KOMaH/ia yKasbIBaeT, UTO JaHHLIU eBGP-coces He
SIBJIA€TCS HEIIOCPEICTBEHHO ITOAKI0UYeHHBIM K
MapIIpyTHU3aTOPy U U1 paboThl ¢ HUM Ha BGP-ceccuu
COOTBETCTBYIOIIIMM 06pa3oMm ciaenyeT yBeauduThb IP TTL co
cTaHAapTHOro 3HaueHud 1 10 ykasaHHoro MULTIHOP-TTL.

YcTaHaB/IMBaeT OrpaHUYeHHe Ha KOJIMYeCTBO I10JTydaeMbIX
0T cocefia IIpedUKCOB.

3azaeT HOMep aBTOHOMHOM cucTeMbl BGP-coceza. SIBisseTcsa
00s13aTeJIbHBIM I1apaMeTpOoM IIpU CO3[JaHUHU cocefia.



KomaHnpa

send-community

send-community-ext

address-family { ipv4 unicast |
ipvb unicast | 12vpn vpls | vpnvd
unicast }

next-hop-self

prefix-list { in | out }
PREFLIST NAME

route-map { in | out }
ROUTEMAP_NAME

route-reflector-client

soft-reconfiguration inbound

exit

exit

root

commit

Ha3umaueHue

BKJIFOUaeT OTIpaBKy MapaMeTpa community B OTChLIa€MBbIX
coce/ly aHOHcax. I1o yMoJIYaHUI0 TapaMeTphl community
YIQJISIOTCS U3 OTIIPaBJIIeMbIX aHOHCOB.

BxirouaeT OTIIpaBKy IlapameTpa extended community B
OTCBhLIIAEMBIX COCely aHOHCaxX. [Io yMoI4aHUI0 ITapaMeTphl
extended community yAanastOTCS U3 OTIIPABJIIEMbIX aHOHCOB.
11 KoppeKTHOU pa6oTsl AFI L2VPN, VPNv4/VPNvV6
OTIIPaBKYy extended community He0OX0JUMO BKJIHOYaTh.

BxurroueHue Ha JaHHOM cocCejie YKa3aHHOTIO aJpecHOoro
ceMelcTBa (00513aTeIHHO /I pa00THI COOTBETCTBYIOLIEH
AFI/SAFI) 1 ntepexo/i B pe>KUM HacTPOeK JaHHOTO0
CceMemcCTBa.

IIpu yKasaHUHU SAHHON KOMaH/BI /IS BCEX OTIIPaBJ/IsIeMbIX
MapIIPyTOB B KauecTBe ITapameTpa next-hop 6ynet
yCTaHABJIMBATHCS afipec JAaHHOT0 MapIIpyTHU3aTopa.

YcTaHOBKA QUIbTPa IPePUKCOB I IPUHUMaeMBIX (in)
WUJIH OTIIpaBJIsieMBIX (out) aHOHCOB. COOTBETCTBYIOIIUM
GUIBTP NIPePUKCOB LOJDKEH OBITH CO3/jaH B KOHQUIYpaIiuU
MapIIpyTHU3aTopa.

YcTaHOBKA "KapThl MapILIPYyTOB" I QUIbLTPALINH,
COOTBETCTBEHHO, IIPUHUMAaEMBIX (in) UIH OTIIPaBJIsIeMBbIX
(out) aHoHcoB. KapTa MapIpyToB C UMEHEM,
COOTBeTCTBYIOIIUM ROUTEMAP_NAME, noJKHA ObITh
CO3/laHa B KOHQUI'ypalluX MaplIpyTH3aTopa.

YcTaHOBKA TEKYIIET0 IIPOTOKOJIBHOIO coceia B peskuM RR-
kyreHTa. Takomy iBGP-cocely 6yAyT aHOHCUPOBAThCS IIYTH,
I0JIydeHHBble 110 iBGP 0T IpyTUxX MaplIpyTU3aTOPOB CeTH.

BxurroueHHe BO3MOKHOCTH MATKOM PeKOHQUTYPaIlUU IIyTeM
XpaHeHHs BCeX IIOJIYYeHHBIX OT cOce/la aHOHCOB B
IIPOMEXKYTOYHOM Tabsulle. [lapaMeTp He peKOMeHAyeTCd K
IIPUMEHEHHI0 H3-3a JOII0JIHUTE/JIHLHOI0 PAacXo/ia pecypcoB; B
COBpeMeHHBIX peannusaruax BGP He06X0UMOCTh JaHHOTO0
QYHKIIMOHAaJIa CHIDKeHa 6J1arofaps CyIeCTBOBAaHHUIO route-
refresh capability.

BosBpaT B pe’KHUM HaCTPOMKH ITapaMeTPOB IIPOTOKOJILHOTO
cocesia BGP. /lajiee MOXKHO CKOHQUIYPUPOBATH APYyrHe
aJipecHble ceMeHCTBa /I YKasaHHOTIo coce/a.

Bo3BpaT B pe’KUM HaCTPOUKHU ImapaMeTpoB BGP. [laee
MOZKHO C03[aTh U HACTPOUTE JPYIUX IIPOTOKOJIBHBIX
cocefien.

BrIXoz, B pesKUM IVI06a/IbHOM KOHQUI'YPALIHHU.

HpI/IMeHEHI/Ie IIPOM3BENEHHBIX HACTPOEK.
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ITpumep. Bazosas Hacmpolika npomoko.ia BGP.

router bgp 65530
address-family ipv4 unicast
dampening
aggregate-address 100.100.0.0/16
exit
aggregate-address 100.64.0.0/16
summary-only
exit
redistribution connected CONN-10
set local-preference 120
set origin igp
exit
exit
bgp router-id 4.4.4.4
neighbor 2.2.2.2
address-family ipv4 unicast
route-map in Client
route-map out FULL
exit
address-family 12vpn vpls
exit
address-family vpnv4 unicast
exit
remote-as 65532
send-community
send-community-ext
update-source 4.4.4.4
exit
vrf 13-2
address-family ipv4 unicast
redistribution connected CONN
exit
exit
bgp router-id 4.4.4.4
neighbor 172.16.0.0
address-family ipv4 unicast
exit
remote-as 65532
exit
exit
exit

duIbTpaMAa MapIIPyTOB CIIUCKaAMM IpeUKCOB
(prefix-lists)

Criuckd TpedUKCOB IIPUMEHUMBI TOJBKO 711 GUIbTPAIIMU MapIIPyTHOM HMHPOpMaIuu U He
IpeHa3HavYeHb! 11 QUIbTPaIiUU TpadHKa.

120



Cricku pe@UKCOB SIBJIIOTCS IIPOCTHIMU QUIBTPAMU C JeHMCTBUAMH "3allpeTUTh" (IpedUKC He
npouseTr dYepesd GumIbTp) U "paspemuTh’ (IIpedHKC HpouaeT dYepe3d uiabTp). Aaa HUX
HUCIIOJIb30BaHUA HeO0O0XOAMMO CO03/aTh B KOHQUIypallMM caM CIIMCOK IIpeQHKCOB, IIOCJIE Yero
Ha3Ha4YUTh ero COOTBETCTBYIOIIEMY COCeLy.

Tabauua 56. Hacmpotika cnucka npegukcos.

Komanpa

configure

prefix-list PREFLIST NAME

seq-num SEQ-NUM

prefix { AB.C.D/N | X:X:X:X:X/N }

action { permit | deny }

le1..128

HasxnaueHue
ITepexof B pesXuM Iv106a/IbHOM KOHQUTYPAIIH.

CospmaHue crmcka npeoukcoB PREFLIST NAME u 1iepexof; B
PEe’KHM ero HaCTPOMKH.

CospmaHue 3JIeMeHTa CITHCKa IIpepUKCOB ¢
COOTBETCTBYIOIIIHM HOMEPOM H II€PEXO0Jl B PEXKHM €ro
HacTpoiku. HoMep sjleMeHTa MOKeT IIPUHUMATh 3HaYeHUs
1-4294967295.

3amaHue 1peduKca, CpaBHeHHe C KOTOpPBIM OyzeT
IIPOU3BOUTHCS TAHHBIM 3JIEMEHTOM CITHCKA.

JleticTBUE, KOTOpOe 6ymer IIPOU3BOIUTHCS c
COOTBETCTBYIOIIMM IIpedHUKCOM, €cJd OH IIomaa IIOof,
yCJIOBHS SAHHOTO 3JIeMeHTa CIIHCKa.

ITo yMOTYaHHIO YCTAHOBJIEHO action permit.

VKasaHuUe JI0IO0JHUTEeIHHOTO YCJIOBUS Ha [JIMHY IIpeduKca
(less or equal, "mpepuKc Kopoue SO0 paBeH 3aJaHHOIO
3HaueHUd").

B pmaHHOM ciydae 23sleMeHT QMIbTpa CTaHOBHUTCS
HEeCTPOTUM — B COYeTaHHUM C 3a/laHHBIM prefix oH OygmeT
BKJIIOUaTh B Ce0s1 Bce Oosiee crerupuUHbIe IIPePUKCHI,
BXOJAIIHE B HETO ¥ UMEIOIIMe MacKy He JJIMHHee 3aJaHHOU
rmapamMeTpoM le.

Hampumep, KOMOGUHAITUS:

seq-num 10
prefix 100.64.0.0/16
le 24

exit

JacT GUIBTP, B KOTOPBIM IIONALYT BCe IIPePUKCHI,
nomnapatonfre B 100.64.0.0/16 1 uMerolire Macky ot /16 1o
[24.
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KomaHnpa

ge1..128

exit

root

router bgp ASN

neighbor A.B.C.D | A:B:C:D::X

address-family { ipv4 unicast |
ipv6 unicast | vpnv4 unicast }

prefix-list { in | out }
PREFLIST NAME

root

commit

Ha3umaueHue

VKasaHMe [OIIOJIHUTEJILHOIO YCJIOBUSI Ha [UIMHY IIpeduKca
(greater or equal, "tipeUKC AIUHHEE JIMO0 PaBeH 3aJJaHHOTO
3HaueHus;d").

B [maHHOM ciaydae 9jeMeHT QMIbTpa CTaHOBUTCSA
HeCTPOTMM — B COYeTaHUM C 3aJaHHBIM prefix OH OyzeT
BKJIIOUAaTh B Ce0s1 Bce Oojiee crerupuUHbIe IIPePHUKCHI,
BXO/AIIIMIe B HETO U UMeIOIIe MacKy He Kopoue 3aJlaHHOMU
IapamMeTpoOM ge.

KoMmb6uHarus:

seq-num 10
prefix 100.64.0.0/16
ge 20

exit

JacT OGUIBTP, B KOTOPBIM IIONALYyT BCe IIPePUKCHI,
nomnazatonive B 100.64.0.0/16 1 uMmeroiire Macky ot /20 10
/32.

BBIX0/T U3 pe)KhMa HAaCTPOMKH 3jieMeHTa CIIHMCKa QUIbTpa
npedukcoB. [ajee MOKHO CO3[aTh CJIeyrollre TpeOyeMmble
3JIEMEHTHI CITHCKA.

Bo3Bpart B peKuM I7106aJIbHOU KOHQUTYpaIiuu
[lepexon B pesKUM HaCTPOMKHU Itporiecca BGP.
Ilepexof B pesKUM HaCTPOMKH ITapamMeTpoB BGP-coceza.

[lepexon B pexuMm HacTpoek TexX AFI/SAFI, 11 KOTOPBIX
TpebyeTcs IIPUMEHUTh QUIILTP IIPePUKCOB.

YcraHOBKa QuibTpa NHpePUKCOB JI1 IIPUHUMaeMbIX (in)
WUJIH OTIIpaBJIsieMBIX (0ut) aHOHCOB.

BBIXO/] B pe)KUM IVI06aIbHOM KOHOUTYPAITUH.

HpI/IMEHeHI/Ie IIPOM3BEAEHHBIX HACTPOEK.

ITpumep. Hacmpolika u Ha3HaueHue Ha coceda Guabmpa npedukcos, Komopslil 6ydem nponyckamsw
mo/tbko mapupymsl, exooswiue 8 109.171.0.0/17 ¢ dauHoll macku om /20 9o /24, a makaice eOUHCMBEHHbLU
Mmapwpym 82.200.0.0/17:

prefix-list PREF-LIST-EXAMPLE
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seq-num 10
prefix 109.171.0.0/17
ge 20
le 24

exit

seq-num 20



prefix 82.200.0.0/17
exit
exit

router bgp 65535
neighbor 100.64.28.1
address-family ipv4 unicast
prefix-list in PREF-LIST-EXAMPLE

exit
exit
exit
[Io yMOJIYaHUK Ka’KAbIM 3JIeMEeHT CIIMCKa IIpepUKCOB KMMeeT IIPaBHJIO
"permit". IIo yMOJYaHUI0 Ka>KABIA CIIMCOK INpPePUKCOB HMeeT HesIBHOe
IMPORTANT

3ampenianInee MPaBUIO B KOHIIE, TO €CTh ITPOXO>K/eHNEe BCEX NMPePUKCOB
3aIpeniaeTcs.

B cayuae, ecotu BGP-cocep nmoamep kuBaeT GQyHKIIMOHAI Route Refresh, He TpebyeTcs copoc ceccuu
(yim60 soft-pexoHOUTypaIlMg) OpPpU H3MEHEHUM MAapIIPyTHBHIX IIOJUTHK; 9TH IIOJIUTHUKU OyAyT
3aHOBO IIPUMEHEHBI aBTOMAaTUUeCKU. [[poBepUTh BO3MOKHOCTH COCe/la MOKHO KOMaHIOMU 'show
bgp neighbor':

0/ME5100:Router# show bgp neighbors 100.64.28.1 | i Capabilities

Capabilities sent: mp-ipv4-unicast route-refresh route-refresh-cisco four-
octet-as enhanced-route-refresh

Capabilities received: mp-ipv4-unicast route-refresh graceful-restart four-
octet-as enhanced-route-refresh

Capabilities negotiated: mp-ipv4-unicast route-refresh four-octet-as enhanced-
route-refresh
0/ME5100:Router#

duIbTpanusAa MapIIpyToB IOCPEeACTBOM route-map

Jlist OCYIIleCTBJIEHUS OJTHOBpPeMEeHHOM duIbTpauu u MOIUUKAITUHT
IIPUHUMAaEeMbIX/0TIIPaBJISIEMbIX AHOHCOB HCIIOIb3YIOTCS KapThl MapIIpyTOB (route-maps).

ITpaBmwIa paGoThI KAPT MapIIPyTOB:

1. KapTeI COCTOAT U3 HYMEPOBAHHBIX 3JIEMEHTOB (seq-num).

2. KaxkgpIii aJ1eMeHT MOYKeT CoJleprKaTh YCI0BUA COOTBETCTBUA (match).

3. Kaxkaplii ajleMeHT MOXKET COoZiepKaTh IIpaBuia MoAruUKaIiy aHoHc A (set).

4. KaXIbIH 9JIeMeHT JI0/DKeH coZiep KaTh IIPaBUJI0 "paspellnuTh” WA "3allpeTUTh" (action).
5

. dunbTpyeMble AaHOHCHI IIPOXOJAT IIOCIEef0BaTeJbHO BCe 3JIEMEHTHI route-map, OT
MEeHBIIIero seq-num K 60JIbIIIEMY, 10 IIepBOT0 cpabaThIBaHUS YCIOBHUS COOTBETCTBUA match.
[Ipu cpabaTeIBaHUU YCII0BUSA COOTBETCTBHUS K aHOHCY IIPUMEHSIOTCI
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CKOHQUTYPUPOBaHHbIe MOIUPUKAITUU set U BhIaeTCd IIOMETKA "paspentuTs” (permit) vium
"3arpeTuTh" (deny) B COOTBETCTBHMM C HACTPOMKOM 3jieMeHTa. /JlajibHenIasg o6paboTka
aHOHCA IT0CJIe 9TOT0 IIpeKpalaeTcs.

6. IIo yMOJTYaHUIO B KOHITEe KaXK/IOHM KapThl MapIIIPyTOB YCTAaHOBJIEHO HEeSIBHOE 3alIpelraroliee
mpaBuao. TakuM 06pas3oM, IIycTas route-map 3alpeTHUT BCe IIPONYIIeHHbIe uepe3 Heé

MapIIPYTHI.

OO01ue NpaBujIa HACTPOUKH KapT MapIIPyTOB

Tabauya 57. Co3daHue route-map.

KomaHnpga

configure

route-map ROUTEMAP_NAME

seq-num SEQ-NUM

set { comm-list .. | community ..
| ext-comm-1list .. | extcommunity
| local-preference .. | med
| nexthop .. | prepend .. | remove
.. | weight .. }
match { as-path .. | comm-list
| ext-comm-list .. | prefix-list
}

action { permit | deny }
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HasnaueHue
ITepexop B peXuM 11062/ IbHOM KOHQUTYPALH.

CospmaHue KapThl MapIIpyToB ¢ uMeHeM ROUTEMAP_NAME
U IIepexo]; B Pe)KUM ee HaCTPOMKHU.

Co3pmaHue 3JIeMeHTa KapThl MapIIpyTOB c
COOTBETCTBYIOIIIUM HOMEpPOM U IIepexofi B PEXUM ero
HacTpoMku. HoMmep ajleMeHTa MOKeT IPUHHUMAaTh 3HaUeHUs
1-4294967295.

HasHaueHne mnpaBuia MogudUKanUy aHOHcA. [lepeueHb
IIapaMeTpPoOB 3aBUCUT OT THUIIA ITPaBUJIa MOTUPUKAITUH, CM.
B CJIeTyIOIUX pa3zesax.

11 KajKmoro ajieMeHTa KapThl MOJXKHO HAasHaAYUThH
HEeCKOJIbKO Pa3HOTUIIHBIX IIpaBUI Mo QUKAIIH,
HECKOJIbKO OJHOTHIIHBIX IIPaBUJI HAa3HAYUTL HEBO3MOXKHO
(HampuMep, I OZHOTO 3JIeMeHTa MOYKHO 3a/aTh IIpaBUjIa
set community M set remove, HO HeJb3d Ha3HAYUTh
HEeCKOJILKO ITpaBuiI set community).

Ha3HaueHHe YCJIOBHSI COOTBETCTBUsS aHOHca. I[lepedyeHb
ITapaMeTPOB 3aBUCUT OT THIIA YCJIOBUS COOTBETCTBUS, CM. B
CJIEYIOIIHX pa3jiesax.

JUtd  KaKJOoro 3jleMeHTa KapThl MOXKHO Ha3HAYHUTh
HECKOJBbKO  pPa3sHOTHUIHBIX  YCJIOBHM  COOTBETCTBUS,
HECKOJIBKO OJJHOTHUITHBIX YCJIOBUH Ha3HAYUTh HEBO3MOKHO
(HammpuMep, AJIs1 OHOTO 3JieMeHTa MOXKHO 3aJ[aTh YCJIOBUS
match prefix-list u match as-path, HO Heib3s 3a1aThb
HeCKOJIbKO yCcJI0BUHU match prefix-list).

IIpu HeO6XOAUMOCTH QUIbTPAIIUU AHOHCOB C Pa3IUYHBIMU
OJHOTHUIIHBIMH YCJIOBHAMH match TpebyeTcsi co3maBaTh
OTZeIbHBIE 3JIeMeHTHl KapThl MapIIpyToB, II0 OJHOMY Ha
Ka’Kk/ioe yCJIOBHE.

JleficTBUE, KOTOpOE GY/IET IIPOU3BOAUTECS C AaHOHCOM, eCJIH
OH IIOTTAJI I10]T YC/IOBHSI JAHHOTO 9/IeMEHTa CITHCKA.



Komanpga HasHaueHue

exit Brixon HM3 pekKUMa HACTPOHMKHM  3JIeMeHTa  KapThl
MapIIpyTOB. [asiee MOXKHO CO3aTh CIefyrolre TpebyemMble
9JIEMEHTEI CITHUCKA.

root BosBpaT B pe’kuM IVI06aJIbHOM KOHQUIypaIiuu

commit ITpuMeHeHMe IIPOU3BELeHHBIX HACTPOEK.
IIpumep. Hacmpotika route-map ¢ 08ymMs 3 1eMeHMAaMU.

route-map EXAMPLE-RM
seq-num 10
match as-path 765054(_[0-9]+)*_21127%
set local-preference 80
exit
seq-num 20
match prefix-list destination EXAMPLE-PRFLIST
match as-path 765054(_[0-9]+)*_197728%
set remove as-path 3216
set local-preference 150
exit
exit

IIpaBuia MogupUKaAIITH aHOHCOB

[IpaBmIa MogUPUKAITMH aHOHCOB 3a/Ial0TCSI BHYTPH 3JIEMEHTOB KapThl MapIIIPYTOB ITIOCPECTBOM
KOMaH/HI 'set'. BUABI IIpaBUJI MOTUPUKAITHY IIPHUBEIEHEI B TaGJIHUIIE.

Tabauya 58. Budsl npasui moduguxayuu aHoHcos 'set'.

KomMmanpa HasnaueHue
comm-list { add | delete } Jo6aBUTh WM YyAAJUTH M3 aHOHCAa Habop community,
COMMLIST NAME 3aJlaHHBI COOTBETCTBYIOIIUM IIpaBUJIOM community-list

COMMLIST NAME.
community remove-all VIaJuTh BCe COmmunity U3 aHoHca.

community remove-all-and-set value VoanuTh BCe community M3 aHOHCA W A00aBUTH OIHY
{ 0-4294967295 | 0-65535:0-65535 | HOBYIO

accept-own | accept-own-nexthop |
blackhole | gshut | internet |
11gr-stale | local-as | no-
advertise | no-export | no-1llgr |
nopeer | route-filter-translated-
v4 | route-filter-translated-v6 |
route-filter-v4 | route-filter-vé

}
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Komanpga HasHaueHue

community set-specific value { 8- Jlo6aBUTH K aHOHCY OJJHY HOBYIO COMMUNity.
4294967295 | 0-65535:0-65535 |

accept-own | accept-own-nexthop |
blackhole | gshut | internet |
11gr-stale | local-as | no-
advertise | no-export | no-1lgr |
nopeer | route-filter-translated-
v4 | route-filter-translated-v6 |
route-filter-v4 | route-filter-vé

}

ext-comm-1ist { add | delete } Jlo6aBUTh WM YAAJIUThL W3 aHOHca Habop extended

EXTCOMMLIST NAME community, 3afaHHBIN COOTBETCTBYIOIUM IIPaBUJIOM
extcommunity-list EXTCOMMLIST NAME.

extcommunity remove-all VoanuTh Bce extended community U3 aHOHCA.

extcommunity remove-all-and-set { VpanuTe Bce extcommunity M3 aHoOHca M YCTaHOBHUTH

rt | soo } value { AS:Nr(0-65535:0- yxasamnyo RT- mm SOO-extcommunity.
4294967295, 0-4294967295:0-65535)

| IPv4:Nr(0-65535) }

extcommunity set-specific { rt |  JoGaBuTh ykasamHymo RT- mmu SOO-extcommunity.
soo } value { AS:Nr(0-65535:0-

4294967295, 0-4294967295:0-65535)
| IPv4:Nr(0-65535) }

local-preference LOCALPREF YcTaHOBUTL COOTBETCTBYIOIIlee 3HaueHMe Itapamerpa BGP
Local Preference.

med value MED VCTaHOBUTH COOTBETCTBYIOIlee 3HaueHUe IIapamerpa BGP
MED.

nexthop IPv4_ADDR | IPv6_ADDR YCTaHOBUTH COOTBETCTBYIOIIee 3HaUeHre BGP Nexthop

prepend as-path ASN YcTaHOBUTEH IpelreHAbl Ha mapameTp AS-PATH, cocTosiie

prepend times N U3 HOMepa aBTOHOMHOMN cucTteMbl ASN, ITOBTOpeHHbIe N
pas.

remove as-path ASN Vnanute u3 AS-PATH maHHOTO aHOHCA yKasaHHbIE HOMepa

ABTOHOMHBIX cucTeM ASN.

remove private-as Vnanute u3 AS-PATH pmaHHOro aHoHCa BCe NIpUBaTHEIE
HOMepa aBTOHOMHBIX cucTeM (RFC6996).

weight value WEIGHT YcraHOBUTH TapaMeTp weight.

Vc10BUA COOTBETCTBHUSA aHOHCOB

VCI0BUS COOTBETCTBUSI aHOHCOB 33/Ial0TCS BHYTPH 3JIeMEHTOB KapThl MapIIPyTOB IIPU ITOMOIIIH
KOMaH/IbI 'match’'. BUIBI YCIIOBHUH COOTBETCTBUS IIPUBE/IEHBI B TAa0JIHIIE.

Tabauya 59. Buowl yc08uil coomgemcecmaus AGHOHCo8 'set'.
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Komanpga HasHaueHue

as-path AS_REGEXP ITpoBepka AS-PATH aHOHCa Ha COOTBETCTBHE
IPUBEIeHHOMY peryjsipHoMy BbIpaskeHU0 AS _REGEXP.
JomycTuMasag [JjIMHa PeryjagpHOro BbIpaskeHUd — a0 300
CHMBOJIOB.

comm-1ist name COMMLIST NAME IIpoBepKa IIepedyHs community B aHOHCe Ha COOTBETCTBHE
3alaHHOMY community-uiabTpy (QUIBTP [IOJDKEH OBITH
CO3/laH KOMaHZoM " community-list® COMMLIST _NAME")

ext-comm-1ist name IIpoBepKa IepeyHs pacIlIMpeHHBIX community B aHOHCe Ha

EXTCOMMLIST NAME COOTBETCTBHE 3alaHHOMY extcommunity-¢uasTpy (QUIBTP
IoJDKeH OBITh CO37JaH KOMaHZOoM " extcommunity-list
EXTCOMMLIST NAME")

prefix-list destination [IpoBepKa mpedpurKca aHOHCA Ha COOTBETCTBHE YKa3aHHOMY

PREFLIST NAME ¢ouabTpy npeduKcoB. PUILTP HPePUKCOB HOJ/DKEH OBITh
CKOHQUTYPHUPOBAH OTHeJbHO KoMaHAoM " prefix-list’
PREFLIST NAME".

prefix-list nexthop [IpoBepka mapamerpa BGP nexthop aHoHca Ha

PREFLIST NAME COOTBETCTBHE YKa3saHHOMY QHIBTPY IIPepUKCOB. PUIBLTP

npedUKCOB MIO/DKEeH OBITh CKOHQUTYPHUPOBAH OTAEIBHO
KoMaHjou " prefix-list® PREFLIST NAME".

prefix-list source [IpoBepka agpeca BGP-crivkepa, OT KOTOPOro IIOJIyYeH

PREFLIST NAME aHOHC, Ha COOTBETCTBHUE YKa3aHHOMY QUIBLTPY IIPePUKCOB.
OUIbTP IIpedUKCOB [TO/DKEH OBITH CKOHQUIYPHUPOBaH
OTHeIbHO KoMaHoU " prefix-list™ PREFLIST NAME".

Internal BGP u External BGP

CormracHO crenuuKayUaM IIPOoTOKosa, BGP-ceccuu pmesaTcs Ha [Ba TUIla — BHyTpeHHNe BGP-
ceccuu (Internal BGP, iBGP) u BHeltHUe BGP-ceccuu (External BGP, eBGP).

* BuyrpeHHas BGP-ceccusa — 3T0 ceccus MesXay BGP-crimkepaMu 0HOM aBTOHOMHOM CHCTEMEBI;

* BHemruaa BGP-ceccust — 310 ceccusa Mexxay BGP-cririkepaMul pasHbBIX aBTOHOMHBIX CHCTEM.

MapIHPYTI/IBaTopLI cepuu ME OIIpeaes/IdiroT THUII CECCHMHM aBTOMATHYeCKH, COIIOCTaBJIAd HOMEP
CBOEM aBTOHOMHOM CHUCTEMEI C HOMEpOM aBTOHOMHOM CHUCTEMBI cocenma.

OCHOBHBIE OT/IMYHUTEIbHBIE 0C00eHHOCTH iBGP-ceccuii:
1. IIpy1 aHOHCHUPOBAHUU ITYTH I10 TAKOM CECCUU He u3MeHseTca napaMmeTp BGP nexthop;

2. AHOHCBI, IIOJydeHHBbIe II0 OoAHOM iBGP-ceccuu, BGP-criikep 00BSABJSAET TOJNBKO eBGP-
cocezsaM, HO He 1pyruM iBGP-cocemsam.

[l yIpaByieHUs JaHHBIM II0BeJleHHeM CYILeCTBYHT KOMaH[bI-AUPEeKTUBBI 'next-hop-self' u
‘route-reflector-client'. IlepBag KoMaH[a IIPUHYAUTEIbHO 3aJjaeT B 00BSIBIIAEMBIX aHOHCAX
cBori IP-ampec B kKauecTBe mapamerpa BGP nexthop. Bropasg KoMaHja BKJIIOUaeT Ilepenady
COOTBeTCTBYIOIIEeMY iBGP-coce/ly aHOHCOB, II0JIyYeHHBIX OT JPYTUX iBGP-cocesei.
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ITpumep. Hcnoav3osaHue komaHo 'next-hop-self' u 'route-reflector-client'.

router bgp 65535
neighbor 2.2.2.2
address-family ipv4 unicast
next-hop-self
route-map in STANDART-CLIENT
prefix-list out ANY
exit
remote-as 65535
route-reflector-client
exit

ADMUHHUCTPATUBHAas TUCTAaHITUA IPOTOKOIa BGP

AIMUHHUCTpPaTUBHAsA JUCTAHIIUA — 3TO I1apaMeTp, OIIpe/eISI0IIUN IIPUOPUTET BCeX MapIIPyTOB,
II0JIy4aeMBbIX M3 COOTBETCTBYIOIEI0 MCTOYHMKA. ECJIM OAMH M TOT JKe MapIUpyT CHUCTeMa
IoJIydaeT U3 PasHbIX UCTOUYHUKOB (HallpuMep, U3 IIPOTOKOJIA AUHAMUYECKOM MapIIpyTU3allud U
U3 CTaTUYeCKHU IIPOIIMCAHHOIO MapIIpyTa), TO OyJeT BbIOMpPATbCA MapIIpPyT M3 HMCTOYHUKA C
MeHbIlle aJMHUHUCTPAaTHBHOM [UCTaHIMeH. B ykKasaHHOM IIpHMepe II0 YMOJYaHUIO OyneT

BBIOpaH CTaTUUEeCKUN MapIIpyT.

3HaueHUs AIMUHUCTPATUBHOM [AUCTAHIIUM II0 YMOJIYAaHUIO IIpUBEJeHbl B Tabiuie (IIpu

IIPUHATHU PEIIeHrA MEHbIIIEeE€ 3HAUYEHUE ABJIAETCA JIyLIH_II/IM):

Tabauya 60. 3HAUEHUS AOMUHUCMPANUBHOU OUCMAHUUU.

IIpOTOKOJI/MUCTOYHHUK AnvuHucTpaTUBHAA fucTaHuus Ilpumopurer
[TpucoenuHeHHEbIe (connected) MapmpyTsl 0 1
CraTuyeckue (static) MapIIpyThI 1 2

External BGP 20 3

OSPF 110 4

IS-IS Level-1 115 5

IS-IS Level-2 116 6

Internal BGP 120 7
3HaueHUs aJMUHUCTPATUBHOMN AUCTAHIIUU MOKHO U3MEHUTh.

Tabauya 61. Hacmpotika ad MUHUCmpamugHot ducmanyuu 018 npomokoaa BGP.

Komanpga HasHaueHue

configure [Tepexof B pe>XUM IVI00aJIbHOM KOHQUI'YPaIIHHU.

router admin-distance Ilepexofi B pe>KUM HaCTPOHKHU pasfiesia af/MUHUCTPaTUBHOM

OUCTaHITWUH ITPOTOKOJIOB.
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KomaHnpa

bgp external 0..255

bgp internal 0..255

root

commit

Ha3umaueHue

3azaHye 3HaYeHUS aSMUHUCTPATUBHOU [UCTAHIIUU IS
MapupyToB eBGP.

3aZjaHye 3HayYeHWsd aJMUHUCTPAaTUBHON AUCTAaHIIUU [JId
MapIupyToB iBGP.

BosBpaT B peskUM IVI00aJIbHOM KOHQUIYpaIuu

HpI/IMeHEHI/Ie IIPOM3BENEHHBIX HACTPOEK.

IIpumep. H3meHeHUe adMUHUCMPamugHoU ducmaHyuu 013 eBGP.

router admin-distance
bgp external 112

exit

NOTE

3HaueHUd aﬂMHHHCTpaTHBHOIZ OAUCTAHIIWUH, 3aJaHHbIE€ II0 YMOJ/JIYaHHUIO, SABJIAIOTCA

OITUMAaJILHBIMU. He cilenyeT u3aMeHATh UX 0e3 IBHOU HeOGXO,III/IMOCTI/I.
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HACTPOHKA MPLS-KOMMYTAIINH U
ITPOTOKOJIA LDP

B maHHOM IvIaBe pacCMaTPUBAIOTCA IIPUHITUILI HACTPOUKH MHPpacTpyKTypsl MPLS (Multiprotocol
Label Switching) 1 mpoTokosia LDP.

Heo0xoauMpble Iaru

Jl11 oATOTOBKU UHGpaCTPyKTYyphl MPLS B kKadyecTBe TpaHcropTa 1yig L2VPN- u L3VPN-cepBUCcOB
TpebyeTcs IIPOU3BECTH CIIeAYIOIIHe NeMCTBUL:

1. OmpeziesiiTE UHTEPQENCh], KOTOPble OYAYT KMCIIOJIb30BAThHCA /I COeJUHEHUS C COCeLHUMHU
MPLS-MapiipyTusaTopaMy;

2. HacTpouTh Ha yCTPOMCTBE M HAa COOTBETCTBYIOIIMX MHTepdericax TpebyeMbli IIpOoTOKOI IGP
(OSPF 6o IS-IS);

3. HacTpouTh Ha YCTpPOMCTBE M Ha COOTBETCTBYIOIIUX HHTepdercax IIPOTOKos LDP mia
pacipocTpaHeHusa TPaHCIOPTHLIX MPLS-MeTOK.

KoHeYHBIM pe3ysIbTaTOM HaCTPOUKU SBJSIeTCS HaJIW4YHhe TPAHCIOPTHBIX METOK B TabJsmie mpls
ldp forwarding:

ITpumep. Bvigod 'show mpls 1dp forwarding':

0/ME5100:Router# show mpls 1dp forwarding

Codes:
R = Remote LFA FRR backup

Prefix Label(s) out Outgoing Interface Next Hop flags
2.2.2.2/32 ImpNull te 0/0/5 100.100.12.1
4.4.4.4/32 ImpNull te 0/0/7 100.100.14.0

0/ME5100:Routert

IIpeaBapuTesbHas HacTponka IGP

HacTpoiika IIpoToK0JI0B BHyTpeHHero 1uIr3a IGP (IS-IS u OSPF) ommcaHa B COOTBETCTBYIOLIUX
paszesax JaHHOTO PyKOBOACTBA. B 061ieM ciayyae TpebyeTcss IIpoBeCcTU 6a30BYH0 KOHQUIYpAIIUIO
U BKIroueHUe IGP Ha nHTepdelicax K COCeJHUM MapILIpyTHU3aTOpaM.

[ToMuMO 3TOro, HeOo6XOAWMO BBIOpaTh Ha YyCTpoMCcTBe loopback-uHTepderic B I106aJbHOM
TabJyvile MapIIpyTU3alllM, ajfpec KOTOporo OyheT HCIIOJIb30BAaTLCI B KauecTBe router-id masa
npoTokosioB IGP u LDP, ¥ TakyKe BKJIKOUUTH €ro B IIpoliecc MapuipyTusanuu IGP (bkesaTeJbHO B
IIaCCUBHOM pe’kKume).
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ITodzomosxka koHguzypauuu IGP Ha npumepe npomokoaa IS-IS:

interface tengigabitethernet 0/0/5
mtu 9192
description "to AR2(2.2.2.2) te 0/0/5"
ipv4 address 100.100.12.0/31

exit

interface tengigabitethernet 0/0/7
mtu 9192
description "to DR1(4.4.4.4) te 0/1/7"
ipv4 address 100.100.14.1/31

exit

interface loopback 1
ipv4 address 1.1.1.1/32
description "Main loopback"
exit

router isis test

interface loopback 1
address-family ipv4 unicast
exit
passive

exit

interface tengigabitethernet 0/0/5
address-family ipv4 unicast

bfd fast-detect

exit
hello-padding disable
ldp-igp-synchronization
point-to-point

exit

interface tengigabitethernet 0/0/7
address-family ipv4 unicast

bfd fast-detect

exit
hello-padding adaptive
point-to-point

exit

host-name Router

ipv4-te-level level-2

level level-2
metric-style wide

exit

net 49.0001.0010.0100.1001.00

exit

B mpomecce HacTpoWMKM NOpoToKosia LDP Heo6X0AMMO IIPOBEPUTH HaJIWyhe B Tabiulle
MapIIpyTHU3aluUu BCeX IIyTel, I KOTOPBIX IIpeAIIoaraeTcs BhlZieJleHUe TPaHCIIOPTHBIX MeTOK.
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TpaHcOpTHBIe MeTKU OYAYT BbIIeJeHBbl TOJBKO I TeX IIyTeld, KOTOpble UMEeIT KOPpPeKTHHIe
MapuIpyTsl B IGP U /11 KOTOPBIX IT0JIyYeHbl COOTBeTCTBYI0IME LDP Label Mapping.

HacTtporiika nporokosa LDP

/1714 3a1ryCcKa ¥ HaCTPOMKM IIpoToKosia LDP Heo6XoauMo:

1. 3agate router-id gja LDP (pekoMmeHzyeTcsa BBIOpaTh "OCHOBHOM" loopback-uHTepderic U B
KauecTBe Router ID B34Th ero agpec, komagzaa 'mpls ldp router-id');

2. BKIIOUUTH Ha UHTepdericax B CTOPOHY COCeZiel mporecc aBToo6HapykeHus LDP (komaHAaMu

'mpls ldp discovery interface');

3. BkirouuTh Ha HMHTep¢eiicax B CTOPOHY cocenei Iporiecc MPLS-KoMMyTanuu (KOMaHZaMH

'mpls forwarding interface');

4. BKJIWOUYUTL B TIIpoTokos LDP

cooTBeTCTBYIOIHEe loopback-uHTepderickl yCTpOMCTBA

(xomaHgamu 'mpls forwarding interface').

MapmipytusaTopsl cepuu ME aHOHCcUpPYOT cocensaMm 110 LDP TOJBKO cBOU
loopback-unTepdericel, BkiroueHHble B LDP komaHzmo# 'mpls forwarding

IMPORTANT

interface'. B ciyuae, ecoii qusaiH CeTH IpejIiosiaraeT aHOHC B LDP Takke

U aJpecoB ceTel 00BIUHBIX UHTEPEHCcoB, TpebyeTcsl 0TAe TbHAsI HaCTpoHKa
peaucTpubyiu connected-ceteit koMaHZoMU 'mpls ldp address-family ipv4
unicast redistribution connected"'.

Tabauua 62. bazosast Hacmpotika LDP.

KomaHnpa

configure

mpls

router-id IPv4 ADDR
penultimate-hop-popping disable

transport-address IPv4 ADDR

1dp
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HasunaueHue
ITepexof B pesXuM Iv106a/IbHOM KOHQUTYPAIIH.

[Iepexo/; B peXKUM HACTPOMKU IIapaMeTPOB U IIPOTOKOJIOB
MPLS.

3azanue Router ID myig rportecca LDP.

(ommmmmoHanbHO) OTKIOUeHHMe MexaHusma MPLS PHP
(cHATHUS  TPaHCIIOPTHOM MeTKH Ha IpeJIocjefHeM
MapIIpyTe).

[t IpUMeHeHUsd JaHHOM
HaCTPOMKHU IIOTPebyeTCsl BPYUYHYIO
IepeyCTaHOBUTH LDP-ceccun C
COCeJsIMH.

IMPORTANT

(omoHaNbHO) 3aJaHue TPAHCHOPTHOTO ajpeca I
npotokosia LDP. PekoMeHyeTcd SIBHO 3a/laBaTh [JaHHBIA

azipec.

Ilepexof B pesKHM HAaCTPOHMKHU IPOTOKoJIa LDP.



KomaHnpa

discovery interface {
tengigabitethernet | bundle-ether
| fortygigabitethernet |

hundredgigabitethernet } num

bfd fast-detect

shutdown

exit

neighbor IPv4 ADDR

hello-holdtime SECONDS
holdtime-interval SECONDS

bfd fast-detect

shutdown

root

commit

Ha3umaueHue

JlobaBiieHHe  COOTBETCTBYIOIIlEr0  HHTepderica (6o
cabuHTepderica) B IIpoilecC aBTOOOHapyKeHuUs1 LDP u
mepexoZl B PeXWM HaCTPOMKU IapaMeTpoB LDP g
IaHHOTO UHTepdeica.

(ommmoHasbHO)  BritoueHwe — 1porokosta  BFD  maa
0O0Hapy>KeHHBIX coce/lel Ha JaHHOM UHTepderice.

(onmuoHasbHO)  [JeakTtuBanuss LDP  discovery  Ha
HHTepderice.

BosBpaT B pesKMM HaCTPOMKH IIpoTOoKojIa LDP.

Co3manue B KoHUTypaluu targeted-cecCHHM C yKa3aHHBIM
COCe/IoM U ITepexofl B pesKUM HaCTPOUKHU 3TOH CEeCCHUH.

CosnmaHue targeted-ceccuil TpebyeTCs TOJIBKO
B ciaydae wucnosb3oBaHua L2VPN c¢ LDP-
CUTHaIu3alen, CM.COOTBETCTBYIOIIIHHI
paszges PyKoBo/CTBA.

NOTE

(OnmmoHanbHO) HacTpoiika COOTBETCTBYIOIUX TaliMepOB
Ha targeted-ceccumu.

(OmmoHanbHO) BriltoueHWe Ha JaHHOM targeted-ceccuu
rnpotokoJsa BFD.

(OnnmoHanbHO) AIMUHHUCTPAaTUBHOE OTK/IIOUEHHEe NaHHOU
targeted-ceccuu.

BosBpart B pesXuM I100a/IbHOU KOHQUTYpaIlHU.

HpI/IMEHEHI/Ie IIPOMU3BENEHHBIX HACTPOEK.

Tabauya 63. BkaroueHue kommymavuu MPLS Ha uHmepdgelicax.

KomaHnga

configure

mpls

forwarding

interface { loopback |
tengigabitethernet | bundle-ether

} num

commit

Ha3sHnaueHue
ITepexof B pesXuM Iv106a/IbHOM KOHQUTYPALIHAH.

[Iepexo/; B peXKUM HACTPOHKHU ITapaMeTPOB M IIPOTOKOJIOB
MPLS.

Ilepexoy B peXUM HACTPOUKU IapamMeTpoB MPLS-
KOMMYTAaIllH Ha YCTPOMCTBeE.

BxiroueHnve MPLS-koMMyTaniy Ha JaHHOM UHTepdelice
6o cabuHTepdeiice. O6s13aTeILHO BKIOUEHNE B TaHHBIN
CIIUCOK Takke TeX loopback-uHTepdeiicoB, KOTOpBIE
IUIAHUPYeTCsI aHOHCUPOBATh cocensam 1o LDP.

[IpuMeHeHMe IIPOU3BeJeHHBIX HACTPOEK.
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ITIpumep. Hacmpotika MPLS LDP Ha d8yx uHmepdgeticax.

mpls

forwarding
interface tengigabitethernet 0/0/5
interface tengigabitethernet 0/0/7

exit

ldp
discovery interface tengigabitethernet 0/0/5
exit
discovery interface tengigabitethernet 0/0/7
exit
neighbor 2.2.2.2

bfd fast-detect
exit
neighbor 4.4.4.4
bfd fast-detect

exit

exit

router-id 1.1.1.1

transport-address 1.1.1.1

exit

LDP-IGP cuHxpoHHu3anmus

Jl71s1 ceTel, UCIOIB3YOMUX LDP, iMeeTcs BCIIOMOraTe/IbHbIM MeXaHU3M, IIOMOTarIIUi 136eKaTh
OIMO0YHOI0 HaIpaBjeHUd Tpaduka B HepaboTocmocobHoe coemuHeHUe (blackhole). /laHHBIN
MeXaHU3M HasblBaeTCd CHHXpoHusalmel LDP-IGP U mpegHasHayeH JId9 UCIOJIB30BaHUI Ha TeX
COoeJUHEeHUSX, I7e NO/DKHBI OMHOBpeMeHHO pa6oTaTh LDP 1 ipoToKob! IGP.

MexaHU3M U IIPUHITUIIBI €0 paboTel onrcaHbl B RFC5443 ("LDP IGP Synchronization”).

CyTb paboThl JaHHOIO MeXaHW3Ma 3aKJII4YaeTcs B TOM, YTO IIPU OTCYTCTBUM aKTHUBHBIX LDP-
COCeICTB Ha TOM UHTepderice, Ime OHU OBITH MOJOKHBI, HpPOoTOKoa IGP (IS-IS mau OSPF)
aBTOMaTUYeCKU yBeJINUMBaeT CTOMMOCTD JAHHOIO UHTepderica C I1eJIbI0 MaKCUMaIbHO HaJle)KHO
UCKJIIOUUTH ero U3 IIyTey IIPOX0’KAeHUs TpaduKa.

JTOT MeXaHU3M II03BOJISIET WCK/IIOUUTH CUTyaI[uH, KOIZa M3-3a OIMHOKM B KOHOUTYpAIlUH WA
cbosix B paboTre cucteM TpaduK OyfeT HaIpaBJATHCI B COENUHEHHs, Ha KOTOPBIX IIPO/IOJDKAET
paboTaThk IGP, HO mepecTaJs pa6oraTs LDP.

BxuIroueHHe JaHHOTO MeXaHW3Ma IIPOU3BOAUTCS HOMHTepdeicCHO B KOHQUTYPAITMOHHBIX 6JI0KaxX
apoToKoJIoB IS-IS miim OSPF komanmo# ' 1dp-igp-synchronization'.

ITpumep. BkaroueHue LDP-IGP cuHxpoHusayuu Ha uHmepgetice npomoko.a IS-IS:

router isis eltex-test
interface tengigabitethernet 0/0/5
ldp-igp-synchronization
exit
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exit

IIpumep. BxaroueHue LDP-IGP cuHxpoHusayuu Ha unmepdgetice npomoxo.a OSPFv2:

router ospfv2 test
area 0.0.0.0
interface bundle-ether 7.400
ldp-igp-synchronization
exit
exit
exit

BxiroueHue B LDP 1ono/THUTE/IbHBIX HHTEPPEencoB
(pegucTpuOyIHIA)

I[Io ymosuaHur IpoTokoa LDP ¢opmupyer label mappings Tonbko mmsg agpecoB loopback-
UHTeperCoB CUCTEMBI.

B ciyuae, eciu Au3aliH CeTH IIpefriosiaraeT aHOHC B LDP TakoKe M ajpecoB ceTell OOBIYHBIX
UHTepdelrcoB (a TaxkKe MapIIPyTOB, IIOJy4eHHBIX 0T BGP), Tpebyercd OThesibHas HaCTpOMKa
penucTpubyniiu  connected-cerert KoMaHmou ‘mpls  ldp  address-family  ipv4  unicast
redistribution connected"'.

Tabauua 64. Peducmpubyuyus 6 LDP.

Komanpa Ha3HaueHue

configure [Tepexof B pesKUM IV1060aIbHOU KOHQUTYpaIluH.

mpls [lepexon B pesKUM HACTPOMKHU IIapaMeTPOB U IIPOTOKOJIOB
MPLS.

Ldp [Tepexof B pe’XKUM HaCTPOUKHU IIpoToKosa LDP.

address-family ipv4 unicast Co3flaHHe IIpaBHJIa PeUCTPUOYIIUY ¢ UMeHeM RULE_NAME

redistribution { connected | bgp |

U3 yKasaHHOro ucroyHuka (bgp/connected/local) 1 nepexog
local } RULE_NAME

B PEXKUM HACTPOHKHU 3TOTO IIpaBHUIIA.

match prefix IPv4PREFIX/MASK (ommyoHasbHO) VKasaHue QUIbTPa, HCI0JIb3YeMOIo s
JaHHOTIO IIpaBUJIa.
IIpy yKasaHMM TakKoro GQHJIbTpA IIPaBHIO OyAeT
JleFICTBOBATh TOJIBKO Ha MAapIIPyThl, CTPOr0 COBIIAJAOIIIMIe
¢ 3agaHHBIM IPV4PREFIX/MASK.

priority RULE_PRIORITY VCTaHOBUTH IIPHUOPUTET JAHHOTO IIPaBUJIa PeJUCTPUOYITUU.
[IpaBWIa PegUCTPUOYIIUU BBIIIOJHAKTCA II0 O4Yepegu OT
HU3KOIO 3HAueHus I[IpUOpUTeTa K  BBICOKOMY U
cpabaThIBalOT II0 II€PBOMY BXOXKIeHHI0. TakhuM 06pasoM,
MapIIpyT, [I0IIaBIIUN, HAIIpUMep, B IIepBOe IIpaBUJIO, OyAeT
rnepefsad B LDP corracHO HacTpoek 3TOrO IIpaBMja U He
OyzeT o6pabaThIBaTHCA I10CIEeAYIOIUMHU IIpaBUIaMHU.
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Komanpga HasHaueHue

redistribute disable 3alpeTUTh pPeJUCTPUOYIIHMI0 MapIIPyTOB, IIONABIIMX B
TeKyllee IpaBuo. IIpY BBEIIOJIHEHHM JaHHOH KOMAaHJIBI
TeKylIlee IPaBUJIO CTAHOBUTCS 3aITpelIlaloIkM.

exit BeIX0[ 13 pesKriMa HaCTPOUKHU IIpaBUJIa PeIUCTPUOYITUU.
Jlajiee MO’KHO HACTPOUTH CJIeYIOIMe IIpaBuia — IJIsi TOTO
JKe CaMOro HCTOYHUKA, JUO0 [JjIs1 IPYyTUX HCTOYHUKOB

pesucTpUOYIIH.
root Bo3Bpar B peKuM I71I06aIbHOU KOHQUTYPaIIUH.
commit [TprMeHeHMe IIPOKM3BeIeHHBIX HACTPOEK.

ITpumep. Hacmpolika peducmpubyuuu, komopas no3goum LDP 06s58/19mb Memku 015 connected-
cemell ecex uHmepdgeiicos, 3a uckaroueHuem 100.100.12.0/31.

mpls
1dp
address-family ipv4 unicast redistribution connected LDP-CONN10
priority 10
redistribute disable
match prefix 100.100.12.0/31
exit
address-family ipv4 unicast redistribution connected LDP-CONN20
priority 20
exit
exit
exit

IIpoBepka padoThI mpoTOKOoJIa LDP 1
AUArHOCTUYeCKHe KOMaH/AbI

show mpls ldp bindings

Komanza BeiBOgUT JI0KaIbHbIe ('local') u ynanerHsle (‘remote') FEC/MeTKH. IoCTYIIHBI QHUIBLTPEI
110 MeTKaM, cocegaM uiu npedukcy FEC.

IIpumep. show mpls ldp bindings remote
0/ME5100:Router# show mpls 1dp bindings remote

2.2.2.2/32
local binding: 2.2.2.2:0, label 3
State: mapping-established, type: prefix
Interface: Tengigabitethernet 0/0/5
2.2.2.2/32
local binding: 4.4.4.4:0, label 821
State: mapping-liberally-retained, type: prefix
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Interface:
2.2.2.255/32
local binding: 2.2.2.2:0, label 3
State: mapping-liberally-retained, type: prefix
Interface:
4.4.4.4/32
local binding: 2.2.2.2:0, label 426
State: mapping-liberally-retained, type: prefix
Interface:
4.4.4.4/32
local binding: 4.4.4.4:0, label 3
State: mapping-established, type: prefix
Interface: Tengigabitethernet 0/0/7
0/ME5100:Router#

show mpls ldp forwarding

KomaHza BBIBOAUT TaOIUIly aKTUBHBIX LSP. JlocTynmHBl GUABTPEI 10 nexthop u 1o mpeduxcy
HasHaYeHUsI.

ITpumep. show mpls ldp forwarding
0/ME5100:Router1# show mpls 1dp forwarding

Codes:
R = Remote LFA FRR backup

Prefix Label(s) out Outgoing Interface Next Hop flags
2.2.2.2/32 437 te 0/0/5 100.100.12.1
4.4.4.4/32 ImpNull te 0/0/7 100.100.14.0

0/ME5100:Router 1t

show mpls 1dp igp sync
BriBopg cocTogHUs LDP-IGP cMHXpOHU3alluy Ha UHTepdericax.

ITpumep. show mpls ldp igp sync.

0/ME5100:Router1# show mpls 1dp igp sync
Thu Jan 24 16:35:03 2019

LDP-ISIS sync

Interface LDP state Metric
te 0/0/5 up normal
te 0/0/6 down maximum
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LDP-0SPF sync

0/ME5100:Router1#

show mpls ldp neighbors
BrIBOJI IIepeyHs, COCTOSIHUA U CTaTUCTUKU 110 LDP-coceam CHUCTEMEI.

ITpumep. show mpls ldp neighbors.

0/ME5100:Router# show mpls ldp neighbors detail

LDPv1 peer: 1.0.0.1:0
Current state: operational, role: active
TCP connection: 1.0.0.1, MD5 off
Label distribution method: downstream-unsolicited
Session uptime: 03h46m@6s
Keepalive interval: 7 secs
Session holdtime: 40 secs (own 40 secs, peer 40 secs)
Next keepalive in: 4 secs, session expires in: 37 secs
Established adjacencies:
link, bul, holdtime: 14 secs, bfd: none (not-required)
targeted, with 1.0.0.1, holdtime: 34 secs, bfd: none (not-required)
Negotiated maximum PDUs length: 4096 octets
Graceful Restart support: peer is false, local is false
Peer reconnect time: @ secs, recovery time: @ secs
Addresses bound to session:
1.0.0.1
192.168.55.2
192.168.55.5
192.168.55.17
Labels received from neighbor:
3, type: prefix, installed: yes, bul
27, type: prefix, installed: no
Stats:
0 unknown message count, @ unknown tlv count

LDPv1 peer: 1.0.0.2:0

Current state: operational, role: active
TCP connection: 1.0.0.2, MD5 off
Label distribution method: downstream-unsolicited
Session uptime: 03h46m47s
Keepalive interval: 7 secs
Session holdtime: 40 secs (own 40 secs, peer 40 secs)
Next keepalive in: 4 secs, session expires in: 37 secs
Established adjacencies:

link, bu2, holdtime: 10 secs, bfd: none (not-required)
Negotiated maximum PDUs length: 4096 octets
Graceful Restart support: peer is false, local is false
Peer reconnect time: @ secs, recovery time: @ secs
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Addresses bound to session:
1.0.0.2
192.168.55.6
192.168.55.13
192.168.55.22
Labels received from neighbor:
35, type: prefix, installed: no
3, type: prefix, installed: yes, bu2
Stats:
0 unknown message count, @ unknown tlv count

show mpls ldp parameters
BeiBo nHGOpManiy 06 UMEIOIUXCS COCesIX U 3aleiCTBOBAaHHBIX B LDP nHTepdericax CUCTEeMBL.

ITpumep. show mpls ldp parameters.
0/ME5100:Router#t show mpls ldp parameters

LDP Parameters:
Router ID: 1.1.1.1
Transport address: 1.1.1.1
Graceful Restart:
Status: disabled
Reconnect Timeout: 200 sec, Forwarding State Holdtime: 200 sec

Neighbors:

Peer address: 2.2.2.2
BFD status: enabled
Holdtime interval: 40 sec
Hello interval: @ sec

Peer address: 4.4.4.4
BFD status: enabled
Holdtime interval: 40 sec
Hello interval: @ sec

Interfaces:

Interface Tengigabitethernet 0/0/5
BFD status: disabled
Holdtime interval: 40 sec
Hello interval: 15 sec

Interface Tengigabitethernet 0/0/6

BFD status: disabled
Holdtime interval: 40 sec
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Hello interval: 15 sec

Interface Tengigabitethernet 0/0/7
BFD status: disabled
Holdtime interval: 40 sec
Hello interval: 15 sec
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HACTPOHKA MPLS L3VPN

B maHHOM IJIaBe pacCMaTpPHUBAKOTCA IIPHUHIIMIIEI OpPraHW3alMd M HACTPOMKU BHPTYaJIbHBIX
YaCTHBIX ceTell TpeTbero ypoBHA (Layer 3 VPN, L3VPN), HCII0/Ib3YIOIUX B KauecTBe TPaHCIIOPTa
TexHoJIoru MPLS.

IToxr cepBucoM L3VPN 3mech W [Jajsee IiojpadyMeBaeTcs 000C00JIeHHOE IIPOCTPAHCTBO
MaplIpyTHU3anuy (C MCII0OJIE30BaHUEM IIPOTOKOJIOB ceMeicTBa IP). Takoe IIpOCTpPaHCTBO HMeeT
COOCTBEHHYI Tabuully MapuipyTusanuy, Tabauny ARP/ND U OTAeJbHBIM CIIMCOK L3-
UuHTepdelicoB, BKIHUYEHHBIX B Hero. CepBuc L3VPN 1o3BoJisieT ysJjaM, IIOAKIHYEHHBIM K ero
uHtepdericam, nmepegaBath IP-Tpaduk MeXxay (1 TOJIBKO MeKIy) COO0H.

Heo0xoauMpble 1aru

Ji1g obecrieueHus pabotsl cepBruca MPLS L3VPN TpebyeTcs BBIIIOJHUTD CIeLYIOIHe AeHCTBUL:

1. HacTpouTh HHPPACTPYKTYpPy PaclIpoCTpaHeHUs TPAaHCIIOPTHBIX MeTOK (cM. 1aBy "HacTpoiika
MPLS-koMmMyTaniii U4 [OpoTokosia LDP"), To ecTh o006eCleduTh CBSASHOCTHL C JPYTUMHU
YCTPOMCTBaMHU CETH;

2. CosmaTh M HAaCTPOUTH Ha MaplLIpyTH3aTope 3K3eMIUIAP VRF, BKIIOUUTH B 3TOT 3K3eMILIAD
TpebyeMble HHTePEUCH];

3. ObecreyuTh Iepeady MapIIPyTHOM HMHQOpMAIMHU JaHHOTO 3k3eMIuisipa VRF K ApyruM
YCTPOMCTBAM CETH IIPH IIOMOIIU IpoToKosa MP-BGP ¢ HCcII0/Ib30BaHHUEM aIpecHOTr0 CeMercTBa
VPNvV4 unicast.

KoHeuHBIM pe3yJIbTaTOM HACTPOMKH SBJIIETCA IIOIBJIEHHE CBA3HOCTH MEXAy V3JIaMH,
MOJK/II0UeHHBIMU K VRF Ha pasjIMuHBIX MaplIpyTHU3aToOpax ceTH (To ecTb 06beguHeHHe VRF Ha
pasHBIX MapiipyTusaTopax 4depe3 MPLS-TpancmopT). IIpr 3TOM [Ao/DKHA OBITH obecredyeHa
neperava cepBUCHBIX MPLS-meTok g cepsBuca L3VPN mocpemcrBomM MP-BGP u 1epemauda
TPaHCIIOPTHBIX METOK /I LOCTH)KeHUA nexXthop-afipecoB I10/Iy4YeHHBIX BGP-MapIpyToB.

Cospanue 3k3eMILIIpoB VRF u Texnosorus VRF Lite

Jl1s1 pa6oTsel cepBrca L3VPN Heo6X0UMO CO37jaTh B KOHQUTYpaIlUU yCTPOUCcTBa ak3eMILIsip VRF u
BKJ/IIOUMTDH B HETro TpebyeMble MHTep(eCh.

B ciyuae, ecim VRF IIpuMeHSIeTCS TOJILKO Ha OJHOM MapIlIpyTHU3aTOpe, TEXHOJIOTHUS HMeeT
HasBaHue VRF Lite ("o6jsierueHHEBIN" VRF).

Tabauya 65. CozdaHue u Hacmpotika sksemnaapa VRF.

Komanpga HasnauyeHue
configure [Tepexof B pesKUM IVI00aIbHOM KOHQUIYpaIluH.
vrf VRE_NAME CosmaHue B KOHQUTYpaIlMU yCTPOMUCTBA dKk3eMIuipa VRF ¢

umeHeM VRF_NAME U nilepex0]] B pe)KUM HACTPOUKHU 3TOTO
9K3eMILIApa.
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KomaHnpa

rd RD

maximum prefix MAX ROUTES

import route-target
RT COMMUNITY VALUE

export route-target
RT COMMUNITY VALUE

description STRING

root

commit

NOTE .
UHTEePDECHI.

Ha3umaueHue

3azmaHue Route Distinguisher i raHHoro skseMiuapa VRE.
[TapameTp sIBJIsIeTCS 00g3aTeJIbHBIM IIPU co3aHuU VRE.

Jonyctumble GOPMEI 3a/IaHUS:

e ASN:Nr —co 3HaueHusMu [0..65535]:[0..4294967295],
[0..4294967295]:[0..65535];

e IPv4:Nr —co 3HaueHusasMu A.B.C.D:[0..65535]; 3mech B
KauecTBe IPv4-ajipeca peKOMeHyeTcs IIPUMEHSATh aJipec
0oCHOBHOTrO loopback-uHTepderica MapiIpyTHU3aTopa.

(ommroHa/JILHO) YCTaHOBKA OrpaHUYeHUs KOJIHUYeCcTBa
MapLIpyTOB BHYTpU sk3eMIiLigpa VRE.

(omroHasIILHO) YCTaHOBKA IlepeyHs 3HaUYeHUU route-target
extended community, VPNv4 BGP-nyTH ¢ KOTOPBIMU OyAyT
yCTaHaBJIUBAThCA B TabJIUIly MapIIPyTU3alluU 3K3eMILIsIpa
VRF (cMm. HHoKe paszes "Route-target u Route Distinguisher”).
®opmar 3samaHua RT COMMUNITY VALUE aHajoTU4YeH
dopMmarty mmapamerpa RD.

(ormmroHaJIbHO) YcTaHOBKA IIepeuHs 3Ha4YeHUH route-target
extended community, ¢ KOTOPEIMH MapIIPyTHl U3 JaHHOTO
sk3emIuigpa VRF 6ynyT aHoHcupoBaThcd B VPNv4 BGP (cm.
HIDKe pasfgena "Route-target 1 Route Distinguisher”).

d®opmar 3samaHud RT COMMUNITY VALUE aHaJOru4yeH
dbopMmaty mmapametrpa RD.

(oIIIroHAaIBLHO) 3amaHue CTPOKOBOTIO OITHCaHHUs
skseMiuapa VRE.

Bo3Bpar B peKuUM IJI06a/IbHOM KOHQUIYPALIUH.

HpI/IMeHEHI/Ie IIPOM3BEAEHHBIX HACTPOEK.

[Tocsie cosmaHUS M HACTPOUKHU 3k3eMmIuigpa VRF MOXXKHO [106aBJIATH B HErO

ITpumep. Hacmpolika sk3emnaapa VRF ¢ d8yms uHmepgeticamu 8 HEm. Hacmpoiika npouszeooumcs Ha

‘ycmpoticmee Routerl.

vrf example

description "Example L3VPN service"

rd 1.1.1.1:100

import route-target 65535:100
export route-target 65535:100

exit

interface tengigabitethernet 0/0/17.1100

vrf example
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description "CE interface 1 on Router1"

ipv4 address 100.100.1.1/24
encapsulation outer-vid 1100
exit

interface tengigabitethernet 0/0/17.1200

vrf example

description "CE interface 2 on Router1"

ipv4 address 100.100.2.1/24
encapsulation outer-vid 1200
exit

IIpumep. JluazHocmuka c030aHHO20 IK3eMNAPA — 06uias uHgpopmayus, madauya mapuipymos u ARP-

mabauua.

0/ME5100:Router1# show vrf example

Route distinguisher: 1.1.1.1:100
Description: Example L3VPN service
Import from route-target:

65535:100
Export to route-target:

65535:100
Interfaces:

Tengigabitethernet0/0/17.11

00

Tengigabitethernet0/0/17.1200

Total entries: 2

0/ME5100:Router1# show route vrf example

Codes: C - connected, S - static, 0 - OSPF, B - BGP, L - local

IA
N1

OSPF inter area, EA - OSPF intra area
OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

ET - OSPF external type 1, E2 - OSPF external type 2

i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2,

LET - IS-IS levell external, LE2 - IS-IS level2 external
BI - BGP internal, BE - BGP external, BV - BGP vpn,

BL - BGP labeled

— O M

Total route count: 4
0/ME5100:Router1# show arp vrf

ARP aging time is 240 minutes

IP address Age

100.100.1.0/24 is directly
100.100.1.1/32 is directly
100.100.2.0/24 is directly
100.100.2.1/32 is directly

example

Hardware

connected, 00h01m12s, te 0/0/17.1100
connected, 00h01m12s, te 0/0/17.1100
connected, 00h@1m12s, te 0/0/17.1200
connected, 00h01m12s, te 0/0/17.1200

address  State VRF

143



Interface

100.100.1.1 00:00:00 a8:19:4b:8b:bb:b1 Interface example te
0/0/17.1100
100.100.2.1 00:00:00 a8:19:4b:8b:bb:b1 Interface example te

0/0/17.1200

Total entries: 2
0/ME5100:Router1#

B KauecTBe WUIKOCTPAITUU [JIs1 MaJIbHeHIlledl HaCTPOUKU IPHUBENEM TakKe IIPUMEP CO3LaHUS
TaKOTO ’Ke 3K3eMILIsIpa VRF Ha pyroM MapIipyTH3aTope.

ITpumep. Hacmpolika sk3emnaapa VRF ¢ 00HuUM unmepdgeticom. Hacmpoiika npousgooumcs Ha
ycmpoticmee Router?2.

interface tengigabitethernet 0/0/17.1300
vrf example
description "CE interface 1 on Router2"
ipv4 address 100.100.3.1/24
encapsulation outer-vid 1300

exit

vrf example
description "Example L3VPN service"
rd 2.2.2.2:100
import route-target 65535:100
export route-target 65535:100

exit

IIpumep. Mapwpymul 8 ak3emnsisipe VRF Ha Router2.

0/ME5100:Router2# show route vrf example
Tue Jan 29 13:35:25 2019
Codes: C - connected, S - static, 0 - OSPF, B - BGP, L - local

IA - OSPF inter area, EA - OSPF intra area
NT - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
ET - OSPF external type 1, E2 - OSPF external type 2

i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2,

LET - IS-IS levell external, LE2 - IS-IS level2 external
BI - BGP internal, BE - BGP external, BV - BGP vpn,

BL - BGP labeled

C 100.100.3.0/24 is directly connected, 00h01m21s, te 0/0/17.1300
L 100.100.3.1/32 is directly connected, 00h01m21s, te 0/0/17.1300

Total route count: 2
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Hacrtpoyka MP-BGP

[t mepefmadyd MaplipyTHod uHGopMaruu L3VPN Ha Jpyrue yCTPOMCTBa CeTH HEOOXOIUMO
UCII0JIb30BaTh IIPOoToKoJ MP-BGP. MHQopmMmarysg o mapuipyrax L3VPN 6ymeT o6bIBIITHCI BGP-
coceZsIM II0 CeCCHUSIM C aZipeCHbIM ceMeXcTBOM VPNV4 unicast.

TaxuM 06pasoM, Ha YCTPOMCTBE MOJDKeH OBITH IIpeBapUTebHO 3allyllleH U CKOHQUIYPUPOBaH
IIpoIlecc MapLIpyTu3anuu BGP, riociie uero Mo>KHO 1,06aBJISATE HEOOXOAUMBIX COCe/e.

Tabauua 66. Hacmpotika BGP-coceda 019 nepedaqu mapupymos L3VPN.

KomaHna HasnaueHue
configure [Tepexo/ B pesKUM IJ106aIbHOM KOHQUTYpaIUH.
router bgp ASN [Tepexon B pesKUM HACTPOMKH IIpolfecca MapIIpyTU3aIluH.
neighbor A.B.C.D Co3maHue IIPOTOKOJILHOIO COCella B IVIO0AJIbHOM TabHIe
MapUIpyTH3alMH U IIEpexXo/i B PeXUM HaCTPOMKU ero
IIapaMeTpoB.
Ilepegaua MapILUpyTHOHN
uHpopmariuu  L3VPN  B0O3MO>KHA
IMPORTANT dopma .
TOJIBKO CcoCefsiM B II0OAJIbHOM
TabJIvIle MapILIPyTHU3aI[UuH.
description "STRING" (onmyoHasbHO) 3ajjaHue TeKCTOBOM CTPOKU — OIMCAHUA

IIPOTOKOJIBHOTO cocela.

remote-as ASN 3azaeT HOMep aBTOHOMHOM cucTeMbl BGP-coceza.
L3VPN-ceccuu nofep>KUBar0TCA TOJIBKO 11 IBGP-coceperi.

send-community BKJIFOYaeT OTIPaBKy IlapaMeTpa COMMunity B OTChLIaeMbIX
cocefly aHOHcCaX. II0 yMoOJYaHHIO IIapaMeTphl community
YIJISI0TCS U3 OTIIPaBJIieMbIX aHOHCOB.
Jia  KoppekTHO¥ pa6orel L3VPN oTmpaBKy extended
community peKOMeHlyeTCsI BKJII0YaTh.

send-community-ext BxyirouaeT OTIIpaBKy HoapaMeTrpa extended community B
OTCBLIIaEMBIX COCely aHOHcaX. IIo yMOJIYaHUI0 ITapaMeTpPhI
extended community yIaJISl0TCS U3 OTIIPaBJIsIeMbIX aHOHCOB.
Juia  KoppekTHO¥ pa6orel L3VPN oTmpaBky extended
community He00X0JUMO BK/II0UaTh.

address-family vpnv4 unicast BxiroueHre Ha [JaHHOM COCefle aJApecHOT0 CeMeMCTBa
VPNvV4 unicast (06s3aTesbHO 111 pa6oTsl L3VPN/IPv4) u
IIepexo/; B peKUM HaCTPOeK JaHHOI0 CeMelMCTBa.
BHyTpHU ceMelCTBa IIPU HEOOXOJUMOCTH MOYKHO IIPOBECTH
COOTBETCTBYIOIYI0 HAaCTPOMKY IIOJUTUK MapIlIpyTHU3aL[UN
[UId Tlepeaur/IipueMa aHOHCOB OT TeKylero BGP-cocena.

exit BosBpar B pe>kKMM HacTpoek BGP-cocepa.
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Komanpga HasHaueHue

update-source IPv4 ADDR 3amaHue IPv4-ampeca, ¢ KOTOpPOro OyAeT IIPOU3BOAUTHCSA
B3aMMOJle¥iCTBUe €  cocemoM. JlaHHBIM  IIapaMeTp
peKoMeHyeTcsd BCerma yKasblBaTh 1id iBGP-ceccuii.

root BBIXO[ B pesXuM 11062/ IbHOM KOHQUTYPAIlAH.

commit [TprMeHeHMe IIPOKM3BEeIeHHBIX HACTPOEK.
ITpumep. Hacmpotika MP-BGP ceccuu medicdy Routerl u Router2, konguzypayus Routerl:

router bgp 65535

bgp router-id 1.1.1.1

neighbor 2.2.2.2
address-family vpnv4 unicast
exit
remote-as 65535
send-community
send-community-ext
update-source 1.1.1.1

exit

ITpumep. Hacmpolika MP-BGP ceccuu medicdy Routerl u Router2, konguzypayus Router2:

router bgp 65535

bgp router-id 2.2.2.2

neighbor 1.1.1.1.
address-family vpnv4 unicast
exit
remote-as 65535
send-community
send-community-ext
update-source 2.2.2.2

exit

ITpumep. Konmposw ycmaHosieHust BGP-ceccuu ¢ coomgemcmeayrowjumu AFI/SAFI:
0/ME5100:Router1# show bgp vpnv4 unicast summary

BGP router identifier 1.1.1.1, local AS number 12389
Graceful Restart is disabled

BGP table state: active

BGP scan interval: 120 secs

Neighbor AS MsgRcvd MsgSent Up/Down
St/PfxRed
2.2.2.2 12389 54452 54462 04d22h20m 1

0/ME5100:Router1#
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0/ME5100:Router2# show bgp vpnv4 unicast summary

BGP router identifier 2.2.2.2, local AS number 12389
Graceful Restart is disabled

BGP table state: active

BGP scan interval: 120 secs

Neighbor AS MsgRcvd MsgSent Up/Down
St/PfxRcd
1.1.1.1 12389 54469 54469 04d22h23m 2

0/ME5100:Router2it

ITpumep. Ilpocmomp nosyHeHHbX no VPNv4 unicast BGP-aHOHCO8:
0/ME5100:Router1# show bgp vpnv4 unicast neighbors 2.2.2.2 routes

BGP router identifier 1.1.1.1, local AS number 12389
Graceful Restart is disabled

BGP table state: active

BGP scan interval: 120 secs

Status codes: d damped, h history, > best, S stale, * active, u untracked, i
internal
Origin codes: i igp, e egp, ? incomplete

Received bgp routes from neighbor: 2.2.2.2

Route Distinguisher  IP Prefix Next hop Metric Label
LocPrf Weight Path

u>i o 2.2.2.2:100 100.100.3.0/24 2.2.2.2 0 34 100
0 ?

Total paths: 1

0/ME5100:Router2# show bgp vpnv4 unicast neighbors 1.1.1.7 routes

BGP router identifier 2.2.2.2, local AS number 12389
Graceful Restart is disabled

BGP table state: active

BGP scan interval: 120 secs

Status codes: d damped, h history, > best, S stale, * active, u untracked, i
internal

Origin codes: i igp, e egp, ? incomplete

Received bgp routes from neighbor: 1.1.1.1
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Route Distinguisher
LocPrf Weight Path

u>i 1.1.1.1:100
0 ?

IP Prefix Next hop Metric Label
100.100.1.0/24 1.1.1.1 0 67 100
100.100.2.0/24 1.1.1.1 0 67 100

i 1.1.1.1:100
0 ?

Total paths: 2

IIpumep. [Ipocmomp Mapuipymos, yCmaHo8.AeHHbIX 8 MAbAULY Mapupymu3ayuu IK3eMnaapa

VRF — Routerl.

0/ME5100:Router1# show route vrf example

Codes: C - connected, S - static, 0 - OSPF, B - BGP, L - local
IA - OSPF inter area, EA - OSPF intra area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
ET - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2,
LET - IS-IS levell external, LE2 - IS-IS level2 external
BI - BGP internal, BE - BGP external, BV - BGP vpn,

BL - BGP labeled

100.100.1.0/24
100.100.1.1/32
100.100.2.0/24
100.100.2.1/32
BV 100.100.3.0/24

Do O M

Total route count: 5

is directly connected,
is directly connected,
is directly connected,
is directly connected,

01h54m07s,
01h54m@7s,
01h54m07s,
01h54m07s,

te 0/0/17.1100
te 0/0/17.1100
te 0/0/17.1200
te 0/0/17.1200

via 2.2.2.2 [200/0], 01h09m21s

IIpumep. [lpocmomp Mapuipymos, yCmaHo8.AeHHbIX 8 MabAULY Mapupymu3ayuu IK3eMnaapa

VRF — Router?2.

0/ME5100:Router2# show route vrf example

Codes: C
IA
N1
E1

- connected, S - static, 0 - OSPF, B - BGP, L - Tlocal
OSPF inter area, EA - OSPF intra area
OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
OSPF external type 1, E2 - OSPF external type 2

i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2,
LET - IS-IS levell external, LE2 - IS-IS level2 external
BI - BGP internal, BE - BGP external, BV - BGP vpn,

BL - BGP labeled
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100.100.1.0/24 via 1.1.1.1 [200/0], 01h11m@3s
100.100.2.0/24 via 1.1.1.1 [200/0], 01h11m0@3s
100.100.3.0/24 is directly connected, @1h11m@3s, te 0/0/17.1300
100.100.3.1/32 is directly connected, 01h11m@3s, te 0/0/17.1300

Do O
<<

r— M o ™
=

Total route count: 4

VcranoBKa BGP-myTen B KauecTBe MapIlIpyTOB
dk3emIuisapa VRE

Pasimnuue mecxay nmapaMerpamMu RT u RD

[Ipy KOppeKTHOM KOHQUTypallUM IOJIydeHHBle 110 BGP aHOHCHI HMeIOT I1apaMeTphl Route
Distinguisher (RD) u Route-Target (RT). O6a 3TH IlapaMeTpa UMeIT OJUHAaKOBBIA GpopMaT, OHAKO
BBITIOJTHSIOT pa3Hble 3aJjaqyu.

* RD gBisercd 4yacTblo uHPopManuu MP-REACH NLRI ¥ CIIyKUT AJ11 HU3OJIALUUA Pas/IMUHBIX
IUIOCKOCTeX popBapaArHra (Haupumep, pasHeix VRF) ApyT OT apyra.

* RT gBjseTCs pacIIMpPeHHBIM COMMuUNity M MCIOJB3yeTCs KOHEeUYHBIMH MapIIpyTH3aTOpaMU
IIPY UMIIOPTE/3KCIIOPTe MapIIpyToB U3/B VRE.

[TapameTp RD moMoraeT pasfe/JIMTh aHOHCHL IIPU Ilepefayve dyepe3 TpaH3UTHBIE BGP-cIIHMKeprl K
KOHEYHOMY MapIIpyTHusaTopy. Hampumep, eciivi B OJHOM U TOM Ke cepBuce L3VPN (T.e. B 0JHOM
VRF) Ha 1ipoMeXyTOUHBIU BGP-cIiKep MPUAYT ABa OQUHAKOBBIX MaplIpyTa ¢ OAUHAKOBBIMU RD,
TO 3TOT CIIMKep IIPOBe/ieT BBIOOP JIYUIllero Cpefd HUX U aHOHCUPYET Jiajiee B CeTh TOJIBKO JIYYIITUHU
nyThb. OMHAKO eCJIH 3TU MaplIPyThl OYAYT UMeThb pasjuyHble RD, TO BBIOOp JIYUIller0 Cpefu HUX
OyZeT IIPOBOAUTHCSI TOJIBKO KOHEUHBIMH MaplIpyTU3aTOpaMH{, KOTOpble Ha OCHOBAaHUU
HaCTPOEHHBIX TOJUTHUK HUMIIOpTa RT IIpoBeAyT YCTAaHOBKY I3THUX BGP-myTer B KauecTBe
MapIIPyTOB BHYTPE COOTBETCTBYIOIMX VRF.

Ju3aiiH yciyr, IIpU KOTOPOM pellleHue O JIydIlleM IIyTH IIPUHUMAaeTCs Ha KOHEUHOM YCTPOMCTBe,
SIBJISIETCSL 3a4acTyr Oojiee IPeAIIOUYTUTeJbHBIM, XOTS U MOJKET IIPUBECTU K IIOBBIIIIEHHOMY
IOTPebIeHUI0 PeCypCOB TPAH3UTHBIX BGP-CIIMKepoB.

YcraHOBKa MapIIpPyTOB BHYTPH COOTBETCTBYIOIINX VRF

B mpuMmepax paHee ObLla IIpUBe/leHa HACTPOMKa, II03BOJIIIOINAS IIOJYy4YUTh 0 VPNv4-ceccuu
aHOHCHI MapIIPyTOB pasHbIX RD. B ciydae, ecin VRF Ha MapiipyTusaTopax ObLI HacTPOEH C
OIMHAKOBLIMU IIOJIMTUKaMM import/export, To 3T aHOHCHI OyAyT yCTaHOBJIEHBI B TabJIMITy
MapIIpyTHU3alfui COOTBETCTBYIOIINUX VREF.

ITpumep. Tabauua mapwpymusauuu VRF Ha mapupymuzamope Routerl:
0/ME5100:Router1# show route vrf example

Codes: C - connected, S - static, 0 - OSPF, B - BGP, L - local
IA - OSPF inter area, EA - OSPF intra area
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NT - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
ET - OSPF external type 1, E2 - OSPF external type 2

i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2,

LET - IS-IS levell external, LE2 - IS-IS level2 external

BI - BGP internal, BE - BGP external, BV - BGP vpn,

BL - BGP labeled

100.100.1.0/24 is directly connected, 02h38m30s, te 0/0/17.1100

100.100.1.1/32 is directly connected, 02h38m30s, te 0/0/17.1100

100.100.2.0/24 is directly connected, 02h38m30s, te 0/0/17.1200

100.100.2.1/32 is directly connected, 02h38m30s, te 0/0/17.1200
BV 100.100.3.0/24 via 2.2.2.2 [200/0], 01h53md4s

DO OO M

Total route count: 5
0/ME5100:Router 1t

Ipumep. Tabauua mapwpymusauuu VRF Ha mapwpymuzamope Router2:
0/ME5100:Router2# show route vrf example

Codes: C - connected, S - static, 0 - OSPF, B - BGP, L - local

IA - OSPF inter area, EA - OSPF intra area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
ET - OSPF external type 1, E2 - OSPF external type 2

i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2,

LET - IS-IS levell external, LE2 - IS-IS level2 external
BI - BGP internal, BE - BGP external, BV - BGP vpn,

BL - BGP labeled

B BY 100.100.1.0/24 via 1.1.1.1 [200/0], 01h54m58s
B BV 100.100.2.0/24 via 1.1.1.1 [200/0], 01h54m58s
C 100.100.3.0/24 is directly connected, 01h54m58s, te 0/0/17.1300
L 100.100.3.1/32 is directly connected, 01h54m58s, te 0/0/17.1300

Total route count: 4
0/ME5100:Router2#

TakuM 06pa3oM, B [JaHHOM IIpUMepe MapHIPyThl GBUIM YCIIEITHO YCTAaHOBJIEHBI B TaGJIHITY
Maprpytusaruu VRE example. O6sg3aTeTbHBIM YCIOBUEM [IJISE 3TOTO TAKXKe SBJISETCS HaJndue
TPaHCIIOPTHOM MeTKH /10 nexthop-afipeca COOTBETCTBYIOIIET0 MapIIpyTa:

IIpogepka HAAUUUS MPAHCNOPMHBLX MemoK 00 nexthop Ha Router1:
0/ME5100:Router1# show mpls 1dp forwarding | include 2.2.2.2

2.2.2.2/32 ImpNull te 0/0/5 100.100.12.1
0/ME5100:Router 1t
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IIpogepka HaAUUUS MPAHCNOPMHBLX MemoK 00 nexthop Ha Router2:
0/ME5100:Router2# show mpls 1dp forwarding | include 1.1.1.1

1.1.1.1/32 ImpNull te 0/0/5 100.100.12.0
0/ME5100:Router2#

IIpouecc BGP a1 sxksemiuisapa VRF u pegucTpuoynus
MapIIPyTOB

ITpomecc BGP ayis1 VRFE

Ha mapipyrtusaTopax ceMerictsa ME cyiecTByeT 1oHaTHe BGP-1iporiecca B sk3emiusape VRFE. 3To
IIOHATHE BKJIIOYaeT B Cebd OTHeJNbHYI0 CTPYKTYpy B paboTarolel oIlepaljduOHHOM CHCTeMe

YCTpOﬁCTBa, 3aHUMAaIOIIyI0 HEKOTOPEIE PECYPCHhI U BBIIIOJTHAIOIITYIO OIIpeAe/IEHHbIE I,I[eI‘/JICTBI/IH.

JlefiCTBHs, KOTOPEIE II03BOJISIET IIPOU3BOAUTE BGP-iporiecc B sk3eMIuape VRE:

1. YcraHoBka BGP-cocencTB BHyTpU sk3eMiuigpa VRE. laHHAag BO3MOXKHOCTb OTHOCUTCSA MMEHHO
K coceactBaM BHyTpu VRF (T.H. ceccum PE-CE), HoO He k L3VPN-coceacTBaM B IJI00aJIbHOM

TabJIUIle MapIIPyTHU3aIHH.

2. Tnbkag HacTpoWKa peJUCTPUOYIIMK MapLIpyTHOM HHOopMamuu B  BGP-rabiumy

cooTBeTCTBYyIOIIlero VRE.

3anyck BGP-miportecca miag sksemiuigpa VRE IIpousBoguTCd aBTOMAaTHYECKU IIPU CO3TaHUU
KoHUryparmuoHHoro 6s10ka 'vrf VRF_NAME' B pasmesie HACTpOMKH 'router bgp' M co3aHUMU B HEM

KaK MUHHUMYM OJHOTO COCeJia.

B nmpumepe Huoke 1y1g VRFE example oTmesrbHOro BGP-iporjecca He 3aryireHo, a it VRF 13-1 Takou
IIpoliecc 3amyIeH; KpoMe 3Toro, BHyTpu VRF '13-1' ckoHurypupoBan BGP-cocen ¢ agpecoMm

172.16.0.1 ¥ pegUCTPUOYIINSI CTATUYECKUX U IIPUCOEUHEHHBIX MapIIPyTOB.

vrf example
description "Example L3VPN service"
rd 2.2.2.2:100
import route-target 65535:100
export route-target 65535:100

exit

vrf 13-1
rd 65535:1
import route-target 65535:1
export route-target 65535:1
exit

router bgp 65535
bgp router-id 2.2.2.2
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neighbor 1.1.1.1
address-family ipv4 unicast
exit
address-family vpnv4 unicast
exit
remote-as 12389
send-community
send-community-ext
route-reflector-client
update-source 2.2.2.2
exit
vrf 13-1
address-family ipv4 unicast
redistribution static STAT
exit
redistribution connected CONN
exit
exit
bgp router-id 2.2.2.2
neighbor 172.16.0.1
address-family ipv4 unicast

exit
remote-as 65530
exit
exit
exit
CosaHUe OTEe/IbHBIX IIPOI[eCCOB Ha O0/IBIINX KOHUTYpauax (coTHU VRF)
IMPORTANT MOJKeT IIPHUBECTH K Yype3MepHOMY II0Tpe6IeHUI0 pecypcoB

MapIIpyTU3aTopa.

Korma mpornecc mapmipytusanuu BGP He 3amyieH BHyTpu VRF, BGP-Tabiuiia B
COOTBETCTBYIOIIIEM 9K3eMILISIPE TaK)Ke OTCYTCTBYeT (BBIBOJ KoMaH[, 'show bgp vrf

NOTE VRF_NAME' 6ymeT nycTbIM). OmHako B Tabumie MaplipyTusarmuu VRF Moryt
IIPUCYTCTBOBATH MapLIPyTEl C IIOMeTKoM "BGP" B TOM ciydae, ecjad HX
UCTOYHUKOM siBJigeTcss AFI VPNv4/VPNvV6 unicast.

ABTOMaTHUeCcKas pefUCTPUOYITHUA

ITo yMoJsluaHUIO Ha MapllIpyTU3aTopax ceMerictBa ME paboTaeT aBToMaTH4ecKasi peIUCTPUOYIIUS
Bcex uMeromuxcd B VRF MapmipyToB (3a uckiaroueHueM local-mapiipyToB) B AFI VPNv4/VPNv6
unicast ¥ aBTOMaTH4eCKOe aHOHCHUpOBaHWe TakKUX IyTed VPNv4- u VPNv6-cocemaM. IIporecc
aBTOMAaTUYeCKUH PeJUCTPUOYIIUU HEOTKIIOYaeM.

ABTOMaTHYecKass pegucTpudbynys He TpebyeT 3amycka OTAeabHOro BGP-mpornecca g
COOTBETCTBYIOIlero sk3eMIurapa VRE.

/1711 HasHaueHUs [OII0JTHUTeIbHBIX aTpUOyTOB BGP Ha MapIIpyTel, II0IIajaloliie B IIPOCTPAHCTBO
VPNv4, Heo6XofuMO co3faBaTh OJI0K IpaBui 'redistribution’ B pasmese 'router bgp <ASN>
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address-family vpnv4 unicast' ¥ HacTpauBaThb TaM IIPOIlECC PEIUCTPUOYITUU COOTBETCTBYIOIIIHX
ceTeli C HasHaueHUeM HY)KHBIX aTpUOyTOB U C ONIMOHAJIbHBIM yKa3aHWeM VRF-UCTOYHUKA
(mpaBmio 'match vrf <VRF_NAME>') smm6o crmmicka VRF-HCTOYHHWKOB (mpaBmiio 'match vrf-list
<LIST_NAME>").

B 1npuMepe HIKe OIKMCaHAa HACTpPOMKa OrpaHUYeHUs aBTOMaTUYeCKOM pegucTpUOyIIUU
connected-mapmipyroB u3 VRF 'VRFTEST' B L3VPN. 3gecy 1 VRF OymeT paspelieHa
pesuCcTpUOyIIHA MaplIpyTOB B 13vpn IpHU YCIOBHU UX COOTBETCTBUA IpeduKc-aucTy TESTVRE-
PRFLST (sanuck "ALLOW-TESTVRF-PREFIXES" ¢ mpuoputeToM 10); Aj19 OCTaJbHBIX MapIIpPyTOB
penuctpubyimg B L3VPN sanperniaercd sanucbo "ANNOUNCE-NONE" ¢ ipuopuTteToM 99.

ITpumep HacmpoliKu 02paHu"eHUs agmomamuuveckoll peducmpubyyuu connected-mapuipymos

prefix-list TESTVRF-PRFLST

seq-num 10
prefix 10.2.2.0/24
exit
seq-num 20
prefix 10.9.1.0/24
exit
exit

router bgp 65535
address-family vpnv4 unicast
redistribution connected ALLOW-TESTVRF-PREFIXES
match prefix-list destination TESTVRF-PRFLST
match vrf TESTVRF
priority 10
exit
redistribution connected ANNOUNCE-NONE
match vrf TESTVRF
priority 99
redistribute disable
exit
exit
exit

Penuctpuobynusa agpecosn loopback-unrepdeiicon

OTmeslbHBIM CjIydaeM $BJeTCS 3aZjladya  aHOHCHUpPOBaHUA anpecoB loopback-uHTepdeiicos,
oTHocAIuxcd K VRFE.

JlaHHbBle ajipeca, SBJAACH He IIPUCOEJUHEHHBIMH, a JIOKaJbHBIMU, He IIOAIIafalT IIOf,
aBTOMAaTUYeCKYH peAuUCTpUOyIMI0. B ciaydae, ecid HeOOXOAWMO aHOHCHUPOBAaTh UX COCELHUM
BGP-MmapiipytusaTopaM B VPNV4 unicast, He06X0/1MO HacTpanBaTh PeJUCTPUOYITUI0 BPYUYHVIO.

B nmpuMepe HIKe BKJIOYaeTCsl pefUCTpUOyIUS ajgpeca uHTepderica 107991, oTHOcsmerocs K vrf
13-1, B afipecHOe IIPOCTPaHCTBO vpnv4 unicast g JaJbHEHIero aHOHCUPOBaHUA ero B 13vpn.
[Tocsle [aHHOIO PYYHOIO IIpaBHJIa cpabaThiBaeT paspellarolljee IPaBHIO aBTOMaTHYeCKOH
PesuCTPUOYIIMH BCeX OCTaJIbHBIX MapIIPYTOB.
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ITpumep Hacmpolixu peducmpubyuuu adpecos loopback-unmepdgeticos.

interface loopback 7991
ipv4 address 3.1.3.1/32
vrf 13-1

exit

router bgp 65535
address-family vpnv4 unicast
redistribution local LOCAL
match prefix 3.1.3.1/32
match vrf 13-1
exit
exit
exit
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HACTPOHKA MPLS L2VPN

B maHHOM IJIaBe pacCMaTpPHUBAKOTCA IIPHUHIIMIIEI OpPraHW3alMd M HACTPOMKU BHPTYaJIbHBIX
YaCTHBIX ceTel BTOporo ypoBHs (Layer 2 VPN, L2ZVPN), UCIIO/IB3YIOIUX B KayeCcTBe TPaHCIIOPTa
TexHoJIoru MPLS.

CepBuchl L2VPN M03BOJISIIOT OCYII[eCTBHUTH JIOKAaJbHYI0 KOMMYTAITUI0 Ha ypoBHe Ethernet kak
MeKly HeCKOJbKMMU HHTeppelicaMM OJHOIO YCTPOMCTBA, TaK M MeXAY HeCKOJIbKUMU
yCTpOMCcTBaMy, cCoefUHeHHLIMHU MPLS-TpaHCIIOPTOM.

CocraBHpbIe 37ieMeHTHhI L2VPN

HuTepdeiic 10KaIbHONM KOMMYTaLUU (Attachment circuit, AC) — uHTepdelic 1160 cabuHTEpPec
YCTPOMCTBA, HaXOAAIUICA B peKuMe L2-KOMMyTalliM, BKIIOUYEHHBIM B COCTaB OpPHUDK-IOMeHa
JIN60 KPOCC-KOHHEKTa U I03BOJIAIOIINMI IIPOU3BOAUTE CKBO3HYI0O KOMMyTaruio Ethernet-kagpos.
JIro60¥1 uHTepdelc ycTporicTBa 6e3 HasHaueHHbIX [P-azpecoB HaxomguTcd B pexuMme L2-
KoMMyTanuu. VHTepdelic ¢ HasHaueHHBIMUM Ha HeM [P-agpecaMy HeBO3MOXHO BKJIIOYUTH B
L2VPN B xauectBe AC.

[Ipu nipueme u nepegade Ethernet-kagpoB uepe3s AC II0 yMOJIYaHHUIO He
OCyIIeCTBJ/IIeTCA HUKAKOM MOogUUKaIlUU 3aroJ0BKOB KaJpoB. B 1mmepByro
oyepenb, UHTepeNChl JIOKAaJTbHOM KOMMYTAIlUU He IIPOU3BOJIAT CHATHUSA
VLAN-TeroB ¢ Tpaduka u pob6aBJieHHsI TaKHUX TeroB. Eciau Tpebyercsd

IMPORTANT IIPOU3BECTH OIlepalliu HaJ TeraMu (CHATUe, fobaBeHUe JU60 3aMeHy), TO
IJI1 3TOr0 HeoOXOJMMO SIBHO CKOHQUIYPHUPOBATh NaHHYI0 OIlepallii0 Ha
uHTepderice koMaHoU 'rewrite'. TakuMm o6pas3oM, TpadUK, IIOIABIIUHA B
OPYOKA-IOMeH JTUO0 KPOCC-KOHHEKT yepe3 uHTepderic AC, 110 YMOIYaHUI0
OyzeT KOMMYTHPOBAThLCS C COXpaHEHHEM BCeX TeroB.

KitaccupukaTopsl, 3aZlaHHble Ha cabuHTepdericax KoOMaHIoM 'encapsulation’', oTBe4arT TOJIBKO
3a OTHeCeHHe BXOJAIEro B POAUTENbCKUM HHTepdeic TpaduKa K JaHHOMY cabUHTepdericy.
Tpa¢uxk, BEIXOAAIIIUNA U3 cabuHTepdeiica COIIacCHO UMeloleiica KoHpuryparuu L2VPN-cepBHca,
He IIpOBepseTcsd Ha IIpeiMeT COOTBETCTBU TeroB KjlacCUPUKATOpy cabuHTepderica.

BpuK-A0MeH, KaK OVH U3 OCHOBHBIX 3jieMeHTOB L2VPN, 1103BoJ1geT 06 beIUHUTH B 0011y10 L2-
Cpely OOUH WM HECKOJIbKO WHTep(eMcoB JIOKaIbHOU KoMmyTanuu (AC), a TakyKe 31eMeHThI
cepBucoB EoMPLS (Ethernet over MPLS) —r1ceBpomnpoBoza (Pseudowire, PW) U BUpTyaJbHBIE
aK3eMILTIIpbl KoMMyTaruu (Virtual Forwarding Instance, VFI).

Kpocc-koHHEKT (point-to-point element, p2p) TakXKe SBJsIeTCd 3jeMeHTOM L2VPN U 1mo3BoJssieT
00beJUHUTL B OOIIYI0O Cpely CTPOro OAWH HHTepdelic JoKalbHOU KoMmmyTanuu (AC) ¥ ofuH
IICeBIOIIPOBOL (PW).

Mapmipytusupyemsbliii uarepdeiic (routed interface) sABsIeTCS ONITUOHAJIbHBIM 3J€MEHTOM
Opu/pK-IoMeHa. Ero posib BBIOJIHSAET paHee CO3JaHHBIM BVi-uHTepdeiic. OH 103BOJISET
BBIIIOJIHATHL 0O0MeH TpadUKOM MeXAy CUCTeMHBIMU IporeccamMu (ICMP, MapiipyTHU3UpyeMble
rporieccsl, Takyue Kaxk PIM, IGMP — QyHKIIMOHAJIBHOCTD PACIIHUPSIETCSI) U MeXKIy JIOKaJIbHBIMU
uHTepdericaMU H/WUIU IICEBIOIPOBOIaMU.
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[Ipy MCII0/Ib30BaHUU MapIIPyTU3UPYeMOIo UHTepderica B OpUIK-TOMeHe
BMeCTe C cabuHTepdeiicaMy, Ha [OCIeJHUX TpedyeTcs WUCII0JIb30BaATh

IMPORTANT KOMaHAy 'rewrite' mIs cHITHA (oIlepalius 'pop') BceX METOK IIPU Ilepejiaye
Tpaduka B OpHK-TOMEH U UX 06paTHOM HaBeIlIMBaHUM (oIepariys 'push')
pu 1epegave tpadpuka B AC.

Hcnosb3oBaHUe MapIIPyTU3UPYEMOTO HHTepderica BMecCTe C
cabuHTepdericaMu OJHOIO QU3UUECKOIO0 HHTepdeiica TpebyeT Haauyue

IMPORTANT I06AaJILHOM  HACTPOMKH "'system hw-extended-resources-mode’ u
HEBO3MOJXHO Ha JHWHeWHbIX Kaprax LCI18XGE pmma ME5000 m Ha
ycrporictBax ME5100 / ME5100S / ME5100rev.X

Bri6op ucnosb3yemoro st L2VPN-cepBuca MexaHH3Ma (6pUK-IoMeHa JUO0 KPOCC-KOHHEKTA)
3aBHCUT OT 3aJja4H, KOTOPYIO TpeOyeTCs BBIIIOJIHUTh.

HacTpoliika 0pumIK-T0MeHOB

Jog  opraHusanuu  L2VPN-cepBuca € HCIIOJIb30BAaHUEM  OpUDK-IOMEHa  He0O0X0ZUMO
CKOHQUIYPUPOBATh Ha YCTPOMCTBE caM OpUDK-IOMeH, co3xaTh Tpebyemble AC, PW u/unu VFI u
BKJIFOUUTH BCe HY KHbIE 3JIEMEHTHI B JaHHBIN OPUK-TO0MEH.

Mesky aJieMeHTaMH GpUHK-IoMeHa O6yIeT IPOHU3BOIUTHCSI KoMMyTaIus Ethernet-kaipos.

IIpaBWIa KOMMyTalnuu Tpaduka B OPpUIHK-TOMEHE

MeXKay aJieMeHTaMU OpPHUDK-IOMeHa OCYIECTBJISIETCS KOMMYTAIlHsl Tpaduka Ha OCHOBAaHUH
TIepevrCIeHHBIX ITPaBUIT:

1. [ KaXkK[oro OpHUpK-I0MeHa aBTOMaTU4YeCKH co3faeTcs Tabauiia MAC-afpecoB 110 aHAJIOTUH
¢ Ethernet-kommyTraTopaMu. Ethernet-kazpbl KOMMYTHPYIOTCI Ha OCHOBaHUM aHamsa MAC-
anpeca nosayvatess (DST MAQ).

2. Kagps! ¢ u3BecTHBIM DST MAC 6yIyT OTIIPaBJIATHCS B COOTBETCTBYOIIIHe AC/PW.

3. Kazps! ¢ HensBecTHBIM DST MAC, broadcast- 1 multicast-kazaps! (T.H. BUM-Tpadux, "Broadcast,
Unknown unicast © Multicast") 6yAyT OTIpaBJATLCI BO BCe 3JIEMEHTHI OpHUK-IOMeEHa, 3a
HUCKJII0YeHHneM Toro asieMeHTa (AC 11160 PW), ¢ KOTOPOI0 BOILIIA B OPU/DK-IOMEH.

4. IIpu xommyranuu yuutbiBaroTcad DST MAC B KazpaX, HO He yuyuThIBarTca VLAN-Terw,
HMeIlIyecs Ha KaJpaXx — TaKuM 00pasoM, KOMMyTallus BHYTPU OpUK-JOMeHa He SBJISeTCS
"VLAN-aware".

IIceBpompoBoaa (pseudowires)

[IceBHOIIPOBOJ — JIOTUUECKUU 3JIeMeHT, O0beIUHSIONINN 3K3eMIUISIphl L2VPN Mexnay AByMs
yCTpoMcTBaMH, 00befuHeHHbIMU MPLS-TpaHCIIOPTOM U IIO3BOJISIOIIUUN IepenaBaTh Ethernet-
Ka/ipel 1oBepx MPLS (TexHOJIOIrMg HOCUT HasBaHue Ethernet over MPLS, EOMPLS). AHaJOTUYHO
cepucaM L3VPN, mig ob6ecrieyeHus paboThHI IICeBAONPOBOAOB L2VPN Heo6X0AWMO Hadyue U
paboTocrioco6HOCT, MPLS-CBI3HOCTH MeXKAY YCTPOMCTBAMHU (JO/DKHBI OBITH  BbIJIEJIEHBI
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TPaHCIIOPTHBIe MeTKU MPLS /1/19 OCTH>KEHUS aJipeca COCeTHEro YCTPOMCTBA).

JUId Ka)kmoro IiceBpompoBoza cepsuca L2VPN BrinmessieTcd Takyke cepBucHad MPLS-merka
(HasHayaeTcs MOCPeCTBOM IPOTOKoJia LDP iy cTaTUYeCKUX IICeBIOIIPOBO/IOB JIMOO0 CpeicTBaMU
rporokosia MP-BGP gyt L2ZVPN ¢ aBToOO6Hapy >KeHHeM coce/iel).

[IceBmompoBo/a /it L2VPN-cepBHUCOB CO3/IaI0TCS U HACTPAUBAIOTCSI BHYTPU KOHQUTYPAITMOHHBIX
6JI0KOB GPUIK-TOMEHOB U KPOCC-KOHHEKTOB.

B mio6asbHOM KOHOUIypallMyd YCTPOMCTBA IIPU 3TOM HEOO0XOAMMO CO34aTh IIPOoQUIIb
riceBonpoBoga ('pw-class') U ckoHQUTYpUpPOBaTh targeted-ceccuro LDP 1o ajpeca ycTpoucTBa, €
KOTOPBIM CO37jaeTcsl IICeBJOIIPOBOJ (targeted-cecchu He TpeOYHOTCA IIPU HCIIOJIb30BaHUU BGP

autodiscovery/signalling).

Tabauua 67. Hacmpotika npoguisa nceadonpogooa.

Komanpaa

configure

12vpn pu-class CLASS_NAME

encapsulation mpls signaling-type
{ manual | pseudowire-id-fec-
signaling }

encapsulation mpls mtu MTU SIZE

encapsulation mpls control-word {
preferred | non-preferred }

root

commit

Ha3HaueHHue
ITepexop B peKUM IVI06a/IbHOM KOHQUTYPALIHAH.

Co3maHue B KOHQUIypallUM yCTpoMcTBA  HIPOGHIIIL
IICEB/IONIPOBO/IAa U TIEPEXO[ B PEXUM 3aJaHUS  €ro
ImapaMeTpOB.

3ajaHue MeTOJa CHUTHa/JIM3alluM [JId IICEBJOIIPOBO/OB,
HUCIIOJIB3YIOIUX [NaHHBIA IIPOQMIIBL. /I MCII0JIb30BaHUSI
KJIACCHYeCKOM CHUrHasusanuu LDP ciemyeT HCIIONIBE30BaTh

rapaMeTp 'pseudowire-id-fec-signaling'. [Ipu
HCII0JIb30BaHUM MeTofa 'manual’ ~CcepBHCHBIE MeTKH
3alal0TCI  BPYYHYH) B KOHQUIypaluu  KaKAOIo
IICeBJOIIPOBO/A.

IZ[EIHHI:II‘/JI IIapaMeTp ABJISAETCA 00s13aTe/JIbHBIM.

(onmuoHasnbHO) 3amaHue 3HaueHus MTU, kotopoe Oymer
HUCIIOJIL30BaThCd TIIPU CHUTHAMH3AIlUH IICEBIOIIPOBOOB.
JaHHBIM IIapaMeTp BJMAET TOJBKO Ha  IIpoliecc
CUTHaJINU3alliy U He OTpaHUYHBaeT pasMep IepefaBaeMbIX
IIaKeTOoB.

(onmpoHaNIbHO) 3ajaeT 3HaueHUe IapameTpa control word
(mpeprounTaeMelii "preferred” 60 He IIpeAIIOUYNUTaeMBbIi
"non-preferred") I IpoI1iecca CUTHAJIU3aIUU
IICeBIOIIPOBO/A.

Bo3Bpar B peXuM I7106aIbHOM KOHQUTYPaITHH.

[IpuMeHeHMe IIPOHU3BeJeHHBIX HAaCTPOEeK.

ITpumep Hacmpoliku npo@Puasa ncegdonposooa.

12vpn pw-class example-class

encapsulation mpls control-word preferred
encapsulation mpls signaling-type pseudowire-id-fec-signaling
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exit

Tabauuya 68. Hacmpolika targeted LDP-ceccuu (06s3ame/ibHO 0151 nceedonpogodos ¢ LDP-
cuzHaauzayuet).

KomaHnpa HasnaueHue
configure ITepexon B pe>KUM I106aIbHOM KOHQUTYpaLUU.
mpls ldp neighbor IPv4 ADDR Co3panue targeted LDP-ceccuu 10 yCTPOMCTBA C YKa3aHHbBIM

azpecoM. Azpec, yKasaHHBIM IIPU CO3JaHUU CeCCHUH, T0JDKEeH
COBIIAZATHL C ajApecoM, HCIIOJIb3YeMBIM IIPH CO3JaHHU
CaMOro IICEBIOIIPOBOJiAa BHYTPH  COOTBETCTBYIOIIETO
ameMeHTa L2VPN. [yi1 ycoemrHOM YyCTaHOBKH targeted-
CeCcCUM [OJDKHBI OBITH IIpefBAapUTEJbHO YCTaHOBJIEHBI
TpaHCIIOPTHEIE LSP 10 yKasaHHOro ajgpeca.

bfd fast-detect (OII[MOHAJMBLHO) BK/IOYeHHMe MexaHM3Ma BFD s
COOTBeTCTBYIOIIeH targeted LDP-ceccuu.

root BosBpart B pesXuM I7100a/IbHOU KOHQUTYypaIlHH.

commit ITprMeHeHMe IIPOU3BELeHHBIX HACTPOEK.
ITpumep nacmpoiixu targeted LDP-ceccuu.

mpls 1dp neighbor 2.2.2.2
bfd fast-detect
exit

[Tocie BBINIOJIHEHUs JAHHBIX HAaCTPOEK MOYKHO IIPOM3BOAUTHL CO3[JaHHe U KOHOUIYPHUpPOBaHHE
IICeBAOIIPOBO/OB BHYTPH COOTBETCTBYIOIIUX L2VPN-cepBHUCOB.

Co3maHue OpUIK-JOMeHa

Tabauua 69. Co3daHue u Hacmpotika 6puddic-0oMeHa.

Komanpga HasHaueHue
configure ITepexon B pe>XKUM I7106aIbHOM KOHQUTYypaLUH.
12vpn bridge-domain BD_NAME Co3maHue B KOHQUIYpAIIUU YCTPOMCTBA OpPHUDK-IOMEHA U

IIlepexo/] B pe>KUM eTr0 HaCTPOUKH.

interface { tengigabitethernet |  Bxsrouenme ykasamHoro mHTepdeiica 6o cabuHTEpeiica
bundle-ether | B cocTaB OpuWpK-JIOMeHa B KauecTBe HHTepdeiica

fortygigabitethernet | JIOKaJIbHOM KoMMyTaniuu (AC)
hundredgigabitethernet } num | yran '

num.subif id
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KomaHnpa

pw IPv4 PEER PW_ID

pw-class CLASS_NAME

mpls static label local
LOCAL_LABEL _VALUE
mpls static label remote
REMOTE_LABEL_VALUE

backup

pw IPv4 PEER PW_ID

pw-class CLASS NAME

exit
exit

ignore encapsulation-mismatch
ignore mtu-mismatch

exit
‘routed interface bvi PW _ID °

transport-mode { ethernet | vlan }

Ha3umaueHue

CosgmaHre BHYTPH OpHHK-IOMeHa IICEBJAOIIPOBOJA [0
YKa3aHHOIO YCTPOMCTBA M IIepeX0J; B PEeXUM HaCTPOMKHU
3TOTO IICeBOIIPOBOJA.

ITapameTrp PW_ID (Taxkke IIpuMeHseTcd TepMuUH VC ID,
Virtual circuit ID) CaOyXUT 9 UAeHTAUKAIUU
IICeBJOIIPOBOZA Ha YCTPOMCTBAX, OH MCIIOJIb3yeTCsd B
IIpoliecce CUTHa/JIM3al[iy ¥ HasHauYeHUs CePBHUCHBIX METOK
U JI0JDKeH OBITh OAWHAKOBBIM JIJI1 OJJHOTO U TOro >ke PW Ha
000HX yCTPOMCTBAX.

[IpuBsi3Ka paHee CO3JJaHHOTO B KOHQUTYpAITUHU MPOoPuUiIs K
IaHHOMY IICEBZIOIIPOBOY.

[IpuBsska Ipodmyd K  IICEBAOHPOBOAY  SBJISIETCS
00s13aTeJILHOM.

(omoHa/NIbHO) 3a/laHve  JIOKaJbHOWM W yAaJeHHOU
cepBucHOM MPLS-MeTKM [UI1 [TaHHOTO IICEBIOIIPOBOA.
IlapamMeTpbl UCIOJB3YIOTCI B Ciydae, KOTAa IIPOQUIbL
IICeBJOIIPOBOJIA IIpeAIoiaraeT MCI0JIb30BaHUe PYYHOTO
HasHauyeHUs CePBUCHBIX MeTOK ('manual').

(onmmuoHanbHO) Ilepexof B pekKMM HACTPOMKHU 3aIlacHOTO
(backup) riceBmompoBoza.

Cosmanue 3amacHoro (backup) mceBpompoBoma [0
yKa3aHHOTO YCTPOMCTBa U II€PeX0/l B PeKUM HaCTPOUKU
3TOTO IICEBJIOIIPOBOZA. 3allaCHOM IICEBAOMPOBOJ OyaeT
HCII0JIb30BaThCS B CIydae 0TKa3a OCHOBHOTO.

IIpuBsg3Ka paHee CO3LaHHOIO B KOHQUIYpAITUU IMPOPUIII K
JaHHOMY IICEBJIOIIPOBO/Y.

BosBpart B pexxuMm KoH¢urypamuu backup PW.
BosBparT B pesXKuM KOHQUI'YpaITUU OCHOBHOTO PW.

YcTaHOBKa peXuMa WIHOPUPOBAaHUA HECOOTBETCTBUSI
mapamMeTpPOB HHKAIICYJISIIIUU (THUIIA IICEBIOIIPOBOjA) JIMOO
3HauyeHUd MTU Iipu CUrHaIN3aIluy IICeBLOIIPOBO/IA.

Bo3BpaT B pe’KUM KOHQUTYpaIiuu OpUIK-TOMeHa.
Jlo6aBiieHHe MapILIPYyTU3UPYyeMOro HHTepderica.

YcraHOBKa TPaHCIIOPTHOTO pesxuMa I BCeX
IICEBJOIIPOBOIOB JNAHHOIO OpHIpK-IoMeHa (type4/'port" u
type5/"tagged” COOTBETCTBEHHO, COIVIACHO CIeIlMpUKAITUU
EoMPLS). TpaHCIIOPTHBIN peXUM 3afaeTcd JjId Iiejei
CUTHa/IM3alluU U He BJIMgeT Ha 00paboTKy Ilepe/aBaeMoro
I10 IICeBIOIIPOBOAY TpadUKa.
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Komanpga HasHaueHue

mtu MTU_SIZE YcranasiuBaeT pasMep MTU B 6aiTax [y BCEro OpHIDK-
IoMeHa. HacTpoiika CIy>KUT [JId IieJled CUTHaIu3aljiu.

root Bo3BpaT B pekXuUM IJ106aJIbHOM KOHQUTYpaITUH.

commit [IprMeHeHMe IIPOU3Be/IeHHBIX HaCTPOeK.

ITpumep. CozdaHue 6pudic-domeHa ¢ mpems AC u 08yms ncegdonpogodamu (U3 HUX 00UH — € 3aNACHBIM
ncegdonpogooom)

12vpn
bridge-domain example-bd

interface tengigabitethernet 0/0/15
exit
interface tengigabitethernet 0/0/1.400500
exit
interface tengigabitethernet 0/0/17.5
exit
pw 2.2.2.2 400500

backup

pw 4.4.4.4 400500
pw-class example-class
exit

exit

pw-class example-class
exit
pw 3.3.3.3 400501

pw-class example-class
exit

exit

B nipuBeieHHOM IIpUMepe O6PUIK-A0MEH I103BOJIUT OCYILeCTBJIATh KOMMYTAaIlUI0 TpaprKa MeXXay
AC tengigabitethernet 0/0/15, tengigabitethernet 0/0/1.400500, tengigabitethernet 0/0/17.5 n pBymMs
IICeBOIIPOBOAAMU /10 cocele! ¢ aapecamu 2.2.2.2 1 3.3.3.3. IIceBLOIIPOBO 0 cocena 2.2.2.2 TaKKe
UMeeT pes3epBHBIN PW 110 cocena 4.4.4.4.

BupTyajbHble 3K3eMIUISIPbl KOMMYTaIlUU U pa3feIeHHbII TOPU30HT AJIA
IICE€BIOIIPOBO/IOB

Kak 6b1710 yKasaHO paHee, KOMMYyTalludA [IaKeTOB B OPHPK-JOMeHe MOYKeT IIPOMU3BOJUTHCSI MEXXKIY
BCeMH 3jIeMeHTaMH, BKJIIUEeHHBIMU B OpUPK-IOMeH, TO eCcTh B HalnpasieHusx AC-AC, AC-PW u
PW-PW.

OpHako, KOMMyTanug Tpapuka MeXKAy pPasHBIMU IICeBIOIIPOBOJAMU OJHOIO OpHUIK-TOMeHa
MOKeT OBITH He)KeslaTeJIbHOM B psfie cilydaeB (B 4aCTHOCTH, IIPU IIOCTPOEHUU IIOTHOCBSI3HBIX
TOIIOJIOTUM VPLS — B TaKUX ciydyasX KOMMYyTAaIlud I1aKeToB Mexxay PW IIpuBefieT K 3aKOJIBIIOBKE
Tpapuka).

JIJIs1 pertieHust JaHHOM 3a/JauM UCII0JIb3yeTcs IPUHITUIT "pasfieJIeHHOT0 Tropu3oHTa" (split horizon),
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KOI7a IICeBOIIPOBO/Ia COOMPAIOTCI B CIeIMaIbHYIO TPyIILy (split horizon group), 6yiaroaps 4yeMy
3alpeliaeTcs KOMMyTalusa Tpapuka MesK1y HUMH, OJHAKO O0CTaeTCs BO3MOKHOCTb KOMMYyTaI[UuH
MesK/1y IICeBIOIIPOBOAOM I'PyINIbl U HHTepdericaMu (AC) OpHIpK-TOMeHa.

B KoHQUrypaliu yCTpoMCTBa TaKHe TPYIIIbl HA3bIBATCI BUPTYAJIbHBIMU 3K3eMILIAIpaMU
kommyTtanuu (VFI, Virtual Forwarding Instance). B KaXXIbId 3K3eMIUISIP MOYKHO BKJIHOUUTH
IIPOM3BOJILHOE KOJIMYeCTBO IICEB/IOIIPOBO/OB.

Tabauua 70. Co30aHue u Hacmpotika sksemnasapa VFI eHympu 6pudic-0omeHa.

Komanpa Ha3HaueHue

configure [Tepexof B pesKUM IV106aIbHOM KOHQUTYpaIluH.

12vpn bridge-domain BD_NAME [Iepexof B peKUM HaCTPOUKHU OPUIK-AOMEHA.

vfi VFI. NAME CosmaHue BHYTpH OpHIK-IOMeHa 3sK3eMIugpa VFI u

IIepexo/ B pe’KUM ero HaCTPOMKHU.

pw IPv4_PEER PW_ID CosmaHuve BHYTpU 3k3eMmIuripa VFI 1mceBmorpoBoza [0
YKa3aHHOI0 YCTPOMCTBA U IIEPEXO[ B PEKHUM HACTPOMKH
3TOr0  IICeBAOIIPOBOZA. /JlambHeHIasd KOHQUIypaljyUsd
IICeBOIIPOBO/A (BKIr0Yas backup) aHasoruyHa HaCTpPOMKe
PW Hemocpe/[CTBEHHO B OpUK-JOMEHE.

root Bo3BpaT B peXXuM I7106a7IbHOM KOHQUTYPAITUH.

commit ITprMeHeHe IIPOKM3BeAeHHBIX HACTPOEK.
ITpumep. Bpuddc-0omeH ¢ mpems unmepd@eticamu u 0OHUM IK3emnaspom VFI

12vpn
bridge-domain example-bd
interface tengigabitethernet 0/0/15
exit
interface tengigabitethernet 0/0/1.400500
exit
interface tengigabitethernet 0/0/17.5
exit
vfi VFI-A
pw 10.10.10.214 300
pw-class example-class
exit
pw 10.10.10.220 312
pw-class example-class
exit
exit
exit
exit

NOTE B 6pumpK-foMeHe MO>KeT OBITh He 60J1ee 0HOr0 sK3eMIuisgpa VFIL.

161



HacTpo¥Ka KPpoCC-KOHHEKTOB

[ opraHusanuu L2VPN-cepBHca € UCII0JIb30BaHUEM KPOCC-KOHHEKTa HeOOXOJUMO C03/aTh Ha
yCTpOMCTBe HEOOXOAUMBIN AC, ajieMeHT KoHGUryparuu P2P, BKIIOUUTHL B JaHHBIA 3JIEMEHT
KOHQUT'YpaAITUU COOTBETCTBYIOIUN AC U CKOHQUTYPUPOBATh TaM >Ke IICeBIOIIPOBO/I.

Mexny AC 1 PW, BKIIFOUEeHHBIMH B KPOCC-KOHHEKT, Oy/ieT IIPOU3BOAUTELCI KoMMyTanus Ethernet-

KaJ[poB.

OCHOBHBIE IIPUHIIAIIBI PabOTBl KPOCC-KOHHEKTa aHaJIOTMYHBl IIPUHIMIIAM PaboTBl OPHK-
IlOMeHa, OTJINYMe 3aKJIHYaeTcs TOJAbKO B KOJIMYeCTBE BO3SMOJKHBIX 3JIEMEHTOB (B KPOCC-KOHHEKTe
MO>KHO 00BbeJUHATHL TOJILKO ofuH PW u oxuH AC), a TakyKe B OTCYTCTBHH IIpOIjecca U3yYeHUsd

MAC-aipecoB B KpOCC-KOHHEKTe.

Tabauua 71. Co30aHue u HacmpoUka Kpocc-KOHHEeKMa.

KomaHma

confiqure

12vpn xconnect-group
XCONNECT_GROUP_NAME

p2p P2P_NAME

interface { tengigabitethernet |
bundle-ether |
fortygigabitethernet |

hundredgigabitethernet} num |
num.subif _id

pw IPv4 PEER PW_ID

pw-class CLASS NAME
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Ha3unaueHue
[Tepexof B pesKUM IV106aIbHOM KOHQUTYpaIIUHU.

Co3maHue B KOHQUTYpaIlMM YCTPOMCTBA HMeHOBAaHHOU
TPYHIIBI  KPOCC-KOHHEKTOB U  IIepexXofl B  PeXum
KOHQUTYPAITUH 3TOH TPYIIIIHL.

Co3maHue KpPOCC-KOHHEKTa BHYTPHU COOTBETCTBYIOIIEH
TPYHIIBI U IIepeXoj] B PEXXUM HACTPOHMKH 3TOro Kpocc-
KOHHEKTa.

BruIroueHMre yKa3saHHOI0 MHTepdeiica 1160 cabuHTepdeiica
B COCTaB KpOCC-KOHHEKTa B KauecTBe UHTepderlica
JIOKaJIbHOM KoMMmyTaruu (AC).

Co3maHHe BHYTPH KpPOCC-KOHHEKTa IICEBIOIIPOBOJA [0
YKa3aHHOI'0 YCTPOMCTBA U IlepeX0f B PeKUM HaCTPOUKU
9TOrO IICEBOIIPOBO/IA.

ITapametp PW_ID (TakXe mpumeHsieTca TepMuH VC ID,
Virtual circuit ID) CayXUT g UAeHTAUKAIUU
IICeBJOIIPOBOJIa Ha VYCTPOMCTBAaX, OH MUCIIOJb3yeTCd B
IIpollecce CUTHa/JIM3allUU U HasHaYeHUs CEPBUCHBIX METOK
U [0JDKeH OBITHh OJIMHAaKOBBIM [/ OJJHOTO U TOTO >Ke PW Ha
000HX yCTPOMCTBAX.

[IpuBsi3Ka paHee CO3[JaHHOTO B KOHQUTyparuu Ipoduis K

JaHHOMY IICEBIOIIPOBOIY.

[IpuBsg3ka IIpodmagd K  IICEBAONPOBOAY  SBJISIETCS
00s13aTeJILHOM.



KomaHnpa

mpls static label local
LOCAL_LABEL_VALUE
mpls static label remote
REMOTE_LABEL VALUE

backup

pw IPv4 PEER PW_ID

pw-class CLASS_NAME
exit
exit

ignore encapsulation-mismatch
ignore mtu-mismatch

exit

transport-mode { ethernet | vlan }

mtu MTU_SIZE

root

commit

ITpumep. Hacmpolika Kpocc-KOHHeKma.

12vpn
xconnect-group EXAMPLE-GROUP
p2p PW-CUSTOMER-1

Ha3umaueHue

(ommyoHasbHO) 3ajaHuWe JIOKAJBHOM U yAaJeHHOU
cepBUCHOM MPLS-MeTKM [UI1 [TaHHOTO IICEBJOIPOBO/A.
[TapamMeTpbl HCIIOJB3YIOTCI B CJy4ae, KOorma IIPOQIIIb
IICeBJOIIPOBO/A IIpeAliojiaraeT MCIIOJIb30BaHUE PYYHOIO
HasHa4YeHUs CEPBUCHBIX MeTOK ('manual’).

(onmmmuoHanbHO) I[lepexof B peskKMM HaCTPOMKHU 3allacHOTO
(backup) riceBmompoBoza

Cosmanue 3amacHoro (backup) mceBmompoBoma [0
YKa3aHHOI'0 yCTPOMCTBA U IIEPeX0/l B PeKUM HAaCTPOUKU
3TOTO IICEBJIOIIPOBOZIA. 3allaCHOM IICEBIOMPOBOJ OyaeT
HUCII0JIb30BaThCS B CIydae 0TKa3a OCHOBHOTO.

[IpyuBsi3Ka paHee CO3aHHOIO B KOHQUTypalluy IIPOoPUIsa K
JaHHOMY IICeB/OIIPOBO/Y.

BosBpat B peXuM KoHQUTypariuu backup PW.
Bo3BpaT B peskKUM KOHQUTYpaIllid OCHOBHOTO PW.

YcTaHOBKa peskuMa UTHOPUPOBAHUA HECOOTBETCTBUA
IIapaMeTpOB HHKAIICYJIIIUU (THUIIA IICEBZOIIPOBOJA) JIHMOO
3HaueHUd MTU 11pu cUrHainu3aIiuu I1ceBI0IIPoOBOa.

Bo3BpaT B pe)KUM KOHQUTYpaIIuU KPoCC-KOHHEKTA.

VcTaHOBKA TPAaHCIIOPTHOTO peXUMa IICeBIOIIPOBOJA B
JaHHOM KpOCC-KOHHeKTa (type4/"port” u type5/'tagged”
COOTBETCTBEHHO, comlacHo creruoukaruu EoMPLS).
TpaHCIIOPTHBIN peXXUM 3a/jaeTcs [JId IjeJlel CUTHaJIU3aluu
U He BiUdgeT Ha 00paboTKy IiepefaBaeMoro IIO
IICeB/IOIIPOBOAY TpadHKa.

VcraHnaByimBaeT pasMmep MTU B 6amTax g JaHHOTO Kpocc-
KOHHeKTa. HacTpoMKa CIY>KUT [JId IleJIel CUTHaIM3aI[UH.

Bo3BpaT B peXuM I7106a71bHOM KOHQUTYpaAITUH.

[IppMeHeHUe IIPOX3Be/JeHHbIX HaCTPOeK.

interface tengigabitethernet 0/0/9.2001

pw 2.2.2.2 4012
backup
pw 4.4.4.4 4018

pw-class example-class

exit
exit
pw-class example-class
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exit
transport-mode vlan
exit
exit
exit
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HACTPOHKA MPLS TRAFFIC ENGINEERING

B maHHOM IVIaBe pacCMaTPHUBAIOTCA IIPUHIUILI OPraHU3allMd U HaCTPOUKU QyHKIMoHasa MPLS
Traffic Engineering.

[l Hayajia OIIpe/leJIUM HEKOTOphble TEePMHUHBI, KOTOpble OYAYyT HCIIOJH30BaHbBl B OMHCAHUU
Iporeayp KOHQUTypaIiuu:
 LSP—Label Switched Path. OmHOHanpaB/Je€HHBIN IIyTh, II0 KOTOPOMY KOMMYTHUPYIOTCS
ITaKeThl;

* TE-TyHHe/Ib — BUPTYaJbHBLIM OJHOHAIIPaBJIEeHHBIN HHTepdelc, KOTOPhIM MMeeT OLUH WU
HeCcKOJIbKO LSP;

* IGP — ceMeMCTBO IIPOTOKOJIOB AWHAMHUECKOM MapIIpyTH3aIluM Ha 6a3e IMPUHIMUIIOB Link-
state;

* LSR— Labeled Switching Router. MapiipyTusaTop, KOMMYTHPYIOIIIUN 110 MeTKaM;
* Ingress LSR — oH sxe Head-End Router. MapipyTusaTop, ¢ KOTOPOro crapTyetT LSP;
» Egress LSR — oH ke Tail-End Router. MapiupyTusaTop, Ha KOTOPpOM TepMUHUpyeTcsd LSP;

* RSVP — IpOTOKOJI, UCII0/Ib3yeMbIU QyHKIMOHaIoM MPLS TE mja pacrpocTpaHeHUsI MeTOK U
curHau3sauu LSP;

* CSPF — paclllMpeHHBIN aJTOPUTM BbIOOpa JIydlllero IIyTH. YMeeT, Kak u OSPF, cTpouthb
KpaTyaMlliie IIyTU Ha OCHOBE TOIIOJIOTMYECKOM 6a3bl JaHHBIX, HO IIPA 3TOM YUYHUTHIBATh
OTpaHUYeHUs, HaKJIalblBaeMble Tpe60BaHUIMU K TE-TyHHeIsIM.

HeoO0xoauMeble miaru ajis1 Hactpoinku MPLS TE

Ha mapmipyrusatopax Eltex cepuu ME 1 obecrieyeHus: pa6otsl ¢pyHKImoHasa MPLS Traffic
Engineering Tpe6GyeTcs BBIIIOJHUTE CJIeIVIOIIMeE eHCTBUL:

1. HacTtpouTh MHOPACTPYKTYPy PacIpOCTpaHEHUsI TPAHCIIOPTHBIX METOK U CIyKeOHBIX RSVP
COO0OIIeHUH, TO eCTh 06ecreYuTh [P-CBA3HOCTH C APYITUMHU YCTPOUCTBAMU CETH;
2. AxtuBupoBatsh paciupenus Traffic Engineering myst BCEX MCIIOJIB3YEMBIX npoTokosioB IGP;

3. AKTUBUPOBATH IPOTOKOJI RSVP Ha mHTepdeiicax MapIIpyTU3aTOPOB [JIs IIpHeMa U OTIPaBKU
CIIy>KeOHBIX COOOIEeHUN;

4. Hactpouthb MPLS TE-TyHHeJIb;

5. AKTUBUpOBaTh MexaHu3M CSPF.

KoHeyHBIM pe3yJbTaTOM HACTPOMKU sBJsIeTCd pPaboTocriocob6Hblt TE-TyHHeNIb, KOTOPBIN
aBJIgeTcs TpaHcnopToMm 1 L2/L3VPN-cepBHCOB.
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HacTpo¥yika "HQPaCTPYKTYPHI pacIpoCcTpaHeHUsI
TPAHCIOPTHBIX METOK

B nepByro ouepeqb, [JIs1 paclpoCTpaHeHUsI MeTOK He06X0AUMO 06ecrieuuTh [P-CBI3HOCTb MeXIy
loopback-uHTepdericaMu MapIIpyTU3aTOPOB, YTOOBI IIPOTOKOJI RSVP Mor OTIIpaBiIATh U 10Jy4aTh
cay>keOHBIe cooOIeHus. /i1 3TOr0 Heo6X0AMMO aKTHBUPOBATh IIPOTOKOJI IP Ha MHTepdericax
LSR-a u akTuBHpoBaTh pabory IGP mporokosa (ISIS mim OSPFv2) mia obMeHa MapIlIpyTHOMH
uHdopmariyeii. IIocyie TOro, Kak B CeTH IT0SIBUIACH [P-CBI3HOCTE Mexxny loopback-unTepdeitcamu
LSR-0B, MOKHO CYUTATh, YTO UHOPACTPYKTYpa /I pacIipoCcTpaHeHUs MeTOK CO3/laHa.

BxirroueHue koMmmyrannuu MPLS-makeToB Ha
nHTepdeicax

Tabauua 72. BkaouenHue MPLS kommymavuu Ha uHmepdgeticax LSR.

Komanpa HasHayeHmue

configure [Tepexof B pesKUM IV1060aIbHOM KOHQUTYpaIluH.

mpls [Tepexof B pesKUM KOHQUTYpAITUU CEPBUCOB mpls.
forwarding Ilepexof B peskuM KoHurypanuu MPLS forwarding.
interface <type> BriiroueHve Ha uHTepdeiice QyHKIMOHAasa KOMMYTaIliK
<unit>/<dev>/<port>.<sub> labled IP makeToOB.

root Bo3BpaT B peXXuM I106a7IbHOM KOHQUTYPAITUH.

commit ITprMeHeHMe IIPOM3BEeAeHHBIX HACTPOEK.

ITpumep. BkaroueHue kommymayuu MPLS-nakemos Ha uHmepdeticax

mpls
forwarding
interface loopback 1
interface tengigabitethernet 0/0/17.353
interface tengigabitethernet 0/0/18.200
interface tengigabitethernet 0/0/20

exit
exit
B maHHOM HOpHMepe BHAHO, YTO B KOHQUIYpaIM IIPUCYTCTBYET HHTepQerc
loopback 1, mpu 3TOM ITaKeTsl Yepes JaHHBIM UHTep¢elic He epeparwTcd. OfHAaKo,
koMmaHzma ‘'mpls forwarding interface loopback N' BBIIOJIHIET BaKHYIO
NOTE GYHKITUIO — Ha MaplIpyTHhs3aTopax cepud ME MeTKU IeHepHUpPYIOTCA TOJBKO IS

Tex connected-mpepuKCcoB, UHTepdelrChl KOTOPHIX A006aBJIeHBI B paszgesn 'mpls
forwarding'. Ecsit Heo6xoxumo, uTo6bl Egress LSP mosiygasy COOTBETCTBYHOIIHE
MPLS MeTKH, HY>KHO 106aBaATh loopback unTtepdetic ¢ IP-agpecom, paBHbIM LSR-
ID B pasges 'mpls forwarding'.
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AxTuBanua nogaep kK TE B IGP mpoTokoJie

Hamuuma IP-cBg3HocTH Mexay loopback-uHTepdericaMu  HeZOCTAaTOYHO 19 pabOThI
¢yuknmonana Traffic Engineering. Heob6xomumo, 4To6bI IIpoTOKOJ IGP pacmpocTpaHuI
IOIIOJTHUTEIbHYI0 HHPOpMaIltio 06 HHTepdelicax MapIIpyTU3aTOPOB (HallpuMep: max-resv-band,
available-resv-band, admin-group, te-metric). 3Ta AOIOJIHUTeJbHAasA HWHOPMAILWsA II03BOJIUT
MapIIpyTHU3aTopaM CeTH paccuuTaTh LSP ¢ ydyeToM orpaHUYeHUMN, HaKJaJblBaeMbIX Ha LSP
KoHurypanuent TE-TyHHeI4.

Tabauua 73. Akmusayus noddepacku Traffic Engineering 8 npomoxkose OSPF.

KomMmanpa HasnaueHue
configure [Tepexof B pesKUM IV106aIbHOM KOHQUTYpaIluH.
router ospfv2 NAME Cospmanue B KoHQurypanmu OSPFv2 1ipoilecca ¢ UMeHeM

NAME v mepexo[i B pe;KUM ero HaCTPOMKH.

te-router-id A.B.C.D B pexxume koHOuUryparuu Iporecca OSPFv2 Heo6XoquMo
yKa3aThb IPv4-asipec, UCII0Ib3yeMBbIN B KauecTBe LSR-id.

area A.B.C.D Cospmanue B KoHQurypammu OSPFv2 1mporecca 06j1acTH C
HoMepoM A.B.C.D. IlapaMeTp sBjgeTcqd 00g3aTeJIbHBIM IIPU
CO3[JaHUHU 06JIaCTH.

Jonyctumble $OPMEI 3a/TaHUS:

* A.B.C.D — co sHaueHusIMH [0..255] B Ka)K/IOM OKTETE;

* Number — co 3sHaueHueM [0..4294967295];

interface <type> [lepexon B peXuM KOHQUrypanuu IapamMeTpoB OSPF
<unit>/<dev>/<port>.<sub> uHTepderica.
te-support AKTHUBUpYeT NoaLep KKy ¢yHKimoHasta MPLS TE Ha OSPF-

uHTepdeltice. [Tocie akTUBAUU UHTepdelc 6yaeT crrocobeH
obpabaTeiBaTh T.H. Opaque LSA, B KOTOpPBIX U IlepefaeTcs
"uHpopManysg, HeobXoguMasl [JI TOIIOJIOTUYECKON 6asbl
maHHbIX (TEDB).

commit ITprMeHeHe IIPOM3BeAeHHBIX HACTPOEK.

Takum o6pasoM, miId akTuBanuu ¢yHKnuoHasa MPLS TE B mporokose OSPF
NOTE HeoOX0IMMO yKa3aTh IlapaMeTp 'te-router-id' ¥ BKJIIOUUTH 'te-support’ Ha Tex
uHTepdericax, yepes KoToprle 6yzeT uaTu oomeH OSPF LSA.

IIpumep. Akmusavyus MPLS TE 8 npomokosae OSPFv2.

router ospfv2 BackBone_Region1
area 0.0.0.0
interface loopback 1
exit
interface tengigabitethernet 0/0/17.353
te-support
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exit
interface tengigabitethernet 0/0/18.200
te-support
exit
interface tengigabitethernet 0/0/20.350
te-support
exit
exit
te-router-id 3.3.3.3
exit

Tabauua 74. Akmusayus noddepacku Traffic Engineering ¢ npomokxoe IS-IS.

KomaHnpga HasHnaueHue
configure Tlepexof] B pesKUM IJI06aIbHOM KOHHUIYPaITHHL.
router isis NAME Cospmanue B KoHQuryparuu IS-IS nmporjecca ¢ umeHeM NAME

U IIepexo/] B pe>KHUM ero HaCTPOUKHU.

te-router-id A.B.C.D KomaHzia onpefessieT napameTp 'te-router-id' fyg mporjecca
IS-IS.

ipvd-te-level level-N KoMmaHza ompepessger, kKakou THUIl— 'level-1' mnm ‘'level-
2'—Hucroyb3yeTcss nOpu pabore ¢yHknuoHasa Traffic
Engineering.

JlonmycTMBble GOPMBI 3a/laHUS:

e level-1 —IS-IS wmapmpyTtusatop  sgBiagerca  level-1
YCTPOUCTBOM;

* level-2—1IS-IS wmapupytusatop gBiagerca level-2

YCTPOHCTBOM;
interface <type> [lepexony B peXuM KoHUrypanuu napaMeTpoB ISIS
<unit>/<dev>/<port>.<sub> uHTepderica.
address-family ipv4 unicast KoMaHjia aKTUBUpYeT IIPOoToKoJI IS-IS B peskuMe Integrated.

JlonmycTMBble GOPMBI 3a/laHUS:
* ipv4 unicast—IS-IS pa6oraer Ha uHTepdelice g
Mapupyrusanuu [Pv4 rmakeTos;

* ipv6 unicast—IS-IS paboraer Ha uHerpderice aIA
MapuIpyTusanuu IPv6 rmakeTos.

commi t [IprMeHeHHUe TPOU3BeIeHHBIX HACTPOEK.

Takum obpasoMm, g akTuBanuu ¢yHKIpoHasrta MPLS TE B mporokose IS-IS

NOTE . .
Heo0X0/IMMO yKa3aTh IapameTp 'ipv4-te-level' u 'te-router-id'.
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IIpumep. Akmusauus MPLS TE 6 npomoxo.e IS-IS.

router isis BackBone_Region
interface loopback 1

address-family ipv4 unicast

exit
passive
exit

interface tengigabitethernet 0/0/17.353

address-family ipv4 unicast

exit
level level-2
metric 5

exit
exit
host-name Router1
ipv4-te-level level-2
is-level level-2

net 49.0000.0100.0001.9004.00

te-router-id 10.0.19.4
exit

AxTuBanusa nporokosia RSVP Ha nHTepgencax

g pa6oTsl ¢yHKIroHasa Traffic Engineering Heo6xomMa TakyKe paboTa mporokosia RSVP Bo
BceM IGP-momeHe. /I19 3TOTO Ha KaXK[0M MapllpyTusaTope B IGP-m1oMeHe HEOOXOJUMO BK/IIOUYUTH
rpoTokos RSVP (kak Ha HMHTepdelicaX, y4aCTBYIOIIUX B Ilepecblike MPLS-Tpadpuka, Tak U Ha
loopback-unTtepdetice, apisroiiemMcs LSR ID mapiipyrusaTopa).

Tabauya 75. Akmueayus noodepacku Traffic Engineering 6 npomoxo.ie IS-IS.

KomaHma

confiqure
mpls

rsvp

interface <type>
<unit>/<dev>/<port>.<sub>

maximum-reservable-bandwidth
BANDW

hellos hello-interval MILLISEC

commit

HasnaueHue
[Tepexof B pesKUM IV106aIbHOM KOHQUTYpaIIUHU.
[Tepexof B pesKUM KOHOUTYpaAITUU ITpoToKoa MPLS

[7106a/1bHOE BKJIIOUEeHMe IIpoTOKosIa RSVP u 1mepexon B
Pe’XuM ero KOHQUIypariuu.

BrxuiroueHue 1mpoTokosia RSVP Ha mHTepdelice U I1epexof B
pe’xuM KOHQUTYpaIiuu I1apaMeTpoB IIpoToKoJsia RSVP.

(OmmmonanpHO) OlpefesieHHe OJHOIO M3 BO3MOXKHBIX
aTpubyToB HHTepdeirica— max-resv-band, KoTopslii OyzmeT
pacmpocTpaHeH 10 TollosioruuyeckuM 6asaMm (TEDB) Bcex
MmapupyrusaTopoB IGP  gomeHa ¢ BKJIKHYEHHBIMU
pacuupenusamu st MPLS TE.

(OnmmuoHanbHO) BrurroueHme ¢QyHKOMM rsvp-hello Ha
nHTepderice N— UHTepBaJl OTIIPaBKU B MUJIMCEKYH/aX.

HpI/IMeHeHI/Ie IIPOM3BEAEHHBIX HACTPOEK.
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IIpumep. BkaroueHue npomoko.ia RSVP.

mpls
rsvp
interface loopback 1
exit
interface tengigabitethernet 0/0/17.353
hellos hello-interval 2000
maximum-reservable-bandwidth 200000
exit
interface tengigabitethernet 0/0/18.200
hellos hello-interval 2000
maximum-reservable-bandwidth 102400
exit
exit

Co3panue MPLS TE TyHHeJ 1A

[Tocste TOATOTOBKM HMHQPACTPYKTYPHI, aKTHUBAIlMU IIPOTOKOJIBHBIX pacliupeHuin IGP pia
nognep>kku MPLS TE u pasBeprhiBaHud RSVP Ha Mapmpyrtusatopax IGP-momeHa MOKHO
IPUCTYIIATh K HacTpolKe TE-TyHHee.

Tabauua 76. Jlas kongueypayuu TE-myHHeas He06X00uMo:

Komanpa HasHayeHue

configure [Tepexof B pesKUM IV1060aIbHOM KOHQUTYpaIluH.

mpls [Tepexof B peKUM KOHQUTYpAITUU IIPOTOKOJIA mpls.

rsvp [7106a71bHOE BKIIIOUEHHEe IIpoTOKosia RSVP U Iepexon B

PeXUM ero KOHQUTYpaIIUH.

tunnel Name CospaHue TYHHeJIA ¢ UMeHeM Name U IIepeXo/l B PesKUM ero
KOHQUI'YpaIUU.
bandwidth BW (OnmmuonanbHO) KoMmaHa  BBIIIOJIHAETCA B pesXHUMe

KOHQUTYpalluu TYHHeJsI U OIpeJessieT TpeGoBaHHeE
pe3epBUPOBAHUS I0JIOCHI ITPOIyCKaHUA A1 LSP-TyHHeJIs.

source A.B.C.D KomMmaHpa ykaseiBaeT IPv4-anpec, IpuHaaIeXKaluii OqHOMY
u3 loopback-untepgeiicoB Ingress LSR-a. PekoMeHZ0BaHO
UCII0/1b30BaTh Source IPv4, paBHbIM LSR-ID Ingress LSR.

destination A.B.C.D KomMmanpa ykaseiBaeT IPv4-azpec, IpuHaIeXaluii OqHOMY
u3 loopback-unrepgeiicoB Egress LSR-a. PekoMeH0BaHO
HUCII0s1b30BaTh Destination IPv4, paBHbIi LSR-ID Egress LSR.

tunnel-1sp Name Komanpma ykaspiBaeT umsa RSVP LSP, koropoe Oyzer
HCIIOJIBL30BaThbCA  IIpu  IoctpoeHun RSVP  LSP wu
IIepeKJIroYaeT B PesKUM ero KOHQUTypaIjyiu.
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Komanpga HasHaueHue

path-c
partia

commit

BBIYHC/IEHUA

IIyTH

» partial —Ha Ingress LSR RSVP LSP 6ymeT HObITaThCA
CTPOUTHCH, Jaske ecyid CSPF He MO’KeT pacCYHTaTh Bce
hop-by-hop oT source mo destination (mpeprosaraeTcs

» path —Ha Ingress LSR ripoToxos1 CSPF GyieT BBIUUCIATD
Bce Transit LSR hop-by-hop or source mo destination u

TOJILKO II0TOM CUrHasIu3upoBaTsh RSVP LSP.

bes ykasaHud maHHOM KoMmaHAbl RSVP LSP
II0JIHOCTBIO

omputation explicit { KoMaHzila  OIIpefiesisieT
1 | path } Name IpoxoxkmeHud RSVP LSP.
JlorrycTAMBIe GOPMBI 3aTaHHUS:
3amryck CSPF Ha Transit LSR);
NOTE oyzmet

[IppMeHeHMe IIPOM3Be/JeHHBIX HACTPOEK.

ITpumep. Hacmpoiika MPLS TE myHHeAas ¢ umeHem "41".

mpls
rs

ex
exit

vp
interface tengigabitethernet 0/0/17.353
hellos hello-interval 2000
maximum-reservable-bandwidth 200000
exit
interface tengigabitethernet 0/0/18.200
hellos hello-interval 2000
maximum-reservable-bandwidth 102400
exit
explicit-path not_over_nebk
explicit-route-object @
exclude
ip-prefix 10.0.19.3
loose
exit
exit
tunnel 41
bandwidth 1000
destination 10.0.19.1
source 10.0.19.4
tunnel-1sp 1sp1

path-computation explicit path not_over_nebk

exit
exit
it

CTPOUTHCS
aBTOMaTHUYeCKOM pesxuMe (dynamic).
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Konouryparua TE-TyHHend 41 B IpuUMepe BBIINe OIIpefesdeT, UTO IpH pacuyere RSVP LSP
HaKJIaABIBAIOTCA CIeAYIOIHe OTPaHUYEeHA:

* IIpoxXogUTh RSVP LSP mo/DKeH TOJILKO depes3 Te MHTep(deiichl, B KOTOPBIX eCTh BO3MOXKHOCTH
3apesepBupoBaTh 1Mbps;

* RSVP LSP He mospKeH IpoxoauTh depe3 LSR c¢ IP-agpecom 10.0.19.3 (mupekTtuBa 'exclude ip-
prefix".

HacTpolika yc1oBUM M orpaHnueHuit 111 RSVP TE
TYHHeJIs

OmHOM U3 KIIHUYeBBIX BO3MOXKHOCTel ¢yHKIroHasma MPLS TE sgBiseTcsd ycTaHOBKA PasIUYHbIX
OTpaHUYEeHUN U yCJIOBUHU J1d IocTpoeHus TE-TyHHesel. IIpu KoHQUIyprpoBaHUU TE-TYHHe T y
I10J1b30BaTeJsI €CTb BO3MOJKHOCTH YKasaTh OIIpeJieJIeHHble OrpaHUYeHUs B 3aBUCUMOCTH OT
II0Tpe6GHOCTEN B Ilepefjaye CepBUCHOTO TpaduKa — HaIIlpUMep, IlepefaBaTh TpadUK TOJIBKO Uepes
Te WHTepdelchl, HA KOTOPBIX eCTh BO3MOJKHOCTBL 3ape3epBHPOBAThH II0JIOCY IIPOIyCKaHUSA B N
Mbps; win/u samper Ha Ilepefauy Tpadpuka udepes uHTepodeiic ¢ IP agpecom A.B.C.D; win/m
paspelleHue IPOXOXKAeHUs TpadpuKa udepe3 HHTep(elChl, KOTOpble IIpUHAajIeXaT perHoHy T
unu pervoHy 'N', HO 3alpeT Ilepefayd 4yepe3 HHTepQeNchl, KOTOpPble BKJIKYEHbl B PajgHo-
peJIerHYI0 TPaHCMUCCHUIO.

Kak paboTarT orpaHUYeHUs:

1. Kaxxzpiii LSR 0/KeH UMeTh TOIIOJIOTUYeCcKY 6a3y ceTH, B KOTOPOM [TO/DKHA IIPUCYTCTBOBAaTh
IOIIOJTHUTEeIbHas HHPOpPMaIlus 110 CPaBHEHUIO C TPaAUIIMOHHOM LSDB;

2. /i TOrO, 4TOOBI BBIIIOJIHUJICA II€PBBIM IIYHKT, HEOOXOJHUMO IIPOIIMCATh [OIIOJHUTeJIbHBbIE
aTpubyTel MHTepdeiicaM (max-resv-band/link attribute/te metric) Ha uHTepdeiicax LSR B IGP
IOMeHe;

3. Jluig TOrO, 4TOOB! BBIIIOJTHUJICA IIEPBBIM IIYHKT, TAKKe He0OX0AUMO, UTOOBI JOIIOJTHUTeIbHbIE
aTpuOyTHl PacCIpPOCTPAHWINCH II0 TOIloJornyeckuM 6a3aM maHHBIX (TEDB) Bcex LSR B IGP
JOMeHe — JIJIs1 3TOr0 HY>KHO BK/IIOUUTE Hoamep>kky MPLS TE B mpoTokosie IGP;

4. Tlocse ToOrOo, KakK Bce LSR mosyywan HOeHTUYHYH TOIIOJIOTMUYEeCKyr 06a3y O ceTH, Ha
ycTporicTBax 3amyckaerca aaroputM CSPF (Constraint Shortest Path First). OH BbIUHCIAET
KpaTuauimuit nyTh OT Ingress LSR go Egress LSR, KOTOpBIM yIOBJIeTBOpSeT HabGopy
OTpaHUYEeHUM, IIPOIIMCAHHBLIX B HacTporkaxXx TE TyHHesasd. EciM Takod IIyTh BBIYMCIUTH
yAAJI0Ch, TO pe3ysabTaToM paboTsl CSPF OGymeT CIIMCOK Y3JI0B, yepe3 KOTOpPble HeOOXOAVMO
postoKuTh RSVP LSP pyia TE-TyHHes1s. 9TOT crircoK HadbiBaeTcs Explicit Route Object (ERO);

5. Ha ocroBanuu ERO 1mpoTokoy RSVP HayHeT IIOIIBITKY YCTaHOBUTL RSVP LSP.

HacTtpoiika orpaHHYeHHI: pe3epBHPOBaHHE M0JI0CHI IPOIYCKAHUSA /]IS
RSVP LSP.
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Tunnel 41 (Up)

Ip: 192.168,54.26/30

Figure 1. Kongueypauusa TE-myHHeAas C

Komanpga

configure
rsvp

interface te@/0/17.353

interface te0/0/18.200

maximum-reservable-bandwidth 80000

exit

tunnel 41

bandwidth 85000

description from_ER@5_to_ER07

mpe60o8aHueM pe3epeupo8aHus N0.10CbL NponyckaHus 85 Mbps.

HasnaueHue
ITepexof B pesXuM Iv106a/IbHOM KOHQUTYPALIHH.
Ilepexof B pesKMM HaCTPOHKHU IIPOTOKOJIa RSVP.

BxiroueHue nipotokosia RSVP Ha uHTepdetice te0/0/17.353.

O6paTuTe BHMMaHHE, UTO aTpPUOYT
IMPORTANT max-resv-band He yKasaH Ha
ucxogdieM uHtepodeiice te0/0/17.353.

BxuroueHue ripotokosia RSVP Ha uHTepdetice te0/0/18.200.

B pexxumMme xoHurypanuu RSVP mmapaMeTpoB HHTepdeiica
te0/0/18.200 3amaHa MAaKCHMaJbHO BO3MOYKHasI  [JIsd
pe3epBUpPOBaHUS 110JI0Ca IIPOITycKaHUs - 80Mbps.

BosBpart B pexxuMm KoHOuUrypauu RSVP ripoTokoia.

Cosmanue MPLS TE TyHHeada ¢ uMeHeM 41 U IIlepexof B
PEe’XHUM ero KOHQUTrypariuu.

Tpeb6oBaHUe pe3epBHUPOBaHUSA II0JIOCHI IIPOITYCKAaHUA 85
Mbps Ha ucxoganux uHrepdericax B IGP nomeHe ajsa LSP
TE-TyHHeJIA.

TexcroBoe omnucanue TE-tyHHess. KoMaHpma He uMmeer
(YHKIIMOHAJILHOIO 3HAUEHUs, HO IIOMOTaeT B aHaJu3e
KOHQUTypaIuu.
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KomaHnpa
destination 10.0.19.1

source 10.0.19.4

tunnel-1sp ER05_to_ERO7

Ha3umaueHue

OmpepneseHue IPv4 azgpeca Egress-LSR-
a—MaplpyTrusaTopa, Ifge OymeT TepMuHUpoBaTbecs TE-
TYHHeJIb.

Omnpenenenue IPv4 agpeca Ingress LSR-a—uHTepdelica, ¢
KOTOpPOro OyzeT crapTroBaTh TE-TYHHeJIB.

Vkasanue umeHu RSVP LSP  TE-tyHHeasas  (OHO
CUTHAJIU3UPYeTCd IIPOTOKOJ0M RSVP) U mepexon B peXuMm
ero KoHurypamuu. Jlajee B peXuMe KOHOUIypaLTUU
tunnel-lsp MO>XHO yKasaThb CII0OCOO BBIUUC/IEHUSA IIYTH,
ykasatb eMy backup posb, mpuBg3aTh admin-TpyImnsl.
IToCKOJIbLKY pacuéT nyTU OyjaeT AUHAMHUYECKUM U 3TO
JIleliCTBUE 110 YMOYAaHUI0, HUYEero KOHQUIYpPUPOBATh B 3TOM

pe’xumMe He OyeM.

BosBpaT B pe>xuM HacTpoeK TE-TyHHeJd.
Bo3BpaT B pe’kuM HaCTpOeK IIpoToKoIa RSVP.
BBIXO[ B pesXuM 11062/ IbHOM KOHQUTYPAIIAH.

[IppMeHeHMe IIPOM3Be/IeHHbIX HaCTPOeK.

O6paTuTe BHUMaHWe Ha TO, KakK mmocrpomica LSP TE-tyHHesa 41. Ecjiid cUUTaTh,
UTO BCe IMHKU UMEIT OMHAaK0OBYI0 TE MeTpHKYy, TO KpaT4yalIIUMU IIyTAMHU OYLyT:

OmHako LSP IIOCTPOMUICS IO ITyTH, U306pa>keHHOMY ITYHKTHPOM Ha PUCYHKe 1.
[IpyurHa B IapaMeTpe max-resv-band, mpomucaHHOM Ha UHTepdecax
MapIIpyTU3aTOPOB CXeMbl, U TpebOyeMoM IIosioce pe3epBHUpoBaHUs [t TE-

exit
exit
root
commit
- ERO5 - ER06 — ER07
- ERO5 - ERO8-ER07
NOTE

TyHHeJsd. CirefyeT o6paTUTh BHUMaHUe, UTO y PasHbIX BEHAOPOB 3HaUeHHe max-
resv-band 110 yMosldaHUI0O MOXKeT ObITH pasHoe. HallpuMep, y MaplIpyTH3aTOPOB
Cisco 1 Huawei, uCII0OJIb3yeMBIX B BBIIIEONIMCAaHHOM IIpUMepe, max-resv-band
UHTepderica 110 YMOJIYaHUIO PaBeH HYJII0. Y MapIIpyTH3aTOPOB Juniper max-resv-
band paBeH  ¢u3MyeckoM II0oJIOCe  IIPONIyCKaHWA  UHTepdeiica. Ha
Mapipyrusatopax Eltex ME max-resv-band 1mo ymMosiyaHuio paBeH QU3HUECKOU
I10JI0Ce IIPOIlyCKaHUsA HHTepderica.

Hactpoiika orpanuuyenmii: explicit path
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MES200
ER06
Id:10.0.19.2

ER08
1d:10.0.19.3

Figure 2. Kongueypauus TE-myHHeAs ¢ o2paHuueHueM 8 gude explcit path.

B maHHOM IIpHMepe PacCMOTPHUM APYroi THUII orpaHUYeHUN — explicit-path. IIpeAIos0XuM, 4o
HeoOX0IMMO SBHO yKa3aThb BCe XOIIbl, Uepe3 KOTOpble M0JDKeH mpouTu RSVP LSP. [y aToro B
npuMepe coszgaetrcd explicit-path over_er08, B koTopoM ykasaHBbI ipv4 azpeca BceX HHTepEeCoB,
yepes3 KOTOpPBIe No/DKeH IMpouTU LSP. B pexkxume koHurypanuu tunnel-1sp TE-ryHHesd 41_short
HUCII0JIb3yeTcs: MeTof path-computation dynamic (3To felicTBHe II0 YMOJYaHUIO, U II03TOMY
KOMaH/la He 0ToOpakaeTcsd B KOHQUTypaIrum).

Taxum o6pasom, LSP gja TE-ryHHess 41_short mexanusm CSPF mocTpouT 6e3 yuéTa KaKUx-TIu60
OTpaHUYEeHUIN CaMbIM OITHMMAJbHBIM IIyTéM (CM CHHHUM IIYyHKTHDP Ha cxeMe 2). B pexume
KoHurypanuu tunnel-lsp TE-TyHHesd 41_long ripuMeHseM CKOHQUIYPHUPOBaHHBIN excplicit-path
over_er08, KOTOPBI OIIpefiesIsieT IYTh, 0TOOpa>kKeHHBIN GHOJIeTOBBIM IIYHKTUPOM Ha CXeMe 2.

Ha mpakThke ykasbiBaTb BCe hop-bl B KOoHOUryparuu explicit-path M36bITOUHO U HETrUOKO,
II03TOMY OOBIYHO YyKasbIBalOT TOJILKO ipv4 azapeca loopback mHTepdelicoB MapIlIpyTH3aTOPOB,
4Jepe3 KOTOpbIe 06g3aTeIbHO JOJDKeH IPouTH LSP, cHabxasa ux arpubyToMm 'loose’ BMecTo 'strict'.

ITpumep KOH@U2Ypauuu, NoKa3vlearoWUll pazaudus 8 nocmpoeHuu 08yx RSVP LSP (TE-myHHe b 41_short
cmpoum cegoil LSP 6e3 oeparuueHull, a TE-myHHeb 41_long cmpoum cgoii LSP ¢ yuémom oepaHuyveHull,
Komopble Hakaadvleaem explicit-path over_er08):

mpls
rsvp
interface tengigabitethernet 0/0/17.353
exit
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interface tengigabitethernet 0/0/18.200
exit
explicit-path over_er@8
explicit-route-object @
ip-prefix 192.168.54.21
exit
explicit-route-object 1
ip-prefix 192.168.54.22
exit
explicit-route-object 2
ip-prefix 192.168.54.18
exit
explicit-route-object 3
ip-prefix 192.168.54.17
exit
explicit-route-object 4
ip-prefix 192.168.54.30
exit
explicit-route-object 5
ip-prefix 192.168.54.29
exit
exit
tunnel 41_long
description from_ER@5_to_ER@7
destination 10.0.19.1
source 10.0.19.4
tunnel-1sp 1spi
path-computation explicit partial path over_er@8
exit
exit
tunnel 41 short
description from_ER@5_to_ER@7
destination 10.0.19.1
source 10.0.19.4
tunnel-1sp 1sp1
exit
exit
exit
exit

[TocMoOTpeTs, uepes Kakue hop-bI mocTpomsicss RSVP LSP, MO)XHO KOMaH/I01:

0/ME5100:ERO5# show mpls rsvp Llsp tunnel 41_short
Wed Jan 11 15:36:30 2023
Tunnel: 41 _short, id: 7
LSP name: 1sp1, signaled-name: 41_short@lsp1, id: 1, Source: 10.0.19.4,

Destination: 10.0.19.1

State: up, Protection role: working

Direction: ingress, Node protect: disabled, Bandwidth protection requirement:
disabled
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Carrying the normal traffic after protection switching: no
Protected by a fast reroute: none
Downstream repaired: yes
Path recording is not desired
SE Style 1is desired
LSP rerouting is none
OAM MEP entities are not desired
OAM MIP entities are not desired
Downstream information:
Next hop: 192.168.54.22
Signaling interface: Tengigabitethernet0/0/17.353
Neighbor: 192.168.54.22
Label: 4358, type: mpls-label

Incoming ERO Outgoing ERO
hop@ 192.168.54.21/32 192.168.54.22/32
hop1 192.168.54.22/32 192.168.54.25/32
hop2 192.168.54.25/32 192.168.54.26/32

hop3 192.168.54.26/32

0/ME5100:ERO5# show mpls rsvp Llsp tunnel 41_long
Wed Jan 11 15:36:35 2023
Tunnel: 41_long, 1id: 8
LSP name: 1sp1, signaled-name: 41_long@lsp1, id: 1, Source: 10.0.19.4,
Destination: 10.0.19.1
State: up, Protection role: working
Direction: ingress, Node protect: disabled, Bandwidth protection requirement:
disabled
Carrying the normal traffic after protection switching: no
Protected by a fast reroute: none
Downstream repaired: yes
Path recording is not desired
SE Style 1is desired
LSP rerouting is none
OAM MEP entities are not desired
OAM MIP entities are not desired
Downstream information:
Next hop: 192.168.54.22
Signaling interface: Tengigabitethernet0/0/17.353
Neighbor: 192.168.54.22
Label: 4361, type: mpls-label

Incoming ERO Outgoing ERO
hop® 192.168.54.21/32 192.168.54.22/32
hop1 192.168.54.22/32 192.168.54.18/32
hop2 192.168.54.18/32 192.168.54.17/32
hop3 192.168.54.17/32 192.168.54.30/32
hop4 192.168.54.30/32 192.168.54.29/32

hop5 192.168.54.29/32
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0/ME5100:ERO5#

Jastee mpuBeeM IpuMep 1Ipo explcit-path c omtueit loose. Jyig Toro, YTOOBI HE IIEPEUMNCIATH B
JKeCTKOM 0uepemHOCTH perkuMa strict Bce ipv4-agpeca B explicit-path, ucmoabsyeM explicit-path
over_er08_new.

MES5200

ERO06
1d:10.0.19.2

i0/1.357
p: 192.168.54.26/30

Tunnel 41_Blue

1d:10.0.19.3

Figure 3. Konguzypauusa TE-myHHesell ¢ explcit path u onyuamu loose u partial.

O6paTuTe BHUMaHue, 4yTo TE-TyHHe b 41_Violet B cBoell KOHQUTypalluy UMeeT OIIHIO partial, a
TE-TryHHesb 41 Blue —Het. Explicit-path oHH 06a UCIIOJIB3YIOT OJUH U TOT JXe - over_er08_new.
ITocTpomrick 06a LSP 110 0fHHaKOBOMY IIYTH, HO B BbIBOJle KoMaH bl show mpls rsvp Isp tunnel
HNms_tyHHensa o6bekTsl ERO oTobparkaroTcs mo-pasHoMmy. Omniug partial, mpu mcriosib3oBaHUN
path-computation explicit, faét ykasaHue IIpoTokosy CSPF paccuuTaTh BCe IIPOMEKYTOUYHBIE
y3abpl oT Ingress-LSR po Egress-LSR. TakuM o6pa3om ingress LSR ¢ 3rToil ommueint 6yzer
npeobpa3oBhIBaTh CKOHQUIypUpOBaHHBIM HaMu explicit-path over_er08_new c aBymsa loose
Explicit-Route o6beKTaMM B IIOCIe0BATENIbHOCTh U3 IATHU strict Explicit-Route 06beKTOB (CM.
610K "Outgoing ERO" B BEIBOZie KOMaH/ibl show mpls rsvp Isp tunnel <MMsa_TyHHeIs>).

Ecin He ucnosib3oBaTh onnuio partial, To Ingress LSR paccuuraer mmpoMesxyToyHble Explicit-
Route 00BEKTHI TOJILKO [0 IEPBOr0 y3Ja, YKa3aHHOro Kak loose, u OymeT "mosaraTs", 4TO
yKa3aHHBIN Kak loose ciefyrolyii MaplipyTusaTop IIpu o6pabotke PATH-cooOIeHUs, 3aIlyCTUT
cBoM CSPF 1 106aBUT mocseiyrole Hepocraroye strict ERO.

Hactpoiika orpanuuyenuii: Affinity/Admin Group

CHauasia OaJIUM OIIpeae/IeHrue IIOHATUM KOTOpPBIMH 6YI(6M OIIEPUPOBATE JaJjiee:
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» IIpu3Hak - abCcTpaKTHOe yCJIOBHe IIPUHAJJIEKHOCTH HMHTepdeiica K olpefesleHHOMY KJaccy.
Hampumep, mOpu3HAK IIPUHAJIEKHOCTH K  YCJIOBHOMY  "IBeTy", JIMO0 IIPpU3HAK
IIPUHA/JIeSKHOCTH K OIIpefleIEHHOMY THIIy Ilepefaroliel cpefbl (paguopesieliHas cCpefa,
OIITOBOJIOKHO, MeJHas BUTasd Ilapa U T.J.), JU00 IIPU3HAK IIpaBOo0OJajaHusd JUHUEN CBA3HU
(co6cTBeHHad, apezna y ISP1, apexma y ISP2 u T.11.). [I[pr3HaKoB MO>KHO IPUAyMaTh MHO>KECTBO
U OHHM OIIpefesIAI0TCI 3JKCIIepTaMH Ha 9JTale IUIAHUPOBAHWA [H3aliHa CeTU U
MOJUGUITUPYIOTCA Ha 3Talle IKCILIyaTalllU CeTH;

* Admin-Group - 32-OMTHBIM BeKTOpP, B KOTOPOM KaXAbIM OTAEJbHBIM OUT (MIM HX
KOMOMWHaIUs) oIpefessgeT TOT WJIM HHOM IIpU3HAK (COIVIACHO [U3aMH-IIPOEKTy Ha CeTh,
HLD/LLD), mnpumMmeHseTci Ha HHTeppelc U pacmpocTrpaHsgeTca BHyTpu IGP-momeHa
IIPOTOKOJIOM MapIupyTusanuu (IS-IS/OSPF).

 Affinity - 32-6UTHBIN BeKTOp, HagHadaeMbll RSVP LSP TE-TyHHe s U OIIpe/esIsaIolui, KaKue
uHTepdercrl 6yayT "poACcTBeHHBI" /11 KOHKpeTHOro RSVP LSP, a Kakue HeT.

* Mask - 32-6MTHBIM mapaMeTp, KOTOPBIU OIlpefesisieT, Kakue OUTHL Mexay Admin Group u
Affinity 1ojuie)xaT IIpoBepKe Ha COBIIaZileHHe (Ha30BEM 3TO 3JIEMEHTOM pPOACTBA), a
KaKye — He aHaJIU3upyrTcd. "EMUHUIIR" B MacKe OIIpeiesIeT YTO COOTBETCTBYIOIEe OUTOBBIE
nosuriu B Admin Group u Affinity q0/DKHBI COBIIaZiaTh, "HOJIB" B MacCKe OIIpefeJisieT, YTO
COOTBETCTBYIOII[HEe 6UTOBRIE ITO3UNMU B Admin Group u Affinity He aHaJIM3UPYIOTCA ¥ MOTYT
OBITH JIIOOBIMU.

CylecTBYIOT [Be KOHIenuu npumeHeHus Affinity/Admin Group Ha mnpaktuke. HasoBéM Hux
JlakoHMYHasA 1 MHTYyUTHBHAas.

JlakoHMYHasA — TpebyeT 3allMCH BCeX TPEX IlapaMeTpPOB B IIeCTHaZAIlaTepUYHOM BHfe. Admin
Group IIpuMeHseTCd Ha JIMHKU (110 yMosyaHUuwo AG = 0x0), Affinity 1 Mask - Ha RSVP LSP TE-
TyHHeJd. [Tocsie aToro CSPF MOXKeT MCKJ/IIOUUTEL M3 PaCCMOTPEeHMs Te JIMHKH, KOTOpble OYAyT He
poxcTBeHHBl TE-TyHHesro. I[UIyOMHY IIpOBEpPKM POJCTBA OllpefessdeT IlapameTp Mask (1o
yMmosruaHuio Mask = 0x0).

HuTyuTUBHAsA — TpelyeT KOAMPOBATH IIPU3HAKU OT[eJIbHBIMU OUTaMHU, a He UX KOMOUHAaIUSIMU,
B pesyjbTaTe Yero BO3HUKAaeT B3aUMHO OJHO3HA4YHOe cooTBeTcTBHe IIpu3HakK - buroBas
nmo3unusi, KOTOPYH0 MOYKHO OTpasuTh B KOoHOUTrypaniuu. Takoe COOTBETCTBHUE VIIPOIIAeT
IIOHMMaHUe, KaKue OUTHI KaKue IIPU3HAKU KOJUPYIOT, HO IIeHOM 9TOr0 SBJIsIeTCd HeaQPeKTUBHOE
HUCII0JIb30BaHUe 32-0MTHOTO IIpocTpaHcTBa 3HaueHuit Affinity. Hanpumep, Heo6X0gUMO
3aKOIUpPOBaTh IIITH "I[BeTOB". EC/IM UCII0JIL30BaTh JIAKOHHMYHYIO KOHIIEIIINUI0, TO IIOHAZ006UTCA
TOJIBKO 3 6UTa, KOTOPHIMU MO>KHO 3aKOAUPOBAThH 5 IIBETOB, M eIllé 3 OCTaBUTh B pe3epBe Ha
cIydyad paciupeHus IoTpebHocTed. Eciau Mcmosib30BaTh HWHTYUTHBHYIO KOHIIEIIITHUIO, TO
IIOHAL005TCA BCe 5 OUT — 3TO HEIKOHOMHO, HO JIETKO YUTAeTCs oIlepaTopoM. BmecTo mmapamerpa
Mask BBOAUTCA TPU UHTYUTUBHO IIOHATHBIE IIOATPYIIIILI COOTBETCTBUA:

* include-all — Bce npusHaky, ykasaHHble B affinity, [OJDKHBI IIPHUCYTCTBOBAaThH B IIapaMeTpe
Admin Group unrtepderica ("ecim MHTepdetic-Ilama u TyHHesab-Callla UMET OJAMHAKOBEIE
IIPU3HaKU: [[BeT IV1a3, $opMy HOca U yIllel, TO OHU IIPU3HAKTCI POACTBEHHBIMU APYT APYTY');

¢ include-any —xoTs1 ObI OZWH IIPHU3HAK M3 3TOM IIOATPYIIIBI, yKasaHHBIM B Affinity, no/oxeH
coBIazaTtk ¢ Admin Group uHTepdeiica ("ecomu MHTepdeiic-Ilamma u TyHHesb-Callla UMEOT
OJIMHAKOBBIX POCT UJIH BeC, TO IIPU3HAIOTCA TPOPOIAHBIMU OpaThbaMu'");

* exclude —IpusHaKy, yKasaHHble B 3TOM IoArpymiie B Affinity, J0/DKHBI OTCYTCTBOBAThH B
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napaMeTrpe Admin Group uHTepodeiica ("ecsiu TyHHesb-Callla UMeeT IIPU3HaK 60JiesIbIIUKaA
@K IICKA u BHeCeH B COOTBETCTBYIOIYIO I'pymIry, To MHTepdetic-Ilamia He Ko/KeH 60JIeTh 3a
@K IICKA, 1 Toria OHU CHOBA SIBJIAIOTCA POJHBIMU APYT APYry").

RFC 3209 ompepeger I1ocjJIef0BaTeJILHOCTD IIPOBEPOK IIPHU3HAKOB, YKa3aHHBIX B Pa3HBIX IPyIIIax
(rak xak I omHoro RSVP LSP MOKHO yKasaTh IIPU3HAaKM B pPasHBIX IIOATpyIIax) Takux
IIPOBEPKHU TPH:

1. (admin-group & exclude-any) == 0 — IpoBepKa, UTO HUKAaKHe aTpUOYTHI, yKazaHHbIe B exclude-
group, He yCTaHOBJIEHBI Ha MHTepderice;

2. (include-any == @) | ((admin-group & include-any) != 0)—mpoBepka, uTo include-any
npusHaky y RSVP LSP He ycTaHOBJIEHBI JIMO0 Ha JIMHKE YKa3aH XO0Th OJMH U3 YCTaHOBJIEHHBIX
B rpy1ile include-any IIprsHaKoB;

3. (include-all == @) | (((admin-group & include-all) A include-all) == @) —IpoBepKa, UTO
include-all mpusHaku y RSVP LSP He ycTaHOBJIEHBI JIM60 Ha JIMHKE YCTaHOBJIEHBI BCe
Ipu3HaKy u3 rpymiisl include-all y RSVP LSP TyHHe

Ecyiy Bce TpH TecTa YCIIEIIHBI, TO TAKOM JIMHK IIPU3HAETCA POACTBEHHBIM TYHHEJII0 U I0ITyCKaeT s
K pacyéTy OIITUMAaJILHOIO IIyTH IIPOTOKOJIOM CSPE.

[Tepel1€M K IIpaKTUUeCKOMY IIpUMEpY:

MpUAYMaH Hble MHO i 2HaUeHHA GuToE Admin group, o6kiuHO
3Ta MHIOPMALMA eCTh B AW3aAH-NPOEKTE HA CETh
31-5 4 3 210

20 ‘.‘l
Ip: 102.168.5426/30

teior17 ‘
0/17.363
p:192.168.54. 22 :192.168.54.46130

ME5100

' EROs
+ Wd:10.0.194
\
'

T ~ge-00I0 35
1p:102.168.54.37130 EROY
1d:10.0.19.6

Figure 4. Kongueypauyus TE-myHHeAs ¢ 02paHudeHueMm 8 sude Admin-Group.

Ha pucyHKe Bblllle BUJHO:
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* RSVP LSP 42_Orange@lspl moCTpoUJICa eIUHCTBEHHO BO3MOXKHBIM IIyTEM — Uepes JIMHKHU, Ha
KOTOPBIX UMeeTcd ITpU3HaK "Orange" (opaHykeBasd IIYHKTHUPHAs JIMHUA);

* RSVP LSP 42 Violet@lspl mocTpousica efUHCTBEHHO BO3MOKHBIM IIyTeM — Uepes3 JIMHKU, Ha
KOTOPBIX UMeeTcs IIPU3HaK "Violet" (prosieToBas IyHKTUPHAs JIUHUA);

* RSVP LSP 42 _Red@Ilsp1l mocTpousicd eJUHCTBEHHO BO3MOYKHBLIM IIyTeM — Uepe3 JUHKH, Ha
KOTOPBIX OTCYTCTBYeT Ipu3HaK "Violet" (KpacHas IyHKTHUPHAas JIUHUA).

KomaHnpma

configure

mpls rsvp

admin-group Red bit-position 0
admin-group Violet bit-position 1
admin-group Blue bit-position 2
admin-group Orange bit-position 3
admin-group Green bit-position 4
interface te0/0/17.353

attribute-flags Blue
attribute-flags Violet
exit

interface te@/0/17.363

attribute-flags Green
attribute-flags Orange
exit

tunnel 42_0Orange
tunnel 42 _Red
tunnel 42 Violet

destination 10.0.19.2

source 10.0.19.4

tunnel-1sp 1sp1

HasunaueHue
[Tepexo[ B pesXuM I7106a71bHOM KOHQUTYpaITHN.
[Tepexop B pe’XUM HaCTPOUKHU IpoToKos1a RSVP.

HasxnawaeM 6utamM 0 1 2 3 4 COOTBeETCTBHE YCIOBHBIM
npusHakaMm Red, Violet, Blue, Orange, Green coIiacHO
IV3aliHy CeTHU.

BxiroueHue npoTokosia RSVP Ha uHTepderice U mepexof B
pe’XuM ero KOHQUIryparuu

B pexxume xkoHuUrypanmu RSVP-mapameTpoB HMHTepdeiica
te0/0/17.353 npucBauBaeM eMy Ipu3Haku Blue, Violet.

BosBpat B pe’kuM KoHpuUryparuu RSVP rmpoTokoJia.

BxiroueHue nporokosia RSVP Ha uHTepdetice te0/0/17.363 u
I1epexo/i B peKUM ero KOHQUIyparyu.

B pexxume xkoHpurypanuu RSVP-mapameTpoB HMHTepdeiica
te0/0/17.363 nmpucBanBaeM emMy IIpU3HaKU Green, Orange.

BosBpat B pe’kuM KoHpurypanuu RSVP rmpoTokoJia.

CospmaéMm 3 MPLS TE TyHHess1 ¢ uMeHaMu 42_Orange, 42_Red,
42 _Violet 1 HacTpaWBaeM HX Ha HCIIOJb30BaHHe Admin-
Groups ¢ pasJuyHbBIMH BapuaHTaMu include-all-group,
include-any-group, exclude-group (zajsee IoBTOpPAOIIHECT
KOMAaH/IbI OITYCTHM).

OrpenesieHue IPv4-anpeca Egress-LSR-
a— MapuipyTusaTopa, Ime 6ygeT TepMuHUpoBaThca TE-
TYHHeJIb.

Ompepesienue IPv4-anpeca ¢ Ingress LSR-a — uHTepdeiica, ¢
KOTOpOro OyzeT cTpouThbcsa TE-TyHHeIIb.

CospaeMm y TE-TyHHess1 LSP ¢ uMmeHeM lspl 1 nepexoguM B
PeXuM ero KOHQUTYPUPOBaHUS.
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KomaHnpa

admin-groups include-all-group
Orange

admin-groups exclude-group Violet

admin-groups include-any-group
Violet

exit
exit
root

commit

Ha3umaueHue

Jug RSVP LSP 42 Orange@lspl nmpuMeHsieM orpaHUYeHUe
yepe3 OUTOBBIM BEKTOP "COOTBETCTBHE BCeM IpHU3HAKaM".
[Iportecc CSPF 6ymeT UCIIOJIL30BATh I pacuyéra TOJIBKO Te
JIMHKY, KOTOpble OyAyT HMMeThb BCe OUTOBBIE IIPU3HAKU,
yKa3aHHble B KOMaH/ie. B 1aHHOM IIpuMepe 06s13aTeIbHBIN
IIpU3HaK Ha MHTepdeiicax oguH - Orange.

Juit RSVP LSP 42_Red@lspl 1puMeHsieM OrpaHUYeHUe
yepe3 OUTOBBINM BeKTOp "exclude-group”. IIpomecc CSPF
OyZeT HCIOJIb30BaTh [JId pacyéra TOJBKO Te JIMHKHY,
koTopele HE 6yayT MMeTh OGUTOBBIE IIPU3HAKHU, YKa3aHHbIe
B KOMaHJe. B jaHHOM IIpuMepe IIpHU3HAaK OOWH — "IiBeT"
Violet. RSVP LSP 42 _Red@lspl [0o/DKeH IIOCTPOUTHCH,
nsberasi uHTepdelcoB ¢ mpusHakoM Violet.

It RSVP LSP 42 Violet@lspl mpuMeHsieM oOrpaHUYeHUe
yepe3 OUTOBBIM BEKTOP "COOTBETCTBHE XOTS OBl OJHOMY
npusHaky". IIpomecc CSPF 6y/eT UCII0/IL30BaTh I pacyéTa
TOJIBKO Te JIMHKH, KOTOPBIe OYAyT UMeTb XOTs ObI OJUH U3
IIepeurCcJIeHHbIX B KOMaHJle OWTOBBIX IIPpU3HAaKOB. B
JaHHOM IIpUMepe >KejlaeMbIM IIpU3HAK Ha HHTepdericax
oH — Violet.

BosBpaT B pesKUM HacTpoek TE-TyHHeJId.
Bo3Bpart B pe’kuM HacTpoeK IIpoToKoa RSVP.
BBIXO/] B pesKUM I7106a/IbHOM KOHQUTYpaIUH.

[IppMeHeHMe IIPOM3Be/IeHHBIX HACTPOEK.

[TocMOTpeTh TOIIOJIOTUYeCKYI0 6a3y gaHHBIX (TEDB) M0>XHO KOMaH0H "show mpls

NOTE

te topology". B Hel miaa Kaxpgoro uHTepderica IGP-momMeHa ecTh IlapameTp

"Color/Resource class"—3aTo mpeacraBaeHue "Link Attribute” (oH ke "Admin
Group") B IlIeCTHaAIaTePUIHOM popmMare.

Crmoco0bl mepeHanpaB/JIeHHsI CEpBHCHOI0 TpapHUKa B

TE-TyHHeEJIb

[Tocsie Toro, kak LSP TE-TyHHeJIs YCIIeITHO ITOCTPOMJICA IIPOTOKOJIOM RSVP, cepBUCHBIN TpaduK B
Hero aBTOMAaTHUYeCKU IlepefaBaThbCsd II0-IIpe)KHeMy He OyzeT. /yid TOro, 4ToObl IlepeHalpaBUTh
Tpaduk B RSVP LSP, He06X0 MO BBIIIOJHUTS JOIIOJTHUTE/IbHbIE TeHCTBUS.

PaccMoTpHUM pas3/IMyYHble BapUaHTHI HalIpaBeHus Tpaduka B TE-TyHHeJIb:

* IGP shortcut—>sTo crioco6 mpencraBuTh TE-TyHHes b KaK HHTepdelc ¢ BKIHYEeHHBIM IGP-
IIPOTOKOJIOM M Ha3HaYeHHOM MeTPHUKOH, IIPH 3TOM HHPOpMalidd O JaHHOM HMHTepdelice He
aHoHcupyeTcss B IGP momeH; ciiefoBaTe/IbHO, JpPyrHie MapIIPyTH3aTOPHI He 3HAKT O €ero
CYIIIeCTBOBaHUHU U He MOI'YT IlepelpaBUTh TpadUuK yepe3 TE-TyHHeIIb;
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» Static route—>sTOT CII0CO6 1I03BOJIZET, MCIIOJB3ysl CTATUUYECKYH MapIIpyTHU3alliio,
IepeHarnpaBUTh TpaQUK Ha IOZCETh U3 II00aMbHOU Tabsmibl Mapiupyrusanuu (GRT) B TE-
TYHHEJIb.

* L3VPN Forwarding — /yig1 Toro, uro6sl RSVP LSP paccMmaTpuBajicd MapLIPyTH3aTOPOM Kak
BO3MOJKHBIN MHTepdelc A5 focTaBKU Tpaduka K nexthop’y mapuipyra B VRF, He06X01uMO
BBIIIOJIHUTH KOMaHAY '13vpn' B peskuMe KOHQUTypaIiuu IpoToKoJia RSVP;

* L2VPN switching — 1151 Tor0, YTOOBI CEPBUCHBIN TpadUK M3 xconnect wuau bridge-domain mor
ObITH IlepefiaH 4depe3 RSVP LSP, Heo6xXogumo B KoHuryparuu PW L2VPN-cepBuca ykKasaTb
KOMaHAy "transport rsvp tunnel NAME".

PaCCMOTpI/IM 3TH CII0COOBI 60JIee JeTaJIbHO.

dopBapaunr IP-rpadpuka GRT (r;106a/1bHOM Ta0/IUIBI MapLUIPyTU3aI[HH)
yepe3 TE-tryHHes MeToaoM IGP shortcut

Ha wMapmpyTusatopax cepurn ME wucnosnb3oBaHue Metoga IGP  shortcut mosBosisieT
nepeHanpaBuTh B TE-TyHHesb Tpaduk u3 GRT, HO He 3aTparuBaeT Tpaduk u3 L2- mianu L3VPN-
CEepPBHCOB.

3agaya: Heo6xoguMmo obecrieuuts IP cBg3HOCTh Mesxay CE1 u CE2 B GRT.

Tomosrorus:

ER06
1d:10.0.19.2

Ping OK

i . s
i :10.0.19. 1e0/0Hg )
: orfzsg @ e - - - el o :
vy BGP ;Jeer'm'é"n___
; : 3 te0/0/1425 6 :
1p:192.168.70.100/ ! ] Ip:192.188 S/ 3rs0

CE1 CE2
Ip:192.168.70.1/24 Ip:192.168.56.2/24

p:192.168.54.17/30

Ip: 192.168.54.18/24

-
il

e2/0/1.353
p: 192.168.54.22/24

Id:10.0.19.3

gp-shortcut metric-type absoluts
igp-shortcut metric-value 1

Figure 5. Ilepedaua mpaguxa u3 GRT uepe3 TE-myHHe b
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Ha mpomesxyTouHbIX P-MapipyTusaTopax (ERO6 1 ER08) HeT MapiipyTHOU HHGOPMAITUHU O CETIX
192.168.70.0/24 n 192.168.56.0/24. UudopMansi 0 HUX PaCIIPOCTPaHSETCd II0 IPOTOKoay BGP
Mexnay  PE-mapuipytusaTtopaMy; — CjefoBaTeJbHO, [JId  obecrieueHUss  CBI3HOCTU  PE-
MapIlIpyTHU3aTOPHI JOJDKHBI HHKAIICYJIMPOBATh 3TOT TpaduK B TE-TyHHeIH, ITIOCTPOEHHbIE MeXXIy
HUMU.

KomaHna HasunaueHue

configure [Tepexop B pesKuUM I7106a71bHOM KOHQUTYpaLUN.

mpls ITepexop B pesxuM KoHGUrypanuu ¢yHkioHaaa MPLS.
rsvp Ilepexof B pesXrM HaCTPOMKHU IIPOTOKOJIa RSVP.

interface te@/0/17.353 BrJIroueHHe IpoTokosia RSVP Ha uHTepdetice te0/0/17.353.
interface te0/0/18.200 BKJII0YeHHe ITPoToKoJIa RSVP Ha nHTepdetice te0/0/18.200.
exit BosBparT B pesKuM KOHQUTYpAITUU IIPOTOKoIa RSVP.

tunnel 41 CosmaeM TE-TyHHeJb ¢ ©MeHeM 41 U IIepeXo[M B PeXKHM

ero KOHQUIryparuu.

description from ER@5 to ERO7 TekcroBoe onucaHue TE-TyHHend [ 06JerdeHUs
HOHMMAaHHUs KOHQUTYPaIUH.

destination 10.0.19.1 KomaHpa ykasbiBaeT Ha LSR-ID Egress-MapIiupyTusaTopa. B
HaleM npumepe 3to ER07.

igp-shortcut metric-type absolute Komampma Brirouaer dyHKIHOHAT igp-shorcut u ompepeseT
THUII METPUKHU — absolute.

igp-shortcut metric-value 1 KoMmaHfa oIpefieisieT 3HaueHHe IGP-meTpuku pjs TE-
TYHHeJIA, paBHOM '1'".

source 10.0.19.4 KomaH/ja ycTaHaBauBaeT LSR-ID Ingress-MapIIpyTH3aTopa
B KauecTBe ucTouyHUKa TE-TyHHeJ .

tunnel-1sp ER@5_to_(7206 CospmaeM RSVP LSP ¢ curHaiabHBIM uMeHeM 'ER05_to_C7206'
U IIepexO0fIiM B PeXKHM er0 KOHGUIYPHPOBaHMSL.

path-computation explicit partial Komanpma HakiagpIBaeT orpaHMYeHHe Ha IocTpoeHHe LSP,

path over_er@b OH [O/DKeH IIPOXOJMTh dYepes hop-bl, yKasaHHbIE B

KoHurypanuu explicit-path 'over_er06'.

commit ITpuMeHeHMe IIPOU3BELeHHBIX HACTPOEK.

[Tocie Toro, kak TE-TyHHeJ b CKOHOUIYPUPOBAH CIIOCOO0M, OITMCAaHHBIM
BBIIIIE, OH BCe ellle He MO>KeT ObITh UCII0JIb30BaH I JO0CTaBKU TpaduKa 10
y3ua 10.0.19.1, gake ecyd ero MeTpyUKa paBHa 1, a y aJbTepHAaTUBHOIO IGP

IMPORTANT MapuipyTa MeTpuka 25. H3-3a apXUTeKTypHBIX 0COOeHHOCTeH
MapuIpyTusatopoB cepuu ME He0o0X0AMMO BK/IYUTH (PYHKIMOHAIL
ECMP uyepe3 KoOMaHJy pekKHMa IJ100a/1bHON KOHQUTypamuu 'router
equal-cost'.
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ITpumep. lemaavHasa KoH@Pu2ypauus npomoko.ia RSVP 0.9 gopeapoureza mpaguxka us GRT uepe3 TE-

MyHHeNb 41:

rsvp
interface tengigabitethernet 0/0/17.353
exit
interface tengigabitethernet 0/0/18.200
exit
explicit-path over_er@6
explicit-route-object 10
ip-prefix 10.0.19.2
loose
exit
exit
tunnel 41
description "from ER@5 to ER@7"
destination 10.0.19.1
igp-shortcut metric-type absolute
igp-shortcut metric-value 1
source 10.0.19.4
tunnel-1sp ER@5_to_(C7206

path-computation explicit partial path over_er@6

exit
exit
exit

router equal-cost

MapuipyTt Ha C7206 (ER07)

(7206VXR#show ip route 192.168.56.2

Routing entry for 192.168.56.0/24

Known via "static", distance 1, metric 0
(connected)

Routing Descriptor Blocks:

* directly connected, via Tunnell4

Route metric is @, traffic share count is 1
C7206VXR#

Mapuipyt Ha ME5100 (ERO5)

0/ME5100:ER05# show route 192.168.70.100
Wed Jan 18 12:20:36 2023

Routing entry for 192.168.70.0/24

Last update: ©2h53m37s

Routing Descriptor Blocks

192.168.54.5, via tu41@ER@5_to_C7206
Known via bgp, distance 200, metric 0
type bgp-internal, protection none, route-type
remote

Entries: 1

0/ME5100:EROS#

dopBapaunr IP-tpaduka GRT (1r7106a/1pHON Ta0/IUIIBI MaPIIPyTHU3AI[UH)
yepe3 TE-TyHHEJIb C IOMOIIBI0 CTATHYECKOI'0 MapuIpyra

Ha mapiipytusaTopax cepur ME HCIIOZIb30BaHHe JAHHOIO MeTOZA II03BOJIAeT IlepeHalpaBiIaTh
Tpaduk u3 GRT, HO He 3aTparuBaeT Tpaduk L2- vu L3VPN-cepBHCOB.

3agmaua: Heo6xonumo o6ecrieunts [P cBsisHOCTE Mexxay CE1 u CE2 B GRT

Tormosiorud:
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Ping OK

MES100

ER05
NG 1d:10.0.19.4

Gi0IL357
CE1 Ip:192.168,54.26/30
1p:192.168.70.1124

Ge2/011.353
p: 192.168.54.22i124

ER08
1d:10.0.19.3

Figure 6. Ilepedava mpaguxa u3 GRT uepe3 TE-myHHeAb C NOMOUbI0 CMAMUHECKO20 Mapupyma

Komanpga HasHaueHue

configure Ilepexof B pesKUM IJI06a/IbHOM KOHQHUIYPaITHH.

rsvp Ilepexo B pesKHUM HACTPOMKHU IIPOTOKOJIa RSVP.

tunnel 41 CosgaeMm TE-TyHHeJb ¢ IMeHeM 41 M IIepexofilM B PeXKHUM

ero KOHQUIryparumu.

description from_ER@5_to_ER07 TekcToBoe ommcaHue TE-TyHHeqs i 06JerdeHus
TIOHHMAaHUS KOHQUTYPAITHH.

destination 10.0.19.1 KomaHjia ykassiBaeT Ha LSR-ID Egress mapIipyTusaTopa. B
HaieM npumepe 3to ER07.

forwarding-adjacency KoMaHJla ycTaHaBJIUBaeT aTPHOYT BOSMOKHOCTH IIepelaur
cepBUCHOro Tpapuka uyepes RSVP LSP TE-TyHHeJIs.

JlaHHasg KOMaHfa o6s3aTesbHa MJIA
aKTUBAIlMU BO3MOJKHOCTH Ilepefadyur
IMPORTANT Tpaduka udepes TE-TyHHesb. be3 Heé
bopBapAUHT CEpPBUCHOTO Tpaduka
yepe3 TE-TYHHeJIb HEBO3MOKEH.
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KomaHnpa

routing-adjacency

source 10.0.19.4
tunnel-1sp ER@5_to_C7206
path-computation explicit partial

path over_er@8

commit

Ha3umaueHue

Komanga ycraHaBauBaeT IIpu3sHakK TE-TyHHesZ Kak
uHTepdelica, Yepe3  KOTOPHIX  MOXKHO  IIOJIyYaTh
MapIIPyTHYI0 HHPOPMAIIHIO.

JlaHHasg KoMaHpja o6s3aTesbHA [JId
aKTHUBAIIMM BO3MOJKHOCTH Ilepeadyir
Tpaduka uepe3 TE-TyHHesH. be3 Heé
CTaTHYeCKUU MapLIpyT,
ucnosab3yromul  TE-TyHHeNb  Kak
UCXOAIMN HHTepdeiic, He OyIeT
HHCTAJUIMPOBaH B TabuIly
MapIIpyTHU3aI[UH.

IMPORTANT

Komanpma ykaseiBaeT LSR-ID Ingress mapiupyrtusaTtopa B
KauecTBe ucTOYHUKa TE-TyHHeI.

Cosmaem RSVP LSP c¢ curHa/ibHBEIM nMeHeM 'ER05_to_C7206'
U IIepexX0/iM B Pe’KUM ero KOHQUTYpUpPOBaHUI.

KomaHpa HaKJIaJpIBaeT OorpaHUYeHHe B BHUJIE
UCII0JIb30BaHUA explcit-path ¢ uMeHeM 'over_er08'.

[IpuMeHeHMe IIPOHU3BeJeHHBIX HAaCTPOEK.

Tabauua 77. [Ipumep KoH@PuUypayuu cmamudeckozo mapupyma uepe3 TE-myHHeNb:

KomaHma

confiqure

router static

address-family ipv4 unicast

destination 192.168.70.0/24
0.0.0.0

interface tunnel-rsvp 41

commit

Ha3HnaueHue
ITepexof B pesKUM IVI06a/IbHOM KOHQUTYPAIIHAH.

Ilepexof¥M B PpeXUM KOHQUIYpalM CTaTHYeCKUX
MapIIPyTOB.

Omnpepesnsiem Tun address-faminily ¥ mmepexofuM B pexum
KOHGHUTYpAIH JOIIOJIHUTE/IbHBIX IIapaMeTPOB.

KOMaH,ZLa YKa3bIBaeT CeTh Ha3HAUYE€HU VI MapIIpyTa

Anpec 1uIr03a HeoOXOAMMO yKas3aTh
paBHBIM 0.0.0.0 B ciyyae
ucionb3oBaHug TE-TyHHesd  Kak
UCXOdI1Iero uHTepderica.

IMPORTANT

KomaHja ompesiesisieT ucoiab3oBaHue TE-TyHHe s Kak
HCXOJSIIEro HHTepderica B CTaTHYECKOM MapIIIPyTe.

[IpuMeHeHMe IIPOHU3BeJeHHBIX HaCTPOeK.

ITpumep. lemanvHasa KoH@Pu2ypauus npomokosia RSVP 0aa gpopsapournza mpaguxa uz GRT uepe3 TE-

MyHHeNb 41:

mpls
rsvp
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interface tengigabitethernet 0/0/17.353
exit
interface tengigabitethernet 0/0/18.200
exit
explicit-path over_er@8
explicit-route-object 0
ip-prefix 10.0.19.3
loose
exit
exit
tunnel 41
description "from ER@5 to ERO7"
destination 10.0.19.1
forwarding-adjacency
igp-shortcut metric-type absolute
igp-shortcut metric-value 1
routing-adjacency
source 10.0.19.4
tunnel-1sp ER@5_to_(C7206
path-computation explicit partial path over_er@8
exit
exit
exit
exit
router static
address-family ipv4 unicast
destination 192.168.70.0/24 0.0.0.0
interface tunnel-rsvp 41
exit
exit
exit
exit

[Ipumep. Tabsrita MapIIpyTU3ALUHU:

Cisco 7206 (ER07) Eltex ME5100 (ER05)
(7206VXR#show ip route 192.168.56.2 0/ME5100:ER05# show route 192.168.70.1
Routing entry for 192.168.56.0/24 Routing entry for 192.168.70.0/24
Known via "static", distance 1, metric 0 Last update: N/A
(connected) Routing Descriptor Blocks
Routing Descriptor Blocks: 192.168.54.22, via tu41@ER05_ to (7206
* directly connected, via Tunnell4 Known via static, distance 1, metric 1
Route metric is @, traffic share count is 1 type static, protection none, route-type
remote
Entries: 1

ITpumep. O6MmeH ICMP-nakemamu
C7206VXR#traceroute 192.168.56.2 source 192.168.70.100

Type escape sequence to abort.
Tracing the route to 192.168.56.2
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VRF info: (vrf in name/id, vrf out name/id)
1 192.168.54.30 [MPLS: Label 70 Exp @] 4 msec @ msec @ msec
2 192.168.54.6 @ msec @ msec @ msec
3 192.168.56.2 4 msec @ msec 4 msec

C7206VXR#

0/ME5100:ERO5# traceroute 192.168.70.1 source 192.168.56.1

Mon Oct 7 16:45:52 2019

Traceroute to 192.168.70.1 (192.168.70.1), 30 hops max, 60 byte packets
1 192.168.70.1 (192.168.70.1) ©0.323 ms 0.312 ms 0.304 ms

0/ME5100: EROS#

dopsapaunHr L3VPN-Tpaduka uepe3 TE-TyHHe Ib

Ha mapmpyrtusaTopax cepuud ME HCIIoJb30BaHHe TaHHOTO MeTO/ia II03BOJIsIeT IlepeHallpaBUTh
Tpaduk L3VPN-cepBucoB B TE-TyHHEJIb.

3azmaua: Heo6xogumo obecrieuuts [IP-cBg3HOCTh Mexxay CE1 1 CE2 B VRF 'TEST1'

TorroJsiorud:

EROQ7
! 1d:10.0.19,

CE1
1p:192.168.70.1/24

‘ -
»' ~"~.

4" ‘\
J' M -
L4 -
> - 1e0/01R
Treal, T T=010/17.340
. Tre.L. 4 E 7 Vit TEST1
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Figure 7. Ilepedaua cepgucHoz2o mpaguxa uz VRF TEST1 uepe3 TE-myHHe k.

KomaHa

confiqure

rsvp

interface te0/0/17.353
interface te0/0/18.200

exit

HasHaueHue

[Tepexo[ B pesKuM I7106a7IbHOM KOHQUTYpALUN.

[Tepexof B pe’XUM HaCTPOUKHU IpoToKosia RSVP.
BxuroueHue riporokosia RSVP Ha uHTepdetice te0/0/17.353.
BxurroueHue niporokosia RSVP Ha nHTepdetice te0/0/18.200.

BosBpart B pexuM KoHOUrypariuu RSVP 1ipoTokoJia.
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KomaHnpa

13vpn

tunnel 47

description "from ER@5 to ERO7"

destination 10.0.19.1

forwarding-adjacency

source 10.0.19.4
tunnel-1sp ERB5_to_ (7206
path-computation explicit partial

path over_er@6
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Ha3umaueHue

BxurroueHue pexxuMa Inepenauun L3VPN tpaduka ydepes TE-
TYHHEJIH.

JlaHHasg KOMaHfa ob6s3aTesJbHa MIJId
aKTUBAIlMU BO3MOJKHOCTH Ilepefadyn
Tpaduka yepes TE-TyHHeI .
Komanpa pa6oTaet a1 Tpadpuka Bcex
VRE, CO3TaHHBIX  Ha TaHHOM
Mmapupyrusatope. Ilpu Hajauuyuu
RSVP LSP nmo koHKpeTHOro nexthop’a,
L3VPN MapuipyT ¢ TakuM nexthop’om
Ooymer wucmosb3oBaTh LSP g
OTIIPaBKHU CEPBUCHOTIO TpaduKa.

IMPORTANT

CosgaeM TE-TyHHeJIbE C MMeHeEM 41 U IIepexXofUuM B PEKUM
ero KOHQUIryparum.

TexcroBoe onucanue TE-TyHHeasa [Jid  oO6JieryeHUs
IIOHMMAaHUS KOHQUTYpaAITUU.

Komanpa ykaseiBaeT Ha LSR-ID Egress maprupyTtusaTopa. B
HaireM npumepe 3tTo ER07.

KomaHia ycTaHaB/IMBaeT aTpUOYT BO3MOKHOCTH Ilepefauu
cepBucHOro Tpadpuka uepes RSVP LSP TE-TyHHeJIs.

JlaHHasi KoMaHaa o60s3aTejabHa IJId
aKTUBAIIMU BO3MOJKHOCTH Ilepeadyu
Tpaduka uepe3 TE-TyHHesH. be3 Heé
BGP vpnv4 MapLIpyTbl, H3y4YeHHBbIE

oT YOaIE€HHBIX PE-

MapIIpyTHU3aTOPOB, He oymyT

HHCTAJUIMPOBAaHbBI B TabIUIy
IMPORTANT

MapIIpyTHU3aIiuu VRE, T.K.

paboTocrIoco6HOr0  TPAHCIIOPTHOIO
LSP 10 next-hop-oB, H3yUYeHHBIX
MapuIpyToB He 6yzeT (HecMOTpsd Ha
TO, 4TO TE-TyHHeJb B cocTogHUM UP).
KomaHa 'routing-adjacency’ B
NaHHOM CIleHapHUy He Hy KHa.

Komanpga ycraHaBiyBaeT LSR-ID Ingress-mapIiipyrusaTopa
B KauecTBe UCTOUHUKA TE-TyHHeJIS.

Cosmaem RSVP LSP c curHasibHBEIM mMeHeM 'ER05_to_C7206'
U IIepexXoiM B Pe’KUM ero KOHQUTypUpOBaHUs.

KoMmaHga HakIaAbIBaeT OrpaHUYeHHe Ha II0CTpOeHHe
LSP — 0H [o/DKeH IIPOXoAUTh uepe3 MaplpyrusaTop ERO6.



Komanpga HasHaueHue

commit ITprMeHeHMe IIPOKM3BEeIeHHBIX HACTPOEK.

ITpumep. lemanvHaa KoHPu2ypauus npomokosia RSVP daa gpopsapourza mpaguxa uz VRF 'Test1' uepes
TE-myHHeb:

mpls
rsvp
interface tengigabitethernet 0/0/17.353
exit
interface tengigabitethernet 0/0/18.200
exit
explicit-path over_er@6
explicit-route-object 10
ip-prefix 10.0.19.2
loose
exit
exit
13vpn
tunnel 41
description "from ERO5 to ERO7"
destination 10.0.19.1
forwarding-adjacency
source 10.0.19.4
tunnel-1sp ER@5_to_C7206
path-computation explicit partial path over_er@6
exit
exit
exit
exit

Ipumep. Ilpocmomp mabauubl mapwpymudavyuu VRF 'TEST1':

0/ME5100:ERO5# show route vrf TEST1
Wed Jan 18 18:53:42 2023
Codes: C - connected, S - static, 0 - OSPF, B - BGP, L - local

IA - OSPF inter area, EA - OSPF intra area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
ET1 - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2,
LET - IS-IS levell external, LE2 - IS-IS level2 external
BI - BGP internal, BE - BGP external, BV - BGP vpn,
BL - BGP labeled, R - RIP

192.168.56.0/24 is directly connected, 00h17m29s, te0/0/17.340
L 192.168.56.1/32 is directly connected, 00h17m29s, te0/0/17.340
B BY 192.168.70.0/24 via 10.0.19.1 [200/0], 00h@8m58s

Total entries: 3
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0/ME5100:ERO5# show 13forwarding vrf TEST1
Wed Jan 18 18:54:32 2023

Prefix Nexthop Outgoing label Interface

192.168.56.0/24 attached o=l = te@/0/17.340
192.168.56.1/32 receive ==//== te0/0/17.340
192.168.70.0/24 192.168.54.5 73/43 te0/0/18.200

0/ME5100:ERO5# ping 192.168.70.1 source 192.168.56.1 vrf TEST1
Wed Jan 18 18:54:32 2023

Sending 4, 56-byte ICMP Echos to 192.168.70.1,
request send interval is 0.100 seconds,

response wait timeout is 2.000 seconds:
Henl

Success rate is 100 percent (4/4), round-trip min/avg/max = 0.282/0.303/0.314 ms
0/ME5100:ERQ5#

dopBapaunr L2VPN-Ttpaduka uepes TE-TyHHe I

Ha mapmipytusatopax cepur ME HcIiosb3oBaHHe JaHHOTO MeTO/[a IT03BOJISeT IlepeHallpaBUTh
Tpa¢uk LZVPN-cepBucoB B TE-TyHHeJIb.

3agmaua: Heo6xoxumo o6ecrieunTs [P cBsisHOCTE Mexxy CE1 u CE2 uepes VPLS cepsuc 'BD-TEST'
Tormosrorus:
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D
ri: VRF3

Ip:192.168.70.100/24

MAC: 00:12:1e:24:64:1f

Juniper MT7i
CEl

1p:192.168.70.1/24

MES5200

ER06
1d:10.0.19.2

nelALPw-id:123 1. 192,168

1d:10.0.19.4

Figure 8. Ilepedaua cepgucHoz2o mpaguxa uepes L2ZVPN u TE-myHHeb.

Cospanue 6pupK-moMeHa VPLS, iceBompoBoia U pw-class’a [j1d I1ceBIOIIPOBO/A:

KomaHnpma

configure

12vpn pw-class pwclassdl
encapsulation mpls signaling-type
pseudowire-id-fec-signaling

root

12vpn bridge-domain BD-TEST

interface te@/0/17.341
exit

pw 10.0.19.1 123

pw-class pwclass@

HasHaueHue
Ilepexof B pesXuM Iv106a/IbHOM KOHQUTYPALIHH.

Co3maeM pw-class ¢ umeHeM 'pwclass01' ¥ IlepexoguM B
peXuM ero KOHQUTYpUPOBaHUSL.

VKasplBaeM Ha6Gop IlapaMeTpoB, HEOOXOMUMBIX IS

cuUrHasgusanuu PW.
BosBparT B pesXuM I7100a/IbHOU KOHQUTYpaIlHU.

CosmaéMm VPLS cepBuc ¢ umeHeM 'BD-TEST' u mepexoquM B
pe’XuM ero KOHQUIypUpOBaHUSL.

VkasbsiBaeM uHTepderic Kak AC-uHTepdetric B VPLS cepBuce.
BosBpart B pexxuM KoH¢urypanuu VPLS BD-TEST.

Cosmaem VC uHTepderic a1 oo6MeHa MeTKaMu ¢ ERO7 u

opraHusany PW-kaHasma [ IIepefadyd CEePBUCHOIO
TpaduKa, a TakKe IIepeXOJUM B  PpPEXUM  €ro
KOHQUTYpUPOBaHUI.

VKa3biBaeM HCII0JIL30BaTh IIpH IIOCTPOEHUH PW

napameTpsl U3 'pwclass01', KOTOPBIM MBI CO3[ja/IH PaHee.
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KomaHnpa

transport rsvp tunnel 41

commit

root

Ha3umaueHue

VKaspiBaeM HCIIOJIb30BaTh TE-TyHHeNL 41 B KauecTBe
TPAHCIIOPTHOIO [JIg 3TOT0 OpHPK-IOMeHa (3K3eMILIIpa
VPLS).

[IpuMeHeHMe IIPOU3BeJeHHBIX HACTPOEK.

Bospat B peskuM Iv1060a/IbHOM KOHQUIYpaIlHH.

Cospanue targeted LDP-ceccuu 1o cocemgHero PE:

KomaHnpa

mpls

1dp

neighbor 10.0.19.1

exit
exit

transport-address 10.0.19.4

commit

root

Cospmanue TE-TyHHeJIA C UMeHeM 41:

KomaHnpa

configure

rsvp

interface te@/0/17.353
interface te0/0/18.200
exit

tunnel 41

description from ERO5 to ERQ7

destination 10.0.19.1
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HasHaueHue
ITepexop B peskuM KoHOUIypariuu ¢yHkoHasa MPLS.
Ilepexo[ B pesKUM KOHUIypaIluU IIpoToKoa LDP.

CozmaeM remote LDP cocema '10.0.19.1' (ER07) u niepexoum
B PeXXUM ero KOHQUTypaIuu.

BrixoguM 13 pexxuMa KoHurypanuu LDP cocena.
BrIXOAMM K3 peskuMa KOHQUIypaIruu IIpoToKosa LDP.

VkasriBaeM B KauecTBe source IP pia ycraHOBieHUs LDP
coce/icTB cOOCTBeHHBIN LSR-ID.

[IpuMeHeHMe IIPOU3BeJeHHBIX HACTPOEK.

Bospart B pexxum Global Config

HasunaueHue

ITepexof B pesXuM Iv106a/IbHOM KOHQUTYPALIH.

Ilepexof B pesKMM HaCTPOHKHU IIPOTOKOJIa RSVP.
BxurroueHue ipoTokosia RSVP Ha unTepdetice te0/0/17.353.
BxuroueHue rporokosia RSVP Ha uHTepdetice te0/0/18.200.
BosBpat B pe’kuM KoHpurypanuu RSVP rmpoTokoJia.

CospmaeM TE-TyHHeJIb ¢ HMeHeM 41 U IIepexoJuM B PesKHM
ero KOHQUIypaIuu.

TexcroBoe onwucanue TE-TyHHenss [uid  oO6JieryeHUs
IIOHMMAaHUS KOHQUTYpaAITUU.

Komanga ykaseiBaeT Ha LSR-ID Egress MapiipyrusaTtopa. B
HamreM rpuMepe 3to ERO7.



KomaHnpa

forwarding-adjacency

source 10.0.19.4

tunnel-1sp ERO5_to (7206

path-computation explicit partial
path over_er06

commit

root

Ha3umaueHue

KoMaHia ycTaHaBIUBaeT aTpUOYT BO3SMOKHOCTH Ilepefayu
cepBucHOro Tpaduka yepes RSVP LSP TE-TyHHe 4.

JlaHHasg KOMaHfa ob6s3aTesJbHa MIJId
BKJIIOUEHUS BO3MOXKHOCTH Ilepefayu
Tpaduka yepe3 TE-TyHHeIH.
Ob6paThTe BHHUMaHHe, UTO KOMaH[a
'routing-adjacency’ B JaHHOM
ClleHapuHu He HY>KHaA.

IMPORTANT

Komanpma ycraHaBivBaeT LSR-ID Ingress-mapiipyrusaropa
B KauecTBe HCTOYHHUKA TE-TyHHeJI.

Cosmaem RSVP LSP ¢ curHasibHBEIM mMeHeM 'ER05_to_C7206'
U IIepexX0iM B Pe>KUM ero KOHQUTYPHUPOBaHUS.

KomaHpma HakiagplBaeT orpaHU4YeHMe Ha IocTpoeHue LSP,
OH [JOJ/DKEeH IIPOXOAUTE Uuepes MaplipyrusaTop ERO6.

HpI/IMEHeHI/Ie IIPOMU3BENEHHBIX HACTPOEK.

Bospar B pexxum Global Config

[TocieqHU MOMeHT — KoHurypanusa AC-uHtepdeiica B LZVPN-cepBuce:

KomaHma
interface te@/0/17.341

encapsulation outer-vid 341
rewrite egress tag push outer-vid
341

rewrite ingress tag pop one

commit

root

Ha3unaueHue

Co3gmaHue cabuHTepdelica U IIepexXof B PeXUM €ro
KOHQUTYpaIiuu

VKasplBaeM BHEIIHUU (0OH >Ke eNUHCTBEHHBIN B JaHHOM
rpuMepe) vlan-tar ¢ ID=341.

Komanga pob6aBissier vlan-Tar ¢ ID 341 K HCXOOSITUM
¢perimam cab-uHTEpPeiica.

Komanza yzransieT BHeITHUU vlan-Tar y BcexX BXOJAITUX Ha
cab-uHTepderic ethernet-ppeiMoB.

HpI/IMEHeHI/Ie IIPOMU3BENEHHBIX HACTPOEK.

Bospar B pexxum Global Config

IMPORTANT

3ayeM HYKHBI KOMaH[bl push ¥ pop? 3TO He0OXOAUMO [eJslaTh II0 JABYM
npuurHaM. Bo-mepBriX, ER07 B TecTe—3T0 MapmpyTtusatop Cisco,
KOTOpBHIA ypansgeT VLAN-Tar y ethernet-gpeiimMa, Ipeskze 4yeM OTIIPaBUTH
ero yepes IICeBIOIIPOBOA. MapIiupyTusaTopsl cepur ME 110 yMOI4aHUIO He
IPOU3BOJAT IIpeoOpa3oBaHui ¢ ethernet-pperiMmamu, npuieguMu ¢ AC
wi VC KaHaJIOB (KaZphl YXOAAT C TeM >Ke TeraMH, C KAKUMU IIPUIILIN). Bo-
BTOpPBIX, VLAN ID y AC-uHTepdericoB pasHsle (342 co cropoHsl ER07, 341 co
ctopousl ERO05). B a3roMm ciay4yae, gake ecau PW TIOMHATE MeXIy
mapuipyrusatopamu ELTEX ME, push u pop omepamuu ¢ TaraMu
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Heo0X0IMMBbI, YT0OBI HUBEJIUPOBATh pasHuily VLAN ID.

ITpumep. Heobxodumas KoHPuU2ypauus Ha mapwpymuzamope ER05 8 onucaHHOM cueHapuu:

interface tengigabitethernet 0/0/17.341
encapsulation outer-vid 341
rewrite egress tag push outer-vid 341
rewrite ingress tag pop one
exit
mpls
forwarding
interface loopback 1
interface tengigabitethernet 0/0/17.353
interface tengigabitethernet 0/0/18.200
exit
ldp
discovery interface tengigabitethernet 0/0/17.353
exit
discovery interface tengigabitethernet 0/0/18.200
exit
neighbor 10.0.19.1
exit
exit
router-id 10.0.19.4
transport-address 10.0.19.4
rsvp
interface tengigabitethernet 0/0/17.353
exit
interface tengigabitethernet 0/0/18.200
exit
explicit-path over_er@6
explicit-route-object 10
ip-prefix 10.0.19.2
loose
exit
exit
13vpn
tunnel 41
description "from ER@5 to ERO7"
destination 10.0.19.1
forwarding-adjacency
routing-adjacency
source 10.0.19.4
tunnel-1sp ER@5_to_(C7206
path-computation explicit partial path over_er@6
exit
exit
exit
exit
0/ME5100:ERO5#
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IIpumep. Ilpocmomp cmamyca VPLS-cepguca.

0/ME5100:ERO5# show 12vpn bridge-domain bd-name BD-TEST
Thu Jan 19 17:14:25 2023

MM -- mtu mismatch Up -- up GUp -- going up

(M -- control-word mismatch  Dn -- down GDn -- going down

OL -- no outgoing label ST -- standby L1ld -- lower layer down
BK -- backup connection F1 -- failed Drm -- dormant

SP  -- static pseudowire SW -- switchover

Bridge domain: BD-TEST, state: up
MAC learning: enabled
Local switching: enabled
Flood replication point: ingress
Flooding Multicast: all
Unknown unicast: enabled
MAC aging time: 300 s, MAC limit: 4000, Action: all, MTU: 1500
Oper-status: up
ACs: 1 (1 up)
PWs: 1 (1 up)
Routed interface: none

List of ACs:

AC: Tengigabitethernet@/0/17.341
AC binding status: up, Interface oper state: up

List of PWs:

PW: Neighbor 10.0.19.1, pw-id 123, admin Up, oper Up

Status codes:
PW class: pwclass@1, type: ethernet, signaling: pseudowire-id-fec-signaling
PSN type: mpls, encapsulation: MPLS, control word: control-word-not-present
Redundancy state active
Vpn index: 1, type: 1s
Created: 2023-01-19 13:31:07, last state change: 02h20m40s ago

Local Remote
Label 19 37
Group ID 0 0
MTU 1500 1500
Forwarding true true
Customer-facing (ingress) recv fault false false
Customer-facing (egress) send fault false false
Local PSN-facing (ingress) recv fault false false
Local PSN-facing (egress) send fault false false
Switchover false false

Interface description string rcv: none
Remote capabilities:

VC status can be signaled: true

VCCV ID can be signaled : true
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Remote node capability:
Manually set PW: false
Protocol has not yet finished cap. determination: false
Signaling the pseudowire: true
Sending the pseudowire: false

List of VFIs:
List of Autodiscovery PWs:

0/ME5100: EROS#

ITpumep. Ilpocmomp uzyueHHwvlx MAC-adpecos 8 VPLS-cepguce

0/ME5100:ERO5# show 12vpn mac-table bridge-domain BD-TEST
Thu Jan 19 17:15:18 2023

MAC address Type Learned from LC/1location Bridge-domain name
00:12:1e:24:64:1f Dynamic pw 10.0.19.1 123 0/0 BD-TEST
00:25:9e:b2:2b:57 Dynamic te@/0/17.341 0/0 BD-TEST

Total entries: 2
0/ME5100:ERQ5#

HacTtpoiika MPLS TE Autobandwidth

B mozpaszesie "Pe3sepBUpOBaHMe I10JI0CHL IporryckaHus Ayt RSVP LSP" Mbl y>xke HacTpauBaau TE-
TYHHEeJIU TakK, 4T06nI i1 uX RSVP LSP pesepBupoBasach 1osoca IPOIYCKAaHUSA Ha HUCXOAALITAX
UHTepdericax, yepes KOTOpble OHH IIPOXOAAT. OLHAKO, Takoe TpeObOBaHMWE II0JIOCHI CTaTHUYHO
3aBUCUT 0T KoHurypanuu TE-TyHHesd. VUuTeIBag TOT (QaKT, UTO pe3epBUpPOBaHUE II0JIOCHL
IpomyCcKaHUug ocyiecTBiagercd B Control-Plane m Hukak He BiauseT Ha Forwarding-Plane,
CTaHOBUTCA OYEeBHUJHO, YTO peabHBIM I10JIb30BaTeJIbCKUU TpaduK B OIIpefesleHHbII MOMEHT
BpeMeHU MOJKeT 0UeHb CHJIbHO OT/IMYAaThCSA OT TOM II0JIOCHI IIpomnycKaHus TE-TyHHe s, KoTopas
OpIa yKasaHa B KOHQUIyYpallMW YCTpocTBA. B pesysbTaTe 3TOro Takoe "cieroe”
pes3epBUpOBaHUEe PeCypCcoB IlepecTaeT aJeKBaTHO OTpakaThb peaslbHYH KapTHHY Tpeb60BaHUU K
pecypcam, IIpeoCTaBIsIeMbIM CEThIO [II1 TpaprKa COOTBETCTBYIOIIIUX TYHHeJIeH.

JlJIg BBIXOZa U3 3TOM CUTyalluM Oblla paspaboTaHa TEXHOJIOTHUS aBTOMaTHUYeCKOU KOpPpPeKIIUU
rosiocsl mporryckaHug (RSVP-TE Autobandwidth), cyTe KOTOpo B IepHOAMYECKOM H3MEpPeHUU
3arpy>keHHOCTU TE-TYHHeJId W IIOC/IeAYIOIUX IIOIIBITKAaX CHUIHAJINU3UPOBATh y>Ke HU3MepeHHYI0
(aKTyasIbHYIO WU TpeOyeMyI0) II0JI0CY IIPOIyCKaHHUS.

Texnosorus RSVP-TE Autobandwidth He gBsgeTcsa yHUBepcalbHOM; Ha OJHUX IIPOPUIIAX TpadpuKa
OHa paboTaeT XOpOIIO, & HAa APYTHUX —MeHee OIITUMaJIbHO. TeM He MeHee, OHa IIOJIy4mWJIa
IIMPOKOE pacIlpocTpaHeHWe Ha I[IpaKTHKe, TaK KaK CTaTU4YeCKOe pe3epBUpPOBAaHUE II0JIOCEHI
IIPOIIyCKaHUS He SIBJIAeTCS JOCTaTOYHO THOKUM MeTO/I0M.

CHavasIa Ia/iuM OITpefiesieHre TTOHSITHH, KOTOPBIMHU Oy/IeM OIIepHUPOBATh Jajee:
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* Make Before Break —ocHoBomosarawIuii OpUHIUII paboTel RSVP-TE. "llpexxme uem
paspyuIuTs cTapblit LSP, TOCTpOM HOBBIN'. 3TOT IPUHIIUII peajlu3yeTcsd B TaKUX CIleHapUIX,
kak MPLS TE Fast Reroute, MPLS TE Soft Preemption, a Taxke MPLS TE Autobandwidth, o
KOTOPOM H ITOH/ET peUb.

* Adjust interval — BpeMeHHON HMHTepBaJl, 110 UCTeUEeHUH KOTOPOTO IIPUHHUMAETCS pPelleHue 0
curHasmsanuu HoBoro LSP gt RSVP-TE TyHHess1 € akTyaJbHBIMU TpeOGOBAaHUSIMH K
pe3epBUPOBAHUIO II0JIOCHI IIPOIYCKAHMS.

« Sample interval —BpeMeHHOI HUHTepBaJ, II0 UCTeYeHUH KOoToporo Ingress LSR mpoussBogut
U3MepeHure TeKYIero 3HaueHus CKOPOCTH, IepefaBaeMoro yepes RSVP-TE TyHHesb Tpaduka.
HexkoHOUTYpHUpyeMBIU ITapaMeTp, PaBHBIN 60 CEKYH/I.

* Requested bandwidth — BesrMyrHa 110JI0CHI IIPOITYCKaHMUs, KOTOPY usMepuaI Ingrss LSR 3a
Adjust HTepBasI ¥ yKasasl Kak >KeJlaeMyI0 /I pe3epBa II0JI0CY IIPOIyCKaHUs A "HOBOro""
RSVP LSP.

* Signaled bandwidth —BesnurHa 1I0JIOCHI TIPOIYCKaHUs, KOTOPYI VZaJ0Ch YCIIEIIHO
npocurHaausuposBaTh oT Ingress LSR (Head-End) mo Egress LSR (Tail-End) mysa Tekyiero LSP
paccmatpuBaeMoro RSVP-TE TyHHeJIs.

* Adjust-threshold — mopor cpabaThIBaHUSA aBTOMAaTHUYECKOMN KOpPPeKITuu TI0JIOCHI
npoIryckaHus. OmpefesisieT crereHb abcomoTHOro (Kbit/s, Mbit/s, Gbit/s) M1 0THOCUTEIEHOTO
(%) ommmuma Requested bandwidth ot Signaled bandwidth, mpm kKoTOpoM IIpOHCXOAUT
curHamusanyss HoBoro LSP mra RSVP-TE TyHHe/qs1 ¢  yKe aKTyaJIM3HPOBAHHBIMHU
Tpe60BaHUSIMU K pPe3epBUPOBAHUIO I10JI0CHI IIPOITYCKaHUS.

* Maximum bandwith — MakcuMasibHOe 3HaUeHUE II0JIOCHI IIPOITYCKaHUs, KOTOPOe pasperieHo
npocurHaausupoBaHo ay1d LSP RSVP-TE TyHHe 4.

* Minimum bandwith — MUHHMa/IFHOE 3HaUeHME I10JI0CHI IIPOITYCKaHUs, KOTOPOe pa3pelleHo
npocurHaausupoBaHo 11 LSP RSVP-TE TyHHeJs.

Ecyiv 1o BcemMy nyTH ciefoBaHusl RSVP LSP Ha ucxogdinux nHTepdericax MaplipyTU3aTOPOB eCTh
IOCTAaTOYHOE KOJI-BO CBOOO/HOM II0JIOCHI IIPOIIyCKaHUd, TO Requested u Signaled bandwidth 6ynyT
paBHBL Eciu TpebyeMOM II0JIOCHI IIPOITYCKAaHUS Ha KAaKUX-TO HMHTepdeicax He OKakeTcs, TO
Requested u Signaled 6ynyT pasiauuaTtbcs. [IpuHiun "Make Before Break"” onipefiesigeT, YTO CTapbli
LSP c Signaled-mosioco#i Bxoadiui (Ingress) LSR He 1eMOHTHUpPYET 10 TeX II0pP, II0Ka YCIIEIIHO He
IIOCTpOUTCSI HOBBIM LSP ¢ Requested-iosiocoii. B atoM ciydae Requested u Signaled 6ynyT
pasimuyarbesd. Ecii HOBBIM LSP OyfmeT ycIeIIHO IIOCTPOeH, TO 3areM cTapbli LSP 6ymer
IeMOHTHPOBAH U mapaMeTpsl Signaled 1 Requested CTaHYT OJMHAKOBBIMH.

[Tokakem KoHuUryparuo MPLS TE Autobandwidth Ha KOHKpeTHOM IIpuUMepe:
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Te0l0/17.71 (vrf TEST2)
1p:192.168.71.2124

L.
_____ ” Lsp: ER05_to_ER09
= lexepayma <100 Mbps

Figure 9. HauanvHoe nosodceHue RSVP LSP 46 @ER05_to_ER09 npu eeHepauuu mpaguxa 0o 100 Mbps.

KomaHnpga

configure
mpls rsvp
interface te@/0/17.353

maximum-reservable-bandwidth
100000

exit
interface te@/0/17.360

maximum-reservable-bandwidth
500000

exit
interface te0/0/18.200

maximum-reservable-bandwidth
1000000

exit

tunnel 46

200

HasnaueHnue

ITepexof B peXuM 11062/ IbHOU KOHQUTYPALIHAH.

Ilepexof B pesXMM HaCTPOHKHU IIPOTOKOJIa RSVP.
BxurroueHHe IIpoToKosia RSVP Ha uHTepdertice te0/0/17.353.

B pexxuMme koHurypanuu RSVP rapameTpoB uHTepderica,
yCcTaHaBJIUBaeM MaKCHMaJILHO BO3MOJKHYIO IJIsL
pe3epBUpPOBaHUA IIOJIOCY IIPONyCKaHUd (B KHJIOOUTAx B
cekyHZy) - 100 Mbps

BosBpat B pe’kuM KoHpuryparuu RSVP mpoTokoJia.
BxuroueHue riporokosia RSVP Ha uHTepdetice te0/0/17.360.

B pexxuMme xoHurypanuu RSVP mmapaMeTpoB HHTepdelica,
yCcTaHaBJIUBaeM MaKCHMaJILHO BO3MO>KHYIO IUIs
pesepBUpPOBaHUA I10JI0CY IIpoIycKaHud - 500 Mbps

BosBpart B pesxuM KoH¢uUrypauu RSVP ripoTokoia.
BxuroueHue nipotokosia RSVP Ha uHTepdetice te0/0/18.200.

B pexxuMe xkoHurypanuu RSVP mmapaMmeTpoB HHTepderica,
yCcTaHaBJIUBaeM MaKCHMaJIbHO BO3MO>KHYIO I
pe3epBUPOBAHUSA I10JI0CY IIPOITyCcKaHUA - 1 Gbps

BosBpat B pe’kuM KoHpurypanuu RSVP rmpoTokoJia.

CosmaeM TE-TyHHeJIb ¢ HMeHEM 46 U IIepexXoJHuM B PEeXKUM
ero KOHQUIrypaliuu.



KomaHnpa
auto-bandwidth

adjust-threshold percent 20

interval 300

maximum-bandwidth 1000000

minimum-bandwidth 100

exit

description to_M7i

destination 10.0.19.6

forwarding-adjacency

routing-adjacency

source 10.0.19.4

tunnel-1sp ERO5_to_ERA9

Ha3umaueHue

AxTHUBUpYeM QYHKIIMOHaa autobandwidth Ha ganHOM TE-
TYHHeJIe

VKasplBaeM  OTHOCHUTEJIBHBIM  IIOPOr  CcpabaThIBaHUA
TpUITepa CHUTHAJH3allMd HOBOTO pe3epBa  II0JIOCHI
IIpoKycKaHud B Buje 20%

VkaseiBaeM Adjust uHTepBaJ B Bujie 300 CeKyH/I, B TeUueHHe
KOTOPOT0o Kaxkable 60 ceKyHn OyzeT Oy[eT IIPOBOLUTHCH
u3MepeHHe (COIMILUIMpPOBaHME) IlepegaBaeMoro uepes TE-
TYHHeJIb TpapuKa

VKa3plBaeM MaKCHUMaJIbHOe 3HaueHHe pe3epeBHUpPyeMOH
IIOJIOCHI IIPOITyCKaHHs KOTOPYH MOXKeT 3anpocutb TE-
TYHHeJIb - 1Gbps

VKasplBaeM MHUHHMAJbHOE 3HaueHUe pe3epeBUpPyeMOU
II0JIOCHI IIPOITyCKaHUS KOTOPYI0 MO>KeT 3ampocuTb TE-
TyHHeJIb - 100 Kbps

BosBpat B pe’kuM KoHouUryparuu TE-TyHHeIA.

TexcroBoe omnucaHue TE-TyHHess [uid  00JIeIrYeHUA
IIOHUMaHUA KOHQUTYPaLUH.

Komanpa ykaseiBaeT Ha LSR-ID Egress mapiupyTtusaTtopa. B
HaleM mpuMepe 3To ER09 (Juniper M7i).

KoMaHa ycTaHaBIUBaeT aTpUOYT BO3SMOKHOCTH Ilepefayu
cepBucHoOro Tpaduka yepes RSVP LSP TE-TyHHe 4.

JlaHHasg KOMaHfa ob6s3aTesJbHa MIJId
IMPORTANT BKJIIOUEHHsI BO3MOJKHOCTH Ileperadyu
Tpaduka yepe3 TE-TyHHeIH.

Komanga ycraHaBiauBaeT IIpusHakK TE-TyHHesIZ Kak
uHTepderica, UYepes  KOTOPBIM  MOXKHO  IIOJIy4aTh
MapILIPYyTHYI0 MHGOPMAIIHIO.

Komanpma ycraHasivBaeT LSR-ID Ingress-mapiipyrusaropa
B KauecTBe HCTOYHHUKA TE-TyHHe .

Cosmaem RSVP LSP ¢ curHasibHBIM uMeHeM 'ER05_to_ER09' u
IIePEeX0IUM B PEXKHUM eT0 KOHPUTYPUPOBAHUSL.

ITOCKOJIBKY HCII0JIb30BaTh KaKHe-TO
HaCTPOMKH, OTJIMYHbIE OT HAaCTPOeK
110 YMOJIYaHUIO, MBI B JaHHOM CJIy4ae

IMPORTANT He oyzmem, TO HUKaKHUX
IOIIOJTHUTEIbHBIX KOMaH]| B peKuMe
KoHburypanmuu tunnel-lsp 6ojiee He
TpebyeTcs.
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Komanpga HasHaueHue

root Bospar B peskuM Global Config

system tunnel-statistic BxuiouaeM c60p CTaTUCTHUKH Ha TE-TyHHeJIIX

KomaHza oTpHUIlaTesIbHO BJIMSeT Ha
IMPORTANT cbop CTaTUCTUKU uepes service-policy
output <policy-map name> statistics.

system tunnel-utilization BxurogaeM oTo6paskeHHe 3arpysku TE-TyHHeJlel TpaguKoM
commi t [TpuMeHeHMe IIPOK3BEIeHHBIX HACTPOEK.
N3 xoH¢urypanuu TE-TyHHess 46 BHAHO, YTO [JI9 HeEro akKTUBHUPOBAaH (YHKIMOHAI

autobandwidth co ciepyromumu rapaMmeTpaMu:

interval 300 — Adjust-untepBay 300 ceKyHZ. B TeueHue 3TOro BpemeHHU Ingress LSR Gyxper
Kaxzaple 60 cekyH7, (Sample interval) nsmepsath TpadUK, Ipoxoadinmii yepes TE-TyHHe b 46 U
COXpaHATh MaKCUMaJIbHOEe 3HaUeHHe U3 U3MEPeHHBIX 3a HUHTepPBaJl

adjust-threshold percent 20 —mopor cpa6ateiBaHUs 20% OT YCIIEIIHO CUTHAJIU3UPOBaHHOM!
II0JIOCEI TIpomnyckaHudA. T.e. ecad Ha TeKylleM Adjust-UHTepBajle MaKCHUMaJbHOe U3
U3MepeHHBIX 3HaueHUU Tpaduka OymeT OIMYATHCI OT YCIEIIHO CUTHaJIW3UPOBaHHOM
I10JIOCHI IIpoITyCcKaHud Ha 20%, To OyZeT IpeJIIpUHATA IIONBITKA IIPOCUTHAIU3UPOBATh HOBYIO
I10JI0CY IIpoIrycKaHud 111 TE-TyHHeJIs;

maximum-bandwidth 1000000 — MakcuMaJ/IbHOe 3HAauYeHHE pe3epBUPYeMOM  II0JIOCHI
IIPOITyCKaHUsA, KOTOPYI0 MOJKeT 3alIpocuTh TE-TyHHes b — 1Gbps;

minimum-bandwidth 100 — MuHMMaIbHOE 3HaUYEHHE IT0JI0CHI IIPOITYyCKAaHUs, KOTOPYI0 MOYKET
sanpocuts TE-TyHHeE b — 100Kbps.

UTO IIPOU30UIET, eC/IN IepeflaBaeMbI uepe3 aHHbIA TE-TyHHe b TpaduK yBeJaUuuTcs ¢ 45 Mbps

oo

150 Mbps? Ingress LSR geTeKTupyeT 3TOT GaKT U II0 HUCTedeHUU Adjust-uHTepBasia OyneT

BBIIIOJIHEHA IIONBITKA IIOCTPOMTHL HOBBIM RSVP LSP mma TE-tyHHena 46, HO yXe C
YI0BJIETBOPEHMEM pe3epBa JJIsd II0JI0CHI IIpolryckaHud 150 Mbps. Eciiu rmocMoTpeTs Ha PUCYHOK,
IPUBEIEHHBIN HIDKE, TO BUAHO, UTO nHTepderic te0/0/17.353 (Ha ERO5) He CMOKeT yI0BJIETBOPUTD
TaKoMy Tpeb60BaHMIO, IIOCKOJIbLKY Ha HeM max-resv-band paBeH ToabK0 100 Mbps. B pesysbTaTe
gToro Iporiecc CSPF Ha ERO5 MCKIFOUHT M3 ITOMCKA OIITHMAaJIbHOIO IIYTH JAjI1 HOBOro RSVP LSP
9TOT UHTepderic. Hioke IpuBeleH IIpUMep TOro, Kak nepecrpoutcss RSVP LSP Ha jtabopaTopHOM
CTeH/ie IIPY TaKOM yBeJIMUeHUHU TpaduKa.
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Te0/0/17.71 (vrf TEST2)
1p:192.168.71.2/24

0
Max-resv-harid 100M
19

MaoceTESV-band 108 R03
Ip: 192.168.54.38/30  Id:

Terepauua 150 Mbps Tpathuka B HANPABNEHUA OT KIIMEHTA K CepBepy

Figure 10. Kak nocmpoumcs RSVP LSP 46@ERO05_to_ER09 npu zeHepauuu mpaguxa 150 Mbps.

[IpruMep. HeckoJIbKUX KOMaH/, II0JIe3HBIX IIPU aHan3e paboTsl Autobandwidth

0/ME5100:ER@5# show mpls rsvp lsp autobandwidth
Mon Jan 23 20:22:14 2023
Tunnel: 46

Min BW: 100 Kbit/s, Max BW: 1000000 Kbit/s, Max AvgBW util: 85267 Kbit/s

Overflow limit: @, count: 0

Underflow limit: @, count: 0

Adjustment Timer: 300 sec, Adjustment Threshold: @

Time for Next Adjustment: 223 sec, Time of Last Adjustment: Mon Jan 23 20:20:57
2023

Last BW: 85267 Kbit/s, Last Requested BW: 155803 Kbit/s, Last Signaled BW: 155803
Kbit/s

Highest Watermark BW: 571280 Kbit/s

Total AutoBw Adjustments: 18

0/ME5100:ERO5#

[TosicHeHMs HEKOTOPBIM ITapaMeTpaM B BbIBOJle KOMaH/ibl show mpls rsvp Isp autobandwidth:
* Min BW - —MuHHMaJIbHasg II0jIoca  IIPOIIyCKaHWs, KOTOPYH  MOXKeT  IIOIIBITaThCS
3ape3epBHPOBAaThb TYHHeJIb;

* Max BW —MakcuMaJbHasg II0JI0CA IIPOIIYyCKAHHA, KOTOPYIO  MOXKeT  IIOIIBITAThCA
3apesepBUpPOBAaTh TYHHEJIb;

* Max AvgBW util—MakcuMasibHOe 3HayeHHe IiepefjaBaeMoro TpapukKa 3a TeKyILUi
Adjustment interval, 6yfeT UCII0JIb30BaHO 110 UcTeueHUto Adjustment Timer u copoiieHo B 0;
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* Overflow limit — oTK/II04eH, T.K. paBeH HYJIIO;
* Underflow limit — oTKJIt0ueH, T.K. paBeH HYJIIO;

* Adjustment Timer —BpeMeHHON HHTepBaJ, B TeudeHHe KOTOPOro OyAeT IIPHMHUMATHCA
pelieHye 0 curHagusanuu RSVP LSP ¢ HOBBIMU Tpe6G0BaHUAMMU 110 pe3epPBUPOBAHUIO I10JI0CHI
IIPOITYCKaHHU;

* Adjustment Threshold — 3HaueHUte, Ha KOTOpPOe MOJDKEH OTIMYAThCI U3MEPEeHHBIN TpadUK,
nepegaBaeMblii uepe3 TE-TyHHeJIb, OT YCHEITHO CUTHAJIU3UPOBAHHOM II0JIOCHI IIPOITyCKAHUS,
4T00BI HHUITUUPOBATh CUTHAIMU3AIIHI0 C HOBBIM 3HAUEHUEM pe3epBa;

* Time for Next Adjustment — ocTaBiiieecs BpeMs /10 UCTeueHUs Adjust-uHTepBaJIa;

» Time of Last Adjustment — jaTa, KOIjja IIPOUCXOMIIO YCIIEIITHOe U3MeHeHHe pe3epBUpyeMoit
TT0JIOCHI IIPOITYCKAHHUS LI TYHHEJIS,

« Last BW —1ocieqHee u3MepeHHOe 3HaueHHe Tpapuka dyepe3 TE-TyHHesb. Tpaduk
HU3MepsieTcsa yepes HeKOHQUIypupyeMele Sampling-uHTepBasbl. Ha mapiipytusatopax ME oHU
paBHEIL 60 cexyHIaMm;

* Last Requested BW — 11ocJiefHs 3alIpollleHHas I10J10Ca IIPOoNycKaHu4 11 TE-TyHHeId;

 Last Signaled BW — mocJiefHsIg yCIIEIITHO CUTHAJIM3UpPOBaHHas 110J10ca IIpoITycKaHus st TE-
TyHHeJsis1. Ecaid 3TOT mapamMeTp paBeH Last Requested BW, 3HaUUT pPecypcoB II0 II0JIOCE
IIPOIIYCKAaHUA Y CeTH XBaTHJIO Aj11 TE-TyHHeI I,

* Highest Watermark BW —MakcuManbHBIM TpaduK, HU3MEpeHHBIM 3a BCe BpeMd
CyILlleCTBOBaHUA TYHHeJ A (C MOMeHTa KoHQurypanuu autobandwidth Ha Hem);

* Total AutoBw Adjustments —KoJ-BO cpabaThbIBaHUM TexHoJoruu autobandwidth wHa TE-
TyHHeJIe (C MOMeHTa KoHQuUrypanuu autobandwidth Ha Hem).

0/ME5100:ER@O5# show mpls rsvp statistics
Mon Jan 23 20:22:17 2023
Tunnel name Period, s Sent, Bytes Sent, Packets Sent, Kbit/s Frames sent,pps
46 300 37952748385 25234623 134596 11186
0/ME5100:ERO5# show mpls rsvp interfaces
Mon Jan 23 20:26:19 2023

Interface Max resv BW Available BW Hello SRefresh Auth BFD TE metric
te0/0/17.353  100.00 Mbps 100.00 Mbps Yes No No No 5
te@/0/17.360  500.00 Mbps 344.19 Mbps Yes No No No 10
te0/0/18.200 1000.00 Mbps 1000.00 Mbps Yes No No No 10

0/ME5100:EROSH#

PaccMOTpHUM H3MeHeHUs, BEI3BaHHEIe yBeJIMYeHUeM IlepeaBaeMoro tpa¢puka yepes TE-TyHHe b
46 c¢ 150 Mbps mo 550 Mbps. Ingress LSR meTeKTHpyeT 3TOT GaKT U II0 HUCcTedyeHUU Adjust
-uHTepBaJsa 6yJeT BBIIIOJIHEHA IIOIIBITKA IIOCTPOUTH HOBBIM RSVP LSP, HO y»Ke C yI0BJIeTBOPeHUEM
pesepBa I10J10CHI IIponryckaHus 550 Mbps. Ecaiv mocMOTpeTh Ha PUCYHOK, IIPUBEIEHHBIN BEIIIIE, TO
BUIHO, UYTO eJUHCTBEHHBLIN BapuaHT g ERO5 mocTtpouth RSVP LSP, ynoBIeTBOPSIONTUNA
TpeboBaHMIO pe3epBa B 550 Mbps —3To ucnosb3oBaTh UHTepderic te0/0/18.200. Hroke nmpuBeieH
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IIpUMep TOro, Kak Ilepectpoutcsa RSVP LSP Ha jtabopaTOpHOM CTeH/e IIPU YBeJIU4YeHUU Tpaduka
o 550 Mbps.

Te0i0i17.71 (vrf TEST2)
1p:192.168.71.2/24

arid 100M
168.54.21

T 550 Mbps B or K cepeepy

Figure 11. Kak nocmpoumcs RSVP LSP 46@ERO05_to_ER09 npu eeHepauuu mpaguxa 550 Mbps.

Overflow- u Underflow-IAMUTHI U 3a4eM OHU HY>KHBI.

Ha sa60opaTOpHOM CTeHZie, KOTOPBIM OBLI MCIIOJIB30BAH B KaudecTBe JeMOHCTpaliyd pPaboThI
Autobandwidth, MO’KHO yCTaHOBUTH MUHUMAaJIbHO BO3MOKHBIN Adjust-uHTepBaJs B 300 CEKyHI, U
TOIZA MOJKeT II0KasaTbCd, UTO 3TO O0eCIeYMT [OCTAaTOYHO OIlepaTHUBHOE pearupoBaHHe Ha
U3MeHeHHUs IlepefaBaeMoro Tpa¢uka. Ha peasbHOM CeTH TakKoe 3HaueHHe OyZeT BBISBIBATh
CIMIIIKOM YacTele IepecTpoeHus RSVP LSP, KoTOphle HIpHUBeAyT K H3JIUIIHENM Harpyske Ha
ycTpoiicTBa ceTH. KOHKpeTHBIe 3HaueHUsA Adjust-WHTepBasa BBIOMPAIOTCSA CIeIfAaIWCTaMHU II0
OU3alHy ceTed IIocsIe e€ AeTaJbHOT0 aHaau3a. O6BIYHO 3TO 3HaUeHHUe BBIOMpaeTcs 3HaYUTEeIbHO
6osbmuM, 4yeM 300 ceKyHZ, MU B I3TOM Cjydae IIpHU OIpeJeJEHHBIX IIPOQHIAX TpapHKa
cpabaTeiBaHusA QyHKIMOHasa autobandwidth 6yayr peryiaspHo 3amasabiBaTb H  He
COOTBETCTBOBATH aKTyaJbHOMY TpaUKY.
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Figure 12. IIpumep npodurs mpagpuxa u Adjust unmepegana 8 300 ceKkyHd ko2da yHKUUOHAA pabomaem
Xopouuo.
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Figure 13. IIpumep npoduns mpagpuxa u Adjust unmepegana 8 300 cekyHd Koz0a PyHKUUOHaA pabomaem
naoxo.

Kak BupHO 13 PrcyHKa BbIlIe, IPOQUIb TpadpruKa MOXKET OBITh TaKUM, UYTO MaKCHMaJbHOe U3
U3MepeHHBIX 3HAaueHUM Ha IpefblayiieM Adjust-MHTepBaje ILIOXO COOTBETCTBYET 3HAUEHUSIM
TpaduKa Ha ciefyroiieM Adjust-uHTepBaje, B pe3yJbTaTe Uero pesepBUpOBaHUe PecypcoB 6yzeT
HelleKBaTHBIM.

JlIs1 yMEeHBIIIeHUsT BJIUSHUS 3TOT0 3¢PeKTa MOXKHO aKTHBHPOBATH IOIIOJHUTEJIHHBIE YCIOBUS,
IIpU KOTOPBIX Adjust-WHTepBaJl CUUTAETCS UCTEKIIIUM:

* overflow limit N—rme N - 3TO 4YMC/I0 CieAyrOIIUX ITOApPs] sample-usMepeHuil Tpaduka,
3HaueHMUsd KaKJ0T0 M3 KOTOPBHIX IIpeBhIlIaeT 3HaueHHe Signalled bandwidth Ha BesuuuHy
adjust threshold, HeobxomuMmoe miIg 06HyseHHs TakiMepa Adjust-interval @ moCpoYHOrO
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3allyCKa MeXaHH3Ma CHUTHaJ/JIU3alliK HOBOTO LSP ¢ dKTYyaJIM3UPOBAaHHBIMH TpeﬁoBaHI/IHMI/I K
pe3ePBUPOBAHHIO IT0JIOCEI ITPOITYCKAaHUA;

* underflow limit N—rme N - 3T0 4MC/I0 CaefyrOINUX IIOAPAA sample-usMepeHUI Tpaduka,
3HaUeHUs Ka’K/[0ro U3 KOTOPBIX MeHbIlle 3HadyeHUs Signalled bandwidth Ha BesrmunHy adjust
threshold, Heo6xomuMoe i1 0OHyJIeHHUs TaviMepa Adjust-interval m mOCpOYHOTO 3amycka
MeXaHu3Ma CHUTHaJIW3allud HoBOro LSP ¢ akKTyaJUM3sUpOBaHHBIMH TpPeOOBaHUSAMHU K
Ppe3epBUPOBAHUIO I10JI0CHI IIPOITYCKaHUS.

Takum 06pa3oM, MeXaHU3M HCIIOJIb30BaHUA overflow- U underflow-TUMUTOB I103BOJISIET CllesIaTh
IIOJICTPOMKY IIOJIOCHI IPOIYyCKaHWS Ha TyHHeJle 0oJiee TOUHOM C COXpaHEHHeM JI0CTaTOYHO
O0JIBIIINX 3HAaYeHUU Adjust-uHTepBaJIa.
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HACTPOHUKA EVPN

B maHHOM IJIaBe pacCMaTpPHUBAKOTCA IIPHUHIIMIIEI OpPraHW3alMd M HACTPOMKU BHPTYaJIbHBIX
YaCTHBIX ceTel BTOporo ypoBHA (Layer 2 VPN, L2VPN), ucniosbsyroinux EVPN B kagecTBe criocoba
pacipocTpaHeHUss MapIIPYyTHOM HHOPMAIUH.

OmnpepesieHud U 6a3oBast HaCTpPolKa cepBUCOB L2ZVPN pacCMOTpeHEI B IIaBe
IMPORTANT "HACTPOMKA MPLS L2VPN". OmpefieJieHHss M HaCTpOMKa IIPOTOKoIa BGP
paccMoTpeHs! B IitaBe "HACTPOMKA ITPOTOKOJIA BGP".

CoctraBupble 3jieMeHTsI EVPN

* 3k3eMusip EVPN (EVPN instance) — yHUKaJIbHasd CYIIHOCTb B KOHQUIypallMU yCTPOMCTBA
IJI YICII0JIb30BaHUS B CBSI3Ke C OpHpPK-IoMeHOM. OlpefiesisieT, ¢ KaKUMU Route-target 6yayT
PacIIpoCTPaHATLCI U IIPUHUMATBLCI MapLIPyThI (import/export) /I I10CIeAyI0Iel yCTaHOBKU
B JaHHOM OpHIpK-IoMeHe. TakyKe IIpeAllojiaraeTcsd HacTpouka route distinguisher u Tuma
TpaHcropra — MPLS min VXLAN.

* MapumpyTtsel EVPN — MapiupyTHas uHGopMarusa BGP, pacrpocrpansaromascs ¢ AFI/SAFI 25/70;
* EVPN opumK-FoMeH — 6pupK-fomMeH tTuita EVPN-MPLS vt EVPN-VXLAN.

HacTpoiika OpH/IK-I0OMEHOB

g opranusanuu L2VPN-cepBUca ¢ UCII0JIb30BaHUEM OpUIK-ToMeHa ¢ TuioM EVPN mian VXLAN
He00X0/IMO HaCTPOUTH Ha YCTPOMCTBE caM OPHU/K-IOMeH, C03aTh TpebyeMble AC, U 106aBUTH
TpebyeMblil 3k3eMILIIp EVPN. B ciyuae ucnosb3oBaHug VXLAN-TYHHe IS HeOOXOZUMO A00aBUTH
HoMep VNI B 6pHU/K-TOMEH.

Takum 06pa30M, HaCTpOﬁKa BBIIIOJIHAETCA B TPH 3Talla:

* Co3maHue U HaCTpoMKa ak3eMIuIsipa EVPN;

* CosmaHue W IIpUBA3Ka OpHUK-JOMeHa K 3sk3eMIuripy EVPN, HasHaueHue VNI B ciydae
ucrosb3oBaHusgd VXLAN;

» HacTporiika nporokoJia BGP st pa6oTel ¢ EVPN.

Tabauua 78. [Iopsa0oK HACMPOUKU.

KomMmaunpa HasnaueHnue

configure [Tepexof B pesKUM IV106aIbHOM KOHQUTYpaIluH.

evpn [Tepexof B peskxuM KoHOUrypauu EVPN.

vxlan source-ip IP Hacrtpoiika agpeca HCTOYHHKA g HomHATHUS VXLAN-
TyHHeJId, B CjIyJyae, eCJIM MHCTaHC HUCI0Jb3yeTcsa ¢ VXLAN-
HHKaIICYJISAITUEN.

instance NAME Cosmanue 3sk3emiurapa EVPN u mepexos B peXuUM ero
HaCTPOMKH.

208



KomaHnpa

mpls

vxlan

rd RD

route-target RT

import

export

exit
exit

static-type2-routes static-mac-ip
MAC IP INTF

exit

static-type2-routes static-mac
MAC INTF

exit
exit
12vpn

bridge-domain NAME

interface NAME
exit

evi NAME
vxlan-config NAME

vni ID

exit

exit

exit

Ha3umaueHue

3amaHue TUIla UHKalcyaanuu MPLS maa Opupkeit Tuiia
EVPN-MPLS.

3amanue Tura MHKancyaanuu VXLAN g 6pumpKed TUIla
EVPN-VXLAN.

3azmaHue route distinguisher, ecsii 0OH [0J/DKeH OTIMYATHCSA
OT aBTOMaTHU4YeCKHU Ha3HaueHHOoro (Buaa "{router-id-ip}:0").

Ilepexof; B pPe)KUM HaCTPOUKU JeUCTBUH [JIs1 YKa3aHHOTO
route-target.

Paspemruts HUMIIOPTHPOBATHL MAapIIPYTHl B  [TaHHBIA
ak3eMILIgp EVPN.
PaspelruTs 9KCIIOPTHPOBATH MAPIIPYTHL M3 TAaHHOIO

gkseMILgpa EVPN.
BosBparT B pesKMM HaCTPOMKHU route-target.
Bo3BpaT B pe’KUM HaCTPOUKHU sk3eMIugpa EVPN.

Co3aHue cTaTUUYeCKOT0 MapIIpyTa TUla mac-ip-interface.

BosBparT B pesKHMM HaCTPOMKH 3k3eMILsipa EVPN.

CO3,I[aHI/Ie CTaTHUYEeCKOI'0 MapIIpyTa THIIA mac-interface.

BosBparT B pesKMM HacCTPOMKH sk3eMIrsapa EVPN.
BosBpaT B peskUM IVI06aIbHOM KOHQUI'YPaIIUHU.
ITepexof B pesKUM HaCTPOUKH 12vpn.

Co3maHue OpUIK-IOMEHa U TIIepexofi B PEXHUM €ero

HaCTPOMKH.

Jlo6aBiieHue AC U I1epexo; B PesKUM ero HaCTPOMKHU.
BosBpaT B pe’KUM HaCTPOMKU 6PUDK-I0OMeHa.
ITpuBsiska sk3emiuigpa EVPN K jaHHOMY OpUIDK-I0OMEHY.

Ilepexony B pexum HacTpoMiku VXLAN (@i tuma EVPN-
VXLAN).

3aganue VXLAN Network Identifer (g Tuma EVPN-VXLAN).

Bo3BpaT B peXXuM IJI06aJbHOM KOHOQUTIypanuu (s THIIa
EVPN-VXLAN).

BosBpaT B pe’KUM HaCTPOMKHU HaCTPOMKHU 12vpn.

Bo3Bpar B peXuM I7106aIbHOM KOHQUTYPaITHHU.

IIpumep Hacmpotiku 6puddc-domeHa muna evpn-mpls.

evpn
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instance test
route-target 5:5
export
import
exit
mpls
exit
exit
12vpn
bridge-domain test_evpn
interface tengigabitethernet 0/8/4.2000
exit
evi test
exit
exit
router bgp 65534
bgp router-id 10.0.0.26
neighbor 10.0.0.134
address-family 12vpn evpn
exit
remote-as 65534
send-community-ext
exit
exit

ITpumep Hacmpoiiku 6pudic-oomeHa muna evpn-vxlan.

evpn
instance test
route-target 5:5
export
import
exit
vxlan
exit
vxlan source-ip 10.0.1.26
exit
12vpn
bridge-domain test_evpn
interface tengigabitethernet 0/8/4.2000
exit
evi test
vxlan-config
vni 1
exit
exit
exit
router bgp 65534
bgp router-id 10.0.0.26
neighbor 10.0.0.134
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address-family 12vpn evpn
exit
remote-as 65534
send-community-ext
exit
exit

IIpoBepka padoTsl EVPN

show evpn
KoMaH/1a BBIBOJUT KpaTKyr HHGOpMaIIHIo 06 akseMIursipe EVPN

ITpumep. show evpn
0/FMCO:example_router@14# show evpn instance test

EVPN instance: test, evi: 1073741824
Oper-status: up, reason: none
RD: 10.0.0.26:0, AUTO RT: none (none)
RT:
5:5 (both)
Bridge-domain:
Oper-status: up, reason: none
MAC aging-time: 300, limit: 4000
VXLAN network identifier: none
Interfaces:
Tengigabitethernet0/8/4.2000 Oper-status: up, reason: none

show bgp 12vpn evpn
KomaH/ia BEIBOJUT IIOJIyUYeHHBIE ¥ aHOHCHUPYyeMble MapIapyTel EVPN

ITpumep. show bgp L2vpn evpn

0/FMCO:example_router@1# show bgp 12vpn evpn
BGP router identifier 10.0.0.26, local AS number 65534
Graceful Restart is disabled
BGP table state: active
BGP scan interval: 120 secs

Status codes: d damped, h history, > best, S stale, * active, u untracked, i
internal
Origin codes: 1 igp, e egp, ? incomplete

Network Next hop Metric LocPrf Weight Path

u> [2][10.0.0.26:0][00:00:00:00:00:00:00:00:00:00][0][00:e1:a37:d0:06:40][50]
0 100 0 ?
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u>i [2][10.0.0.134:0][00:00:00:00:00:00:00:00:00:00][0][00:e8:67:d0:06:40][43]
10.0.0.134 0 100 0 ?
u> [3][10.0.0.26:01[0][10.0.0.26]
0 100 0 ?
u>i [3][10.0.0.134:0][0][10.0.0.134]
10.0.0.134 0 100 0 ?

Total entries: 4

show 12vpn mac-table all
KoMmaHzia oTo6pasut usydeHHble MAC-azipeca B OpHIKe.

ITpumep. show [2vpn mac-table all

0/FMCO:example_router@1# show 12vpn mac-table all

MAC address Type Learned from Bridge-domain
name

00:e1:37:d0:06:40 Dynamic te@/8/4.2000 test_evpn

00:e8:67:d0:06:40 Evpn evi 10.0.0.134 label 43 test_evpn

show evpn mac-ip-table
KoMaHzia 0TO6pasuT TeKyIlHe MapIIPYTHI 110 KayKA0MY sk3eMILtapy EVPN

ITpumep. show evpn mac-ip-table
0/FMCO:example_router@1# show evpn mac-ip-table

EVPN instance: test, evi: 1073741824
IP address MAC address Ethernet tag ESI
200.0.0.135 00:00:00:11:11:11 0
00:00:00:00:00:00:00:00:00:00
00:e1:a7:d0:06:40 0
00:00:00:00:00:00:00:00:00:00
00:€8:67:d0:06:40 0
00:00:00:00:00:00:00:00:00:00

show evpn vxlan-tunnel
KomaHzia oTo6pasut yctraHoBaeHHbIe VXLAN-TYyHHe N

ITpumep. show evpn vxlan-tunnel

0/FMCO:example_router@1# show evpn vxlan-tunnel
Source Peer VNI Oper Status EVI
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10.0.1.26 10.0.1.134 1:1 up
(1073741824)

test
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MHOTOAAPECHAS PACCBIZIKA TPA®HUKA
(MULTICAST)

B riraBe paccMaTpUBaKTCS IIPOTOKOJIBI, II03BOJILIOIIHE YCTPOMCTBY IIPUHUMATh, 06pabaThiBaTh U
IIpoIlycKaTh multicast-TpapuK, a TakKe CXeMbl IIPUMEHeHUs. YCTPOMCTBO IIOZJep>KUBaeT
npoTokossl IGMP, PIM 1 MSDP.

AfpecHsblIe JTUCTHI A1 multicast-mpoTokoJI0B

AnpecHble JIUCTBHI TIOJOGHBI aCCeSS-JIMUCTaM; UCIIOJIL3YIOTCA 711 yKa3aHUS [IeHCTBUS II0
OTHOIIIEHHIO K Ka’K[[OMY 3JIEMEHTY CITHMCKa, CO3JaHHOTO Ha OCHOBE OIIpefieJIeHHOrO IpU3HaKa U
IIOPSITKOBOTO HOMepa 3JieMeHTa B crIucKe. [[pU3HaKH, Ha OCHOBE KOTOPBIX GOPMHUPYIOTCSI 3TH
CIIMCKU, IIPHUBSI3aHbI K OIIpe/ieIEHHBIM KOMaHjaM multicast-TipoTokos1oB. st ciircka address-1list
IIPU3HAKOM SIBJISIETCS TIepeceueHHe TIIO/ICETH C aapecoM Tpynmbl. /JIjst coucka group-list
IIPU3HAKOM SBJISIeTCS IlepeceueHUe IIOJCeTH C aflpecoM TPYHIIbl MJIM B TIOJCETH C aZpecoM
3aIlpanImBaeMoro UCTOYHUKA.

Hacrpoiika address-list

Tabauua 79. Hopsadok Hacmpoltiku address-list

KomaHzga HasHaueHue
configure Ilepexof B PeXKUM II06aThHOM KOHGUIYPAITHH.
multicast address-list WORD Co3jlaHHe CITHCKA afipecoB ¢ UMeHeM WORD U IIepexo/] B PesKUM

€ro HaCTPOMKH.

seq-num 1 Co3ZaHMe 3JIeMeHTa B CITUCKe U IIEPEXO0J B PEXKUM €To
HAaCTPOMKHU. /IJIs CITHCKa 06513aTe/IbHO HAJIMYHe XOTSI GBI O{HOTO
3JIeMeHTa.

match address PREFIX VkasaHue npedHUKca, 11 KOTOPOro IpUMeHsIeTcs JaHHOe

mpaBusI0. OTCyTCTBUE ITpedUKCca B 3IeMeHTe 03HaYaeT
COBIIaJIeHMe 110 JII060MY afipecy.

action permit|deny YKa3aHUe THIIa JeHCTBUA: OTKJIOHUTD WU IIOATBEPAUTSE. I1o
YMOJIYaHUIO: permit.

exit BosBpart B pexxum KoHpuUryparuu multicast address-1list.

commit [IpuMeHeHMe IIPOU3BEIEHHBIX HACTPOEK.
ITpumep HacTpoiiku address-list

multicast address-list no-239
seq-num 1
match address 224.0.0.0/4
exit
seq-num 2
match address 239.0.0.0/16
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action deny
exit
exit

ITpoBepKa MPHUMEHEHHBIX CIUCKOB aJIPECOB:

show multicast address-list

BBIBOJ, CKOHQUIYPHUPOBAHHBIX CIIMCKOB ajpecos. [IpruMmep:

0/ME5100:Router# show multicast address-1list

address-1list cde
1 permit 232.0.0.0/8
2 permit 239.0.0.0/8

address-1list test

1 permit 232.1.1.1/32

Hacrpoiika group-list

Tabauua 80. [Iopsidok Hacmpolku group-list

KomaHnpga
configure

multicast address-list WORD

seq-num 1

match group PREFIX/MASK
| ADDRLIST

match source PREFIX/MASK
| ADDRLIST

action permit|deny

exit

commit

HasHaueHue
[Tepexof B pesXuM Iv106aJIbHOM KOHQUTYpALIUH.

CospmaHue crrcka agpecoB ¢ uMmeHeM WORD U 1mepexo/i B pesKum
ero HaCTPOMKH.

COB,Z[aHI/Ie 3JIEMEHTA B CITMCKE U IIEPEXO0/] B PEKKUM €TI0
HaCTpOﬁKH. ,Z[JIH CITHICKa 00513aTeIbHO HaJIUYHe XOTS ObI OQHOTO
JJIeMeHTa.

VKka3aHue IIpedrKca IPYIIIb, 11 KOTOPOIO IIPUMeHSeTCs
INaHHOe IpaBuiI0. OTCYyTCTBHe IIpeHKCca B 3leMeHTe 03HadaeT
COBIIaJIeHMe I10 JII060My afipecy. PaspellleHO yKasaHHUe HMeHHU
address-list B kayecTBe IIpH3HaKa.

Vka3aHue IIpedrKca UCTOUHHKA, /11 KOTOPOTO IIPUMeHSIeTCs
IaHHOe IpaBuiI0. OTCYyTCTBHe IIpeHKCca B 3leMeHTe 03HadaeT
COBIIaJIeHMe I10 JII060MY afipecy. PaspellleHo yKasaHUe HMeHHU
address-list B kayecTBe IIpH3HaKa.

VKasaHUe TUIIa [eHCTBUS: OTKJIOHUTh WIH IOATBEPAUTE. I1o
YMOJIYaHUIO: permit.

BosBpart B pexxum KoHpurypanuu multicast group-list.

[IppMeHeHMe IIPOX3BeJeHHBIX HACTPOEK.
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IIpumep HacTpoiiku group-list

multicast group-list s101
seq-num 1
match group 225.54.205.0/24
match source 46.61.193.86/32
exit
seq-num 2
match group 224.54.0.0/4
match source 46.61.193.0/24
action deny
exit
exit

ITpoBepKa MPUMEHEHHBIX CIIMICKOB a/IPeCOB:

show multicast group-list

BBIBOJ, CKOHQUTYPHUPOBAHHBIX CIIMCKOB IPpyIIIL [Iprmep:

0/ME5100:Router# show multicast group-list
group-list cde
1 permit group cde

group-list s101
1 permit source 46.61.193.101/32
2 deny source 46.61.193.102/32

ITpoTroxos IGMP

[IpOTOKOJI COY>KWUT [JI1 COCTaBJIeHUs COOTBETCTBUA UHTepdercoB-TioaydaTeser multicast-
Tpaduka ("IIOAIIHCUYMKOB") U TPYIII (MK TPYIIIa-UCTOYHUK), Ha KOTOpPble HHTepdelC IO CaH.
Hupopmarniysd, IIpU HaJUYUU HajJle)kallle HacTpoeHHoro PIM-mporiecca, nmepeHocutTcd B PIM-
TOII0JIOrHI0 B BUJe (S,G) mu (%,G)-3anuceit. HacTpoMKa IIpOTOKOJIA BBITIOJIHSETCS B CEKIIUU router
igmp. Peasir3ariyig IIpoTOKOJIOB BBIIIOJIHEHA B cOOTBeTCTBUHU ¢ RFC 2236 1 RFC 3376.

CymiecTByeT psJ GyHKIIMOHATIHHBIX 0COOEHHOCTEH:

* HeT mojfepXKKU IIpoKcHpoBaHUs IGMP-3ampocoB, M paboTel Ha L2-uHTepdericax g
peanusaruu IGMP snooping.

* Peasim3oBaH ¢QyHKIMOHas IGMP Querier: mopmep)kaH OOMEH COOOIIEeHUSIMU MEeXIy
HEeCKOJIbKMUMHM Querier B IIIHMPOKOBeIjaTeJIbHOM CerMeHTe W OOMeH COOOIeHUSAMU C
nosyvyaTtenasMu Tpaduka. PaboTa B HECKOJIBKUX peXKUMaxX OJHOBpeMeHHO (v2-v3) He
o/ileprKaHa.
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INopsagok HacTpoutku IGMP

1. BBITIOJTHUTH IIpe/iBAapUTEIbHYI0 HACTPOHKY;

2. IIpu He06XOUMOCTH, U3MEHUTH IIPOTOKOJIbHbIEe HACTPOUKHU Ha MHTepdericax, BEICTaBJIeHHbIE
110 YMOJTYaHUIO;

3. IIpu Heo6XOAMMOCTH, JOOABUTH 06PabOTKyY sSm.

IIpegBapuTesbHasA HacTpoiika IGMP

Pa6ora IGMP Bo3MO)XHa TOJBKO Ha L3-uHTepdeiicax. TakuM o6pasoMm, Ha HHTepdelcax,
BBIOpaHHBIX JUI paboThl B KaduecTBe IGMP-Querier, He06X0AMMO 3aJaTh ip-ajpec:

interface tengigabitethernet 0/0/7.10
description "Multicast receivers 1"
ipv4 address 192.168.10.1/24

exit

interface tengigabitethernet 0/0/7.400
description "Multicast receivers 2"
ipv4 address 192.168.100.1/24

exit

Hacrpoiika nporokosia IGMP

Tabauua 81. [Hopsadoxk Hacmpotiku IGMP

Komanpga HasHnayeHue

configure [Tepexof B pesKUM 11062/ IbHOM KOHQUTYPAIIHUH.

router igmp CosgaHue IGMP mporiecca U Iepexo/ B PeKUM ero HaCTPOMKH.
vrf WORD (OnmonanbHO) 3amnyck IGMP-1iporiecca B ykasaHHOM VRF u

Iepexoi B pe>KUM HaCTPOMKH 9TOTO IIpoliecca.
Hripkecsemyromyie KOMaHbl IPUMeHUMBI IJIs1 ITpoliecca BHYTPH
global table u BHyTpU crieriuuyuHOro vrf.

ssm addresses NAME (OnmoHaTbHO) [lepeornpeiesieHue CIIKMCKa afpecoB NAME,
cuuTaronlerocs SSM-nrarasoHOM.

ssm mapping source SRCADDR (OmrmoHaTbHO) [IepedTH B pe)KUM HAaCTPOMKH JHara3oHa
TPYIIIL, /1711 KOTOPOTO GyZeT fo6aBJIeH afipeca HCTOUYHHUKA
SRCADDR.

address-1list GROUPADDR (OmmmroHaIbHO) VKa3aHMe IHana3oHa TPYIIL, 1T KOTOPOTo

OyzmeT mobaBiieH aspeca UCTOUHUKA SRCADDR
exit Bo3Bpart B pesXKuM KOHQUTypaIluy router igmp.

interface TYPE NUM BxurtoueHue Querier Ha COOTBeTCTBYIOIIeM (cab)uHTepdetice B
IIPOITECC U TIePeX0]i B Pe)KUM HACTPOUKH mapaMeTpoB LDP fyist
ITaHHOTO UHTepdetica.
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version NUM

filter groups NAME

groups-limit NUM

sources-Limit NUM

immediate-leave

last-member-query-interval SEC

query-interval SEC

query-response-interval SEC

robustness NUM

promiscuous disable

static-group GROUPADDR

static-source SRCADDR

exit
exit

commit
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(OmimoHasIbHO) YKasaHUe, ¢ KaKOM BepCHel BBIIIOJIHATh
oTIpaBKy coobiteHuit QUERY 1 o6pabaTriBaTh COOOIIEHUA
REPORT.

(OnmmoHasibHO) IlpruMeHeHMe crivcka GuiabTparuu NAME.

(OmrrmoHaIbHO) YcTaHOBKA MAaKCUMAJIbHOTO KOJIMYeCTBa
YHHUKaJIBHBIX aIpecoB IrpyIir u3 Bcex IGMP-3amnuceit, 1mo
HCUYepHaHNI0 KOTOPHIX HOBBIE 3aIIMCH CO3/laBaThCd He O6yayT. I1o
yMmoJsruyaHuto: 0, He 3a7jaHO.

(OmmmoHasIbHO) YeTaHOBKA MAaKCUMAJIbHOTO KOJIMYeCTBa
YHHUKAaJIBHBIX aIpecoB HCTOYHHUKOB 13 Bcex IGMP-3arucel, 11o
HCUepHaHNI0 KOTOPBIX, HOBbIE 3aIIUCH CO3/[aBaThCs He OYIyT.
ITo ymosruaumio: 0, He 3a1aHO.

(OnuoHanbHO) YaaneHue IGMP-3amicu ¢ ©HTepderica IIpu
nostydeHuu coobieHus LEAVE 6e3 orripaBku GROUP SPECIFIC
QUERY.

(OnoHanbHO) YCTaHOBKA TaiMepa BpeMeHH OKHUIaHUs Ha
GROUP SPECIFIC QUERY, 110 “CTe4YeHMNI0 KOTOPOIo OyzeT
yraseHa IGMP-3amnuce.

(OnmroHasIbHO) YeTaHOBKA 3HaUEHUS TaruMepa I1ocie
otrpaBku coobieHuss GENERAL QUERY. ITo ymosruanuto: 125
CeKyH/I.

(OnyoHanbHO) YCTaHOBKA 3HAUEHMd TaliMepa OTIIPaBJ/IsIeMOro
B coobieHusAX GENERAL QUERY. BiusieT Ha BpeMs, CIydaiiHbIM
o06pasoMm, HO B IIpe/iesiaX KOTOPOTO IIOAIIMCYUKH J0JKHBI
orrpaBuThk REPORT. U BiiusgeT Ha MaKCUMaJIbHBIM TaliMayT
HeoTBeTa Ha coob1teHruss GENERAL QUERY, 11ocjie KOTOpOro
IGMP-3anuch 6yzeT ynaieHa. [To ymosdyaHuto: 10 ceKyH .

(OnoHanbHO) YeTaHOBKA 3HaUEHUSI MHOYKHUTEJIS OTIIPaBOK
coobureHui GENERAL QUERY u GROUP SPECIFIC QUERY. Biuset
Ha MaKCHUMaJIbHBIM TaliMayT HeoTBeTa Ha coobieHuss GENERAL
QUERY, 1tociie kotoporo IGMP-3anvce 6yzeT yaaseHa. I1o
YMOJYaHUIO: 2.

(OmrmoHanbHO) OTKIIrOUeHHe 06paboTKU coob1eHnit REPORT
OT HOJAIIUCYUKOB C aZfpecoB, He IpUHAJJIe)Kall[UX ceTH Querier.

(OnmumoHasnbHO) Co3maHue cTaTudecKour IGMP-3ariucu ¢
yKa3aHHeM ajjpeca IPYIIIIbI U IIeEPeX0]] B PEXKUM e€ HaCTPOUKHU.

(OmrmoHasIbHO) YKasaHUe ajipeca UCTOYHUKA IS CTaTUYeCKOMU
IGMP-3amnucu.

BosBpaT B pexuM KoHbUTryparuu router igmp interface.
Bo3Bpat B pe’KUM KOHQUTypaIiiu router igmp.

[IppMeHeHMe IIPOX3BeJeHHBIX HACTPOEK.



IIpuMmep HacTpoyiku IGMP

router igmp

ssm addresses ssm-addresses

ssm mapping source 46.61.194.55
address-list k1

exit

interface tengigabitethernet 0/0/7.10
version 2
immediate-leave
robustness 3

exit

interface tengigabitethernet 0/0/7.400
version 2
filter groups s101
static-group 225.54.205.140
exit
static-group 232.1.1.1

static-source 77.77.77.77

exit

exit

exit

IIpoBepka paboTrocmnoco6HOCTH IPOTOKOIa IGMP
show igmp groups

BBLIBOJI, TEKYIITUX I'PYIIIL, 06paboTaHHBIX Querier MIM 3aJaHHBIX CTaTUYeCcKU. [Ipumep:

0/ME5100:Router# show igmp groups
IGMP Connected Group Membership

Group Address Interface Uptime Expires Last
Reporter

225.54.205.135 te 0/0/7 00h00m42s 00h04m19s
192.168.10.100

225.54.205.140 te 0/0/7 02h38m01s never 0.0.0.0

225.54.205.140 te 0/0/7.400 02h38m01s never 0.0.0.90

232.1.1.1 te 0/0/7.400 02h38m@1s never 0.0.0.0

show igmp interfaces

BEIBOJT HCIIOJIB3YIOIUXCSI HACTPOEK BepCHH, TalMepoB Querier M CTaTHUCTUKA HIPHUHATHIX
coobieHuit. [Ipumep

0/ME5100:Router# show igmp interfaces
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Tengigabitethernet 0/0/7.10 IGMP status is up
IGMP is enabled on interface
Drop policy: None
Filtering multicast group-list: None
Promiscuous mode is enabled
Current IGMP version is 3
Robustness is 2
Query interval is 125 seconds
Query timeout is @ seconds
Query response interval is 10 seconds
Last member query interval is 1 seconds
Querying router is 192.168.123.100 (this system)
Groups/sources limit: not set/not set

show igmp sources

BBIBOJ, TeKYIIUX TPYIII C 3alIPOIIIeHHBIM HMCTOYHUKOM, 06pab0TaHHBIX Querier MM 3aJaHHBIX
craThvecku. [Ipumep:

0/ME5100:Router# show igmp sources

Group Address Source Address Interface Origin
codes
232.1.1.1 77.77.717.77 te 0/0/7.400 static

show igmp ssm map

BbIBOJI TaGJIUITEI COOTBETCTBHSI ampecoB SSM-auaria3oHa M NPUMEHSeMOTO K HeMy ajpeca
HUCTOYHUKA. [IpuMep:

0/ME5100:Router# show igmp ssm map
Source Address Address list

46.61.193.101 cde

show igmp summary

BeiBOZ, 0600111eHHONM HHQOpMAaIlMM O TIpyHIlax Ha KakKAoM BKI4YeHHOM IGMP-uHTepdelice.
[Tpumep:

0/ME5100:Router# show igmp summary
IGMP summary

Total groups on each interface: 5
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Total unique groups: 2
Enabled Interfaces: 3
Disabled Interfaces: 1

Interface Grp No Max Grp No
te0/0/7.11 1 0

te 0/0/7 2 1000

te 0/0/7.10 0 0

te 0/0/7.400 2 0

show igmp traffic
BeiBojz craTrcTUKU 110 IGMP-coob1ieHusAM. [Ipumep:
0/ME5100:Router# show igmp traffic

IGMP Traffic Counter
Processed messages:

Queries: 0
Reports: 239
Leaves: 0
Total processed: 239

Filtered messages:

Report version mismatch: 0
Query version mismatch: 0
Entries with 1limits excess: 0
Entries with not allowed sources: 0
Link local messages: 10
Other reasons: 0
Total filtered: 10
Incorrect messages:
Wrong checksum: 0
No router alert option: 0
SSM messages with EXCLUDE: 0
Other reasons: 0
Total incorrect: 0
Queries sent: 238

ITpoTokos PIM

[IpOTOKOJI CIY>KUT AJI1 MapLIpyTU3aliuu multicast, UCIIO/Ib3yeT Tab/IUIly MapIlIpyTHU3aI[UU unicast
Ha ycTporcrBe. [IpoTOKOJI IIpefIioaraeT YCTAHOBKY COCEJCTB Uepe3 BbIOpaHHBIE MHTEPEeChl U
dbopMUpoBaHUe TOIIOJIOTUH Yepes IIpoBepKy RPF, rtocTpoeHue nepeBbeB U popMupoBaHue (X,G) u
(S,G) samuceit. Peasmmsaiiyg IPOTOKOJIOB BBIIIOJIHEeHA B cOOTBeTCTBUU ¢ RFC 4601, RFC 3973 u RFC
3956.
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Cy1iecTByeT psij, GyHKIIHOHATIbHBIX 0COOEHHOCTEIH:

* VCTpOMCTBO IIOiep>KUBaeT TOJIBKO Sparse mode (SM) u Mo>KeT paboTaTh B pexkume ASM u
SSM;

* B TekyIel Bepcuu Ha yCTPOMCTBe HOfjlep>KaHa HacTpoMKa IIpoToKoJIa BSR;

 [lopgmep>xuBaeTca Anycast-RP 11 ITOBBIIIIEHUS 0TKa30yCTOMYHUBOCTH.

IMopsimok HacTpoiiku PIM

BEBITITOJTHUTE IIpeiBapUTeILHYI0 HACTPOUKY;
YKkasaTh AualiasoHbl 06padaTbIBaeMbIX TPYIIIL M PeXKUM HUX PabOTHI;
[Ipu HaIMuMKU UHTEePeiCcoB [ IIOCTPOEHHU COCEICTB IIPUMEHUTH UX B KOHUryparuo PIM;

[Tpu Hasmmuuu IGMP-uHTep¢eiicoB IIPUMEHUTH UX B KOHQUryparuio PIM B peskuMe passive;

SR

[Ipu HaMuUuU UHTepderica ¢ MyJIbTUKACT-IIOTOKaMU IPUMEHHUTh UX B KOHQUTyparuio PIM B
pe’xuMe passive;

6. IIpy He06XOIUMOCTH U3MEHUTH IIPOTOKOJIbHEIe HACTPOMKH Ha UHTepdelicax, BEICTaBJIeHHbIE
110 YMOJTYaHUIO;

7. HpI/I HEOGXO,I[I/IMOCTI/I HU3MEHHUTHL IIpoYHe IIPOTOKOJIBHEIE HaCTPOﬁKH, BBICTaBJIEHHbIE IIO
YMOJ/JTHYaHHIO.

IIpeaBapuTesbHas HacTpoiika PIM

Pa6ora PIM ocHOBBIBaeTCsl Ha TabJuIle MapLIpPyTU3allMU unicast U UCIoJb3yeTcs A1 RPF u
IIOCTPOeHUs JlepeBbeB. TakuM 00pa3oM, IOJDKHBI OBITH CO3aHbl ip-MHTEPPENCchl, Ha KOTOPBIX
OyIyT BIIOCJIeICTBUU BKJIOUeHBI PIM-cocencTBa, U Te, HA KOTOpble IPUAET IIOTOK multicast. B
IocjaefHeM ciy4dae s co3maHud (S,G) samuced B TOIIOJIOTHH, IOACETh UHTepderca LOJDKHA
O0XBaThIBaTh a/ipeca UCTOYHHUKOB multicast.

ITpumep Hacmpoiiku uHmepgeiicos 0.1 op2aHuU3ayuu coceocms u onpedesieHUs nomoka multicast

interface tengigabitethernet 0/0/9
description "Neighborhood with me5100_17_134 te 0/0/9"
ipv4 address 100.26.134.134/24

exit

interface tengigabitethernet 0/0/1.30
description "Obtain multicast with address 46.61.193.86"
ipv4 address 46.61.193.134/24
encapsulation outer-vid 30

exit

HacTtpoiika nporokosia PIM

Tabauua 82. Ilopsidok Hacmpoliku PIM
KomaHnpga HasHaueHue

configure [Tepexof B pesXyuM Iv106a/IbHOM KOHQUTYpPALIUH.
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router pim

vrf WORD

address-family ipv4
interface TYPE NUM

assert-override-interval SEC

bsr-border

dr-priority NUM

hello-interval SEC

join-prune-interval SEC

join-prune-holdtime SEC

sg-state-limit NUM

star-g-state-Tlimit NUM

triggered-hello-interval SEC

passive-interface

Cosganue IGMP 1poriecca U IIepexo/i B PeKUM ero HaCTPOMKH.

(OnuonanbHO) 3amnyck PIM-iporiecca B ykasaHHOM VRF u
Iepexof B pesKUM HaCTPOMKHU 3TOro IIpoliecca.
Hipkecepyrolye KoOMaHbl IPUMEHUMBI /IS IIpoliecca BHYTPH
global table 1 BHyTpH crientuduuHoro vrf.

Ilepexopn, B pesKuM HaCTPOMKHU aipecHOro cemeucrsa IPv4.

Jlo6aByieHne uHTepdetica 111 06pabOTKHU IPOTOKOJIOM Ha
YCTPOMCTBE U IIepeXx0/i B Pe)KUM ero HaCTPOHKU.

(OmroHasIbHO) 3a/laHUe UHTepBaJa [0 CIeLyIOIel IIOIIbITKU
OTIIPaBKHU COOOIeHUs Assert, OT II0C/IeTHET0 IPUHITOTO
coob1eHus Assert, ecIy IIpoliecc Ha UHTepdetice IIpoUrpaJl
IaHHbIE BEIOOPBL.

(OnyoHanbHO) 3afaHue TpaHuUIlbl paboTel BSR. IIpu Hammuuu
OIIIIMU UHTepdec IlepecTaHeT OTIIPABJIATh U 00pabaThIBaTh
coob1reHus Bootstrap. ITo ymosruaHuio HHTepderic IprUHUMAaET
" obpabaTsiBaeT BSR-cO00IIIEHUS.

(OmrmoHasIbHO) 3a/jaHUe IIpUoOpUTeTa I BhIoopa Designated
router. IIpu paBHBIX DR B loMeHe BBIOHMPAETCS XOCT CO CTapIIUM
agpecoM. ITo ymoryaHHUIO: 1.

(OnoHanbHO) 3alaHUe MHTepBala MeXKAy OTIIpaBKaMH
coobureHu PIM Hello ¢ Bei6paHHOr0 HHTepdetica. I1o
yMosr4aHUI0: 30 CeKyH/I.

(OnmmoHaIbHO) 3aZlaHKe HHTepBaJia MeXK/Iy OTIIpaBKaMH
coobieHud PIM Join/Prune ¢ BEBI6paHHOTO HHTepdeica
COIVIACHO CBOEM TOIIOJIOTMH. 110 ymMorgaHuio: 60 CeKyH/I,.

(OnuoHanbHO) 3alaHe BpeMeHH yep KaHuA 3anuced PIM
Join/Prune B cBoe#t Tomoioruu. O6HYJIsIeTCS IIPU [I0JIyYeHU U
Join/Prune Ha COOTBETCTBYIOIIYIO 3alIUCh. [0 ymosryanuto: 210
CeKyH/I,

(OnrroHasbHO) 3a/laHre MaKCUMaJbHOr0 KOJIMUeCTBa 3alrucen
(S,G) obpabaTriBaeMbIX Ha YKazaHHOM HHTepdetice. [1o
yMoJi4yaHuio: 0, IMMUTAa HeT.

(OnuoHanbHO) 3alaHre MaKCUMaJIbHOT0 KOJIMYeCcTBa IPYIIIL,
IJIs1 KOTOPBIX co3marTced 3anucu (5,G, I) Ha ykasaHHOM
uHTepdetice. IIo yMOTUaHUIO: 5 CEKYH]I.

(OnuoHanbHO) 3alaHre MaKCUMaJIbHOTO 3HaYeHUs
HHTepBaJsla 0T CTapTa IIpolecca Ha UHTeperice 10 IIepBOMA
orripaBkd PIM Hello, BEI6MpaeTcs caydaitHBIM 06pasoM ot 0 110
yKasaHHOro 3HayeHUs. [1o yMosrgaHuio: 30 CeKyH/,.

(OnroHanbHO) OTK/IIOYEHMe CO3/JaHUs COCe/ICTBA Ha JAHHOM
UHTepderice.
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exit

keep-alive SEC

multipath group-nexthop
hash|modulo

register probe-time SEC

register suppression-time SEC

trap interface state change

address-family ipv4
static-rp PREFIX/MASK

pim-mode asm|ssm

rp-address ADDR

exit

bsr candidate-bsr IP-ADDR

candidate-period NUM

hash-mask-1len NUM

priority NUM

exit

bsr candidate-rp IP-ADDR
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BosBpart B peskuMm KoHQUrypanuu router pim address-family
ipvd.

(OnmroHaIbHO) 3a/laHe BpeMeHHU yiep KaHud 3amuceii (S,G)
IIPU OTCYTCTBUU CO0611IeHMH (S,G)Join. ITo ymosganuto: 210
CeKyH/I.

(OnuoHanbHO) 3afaHue crrocoba 6a1aHCUPOBKHU OTIIPABKU
PIM-coob61tieHuit Mmexxy ECMP-1uHKaMU.

(OnumoHaIbHO) 3aZlaHre BpeMeHHU 0)KUIaHUs COOOIIeHUs
Register-Stop 1tocsie otripaBku Null-Register. I1o ucTeueHMI0
CcTapTyeT MHKAaIICyJaus multicast-Tpaduka B cropoHy RP. ITo
YMOJIYaHUIO: 5 CEKYH]I,

(OnyoHanbHO) 3alaHre MaKCUMaJIbHOTO UHTepBaJla OT
II0JIy4eHUs coo0IeHUs Register-Stop 10 mpeKpaleHus
HHKAaICY/JIAUU multicast-rpa¢puka B cropoHy RP. Bei6rpaeTcs
CIy4arHBIM 06pasoM oT 0 10 yKasaHHOro 3HauyeHUs. [1o
YMOJIYaHUIO0: 60 CEKyH/,.

(OnuoHanbHO) BKiroueHHe oTIipaBKU SNMP-TparioB Iipu
U3MeHeHUU cTtaTtyca PIM-uHTepderica.

[Tepexon B pe’KUM HAaCTPOUKH aipeCcHOTO ceMencTBa [Pv4.

(OnmmoHanbHO) Co3gaHue quUara3oHa IPYII 11 06paboTKHA
IIPOTOKOJIOM Ha YCTPOMCTBE U IIepeX0/i B PesKUM €€ HaCTPOUKH.

Bri6op pesxuma pa6oTsl PIM 191 HacTpauBaeMoro JualasoHa
rpyutr. ITo ymosgaHuto: ASM.

3agmaHue aspeca Rendezvous Point 111 HacTpauBaeMOro
IyUalrasoHa I'pyIll, ecjid BbIOpaH peskuM ASM.

BosBpat B pe’KUM KOHQUTryparuu router pim address-family
ipvd.
(OmmmoHasibHO) Co3maHue aK3eMILIsIpa o6paboTurka PIM

bootstrap-coo611ieHM U IIepexo, B PeKUM ero HaCTPOMKHU.

(OmroHasIbHO) 3a/iaHUe Ilepuoza OTIIpaBKU advertise-
coobieHuH. [To ymoryaHUI0: 60 CEKYH]I.

(OmimoHasIbHO) 3alaHue IJIMHBI MacKuy Ui hash-GyHkiyy,
UCII0JIb3yeMo 1yt Bei6opa RP. ITo ymosrganuto: 30.

(OmnrmoHasbHO) YKasaHUe IpropuTeTa B advertise-
coobieHusx. candidate-bsr BriOHpaeTcs 10 60JIbIIIEMY
3HaueHu0. ITo ymosruanuro: 0.

BosBpart B pexuMm KoHQuUrypanuu router pim address-family
ipvd.

(OmmmoHasibHO) Co3maHue aK3eMIIsipa oopaborurka PIM CRP-
COOOIIIeHUH U IlepeXxo/]] B Pe’KUM eTr0 HaCTPOMKHU.



address-1ist WORD
hold-time NUM
interval NUM

priority NUM

exit

anycast-rp ANYCAST-ADDR RP-
ADDR
exit

commit
IIpumep HacTpoiku PIM

router pim
address-family ipv4
static-rp 225.54.0.0/16
rp-address 10.0.0.134
exit

(OmroHasIbHO) 3a/iaHUe CIIMCKa aipecoB /i1 aHoHca B CRP-
COOOIITeHUSX.

(OnrnoHaIbHO) 3a/iaHYe BpeMeHU coxpaHeHus RP B BSR-
a”oHcax. [To ymosruanuro: 150 cekyHZ,.

(OmroHasIbHO) 3a/laHUe UHTepBaJsla OTIIPaBKU CO001ieHu RP
Advertisement. [To ymosryaHu10: 60 CEKyH/,.

(OnmrmoHasbHO) VKasaHue IpuopuTreTa B advertise-
coobieHusAx. candidate-rp BbIOMpaeTcs 110 MeHbIIIEMY
3HaueHU10. [Io ymoryanuto: 0.

BosBpat B pe’KUM KOHQUTryparuu router pim address-family
ipvd.

(OmmoHasbHO) 3alaHue COOTBETCTBUA ajipeca RP 1 o611tero ip-
azmpeca.

BosBpat B pe;KUM KOHQUTypariiu router pim.

HpI/IMEHEHI/Ie IIPOU3BEAEHHBIX HACTPOEK.

interface tengigabitethernet 0/0/9

exit

interface tengigabitethernet 0/0/1.30

passive-interface
exit
exit
exit

IIpoBepka paboToCcmoco6HOCTH IPOTOKOIa PIM

show pim bsr candidate-bsr

BeiBox nuHGOpManyu o robeauresie BSR-BI60OPOB:

0/ME5100:Router#f show pim bsr candidate-bsr

Address family: IPv4
Address: 10.0.0.33
Hash-mask: 30
Priority: 0
Candidate period: 60
Elected BSR: true
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Bootstrap timer: 43 sec

show pim bsr candidate-rp

BrIBOJI cIricKa aHOHCHpPYyeMbIX candidate-rp ¥ cooTBeTCTBYOIUX UM address-list:

0/ME5100:Router#t show pim bsr candidate-rp
Address family: IPv4

Cand-RP Prio Bid Inte Hold-ti Adv Address-list
rity ir rval me (sec)
10.0.0.26 0 no 60 150 0 test

show pim bsr election

BeiBog mHGOpMaIuu o Beibopax BSR-router:

0/ME5100:Router# show pim bsr candidate-rp

Address Prio Hash-ma Expiry-ti Uptime
rity sk me
10.0.0.26 0 30 00h00m@3s 00hO6MA6S

show pim bsr rp-cache

BeiBog MHQOpPMAaIUU 0 ITepefaBaeMbIX B BSR-coob1ieHUaX Tapax "RP-ripe¢ukc":

@/ME5100:Router# show pim bsr rp-cache

RP-Address Prio Holdtim Expiry-ti Group-prefix
rity e me

0.0.0.26 0 150 00h02m21s 232.0.0.0/8

0.0.0.26 0 150 00h02m21s 239.0.0.0/8

show pim neighbors

BriBog, Tekymux PIM-cocencTs:

0/ME5100:Router# show pim neighbors

Neighbor Interface Uptime Expires BFD
100.99.11.111 bu1.4010 00h17m@8s 00h@Tm36s active
101.26.134.134  bu1.4033 00h17m15s @0h@Tm31s active
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JleTasibHBIN BBIBOJ, 0 PIM-coce/icTBax Ha UHTepoderice:

0/ME5100:Router# show pim bundle-ether 1.4010
IPv4 neighbor 100.99.11.111 at Bundle-ether1.4010
Uptime: 00h18m19s, Expires: 00h@1m25s
BFD state is active
DR priority is 1
LAN prune delay options:
Suppression is disabled
Propagation delay is 500 msec
Override interval is 2500 msec

BriBojz craTrcTUKY 0 PIM-cocezicTBe Ha MHTepdelice:

0/ME5100:Router# show pim bundle-ether 1.4010
Bundle-ether1.4010

Message type Errors Received
Assert 0 0
Bootstrap 0 0
DF election 0 0
Graft 0 0
Graft Ack 0 0
Join/Prune 0 3
State Refresh 0 0
Hello N/A 40
Joined sources N/A 0
Pruned sources N/A 3

show pim topology

BeiBog, Tekymux PIM-3amuced ¢ UX THUIaMH, COCTOSIHUAMM, nexthop, rpf u CImcKoM HCXOIAIITUX
uHTepdericoB. Harmpumep, BEIBOJ, TOIIOJIOTUH IS JIOKAJIBHOIO I10JIy4YaTess C II0OCTPOeHHBIM SPT-
IlepeBoOM:

0/ME5100:Router# show pim topology
IP PIM Multicast Topology Table
Entry state: (*/S,G)[RPT/SPT] Mode, Protocol, Uptime, Info
Interface state: Name, Uptime, Fwd, Info

(46.61.193.86, 225.54.205.135) SPT, asm, Up: 00h00m29s
JP: joined (00h0Om30s), RPF: Tengigabitethernet 0/0/12.10, nexthop:
110.26.134.134, protocol: isis, prefix: 46.61.193.0/24
No interfaces in immediate olist

(46.61.193.86, 225.54.205.135) RPT not-prune, Up: 00h@0m@0s
No interfaces in immediate olist
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(*, 225.54.205.135) asm, Up: 00h00m29s, RP: 10.0.0.134 is not local (config)
JP: joined (00h0Om30s), RPF: Tengigabitethernet ©/0/12.10, nexthop:
110.26.134.134, protocol: isis, prefix: 10.0.0.134/32
te0/0/7 asm, Up: 00h0Om29s is local

[IprMep BHIBOJA TOTIOJIOTHUH /LI YCTPOMCTBA, IPUHUMAIOIIero 2 multicast-rpymimst:

0/ME5100:Router# show pim topology
IP PIM Multicast Topology Table
Entry state: (*/S,G)[RPT/SPT] Mode, Protocol, Uptime, Info
Interface state: Name, Uptime, Fwd, Info

(46.61.193.86, 225.54.205.135) SPT, asm, Up: 04h20m23s
JP: joined (never), RPF: Tengigabitethernet 0/0/1.30, nexthop: 46.61.193.86,
protocol: local, prefix: 46.61.193.0/24
No interfaces in immediate olist

(46.61.193.86, 225.54.205.136) SPT, asm, Up: 04h20m23s
JP: joined (never), RPF: Tengigabitethernet 0/0/1.30, nexthop: 46.61.193.86,
protocol: local, prefix: 46.61.193.0/24
te0/0/9.10 asm, Up: 00h0Om47s is not local

show pim interfaces

BEIBOZ CKOHOUIYPHPOBAHHBIX PimM-UHTeppercoB: HX COCTOSHHH, KOJHYeCTBA COCEACTB H
BBIOpaHHEIN DR B JoMeHe.

0/ME5100:Router# show pim interfaces
Address family: IPv4

Address Interface Status Nbr (*,6) (S5,6) DR

Designated
Count Count Count priority

Router

100.99.11.1 bu1.4010 up 1 0 0 1
100.99.11.111

101.26.134.26 bu1.4033 up 1 0 0 1
101.26.134.134

192.168.10.1 te@/0/7 up - 0 0 1
local

show pim summary

BeIBOZ, 0600111eHHOM MHGOPMAITUHU O 3aIMHCIX Pa3JIUIHOTO THIIA.
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0/ME5100:Router# show pim summary
PIM IPv4 State Counters
Keepalive period is 210 sec
Register suppression time is 3 sec, probe time is 1 sec
PIM multipath mode is highest-neighbor (disabled)
Interface state change traps are enabled
PIM graceful restart status is timed-out
Backstop timer: 300 sec (@ remaining)
Join startup timer: 60 sec (@ remaining)
Different sources/RPs: 1/3
Groups now/max: (*,G): 1/not set (S,G): 1/not set
(*,G6,I): 1/not set (S,G,I): @/not set

show pim group-map

BbIBOJ TaGJIMIIBI COOTBETCTBUSI AMANa30HOB multicast-rpymm, HasHadueHHOHM RP © cmoco6a
3aIaHUSI COOTBETCTBUS.

0/ME5100:Router#f show pim group-map
IP PIM Group Mapping Table
(* indicates group mappings being used)

Group Range Proto C(Client RP address
239.0.0.0/8* asm config 10.0.0.26
239.1.128.0/24* asm config 10.0.0.26
225.54.205.0/24* asm config 10.0.0.134
232.1.1.1/32 ssm config 0.0.0.0
225.0.0.0/8* asm bsr 10.0.0.3
232.0.0.0/8* ssm config 0.0.0.0
239.1.200.0/21* asm config 10.0.0.111
ffle::/32* ssm config ::

show pim summary statistics

BBIBOJI CTaTUCTUKMU 110 cO061IeHMIM PIM Register pa3iiuHoOro Buja.

0/ME5100:Router# show pim summary statistics
PIM IPv4 statistics

Message type Errors Sent Received
Assert 0 0 0
Bootstrap 0 0 0
C-RP-Advertisement 0 0 0
DF election 0 0 0
Graft 0 0 0
Graft Ack 0 0 0
Hello 0 391 97
Join/Prune 0 91 13
Joined sources N/A 72 0
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Pruned sources N/A 48 15

S,G-updates w/MSDP N/A 0 80
State Refresh 0 0 0
Register 0 0 0
Register Stop 0 0 0
Null Register N/A N/A 0
C-RP-Adv filtered 0 N/A N/A
Incorrect checksum @ N/A N/A
Short header 0 N/A N/A
Unsupported type 0 N/A N/A
Unknown type 0 N/A N/A
Unknown version 0 N/A N/A

ITporokosr MSDP

[IpOTOKOJI CIIY?KUT 11 06MeHa nHGopMalre 06 umeronuxcsd 3anucax (S,G,RP) Mmexxay cocemsaMmu,
HaXO[AIIUMUCSI B pasHbIX PIM-momeHaXx. VcrpoucTtBo co3maét TCP-ceccuu ¢ HaCTPOeHHBIMU U
NOCTYIIHBIMU IIUpPaMU, UMIIOPTUPYeET JIOKaJIbHbIe (S,G)-3allMCU U3 TOIOJI0TUU PIM, IIPOM3BOAUT
PacChUIKY COIJIaCHO IpaBmiaM ¢uiubTpanuu U MESH-Mozesd, UMIIOPTUPYET 3allMCU U3 UYKUX
Source-Active-coOOIIeHUN U HHCTA/UIMPYeT HUX B JIOKaJbHYI PIM-ToroJsioruw. Peasnsarus
IIPOTOKOJIOB BBIIIOJIHEHA B COOTBETCTBUU C RFC 3618.

INTopsimoxk HacTpoiiku MSDP

1. O6eceYUTh AOCTYITHOCTD aJ[pecoB ITMPOB COIJIaCHO B TabJIMIle MapIIPyTU3aIluU Unicast;

2. VkasaTh connect-source, CKOHQUIypUpOBaTh COCeleld U paclpenejauTh UX corracHo MESH-
MO/IeJIN CeTH;

3. [Ipy Heo6XOAMMOCTH H3MEHUTH IIPOYHe IIPOTOKOJIbHBIE HACTPOMKH, BBICTaBJIEHHBIE II0
YMOJTYaHHUIO.

IIpegBapuTesbHasA HacTpoiika MSDP

Pa6ora MSDP oCHOBBIBaeTCd Ha TabJHIle MapIIpyTH3alluM unicast, Ucrosab3yeTcsa A RPF u
IIOCTPOEHUs [lepeBbeB. B ciayyae, eC/id YCTPOMCTBO BBICTYIIaeT B POJIM IToJjydaTesss multicast,
IPOTOKOJI UCII0JIL3YeTCs 111 UMITOPTa 3aruceit (S,G) us torosioru PIM.

ITpumep nHacmpoiiku unmepgeiicog 015 op2aHu3ayuu coceocmas u onpedesieHuUs nomoka multicast

router pim
address-family ipv4 static-rp 225.54.0.0/16
rp-address 10.0.0.134
exit
address-family ipv4 interface tengigabitethernet 0/0/1.30
passive-interface
exit
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IIpumep 8b1800a 0 docmynHocmu mMapupyma coceda u 10KaabHuix (S,G) 3anuceli.

0/ME5100:Router#f show route 10.0.0.26
Routing entry for 10.0.0.26/32

Last update: N/A

Routing Descriptor Blocks
100.26.134.26, via te 0/0/9
Known via isis, distance 116, metric 20
type isis-level2-internal, protection N/A, route-type remote
0/ME5100:Router# show pim topology

IP PIM Multicast Topology Table
Entry state: (*/S,G)[RPT/SPT] Mode, Protocol, Uptime, Info
Interface state: Name, Uptime, Fwd, Info

(46.61.193.86, 225.54.205.135) SPT, asm, Up: 06h15m17s
JP: joined (never), RPF: Tengigabitethernet 0/0/1.30, nexthop: 46.61.193.86,
protocol: local, prefix: 46.61.193.0/24
No interfaces in immediate olist

(46.61.193.86, 225.54.205.136) SPT, asm, Up: 06h15m17s
JP: joined (never), RPF: Tengigabitethernet 0/0/1.30, nexthop: 46.61.193.86,
protocol: local, prefix: 46.61.193.0/24
No interfaces in immediate olist

HacTtpoiika npoToxkosia MSDP

Tabauuya 83. Ilopsidok Hacmpoliku MSDP

Komanpga
configure
router msdp

vrf WORD

connect-source ADDR

originator-ip ADDR

keepalive SEC

holdtime SEC

HasnaueHue
ITepexo/ B pesXUM IJI00aIbHOM KOHQUIYPALUH.
Cosmanue MSDP 1poriecca 1 Ilepexof;, B PesKHUM ero HaCTPOHKH.

(OmrmonanbHO) 3anyck IGMP-iporiecca B ykasaHHOM VRF 1
Iepexo/i B pe’KUM HAaCTPOMKH 3TOTO IIpoIiecca.
Hrpxeciieyronpe KOMaH/bl IIPUMEHHMEI IS IIPOIiecca BHYTPH
global table 1 BHyTpU crieniuduuHoro vrf.

VKasaTb ajipec, C KOTOPOTro Oy/ieT CTPOUTCS ceccus (B CTOPOHY
CTapILIero ajpeca) UiIr KOTOPbIM OyIeT 0’)KUAATh COO0IIeHU (0T
MJIQJIIIEero ajgpeca).

(OnyoHanbHO) YKasaTh ajpec, KOTOPBIN OyZeT yKasblBaThCA B
KauecTBe RP B coob11ieHHIX Source-Active. I1o yMoI9aHHIO
paBHsgeTCd connect-source.

(OmmmoHasbHO) MHTEpBas OTIIpaBKU coob61ieHui TCP
Keepalive. [To ymosruaHuio: 60 CeKyH/I.

(OrioHabHO) BpeMs )KU3HU CecCUi C II0AHATHIMU IIUPaMU.
ITo ymMoOT4aHUIO: 75 CEKYH/I.
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cache-sa-holdtime SEC (OnIroHaIbHO) BpeMsi )KU3HHU 3aIIHCH B Kallle Source-Active. ITo
yMoOJIYaHUI0: 150 ceKyHz,

peer ADDR Co3maHue IUpa U BXOJT B PeKUM €ro KOHQUTYpaIliu.

connect-source ADDR (OmmoHasbHO) YKasaTh afipec, C KOTOPOro OyAeT CTPOUTCI
ceccus (B CTOPOHY CTapIIIero azpeca) Wik KOTOPbIX OyaeT
0’KUJaTh COOOIeHUM (0T MJIAJIIIero afpeca) A1 KOHKPETHOTO
nupa.

mesh-group NUM (OnoHanbHO) YKasaThk UHAeKC MESH-TPyYIIIE], B paMKax
KOTOPOM He 6YIYT pacchlIaThbCa COO0IeHUd SA.

description STRING (OmImoHaIbHO) 3a7jaTh OIKMCAHMeE ITHPa.

shutdown (OnmroHaIbHO) OTKIIIOUUTE CO3/IaHMEe CECCUU C YKa3saHHBIM
IIUPOM.

exit BosBpat B pe’KUM KOHQUTypariiu router msdp.

commit [IprMeHeHMe IPOU3BeIeHHBIX HaCTPOeK.

Tabauua 84. [lopsadok Hacmpolku aucmos guasmpavuu MSDP

Komanpga Ha3sHaueHue

configure [Tepexof B pesKUM Iv106aJIbHOM KOHQUIYpaIlUH.

router msdp [lepexopn B peskuM HacTpOUKH MSDP.

peer ADDR [Tepexof B pesXKUM KOHQUI'YpaAITUU ITHpA.

sa-filter in NUM Co3maHue QUIbTPA Ha 3aITUCH U3 BXOSAIINX SA-COOGITIEHUH.
group-address 3amanue wildcard-3amucu ajig MaTYUHTA ajijpeca IPyIIIIbL.
IPv4(A.B.C.D)/WCARD(A.B.C.D) |

any

source-address 3amanue wildcard-3amnucy yig MaTUMHTa ajjpeca UCTOUHHUKA.
IPv4(A.B.C.D)/WCARD(A.B.C.D) |

any

rp-address 3aganue wildcard-3anucu ajst MaTUYMHTa afipeca RP.
IPv4(A.B.C.D)/WCARD(A.B.C.D) |

any

action permit|deny JleficTBHe 11 CO3LaHHOI0 GQMIbTPA: permit — pasperiunTs,

deny — OTKJIOHUTD. [10 YMOJTYAHHUIO: PA3PEIITUTh.

exit Bo3BpaT B pe)KUM KOHQUTYpaIuu router msdp peer.

sa-filter out NUM Cosmanue ¢pruibTpa s (S,G,RP) 3amuceit mpu GOpMUPOBaAHUH
HCXOJISIIIEro SA-coobImeHust. [IpaBriIa co3aaHus GUabTpa
AHAJIOTUYHBI BBIITIEOTUCAHHBIM.

commit [IprMeHeHHe ITPOU3BeIEHHBIX HaCTPOEK.

IIpumep HacTpoitku MSDP

router msdp
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connect-source 10.0.0.134
keepalive 60
originator-ip 10.0.0.144
peer 10.0.0.111
sa-filter out 1
source-address any
group-address any
rp-address 10.0.0.134/0.0.0.0
exit
mesh-group 1000
exit
peer 10.0.0.26
mesh-group 1000
exit

IIpoBepka paboTocmmoco6HOCTH IPOoTOKOIa MSDP

show msdp source-active

BeiBoguT Tabsuiy coorBeTcTBUA (S,G,RP) 1 MecTO mpoucxoKaeHus. [Ipumep JIOKaJbHBIX source-
active:

0/ME5100:Router# show msdp source-active

Group Address Source address  Peer address Originator Uptime
225.54.205.135  46.61.193.86 local 10.0.0.144 07h38m04s
225.54.205.136  46.61.193.86 local 10.0.0.144 07h38m04s

HpHMep source-active IIPHUHATHIX OT CoCelia:

0/ME5100:Router# show msdp source-active

Group Address Source address  Peer address Originator Uptime
225.54.205.135 46.61.193.86 10.0.0.134 10.0.0.144 00h13m12s
225.54.205.136  46.61.193.86 10.0.0.134 10.0.0.144 00h13m12s

[Tprmep PIM-TOIIOJIOTHH, COZleprKalleil UMIIOPTUPOBAHHEIE SA:

0/ME5100:Router# show pim topology
IP PIM Multicast Topology Table
Entry state: (*/S,G)[RPT/SPT] Mode, Protocol, Uptime, Info
Interface state: Name, Uptime, Fwd, Info

(46.61.193.86, 225.54.205.135) asm, Up: 00h11m23s
JP: not-joined (never), RPF: Tengigabitethernet 0/0/12, nexthop: 100.26.134.134,
protocol: isis, prefix: 46.61.193.0/24
No interfaces in immediate olist
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(46.61.193.86, 225.54.205.136) asm, Up: 00h11m23s
JP: not-joined (never), RPF: Tengigabitethernet 0/0/12, nexthop: 100.26.134.134,
protocol: isis, prefix: 46.61.193.0/24
No interfaces in immediate olist

show msdp peers

BeIBOAUT TabJIMITy HACTPOEHHBIX ITUPOB, a/IpeCOB, COCTOSIHUS U CTATUCTUKU. [IpuMep:

0/ME5100:Router# show msdp peers
Peer Address Local address State Uptime/Downtime Active SA Count TLV

sent/recv Mesh-Group

10.0.0.26 10.0.0.134 ESTABLISHED 01h@3m34s 0
128/64 1000

CepBucsl MVPN

10 Habop crrocob0B Iepemaur multicast-Tpaduka ¢ ucnoab3zoBaHreM IP-VPN. B ycrporictBax ME
ucnosbzyerca NG-MVPN ¢ aHoHcupoBaHueM MapuipyToB B BGP SAFIS5 u noctpoeHueM LDP-P2MP
TYHHeJIeH.

IIpeaBapurebHas HacTpoiika MVPN

Pabora MVPN ocCHOBBIBaeTCd Ha aHOHcUpoBaHHe VPNv4-ipepUKCOB 19 IIOCJIEAYIOIErO
HCII0JIb30BAaHUS B KaUeCTBe source-aZpecoB B IIOIIHMCKaX.

IIpumep Hacmpotiku uHmepdetica u uHcmarca BGP 015 aHoHcuposaHusi L3VPN-mapupymos

interface loopback 2
I Toopback-unTepdeiic B VRF ans nogHatua B HEm S-PMSI-mapupyTa
ipv4 address 10.0.0.134/32
vrf mvpn
exit
interface tengigabitethernet 0/0/1.4030
encapsulation outer-vid 4030
ipv4 address 46.61.193.134/24
vrf mvpn
exit
router bgp 65534
neighbor 10.0.0.26
address-family ipv4 mvpn
exit
address-family vpnv4 unicast
next-hop-self
exit
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remote-as 65534
send-community
send-community-ext

update-source 10.0.0.134

exit
exit

Hactpoiika MVPN

Tabauua 85. Ilopsidok Hacmpoliku MVPN

Komanpga
configure

vrf WORD

mvpn

customer-site-type receiver-
only|sender-only|sender-
receiver

provider-tunnel-type 1dp-
p2mp | rsvp-p2mp

originator-ip ADDR

spmsi-tunnel GROUP SOURCE

spt-only

exit

commit

HasHaueHue
[Tepexof B pesXyuM Iv106aJIbHOM KOHQUTYPALIUH.

(OnuonHanbHO) [lepexon B ykasaHHBIN VRF, B KOTOpOM OyzeT
BBIIIOJIHATHCI pabora ¢ multicast-MaplipyTamMmu.

Cospmanue obpaborurka MVPN U Iiepexof; B pe>KUM ero
HaCTPOUKH.

(OnuoHanbHO) YKasaHue criocoba IMpruéM/aHOHCUPOBaHUSA
MapIIpyToB

(OnoHanbHO) YKasaHue THUIIa TYHHeJIeH [JIg IIOCTPOeHUs 1
npuBga3Ky K MVPN-mapIipyram

(OmrmoHanbHO) Affpec originating-router/root-node B aHOHCax S-
PMSI-MapuipyToB. [To ymosdaHUI0 gBJgeTcd router-id B JaHHOM
vrf.

(OmrmonasbHO) Co3aHue craTuueckoro S-PMSI TyHHes.

(OnuoHanbHO) BKIOUeHHe pesKuMa, KOI/ia IIPoITyCKaeT s aTall
cospmaHud Shared-zepeBa

Bo3BpaT B pe’KuUM KoHpUrypanuu vrf.

HpI/IMeHeHI/Ie IIPOU3BEAEHHBIX HACTPOEK.

HacTpolika IPpOTOKO0JIOB A1 nnepegauyu MVPN-MpaunipyToB

ITpumep nacmpoiiku PIM

router pim
vrf testl
address-family ipv4

I nnTepdeiic nctouHuka multicast
interface tengigabitethernet 0/0/1.4030

passive-interface
exit

I obpabaTbiBaembie rpynmbl
static-rp 225.54.0.0/16
rp-address 10.0.0.134
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exit
exit
exit
exit

ITpumep nHacmpoiiku BGP

router bgp 65534
neighbor 10.0.0.26
I nobasnsaem SAFI mvpn Ha Bcex HeobxoamMbiX yCTPOMCTBAX B CeTH
address-family ipv4 mvpn
exit
address-family vpnv4 unicast
next-hop-self
exit
remote-as 65534
send-community
send-community-ext
update-source 10.0.0.134
exit
exit

IIpumep Hacmpotiku LDP

mpls
forwarding
interface loopback 1
interface tengigabitethernet 0/0/1.4033
exit
1dp
discovery interface tengigabitethernet 0/0/1.4033
exit
exit
exit

ITpumep nHacmpoiiku VRF

vrf testl
export route-target 5:5
import route-target 5:5
mvpn
customer-site-type receiver-only
exit
rd 5:5
exit
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IIpoBepka padorocmocooHocTu MVPN

show multicast counters vrf mvpn

BBIBOIUT TaG/INITY 3aperUCTPUPOBAHHBIX multicast-IToToKoB. IIpruMep:

0/ME5100:Router# show multicast counters vrf mvpn

Source Address Group Address
Packets Recv Bytes Recv Status codes Interface
46.61.193.86 225.54.205.135
303880 414492320 te@/0/1.4030
46.61.193.86 225.54.205.136
303808 414394112 te@/0/1.4030
show bgp ipv4 mvpn

BeIBOAUT TabJIMIly aHOHCUPYEMBIX U IIpUHUMaeMbIX MVPN-MapIpyToB. [Ipumep:

0/ME5100:Router# show bgp ipv4 mvpn

Network Next hop Metric LocPrf Weight Path

>i 5:5 [1][10.0.0.26]

10.0.0.26 0 100 0 1
> 5:5 [1][10.0.0.134]

10.0.0.134 0 100 0 i
> 5:5 [3][46.61.193.86][225.54.205.135][10.0.0.134]

10.0.0.134 0 100 0 i
> 5:5 [5][46.61.193.86][225.54.205.135]

10.0.0.134 0 100 0 i
>i  5:5 [7][65534][46.61.193.86][225.54.205.135]

10.0.0.26 0 100 0 ]

show bgp ipv4 mvpn route-type

BriBouT 11oipo6Hy0 nHPopMaIir o MVPN-MapIipyTax olpeeIEHHOTO TUIIA. IIpuMep:

0/ME5100:Router# show bgp ipv4 mvpn route-type source-active-ad

Route Distinguisher: 5:5
Multicast Source: 46.61.193.86
Multicast Group: 225.54.205.135
AS path:
10.0.0.134 from afm (0.0.0.0)
Origin igp, metric @, local-pref 100, weight @, inactive, best
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Address family: ipv4/mvpn

NLRI pathID: @

Aggregator AS: @, Address: 0.0.0.0, Atomic aggregate: absent
Extended Community: RT 5:5 (0.0.0.5)

Is not stale, is not history

Route flap penalty: @, flap count @, is not suppressed

Route flap time left: 00:00:00, time start: never

Route is not ECMP

show pim vrf mvpn topology

BBIBOAUT Ta6GJIUITY 3aperucTPUPOBaHHBIX multicast-toTokoB. IIpumep:

0/ME5100:Router# show pim vrf mvpn topology

IP PIM Multicast Topology Table
Entry state: (*/S,G)[RPT/SPT] Mode, Protocol, Uptime, Info
Interface state: Name, Uptime, Fwd, Info

(46.61.193.86, 225.54.205.135) SPT, asm, Up: 01h53m@8s

JP: joined (never), RPF: Tengigabitethernetd/0/1.4030, (46.61.193.86)
pmsi/5:5/10.0.0.134/3 asm, Up: 00h00m26s is local

(46.61.193.86, 225.54.205.136) SPT, asm, Up: 01h53m@8s

JP: joined (never), RPF: Tengigabitethernet/0/1.4030, (46.61.193.86)

show mpls ldp bindings mldp

BeiBoguT Tabuiy MeTOK i1 P2MP-TyHHe e, IIpuMmep:

0/ME5100:Router# show mpls 1dp bindings mldp

LSR Label Type Root node Opaque value
10.0.0.26:0 101 P2MP 10.0.0.134 1
10.0.0.26:0 106 P2MP 10.0.0.134 2

show mpls rsvp Isps p2mp

BeIBoMT Tab/IUIy MeTOK i1 P2MP-TyHHe e, [IpuMmep:

0/ME5100:Router# show mpls rsvp 1sps p2mp

Role: I - Ingress, T - Transit, E - Egress, * - Detour, # - Facility backup
Flags: E - Entropy Label Capability

Name Id Source P2MP-1ID
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S2L Sub LSP Destination  In/Qut Label Role Flags State

10.0.0.134:65535:mvpn:test? 65535 10.0.0.134 167772294
10.0.0.26 26/- E up
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3EPKAJINPOBAHUE TPA®UKA

3epkanupoBaHHe TpaduKa — TEeXHOJIOTHUS LyOJHMpOBaHUSA IIAaKeTOB OJHOTO MM HECKOJIbKUX
nopToB (1/miu VLAN) Ha apyrom. [IpegHasHaueHa /11 KOHTPOJISL CETEBOTO TpaduKa, A1 aHaIu3a
U OTJIaJIKU JTAaHHBIX WA AUATHOCTHUKU OIIMOG0K B CETSX IIyTeM IepPechbIKU KOIIMM BXOISAIUX
U/WIA UCXOJAIIUX I1aKeTOB C OJHOTO WJIM HEeCKOJbKHUX KOHTPOJIMPYEeMBIX IIOPTOB Ha OIUH
KOHTPOJIUPYIOIUHN TIOPT.

Ha mapurpyrusaropax cepuri ME BO3MO’KHO co3/jaHue 0 15 cecCH MOHUTOPHHTA.

JlokasnbHOe 3epkasupoBaHue SPAN (The Switched Port Analyzer) saBisercsa Haubo0Jee IIPOCTOM
¢dopmMoOI 3epKaIUPOBaHUA. Bce KOHTposMpyeMble (source) IIOPTHI PAacIIOJIOXKeHBI Ha TOM JKe
CeTeBOM YCTPOMCTBe, UTO KOHTPOJIUPYIOIUi (destination) ImopT.

SPAN

Tabauya 86. Hacmpotika ceccuu mMoHumopuHza SPAN

KomaHga Ha3HaueHmue

configure [Tepexof B pesKUM I7100a/IbHOM KOHQUIYpaIlUH.

monitor-session
session_name

[Tepexo/ B pesKUM KOHQUTYpaIluy CeCCU MOHUTOPHHTA.

description descr (OnimoHanbHO) /106aBUTH OITMCAaHKe HasHAUeHUsI CECCUU

destination interface type
num

source interface type num

direction { both | rx-only
| tx-only }

vlanvlan_tag

direction { both | rx-only
| tx-only }
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3aaTb KOHTPOJIHPYIOIIMY MOPT —IIOPT, Ha KOTOPBIM O6yayT
OTIIPaBJISITHCS KOITUH IT€PEXBAYEHHBIX ITAKETOB.

[lepexo;, B  PpPeKUM  KOHQUIYpallMM  KOHTPOJIHPYEMOTO
IopTa — II0pTa, C KOTOPOTO GYAYT IIepeXBaThIBAThHCS ITaKeTHL.

BeiOpaTh THI 3epKaJaupyeMoro Tpaduka: BXOAAIIUU (rx-only),
ucxopgammi (tx-only), Bech Tpaduk. I1o yMosTUaHUIO 3epKaIUuPyeTCs
Bechb Tpaduk (both).

VKasaTh KOHTpoaupyeMyro VLAN U IlepedTU B peXUM 3aJaHUs
TUIIa TpadpuKa.

(omroHaJIbLHO) BrIOpaTh THUII 3epKajJHUpPyeMOro TpaduKa I
Tpaduka ¢ ykasaHHbIM VLAN ID: Bxogamui (rx-only), UCXOQAIITHN
(tx-only), Becpr Tpaduk. [0 ymMOIYaHUIO 3epKaJIHpPyeTCsd BecCh
Tpadux (both).

ApxuTeKkTypa YyCTpOHCTBA II03BOJISIET
3epkajupoBaTh moaHOCTBIO (both) B
onpeaesaeHHOM VLAN TO/JIBKO TPaH3UTHBIN
Tpaduk. Hcxopsamuii Tpapuk B VLAN c
HHTep¢elica He 3epKaJIupyeTcs.

IMPORTANT



KomaHnpa

exit

exit
shutdown
exit

commit

Ha3umaueHue

Bo3sBpaT B peXUM KOHQUIYpallud KOHTPOJIUPYEMBIX IIOPTOB.
Mo>xHO nA06aBUTH [omnosHUTeNbHble VLAN ID o mepexBaTa
Tpaduka.

Bo3Bpat B pe’KUM KOHQUTYpaIIiy CeCCHX MOHUTOPHHTIA.
(OnroHanbHO) OTKIIIOUEHMe CeCCUY MOHUTOPHHTA.
(OmoHasIbHO) Bo3BpaT B peskKUM IJI00aIbHOU KOHQUTYyPaIlHH.

HpI/IMEHeHI/Ie IIPOH3BEAEHHBIX HACTPOEK.

Remote SPAN (RSPAN)

3epKaJUpPOBAHHBIA TpadUK TakKe MOXKHO IlepeflaBaTh Ha YCTPOMCTBA MOHHUTOPHUHTA, He

IIOAK/IFOYEHHBbIE

HeIIOCPeJICTBEHHO K
MHKAIICYJIUPyeTC B IIaKeThI

MapIIpyTU3aToOpy.  3epKaJHUpPOBAaHHBIMN
¢ BHemrHUM TeroM RSPAN VLAN u 1epenmaercsa

Tpapuk
II0 CeTH

KOMMYTAaTOPOB K y/laJIeHHOMY YCTPOMCTBY MOHUTOPHHTIA.

Tabauua 87. Hacmpotika ceccuu MoOHUmMopuHaa RSPAN

Komanpa

configure

monitor-session
session_name

description descr

source interface type num

direction { both | rx-only
| tx-only }

vlan vlan_tag

direction { both | rx-only
| tx-only }

exit

exit

destination remote

interface type num

vlan vian_id

HasnaueHue
[Iepexof B pesXyUM 171062/ IbHOM KOHQUTYPAIIH.

[Iepexo/; B pe)KUM KOHOUTYPAITUH CECCH MOHUTOPUHTA.

(OmroHaIbHO) /106aBUTH OIMCAaHUE Ha3HAUYeHHs CeCCHH.
[Iepexof B pe’KUM KOHQHUTYPAITIH KOHTPOJIHUPYEMOTO TIOPTA.

Bri6paTh, Kakod TpadpuK OymeT 3epkKamupoBaThbed. [Io ymMordaHuio
3epkaJsipyeTcs Bech Tpaduk (both).

VkasaTh KOHTpoiupyeMyr VLAN.

BeiOpaTh THI 3epKaIupyeMoro Tpaduka: BXOAAIIHU (rx-only),
ucxopgamui (tx-only), Bech Tpaduk. I1o yMoTUaHUIO 3epKaaIUupyeTCs
Bech Tpaduk (both).

Bo3sBpaT B peXUM KOHQUIYpallud KOHTPOJIUPYEMBIX IIOPTOB.
MoxxHO n06aBUTH [omoaHUTenbHble VLAN ID maa mepexBaTa
Tpadpuka.

Bo3Bpat B peskKUM KOHQUTYpaIiiy CeCCUX MOHUTOPHUHTA.
[lepexopn B peskuM HacTpoUKu RSPAN VLAN.

VKkasaTb HHTepdeuc, 4Yepe3 KOTOPBI KOIIMM IIaKeTOB OYyAyT
OTIIPaBJIATHCA K YIaJIeHHOMY YCTPOMCTBY MOHUTOPHHTIA.

3amatb RSPAN VLAN — Ter, KOTOpPBIM O6yeT J00aBJIATHCSA Ha KOITUH
IIepeXBauyeHHBIX I1aKEeTOB IIPH UX OTIpaBKe K yAaJleHHOMY
YCTPOHMCTBY MOHHUTOPHHTA.
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KomaHnpa

vlan-pcp value

root

interface { type num }
num.subif id

encapsulation outer-vid
outer-vid

commit

Ha3umaueHue

(OnroHanbHO) Mi3MeHUTH IIPUOPUTeT TpaduKa, IepeaBaeMoro B
RSPAN VLAN (110 yM0JTUaHUI0, 3HaUEHHe IpUopuTeTa paBHoO 0).

Bo3BpaT B peKUM I7106aJIbHOM KOHQUTYPaAITHH.

[Tepexop B peXUM KOHQUryparuu uHTepderica, UCI0JIb3yeMOro B
kauecTBe RSPAN mopra.

Hamuuue Takoro cabOuHTepdeiica B

IMPORTANT .
KOH}HUTYpaIH YCTPOICTBA 00513aTE/IHHO!

VkaszaTb RSPAN VLAN B KauecTBe Tera.

HomMmep Tera Ha caOuHTepdelice HO/DKEH
IMPORTANT COBHAJaTh c HOMepoOM Tera B
KoHpurypanuu vlan gy RSPAN-mopTa.

HpI/IMEHEHI/Ie IIPOHU3BEAEHHBIX HACTPOEK.

IIpumep Hacmpoliku A10KaAAbHOIL ceccuu MoHUmMopuHaa (SPAN)

monitor-session test

destination interface tengigabitethernet 0/0/16
source interface tengigabitethernet 0/0/1

direction rx-only

vlan 55
exit
vlan 103
exit
vlan 500
exit
exit
exit

IIpumep Hacmpoliku ceccuu yoaneHHo20 MoHumopuHaa (RSPAN)

monitor-session test?2

destination remote

tengigabitethernet 0/0/9

vlan 1000
exit

source interface tengigabitethernet 0/0/3

vlan 4094
exit
exit
exit

interface tengigabitethernet 0/0/9.1000

description RSPAN
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encapsulation outer-vid 1000
exit

HNudopManyg 0 cecCHsIX MOHUTOPHHIA COLEP)KUTCA B BBIBOJe KOMaHABI show monitor-session,
TaK>Ke MOJKHO BbIBECTH MHOpPMAIIHIO 00 OIIpe/ie/IeHHOM CeCCUH, YKa3aB eé MM B show-KoMaHfie:

0/ME5100:Router#f show monitor-session
Mon Dec 14 15:11:55 2020

Session: test

Type: local

State: up
Source:

Interface: te0/0/1
Direction: rx-only

VLAN: 55

Direction: both
VLAN: 103
Direction: both
VLAN: 500

Direction: both

Destination:
Interface: te0/0/16

Session: test2

Type: remote

State: up
Source:

Interface: te0/0/3

Direction: both
VLAN: 4094
Direction: both

Destination:
Interface: te0/0/9
VLAN: 1000
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HACTPOHKA KAYECTBA OBCJIYKUBAHUA
QoS

B maHHOM IvIaBe pacCMaTpUBAKOTCA IIPUHIIUIIBI HACTPOMKHU CHUCTEMBI ObOeclleyeHUsl KadecTBa
obciayXxuBaHUS ceTH. IlapaMeTpbl KadecTBa ob6ciaykuBaHUs (Quality of Service) Io3BOJISIOT
IIPUOPUTE3UPOBAaTh  IIPOXOXKAEHWE  OIlpefieJIeHHbIX  TUIIOB  TpaduKa,  IIPOU3BOAUTH
IepeMapKUpPOBKY (M3MeHeHHe IPUOPUTETA) TPAH3UTHOMY TpPaduUKy, a TakKKe 3aJaBaTh II0JIOCY
IIPOITYCKaHUA I pasHbIX THUIIOB TpaduKa Ha pasjIUYHbIX MHTepdelicax. Ha MapuipyTusaTopax
cepur ME M0’KHO TUOKO peryJIMpoBaTh OJUTUKU IIPOX0KAEHU TpaduKa.

ITepemapkupoBka L3 Tpaduka

B mpuBefieHHOM IIpuMepe TpebyeTcs KIMEeHTCKUN TpaduK orpaHuuuBaTh B 20Mbit/s B 060ux
HampaBJIeHUSIX, U, B TO ’Ke BpeMsl, He JaBaTh BO3MOKHOCTHU MPUOPUTE3UPOBAHHOMY OT KJIWEHTa
TpadUKy HCIIOJIL30BaTh PeCYpPChl KJIacCoB €S6 U €s7 (HalpuMmep, B AU3aliHe MHOJ AaHHBIE THUIII
KJIaCCOB 3aJI0KeHbI KaHaJ/Ibl MOHUTOPUHTA U YIIPaBJIeHUS CeTH).

Tabauya 88. Co3daHue u Hacmpotika QoS-npogaiinos.

Komanpga HasHaueHue

configure [Tepexof B pesXUM IVI00aJIbHOM KOHQUI'YPAIIHHU.

qos [lepexon B peXUM KOHOUTYPUPOBAHUA U co3maHud QoS
IapaMeTpoB.

shape profile PROFILE_NAME Co3maHue OrpaHUYUTENILHOIO HPOQUMIIA IJI9 HCXOMAIIErO

Tpapuka. B pmaHHOM Bepcuu I[I0 IIEMIIMHTI IIPUMEHUM
TOJIBKO /I UCXOJAIIEro TpaduKa.

rate KBPS 3aZjlaHre OrpaHUUYUTEJbHON CKOPOCTH, IIPU IOCTHIKEHUU
KOTOPOM IIpeBHIIIAIIUN TpaUK 6yeT OTOPOIIIEeH.
JlaHHBIU ITapaMeTp SIBJIIeTCA 00513aTeIbHBIM.

exit BosBpaT B pexuMm KOHQUIYPHUPOBaHUA U co3fgaHUsg QoS
IIapaMeTpoB.

rate-limit profile PROFILE_NAME Co3gaHue OIpaHUYUTeJbHOIO IIPOQMIISA [ BXOIAIIETO
Tpapuka. B pmaHHON Bepcun IIO0 BxXopdmuil Tpaduk
BO3MOJKHO OTPaHUYUTH TOJIBKO IIOCPEICTBOM IIPUMeEHEeHUs
rate-limit.

rate KBPS 3aflaHye OrPaHUYUTEJBbHOM CKOPOCTH, IPH JOCTH KEHHUH
KOTOPO¥ IIPEBHIIAOIINAN TpaQUK OyAeT OTOPOIIIeH.

IZ[aHHI:»IIL/'I IIapaMeTp ABJISIETCA 00s13aTeJTbHBIM.

exit Bo3BpaT B peXuUM KOHOQUIYPUPOBAHUS U Co3maHUsA QoS
IIapaMeTpoB.

Temepb /I TOTO, YTOOGBI KaK-TO IOMeYaTh NPUXOAAIIUHN KIMEeHTCKUU TpaduK, HeoO6XOTHUMO
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co3zaTh tc-map (KapTa KjaccoB Tpa¢uka). Ha ocHoOBe JaHHOM KapThl MaKeThl OYAYT ITOMeUYaThCs
BHYTPEHHHUMH /IJIs1 YCTPOHCTBA MapKepaMHU - {C -, U y»Ke Ha UX OCHOBe IIPOBOJUTHLCS BhIOPAaHHOE
I10J1b30BaTeJIeM JeHiCTBUE - KjIacCUQUKAIIUA B HEOOXOAUMBIN KJIacC C IIOMOIIBI0 class-map winu
repeMapKHUpPOBKa.

Tabauua 89. Co3daHue u Hacmpotika tc-map.

Komanpa HasHnaueHue

tc-map MAP_NUMBER CospmaHue KapThl KJIAaCCOB TpadHKa.

ipv4-dscp DSCP_VALUE OmpepesiseM Kakoe 3HadeHue DSCP B IPv4 makere Oyzer
II0MeYaThCs MapKepaMH tc.

tc INTERNAL_TC VALUE HasHauaeM HOMep BHYTpPeHHero /MAjad VCTpPO#CTBa tc-
MapKkepa.

IZ[EIHHI:II‘/JI IIapaMeTp ABJISAETCA 00s13aTeJIbHBIM.

set ipv4-dscp DSCP_VALUE [IpuMeHsieM TIepeMapKUpoBKy DSCP Ha Heob6xomuMmoe
3Ha4yeHMue II0 JU3aHY.

exit Bo3BpaT B peXUM KOHQUIYPHUPOBaHUA U CO3maHUA QoS
IIapaMeTpoB.

exit Bo3BpaT B pekUM IJ106aJIbHOM KOHQUTYpaITUH.

OcraéTcs moOCAeJHUM IIar - IIPpUMeHeHHe Ha KIIHMEeHTCKUM uHTepdelic shape profile pis
OrpaHUYeHHs UCXOJAIeH CKOPOCTH, rate-limit profile njia orpaHUYeHUs BXOJAIeN CKOPOCTH U tc-
map 1 lepeMapKUPOBKH BXOJAIIEr0 OT KJIMeHTa MapKUPOBAaHHOTO TpadHKa B HYKHBIM KJIacc.
Ta6auuya 90. IlpumeHeHuUe qos-HAcCMpoeK Ha uHmepdgelic.

KomaHza Ha3HaueHmue

interface { tengigabitethernet |  Ilepexom B pesxuM KoHOUTYpHpOBaHHS HHTepdelica JHUGO
bundle-ether } num | num.subif id  ca6unTepdeiica.

shape output profile [IppuMeHeHUe TIPOQUIA OIpaHUUYEHUs CKOPOCTH Ha
PROFILE_NAME UCXOIAIINMN TPpadUK.

rate-limit input PROFILE_NAME  IlpuMeHeHue TpoQMIsd OrpaHUYEeHUS CKOPOCTH Ha
BXO[AIIINHN TpaQUK.

te-map input MAP_NUMBER I[IppMeHeHHe IIpaBHja MaT4YMHTa M IIepeMapKHUPOBKU
BXOJAIIero Tpadpuka.

exit Bo3BpaT B peXkUM IJ106aIbHOM KOHQUTYpaITUH.
commit ITprMeHeHMe IIPOM3BEAeHHBIX HACTPOEK.
ITpumep. Co3daHue uHmepgelica c nepemMapKupo8Koll KAUeHMCK020 mpa@uxa u3 csé u cs7 8 cs5
qos
tc-map 101

ipv4-dscp 48-63
set ipv4-dscp 40
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tc 5
exit
exit
shape profile 20Mbits
rate 20480
exit
rate-limit profile 20Mbits
rate 20480
exit
exit

interface tengigabitethernet 0/0/2.300
tc-map input 101
shape output profile 20Mbits
rate-limit input profile 20Mbits
exit

AHaJIOTUUHBIM 00pasoM MOJKHO OTCTPOUTH K CEPBHUCH], IIpefloCTaBJsieMble KJIHEHTaM
nocpencTBoM L2-VPN TeXHOJIOTHH, o6ecliedrB TpeOyeMBIM YpOBeHb KaudecTBa 0O0CIyKHUBaHUA
cetd. OTiMune OyneT JIMIIL B TOM, YTO Tellepb HAC HMHTepecyrT L2-3aroJIOBKH KIMEeHTCKHX
¢periMoB U X 3HayeHUsd PCP-11oJ1 (priority code point).

MPLS-3arojioBoK, TakKe HUMeHIUN B cebe 3 O6uTa I IpUOPETU3AIINY,
HacjlelyeT 3Ha4YeHUs IIPUOPUTETOB B 3aBMCUMOCTHU OT WHKAIICYJIUPYyeMOH
Harpysku. T.e. mima L3-VPN cepBucoB 3HaueHue Iiossi DSCP  Gygper
TpaHcupoBaHo B MPLS-TC u IlepefjaHo B ceTbh, [y L2-VPN 3a ocHOBY OyzeT
B3sATO Iosie PCP. Heo6X0[MMO YUYUTHIBAaTh JAHHBIM MOMEHT B IleJIeBOM
LU3alHe IIpeoCTaBIeHUs YCIIYT.

IMPORTANT

ITepemapkupoBka MPLS-Tpaduka

Eciii usaliH ceTy TpebyeT IIOJIHYI0 He3aBUCUMOCTh MPLS-cerMeHTa OT IIPUOPUTETOB BXOJSIIIETO
B cerMeHT Tpaduka, Torga Ha PE-MapiipyTrusaTopax TpebyeTcs IIpUMeHSTh rewrite-rpaBuia.

Tabauua 91. Co3daHue u Hacmpotika rewrite-map 0432 MPLS-unmepdgeticos.

Komanpga HasHaueHue

configure [Tepexof B pe>XUM IVI00aJIbHOM KOHQUI'YPAIIHHU.

qos [lepexon B peXUM KOHOUTYPUPOBAHUA U co3maHud QoS
IapaMeTpoB.

rewrite-map MAP_NUMBER Co3pmaHue KapThl IlepeMapKHUPOBKU TpapuKa.

ipv4-dscp DSCP_VALUE OmpenesseM Ha OCHOBe Kakoro 3HaueHus DSCP B IPv4

3aroJIoBKe Oy/leT yCTaHOBJIEH IIpuopuTeT B MPLS-T1akeTe.
set mpls-tc TC_VALUE HasHauaeM IpuopureT [y ucxogdamniero MPLS-makera.

exit Bo3BpaT B pe’KUM KOHQUTYPHUPOBaHUA rewrite-map.
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Komanpga HasHaueHue

exit Bo3BpaT B peXMM KOHQUIYPHUPOBaHUA U CO3maHUA QoS
IapamMeTpoB.
exit Bo3BpaT B peXuUM IVI06aJIbHOM KOHQUTYpPaIIHH.

[locyieTHUH IT1aT - IPUMEHUTH rewrite-map Ha Bce MPLS-uHTepdechl JaHHOTO MapIIIpyTU3aTOopa.

B ciayuae mosBiieHUMs HOBBIX MPLS-JIMHKOB, TpeOyeTcd HasHadyaThb U Ha HUX

NOTE . .
IIpaBHJIa IIepeMapKHUPOBKH, T.K. rewrite-map siBJIsI€TCS per-lnterface 00 BEKTOM.

Tabauua 92. [IpumeneHrue QoS-npasus Ha MPLS-unmepdgericol.
KomaHnpa HasunaueHue

interface { tengigabitethernet |  [lepexos B peskuMm KoOHOUTYpHpOBaHHA MHTepdeiica JTHU6G0
bundle-ether } num | num.subif id cabuHTepdeiica.

qos rewrite output MAP_ NUMBER IIpruMeHeHHe KapThbl IIepeMapKHUPOBKHA Ha HCXOIAIUNA

TpadHUK.
exit Bo3Bpart B peKuM I7106aIbHOU KOHQUTYpaIlUH.
commit [IprMeHeHMe IIPOU3BEIEHHBIX HAaCTPOEK.

ITpumep. Ilepemapxkuposka mpaguka, ucxodsuezo us PE-mapupymusamopa 8 MPLS-cecmeHm.

qos
rewrite-map 404
ipv4-dscp 0-63
set mpls-tc 1
exit
exit
exit

interface tengigabitethernet 0/0/1.400
gos rewrite output 404
exit

Takum obpasom, Bech ucxomdaiu L3-VPN Tpa¢uk Oyzmer coxpaHsaTs IPv4 DSCP IprHopHUTeT, HO
mpls-tc 6yzeT paBeH 1.

OrpaHu4YeHHe I10JI0CHI 110 IpHOpUTeTaM Tpadpuka

HeMHOro ycJOKHHM 3amauy. IlpefcTraBUM, 4UYTO Heo6xoauMo L3-TpaduKy BBIJEISITH
OIIpe/leJIEHHYI0 ITPOITYCKHYI0 II0JIOCY, COIJIACHO IIPHOpPHUTeTaM, HampuMep, csl orpaHUYHUBATH
20Mbit/s, cs5 orpaHnumBaTh 10Mbit/s, cs7 orpaHuuuBaTh 5Mbit/s, a Becb ocTaBIIUiicId TpaduK
orpaHnyuBaTh 60Mbit/s. TakuMm o6pa3oMm, TOT TpadUK, HPHUOPUTET KOTOPOTO MBI OyaeM
YUYUTHIBAaTh, HEOOXOAMMO 3aJleTeKTUpPOBaTb C IIOMOIIbI0 tc-map, 3aTeM IIPOHU3BECTHU
KJIaCCUPUKAITUIO IIPUHATOTO TpaduKa C IIOMOINbI0 class-map , a y)Ke IIOCJIe OrpaHUYHUBATH
TpeOyeMOH I10JI0COM C IIOMOIIBI0 policy-map.
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Tabauua 93. Co3daHue u Hacmpotika policy-map.

Komanpga

configure

qos

tc-map MAP_NUMBER
ipv4-dscp DSCP_VALUE

tc TC_VALUE

exit

class-map CLASS_MAP_NAME
match tc INTERNAL TC VALUE

match-mode { all | any }

exit

policy-map POLICY MAP_NAME

class CLASS MAP NAME
shape rate KBPS

exit

exit

exit

HasxnaueHue
ITepexof B pesXuM Iv106a/IbHOM KOHQUTYPAIIH.

[lepexo/; B peKUM KOHQUIYpPUPOBaHUS U co3faHus QoS
I1apaMeTpoB.

Co3maHue KapThl KJIacCOB TpaduKa.

OmnpepesseM Kakoe 3HadeHue DSCP B IPv4 makere Oyzer
IoMevaThbCsd MapKepaMH tc.

HasHauaeM HOMep BHYTpeHHero I YCTpoMcTBa tc-
MapKepa.
JlaHHBIY ITapaMeTp IBJIAeTCS 0093aTeIbHBIM.

Bo3BpaT B peXUM KOHOUIYPUPOBaHUS U co3fjaHus QoS
I1apaMeTpoB.

Co3maHue KapThl KIaccudUKamu Tpaduka.
HasHaueHme BHYTPeHHETO /JIs1 yCTPOHCTBa tc-MapKepa.

(ommoHasbHO) PeskuM paboThl KiIaccuQUKAIUU - JIU60
IIOJKHBI OBITH COOJIIO[€HBI BCE YCIOBUS, ILOO XOTS OBI OJTHO
U3 YCJIOBUM (PerXUM 110 YMOJTYaHUIO).

BosBpaT B peXXUM KOHQUIYPHUPOBAHUA M co3jaHudg QoS
IapaMeTpoB.

Co3gmaHue TIOJIUTUKU [JIsI OTPAaHUYEHUS HCXOJSIIETO
Tpadpuka.

HacTpotika UCII0/Ib30BaHUs KJIacCOB TpadHuKa B IIOJIUTHUKE.

3ajjaHre OIpaHUYUTEJBbHOM CKOPOCTH [JIS KJjacca, IIpU
IOCTIDKEHUHM KOTOPOM IIpeBBHIIAIOIIHN Tpaduk Oymer
0TOpOILIEH.

BosBpaT B pe’KUM KOHQUIYpPHUPOBaHUL policy-map.

Bo3BpaT B peXUM KOHOUIYPUPOBAaHUS U co3jaHUs QoS
I1apaMeTpoB.

Bo3Bpart B peXuM I7106aIbHOY KOHQUTYPaITHH.

[IocsieTHUH II1aT - IPUMEHUTH policy-map Ha UHTep¢echl MapIIpyTHU3aTopa.

Tabauua 94. [IpumeneHrue policy-map Ha uHmMep@ericol.

KomaHma

interface { tengigabitethernet |
bundle-ether } num | num.subif_id

tc-map input MAP_NUMBER
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Ha3naueHue

[Tepexos B peXUM KOHQUTYpHpoBaHUA HHTepdetica J1H60
cabuHTepderica.

[IpuMeHeHMe IIpaBUIa MaTYMHTa BXOAIEr0 TpaduKa.



Komanpga HasHaueHue

service-policy output [IppuMeHeHHe CEepBUCHOM TOJUTHUKH Ha HCXOJSIIUHN
POLICY_MAP_NAME TpadHK.

exit Bo3Bpart B pekKuM I7106aIbHOU KOHQUTYPaIIUH.

commit ITpMeHeHMe IIPOM3BeJeHHBIX HACTPOEK.

IIpumep. OzpaHuueHue ucxodsuse2o mpaguka coeAacHo NPUOPUMema.

qos
tc-map 202
ipv4-dscp 8
te 1
exit
ipv4-dscp 40
tc 5
exit
ipv4-dscp 56
tc 7
exit
exit
class-map cs1
match tc 1
exit
class-map csb
match tc 5
exit
class-map cs/
match tc 7
exit
policy-map shape_cs_output
class class-default
shape rate 61440
exit
class cs1
shape rate 20480
exit
class csh
shape rate 10240
exit
class cs7
shape rate 5120
exit
exit
exit

interface tengigabitethernet 0/0/2.300
tc-map input 202

exit

interface tengigabitethernet 0/0/1.400
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service-policy output shape_cs_output

exit

NOTE

NOTE
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TK. B JaHHOM IIpHMepe tc-map HacTpoeHa Ha KOHKpeTHbIe 3HadeHus DSCP, To
af11, af31, ef u Bce ocrasbHbIe Kiacchl Tpaduka OyAyT HOIIafaTh II0J IIPABUJIO
class-default 1 mesuTs mosiocy B 60Mbit/s. I[Io ymosmuanuto class-default umeer
BHYTpPeHHUH MapKep tc = 0.

Tpaduk, IpUHATHIN Ha UHTeppelc ¢ HeHaCTPOeHHO! (He IIPUMeHEHHOMN) tc-map,
OyzeT KiaccuUIUpoBaThCA Kak class-default.



HACTPOHKA ITPOTOKOJIOB RIP X RIPng

B aHHOH IVIaBe OIIMCaHBI IIPUHIIUIIEI HACTPOMKHU IIPOTOKOJIA AUHAMHUYeCKOM MapIIpyTH3allhuu
RIP (Routing Information Protocol).

[IpOTOKOJI IIPUHAJJIEKUT K CEMENCTBY IIPOTOKOJIOB COCTOSTHUS COeJMHEHU U OTHOCUTCA K IPyIIIe
IGP (Interior Gateway Protocol). OcHoBaH Ha ajroputMe besuixama-®oppaa (BeKTOP pacCTOSHU).
[IpuMmeHsgeMass B INpoToKosie RIP MeTpuKa IIpefcTaBisieT COO0M KOJIWYECTBO TPAaH3UTHBIX
IIepexo/loB [0 ajpeca HasHa4yeHHWd. MaKCHUMaJIbHO [OIIyCTUMOEe KOJHWYeCTBO TPAaH3UTHBIX
nepexonoB 1y RIP paBHO 15. MeTpuka 16 cuuTaeTcsi O6eCKOHEUYHO OOJIBIIION, ajpec
HeJIOCTOKHUMBIM.

[To yMOTUaHUIO POyTEpP OTIIPaBJIsieT 0OHOBJIEHUS HHOOPMAIIMU 0 MaplIpyTax Kakasle 30 CEKyHI,
B 06HOBJIEHUAX COZep>KaTCsa He TOJIbKO MapIIPyThl, KOTOPBIE IIOAKII0UYEHb K HEMY HallpsIMYy0, HO
U MapLIPyTHI, [I0JIyYeHHBIE OT APYTUX POYyTepoB IIocpeacTBOM IIpoTokosia RIP. Eciiu B TeyeHue 180
CeKyHJ pPOyTep He II0JlydaeT OOHOBJEHHM, TO MAapIIPyThl, IIOJyYeHHbIe IIPU IIOMOIIA
MpeabIAYIIUX OOHOBJIEHUM, IIOMEUYarTCd KaK "HeoOHOBJieHHBIe". [Io ucreueHuu 120 CceKyH[,
"He0OHOBJIEHHBIE" MapIIPYTH] YAAILIOTCA.

Bepcuu nnpotokosia RIP

* RIP version 1 - Mo)keT paboTaThb TOJBKO C KJIACCOBOU ajpecarueirt. IllMpokoBeniaTeabHast
pacchlIKa 06HOBJIEHUH.

e RIP version 2 - HIpOTOKOJ OGHOBJIEH, Ao06aBJjieHa IIOAJeprKKa OeCK/IacCOBOM aJpecariuu
(mopmep>kka VLSM, Variable Length Subnet Masks). O6HOBJIeHUsS Iepefal0TCs C IIOMOIIBIO
MHOT0a/ipecaTHOM, a He IITUPOKOBeIllaTeJIbHOMU pacChIKU (azmpec 224.0.0.9)

* RIPng (RIP next generation) - ro6aByieHa nmogaep-xkka IPve6.

B mapupytusaTopax cepuu ME nopageps>xkaHsel RIP version 2 u RIPng.

IIpuHIIUNBI KOHQUTYPUPOBAHUA IPOTOKOIa RIP

HacTpolika Ipoljecca /[AWHaMHU4YeCKOM Mapuipyrusanuu RIP  IpousBofuTca B pasielie
KoHUTyparuu router rip.

Ha ycTporicTBe BO3SMOKHO CO3/iaTh TOJIBKO OZMH IIPOIlecC MapIIpyTusanuu RIP.

BHYTpH JaHHOI0 KOHQUIYpPAIlMOHHOIO 6JI0Ka HacTpauBaeTcd RIP Kak /g I106aJIbHOM TaOJIUITE],
TaK U JJI1 UMeIOIUXCs Ha MaplIpyTHU3aTope 9Kk3eMILIIpoB VRE.

JlanbHeHIIast KOHQUTYpaIis TakyKe IIPOU3BOUTCS HepapXuyecKH.

[Io yMO/JIlYaHUIO HU OJUH U3 HHTEepPQeMCOB YCTPOMCTBA He BKJIYEH B
npotokos RIP. /Jliiga 3amycka IpoTokosa RIP Ha wuHTepdelice u/wiIu
cabuHTepderice TpebyeTCd IBHO yKas3aTh 3TOT UHTepdelic B KOHQUTypaIuu
BHYTpH IIporiecca RIP.

IMPORTANT

TaxuM 0Gpa3oM, OC/I€/J0BATETHbHOCTH KOHPUTIYPHUPOBAaHUS NPOTOKOJIa RIP BRIIISIAUT
CJIeIYIOIIUM 00pa3om:
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1. Co3maHue IIporiecca MapIIpyTU3AIIUH.

2. O611ag HacTporka npoTokosia RIP Ha ycTpoicTBe.

3. ZlobaBiieHHe HHTepP(EICoB.

IToc/ie0BaTEILHOCTD
NOTE

KOHQUTYPHUPOBaHUSA IIPOTOKOJIA RIPng

MapIIpyTusaTopax cepur ME aHaloTUYHa.

ba3oBas HacTpouKa nporokxosia RIP

HaCTPOﬁKa IIPOTOKOJIAa ITPOM3BOHUTCA COIJIACHO OITMICAHHOM BBIIIIE Hnepapxuvu.

Tabauua 95. bazosas Hacmpotika npomoxoaa RIP

KomaHnpza

confiqure

router rip (router ripng)

interface { loopback |
tengigabitethernet | bundle-ether
| fortygigabitethernet |
hundredgigabitethernet | tunnel-ip

| twentyfivegigabitethernet} num

receive disable

send disable

exit

timers { update-interval |
holddown-interval | flush-

interval} SECONDS

exit

commit

Ha3umaueHue

Ilepexo/ B pesXUM I106a/IbHOM KOHQUTYpAITUH.

Ha

CospmaHue nporiecca Mapuipytusanuu RIP (in6o RIPng) u

IIepexo/] B pe>KUM eTr0 HaCTPOUKH.

Jlo6aBiieHHe COOTBETCTBYIOIEro MHTepderica (JTM60
cabuHTepderica) IIepexof; B peKUM ero HaCTPOMKU.

(OmroHabHO) 3aIlpeTUTh IIPHUeM 0O0HOBJIEHUH Ha
HHTepderice.

(OnnuoHanbHO) 3alIPeTUTh OTIIPaBKY 0OHOBJIEHUH C
uHTepderica.

Bo3BparT B pe)KUM HaCTPOUKU IIpoIiecca MapIIpyTHU3aIlUH.

(OnmroHasbHO) 3afaHue TalMepoB IIPOTOKoIa RIP:
update-interval — UHTepBaJ OTIIPaBKHU 00HOBJIEHUH;
[TpuauMaet 3HadeHUd 1...50000 cekyH.lepoaTHOE
3HauyeHwue - 30 CeKyH[;

holddown-interval —vuHTepBa BpeMeHU C MOMEHTa
II0JIy4YeHU II0CIeJHero 0OHOBJIEHUS, 110 UCTEYeHUU
KOTOPOTO MapuIpyT OyAeT IIoMeUeH KaK "BO3MOKHO
HeJIOoCTynHBIN". [leposTHOE 3HaUeHUe - 180 CeKyH[;
flush-interval — vHTepBaJl BpeMeHH, I10CJIe KOTOPOI0
IIOMeYeHHBIN MapuIpyT OyzeT ygasieH. leboaTHoe

3HaueHUe - 120 ceKyH/.
BosBpat B pe’kuM IV106a/IbHOM KOHQUIYpaIluH.

[IpuMeHeHMe IIPOU3BeJeHHBIX HACTPOEK.

ITpumep. bazosaa Hacmpolika npomoko.a RIP

router rip
interface loopback 1
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exit
interface tengigabitethernet 0/0/5
exit

exit

Hactpoiika RIP njsa sksemiuisapa VRF

Jl1d 3aIrycKa IIpoliecca MapupyTtusanuu RIP BHYyTpHU KaKoro-au6o skseMiuisipa VRF He06X0quMo
CKOHQUIYPUPOBATh COOTBETCTBYIOIIUM 610K vrf <NAME> BHyTpH 3apaHee CO3JaHHOIO IIpoIiecca
Mmapiipytusanu router rip. IIporjecc manbHelIer HacTpoUku RIP BHyTpu VRF upeHTUUYEH
TAKOBOMY JJIs1 IVI00a/IbHOM TabJIMIBI MapILIPyTHU3aIlUHU.

[Iporiecckl MapIIpPyTH3aIlMU Mg pasHbIXx VRF pa6oTaroT He3aBUCUMO [pyr OT
apyra.

NOTE

Tabauuya 96. Hacmpotiika npomoxoa RIP 05 sk3emnaspa VRF

KomMmanpga Hasunauenue
configure ITepexof B pesXuM Iv106a/IbHON KOHQUTYPALIHH.
router rip CosgaHue mporiecca MapIupyTusamnuu RIP 1 riepexon B

PE’KHMM ero HaCTPOMKH.

vrf VRFE_NAME BxurroueHue RIP B cOOTBeTCTBYIOIIEM 3K3eMILIgpe VRF 1
IIepexo/; B pesKUM ero HaCTPOMKH.

interface { loopback | Jlo6aBJIeHHe COOTBETCTBYIOIIEro HHTepdetica (1160

tengigabitethernet | bundle-ether .. a0 randerica) mepexon B pesKIM er0 HACTPOMKE
| fortygigabitethernet | pd ) TIepexofi B p P ’

hundredgigabitethernet | tunnel-ip
| twentyfivegigabitethernet} num

receive disable (OmoHanbHO) 3aIlpeTUTh IIPHUeM 0O0HOBJIEHUM Ha
HHTepderice.

send disable (OmIMoHAILHO) 3aIIPETUTD OTIIPABKY 0GHOBJIEHHUI C
uHTepderica.

exit Bo3BpaT B peykKrM HaCTPOUKHU IIPoIiecca MapIIpyTH3aIiu.

timers { update-interval | (OmIoHaIbHO) 3ajlaHHe TafiMepoB IPoToKoa RIP .

holddown-interval | flush-

update-interval - U”HTepBaJI OTIIPaBKH 0OHOBJIEHUN
interval} SECONDS

[TpuHuMaeT 3HadeHud 1...50000 cekyHz, ledosTHOE
3HauyeHue - 30. . holddown-interval - ”HTepBaJI BpeMeHHU C
MOMEHTA I10JIy4YeHUsd I10CIeJHero 00HOBJIEHHUS, 110
HUCTeYeHUH KOTOPOTO MapIpyT OyZeT IIoMedyeH KaK
"BO3MO>KHO HeZJOCTYITHBIN". [leposrTHOE 3HaUeHMe - 180. .
flush-interval - ”HTepBaJsI BpeMeHH, I10CJIe KOTOPOTO
IIOMeYeHHBIM MapuIpyT OyzeT ygaieH. leboaTHoe

3HaueHue - 120.

ex1t BosBpart B pesKuM IJ106a/IbHOU KOHQUTYPAIIHH.
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Komanpga HasHaueHue

commit ITprMeHeHMe IIPOKM3BEeIeHHBIX HACTPOEK.
ITpumep. Hacmpotika RIP 05 skzemnasapa VRE.
router rip

vrf example
interface loopback 1

exit
interface tengigabitethernet 0/0/5
exit
exit
IMPORTANT CooTBeTCTBYOIIIUMA 3K3eMIUIsIp VRF [o/pkeH OBITH 3apaHee CO3JaH B

KOHOUTYpaIliu MapIIpyTU3aTopa.

Pa6oTa ¢ npoToxosioMm BFD

[IpoTokosa BFD (Bidirectional forwarding detection) cay>KUT 111 66ICTPOro 06HapPy>KeHHUsI 0TKAa30B
COeIMHEHUU MeXXy IBYMs U 60Jiee COCEHUMHU YCTPOUCTBaAMHU.

MapuipytusaTopsl ceMeiicrBa ME HMerOT amnmapaTHYI MDOAAepKKy BFD, 4ro 1o3BoJsger
MaKCHUMaJIbHO OBICTPO OOHApy’KMUBATh OOPBIBBI COEMHEHUM U IIPOU3BOAUTH IIEPEKJ/II0UeHUe
TpadHuKa Ha pesepBHbIE MapILIPYTHL

BxitoueHure mpoTokosia BFD mpousBoauTCd NMYyTEM BBIIOJIHEHUS KOMaHAbI bfd fast-detect Ha
COOTBETCTBYIOI[eM WHTepderice B KOHQUIypallTMUOHHOM O6Jioke IipoTokosa RIP. Ilpu atom
MapIlIpyTHU3aTop Oy/eT IIbITaThCI YCTaHOBUTH BFD-ceccuu ¢ IP-aspecaMu Bcex cocefieil, KOTOPBIX
rpoTokoJ RIP o6HapyXUT Ha UHTepdelice. B ciryyae yCIeNIHOrO YCTAHOBJIEHUS TaKUX COCE/ICTB
craTyc RIP-ceccuu CBSKETCS CO CTaTyCOM COOTBETCTBYIOIle BFD-ceccuu.

NOTE Tosibko 111 mpoTokoJia RIP. Iloanepskka BED g1 RIPng oTCyTCTBYeT.
ITpumep. Hacmpoiika npomoxko.a BFD 0.9 RIP-unmepdgeiica.

router rip
interface tengigabitethernet 0/0/5
bfd fast-detect
exit
exit

PegucTpuOynusa MapIupyTHOU HHGOpMauu

MexaHU3M pPeAUCTPUOYIIMU I03BOJISIET IepefaTh B RIP MapuipyThl M3 [IPYIMX HPOTOKOJIOB
(mpoTokosioB IGP/EGP, cTaTUYeCKUX MapIIpyTOB U T.IL.).
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B TekyIell BepCHH IIPOTPAaMMHOIr0 obecIieueHHUs1 QUILTPAIMK MapIIPyTOB, II0/JIeXKAIIUX
PeauCTPUOKIINHU He TI0/I/leprKaHa, IIepelaloTcsI Bce MapIIPyThl YKa3aHHOTO IIPOTOKOJIA.

HCTOYHUKH peJuCTPUOYIIUN:

1. bgp — MmapuipyTHas Tabsuia npoTokosia BGP;

2. connected — MapIIpyThl, COOTBETCTBYIOII[HE II0/CeTAM, Ha3HauUeHHbIM Ha IP-uHTep¢enchl
MapuipyTusatopa B faHHoM VRF (160 GRT);

3. ospf— MmapmipyTHas Tabsuma npotokosia OSPFv2;

4. isis — MapuIpyTHasg Tabuia mpoTokoa IS-IS;

5. local —MapuipyThl, gBJAOIIMeEcCT crielfuduKaMu /32 Ui afpecoB, HasHAaUeHHBIX Ha IP-
HHTepeMChl MapIIpyTU3aTOpa.

6. static — cTaTHUYeCcKHe MapIIPyThI.

Tabauua 97. Hacmpotika peducmpubyyuu 8 RIP mapwpymHoi uH@opmayuu u3 opy2ux npomokxo.J108.

KomaHma

confiqure

router rip

redistribution { bgp | connected |
isis | local | static }
RULE_NAME

exit

root

commit

Ha3unaueHue
[Tepexof B pesKUM IV106aIbHOM KOHQUTYpaIIUH.

Co3aHue mpoliecca MapIIpyTU3aI[UH rip U IIepexo/t B
Pe’XUM ero HaCTPOMKH.

Co3pmaHue mpaBUiIa pegucTpubynuu ¢ iMeHeM RULE_NAME
U3 yKasaHHoro ucrouHuka (bgp/connected/isis/local/static).

BBIXO/T 3 pe)KHMa HaCTPOMKHU IIpaBUJIa PeAUCTPUOYITHH.
Jlajlee MO>KHO HaCTPOUTD CJIe/lyIOIITe IIpaBUJIa ISt APYTHUX
UCTOYHUKOB PeAUCTPUOYIIUH.

BBIXO/T B pe)KUM IJ106a/IbHOM KOHQUTYPAITUH.

[IppMeHeHMe IIPOM3BeIeHHBIX HACTPOEK.

ITpumep. Hacmpolika npouecca RIP ¢ 08ymMsa npasuaamu peducmpubyyuu.

router rip

interface tengigabitethernet 0/0/5

bfd fast-detect
exit

redistribution connected CONNECT

exit
redistribution static STATIC
exit

exit

IIpoBepka padoTsl RIP M fuarHocTuyeckue KOMaHAbI
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show route rip

KOMaH,I(a BBIBOJUT MAapIIPYThl, MMEIOIIHUECId B TaﬁﬂHHe MapmpyTHu3aliyuy, IIOJIYyYE€HHBbIE W3

npoTtokoJia RIP.

ITIpumep. show route rip
0/ME5100:Router# show route rip

Codes: R - RIP

.5.0.
.5.0.

D X0 XX =0

5
5
1
1
Total route count: 4

show rip

148/32 via 100.101.31.3 [120/3], 01h46m30s, te@/0/5
200/32 via 100.101.31.3 [120/4], 01h46m30s, te0/0/5
6.1.1.7/32 via 100.101.31.3 [120/2], 01h46m30s, te@/0/5
7.0.1.0/24 via 100.101.31.3 [120/2], 01h46m30s, te@/0/5

KomMmaHzia BEIBOJUT 006llee COCTOSHHUE U CTaTUCTHUKY 110 UMeEIOIeMycs IIPOLiecCy MaplIpyTH3alluu

RIP.

ITpumep. show rip

0/ME5100:Router# show rip
Thu Oct 6 16:37:16 2022
Routing Information Protocol:

Timers:
Update interval: 30 sec
Holddown interval: 180 sec
Flush interval: 120 sec

Interface(s):
Interface Send Receive
Recv bad
routes
te0/1/2.3 enabled enabled
0
Neighbor(s):
IP address Interface
BFD status Recv bad Recv bad
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Sent Recv Recv bad

updates updates packets

Last update Version



packets routes

100.101.31.3 te@/1/2.3 00h00omo2s 2
not-required 0 0
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HACTPOHKA ATEHTA DHCP RELAY

DHCP (Dynamic Host Configuration Protocol — IIpoToKoJ AMHaMUYeCKOM HACTPOMKHU y3Ja, RFC
2131) — ceTeBOM IIPOTOKOJI, II03BOJIAIOIIUN CeTeBBIM YCTPOMCTBAM aBTOMAaTHYeCKH II0y4aTh IP-
ajipec U Apyrue napaMeTpsl, HeobxoguMele 11 pa6oThl B ceTu TCP/IP. IIpoTokos DHCP pa6oTaer
110 IIPUHIUITY KJIMEeHT-CepBep, 0OMeH JaHHBIMU MeXKIy KJIHMEeHTOM U CEpBEPOM OCYILeCTBIISIETCS
yepes IOPTHI 67 U 68. /l1d 1iepegaur UHGOpMAIUU OT KiIreHTa K cepBepy DHCP ucmosnb3yeT mopT
67, B 00paTHOM HallpaBJIeHUH — 68.

Ilo ymosyaHuro, 3ampocsl IpoTokosia DHCP IepefmaroTcs B IIpefesax OLHOM IrozaceTH. IIpu
PacloJIO’KeHUW B pasHBIX IIIMPOKOBEIaTeJbHBIX [O0MeHaX KJIHEeHTOB U CepBepoB 00MeH
IIaKeTaMU IIPOU3BOUTCS Yepes CllelalbHbIN peTpaHcaaTop — DHCP Relay Agent.

JlJ1a epefadyu LOIIOJTHUTeJIbHOM MHpopMarimu o DHCP-kiueHTe Ha DHCP-cepBep, a Takke A
3aIlUTHI OT aTak C UCII0JIb30BaHUeM IIpoToKosia DHCP ucrionb3yeTces omnrus 82.

[ToJsie Option 82 B DHCP nakeTe uMeeT [iBe CTaHJapPTHbIE 00J1aCTH:

* Agent Circuit ID — cogep>XuUT MHGOPMAITUIO O TOM, C KaKOro IopTa mpuiies 3anpoc Ha DHCP-
peTpaHCIATop.

* Agent Remote ID — upgeHTudukaTop camoro DHCP-peTpaHcigTopa (KOTOPBIM 3amaeTcs IpH
HaCTpoMKe, HarIpuMep, MAC-azipec yCTpOMCTBa, KMs WU JII060e yA00HOe 3HaUeHHe).

Hactporka L2 DHCP Relay arexnra

Tabauua 98. IlocaedosamenbHocms Hacmpotiku L2 DHCP Relay azenma

KomaHnpa HasunaueHue

configure [Tepexof B pe>KUM IV106aIbHOU KOHQUTYpaIlUHU.

relay-agent name [Tepexop B peskxuM KoHOUurypruposanusa DHCP Relay Agent.
interface type num VKa3aTh UHTepQerc U IIeperuTH B Pe’KUM ero HaCTPOUKHU.
trusted ipvd JlobaBisieT uHTepdeiic B CIMCOK «J0BepPeHHBIX». DHCP-

IIaKeThI (DHCPOFFER, DHCPACK, DHCPNAK WIn
DHCPLEASEQUERY), OTIIpaBJIsIEMbIE DHCP-cepBepowM,
II0JIyYeHHBbIE C 3TUX UHTePPENCcOB He 0TOPACHIBAOTC.

exit Bosspart B pexxuM KoHurypanuu DHCP Relay Agent.
mode { append | discard | forward PsmenuTh croco6 oGpa6orky DHCP-IIaKeTOB C OIIHed 82,
| replace } IIOJIyYEeHHBIX C KJIMeHTCKUX (untrusted) mHTepdeiicon
* append — no6aButh B DHCP-11akeT onijuro 82;
¢ discard — or6pocuts DHCP-nnakeT;
» forward —nepenath 6e3 n3MeHeHHUH (110 YMOJIYaHHUIO);
* replace — 3aMeHUTH OIIIHIO 82.
exit Bo3BparT B peKuM IJI06aIbHOU KOHQUTYPaIIUH.
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Komanpga HasHaueHue

commit ITprMeHeHMe IIPOKM3BEeIeHHBIX HACTPOEK.
Ipumep: koHPuzypauus L2 DHCP Relay azenma. HHmepgeiicbl 06eduHeHbl 8 OpudiHc-00MeH.

interface tengigabitethernet 0/0/1.88
description "to DHCP-server"
encapsulation outer-vid 88
rewrite egress tag push outer-vid 88
rewrite ingress tag pop one

exit

interface tengigabitethernet 0/0/1.92
description client1
encapsulation outer-vid 92
rewrite egress tag push outer-vid 92
rewrite ingress tag pop one

exit

interface tengigabitethernet 0/0/1.93
description client2
encapsulation outer-vid 93
rewrite egress tag push outer-vid 93
rewrite ingress tag pop one

exit

12vpn bridge-domain DHCP
interface tengigabitethernet 0/0/1.88
exit
interface tengigabitethernet 0/0/1.92
exit
interface tengigabitethernet 0/0/1.93
exit

exit

relay-agent test

interface tengigabitethernet 0/0/1.88
trusted ipv4

exit
interface tengigabitethernet 0/0/1.92
exit
interface tengigabitethernet 0/0/1.93
exit

exit

Hactpotiika L3 DHCP Relay areHTa.

Ta6auua 99. IlocaedosamenvHocms Hacmpoliku L3 DHCP Relay azenma
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KomaHnpa

confiqure

relay-agent name

address-family ipv4

helper-address ipv4address

vrf vrf name

exit

interface type num

mode { append | discard | forward
| replace }

relay-source ipv4address

keep-relay-address

exit

commit

HasxnaueHue

[Tepexof B pesXUM IVI00aJIbHOM KOHQUIYPAIIHHU.

[Tepexopn B pexxuM KoHuryprupoBauus DHCP Relay Agent.
[Tepexopn B peskuM HacTpouku IP-agpeca DHCP-cepBepa.
Vkasats IP-agpec DHCP-cepBepa.

VkasaTh skseMIuiip VRF, B KoTopoM gocTyiieH IP-azpec
DHCP-cepBepa.

BosBpart B pexxum KoHpurypanuu DHCP Relay Agent.
VkasaTb uHTepdetic DHCP-kiHeHTa.
H3MeHuTH crroco6 o6paboTku DHCP-makeToB C omruei 82,
TIOJIYUEeHHBIX C KIMeHTCKUX (untrusted) uHTepdericoB

* append — no6aBuTh B DHCP-11akeT onijuzo 82;

* discard — or6pocutbs DHCP-11aKeT;

» forward —1iepefjaTh 6e3 U3MeHEHU;

* replace — 3aMeHUTH ONITUIO 82.

(OmmuonanbHO) 3amathk [P-ampec B KauecTBe I[P-afpeca
oTIpaBUTesId (src B IP 3arosioBke) U IP-azpeca KIMeHTCKOIO
uHTepderica (relay agent IP address) IIpu oTIIpaBKe IIaKeTOB
Ha DHCP-cepBep (DHCP discover).

Ana  obecrleyeHHWsT — KOPPeKTHOM
paboThl He06X0IUMO
BOCIIOJIb30BaThCsl KoMmaHou "keep-
relay-address" pe>xuMa
KOHQUTrypupoBaHud Relay areHrTa.

IMPORTANT

(OmmonanbHO) CoxpanuThk B DHCP-makeTte (DHCP discover)
B KauecTBe relay agent IP address agpec uHTepdelica, ¢
KoToporo npuittesr DHCP-3arrpoc 0T KJIMeHTa.

BosBpaT B peXXuM I7106a71bHOM KOHQUTYpaAIIUU.

HpI/IMEHeHI/Ie IIPOM3BEAEHHBIX HACTPOEK.

ITpumep: koHPu2ypauus L3 DHCP Relay azenma. HHmepgeiicbl 06eduHeHbl 8 bpuddc-domeH. B 6pudaic-
doMmeH 006a8/1eH Maxice Mapupymuaupyrowull supmyaibHslil unmepgetic (BVI)

relay-agent test

address-family ipv4 helper-address 88.1.1.119

vrf test
exit
interface bvi 23
exit
exit
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12vpn bridge-domain DHCP
interface tengigabitethernet 0/0/1.88
exit
interface tengigabitethernet 0/0/1.92
exit
interface tengigabitethernet 0/0/1.93
exit
routed interface bvi 23
exit

exit

interface bvi 23
ipv4 address 92.168.15.1/24

vrf test
exit

KoMaHIBI THAaTrHOCTHKH

Huoke mnepeuncieHbl Show-KoMaHABI, IIOCPEACTBOM KOTOPHIX MOYKHO IIOJIYUUTH PasIAYHYI0
IUarHocTuyecKyr nHpopmarnuro o DHCP Relay arenre.

show relay-agent counters
KOMaH,ILa BBIBOJIUT CTaTHUCTHUKY II0 BCEM Relay areHTaM CHUCTEMBI.

ITpumep: show relay-agent counters

0/ME5100:Routerfishow relay-agent counters

Relay agent name: test
IPv4 helper-address: 88.1.1.119

VRF name: test

Interface: bvi23

Interface oper state: up
IPv4 Counters
DHCP Packets:

Discover: 22
Offer: 9
Request: 45
Decline: 0
ACK: 45
NAK : 0
Release: 12
Inform: 0
Lease query: 0
Lease unassigned: 0
Lease unknown: 0
Lease active: 0

Failed packets
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Bad length:
To interface w/o IPv4:
TTL expired:
Unexpected type:
Bad Header length:
Add options fail:
Receive packet fail:
Send packet fail:
Deleted pending packet:
To deleted interface:
Strip options fail:
IPv6 Counters

DHCP Packets:
Solicit:
Advertise:
Request:
Confirm:
Renew:
Rebind:
Release:
Reply:
Decline:
Reconfigure:
Information request:
Relay forward:
Relay reply:
Lease query:
Lease query reply:
Lease query done:
Lease query data:
Lease query request:
Reconfiqure reply:
Query:
Response:

Failed packets
Unknown type:
To interface w/o IPv6:
TTL expired:
Unexpected type:
Receive packet fail:
Send packet fail:
Bad length:
Msg w/o relay options:
Unknown interface:

[SSEN SN IS NS IR RN S I S RN G B S I S )

(SSRGS IS IS G I S I S BIGGS IIGS B e G e B BGS B B S B GS BS B S AR S

[N IS RN CS I S RN G I G RN G B oS

show relay-agent state

KoMaH/ja BRIBOJUT UHGOPMAITHUIO 0 KOHQUTYpaliiu Relay areHTOB CUCTEMBL.
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IIpuwmep: show relay-agent state

0/ME5100:Router#show relay-agent state

Relay agent name:
IPv4 helper-address:
VRF name:
IPv6 helper-address:
VRF name:
Interface:
Interface oper state:
Interface is active
L3 IPv4 enabled
IPv6 disabled
Interface:
Interface oper state:
Interface is active
L3 IPv4 enabled
IPv6 enabled
Interface:
Interface oper state:
Interface is disabled

Relay agent name:
Interface:
Interface oper state:
Interface is active
L2 IPv4 trusted
Interface:
Interface oper state:
Interface is active
L2 IPv4 untrusted

test

88.1.1.119
default
88:1:1::119
default
te0/0/1.55

up

te0/0/1.92
up

te0/0/1.95
down

new
te0/0/1.3001

up

te0/0/3.3335
up
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HACTPOHKA DHCP-CEPBEPA

[1aBa mocBsIleHa HacTpoiike DHCP-cepBepa.

HacTpolika 3K3eMILIsIpa cepBepa

Jk3eMiuisip DHCP-cepBepa B VRF mpexacraBiasgeT Co60M IIpoIjecC, KOTOPBIM o6pabaThiBaer
BXopsIue U popmupyeT DHCP-3amrpockl Ha onpefie IEHHBIX UHTepdeticax.

MapiipytusaTtopsl ME I103BOJISIOT HAaCTPOUTH OAMH 3dK3eMIuisip DHCP-cepBepa B IV106aJbHOM
TabJInIle MapIIpyTU3al{uy U 110 OJHOMY 3K3eMILIAPY Ha Kakabii u3 VRF.

Koundurypanusa cepsepa

Tabauua 100. ITopsdok koH@Puzypauuu dhcp-server

KomaHnpa HasHaueHue

configure [Tepexof B pesKUM IVI00a/IbHOM KOHQUIYpaIIUHU.
interface IF Cospganue L3-uHTepdetica

ipv4 address ADDR 3amaHue agpeca uHTepdeca.

root [Tepexof B pesKuM I7I06aIbHOM KOHQUTYpaLUH.
dhcp-server Ilepexo[, B peskxuM HacTpoiiku DHCP-cepBepa.
interface IF Jlo6aBJleHHe IPOC/IyIIIMBaHUs Ha HHTepelice.

address-family ipv4|ipvb|both 3amanme AFI, B pamkax KoToporo 6yzeT pa6oTaThk cepBep.

address-range RANGE 3amaHue [UaIa3oHa a/ipecoB, U3 KOTOPHIX 6YeT IPOUCXOUTD
BBIJjava. /lMana3oH [0JDKeH SIBJISITHCS IIOMHO>KECTBOM CETH
uHTepderica. Obg3aTe/IbHBINA ITapaMeTp.

options Bxop B pesXuM 3a/faHUsA IIpefHaCTPOEHHBIX ONITUNA
dns-server 3amanue agpeca DNS-cepBepa

exit BosBpart B pe’KuUM KOHQUTypariu interface.

exit BosBpart B pesxuM KoHQuUrypanuu dhep-server.
static-bindings IP MAC Co3flaHue CTaTUYEeCKOH 3armucu cooTBeTcTBUs [P-MAC.
commit [IpuMeHeHMe IIPOU3BeJeHHBIX HAaCTPOeK.

IIpumep HacTpoiiku dhcp-server A1 17100a/J1bHOM TaO/IAIIBI
MapUIpyTU3aluu

dhcp-server vrf default
interface tengigabitethernet 0/0/4.2000300
address-family ipv4
address-range 200.0.20.2-200.0.20.100
address-range 200.0.40.2-200.0.40.100
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exit
exit

ITpoBepKa IPUMEHEHHBIX CIIMICKOB a/IPeCoB:

show dhcp-server interfaces

BriBoz uHTEPdEriCcoB, Ha KOTOPBIX IIPOUCXOAUT 06paboTka DHCP-coobiieHuit. [Ipumep:

0/ME5100:Router# show dhcp-server interfaces

address-1list cde

1 permit 232.0.0.0/8
2 permit 239.0.0.0/8

address-1list test

1 permit 232.1.1.1/32

show dhcp-server bindings

BrIBOJ| akTUBHBIX apeH/. IIpumep:

0/ME5100:Router# show dhcp-server bindings

DHCP-server process is enabled in vrf default

IP address

Hardware address

00:€0:6f:7d:01:2c
9c:ef:5e:6f:ec:fc
00:11:38:28:84:d4
00:e7:64:31:3a:af

dynamic
dynamic
dynamic
dynamic

Expires

16:21:43
16:25:55
16:26:07
16:26:10
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CIINCKH KOHTPOJIAI JOCTVIIA (ACL)

I'maBa IIOCBAIIIEHA HaCTPOﬁKe CITMCKOB AO0CTYVIIA.

Co3paHue cIIHCKa JOCTYyIIa

Crrcok pmocryna (gasee — "CIIMCOK") — 9TO CIIOCOO peryrpoBaTh IIPOXOXKAEHUE IIaKeTOB Uepes
uHTepdelic Ha OCHOBAaHUU 3HAUYEHUU 3aroJIOBKOB, IIOJIMTHUK U JeUCTBUM. OH IIpUMeHsdeTcsa Ha
uHTepderice 1 obpabaTeiBaeT BXOAAIINMN TpaduK. CIIMCOK COCTOUT U3 IpaBui ("seq-num"”, fajee
— "IIpaBuo"). IIpaBuiio 06Js1a/1aeT CaeYIOIUMU aTPUOYTaMU:

* lIMeeT NOPSAKOBBIN HOMED /I yKasaHUS MecTa B 00Iell o4yepefy COIIOCTABJIEHUS I eé
nepe6opa;

» COZlep’KUT KPUTEPUU [JIs1 COIlOCTaByIeHUs. Kak TOIbLKO 6ymeT HadaeHo [IpaBUIO, KPUTEpPUU
KOTOPOTO YA0BJIETBOPEHEI, IIepebop MpeKpaTUTCs;

* Coflep>KUT CIIMCOK JIeHMCTBUM, KOTOPHIH OyZeT IIPUMeHEH K IIaKeTy.

Ilopsapok co3manusa Cnucka

Tabauua 101. ITopsadok KoH@uzypauuu access-list

Komanpga HasHaueHnue

configure [Tepexof B pesXyuM Iv106aIbHOM KOHQUTYPALIUH.
access-list NAME [Tepexof B pesKUM HacTpOoMKHU CIIHCKa.

seq-num NUM [Tepexo[ B pe>KUM HacTpoMku [IpaBuia.

source NUM [Tepexof, B pe’KUM yKa3aHUsI aTpUOyTOB "UCTOUHUK"

PAa3/IMYHBIX 3aroJIOBKOB [JIsA COITOCTAaBJIEHUA.

ipvd A.B.C.D 3amaHue ipv4-apeca I COIIOCTaBJIEHUS C 3ar0JIOBKOM ipv4
I10J1eM "HCTOYHHUK"

exit BosBpaT B pe;KMM HacTpoHKH IIpaBuia.

destination NUM [Tepexo[; B pesKUM yKasaHUs aTpUOyTOB "IToIydaTesis”
PasJIMYHBIX 3ar0JIOBKOB JIJI COIIOCTaBJIEHHUS.

port eq 179 3asaHue aTpubyTa "mopTa mosy4daresis” AJjsl COII0CTaBIeHU C
COOTBETCTBYIOIIEM II0JIeM 3aroJI0BKa TPAHCIIOPTHOIO YPOBHSL.

exit BosBpaT B pe;KHMM HacTpOHKH IIpaBHIIa.

action deny YcTaHOBKa 3alpeTa Ha IIPOXOXKeHHe ITaKeTa.

exit Bo3BparT B pesXuM HacTpoUKH CITHCKa.

exit BosBpart B peXuM I171060a71bHOU KOHQUTYpaIiuiu.
interface te 0/8/4.3000 Bxoz B pe’KuM HacCTpPOMKHU UHTepderica.

access-group ingress 1 3aganue CIMCKa JOCTyIIa Ha YKasaHHOM HHTepderice.
commit [IprMeHeHMe IIPOH3BEJeHHBIX HaCTPOEK.
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IIpumep HacTpoiiKu access-list

access-list 1
seq-num 10
action deny
destination
port eq 179
exit
log-enable
source
ipv4 10.0.0.26
exit
exit
seq-num 20
exit
exit

A pa6otel ACL Ha yCTpPOMCTBe HeOOXOAWMO BBICTABUTH COOTBETCTBYIOII[ME allllapaTHbIe
HaCTPOMKHU. X BKIIIOUeHHe U 3aZjlaHue JUMUTOB 3a7ieicTByeT pecypc TCAM uumIiia KOMMYyTaI{UHU.
Tabauya 102. ITopsadok KOH@PuU2ypayuu annapamuuslx Hacmpoek 015 ACL

KomaHnpa HasHaueHue

configure [Tepexo[ B pesKUM Iv106a7IbHOM KOHQUIYpaIlUHU.

hw-module enable acl-counters  BxiroueHHe MOANEP)KKH CUETUNKOB cpabaThiBaHUSI ACL.
TpebyeT HaTMYHS YCTAaHOBJIEHHOTO MO/YJISI CTATUCTHKH

hw-module enable acl-default  BxsroueHHe HO/IEPKKH COIIOCTABJIEHHS C TAGIUIIEH
MapIIPyTHU3aIlHiy, C I0IIaflaHreM TpadrKa M0 JeficTBHe
MapIIpyTa I10 YMOTYAHHUIO.

hw-module enable acl-qos BruIroueHwHe I0/IepoKKH QOS /111 BO3MOKHOCTH 3afaHus TC,
DSCP.

hw-module maximum acl-entries 3amaHue MAKCHMaJIbHOTO KOJMUYECTBA IIPABUJI B pacyéTe Ha

10 OJIVH UHTepQeriC.

commit [TprMeHeHMe IPOM3BeeHHBIX HACTPOEK.

IIpuMep HACTPOMKHU almapaTHBIX HacTpoek A ACL

hw-module enable acl-counters
hw-module enable acl-default
hw-module enable acl-qos
hw-module maximum acl-entries 10

ITpoBepKa MPUMEHEHHBIX CIIMCKOB a/IPeCoB:
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show show access-lists

BrIBoJ cOKpallléHHOM HHGOpMaIUH O CIIMCKe TocTyna. I[IpuMep:

0/FMCO:example_router@1# show show access-lists 1
access-list 1
10, deny, any, src[10.0.0.26], dst[port eq 179] L2: @, IPv4: @, IPv6: @ hits
20, permit, any, src[any], dst[any] L2: @, IPv4: @, IPv6: 0@ hits

show show access-lists detailed 1

BBIBOJL pacIIMpeHHOM HHGOPMAIIUH O CIIHCKe JocTyIa. [IpuMep:

0/FMCO:example_router@1# show access-lists detailed 1
Tue Mar 21 16:32:13 2023
HW resources: 0/10 acl entries at LC0/0
4/10 acl entries at LC0/8
0/10 acl entries at LCO/11

Access-list: 1
Configured on interfaces:
te0/8/4.3000, L2: @, IPv4: @, IPvb: @ hits
seq-num 10
action: deny
match:  proto any, tos any, no fragments, flow-label any, vid any, pcp any, dei
any, ethertype any
source: ipv4 10.0.0.26, ipvb any, port any, mac any
destination: ipv4 any, ipvb any, port eq 179, mac any

set: none
total: L2: 0, IPv4: @, IPv6: 0 hits
seq-num 20

action: permit
match:  proto any, tos any, no fragments, flow-label any, vid any, pcp any, dei
any, ethertype any
source: ipv4 any, ipvb any, port any, mac any
destination: ipv4 any, ipvb any, port any, mac any
set: none
total: L2: @, IPv4: 0, IPv6: 0 hits

Co3gaHue rpynnsl 00beKTOB

prnna 00bEKTOB — 3TO CITHCOK 3JIeMEHTOB OOHOTO YPOBHs, KOTOpPBIE MOTIYT IIPUMEHSATHECA B
KaueCTBe CChIVIKHU B IIPpaBUJIaX CIIMCKa JOCTYIIA.

ITopsAAOK CO3AaHUA IPyIIIbI 00 bEKTOB

Tabauua 103. ITopsadok KoH@Puzypauuu object-group
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Komanpga HasHaueHnue
configure [Tepexo[ B peskKUM IV100a/IbHOM KOHQUIYPAIIUHU.

object-group ipv4-group NAME  [Iepexom B pesKHM HAaCTPOMKH ['PYIIIILL.

address A.B.C.D/N 3amaHue ipv4-Io/CeTH.
exit BosBpart B peXuM I71060a71bHOM KOHQUTYpaIiuu.
commit [IprMeHeHMe IIPOU3BeJIeHHBIX HACTPOEK.

IIpumep HacTpoiiKu object-group

object-group network ipv4-group OUTER_NETWORKS
address 212.20.0.0/16
description "0G to match enemy's networks"
exit
access-list 1
seq-num 10
action deny
source
ipv4 OUTER_NETWORKS
exit
exit
exit
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TECTBI ELTEX IP SLA

IP SLA sgBisgercda OYHKIMEM IIpOrpaMMHOr0 oOOecIledyeHHs, KOTOpas IIpefoCTaBseT
I10J1b30BaTeIsIM BO3MOXKHOCTh aHAJIM3UPOBaTh YPOBEHb 00CHyKMBaHUA I[P I IIPUI0OKEeHUN U
cepBUCOB. IP SLA HCII01b3yeT MeTOJ, aKTUBHOI'O TeCTUPOBAaHUA 3a CUeT HelIpephIBHOM reHepaliuu
TpaduKa HaJeKHBIM U IIpe/icCKadyeMbIM MeTOJOM. AKTHBHOe TeCTUpPOBaHUE II103BOJIIET
IIPOBOJUTHL MH3MepeHUs KJIUeBBIX IIOKasaTeslell KauyecTBa CeTH Ilepefjadyd JaHHBIX Ha 0Oase
npoTokoJa IP.

Ha Mmapuipytusatopax cepuu ME mof1epy>KUBArOTCsI CJIeYIOIHe TUITH TeCTOB:

* icmp-echo;
* icmp-jitter;
* udp-echo;

* udp-jitter.
MapIIpyTH3aToOp HOJeP>KHUBaeT BOSMOXKHOCTb KOHQUIypariuu 128 TeCTOoB.

OnuH M3 caMBIX IIPOCTBIX IIPUMEPOB TecTa - IIPOBepPKa [JOCTYIIHOCTH pecypca C IIOMOIIBIO
rpocroro “ping” (orupasku ICMP-3anpoca u oxugaHus ICMP-oTrseTa).

BoJjlee CJIOKHBIM - MPOBepKa KadecTBa KaHa/Ia 10 TaKUM XapaKTepPHUCTHKaM Kak jitter u delay.
MapIIpyTH3aTOP OTIIPABJIIET CTeHEPUPOBAHHBIM ITaKeT BCTPeUHOMY YCTPOUCTBY. [Tocsie TOro Kak
TeCTUPYyeMbI MapUIpyTH3aTOP MOJydaeT ITaKeT, B 3aBUCUMOCTH OT Tula IP SLA u3MepeHUs, OH
OTIPABJISIET TECTOBBHIM IaKeT 0GPAaTHO HCTOUHUKY C BPeMEHHOM METKOM /I KaJbKYJISIIHH
CeTeBBIX MOKasaTesel. IP SLA BBHITIOJTHIET U3MepeHHe ITapaMeTPOB JIMHKA, UCII0JIB3YsI ITPOTOKOJI
UDP.

Ana pa6orbl UDP-TecTOB Ha OKOHEYHOM VYCTPOMCTBe [OJ/DKeH OBITH BKJ/IIOUEH PECIIOHZED,
II03BOJIAIOIIIMI CHCTeMe OTBeuaThb Ha TeCTOBble 3ampockl IP SLA, KkoTopkle mockliaeT sender. IP
SLA pecnioHzep pocrtymneH Ha ycrporictBaX ELTEX cepuu ME m ESR. I'e”epatop IP SLA Mosxet
OTIIPaBJIATH TECTOBBIE ITAKETHI TOJIBKO C ycTpouicTB ELTEX cepuu ME u ESR.

Pecmonzep IP SLA oXuzaeT Ha onpejesleHHOM IopTy (control-phase-dest-port) Tak Ha3bIBaeMoe
KOHTPOJIBHOE COO00IlleHMe II0 IIPOTOKOJIY YyIIpaBJjieHWs OT reHepartopa IP SLA TecTOB ceHpepa.
[Tocite moJiydeHUs KOHTPOJIBHOTO coobineHus, I[P SLA BkirouaeT cortacoBaHHbIM UDP wmiu TCP
IIOPT. PecrioHep IMpUHUMAaeT 3alIpOChl ¥ OTBeYaeT Ha HUX. B I1eyIX JOIIOJTHUTEJIbHOM 3al[UThI
IUI1 KOHTPOJIBHOTO COOOIIeHUs AOCTYIIHO IndpoBaHue. /[uid 3anycka IP SLA-TecTa HEO6XOLUMO
yKa3aTh:

¢ destination-address;

e source-address.

11 OCTaJIbHBIX IIapaMeTPOB HCIIOJIB3YIOTCA 3HAauYeHHsd II0 YMOJYaHHI. ITO MHHUMAaJIbHas
KOHQUTypaIlis TecTa icmp-echo, KOTOPBIM 3allyCTUTCA IIOCIe IIPUMEeHEHUs HaCTpoeK U OyneT
IJIATHCS 6€CKOHEUHO.
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IP SLA sender

Huoke onmuchiBaeTcsl KOHQUTYypaIlug yCTPoHCcTBA-UHUITMaTopa TecToB IP SLA (ceHpep, sender).

Tabuya 104. Hacmpotika IP SLA sender

KomaHma

confiqure
ip-sla sender
test num
vrf vrf_name

destination-address
ipv4address

destination-port value

source-address ipv4address

source-port value

type { icmp-echo | icmp-
jitter | udp-echo | udp-
jitter }

control-phase-dest-port
value

ip-sla-logging-traps

dscp value
disable

dscp value

HasnaueHue

[Tepexof B pe>KUM IV106aJIbHOM KOHQUTYpaIIUH.

[Tepexop B pesxuM KoHOuUrypamuu IP SLA sender.

3aslaHue HOMepa TecTa U IIepeXxof; B PesKUM ero HaCTPOHKH.
[OnnuonanbHO] YKasaTe VRF, B KOTOPOM OyieT 3allyllieH TecCT.

3asanue IP-agpeca oIpanirBaeMoro XocTa.

[OnoHanbHO] 3ajaHuye II0pTa, Ha KOTOPBIM OYAYT OTIIPaBJIATHCS
SLA-T1aKeTHI.

3agath IP-agpec uHTepdeiica, ¢ KOTOPOro 0yAyT OTIIPABIAThLCA SLA-
IIaKeTkl.

[OnroHambHO] 3a4aTh IIOPT, C KOTOPOTo OYAYT OTIIPaBIATHCA SLA-
IIaKeTEkl.

BhIGpaTh THUII TeCTa.

[OmmonanbHO]  VKasaTb  IIOPT, KOTOPBIM  IIPOCJIYIIHMBAaeT
pecrmoHjep. Yepes 3TOT MOPT IIPOMCXOAUT  COIJIACOBAHHE
IIapaMeTpOB TecTa MeXKy CEH/IePOM U PeCIIOH/IepOM, B YaCTHOCTH,
naposad H crocoba mudpoBaHud. JedoysTHBIM IOpT - 1800.
HacTtpauBaeTcsa Ha ceHfiepe U pecroHjepe. MCII0ab3yeTcss TOJIbKO
Iuid TecToB UDP.

AXKTUBHUPOBATH SNMP-TpamoB

GYHKIIHIO
U3MeHEHUU COCTOSIHUA TeCTa.

OTIIpaBKH pu

3amath 3HaueHre DSCP mmakeToB IP SLA.
OTxirrounTh TecT IP SLA.

[OmmmuoHanbHO] 3amaTh sHaueHHe DSCP makeToB IP SLA.

Tabauya 105. Hacmpoiika 8peMeHHbIX U KOAUHEeCMBEHHbLX napamempos. IIpouzeooumcs 8 pexcume

HacmpoﬁKu mecma.

KomaHnpga

configure

ip-sla sender

test num

HasnaueHue
[Tepexof B pesXuM 171062/ IbHOU KOHQUTYPALIH.
[Tepexop B pesxuM KoHouUryparuu IP SLA sender.

3aﬂaHI/Ie HOMepa TeCTa U IIeEpeXo B PEKHUM €T0 HaCTpOﬁKH.

271



KomaHnpa

start-time { HH:MM |
HH:MM:SS | YYYY.MM.DD-
HH:MM:SS }

lifetime value

recurring

number-of-packets value

packet-interval value

packet-size value
test-interval value

rep-hist-count value

ttl value

commit

HasHaueHue

3azaHue BpeMeHU Hauajsla TecTa. Ecim He yKasklBaThb BpeMs
HauaJia, TEeCT 3allyCTUTCH I10CJIe BBIIIOJHEeHUI KOMaHIbI "commit".
3alaHue JJIUTEJIbHOCTU TeCTa B CeKYH/IaX.

3amyckaThb TeCT pas B CYTKHM B 3aJjaHHoe (start-time) Bpems c
3agaHHOoH (lifetime) IPOJOJDKUTEIBHOCTHIO.

3a,ZLaHI/Ie KOJIM4YeCTBa ITIaKEeTOB B TECTE.

3a,Z[aHI/Ie BPEMEHHOI'0O HHTEepPBaJla MEXIYy OTHpaBKOﬁ OTOEeJIbHBIX
IIaKEeTOB.

3azaHue pasMmepa IIaKeTa.
3asaHue BpeMeHHOI0 MHTepBaJIa MeXX/y TeCTaMU.

3a,Z[aHI/Ie Kosmm4yecTBa TeCTOB, Pe3yJbTaThbl KOTOPBIX BOfI,ILYT B
CTaTHUCTHUKY.

3anmarth 3HaueHUe TTL maketoB IP SLA.

[IppMeHeHMe IIPOM3BeJeHHBIX HAaCTPOEK.

IP SLA responder

Hioke omnumchIBaeTcs KOHQUIypalys YCTPOMCTBA-OTBeTUYMKa A TecToB IP SLA (pecrioHpep,

responder).

Tabauua 106. Hacmpoiixa IP SLA responder

KomaHnpga

confiqure

ip-sla responder

vrf _vrf name

address {ipv4address | all }

control-phase-dest-port
value

exit
disable

commit

HasnaueHue

[Tepexof B pesXyuM 171062/ IbHOM KOHQUTYpPALIH.

[Tepexop B pesxuM KoHOuUryparuu IP SLA responder.
[OnmmoHasbHO] VKasaTh VRF, B KOTOpo# Oy/ieT 3aIlylileH TecT.

3agmaHue IP-ampeca mHTepdeiica, KOTOpPbIM O6y[eT oTBedyaTh Ha Ha
TecTOBBEIe 3arrpocel IP SLA ceHpepa U IIepexof; B PeXHM ero
HaCTPOMKH.

[OnmoHasbHO] VKasaTh IIOPT, KOTOPBIM "CiayllaeT" pecroHep.
AedoaTHbIM IOPT - 1800.

(OmoHanbHO) Bo3BpaT B pesXKMM KOHQUI'YpAILTUU pPeCIIOH/epa.
OTKJIIOUUTEH PECIIOHJED.

HpI/IMeHeHI/Ie IIPOH3BENEHHBIX HACTPOEK.

HacTpoiika ayrTeHTUPUKAITUHU

AyTreHTHOUKAaIUA [OJ/DKHA OBITH HAcTpOeHa Ha CeHjepe UM pecloHjepe. IIpu HacTpomke
He00X0JMMO BbIOPATh THII ayTeHTUGUKAIIUU U 3a/1aTh I1apoJib. [10 yMOI4aHUI0 ayTeHTUQUKALASL
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OTKJIIOUeHa. Ha ceHaepe aYTEHTI/I(])I/IKaI_’[I/IH MOKET OBITH HaCTpoeHa MIJId Ka’XA0oro TecCTa B
OTAEJILHOCTH, Ha PeCIIOH/Iepe - I BCEX I/IHTep(l)efICOB.

Tabauua 107. Hacmpoiika aymeHmuguxkavuuu IP SLA sender

Komanpga HasHayeHue

configure [Tepexof B pesKUM IV100aJIbHOM KOHQUIYpaIluH.

ip-sla sender [Tepexop B pesxuM KoHOuUryparuu IP SLA sender.

test num 3asaHue HOMepa TecTa U IIepexof; B PesKHUM ero HaCTPOHKH.

auth { hmac-sha256 | sha256 BrpiGop Tmma ayTeHTHOMKamuH. 3ajaHHe IITapameTpa 'none'

| none } OTKJIFOYaeT ayTeHTU(PUKAIIHI0, YTO COOTBETCTBYeT II0BeIeHUI0 II0
YMOJIYaHUIO.

password { KEY STRING | 3alaHue KJII04Ya Ui ayTeHTUQUKAIUU B OTKPBITOM (KEY _STRING)

encrypted KEY_ENCRYPT } Ji60 B 3amruppoBaHHOM (KEY_ENCRYPT) Bupe.

comm1t [IpuMeHeHMe IPOU3BeJeHHBIX HACTPOEK.

Tabauuya 108. Hacmpoiika aymenmudguxavyuu IP SLA responder

KomaHnpga HasHaueHue
configure [Tepexof B peskKUM IVI00aJIbHOM KOHQUIYpaIlUHU.
ip-sla responder Ilepexof B peskuM KoHurypanuu IP SLA responder.

auth { hmac-sha256 | sha256 BriGop THma ayTeHTHOHKAIMH. 3afaHMe IapaMerpa 'none'

| none } OTKJIFOYaeT ayTeHTU(UKAIIHI0, YTO COOTBETCTBYeT II0BeleHUI0 II0
YMOJIYaHUIO.
password { KEY_STRING | 3alaHue KJII04a Ui ayTeHTUQUKAIUU B OTKPBHITOM (KEY _STRING)

encrypted KEY ENCRYPT } Ji60 B 3amuppoBaHHOM (KEY_ENCRYPT) BUpe.

commit [IprMeHeHMe IIPOU3BEIEHHBIX HACTPOEK.

ITpumep nacmpoiiku mecma UDP IP SLA. IuHus mecmupyemcs 60AbWUMU NaKemamu, 8KAUEHA
OMCbLIKA MPAnos8 Ha ycmpolicmeo MOHUMOpPUH2a, HacmpoeHa aymenmudgukayus. Tecm 3anyckaemcs
edxceoHesHo 8 16:10 u daumcea 1200 cekyHO.

ip-sla sender

test 3
auth sha256
control-phase-dest-port 1808
destination-address 5.5.0.30
ip-sla-logging-traps
lifetime 1200
packet-size 1514
password encrypted CDE650
recurring
source-address 5.5.0.31
start-time 16:10
type udp-jitter

exit
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exit

Ha scmpeuHom ycmpoticmae 0012ceH bblmb 8KAH0HEH pechoHdep.

ip-sla responder
address 5.5.0.30
control-phase-port 1808
exit
auth sha256
password encrypted CDE650
exit

AHarHocTu4ecKue KOMaHIbI

show ip-sla results
KOMaH,ILa BBIBOJIUT I/IH(l)OpMaLII/IIO 000 Bcex TeCTaX, 3allYIIIeHHbIX B ,Z[aHHBIfI MOMEHT.

ITpumep. show ip-sla results

0/ME5100:Router# sh ip-sla results
Mon Jun 26 16:31:07 2023

Test ID: 2
Status: fail
Error description: control phase failed: timeout
Start time: 2023.06.26-16:31:00
Finish time: 2023.06.26-16:31:02
Number of successfull tests: 0

Number of failed tests: 1
Number of test packets: 0
Number of Sender->Responder samples: 0
Number of Responder->Sender samples: 0
Number of Sender->Responder packets sent: 0
Number of Responder->Sender packets received: 0
Jitter values:

Sender->Responder minimum: 0.000000 sec
Sender->Responder average: 0.000000 sec
Sender->Responder maximum: 0.000000 sec
Sender->Responder current: 0.000000 sec
Responder->Sender minimum: 0.000000 sec
Responder->Sender average: 0.000000 sec
Responder->Sender maximum: 0.000000 sec
Responder->Sender current: 0.000000 sec
Loss values:

Sender->Responder 1loss: 0
Sender->Responder loss percent: 0.000000
Responder->Sender loss: 0
Responder->Sender loss percent: 0.000000
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Duplicate:
Late Arrival:
Skipped:

One way latency values:

Sender->Responder
Sender->Responder
Sender->Responder
Responder->Sender
Responder->Sender
Responder->Sender

minimum
average
maximum
minimum
average
maximum

Out of sequence values:

Sender->Responder:
Responder->Sender:

RTT values:
Minimum delay:
Average delay:
Maximum delay:

0

0

0
delay: 0.000000 sec
delay: 0.000000 sec
delay: 0.000000 sec
delay: 0.000000 sec
delay: 0.000000 sec
delay: 0.000000 sec

0

0

0.000000 sec
0.000000 sec
0.000000 sec

Test ID: 3
Status: successful
Error description:

Start time: 2023.06.26-16:30:02
Finish time: 2023.06.26-16:30:12
Number of successfull tests: 19
Number of failed tests: 0
Number of test packets: 100
Number of Sender->Responder samples: 100
Number of Responder->Sender samples: 100
Number of Sender->Responder packets sent: 100
Number of Responder->Sender packets received: 100
Jitter values:
Sender->Responder minimum: 0.000028 sec
Sender->Responder average: 0.000032 sec
Sender->Responder maximum: 0.000039 sec
Sender->Responder current: 0.000030 sec
Responder->Sender minimum: 0.000028 sec
Responder->Sender average: 0.000032 sec
Responder->Sender maximum: 0.000039 sec
Responder->Sender current: 0.000030 sec
Loss values:
Sender->Responder loss: 0
Sender->Responder loss percent: 0.000000
Responder->Sender loss: 0
Responder->Sender loss percent: 0.000000
Duplicate: 0
Late Arrival: 0
Skipped: 0
One way latency values:
Sender->Responder minimum delay: 0.000197 sec
Sender->Responder average delay: 0.000223 sec
Sender->Responder maximum delay: 0.000272 sec
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Responder->Sender minimum delay:
Responder->Sender average delay:
Responder->Sender maximum delay:

Out of sequence values:
Sender->Responder:
Responder->Sender:

RTT values:

Minimum delay:
Average delay:
Maximum delay:

0/ME5100:AR31-17-151#

o0

o0

.000197
.000223
.000272

.000394
.000446
.000543

sec
sec
sec

sec
sec
sec

TaxKke MO>KHO BBIBECTH I/IH(I)OpMaIJ;I/IIO II0 oIIpeieJIEHHOMY TECTY

ITpumep. show ip-sla results test 3

0/ME5100:Router# sh ip-sla results test 3
Mon Jun 26 16:33:53 2023
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Test ID:
Status:

Error description:

3
successful

Start time: 2023.06.26-16:30:02
Finish time: 2023.06.26-16:30:12
Number of successfull tests: 19
Number of failed tests: 0
Number of test packets: 100
Number of Sender->Responder samples: 100
Number of Responder->Sender samples: 100
Number of Sender->Responder packets sent: 100
Number of Responder->Sender packets received: 100
Jitter values:

Sender->Responder minimum: 0.000028 sec

Sender->Responder average: 0.000032 sec

Sender->Responder maximum: 0.000039 sec

Sender->Responder current: 0.000030 sec

Responder->Sender minimum: 0.000028 sec

Responder->Sender average: 0.000032 sec

Responder->Sender maximum: 0.000039 sec

Responder->Sender current: 0.000030 sec
Loss values:

Sender->Responder 1loss: 0

Sender->Responder loss percent: 0.000000

Responder->Sender loss: 0

Responder->Sender loss percent: 0.000000

Duplicate: 0

Late Arrival: 0

Skipped: 0
One way latency values:

Sender->Responder minimum delay: 0.000197 sec



Sender->Responder
Sender->Responder
Responder->Sender
Responder->Sender
Responder->Sender

average delay:
maximum delay:
minimum delay:
average delay:
maximum delay:

Out of sequence values:

Sender->Responder:

Responder->Sender:
RTT values:

Minimum delay:

Average delay:

Maximum delay:

[SSEN SIS I CS I S

S

.000223
.000272
.000197
.000223
.000272

.000394
.000446
.000543

sec
sec
sec
sec
sec

sec
sec
sec
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HacTporka LLDP

LLDP (Link Layer Discovery Protocol, 802.1ab) —IIpoTOKO0JI KaHaJbHOI'O YPOBHS, II03BOJISIOIIINAMN
ceTeBOMy OOOpPYZOBaHHIO OIIOBeIl]aTh JIOKaJbHYK CeTb O CBOeM CYIIeCTBOBaHHU U
XapaKTepUCTUKaX, a Takyke CcOOMpaTh TaKWe >Ke OIIOBeIlleHUs, IIOCTYIIalolllie OT COCETHEro
060pyI0BaHM4.

B cetu ¢ nogmep>kKkor LLDP yCcTpo#CcTBO 0OBSBIISIET JIOKAJIbHYI0 HHOOPMAIHIO 0 cebe B 610KaX
naHHbIX LLDP (LLDPDU) HeIlOCpeACTBEHHO IIOAK/IIOYEHHBIM yCTpoMcTBaM. HHpopMalusd,
pacipocTpaHsaemasa yepes LLDP, XpaHUTCA ee II0JIy4aTe/JIMU B CTaHIAPTHEIX MIB, UTO I103BOJIIET
crucTeMe yrpaBiieHUs ceThbio (NMS) mosryuaTh JOCTYII K 3TOM HHopMaruu uepes SNMP.

B LLDPDU nepezaetcs ciaenyroias tHGopmalysa 06 yCTpOUCTBe:

* OCHOBHBIE BO3MOKHOCTH CHCTEME,
» [P-azpec yrpaBjieHUsI CUCTEMOM;
* UJeHTUPUKATOP YCTPOUCTBA;

* UeHTUQUKATOp IOpTa.

AreHTbI LLDP 1 pe>xumMsbl MoCTa

AreHT LLDP - 3T0 0TOO6pakeHre 06 beKTa IIPOTOKO0JIa, KOTOPBIH peanusyeT LLDP.
Heckosibko areHToB LLDP MoryT pa6oTaTh Ha 0HOM UHTepderice.

AreHThs!I LLDP miogpaszessroTcd Ha CaeQyrliue THUIIBL:

» Bovpkauinuii areHT Mocta (Nearest bridge)
» Bovpkadinuil areHT MocTa kKireHTa (Nearest customer bridge)
» Bovokaniuit areHT Mocta He-TPMR (Nearest non-TPRM bridge)
Ha cxeMe HIbKe IIpUBe[leH IIpUMep IIPUMeHeHHUs OJHOBPEeMEHHOI'O HCI0JIb30BaHUS PasHBIX

TUI0B LLDP-M0CTOB 1 mpo3pavHoro Tpansura LLDP-TpaduKa /11 yCTaHOBJIEHUS COCEICTB MEXKIY
COOTBETCTBYHIIIMMHU YCTPOHCTBAMH.

|Nearest | [Nearest |
JETSEEER S e e e e o e e e e |customer |
|bridge | |bridge |
| I | |
[Nearest | [Nearest | [Nearest |
|non-TPRM |------ |non-TPRM |-----------coommemoo |non-TPRM |
|bridge | |bridge | |bridge |
| | I R R |
[Nearest | [Nearest | |Nearest | [Nearest |
|bridge  |------ |bridge  |------ |bridge  |------ |bridge |
| | | | | | | |
| ;| [ TPMR-- - === ---- CB2
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lpumep ycTaHosneHna LLDP-cocencTsa.

O6opynoBaHue 1epefaeT Kaapbl LLDP mo cetu Ethernet yepes ompeqeseHHble HUHTEPBAsbI
BpeMeHU.

Kazgper LLDP miaa pexxuma mocrta "Nearest bridge" umeror Multicast MAC-azgpec ImosyyaTesst
01:80:C2:00:00:0E.

g pecxuMa mocta "Nearest customer bridge" — 01:80:C2:00:00:00.

g pecxuMa mocta "Nearest non-TPRM bridge” — 01:80:C2:00:00:03.

ITocegoBaTe ILHOCTE KOHQUIYPHPOBaHUS MPOTOKOIa LLDP BBIIJIAAUT CIeYIOLIHUM
obpasom:

1. Ob1as HacTporika IpoTokosia LLDP Ha yCTpOMCTBe;
2. JlobaBiieHHEe UHTeP(EMCOoB;

3. BrI6Op pekrMa MocTa Ha UHTepdeiicax.

basoBasg HacTpouKa nporoxosia LLDP

HacTporika IMpOoTOKOJIa ITPOU3BOIUTCS COTJIAaCHO OITHCAHHOM BHIIIIE UePapPXUH.

Ta6auya 109. Ba3osas Hacmpolika npomokoaa LLDP

Komanpga HasnaueHue

configure [Tepexof B peskKUM IVI00aIbHOM KOHQUIYpaIluH.

11dp BruroueHre LLDP u miepexo/| B pesKUM er0 KOHQHUIypaIiyu.
hold-multiplier value (OnmuoHanbHO) 3alaHue MHOXKUTeNsI I pacuera

BpeMeHU >xu3HU (TTL) mHPopmarmuu o coceme LLDP c
MOMEHTa II0C/IefHer0 00HOBJIeHUA./lepoNTHOe 3HaUeHMe-4.
(TTL=(hold-multiplier*interval)+1)

interval value (OmuoHanbHO) 3alaHue WHTepBasia Iepemauud LLDP-
naxkeToB. [lepoaTHOe 3HaueHHe-30 CEKYH]I.

notification-interval value (OmmonanbHO) 3aZjlaHye BpeMeHU OTIIpaBKU  trap-
cooOb1ieHU mocsae usmMeHeHusa LLDP Ta6buurel. [ledposTHoe
3HaueHUe-30 CeKyH/I,

optional-tlv { mgmt-addr | port-  (OmmmonasmbHO) 3amper mepemaud mHopMaryu B TLV 0

desc | system-cap | system-desc | BBIG
; aHHOM ITapaMeTpe.
system-name} disable P P P

optional-tlv mgmt-addr set {ipv4  (Ommumomanbuo) 3amanme IPv4 (IPv6)-amipeca, KOTOPBIi

address | ipvb address} 6yZeT IepenaBaThCd KaK ajgpec  ympapiaeHHs. Ilo
ymosuyaHuio B LLDPDU mnepenmaerca IPv4-ampec Loopback-
uHTepdeiica ¢ HAMMEeHbIIUM IOPIIKOBEIM HOMEPOM.
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KomaHnpa

pps value

reinit value

disable

11dp interface {
tengigabitethernet |
fortygigabitethernet |
hundredgigabitethernet |

twentyfivegigabitethernet }
num_interface

agent { nearest-bridge | nearest-
customer-bridge | nearest-non-
tpmr-bridge }

neighbors-limit value

optional-tlv { mgmt-addr | port-
desc | system-cap | system-desc |
system-name} disable

optional-tlv mgmt-addr set {ipv4
address | ipv6 address}

port-id-type { interface-name |
local | mac-address}

receive { disable | enable }

transmit { disable | enable }

commit

Ha3umaueHue

(OmmuoHabHO) 3aZaHHe MaKCHMaJbHOTO KOJIMYecTBa
nocsenoBaTesbHEIX LLDPDU B ceKyHIy, IepeaBaeMbIX IIPU
U3MEeHeHUHM JIOKaJlbHOU uHbopmanuu LLDP. [lebposTHOe
3HaYeHHe-S.

(OmmmoHanbHO) 3aflaHUe MHWHUMAJBLHOTO HWHTepBasa
BpeMeHU B CeKYH/IaX Ilepe]l IIOBTOPHONM WHUITHAIH3AIlUeN
LLDP. leposTHOE 3HAUEHME-2.

(OmoHanbHO) BeikitoueHue LLDP Ha MapuipyTusaTope.

BxurroueHue LLDP Ha mHTepdelice U IIepexo/; B PeKUM ero
KOHQUTYpaITUH.

3ajaHue peXuMa MOCTa, B KOTOpoM OyneT paboTaThb
UHTepdeliCc U Iepexo]] B pesKUM ero KOHQUTYPaAITUH.

(OmmmoHanbHO) 3ajaHHe MaKCHUMAaJIbHOTO KOJIUYecTBa
cocefen.

(OmmpoHasbHO)  3arper
BBHIOpAaHHOM I1apaMeTpe.

nepegayu  uHGOpMAIUU O

(OnmmmonanbHO) 3azaHue IPv4 (IPv6)-ampeca, KOTOpPBIH
OyZeT mepefaBaThCs B IlepefjaeTcsl KaK ajipec yIIpaBJIeHUs.
IIo ymosmuyanuro B LLDPDU mepenmaetca IPv4-appec
Loopback-uHTepderica ¢ HaUMEHBIIUM IIOPSIAKOBBIM
HOMEPOM.

(OmmmonanbHO) BrIOGOp mapaMerpa, KOTOPBIM
HCII0JIb30BAThCA I UeHTUQUKAIIUHU UHTepdelica:
- interface-name- uMms uHTEpdetica;

- local - Interface index

-mac-address - MAC-azipec uHTepderica.

oymeT

3anpetutsh /paspemiuTh npueM LLDP PDU Ha uHTepderice.
ITo yMoT4aHUIO IIpHEM pa3perieH.

3ampeTuTh /paspemmTh Iiepegadyy LLDP  PDU  Ha
uHTepderice. IIo ymMoI4aHUIO I1epefiava pasperreHa.

HpI/IMEHeHI/Ie IIPOM3BEAEHHBIX HACTPOEK.

ITpumep KoH@uypauuu npomokxo.aa LLDP

11dp

interface tengigabitethernet 0/0/1

agent nearest-bridge

notification tables disable
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port-id-type mac-address
exit
exit
exit

JAuarHocTuyecKue KOMaH/IbI

show lldp neighbors
Komana BEIBOAUT MHGOPMAITUIO 000 BCeX yCTaHOBJIeHHBIX LLDP-cocencTBax.

IIpuwmep. show lldp neighbors

0/ME5100:Router# show 11dp neighbors
Wed Mar 27 12:12:30 2024
Capability codes:
(R) Router, (B) Bridge, (T) Telephone, (D) DOCSIS Cable Device
(W) WLAN Access Point, (r) Repeater, (H) Host, (s) Station only
(TP) - Two Ports MAC Relay, (S) - S-VLAN, (C) - C-VLAN, (0) Other
LLDP agent codes:
(N) Nearest Bridge, (NnT) Nearest non-TPMR Bridge
(NC) Nearest Customer Bridge
local port device 1id port id capabilities agent
system name

te@/1/2 a8:f9:4b:8b:bc:20 2 B R NC
AR31-17-151

te0/1/2 €8:28:¢1:48:06:40 te0/0/28 B R N
R17-200

te0/1/2 e4:5a3:d4:0c:d6:c0 tel1/0/5 N
El_primero_17.1

te0/1/2 a8:19:4b:9a3:d9:40 tel1/0/1 B R N
SwW2_17.33

te0/1/2 €0:d9:e3:d6:93:80 e0:d9:e3:d6:9a:82 N

te0/1/2 a8:f9:4b:3c:36:80 tel/0/1 N

te@/1/2 a8:f9:4b:8b:bc:20 a8:f9:4b:8b:bc:21 B R N
AR31-17-151

show lldp neighbors detail

KoMaHa BBIBOJUT [€TATU3UPOBAHHYI0 HMHGOPMAITUI0 O cocefisax. TakKe MOYKHO IIOJTyUHTH
UHPOPMAITUI0O O COCeJsIX OIIpefieIeHHOTO HHTepdelica, ykasaB ero B KaueCTBe IIapaMeTpa
KOMAaH]/IBL.

IIpuwmep. show lldp neighbors detail

0/ME5100:Router# show 11dp neighbors detail
ed Mar 27 12:16:07 2024
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Local Interface: Tengigabitethernet@/1/2

Chassis id: a8:f9:4b:8b:bc:20

Port id: 2

Neighbor MAC address: a8:f9:4b:8b:bc:21

Port Description: -a MES3124F 17.31 te0/4
System Name: AR31-17-151

System Description: Eltex ME5100 carrier router

System Capabilities: Bridge, Router
Enabled Capabilities: Bridge, Router
Agent: Nearest Customer Bridge
Management Address: 6.6.6.151
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